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gt RE S5YS ORELES5I T SDKE 2 3 ™X|ghch Mx| X|& REA[EE LI 2 http:/
maven.apache.org/& & Z35HA Q.

1. SDK2| GitHub H|O|X| AWS SDK for Java (GitHub)Z 0|5 & L|C}.

2. Y5t= SDK HT #H=of s et EfIE MEELICH o & S011.6.10LICH

3. [Download ZIP] HE 2 £2l5l0{ MEiEt SDK HM 2 CIR*E2EgLCt

4. Y A|AEIO| CIHEE|2 mto| fFE -Z—L—IEP 0924 A|ARIO| M ZefE ot 2 E|RHE A S5Hod
ol g2 &L EHOld oM unzip REZIEIE M8E = A&LCt

5. E{0|'d oM SDK &4 0| &fH& E C|HEEZ|ZE o|SELICH

6. Ch2 a2 AF2510f SDKE YE D Mx|&LICHMaven 2 R).

AAOMEE 7


https://sdk-for-java.amazonwebservices.com/latest/aws-java-sdk.zip
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/
http://maven.apache.org/
http://maven.apache.org/
https://github.com/aws/aws-sdk-java
https://maven.apache.org/
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mvn clean install -Dgpg.skip=true

Je4™ .jar ItY0| target C|EEEIZ HEFELICEH

7. (MEH AL CHE HEES AHE5H0 API &2 HEME =g

mvn javadoc:javadoc

O] MHEME target/site/apidocs/ CIHE{Z|2 YEELICH.

YU £ A
HE T E A85HH Java ME’% N2 zelste ol =2 0| ELICh o HE EFEMEE =
UX|TH 07| ME F 7HK]| 217] Qe 2lE =72l MavenD} Gradle2 AF&35104 A|&F5 1 AlRSHE W
2 2o{EL|Ct O] —rHIOiIA‘I" Olcst = =7 E AM85to{ ZEZMEN ERF Javad SDK FE S
zeleteE YES 2o{ELich.

=AM

« Apache Maven2 Z SDK A& 3}7]|

- GradleZ SDK AI835}7]

Apache Maven2 2 SDK AE73}7|

Apache Maven2 A& 3504 AWS SDK for Java ZEMEE 7 2 Y=35t7{Lt SDK AIX|E Y=g =

A& LIC

(® Note
ol #X[e| x|&EE AtE35tE2{™ MavenO| 4 XIEIO-I QJo{of BfL|ct. ot &l MR[SHK| 2 B2
http://maven.apache.org/HlA Ct2 2 E510{ M| AIL.

M Maven IH7|X| 244

7|2 Maven I{7|X|E dstc{H EHOI'(BZE) & Lo 52 A LICH

mvn -B archetype:generate \



https://maven.apache.org/
http://maven.apache.org/
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-DarchetypeGroupId=org.apache.maven.archetypes \
-DgroupId=org.example.basicapp \
-DartifactId=myapp

org.example.basicapp2 OHZ 2|71|0| M| TX| IH7|X| HYAHO|AZ HF T, myappE ZEME ]
O|&(0| O|F 0| ZEMEE C|HEEZ|2| O|F SR AEE)2S 2 HtELICEH

7|2™Mo 2 quickstart O} 7|EFUS AF83to ZR2ME HEZSIZ MM =0, ol o{f Z2NME
Ol E2 ELHMAULICH O BI2 ol 7|Et U2 AEE £ /JU&LUct &7 7 |X |2 MBS El= ot 7|t
U SEZ2 E24™ Maven Ot 7|EL 2! HO|X|E Y ESIML. -DarchetypeArtifactId QI+E
archetype:generate BZ0| F715t0{ AL S E7 o} 7|EtO|Z & MEAE = U&LICE o

> rulm

mvn archetype:generate \
-DarchetypeGroupId=org.apache.maven.archetypes \
-DarchetypeArtifactId=maven-archetype-webapp \
-DgroupId=org.example.webapp \
-DartifactId=mywebapp

® Note
ZEME 44 & Fdof oiet o B2 KtAlet LI 2 Maven A[%r SFLEA O] Lt QL& LICE.

SDKE Maven 354802 77

stedH T2 ME 9| pom. xml LHAWMH SSHo =2 M5l of
C

AWS SDK for Javag ZZME 0l Al
= L= Ml SDKE 7tME = &Lt

gfLich HH 1.9.05H

rr
=
[l
-

¥ SDK 2 & X|™

i SDK R E2 MEHSIE{™ Maven® AWS SDK for Java BOM2 Al2&tLCt 2™ X ™Hste B E
oM S HTS| SDK7F AF8E|T 2E0| MZ Zhol Z&HELCH.

BOMZ At83t24™ <dependencyManagement> Al

> MMg ofZ2I7{0|M 2] pom. xml Ztoi| F7}5104
aws-java-sdk-bom2 FLMHO R FItst1 AEE SD

DKe| g x| gL

<dependencyManagement>
<dependencies>
<dependency>

Apache Maven2 £ SDK A& 5t7| 9


http://maven.apache.org/archetypes/maven-archetype-quickstart/
https://maven.apache.org/archetypes/index.html
https://maven.apache.org/guides/getting-started/
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.1000</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

Maven Centralo| M AA8 & == Q= AWS SDK for Java BOM2| Z| &l HHEE 2 2{H™ hitps:/
mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom2 & Z 5t & A|2. EEEF O] THO|X|E At
835t0{ BOMO{| 2|5 #E|E/H T2 ME 9| <dependencies> IOl pom. xml MMof| LEE £ U=

EE(OZ—H\'g)E 5—"'._'%" _/I\__II:_ (/?/!ﬁl—ltl'

O|A| of Z 2|7 0|40l A AL St= SDKOIA 7HE ZE S MEE £ d&LICt 0|0l BOMOf| SDK TS
Melgleoz 2t 7 ANttt HX HE & X|He E7t el&Lch

<dependencies>

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-s3</artifactId>

</dependency>

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-dynamodb</artifactId>

</dependency>
</dependencies>
T3 AWS ZE ME FHHEI S AT 50 ST AWS MEI20 o S&AS AHg o sHeX| Lo}
£ & A&LICH &3 AMH|A oflM| 2] POM r%'% HZSHAAIR. ol & £0{, AWS S3 MH|A Q| Z&4
of Zt&lo| U= B2 GitHub2| Al oM E EHESHMIR. (java/example_code/s3 OF2i 2] POME &0l
st Al2)

4oz Z0{22{H BOM HAM=E AtEstX| ot B3| TS 20l pom. xm1 04| A
O 0

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>

Apache Maven2 £ SDK A& 5t7|


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
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<artifactId>aws-java-sdk</artifactId>
<version>1.11.1000</version>

</dependency>
</dependencies>

mvn package
Ol A 6™ 0jar CIRE2|0] target Tt O] MELICEH

Maven2 AF23610{ SDK 2=

Apache Maven2 AR50 AA0|A SDKE gl= 8 4 Ql&LICH 0|2 A 5t24H GitHuboll A SDK 2
CECI2ECH 0S8, 242 Y52 E1 LIM CHS Maven HHS AgstLIC

mvn clean install

Gradle2 SDK AF235}7|

Gradle Z2HMEO| SDK &M 2 22|64 2| Maven BOM AWS SDK for Java € OHE 2|71 0|41 9]

build.gradle WAZ 7tX{ZLICt.

(® Note
CHS oMol ME e mhelo| 1,12, 5298 AWS SDK for Javall £ 35 8 =

- =2—

Maven S 2| ZX|E2|0M Z|A HAME 30 E A R.

Gradle 4.6 0| & ¢/t Z=ZNME A

02

Gradle 4.6 0|= BOM(BIll Of Material)0l| &4 M215t™M Gradlel| E4 & POM X[ 7|5 AHE

&t01 BOM A& 7tXE & U&LICH

1. Gradle 5.0 O|& 2 AI&dt= % 2EHZE HAHELICH 3ZX| f2™ settings.gradle T+ o]

M IMPROVED_POM_SUPPORT 7|%% 23 5hMR.

GradleZ SDK AFZ 37|


https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java
https://gradle.com/
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://docs.gradle.org/4.6/release-notes.html#bom-import

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

enableFeaturePreview( ' IMPROVED_POM_SUPPORT")

2. ofZ2|710|42| build.gradle Tt UoiAM S& Ao BOME F7HeLICH

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')

// Declare individual SDK dependencies without version

}
3. & MMoi| Ar8E SDK 2E2 X|HELICH o & E01, CHZ2 Amazon Simple Storage Service
(ol Cist B&4H8 ZTEELICtAmazon S3.

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529")

implementation 'com.amazonaws:aws-java-sdk-s3'

to{ 2HIE SDK S&E HHE KIS 2 FlgLoH

ol
r

Gradled| A= BOML| HEE Al

Ct & 40| L& E ™A build.gradle T+ 2| of &IL|C} Amazon S3.

0jo
rlo
O

group 'aws.test'
version '1l.0-SNAPSHOT'

apply plugin: 'java'
sourceCompatibility = 1.8
repositories {

mavenCentral()

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.12.529"')

implementation 'com.amazonaws:aws-java-sdk-s3'

GradleZ SDK AFZ 37|
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}

@® Note
O|™ oi|XMol Mol S44E T2 HMEO|M AF2E AWS MH|A 2| 454 Amazon S3 22 HiE
LICt. AWS SDK for Java BOMOIM EE|etE 2E(54 )2 Maven 5 2| ZX|EE[0f LY
Euct
=

4.6 O|™ Gradle HHM | Z2ME M™H

4.6 0| 9| Gradle HZ0l= 7|2 BOM X|#0| RFgfL|ct. Z2ME o AWS SDK for Java &M
2 2[5t2{™H Gradle& Springe| S5 4 2| Z22{1212 AF83510 4 SDKSL Maven BOM2 7tX{SL

1 o

Ad
o

Ok
1

i
m
MK
AFd
M

Q12 o Z2|70|M2] build.gradle Lol F7}.

buildscript {
repositories {
mavenCentral()

}

dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"

apply plugin: "io.spring.dependency-management"

2. BOME 1} 29| dependencyManagement AlAd0f Z=7}&FL|C}.

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

A MM A2 E SDK 2EE X|™ELICE o E0{ LS 2 Amazon S301| CHEF SEMHE £
L|C}.

w
% O

I

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'

GradleZ SDK AF23E17| 13


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
https://github.com/spring-gradle-plugins/dependency-management-plugin
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o1 SHIE SDK S5 8 HEE AtS2 2 #H el

ol
i

GradleO| M= BOML| HEE Al

ct

0jo
rlo
OF

40| L& E ™A build.gradle T+ 2| of &IL|C} Amazon S3.

group 'aws.test'
version '1.0'

apply plugin: 'java'
sourceCompatibility = 1.8

repositories {
mavenCentral()

buildscript {
repositories {
mavenCentral()

}
dependencies {
classpath "io.spring.gradle:dependency-management-plugin:1.0.9.RELEASE"

apply plugin: "io.spring.dependency-management"

dependencyManagement {
imports {
mavenBom 'com.amazonaws:aws-java-sdk-bom:1.12.529'

dependencies {
compile 'com.amazonaws:aws-java-sdk-s3'
testCompile group: 'junit', name: 'junit', version: '4.11'

}

(® Note
Ol oMol el B&5HE Z2MEAM ALSE AWS MH|A Q| Z4 4 Amazon S3 22 HHE
L|Ct. AWS SDK for Java BOMOIAM ZE2|5t= 2=(FE58)2 Maven S 2| ZX|E2|0f LIS
Euct.

GradleZ SDK AFZ 37|


https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-bom/latest
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BOME At&¢8t SDK &5 X0 ciet AtMlH LHE 2 Apache Maven2 E SDK AtE5t7|E & X6t
AAI2.

7o

fjo

AWS 2| 2|8t AWS YA| X123 5 2 M7

E A873510q X|HEl= MH|A0| @4Z352dH AWS ¥A| A1 5HE AS3H 0ok AWS SDK for Javagf L
Ct. AWS SDKs 2! CLIsE 824t MQI2 AF235104 A|ARAIE A B4 B L 24 AWS 74 e
HIZ &t CH & x| AWS (Al AHE SHE JH&LICH

Ol FHMHEE Al25t04 2Z ofZ 2|7|0|M 72 8 AWS YA| Xt
Bt 7|2 MEE MZ2&L|Ct AWS SDK for Java. EC2 QIAEAA LHO|AM Al E R4
7Lt 7|28 2 2 Eclipse IDEE AM& 35t Qe AR0= O FHE FXHAAL.

« EC2 QAEAE A3t B IAM U S MEE CHS IAM A& 2 AFE 5104 2lA A0 CHEt
HAM|A HEH 2040l EA|EI CHE EC2 QIAEIAO| ST d&tof CHEF HMA HEHE2 HodghL|Ct.
AWSAmazon EC2

« & A83510q Eclipse L0 M AWS At73 5B E A™HELICFAWS Toolkit for Eclipse. RHAlEH LIE 2
AWS Toolkit for Eclipse At AHAM| A}F AWS 5 W E T sHMIL.

HAI X3 &8 48

0424 AWS SDK for Java 7t X| &S 20 CHSt YAl R E BHE e & UK HE L= UH2

Ct=21t Z&Lch

o OIS /X0 UE 22 AAEIO XA Z3H T2 E U LAl AWS A4 SHS AHEFLIC
 Linux, macOS EEE= Unix2| ~/.aws/credentials Q| A<:

« Windows0| A C:\Users\USERNAME\ . aws\credentials

QUAl A4 5HE L= wedof Cist X[&l O] SFLHA L] the section called “SDK& A 20t QIS S
=

« AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY, 2! AWS_SESSION_TOKEN 7 5 MH
gLICH.
=

ol

Linux, macOS E £ Unix0O|A O|q8t =5 M Sle{H £ At EhLCt.

export AWS_ACCESS_KEY_ID=your_access_key_id
export AWS_SECRET_ACCESS_KEY=your_secret_access_key

Al ZHA
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https://aws.amazon.com/eclipse/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/setup-credentials.html
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export AWS_SESSION_TOKEN=your_session_token
Windows0i| A 0|28t B+~ & M 5te{H 2 AFS & LCH.

set AWS_ACCESS_KEY_ID=your_access_key_id

set AWS_SECRET_ACCESS_KEY=your_secret_access_key

set AWS_SESSION_TOKEN=your_session_token

80 EC2 QIAEIA HAIA HBHS RodEt

= T

SHE <
B LI 2 Linux 2IAEAE Amazon EC2 A2 MAHA{o|of CHEH IAM &

LICt Zts g Alof| CHst XA
&2 Amazon EC2 & X 5HA|2.

Olg{SH W & SILIE AFE35t0{ AWS (Al A4 SHE MHSHHE 7|2 A4 3YH 32X AQIE AE
5t04 AWS SDK for Java 0|lM (Al Xt4 BHE RIS 2 ZEFLICH Java O E 2| 0| Mo M AWS
X749 XHQdofl CHEH AFMIEH LIRS AWS XF74 BT 5ol A ZEatMI Q.

IMDS A3 5 Z Al

S X7 5 B2 Alztofl #AHgi0] 12 0tCH #aat2 =0 M IMDS A2 B SEQI M2 13
AWS SDK for Java | 4BHLIC} 0|27 ot K2 BHE Cf A5 M2 D& £ Yoo IMDSO 2t
x| ofg B2 QIAIE AWS TH8 40l W 01E 7Hs 4ol Fois Lt

1. // Refresh credentials using a background thread, automatically every minute. This
will log an error if IMDS is down during

2. // a refresh, but your service calls will continue using the cached credentials
until the credentials are refreshed

3. // again one minute later.

InstanceProfileCredentialsProvider credentials =
InstanceProfileCredentialsProvider.createAsyncRefreshingProvider(true);

. AmazonS3Client.buildex()
.withCredentials(credentials)
10. .build();

12. // This is new: When you are done with the credentials provider, you must close it
to release the background thread.
13. credentials.close();

IMDS A7 B3 ZAl 16


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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£ MA™ELCH AWS 2|

E A-835t01 AWS AMH|A0| HMAStE AWS B O AEE 7|EdtE H
1t x| 7‘—192 b2 EIJHO MEq5H oF

Java. HER|3 852 z[CHstste{™ 2Ql(EE= 2¢lel 1 H) =
gtL|Ct ZF MH|A Q] 2| S5 2 Amazon Web Services B 2 X 0| E|M L AlEZQIEE E XA
.

(® Note

2|Hg MENSHR| oo™ 7|2 XS 2 us-east-10| ALSELICH

FALEE 7IHE AFEstod AH4 ZFE ™o 7|2 AWS 2|HE d-E + U&Lich

- OZ Xl U= 2L A|AEI S| T THUAM AWS 2T AWS & A ELCH
« Linux, macOS =& Unix2| ~/.aws/config

 Windows 2| C:\Users\USERNAME\.aws\config

O mtof= CtE 4ol Aol e x|ofof &Lt

[default]
region = your_aws_region

=+

P5t= AWS 2| (0d: "us-east-1")2 your_aws_region2 2 CHA|ELICt.
- AWS_REGION £Z #H8 M™EFLICE

Linux, macOS =& UnixHIME 2 AMSSHAIL.
export AWS_REGION=your_aws_region
WindowsOll M= & AFSEfLICH.
set AWS_REGION=your_aws_region

07| M your_aws_region2 35t= AWS 2| O|& lLICt

E Mgt Aws 2|™ 17


https://docs.aws.amazon.com/general/latest/gr/rande.html
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A2 AWS SDK for Java

2 E MH|A0| AWS SDK for Java ML=

ol
= AR -
ool CHEl SR8 Ui YEE MSELich

jn

A8

ro
|K
u
M

Mblay =2 382 HE 2 of|Al( Amazon EC2 Amazon S3-& Amazon SWFS)= AWS SDK for
Java I E X E FZsHM L.

A

- E AI88HAWS T 28 Al AWS SDK for Java
MH|A Z2to|HE MY

« 0 (A| Rt2 5H X3 AWS SDK for Java
« AWS 2|7 AEH

« 0ofe| XE|

- H57|Z2aeY

« AWS SDK for Java 88t 2Z

- ZEI0|YE T4

o OHA|A Ko ZIZH

+ DNS O|§ Z3|E {8t JVWM TTL A%

. O CHEt X|E &AI5F AWS SDK for Java

E ArEeF AWS 7HE 22 Ated| AWS SDK for Java

CIS 2 AlHIEE AF8510{ AWS OHEZZ|AH|0|ME 7 e M EXLE 2XME WX|steE o 20| E
4= Ql&LICH AWS SDK for Java. 28 AFRHIE MH|AEE HMHE|sisLCt

S3

ResetExceptions & X|

E 2l(AmazonS3Z2I0|E EE=8 SdliTransferManager)2 AF& 35104 Amazon S3 0ff ZH&[E &
EotH HERT AZ E= At Azt 2871 e &= JUELICH Z[2Mo 2= TS AlE Hof &

AERE EAIEH CHS AWS SDK for Java CHA| Al 5t 7| Tof R sto & A E A= L

(xS

A& ' AWS 7HE 28 AtE| AWS SDK for Java 18
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AEROIM EA L AEHE XX gte B2 LA M7t QT A7t #AHSHE [ SDKO|
M ResetExceptionO| & A& L|C}

D e AR

EA L HAX EHo{e x|

S st AEEIE M&ste X0l E&LICH

rio

ResetExceptiong & X[5t= 7t AEE = U= W2 File == FilelnputStreame EA| & RH ™
Mete 2 Mehe|x| &f 10| M XEIZ AWS SDK for Java = U&LICH.

A E 20| FilelnputStream OtL|X|BF EA| I R HHE X|Hst= B2 RequestClientOptions 2]
setReadLimit HIMEE AtE35t0{ EA| XMEtE e = U&LICH 7|22t2 128KBRILICH 27| A|
5t 2t AER 37|20t 1HIO|E 3 A A 51T ResetExceptions & ASHA & X|E &= Ql&LICH

ol & E0{ 2AEZIO| %[CH of & 27(7} 100,000HO|EO|H 27| A&+ 100,001(100,000 + 1)HIO|EE
AAELICH EAl 2 {2 &4 100,000 0| E O|5tof CHEHAEF 2 SEFLICH O|F H| 6tH LR &
EZlo| A2 HIO|E 7t HZE|I2 HHAE =& U&LICH

232 52424 Amazon Web ServicesHX{ MH|A Z2}0|YE ZHA|E MASHL|CH HEF g2 MH|A
ZCI0|0E YUHE M85t JAlLICH

ZE AWS MH|A ol = MH|A APIS| ZF Zrdof| CHEF HIMETE Qe MHIA QIE{H O|ATF /& LICEH of
£ E0{ DynamoDB2| MH|A QIE{H|O|A O|& 2 AmazonDynamoDBClientIL|C. ZF AMH[A QIE{Tj|
O|ADOCH MH|A QIEH|O|A S| 342 Mste Ol AL E = U= i st= Set0IE 7 UE
LIC} o] 2eto|HE YU 224 0|82 AmazonDynamoDBClientBuilder DynamoDB lL|C}.

Zolo|E Y 71X 7|

2to|IE Y
FL|C}.

E
AN
lo
ro
_I_
Iﬂl

AE 7IMQE{H O o MAE HXMH HEE| HMEQ! standardE AFE

o iy

AmazonDynamoDBClientBuilder builder = AmazonDynamoDBClientBuilder.standard();

B 7} @lom Bl APIO A 042 S8t setter2 AR50 Z210]|0d
&LICH o & SH OIS 20| AF8XE XI™ 2| & AEX X A+4
C}.

| 548 NS XIHE % 2
=
=

EQo
CE=RSi=2,

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/FileInputStream.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/RequestClientOptions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ResetException.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDBClientBuilder.html
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.withRegion(Regions.US_WEST_2)

.withCredentials(new ProfileCredentialsProvider("myProfile"))
.build();

@ Note
88t withXXX HIMEE builder X E EBIESIE2E ECt 47| €l1 HEISIEE HIME &
E2 T2 = UELICEH Hote 482 78 ®ol= build HIMEE 5£50{ E210|ME
E e = l&Lct E2t0|MEE § H MME|D LM BHEE 5= IO setRegion EE&
setEndpoint Z&0| AlmigL|ct.
s SUs 742 ALE35104 042 E2t0[¢EE e = &LICE o E2|Z 0|2 & EE =
27} #4438 755t A= MO|=Z 7} of=oi| F=2ofsHofF & LCt.

ChS Z=0lM= Y7t 22t0|UE QIAHAO| HEE|Z AASELICH

public class DynamoDBClientFactory {
private final AmazonDynamoDBClientBuilder builder =
AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)

.withCredentials(new ProfileCredentialsProvider("myProfile"));

public AmazonDynamoDB createClient() {
return builder.build();

[u-}

= ClientConfiguration 2! RequestMetricCollector®| F& &t setter@t, RequestHandler22| AH& X}
S5 T ZAFLULC

OS2 ZE 74 7tsE &4 AME2lsts A ol L.

AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))
.withClientConfiguration(new ClientConfiguration().withRequestTimeout(5000))
.withMetricsCollector(new MyCustomMetricsCollector())

.withRequestHandlers(new MyCustomRequestHandler(), new
MyOtherCustomRequestHandler)
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.build();
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AWS SDK for Java ol 2 & MHIA(X| L))ol CHEF HIS 7|(EE= HIS 7| Amazon S3) 22H0[Q1ES 2
£ MH|Aol| siEst= HIS 7| 2eto|E 27t A& LT

7|2 ExecutorServiceE At&35t04 H|S 7| DynamoDB Z2t0|HEE 44 5t2{™

ofr

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.withCredentials(new ProfileCredentialsProvider("myProfile"))

.build();
S7|(E= 718 —Z*EPOIC.’JE U7t X[ Hsts 74 SM 2o, HIS7| 2CtO|AUEE ALSE M A
&} X8 ExecutorFactory& A7435t0{ HIS7| 2EI0|FE L ALE35H= ExecutorService2 HEY
= Q&LICH ExecutorFactor yE &r+% CIE{H|0|AO|=2 2 Java 8 Lambda E34| 2 HME & X
ot &% 2 ELch
A2 A XA executorE A2 510 H|S 7| 22}0|Q1EE AMAI5HE{H

AmazonDynamoDBAsync ddbAsync = AmazonDynamoDBAsyncClientBuilder.standard()
.withExecutorFactory(() -> Executors.newFixedThreadPool(10))
.build();

DefaultClient A2
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AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
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AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.shutdown();
// Client is now unusable
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/profile/ProfileCredentialsProvider.html
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export AWS_PROFILE="myProfile"
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set AWS_PROFILE="myProfile"
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Credentials I}l 34|

O] et el 7|2 MHol = XIEE WEH XA FH 2 o3 22 7|8 S42 7Hok gL

Ct.

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

[profile2]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

ngﬁl OlE2 chZsof RIMEIH(OA: [default]), I Flolle siE ZREO| 74 7h53 LT} 7)-

2t Ho12 O|0{&LICH credentials Itof o] ZE2EE X|HE = U2 M, aws configure --
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metadata_service_timeout 2 metadata_service_num_attemptset Z2 F/t HEE X[
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AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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.build();
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AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new EnvironmentVariableCredentialsProvider())
.build();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProvider.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSCredentialsProviderChain.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/BasicSessionCredentials.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/AWSStaticCredentialsProvider.html
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BasicSessionCredentials awsCreds = new BasicSessionCredentials("access_key_id",
"secret_key_id", "session_token");
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();
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Region.getRegion(Regions.US_WEST_2)
.isServiceSupported(AmazonDynamoDB.ENDPOINT_PREFIX);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/regions/Regions.html
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AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion(Regions.US_WEST_2)
.build();

2|70| Regions ¥7HE0| o™ 2| 0| S LIEIHLHE EXAILEE AFE5t0d EIE HEE =

AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withRegion("{region_api_default}")
.build();
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AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://s3.eu-west-1.amazonaws.com",
"eu-west-1"))
.withCredentials(CREDENTIALS_PROVIDER)
.build();
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» The Trouble with Checked Exceptions

» Java’s checked exceptions were a mistake (and here’s what | would like to do about it)
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O HIS7|A HMEE &% HIST|A! 2edo] ZAnt7t Z&E Future Z4&E AWS SDK for Java Ehetg
LICt.

MH|&Tt ot 2 SE A E MSstx| 2f2 B2 Future isDone() HIMEE ZEFLICH 8HO| &
HIZ|™ Future get() HMEE ZE35to SH AHAME 7txE = JU&LICH Ol HFHLIEE AHEStH
OfZE|7[0|Mo] A% CHE M YE ssts S HIST| Yo At E YUMoz E3E + U&U
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CF2 2 InvokeResult X E ERE &= U=E 41510 Lambda &+ & = EFuturedst= H|S7| &
40| o lL|Ct. InvokeResult ZHA|E isDone()O| true?t E 02t 7FX{SLIC}.

import com.amazonaws.services.lambda.AWSLambdaAsyncClient;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import java.nio.ByteBuffer;

import java.util.concurrent.Future;

import java.util.concurrent.ExecutionException;

public class InvokelLambdaFunctionAsync
{
public static void main(String[] args)
{
String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda AWSLambdaAsyncClientBuilder.defaultClient();
InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
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.withPayload(ByteBuffer.wrap(function_input.getBytes()));
Future<InvokeResult> future_res = lambda.invokeAsync(req);

System.out.print("Waiting for future");

while (future_res.isDone() == false) {
System.out.print(".");
try {

Thread.sleep(1000);

}

catch (InterruptedException e) {
System.err.println("\nThread.sleep() was interrupted!");
System.exit(1);

}
}
try {
InvokeResult res = future_res.get();
if (res.getStatusCode() == 200) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));
}
else {
System.out.format("Received a non-0K response from {AWS}: S%d\n",
res.getStatusCode());
}
}

catch (InterruptedException | ExecutionException e) {
System.err.println(e.getMessage());
System.exit(1);

System.exit(Q);

H|S 7| S¢H

Java Future Z{XM|& AI&35t0{ H|S7| 28 #EE ZLIEHEst= WY 2|0l =, SDKE= AsyncHandler
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import com.amazonaws.services.lambda.AWSLambdaAsync;

import com.amazonaws.services.lambda.AWSLambdaAsyncClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;

import com.amazonaws.services.lambda.model.InvokeResult;

import com.amazonaws.handlers.AsyncHandler;

import java.nio.ByteBuffer;

import java.util.concurrent.Future;

public class InvokelLambdaFunctionCallback
{

private class AsyncLambdaHandler implements AsyncHandler<InvokeRequest,
InvokeResult>

{
public void onSuccess(InvokeRequest req, InvokeResult res) {
System.out.println("\nLambda function returned:");
ByteBuffer response_payload = res.getPayload();
System.out.println(new String(response_payload.array()));
System.exit(Q);
}
public void onError(Exception e) {
System.out.println(e.getMessage());
System.exit(1);
}
}

public static void main(String[] args)
{
String function_name = "HelloFunction";
String function_input = "{\"who\":\"SDK for Java\"}";

AWSLambdaAsync lambda = AWSLambdaAsyncClientBuilder.defaultClient();

InvokeRequest req = new InvokeRequest()
.withFunctionName(function_name)
.withPayload(ByteBuffer.wrap(function_input.getBytes()));

Future<InvokeResult> future_res = lambda.invokeAsync(req, new
AsyncLambdaHandlexr());
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System.out.print("Waiting for async callback");
while (!future_res.isDone() && !future_res.isCancelled()) {
// perform some other tasks...
try {
Thread.sleep(1000);
}
catch (InterruptedException e) {
System.err.println("Thread.sleep() was interrupted!");
System.exit(0Q);
}
System.out.print(".");
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https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/ThreadFactory.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/TransferManager.html
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http://commons.apache.org/proper/commons-logging/guide.html
http://commons.apache.org/proper/commons-logging/guide.html
http://logging.apache.org/log4j/2.x/
http://www.apache.org/
https://logging.apache.org/log4j/2.x/log4j-jcl.html
https://logging.apache.org/log4j/2.x/log4j-jcl.html
http://logging.apache.org/log4j/2.x/manual/configuration.html#Loggers
http://logging.apache.org/log4j/2.x/manual/appenders.html
http://logging.apache.org/log4j/2.x/manual/layouts.html
http://logging.apache.org/log4j/2.x/manual/layouts.html
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Classpath A%

Log4j JAR 2! log4j.properties It & Ct classpath0l 1040k & LICt. Apache AntE ME B2l 8=
Ant Z}O| path 2 40l X classpath& HEELICH CFS ofiXi|of| A= SDKoi| Z&El Amazon S3 0d|
Mol CHEt Ant IOl A2 QA E Eo{ELICH

<path id="aws.java.sdk.classpath">
<fileset dir="../../third-party" includes="**/*_ jar"/>
<fileset dir="../../1lib" includes="**/*_jar"/>
<pathelement location="."/>

</path>

Eclipse IDEE A8 5Q 32 HwE ¥ Z2HME | £/ | Java Build B2 E 0|&75t09 classpath&
A—|X-Iol- A OIAL_||:|.

MEIA B 98 2 Fa

Zcto[ME 2to|EE|e] B HAIXIE +&E & ULSF T "com.amazonaws" 271 7|5 E
"WARN"Z 4HE dEZ RX|stE 20| E&LICE o E& S0{ Amazon S3 22t0[AET} OHE 2|7 o]

Ol MCHZ EX| &A% 2lAATI FEE InputStream = UYUSE ZX|5HH S3 ECI0|MEE B
HIAIXIE Sall O|& 2E0 EFLICH E3t ZEI0|MEN @Y E= 8H M2l EXAI7F 24 5PE a2

o= HIAIXIZ} Z|SELICH

CH= log4j.properties I+ L0 M= rootLogger& WARNL 2 M™E5HE 2 "com.amazonaws"0l| /=
DE 2Ho| A1 2 277 TEELICH EEE com.amazonaws 2712 WARNS Z HA|HozZ Mgt

= A&LC

log4j.rootLogger=WARN, Al

log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n

# Or you can explicitly enable WARN and ERROR messages for the {AWS} Java clients
log4j.logger.com.amazonaws=WARN

o =] = o
of Ciet 2= @HE27t LEE AWS MH|A XE[Ste T Alol| EXM7L Hdlied Z¢ 88 1/EH AWS
LY IDE AWS MH|A M gfLICH AWS 2F IDs= *'JLHF_F MH|A ZE0f CHall SDK2| 0i| 2| ZHA| &
sofl 2Oy wAalo2 HMHAF = QS "com.amazonaws.request” 72| DEBUG 21 &
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http://ant.apache.org/manual/
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml
https://github.com/aws/aws-sdk-java/blob/master/src/samples/AmazonS3/build.xml
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C}Z log4j.properties TH A2 AtS

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Turn on DEBUG logging in com.amazonaws.request to log

# a summary of requests/responses with {AWS} request IDs

log4j.logger.com.amazonaws.request=DEBUG

C} 23 £39| of Lct.

0jo
rlo

2009-12-17 ©09:53:04,269 [main] DEBUG com.amazonaws.request - Sending
Request: POST https://rds.amazonaws.com / Parameters: (MaxRecords: 20,
Action: DescribeEngineDefaultParameters, SignatureMethod: HmacSHA256,
AWSAccessKeyId: ACCESSKEYID, Version: 2009-10-16, SignatureVersion: 2,
Engine: mysql5.1, Timestamp: 2009-12-17T17:53:04.267Z, Signature:
q963XH63Lcovl5Rr71AP1z1ye99rmWwTIDfuQaNznkD, ) 2009-12-17 ©09:53:04,464
[main] DEBUG com.amazonaws.request - Received successful response: 200, {AwS}
Request ID: 694d1242-cee@-c85e-f31f-5dableal8bc6 2009-12-17 09:53:04,469
[main] DEBUG com.amazonaws.request - Sending Request: POST
https://rds.amazonaws.com / Parameters: (ResetAllParameters: true, Action:
ResetDBParameterGroup, SignatureMethod: HmacSHA256, DBParameterGroupName:
java-integ-test-param-group-0000000000000, AWSAccessKeyId: ACCESSKEYID,
Version: 2009-10-16, SignatureVersion: 2, Timestamp:
2009-12-17T17:53:04.467Z, Signature:
9WcgfPwTobvLVcpyhbrdN7P713uH@oviYQ4yZ+TQjsQ=, )

2009-12-17 09:53:04,646 [main] DEBUG com.amazonaws.request - Received

successful response: 200, {AWS} Request ID:
694d1242-cee@-c85e-f31f-5dableal8bch
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F

CH= log4j.properties It 22 Apache HttpClient 42| ™&|| | M
Ao|Mol 5ol A g2 & = U222 UAIMo =B MAsH o &Lct.

log4j.rootLogger=WARN, Al
log4j.appender.Al=o0rg.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j.PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] %-5p %c - %m%n
# Log all HTTP content (headers, parameters, content, etc) for

# all requests and responses. Use caution with this since it can

# be very expensive to log such verbose data!
log4j.logger.org.apache.http.wire=DEBUG

KA AN X 2Z

2ZE dYotH o[FH & B2 oiZE

SXE ST oM ZRMATF 7HE B2 AlZho| ZEIEX| EE Mi £ 22H0IHE S0l of 2
x| AIZtg JHRIS RIS 22 KIEE SHolshad™ K|od Alzt 2747t K88 4 /LI 0| 2748 &

M35}t5t2d™ com. amazonaws . latency 271 DEBUGE MAAELICE

(® Note
O| 27{= SDK R|E7} st E ZA0i Bt AF2E = &LICH SDK X|E 1 F|X[oi CHEF REA|
&t LI 2 AWS SDK for JavaE I8t x| E & HEE FZ5HM 2.

log4j.rootLogger=WARN, Al
log4j.appender.Al=org.apache.log4j.ConsoleAppender
log4j.appender.Al.layout=org.apache.log4j. PatternLayout
log4j.appender.Al.layout.ConversionPattern=%d [%t] % %C - %m%n
log4j.logger.com.amazonaws.latency=DEBUG

CHE2 23 £39| ol Lch.

com.amazonaws.latency - ServiceName=[{S3}], StatusCode=[200],

ServiceEndpoint=[https://list-objects-integ-test-test.s3.amazonaws.com],
RequestType=[ListObjectsV2Request], AWSRequestID=[REQUESTID],
HttpClientPoolPendingCount=0,

RetryCapacityConsumed=0, HttpClientPoolAvailableCount=0, RequestCount=1,

HttpClientPoollLeasedCount=0, ResponseProcessingTime=[52.154],
ClientExecuteTime=[487.041],

HttpClientSendRequestTime=[192.931], HttpRequestTime=[431.652],
RequestSigningTime=[0.357],

XA Azt RE 2Z
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setConnectionTimeout-int-
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setMaxErrorRetry-int-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html#setLocalAddress-java.net.InetAddress-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/ClientConfiguration.html
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Amazon S3 o{|A
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Statement allowPublicReadStatement = new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)

.withActions(S3Actions.GetObject)
.withResources(new S30bjectResource(myBucketName, "*"));

Statement allowRestrictedWriteStatement = new Statement(Effect.Allow)
.withPrincipals(new Principal("123456789"), new Principal("876543210"))
.withActions(S3Actions.PutObject)

.withResources(new S30bjectResource(myBucketName, "*"));

Policy policy = new Policy()
.withStatements(allowPublicReadStatement, allowRestrictedWriteStatement);

AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();
s3.setBucketPolicy(myBucketName, policy.toJson());

Amazon SQS 0| A|

X=Ho| QHIE QI Al & 5tLEE Amazon SQS CH7|240| Amazon SNS FH|0|AH HIAIXK|E £AGES
Hetg 2o4ste ALt

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withConditions(ConditionFactory.newSourceArnCondition(myTopicAzrn)));

Map queueAttributes = new HashMap();
queueAttributes.put(QueueAttributeName.Policy.toString(), policy.toJson());

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sqgs.setQueueAttributes(new SetQueueAttributesRequest(myQueueUrl, queueAttributes));
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Amazon SNS of| K|

U HHI = Yol AL = U= FIHE2HS 1I€—E.H—I Ct. Amazon SNS= FA| 15 3ol =
Z(0o: O|HIY, HTTP, HTTPS Amazon SQS) & A= ZIE(0f: O|HIY =4, URL, Amazon SQS
ARN) 7|9t 2 SNS FA|of it 252 85t HL HEStE 22 M3 FLch

Condition endpointCondition =
SNSConditionFactory.newEndpointCondition("*@mycompany.com");

Policy policy = new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SNSActions.Subscribe)
.withConditions(endpointCondition));

AmazonSNS sns = AmazonSNSClientBuilder.defaultClient();

sns.setTopicAttributes(
new SetTopicAttributesRequest(myTopicArn, "Policy", policy.toJson()));

DNS Oll:l A3 E -r'|°|' JVM TTL AE_IJH

0

Java 7t&f H&I(JVM)2 DNS O|§ Z 3|8 FHAIRLICH JWM2 ZAE O|F2 IP TARE EQlste 89
Time-To-Live(TTL)2t 2 8t XIXE 7|72+ SO IP TAS FHA|EHLICH

T BHZEZ|= DNS O|E 58 AME2522 TTL 10| 5% 21 JVME 7 M5tE Zd0| £
o [] A

o
SLIC Ol 8 B4 20| IP FA7} HZE 1) OHEE|70/440]| DNSE CHA| #EI5t0d Bl4A0] A
PEAE £M5T ASY 4 et

UL Java A0 MHE= JVMO| CHA| A|ZHE! [IH77H K| DNS @52 M2 T XX AE5F JVM 7|& TTLO|
MEE|7|= gLt w2t ofZ2[AH oMo A™AEl= S AWS 2|AA9IP FATEHAEM JVME
£S502 CIA| A|ZHSD FHAIE IP HEJF M2 T/ E H7HR| sHE SIAAE AT £ 9igLICt 0]
A INAIE IP MEE M7|Mo2 M2 TXIEE JyMe| TTLES A%dsHok g Lct,

JVMTTLE 5= Y

JVML| TTLE £=X35t24H networkaddress.cache.ttl 29t &£44 Zt2 M*Xst 1 Java 82| 43
< $JAVA_HOME/jre/lib/security/java.security It0A, Java 11 O|& Q| B

$JAVA_HOME/conf/security/java.security It20{| M networkaddress.cache.ttl &4
2 MYt
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CHS2 522 MYEI TTL IHAIE E0iF £ java.security TFO| FE ZTZFQL|Ct.

This is the "master security properties file".

H OB O

An alternate java.security properties file may be specified
The Java-level namelookup cache policy for successful lookups:
any negative value: caching forever

any positive value: the number of seconds to cache an address for
zero: do not cache

H OB O O H=

networkaddress.cache.ttl=5

T

$JAVA_HOME &3 H2 EAILE JVMOM Adlc|E D E OHEZ|F0|M2 ol MHES AFSEFLIC.

of CHEF X|E &3t AWS SDK for Java

Amazon CloudWatchE AF&35t0{ A|ZtE & BLIEHEE 8t X|EE MHE AWS

« Oof HMAE m o Z2[7H|0lMHe| IS5 AWS

SDK X|E MAME & AM5I5= 2

SDK7} X|EE CloudWatchZ ™M&& = QI = sle{H CtS1 22 Maven S48 F7HaHofF gL
CF.

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>l.12.49@*</version>
<type>pom</type>
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<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudwatchmetrics</artifactId>
<scope>provided</scope>
</dependency>
<!-- Other SDK dependencies. -->
</dependencies>

*

HZ 1S & Maven Centralofl A AFE & = /U |4 HT Q| SDKE 1 #|5HA[ 2.

AWS SDK for Java X|E = 7|[2XHS 2 H|EHE3t|o] U&LICH 2 Y HEoM &8l stedH
JVME AlEE [ AWS _._._F A 5B LUE 7tel7le AlaHE S8 ZEELICH oflA:

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/aws.properties

SDKOM &% EMg {all =& E HIo|Ef ZOIEE CloudWatchZ YZ=g £ U8 A4 5H 1}
of cHst BZE x|HsHoF ghL|ct
(® Note
Amazon EC2 QIAEIA HIEIH|O|E] MH|AE AFE 3104 Amazon EC2 QIAE WS of| Ao
HMASHE A2 AHE 3YH IS X|HE 27t eiaLict o]l Aoe EP% %5“* K& 35t
™ EL|CH

-Dcom.amazonaws.sdk.enableDefaultMetrics

ol &8t ZE X|E AWS SDK for Java £ HIYA D O|A AWSSDK/Java Of2Ho] e
H CloudWatch 7|&2 2|%(us-east-1)0ll YZEEILICH 2| HE5IE{H AAH &5 401 A

cloudwatchRegion £42 At&3t04 X|HELICH 0o & S04, CloudWatch X[ & us-east-12 A’
SteAH OS2 AISstAl L.

-Dcom.amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties, cloudwatchRegion={region_api_default}
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HH 1.x& JHL R 7Hol=

AWSSDKJava > Memory

Memory Metric Name
& FreaMamony JumMeatric
& SpareMenory JvmMatric

TotalMemony JymMatric
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-Dcom. amazonaws.sdk.enableDefaultMetrics=credentialFile=/path/
aws.properties,excludeMachineMetrics

=
=7t EHE
« 0|2 HolE MM X|E 8ol ™A S E 2 amazonaws/metrics package summaryE & X5HAAI2.

E M8 CloudWatch 0d|A| AWS SDK for Java (lA £ A28t CloudWatch AWS SDK for JavaZt
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/metrics/package-summary.html
https://aws.amazon.com/blogs/developer/tuning-the-aws-sdk-for-java-to-improve-resiliency
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AWS SDK for Java Z.E 0 A

O| BF2 AWS SDK for Java v1E AF235t01 AWSE Z 2 O stE ol CHet RE& A2t oM E A
SLct

GitHub2| AWS MEM Z = ofA| 2|ZX|E 20 M O|248t X2 AA FESICIE ZEE HE&LICH
AWS MEAM Elo| M E 1248 == Ue M ZE oK E Motste{H Al 8 S MATLICH o] &2 71
B AP| SEQCIF = 7HEtst I £ TZbof HIsH RS ALt L AR AIME CIF = I EE MY
stdD &LCt X|&E2 GitHubl| ZE oAl 2|ZX|EE|0f Q= 7|04 7I0|=EEI2I2 B EFHAMIL.

AWS SDK for Java 2.x

AWSE 201840 AWS SDK for Java 2. xE EAIZHELICH O] etLiMoll= of| M| 2 =2 &7 %[l Java
SDK Ab&of CHeh X[&0| & x|o] U&LICEH

AWS SDK for Java ZHe R 74 ALE S &= QU= F7L oA|Q F£I1 ElAAE FIHEM & 2[4

AWS SDK for Javag AFE 8 CloudWatch o A

o| MlMof| M= AWS SDK for Javag AFE 8t CloudWatch Z2 12{ 9| 0N & WS EL|CH.

Amazon CloudWatch&= AWSO0| A Al&3t= Amazon Web Services(AWS) 2|AA 2L O Z 2|7 0|M S
MAlZte 2 BLIE{RIEILICH CloudWatch& AFE 301 2[4 L o ZE (7ol CHall HSHE += AU
HQl X|EE &5t FHE £ Q&LICEH CloudWatch 2= &2 EUAHLE Holft #EI2 7|
ZOo 2 RLIEHASHE BElaAE XIS 2 HEF LI

CloudWatchoi| CHEF =7} ME = Amazon CloudWatch A2 MEME B X5HA2.

(® Note
Aoz 2 7|&8 EoiF = ol Zedt I=ot T E|o] U&Lch A ox I ==
GitHuboll 2!&LICt Of Y{X[0lM B &4 TS CIREES AU 2|ZXEEE ZZHE SA
otod ZE XM E LEstn Adde + A&LC
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/CONTRIBUTING.md
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/home.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
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|

« Amazon CloudWatchOll A X|E 7} X2 7|

AR X1 X[E CI|O[E{ H Al

Amazon CloudWatch Z& &

CloudWatchOllM ZE ZX| AFR

2 O|HIE & CloudWatch

Amazon CloudWatchO| M X|E 7IX{2 7|

XE LA

CloudWatch X|EE LI Q524 ListMetricsRequestE 44438t 1 AmazonCloudWatchClient2]
listMetrics HIMEE &8 LIC} ListMetricsRequestE AFE5t0{ EHEHEl X|EE WHIYAH O]

A, XIE O|F EE &S 7IEL 2 EHTE & U&LICHL

=
—e

(® Note

AWS MH|ATF HAlGtHE RIE L RH 552 Amazon CloudWatch A& A M 9| {{https---
docs-aws-amazon-com-AmazonCloudWatch-latest-monitoring-CW-Support-For-AWS-html}
[Amazon CloudWatch X|E ! b3 & X0l M &eleh = &Lt

7tMELch

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ListMetricsRequest;
import com.amazonaws.services.cloudwatch.model.ListMetricsResult;
import com.amazonaws.services.cloudwatch.model.Metric;

IE

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

ListMetricsRequest request = new ListMetricsRequest()

Amazon CloudWatchOlA X|E 714 27] 51
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.withMetricName(name)
.withNamespace(namespace);

boolean done = false;

while(!done) {
ListMetricsResult response = cw.listMetrics(request);

for(Metric metric : response.getMetrics()) {
System.out.printf(
"Retrieved metric %s", metric.getMetricName());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

}
}
X|E= Y getMetrics HAMEE S &36t04 ListMetricsResultof BHetELICH ZtE Ho|&g +
U&LICH CHE A0 i XIE 7tX{221H setNextToken ZA[Q| ListMetricsResult HIME0{A
dhetEl Ziak &7 el @& 2ol CHEH getNextToken2 &8 £ +HE @™ A E E CIE
listMetrics S &0 CtA| L ELICH
FhEE

« Amazon CloudWatch API & X 9| ListMetrics.

AMEXF X X|E Cl[O|E] HA

0424 AWS MH|AE "AWS "2 2 A|ESE WYADO|AN RO X|EE AAIELICH TRel HYUA
HO|A(" AWS "2 A|ESIX| ot = HR)E A85H0 AF2 AL X|H X|E CIOIEE AAE = U&LICH

AEXH K| X|[E CI|OE] HA|

XA | E olO|E{E HAlStEdT PutMetricDataRequestE A& 504 AmazonCloudWatchClient2|
putMetricData HIMEE E&5tM L. PutMetricDataRequeste E||0|E-|01| AEE ALSEE XY
HI A H O|A 2}, MetricDatum ZH% E

2] olo|Ef £ RIE XtAjol CHet HE & Z&faloF ELCh.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_ListMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-namespaces.html
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/MetricDatum.html
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® Note
"AWS "2 ARG HYAHO|AE X|HE £+ GI&LICH "AWS "2 AlRSHE HYAHO|AE
Amazon Web Services MEE2 2 0|2 E|o{ U&LICH.

7tXZLch

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.Dimension;

import com.amazonaws.services.cloudwatch.model.MetricDatum;

import com.amazonaws.services.cloudwatch.model.PutMetricDataRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricDataResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;

=

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("UNIQUE_PAGES")
.withValue("URLS");

MetricDatum datum = new MetricDatum()
.withMetricName("PAGES_VISITED")
.withUnit(StandardUnit.None)
.withValue(data_point)
.withDimensions(dimension);

PutMetricDataRequest request = new PutMetricDataRequest()
.withNamespace("SITE/TRAFFIC")
.withMetricData(datum);

PutMetricDataResult response = cw.putMetricData(request);

£7h ye

AH A 2] Amazon CloudWatch X|E A,

M Aol AWS H LA D O|A,

« Amazon CloudWatch At
« Amazon CloudWatch At

Olo  Ofo

AERE XIE XIE IO AHIA| 53


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-namespaces.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

« Amazon CloudWatch API| & X 9| PutMetricData.

Amazon CloudWatch A& =Hed

744 Of
O -

7

mu[n

CloudWatch X|E & 7|8t 2 ZHE M d3sle{H & Z740| Y= El PutMetricalArmRequestE AFS
504 AmazonCloudWatchClient@| putMetricAlarm Cliente] HIMEE S &&LICH

7tR & LCt.

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.ComparisonOperator;
import com.amazonaws.services.cloudwatch.model.Dimension;

import com.amazonaws.services.cloudwatch.model.PutMetricAlarmRequest;
import com.amazonaws.services.cloudwatch.model.PutMetricAlarmResult;
import com.amazonaws.services.cloudwatch.model.StandardUnit;

import com.amazonaws.services.cloudwatch.model.Statistic;

IE

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

Dimension dimension = new Dimension()
.withName("InstanceId")
.withValue(instanceld);

PutMetricAlarmRequest request = new PutMetricAlarmRequest()
.withAlarmName(alarmName)
.withComparisonOperator(

ComparisonOperator.GreaterThanThreshold)
.withEvaluationPeriods(1)
.withMetricName("CPUUtilization")
.withNamespace("{AWS}/EC2")

.withPeriod(60)
.withStatistic(Statistic.Average)
.withThreshold(70.0)
.withActionsEnabled(false)
.withAlarmDescription(
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"Alarm when server CPU utilization exceeds 70%")
.withUnit(StandardUnit.Seconds)
.withDimensions(dimension);

PutMetricAlarmResult response = cw.putMetricAlarm(request);

A8 U
MM et CloudWatch ZE2 & LIGs5tEd{™ Zdtol Ciet SME d™st= ol M8 = /UE
DescribeAlarmsRequest@t & 74 AmazonCloudWatchClient2| describeAlarms HIMEE S E5H4
A2,

7t E Lk

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DescribeAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DescribeAlarmsResult;
import com.amazonaws.services.cloudwatch.model.MetricAlarm;

Ic

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

boolean done = false;
DescribeAlarmsRequest request = new DescribeAlarmsRequest();

while(!done) {
DescribeAlarmsResult response = cw.describeAlarms(request);
for(MetricAlarm alarm : response.getMetricAlarms()) {
System.out.printf("Retrieved alarm %s", alarm.getAlarmName());
request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;
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describeAlarmsOil o|3H BtetE|= DescribeAlarmsResultol CHEH getMetricAlarmsE £ &304
7=1I:| 2EEES 7|'X=|2 A g'——ll:l'.

ZE Ho|FE = U&LICH CHE Zot HiXIE 7t 221 setNextToken Z4X| Q]
DescribeAlarmsResult MM E=0i|A BtetEl 20t &7 ¢l & 2ol CHH getNextTokeng &
E5t & +HE Q™ MUAN|E E CHE describeAlarms &0 CHA| MEEFLICY.

(® Note
AmazonCloudWatchClient2| describeAlarmsForMetric HIMEE Al25l04 EX X|E 9|
BEE HAME £ J&LCh ol HMES| 8 &= describeAlarms @t H|x & L|CE.
A5 ALK

CloudWatch B2 & ArX|5te{H AtAl|stEd= A& O|F 0l otLt Of4 Z =l DeleteAlarmsRequestE At
23504 AmazonCloudWatchClient2| deleteAlarms HAMEESE S &&LICTH

7t L.

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsRequest;
import com.amazonaws.services.cloudwatch.model.DeleteAlarmsResult;

1]

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DeleteAlarmsRequest request = new DeleteAlarmsRequest()
.withAlarmNames(alarm_name);

DeleteAlarmsResult response = cw.deleteAlarms(request);

FhHEE

« Amazon CloudWatch AF& A% A 2| Amazon CloudWatch A&
« Amazon CloudWatch API & %X O] PutMetricAlarm

0)-
0
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« Amazon CloudWatch API £ = 2| DescribeAlarms
X O

« Amazon CloudWatch API £ &= 2| DeleteAlarms

& U2 A& 35t Amazon EC2 HA XS X, BE, MEE Ex ST 52| 2yg =35t
= 7dHE2 AMAISF A OIAL_||:|.
— oL = o= T ArHE

® Note
HAEE Mg i PutMetricAlarmRequest setAlarmActions HIMEE AL&35lo{ ZE S&F

3 H
£ dEo| F7tg + &Lt

CloudWatch B2 0| Cist A& &S gdststei™ &dststtdies 4& O|§2 stLt o4 =X &5t
EnableAlarmActionsRequestE AF& 5104 AmazonCloudWatchClient2| enableAlarmActionsE &

E5tM 2.

7S L},

import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.EnableAlarmActionsResult;

&l

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

EnableAlarmActionsRequest request
.withAlarmNames(alarm);

new EnableAlarmActionsRequest()

EnableAlarmActionsResult response = cw.enableAlarmActions(request);
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DeleteAlarms.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/PutMetricAlarmRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/EnableAlarmActionsRequest.html
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import com.amazonaws.services.cloudwatch.AmazonCloudWatch;

import com.amazonaws.services.cloudwatch.AmazonCloudWatchClientBuilder;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsRequest;
import com.amazonaws.services.cloudwatch.model.DisableAlarmActionsResult;

I

final AmazonCloudWatch cw =
AmazonCloudWatchClientBuilder.defaultClient();

DisableAlarmActionsRequest request = new DisableAlarmActionsRequest()
.withAlarmNames(alarmName);

DisableAlarmActionsResult response = cw.disableAlarmActions(request);

FtEE

Amazon CloudWatch AH& MBHMO| CIARAE FX| S5, MFEE = S5t Z5E MM

Amazon CloudWatch API & Z= 9| PutMetricAlarm

20
20

Amazon CloudWatch API & Z= 9| EnableAlarmActions

Amazon CloudWatch API & Z= 9| DisableAlarmActions

2 O|HIE M<CloudWatch

CloudWatch O|HHE &= Amazon EC2 QIAEIA Lambda & %, Kinesis AE &!, Amazon ECS ¢4
Step Functions & Ej A|[A®! Amazon SNS A, Amazon SQS CH7 | EE= 7|2 M-S ciaof chst

AWS E|AAO| HZA AME 2 MEHSIOH AA|ZH| 71772 A|AE! O|HE AEZIE ME2&L|Ct B+ #&
g AF83tof YxIsHE OIHIES ZMstT 3iLt Ol 0| CHY B4 EE AEROR O|F BI2EE £
&Lch.
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatch/model/DisableAlarmActionsRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
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import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;
import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequest;
import com.amazonaws.services.cloudwatchevents.model.PutEventsRequestEntry;
import com.amazonaws.services.cloudwatchevents.model.PutEventsResult;
ac
final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();
final String EVENT_DETAILS =
n{ \"keyl\": \"Valuel\", \nkeyz\n. \"ValueZ\" n.
PutEventsRequestEntry request_entry = new PutEventsRequestEntry()
.withDetail (EVENT_DETAILS)
.withDetailType("sampleSubmitted")
.withResources(resource_arn)
.withSource("aws-sdk-java-cloudwatch-example");
PutEventsRequest request = new PutEventsRequest()
.withEntries(request_entry);
PutEventsResult response = cwe.putEvents(request);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequestEntry.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutEventsRequest.html
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import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws
amazonaws

amazonaws.

services.
services.
.services.
.services.

services

cloudwatchevents.
cloudwatchevents.
cloudwatchevents.
cloudwatchevents.
.cloudwatchevents

AmazonCloudWatchEvents;
AmazonCloudWatchEventsClientBuilder;
model.PutRuleRequest;
model.PutRuleResult;

.model.RuleState;

IE

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

PutRuleRequest request =
.withName(rule_name)
.withRoleArn(role_arn)
.withScheduleExpression("rate(5 minutes)")
.withState(RuleState.ENABLED);

new PutRuleRequest()

PutRuleResult response = cwe.putRule(request);
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import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEvents;
import com.amazonaws.services.cloudwatchevents.AmazonCloudWatchEventsClientBuilder;
import com.amazonaws.services.cloudwatchevents.model.PutTargetsRequest;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutRuleRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/cloudwatchevents/model/PutTargetsRequest.html
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import com.amazonaws.services.cloudwatchevents.model.PutTargetsResult;
import com.amazonaws.services.cloudwatchevents.model.Target;

IE

final AmazonCloudWatchEvents cwe =
AmazonCloudWatchEventsClientBuilder.defaultClient();

Target target = new Target()
.withArn(function_arn)
.withId(target_id);

PutTargetsRequest request = new PutTargetsRequest()
.withTargets(target)
.withRule(rule_name);

PutTargetsResult response = cwe.putTargets(request);
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/AddEventsPutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/EventTypes.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEventsandEventPatterns.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/AmazonCloudWatchEvents/latest/APIReference/API_PutRule.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/dynamodb/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

A
« AWS A 7|Et AEZQIE M S
« DynamoDBZ2| E|0|E

X_IO
« DynamoDBO{IAM 9| &= &4

DynamoDBOIA KB 3He AWS 7 7|gt = Zol= = AWS HIA IDE AFE3t0] 28 B9 ElS 2Ha
shots WHOR M52 BAAY 4 ALt

ol 7|s 5248 AWS SDK for Java {7 19| 1.12.771 O|AF2 A5l oF BFL|C}.

=2 -|7(

o —
Maven 2l ZX|E2/of LHEE &[4l Q| SDKE 2 IE = AU &LICt X El= SDK HAOo| &4
o olEE

%I-
StE|H XHs

=1
=
=
S

AE 7|8 B2 E SEOIRsIEE B2 47Hx| M4 & ME{E = U&LICH

« AccountIdEndpointModeE DISABLEDZ 4A4%435t04 DynamoDB AH|A ZE0|MEE 7/ &EF L

+ B B4 B guELn

« JUM AIAR] £H4E A™EELICH

e 2L AWS FA Ot MXZ M| o|EEL|CH

Ct& ZE XZI2 DynamoDB MH|A Z2I0|HEE #4510 AE 7|8t 2t &S HIEdstst=
2 20{F = ol M QLch.

ClientConfiguration config = new ClientConfiguration()
.withAccountIdEndpointMode(AccountIdEndpointMode.DISABLED);
AWSCredentialsProvider credentialsProvider = new
EnvironmentVariableCredentialsProvider();

AmazonDynamoDB dynamodb = AmazonDynamoDBClientBuilder.standard()
.withClientConfiguration(config)
.withCredentials(credentialsProvider)
.withRegion(Regions.US_WEST_2)

.build();
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.SDKOverview.html#Programming.SDKs.endpoints
https://central.sonatype.com/artifact/com.amazonaws/aws-java-sdk-bom
https://docs.aws.amazon.com/sdkref/latest/guide/feature-account-endpoints.html
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ScalarAttributeType.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://aws.amazon.com/dynamodb/pricing/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonServiceException.html
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;
import com.amazonaws.services.dynamodbv2.model.CreateTableRequest;
import com.amazonaws.services.dynamodbv2.model.CreateTableResult;
import com.amazonaws.services.dynamodbv2.model.KeySchemaElement;
import com.amazonaws.services.dynamodbv2.model.KeyType;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.services.dynamodbv2.model.ScalarAttributeType;
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CreateTableRequest request = new CreateTableRequest()
.withAttributeDefinitions(new AttributeDefinition(

"Name", ScalarAttributeType.S))
.withKeySchema(new KeySchemaElement("Name", KeyType.HASH))
.withProvisionedThroughput(new ProvisionedThroughput(

new Long(1@), new Long(10)))
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
CreateTableResult result = ddb.createTable(request);
System.out.println(result.getTableDescription().getTableName());
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeDefinition.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/KeySchemaElement.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/CreateTableRequest.html
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CreateTableRequest request = new CreateTableRequest()

.withAttributeDefinitions(

new AttributeDefinition('"Language", ScalarAttributeType.S),

new AttributeDefinition("Greeting", ScalarAttributeType.S))
.withKeySchema(

new KeySchemaElement('"Language", KeyType.HASH),

new KeySchemaElement("Greeting", KeyType.RANGE))
.withProvisionedThroughput(

new ProvisionedThroughput(new Long(1@), new Long(10)))
.withTableName(table_name);
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ListTablesRequest;
import com.amazonaws.services.dynamodbv2.model.ListTablesResult;

Ic

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ListTablesRequest request;

boolean more_tables = true;
String last_name = null;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/CreateTableCompositeKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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while(more_tables) {
try {
if (last_name == null) {
request = new ListTablesRequest().withLimit(10);
}
else {
request = new ListTablesRequest()
.withLimit(10)
.withExclusiveStartTableName(last_name);

ListTablesResult table_list = ddb.listTables(request);
List<String> table_names = table_list.getTableNames();

if (table_names.size() > 0) {
for (String cur_name : table_names) {
System.out.format("* %s\n", cur_name);

}

} else {
System.out.println("No tables found!");
System.exit(0);

last_name = table_list.getlLastEvaluatedTableName();
if (last_name == null) {
more_tables = false;
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DynamoDB 22I0|21E 9| describeTable HMEE S Z & LICH.
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/model/ListTablesResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/ListTables.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

import com.amazonaws.services.dynamodbv2.model.AttributeDefinition;

import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughputDescription;
import com.amazonaws.services.dynamodbv2.model.TableDescription;

e =

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
try {
TableDescription table_info =

ddb.describeTable(table_name).getTable();

if (table_info != null) {

System.out.format("Table name : %s\n",
table_info.getTableName());
System.out.format("Table ARN : %s\n",
table_info.getTableArn());
System.out.format("Status : %s\n",

table_info.getTableStatus());
System.out.format("Item count : S%d\n",

table_info.getItemCount().longValue());
System.out.format("Size (bytes): %d\n",
table_info.getTableSizeBytes().longValue());

ProvisionedThroughputDescription throughput_info =
table_info.getProvisionedThroughput();
System.out.println("Throughput");
System.out.format(" Read Capacity : %d\n",
throughput_info.getReadCapacityUnits().longValue());
System.out.format(" Write Capacity: %d\n",
throughput_info.getWriteCapacityUnits().longValue());

List<AttributeDefinition> attributes =
table_info.getAttributeDefinitions();
System.out.println("Attributes");
for (AttributeDefinition a : attributes) {
System.out.format(" %s (%s)\n",
a.getAttributeName(), a.getAttributeType());
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}

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.ProvisionedThroughput;
import com.amazonaws.AmazonServiceException;

Ic

ProvisionedThroughput table_throughput = new ProvisionedThroughput(
read_capacity, write_capacity);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateTable(table_name, table_throughput);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DescribeTable.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateTable.java
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;

IE

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.deleteTable(table_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/AmazonDynamoDB.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/DeleteTable.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.GetItemRequest;

import java.util.HashMap;

import java.util.Map;

IE

HashMap<String,AttributeValue> key_to_get =
new HashMap<String,AttributeValue>();

key_to_get.put("DATABASE_NAME", new AttributeValue(name));

GetItemRequest request = null;
if (projection_expression != null) {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name)
.withProjectionExpression(projection_expression);
} else {
request = new GetItemRequest()
.withKey(key_to_get)
.withTableName(table_name);

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
try {

Map<String,AttributeValue> returned_item =
ddb.getItem(request).getItem();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/GetItemResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/AttributeValue.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
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if (returned_item != null) {

Set<String> keys = returned_item.keySet();

for (String key : keys) {

System.out.format("%s: %s\n",
key, returned_item.get(key).toString());

}
} else {

System.out.format("No item found with the key %s!\n", name);
}

} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());
System.exit(1l);
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;
import java.util.Arraylist;

s =

HashMap<String,AttributeValue> item_values =
new HashMap<String,AttributeValue>();

item_values.put("Name", new AttributeValue(name));
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/GetItem.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Map.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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for (String[] field : extra_fields) {
item_values.put(field[@], new AttributeValue(field[1]));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.putItem(table_name, item_values);
} catch (ResourceNotFoundException e) {
System.err.format("Error: The table \"%s\" can't be found.\n", table_name);
System.err.println("Be sure that it exists and that you've typed its name
correctly!");
System.exit(1l);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1);

AmazonDynamoDB2| updateItem HMEE AL&35t04 E|O|Z O|F, 7|2 7| 2t 2! HHIO|EE EHE
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;

import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.model.AttributeAction;

import com.amazonaws.services.dynamodbv2.model.AttributeValue;

import com.amazonaws.services.dynamodbv2.model.AttributeValueUpdate;
import com.amazonaws.services.dynamodbv2.model.ResourceNotFoundException;
import java.util.Arraylist;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/PutItem.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/model/ResourceNotFoundException.html
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HashMap<String,AttributeValue> item_key =
new HashMap<String,AttributeValue>();

item_key.put("Name", new AttributeValue(name));

HashMap<String, AttributeValueUpdate> updated_values =
new HashMap<String,AttributeValueUpdate>();

for (String[] field : extra_fields) {
updated_values.put(field[@], new AttributeValueUpdate(
new AttributeValue(field[1]), AttributeAction.PUT));

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();

try {
ddb.updateItem(table_name, item_key, updated_values);
} catch (ResourceNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1);
} catch (AmazonServiceException e) {
System.err.println(e.getMessage());
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UpdateItem.java
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
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import com.amazonaws.services.dynamodbv2.AmazonDynamoDB;
import com.amazonaws.services.dynamodbv2.AmazonDynamoDBClientBuilder;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBAttribute;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBHashKey;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBMapper;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBTable;
import com.amazonaws.services.dynamodbv2.datamodeling.DynamoDBRangeKey;
import com.amazonaws.services.dynamodbv2.model.AmazonDynamoDBException;
IE
Ct& AtHF 2 = of|Al= DynamoDBMapper 22fAE AFE 35101 Music E|O|2 0] 2EIXE FII5t= &
H2 2oiELICt HO|[Eo| 2EI=X7 F7HE|H™ JlHEI.A_ 1 HE 7|8 A85tod &S0l E=ELICH O
H O 4 50| Yol|o|EELICH Music EO|2 2 A ddt= &Edol CHEt AHAMIEH LHE 2 Amazon
DynamoDB 7H& A} OHLHA 2| E[O|= MH S I EFHA L.
AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard().build();
MusicItems items = new MusicItems();
try{
// Add new content to the Music table
items.setArtist(artist);
items.setSongTitle(songTitle);
items.setAlbumTitle(albumTitle);
items.setAwards(Integer.parselnt(awards)); //convert to an int
// Save the item
DynamoDBMapper mapper = new DynamoDBMapper(client);
mapper.save(items);
// Load an item based on the Partition Key and Sort Key
// Both values need to be passed to the mapper.load method
String artistName = artist;
String songQueryTitle = songTitle;
// Retrieve the item
MusicItems itemRetrieved = mapper.load(MusicItems.class, artistName,
songQueryTitle);
System.out.println("Item retrieved:");
System.out.println(itemRetrieved);
// Modify the Award value
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapper.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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itemRetrieved.setAwards(2);
mapper.save(itemRetrieved);
System.out.println("Item updated:");
System.out.println(itemRetrieved);

System.out.print("Done");
} catch (AmazonDynamoDBException e) {
e.getStackTrace();

@DynamoDBTable(tableName="Music")
public static class MusicItems {

//Set up Data Members that correspond to columns in the Music table
private String artist;

private String songTitle;

private String albumTitle;

private int awards;

@DynamoDBHashKey(attributeName="Artist")
public String getArtist() {
return this.artist;

public void setArtist(String artist) {
this.artist = artist;

@DynamoDBRangeKey(attributeName="SongTitle")
public String getSongTitle() {
return this.songTitle;

public void setSongTitle(String title) {
this.songTitle = title;

@DynamoDBAttribute(attributeName="AlbumTitle")
public String getAlbumTitle() {
return this.albumTitle;

public void setAlbumTitle(String title) {
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this.albumTitle = title;

@DynamoDBAttribute(attributeName="Awards")
public int getAwards() {
return this.awards;

}

public void setAwards(int awards) {
this.awards = awards;

}
}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/dynamodb/src/main/java/aws/example/dynamodb/UseDynamoMapping.java
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForItems.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/WorkingWithItems.html
https://aws.amazon.com/ec2/
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https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-supported-platforms.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
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CreateSecurityGroupRequest csgr = new CreateSecurityGroupRequest();
csgr.withGroupName("JavaSecurityGroup").withDescription("My security group");
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CreateSecurityGroupResult createSecurityGroupResult
amazonEC2Client.createSecurityGroup(csgr);
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IpPermission ipPermission =
new IpPermission();

IpRange ipRangel = new IpRange().withCidrIp("111.111.111.111/32");
IpRange ipRange2 new IpRange().withCidrIp("150.150.150.150/32");

ipPermission.withIpv4Ranges(Arrays.aslList(new IpRange[] {ipRangel, ipRange2}))
.withIpProtocol("tcp")
.withFromPort(22)
.withToPort(22);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withGroupName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html#withDescription-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createSecurityGroup-com.amazonaws.services.ec2.model.CreateSecurityGroupRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpv4Ranges-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withIpProtocol-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withFromPort-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html#withToPort-java.lang.Integer-
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AuthorizeSecurityGroupIngressRequest authorizeSecurityGroupIngressRequest =
new AuthorizeSecurityGroupIngressRequest();

authorizeSecurityGroupIngressRequest.withGroupName("JavaSecurityGroup")
.withIpPermissions(ipPermission);
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amazonEC2Client.authorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);
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CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();

createKeyPairRequest.withKeyName(keyName);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html#withIpPermissions-com.amazonaws.services.ec2.model.IpPermission%E2%80%A6%E2%80%8B-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupIngress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupIngressRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#authorizeSecurityGroupEgress-com.amazonaws.services.ec2.model.AuthorizeSecurityGroupEgressRequest-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html#withKeyName-java.lang.String-
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2. 27 HHME createKeyPair HMEZ MEELICH J22{H HAMEE CHE2 Z0|
CreateKeyPairResult QIAEIAE BFEHEFLICE

CreateKeyPairResult createKeyPairResult =
amazonEC2Client.createKeyPair(createKeyPairRequest);

3. 21t 24X Q| getKeyPair HHMEE £ &75t04 KeyPair Z4A| & 7tX4ZLICt Ctg1t 20| KeyPair 24
x| Q| getKeyMaterial HIMEE £ &5+04 S 3+E|X| &t 2 PEM QIZ R E Z2t0|8! 7|1 7HK S L
CH.

KeyPair keyPair = new KeyPair();
keyPair = createKeyPairResult.getKeyPair();

String privateKey = keyPair.getKeyMaterial();
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1. RuninstancesRequest QIARFAE MMt 1 ZX7(|SHELICH XIH5t= AMI, 7| Ho{ & EoF 30|
Z2lololE 8 MAY o X8 2l™ol EXshex| 2elgct

RunInstancesRequest runInstancesRequest =
new RunInstancesRequest();

runInstancesRequest.withImageId("ami-a9d@9edl1")
.withInstanceType(InstanceType.T1lMicro)
.withMinCount(1)
.withMaxCount(1)
.withKeyName("my-key-pair")
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2.html#createKeyPair-com.amazonaws.services.ec2.model.CreateKeyPairRequest--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairResult.html#getKeyPair--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPair.html#getKeyMaterial--
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html
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.withSecurityGroups("my-security-group");

withimageld
« AMI2| IDYLICt. AmazonOlAM XS stE =2 AMI 2 QI S Aot ETHLE ALS X} RHAIQ|
EHAME Ydst2d® Amazon T4l O|O|X|(AM))E EZESHAAIR
withInstanceType
- X|HEt AMIQE S 2tE|= QIARA R KtME LI 2 Linux IAEAE Amazon EC2 AHS

o A|EHEr | A EC2 QUIAEA £ 0| 20| Amazon EC27F CHAF 712 Qdof M AlEHE £ Qle= ol
ABA £HCI Ot o™ Amazon EC2E QIAEIAE A|RHSHK| et& L Ct
withMaxCount
o A|Eter %|CH EC2 QIAEAIA £ 0| 20| Amazon EC27} CHAF 712 Qdof M AlEHE £ Qle= 0l
ABEA £HC} Ot o™ Amazon EC2E= MinCount 2L} Bf2 =|CH 715 QIAEIA £E A|EHE
LICH 13 QIAEA o] CHEH SR E ZICH QIAEA 2= ALO|OAM AIZHE &= Q& LICH RHA
LH& 2 Amazon EC2 Y01 FAQOI A Amazon EC20{A A& 7ts8t QIARA 8 &

withKeyName

« EC2 7| Hl0{2] O|F. 7| HI01& X|HatX| et QIATAE A|EfotH of|F QAR A A
= &LICH REME L8 2 7| mlo i BedE HZske

withSecurityGroups

o Lt O|Ato| EOF 2 KIAM|EH LHE S Amazon EC2 29t I E MAE X SHAL.

2. 2% A E runinstances HME0f TIE5t0d QIARIA S A[ZFEHLICE J2{H Ol HMEE CHSat
ZHo| RuninstancesResult ZH&|E gHetgtL|Ct.

RunInstancesResult result = amazonEC2Client.runInstances(
runInstancesRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withImageId-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withInstanceType-java.lang.String-
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMinCount-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withMaxCount-java.lang.Integer-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withKeyName-java.lang.String-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesRequest.html#withSecurityGroups-java.util.Collection-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/AmazonEC2Client.html#runInstances-com.amazonaws.services.ec2.model.RunInstancesRequest-
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RunInstancesResult.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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M aws.accessKeyId®} aws.secretKeyOilA
2= AWS_ACCESS_KEY_ID 2! AWS_SECRET_ACCESS_KEYOi A
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off HMAE £ Qe HEHO| U= AL Amazon EC2 Z1H|0|L] MH|AE S8l M2 E|E A}HE 3.

5. QIARA Z2m X3 ZHEC2 QAHAO| AM gt A E QIARA HEHH|O[E etofl ZXY

6. 88 = ZEH OIS M A4 SHEE X 5

7|18 32X Ao OIAEA T2 0 X4 S BHAHIE Amazon EC2 2IAEIAO|A O Z 2|7 0|ME
A S et M9-°* = QIX|BF Amazon EC2 QIAEIA ZHQd A| Z|AH0| 0|41} %|CH HotE K&
&hL|C}. EEBF InstanceProfileCredentialsProvider QIAEIAE ZE0|ME MM 2 Z™ ME 5o HA|
712 SSA Melg et TSR St e QIARA T2l X2 SHE 7HMHS = USLICH

of

AmazonS3 s3 = AmazonS3ClientBuilder.standard()
.withCredentials(new InstanceProfileCredentialsProvider(false))

.build();
Ol M2 S AI2E AR SDKE QUAEA T 212 0| Amazon EC2 QIAEIAO| CHEH IAM 231t
IZAE X 5HI SUSH HEHS 71T LA AWS A1 SHE 71X SLICE O|3HE Al SH2 A
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/InstanceProfileCredentialsProvider.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

20|22 7|7t0| Aotz|™ gt £|X|BF InstanceProfileCredentialsProvidere 7}A2 A4
SHE Sl 7S AWSO| M AE £~ QEE XE SHE HI|Moz ME TEILCH

/A Important

A2 BHRE M2 DE2 7|2 327 Melel Y22 xh

InstanceProfileCredentialsProviderE dMst= 7|2 2C0IME MEXIE AHE St
7L} InstanceProfileCredentialsProvider QIAEIAE ZEI0|HE MAR}tof ZX ™
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HU MY SlE ER LRI AAZ Ot El X1 S-S &0lst 1 MZ TR{of ghL|ch

Zei0|ME X7 AHE BE S2A MRS AA8sto AHH BHE ¥ + Qs 89
H

o O
AmazonClientExceptionO| gt A48k |C}

CHE ABOIAS IAM HES AFS 5104 HNIAE ZEI5H7] 9I5H Amazon S3 0l M M E THri2E %
Hg HoiELct
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/AmazonClientException.html
https://console.aws.amazon.com/iam/home
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« AWS SDK for Java% %o|‘0=| IAM @& 2 Amazon EC2 QIAEIAE A|ZHSEE{H Amazon EC2 QI

of Z 2|70 Hd

EC2 QlAaHAAM Ale ME ofEE|70lME Yes] EZ&LICH X Rh& A mhd(odl:
GetS30bjectApp)E MY ot= Ol AHEE =+ U= CIHEEEIE gLt

CHZ0l= AWS SDK for Java EIO|EHEEIE MZ e CIHE 2|2 SAFELICH AWS SDK for Java
£ ~/Downloads C|HEZ|Z CIRZESH B LIS HYS AFE35l0{ SAE & U&LICH

cp -r ~/Downloads/aws-java-sdk-{1.7.5}/1ib .
cp -r ~/Downloads/aws-java-sdk-{1.7.5}/third-party .

M It E QoiM O|E 2 GetS30bject.javaR X|Hst £ CI2 I =EE FIHEFLICH

import java.io.*;

import com.amazonaws.auth.*;

import com.amazonaws.services.s3.*;

import com.amazonaws.services.s3.model.*;
import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;

public class GetS30bject {
private static final String bucketName = "text-content";
private static final String key = "text-object.txt";

IAM &2 A8 35t0{ Amazon EC22| AWS E|A A0 CHEF HMA T8 F04 84


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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public static void main(String[] args) throws IOException

{
AmazonS3 s3Client = AmazonS3ClientBuilder.defaultClient();

try {
System.out.println("Downloading an object");
S30bject s3object = s3Client.getObject(
new GetObjectRequest(bucketName, key));
displayTextInputStream(s3object.getObjectContent());
}
catch(AmazonServiceException ase) {
System.err.println("Exception was thrown by the service");
}
catch(AmazonClientException ace) {
System.err.println("Exception was thrown by the client");

}

private static void displayTextInputStream(InputStream input) throws IOException
{
// Read one text line at a time and display.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
while(true)
{
String line = reader.readlLine();
if(line == null) break;
System.out.println( " "+ line );
}
System.out.println();

M ItdE Ho{M O0|F2 build.xmlE X|Het * CHF AE FIHLICH

<project name="Get {S3} Object" default="run" basedir=".">
<path id="aws.java.sdk.classpath">
<fileset dir="./1lib" includes="**/*_jar"/>
<fileset dir="./third-party" includes="**/*_jar"/>
<pathelement location="1lib"/>
<pathelement location="."/>
</path>

<target name="build">

IAM % £ AL&3H01 Amazon EC22| AWS 2|4 A0 CHEH HAA HEF F04 85
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<javac debug="true"
includeantruntime="false"
srcdir="."
destdir="."
classpathref="aws.java.sdk.classpath"/>
</target>

<target name="run" depends="build">
<java classname="GetS30bject" classpathref="aws.java.sdk.classpath" fork="true"/>

</target>
</project>
+ME T2 Yo sD AWEHLICH ol Z2aRolE X2 S| M Elof U] etaLich 1
S22 0|0| AWS X4 5HE X|H8t A7t ofL|H ZE= AmazonServiceExceptionE A AIZ
LICt. o
$ ant

Buildfile: /path/to/my/GetS30bjectApp/build.xml

build:
[javac] Compiling 1 source file to /path/to/my/GetS30bjectApp

run:
[javal Downloading an object

[java]l AmazonServiceException

BUILD SUCCESSFUL

HAuUE T2 IS EC2 QIAEHAZ ™

Of

AWS SDK for Java 2tO|EE2|2t &7H 2ot SAH )E AH8304 ZE I E Amazon EC2 RQIAFAR
MEELICH BE &=Me Chaak SAFELICH

scp -p -i {my-key-pair}.pem GetS30bject.class ec2-user@{public_dns}:GetS30bject.class
scp -p -i {my-key-pair}.pem build.xml ec2-user@{public_dns}:build.xml

scp -r -p -i {my-key-pair}.pem lib ec2-user@{public_dns}:1lib

scp -r -p -i {my-key-pair}.pem third-party ec2-user@{public_dns}:third-party

IAM &3&2 AL835t0{ Amazon EC22| AWS Z|AA0] CHEF HAMA HEH Hoq 86
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® Note
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« GetS30bject.class= HutUE T2 334l |CH

« build.xmle Z2IYE Ycstn A&sH= O A ElE ant THALICH

« 1lib & third-party CIEE{2l= AWS SDK for Javall siiE 2to|E2{2| EHILIC.

= scp7t library BHEE Q| third-party & AWS SDK for Java C|HE 2|0 04 R
2 MM E SAStE§ RI-Eg ot

scp7t 24 TUZS CHAO R SAE [ 44 TtYo| HEtE FXISIEF XIHELICEH

(® Note
AR|%|E Linux, macOS E & Unix0| M2t 2t S &HL|CH Windows0dl A
7=‘°01I._ CHE HHEE AFE5H0{ QAR ANM THY ¥

chmod -R u+rwx GetS30bject.class build.xml 1lib third-party

EC2 QIAEHAOM ME ZZ2 3 AF
ZZ2 2 AlSHGE{H Amazon EC2 QIAEIA O] @dZAELICH AIMIEE ME = Linux QIAEAE
Amazon EC2 At ME MO M Linux IAE AN 422 HZESHML.

o
[>
|'I'I1

140 ant & AISE = ol 42 oS BHE ALE5tod AX(|ELct
sudo yum install ant
2410 LM, CHE3t 20| antE AH836tod T2 O3S MRS L(CH

ant run
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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Hot JE2 QIARA OFN &40| H8kls EEfHE Mo{st= Eats g2 gLt 7|18x
OF QIAEAE= HOF O F QIO| AIZE|2E2 TCP ZER E0{2= 2 E IP ECHEl0| HEFEILICE
Bt AT XS RE5H7| ®Mo| Ze st HEQIT ERZE {85t Eot 288 MAStSLICH

Ol At& MOl S 4, ofZ2|7Ho|ME A8 Sl IP 40X Secure Shell(SSH) EEHEE2 5{&5t=
"GettingStarted"2t= M £t I&2 dMstZl&LICH M Eot J82 E™steiH EQt OS2 Z2O
oY HAlo2 MYste Ofg ZE MES ZEstHLE A&isoF &hLct.

AmazonEC2 22I0|HE X E M8 F0i= "GettingStarted” O|F 1+ 0| 2ot T F o CH

Bt MHE AF2510{ CreateSecurityGroupRequest ZA|E MM LICt O Ch2os

ec2.createSecurityGroup APIE £ &35l0{ 35S MErL|ct
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FTCP Z2EZ1} L E 22(SSH)E AH8310{ ipPermission Z{AIE FA&LICt ObX|2 B AE
F 3&2°| 0|1} ec2.authorizeSecurityGroupIngress ZXE AL 3510 ipPermission2

Eots= ALt

rok

bor HL HA
ro

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Create a new security group.

try {
CreateSecurityGroupRequest securityGroupRequest = new

CreateSecurityGroupRequest("GettingStartedGroup", "Getting Started Security Group");

ec2.createSecurityGroup(securityGroupRequest);

} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security
// Group by default to the ip range associated with your subnet.
try {

InetAddress addr = InetAddress.getlLocalHost();

// Get IP Address
ipAddr = addr.getHostAddress()+"/10";
} catch (UnknownHostException e) {

}

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP

// from above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

A& M Amazon EC2 AT QIAEA 90
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try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest("GettingStartedGroup",ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
} catch (AmazonServiceException ase) {
// Ignore because this likely means the zone has
// already been authorized.
System.out.println(ase.getMessage());
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

AH&M: Amazon EC2 ATF QIAEIA 92


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances-history.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances-history.html

HH 1.x& JHL R 7Hol=

AWS SDK for Java 1.x

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest

new RequestSpotInstancesRequest();
// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");

requestRequest.setInstanceCount(Integer.valueOf(1));

// Setup the specifications of the launch. This includes the

// instance type (e.
// AMI id available.

// Amazon Linux AMI
LaunchSpecification

launchSpecification.
launchSpecification.

g. tl.micro) and the latest Amazon Linux

Note, you should always use the latest

id or another of your choosing.
launchSpecification new LaunchSpecification();
setImageId("ami-a9d@9edl");
setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

ArraylList<String> securityGroups new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specifications to the request.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult

ec2.requestSpotInstances(requestRequest);

O| ZEE A H MER2 AT QIAEHA QFHO| A|RMELICH AT QHEE FHE M AIEE = U
CIE SME &Lt RIMISH LI 2 RI&AM: 112 Amazon EC2 A% @& ZHE| EE& AWS SDK for
Java API & & ©| RequestSpotinstances 2EHAE R X 5HMIL2.
® Note
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RequestSpotInstancesRequest.html
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// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();

// Setup an arraylist to collect all of the request ids we want to
// watch hit the running state.
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add all of the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());

}
SHIDE ZLIE{2!524H describeSpotInstanceRequests HMEES 5E35t0{ 2Ol AENE
EOIFLICH O3 S Q0| "Hal" o|2lo| #EN7t 2 w7t K| tSELICt 7% QMo EX7F U&=
B2 QHO| ZHIZ "EE" ME7I E = U2 E "W 09| MEH(F, "EY" HENE ZLIEHAE LI
Ct CtE ZE oAM= o] HH2 s=85t= W2 XHAIS] EO4§LIEF.

// Create a variable that will track whether there are any
// requests still in the open state.
boolean anyOpen;

do {
// Create the describeRequest object with all of the request ids
// to monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest = new
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

// Initialize the anyOpen variable to false - which assumes there
// are no requests open unless we find one that is still open.
anyOpen=false;

try {
// Retrieve all of the requests we want to monitor.
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DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all in

// the active state.

for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we attempted
// to request it. There is the potential for it to transition
// almost immediately to closed or cancelled so we compare
// against open instead of active.

if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;

}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out of
// the loop. This prevents the scenario where there was
// blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.
}
} while (anyOpen);

Ol Z=E st LI AT QIAHA @FHO| 2tz E[7LE, 2R Z Qo Amistn 277 stHe = £
HELICH o= B2 E, OIS HAZ 0|Sstod € 2EHS 25 Yelotn 4™ S AARHAE RF
S2E + A&LIch

OHR|BO 2 AT QAT QIABAE HElsior BLICH Cf7] SO 23S BF #|45T QAHAE B
S ZR3HE 20| ZRELICH 2FS FAsHs WBo2E QAHATL SXIEIX| S, Ol QIAH
20l ThaH A% A HIZO| RIHEIS FELICH QAAHAS B2 5H AT 80| 2|4 + UKIE,
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try {
// Cancel requests.
CancelSpotInstanceRequestsRequest cancelRequest =
new CancelSpotInstanceRequestsRequest(spotInstanceRequestlds);
ec2.cancelSpotInstanceRequests(cancelRequest);
} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
}
CH7| 5O QIABAE RF SR5t2{H QAT HAE|0f YoM 282 ASRUT AAHA DV TR
gLICH S ZE oKz QIAHAE PLIEZStE ®el ZEE AHE5t ArraylList SEI 44 E
QUARA IDE MY RME describeInstanceE FI7HELICH

// Create a variable that will track whether there are any requests
// still in the open state.
boolean anyOpen;
// Initialize variables.
Arraylist<String> instancelds = new ArraylList<String>();
do {
// Create the describeRequest with all of the request ids to
// monitor (e.g. that we started).
DescribeSpotInstanceRequestsRequest describeRequest =
DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestIds);

new

// Initialize the anyOpen variable to false, which assumes there
// are no requests open unless we find one that is still open.
anyOpen = false;

try {
// Retrieve all of the requests we want to monitor.
DescribeSpotInstanceRequestsResult describeResult =

A& M Amazon EC2 AT QIAEA
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ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// Look through each request and determine if they are all
// in the active state.
for (SpotInstanceRequest describeResponse : describeResponses) {
// If the state is open, it hasn't changed since we
// attempted to request it. There is the potential for
// it to transition almost immediately to closed or
// cancelled so we compare against open instead of active.
if (describeResponse.getState().equals("open")) {
anyOpen = true; break;
}
// Add the instance id to the list we will
// eventually terminate.
instancelds.add(describeResponse.getInstanceld());
}
} catch (AmazonServiceException e) {
// If we have an exception, ensure we don't break out
// of the loop. This prevents the scenario where there
// was blip on the wire.
anyOpen = true;

try {
// Sleep for 60 seconds.
Thread.sleep(60*1000);
} catch (Exception e) {
// Do nothing because it woke up early.
}
} while (anyOpen);
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try {
// Terminate instances.
TerminateInstancesRequest terminateRequest = new
TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);
} catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
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System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-spot-instances.html
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oY Ao 2 MYste Ofg ZE MES ZEstHLE A&t oF &hLct.

AmazonEC2 22I0|E A& M8t F 0= "GettingStarted” O|F 2t O] £t T F0i| CH
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ipPermission Z4XIE MMELICE IP F4A0"10" HOIAIE XIHE IP FA HEUHE PEP
HU|CH B8 TCP Z2EZ 1} ZE 22(SSH)E AF86104 ipPermission Z{&|E T AI8LICt. of
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// Create the AmazonEC2Client object so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.standard()
.withCredentials(credentials)
Lbuild();

// Create a new security group.
try {
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CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest("GettingStartedGroup",
"Getting Started Security Group");
ec2.createSecurityGroup(securityGroupRequest);
} catch (AmazonServiceException ase) {
// Likely this means that the group is already created, so ignore.
System.out.println(ase.getMessage());

String ipAddr = "0.0.0.0/0";

// Get the IP of the current host, so that we can limit the Security Group
// by default to the ip range associated with your subnet.
try {
// Get IP Address
InetAddress addr = InetAddress.getlLocalHost();
ipAddr = addr.getHostAddress()+"/10";
}
catch (UnknownHostException e) {
// Fail here...

// Create a range that you would like to populate.
Arraylist<String> ipRanges = new ArraylList<String>();
ipRanges.add(ipAddr);

// Open up port 22 for TCP traffic to the associated IP from

// above (e.g. ssh traffic).

ArraylList<IpPermission> ipPermissions = new ArraylList<IpPermission> ();
IpPermission ipPermission = new IpPermission();
ipPermission.setIpProtocol("tcp");

ipPermission.setFromPort(new Integer(22));

ipPermission.setToPort(new Integer(22));
ipPermission.setIpRanges(ipRanges);

ipPermissions.add(ipPermission);

try {
// Authorize the ports to the used.
AuthorizeSecurityGroupIngressRequest ingressRequest =
new AuthorizeSecurityGroupIngressRequest(
"GettingStartedGroup", ipPermissions);
ec2.authorizeSecurityGroupIngress(ingressRequest);
}

catch (AmazonServiceException ase) {

K& M: T2 Amazon EC2 ATH @& | 100



AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

// Ignore because this likely means the zone has already
// been authorized.
System.out.println(ase.getMessage());
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advanced. CreateSecurityGroupApp java ZE MEZ0IM O]l ZE MEQ| ™A LI
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
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launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);

AT QA ST [ o MR Oh7) HAE XIFE 4 USLICH X HRE US| 230X BT
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest =
new RequestSpotInstancesRequest();
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// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set the type of the bid to persistent.
requestRequest.setType("persistent");

// Set up the specifications of the launch. This includes the

// instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.

RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));
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// Set the valid start time to be two minutes from now.
Calendar cal = Calendar.getInstance();
cal.add(Calendar.MINUTE, 2);
requestRequest.setValidFrom(cal.getTime());

// Set the valid end time to be two minutes and two hours from now.
cal.add(Calendar.HOUR, 2);
requestRequest.setValidUntil(cal.getTime());

// Set up the specifications of the launch. This includes
// the instance type (e.g. tl.micro)

// and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon

// Linux AMI id or another of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType("tl.micro");

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
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AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the launch group.
requestRequest.setLaunchGroup("ADVANCED-DEMO-LAUNCH-GROUP");

// Set up the specifications of the launch. This includes

// the instance type (e.g. tl.micro) and the latest Amazon Linux

// AMI id available. Note, you should always use the latest

// Amazon Linux AMI id or another of your choosing.
LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();
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// Request 5 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(5));

// Set the availability zone group.
requestRequest.setAvailabilityZoneGroup("ADVANCED-DEMO-AZ-GROUP");

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.
// Note, you should always use the latest Amazon Linux AMI id or another

K& M: T2 Amazon EC2 ATH @& | 106



AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the availability zone to use. Note we could retrieve the

// availability zones using the ec2.describeAvailabilityZones() API. For
// this demo we will just use us-east-1la.

SpotPlacement placement = new SpotPlacement("us-east-1b");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(l));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
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launchSpecification.setImageId("ami-a9d@9edl1");
launchSpecification.setInstanceType(InstanceType.T1lMicro);

// Add the security group to the request.

ArraylList<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Set up the placement group to use with whatever name you desire.
// For this demo we will just use "ADVANCED-DEMO-PLACEMENT-GROUP".
SpotPlacement placement = new SpotPlacement();
placement.setGroupName("ADVANCED-DEMO-PLACEMENT-GROUP");
launchSpecification.setPlacement(placement);

// Add the launch specification.
requestRequest.setlLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Retrieves the credentials from an AWSCredentials.properties file.
AWSCredentials credentials = null;
try {
credentials = new PropertiesCredentials(
GettingStartedApp.class.getResourceAsStream("AwsCredentials.properties"));
}
catch (IOException el) {
System.out.println(
"Credentials were not properly entered into AwsCredentials.properties.");
System.out.println(el.getMessage());
System.exit(-1);

// Create the AmazonEC2 client so we can call various APIs.
AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

// Initializes a Spot Instance Request
RequestSpotInstancesRequest requestRequest = new RequestSpotInstancesRequest();

// Request 1 x tl.micro instance with a bid price of $0.03.
requestRequest.setSpotPrice("0.03");
requestRequest.setInstanceCount(Integer.valueOf(1));

// Set up the specifications of the launch. This includes the instance
// type (e.g. tl.micro) and the latest Amazon Linux AMI id available.

// Note, you should always use the latest Amazon Linux AMI id or another
// of your choosing.

LaunchSpecification launchSpecification = new LaunchSpecification();
launchSpecification.setImageId("ami-a9d@9edl");
launchSpecification.setInstanceType(InstanceType.T1Micro);

// Add the security group to the request.

Arraylist<String> securityGroups = new ArraylList<String>();
securityGroups.add("GettingStartedGroup");
launchSpecification.setSecurityGroups(securityGroups);

// Create the block device mapping to describe the root partition.
BlockDeviceMapping blockDeviceMapping = new BlockDeviceMapping();
blockDeviceMapping.setDeviceName("/dev/sdal");

// Set the delete on termination flag to false.
EbsBlockDevice ebs = new EbsBlockDevice();
ebs.setDeleteOnTermination(Boolean.FALSE);
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blockDeviceMapping.setEbs(ebs);

// Add the block device mapping to the block list.
Arraylist<BlockDeviceMapping> blockList = new ArraylList<BlockDeviceMapping>();
blockList.add(blockDeviceMapping);

// Set the block device mapping configuration in the launch specifications.
launchSpecification.setBlockDeviceMappings(blockList);

// Add the launch specification.
requestRequest.setLaunchSpecification(launchSpecification);

// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult =
ec2.requestSpotInstances(requestRequest);
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// Call the RequestSpotInstance API.
RequestSpotInstancesResult requestResult = ec2.requestSpotInstances(requestRequest);
List<SpotInstanceRequest> requestResponses = requestResult.getSpotInstanceRequests();
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// A list of request IDs to tag
ArraylList<String> spotInstanceRequestIds = new ArraylList<String>();

// Add the request ids to the hashset, so we can determine when they hit the
// active state.
for (SpotInstanceRequest requestResponse : requestResponses) {
System.out.println("Created Spot Request:
"+requestResponse.getSpotInstanceRequestId());
spotInstanceRequestIds.add(requestResponse.getSpotInstanceRequestId());
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// The list of tags to create
ArraylList<Tag> requestTags = new ArraylList<Tag>();
requestTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_requests = new CreateTagsRequest();
createTagsRequest_requests.setResources(spotInstanceRequestIds);
createTagsRequest_requests.setTags(requestTags);

// Tag the spot request

try {
ec2.createTags(createTagsRequest_requests);

}

catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

}
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boolean anyOpen; // tracks whether any requests are still open

// a list of instances to tag.
ArraylList<String> instancelds = new ArraylList<String>();

do {
DescribeSpotInstanceRequestsRequest describeRequest =
new DescribeSpotInstanceRequestsRequest();
describeRequest.setSpotInstanceRequestIds(spotInstanceRequestlds);

anyOpen=false; // assume no requests are still open

try {
// Get the requests to monitor
DescribeSpotInstanceRequestsResult describeResult =
ec2.describeSpotInstanceRequests(describeRequest);

List<SpotInstanceRequest> describeResponses =
describeResult.getSpotInstanceRequests();

// are any requests open?
for (SpotInstanceRequest describeResponse : describeResponses) {
if (describeResponse.getState().equals("open")) {
anyOpen = true;
break;
}
// get the corresponding instance ID of the spot request
instancelds.add(describeResponse.getInstanceId());

}

catch (AmazonServiceException e) {
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// Don't break the loop due to an exception (it may be a temporary issue)

anyOpen = true;

try {
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Thread.sleep(60*1000); // sleep 60s.
}
catch (Exception e) {
// Do nothing if the thread woke up early.
}
} while (anyOpen);
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// Create a list of tags to create
Arraylist<Tag> instanceTags = new ArraylList<Tag>();
instanceTags.add(new Tag("keynamel", "valuel"));

// Create the tag request

CreateTagsRequest createTagsRequest_instances = new CreateTagsRequest();
createTagsRequest_instances.setResources(instancelds);
createTagsRequest_instances.setTags(instanceTags);

// Tag the instance

try {
ec2.createTags(createTagsRequest_instances);

}

catch (AmazonServiceException e) {
// Write out any exceptions that may have occurred.
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());

}
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try {
CancelSpotInstanceRequestsRequest cancelRequest = new
CancelSpotInstanceRequestsRequest(spotInstanceRequestIds);
ec2.cancelSpotInstanceRequests(cancelRequest);
} catch (AmazonServiceException e) {

|2 8l24H CancelSpotinstanceRequestsRequest ZHX|E AL

504 Amazon

K& A T2 Amazon EC2 AT @& 2|

113


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CancelSpotInstanceRequestsRequest.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

System.out.println("Error cancelling instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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try {
TerminateInstancesRequest terminateRequest = new

TerminateInstancesRequest(instancelds);
ec2.terminateInstances(terminateRequest);

} catch (AmazonServiceException e) {
System.out.println("Error terminating instances");
System.out.println("Caught Exception: " + e.getMessage());
System.out.println("Reponse Status Code: " + e.getStatusCode());
System.out.println("Error Code: " + e.getErrorCode());
System.out.println("Request ID: " + e.getRequestId());
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import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.InstanceType;

import com.amazonaws.services.ec2.model.RunInstancesRequest;
import com.amazonaws.services.ec2.model.RunInstancesResult;
import com.amazonaws.services.ec2.model.Tag;

=

RunInstancesRequest run_request = new RunInstancesRequest()
.withImageId(ami_id)
.withInstanceType(InstanceType.T1lMicro)
.withMaxCount(1)

.withMinCount(1);

RunInstancesResult run_response = ec2.runInstances(run_request);

String reservation_id =
run_response.getReservation().getInstances().get(@).getInstanceld();

7trZLch

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StartInstancesRequest;

IE

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StartInstancesRequest request = new StartInstancesRequest()
.withInstanceIds(instance_id);
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ec2.startInstances(request);

A oM E A EstML.

o

AEA BX|

of

Amazon EC2 QIAEIAE FX|524™ AmazonEC2Client2| stopInstances HMEE 3 &35}
& QIAEA O] IDJ} ZBHEl StoplnstancesRequestE 0| MM =0l M3 &hL|ct.
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|

7t Lch

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.StopInstancesRequest;

IE

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

StopInstancesRequest request = new StopInstancesRequest()
.withInstanceIlds(instance_id);

ec2.stopInstances(request);

A oM E HZsHM L.

CIAEIA KEE
Amazon EC2 QIAEIAE ZHE EISE{EH AmazonEC2Client2] rebootInstances HAMEE $&5t1D
MEEE QIARHAO| D7 Z & El RebootinstancesRequestE O HAME0d M-S gLCt.

7S L},

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.RebootInstancesRequest;
import com.amazonaws.services.ec2.model.RebootInstancesResult;

IE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/StopInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/StartStopInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/RebootInstancesRequest.html
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final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

RebootInstancesRequest request = new RebootInstancesRequest()
.withInstancelds(instance_id);

RebootInstancesResult response = ec2.rebootInstances(request);

QIARAE LIYQ352dH DescribelnstancesRequestE M43t 1 AmazonEC2Client2]
describeInstances HIMEE S Z£&LICH. 2™ AED X[39] Amazon EC2 QIAEAE LIP3
= O AF2E £ Q& DescribelnstancesResult Z4&| 7} BH&HEIL|C}H

= = OF2 QIAEIAE A|EHSHE startInstances 201 sHY
Ct QIAEAAZ L} 520 TR gHetEl Z Reservation ZHA|| 0| A DescribeInstancesResult
A

ces
9| getReservations' method, and then call ‘getInstances& §§3H0|= gct.

7t Lch

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeInstancesRequest;
import com.amazonaws.services.ec2.model.DescribeInstancesResult;
import com.amazonaws.services.ec2.model.Instance;

import com.amazonaws.services.ec2.model.Reservation;

IcE

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
boolean done = false;

DescribeInstancesRequest request = new DescribelnstancesRequest();
while(!done) {

DescribeInstancesResult response = ec2.describelnstances(request);

for(Reservation reservation : response.getReservations()) {
for(Instance instance : reservation.getInstances()) {
System.out.printf(
"Found instance with id %s, " +
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/RebootInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeInstancesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Reservation.html
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"AMI %s, " +

"type %s, " +

"state %s " +

"and monitoring state %s",
instance.getInstanceId(),
instance.getImageId(),
instance.getInstanceType(),
instance.getState().getName(),
instance.getMonitoring().getState());

request.setNextToken(response.getNextToken());

if(response.getNextToken() == null) {
done = true;

A7t Ho|ME LICH At 2| 2] getNextToken MAMEO|AM HHEHE ZH S e 28 ZA| 9
setNextToken HIMEZR ME ST CHS B describeInstances E-’%OHH SUst 2™ AN E Al
2FCEM FI7I ATE 7IME = UESLICH

A oM E HZEsHM L.

OIAEIA TLIE
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CPUZI HERI AMIRE, NE 7tsEtHZ2El 2 2 C|lAT Z7F S Amazon EC2 2!
=g DLIE2IE £ &L QIAEA T L|E{Rlo ciEt XM B LIRS Linux Q1A
EC2 Al2 MZEAM QO] Amazon EC2 ZLIE{ZIE &I X sHAMIR.

CIARA BLIEHEE AESE{H 2LIEHAE QIABAS IDE MonitorinstancesRequestE 45t
AmazonECZCllentQI monitorInstances HIAME0{ T3l oF BLICH.

7tX{SL]|C}.

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.MonitorInstancesRequest;
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Amazon EC2 QIAEA EtE| 118


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeInstances.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/MonitorInstancesRequest.html
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final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

MonitorInstancesRequest request = new MonitorInstancesRequest()
.withInstancelds(instance_id);

ec2.monitorInstances(request);

A X E HZEsHM L.

QIAEA TL|E{R BX|
RIAEA T |EHZIE SX|siedH ZLIEZIE SX|& QAR A IDE UnmonitorinstancesRequestS

A O
AMMSET AmazonEC2Client2| unmonitorInstances HA =0 MEstL|Ct.

7S L},

import com.amazonaws.services.ec2.AmazonEC2;
import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.UnmonitorInstancesRequest;

e =

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

UnmonitorInstancesRequest request = new UnmonitorInstancesRequest()
.withInstanceIlds(instance_id);

ec2.unmonitorInstances(request);

o

x| oM E B ZSHA
FhEE

Amazon EC2 API| & Z 9| Runlnstances
Amazon EC2 API &

e
e
Amazon EC2 API & Z 9| StartInstances
e
e

9| Describelnstances

Amazon EC2 API & X 9| Stoplnstances

Amazon EC2 API &

(e}

| RebootInstances
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/UnmonitorInstancesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/MonitorInstance.java
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RunInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
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« Amazon EC2 API # Z °| MonitorInstances
N

« Amazon EC2 API & X 9| Unmonitorinstances

Amazon EC20{|A{ Et&X P A AFS

EC2-Classic2 0|4 A EIX| f&LICE.

/A Warning

EC2-Classic2 2022'1 82 150 AA& SX|&E 0| LICt. EC2-Classico A VPCZ 0O10[2
E1|O|A=I%}= Z30| F&LICE RHAMIEH L2 E21 HAIZ EC2-Classic-Classic HIEZ2 At
=X| =QlL|Ct- ZH| wHe Cl=2 1 ZaLCHE A X 5HA| 2.

EFEYE P FAE AR ST UK AHO FAE BEE F AAHA F HEYD QIEH 029}

SHaIE P RAE HTEHE HIEYD S8 HA EC2 EE VPC)0| T
AllocateAddressRequest ZH&|E AF2310{ AmazonEC2Client2] allocateAddress HAMEE 5 &3l
M.

dk2tEl AllocateAddressResulto| = AssociateAddressRequest0l| Q=
AmazonEC2Client2| associateAddress HIAMEO| HE 50 FTAE QIAEAQ HAZASH= O AFSE

T U & ID7F ZEELICH

7t Lch

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AllocateAddressRequest;
import com.amazonaws.services.ec2.model.AllocateAddressResult;
import com.amazonaws.services.ec2.model.AssociateAddressRequest;
import com.amazonaws.services.ec2.model.AssociateAddressResult;
import com.amazonaws.services.ec2.model.DomainType;

I
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_MonitorInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_UnmonitorInstances.html
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://aws.amazon.com/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AllocateAddressResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AssociateAddressRequest.html
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final AmazonEC2 ec2

= AmazonEC2ClientBuilder.defaultClient();

AllocateAddressRequest allocate_request = new AllocateAddressRequest()
.withDomain(DomainType.Vpc);

AllocateAddressResult allocate_response

ec2.allocateAddress(allocate_request);

String allocation_id =

AssociateAddressRequest associate_request

allocate_response.getAllocationId();

new AssociateAddressRequest()
.withInstanceIld(instance_id)
.withAllocationId(allocation_id);

AssociateAddressResult associate_response

ec2.associateAddress(associate_request);

— —1 T = O

HEol RIEE B IP FLE LIE524H AmazonEC2Client2| describeAddresses HAEE
SEFLICH O™ A-Ho| B P FTAE LIEHHE T4 AXM SES 71K O A2 E £ e
DescribeAddressesResultE BHetsrL|Ct.

7tR&ELCt.

import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

IE

final AmazonEC2 ec2 =

services.
services.
services.
services.

ec2.AmazonEC2;
ec2.AmazonEC2ClientBuilder;
ec2.model.Address;
ec2.model.DescribeAddressesResult;

AmazonEC2ClientBuilder.defaultClient();

DescribeAddressesResult response = ec2.describeAddresses();

for(Address address :

response.getAddresses()) {

System.out.printf(
"Found address with public IP %s, " +
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/AllocateAddress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Address.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAddressesResult.html
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"domain %s, " +

"allocation id %s " +

"and NIC id %s",
address.getPublicIp(),
address.getDomain(),
address.getAllocationId(),
address.getNetworkInterfacelId());

A oM E FHZEsHM L.

EFEAA IP =4 SHA

Bt |p FAE 222524 AmazonEC2Client2| releaseAddress HIMEE 5 &6tn 224
Bt |p FA0| &Y ID7F & El ReleaseAddressRequestE O] HIMEO| ME & LICH
7tXELIct.

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.ReleaseAddressRequest;
import com.amazonaws.services.ec2.model.ReleaseAddressResult;

s =

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

ReleaseAddressRequest request = new ReleaseAddressRequest()
.withAllocationId(alloc_id);

ReleaseAddressResult response = ec2.releaseAddress(request);
EHeix| |p FAE EIASHT LM O AT AWS IP F4 E2 UBAE0] O|FREE ALSE £ o
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EC2-Classic £ 7|82 VPCE A E35lt{ie Bole S
EAA M 448 SHAIELICEH Etzd™ P FAE ZE|ASHK| 21 34 E SiAISHEdH AmazonEC2Client
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAddresses.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/ReleaseAddressRequest.html
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import
import
import
import
import
import

IE

com.
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Linux QIAEIAE Amazon EC2 AF2 MEA{Q| Et2dxd |p T4
Amazon EC2 API| & X 9| AllocateAddress
Amazon EC2 API & X 9| DescribeAddresses

Amazon EC2 AP| & X 9| ReleaseAddress

AS

35t2424 AmazonEC2Client2| describeRegions HAMEE Z&F

2I2|A 87| Mol #HEA| disassociateAddressE ALS 5l EH2d
X| &t ™ Amazon EC20{M 2 & (InvalidiPAddress.InUse) S gHat

=
= DescribeRegionsResultE BtetErLICH EtetEl ZHX| 2] getRegions HMEE 5 &

2 L}EHLHE Region ZA|o| S22 7+X{SLICH

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.ec2.AmazonEC2;
services.ec2.AmazonEC2ClientBuilder;
services.ec2.model.DescribeRegionsResult;
services.ec2.model.Region;
services.ec2.model.AvailabilityZone;

DescribeRegionsResult regions_response = ec2.describeRegions();

for(Region region :
System.out.printf(

"Found region %s " +

"with endpoint %s",

region.getRegionName(),

region.getEndpoint());

regions_response.getRegions()) {

services.ec2.model.DescribeAvailabilityZonesResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/ReleaseAddress.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AllocateAddress.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAddresses.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ReleaseAddress.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeRegionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/Region.html
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}
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HZEHEO| AI28 £~ Ql= ZH 712 ¥od2 L 5HP{ AmazonEC2Client

9| describeAvailabilityZones HMEE S E&LICt Ol HHMEE
DescribeAvailabilityZonesResultg& BHgHgfLICt getAvailabilityZones HIAMEE £&35t0{ Z 7}
2 ¥ g LIEHLHE AvailabilityZone 24X Q] & & 7IXSLICH
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeRegionsResult;

import com.amazonaws.services.ec2.model.Region;

import com.amazonaws.services.ec2.model.AvailabilityZone;

import com.amazonaws.services.ec2.model.DescribeAvailabilityZonesResult;

kU

DescribeAvailabilityZonesResult zones_response =
ec2.describeAvailabilityZones();

for(AvailabilityZone zone : zones_response.getAvailabilityZones()) {
System.out.printf(
"Found availability zone %s " +
"with status %s " +
"in region %s",
zone.getZoneName(),
zone.getState(),
zone.getRegionName());

A oM E HZsHM L.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAvailabilityZonesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AvailabilityZone.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeRegionsAndZones.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeAccountAttributesResult.html
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MEE Z£350q AccountAttribute A S 52 =2 LICH. S5 & BHS3104 AccountAttribute 24| &
HME £ Ql&L|CtH

AccountAttribute ZH&| 9| getAttributeValues HIMEE SE5t0{ ALSAIC| £ 72 &HEE =
&LICH O] HIME&= AccountAttributeValue ZHA| S &2 gHEHEFLICEH O] F B S &2 EH=510{ &7

U4 EANE = JA&LICHEHS 2= ol HZX).

7tK&ELCt.

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.AccountAttributeValue;

import com.amazonaws.services.ec2.model.DescribeAccountAttributesResult;
import com.amazonaws.services.ec2.model.AccountAttribute;

import java.util.lList;

import java.util.lListIterator;

I

AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

try{
DescribeAccountAttributesResult accountResults = ec2.describeAccountAttributes();

List<AccountAttribute> accountList = accountResults.getAccountAttributes();
for (ListIterator iter = accountlList.listIterator(); iter.hasNext(); ) {

AccountAttribute attribute = (AccountAttribute) iter.next();

System.out.print("\n The name of the attribute is
"+attribute.getAttributeName());

List<AccountAttributeValue> values = attribute.getAttributeValues();

//iterate through the attribute values
for (ListIterator iterVals = values.listIterator(); iterVals.hasNext(); ) {
AccountAttributeValue myValue = (AccountAttributeValue) iterVals.next();
System.out.print("\n The value of the attribute is
"+myValue.getAttributeValue());
}
}
System.out.print("Done");
}

catch (Exception e)
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttribute.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AccountAttributeValue.html
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{

e.getStackTrace();
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« Amazon EC2 API & Z 9| DescribeRegions

+ Amazon EC2 API & Z 9| DescribeAvailabilityZones

Amazon EC2 7| o] &
7| mjo{ BHE 7|

7| Hlo{E MAM35ledH 7| 0|F 0| L& El CreateKeyPairRequestE AHE 3104 Amazon EC2Client2]
createKeyPair HIAMEE = &5HAML.
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.CreateKeyPairRequest;
import com.amazonaws.services.ec2.model.CreateKeyPairResult;

Ic

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateKeyPairRequest request = new CreateKeyPairRequest()
.withKeyName(key_name);

CreateKeyPairResult response = ec2.createKeyPair(request);

A oM E A EstML.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeAccount.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRegions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeAvailabilityZones.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateKeyPairRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateKeyPair.java
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7| Ho{ 4

7| H o4& Lt@ 5Lt 7| Hojol CHEt HEE 7K 2242 AmazonEC2Client2| describeKeyPairs

HMEE S&&LICE o] HIMEE DescribeKeyPairsResultE gHgHet=0l, 047|M getKeyPairs H|
MEE 3&510{ 7| Mo SFo0i| HA|AE = U&LICH T2{H KeyPairlnfo 244 S5 0| EHEHEILICE.
7t XS LICt.

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DescribeKeyPairsResult;
import com.amazonaws.services.ec2.model.KeyPairInfo;

s =

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();
DescribeKeyPairsResult response = ec2.describeKeyPairs();

for(KeyPairInfo key_pair : response.getKeyPairs()) {
System.out.printf(
"Found key pair with name %s " +
"and fingerprint %s",
key_pair.getKeyName(),
key_pair.getKeyFingerprint());

A oM E HZsHM L.

7| mHoq AFA|

7| H 02 AtA|5tE2{T AmazonEC2Client2| deleteKeyPair HMES &35t D AA|E 7| o 0|2
O| & &l DeleteKeyPairRequestdll O] HIMEE HE & LICH.

7trZLch.

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;
import com.amazonaws.services.ec2.model.DeleteKeyPairRequest;
import com.amazonaws.services.ec2.model.DeleteKeyPairResult;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeKeyPairsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/KeyPairInfo.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeKeyPairs.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteKeyPairRequest.html
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=

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteKeyPairRequest request = new DeleteKeyPairRequest()
.withKeyName(key_name);

DeleteKeyPairResult response = ec2.deleteKeyPair(request);
A X E HZtM L.
7t EHE

Linux 2IAEIA & Amazon EC2 AIE MHE M 2| Amazon EC2 7| 1|04

Amazon EC2 API & =X
Amazon EC2 API & Z 9| DescribeKeyPairs
=

Amazon EC2 API &

9| CreateKeyPair

9| DeleteKeyPair

Amazon EC22| E¢t 1 & %Hed
Hetag 44

Hot g2 dMAMdste{H 7| 0|§0| £ & El CreateSecurityGroupRequestE AH& 104
AmazonEC2Client2| createSecurityGroup HIMEE SE3HAM2.

7trZLch

import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

el

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

CreateSecurityGroupRequest create_request = new
CreateSecurityGroupRequest()
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteKeyPair.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateKeyPair.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeKeyPairs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteKeyPair.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/CreateSecurityGroupRequest.html
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.withGroupName(group_name)
.withDescription(group_desc)
.withVpcId(vpc_id);

CreateSecurityGroupResult create_response =
ec2.createSecurityGroup(create_request);

A oM E HZsHM L.
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.CreateSecurityGroupRequest;
import com.amazonaws.services.ec2.model.CreateSecurityGroupResult;

IE

IpRange ip_range = new IpRange()
.withCidrIp("0.0.0.0/0");

IpPermission ip_perm = new IpPermission()
.withIpProtocol("tcp")
.withToPort(80)

.withFromPort(80)
.withIpv4Ranges(ip_range);

IpPermission ip_perm2 = new IpPermission()
.withIpProtocol("tcp")
.withToPort(22)
.withFromPort(22)
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupIngressRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/IpPermission.html
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.withIpv4Ranges(ip_range);

AuthorizeSecurityGroupIngressRequest auth_request
AuthorizeSecurityGroupIngressRequest()
.withGroupName(group_name)
.withIpPermissions(ip_perm, ip_perm2);

new

AuthorizeSecurityGroupIngressResult auth_response
ec2.authorizeSecurityGroupIngress(auth_request);

oladAa 7l EoF aF0i F7+3H24™ AuthorizeSecurityGroupEgressRequestl| | AFSH CI|O|E{ &
AmazonEC2Client2| authorizeSecurityGroupEgress MM E0] XMEEL|CH.
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DescribeSecurityGroupsRequest;
import com.amazonaws.services.ec2.model.DescribeSecurityGroupsResult;

kU

final String USAGE =
"To run this example, supply a group id\n" +
"Ex: DescribeSecurityGroups <group-id>\n";

if (args.length != 1) {

System.out.println(USAGE);
System.exit(1);

String group_id = args[0];
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/AuthorizeSecurityGroupEgressRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/CreateSecurityGroup.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DescribeSecurityGroupsResult.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/ec2/model/SecurityGroup.html
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import com.amazonaws.services.ec2.AmazonEC2;

import com.amazonaws.services.ec2.AmazonEC2ClientBuilder;

import com.amazonaws.services.ec2.model.DeleteSecurityGroupRequest;
import com.amazonaws.services.ec2.model.DeleteSecurityGroupResult;

e =

final AmazonEC2 ec2 = AmazonEC2ClientBuilder.defaultClient();

DeleteSecurityGroupRequest request
.withGroupId(group_id);

new DeleteSecurityGroupRequest()

DeleteSecurityGroupResult response = ec2.deleteSecurityGroup(request);

A oM E HZsHM L.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DescribeSecurityGroups.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/ec2/model/DeleteSecurityGroupRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/ec2/src/main/java/aws/example/ec2/DeleteSecurityGroup.java
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_AuthorizeSecurityGroupIngress.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/iam/
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AmazonldentityManagementClient createAccessKey HMEE
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccessKeyRequest;
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccessKeyRequest.html
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import com.amazonaws.services.identitymanagement.model.CreateAccessKeyResult;

IE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccessKeyRequest request = new CreateAccessKeyRequest()
.withUserName(user);

CreateAccessKeyResult response = iam.createAccessKey(request);
GitHub2| T X E A ESHA 2.
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AccessKeyMetadata;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysRequest;

import com.amazonaws.services.identitymanagement.model.ListAccessKeysResult;

IE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListAccessKeysRequest request = new ListAccessKeysRequest()
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysRequest.html
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.withUserName(username);
while (!done) {
ListAccessKeysResult response = iam.listAccessKeys(request);

for (AccessKeyMetadata metadata :
response.getAccessKeyMetadata()) {
System.out.format("Retrieved access key %s",
metadata.getAccessKeyId());

request.setMarker(response.getMarker());

if (!response.getIsTruncated()) {
done = true;

listAccessKeys®| ZAut7t HO|AELICHEEY 7|2 Z|CH 10074 Bl ZE). BtEtE
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HHE AE3tod T StHLE HMA 7| IDE Y 7HXE QLHEE| Y MEE = UR)E AE5t

04 AmazonldentityManagementClient2| getAccessKeylLastUsed HIMEE Z&&LICI

O ChS BHEHEl GetAccessKeylLastUsedResult 44| & AFE 3104 7|9 OFX|E AL AlZHE 7HKE
/\/\ = L’l El-
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedRequest;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAccessKeysResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccessKeys.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetAccessKeyLastUsedResult.html
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import com.amazonaws.services.identitymanagement.model.GetAccessKeylLastUsedResult;

Ic

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetAccessKeylLastUsedRequest request new GetAccessKeylLastUsedRequest()

.withAccessKeyId(access_id);

GetAccessKeylLastUsedResult response = iam.getAccessKeylLastUsed(request);

System.out.println("Access key was last used at: " +
response.getAccessKeylLastUsed().getlLastUsedDate());
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.UpdateAccessKeyResult;

Ic

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateAccessKeyRequest request = new UpdateAccessKeyRequest()
.withAccessKeyId(access_id)
.withUserName(username)
.withStatus(status);

UpdateAccessKeyResult response = iam.updateAccessKey(request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AccessKeyLastUsed.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateAccessKeyRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/StatusType.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccessKeyRequest;

import com.amazonaws.services.identitymanagement.model.DeleteAccessKeyResult;

= =

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccessKeyRequest request = new DeleteAccessKeyRequest()
.withAccessKeyId(access_key)

.withUserName(username);

DeleteAccessKeyResult response = iam.deleteAccessKey(request);

GitHub2| A XM & & ZHMIL.
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« IAM API & X 9| ListAccessKeys

« IAM API & Z 9| GetAccessKeylLastUsed
« IAM API & X 9| UpdateAccessKey
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateAccessKey.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccessKeyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccessKey.java
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccessKey.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccessKey.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateUserRequest;

import com.amazonaws.services.identitymanagement.model.CreateUserResult;

Ic

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateUserRequest request = new CreateUserRequest()
.withUserName(username);

CreateUserResult response = iam.createUser(request);
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccessKey.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateUserRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListUsersRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListUsersResult.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListUsersRequest;

import com.amazonaws.services.identitymanagement.model.ListUsersResult;

import com.amazonaws.services.identitymanagement.model.User;

IcE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

boolean done = false;
ListUsersRequest request = new ListUsersRequest();

while(!done) {
ListUsersResult response = iam.listUsers(request);

for(User user : response.getUsers()) {
System.out.format("Retrieved user %s", user.getUserName());
request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateUserRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListUsers.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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import com.amazonaws.services.identitymanagement.model.UpdateUserResult;
e =

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

UpdateUserRequest request = new UpdateUserRequest()
.withUserName(cur_name)

.withNewUserName(new_name);

UpdateUserResult response = iam.updateUser(request);
GitHub2| T o x| & EHESHMI2.
INESINIE PR
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteConflictException;

import com.amazonaws.services.identitymanagement.model.DeleteUserRequest;

IE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteUserRequest request = new DeleteUserRequest()
.withUserName(username);

try {
iam.deleteUser(request);
} catch (DeleteConflictException e) {
System.out.println("Unable to delete user. Verify user is not" +
" associated with any resources");
throw e;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateUser.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateUserRequest.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.CreateAccountAliasResult;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteUser.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteUser.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreateAccountAliasRequest.html
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreateAccountAliasRequest request = new CreateAccountAliasRequest()
.withAccountAlias(alias);

CreateAccountAliasResult response = iam.createAccountAlias(request);
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListAccountAliasesResult;

code

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

ListAccountAliasesResult response = iam.listAccountAliases();

for (String alias : response.getAccountAliases()) {
System.out.printf("Retrieved account alias %s", alias);

GitHub2| A oM E & ESIAIAIL.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreateAccountAlias.java
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/identitymanagement/model/ListAccountAliasesResult.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListAccountAliases.java

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

HE €32 ArA|5H24T AmazonldentityManagementClient@| deleteAccountAlias HMEE &
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasRequest;
import com.amazonaws.services.identitymanagement.model.DeleteAccountAliasResult;

IE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteAccountAliasRequest request = new DeleteAccountAliasRequest()
.withAccountAlias(alias);

DeleteAccountAliasResult response = iam.deleteAccountAlias(request);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteAccountAliasRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteAccountAlias.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateAccountAlias.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteAccountAlias.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/CreatePolicyRequest.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

7tME Lk

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.CreatePolicyRequest;
import com.amazonaws.services.identitymanagement.model.CreatePolicyResult;

IE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

CreatePolicyRequest request = new CreatePolicyRequest()
.withPolicyName(policy_name)

.withPolicyDocument(POLICY_DOCUMENT);

CreatePolicyResult response = iam.createPolicy(request);

IAM E& EMe SHEA EAMstE FES 2 El JSON EAtE LCt CHE2 DynamoDBO| CHEH £
H e Hddty| flgt HMA HeEtE MSste ol LCh.

public static final String POLICY_DOCUMENT =

Il{ll +

" \"Version\": \"2012-10-17\", "o+
" \"Statement\": [" +

" o+

" \"Effect\": \"Allow\",6" +

" \"Action\": \"logs:CreatelLogGroup\"," +
" \"Resource\": \"%s\"" +

" 1+

" {Il +

" \"Effect\": \"Allow\"," +

" \"Action\": [" +

" \"dynamodb:DeleteItem\"," +
" \"dynamodb:GetItem\"," +

" \"dynamodb:PutItem\"," +

" \"dynamodb:Scan\"," +

" \"dynamodb:UpdateItem\"" +

" 1, +

" \"Resource\": \"RESOURCE_ARN\"" +
" }Il +

TR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetPolicyRequest;

import com.amazonaws.services.identitymanagement.model.GetPolicyResult;

=

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetPolicyRequest request = new GetPolicyRequest()
.withPolicyArn(policy_azrn);

GetPolicyResult response = iam.getPolicy(request);
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AmazonldentityManagementClient2| attachRolePolicy HHMEE S&5t1
AttachRolePolicyRequestol| 23& 0|8 2! 424 ARNZ Xl S 5+04 IAMhttp://docs.aws.amazon.com/
IAM/latest/UserGuide/id_roles.html[role]0l| Z2H& 04748 4 Ql&L|C}.
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.AttachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.AttachedPolicy;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/CreatePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetPolicyRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetPolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/AttachRolePolicyRequest.html
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final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

AttachRolePolicyRequest attach_request =
new AttachRolePolicyRequest()

.withRoleName(role_name)

.withPolicyArn(POLICY_ARN);

iam.attachRolePolicy(attach_request);
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ListAttachedRolePoliciesRequest X & A EFLICH

dk&tEl ListAttacheDrolePoliciesResult ZHA|01| getAttachedPoliciesE& Z&35t0{ (2 E A

SEg JIXMZuct Aot &2 £ Q&LICH ListAttachedRolePoliciesResult ZH&l <9
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9| setMarker HIMEE
EYocEM CHE A HIRIE
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import
import
import
import
import
import
import

Ic

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

SE5l0 0| HMEE AF235t04 1istAttachedRolePoliciesE ClA| &

d

services.
services.
services.
services.

java.util.Arraylist;

java.util.List;
java.util.stream.Collectors;

PR Lict

identitymanagement.AmazonIdentityManagement;
identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.ListAttachedRolePoliciesRequest;
identitymanagement.model.ListAttachedRolePoliciesResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListAttachedRolePoliciesResult.html
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ListAttachedRolePoliciesRequest request =
new ListAttachedRolePoliciesRequest()
.withRoleName(role_name);

List<AttachedPolicy> matching_policies = new ArraylList<>();
boolean done = false;

while(!done) {
ListAttachedRolePoliciesResult response =
iam.listAttachedRolePolicies(request);

matching_policies.addAll(
response.getAttachedPolicies()
.stream()
.filter(p -> p.getPolicyName().equals(role_name))
.collect(Collectors.toList()));

if(!response.getIsTruncated()) {
done = true;

}

request.setMarker(response.getMarker());

GitHub2| T o XM E & ESHM L.
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.DetachRolePolicyRequest;

import com.amazonaws.services.identitymanagement.model.DetachRolePolicyResult;

Ic

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/AttachRolePolicy.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DetachRolePolicyRequest.html
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DetachRolePolicyRequest request = new DetachRolePolicyRequest()
.withRoleName(role_name)
.withPolicyArn(policy_arn);

DetachRolePolicyResult response = iam.detachRolePolicy(request);
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;
import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.GetServerCertificateRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DetachRolePolicy.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreatePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetPolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_AttachRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAttachedRolePolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DetachRolePolicy.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/GetServerCertificateRequest.html
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import com.amazonaws.services.identitymanagement.model.GetServerCertificateResult;
e =

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

GetServerCertificateRequest request = new GetServerCertificateRequest()
.withServerCertificateName(cert_name);

GetServerCertificateResult response = iam.getServerCertificate(request);
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import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.ListServerCertificatesRequest;
import com.amazonaws.services.identitymanagement.model.ListServerCertificatesResult;
import com.amazonaws.services.identitymanagement.model.ServerCertificateMetadata;

IE

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/GetServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ListServerCertificatesResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/ServerCertificateMetadata.html
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boolean done = false;
ListServerCertificatesRequest request =
new ListServerCertificatesRequest();

while(!done) {

ListServerCertificatesResult response =
iam.listServerCertificates(request);

for(ServerCertificateMetadata metadata
response.getServerCertificateMetadatalist()) {
System.out.printf("Retrieved server certificate %s",
metadata.getServerCertificateName());

request.setMarker(response.getMarker());

if(!response.getIsTruncated()) {
done = true;

o

GitHub2| x| i XM E & ESHAl
M 215 A 2icfols

AmazonldentityManagementClient2| updateServerCertificate IHIA‘I':% B E3504 MH 1B A
O| O|FO|Lt ZEE YHIO|EE™ = JU&LICE Ol HMEE AMH 215 Mol X O|F U ASE M OlF
OlL} M B2 2 ™ El UpdateServerCertificateRequest ZH&|E At EFLIC}.

7tMELch

import com.amazonaws.services.identitymanagement.AmazonIdentityManagement;

import com.amazonaws.services.identitymanagement.AmazonIdentityManagementClientBuilder;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateRequest;
import com.amazonaws.services.identitymanagement.model.UpdateServerCertificateResult;

=

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/ListServerCertificates.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/UpdateServerCertificateRequest.html
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UpdateServerCertificateRequest request =
new UpdateServerCertificateRequest()
.withServerCertificateName(cur_name)
.withNewServerCertificateName(new_name);

UpdateServerCertificateResult response =
iam.updateServerCertificate(request);
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import com.amazonaws.
import com.amazonaws.
import com.amazonaws.
import com.amazonaws.

IE

services

services.
services.
services.

.identitymanagement.AmazonIdentityManagement;

identitymanagement.AmazonIdentityManagementClientBuilder;
identitymanagement.model.DeleteServerCertificateRequest;
identitymanagement.model.DeleteServerCertificateResult;

final AmazonIdentityManagement iam =
AmazonIdentityManagementClientBuilder.defaultClient();

DeleteServerCertificateRequest request =
new DeleteServerCertificateRequest()
.withServerCertificateName(cert_name);

DeleteServerCertificateResult response =
iam.deleteServerCertificate(request);
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« |AM API & Z= 9| GetServerCertificate

« |AM API & Z 9| ListServerCertificates

IAM ME Q15 A =

150


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/UpdateServerCertificate.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/identitymanagement/model/DeleteServerCertificateRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/iam/src/main/java/aws/example/iam/DeleteServerCertificate.java
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServerCertificates.html
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 |IAM API & Z 9| UpdateServerCertificate
« IAM API & X 9| DeleteServerCertificate
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AWSLambda x| & PHE D A 2| invoke HIMEE $£510{ Lambda &#<+-E SE£& £+ U&LICH

InvokeRequest Z4x|E I:‘F'ZO-I Lambda &0 L E &+ O|§ Y HO|ZEQ Z 2 FI7F HEE XY
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServerCertificate.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServerCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/toolkit-for-eclipse/v1/user-guide/lambda-tutorial.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.InvokeRequest;
import com.amazonaws.services.lambda.model.InvokeResult;
import com.amazonaws.services.lambda.model.ServiceException;

import java.nio.charset.StandardCharsets;

CtE ZE A= Lambda &f =& £ &5t= W'Y 2oiELICH
String functionName = args[0];

InvokeRequest invokeRequest = new InvokeRequest()
.withFunctionName(functionName)
.withPayload("{\n" +

" \"Hello \": \"Paris\",\n" +
" \"countryCode\": \"FR\"\n" +
"3");

InvokeResult invokeResult = null;

try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

invokeResult = awsLambda.invoke(invokeRequest);

String ans = new String(invokeResult.getPayload().array(),
StandardCharsets.UTF_8);

//write out the return value
System.out.println(ans);

} catch (ServiceException e) {
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/InvokeRequest.html
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System.out.println(e);

System.out.println(invokeResult.getStatusCode());
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.FunctionConfiguration;
import com.amazonaws.services.lambda.model.ListFunctionsResult;
import com.amazonaws.services.lambda.model.ServiceException;
import java.util.Iterator;

import java.util.list;

IE

Ct= Java ZE 0M|= Lambda &= O|§ S22 AMst= W2 Ho{ FLICHL
ListFunctionsResult functionResult = null;
try {

AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

functionResult = awsLambda.listFunctions();

List<FunctionConfiguration> list = functionResult.getFunctions();

for (Iterator iter = list.iterator(); iter.hasNext(); ) {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/LambdaInvokeFunction.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/ListFunctionsResult.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/FunctionConfiguration.html
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FunctionConfiguration config = (FunctionConfiguration)iter.next();

System.out.println("The function name is "+config.getFunctionName());

} catch (ServiceException e) {
System.out.println(e);
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.lambda.AWSLambda;

import com.amazonaws.services.lambda.AWSLambdaClientBuilder;
import com.amazonaws.services.lambda.model.ServiceException;
import com.amazonaws.services.lambda.model.DeleteFunctionRequest;

IE
CHE Java ZE &= Lambda &+ & AAIstE &S MHELICTH

String functionName = args[0];
try {
AWSLambda awsLambda = AWSLambdaClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(Regions.US_WEST_2).build();

DeleteFunctionRequest delFunc = new DeleteFunctionRequest();
delFunc.withFunctionName(functionName);

//Delete the function
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/ListFunctions.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/AWSLambda.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/lambda/model/DeleteFunctionRequest.html
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awsLambda.deleteFunction(delFunc);
System.out.println("The function is deleted");

} catch (ServiceException e) {
System.out.println(e);

}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/lambda/src/main/java/com/example/lambda/DeleteFunction.java
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/pinpoint/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateAppRequest.html
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import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateAppRequest;

import com.amazonaws.services.pinpoint.model.CreateAppResult;

import com.amazonaws.services.pinpoint.model.CreateApplicationRequest;

IE

CreateApplicationRequest appRequest = new CreateApplicationRequest()
.withName(appName);

CreateAppRequest request = new CreateAppRequest();
request.withCreateApplicationRequest(appRequest);
CreateAppResult result = pinpoint.createApp(request);
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import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;

IE

DeleteAppRequest deleteRequest = new DeleteAppRequest()
.withApplicationId(appID);

pinpoint.deleteApp(deleteRequest);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/DeleteAppRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/DeleteApp.java
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apps.html
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import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.UpdateEndpointRequest;
import com.amazonaws.services.pinpoint.model.UpdateEndpointResult;
import com.amazonaws.services.pinpoint.model.EndpointDemographic;
import com.amazonaws.services.pinpoint.model.EndpointLocation;
import com.amazonaws.services.pinpoint.model.EndpointRequest;
import com.amazonaws.services.pinpoint.model.EndpointResponse;
import com.amazonaws.services.pinpoint.model.EndpointUser;

import com.amazonaws.services.pinpoint.model.GetEndpointRequest;
import com.amazonaws.services.pinpoint.model.GetEndpointResult;

Ic

HashMap<String, List<String>> customAttributes = new HashMap<>();
List<String> favoriteTeams = new ArraylList<>();
favoriteTeams.add("Lakers");

favoriteTeams.add("Warriors");

customAttributes.put("team", favoriteTeams);

EndpointDemographic demographic = new EndpointDemographic()
.withAppVersion("1.0")
.withMake("apple")
.withModel("iPhone")
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-app.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/EndpointRequest.html
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.withModelVersion("7")
.withPlatform("ios")
.withPlatformVersion("10.1.1")
.withTimezone("America/Los_Angeles");

EndpointLocation location = new EndpointLocation()
.withCity("Los Angeles")
.withCountry("US")

.withLatitude(34.0)
.withLongitude(-118.2)
.withPostalCode("90068")
.withRegion("CA");

Map<String,Double> metrics = new HashMap<>();
metrics.put("health", 100.00);
metrics.put("luck", 75.00);

EndpointUser user = new EndpointUser()
.withUserId(UUID.randomUUID().toString());

DateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'HH:mm'Z'"); // Quoted "Z" to
indicate UTC, no timezone offset
String nowAsISO = df.format(new Date());

EndpointRequest endpointRequest = new EndpointRequest()
.withAddress(UUID.randomUUID().toString())
.withAttributes(customAttributes)
.withChannelType("APNS")
.withDemographic(demographic)
.withEffectiveDate(nowAsISO)
.withLocation(location)
.withMetrics(metrics)

.withOptOut("NONE")
.withRequestId(UUID.randomUUID().toString())
.withUser(user);

33 S 3 EndpointRequest 2% 2 UpdateEndpointRequest ZH&|E A 8HL|CH OFX|2f2
AmazonPinpointClient2| updateEndpoint MM Z=0{ UpdateEndpointRequest Z4A| & TH E* LIC}.

IE

UpdateEndpointRequest updateEndpointRequest = new UpdateEndpointRequest()
.withApplicationId(appId)
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateEndpointRequest.html
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.withEndpointId(endpointId)
.withEndpointRequest(endpointRequest);
UpdateEndpointResult updateEndpointResponse =
client.updateEndpoint(updateEndpointRequest);
System.out.println("Update Endpoint Response: " +
updateEndpointResponse.getMessageBody());
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import com.amazonaws.services.pinpoint.AmazonPinpoint;
import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateSegmentRequest;
import com.amazonaws.services.pinpoint.model.CreateSegmentResult;
import com.amazonaws.services.pinpoint.model.AttributeDimension;
import com.amazonaws.services.pinpoint.model.AttributeType;
import com.amazonaws.services.pinpoint.model.RecencyDimension;
import com.amazonaws.services.pinpoint.model.SegmentBehaviors;
import com.amazonaws.services.pinpoint.model.SegmentDemographics;
import com.amazonaws.services.pinpoint.model.SegmentDimensions;
import com.amazonaws.services.pinpoint.model.SegmentLocation;
import com.amazonaws.services.pinpoint.model.SegmentResponse;
import com.amazonaws.services.pinpoint.model.WriteSegmentRequest;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateEndpoint.java
https://docs.aws.amazon.com/pinpoint/latest/developerguide/endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-endpoint.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
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Pinpoint pinpoint =
AmazonPinpointClientBuilder.standard().withRegion(Regions.US_EAST_1).build();
Map<String, AttributeDimension> segmentAttributes = new HashMap<>();
segmentAttributes.put("Team", new
AttributeDimension().withAttributeType(AttributeType.INCLUSIVE).withValues("Lakers"));

SegmentBehaviors segmentBehaviors = new SegmentBehaviors();
SegmentDemographics segmentDemographics = new SegmentDemographics();
SegmentLocation segmentLocation = new SegmentLocation();

RecencyDimension recencyDimension = new RecencyDimension();
recencyDimension.withDuration("DAY_30").withRecencyType("ACTIVE");
segmentBehaviors.setRecency(recencyDimension);

SegmentDimensions dimensions = new SegmentDimensions()
.withAttributes(segmentAttributes)
.withBehavior(segmentBehaviors)
.withDemographic(segmentDemographics)
.withLocation(segmentLocation);

CH2 2 2 WriteSegmentRequestol| A SegmentDimensions ZHA|E A& EHLICH O] ZHA|= CHA|
CreateSegmentRequest ZHM|& BtE= O AFEELICE OFX|2 S 2 CreateSegmentRequest ZHA| &
AmazonPinpointClient2| createSegment HIAMZ0{ HE & LICt

I

WriteSegmentRequest writeSegmentRequest = new WriteSegmentRequest()
.withName("MySegment").withDimensions(dimensions);

CreateSegmentRequest createSegmentRequest = new CreateSegmentRequest()
.withApplicationId(appId).withWriteSegmentRequest(writeSegmentRequest);

CreateSegmentResult createSegmentResult = client.createSegment(createSegmentRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteSegmentRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/SegmentDimensions.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/CreateSegmentRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateSegment.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/segments.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/segments.html
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import com.amazonaws.services.pinpoint.AmazonPinpoint;

import com.amazonaws.services.pinpoint.AmazonPinpointClientBuilder;
import com.amazonaws.services.pinpoint.model.CreateCampaignRequest;
import com.amazonaws.services.pinpoint.model.CreateCampaignResult;
import com.amazonaws.services.pinpoint.model.Action;

import com.amazonaws.services.pinpoint.model.CampaignResponse;
import com.amazonaws.services.pinpoint.model.Message;

import com.amazonaws.services.pinpoint.model.MessageConfiguration;
import com.amazonaws.services.pinpoint.model.Schedule;

import com.amazonaws.services.pinpoint.model.WriteCampaignRequest;

IE

Schedule schedule = new Schedule()
.withStartTime("IMMEDIATE");

Message defaultMessage = new Message()
.withAction(Action.OPEN_APP)
.withBody("My message body.")
.withTitle("My message title.");

MessageConfiguration messageConfiguration = new MessageConfiguration()
.withDefaultMessage(defaultMessage);

WriteCampaignRequest request = new WriteCampaignRequest()
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segments.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-segment.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Schedule.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/Message.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
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.withDescription("My description.™)
.withSchedule(schedule)
.withSegmentId(segmentId)
.withName("MyCampaign")
.withMessageConfiguration(messageConfiguration);

O b Ao Ql 21 &7 WriteCampaignRequestE CreateCampaignRequest ZH&]| ol K| &
504 Amazon Pinpointol| A Af Z{H| QIS A ELICH OFX|2 S 2 CreateCampaignRequest Z4A| &
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IE

CreateCampaignRequest createCampaignRequest = new CreateCampaignRequest()
.withApplicationId(appId).withWriteCampaignRequest(request);

CreateCampaignResult result = client.createCampaign(createCampaignRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/WriteCampaignRequest.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/pinpoint/model/CreateCampaignRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/CreateApp.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaigns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-activities.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-versions.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-campaign-version.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/APNSChannelRequest.html
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.
services.
.pinpoint.
.model.
.model.
.model.

services.
services.
services.

pinpoint
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.model.
.model.
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APNSChannelRequest request
.withEnabled(enabled);

UpdateApnsChannelRequest updateRequest
.withAPNSChannelRequest(request)
.withApplicationId(appId);

UpdateApnsChannelResult result

Mot e Z4RIE AmazonPinpointClient2|

.AmazonPinpoint;
.AmazonPinpointClientBuilder;

APNSChannelRequest;
APNSChannelResponse;
.GetApnsChannelRequest;
GetApnsChannelResult;
UpdateApnsChannelRequest;
UpdateApnsChannelResult;

model

new APNSChannelRequest()

new UpdateApnsChannelRequest()

client.updateApnsChannel(updateRequest);
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/pinpoint/model/UpdateApnsChannelRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/pinpoint/src/main/java/com/example/pinpoint/UpdateChannel.java
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-adm-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-apns-voip-sandbox-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-baidu-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-email-channel.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-gcm-channel.html
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https://docs.aws.amazon.com/pinpoint/latest/apireference/rest-api-sms-channel.html
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/s3/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AmazonS3Exception;
import com.amazonaws.services.s3.model.Bucket;

import java.util.List;

Ic

if (s3.doesBucketExistV2(bucket_name)) {
System.out.format("Bucket %s already exists.\n", bucket_name);
b = getBucket(bucket_name);

} else {
try {
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
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b s3.createBucket(bucket_name);
} catch (AmazonS3Exception e) {
System.err.println(e.getErrorMessage());

}

return b;
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import com.
com.
com.
com.

import
import
import

amazonaws.
amazonaws.
amazonaws.
amazonaws.

regions.Regions;
services.s3.AmazonS3;

services.s3.AmazonS3ClientBuilder;

services.s3.model.Bucket;

import

java.util.List;

s =

List<Bucket> buckets s3.1listBuckets();

System.out.println("Your {S3} buckets are:");

for (Bucket b : buckets) {
System.out.println("* " + b.getName());

}
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CreateBucket.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Bucket.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListBuckets.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;
=

System.out.println(" - removing objects from bucket");

ObjectListing object_listing = s3.listObjects(bucket_name);

while (true) {

for (Iterator<?> iterator =

object_listing.getObjectSummaries().iterator();
iterator.hasNext(); ) {
S30bjectSummary summary = (S30bjectSummary) iterator.next();
s3.deleteObject(bucket_name, summary.getKey());

// more object_listing to retrieve?
if (object_listing.isTruncated()) {

object_listing = s3.listNextBatchOfObjects(object_listing);
} else {

break;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;

I

System.out.println(" - removing versions from bucket");
VersionlListing version_listing = s3.listVersions(
new ListVersionsRequest().withBucketName(bucket_name));
while (true) {
for (Iterator<?> iterator =
version_listing.getVersionSummaries().iterator();
iterator.hasNext(); ) {
S3VersionSummary vs = (S3VersionSummary) iterator.next();
s3.deleteVersion(
bucket_name, vs.getKey(), vs.getVersionId());

if (version_listing.isTruncated()) {
version_listing = s3.listNextBatchOfVersions(
version_listing);
} else {
break;
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https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Iterator;
s =

System.out.println(" OK, bucket ready to delete!");
s3.deleteBucket(bucket_name);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucket.java
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

IE

System.out.format("Uploading %s to S3 bucket %s...\n", file_path, bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.putObject(bucket_name, key_name, new File(file_path));
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1l);
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/PutObject.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/ObjectListing.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectSummary.html
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System.out.format("Objects in S3 bucket %s:\n", bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
ListObjectsV2Result result = s3.listObjectsV2(bucket_name);
List<S30bjectSummary> objects = result.getObjectSummaries();
for (S30bjectSummary os : objects) {

System.out.println("* " + os.getKey());
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.S30bject;

import com.amazonaws.services.s3.model.S30bjectInputStream;

import java.io.File;
L

System.out.format("Downloading %s from S3 bucket %s...\n", key_name, bucket_name);
final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/ListObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3Object.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/S3ObjectInputStream.html
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S30bject o = s3.getObject(bucket_name, key_name);

S30bjectInputStream s3is = o.getObjectContent();

FileOutputStream fos = new FileOutputStream(new File(key_name));

byte[] read_buf = new byte[1024];

int read_len = 0;

while ((read_len = s3is.read(read_buf)) > 0) {
fos.write(read_buf, 0, read_len);

}

s3is.close();

fos.close();

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

} catch (FileNotFoundException e) {
System.err.println(e.getMessage());
System.exit(1l);

} catch (IOException e) {
System.err.println(e.getMessage());
System.exit(1);
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

IE

try {
s3.copyObject(from_bucket, object_key, to_bucket, object_key);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

System.out.println("Done!");
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetObject.java
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;

s =

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

s3.deleteObject(bucket_name, object_key);
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1);
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import com.amazonaws.AmazonServiceException;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/CopyObject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObject.java
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import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

IE

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

try {
DeleteObjectsRequest dor = new DeleteObjectsRequest(bucket_name)

.withKeys(object_keys);
s3.deleteObjects(dor);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteObjects.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
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import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.Grant;

IE

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

AccessControllList acl = s3.getBucketAcl(bucket_name);

List<Grant> grants = acl.getGrantsAsList();

for (Grant grant : grants) {

System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

}
} catch (AmazonServiceException e) {

System.err.println(e.getErrorMessage());

System.exit(1l);

GitHub2| T o XM E & ESHM L.

HZlof| CHEF M| A A

=)
i
J
nx

Al

EHZIofl CHEH ACL(HAMIA Ko S F)of HEHE F7Hst 7Lt HEt
setBucketAcl HIMEE SE&LICt Ol HIMEE M&E 2

AccessControlList ZHX|E AIS gL}

r°l-
o

£=%45l248H AmazonS329]

SED IR0IK SRS Tt

12
>
>

7tK&ELCt.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.EmailAddressGrantee;

s =

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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try {

// get the current ACL

AccessControllList acl =

// set access for the

EmailAddressGrantee grantee =

Permission permission

acl.grantPermission(grantee,
s3.setBucketAcl(bucket_name,

s3.getBucketAcl(bucket_name);

grantee

new EmailAddressGrantee(email);
= Permission.valueOf(access);
permission);

acl);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());

System.exit(1);

}
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import
import
import
import
import
import

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

s =

try {

AccessControlList acl =

List<Grant> grants =

services.
services.
services.s
services.
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com.amazonaws .AmazonServiceException;
regions.Regions;

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
3.model.AccessControllList;
s3.model.Grant;

s3.getObjectAcl(bucket_name, object_key);
acl.getGrantsAsList();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grant.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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for (Grant grant : grants) {
System.out.format(" %s: %s\n", grant.getGrantee().getIdentifier(),
grant.getPermission().toString());

}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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7tX{ZLCH.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.AccessControllList;
import com.amazonaws.services.s3.model.EmailAddressGrantee;

IcE

try {
// get the current ACL
AccessControllList acl = s3.getObjectAcl(bucket_name, object_key);
// set access for the grantee
EmailAddressGrantee grantee = new EmailAddressGrantee(email);
Permission permission = Permission.valueOf(access);
acl.grantPermission(grantee, permission);
s3.setObjectAcl(bucket_name, object_key, acl);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetAcl.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/AccessControlList.html
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« Amazon S3 API HT{HA Q| PUT Zi&| ACL(HAIA KMo 55)

B2 MRS AR 3t Amazon S3 HZ! HAIA B+

HZ! HAE A™SHHLE 7HK 7Lt 44X6109 Amazon S3 HZA!Of| CHEH AMAE BEIE £ U&LICH

ChEI 22 Yoz 53 s3 Mol OiEt HA! HAe dd8e + A&
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import com.amazonaws.AmazonServiceException;
import com.amazonaws.auth.policy.Policy;
import com.amazonaws.auth.policy.Principal;

IE

s3.setBucketPolicy(bucket_name, policy_text);
} catch (AmazonServiceException e) {
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/Grantee.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/EmailAddressGrantee.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetAcl.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectGETacl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPUTacl.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/SetBucketPolicyRequest.html
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System.err.println(e.getErrorMessage());
System.exit(1l);
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import com.amazonaws.auth.policy.Resource;

import com.amazonaws.auth.policy.Statement;

import com.amazonaws.auth.policy.actions.S3Actions;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

IE

new Statement(Statement.Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(S3Actions.GetObject)
.withResources(new Resource(
"{region-arn}s3:::" + bucket_name + "/*")));
return bucket_policy.toJson();
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Policy bucket_policy = null;

try {
bucket_policy = Policy.fromJson(file_text.toString());

} catch (IllegalArgumentException e) {
System.out.format("Invalid policy text in file: \"S%s\"",
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/auth/policy/Policy.html
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policy_file);
System.out.println(e.getMessage());
}
O| 7|&& AHE35t0{ mUO|Lt 7|EF =EHolA glo{2 HE S M HALE = /U &Lt
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B2 B T2
Amazon S3 HZ!0l| CHEF HAE 7t X{22{H AmazonS3 220|HE 9| getBucketPolicy HMEE
FE5tT HME 7tME HA 2| o|§E ol HIME| MEELICH
7FM &L,
import com.amazonaws.AmazonServiceException;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3
import com.amazonaws.services.s3.AmazonS3ClientBuilder
e =
try {
BucketPolicy bucket_policy = s3.getBucketPolicy(bucket_name);
policy_text = bucket_policy.getPolicyText();
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}
OlZ 0l XIHE! 0| G74LE, 3F ol CHE A& FBHO| QiALY, ! HMo| gl B2
AmazonServiceExceptionO| gfA&tL|Ct.
GitHub2| T#|| o x| & EH XM,
B2 B4R AL
2! HE S AK|5HE{™ AmazonS3 E2H0|HE O] deleteBucketPolicyE &35 Ol HIAMEO|
HZ! O|§ 2 M3 &t
7FXSLCt.
import com.amazonaws.AmazonServiceException
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetBucketPolicy.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetBucketPolicy.java
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import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3;

Ic

try {
s3.deleteBucketPolicy(bucket_name);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteBucketPolicy.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-policy-language-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTlifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-bucket-with-versioning.html
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import
import
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import
import

import

import
import
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File f =

com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.

amazonaws

amazonaws.

java.io.File;

2%

services.
services.
.services
services.

java.util.Arraylist;

java.util.Arrays;

new File(file_path);
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.AmazonServiceException;

s3.transfer.MultipleFileUpload;
s3.transfer.TransferManager;

.s3.transfer.TransferManagerBuilder;

s3.transfer.Upload;

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

Upload xfer = xfer_mgr.upload(bucket_name,

key_name, f);
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https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);

// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/List.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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import java.util.Arrays;

&l

ArraylList<File> files = new ArraylList<File>();
for (String path : file_paths) {
files.add(new File(path));

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadFilelList(bucket_name,
key_prefix, new File("."), files);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}

xfer_mgr.shutdownNow();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.MultipleFileUpload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;
import com.amazonaws.services.s3.transfer.Upload;

import java.io.File;
import java.util.Arraylist;
import java.util.Arrays;

IE

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
try {
MultipleFileUpload xfer = xfer_mgr.uploadDirectory(bucket_name,
key_prefix, new File(dir_path), recursive);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
}

xfer_mgr.shutdownNow();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;
IE

File f = new File(file_path);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Download xfer = xfer_mgr.download(bucket_name, key_name, f);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrUpload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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xfer_mgr.shutdownNow();
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Download;

import com.amazonaws.services.s3.transfer.MultipleFileDownload;
import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

import java.io.File;
ac

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {

MultipleFileDownload xfer = xfer_mgr.downloadDirectory(
bucket_name, key_prefix, new File(dir_path));

// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
https://docs.oracle.com/javase/8/docs/api/index.html?java/io/File.html
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}

xfer_mgr.shutdownNow();
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.services.s3.transfer.Copy;

import com.amazonaws.services.s3.transfer.TransferManager;

import com.amazonaws.services.s3.transfer.TransferManagerBuilder;

e =

System.out.println("Copying s3 object: " + from_key);
System.out.println(" from bucket: " + from_bucket);
System.out.println(" to s3 object: " + to_key);
System.out.println(" in bucket: " + to_bucket);

TransferManager xfer_mgr = TransferManagerBuilder.standard().build();

try {
Copy xfer = xfer_mgr.copy(from_bucket, from_key, to_bucket, to_key);
// loop with Transfer.isDone()
XferMgrProgress.showTransferProgress(xfer);
// or block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(xfer);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1l);

}

xfer_mgr.shutdownNow();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrDownload.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrCopy.java
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try {

xfer.waitForCompletion();

} catch (AmazonServiceException e) {
System.err.println("Amazon service error: " + e.getMessage());
System.exit(1);

} catch (AmazonClientException e) {
System.err.println("Amazon client error:
System.exit(1l);

} catch (InterruptedException e) {
System.err.println("Transfer interrupted:

" + e.getMessage());

" + e.getMessage());
System.exit(1);

}
waitForCompletionE E£35t7| ol O|HEE Z-5tHU, HE o ABEMM 2 HALIEES #
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TransferManager upload*, download* %! copy HIME=0 |5l grEtE|l= 2tZto| EefA= HY oY

HARIX| ChE oY 2 RIX|of ek oS ZelA & otLtel AAHAE BrErerLICE
Class HHE HME
Copy copy
E Ci22=¢gLch download
MultipleFileDownload downloadDirectory
Y=EE upload
MultipleFileUpload uploadFilelList , uploadDirectory
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Copy.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Download.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileDownload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
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import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

1]

// print the transfer's human-readable description
System.out.println(xfer.getDescription());
// print an empty progress bar...
printProgressBar(0.0);
// update the progress bar while the xfer is ongoing.
do {
try {
Thread.sleep(100);
} catch (InterruptedException e) {
return;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
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// Note: so_far and total aren't used, they're just for
// documentation purposes.
TransferProgress progress = xfer.getProgress();
long so_far = progress.getBytesTransferred();
long total = progress.getTotalBytesToTransfer();
double pct = progress.getPercentTransferred();
eraseProgressBar();
printProgressBar(pct);
} while (xfer.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = xfer.getState();
System.out.println(": " + xfer_state);
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import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgressListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;

I

File f = new File(file_path);
TransferManager xfer_mgr = TransferManagerBuilder.standard().build();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Transfer.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressListener.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/event/ProgressEvent.html
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try {
Upload u = xfer_mgr.upload(bucket_name, key_name, f);
// print an empty progress bar...
printProgressBar(0.0);
u.addProgressListener(new ProgresslListener() {
public void progressChanged(ProgressEvent e) {
double pct = e.getBytesTransferred() * 100.0 / e.getBytes();
eraseProgressBar();
printProgressBar(pct);

1);

// block with Transfer.waitForCompletion()
XferMgrProgress.waitForCompletion(u);

// print the final state of the transfer.
TransferState xfer_state = u.getState();
System.out.println(": " + xfer_state);

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.exit(1);

}

xfer_mgr.shutdownNow();
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import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.event.ProgressEvent;

import com.amazonaws.event.ProgresslListener;

import com.amazonaws.services.s3.transfer.*;

import com.amazonaws.services.s3.transfer.Transfer.TransferState;

import java.io.File;
import java.util.Arraylist;
import java.util.Collection;
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/MultipleFileUpload.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/transfer/Upload.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/Collection.html
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=

Collection<? extends Upload> sub_xfers = new ArraylList<Upload>();
sub_xfers = multi_upload.getSubTransfers();

do {
System.out.println("\nSubtransfer progress:\n");
for (Upload u : sub_xfers) {
System.out.println(" " + u.getDescription());
if (u.isDone()) {
TransferState xfer_state = u.getState();
System.out.println(" " + xfer_state);
} else {
TransferProgress progress = u.getProgress();
double pct = progress.getPercentTransferred();
printProgressBar(pct);
System.out.println();

// wait a bit before the next update.
try {
Thread.sleep(200);
} catch (InterruptedException e) {
return;

}
} while (multi_upload.isDone() == false);
// print the final state of the transfer.
TransferState xfer_state = multi_upload.getState();
System.out.println("\nMultipleFileUpload " + xfer_state);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/XferMgrProgress.java
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

IE

String bucket_name, String index_doc, String error_doc) {
BucketWebsiteConfiguration website_config = null;

if (index_doc == null) {
website_config = new BucketWebsiteConfiguration();

} else if (error_doc == null) {
website_config = new BucketWebsiteConfiguration(index_doc);
} else {

website_config = new BucketWebsiteConfiguration(index_doc, error_doc);

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
s3.setBucketWebsiteConfiguration(bucket_name, website_config);
} catch (AmazonServiceException e) {
System.out.format(
"Failed to set website configuration for bucket 'S%s'!\n",
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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bucket_name);
System.err.println(e.getErrorMessage());
System.exit(1);

}

(® Note
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.BucketWebsiteConfiguration;

e =

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {

BucketWebsiteConfiguration config =

s3.getBucketWebsiteConfiguration(bucket_name);
if (config == null) {
System.out.println("No website configuration found!");
} else {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/SetWebsiteConfiguration.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/BucketWebsiteConfiguration.html
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System.out.format("Index document: %s\n",
config.getIndexDocumentSuffix());
System.out.format("Error document: %s\n",
config.getErrorDocument());
}

} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to get website configuration!");
System.exit(1);
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

s =

final AmazonS3 s3 =
AmazonS3ClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
try {
s3.deleteBucketWebsiteConfiguration(bucket_name);
} catch (AmazonServiceException e) {
System.err.println(e.getErrorMessage());
System.out.println("Failed to delete website configuration!");
System.exit(1l);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/GetWebsiteConfiguration.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/DeleteWebsiteConfiguration.java
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketGETwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketDELETEwebsite.html
https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
https://docs.aws.amazon.com/general/latest/gr/aws_sdk_cryptography.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/s3/src/main/java/aws/example/s3/S3Encrypt.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
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import com.amazonaws.ClientConfiguration;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.s3.AmazonS3EncryptionClientV2Builder;
import com.amazonaws.services.s3.AmazonS3EncryptionV2;
import com.amazonaws.services.s3.model.CryptoConfigurationV2;
import com.amazonaws.services.s3.model.CryptoMode;
import com.amazonaws.services.s3.model.EncryptionMaterials;
import com.amazonaws.services.s3.model.StaticEncryptionMaterialsProvider;
Aol QLB E 2535
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
https://www.bouncycastle.org/download/bouncy-castle-java/
https://www.bouncycastle.org/download/bouncy-castle-java/
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()

.withRegion(Regions.US_WEST_2)

.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))

.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new

EncryptionMaterials(secretKey)))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY2, "This is the 2nd content to

encrypt");
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AmazonS3EncryptionV2 s3EncryptionClientV2 =
AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.DEFAULT_REGION)
.withClientConfiguration(new ClientConfiguration())
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode(CryptoMode.AuthenticatedEncryption))
.withEncryptionMaterialsProvider(new StaticEncryptionMaterialsProvider(new

EncryptionMaterials(secretKey)))
.build();

s3EncryptionClientV2.putObject(bucket_name, ENCRYPTED_KEY1l, "This is the 1st content to

encrypt");
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https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://www.bouncycastle.org/download/bouncy-castle-java/
https://www.bouncycastle.org/download/bouncy-castle-java/
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import com.amazonaws.ClientConfiguration;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.kms.AWSKMS;

import com.amazonaws.services.kms.AWSKMSClientBuilder;

import com.amazonaws.services.kms.model.GenerateDataKeyRequest;
import com.amazonaws.services.kms.model.GenerateDataKeyResult;
import com.amazonaws.services.s3.AmazonS3EncryptionClientV2Builder;
import com.amazonaws.services.s3.AmazonS3EncryptionV2;

import com.amazonaws.services.s3.model.CryptoConfigurationV2;
import com.amazonaws.services.s3.model.CryptoMode;

import com.amazonaws.services.s3.model.EncryptionMaterials;

import com.amazonaws.services.s3.model.KMSEncryptionMaterialsProvider;
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/AmazonS3EncryptionClientV2Builder.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/s3/model/CryptoMode.html
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AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.StrictAuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt

with a key created in the {console}");
System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));
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s3Encryption.putObject(bucket_name, ENCRYPTED_KEY3, "This is the 3rd content to encrypt
with a key created in the {console}");
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System.out.println(s3Encryption.getObjectAsString(bucket_name, ENCRYPTED_KEY3));
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https://www.bouncycastle.org/download/bouncy-castle-java/
https://www.bouncycastle.org/download/bouncy-castle-java/
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® Note
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£ 43s}t5l2d™ AuthenticatedEncryption HIMEOM| withCryptoConfiguration Zt

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();

AWS KMS ZEI0|HE T4
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sz MEE|l= AWS KMS 20| E | XY g MH35Ei™ awsKmsRegionE MHEELICEH

IE

Region kmsRegion = Region.getRegion(Regions.AP_NORTHEAST_1);

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withCryptoConfiguration(new
CryptoConfigurationV2().withAwsKmsRegion(kmsRegion))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();
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https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://aws.amazon.com/blogs/developer/amazon-s3-client-side-authenticated-encryption
https://www.bouncycastle.org/download/bouncy-castle-java/
https://www.bouncycastle.org/download/bouncy-castle-java/
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AWSKMS kmsClient = AWSKMSClientBuilder.standard()
.withRegion(Regions.US_WEST_2);
.build();

AmazonS3EncryptionV2 s3Encryption = AmazonS3EncryptionClientV2Builder.standard()
.withRegion(Regions.US_WEST_2)
.withKmsClient(kmsClient)
.withCryptoConfiguration(new
CryptoConfigurationV2().withCryptoMode((CryptoMode.AuthenticatedEncryption)))
.withEncryptionMaterialsProvider(new KMSEncryptionMaterialsProvider(keyId))
.build();
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https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sqs/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
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AmazonSQS Z2t0|HE 2| createQueue HMEE AIE35l04 CH7|YQ u}f2t0|E{E MHES=
CreateQueueRequest ZH%{|E X|&gLIC}.

7tX{ZLCH.

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

s =

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

CreateQueueRequest create_request = new CreateQueueRequest(QUEUE_NAME)
.addAttributesEntry("DelaySeconds", "60")
.addAttributesEntry("MessageRetentionPeriod", "86400");

try {
sgs.createQueue(create_request);
} catch (AmazonSQSException e) {
if (l!e.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

createQueuel| ZtASHEI HAIZ AIEE £ U&LICE O]l HAlWMHE & CH7|¥E Hdst= ol O
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sqs.createQueue("MyQueue" + new Date().getTime());
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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7t E L.

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.ListQueuesResult;

IE

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

ListQueuesResult 1lq_result = sqgs.listQueues();

System.out.println("Your SQS Queue URLs:");

for (String url : 1lqg_result.getQueueUrls()) {
System.out.println(url);

IH2F0|E] @i0] 1istQueues QLHEEE AFESIH 2 E CH7|0| gHeHEILICH ListQueuesRequest
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import com.amazonaws.services.sqs.AmazonSQsS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqgs.model.ListQueuesRequest;

Ic

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

String name_prefix = "Queue";
lg_result = sqgs.listQueues(new ListQueuesRequest(name_prefix));
System.out.println("Queue URLs with prefix: " + name_prefix);

for (String url : 1lqg_result.getQueueUrls()) {
System.out.println(url);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
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import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

IE

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
String queue_url = sqgs.getQueueUrl(QUEUE_NAME).getQueueUrl();

GitHub2| & X & F=stMI L.
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7t ELch

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

I

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
sgs.deleteQueue(queue_url);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/UsingQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueues.html
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AmazonSQS Z2+0|¢1E 9| sendMessage HIMEE 5 &35}04 Amazon SQS CH7[Fof & HIAIX|IE
4 Zh(Z= B9l)ol & E SendMessageRequest

7tKELCt.

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.SendMessageRequest;

s =

SendMessageRequest send_msg_request = new SendMessageRequest()
.withQueueUrl(queueUrl)
.withMessageBody("hello world")
.withDelaySeconds(5);
sqgs.sendMessage(send_msg_request);
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import com.amazonaws.services.sqs.model.SendMessageBatchRequest;
import com.amazonaws.services.sqs.model.SendMessageBatchRequestEntry;

IE

SendMessageBatchRequest send_batch_request = new SendMessageBatchRequest()
.withQueueUrl(queueUrl)
.withEntries(
new SendMessageBatchRequestEntry(
"msg_1", "Hello from message 1"),
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequestEntry.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SendMessageBatchRequest.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

new SendMessageBatchRequestEntry(
"msg_2", "Hello from message 2")
.withDelaySeconds(10));
sgs.sendMessageBatch(send_batch_request);
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import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.SendMessageBatchRequest;

I
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List<Message> messages = sqs.receiveMessage(queueUrl).getMessages();
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e =

for (Message m : messages) {
sgs.deleteMessage(queuelUrl, m.getReceiptHandle());
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/Message.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/SendReceiveMessages.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-how-it-works.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

« Amazon SQS API & Z 9| ReceiveMessage
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import com.amazonaws.services.sqs.AmazonSQsS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;
import com.amazonaws.services.sqs.model.CreateQueueRequest;

aE
final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();
// Enable long polling when creating a queue
CreateQueueRequest create_request = new CreateQueueRequest()

.withQueueName(queue_name)
.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

try {
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/CreateQueueRequest.html
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sgs.createQueue(create_request);

} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {

throw e;
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import com.amazonaws.services.sqs.model.SetQueueAttributesRequest

Ic

= new SetQueueAttributesRequest()

SetQueueAttributesRequest set_attrs_request

.withQueueUrl(queue_url)
addAttributesEntry("ReceiveMessageWaitTimeSeconds", "20");

sgs.setQueueAttributes(set_attrs_request);

o
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ReceiveMessageRequest.html
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import com.amazonaws.services.sqs.model.ReceiveMessageRequest;

IE

ReceiveMessageRequest receive_request = new ReceiveMessageRequest()
.withQueueUrl(queue_url)
.withWaitTimeSeconds(20);
sqs.receiveMessage(receive_request);
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/LongPolling.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityRequest.html
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import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

Ic

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Get the receipt handle for the first message in the queue.
String receipt = sqgs.receiveMessage(queue_url)

.getMessages()

.get(0)

.getReceiptHandle();

sqgs.changeMessageVisibility(queue_url, receipt, timeout);
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import com.amazonaws.services.sqs.AmazonSQsS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.ChangeMessageVisibilityBatchRequestEntry;
import java.util.Arraylist;

import java.util.List;

IE

AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msgl",
sqs.receiveMessage(queue_url)
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/ChangeMessageVisibilityBatchRequestEntry.html
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.getMessages()

.get(0)

.getReceiptHandle())
.withVisibilityTimeout(timeout));

entries.add(new ChangeMessageVisibilityBatchRequestEntry(
"unique_id_msg2",
sqgs.receiveMessage(queue_url)
.getMessages()
.get(0)
.getReceiptHandle())
.withVisibilityTimeout(timeout + 200));

sgs.changeMessageVisibilityBatch(queue_url, entries);

GitHub2| T of| M| E & XFHMI2.
FItHEE

« Amazon SQS7H%*XP FLiA 2| 7HA|E A[EF AlZF
« Amazon SQS API 9| SetQueueAttributes
« Amazon SQS API 9| GetQueueAittributes
* Amazon SQS API
* Amazon SQS API
- Amazon SQS API &

It

It

9| ReceiveMessage

]
BB B I->I I

9| ChangeMessageVisibility

9| ChangeMessageVisibilityBatch

Amazon SQSOI|A HIE X8 HX[ CH7 | ALE

AA) CHZ Qo]
HZ12€0{| A O] O

nA

Amazon SQSE HiE 28 TX| C§7/QS KI#ELICH HiE 28 TX| Cf7|¥e C+E
MAZoR MEIE 4 gl HAIKIE 2 4 2l CH7|ULIch HHEF 23 Hx|

AlXIE FE3tn AE[stod AMElof AmiEr O|RF & HIE & JU&LICH
HIE X8 BRI Oi7[E 44
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/VisibilityTimeout.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibility.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ChangeMessageVisibilityBatch.html
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F 7hX| S LB Amazon SQS CH7 (¥ E ddst= EH. Ol CH7|¥ & stLi= HIE & TX| CH7 €=
A+SELCH

7tKZ LICH

import com.amazonaws.services.sqs.AmazonSQS;
import com.amazonaws.services.sqs.AmazonSQSClientBuilder;
import com.amazonaws.services.sqs.model.AmazonSQSException;

Ic

final AmazonSQS sqs = AmazonSQSClientBuilder.defaultClient();

// Create source queue
try {
sqs.createQueue(src_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

// Create dead-letter queue
try {
sgs.createQueue(dl_queue_name);
} catch (AmazonSQSException e) {
if (le.getErrorCode().equals("QueueAlreadyExists")) {
throw e;

HHE 23t HX| CH7 Y stLE AA CH7|YE X

HHEF 28t HX| CH7|¥e K& stedH HX 2|=2l0|2 MAMS MAMStD LM CH7 [Pl A0 i

HA g dYsHok gfLIcH 2|=Etol= 75;;**0 JSONO| HA|Z|0o Qlomd, HiE 238t HX| CH7|¥ 2| ARN
o HE RE HX| Ci7|™¥E MEE7| Mol HAIXRIE 415104 ®2|5HR| 28 %ICH & XIFELIct

A4 TH7[QFof cHet K78 HAME M- ste{™ JSON M+ S ""%HOE RedrivePolicy 42 MH
8t SetQueueAttributesRequest ZHX|E AF2 3504 AmazonSQS 214 2| setQueueAttributes MIA

£ S EotMlR.

In r.

Amazon SQSOIA i REH HX| CH7 L ALS 214


https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/sqs/model/SetQueueAttributesRequest.html
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7tME Lk

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

el

String dl_queue_url = sqgs.getQueueUrl(dl_queue_name)
.getQueuelrl();

GetQueueAttributesResult queue_attrs = sqgs.getQueueAttributes(
new GetQueueAttributesRequest(dl_queue_url)
.withAttributeNames("QueueArn"));

String dl_queue_arn = queue_attrs.getAttributes().get("QueueArn");

// Set dead letter queue with redrive policy on source queue.

String src_queue_url = sqgs.getQueueUrl(src_queue_name)

.getQueuelrl();

SetQueueAttributesRequest request = new SetQueueAttributesRequest()
.withQueueUrl(src_queue_url)
.addAttributesEntry("RedrivePolicy",

"{\"maxReceiveCount\":\"5\", \"deadLetterTargetArn\":\""

+ dl_queue_arn + "\"}");

sgs.setQueueAttributes(request);

GitHubol T oK & HE5HAIL.
FhEE

« Amazon SQS 7RI FLHA S| Amazon SQS HIEM|E{ CH7 | AL
« Amazon SQS API| & X 9| SetQueueAttributes

OII
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/java/example_code/sqs/src/main/java/aws/example/sqs/DeadLetterQueues.java
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com/swf/
https://aws.amazon.com/lambda/

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

AWS SDK for JavagE Al&3t0{ Amazon SWFE % lst= &Eol= SWF Z2I0|1E A E AIE
St= W Java& AWS Flow FrameworkE A& ste Wi, O|Z A & 7HX|7t U &LICH Javag
AWS Flow FrameworkE 442 Bto| AF8 81 Aspect) 2! Spring Framework 22 £7} 2to|=224
2o o|EStEE 7| * 0| O ofFE&LIC 5tX|Bt # 27t 3Lt SEE Z=2MEO| AL Javad
AWS Flow FrameworkE At&35tE 2 Al7hE HAE = U&LICH REMEH LI 2 Java& AWS Flow
Framework 7HEt A} PHHME FESHAML.

Bt 0| M= Amazon SWF Z2I0|HEE 1] AF&35H04 AWS SDK for JavagE Z21eUst= o E

« ZtEFSE Amazon SWF O EZZ|7[0|M 5

« Lambda ¢

. BE Y QaEE TYx MM Ba
. of2] EHQI § 557
. ZHOI Lt

Olzd8t 7|8 AFE 2 Amazon SWFE A& 8t AWS SDK for Java £rdo| lEtA ol miEdelL|ct 7|85
SZe= HuULICH RHMIEH AT A& Me ZHEFS Amazon SWF OHZ 2|AH 0|/M SlE EHg B xSt
ML

zay

7|2 Amazon SWF O Z 2|7 0|Mol|= Ct& 50| ER35HH, 0|28 3442 AWS SDK for Java

Zetzlo] A&LICH

* aws-java-sdk-1.12.* jar

« commons-logging-1.2.* .jar

* httpclient-4.3.* jar
 httpcore-4.3.%.jar

* jackson-annotations-2.12.* jar
* jackson-core-2.12.* jar

* jackson-databind-2.12.*.jar
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https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
https://docs.aws.amazon.com/amazonswf/latest/awsflowguide/
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 joda-time-2.8.* jar

olg4&t W7|X|o| HM HE = E 8 SDK Ao 2t CH2 X| 2, SDKeF 74 M2 E A 9|
oo = o|z{et HTE At&38Hof gfLCt.

Java2 AWS Flow Framework OHZZ|7|0|MollE F71 A& 2 F7F S4 40|
(@]

ELIC o] =
3 AF&of CHEt RFM[EF LI 2 Java& AWS FIow Framework 7HEt A} CHLHAE %

SEC (KR

mu e

7tM27|
YHtMo = FE JNUECZ OHE 7IXR7IE M8T =+ &L

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

SHX|2F E st AT 7H XM= WOl HiEf &g LCt ChAZ =
com.amazonaws.services.simpleworkflow.model Workspacedld 5 EciAE X|H
S5°80| =&LCt.

ok

7t

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;

import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;
import com.amazonaws.services.simpleworkflow.model.TaskList;

Java® AWS Flow FrameworkE A2 £901 Z<

com.amazonaws.services.simpleworkflow.flow &7t M A E 7FXdSLICE of:

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;
import com.amazonaws.services.simpleworkflow.flow.ActivityWorker;

(® Note

Java® AWS Flow Framework0ll&= 7|2 AWS SDK for Javal| 7 Ate Qo= F7txQol

T Atgto| Q& LICH RHMIEH LI 2 Java® AWS Flow Framework 7H2AF SFHLHAHE f:._.jH'II
(@)

L.
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SWF Z22I0|21E SoHA Al

Amazon SWFO{| CH8t 7|& QIE{H| 0| AE AmazonSimpleWorkflowClient EE £
AmazonSimpleWorkflowAsyncClient 22{AE AFE St HWQILICH F SciA Zho| FE xHo|H2
\*AsyncClient 2249 Z? SA(HIS7|) Z2a2U S 2[5 Future Z4XME BHetEtCleE AL
Ct.

AmazonSimpleWorkflowClient swf = AmazonSimpleWorkflowClientBuilder.defaultClient();
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowAsyncClient.html
https://docs.oracle.com/javase/8/docs/api/index.html?java/util/concurrent/Future.html
https://aws.amazon.com/swf/
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AWS SDK for Java.
» Apache Maven(3.3.1)
JDK 1.7 O|4}. O| A& A E JDK 1.8.02 A8l 7t L HIAESQIELICE.

« M3Et Java HIAE HHET|(FHE R} MEH)

=

(@ Note
Mavendt CHE BE AARIZ ALE5te ZR0T 2301 MEst HHE AM835lol ZENEE
st of7|ofl MSE JHEE ALSstod [FELE &= U&LCH Chet HE A|IAR0M AWS
SDK for Java At& & Fdoi CHEt RHAIEF LHE 2 AlZ5HZ[of Lt /&Lt
O-EE7EXKI2, Amazon SWFE K| H6t= AWS SDKE AF&35t0{ 047(0f| ZA|El EHAHE 3
FT J&LIcH B o]l Ffoes & o 2 30| 27 ELch

ZIQs oI 5&540| 25 AWS SDK for Java®t &7 & |0 Y22 FIIZR CIREEE ZIe 7}
A& LICt

AWS H M| A

O| XKH&ME HMEXo =2 ntx|g{™ o] 710|= 2| 7|2 M& Ehedof MHEI CHE AWS MM A ZEof
MNAE 4= Qlofof &hLCt.

X|EoME 22 3 credentials TR0l SAL5H0 E0i2= YA At SHol| HMASH=E EY
2 MYELICH 2o YAl AHE 5HS Amazon SWFOI| M AE HEHO| Q= AWS IAM Identity
Center2| IAM &t @4ZAE|o{oF & LICH YAl AtF BHE 20{'22™M credentials THU2 CtSt
HI% 3t H 2Lt

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZVERYLONGSTRI

ZHEHSt Amazon SWF O Z 2|70l 2= T


https://aws.amazon.com/sdk-for-java/
http://maven.apache.org/
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Olefet UAl Rt B3H2 default ZEEHD AZAL|0] U&LICH

SWF Z2ME M4d
1. MavenO|AM Af Z2MEE A|EFEHLICEH

mvn archetype:generate -DartifactId=helloswf \
-DgroupId=aws.example.helloswf -DinteractiveMode=false

O2{™H EZE maven TEME 1T XOo| M T 2ME T} MAM=EL|C}H

helloswf
### pom.xml
### src
### main
#  ### java
# ### aws
# ### example
# ### helloswf
# ### App.java
### test
#Hi#

test CIHEZIQ T ot ZEE EF2 0| RIS MM A EIX| 22 BF FAISHHLE AXE
T U&LICH 8t App.javakt A 2cHAZ CHA|E Q0|22 AFME &= U&LILCH.
2. T2ME pom.xml IS MES D <dependencies> 25 Lol SHE D=0 CHiEt BHHES F

5l04 aws-java-sdk-simpleworkflow 2 &£ F7&LIC}.

J

P

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-simpleworkflow</artifactId>
<version>1.11.1000</version>
</dependency>
</dependencies>

e | =X| =QIgfLICt <dependencies>0M T2

<build>
<plugins>

ZHEHSt Amazon SWF O Z 2|70l 2= >0
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<plugin>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

Ct.
« HelloTypes.java CtE 78 @49 SREIE & =

o UA&LICH £k SWFo O|E{Et REE S5t UL MElgulch
- ActivityWorker.java &S 22 Z25l0H SHoE &2 Adste 8 HYX7H E0{ JU&LICH
« WorkflowWorker.java 2% 24 & = ?
A& LIt
WorkflowStarter.java Af 22 EZZ A S Al&St=E KT EZ AEKIIL S0 Y2, SWFOIM &

R7H AHE 2E U I EE 2Y dES AlEELCH

ol E 7tX| SSH0| U&
C

HSEIX| et T2EMEO| A TtUS FIHE miotch &4 olg8t BHAle| =& ELICt
1. ZEMEO| src/main/java/aws/example/helloswf/ CIEE 20| Tt S MAdgL|Ct

2. package MAE Zf mpUo| A|ZF FE0f F7tst04 YA H O[AE MARLICEH O] 6K ZZHMEof
£ CS0| AFSELCH

package aws.example.helloswf;

3. AmazonSimpleWorkflowClient 22142t com.amazonaws.services.simpleworkflow.model
LA H0|A Q| o2 EEHA0 CHEt import MRAS FIHELICH ZHES| ZeiA, TS S ALE 5

&Lt

ZHEHSt Amazon SWF O Z 2|70l 2= 7


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

THOL HAB2 WEE RHES

MZ2 A 758t 2efA QI HelloTypes. javas MMsE ZWEE AESIZ&LICE ol o=
2 URAIEE RYO O|FI HH, THQ! O|F1 &Y S5 0|F S KA E2Q Tt FE0M
27 2l0{0F t= 37 CIO|E{7t =& E LICEH

1. BlAE TZ|T

£ ¥ HelloTypes.java TtUES Hstod S EfA|ofl ek m7[X| M4t 747
L

2. HelloTypes 2CiAE Miotn SEE &5 A I EZ 0| AEE &2 ST Zeirol XS
gLt
=

public static final String DOMAIN = "HelloDomain";
public static final String TASKLIST = "HelloTasklist";
public static final String WORKFLOW = "HelloWorkflow";
public static final String WORKFLOW_VERSION = "1.0";
public static final String ACTIVITY = "HelloActivity";
public static final String ACTIVITY_VERSION = "1.0";

Olq8t 2 I E ™| A2 EIL|CH.

3. String 4121 F/0i| AmazonSimpleWorkflowClient E'*EH_-— QAHAE HMefLICH o] AARAE
Amazon SWFOi| A X|Z3t= AWS SDK for Java HIME2| 7|2 QIE{H| 0| A lL|CH

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

Ol ZE ZZto| M= YAl RHZd 5H0| default T2 L0} ¢dZAE|o QICtD 7pAHSLICt ClE =
LS NEBE R A ZEE CIST 20| £#™H81 profile_name2 AXM ZZEZ 0|E2Z H}
TAMAL.

private static final AmazonSimpleWorkflow swf =
AmazonSimpleWorkflowClientBuilder
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https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/AmazonSimpleWorkflowClient.html
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.standard()

.withCredentials(new ProfileCredentialsProvider("profile_name"))
.withRegion(Regions.DEFAULT_REGION)

.build();

rio
]
i
o))
=
M

jo

M &8 FItsto{ SWF ZHelg SS& Lt =H el
g =2|& Aol YLt SWF 7 @4 SYet =M
2
=

try {
System.out.println("** Registering the domain '" + DOMAIN + "'.");
swf.registerDomain(new RegisterDomainRequest()
.withName (DOMAIN)
.withWorkflowExecutionRetentionPeriodInDays("1"));
} catch (DomainAlreadyExistsException e) {
System.out.println("** Domain already exists!");

IHI of OI&(:, /, |, Mo &t EE= E2|E{E EAFE "amn'S K[|t
E*)J"—P 2ZE 7|ZHAmazon SWFOM I EZ A0 EE F 93
o5hE )2 AHELICH 20 222 MY EE 7|72 90 Y

04
L|C}t REMIE Lige ReglsterDomalnRequestE HxESHAAIL.

unﬂ rO

siE o|&2| =H2lo| o|O] Q2™ DomainAlreadyExistsExceptionO| gF A8t L|CE ZH|Q10| A A E
ZAolE #30| ¢iesZ 0| iQE FAlSHE ELICH.

® Note
Ol ZE= AWS SDK for Java HIME &4 A| 2EHAQl THEIE Eo{ ELCH HME=2| H|o|
E{= simpleworkflow.model LA H O|A Ol FEfAM ola NS0, Ml A4 7ts
g owith* HIMEE AtE35t0{ QIAEIASSHT A2 5= U&LICH

i

5. 8 FUIslo{ M S RS SSEELICL 252 I EZ29| &Y HHRIE LIEHHLICH

try {
System.out.println("** Registering the activity type '" + ACTIVITY +
"-" + ACTIVITY_VERSION + "'.");
swf.registerActivityType(new RegisterActivityTypeRequest()
.withDomain(DOMAIN)
.withName(ACTIVITY)

.withVersion(ACTIVITY_VERSION)

ZHEHSt Amazon SWF O Z 2|70l 2= 5


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterDomainRequest.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/DomainAlreadyExistsException.html
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.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskScheduleToStartTimeout("30")
.withDefaultTaskStartToCloseTimeout("600")
.withDefaultTaskScheduleToCloseTimeout("630")
.withDefaultTaskHeartbeatTimeout("10"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Activity type already exists!");

[

£ gy
ERH D
2l= Alztol| CHE Mef =S AYE
HOIEHE e ol A8El=
RegisterActivityTypeRequest
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(@ Note
2 E Mt AlZt Zf2 =2 XI™FELICH X8t AlZto]| I3 E2 A~ ofiH d&g2 0|X|=X]
of CHt ™A AE2 Amazon SWFA|EH AlZF S22 & ESHML.

S&3t2i1 st= €S /80| 0|0] U= B TypeAlreadyExistsExceptionO| & MEHLICH &8 F7t
St M KT EE RES SEFLICH AU IE st HTERE I EE A =2|8 LIEFL
CH.
+
try {
System.out.println("** Registering the workflow type '" + WORKFLOW +
"-" + WORKFLOW_VERSION + "'.");
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
.withName(WORKFLOW)

.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));
} catch (TypeAlreadyExistsException e) {
System.out.println("** Workflow type already exists!");

ZHEHSt Amazon SWF O Z 2|70l 2= o


https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/RegisterActivityTypeRequest.html
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-timeout-types.html
https://docs.aws.amazon.com/sdk-for-java/v1/reference/com/amazonaws/services/simpleworkflow/model/TypeAlreadyExistsException.html
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+

S S8 OEIIRIZ, I3 EE |82 0|F L ol ofsh AMEE|H 74 7hs8 XM e AlZtE X|
HELICEH RFMIBH L8 2 RegisterWorkflowTypeRequestE R X5 AA|2.

=+

S&5ttdn ot= I EE RE0| 0|0| U= B TypeAlreadyExistsExceptionO| a8 gfL|Ct. OFx|2t
OS2 main HMEE M350 FEiAE A& 7tSst= S IHELICH O|EHAH 6tH T, 8 /3

2 93 &2 RHo| A2 SSELICH

registerDomain();
registerWorkflowType();
registerActivityType();

O|AM| ofZE[7o|MdE EE & Hlistod S/ AT EE
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EE2 HIERQ 7|2 MY EHRIE LI HFEEE =2|lE M35t Z2H 2ol et SEH2 R
Al ES(Ec o8Y CHE )2 o ofefLIch URHXMeI /I3 E2 = UiAME S7I1M, HIS7|A E
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;
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private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

3. 3502 A28 HMEE FIFEHLICE

private static String sayHello(String input) throws Throwable {

return "Hello, " + input + "!";
}
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System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");
ActivityTask task = swf.pollForActivityTask(
new PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(
new TaskList().withName(HelloTypes.TASKLIST)));
String task_token = task.getTaskToken();
52 SWF 22l0|¢E 9| pollForActivityTask HMEE &350 HEE
PollForActivityTaskRequestol M AFE & =911} 2t S E 2 X|& 5104 Amazon SWFOIAM XS
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Cf.
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if (task_token != null) {
String result = null;

Throwable error = null;

try {
System.out.println("Executing the activity task with input '" +

task.getInput() + "'.");

result = sayHello(task.getInput());

} catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"

+ result + "'.");

swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()

.withTaskToken(task_token)
.withResult(result));

} else {
System.out.println("The activity task failed with the error '"
+ error.getClass().getSimpleName() + "'.");
swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()

.withTaskToken(task_token)
withReason(error.getClass().getSimpleName())

.withDetails(error.getMessage()));
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1. BIAE HET|E YT WorkflowWorker.java It U2 H45t04 3 EHAO 2t THF[X]| M4zt
2. Itdoi| H JHX| FIHHRI 7IX7|E FIHELICH

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

import java.util.Arraylist;

import java.util.lList;

import java.util.UUID;

3. WorkflowWorker E2E{AE M ._'|3F SWF HIMEO| HMASHE Ol A El=
AmazonSimpleWorkflowClient 224 9| QIAEAE MMFHL|CH,

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

4. main HMEE F7+gLCt ol HMEE SWF 22H0|21E 2| pollForDecisionTask HIMEE At
235t01 2™ =tdg Z2I5IH A& vh=ELICE. PollForDecisionTaskRequestol M MIE HEE XME
gl

PollForDecisionTaskRequest task_request =
new PollForDecisionTaskRequest()
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.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST));

while (true) {
System.out.println(

"Polling for a decision task from the tasklist '" +
HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

DecisionTask task = swf.pollForDecisionTask(task_request);

String taskToken = task.getTaskToken();
if (taskToken != null) {
try {
executeDecisionTask(taskToken, task.getEvents());
} catch (Throwable th) {
th.printStackTrace();

}
}

}
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5. &4 EZ(executeDecisionTask)d String 52 A& 35tE= HistoryEvent HIMEE 7t
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List<Decision> decisions = new ArraylList<Decision>();

String workflow_input = null;

int scheduled_activities = 0;

int open_activities = 0;

boolean activity_completed = false;

String result = null;
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System.out.println("Executing the decision task for the history events: [");

for (HistoryEvent event : events) {
System.out.println(" " + event);
switch(event.getEventType()) {

case "WorkflowExecutionStarted":

workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();

break;

case "ActivityTaskScheduled":
scheduled_activities++;
break;

case "ScheduleActivityTaskFailed":
scheduled_activities--;
break;

case "ActivityTaskStarted":
scheduled_activities--;
open_activities++;
break;

case "ActivityTaskCompleted":
open_activities--;
activity_completed = true;

event.getActivityTaskCompletedEventAttributes()
.getResult();

result =

break;

case "ActivityTaskFailed":
open_activities--;
break;

case "ActivityTaskTimedOut":
open_activities--;
break;

}
System.out.println("]");
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EventType et = EventType.fromValue(event.getEventType());

1. switch & Flol, =42 ZrHol| whet s st 282z SEHsts ZEE FIHELICH

if (activity_completed) {
decisions.add(

new Decision()
.withDecisionType(DecisionType.CompleteWorkflowExecution)

.withCompleteWorkflowExecutionDecisionAttributes(
new CompleteWorkflowExecutionDecisionAttributes()
.withResult(result)));

} else {
if (open_activities == @ && scheduled_activities == @) {

ScheduleActivityTaskDecisionAttributes attrs =
new ScheduleActivityTaskDecisionAttributes()
.withActivityType(new ActivityType()
.withName(HelloTypes.ACTIVITY)
.withVersion(HelloTypes.ACTIVITY_VERSION))
.withActivityId(UUID.randomUUID().toString())
.withInput(workflow_input);

decisions.add(
new Decision()
.withDecisionType(DecisionType.ScheduleActivityTask)
.withScheduleActivityTaskDecisionAttributes(attrs));
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} else {

// an instance of HelloActivity is already scheduled or running. Do nothing,
another

// task will be scheduled once the activity completes, fails or times out

System.out.println("Exiting the decision task with the decisions " + decisions);

- 50| otE o ™HE|X| &2 B2 ScheduleActivityTask Z2HE Ligd SEELICE o] Z™H2
Amazon SWFOIM Ct& 22 Zhotof 5t &S0l CHEt ScheduleActivityTaskDecisionAttributes
TZ2 E HE 2 Amazon SWF7I #8522 M&5oF 5t= 2 E CIO|EE Z& &Lt

« 350|2ZE B A QZERI HRE W2 7tFE 1
CompleteWorkExecutionDecisionAttributes +X & 2f4d5t0 Rt 2 El YT EZ20f CHEL &

£ M E35t0{ CompletedWorkflowExecution SAF Ao SEELICI O] B2 i*% ol ZntE
ghetghLlCt.

ol B2 E, 2d HEE HME B 2{of MdEl
[m|

D =
HM =&l E Decision ZiA|e| S5 2 dtetsto] 2 &2 2= LCH = 50|
xecuteDecisionTask HMEZQ| Zof 0| ZEE F7t&HL|Ct

swf.respondDecisionTaskCompleted(
new RespondDecisionTaskCompletedRequest()
.withTaskToken(taskToken)
.withDecisions(decisions));
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2. WorkflowStarter 2eiAE F7}gHLICH.

package aws.example.helloswf;
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;
import com.amazonaws.services.simpleworkflow.model.*;

public class WorkflowStarter {
private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();
public static final String WORKFLOW_EXECUTION = "HelloWorldWorkflowExecution";

public static void main(String[] args) {
String workflow_input = "{SWF}";
if (args.length > @) {
workflow_input = args[Q];

System.out.println("Starting the workflow execution '" + WORKFLOW_EXECUTION +
"' with input '" + workflow_input + "'.");

WorkflowType wf_type = new WorkflowType()
.withName(HelloTypes.WORKFLOW)
.withVersion(HelloTypes.WORKFLOW_VERSION);

Run run = swf.startWorkflowExecution(new StartWorkflowExecutionRequest()
.withDomain(HelloTypes.DOMAIN)
.withWorkflowType(wf_type)
.withWorkflowId(WORKFLOW_EXECUTION)
.withInput(workflow_input)
.withExecutionStartToCloseTimeout("90"));

System.out.println("Workflow execution started with the run id '" +
run.getRunId() + "'.");

WorkflowStarter 2ciAE EY HAMEQI main@ 2 O|Fo{X|=d|, O| HIMEE I EZ29| &
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mvn package

ZANXoZ helloswf-1.0.jar7t target CIEE{Z|of AA4ElL|C}.
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Java classpath &A™
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9t Java 2 oA ZZ o CHE 22 E44 gfLICt. CLASSPATH &4 #d~E AWS SDK 2} 0|
Ez2[e third-party/lib C|EE2[C] Y X|(E S&54H0| & E)E MHE = J&LCh

JP)

export CLASSPATH='target/helloswf-1.0.jar:/path/to/sdk/lib/*:/path/to/sdk/third-party/
lib/*!'
java example.swf.hello.HelloTypes
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java BHO| -cp SM2 AE35t04 Z o E2|7H0|ME AM-ASI= S classpathE HHE &

java -cp target/helloswf-1.0.jar:/path/to/sdk/1lib/*:/path/to/sdk/third-party/lib/* \
example.swf.hello.HelloTypes
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echo 'If there are arguments to the class, put them in quotes after the class
name. '
exit 1
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echo "## Running $className..."
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/master/java/example_code/swf
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https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/amazonswf/latest/developerguide/lambda-task.html
https://docs.aws.amazon.com/amazonswf/latest/developerguide/lambda-task.html
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« O] &2 JavaScriptZ2 M E|I2 M, AWS Management Console2 AF&38104 21T Q248 £~ Q&
L|Ct.

exports.handler = function(event, context) {
context.succeed("Hello, " + event.who + "!");

i

. C}2e JavaR EMHEI S 842, Lambdaoi A HHE 2 Alssr &2 Q&L

package example.swf.hellolambda;

import com.amazonaws.services.lambda.runtime.Context;

import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.util.json.JSONException;

import com.amazonaws.util.json.JSONObject;
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public class SwfHellolLambdaFunction implements RequestHandler<Object, Object> {
@Override
public Object handleRequest(Object input, Context context) {
String who = "{SWF}";
if (input != null) {
JSONObject jso = null;
try {
jso = new JSONObject(input.toString());
who = jso.getString("who");
} catch (JSONException e) {
e.printStackTrace();
}
}
return ("Hello, " + who + "I");
}
}
(® Note
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System.out.println("** Registering the workflow type '" + WORKFLOW + "-" +
WORKFLOW_VERSION
£y
try {
swf.registerWorkflowType(new RegisterWorkflowTypeRequest()
.withDomain(DOMAIN)
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.withName (WORKFLOW)
.withDefaultLambdaRole(lambda_role_azrn)
.withVersion(WORKFLOW_VERSION)
.withDefaultChildPolicy(ChildPolicy.TERMINATE)
.withDefaultTaskList(new TaskList().withName(TASKLIST))
.withDefaultTaskStartToCloseTimeout("30"));

}
catch (TypeAlreadyExistsException e) {

Lambda &F¢d od|eF

Lambda %4 ofof2 &S of|ef it H|R & Lct. 'A7E Lambda & '
"ScheduleLambdaFunction’ DecisionType %! ScheduleLambdaFunctionDecisionAttributes@t &7H Z2
X-I S X2 ¢erLct.

running_functions == @ && scheduled_functions == 0) {
AWSLambda lam = AwWSLambdaClientBuilder.defaultClient();
GetFunctionConfigurationResult function_config =
lam.getFunctionConfiguration(
new GetFunctionConfigurationRequest()
.withFunctionName("HelloFunction"));
String function_arn = function_config.getFunctionAzrn();

ScheduleLambdaFunctionDecisionAttributes attrs =
new ScheduleLambdaFunctionDecisionAttributes()
.withId("HelloFunction (Lambda task example)")
.withName(function_arn)
.withInput(workflow_input);

decisions.add(

SchedulelLambdaFuntionDecisionAttributesOll, O|E(Z& & Lambda & +2| ARN)Z}
id(Amazon SWF7t 7| 230 M Lambda & +& Al9st= O Ar&E 0|F)E XIsHoF g Lct

LSt Lambda & 4:0i MEHZE] Q242 K25t AlX F01|)\‘| SZX| M8 Azt Zke d-EE + U&LCt
O| Zt2 LambdaFunctionTimedOut O|HEE M3l7| T10{ Lambda &+ & AYEE = U= AlZt
(Z)LCt.
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(@ Note
Ol AEE &4 0|E0| X|™HE B AWSLambdaClientE AF23104 Lambda E. O| ARNZ 7}
XMELICH o] 7| AF835tod =0l M M| ARNAWS HIH ID 2871 SIE3ZEE HE
JaHX|E £ A&LICt.

ZHXto{ A Lambda &5 O[HIE XE|

Lambda 2 U2 HIEE H7Ho| oA A 2 US EZE M Lambda 2 =8 F7|

of et ZX|E F& = U= o] o|HEE HHELICH O] O|HIEE EventType f(0:
LambdaFunctionScheduled, LambdaFunctionStarted & LambdaFunctionCompleted)2
2 x|YELIch Lambda & 47F At AL MRE RIS AlZH ghECH A¥ste ol of 2 ZalH 247
LambdaFunctionFailed EE£ LambdaFunctionTimedOut O|HIE 30| = AElLICH.

% fjg

boolean function_completed = false;
String result = null;

System.out.println("Executing the decision task for the history events: [");
for (HistoryEvent event : events) {
System.out.println(" " + event);
EventType event_type = EventType.fromValue(event.getEventType());
switch(event_type) {
case WorkflowExecutionStarted:
workflow_input =
event.getWorkflowExecutionStartedEventAttributes()
.getInput();
break;
case LambdaFunctionScheduled:
scheduled_functions++;
break;
case SchedulelLambdaFunctionFailed:
scheduled_functions--;
break;
case LambdaFunctionStarted:
scheduled_functions--;
running_functions++;
break;
case LambdaFunctionCompleted:
running_functions--;
function_completed = true;
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result = event.getlLambdaFunctionCompletedEventAttributes()
.getResult();
break;
case LambdaFunctionFailed:
running_functions--;
break;
case LambdaFunctionTimedOut:
running_functions--;
break;

Lambda S+ 2 82E| &S24 4l

HistoryEvent0| A LambdaFunctionCompleted EventType, you can
retrieve your @ function’s return value by first calling
‘getLambdaFunctionCompletedEventAttributesE& 415404

LambdaFunctionCompletedEventAttributes ZiXM& 7tX{2 Ct& iF getResult HMEE ZE75t04
Lambda & St o| ’<E=|° 7-|AH—|.'— 7=|O

LambdaFunctionCompleted:
running_functions--;

O| oM of T A

Github2| aws-java-developer-guide Z|Z X|E 20| X O] o A|Q] A AA :github: <awsdocs/aws-java-
developer-guide/tree/master/doc_source/snippets/helloswf_lambda/>& & 0t& £+ U&LICH
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Ol ZHOIME JavaSl B2 28 A S5t0{ #S HUxto| MY ZRE AITSHES helloswfol &
S FQURHE ChAl et s LIcH
MA ZEs o ZaLn

import java.util.concurrent.CountDownLatch;

import java.util.concurrent.TimeUnit;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflow;

import com.amazonaws.services.simpleworkflow.AmazonSimpleWorkflowClientBuilder;

import com.amazonaws.services.simpleworkflow.model.ActivityTask;

import com.amazonaws.services.simpleworkflow.model.PollForActivityTaskRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskCompletedRequest;
import com.amazonaws.services.simpleworkflow.model.RespondActivityTaskFailedRequest;

import com.amazonaws.services.simpleworkflow.model.TaskList;

public class ActivityWorkerWithGracefulShutdown {

private static final AmazonSimpleWorkflow swf =

AmazonSimpleWorkflowClientBuilder.standard().withRegion(Regions.DEFAULT_REGION).build();

private static final CountDownLatch waitForTermination = new CountDownLatch(1l);
private static volatile boolean terminate = false;

private static String executeActivityTask(String input) throws Throwable {
return "Hello, " + input + "!";

public static void main(String[] args) {
Runtime.getRuntime().addShutdownHook(new Thread() {
@Override
public void run() {
try {
terminate = true;
System.out.println("Waiting for the current poll request" +
" to return before shutting down.");

waitForTermination.await(60, TimeUnit.SECONDS);

}
catch (InterruptedException e) {
// ignore
}
}
1});
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try {
pollAndExecute();

}

finally {
waitForTermination.countDown();

public static void pollAndExecute() {
while (!terminate) {
System.out.println("Polling for an activity task from the tasklist '"
+ HelloTypes.TASKLIST + "' in the domain '" +
HelloTypes.DOMAIN + "'.");

ActivityTask task = swf.pollForActivityTask(new
PollForActivityTaskRequest()
.withDomain(HelloTypes.DOMAIN)
.withTaskList(new TaskList().withName(HelloTypes.TASKLIST)));

String taskToken = task.getTaskToken();

if (taskToken != null) {
String result = null;
Throwable error = null;

try {
System.out.println("Executing the activity task with input '"
+ task.getInput() + "'.");
result = executeActivityTask(task.getInput());
}
catch (Throwable th) {
error = th;

if (error == null) {
System.out.println("The activity task succeeded with result '"
+ result + "'.");
swf.respondActivityTaskCompleted(
new RespondActivityTaskCompletedRequest()
.withTaskToken(taskToken)
.withResult(result));
}
else {
System.out.println("The activity task failed with the error '"
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+ error.getClass().getSimpleName() + "'.");

swf.respondActivityTaskFailed(
new RespondActivityTaskFailedRequest()

.withTaskToken(taskToken)
.withReason(error.getClass().getSimpleName())

.withDetails(error.getMessage()));

O HH| M= el HEL| main & 0 UREH £ T =7 IR HMER! pollAndExecute Of
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504 AmazonSimpleWorkflowClient.registerDomain HAMEE

1. M RegisterDomainRequest Z{%{| &
2 X[-Egct olz{st oetolEHe=

M

2. RegisterDomainRequest ZHAE AL

SEFLICH
3. 2%st= THelo| olO] ExHst= B DomainAlreadyExistsExceptiong 2 QI L|CH 0| AL, Lt
Mo 2 otFH ZX[7I HRSHK| &8 &)
Cl2 ZE0|M= o] MAHE Ho{E L.
public void register_swf_domain(AmazonSimpleWorkflowClient swf, String name)
{
RegisterDomainRequest request = new RegisterDomainRequest().withName(name);
request.setWorkflowExecutionRetentionPeriodInDays("10");
try
{
swf.registerDomain(request);
}
catch (DomainAlreadyExistsException e)
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{
System.out.println("Domain already exists!");
}
}

Sl LA
SE g8HZ A™ ¢4Z2E Amazon SWF THIQITF AWS 2|H S LIUE & Ql&LC.
1. ListDomainsRequest ZHX|& BHE 1 &4l Qe THRIo| S8 AEHE X|HGHAM L. Ol E+lLICt
2. ListDomainRequest Z4&|E A& 310{ AmazonSimpleWorkflowClient.listDomainsE& & & grL|C}. &4

1= Domaininfos ZHA|of| M2 =|L|C}.

3. dtetEl ZHA|od| CH3H getDomaininfosE& & &304 Domaininfo ZH&| 2| | §& 7t LICH.

s

Z} Domaininfo Z4&|0| A getName2 E&3t0{ O|&§ 2 7HXSLICH

CIS I Eo|ME o]l MXE EoiFLICt.

public void list_swf_domains(AmazonSimpleWorkflowClient swf)

{
ListDomainsRequest request = new ListDomainsRequest();
request.setRegistrationStatus("REGISTERED");
DomainInfos domains = swf.listDomains(request);
System.out.println("Current Domains:");
for (DomainInfo di : domains.getDomainInfos())
{
System.out.println(" * " + di.getName());
}
}
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You have access to 4 Availability Zones.
You have @ {EC2} instance(s) running.
You have 13 Amazon SimpleDB domain(s) containing a total of 62 items.

You have 23 {S3} bucket(s), containing 44 objects with a total size of 154767691 bytes.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

CHZ o oAl 2 F = mateojackson IAM AL AF7F &2 AFE 504 7F my example-widget 2l&
A0 CHEt M HEE 2241 5HX|T 714 awes:GetWidget TEHO| QIS i Er A4 gLt

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

0| B, awes:GetWidget B UE Ar&3t0d my-example-widget BIAAN HMAE = QTS
mateojackson AFE X MM E A 0|E5HoF g LCt.

Ol T3 ZP AWS HEIRtoIH 2lSHMIR. BEIRHE 2291 12 BB T e AL LT

IO

=
iam:PassRole2 &35 CISL|X| oS

iam:PassRole g e = U= TEHO| QicteE 277 +4IE/H AWSO| AE S HEE = U
- )

== H&g ool

U AWS MHIA OlAS A MHIA HE = M|A HZ G8g MAsts Al 7|Z Age shE M
HlAo| MEE & AL ofzH &2 |

CtZ 0l L7 = marymajorte IAM AL X7 2&2 ALE510{ AWSOM Y E s2lisiein st= 4
of g gtLct. shx[gk & StE{™ AMH|A g o] 2048t HEHO| MH|A0f QJo{oF B L|Ct.
Mary= AMH|A0f| &g TEE HEto| ei&L

o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

o AS

0| B2, Mary7| iam:PassRole® g =&l

gk

4 QIEE MaryQ| MM i o|EsHofF &LCt,
C20| Zost 22 AWS IR A 2o|5t M. ElAts 291 A} SHE MZ s AP QLCH.
L 2|5 o] AFZFO| LH AWS E|A A0 HAMA AWS HAX SIEE &6t Al&LCt.

CHE ARol N8R EE A A Q|o] ARl Blaco] HNAY T ALSE 4 Rl ES MAY &
UALCH SUE ST Y+ 2E N Y ¢ 2 :
MHI20| Z9, OlE{3 TS AR 5tod CHE AFRHO|| Bl2 20| CHEH A

=
—
& ""._4&@ Foig & JA&LICH

OII

REMIEF L8 2 CHEE & EstMlR.

- 0™ 0|24t 7|52 AWS X|HSt=X| 012 & YOotEE{H MMES H M 2IAM AWS AMH[A 2 Y
HieH
O H-

AWS Rt 58 & HM|A X s E 256



AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

+ AR AWS AT ol Elo0] thet AN TS MIBEHE BUE YOLZEH N NS KO
AS3 CHE O IAM ALSRHOIA| HMIA 3t MBS A AWS A

« EFALO] 2|AA0] CHEE HM|A HEHE NS5t S LotEE{H IAM AFR MMl EFALZE AWS
A Aol CHEh HMA HEE AMES S AWS AEEZFMR
. DE1|E-|E1|0|*._‘|§ S HMA HEHE MBSt YHS LotEE{H IAM AR A-EMO| 2| F0i A 2
El AL Kol A MM A HEF S (ID HEHE 0|2 B RFHM 2.
« A2A HYE HA A0 CHEF AE T} 2|AA T[EF HA AL 0| k0| S LolEE{HH IAM AFR A
MOl IAMO| 3 2A HZH 2|AA HHAE RZFAML

il:

Ol AWS ME &= MH|AO CHEt 7 &+ A5

AWS MH|A 7} EE 77 £ Z2 O30 Hel Lol J=X| dotEE{HAWS MHIA #E &+ Z2
O KNS Hel HWE HZEstD 2 Qe A8 £ Z2O-E MEgLCH dEF HE= AWS HE &

S ZZ =M

E ME35t0{ EtAL A ETAME CH2
Reports inDownloading AWS Artifact

m|o I

Ag A AY E
H|A ZXEL|C}.

SHMI2.

1
4
I

_>,-_
()
>
41
0 o
EW
1>
1z
]]O
2
)
rot
Pal

Ol AWS MZE E&= AMH|AE X[et= 5% Amazon Web Services(AWS) MH|AE S8l 38 2 2
g mELIch AWS MH|A Eot HE = AWS MH|A E ot MM Ho[x| I #8 AWSAWS &+ T

O] AWS M|Z &= MH|A0] CHEE S ¢4

1|=

AWS 224 2lZet= AWS 2| A 718 d¥E Sz FSFELICH

bl

AWS Elxl_-l = 7;'(5 A|7|_|'O| = ;'(-lE EOFO| Esl-gl:kl %%g‘ol =2 I-T”E'%I%EI' A=l %EP&!QE _E_Elil
1 AZ|E ofq 718 FHE M3

o
-
o

718 BHE AMEstH SE 8lol I ol Ais2 2 Foll 35 =X[7t 0|F0ix|= ofZE2(7i[olMd & o
O|E{H[O|AE Aot 2JE + UELICH 718 S¥2 7|Eo| B = Ot |0l ME QlZEtE
CHot8d, LWE"E Y, 880l Fo{Ef LIt

A
PNz

257

£
0l

Ex


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

AWS SDK for Java 1.x H™ 1.x& 74X 7to|=

AWS 2| & 718 Fdof et REM[EF LHE 2 AWS

my

ZHQIZErE HRStM 2.

Ol AWS M& E= HI:II/\" XI%&E %% Amazon Web Serwces(AWS) A—II:II % M 25 Mel o
EILE.':*.'P-I -T-r"éi £ &Y ‘=’=1°|04| %PE MH Ié% ’E.*ZEﬁP ML

O| AWS M|& == MH[A0 CHEF l=2F B ot

Ol AWS M& £ MH|IAE 2|8 MHIAE AIE5IEZ2 Z22YH HERT Eoteo =z AWS ES EIL

Ch. AWS E0oF MH|A 217} QlZ 2L E AWS E S5t 2heHof| CHSH XEMISH LHE 2 AWS EEIRE &

o2 *FXOHHIR olZzgl &2 FEH.:.* AE|E AFE35H04 AWS &t 42 MAH|5He{d 2 oF &= AWS Well-
=

AWS Ol HAIEH API EE£ 2 AI835H0{ HIERXZE S3H0| AWS ME EE= MH[A| HAM|AELICEH
ZCI0|MEE CHS S K|HaHoF ELIC

« Transport Layer Security(TLS). TLS 1.2 Z40|H TLS 1.32 & &LiCt.

DHE(Ephemeral Diffie-Hellman) 5= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman) 2} Z2 2t
M&E EoHPFS)0| & E &E MET. Java 7 Ol o] 2|Al A|ARI2 CHREE O|2Et ZEE X|§HE
L|C}.

QLES HMA 71D L IAM LUEFKLt ZEAE AR HM|A 7|E AHESt0{ MHHSHofF &L|Ct. &=
WS Security Token Service(AWS STS)E At&3510{ YAl 2ot X3 SF2 Mdsto] A HE

|_
>

O] AWS M|& L& MH|AE X|25t= 5 Amazon Web Services(AWS) AHIAE 3l &5 MM 2
HS PE LICH AWS MH|A 2ot HE = MHb|A 2ot M Ho|X| & #4 AWSAWS & &

[ WS
2030 T F4 5 Holol 45t AMHIAE AESAL.

Amazon S3 &= 3} 22t0|1E nto|aa|ofM

o] FAo|M= ol EZ|70|ME () ¥ =& ZEH0[AE H{Z 1(V1 Amazon Simple Storage Service
Amazon S3)0i| M A 2(v2)E oto|az 0|5t oto|a oM T2 M A FEHol| AR o Z2[7H 0|4M
88 E E¥ et WHE Eo{ELIC

INIS e

Amazon S3 EcI0|E & ¢35 5t0f= Ct30| ZELCH

ro
5]
o
HL
Qo

258


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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M oiZc|7l|old ZEE HiaEst7| 7ol Ol EFA|IE 2t= 5t oto|1dold Z2 MlA Sof &5 HAof
Q

=
Mgsst A ets s 5e Lt |X|E = U&LICE
Maven AFE A}

pom.xml It Aol I = FZ:

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-bom</artifactId>
<version>1.11.837</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

Gradle AF2 Al

build.gradle It 4ol I = X2t

dependencies {
implementation platform('com.amazonaws:aws-java-sdk-bom:1.11.837"')
implementation 'com.amazonaws:aws-java-sdk-s3'
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EncryptionMaterialsProvider encryptionMaterialsProvider = ...

AmazonS3Encryption encryptionClient = AmazonS3EncryptionClient.encryptionBuilder()
.withEncryptionMaterials(encryptionMaterialsProvider)
.build();

V2

// minimal configuration in V2; default CryptoMode.StrictAuthenticatedEncryption.

EncryptionMaterialsProvider encryptionMaterialsProvider = ...

AmazonS3EncryptionV2 encryptionClient = AmazonS3EncryptionClientV2.encryptionBuilder()
.withEncryptionMaterialsProvider(encryptionMaterialsProvider)
.withCryptoConfiguration(new CryptoConfigurationV2()

// The following setting allows the client to read V1
encrypted objects
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
)
.build();

?| oAl M= cryptoMode® AuthenticatedEncryption® AME
CtO|AETL V1 2535t ZEt0|UET} B et A E 2 = UET st
Eof v1 ZCIO|HEJ} 2 ME N E eI2 = U= 7|50l HRSHX| 242

StrictAuthenticatedEncryptionZ CHAl AFE5HE Z30| E4LICH

V2 53 220[HE dd

V2 &5 & 22+0|21E = AmazonS3EncryptionClientV2.encryptionBuilder()& £& 3804 71 A4& = @
&Lt

7IE V1 235 ZEI0|MEE 2RF V2 =35t FEI0|MER AT = J&LICH v2 2535 Z2to[
E7} ‘AuthentlcatedEncryptlon cryptoMode2 AIE3SIE T F5t= Bt V2 2535 ZEI0[HEE &
Avi¢ss 2E0|MET ZEE ZE AXE 22 = USLICH

MV2 &535 2EI0[MEE BtEE JA2 V1 255 2Ct0|HEE PtE= WD of < HIRELUCH O

oLt & 7FI| xto|™o| /&L,
« CryptoConfiguration Z4&| CH4l CryptoConfigurationV2 ZHA|E At835l0 E2EI0|MEE F
MErLICH o ZEtO|E = 4 AFELCt.

- V2 2335t ZEI0|AE 7|E cryptoMode ™2 StrictAuthenticatedEncryption®lLIC}
1253 22t0|MEQ| AR EncryptionOnly &IL|Ct.

ots35t Al 253 Z2I0|MEE v22 nto|aao|M 261
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- r3 35t 2eto|ME Yo HIME withEncryptionMaterials()= withEncryptionMaterialsProvider() 2
O|§0| HEEIR&LICE Of ol el fES O S5 85| @8 etdol HE Y el
)

AAE |' E E
LICH MB|A Zeto|HEE F8e M M HAMEE AtEsHoF gLCt

=& Clo|E{& At st7| Foil 7.‘_7'<1I A E B e4&Lict. o]

V1 ¢E3t %EPOI.O_EOHA-I“ OIEII M %P A= SYUsH A53 AtE MK Y 255 AR HHE
| EJl HOo|IE1E E&st= O AH8st= 7|18
| o

2
— =
Sote ‘E.'%*% E.*L—IEF. v2 2 V1 %*?.ﬂ Z2tO|ME ZFef 58510 A8 Y + Q&L

V2 &t 33 28t0|ME &= CryptoConfigurationVv2 |2 FEELICEH O] ZHAE 7|2 MR}
£t o5 20l met 7122 M si" £42 50 H-HE = JU&LICt

Ul
ok

CryptoConfigurationv2e| 7|22t Ct3a Z&Lch

cryptoMode = CryptoMode.StrictAuthenticatedEncryption
+ storageMode = CryptoStorageMode.ObjectMetadata

« secureRandom = SecureRandom@| QIAEA

* rangeGetMode = CryptoRangeGetMode .DISABLED

« unsafeUndecryptableObjectPassthrough = false

I 2, EncryptionOnly= V2 253t ZE2I0|HE M= X|BEl= cryptoModeZt OfElL|CH V2 & F
—garoloﬂz = &ha O%EI S35 AIEstod 2EIXE 253560 V2 KeyWrap 2| S AHE8tod

=

Ctg oMz V1ol ¢33t M2 X|™5tE YWD CryptoConfigurationV2 A& QIAE AS}SH04
V2 ¢S5t 220|HE WHE MY SE e EodFLch
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CryptoConfiguration cryptoConfiguration = new CryptoConfiguration()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

V2

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.StrictAuthenticatedEncryption);

=7t ol Al

CHS o Xl= V1ol M V22 29| Oto| 230t BEEl EX AL AtB|E sHAst= WS HoiELcH

V1 et 55t 22I0|HETH HEEt HME =S MHla ZEt0IVEE FHFLICH

V1 %53 22I0|HEE AF504 O|Fol| 2 ME ZRE
L=}

7H
AuthenticatedEncryption2 MMELICH CIS 2
£ YHS 2o{ELch

OpP{H cryptoModeE
= _*_7_!‘8 Ol A'|7C'|OE __I.LA'| 7Hi|% AOI-IAO-|%I_

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption);

4| o] HFO|E HRIE 71X 5 AH|A ZEt0|UEE FIFLICH

2t = 3t S3 HAO M get HEOIE HRIE XIHE = UopiMH M 724 M’ rangeGetMode2

2 ¢33t Z2t0|MEOAE ol Yol 7IB M2 I ystzlo] 2laLict. #4stE Feof
|78'5._| g et= E20|HE Q] cryptoMod MM X|HetE LTEIES AFE5lod &S
Ao M B ZF S EHLICH REMIBH LI 2 AWS SDK for Java APl & = 9| CryptoRangeGetMode & #
St 2.

]]O
Pol-
Lol

O
|I°l'

toh

Amazon S3 TransferManag erg AE5t0 V2 2535t ZEI0[HEE AFE5H04 & = 5HEl Amazon S3 2
Aol HE[ME CI2R2EE +dsitds 32 HX V2 &=t 22t0|HE| M rangeGetMode HEE
g 3tat ok %.*L—lEP.

0%

A AE X7 TS F V2 ECO|MEE Fdste Y-S EoiELICH

ro
mjo

Ct

0jo

Hel get

// Allows range gets using AES/CTR, for V2 encrypted objects only
CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withRangeGetMode(CryptoRangeGetMode.ALL);
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// Allows range gets using AES/CTR and AES/CBC, for V1 and V2 objects

CryptoConfigurationV2 cryptoConfiguration = new CryptoConfigurationV2()
.withCryptoMode(CryptoMode.AuthenticatedEncryption)
.withRangeGetMode(CryptoRangeGetMode.ALL);
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AWS SDK for Java® OpenPGP 7|

AWS SDK for JavaOll CHal SIHHS 2 AIE 7P%?_ T = Maven OlE|HE = OpenPGP EE S AI25
01 MHEELICt olE[HE S| MBS i—. I5t= Ol 28t 370 7|= CHS AMoi| A & lg = JU&LICE
2Kl 7|
CH2 E&= X 22|X 2| SDK for Java 1x & SDK for Java 2.x01l CiEt OpenPGP 7| HEE 20{&L]
Ct
7| 1D 0xAC107B386692DADD
£ RSA
37| 4096/4096
A g2 2016-06-30
Expires 2026-09-27
A+E Xt ID AWS SDK 2! =7 <aws-dr-tools@amaz
on.com>
7| XIZ FEB9 209F 2F2F 3F46 6484 1E55 AC10 7B38
6692 DADD
SDK for Javal| CtS OpenPGP 37l 7I1€ 2R E =0l SASIE{H QEZ ML DM /U= "SAH

oto|Z2 & MEFrL|CH

Comment: Hostname:
Version: Hockeypuck 2.2

xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9u/D2zLR8YNk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGIi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnNRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBvIO4SQjy2]jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7MasWgYdVLn9b0ie
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nj3QxLuQlZUKF79ES6JaM4t0z19gGcQeUl+Uk1lgjFLuKwmzWRAEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7IfzJIXQf+fF+Xf0Cleby0OJFWrIGQkAzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrq+fluorWepQivctzN6YINOkx5naTPGGaKWK7G2q
TbcY5SMnkIWFLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQf fIWROQARAQAB
zSxBV1MgU@RLcyBhbmQgVG9vbHMgPGF3cylkcil®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQJo12ZrBQkTQxnmAAoJEKwQezhmktrdil8P/A3De83MBx8bdcW]
Fot71Vk1TyBQFErgrtcytSUOczEHx3tGbzgQLbMlyzjir0T@3usxEkOeqTVK+RU+
SuFXNZYQLwMJ1HJI6S8tnfLe/ExM5WQ2KPwIUPfZs1GDDRQB2dIKSc+qYrP101lvf4
04iPgfLHMW2bFh3zjjxcaHClyqc7Cau33eZFBAsRniljOUo7MeyX0h1XfW8pd48Q
wZ11QVZ/6KmDiFWAQCZ+2sv]15cL@tgPoh10Qjoz@nHpNfuDILMrZ+e7tx2VT1kGH
UGeNSydnrK8v9ztFn34KtU/k7NEWoVSYEi+5ICZL18FBwPqTwdVWXwXrqZCKilIpr
82dIWDz2sJfgDFNCC6rKgCQ6FrmaD9G76dYWkQ4AbZgAB1UZzU3q36W1K@Or3i0Ab5
G4tdOt4ygXHTelx+ZUNaeW7gaCmtXAxLw@Ofelrcq/44b/SQP+ql8sS0v76Yg20F
BsF5DWOVUFghbTyokHAoVROyhBR4dUUisY39AqLSL8+Lp9Pr3wNuGl9GLMD5701
piUb88B3GwelEiKV1gaKrvZ3mECDUiSMV00QZ5iG8E4QDpNmVbIbV1uT821ubvtOv
2Ko1l@FaQuwCYGssdRGQEXNy6jz/Er8LAC3+nmGINDIQzrF+1oYoSSkI2Nu71hMulL
7iWwUPF70hDXoVSAN4X3x6q2rGKOwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vPOZkhB5VIBB70GaS2t0FAmjXZTsFCRNDGLYACgkQ
rBB70GaS2t@/0w//YIv51vHtD+kwMmIvk3zpizDHY@zW2d0ezAo+C/DsSyC7wD11
Dixw34EQ1lyLXH5xLR8CH1zupl3ImmEplucdQggoefbidxD18F1d7tI0D1y3GGNTD
0jA12ZC+W650h+wS1mD1F1aKjMGGkvITfOdA7RtU2T8dv3vt8dsxg76FMFS3+fqlC
FNOASNTN9zWR1SqBIfkMIK83aq6s/rcEVOVrAYgDgqex58fygB5SEUTF842/IF7WZ
Q9gd6fupBOMMZP5YWd2uj/vsBTYakG+mgQwDxZuKPeEzAqnqgS7biSQOUO6Woz1q
Yy4fSczE9GkBAvg@pGmbko+zHvpnjvX/h1CUpC6odvFy0AhZp6zyhs@QWz9thfqV
1U8WlbgJ2atFDn5GUSxF/fe@Yzovlbbs6sbYXuvMGIRiEOuJ1mBbZR3aIdZ1U6Do
BHc/vjc5mWcV7IQSP7i4W/8W7X3UAUNILAXxB+IVvF3Cwrgtlw2BWvA5Alco5Tnz8t
P/CIVmBjk+sLme8W4kfLK3IWEbwC1O0dNNErI/MHRmM65A2Y5EMIhwjr0i@7SU1Pxa
nPpg30YJCdvjzdB8QE3/DBiMf014dISTKDVEWNfK8mZaYd/BeRm2gUAa9UrqSFCG
B1A7Lg+elLI3USOFvwWI4j5bBIqgLu+y7crIkiUOPAQuLk310+5uYU/I3DuLCwZQE
EwEKAD4CGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AWIQT+uSCfLy8/RmSEH1WS
EHs4ZplLa3QUCZwWAXCAUJEWVKgwAKCRCsEHs4ZplLa3ZdTEACMBLG2q9zk8ZH02nDz
Sg5zc8Wlqq8wdxU@Pj8qgx4U0rrMca7wyilUvrgoxPW51h1RVNUeMkDRfu9pSXcOVI
VOLvmYE/WnwKROubgGbsC4T7M/LqV0/AulXil4d7IXc0614t0a8LTNWtD5bODgrN
gvaylAzCU8kqlQwlcKZ2gAfvA3Ba7PWyLeUN4HT1GrXcw73G+0CofY1L8wqwWxHCI
29XqQzeTEc6MDEeI1IN1VdUcy8Qr5uwkEs134H9AXS5F1opl4TqvXiDZsrSRRV57R
XYmRZDWeYT+9PZaMsHXza5qgej7BfATxhYfICsNaY6MK3x6b+nDSKkoZg0+i@9zh
1YjpahhQe6G336v/3mRj0OdKGCRQ6znQ9ghUaB5z9zfvgH5A0EKTe318MqM+j5A6P
VjSBBJAHKejxr7+wKIKIA6P+DgpsYAunzftwUzrLVqb+BZQ+DcTmVIE70PcMYJID5
QglX/Le+WmWZHI154NXgpWWUOUgZUbUge4DKrT+zCJ9iecPLKTW70cULyX0+xrjb8
8BGrD5GP1HB3d0OUXXT1IMKCqg3qylBu2KnZTQiaEEdZgSIGQbrW@ITMmmXIkKjokd
IMA4vYeg5en51G9nRQjScPngx77IxvByNyFWTIdG1ENpJpsKOTtmENcpyUJtIZTIJ
ZSOIRVPP5RZzR5vInuXWg6VVOBMLB1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMB
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AATeAQIXgBYhBP65I18vLz9GZIQeVawQezhmktrdBQJ1JEoiBQkPj/2dAA0JEKWQ
ezhmktrdx1YP/Qvvym3jgX/pwnR7K1lraftZzMb1iKQBr@ISG8cdbaf4pgX5vulzZnyj
w9C1l/00Nn7jJjnQx0IIzuBoxne2WN28ftM2w@OnVXm85mAmz2fwQz/fdKDyonXcOh
pfD2iMgqn7gESjhEgRE7wMDYMDuULdgHI70KWGVfgrh7xEmKapLh45h7cnumo2VijL9
uDYY1aOBHz993T70E41y43rhk+6kKbGFd2uuo7h5j1ZF8Lj6sYfcEzXOU10hR1DO
nyBjDy9MYWu@YNouc70WgMceGx6hjvCAM/5fxP7SZFecZ7ePeB0OGpvVA24hSNENE
Qr3tUeku0f1IOFunMnMnbh7Z09rPYqWvWDNIpU3S4CjFhY82L+IeKnmLy8N6ASRkK
HsPiNCOHSK8C/Qynrd9xLhX8Jsk/TGiQYaleoHhWkNL1ZsL86QHL8SKEqkqzCQf5
AEqghDP6NEGS71n0enA7JjIrA9KL1T7fnNWZOwFi5X+0/CymE2ytEMSQYf3nmY4U
n9x56Wgn632zqB5nq0XT6NXGAAIgOBmMOO8YENKCIFzk+yhoDlprVpHcnd2b5f60q
uh8KYOEbKgpMJ3zZuWSL5kwGF1nNoYiAkonMaz9H3p0QnOMVYCUeUTDRsi0/prrd
UhN1lry4TAsBMpeXnFhdLVM3vFQZVpByadGOJINmnaN/Wavw2a@@UGBFa4wsFOBBMB@MbMw3Cm90x7k8UFfNANIemcrIJrSxIDwm
g9cVAg3a+D+wxjrVe8jGg0ejvECpm+Qyswigj5x6Lqj09A4UgdjEauN+/pn@nhBo
Gv7DzMXtM/LoDtgp6wn93qZVN2TsuHnkEk4UyntB6eWIbBAXHWUr47exiWh@dvQN
tpwCWPT6I7ZTPtA5K/zx+q9m6797BLgAkTYc6gloQL3vs1Z1S3m/hZNawsFOBBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwWEAAh4BAheABQIgmrz2BQkLBnBxAAoJEKwQ
ezhmktrd360P/2rB2EkwSOCKC4m@heWSTDWi60BKoEbbDtFtc6/HwqBW8SPsiKlq
zV0e3qBY/LVju@4+ktJEK+EGXLNC3iC36MegrQ8zt391kEx,/ZvILIuVOCX90@QIAX
dL8MVUkkjRLCFFH8pTgRy1cIYWk1X4dYdXWYc29fCwNVartNdNBhsb2ht3VIeKDE
kUivBHmkjuISDPENIlcoY7Lj0ZtY5cHdRF2eZpBORkTBpsIt18rCYyHkERZrhmvb
j3r0yPyv0a+1/dQS8/hv5pEmbKx8cy8RdIkmbUHYatPBsjHkISWr707GOVFW4GoN
9CRAI4KkbDSEDjCL5dv2pq@SewlMkLuWIGULAMgiIU1Wc0s55SZZGFSksNQrtSFV9
Z/wGocecMGkGQNXQ@6IV/Fry/TvyphBlmylEqL+NLQECEjnl1z9Q0IVu+ZA+M@9196
U1HO7V5GvBgM+QK/q/dJeMHPWrN1ol1gA6Nwl,/HBdM@ODqzdZ2jEPvsQSABVZIrPMty
+BAqEar4wqY1AH4X5ccEj07nJQoBQSDRSkilfkBsclnx44N/mOkHAIa0Z/Y+Mwav
WiZhREkOospG1lI41Ba3CNTVAhSsOmsGsYfkqvFIGHL7sZY8XSv82GBBvA@NUNTS]
bLBwo2FaQG9eoatRAGkqgp4b/0tNtBuGeiQoNwFGbfUZTAaStj5/2zZj0swsF9BBMB
CgAnAhsDBQsJCAcDBRUKCQgLBRYCAwEAAh4BAheABQJe+9bwBQkJIZ4plAA0JEKWQ
ezhmktrd+ScP/RoaUKriVVAgLHOGs+/mnfKtnfT1Clzi5dsdI9/6HOVLpmSWK/C1
2cT6gary45VMgAeVK+H11QXafYj+FY++I5kYoe2GrSvIXhpjaFAJyNf/dKleTsqR
Tm371i8b3FDYs5kvy2CnTbmHB8Ms0Gxck8/YHd1x+g8Wp02IgF89yYCSF3CAdxC3
6bHbs6Z3C31cM/3SoWF+Yie2P8XeBMPCGp/BcjQzUcHF6GO6TWDDYhixucUi6vEY
EH5Jt0wVVQ7bubT80Fe00JwVx1lzYz4UoqxjKDWymarTzu@3AUITOPXPece94bJAK
mSh68ItQe3H8tSPMubERWZz2tEV31VkChDGXcC7BYQmxHseolxz/qzCtJ@iX9BvZR
dniZNeNJ/Cu8M2pDp47zdNFXzf/Q/sQ9pQlws22G2g119rWDneBku9nlvTP80@/ex
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SB+VLTBjDiAr1CY5y9+BG8wbscExJySoQxkB9j/n1MzPY5rgk@SyxsNj9GbgH+hr
EjS3/uacNwSLxGcOT2E9Teot5pfTEO6TQVg+35QhTfA1P8c8jze@1W/+u+wXulUi9
azRSzYtCHanGyyet6UlmlBpAkqgkZzH6t3CA5czc9i6FbzjVvFVZnbRUZIRZTISYew
1F5WggTn2iYVdxagPRvLF5kjd696brGWId5HWirCVGakK@4VsXW1Ab1BOws FOBBMB
CgAnBQIXdYAFAhsDBQkHhh+ABQsJCAcDBRUKCQgLBRYCAwEAAh4BAheAAAOJEKwQ
ezhmktrdwWigP/3QW17a081BUWyby4HEhN4SdAOWGY/FLqO4mCtuplcnMgRUCSiL9
12BSCTMCtUcdSWtYwOgSChN2mMsdilU2FNR5HVNunYR/pFdqjfQurflZmKVeG5/4
uuKaOxMw9e8pK5uYAfs+07gr8gu/f6/Drp7NZk3/yVKpf4WCY90X9TA1q90/11nN
cwS45U/d7YP+N1YM9cBXalDnDcdfm@BlykzouAF@qdlLwi/tmLENvYybD3+2c2WsE
r1FZGSa5Zaf00tTIWXh5k6wh5FdRRycrnSyRK3BIN9+yaXfMQOXpOypa8dqQEnCi
IsngDCIPxtTrhMWKhBFRUMzK/WZTDboTQSQDK+YVRIE4K8MtoZSKwZLV21r903TpX
kpbKsPVYmexerfdMezZfjZMF1bC7BmEs7jciH6]jbqAoAPnHzN@481aeNarINSViX
PQWr2mp9qShei2/RavLtx2ZNrvmGW72ZKpF8E3WWUDpBJIgFVeGNRvOm3aZj8o/H1
ewtNjcT4oulfqlfKiULv+g7ANEMDLQTFDTg5twRdvmZ1B70TBsavf+LwxPIXhH32
IR7TX7VeicMMxmZnmZK2ANT/QBi31laf+ojVHvB+f6D74eLNq0@Zqjfi/3UFNYsYjg
E+YgCqEUBpHb161n0HWGOSsQwfap2uKK1lzukD/KxH5SPBC3DYGBI+KCbzsFNBFd1
gAUBEAC8zNATrPWb3dPMThL2XxAY+fS60vXdB1Sk0tYIpDWpFgvo@d+VQ+hV6XulGA
HAS6xG1WHysPT9KejIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go7xHIxXgFj
C046/06Vh3g9N/PREeuG8zkZ3H2v5fmD+ejyPgk4W9sFLOOzjRiZDOFKVYR/j9ue
NEC/2NBcLuFy3q6cDfmCoDE0062kXMnaGz3knzEK/X1SkcjsxRDq7zaQlQlKou+3
dICwy4x5531Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEHjypUwgp@MT
025gWxkvJI1SIKUOb6b1786WNYySIzF2gxqlkkEmB14RAssQkeXjrSmGwsMDyHNqyJ
eYFus18sPaSpo+V2n0z+2B070Uqg+wmf1S5A5FpegHOPZzzoNZ0o816QxaZje9YSZU
1ijGmZIdEBleRVt3Svhi8MYlnasd4bW2RK1sr7plkBf8QRe6biiQRF3KDOSN5ChmX
pAcHJ1ZHzRRdkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVgroUVtprs
mHoEk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs/Hd981Fd
VghYYvq//gTAkJkOWxfGq030wtXRndPOAQT+qhP3TE+LtGRI+wARAQABwsF8BBgB
CgAmAhsMFiEE/rkgny8vP0ZkhB5VrBB70GaS2t@FAmjXZm4FCRNDGegACgkQrBB7
0GaS2t3y5g/7BFXp/fdanzuQPToJTPen7AVwhL1oKaiYhG3GjdXfMPLvu6UtaaGm
gynLolUNNooobptFqcl1G9BKoAghQrta7CsDHtsQF2xyc3Mfu@gmplL/7X5a7sFIel@OMYuUAAKCRCsEHs4
ZpLa3XCpD/42DrcveE+q2ulrAIYPD1UlHiwIMejgBDRm6zmr1KSAeb4E6/MFcP4s
rXSSscM1lrqGENVYnjNCXjD2YzWii68EwoXLIkgoD3r2ifzkV62EX2MIEeNZAVwuUy
KNxorzmy6bhuWltRYNK/hITs2AG50r0k9ADEI8PixKymrWlhesPaWX6Yhp9/tWaC
RHOSRiLbRVal+7sqT88urLmkVIOHqx949Zxv4+cgBVUGLEWXKsTWhHjbDMNInozWB
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SZaIlznLApOM8z+1DNrqUYyfR8SkF4I0Vmg6HDzoyuselI8IvMAlkvT6F9VBq/iE
yeDYdEEQxwHwozKrEx5Ybx15mntbqwCXy6kHSx2+/3RZWpZQ8K29YPOQEkKOKeGF8
9Vap3jjNrX4u3cuRNQpeblQc4uFn3Nzaj+cVV4YzcRwI4NifecXpujSvk8XU2yt]@iHawtFnmB3UFfC1lWt37Hy3PKvrlis3uG60+ULI8RQz3/+ZwSG8U+xt
b+I7H9+gITcleFCb+tIwp5xWflyxcFXYk6UzOL7y3Fg2tIEuSNtIHUCONDVobf6c
I0KAZzZcMvKiPQiuBnV0jgDLmCZM5H6axj9x+gistoVh6ea3HLqMzy jm5IkeCGgKWy
HOgD3yGEZDvcbavkQ0le5T+4JefndKzCPr1luX@iyx+0QiiOL8WieSSkSB6BsZcUN
SeuGJwM79Y70qld/YVIQNBZj5Vz+m3nZ+Q@EWDDMIOhRgMpSEIc+dnTCOU1@3Z+Rc
c2IJg8INmU653sUcfCZE12ParW4rF7ib6kViYrABT8f4e2TPQa0yP5kp51ied9qL
azaBA6tt/COX1V2EJIZK4srXtmcZ02Im45RAiIVXyfpBAmMmMiF3eZWCbKe7gBC41DRh
LZG4RQW/S86Da@BID7gQz9IFSkaG504MsDhvnA7iAqaHUHUepCsiwsF8BBgBCgAm
AhsMFiEE/rkgny8vP@ZkhB5VrBB70GaS2tOFAmUkSiQFCQ+P/Z8ACgkQrBB70GasS
2t3AwA/9GkXKUgvjKGCxwE4SdADt7c2jwbto2TTP9iFJ3Xbk3+5BURT3gkZCuu9D7
gt+97aVo/B4EM7Xz8DQKyY7Ic9VAwWDRra/HwilVOhwlzyIWQ/gAnX3baU6qLRWHR
vVR5meV81r35C+rg9DaWFYmvS7PIvILfxESwBPUjbmx8k4/5EJpHUwWf12bzkTnot5
7q51HxKQa6IvgQak+Hp9ZM2KPdsgKO2HWIIIIvYcI5byW9zBKVOO7YR8gtRAIKp9
IbtsXx@WT6cqHOFVc555zdcaMt@gLF17BTnIyvKK219GABGBmzYDjeCyF2J+Ippf
0qxqfTe6E00SUEMc2PbLTs9SsWjyCC2VG1X8+uUHISoKwLOVQELFsP6fhkVKgi/a
rB6UUPR/iZnrKIuxMNQ4U+t2Q6UdMImXsAXTNdkwzoK90JRokITHOZV1KtH4s ] jA
tCic+t0ddq+GQLiKe2WpJIfx1AQUESCBOTxX jAwQmfnlH+dUhPelL1bNimH1H®/hXPd
ifuNGozzADIRseQDyzj18xGL1gRZLD3cfmdabRyZ+S3dQRuaRrcFCDccpY/p0+F8
jbx64zyqqNs+KV+SkQGOCKFhWTZGCFQ/zMDtDmMQK jb3eTAkv1zdEOMwIZE j jmSQq
8FN1+2w03VnvXwvBbtDdVCIaIqg+jVcsy5XtnnV+bJ19Q9yue/XvCwWUEGAEKAASC
GwwFAmMEyoZoFCQueVRUACgkQrBB70GaS2t1uHBAAhOYVvrtchRmzCvdNER1DtkIs
bgQPJ90xbyfvmvoD06qxH7PrycLZKbt7yYpAUU/CMc86GwaEe@I5Nm1CTs6NvDIv
g3e7EPIS859tyQf1lbM56N1wbsopCuoClYknuroIf/M6dWevIKNXLMmNL/AtalUBw
X+5pb1mGUUIep490TOXQENVNUqyvaGjXgFXix5PVFID2ed5NnQeFpvfCpc/ioNOj
z70R0827j1ht5nWqPraXX5AYhQFM/kwR1cK4LV7gVDd/q+dfGYHzpxQ/HtyX/Lasi
N6I52QqA95SM1ZZLPFLaNh6EvnNB7uCOpLCYS8nvilX7/cez5PFfflelgXCOTOjv3
mJ2exLmXVOBbfKgjccFCxhrdRLtukfiDfJkySylzdscnpfng8wI3xKRv43cUTz7M
Z240YNMgK26aJZVXEQUYjCwsBylY/F5wjYAwgwZ8yF5RFix28P/K8JsIHb3QrAJK
sSNWQAb@3ZWis3N3spR5MIMw3VuDZ3WUXq7mxB5M3kpVoZ3vETUScwTbADYNPf4Sw
BDK2uIVtxabezxSBtz@OFcyYoF+0W8q7r4WvoyC9/+3GfnozZLIcEIVDk4W2pMW4A
UhG/6drKTm3HkSDWIDu7d1sHWMffLEYFfUHtN5DKkDkGoPfHvZvu9teR5yLfUrPTf
ktihPn/JIMrmwa9pwi8LCwWUEGAEKAA8CGwwFAMCavPcFCQsGcHIACgkQrBB70GasS
2tQuaA//UWRaRiHEAKeRgBG/T2ak+XZINu7QHfNgoUEAUb9Zru8oPPXx2AJLcHEN

A 71 269



AWS SDK for Java 1.x

HH 1.x& JHL R 7Hol=

KwWmeF1LxADdW0Zs4Bm90o0ew3VQnR/dBqjnXfob9Rc+eYUjA3rXazM/QrqcU8Syi3
MjNGUmjdL5aQF+IppAMgOBLGL1TENM7C5/PvrGIuYpGEnkKEWMK/GYhqg2V6@pHEV
Pvs66mefIpCzbZSy56qtknSt6yBNWc14XgDX6VTn2kW4CV/3vVIUuvjvYs9SPyY8
mKEXa6QvUd3PcXv6RiWk41GYuT1l+jh2VkcFQ+InUwv9TbKFB9b5jqlbvW9o+LMDEL
YXux7pBP5RPk+0LpyiEXIRFWhi3x7aMW0zQ+I9yuNTeYkTHiEAQRUhs/1Fh4olLgI
v9QZgCOmMRSN3zm8plQdivs1Z1AosAqqkA9BQwqsgosQe7P92irYIJqay@si9wGCD
wSMsmeXdIF6wW3/UMIZ166aarPeiZApGX0QdTZwjMh/QK/8gTKyeZulKmNkNfwWq
0170irWqLKssVHtg3VUMBEIdh+oNgDDXSeWtYUmpPpWp+yWZ0x1MFFZhUQHQZTGu
TIj4A92LQzbrfj/jXRvWm2SrIMivUoiDUn+qxKIpVwF1I5gVb+uyTFhw89PCkphr
JWwRi@52RLoU9yd6Ek46UHALXTZZWrZuzY+2zzB70qGONphLgi/h3DCWwWUEGAEKAASC
GwwFA1771b8FCQ1lniTUACgkQrBB70GaS2t2/MxAAjoEGPdzavhs01XdPCRd1D5Q]
18T/NSEV2z1cp8Zvdrk jNFO9TBP4qsBnKJIiuvY1Iw70GX9W20kvXxgJizE45v9OMH
WEMz4hmIjmAfRwcqENgpOclIY/TQ/+kkCW8dB6d3@I1kTON2PCRzNIL5VPQZXGTG
mLvd9MOjH1256w4uxLb+e1HMDTCGEN1ppq9G+EAR/29g8IZWs1marbZZWxSWcg/E
1YYbNafzklgjq4CLh/j8AEWSVLTr39zRy9uvQ/yqAKZ4K4aZfh/SPupGDvsD6ZK54
EPHXErQ7aiXTbUHtvwhxWLOP6WmxFA3Shr6L6YUb6jq+@PV1iFC517g3mxFHItwt
yXGNIKhmzmr@1901lsHafull/9QPfK3Ce32SkPhW/11MYA8HzduMv5Arp7cBczXSP
EUTMNIVKv3gTjSQrzRhwhHmMuqyDZ/rXQQ1j12sxIDj04MUMVVYKF+OCNm42gVs
8ca3/wN9ZNU6hyFWeKQDuCAqPPbT5G0/DKseFEwB+@7wwyH1RXbyl@v4fneg60@5X
S71ghNtw2plhDLOHYHDiV+aPZ+LoOmX6+dmngE6bQJaIlVb922KWml1i07F3DkqP7
0jFlhoElgfiXWkxP4Gy8w0OobNfEMgvz02djkGQy+oQqeNdIcZFZgzPTGKB/nVgpt
9CcRDWjP1tFCd2el1FBbCWWUEGAEKAASFA1d1gAUCGwWwFCQeGH4AACgkQrBB70Gas
2t1PIQ//Qc5VYTfBCxpaMysaPQ44wXPEZSjxIGZhhMGzb1UzzAEYOw+RgKN5NNTXq
L2Ko0k0rGnKqZOKByMdXwIPH/rGwwEsbbIpopnibf5ic5B/+xCTIK+qLIwX2ZLuk
NhbL6Y+E+7DxMMh+KgBWHONKkgwVY+1rFWOfoops839ABKvc9/Ry4/qqkcb4@AzpD
11iQJ5vK/DMuaDWxWeKXqJLI13WMGPcPfheuBZL1u7LEEHYKMgzvpbF81WIn3MBo
8jvxf2/0+kMafSSDqgvOubyu8GOhmScpCbRIN7jV/HrG+tM+zy48TN6/MkGWSR7q
TD34pqBjyatVfV16dGD6xj/i/Emt5hZB6GXTuUCDH7AWMONX+FkDubs4sc4PKysZU
ItyabKdQFo2UeYsNwZhdn6QwKhd85um4JUHICY@mARY jsQgWXH/5MR4@cow77bbE
vVqOXNd+QRV1yT42CEtnIUOFLeDVuZrum5Tuvvna6ImMDoi/z6QcNel79XsY2m61
QVRiHr1BDb/8ILkfnWiwL8GRv169Kf8unx@y5ulYBpcMYkyDD2+pnnk3TYQrR+8X
8goecaS8fbyu/Q48K85ZMD8wKW/bzLQ+tK9y8xed24u2QERTtMhIwOb6f45Nrrf/
PhgV8RnuwUusSbdDe8kw3eYTmLdzD4kZc9K75d02CqT+hm//911I=
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Comment: Hostname:
Version: Hockeypuck 2.2

xSFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuUSAC4p8ny9Ou/D2zLR8Ynk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1IMYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGOsCCr5FsYVzOgEk85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASgNAYLKROmRODzUuaokLPo24pfm9bnrlRnRtwt5ktPAASbM9ZZaGKrie]
kT21PffbBjp8F5AZvmGLtNmM2Cmg4FKBvIQ4SQjy27jrQ3wBzi5LcOHTXDUHK/rtV
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ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrg+fluorWepQivctzN6Y1INOkx5naTPGGaKWK7G2q
TbcY5SMnkIWfLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQffIWRoQARAQAB
zSxBV1MgU@RLcyBhbmQgVGOvbHMgPGF3cylkcil@®b29sc@BhbWF6b24uY29tPsLB
1AQTAQoAPgIbAwWULCQgHAWUVCgkICwUWAgMBAAIeAQIXgBYhBP65I18vLz9GZIQe
VawQezhmktrdBQInABcIBQkRa8gDAAoJEKwQezhmktrdl1MQAIwWEUDar30TxkfTa
cPNKDnNzxaWqrxZ3FTQ+PyrHhQ6usxxrvDKIS+uCjE9bmWHVFU1R4yQNF+721]dw
5UhXQu+ZgT9afApE65UAZUwLhPsz8upXT8C6VekXh3shdw7gXi2hrwtM1a@P1ls40
Cs2C9rLUDMITySrVDDVwpnaAB+8DcFrs9bIt5Q3gdOUatdzDvcb7QKh9jUvzCpbE
cInblepDN5MRzowMR4iU2VV1RzLxCvm7CQSyXfgf@ODFLkXWiknh0Oq9eINmytJIFG/
ntFdiZFkNZ5hP7091oywdfNrmqB6PsF8BPGFh8gKwlpjowrfHpv6cNIqShmA76LT
30HVi0lqGFB70obffq//eZGPROoYIFDr0dD2CFRoHNP3N++AfkA4SRN7eXwyoz6Pk
DO9WNIEEkAcp6PGvv7AokogDo/40gmxgC6fN+3BTOstWpv4F1D4NXOZWsTs49wxg
kP1CCVf8t75aZzZkcjXngleC1lZZQ5SB1RtSB7gMqtP7MIn2]5w8spNbs5xQvIc76u
NvzwEasPkY+UcHd@®5RddOUwoKgDerLUG7Yqd1NCIoQR1mBIgZButbQlMyaZcmQqO
iROkwDi9h6D16fnUb2dFCNIw+eDHvsjG8HI3ZIVZM1@bUQ2kmmwr102YQlynJQmol
IM1114hFU8/1HNHmM8ie5darpVXQEwsGUBBMBCgA+AhsDBQsJCAcDBRUKCQgQLBRYC
AwEAAh4BAheAFiEE/rkgny8vP@ZkhB5VrBB70GaS2t@FAmUkSiIFCQ+P/Z0OACgkQ
rBB70GaS2t3HVg//S+/KbeOBf+nCdHsrWtpOkxvWIpAGvQhIbxx1tp/impfm+5Rm
fKPDOKX+g42fuMmOdDE4gj04GjGd7ZY3bx+0zbDSdVebzmYCbPZ/BDP990@oPKidd
w6G18PalyqfuARKOESBETVAwWNgwO4t20cjs4pYZV+CuHVESYpgkuHjmHtye6ajzw
Mv24NhjVo4EfP33dPugTjXLjeuGT7qQpsYV3a66juHmPVkXwuPgxhOwTNc5TUGFG
UPSTIGMPLOxha7Rg2i5zvRaAxx4bHqGO8IAZz/1/E/tIkV5xnt494HQam9UDbiFIQ
QO@TSvelR6S45/UjQWecycyduHtk72s9ipa9YMOilTdLgKMWFjzYv4h4qgeYvLw3oB
JGQew+IQI4dIrwl /TKet33EuFfwmyTO9MalBhqV6geFaQ@uVmwvzpAcvxIoSqSpkd
B/kASqCEM/00QZLuWc56cDsmMisD@ouVPt+c1Zk7AWL1f6j8LKYTbKOQxLRh/eeZ
jhSf3HnpaCfonbOoHmeo5d/03EZOALIA4GbT3xgScoIgX0T7KGgOWmtWkdyd3zvl/
06q6HWpg4RsqCkwnfNm5ZIvmTAYXWc2hiICSicxrP@fek5Cc4xVgIR5RMNGYI7+m
utl1SE2WvLhMCwEyl5ecWFQtUze8VB1WkHIp@Y4k2ado39Zq/DZrTRQYEV: jCwXOE
EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAMEyoZoFCQueVRUACgkQ
rBB70GaS2t3axA//dgcz5T4Fs7LWAIQB/KRnvX64IzaGQcwt3FBhYH+sFaSaD+1u
752vi3j1GxMBKs2NFxk6e2U8xBEir3vfKYd+mZ5L6egXCOMYfvMO/UFEFH3A+t3V
dT0JK4RQcalL9+rFRVADmMZuifN9OFfy25d6631CZ50iqgHTQViVmbrGw2cQdyNWXxq
YLgg+gktadkmzis4J6hF/1e8NOBfrG3n+QthF1l/v2ppYYWIpmmxzUIf6tA1R1Vr8
PhPukjuFfrPLRL3XPiK4Lkd1SI5SMX7L1q4RkcZNINY1LWS8699wIOLRcr8aQYvzZ
Im7tfZUaek]I5ScXIWIEaWT4poMbWxXINj6VWE+DgKWy jkzoxBXSIdLk4XThAldIq
3n5STMkfuWV2A2xHqJtEzI1XeTm/d/JRxIG8hjIs5FNMGIJUSNANIUTVA2putCVfo
JbP4QlafXoEVOYwW/EFJY+brjQadwc/knf/QxszDcKb3THUTxR80AOh6ZysmtLEg
PCaD1xUCDdr4P7DG0OtV7yMaDR608QKmb7TKzCKCPNHougqPT@ODhSB2MRq437+mfSe
EGga/sPMxe@z8ug02CnrCf3eplU3Z0y4eeQSThTKe@Hp5Y1sFlcdZSvjt7GIaHR2
9A22nAJY9Pojt1M+@Dkr/PH61r2brv3sEUACRNhzqCWhAve+zVnVLeb+Fk1rCwXQE
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EwEKACcCGWMFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AFAMCavPYFCQsGcHEACgkQ
rBB70GaS2t3fqg//asHYSTBI4IoLibSF5ZJ8Nalo4EqgRtsO0OW1zr8fCoFbxI+yI
gWrNXR7eoFj8tW07Tj6S0kQr4QZcucLeIlLfox6CtDz03f3WQTHIM/@si5U4If3RA
gBd@vwxVSSSNEsTUUfyl10BHLVwlhaTVfh1lh1dZhzb18LA1Vqu@100GGxvaG3dUl4
OMSRSK8EeaS04hIM8ScjVyhjsuPRmljlwd1EXZ5mkHRGRMGmwi3XysJ]jIeQRFmuG
a9uPes7I/K85r7X91BLz+G/mkSZsrHxzLxFOmMSZtQdhq@8GyMeQlJavs7sb1lUVbg
ag30JEAjggqRsNIQOMIv12/amrRI7DUyQu5YkZQsAyCIhSVZw6z1J1kYVKSw1Cull
VX1n/Aahx5wwaQZA1dDTolX8WvL90/KmEGWbKUSov4@uoRwS0eXP3QhW75kD4zT0
n3pSUc7tXka8GAz5Ar+r9014wc9as2WjWADo3CX8cF0zQ0rN1naMQ++xBIAGO9mMsS8
y3L4ECORqvjCpjUAfhflxwSM7uclCgFBINFKSLV+QGxzWfHjg3+bSQd@hrRn9j4z
Di9aJmFESQ6iykbUjiUFrcI1INUCFKz2awaxh+Sq8UkYcvuxljxdK/zYYEG8DSdQ2
uwlssHCjYVpAbl6hqlEAaSqnhv86020G4Z263Cg3AUZt9RIMBpK2Pn/NmPSzCwX0E
EwEKACcCGWMFCwkIBWMFFQoJCAsFFgIDAQACHgECF4AFAL1771vAFCQlnimUACgkQ
rBB70GaS2t353w/9GhpQqulVUCAsc4az7+ad8q2d90UKX0L12x0j3/ofS8umzZIYr
8KXZxPqBqvLj1lUyAB5Ur4fWVBdp9iP4Vj74jmRih7YatK8heGmNoUANI1/90qV50
ypFObfvWLxvcUNizmS/LYKdNuYcHwyw4bFyTz9gd3XH6Dxak7YiAXz3JgJIXcIB3
ELfpsduzpncLeVwz/dKhYX5iJ7Y/xd4Ew8Ian8FyNDNRwcXobTpPAMNiGLG5xSLq
8RgQfkm@7BVVDtu5tPw4V46gnBXGXNjPhSirGMoNbKZqtPO7TcBQhPQ9c95x73hs
kAqZKHrwilB7cfylI8y5sRFbPa@RXeVWQKEMZdwLsFhCbEex6iXHP+rMKONSIf0G
91F2eJk140n8K7wzak0OnjvNO@OVEN/9D+xD21CXCzbYbaDXX2tYOd4GS72fWOM/zT
96t IH5UtMGMOICuUIjnL34EbzBuxwTENJKhDGQH2P+eUzM9 jmuCTRLLGW2P@Zuof
6GSSNLT+5pw3BIVEZW5PYT1IN613m19MQ7p9BWr7f1CF8CU/xzyPN7TVb/677Be7V
SL1rNFLNi@IdqcbLJ63pTWaUGkCSqRNMfq3cID1zNz2LoVv008VVmdt FRKhHN8h]
h7CUX1aqB0faJhV3FqA9G8sXmSN3r3pusZbl3kfCKsIJUZorThWxdaUBuUH3CwXQE
EwEKACcFA1d1gAUCGWMFCQeGH4AFCwk IBWMFFQoJCAsFFgIDAQACHgECF4AACgkQ
rBB70GaS2t1aKA//dBaXto7zUFRbIvLgcSE3hJOChYZj8Uuo7iYK26mVycyBFQJIK
Iv2XYFIIMwK1Rx1JaljA6BIKE3aYyx2LVTYUlHke826dhH+kV2qN9C6t/VmYpVib
n/i64po7EzD17ykrm5gB+z47uCvyC79/x80uns1mTf/JUql/hYJj2hf1MDWr@7 /X
WclzBLj1T93tg/43Vgz1lwFdrUOcNx1+bQGXKTOi4AXSp3UvCL+2YsQ2/IsPf7Z2zZ
awSuUVkZJr11p87S1MhZeHmTrCHkV1FHIyudLJErcH®337]pd8xDRek7K1xrx2pAS
cKIiyeAMIk/G10uExXYqQEEVFQzMr9Z1MNuhNBJAMr5hVGsTgrwy2hlIrBktXav@7d
01eS1sqw9ViZ7F6t90x51+NkwXVsLsGYSzuNyIfomNuoCgA+cfM3TjzVpslqsgld
WJc9Bavaan2pKF6Lb9Fq8u3HZk2u+YZbvZkqkXwTdZZQOkEmoVV4Y1G86bdpmPy j
8eV7C02NxPii4l1+qV8qJQu/6DsAOQwMtBMUNODmM3BF2+ZmUHUhMGXxq9/4vDE8heE
ffYhHtNTtV6IwwzGZmeZkrYA1POAGLeVp/6iNUe8H5/0Pvh4s2rRmgN+L/dQU1ix
i0AT5iAKoRQGkduXrWc4fAY5KxDB9qna4ogX06QP8rEf1I8ELcNgYEj40IvOwUQE
V3WABQEQALzMOCs9Zvd0@8x0EVbEBj59LrS9dOHVKQ61gmkNakWC+jR35VD6FXpeb
UYACBLTEbVYfKwOP@p6MhFKAsb570J0znKGzE1rVYUZQzhDORKje35rvkajvEcjG
AWMLT jr87pWHeDO®389ER64bz0RNcfa/1+YP56PI+CThb2wUvTTONGIkPQUpVhH+P
256cQL/YOFwu4XLerpwN+YKgMQ47raRcydobPeSTMQr9fVKRy0zFEOTrvNpCVDUqi
77d0gLDLjH1I1Dy0X555458XYLb91eY0iFvnu2pTCKiiEXRCSYK29mAQePK1TCCn
Qx0jbmBbGS8mVIkpQ5vpvXvzpY3IIjMXaDGqWSQSYGXhECYxCR5e0tKYbCwwPIc2
rI15gW6yXyw9pKmj5XafTP7YHTVRSr7CZ/VLKDKkW16ATQ9nPOglmjwjpDFpmN71h
J1SKMazkh@QGV5FW3dK+GLwxiWdgx3htbZExrWyvumWQF /xBF7puKIBEXcoM5Kfk3J
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uZekBwcnVkfNFF2RAkM1ALg8INGzLXc7ROUEM@BXVirfju7IRtWLb3UhIWCUhRW2
muyYegSTkag5MduD1IJK37GL8WI1AL65taYgZegUoxHdSaEOefOhspxuduz8d33z
UVIWCFhi+r/+BMCQmTRbF8a07fTC1dGd@84DRP6QE/dMT4u@ZEn7ABEBAAHCWXWE
GAEKACYCGwwWIQT+uSCfLy8/RmSEHIWsEHs4ZpLa3QUCZwAXCwUJEWVKhQAKCRCs
EHs4ZplLa3XtzD/9dwilgffV70UTq8w/21jnlowHp@9jxP7WHTmPWHE@BWS5yFIW1V
A1gKN6YmOdw+LvS5WOKJaRnyewUyBxWvZsn6Wlb5qzY7nmCOKIpYtuCUPwiqjXWP
EM8c/vOMojSuwMOXBAVilLvOFhgdUrHn11k962XvWAW++4DXFh2deaV@163IFMRmO
PNPDAiPWBVqVvBANIh2sLRZ5gd1BXwpVrd+x8tzyr69YrN7hutP1CyPEUM9//mcEh
VFPsbW/i0x/foCE3NXhQm/rSMKecVn5csXBV2J01Mzi+8txYNrSBLkjbSB1AvTQl
aG3+nCNCgM2XDLyoj@IrgZ1To4Ay5gmTOR+msY/cfoIukKFYenmtxy6jM80o5uSZHg
hoClrx9IA98hhGQ73G2r5EDpXul/uCXn53Sswj65b19IssfqEloji/FonkkpEgeg
bGXFDUnrhicD0O/WOzgpXf2Fa@DQWY+Vc/pt52ftBFgwzCNIUYDKUhCHPNZOwtLtd
N2fkXHNiCavCDZ10ud7FHHwWmRNdj2qluKxe4m+pFYmKwAU/H+Htkz9Gjsj+ZKedY
nnfai2s2gQ0rbfwvVOVdhCWSuLK17ZnGTtiJuOUQI1V8n6QQIpohd3mVgmynu6gQ
uKw@YS2RUEUFv@v0Og2tASA+4EM/SBUpGhudODLA4b5w04gKmh1B1HqQrIsLBfAQY
AQoAJgIbDBYhBP65IJ8vLz9GZIQeVawQezhmktrdBQJ1JEokBQkPj/2fAA0JEKwWQ
ezhmktrdwMAP/RpFylIL4yhgscBOENQ7e3No80raNk@z/YhSd125N/uQVEU9431GQ
rrvQ+4lLfve2laPweBD018/A0CsmOyHPVQMAQa2vx8ItVdIcNc8iFkP4AJ192210q
i@VhoblUeZnlfK9+Qvq4PQ21hWlrQuzyl /S38RESAT1I25sfIJOP+RCaR1MH9dm85
E56Lee6uZR8SkGuil6kGpPh6fWTNij3bICjth1iSSCL2HCOW81vcwS1dDu2EfILU
QCSqfSG7bF8dFk+nKhzhVX0Uks3XGjLAdICxZewU5ycryitpfRgARgZs2A43gshdi
fiKaX6Ksan@3uhKDrLhDHNj2y@7PUrFo8ggt1RpV/PrlB/UqCsCOFUOixbD+n4ZF
Sqov2qwell jOf4mzZ6yil sTDUOFPrdkO1HTIZ17AF@zXZMM6CvaCUaJCKx9GVdSIR
+LI4wLQonPrTnXavhkC4intlqSX8ZQNLhEggdE8YWMEIN59R/nVIT3i5WzYph5R9
P4Vz3Yn7jRqM8wAyEbHkA8s45fMRi9akWSw93H5nWukcmfkt3UEbmka3BQg3HKWP
6TvhfI28euM8qqjbPilfkpEBjnChYVk2Rgn@P8zA7Q5kC0293kwIL9c3RDjMPcxI@35LYoT5/yTK5sGvacIvCwsF1BBgBCgAPAhsMBQJIgmrz3BQkLBnByAAoJEKwQ
ezhmktrdLmgP/1FkWkYhxACnkagRv@9mpPl12STbu@B3zYKFBALm/Wa7vKDz18dgC
S3BxDS1pnhZS8QA3Vimb0AZvaDnsN1UJ@f3Qao5136G/UXPnmFIwN612szP@OK6NF
PEsotzIzR1Jo3S+WkBfiKaQDIDgSxtUxJzOwufz76xibmKRhJ5ChMDCvxmIaoNle
tKRxFT770upnnyaQs22UsueqrZ]@resgTVnNeF4A1+1U59pFuAlf971SVLr472LP
Uj8mPJihF2ukL1Hdz3F7+kY1pOJRmLk9fo4d1ZHBUPiZ1ML /U2yhQfW+Y6tW71vf
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1izAxJWF7se6QT+UT5Pji6cohMSERVOYt8e2jFjs@PiPcrjU3mIJExX4hAEEVIbPORY
eKC4CL/UGYAtJIkUjd85vKZUHYT7NWZQKLAKgpAPQUMKrIKLEHUZ/dog2CCamstLI
vcBgg8EjLIn13SBesFt/1DCWZeummgz30mQKR19EHU2cIzIfOCY/IEysnmbpSpjZ
DX8FqjtezoqlqiyrLFR7YN1VDPBCHYfqDagwl@nlrWFIqT6VqfslmdMdTBRWYVEB
OGUxrkyI+APdi@OM2634/410blptkqyTIr1KIgll/qsSiKVcBZSOYFW/rskxYcPPT
wpKYaycEYt0dkS6FPcnehJ001B+F32WVq2bs2Ps8we6KhjjaYS4Iv4adwwsF1BBgB
CgAPAhsMBQJe+9W/BQkJZ4k1AA0JEKwQezhmktrdvzMQAI6BBj3c2r4bDpV3TwkX
dQ+UCa/E/zUhFds9XKfGb3a5IzRAPUWT+KrAZyiYrr2NSMOzhl/VtqJL18YCYsx0
Ob/TB1hDM+IZiI5gHOcHKhDYKTNNSGP@9P/pJAlvHQend9CdZE9]9jwkczfS+bz6
mVxkxpi73fTDox9duesOLsS2/ntRzA@wghDdaaavRvhAEf9vavCWVINZmg22wVsU
InIPXNWGGzWn85JYI6uAi4sf4/ABFkry69/c@cvbr@P8qgCmeCuGmX4f@j7qRg77A
+mSueBDx8RK00201021B7b8IcVizj+1psRQN@oa+i+mFG+o6vtD1ZYhQude4N5sR
RybcLclxjSCoZs5q93fTpbB2n7pSt/UD3ytwnt9kpD4VvOdTGAPB83bjL+QK6e3A
XM10jxFE5jSFST94E40kK8QYCIR5jLqsg2f610ENY5drMSA4zuDFDL1Y2ChfigjzZ
uNoFbPHGt/8DfWTVOochVnikA7ggKjz20+RjvwyrHhRMAft08MMhOUV28pdL+H53
00t0VOu5aoTbcNqdYQy9B2Bw41fmj2fi6Dpl+vnZp6hOmOCWiIVW/dtilppYjuxd
w5Kj+9IxZYaBNYH411pMT+BsvMDqGzXxDIL89INNY5BkMvqEKNjXSHGRWYMz@xigf
51YKbfQnEQloz5bRQndntRQWwsF1BBgBCgAPBQIXdYAFAhsMBQkHhh+AAA0JEKwQ
ezhmktrdTyEP/@OHOVWHWQsaWjMrGjOO00MFzxGUo8SBmYYTBs29VM8wBGDsPkYCje
ZzU16i9igDpDgxpygmTigcjHV8CDx/6xsMBLG2yKaKZ4m3+Yn0Qf/sQkyCvqiyMF
9mS7pDYWy+mPhPuw8TDIfiqgVhzjSpIMFWPgxVjn6KKbPN/QASr3Pf@cuP6qpHG+
NAM6Q5dYkCebyvwzLmglsVnil6iSyJd1jBj3D34XrgWS9ObuyxBB2CjIM76WxFNVi
J9zAaPI78X9v6PpDGnOkg6oLzrusrvBjoZknKQmOSZ+41fx6xvrTPs8uPEzevzIB
1kke6kw9+KagY8mrVX1ZenRg+sY/4vxJreYWQeql67ggx+wFjKDcfhZA7m70LHOD
ysrGYCLcmuinUBaN1IHmMLDcGYXZ+kMCoXfObpuCVBYQmNIgEb47EIF1x/+TEeNHKM
0+22xL1latFzXfkEVZck+NghLZyFDhS3glbma7puU7r752uiljA6Iv8+kHDXi+/V7
GNpuiEFUYh69QQ2//CS5H510sC/Bkb9evSn/Lp8dMubtWAaXDGIMgwOvqZ55N02N
KOfvF/IKHNnGkvH28rv@OPCvOWTA/MC1v28y@PrSvcvMXnduLtkBEX7TISMPW+n+0
Ta63/z4YFfEZ7sFLrEm3Q3vIMN3mES5i3cw+IGXPSu@nTtggk/oZv//SS

=bboB
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xsFNBFd1gAUBEACqbmmFbxdJgz11D7wrlskQA1LLuSAC4p8ny9u/D2zLR8YNnk3Yz
mzJuQ+Kfjne2t+xTDex6MPJI1MYpOviSWsX2psgvdmeyUpW9ap@lrThNYkc+W5fRc
buFehfbi9LSATZGJi8RGAsCCr5FsYVzOgEK85M2+PeM24cXhQI0ZtQUjswX/pdk/
KduGtZASqNAYLKROmRODzUuaokLPo24pfm9bnrlRnNRtwt5ktPAASbM9ZZaGKriej
kT21PffbBjp8F5AZvmGL tNm2Cmg4FKBvI04SQjy27jrQ3wBzi5LcOHTXDUHK/rtV
ubPewUe2WP1nx1XenhMZU1UK4Y0oSB9ESStQ2VxQiySLHSdxR7Ma4WgYdVLn9b0ie
nj3QxLuQlZUKF79ES6JaM4t0z1gGcQeUl+Uk1gjFLuKwmzWRdEIFfxMyvH6qgKnd
U+DioH5mcUwhwffAAsuIJyAdMIEUYh7Ifz]IXQf+fF+Xf0C16by0JFWrIGQkAZzMu
CEvaCfwtHC2Lpzo33/WRFeMAuzzd@QJ4uz4xFFvaSOSZHMLHWIOYV/+Pea3X99Ms
ONlek/LolAJh67MynHeVBOHKrg+fluorWepQivctzN6Y1INOkx5naTPGGaKWK7G2q
TbcY5SMnkIWfLFSougj@Fvmjczq8iZRwYxWA+i+LQvsROWEXEiQffIWRoQARAQAB
zSFNBFd1gAUBEAC8zNArPWb3dPMThL2xAY+fS60vXdB1SkOtYIpDWpFgvo@d+VQ+
hV6XulGAHAS6xG1WHysPT9Ke jIRSgLG+e9CaM5yhsxNalWFGUM4Q9ESo3t+a75Go
7xHIxgFjC046/06Vh3g9N/PREeuG8zkZ3H2v5fmD+ejyPgk4W9sFLOOZjRiZDOFK
VYR/j9uenEC/2NBcLuFy3q6cDfmCoDE0062kXMnaGz3knzEK/X1SkcjsxRDg7zaQ
1Q1Kou+3dICwy4x551Q8jl+eeeEvF2C2/dXmDohb57tqUwioohMUQkmCtvZgEH]y
pUwgpOMT025gWxkvI1SIKUOb6b1786WNYSIZF2gxqlkkEmB14RASSQkeXjrSmGws
MDyHNqyJeYFus18sPaSpo+V2n@z+2B070Uq+wmf1S5A5FpegHOPZzzoNZo8I6Qxa
Zje9YSZUijGmZIdEBleRVt3Svhi8MY1lnasd4bW2RK1sr7plkBf8QRe6biiQRF3KD
0Sn5CbmXpAcHJ1ZHzRRAkXZDNQC6vCIxsy1l300TrhJtAV1Yq347uyUbVi291ISVg
roUVtprsmHoEKk5Go0THbg9SCSt+xi/FiJQC+ubWmIGXoFKMR3UmhDnnzobKcbnbs
/Hd981FdVghYYvq//gTAkJk@WxfGq030wtXRndPOA@T+ghP3TE+LtGRI+wARAQAB
wsF1BBgBCgAPBQJIXdYAFAhsMBQkHhh+AAAoJEKwQezhmktrdTyEP/@QHOVWHwWQsaW
jMrGj@O0MFzxGUo8SBmYYTBs29VM8wBGDsPkYCjeZzU16i9iqDpDgxpygmTigcjH
V8CDx/6xsMBLG2yKaKZ4m3+Yn0Qf/sQkyCvqiyMFOmS7pDYWy+mPhPuw8TDIfiqgg
VhzjSpIMFWPqxVjn6KKbPN/QAST3Pf@cuP6qpHG+NAM6Q5dYkCebyvwzLmglsVni
16iSyJd1jBj3D34XrgWS9buyxBB2CjIM76WxfNViJ9zAaPI78X9v6PpDGnOkg6ol
zrusrvBjoZknKQm@SZ+41fx6xvrTPs8uPEzevzIBlkkeb6kw9+KagY8mrVX1ZenRg
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+sY/4vxJreYWQeql67ggx+wFjKDcfhZA7m70LHODysrGVCLcmuinUBaN1HmLDcGY
XZ+kMCoXfObpuCVByQmNIgEb47EIF1x/+TEeNHKMO+22xL1latFzXfkEVZck+NghL
ZyFDhS3glbma7puU7r752uiljA6Iv8+kHDXi+/V7GNpuiEFUYh69QQ2//CS5H510
sC/Bkb9evSn/Lp8dMubtWAaXDGIMgwOvqZ55N02NK@fvF/IKHNnGkvH28rv@OPCvO
WTA/MC1v28y@PrSvcvMXnduLtkBEX7TISMPW+n+0Ta63/z4YFfEZ7sFLTEm3Q3v]
MN3mE5i3cw+JIGXPSu@nTtgqgk/oZv//SS

=Z9u3
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