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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
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1. OIS 9% = JSON S SAet D 2Z0f Scheduler-Execution-Role. jsonZE X% &t
M. o| 2Z| HE2 EventBridge A7 E2{7t AHEXIE CHAISI0 FEE TS = UL F FLICH
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

EventBridge 27 &2 A8 HEBM
/A Important
ZE2HM B F0M A HEg s dYsitiH ESElE R EXME YXlsto| {2t =
7P Bz ZXIE -_rL.é_=| FE Z30| E& LI REMIEH LI 2 ol M| A2 the section called “&

2.  AWS Command Line Interface (AWS CLI)0I| M CHS B S 24504 A A& S MdghLict
SchedulerExecutionRoleg O| &&of Ho{3ted=

$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

MIotH S0t 22 Aot E=FL0LctH
{
"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
}
}
3. EventBridge 2FAIE7 O S HHMOE S ESIE S 585t AH HME EEC{H OIS 38
CHe & SHLEE MEASHM|R. JSON THel HAE FALsto] 2Z0i . json THUE M LICH
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Amazon SQS - SendMessage

CI= 2 EventBridge 2 Z 217t A A H'H 2| 2 E Amazon SQS CHZ |04 M
sqs:SendMessage 22 AYMO R S ESITSE HSELICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon SNS - Publish

EventBridge 2 E 247} AF X} A& 2| ZE Amazon SNS FA|0{A sns:Publish
HHMoR S ESIES 318 FLICH

g

bl
2 o
mo rjo

4

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish”
]I
"Effect": "Allow",
"Resource™: "*"
}
]
}
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Lambda — Invoke

CtZ 2 EventBridge 2 A&7} AHE At Aol 2 & Lambda & <=0 A
lambda:InvokeFunction g Aoz SESITE F{EELICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

4. CHE HUS AYsto] M HEt HAS MABLICH PolicyName® O] FMoll So{3tais 0
(@)

Z HHAMR

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z",
"AttachmentCount": 0,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
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"UpdateDate": "2022-03-015T19:31:18.620Z"

IS HYE MMSIMIR. your-policy-arng 0|7 BH7|0f A
erExecutionRoleg A 4&o| O|ECZE HIE

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole
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EventBridge A& YH2 M5 7| Mol ™o ZtHMo 2 S E8 CH4 0| stLt o4 lo{of &
LICE 7|& AWS BIAAE AF2SH7HLE M EIAAE MMHE £~ Q&LICH CFS EHAMHEE A8 5104
M EZ Amazon SQS CH7 ¥ MMSHE WS E0{ELICH CloudFormation.

MZ2 Amazon SQS CH7|¥ES MAI5tE{H

1. C}Z JSON CloudFormation E1E£32/2 SAtsto] 2EZH0| 2 MEELICIScheduler-Target-
SQS. json.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type": "AWS::SQS::Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
b
"Outputs": {

"QueueName": {
"Description": "The name of the queue",
"Value": {

"Fn::GetAtt": [
"MyQueue",
"QueueName"
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}
},
"QueueURL": {
"Description": "The URL of the queue"
"Value": {
"Ref": "MyQueue"
}
},
"QueueARN": {
"Description": "The ARN of the queue"
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"
]
}
ZEL S

}
AWS CLIAI& 304 Scheduler-Target-SQS. json &

oda2ie
oo=

oM CtS
CloudFormation ABS MAgrL|Ct
$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body

file://Scheduler-Target-SQS.json

S3stHCtSao 42 2ot £
"arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
EHO|

LICt ol §2oz &

{
"StackId": :
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"
}
3. OIS BHZ A&50{ CloudFormation ABH0f| CHE QoF HEE &
ot AEZlo x|HEl £3{0| ZEELICH
$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS
HIE 82, WE2 Amazon SQS CH7|¥WE BHED O3t Z2 £ grererLict
{
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"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OQutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
.
{
"OutputKey": "QueueARN",
"OutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
},
{

"QutputKey": "QueueURL",

"QutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"

}
}
]
}
O dEMo| IR E0|MH= QueueARNS| Zt2 AHE 5104 CHZ|E 2 EventBridge 2 A& 22| CHaf
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EventBridge 27 & 24 A|Z 57

Ol &=0lM= M EventBridge 27| &2 Y& Mol CHsH HAHELICH EventBridge 27 &2 &,

AWS Command Line Interface(AWS CLI) = AWS SDKE AI&35l04 ®IZ3! 7|9 Amazon SQS CHA
0| 3=l URIS MASH £ ola|ct O3 Cle =221e A—Ix-lo|. KA 2 TAIstT, Almyst =Hedof)
IZH%F Zo) E& AlZtS HA-ELIct 22 otE Foils YYo| a8 ¢HHHMo R &5t Ol 8§35

Sk
CHe CH7[Zoll HIAIXKIE H&steE x| &gt

® Note
O] MHEME [} 224™ the section called “XtZd ZH 7|t X2 Al 270f MHE =|A 4 FHEt
OSE IAM AL AHE dH5te Q0| EELICH AFSAE HM5tD T8t & CHE BES A-Ast
0 HM|A EOH QIF HEE MHELICH AWS CLIZE T2 HA|A 7| IDQF HIZ HAA

717t EgfLich

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

Hotols MEE MH™st= CHrst ghedo] CHEr AHMISH LI 2 BT 28 AWS Command Line
Interface AFE MBMO| 24 MY A 2M =28 HZSIAM 2.

=

« A ZEH

« EventBridge 27| E2 E2£2 AE5t0] L™ M4
AWS CLIE ME35l0{ HE Mgl
EventBridge 27| E2{ SDKE A& 310
CtS EHA

—r
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O| MMo| EHHE A5ty Mol CH22 4=¥sl ok &Lct.



https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

AWS CLI AFE 17
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EventBridge A7 &2 L™ E MELICH.

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model. *;
public class MySchedulerApp {
public static void main(String[] args) {
final SchedulerClient client = SchedulerClient.builder()

.region(Region.US_WEST_2)
.build();

SDK Al 18
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Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
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$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'
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$ aws scheduler create-schedule --schedule-expression "cron(1l5 10 ? * 6L 2022-2023)" --

name schedule-name \
--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'
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$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge 27| E249| AlZtCH

EventBridge 27E = AFE X7 X|HSHE ZE AlZHCHOl cron 78 1 2l 5| e 8 £
UL E X[ EFLICH EventBridge A7 & 24= IANA(Internet Assigned Numbers Authority) 0l A & X| &
2l5te AlZHCH ClO|E{HO| A E AFS & LICH.

E AF&3t™ EventBridge 27| £ 217t --schedule-expression-timezone Lt2t0|E{E A& 5104
LME BIHE AlZHCHE HEE AWS CLIs= U&LICH o & E0{ CHg BE2 0l 27 8A| 3001 O
/720 EEZ! 7|8k Amazon SQS SendMessage CHA S ZHHMO 2 S &E5H= cron 7[8 YHE
Mg ct

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame

schedule-in-est \

--target '{"RoleArn": "role-arn", "Axn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone.™ }' \

--schedule-expression-timezone "America/New_York"
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--flexible-time-window '{ "Mode": "OFF"}'
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EventBridge 27| E2{ LMol= &d5tet HIgdslete F 74K HEf7F J&LICH OHg oMol M=
UpdateSchedule2 AI835t0{ 58
Mstgfuct.

UpdateSchedule2 AFSE M= 2 & <+ L2t0|E{E M35l ok & LICH EventBridge A7 &2 =
MEXO| UHE AF8A7L MBS 8t HE R CHAIFLICt oMol A% &t nt2t0IEE XIHSHR| b ™
nulle 7|27to2 At}

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

"I 3\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

CH2 oMol A= Python SDK®}F UpdateSchedule 22 AFS
Amazon SQSE CHA o Z 5t UM S H|EAMetetLCt.
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o

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

o
OtCH A E[T Lambda CHef 2 ZHHMo 2 S &6t LHEE HIF
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

EventBridge Scheduler0i| A 048t 7|ZF 74

fodet 7|zt 2 LHEE 75t EventBridge 27| E 217 AASAHIF D 7|2k LHo CH&f & 7HH ™
OS2 S EFLICL o= CHy ol HE et of|ofEl 2t = &0| ERsX| &2 Fo REFLICEH 7|2
FoIotH dstH Ol o 7HH 3 &2 BEMAI7 dHol MEEE =Y = J&LIT

o & S04 OfA = dd

Z L{ol cH& o] ZHHXMe 2 F&ELICE CHS AWS CLIZ! EventBridge A7 E 24 SDK Mol HE
UpdateSchedule& At&3t04 1A|ZtOtC B B ML= UX™ol CH5H 1582 Rt 7(ZHe MY
grLict.

(® Note
Fodet 7|zhe dYE x| iR & XIGalof FLICE o] EME HHstX| f2e{H OFFE XIEH
LICH 22 FLEXIBLERZ dEsts 3¢ L8 AT 20 7|ZHE x|EsHoF & LICH

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
hour)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

AN AN I B

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"”

Example Python SDK

import boto3

FAR 712 T
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scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

EventBridge Scheduler0fl A &4 2| Dead Letter Queue(DLQ) T4

Amazon EventBridge 2 7|Z 4= Amazon Simple Queue ServiceE A& 35104 DLQ(Dead Letter
Queue)E X|HELICH LH™Oo| CH& S EE6HX| £5tH EventBridge 27| E{e= £ MEF HEQ O
oM s=Alet 2E SEO| Z&E JSON HO|EEE X|H et Amazon SQS £ & CH7|YEE MEEL
C}.

Ct2 FA|o M= 0] JSONE Dead Letter O|HIEEI T & L|CH Dead Letter O|HHEE Al L% 0|
Lt SEQI #HE BXE HEE & YUELICH ™o A RHA|E HAE 7445t EventBridge A7
Zo{= ARH7F AAEE =|CH RAIE E4E 25 AF2 8 Dead Letter O|HE S MEHSHLCH

DLQZ 7431, EventBridge A7E 247}

ChE &S0l A= Amazon SQS CH7|¥g Lo =
Zes £ M%stT, DLQOIM Dead Letter O|HIEE =4l

= =
Amazon SQSZE HA|X|IE 45t O Zest Mt

st W e AYHELICH
=
« Amazon SQS CH7 | AiM

. A o3 st MY

« DLQ(Dead Letter Queue) X|H

« dead-letter O|HIE 744

Amazon SQS CH7 | AA

Lol XH DLQE F85t7| Tol| E&E Amazon SQS CH7 ¥ S MMt of g LICH RHAISH X|El2
Amazon Simple Queue Service 7HZ At 2HLHA 2] Amazon SQS CH7 |2 HHE & ESHAL.

DLQ T8
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/step-create-queue.html
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® Note

EventBridge 2AF|Z 2= FIFO CH7|¥ 2 AZZE2| DLQE At83t= A

CI= AWS CLI HEHE AIE5l0d EZ CH7|QES MAHE

$ aws sqs create-queue --queue-name queue-name

HSstH A

221104 QueueURLO| E A|EILICEH

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"
}

CH7 ¥ e MMst =
ARNO| Z8tL|Ct.
b

04 CH7| ARNZ 3t

=

719 ARNS 7|2
Amazon SQS
=

= U&LICH

&l ELICt EventBridge 27|£2{ €0l DLQE X|'HE [

H
240l EE get-queue-attributes AWS CLI HHEE AFS

P

[e]l]

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

HTsH 2

atofl CH7 |4 ARNO| E A|={L|C}.

{
"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"
}
}
CtS MMo|ME EventBridge 27|ZE 247} Amazon SQSO0| Dead Letter O|HE S ™M&E £+ Q8 A
M A Bl Wes Metg bt
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sgs:SendMessage"
]I
"Effect": "Allow",
"Resource™: "*"
}
]
}
(® Note

EventBridge A A E & At830{ Amazon SQS API CHA 2 ZHHMO 2 S &35l 39 ¢H
AR dghol| LRt HEHo| o|0| PIZE[0] UZE = UELICH

CHE MA0i M= EventBridge 27 &2 2£2 AH8stn UHof CiEF DLQE XIEELICH

DLQ(Dead Letter Queue) X|’H

DLQE X|™H3l24™ EventBridge A& 2& = AWS CLI & AF835104 7|& ™2 |0|E 5
L M L™ MMErLct.

Console

Z&2 AL85to{ DLQE X|™stedH

—

of 222l AWS Management Console®t Ctg Ctg 33 & ME4504 EventBridge conosle 2|
EventBridge &27|&E 2] MME QLICt. https://console.aws.amazon.com/scheduler/home

2. EventBridge £2HEE] 2&0IAM M dEE BEHL YH SHoM HEE 7|E dYs MEE
LICE.

3. ™ m|o|X|olAH DLQ(Dead Letter Queue)0ll CHEH CHS & SHLIE &5 AIAL.

DLQ(Dead Letter Queue) x| 31


https://console.aws.amazon.com/scheduler/home
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« LH AWS A0 M Amazon SQS CH7|¥ =S DLQE MEHS MESEE Cf
DLQS| CH7|E ARNS MEHEFLICE.

0jo

CEO2 S50M

- CHE AWS A 9| Amazon SQS CH7|¥ € DLQE x|Hg BNt Ch& DLQL| CHZ | ARN
=4t CHE AWS AI™Ho|M CH7 | P S MEHSH EventBridge 27 E 8 222 CH7|

% - = -
% ARNS SECHE SSof AR £ giaLich
4. M AES HES O O8N MM TE U KIS M5l DLQ FAS BESHAAIL.

AWS CLI

E Ar8stod 7|& dHE Yo|o|EstE{™ AWS CLI

« update-scheduleEEE AI835t0{ UHE UHIO|EFHAAIL. O M8t Amazon SQS
CH7|¥E DLQE X|™gLct. = Amazon SQS Het
XIYeLIcH e 2 & X2l AR g2 oY HEE H

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \

--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

E ALE35l0{ DLQE M LHEE 4dst2{™H AWS CLI

«  YYE dYsitd™ create-schedule BEE ASELICH ZE XIE| AR} 2 E T HE
2 "iELct

_

$ aws scheduler create-schedule --name new-schedule \

--schedule-expression 'rate(5 minutes)' \

--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \

--flexible-time-window '{ "Mode": "OFF"}'

CHE M0l M= AWS CLI & AE35104 DLQOIAM HIE E & HX| O|HEE 4= &lgfL|CH
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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dead-letter O|HIE Z4AH

Ct= 230 20| receive-message BHEZ AL& 304 DLQOI M dead-letter O|H 4
--max-number-of-messages £4E Ar&35t0] AAME HAIX| =8 MHEE = JU&LICH

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

Ao
o

24
o |

§

P A2 ORT R A

rok
M

tzdo| R A[ELICH

tol

rok

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCYQBZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWrMrnYgOGx/
BualLzOrFi2F738XI1I/
Hnh45uv3cab0YwS1ojPQlLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "@7adc3fc889d6107d8bb8fda42fe@573",

"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",

"Attributes": {

"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff@0212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",

"SentTimestamp": "1652490733042"

},

"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",

"MessageAttributes": {

"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

1,
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
1,

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

dead-letter O|HIE 7444 -


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html
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3,
"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"
}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
I
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
}
CHA 2 S £0| AlmlEh 7t s8t #el2 AlHEst T EXME sl Aste ol == 0| | =5 dead-letter O[Hl
Eo|Chg £4E 7|88 FAAIL.

ERROR_CODE - EventBridge 27| & 217} CH& o MH|A APIZRE F4lst=

QF AL E ZEEILICE 2| oA oA Amazon SQSO|AM HHEHSH @7 FEE

AWS .SimpleQueueService.NonExistentQueue®IL|C}. EventBridge A7|&Ec] EXZ Q151 &
Ho| & 7o 2 S E5HX| £ot= B2 CHAl AWS. Scheduler. InternalServerError

F I L7t EAIELICE

ERROR_MESSAGE - EventBridge 27| £247} CH& o] MH|A APIZRE] =48t 27 HAIXKIE £

gtetLICh 2| ol Mol A Amazon SQSOIM BHetet @ R HIAIX|E The specified queue does
not exist for this wsdl version®lLIC} EventBridge A7|E8{ EMZ Q& L& ol Alulst
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Ol 2%t ol ZE|7| 0|0l M= XtS XM E Sall XIZE X2 U ol siiSst= HAE €& T

gstx| giE + U&LCH

UHo| ChEt At A XE #4456 ™ EventBridge AZE 84 OFX[S CHA O 7HY & 30l ™S 4
MELICH 234 ™ol 22 Yol i s & H ZtHXMo 2 SE8 Fof AN7H 2dgfLct rate
E=cron EFHAICE MYE EHE U™o| F2 OX|Y 2t S £ 0|F Y™O| A ELIct gts ™
o| obx|at 7t &2 X|& %t EndDatelt 7HE 71t AlZtol 2AisHE ZH S S QILICH KIS AMA|
E M835tod Y- E F/5tXIB EndDate 2t2 XIHSHK| 22 B EventBridge AFAEHE LS %t
SoE AX|EHK| f&LICH

UHE XS MU W At S ANME H™SHHL 7|1E -l 7|8 HYE UOIo|EE += U&LICE CF
2 BHMME ZIE ool Rt S ANE TSt WHE dTELICH

AWS Management Console

2. Y™ SR HESE{E Y™ S MENEH OIS HES MEigLCH

3. ¢1F EHM M AHE MEAFLICE

4, dH gtE F &Y MMO| EELCIR SE0M AXNE MENE OIS ¢4 82 MEELICH
AWS CLI

1. MEZEZE & Lc}.

2. update-schedule AWS CLI FBHEE AF&35t0d CHZol EAIE 7|E €8S Ho|o|EgLCt. Of
HH 2 --action-after-completion2 DELETEE A ELICt O] MM = CHa 4
£ JSON I o 2EH2 Ho|Rlctn 7HEELICH YHEE UUo|Este{™ tHaat 7|E Lo

CHsH TAdskeds 716 U ThatOlElS MBsHok Bict.
ol Y2 Az 7+

2o (L E

&1 bl gb=s ™ ALICH 2tA --action-after-
completion ZIZtO|E{E HHE M =2 M E KI™HELICH

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

UH 282 = 4K 36


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
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UYO|  Ol4 TR5tX| k2P DeleteSchedule U2 E AME = U&LICH

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State
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AWS Management Console
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AWS CLI
AWS CLIE AI25t0{ Al 1 &S MM 5te{H

1. MESZEZE IS GLich

2.  AWS Command Line Interface(AWS CLI)0IM CtS create-schedule-group @S ¢l3

5tod A &8 MEELICt ol BB Ef27t environment:development &tLIQI &S
A“’“°*L—|EP O| 1 == RALEH B XI™H AARIS AFESto] Y™ O F 0| &8t 2 4o et
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g agoldlolgE

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

7lEMoZ M T8 S ACTIVE 4EIILICE Of%| M2 BHE JEof A URE o184 QlaLict,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule-group.html
https://console.aws.amazon.com/events/
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4. LY ME HE XI™H Ho|x|e| Y™ O Eoi chall EECH: SE0M M 282 ol§2 ME{g
LICt 0 & E04, TestGroups MEHEILICY.
5. UM miH, cHd, MYE XIHE O 2E Z2E 2 X% Ho| X0 A ME A 2 HAESHMAIL.
M L Fdol CHEt REMIEH LHE 2 AlEf 57| MME B E5HAMIR.
6. YHS 2EotT XME ST LY M S MEHELICE
AWS CLI

AWS CLIE At83dtod g I &0 HAZEstedH

o
2.  AWS Command Line Interface(AWS CLI)0{M create-schedule @S Q248tLIC

t. o™
A 5t U™o| MAME|1 O|F EHA0M BHE sqs-test-scheduleOl2tE &1 2% 0| A
ZELict ol dH2 BES 7|8 Amazon SQS CHY 78 E AL83t04 SendMessage XU S

Moz sEFLICL U 0|5, tie & 5 0|5 MER CEZ tHAlst & Al2.

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleAxn": "ROLE_ARN", "Arn": "QUEUE_ARN", "Input'": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

O|X| A Y%0| TestGroup ¥ 21 HAZELICL.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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2.  AWS Command Line Interface(AWS CLI)0M|A C}= delete-schedule-group @HE S =
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$ aws scheduler delete-schedule-group --name TestGroup
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https://console.aws.amazon.com/events/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/delete-schedule-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/get-schedule-group.html
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{
"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",
"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",
"Name": "TestGroup",
"State": "DELETING"
}
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An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup

operation: Schedule group TestGroup does not exist.
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateScheduleGroup.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteScheduleGroup.html
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke
https://docs.aws.amazon.com/
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CodeBuild - StartBuild

» CodePipeline — StartPipelineExecution

e Amazon ECS - RunTask

« II2}0|E: EcsParameters

* EventBridge - PutEvents

- I2t0|E: EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

e Kinesis — PutRecord

o II2t0|E: KinesisParameters

* Firehose — PutRecord
 Lambda - Invoke

+ SageMaker Al - StartPipelineExecution

 I}2t0|E{: SageMakerPipelineParameters

* Amazon SNS - Publish

* Amazon SQS - SendMessage

« I}2}0|E{: SqgsParameters
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https://docs.aws.amazon.com/codebuild/latest/APIReference/API_StartBuild.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EcsParameters.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EventBridgeParameters.html
https://docs.aws.amazon.com/inspector/v1/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_KinesisParameters.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SageMakerPipelineParameters.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SqsParameters.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_StartExecution.html
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Amazon SQS SendMessage

Example&l@i 23&of CHeh HEt H&

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

Amazon SQS SendMessage 46
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scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");

Amazon SQS SendMessage
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Lambda Invoke

Example &l @i 23&of CHeh Het E&

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleAxn": "ROLE_ARN", "Arn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
lambda_templated = {

"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",

Lambda Invoke
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"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1® minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);

Lambda Invoke
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System.out.println("Created schedule with rate
target");
}

Step Functions StartExecution
Example &l @i 23&of CHeh Het E&

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

expression and Lambda templated

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleAxn": "ROLE_ARN", "Arn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {

Step Functions StartExecution
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"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

Step Functions StartExecution 51
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client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function

templated target");
}
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue
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describe
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poll

receive
search

scan

query

select

read

lookup
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validate
batchGet
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transactGet
adminGet
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translateDocument
isAuthorized
invokeModel
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#ListBrokers
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestParameters
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"HA\"F N\

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"}"}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

ExampleEtH| &=

package com.example;
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
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import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
Jdnput("{\"Input\":\"{}\",\"StateMachineArn\" :\"<STATE_MACHINE_ARN>

\"}")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name("<SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function

universal target");

}
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Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage"”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"}' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"

}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

1,

"Resource":"*"
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* scheduler:ListSchedules

* scheduler:GetSchedule

* scheduler:CreateSchedule

* scheduler:UpdateSchedule

* scheduler:DeleteSchedule
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* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup

* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource
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"Action":

[

"scheduler:CreateSchedule”
]I
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"

]
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "schedulexr.amazonaws.com"
}
}
}
]
}
CtS EM2 AE5t0 2ot FA|7F S st 4550 AWS KMS T2 #2|™ 7|18 A8t
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2E 7| E= XIHEl 0|F IHEHI Yx|5t= o+ Eghol| CHEF HM|A HEFS R0 = U&LICEH
JSON
{

"Version":"2012-10-17",
"Statement":

[

"Action":

[

"scheduler:CreateSchedule"
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"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Action":
[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"
]I
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1,

"Condition": {
"StringLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}
]
}
0 Al: GetSchedule
Che MM ALS5tof 2ot THI7H Yol CiEt MES M2 T2 58l
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JSON
{
"Version":"2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

1

0| Al: UpdateSchedule

ChS EME AF&304 22t FX|7t scheduler:UpdateSchedule 22 2 HMOZ S &S50 Y
M2 UHIOIESIEE H5HAAI2. o OHEH7HK| 2 HA 2 Y™ CreateScheduleO| & &350 AWS
KMS AWS &R 7| EE= T4 22| 7|8 At&st=X| ofFof et FEtELICH 2 FHE dHo| 82
ClS MAMS AWS AR FIAL2ELICt

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule”

1,
"Effect": "Allow",
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"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}

2
2
2
Ir
H
Q

I BEE 7|2 THE UM FL O o F=7h Al
lo) =
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JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"

]I

"Effect": "Allow",

"Resource":

[

"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
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"Action":

[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"

]I

"Effect": "Allow",

"Resource":

[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"

1,

"Condition": {
"StringLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-schedule-name"

}
}
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}

0| Al: DeleteScheduleGroup
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"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/*"
}I
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/*"
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}
]
}
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arn:aws:scheduler:*:123456789012:schedule- group/your schedule-group Z712 7
H UM a5 R HY7F X|IHEE L
ElAA Q| M| ARNS Z27HLE 048 BIAAE K|HetE B2, ARNS| & £ ol BEEoi Cisl o
Uc=ste BRH(*)E E& 8 aws:SourceArn 22H T HEIAE F|E ASFLICE 06| S0
arn:aws:scheduler:*:123456789012:schedule-group/* &L|C}.
aws:SourceArn?| {2 O| =742 He|E X|Hél2{= EventBridge &7 &2 €& 1& ARNO|0{0F
grLCt.
/A Important

aws:SourceArn BHEO| HRIE §3 UHO[LI Y 0|F HFALE X|™HetX| OtMAIL. |

Hét= ARN2 7 1 E0loof BFLICH.
CIS o= AL A A8 48 AME| HA0| M aws : SourceArn & aws:SourceAccount ™ =74 #A
HIAE 7|8 AH85to] ESE CHEIR 2XMIE W X|ete WS 2oiELICt
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"

}
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oM LEFIE BAHE AFE5tE B2 27 AdMStringEqualsAt2 ArnLike CHAIE A& 3HOF
aws :SourceArnEfL|Ct o & S0{ C}2 AlZ| A2 ArnLikeE AF2510{ Aol 2 JE1 UK|
AlZiL|ch.
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:scheduler:*:123456789012:schedule-group/

* 11

1,
"StringEquals": {
"aws:SourceAccount": "123456789012"
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of CHEt ME HEE E2d1 §HX|B 74 scheduler:GetWidget T8HO| Qi Ml ghMstL|Ct

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

O] B2 Mateol| M2 scheduler:GetWidget &S AE5t0{ my-example-widget 2|20
HMASHES HE5HEF MO|0|EsHoF B LICH.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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O] B2, Mary7| iam:PassRole® U e = UL F Mary2| HHE UO|0|E5HOF ELICY.
C20| 2ot B2 AWS HEIXIH BolstM. BEIRlE 230l X4 ZHES MS s AR LCt

AL2to| LH EventBridge 27 E 2] 2lAA AWS A of HMASE

i
SI_'
00
gh

ERETZ 82



ol
nx
0%
x

EventBridge &7 & 24 A

KEMEH LIE2 CHEE HZ s,

- EventBridge 27| Z2{0{|M O|243t EMHE X[H5t=X| 0{F E LotE ™ EventBridge A7 E 27}

|AMJ_'—|' &F%gl,f I:él-&l &Mj; xl'ZF_%l'k”_g_

« &R AWS A Bho| BlaA0l CHEF HMA HErE MBS ote WHSE LotEed™ IAM AFE AT A9

278 CHEO| IAM AL RFOI| 7] HAM|A HEE MSE A AWS HE SHMlR.
StE YIS YOoLEEH IAM A B Q| EFAF AWS 7|

o 2laA0 CHEE MM A HEHS ELALY| MBS 2
M AL CHel HAMA HEt HZ22 AWS A-EEIZSHMIR.

 ID HEHZ{|0|ME Sl AAMA HEtE AMSste WS LotE M IAM AFE HH A 2|F0iA 2l
SE ALE XA HAM|A Het MZB(D HHE 0|M)E BIRFHAIL.

¢ SR T HHACH THE BT LA 710 T ABOI OIS YOLLEAH IV AL 2
Mol IAMO| T 2A HH B|AA HMAE HIFHAM L.

=l Amazon EventBridge £ 7{|&£21{2| Cl|0|E EZ0i & ELICt. o] 2o dHE
E Adste 22 QIEE BE5E Mo| A&LICH AWS EEIRE. AHEXt= O]
elZzlol EARE|l= ZH =0 CHEt SX HEt2 | XIE 0| UELICH AHESt= AWS AMH[A 9
Hot A Mt gtE| EHA T of CHEE MU AS K| Al & LTt CIO|E Z 2o Alof| B8 XEMIEH LS

2 O|0|E| ZEI0|HHA| FAQE HZASHMR. -2l Clo|Ef 230 CHEE AHAIEH LIS 2 AWS E ot =
J9AWS 35 M 22 2 GDPR 21 HAES HZXAL.

ool E& & |l &} o] F AWS 7’3 AWS IAM Identity Center EE= AWS Identity and

Access Management (IAM)E AFE35t04 7 AL AHE MASt= 0] Z&LICH O A otHH 7HE A

SX| A RHalo| AR E SAI5| o|dst= o 2t Metok fo{EL|ch £ ChSa 22 Yo 2 o
Py

O|E{E E35t= ol £

O HT
Poll-

« 2 AlEol TS QIB(MFA)E AL ELIC
* SSL/TLSE AI83t0 AWS 2L A0t SAIFLICH TLS 1.2= E0|H TLS 1.38 HEFLICH

- EME o+04 AP| L AKX &5 2242 MXEL|CH AWS CloudTrail. CloudTrail £22 A2 3504
7<'| st= dhedo]| ci et XFAMIEE LH2 2 AWS CloudTrail AF2 AZH 2| CloudTrail F*

7|2 2ot xMofet 2f7A AWS

of = =
=

« Amazon S30i X{ZHEl 2I1Z+ 8t C|O|E{E ZHMst T

= 22|38 EoF HH|AE AF2 et

£FME MASELICHAWS MH|A,
= =

20| £E|= Amazon Macie2t Z2 1

i
H

HolH 2= 83


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html

EventBridge &7 & 24 ALE MEAM

. HHE QIE{H0|A T APIE AWS S3H0ll AUMAE Of FIPS 140-3 A5 %28 2E0| W3 3
2 FIPS AZEQIES ASBLICH APR JH5 3 FIPS A= ZOIEOf CHEH REMIEH LIS S oi% &
2| EZ(FIPS) 140-32 X 3tMI2

nHol o|HY FAt 2 7|2 HEL S8 SE= EiOLL 0|F EEQ Z2 AR SA HAE &

=Eof =d35x| o= 20| E&LICE 047|0l= EventBridge A& 21 =& 7|EF AWS MH|A oM 2&
AWS CLI, APl EE= AWS SDKsE At &5t01 2 dst= <7t ZEELICE O|Fo| AFEEl= EfO &=
A7 A EAE oo 23ste 2ZE CIOIE s EF = It 230 ASE £+ /JU&Uct 2 M
Hol URLE M3 E M s Mol CHet &S HE6t7| fla AE 3FE URLA| Z&sliMe ¢t E
L|Ct.

EventBridge Scheduler®| M% A| &t 3 3}

O| MlA40{ M= Amazon EventBridge 27 ZE 247 M& CIO|E{E 45 3t6lm S5 356t WHEg M

et L|Ct X{ZE OIO|E{E EventBridge AFIZE 242 MH|A Q| 7|2 T4 @ A0 XZ = H|o|E{LCt

EventBridge 27| £ 4= AWS Key Management Service (AWS KMS)2 & £|0{E AF235104 Tl O|E
5315t SHSEFLICFAWS KMS key. EventBridge AFIE 2= F 7HX| 82| KMS 7|, & AWS

E O
= A
A% 71 0 2ElE 718 RIHELICH

=~

(® Note
EventBridge AAE = CHE ¢S 3 KMS 7| AME 2 X[ EFLICEH

AWS 4% 7|= AWS AHI|AT 048] AWS A ™M AHE 57| {6 275t #EISHE KMS 7| ILCt
AWS 2% 7| EventBridge A7 &2 AHE2 AWS A Yol ME E|X| £ X|2t EventBridge AHE2{= Ol

A8 35t0{ CllO|E{2} BEIAAE ESFLICE 7[2XMHo =2 EventBrldge AFEBHE AWS AR FIE Al
o°|'0:| DE HOIEE ¢53t5tT SIS ELICH AF2XF AWS AL 7| EE= oHA|A XAS At g8 T
7t @& LICH EventBridge 27| &247t CIO|E{E E 5517 AWS AR 7| /ISHE Ar&3tn A8 Z 0| Al
MY AWS KMS &o| 2R E HMEX| et= B2 2F0| 2 M5HX| f&LCt.

FIF

T EE|E 7= ASRTE MY, AR L ZE[StE AWS HEo| HEE KMS Z|L|CH £ AFE A
2|0l M EventBridge /\5'1|-"°-E-|01|A‘| HO|EE 255
A aeldE 718 A8E = AELcH oA el 7
2™ 7|l= OlY 30| Y435tH, iEI E|0{1& Z= 18l ‘I
7|1E& M83tE WA= AWS KMS EE 20| A2 AHJMEL
Management Service 2 28 X 5HA|2.

>|

ME Al =3 84


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/

ol
nx
0%
x

EventBridge &7 & 24 A

=X

. 33 ojE[TE

« KMS 7| Zt2|
« CloudTrail O|HE 04 A|

o 53} ofE|E

CtFet ol ololE{2t 2t 3ol M X[ 245t

rr

C}H2 Z o= EventBridge AAE 7} K& Al & 55}5t
£ KMS 7| 0| dEE|o{ UA&LICH

CloIH # =k AWS 4% 7| T el 7
H 0|2 =(Z|CH 256KB) CHaO| MEEIES & X|3E NF=E=
Heg 74 mf ™o
TargetInput It2}
O|E{ol| X|"8st= Cilo|
E{IL|Ct
Al S AFER UHo| IR 0| ¥ X|E KIBEIX| 2t
dEj(EEE HIEE
3.
Scheduling configura ~ AF|ZE & E$44|(04: XHE INF=L= PN RS,
tion(04F T2 4d) Ht= 21Zoi CHEt rate
EE= cron R4, A
3|9 72t 2 E£0| Bt
AR AUTIO| AlF
SR, B2 IR 2 A
ZtCH).
CH&f 7 CH&F O] Amazon 2|4 X|§HE XIHEX| et S

A O|E(ARN) ! 7|E}
CHY 2 8 I8

HE
PHEEUANS ST TH Y R X|94E| x| ot
SR ol WA BA,

ME Al =3 85



EventBridge &7 & 24 ALE MEAM

HlolE] R

[l
"' 0%

AWS &% 7| kLR =l

ME Alujof AFRE|
= DLQ(Dead Letter
Queue) M5 HE.

EventBridge A E2{E O™ ol dPE CHZ CHe HO|ZEE 25 3t5t 1 SHSE Mt 02 2ElY

71& AHSELICH 1 2ElE 71§ A8t S =5t EventBrldge AFAEHE

& ststn SHSELICEH &t e 7|8 7|8 AF85tT AWS AR F|CHE #2 x|HE 1 #e

MEELIct ot 2 E Clo|E 32| B EventBridge A EE= 7|22 AWS & A
X% CIo|HE Es gLt

Cl= the section called “KMS 7| 2" MME &3l EventBridge AHIEE{0IAM 1 ZEIE 7|8 AL
5t7] {8l IAM ElaA 2 7| HAME EE|ots YEHE YotEAMARL.

KMS 7| &2

L™of et chadol MEstE HOo|ZEEE 2536t sH55t7| flet 2 #HEl" 7|1E M3E =%
A&LIC} EventBridge A7|&2{= HO|2EE Z|CH 256KBHX| & §_§F6P_T'_ S33tgfck oz gt
28 7|18 ArSstH ofE 2F 0| WSO =| E | E|0{€ ZIteiMH F 0| FotELICH T2 22|

7|18 Ar83tE A AWS KMS 2ol 222 HAELICH 220 EH?_ RtAMEt LHE 2 AWS Key
Management Service L 22 & Z5HAM|2.
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UHEE MHE [ EventBridge AHAIEE APIE Z&5t= Eo FAH(MEA, I8 E= HE)et ¢ZE
T8 Mo CHS AWS KMS 242 F7tsHofF gt

* kms:DescribeKey - XM|& 3t 7|7t CHE & &35t KMS 7|Q1X| &Qlste= o 2 gfLCt

+ kms:GenerateDataKey - EventBridge A&7} ECI0|HE S ¢S 35E +=85te Ol A5t

clolE 7|1& ddst= ol et

- kms:Decrypt - EventBridge A&7t & E3tE ClO|EQ &7H K& 5= ¢ 5 5HE HI0|E (2]
&5 & ofi=3atoF g LCt.
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» scheduler:*

« iam:PassRole - A& &2 MY sl= ol 22 &LCt

HIO|EIE siiS & [ AWS KMS APIE 5 &517| 2I5H EventBridge 27 E2{0i| CHEH HMAE XS5t
&g FItaH ok gLict,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeSchedulerToDecryptDataUsingCMKMS",
"Effect": "Allow",
"Action": [
"kms :Decrypt"

1,
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"Resource": "arn:aws:kms:us-east-1:123456789012:key/your-key-id"

« kms:Decrypt - EventBridge 2AHAIE 7t & E3tE ClOIEQt &7H XME 5= &= 35HE HI0|E (9]
ef s & sii=sHof &Lt
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EventBridge &2 E 2 ElAA 2 274 12 2E[H 7|1E AEdttdis E2 OlFH & = J&LICH TS
7| E2 oM E AE35to] 7|E ALY &= U= EventBridge 27| &2 2[AAE KEHsHAAI.

CloudTrail O|HIE 0 A|

AWS CloudTrail = 2 & APl £ O|HIEE Z{AEfLICt. 047]0l= EventBridge &7 £2{7t 028 &
2l 7|8 AH835t04 CIO|E{E =538 motct Ydlist= API 21 E£0| ZefElLICH CFg o=
EventBridge AFAZE {7t 724 22 8t kms :Decrypt U2 ABSlE A2 Eo{FE
CloudTrail OHE & =& Ho{EFLICt
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70@abcdl123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcdl123al123al2345alaal2aalbcl2"”,
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "ABCDEABCD1AB12ABABABQ",

"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-10-31T21:03:157",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
I
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al23-
a2b34c5abc67"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-66629D52
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-1DC60392
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-A632CD40
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-EE5D6FF0
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-E7A3E659
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-44A0C1A0
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-B7845AAE
https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
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"Effect": "Allow",
"Principal": {

"Service": "scheduler.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"

EEDEFEF "


https://console.aws.amazon.com/support/home?#/case/create?issueType=technical
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"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",

"arn:aws:scheduler:region:account:schedule-group/schedule_group"

}
}
2E| HMZ OS2 20| YH0|EE &= /JU&Lct
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:SourceArn": [
]
}
}
}

ServiceQuotaExceededException
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{
"DeadLetterConfig": {
"Arn": "arn:aws:sqs:region:account-id:MyDLQ"
}
}
£ 10:DLQ7IKMS 7|2 &3 3tEl B2 7| HH0{| M EventBridge Scheduler?} O|& AFE5tE S &
st=X| & QlgfLch.
{
"Sid": "Allow EventBridge Scheduler to use the key",
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*"
}

2. API T}2t0|E & el
- CHY API 2 S £0f| 22 2= mtet0|E7F EXHst T SHHE SAQUIX| FelghLch
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_RetryPolicy.html
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"RetryPolicy": {
"MaximumRetryAttempts": 3,
"MaximumEventAgeInSeconds": 3600

}
}
4. Ciaf 7 2ol
- EEZE3 7|8 CHaf(od: ECS 2 d)e| A9 Y’E M APIQ| Target. Input I2t0|E{E Sal X
O|E& N|33atof gLct,
- CHA MH[AT} X|BHE|D SHEH FHER=X] = IghLCt.
| — — :
UE A A Het =X
IAM &g et ZXle 2 A™ AMujo| URtxel HellLct. olg{8t 2X|& sHdste W Ctaat
Z&Lct

- LMo HREAY £
« EventBridge Scheduler AMH|A2FO| AMZ| ZAH 7| 1S

ot 551 El Blaao] HMAY 4 = HEto| SEHA| 943

= AL
S o

* CloudWatchOl M TargetErrorCount X|E &7}

- U FHolM BeEt EX| glo]l Yol AHEX| AZ
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1. CloudWatch X|E ZL|E{&

* CloudWatchOllAM TargetErrorCount X|EE & QIgtL|CH.
2. Dead Letter Queue(DLQ)E AI&3t0o4 Mt EAl| &2l

- 2d™o| UH DLQE FA&Lct.
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- CHaboll HEt X744 DLQ7F SHIEA FEE 32 HE 28 2 F HIAIX|E 274 DLQO| &
st 7t & 0| EAIELICH
A< O|= EventBridge

=
[
A& LICH.

e CloudWatch X|Eof AlgH Alm7} EA|E|H2FE DLQZ} H|oq &
Scheduler7} DLQ KFA[0f] & 4= Q= HEt E2XNE LIEIH &= Q)

@ Note
DLQ RtA|of 2HIE HEHO| U=X| &elgfLct &5 35tE 3 EventBridge Schedulerod|
KMS 7|& A8 E == U= HEHo| J=X| ElgLIct

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
o
"Action": "sts:AssumeRole"
1]
}
4. YN A i3t Mt ol
« UM O| AR AEoll= CHYS CHY RES ZHHMoZE S 88 + Qe 5 HEto| 2 ghuict
. Yol Al3 ofst ol ZEE Metol of

// For Lambda function targets - add to schedule execution role
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"

]I

"Resource": "arn:aws:lambda:region:account-id:function:function-name"

2l
2
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}
// For SQS queue targets - add to schedule execution role
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"sqgs:SendMessage"
1,
"Resource": "arn:aws:sqs:region:account-id:queue-name"
1]
}

OH
- CH&o| A& 3HE BlAA(0: KMS 223 SQS CH7|¥)E ArE5te B2 HE o KMS 71§ A8 E
Teho| AU=X| #elghct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id"
}
]
}
6. & ARN T4 2
. UM 70| 48 ARNO| SHHEX| ZolgfLICH
- Jgo| - s AWS A I Z|To| U= K| EHIELIC.
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https://docs.aws.amazon.com/prescriptive-guidance/latest/cloud-design-patterns/retry-backoff.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-scheduled-rule-pattern.html#eb-cron-expressions
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- UM 27 90| MME|UX|B TargetErrorCount CloudWatch X|EE =& & wjolct Z7}4EHL

« DLQ HIA|X|o=7} okl CHAY MHIA(M: InvalidParameterValueException &
ValidationException)Q| 2F ZEJ} L& ELICIAWS.Scheduler.InternalServerError.
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« DLQ HIA|X|[ERROR_MESSAGES|= EH &
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CHS oMol A= & CHAH(OHl CHEH AWS Lambda YS9l HRE 92 T4 HoiEL|
Clarn:aws:scheduler:: :aws-sdk:lambda:invoke.

= UR| BHERE

CtS /20| =& E U™ 29| HHX™FunctionNamet 1 Qualifier ZEQ| XS K| EHLICT.

{
"FunctionName": "MyFunction:2",
"Qualifier": "1"
}
Ol dH2 H3Mo =2 MHEE|X|B RE 7t &2 AmEL|Ct DLQ HIA|X|ol= CtSo| Z&fELICh

 ERROR_CODE: InvalidParameterValueException

* ERROR_MESSAGE: The derived qualifier from the function name does not match
the specified qualifier.

CHS 30| e 2dd20] CHEt S ME g2 RIEFLICHFunctionName.
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