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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
myApplications application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
oo

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

!

— b

= Sty

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

il
I
>

S Resilience Hub Zf

you have checks in place to assess resilience
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« @7 MAIX]: An error occurred (Unauthorized Operation) when calling the
DescribeInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details
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CH2 /2 matolES =olstn ARE BHlE =L

AWS FIS Amazon Elastic Kubernetes Service 2c{AE{0|AM A& S
EE HAESE S0oF AY Almj

ro

| Kubernetes &

Amazon Elastic Kubernetes Service (Amazon EKS) @& = Ct21H &

« AWS FIS 43 £ = Kubernetes AH|A 7| Z0i CHEH IAM & o| R E AL},
« 27 HIAIX];

« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.

* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details.
- o2 E: OS2 &l L.
« AWS FISaws:eks:pod & AtE 9| X|EE ME=X| & RI5HA L.
- Z23F RBAC ettt SHHE U &AM 0|AE AHE S0 Kubernetes MH|A 74[HE dEstn 7

e
SR FHelsth .
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HIZ 2|7 AWS FIS AFO|E7} ZIE|O|LHE A™SH7[0l S23HK| f2 mh g AshL(Ct.
« Q% MIAIX|: Unable to heartbeat FIS Pod: Max failed sidecar containers
reached.
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H04EL|Ct AWS Resilience Hub. Employeestt= DynamoDB Ei|O|& 01 CHEF 17| ATt 2 L
17| MBt O|HIE 7t 18 Zote  EMstEl=
AAETHA
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Bl Z 2l Resources
X oiZE|FHo|ME ATHEIK| kDT M|

0 E E04 oleH
DynamoDB E{|0|£29] ¢
AWS: :CloudWatch: :Alarm B2 E MYEELICH O2|1 5 AWS: :SSM: :Parameter
2| AAE AWS Resilience Hub

Mpe
M x|

EE HolgfLict.
"2010-09-09",

{
"AWSTemplateFormatVersion"
"Parameters" : {
"SNSTopicARN" {
"String",
are to be sent. This must be in the same Region being deployed.",
"Aarn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

: "The ARN of the Amazon SNS topic to which alarm status changes
([a-z1{2}-((isola-z]1{0,1}-)|(gov-)){0,1}[a-z]+-[0-9]):[0-91{12}:[A-Za-z0-9/]1[A-Za-

IlTypell
"Description”

"AllowedPattern"

z0-9:_/+=,@.-1{1,2563}%"
"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@ODynamoDBTablePXBZQYH3DCJ9Alarm"

}
: {

o
"Resources"

"AWS: :CloudWatch: :Alarm",
"An Alarm by AWS Resilience Hub that alerts when the

{
"Type"
"Properties"” {
"AlarmDescription"
number of read-throttle events are greater than 1.",
"AlarmName"
[ {

DEMAND-0@-DynamoDBTable-PXBZQYH3DCJ9",

"AlarmActions"
"SNSTopicARN"
"ReadThrottleEvents",

"ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

"Ref"
11,
"MetricName" :
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" [ {
"Name" : "TableName",
"Value" "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,
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"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

.

"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {

"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"

}

}

.

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alaxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.
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"Description" : "SSM Parameter for identifying installed resources."

CloudFormation ElZ 2! £

ZHE, SOP E£= AWS FIS E|&AE 7|2 ofEEIF|o|Mo| SE e 7HE 42 L2 ofE 27 0|
MEZSlg MHF = HEZ20 CHE 2lAAZ FIH6HE JAQLCt ol M3 E JSON &4 mtal2
CloudFormation &/ Z %!0{l M DynamoDB H|O|E& dH5t= ol CHEt 712 7R E M3 gt &
ANl o ZZ|7io| o= F7t E|o|Ea 22 = JtX| 2laA7 H 2 E 7tsE0| =&LICt

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z2",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

iy

"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
"AttributeName": "USER_ID",
"AttributeType": "S"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
I
{
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"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"

1,
"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}

M
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]
}
}
}
}
EE 2[AAE ol Z2IAH o]Mnt BT BHESHE{™ O|X| st=R T E ElAAE ofE2|7 0| ARHO| &
HZ 2 Hh ok gL

[F2FA AWS : :CloudWatch: :Alarm ElAA HOofM CH2 S HEELICH
"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"

= 2o

StAMI2.

1jo

"Value" : {"Ref": "Employees"}
12|13 AWS: :SSM: :Parameter ElAA ZHoloM CHS S BHZAELICEH

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPs 3 AWS FIS A& CloudFormation IZ3!2 +He M SUet M2 HAIE Fetod 5t 2T
E HZE IDs =0 HE RO AL HSsE M FEE HHELICH

DynamoDB H|O|E 0] CHEt & & AtE5tH|M CHEE & & CloudFormation 24 & LICt.
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AWS Resilience Hub APIs Al235}04 O Z2|70|M A 4l
z+H 2|

AWS Resilience Hub 2&& At&35t0{ ofZ2|AH|0|ME MHG T 2 E|5t= CHeFS 2 AWS Resilience
Hub & AL 3t AWS Resilience Hub APlIs. Of 7“oﬂ)H: AWS Resilience Hub APIsE Al&3l04 O Z
2l70|ME Mgste s MEFLICH =5t AP|E &t of Sh= =AMt MEE ofxle 7 M3
siof st mztolE Zf2 Molghict RIMEH ge Ol 2 =22 #Es5Me.

]]|0 00

« the section called “OHZZ|Z|0|MH &

« the section called “Of Z 2|7{|0|M Al 4l A
AX
&

« the section called “OHZ 2|71 0|

ofZ |70l EH|

OfZ2|70|ME #H|stzd® HX] o ZE(7|0lME Ystn S YMS e O3 U 2400M
ofZ2|70|M BlAAE THR{etok BfLICE o ZE(7i|0|ME #HIstE Ol AH& El= AWS Resilience Hub
APIsO CHE RtAMIEF L8 2 O S FHME A ZstM L.

- the section called “OjZ2|7i|0|M BHET|”
« the section called “S 29 & AfAS
« the section called “OHZ 2|7|0|M E|AA T1HA

7|2
« the section called “OHZEZ|F|0|ME HAlStT S {24 HAg %EI-EOI-EII-I’l[:l--”

OfZ2|7i0] 4

ol M A OHZ 2|7 0|42 MAIEtE4T CreateApp APIE £&6t1 1R3 ofZ 2|70l 0|2 A
350k AWS Resilience Hub& LIC}. O] API0Y| CHEH AEAIEH L ttps://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_CreateApp.html EHHE & X 35HAML.

obo
rIo
0

& oAM= CreateApp APIE AF®3+04 AWS Resilience Hub 0llA Al O Z 2|71|0| M newAppE THE
S 2o{EFLct.

nr i

kO
0%

aws resiliencehub create-app --name newApp
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{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {},
"assessmentSchedule": "Disabled"
}
}
= piE A My

OHEZZ|7l0|ME BHE %0 CreateResiliencyPolicy APIE A& 3504 O E 2|7 0|M 9o 53
= MEHE o = e SHE HHE Mdsl o #LICH o] APIof CHEF ARAIEH LHE =2 hitps://

docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_CreateResiliencyPolicy.html EF&&

xl-?t°|.k||o

CHS oMol = CreateResiliencyPolicy APIE AWS Resilience Hub AF& 310401 A o Z 2|7 0|

0] newPolicy CHEHE HMM5t= WHE EoiELICt.

Y

aws resiliencehub create-resiliency-policy \

--policy-name newPolicy --tier NonCritical \

--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"'

gg
{
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"policyDescription": "",
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"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
iy
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

Q24 AAONM ElAA 7K 27| L 7HK{2 7| A BLE{E!
AWS Resilience Hub £ OHEZZ|7|0|Mof| 2| AAE 71X 7| {8l CFS APIsE N3 &fLCt.

+ ImportResourcesToDraftAppVersion — O| APIE AFS35tH CHFSH Q121 AA
oM oHZ2|7H0| M| Ot Mo Z B|AAE JHK{E £ /U&LICE o] APIof| CHEt
KEMIEH L8 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.html EHHE EHZSIMI2.

« PublishAppVersion - O| API= | O|EEl AppComponent@t &7 M BHZ 2| ofZ 2|7 0|
£ HAIELICE o] APIO CHEE REAIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.html EH2 & E5HM L.

+ DescribeDraftAppVersionResourcesImportStatus — Ol APIE A& 3 Oof
ZE70|M HTES 2 90| Bl4aA 77| HEHE ZLIEHZE = U&LICH o| APIoi| CH
Bt XFMIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API|_DescribeDraftAppVersionResourceslmportStatus.html| EHE & X 5HMI2.

CH2 oAM= AWS Resilience Hub 0llA ImportResourcesToDraftAppVersion APIE AFE 35104
OHEZEZ|ZO|Mo 2 E|AAE T E YW S EoiELICt
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aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \
--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

=a=1
{

"appArn": "<App_ARN>",

"appVersion": "draft",

"sourceArns": [],

"status": "Pending",

"terraformSources": [
{

"s3StateFileUrl": <S3_URI>

}

]

ClS oAM= AWS Resilience Hub 0ilA CreateAppVersionResource APIE AL&35104 OHE 2|7 O

Mol E| AL E S22 FItsts YHE 2oiELICH

2

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

SH
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",

OHZZ|F|0|M BIAA 7HK{27| 2 7K 7| AE) B L|E{&l
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"logicalResourceId": {

"identifier": "backup-efs"

},

"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"

},

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

CHZ ol A= AWS Resilience Hub 0llA DescribeDraftAppVersionResourcesImportStatus
APIE At836t0{ ElaA 0 7t X2 7| 4ElE ELIEZ S WS 2oiE LIt

=H=2 -

o

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

SH
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",
"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}

L= AlsHsly| Fof MK OHZ 2|7 00| X O A AHA|StD OfZE[FH 0|2 = AIE Ao =
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1. OHEZEIAH oMo ot TS HAISHE{T PublishAppVersion APIE AFSELICE O] AP
ofl CHBF XFM[SH L 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_PublishAppVersion.htm| EH&d2 & ZSIMIL.

Ct2 Mol M= PublishAppVersion APIE AWS Resilience Hub AH& 50401 A{ O & 2|71 0| M
O| Zot HME HAlste W2 EoiELCt

Y

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

St
o -
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. UpdateApp APIE At&35t0{ OfZE|7i[0|Me] EA[E HT 0| 533 YAE MLt Of
API0]| CHEF XEMIEH LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
AP|_UpdateApp.htm| EHHE R X SHMIL.

CHZ oMol M= UpdateApp APIE AWS Resilience Hub AFHE 510404 A 22| A El O Z 2|71 0|4
HZ| S HME ME5t= WS 2oiELIC

*H

aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>
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{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {
"resourceArn": "<App_ARN>"
1,
"assessmentSchedule": "Disabled"
}
}

AWS Resilience Hub S&23 7} Al&l ol zHZ|

M HZE ol ol Z2[70|ME HAIE =ole M 523 B7HE ddstu 2t E E44stod of Z2(70|M
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oM E¢d2d I E Al AWS Resilience Hub 5t A ENE 2 LIE{25t24{0 CH2 APIsE A5l oF &
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« StartAppAssessment — O| API= O Z2[71|0|4d0d| CHEF A BILE A getLICt. O] API
0of| CHEF XtA|I8H L& 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API|_StartAppAssessment.html EHHE 2R 5HA|2.

+ DescribeAppAssessment — O| API= OHEZ 2|7 0| Mof| CHEt BIHE MYt Bt 2t = AEY
£ NMZfct. of APIol CHEE REMIEH LI & https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/AP|_DescribeAppAssessment.html EHHE EHZSIMI2.
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aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

Ch
=1

0lo
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"assessment": {
"appArn": "<App_ARN>",
"appVersion":
"invoker":

"release",

"User",

"assessmentStatus": "Pending",

"startTime": "2022-10-27T08:15:10.452000+03:00",

"assessmentName" :

"assessmentArn":

"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint":
"policy": {

"AZ": {

"first-assessment",
"<Assessment_ARN>",

"AnyLocation",

"rtoInSecs":
"rpoInSecs":

}I

"Hardware": {

"rtoInSecs":
"rpoInSecs":

}I

"Software": {

"rtoInSecs":
"rpoInSecs":

"tagS": {}

172800,
86400

172800,
86400

172800,
86400
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aws resiliencehub describe-app-assessment \

--assessment-arn <Assessment_ARN>
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"assessment": {

"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

.

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

}
},
"compliance": {
"AZ": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @
},

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,

Ho{&LIC}H assessmentStatus B0 L7 AENE
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"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": @

},

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0

}
},
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

.

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

.

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

iy
"tagS": {}

G7F A A

Bt §3Ho 2 2tz E[H CHS APIE A8 stod B 20 E 4

127



AWS Resilience Hub

8otH S ’“"‘—'1% 7|E22 o EC|FH 0|2

DescribeAppAssessment — O] APIE A} b
A AEHE FXE £ Q&LICH 8 complianceStatus B0 7Y &4 HEE FEF
L 0

T |12 AAEH o
1 resiliencyScore XA ZF B &oi CHEt EEE%' HrE FEE s UE

API0i| CHEF XEAMIBH LI 2 https.//docs aws.amazon.com/resilience-hub/latest/APIReference/

API|_DescribeAppAssessment.html| EHHE B X FHAI2.

ListAlarmRecommendations — O| APIE AFE5tH H7t9| Amazon 2|44 O|F(ARN)E AHS

ol 22 HE AEE2 U2 = U&LICt O] APIo CHEE REAIEH LHE 2 https://docs.aws.amazon.com/

resilience-hub/latest/APIReference/API_ListAlarmRecommendations.htm| EF 2 £ X5HMIL.

® Note

SOP L FISE|AE HE AIE2 €orf{™ ListSopRecommendations &

ListTestRecommendatlons APIE AFZELICEH

CHZ oAM= ListAlarmRecommendations APIE AFE35HE T7H2| Amazon ElAA O|E(ARN)Z A

2504 AE HE Al S Q= v HodE Lo}
(® Note
SOP X FISHIAE HE AlES
ListTestRecommendations

o 24 ListSopRecommendations E£&=
3 StLEE HiELICH

o

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>

Ct
=
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"alarmRecommendations": [

{
"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",

"referenceId": "app_common:alarm:synthetic_canary:2021-04-01",

"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",

"description": "A monitor for the entire application, configured to
constantly verify that the application API/endpoints are available",

=2 2[24 R{&H AHA]
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"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

}
]
},
{
"recommendationId": "09f340cd-3427-4f66-8923-7f289d4a3216",
"referenceld": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume

failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceld": "fs-0487f945c02f17b3e",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\'">docs</a>).\n* Make sure that

you've configured “log_group_name’ in '/etc/amazon/efs/efs-utils.conf’, for example:

“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name  in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
"log_group_name” is used instead of REPLACE_ME.\n"

},

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceld": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49bl10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",

"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceld": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
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"alreadyImplemented": false

"recommendationId": "cl1906101-cea8-4f77-be7b-60abb07621f5",

"referenceId": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [

{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceld": "rds:alarm:health-cpu:2020-04-01",

"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",

"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",

"appComponentName": "databaseappcomponent-hji",

"items": [
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{
"resourceId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
1,
{

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "fb30cb91-1f0@9-4abd-bd2e-9e8ee8550eb0",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
S HA My 132



AWS Resilience Hub At

0o
1z
0%
x

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceId": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",

"alreadyImplemented": false

1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:
(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

CIS oAM= ListAppComponentRecommendations APIE AFE35t0 7144 BHE ALE &R S =S
IHMSHE Eredol CHEt HE AtEhE U= WS Eo{ELICh

Y

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>

SH
{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
53 YA Yy
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"frequency": "Monthly"

1,
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

iy

"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
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"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {

"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

},

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
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IIAZII . {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're
EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on

system. No data loss is expected as objects are be stored in multiple

launching using

Amazon EFS file
AZs."
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription":
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

" Estimated time to restore

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [

"Add AWS Auto Scaling Groups and Capacity Providers in multiple

AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"
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iy
{

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
},
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup

schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",
"expectedRpoInSecs": 86400,

T
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"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,

T
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"expectedRtoDescription": "Estimated time to restore from
snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

}
},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
I
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a
secondary instance.",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
},
"Software": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 900,
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"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,

"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",

"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,

"haArchitecture": "WarmStandby",

"referenceId": "rds:config:aurora-backtracking"

"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
1,
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
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"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description'": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
},
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I
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"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I

"optimizationType": "BestAttainable",
"description'": "Amazon EFS with backups configured",
"suggestedChanges": [
"Add additional availability zone"
1,

"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"
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off CHEr RFAMIE LI 2 https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateAppVersionResource.html Bt 2 2 XM 2.
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aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

=1,
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
.
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
.

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [
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"name": "new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"

[
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clAAE HUfEEF0ME FE 24 J53

OHEZ|70|M 7 LA (AppComponent)E= Bt B2 2S5t 10 Alofst= B AWS 2las OE ¢!
LICH o€ So{ 7| HHZ 2 AIE|E 21X 2t I3 2 E7} E 7L, AWS Resilience Hub o 0+EH
AWS E|AaATF o R Q| AppComponentd] £& 5= =X|of CHEF 7 =I0] U&LICHE O S 2l
ZE| APIsE AI835t0d 2|[AAE EFY AppComponentZ 1&38HE 4+ == AWS Resilience Hub o'|
ot

« UpdateAppVersionResource — O| API= OHEE|7H[0|M2| Z|AA MEF HEE HH|O|EFLIC
O| APIOY| CHEF REM|EH LHE 2 UpdateAppVersionResource EHH 2 & X SHAMIL.

« DeleteAppVersionAppComponent — O] API= OfZ 2|7 0|0l A AppComponentE AF M| L|CH.
O| APIOf| CHEF REM|EH LI 2 DeleteAppVersionAppComponent EHHE 2R SHMIL.

CHS oMol M= DeleteAppVersionAppComponent APIZE AWS Resilience Hub AH& 510404 A Of
Zz|70|Me| ZlaA ME HEE YI0|EStE W2 EoiELct

Y

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

8
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
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aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

Ct
=

0l0

)

"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {

"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
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aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \
--resource-name "ec2instance-nvz" \

--excluded
SH
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
.
"physicalResourceId": {
"identifier": "i-0b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
.
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}
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JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
]I
"Resource": "*"
}
]
}
AMNERI7L RtAlol IR HEtE 2 = ULE 58
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",

AWS Resilience Hub2t IAM2] &t 5 g Al 159


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Resilience Hub At

0o
1z
0%
x

"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jam:ListUsers"

]I

"Resource": "*"

M2 7Fs 3 AWS Resilience Hub OHZ 2| 0|M Lt

> >

I XAl A2 7158 AWS Resilience Hub OHEZZ|7|0|ME LIQEE = Qe HEtE 5

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"

]I

"Resource": [

g
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{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"”
1,

"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "PolicyExample",
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"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate™
]I
"Resourxce": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate™
]I
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

0| ZL, resiliencehub:GetWidget EUE AF250d my-example-widget 2lAA0] AA|AE
£ QIZ = mateojackson AL AL A AdH|0|EsH ok g LCH.

AbEF I

o

T ol 2ot B2 AWS E|XoAH ELolstMlR. #Elxte 23l Xt BHE XS

iam:PassRole2 &3l & QS E|X| A

& AT 2 M2 oo]

U AWS MH

|& oAM= M MEIA HE = MH|A HZE HgE ddste Cldl 71E HAE S sl A
HIAO MEE L I

Ct. Ol H| sttd™H A S AMH|A0| MEE HEtol R{ook ErLct

CtZ oAl 27 = 2l= IAM ALE A7 &2 AFE 5101 AWS Resilience HubOlM 24 E s=&ste{n
marymajor & [Of S-AefLICH 8FX[EH 2 S +&stE{™H MH|A 40| Fo{8t HE Q
oo BfLICt Mary= MH|AO| Q&te FMEE HEto| QiaLcH,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O] B2, Mary7| iam:PassRole® U slE = UL F Mary2| HEE UO|0|E5HOF ELICt.
T20| Hs B AWS EHE|XIo|H ELl5tMIL. #E|IRlE 212l X} SHE XSt AFRFILICE
LH 2|5 2| AFEHO| LH AWS Resilience Hub Z| off HMA AWS HH SIEE 515t
Al&L|CH

« AWS Resilience Hub7} O|248t 7|5 & X|&St=X| 0{FE dolEE{H MME EZ3HHML2AWS
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o ELALO] 2lAA0f CHEF HAM|A THEHE MBS ctE WS YotEE{H IAM ALE A MO| EFAFIE AWS
A7 A shof ChHeh HMA HEE MES S AWS AEEZTSML
. ID HHYH O|ME S AAMA HEHE MBste YHS LotEE{H IAM AR A-EM O] 2| F0i A 2
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« A2A HYE YA A0 CHEF AE T} 2|AA T[EF HA AL 9| X} 0| E LolEE{H IAM AFR M
Mol IAMS| A EA HZEH 2|AA HMHAE RESML

AWS Resilience Hub M| A HEF & X

AWS Identity and Access Management (IAM)E A& 3101 OHE2[A 0|4 E|a A0 CHEF AMAE EHE|
x4
o

St AFEAL, I8 v HEgo ML= IAM HME e = U&LCt.

2 E AWS Resilience Hub 0 Z 2|710|M2 the section called “7t%] 3 EXF A& (IAM &2 ALES
AL TR 1AM AFSAF THEH AL A D of| f Bl BIHE e AP HolEl JE MELL EH)S AHE 5t
T8 78 = aLct o] et Me7t CHE AWS E2lAA = ofZE2|F0|M BlAAN HMASHE
AWS Resilience Hub | 223t HEH2 Holstes HAMS 9_474% &= &LICH S EX} A o= AWS
Resilience Hub AMH|A 2ok F|of| F7HEl= A= Z20| Qlo{of & LICt.

o EZ |70l Mol CHEF HEHE B ElSH =|‘:'=| the section called “AWS £ 2|3 222 A2t 20| E4
LICt O|eq8t &Eld HAMg ™K L0 AF235H7HLE 0|2 A Ho 2 AL 5104 AHX| Mo 2 A|§HE
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AR HErE Mete +~ AU&Lic
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Zt Aol M g E dEsHor gfLCt.

(® Note
@32 2|40 ChEt VPC A= EQIEE Holste 4
HBM|ASL7| AWS Resilience Hub 2{3H01l CHEt 817| &
Mgt = HdEZQIE HHE AE5104 VPC A= Z QIEof CHE A Al

|

« the section called “IAM & At~

* the section called “S3XH IAM AL X} HEH AIE”
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AWS Resilience Hub ZE A A& 271 AWS AH|A I 2|4 0] HM[ASHT| 28 +=&st= AWS
|dentity and Access Management AWS Resilience Hub (IAM) @3&flL|C}. 0 E S04, CFN EZ3!1}
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IAM 2&£0|M 2t S &KX deh MAd

AWS Resmence Hub 7} AWS MH|A 2l 2|& 12304 7|
E AHEHWM SZ&EX} &g MdsHok E.*I—IEP. AM -E—-"‘-% APg-%PO# ofstg MAMSHE wdol CHEh XA
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IAM 2&8 AF85t0d 7|8 A 2 S &R 9E S BrSc{d™

1. https://console.aws.amazon.com/iam/0|A{ IAM £ LIC}.

2. PN B0 IS M = o3 MNS MBI
X

=H
3. ARSA XIH AE HHME MEfstn MAER XIH ME H
MEdErLICH
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® Note
2laA7t M2 CHE ARl Qe 79 2 Aol g g BHED T E HHols BX 7
8 ¢IE BMS ArSstior gLt

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
]
}
4. HE FIHo|x|o| HEH WM MMolM £8 E= M 0I&§S 7IECR BMS LEIYSH T Enter
F27| 4xtof AWSResilienceHubAsssessmentEx ecutlonPoll y= =guct
5. HMZ MEiStD OS2 MENRFLICH
6 O_=I|éEI- k||=' -I|=| A-IIA=|0.||A-| o=|%|- 0|E AI-7;|.Q.||

S8t 242 0l (ol
o

mo ki
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x

6EF A0 7ol CHE ALS Afellot HEtE TTSHEE 15 A AZE £ Qs AE{E| ME =2
CHA|: HBH 7} MiMo| 9 E2280) )= TE E

L

® Note
OHZZ|A 0|2 MM5IHLE UCIO|EE M $4XH IAM AFS RH/A & of 7t Z & Xt 4gtod| CH
gt iam:passRole T&t0| Qloof gfL|Ct. stx[gt BI7HE A=st= o= o] Heto| ER5tHK|
ot &LCt.

Agof Az Y2 X|HE 2oF FAlofA g e EE &+ e TEHS FoIFLICH AWS Command
5 A 0 2

Line Interface (AWS LI)% AL create-role WHE AMEFLICt o] BH
O

2 M M= AlZE| YA Qlgtelg X|™E = U&LICE CFS of| Mol M= AWS Resilience Hub AMH|A
of 2ot Fxj|ofAH Y& s e = Ue HEHE Foists WHE Ho{FLICt.

(® Note
JSON 2Atge| o|A7A0|Z MFE(' ') T AFE2 & ™ol e} CHELICH

MZcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17", "Statement":

[

"Effect": "Allow",
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"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"

tod &2 Z2 Hol

ofr

JSON U E ALE

02

5tod dghof CHEt AE HAMS

C|2E{Z|o| AlZ| XJRHO| E &=

ZAELICt create-role HH
F7totcd™ Aol A FT}(attach-

smentExecutionPolicy Z2I&

CHEt AFMIEH LH& 2 the section called
SHMI2.

B O] JSON IS AF235l 1T create-role HE
ol

&LICt. CF2 o &0 Af trust-policy. jso
0 Hais AlsHs

m°I- o mlo
°I- = e
2 2

ﬂIIO I

L | A2 create-role HHS A=5I04 A
2 ME E24(Sample Output)oll EA|ELICH 3&hoi H
policy-to-role) BE S A+S 5t AWSRe5111enceHubAs

ses
YME FItsts ARHE ARE £ A&LICH 2Eld EAof
=

“AWSResilienceHubAsssessmentExecutionPolicy” EH¥H2 & X

MZE trust-policy.json

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
H
}

MZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

24
=3

0x
M|k
]

MZ attach-policy-to-role
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= o

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

WA AWS AY HMAE @It CHE AlEe| g - M A Y

AATEZE/BIAA A™HO| e A7 ofE S| 0|2 AWS Resilience Hub H&3 o2 TWrtg
£ Ol = 7 7|X0] 45HS MASHOF SHL|CH Q45 MAd RMAMS AlZ| XA A2 RIQEH 7t 55
Sk A

Kb Qist MM =2 M|AQF H|2EHL|C}.

|

« the section called “IAM APIE A%t gt atg|”

« the section called “*JSON I} & Al &35l04 AlZ| ZH=H X ol

IAM —'7'——"\—01|A-| K/El_/lx_é 7:||x-l_g o3dst AHAA

AWS Resilience Hub 7} CHE AWS AHZ S| AWS MH|A L BIAA0]| HMAE = U E 5te{H 0|
et 2 A"EoM A = dgatiof LIt

IAM 242 A25104 IAM 220 EX/E|AA HZof cist &2 ptepdH

1. https://console.aws.amazon.com/iam/0lA IAM 2£& LIC}.

2. EI-AH 7<|-0-||A-| _=I|%I-% MEHSE = o5t HA—I% Al_-IE'ﬁHill-l—lL—-I'.
Al

= -1 T 12 OO
3. ASXE RN AE HMS MET ASRE AW AR HH FolM OHS HAS AR £ 0122

MEfE L

® Note
Cl&A70 ME OHE 780 /i 82 4 AlBoM das tten O E AZole 2= A
8 &E| BHME A& st oF B L.

AWS Resilience Hub HA|A HEH & X 171



AWS Resilience Hub AE HEM

4. T F7I Ho|X|o HEt HM MMM &8 E= HM 0|§2 7|22 YA EEJS 1 Enter
F27| Axtof AWSResilienceHubAsssessmentEx ecutlonPoll y= I23gict
5. YMg MEist D S22 MEiFLICH

6. U MEF HE MMM g O|F At TR/ AE O|F (o
AWSResilienceHubAssessmentRole) 2 23&FL|C}.
7. (MEHALE) ME MXbof Aol CHiEt MBS

SEFAIOIM AR Ol CHEH ALS Abzlloh #EHe TZISHRIT 1EHA: A28 4 9l AE{E| M e 2
CHAl: #8271 Mo| @ B0l 9l HE HES MEFLIC

st 7t S EX &0l sts:assumeRole HEHE F7I510{ ZHH S EX7 EX AHo| &2 &2
T UL E sHof Lt
MAE 2t B X ofgtol T B &R Aol ohe WAS FhELC

{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
1,

"Action": [
"sts:AssumeRole"
]
}

Line Interface (AWS CLI)% At
2 A3 M= AlZ| X% ©

>

Hol Zof|H wEe £¢ls

® Note
JSON EXtES| O|AFHO|Z M=E(" ') 27T AFEE & HTof et CHELICH
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MZcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17", "Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}"

HEO| JSON It U2 AtE5t0o{ d&hof CHE A2 HAMZ Holg =& U&LIC CHS o Aol M
trust-policy.json2 Z[&l C|EE 2| Tt UILICE

JSON I US AIE35t04 Al =i O]

B O| JSON IS A5l create-role HHEE AlEHSI04 &hof CHEH A Z| HAMS HHOlgh =
= U&LICt CH2 oMo A trust-policy.json2 A C|REE[Q] A2 HAH0| L& El mp U]
LICt O] A2 create-role HWHE AZM5t04 A&ol HZAELICI create-role BHEO| &=
2 ME £2d(Sample Output)ofl ZA[ELICtH Fgof HEtE Fo+5te{ L eoll =& F 7} (attach-

policy-to-role) B2 A& 5t AWSResilienceHubAsssessmentExecutionPolicy &2l
HMZ FIt5tE JAEE AEE = U&LICH 22[d Ao CHEr XEAI8H LI& 2 the section called
%

AN H

“AWSResilienceHubAsssessmentExecutionPolicy” EHE & X SHMIL.

MH

trust-policy.json

create-role

M|k

AH
(=]

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

=L
=3

0=
(Y
[

0x
(T

attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

23XH IAM ALE Xt HEF AL

#XH IAM ALE AL HEHES AL 5Ho{ WIHE st n A™Ste{™ ol WS A8SHAL.
AWSResilienceHubAsssessmentExecutionPolicy Z2Z|3 HAME IAM AFS AL EE = AL RIS A

ZE dgol AZE + AU&LICH
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o A3 J|HF HMA (R AF 8 7t S EX} g E ALESHE Sotol= o] BAH7E 235
| ef&LICH
« 3% 0|52 AwsResilienceHubPeriodicAssessmentRoleO|0{0fF & L|C}.

AWS Resilience Hub & & 4435} 5104 od|2F=l 7} ghad =H]

fjo
02

st

AN
T
1. AWSResilienceHubAsssessmentExecutionPolicy #2|¥ HME g0 A2 ErLICt
2. O3 HAME FILELICE 07| M= o E2[7o|M0| Ho|El primary_account_id

AWS H 0| B7IE AELICt £t of|efEl Brto| dg

i
AZGE dlz|

—

(AwsResilienceHubPeriodicAssessmentRole)

off o4& Hig 5t
HA2 AWS Resilience Hub AH|A7} of|FEl H7o| gt E s+l = = HEHE Fo{gLCt.

o HE T7to| d&tof CiEt 42| 2 (AwsResilienceHubPeriodicAssessmentRole)

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
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AWS Resilience HubE 0424 A|E1t &7 AtE st B CFS IAM Tet HA0| LR ELICH AFS AtEdl
off ek 2k AWS AEol CHE Hetol Heg + J&aLItt A2A HE HMAE floi AWS Resilience
Hub € MYE = CEo 22 AE A HE S nedgfLch

- 7|2 A — ol EE[F0|MME BtED TWIHE AAsiei= AWS HE LI
« BEX/EIAA A™Y(E) - 2lAATE X AWS HE(E)ILICH

® Note
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A-&dte Setol= o] EFAI7H E st
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o 3 7|0 HAMA (KM AZFE 2t S EX g
« Amazon Elastic Kubernetes Service0ll MAE £ Qe HEHE 5= &0l CHSH RHA

Bt L2 2 the section called “Amazon EKS 2 {AE{0]| CH 8t AWS Resilience Hub @AM A &
Map EHHE A XGHMI.

7|2 A" dd

7|2 H%ZAwsResilienceHubAdminAccountRoleOi M A 232 MAISIT 0|2 =S £+ UE
AWS Resilience Hub HMAE & A5taHoF B LICH O] A2 2|AATF ZEEI AWS HHo| CHE o8
of HMASHE Cl| AFEEILICEH 2AAE 22 HEto| glo{oF & LCt.

® Note

.« 2438l 0|E 2 AwsResilienceHubAdminAccountRoleO|0{oF & L|C},
2 A™o| M MdsHok gLt

-« TR IAM AL RS Eofl= 0] & E +=UE iam:assumeRole TEHO| Rl0{oF BrLICH,
Fed B2 A AEXLE v AR,
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« secondary_account_id_1/2/...2
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22X 24& (AwsResilienceHubAdminAccountRole) o] A2 MM Ct31F Z2&LCH

EX/BIAA A MHY

Zt 2 A X0 A M AwsResilienceHubExecutorAccountRole A& S =1 Q|of|A{ BHE &t 2
A Ae g &€M3515104 0| U S +~U5HoF &rL|Ct O] Y& 20 o ZZ|AH|0|M BE|AAE AMST H
7t5t= AWS Resilience Hub Ol A2 E[E2 2 XAt HEHE R FhLIC
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AWSResilienceHubAsssessmentExecutionPolicy% IAM At ZHol oi8E = %J%L—lEP. =
7HE A¥stE S0t0| Y2 HWILE AldE = Ue HMA HEHS OHE AWS MH|A

m
w
10
wn
@)
v
oo
I3
U

S = Amazon Simple Storage Service(Amazon
S3) H{Zo] 71|A|§ T = ME HE 2 MBS ELICH Amazon S3 HZ! O|& 2 aws-
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resilience-hub-artifacts-2 A|&5H{oF & LICt CHE Amazon S3 HHZ!ol| HAlStEd= B
CreateRecommendationTemplate APIE EHMO 2 SEHM HAIE = U&LICH RtMIE LIS
2 HY Mg B E3 dM(CreateRecommendationTemplate)2 & = 5HM| 2.

o| YAlof= Chg HEto| 27 Elof JU&LICH

« Amazon CloudWatch(CloudWatch) — OfZ 2|7 0|42 2 LIE{&I5 7| 3 Amazon CloudWatchof|
MMst 2 E HHE HEE JIXSLICt E38t ResilienceHub WA mHO|AN Q= oZ 2|7 0|M
o| 522 M=o CHEt CloudWatch X|EE HAlSt= Of cloudwatch:PutMetricDatag AIEE
L|CF.

 Amazon Data Lifecycle Manager - AWS 7|1t 24Z4E Amazon Data Lifecycle Manager 2|2 20f
CHEF Describe MEHE 7t MSELICH

1L

« Amazon DevOps Guru - AWS %1} 942
Het2 M3 glct

El Amazon DevOps Guru 2|A&AE LIQE5t 10 Describe

Ml

« Amazon DocumentDB - A AWS It 244 E Amazon DocumentDB Z|AAE LIQE5t 0 Describe
Het2 S gl

« Amazon DynamoDB (DynamoDB) — AWS 7|81} ¢4Z2E Amazon DynamoDB Z|AAE LISt
Describe ™&t2 XS &LICH.

 Amazon ElastiCache(ElastiCache) - AWS H|’d1} ¢4 Z2El ElastiCache 2|2A04| CHE Describe ™
gt2 M3 ELct.

« Amazon ElastiCache(Redis OSS) Serverless(ElastiCache(Redis OSS) Serverless) - 74/& AWS 1}
@14 El ElastiCache(Redis OSS) Serverless 7301 CHEl Describe &2 M3 & LICH.

« Amazon Elastic Compute Cloud(Amazon EC2) — AWS "3 244 El Amazon EC2 E|AAE LIY
5t Describe MEt2 M3 FLICH

« Amazon Elastic Container Registry(Amazon ECR) - AWS |81} ¢4ZEl Amazon ECR 2lA A0 Cf
gt Describe M3tE A3 ELICEH

« Amazon Elastic Container Service(Amazon ECS) - AWS |1t 24Z2El Amazon ECS 2|A 401 CH
8t Describe ™&t= M3 ELICH.

« Amazon Elastic File System(Amazon EFS) - AWS 7|51t ¢34 El Amazon EFS 2|4 A0 CHE
Describe ™&tE A3 ELICH.

« Amazon Elastic Kubernetes Service(Amazon EKS) — AWS A1t ¢1Z4El Amazon EKS E|AAE
LIQ¥&t 1 H8t2 Describe M3 ELICH

« Amazon EC2 Auto Scaling - AWS H|’d1t 244 El Amazon EC2 Auto Scaling 2[AAE L&t
Describe H&HE XS EfLICH
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Amazon EC2 Systems Manager(SSM) - AWS H|’d 1t ¢1ZAEl SSM 2|4 A0i CHE Describe T&t
2 X3 Ect

AWS Fault Injection Service (AWS FIS) - AWS 7|51t 42 E AWS FIS AlF] & AlF =
5t Describe HEHE2 M3 FLICH

M|k

s Ly

Amazon FSx for Windows File Server(Amazon FSx) - 74| AWS 1} 214 El Amazon FSx E|AAE
Lt35t T Describe #EtE AMSELICH

Amazon RDS - AWS A1} 944 El Amazon RDS E|AAE LISt D Describe et M3 &L
Ct.

Amazon Route 53(Route 53) — AWS 7| &1t @173 Route 53 E|A~AE LISt Describe #et
2 M3gLct.

Amazon Route 53 Resolver - AWS 7|81 21Z4El Amazon Route 53 Resolver 2|2~ A0 CHEt
Describe ™&tE LtA35t T NS ELIC.

Amazon Simple Notification Service(SNS) — AWS 7|1} 24Z2E Amazon SNS 2|AAE LIS}
Describe #™&t2 M3 & LICH.

Kl

aTH

Amazon Simple Queue Service(Amazon SQS) — AWS A1t ¢4ZEl Amazon SQS EIAAE LIQ
51 Describe ™82 XS EHLICH

Ml

Amazon Simple Storage Service(Amazon S3) - 41" AWS It ¢4Z2E Amazon S3 2|AAE LISt
1 Describe M2 XS EhLICH.

(® Note
HIIE MstE S 2rEld YoM Yolo|ESH ok &t FaHE HEt
Resilience Hub = s3:GetBucketLogging T™8t2 At&35t0 B7IE HM3Mo 2 22 §LICtH
Je2qLt AWS Resilience Hub = F2HEl HEt2 LI¥stE 41 HAIX|E EAISEE 0| F7t
& g0 7|1Zt2 MSELICH XIEE S 7[ZF LHo| FaHE HEHE FIt6HK| 2
Aol gL Ct,

o
z0
rr
ox
40
>
=
wn

&

|0
2
ol
d
~

AWS Backup - AWS #| &3} 94748 Amazon EC2 Auto Scaling EIAAE LEd6t 1 Describe HEt
£ 7t SLch

AWS CloudFormation - | AWS 2t 124 El AWS CloudFormation AEH9| 2|4 A0]| CHEt
Describe Mt LI¥stn 7t SLCt.

AWS DataSync - AWS |51} ¢4Z4El AWS DataSync 2lA A0 CHEt Describe HEHE LIYS D
Mot

Directory Service - AWS 7|1t 2172 Directory Service 2|4 A04 CHEt Describe HEHS LIS
1 AMSELCt.
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- AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7|51} 174 El Elastic Disaster
Recovery ElAA0| CHE Describe HEtE MSELICEH

« AWS Lambda (Lambda) - A3 AWS I} H4ZEl Lambda EIAAE LIQS 1D Describe HEHE AMS
gt

« AWS Resource Groups (El&4A I 8) - A AWS I 242 El Resource Groups E|IAAE LG5
Describe ®™&tE A3 ELICH.

- AWS Service Catalog (Service Catalog) - 71’3 AWS 1} ¢1Z3E Service Catalog 2| AAE LIS}
Describe M3&tE2 M3 gLICH.

« AWS Step Functions - AWS 7|1 @174 El AWS Step Functions 2|A A0 CHE Describe HEHS
Ltdst T M-S &L,

o

o

- Elastic Load Balancing - AWS 7’31 ¢3! Elastic Load Balancing 2|AAE LIQ35I 1 Describe
Het2 M3 Elct.

« ssm:GetParametersByPath— O| H&tE AtE5t04 o E2[A 0| M0f 74El CloudWatch ZE, |
AE E= SOPE #2|ghLch.

rr

AWS HZXo| H7IE Adst= S0 Elo] AWS MH|AO HMASH=E O ZRF HEtE A
AR OE L HEof HEtE FIsied™ CHS 1AM HAHo| 2 gLt

OH
ol

P

A&

AWS Resilience Hub AWS 22|23 Z=Hof| CHEF Yd|o|E

O| MH|A7} o|eq8t B4 ALErE FX4517| AEFEH AWS Resilience Hub O|£ £ E{2| AWS Z 28 &
M AO[O|Eof CHEF M8 HEE ELICt o] Ho|X|e| B4 AMEof CHEH AHS Y2 Bfog{®d AWS
Resilience Hub £A{ 7|5 H|O|X[|0{|A{ RSS I|EE 7 535IAM2.

H3 =S Date
AWSResilienceHubAs AWS Resilience Hub = 4 2024 12 174
ssessmentExecutionPolicy - 7HE A™¥st=E AWSFIS &
HA ALE Otof| M AlEAWSResili

enceHubAsssessment

ExecutionPolicy Of Al
AE £ TS List 2 Get
1512 R0t =5 & UCo|E

e
&Lict

o] HJI
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2

AWSResilienceHubAs

ssessmentExecutionPolicy -
W AL

AWSResilienceHubAs
ssessmentExecutionPolicy -
W AL

AWSResilienceHubAs

ssessmentExecutionPolicy -
2 ALE

Ad404
=o

AWS Resilience Hub £ &
7HE Adst= ¢ Amazon
ElastiCache(Redis OSS)
Serverless2| E[AA & 740
HMAE &= Q= Describe
T8t2 204AWSResili
enceHubAsssessment
ExecutionPolicy SIES
E Yolo|Ex&LICt.

AWS Resilience Hub = &
7HE AM#S= AWS Lambda
S 9ot Amazon DocumentDB,
Elastic Load Balancing %/ 9|
2laA U Fof HAAE

& Q)= Describe HEt2 &2
0JAWSResilienceHubAs
ssessmentExecution
Policy St=5E YUOIO|EX
&LCt.

AWS Resilience Hub £ &7}
E AM™5t= S92 Amazon FSx
for Windows File Server
2 212 & U= Describe
T8t2 204AWSResili
enceHubAsssessment
ExecutionPolicy SIES
E dolo|Exi&LICt.

Date

2024H 9 25

¢}

20244 8 1

20244 38 26

AWS ZElE8 ZH
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He 74

[ )

AWSResilienceHubAs

ssessmentExecutionPolicy -
WY AL

AWSResilienceHubAs

ssessmentExecutionPolicy -
7 A

AWSResilienceHubAs
ssessmentExecutionPolicy -
Al

AWS Resilience Hub 04| A{ &4
AU =X AIE

AWS Resilience Hub HZ

AWSResilienceHubAsssessmentExecutionPolicy AWS #2[& %
= AWS Resilience Hub A&
8 4 QlaLich AWS ZHEIE

I:|=| 7C-|7<H = =|. |.

Ad404
=o

AWS Resilience Hub = ©@7}

= ASlst=e S0t A2 0l

& U= Describe HEHE £
04AWSResilienceHubAs
ssessmentExecution
Policy St=SE& AWS Step
Functions &H|O|ERH & LICH.

AWS Resilience Hub = &
7t& Adst= Sk Amazon
RDS2| 2|AA0] HAMAE
& U= Describe HEE2 &
0JAWSResilienceHubAs
ssessmentExecution
Policy St=5E YUCIO|EX
&Lt

O| AWS Resilience Hub &4
2 GI7tE d¥sty| e o E
AWS AH|£0 CHEr HAMAS
MSgflct

AWS Resilience Hub 7} AWS
2213 MAtof| CHE HE LHE
F=ME AlEH&LICEH

=1 AAH

ALt 3 IAM B X

‘AWSResilienceHubAsssessmentExecutionPolicy”.

H2ALtof CHEF X2

« Infrastructure OHZ 2|7 0|

AWS Resilience HubCHS 0| A &|oHgfL|CT.
2E|AF W2 ALEo] CHEH IAM T EF

Date

20234 10 30

2023 10 5

2023 6E 26

2023H 6 15

AT O H 2 AL

otod 2ol 2 mW=ALtof IAM HEHE £ 04

of CHEF AFM|EF LI 2 MME & X 5HMRthe section called

AWS Resilience Hub HZ AL} 2 |AM T8t
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|Kt H|2 ALbof| CHEF IAM T8t

(=]
ALK HE ALl CiE IAM HEt

- OfE 2|70 M
« 71 HE HMA HEFE Fodst7| I8 IAM THE

Cl2 XA |nfrastructure OHZ 2|7 0|A1 ZHE|AF W2 AL B8 #HBt

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",
"Action": [

"resiliencehub:AddDxraftAppVersionResourceMappings",

"resiliencehub:CreateAppVersionAppComponent”,
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate”,
"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent",
"resiliencehub:DeleteAppVersionResouxce"”,
"resiliencehub:DeleteRecommendationTemplate",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",

"resiliencehub:RemoveDraftAppVexrsionResourceMappings",

"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource"

1,

"Resource": "*"
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AWS Resilience Hub At

1

Lo

HIRLIA Qi A phalxt T2 ALboi| CiEt 1AM HEt

CHS A2 HIELIA Q14 BER B2 AL TR s MeHS RoEtLc
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion"”,
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

]I

"Resource": "*"

}
]
}

O Z A 0| A AL W= ALto CHEH IAM T8

S

Tt

CHS X2 of Z2|70|M AR HEAL ER

mjo
I
A
o
r
o

o
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JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "ApplicationOwnerx",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResouxce",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
"resiliencehub:DeleteAppAssessment”,
"resiliencehub:DeleteAppInputSource",
"resiliencehub:DeleteAppVersionAppComponent”,
"resiliencehub:DeleteAppVersionResource",
"resiliencehub:DeleteRecommendationTemplate”,
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:ImportResourcesToDraftAppVersion"”,
"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",
"resiliencehub:RemoveDraftAppVexrsionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment"”,
"resiliencehub:TagResouxce",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion"”,
"resiliencehub:UpdateAppVersionAppComponent”,
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

2 Terraform A E} It 7142 7| AWS Resilience Hub

AWS Resilience Hub & Amazon Simple Storage Service 2 2|3 7|(SSE-S3) EFE£ #2I8 7|(SSE-
KMS)E AI&3t M & 2t 2 3H(SSE)E A& 35t0{ AWS Key Management Service & & 3+El Terraform
AEf I J7HX{R7|E K| HE LI Terraform &HEf Iho| T2 M|S 2= 38l 7| (SSE-C) & A& 504
of 3 3tEl A AWS Resilience Hub2 AF&3504 7kXE = Qi&LICH

Terraform &Eff I UE Z 7tx{2e{H e mtdo| = 2Ixlof et CHSa 242 1AM H2o| AWS

Resilience Hub Z &L |C}.
712 A &0l %= Amazon S3 HHZ!0l| A Terraform AHE{ I}l 71 x4 7|

of ¢47| A

>
=
w
X
®
@,
=
>
9
o
I
c
o
10

7|12 AH 2| Amazon S3 HHZ!0d| /= Terraform AMEH Lol CHEH
AE FE35t2{H CHS Amazon S3 HZ! & 4l |AM MAo| 2 ghuct
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- HZ! HA - 7|2 A™of = CHa Amazon S3 HZ! 2| HHZ! HRAQlL|Ct. KtAIEH LIS 2 Ct S oXIE

A O T
HESHM L.

- X7 9 A 0| ofZ 2|7 o|Mof| CHEH Mol 3 &R 8 e 7|2 AWS Aol AWS FXY IAM
oi5tofl CHEH 1ZE K174 5 K& AWS Resilience Hub LI, XEMIEH LIS Ch2 ofME &z
NL.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
@ Note
AWSResilienceHubAsssessmentExecutionPolicy #ZIE HAS AIESE B
ListBucket :’L'I°I'O| .U-IO°|.7;| |_.=.|=|l—||:|'
(® Note
KMSE At&35t0d Terraform & Ef I US & 535l= B CHS kms:Decrypt HEHE F 781
OF fLCt.

"Effect": "Allow",
"Action": [

"kms:Decrypt",
1,
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"Resource": "<arn_of_kms_key>"

E X A™Ho| = Amazon S3 B{Z!0{| M Terraform & Ef T}t 71X 7|

o HZ HA - 2X AH™H B stLtol| /= CHa Amazon S3 HA 9| HZ! HAL|Ct RtMIE LHE2 CH S
xF

=
- X4 B YA - 7| AHH AWS Resilience Hub 0l A A& 501 AWS 7™ 4ol A4 E AWS A}
4 3 YAMALICt RHMIEH L2 CFg oM E FESHMIR.
(® Note
AWSResilienceHubAsssessmentExecutionPolicy #E|¥ HME At B2
ListBucket ™3t0| L35 X| 2L&LICt.
(® Note
KMSE Al&35t0q Terraform & Ef I} U S &5 3t 5t= E CHE kms:Decrypt HetE F7}8H
of gFL|Ct.
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

Amazon Elastic Kubernetes Service 2{AE{0] CH8F AWS Resilience Hub
HM|A &35

AWS Resilience Hub = Amazon EKS Z2{AE{9| QIZ2IE & 2445104 Amazon Elastic Kubernetes
Service(Amazon EKS) EHAE{S| S HZ S I LICH = Kubernetes AE 7|8 A M| A X 0

KJI
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(RBAC) +d2 AWS Resilience Hub At &304 Amazon EKS 22{AES| YR 2 HIZE|= CHE
Kubernetes(K8) YIZ2Z=& BIIELICE 7t H22E 24 & YIHE ¢l Amazon EKS E22{AEE
/2| AWS Resilience Hub 3t24M CtS 2 =3l of & LICt

« Amazon EKS 28{AE{2t S S HHolM 7|& AWS Identity and Access Management (IAM) 3&
=2 Mgt 7Lt AFSELICH.

« Amazon EKS Z2{AE{0] CHEF IAM AFS K} 2 % C’—*.UHIAE g/d3t st Amazon EKS 22{AH LY
K8 ElAA0i F7F 17| & HEHE F04stM 2. Amazon EKS 2 2HAE0 CHEF IAM AFS A &

o HMAE Edstste Sol CHEr REAIE LHE % C{AE{0l| CHEH IAM ALS AF 3 98 HM|A

[ 443} - Amazon EKSE & E3HMIL.

ik J&i \_0

IAM RIE{E|E AL 3= Amazon EKS E2{AE | CHEF HM A= Amazon EKS ZHEE Z 2 2lof
M A™E[= AWS IAM Authenticator for Kubernetes0ll 2|5 Ar& MHEELICt 215 XH= aws-auth
ConfigMap (M 4 HEE 7tX{SLICH

® Note

« aws-auth ConfigMap Aol CHgt XAl LHE 2 GitHub2| Full Configuration Format&
SESC YIS

« CHEEHIAM XP’—‘! %':' 0| CHEF REMIEH LHE 2 IAM AL A B MM At SEAMEAL I8

* Kubernetes 23& 7|8 HM|A K|0{(RBAC) T-J0i CHE REMIBH LHE 2 Using RBAC
Authorization(RBAC £921 AF8)2 & X 3HAML.

AWS Resilience Hub = H|'d2| IAM & & A& 35101 Amazon EKS E22HAH Q| 2|AAE R 2|ghL

Ct. AWS Resilience Hub 7t Amazon EKS Z2{AE Lol 2|4 A0 HMHAFE{HMM ALESHE IAM

& E Amazon EKS E2AH LH| E|l4aA0 CHE SE28 ¢47] T8 HEH0] U= Kubernetes 10|
OHZ!I5HoF AWS Resilience Hub & L|C}.

AWS Resilience Hub = CHS IAM Q& &M & SILIE AFE 351047t Amazon EKS E8{AE 2|4 A0

HMAE 4 QTS SR BLICH

- OHECIFIO|MO| B|AAN HMASHE | A 7|8 HMAE AESIES THE B2, ofZ2(7 0]
ME ME  AWS Resilience Hub A MEE 2t S EXA FE L= EX A|H d482 HIH &

0l Amazon EKS 2 HAE{0| HMASH= O AFo = L|C}.
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https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

AWS Resilience Hub A8 YA

CI= 74 Clojo{az 2 o= 2|7 0|A10] @
2{AE{0 AWS Resilience Hub M| A St

7|8t o EZ|FO|Mo 2 L HE AL 7} Amazon EKS
I.

=
= YHE 2EoiELct

Primary account Secondary account
AWS Resilience Hub
8 AssumeRole using Service Principal
Customer . K. A
Describe-Instance =)
> =H oS

Describe-Instance =14 )
— ADS Describe-Instance > ece
"4 N

AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance ‘ Ece AWSResilienceHubServiceRole EKS API
Scheduler EKS API
AWSResilienceHub —_— @ EKS

ServiceRole

AssumeRole

o HHXH IAM AF2XE A8 510 BlAA0| HMASEE ofZ2|70|MHE A8 B Amazon EKS 2
HAEQ S U H X0 M AwsResilienceHubAssessmentEKSAccessRolel| O|E S Z M IAM

[=2— i .
ofstg Mdsof ELICt a22{™ O] IAM A& E AF2 3104 Amazon EKS EBH{AE | HMAE £+ Q!
&Lict
=

Ct2 70 Clojlo{2 =2 O E 2|7 0|A40| $4RH IAM AL A} HEFES AIESIE S MHE F7F 7|18
H %o HiZ =l Amazon EKS 2 2{AE{0{ AWS Resilience Hub M| A= W 2 Hoi&L|Ct.

Sl Primary account

A——n -2 - —— ]

Login Current |AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

CtE 7H'E Ctolo{ a2 of Z2[7H0|440] XN IAM AL AL HEHE ALESHE S FHE BRI EX
=]

7o HHZ El Amazon EKS 22{AE{0l AWS Resilience Hub HMASHE W8S 2o{ELICH
a Primary account Secondary account
A——n -2, a —E8— a—B—n—ft
Login Current IAM Role Assume Role AwsHesilienceHub Assume Role AwsResilienceHub  Assume Role AwsHesilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

Amazon EKS Z{AE{ Q] 2|AA0] CHEF AWS Resilience Hub HA|A HEH £ 04

r
i

AWS Resilience Hub £ AFE5tH st HEHE 798t A< Amazon EKS E2HAEN /U 2lAA0

AN AE 4 LT
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Amazon EKS Z{AE LM BIAAE AMST BItst= o 228 82 AWS Resilience Hub 0O
E 045240

1.

Amazon EKS Z{AE HHAE = JUEF IAM &S F+E&LICEH

iE 7|Et HM|AE AHESHo{ OHECIFIO|ME 48 A2 O| BHAIE HAUSF T 2EHAIZ TS

o OHEZC|F 0| E HHSt= Ol AFREH &S A8 E = U&LICH AWS Resilience Hub O] IAM

roles VS AL 5t &0 CHEt REAIEH LHE 2 the section called “AWS Resilience Hub2t 1AM
HF A

34XH IAM AFE R} HEHE AF25H04 O Z 2|70l E 7T B Amazon EKS A E{Q} S5t
H X0l AwsResilienceHubAssessmentEKSAccessRole IAM Q3&h2 MAdsof &hL|Ct 12
B Amazon EKS 2 HAE{ 0| HMAS= S2F O] IAM & 0| AFZELICH.

OHE|AH O|ME 7K1 "WIlsteE SotE IAM &2 AWS Resilience Hub AH2 3104 Amazon
EKS EHAEQ| 2|AA0 HHATLICEH O] A& 2 Amazon EKS E2{AES & EEP Aol M

£|040F StHOo{ A Amazon EKS 22{AEE HWItst= AWS Resilience Hub | 228 #Eto| =&
ZEl Kubernetes 21 &1+ O ZElL|C}.

Amazon EKS 22{AE{7} AWS Resilience Hub 3= A& SUsH AXol| s B CHS 1AM
AME| S ALE5H0{ &S MASHoF ELiCH O] IAM A ZE| Z=H0{|M caller_IAM_roletE #
M AEo|M APIsE =& 35H= Ol AFSE LICH AWS Resilience Hub.

Y]

® Note
caller_IAM_role= AWS AF2 X} AIH1F HAZAEl &rlL|C}.

Amazon EKS 2AE{7} WA HH( AWS Resilience Hub & H/H1 CHE HHE)ol| U= B Ch
2 AwsResilienceHubAssessmentEKSAccessRole IAM AIE| RS AL2510 IAM &2
M8t ok gLCt.

(@ Note
A 742 2 AWS Resilience Hub AFE A 7|21} CHE H ol HiZ & Amazon EKS 2
E{AE{0| HMASIEAH CFE HHE HMAE 6Ok FLICH REAMSH LHE2 CHS MME

xl-?t°|.k||o
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2. AWS Resilience Hub OfZ 2|7{|0|M0f CH#t ClusterRole & ClusterRoleBinding (e
RoleBinding) &2 4AgHLICt.

Ik

0

ClusterRole ZE MMClusterRoleBindingdt™ 7} Amazon EKS 2AES EH HIYA
Ho|A0| &5t BIAAE EM5t T WIHSH= AWS Resilience Hub G| 228 17| M HEtS
of o4 Lct.

2 HIE Mdsho] flel WA

AWS Resilience Hub £ A[235tH OIS & 5ILIE 22 5t0 =
H|O| A0l CHBEF HM|AS X|BHE

a. ZE UHYADO|A CHEE 27| HMA HEHE AWS Resilience Hub O Z 2|7 0|Mof Eo{&t
LIC}.

7F Amazon EKS 2{AE Lo 2 E HIYUAH O|ANAM B|AAL| SHEIE I AWS

- 1= O

Resilience Hub 5t24% C}S ClusterRole L& M 5HoF & L|CtClusterRoleBinding.

- resilience-hub-eks-access-cluster-role (ClusterRole) -7} Amazon EKS 2
HAE|E H7Hss AWS Resilience Hub Cf| 2238 #M8tg Ho|ghL|ct

« resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
— Amazon EKS 2AE{0M resilience-hub-eks-access-group O|& 0| Il""El
&8 H9o|5t0{ AWS Resilience HubOll A AFS RHOIM| S 8421 LIHE A& 7| 6] Z

2E HYAamo|Aof CHEE 217 HMA HEHES AWS Resilience Hub O Z 2|71 0| Mol o045t
= " HESI2 s Zd&Lct

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
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- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses

Amazon EKS 22{AE{ol| et AWS Resilience Hub M| A & 435}
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verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

4>
30
rr
gl
=
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r
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b. §H LIYAHO|A AWS Resilience Hub & 212

A
i

EX HUAHO|A ME LYQ| 2| AA0N HMA AWS Resilience Hub 3tE
ANgte &= l&LICtRoleBinding. O|& RIS = CHE A& S At oF &LiCt.

« ClusterRole - Amazon EKS EHAHE LS| E HJYUAH O|AN UE BlAA0 HMA
st 22242 I AWS Resilience Hub 3t240 C}2 ClusterRole 23t MAdsHof &

LICt.

« resilience-hub-eks-access-cluster-role— S HAAHO|A L] E|AAE
Yotete ol Eeeh HetE XI™ghct.

- resilience-hub-eks-access-global-cluster-role - Amazon EKS EAH
LA & HdAmo|AQt AAL|X| ot 2 EC{AEH Hel ElaAE Fotst= ol E2E
TetE X[HE Lt o= o E2|7o|Mel E2dg HItst7| 28 Amazon EKS E2{4&
E{o| ZeHAH Hel 2lAA (0 =)o HMAE £ 2= 0] AWS Resilience Hub &
Qe

ClusterRole &g dddstr| 2t AEX2 Ch31 Z&Lch
cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
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metadata:

name: resilience-hub-eks-access-cluster-role

rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

Amazon EKS 22{AE{ol| et AWS Resilience Hub M| A & 435}
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metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
EOF

* RoleBinding & -0| J&27t & HAH O[A LHo| 2|AA0 HHASHE AWS
Resilience Hub Cl| 28t &2 2o LIct. &, ZF HIYAH O|AM RoleBinding &4&
2 MMsto{7 X|HE HYAmO|A A AWS Resilience Hub 0ff AM[AE 4=
=5 SHoF &Lt

® Note
ClusterAutoscalerg A5 AFH LR AHR = B kube-systemOA F7}
2 RoleBinding& M-d3ioF ELIC} O|l= kube-system HAHO|A ] UL QI
ClusterAutoscalerg HW7lst= O 2R &FLICH.
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O|=Z!H| 24 Amazon EKS Z2{AE|{ AWS Resilience Hub £ HW7tsteE S
system HJAH O|A LHO| BIAAE HWILSHE O Rt HEHE Fodg

Ct.
RoleBinding &g ddst7| IEF HE22 Ch31t &L

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBinding & -0| &0
Resilience Hub O 28t Mt FodghL|Ct.

ClusterRoleBinding G& 2 Md37| {st EE2 Cta Z&Lch

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: resilience-hub-eks-access-global-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
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apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. resilience-hub-eks-access-groupE Amazon EKS E22{AE0| HMASHE Ol ASEl=
IAM &t} O| =S =5 aws-auth ConfigMapS YUCHIOIESIAIL.

o] BHAIE 1EtHI0I M AL 8 IAM &t Tt 2EHA 0| A M A El Kubernetes 15 ZHe| OHEIS A AI st
LIt O] DHE'2 Amazon EKS ZB{AE LHQ| Z|AA0| HMAE £ Qe HEHS IAM 2AEof o

gLk

(® Note

« ROLE-NAME2 Amazon EKS Z2{AE0]| HM|ASH=E C| AFSE[= IAM G2 LIEHHL

Ct.

« OHEZ|Z|O|MO| AE 7|8t HMAE AL EE F+HE E? He2 olE2AH oM
MAI5t= AWS Resilience Hub S¢F MY E|E &K 8 £= EX H A dgh0|o]
Of &fL|Ct.

o S IAM AIEXIE AFE5104 E|AA0N| HMHASIEE OfE2|AH|0|MHE F T B 6l
= A2XE HtE Al AwsResilienceHubAssessmentEKSAccessRoleO|040F &
LIC}.

« ACCOUNT-IDE= Amazon EKS 2 AE 9| AWS A& IDO4oF &fL|C}.

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
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--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

» ConfigMap 1 O|O|E{ mapRoles AlMof IAM & M|E HEE F715104 aws-auth
ConfigMapE& +82E HEE = U&LICH aws-auth ConfigMapE HEStE{H Ot BH

g lafstiict.
kubectl edit -n kube-system configmap/aws-auth

mapRoles MMof= Ct& metOlEH 7t Z&E = U&LC.

« rolearn — F7IE IAM &d& o] Amazon 2|4 A O|F(ARN)ILIC,

« ARN #& — arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.

 username — Kubernetes LH0{|A{ IAM & oi| OHEE ALE XL O|F
(AwsResilienceHubAssessmentEKSAccessRole)

« groups — 1& O|§2 24| (resilience-hub-eks-access-group) MM BHE & O]
St Ux|sHoF gfLct.

@ Note

mapRoles 4M0| ¢z E2 ol S +S 22 FJtsl{ok ELICH

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

Amazon Simple Notification Service Z=A|0{| AWS Resilience Hub HA|5tT
5 gd3

Of MMoi| M= AWS Resilience Hub 7t ofZ 2|7 0440 CHEH 2 =1 Amazon Simple Notification
Service(Amazon SNS) FAM|0| AA|StE=F & d3tste WS HBELICE Amazon SNS FA[0f FA|
A2E HdYste{H CHZ 0| U= x| =RISHAIL.
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ok

A4 AWS Resilience Hub O Z 2|70 ]L|C}.
(o]

I 222 M&3loF 3t 7|Z& Amazon SNS FX| AWS Resilience Hub &/LIC}. Amazon SNS FA|
MAMof ciet REMIEH LI 2 Amazon SNS FA|| MM B XFHA|2.

d

AWS Resilience Hub 7+ Amazon SNS FXofl 222 HIAISt= % 5128 Amazon SNS F || A4
Mg ch2 o Zto| ool EsfoF gLt

(® Note
AWS Resilience Hub & At&3dto SEQI 2|71 HAIX|E 7|2XMa 2 gHstEl 270
AU FHoll HAISHE B2 Amazon SNS FA|ofl CHEH MAHE 2laAs HAME ~H5Hof &
LICt ®43 22 resiliencehub.amazonaws.com0|Af resiliencehub.<opt-in-
region>.amazonaws.comZ HZgLICt

MH & 2t 33} (SSE) Amazon SNS F=HMIE AI&35t= 3 AWS Resilience Hub 0|7 Amazon SNS &
%3} 7|0i CHEt Decrypt & GenerateDataKey * HAM|A HEHO| U=K| &l ofF BrLCt.

20l Decrypt GenerateDataKey* CHE HAM|AE XS ste{H HAo AWS Key Management
Service BM|AE £ Q= CHS HEHS Z &5l ok AWS Resilience Hub&f LIC}.

AWS Resilience Hub & A& & E & 6t7LE AMleh &= e T&t A&t

ok

40! HE2ICIY BT AU Zuari Aol s e

2 M835to o E2|AO|ME HE ME S ZE S AL M= S
A2 M=o M caller_IAM_role ( AWS AF%X} 7| %1} 4 E!)
ol AF2 ELICH AWS Resilience Hub.

AWS Resilience Hub £ Al
£ &Lict ChS 1AM &
st Mste &= l&LicH o

4XH HZ oM APISE

Z
i

I’II’

o| elzZ g} EoF AWS Resilience Hub

#al™ MH|A Q= Amazon Web Serwces ot ZEMNA TR B0 MHEE AWS 22 HE
{3 2ot HAtE AWS Resilience Hub £ % E|LICt. https://d0.awsstatic.com/whitepapers/Security/
AWS_Security_Whitepaper.pdf

AWS O M HA|EF APl 32 AF23510{ HIE T E AWS Resilience Hub £5H0f| HMAEHLICH 2
EHO|IETL ME HE EOKTLS) 1.2 O|& 2 X|5HoF & LICH TLS 1.3 O|& 2 HEFLICt Ecto|H

=3

E &= Ephemeral Diffie-Hellman(DHE) EE = Elliptic Curve Ephemeral Diffie-Hellman(ECDHE) 1} &2
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AWS Resilience Hub NSRS

02

Perfect Forward Secrecy(PFS)7} Z & &l ¢
2 & olg{et REE K|HFLIC.

ok

A

T

== X[2&HoF g L|Ct. Java 7 O|&F o] %Al A|AE

Eft H2 HMA 7| ID L IAM LUERIQL #HEE AR HMA 7|E AHE 50 MESHOF & LICH &
£ AWS Security Token Service(AWS STS)E AF85t0 (A At ZHS M50 L™ MEE =
A& LICH.
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AWS AMH|A0]| CHEF =

Ol HolM= ofE 2|70l Mol ST AEfIt WEF2 &R AT X|HEl= AWS MH|A0| AWS
Resilience Hub CHSHOI| A =& 5t= CHFEF |32 Aol CHE MR HEE MSELCH ol2{8t At
= Z Application Component(AppComponent)2| = -¢23 =20 & ofEl 2t H| 1 5t04 Recovery Time
Objective(RTO) & Recovery Point Objective(RPO)E FH g LICt H7tol= ol Z2|AH 0|M, el et &
O, AZ BT L 2| Tolet &2 Chddt el SHo| =& E LICH JedLt ol HALE M- sted™
2lAA0] HMAE = QUEZE AWS Resilience Hub 0f 22 IAM THEHE XS 3ok & LICH O] o7}
2|0 HHASHT S HALE =Y = UL T 51&5t= AWS Resilience Hub O 22 & 1AM
(=

TEtoll CHS REA[S| otE e MdE EHARSHMRAWS of CHEt 22| &2 AWS Resilience Hub.

AWS AMH|A

* Amazon Elastic File System

« Amazon Relational Database Service Z! Amazon Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* - Amazon Elastic Compute Cloud
* Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service:

* Amazon Simple Notification Service

* Amazon Simple Queue Service

*« Amazon Elastic Container Service

» Elastic Load Balancing

* Amazon API| Gateway

« Amazon DocumentDB
« NAT #|O|E O]

* Amazon Route 53

* Amazon Application Recovery Controller(ARC)

* Amazon FSx for Windows File Server
* AWS Step Functions
* Amazon ElastiCache (Redis OSS)
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Amazon Elastic File System

O| M0 A= Amazon Elastic File System1 ZtZAE 2 & S22 A L HE A S LG EL(Ct
Amazon Elastic File SystemO| CHEt AFA|EF LH& 2 Amazon Elastic File System AEME HEASHAR.

Tl AAH R

I}Ql A|AE EHOS

| T
AWS Resilience Hub = HiEZEl It A|AEI0] CHEF AWS Backup 7[&!0| Holk|o U =X| =QIEL
Ct. EE3t Cross-Region BHQ] S MO| & M3EtE|0f JI=X| QIS0 WM 75t 8 2l =&

SEroll CHet {8 I8 HR LI
Cllo|E =]

AWS Resilience Hub = HIEZ E It A|AE| CHEH 21X LY == 2|7 7 Amazon EFS l|O|E{ S X7}
HOo|E|of UEX| = RIELICt. Amazon EFS H|O|E S A= oHEZ2|AH 0|M, elzgt, AZ & 2| &0

M of & RTO & of & RPOE 7HM&tE Ol =20| ElLICH 8t oHEZ 2|70l SEH Al THY A|AH F¢
22 g3t AWS Backup 3t7| 95 217 LHeE A& EIR{= K| AWS Resilience Hub = Q18 L|CH,

Amazon Relational Database Service 2! Amazon Aurora

a

0| Ml Moi M= Amazon Relational Database Service 2! Amazon Aurora0ll EX8F R E SI23 ZA}

HE AMEE LEQEEEL|CH Amazon Relational Database Service 2! Amazon Aurora®i| CHEF XEA|EF LI
2 Amazon Relational Database Service AHAME X 5IAML.

EHQl AZ HH

AWS Resilience Hub = Cl|O|E{H|O| AT Bt QIARA R HHZEL|RI=X| &Rty AHE|H EX QA
HA S 7| M8 SMES XIsHX| S S LIEHL|CH

—_Oo T

CHS AZ HiZ
AWS Resilience Hub £ ClIO|E{H[O|A 7} E& QIARA = 17| M8 SHMED &7 tHZ U=
S QI LICE CllOIE{HIO|A T 947| M8 SXED &7 HEE ZBRE= AZ BE Al Holl ZX|E 5183t

T E 2 AZo| HHZ E|94= K| AWS Resilience Hub & QIgL|Ct.
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« AWS Backup A= ] SME ALS =
- AWS Backup Hoi| LRt A2 Wit 2| W SAES AHE504 A=

. EFAL Q] AARIO| £5 At

. BIE 7 AR AHRO| EEE BT LY s
. CHE Binol 9| Mg SHE

F
« CIE 2|™0o| EX 2 AE{7} 9= Amazon Aurora 22 Cl|O|E{H|0|A
F

« CIE 2|™o] JE2lA BEX EHAETF = Amazon Aurora 2 24 Cl|O|E{H[0| A&

Cf k2 2/ L Zol =X

AWS Resilience Hub = QIZ 2} L= AZ B 50i S¢=2d HaHof Ho|E RTO L RPO CHA S &folEt
L|C}. EE8F AWS Resilience Hub & CHHS 1t ZH2 2| LH of7|EIX{E Algd5lo{ ofZ 2|F|0|M, 2l =2}

U AZ BHE MElE = U&LICH

ME0o| = Aurora E{AH
- Amazon Relational Database Service(RDS)2| Ct & AZ QIAFA
« Amazon RDS Ct& AZ E2{AEH
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Amazon Simple Storage Service

o] MlMoi = Amazon Simple Storage Service(Amazon S3. Amazon S301| CH&F XA LHE 2 Amazon

53 MEME HESHMS.
HHZ 2tE

AWS Resilience Hub = Amazon S3 HHZ!0| HH™ 2|7t 2 M3HE A El2 7 E|0] JI= K| = elghL
Ct.

FE| HHOA

—_ 1

of

10

AWS Resilience Hub = HiZ El Amazon Simple Storage Service(Amazon S3) H{Z!of CHEH AWS
Backup & 0| Ho|k|o{ U=X| &Qlgt|ct. £t HMol 2™ & SThof Cist M8 Hel7t 2o dt
B2 2T 7 ] SMo| g gstElo] UeEX|E =elghot,

A =
AWS Resilience Hub = 5#21 H3 9| RPO CH 40| point-in-time2 £ S (PITR)7} 2 &HX| & Q&
LICt J2{L} PITRO|= Al 2|7 B 0| X|®E[X| f&LICt et 2| 7 e S Mo EH35tEl 7|
& 0f2F AWS Backup HES ALS5H7HLE M A&ES MMELICt

ClO|E S

aul

(CRR)7} Ho|z|o{ QI=X]| &QlgtLICt. Amazon S3 HIO|E{ EX|= o Z2|710|M, Q1= 2, AZ & 2
MEZFoM o4 2322 RTO 2 of|4f 3 2= RPOE JHMEFLICH EBF Z4A| Ao 4
Amazon S3 HZ!M| SN E|X| oo 2 Zix|o| 22|M MANMZEE ESFLICH E8t Sz Hao o
O|El RTO CHAE 7|8t2 2 = Amazon S3 Replication Time Control(S3 RTC)2 & 4d3}3loF 5t=X| 04
=& AWS Resilience Hub = QIgfLI|Ct. 0| 7 7ts58t 7|52 158 O|LHof| &4 HZ! 2% 2] 99.99%
g SH[guct.

« AWS Backup At B4 SME At
7

=2
o |
« AWS Backup G20l et 2 nit 2™ HH SAIHE S AL8 50 A=

. EFAb Q] AARIO| £5 At
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Amazon DynamoDB

04| QF =l EHOS

- 1

AWS Resilience Hub = HiZ ! Ef|0|£0f #ied0]| o|O| Ho|z|of U=X| &olgtL|ch £5t 2|M & &

Erol g M & Hel7t 2 32 EAo| s 2[™ 7 Hd S T daliof st= x| & lgfL|ct

AME ST
AWS Resilience Hub = 22424 K= o| RPO 2 X 0f [t} point-in-time =T (PITR)7} B 8x| &I
L|Ct. 2Lt PITROMl= WAl 2|7 gido| X|@E|X| §E& LIt et 2 7+ #id S 40| &dstEl 7|

Z of|2f AWS Backup H|2g AL 3H7ALE M HlES MaELICH
=24 E|o|=

AWS Resilience Hub £ Hil ZEl Amazon DynamoDB E{|0|&£ 0| C}& 2|T0of 3tLt o4& o] EX|E 0| U
£ 2R2Y 0|22 Holz|of Q=X ElgLict 22YH H o[22 MYSHH 2™ &M o4 &3
EERTO Y ofl& I3 2= RPO7Zt JHME| D HE|H-HE|E = HE|E-THA|E CFE B[ ZE0]A
s 4 Qe 7ls T M3 ELICH AWS Backup £ Amazon DynamoDB PITRE 2™ & sHLEo M

=~

o
=
A&stod o Z 2|70l BEE MElEg = U&LICH

- Amazon Elastic Compute Cloud

0| MMof M= Amazon Elastic Compute Cloud0ll St & S22 AL & HE AFE S L
Ct. Amazon Elastic Compute Cloudol| CH8 XFA[EF LHE 2 Amazon Elastic Compute Cloud 2B ME
ZESM L.

0

FE

o

ME QIAEA

AWS Resilience Hub £ L} 7|& & SlLI7F SFZlE Z<2 Amazon EC2 QIAEAE AE| XE QA
EAAZ AlEdsh|C}

« O| QAR AOf 4Z2E! 3Lt 0|4 2] Amazon Elastic Block Store(Amazon EBS) & & 01| CHaH
DeleteOnTermination £40| false2 HHE F<.
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« Amazon Data Lifecycle Manager - = AWS Backup 7|20 Amazon EC2 QIAEA EE= StLt O 4
O| Amazon EBS £50i ¢1Z= &=,

« AWS Elastic Disaster Recovery 7| Amazon EC2 QIARA AEZ|X| 282 SAstE Ol AAEEl=
740
oT .

(® Note
Amazon EC2 QIAEIATL 2|9| 7|& & SILIE SF5HX| ot= <= 0|8 AE| HIME
Amazon EC2 QIAEIA 2 AWS Resilience Hub |2 gtL|C}.

Auto Scaling 1 &

AWS Resilience Hub £ A'EH H|X{Z} Amazon EC2 QIAEIA &2 &QlstL|CH HME B CH3E
AZ FH2E Auto Scaling Z1E(ASG)2 AtE304 SUSHH LAAER|0|MSt= Zdo| E&LICEH 7[E
ASG7t AHEE[H ARHE 042 78 Gdof| AX FHE|of U=X| &elghL|ch A

EAA D AL2310{ ASGE Holste B A% Amazon EC2 QIAEAE AIEE £ Qg 5?_43—12 7H
M35l2{™ 2C|MHE Amazon EC2 QIAEIAZ 832 2| 20| E4LICH

Amazon EC2 Z&!

AWS Resilience Hub = Amazon EC2 £3/2 A|#HsI 1 CtE AZ HIZ 2 HO|Z|R=X], &
EC2 QIAEADH AFRSEK| EQIEHLICH Amazon EC2 E2/2 CIE AZ HHIEZE &
S0 FAELICH 2C|MHE QIAHAR Amazon EC2 ER/E EZ M AT QIAEAE A8 £
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