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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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&L|Ct.

Ct2 EtA0f [ 2F Amazon Route 532 AF23510d EHIQI2 SE5TE AF23504 ZHIQIQ| QI A

K4S LICH AWS Certificate Manager.

X|&ofl ek Route530] =M1 SSELICH &2l o|H[YE & A ELCh

— =
THIQlo| 3 AR ¢oi HAYBILICE Ol Route5301M RHS 22 AAEILIC

2.
a. Route53 Z2&2 Lt
b. 2% EMoiM AR PFAg MEdFL|CE
c. THQ oS0l cia MMHE SAR QAUS WD SAR QA IDE SAELCH

3. & AWS Certificate Manager €11 C}& EtAOf 2 TH[QI QISMHE QEELICH £FME HilZ
stede 2o U=x| #elgu ot

4, EMoMIBZM LIYS MEISID Q1B M QH 2 &LICH QM2 EF Fo|ofof Lt
QISM IDE MEiSto @M e ALt

6. ZTHQl MMM Route530 M BT E Mg MEHELICH @FEE MElste Ol & 1020| ZEL
Ct

7. QUBMIUZE[H QIS A AE] MMoAM ARNS SAHELICH

T HQ! M4 (GovCloud Bt SHE)

AWS GovCloud(O|=2 AME) 2|X0il HiZ 3t 1 Research and Engineering Studio& AFS A X[ Q!
2 A&st= 32 o238t At =74 EHAH|E Rt = 5ok g LCt.

I

HEZ SAE T Holol MME A2 mtE|M AWS A Xo|| 215 A CloudFormation AEHE HHE
LIC}.

& M CloudFormation £230{ M L CertificateARNE %o} 7|58 SL
IZPPrlvateKeySecretARN.
GovCloud ItE|M H|ZH0{|AH CertificateARN &3 ¢} 2 2t ¥
Hot ot ARN2 7|85t 7 2ot &5 Ztoll M AE vdc-gateway = U E EoH &350l F

Hel e E FIHELICH

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [t 3 O|&](res-demo &= US)
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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GovCloud THE|M H|&0| A PrivateKeySecretArn £2 7t 2 AFE35l0o4 EoF ¢ A

Ct. Mf 22 &5 ARNZ 7|55t 2ot & & Zhol HMAE vdc-gateway = ULE Eot &35
of = 7He| E{ & F7IELIC.

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [t 4 O|&](res-demo &= U)

9| Research and Engineering Studio= HiZE A| CtS3t 22 Q|8 2|LATF EXE W E AWS 0 4
ghlct.

. HESIZ(VPC, HES MEU U Zato|Yl MEY)

0{7]0{| M RES &4, Active Directory(AD) & S AEE|X|IE EAE5= O AHS El= EC2 QIAEH
AE A™ELICH

« AEB|X|(Amazon EFS)

AEEX| 280z 7td 23 & elzek(vDl)oll 228 mtut o|o|E{ 7t ZEELIC

- C|ME{2| MH|A(AWS Directory Service for Microsoft Active Directory)

CIEE{2| MH|AE= AF2XHE RES 2HZ0f Q15 &Lt
D

o 7|t E 1|0'|(AP9'7§F O|&, &f3) Ao Active
Hot ¢

irectory MH|A H|& A%} 0|2 S E X

o

ot

rr

POI'

Research and Engineering Studio= & Ar&35t0{ MH|A H™H &3 & Z 8504 AHE A7t MS 5t
Hot f S oi HMAFLICFAWS Secrets Manager.

/A Warning
&S7|8tst2i= 2 & Active Directory(AD) AtE At A &8 O|HY FAE FMS3Hok &FL(Ct.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html

Add a permission2|

£ AL8stod F 2laAE
Elas HEE BRI,
AWS GovCloud(O|= M%) 2|H 2| o2 HizZ 2| AR 9
0l A44(GovCloud Bt SHE).

=t

Z0ll A LDAPS T4 (MEH ALEY)

EAlS =

Me MAst

250l M LDAPS 4l At836tEie 4% CHS HHHE &= stod 218 &5k AWS Managed
Microsoft AD (AD) =H|@l ZAE E {0 ¢1Z235t04 AD2t RES 7tof| & &1 N3 8HoF L(Ct.

1. of CisH M & LDAPSE & /d3tst= ol AWS Managed Microsoft AD MSE A E ML
Ct. LDAPSE oO|0O| gd3stet BRO0| BHE ALE = U&LICH
2. ADO| LDAPS7t 4 E|0{ J=X| &Qlet £ AD 215 ME LHEHLICH.
a. Active Directory MHHZ O|S & LILC}.
b. ZIXIZ PowerShell2 iLILC}.
c. B M¥certmgr.mscstod QIEM S5 YLict
d HBHNMAUZE = U= RFE QUS 7|HE VLIS UBSAME go{ IBM ST ALt
e. AD AH{2t SUet 0|F 2| QB ME MEStD |X|(Ee OIRA QLEZF HE EE)E OIS 2
E XYs MEIS OHS LHELHZ|E MESgLICt
f. Base-64 QI3 T X.509(.CER)E ME{St 1 CIS2 ME4ELICT
g. CIHEZ[E MEiet = OS2 MEIELICH
3. AWS Secrets ManagerCtg0| M 2ot &t 5 & M 8fLICt
Secrets Manager0l M 20t 5 & A e mf, HoF &t R0IM CHE R HoF & F & MH
st PEM2Z QIAYE QIEME Y HAE ZEof E0{d&LCt
4. MMEIARNEZ 7|55t10f DomainTLSCertificateSecretARN It2t0|E{2 YURIELICH EFAL

ME AlE.

B0l A LDAPS Td(MEH AtE)
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https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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Microsoft Active DirectoryOll CHEF MH|A HH MY

Microsoft Active Directory(AD)E RES2| AtZ4 5 AAZ MEHSH ADO| ZZ I Al HAHA S
HESt= MH|A HAEO| QISLICH RES Ax|o| YdEEZE MH|A HZAHO| X4 SHOo| £ E Eor s 2
TEsof BLICH Muls HFE o8 48 TR LD

« ADUM A& Xt S7(3H: RESE= & 80| 2O1E &= U5 ADMM AL XHE S7I8t6HoF & LCt
s713 MEMI = MH|A H™HE AL&35t0{ LDAP(E)E ALE5t01 ADE FC|5t0d AH8 7tsS 8 ALE
et agS d-guct

« AD =M@l =QI: QIAEATII AD =HIQIo| ZQIGHE Linux 7t Hla3 s & Qlxet SAEO] CHE
MEfE ZdlL|ch RESOHIME DisableADJoin TtEFOIE{ 2 Mo{ELICH Of TEtOIEE 7I2XM2
2 False2 MHEE|0] U&LICE &, Linux 714 ClAZE2 7|2 #H22 AD TH Rl ZQI5tE{1
A= glct

« ADOY 4Z: Linux 7t A3 & 2 QlZEt SAEE ZOQISHK| o™ AD T HQlof HAZAEL|Ct
(DisableADJoin = True). 0| 7|50| 2&5ted™H MH|A H|%Hoi Usersou o] AEX & T Fo0f
CHEH 17| HMIA HEtE 2R ELICIGroupsOU.

MH|A A& ol= S Hsto| 2 8rCt.

- AHEXIE 57|35t ADOI| 42324 - UsersOU Lo AFEXF L T E0of CHEF 17| HAM|A,
GroupsOU
« AD = HQloi| Z=215t24H -0l M Computer ZHXME M4 L|CtComputersOu.

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 23 B E = MM MH[A HH HEtE F045t= | o & NS g L|C RHA|
ADE 7[|fto 2 g = &LICH.

Z3t0[8! VPC TAY(ME ALE)

2|El VPCO Research and Engineering StudioZ HHZ 3t = %| 9]

2Bl THE4 WHHEA 2T A
z %—ZE%* 4+ Qs HAE Poto| MIZELIL I EE RES HIEE S4442 4xl5t7| 2la 2
S oMl 20f o ZELICH ZEto|%! VPCOI RESE AJX|5HEIH Che AME X718 & F ol BLic
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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- Zzto|S9 VPC iz mtetolE M-

Amazon Machine Image(AMis) £ H|

1. E&sdg ct2cdtuct A= vPeol HHZ5t2{m RES Q1Z2tof T{E 2! OIE{ull HA|A Q10|
SE5MH2 ASE £ Qlofof ELCt.
2. Amazon S3 17| H& MM A Het}t AMEE 4 Qe X1 SHE Amazon EC2E2 AFE 5104 IAM

c. QZE = e AEE| M HO|X|o|MH CHZE &g LICH

E| B0ME MEHELICH AWS AH|A.

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore
+ EC2InstanceProfileForlmageBuilder

o. %% OIE UMY

fjo

Z_IS
3. EC20|00X| Y€ +d @A E MMeFLICEH

a. O EC2Image Builder 2&

k=3
=
b. MHE 2AL0M FE AL MESID T 24 MY ME{gLICH

c. Td2A dEHOoX|HAMLCHE MHF SEE LU™ELICE

- T4 24 R¥oM UEE MEE LD
. M OA ME MEAMCHE S MEfELIC}
HretolH NEYRE
Image operating system (OS) Linux
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com//imagebuilder
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u} 2k 0/ & ASRES

Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or
Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

d. T8 24 dd Ho|x|oM EM 2EIE HolE MEdgfLCH

Ho| EM EHI=ZE 2l=d5t7| ™o tar.gz Tl CHE Zb URIZF 2 8FL|CH RESHIAM
N335t tar.gz THYS Amazon S3 HZ!O| A2 =50 HZ! S80|M THUS| URIE =

f

(® Note

AddEnvironmentVariables= MEH AL O|H QIZE} SAEO| AFE R X|H
5174 A7l WO A K| oS e s

LS —

http proxy 2 https_proxy 4 &

2 S ZSA
At& 3104 localhost, IAA HIEIH|O|EH IP F4& 2 VPC AEEZQRIEE X|H
St= MHIAE F|2ISHK| ZSHES 524 no_proxy mtetOE{ 7} Hegfo|ct

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

Zetol%l VPC R0 AL E) 28
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# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
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e.

a.

SFER-PS

Al
4. Image Builder O|O|X

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AWSRegion
{{ AwWSRegion
{{ AWSRegion
{{ AwWSRegion
{{ AWSRegion

Al AH

=

BIAIZ| M5

S

=
-

1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.
com,sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > /etc/environment

oAl 4 Ho|x|oAM S S 2L

A-EX}

oo

=
=

Enter an appropriate name
such as res-recipe-linux-x
86.
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o|Ofx| M
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0S

o|o|x| 22|Z

ololx] ol

stef CiziEla| B2

AE Xt

oo

=2
=

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure IHO|Z 22l Al £
SSM 0f|0|™ME A7 is not
selected.

[root/bootstrap/re
s_dependencies
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L

Amazon & 2|&: aws-cli-

version-2-linux

« Amazon & Z|&:
amazon-cloudwatch-
agent-linux

« A$: Amazon EC2

K47t O|FHo]| KA

&L|CH Z=oi AWS A

M DS} A AWS 2|1

E =gLich.

=

TERLHAE 22 AMstD AE

o

L

« Amazon #2|¥: simple-
boot-test-linux

5. Image Builder QIZ 2} A2 MABLICH

a. KNEE ZAAM QZEt TS MEHEFL|C)
b. Qlmpt 7 AMS MeEdst |t
c. =gl 74 MM mHo|xloM CHEe 2dgtLict
e TeknlE SR S
L oI5 Enter an appropriate name

such as res-infra-linux-x86.

Mz
0%

Add an optional descripti
on.
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MM o}z}o|E] INE=DNS

oo

=2
=

IAM 38t Select the IAM role created
previously.

AWS @l g} CIAEA 3 Choose t3.medium.

VPC, MEYl 2l Hot 0 & QIE{ MM A L Amazon
S3 tHZ!o CHEt AMAE
&8st S MEEL
Ch 2ot 258 dMstok

S Fe Ohe UHS A8

504 Amazon EC2 ££0]|
MESa8e M

A& LICH

rok

« VPC: QlZ 2} 72 M0i At
k= Qo sYe VPCE
MEdStL|CE o]l vPCHl=
QIE{ HAM[A FHEHO|
o{oF grLCt.

- QHIRE T&!

: SSH

 AERF XIE

« CIDR £%5:0.0.0.0/0

> o

B Ho

d. QlZat T4 M Me

=
ot
T
ful

6. A EC2Image Builder It0|Z2}QI2 MdgL|Ct

a. O|O|x| mto[=ZztRle 2 0|S3t04 o|O|X| mto|ZE

tel
b. ILO|ZERl MEF HE X|d wo|x|oM CheE Y™ist ChES MEELICH

— == - "1 o
. e YR YIS ML AMI HIOIZ ZRHAE 502 AlRtsE{H £52 M
=3Ik
c.  2AIT| £4%4 HOIRIOA 71 AT A8 & +194hD OlTiol S4B 2IAIT O/ 2l
LIt Ct2 S gLt
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d. O|O0X| Zz M4 Ho| Ho|X|oM 7|2 2 &= & MEistn CHES S MEfgfLICH

e. Q=g M ™Mo u+|0I7<|01|H 71

o| o|§& LU™EfLICt Ot
X

AMEH

& ozt 7 AF8 S MEst L ool d et l=z e
=g LIt

=
f.  HizZz A% Zo| wo|X|oM Ct&S MEfstod MEAELICE

RES7t Qlzet EAE QA
A sast 2|70 ©
7t MEElE

. 012 270l RESE HHE512{R1 A HHE A% MM Meisin

A& LIt
g. MEiAEE HEStD 1o
7. EC2Image Builder Z}O|Z2}QI2

a. O|O0|X| zto|=
b. &S MEASID mo|=Z 20l
ool

8. MAMEIAMIC| AMI IDE 7|2
section called “1EtA|: MZF A|ZP.

AWS AMH|A

Application Auto Scaling

AWS CloudFormation

4010k &f
2™l M £3 o|0|x[7t H-&ELICH.

2tlof A AMI O|O|X|E H-EgstE Ol of 45201 M 1AlZFO| HAE =

=
st 1.0 M InfrastructureHostAMI It 2tO|E{Q| Q2i0 2 Al

THAE Mohz AEE + QU= S £3 0|0[X|= HiZE RES &
=

m |

LICH MH|A Z7|22t2 AH8 35 EC2 Image Builder AHH|A

of7|of 2l of F7HE 4

s H M| A _%_ O] AWS MH|A =l
5 ZQlEof CH3H O] B

RIE{H|0|A& VPC AEZQIEE AWS AMH[A AFE 50

MH|A Ol
com.amazonaws.region.application-autoscaling

com.amazonaws.region.cloudformation
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
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AWS MH|A MHI|£ O|F

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb(7|0|E9{0| = £
RIE Q)

Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

Amazon Elastic File System com.amazonaws.region.elasticfilesystem

Elastic Load Balancing com.amazonaws.region.elasticloadbalancing

Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

AWS Lambda com.amazonaws.region.lambda

Amazon S3 com.amazonaws.region.s3(RESHA 7|E2Xo 2 MM

= HO|EQ0| JIEXZQRIE EQ)

Ae|E FoMH HAE Ak B AistE{T F7F Amazon
S3 QIEmo|A A=ZQIET EHRELICE. Amazon
Simple Storage Service IE{HO|A AIEZQIE HHAE

HZEStAMIR.

ok

AWS Secrets Manager com.amazonaws.region.secretsmanager

Amazon Elastic Container Service com.amazonaws.region.ecs
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html

o4 gl olX|L|o{Bl AELC|Q Add a permission2|

AWS MH|A MH|A O|F

Amazon SES com.amazonaws.region.email-smtp( use-1-az2, use1-
az3, usel-az5, usw1-az2, usw2-az4, apne2-az4, cac1-
az3 & cac1-az4 7t FPo| M= XX A S

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC AEXZQIE Qi0| MH|A0| 44

VPC AIEXZQIEE X|otX| §b= MH|AS SEete{™ VPCo HEE! MEUH| ZEA| MHE MY
=] LICt. AWS Identity CenterE ID M3~ E A& 3504 Research and Engineering Studio HY
Zo| Rt &[4 AMA HEHE 71T ZEA MHE HM52{H OIS BHAHE [MHEMSL.

1. RES H{Z O A& vPCo| H{E 2! MEY|M Linux QIAEIAE A|EHEHL|CE.

« Linux I{22] - Amazon Linux 2 =& Amazon Linux 3
- O}7|EdX] - x86
2 - t2.micro O 4

-0.0.0.0/00{ M ZE 31282| TCP
AZASI0] ZRA| MHE - ELICH

b. EE ZtE MEUo|M ChZ T Qo CHEr HAZEE s{EgfLCt

. .amazonaws.com(&Et AWS MH|A 9| ZALR)
 .amazoncognito.com(Amazon Cognito&)

- .awsapps.com(ldentity Center&)

ZZtO[E! VPC T (B ALY 36


https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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- .signin.aws(ldentity Center&)

 .amazonaws-us-gov.com(Gv Cloud &)

c. CHE 2E AFS ML
d. ZSAIMHE BassD ASELIC
e. IS Al M7t 44l C47|5Hs PORTE 7|53 SLcH,
3. ZSA Mol Chet HAAE 5ISSHES 22 BlolgS AR
a. VPC Z2£E2 0|535t04 2lZEt SAE L VDI ZAEN AFEE HEUIQ 2L HO|2E 4
I:|=1ls=ll-|__||:|.
b. BE 441 24780| O EHAlIM MAE TS A M QAHAZ O|SSHES 2t ElolE
g BRI
c. 2UZEHVDIsOl AL BE MEU(QIE N2 9i2)ol 228 EfolEol CHaol relg 4

Zgto|8!l VPC HiZ metOlE MY
0{ M E CloudFormation ElZ&!l0{ EX 1
Ch &2 A48t Zetoly! vPCo| MExo
C}.

t2FOIE &

i gull=

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets

VdiSubnets

4l CHZ7|8t= PORTOIAM €

the section called “1EHA|: M| ZE A|Zl245HoF &L

= HiZst2{™ CFS mtet0|BE BAIE tiz dYstok &L

Input

Use the infrastructure AMI ID created in the

section called “Amazon Machine Image(AMIs)
Z=HJ".

Set to false.
Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

Zzto|8! VPC THA(MEH AL
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Add a permission2|

ol 2tOl &

[ClientIP]

HttpProxy
HttpsProxy

NoProxy

Input

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123
Example: http://10.1.2.3:123

of| A

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om, kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .

execute-api.us-east-1.amazonaws.com

Z2to|8l VPC (M= At

38



47 A AX|L|0{E ARLC|I Add a permission2|

QI BlAA MM

O| CloudFormation AEi2 L EQZ A
( PortalDomainNameO| M3 & ZR)E
= U040k FLiCt.

E2|X], Active Directory 2 EHQl IEA
MogLct MES oiZste{H olzqet 1 F 2|AAE AEE

HHZ Mol BAT RIZE2S CIREEE £ &LICH

HHE A|ZF: 2F 40~90&

1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation
CloudFormation &2 dLICt.

(® Note
ZE|XE A"ol Jex| =l

2. Z&0iM =ESS AEELICH

AWS GovCloud(O|= A8) 2[F0f BiZ35l= F< GovCloud ZHE|M HHoMH EEZS AEE L

ot2to|E Default AqJCH

DomainName corp.res.com Active Directory0ll AF& E|=
CHRIULICH REAER AL
EXE M™stE LDIF Th
of Z|2gtol| M3 ELct. 7|
=2 ALSAHE A8 StEdH gt2
7|2 sLUCt 28 H
FotE{ME Ydlo|Estn ¥
T O|LDIF IS MSEL
C}. Active Directory0ll AFHE &
= Coln k| Tok

— =1L L

AR&Lch

oIF ZlaA MY 39


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml

o4 gl Qlx|L|o{ AELC|Q

=
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ol 2tO|E

SubDomain(GovCloud 2t 5
=

AdminPassword

Default

A 04
= o

o| mzt0|Ee 48 2l
o| 74 AMEd AbSto|X|oH
GovCloud 2|7e| < &=+
UL|CH.

SubDomaing A|3 5}+¢
ot2t0|E] 2tof XS =
DomainName 5 At7I 2
LIct M3 =l Active Dlrectory
T HQl o|F2 ot =Helo|
Eluict

Active Directory Zt2|X 2| &
Z (ARt O|& Admin). O]

MNEXtE 27| REAERHE
CHA|o| & CIEEZ[of A
|0 o|F ol ASEIX| ei&L

CH{"password":"somep
assword"}

.0l AARIo| A E =
Active Directory2| &t S%t
MQF NS &

LICH

!
gl:I
o
ot
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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al o x

= -

Lo ARLC|Q

Add a permission2|

ol 2tO|E

ServiceAccountPassword

7| o4

Default

A 04
= o

[e][]

MHIA AH()2 Mdst
=0 AFSEE 3L
CtReadOnlyUser . O] HH
2 7|30l A+ ELCt,

(o)

CH{"password":"somep
assword"}

0| AAERIO AE =
Active Directory2| &t & S%t
HeT MEE SF6Hok g

L|C.

SSH Z&0|HEE A& St0d
e QIAEAE AFs L

& 1: AWS Systems
Manager M| ZH2|X
5tod QIAE A AQE

A& LICH.

it
Pl
H1 oo

i
ol
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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ol 2tO|E

LDIFS3Path

ClientlpCidr

ClientPrefixList

Default

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

A 04
= o

Active Directory A% o| £
EAEPNZE EHAHO|M 7K
£ LDIF 2o Amazon S3
Z2L|Ct RIME LHiee
LDIF X| 2 & =stM L. ot
2tO0|E{= HEE Cl|=E{Z]of
048] AFR RIS MA St T
2 0|2 A& LICt

T U 5 E{E GitHuboll A Al
28 £ e res.dif IUS
SELYe)

AO|E 0] HMAE IP T4
LICH ol E E0{IP =4

£ MBSt 1 [IPADDRES
51/32 E M85t ZSAE
EEEO| HMAD FEE
A&LICH HiZ 0| o

O|EE + A&LICH

Active Directory 2| = =01|
CHet HNMAE MSste HF
AL 222 olzdst|C}. B

-1
HEHTA S8 Yof ohzt
AHMIEH LSS 17 ey
MEA S8 52 HRHA
o
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html

Q7 I AX|L|o{E ARLC(R Add a permission2|

I 20| E Default AN
EnvironmentName res-[environment PortalDomainName O| Al
name ] 2= ZA<o| netolE e &3

LHAIM At E = JUZF
HEI Bt ASOH EfOE F
7tst= Ol A ELICE ol&=
RES ABMS MME M AIS
E|= EnvironmentName
ut2t0|e{ 2t Y x|sHoF & LCt.
H’Hod| ofed e+ E 2 HlZ 5=

22 TRk BLICH

PortalDomainName GovCloud H{ 3 o] Z< 0| m}
2tO|E{E =5t X| Ot M A2,
M E=H S0l 2lsAet &
otz 7l 822 MR
&LCt.

AHoi cHEt Amazon Route
532| Q! o|FLICt. O
MEIJIMBEHHEE QB
Mot 7| ool M E|ofof
Y2 E=FELICE AWS Secrets
Manager. AtA| ZH QI & QI
S M7t e 4<0| ntzto|
E{ 2 H|® & Environme
ntName = QU&LICH

4. 7150IM BE QIR SOlstn A MM MBI
1EA: MEF AIE
Ol 44449 step-by-step K|l It MBS TAIsHT HISoll hEZ 2t

HHZE AlZF: 2F 60

HL

HHZ 5l7| Xof o] MZ0d CHEt CloudFormation EIZ2!2 CI22E8 £ Ql&LCE

12 A4 ME AR 43


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json

Q7 I AX|L|o{E ARLC(R Add a permission2|

in AWS GovCloud(O|= AMF)E HizZstE d<0| EE32 AASELICH

® Note

AWS CloudFormation 2|24 = AWS Cloud Development Kit (AWS CDK) (AWS CDK) -+ &0
M MG ELCH

AWS CloudFormation &Z2!/2 9| AWS 0 Research and Engineering StudioE H{Z & L|CI AWS 2
EFRE. ABRE AIESHT| ™ol AA Z7HE SF 8t of gLt

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/cloudformation
CloudFormation 2&& JLICt.

2. HEZE AFELCH

Mkl

o

in AWS GovCloud(O|= AF)& HiZstedHo| BESS AIFELICH

3. O|HEH2 7IEHM2z 0|5 SF(HXILIot §7) 2ol AZFELICEH CHEM £FMHE AlE
otodH 2& B A ZS0iM 2™ MET|E AWS E[THAIS ELICH

(@ Note
Ol MZE2 Al LR oI AFEE 4= ¢1= Amazon Cognito AMH|AE AFSEHLICH AWS 2|
. Amazon CognitoE A& = AWS 2[™ J=0lMHOo| MEEZ Al&fsHof &Lct 2[HE
%Al 7h2 M2 AWS 2|7 al Services ListE 2 & 5HMR2.

HefLIch RtsEHE QF 2

4. TEHOIEolMOl MIE HEX Ol Tat0lElE HE s 1 Tool met £33
AAE M BP9l Blas A0 H HolM Ol2{3 TEHIIEE &S 4 aLch

il nl = 7182k =
EnvironmentName <res-demo> res-, 11Xt O|5}, CHEX} S
O Z A|ZSHE RES 401

XEE 178t olFLICH
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https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ol 2tO|E

AdministratorEmail

InfrastructureHostAMI

SSHKeyPair

[ClientIP]

ClientPrefixList

o
>

ami-[## ## ### ##]

X.x.x.0/24 EE= x.x.x.0/32

A 04
= o

RE W5E 22t AgRo
Ol F=AIL|Ct EEFHO|
A2 XH= =3t Alm| A| 2 A
C|=E{2| Single SignO| U&=
Z< =2o|3 Seia A8 &

g S gLt

0

(MEE AR 2E QlZ2t 34
Eof AtSE AEXE X|H AMI
IDE MSE =+ J&Lich &
XN X|#El= OSes= Amazon
Linux 2, RHELS8, RHELS9,
Windows Server 2019 &
2022(x86), Windows 10 &
11 LICH REAIEH L2
Amazon Machine Image(AMI

s) ZH| B AR AAIR.

olzpl SAEN HAS= O
AMEE|lE 7| Ho{L|Ct.

A|AElo] CHEr edE S XIEtHSt
P F=A EE{QlL|C} HiE

Z CllentIpCldrE AHIo|EE

15HA; ME AIE
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u}2kO/& 7|2k

InfrastructureHostSubnets

VdiSubnets

ActiveDirectoryName corp.res.com

ADShortName corp

LDAP 7| DC=corp,DC=res,DC=
com

LDAPConnectionURI

=k
Qlmal SAEJ} AIRE M2
CHE 78 oM 24 F
7Hel Zato|H MEHg MEH
gLict oF HERZ A=
of olall & 74 ol& W& &4
QS MMEI DEE MEHEHL
Ct.
VDI QUIAEIA T} A|ZHE M2
CHE 748 P40l A 5 74 O]
Aol Zeto|8l HEUIZ MEd
grLict 2F HERZ A=
of olall & 74 ol& W& &4
MAME| D EZ2 MENSH |

CH.

Active Directory2| = H| 212
Lict 2= T el ol &
}.

A HEe= elaLoch

m°l'

Active Directory2| B2 0|&
2/LICt. O|& NetBIOS O|F
olgtn T gfuict,

LDAP A& 7= LHo| 7|0
CHet LDAP B2 QlL|C}

_I

Active Directory2| A
Ho|M 18" = U “’E'
Idap:// B2 LICH 7|8
THeleZ XtsstE 2|—=|'— EI
AAE HHESH A2 Idap://co
rp.res.com AFS & = Q&L
Ct.

15HA; ME AIE
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]!
=

ot2Ho|E 7|

ServiceAccountCred
entialsSecretArn

UsersOU

GroupsOU

SudoersGroupName

ComputersOU

DomainTLSCertifica
teSecretARN

RESAdministrators

A 04
= o

AEXt Ol &% 712t o
0{ & 4|9| Active Directory
ServiceAccount AF& XF2| Al
gﬂ. OlE‘ll. o|-37|. E%I-El
Hot 2&fs ARNS MSE L
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N
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1A 10
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P

=F 2l

(MEH AFEH EHQI TLS 915
M 20 QtS ARNES xﬂ%%k
0 ADOi| CHEH TLS 412
MsterLct.
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A 04
= o

AX|Lo™ ARE|I2
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UID ! GID #HZ7} SSSDof|
M MMHE|=X] EE= ADOM
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EnableLdaplDMapping
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™ TrueZ2 A3t11, ADOIA
M33t= UID & GIDE AFE
5ted™ False2 AAEHLICE.
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TrueZ A% 3Hof gFL|Ct.
Linux SAEJ} CIEEZ &
Helo| =QIstx| RSt =% 5t
EAMHE TrueZ #HZEELICE.
OFX| o™ 7|8 dyel

DisableADJoin False
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S
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ServiceAccountUserDN
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Linux VDI EAEE
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AWS CloudFormation 22| & Ell Hoi|M ABHO| HEHE &=
CREATE_COMPLETE &tEHE HtA| ElL|CH.

2EA: Mg 232

H

A& A=0| Aol HHE S/ K24 ol T oMY 2| FLICH URLE AL 3tod HlBol 21
OISt CHE AFSAHE 9I3H HAAMOIAE TAFLICH

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message  Help Q@ Tell me what you want to do
1] o - [ Rules ~ EO 3 Find )
o | O 518 G un B | Jpes (DB B MRS )
B Team Email ~ Done (35 OneNate [ Related ~
2 Junk~ Delete Archive | Reply  Reply Forward g0 S Reply uDelete F Create N Sl | Move Mark  Cates = e Follow | Translate Read | Zoom
<P Al eply &Delete 7 Creata New ~  [BActions~ | Unread Up~ ~ [y Select~ Aloud
Delete Respand Quick Steps [F] Move Tags [E] Editing Speech | Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
- . € Repl € Reply All > Forward
no-reply@verificationemail.com ) ey ) e e
7 [ Mon 10/16/2023 12:35 PM
| CAUTION: This email originated from outside of the I Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.
Your temporary password is:

You can sign in to your account using the link below:
hittps://res-test-external-alb-801427597.us-east-1.elb. om

RES Environment Admin

XEOR 2I0IF S0/ SSO BRI HHSHEE Y THoIM AHE FHE & UsLICH HE 3
T HEE MMZ BESMRTA 70|, clusteradmink #XI1S ARULICHO| AFE AS st
o ZEMEE st il Z2EMEO| ASK £ I8 HHAUS €8E = A2 AZEQ0{ &
=g HTS AL RAMHOE ClAIES HHES 4+ glaLich
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ME dd|o|E

Research and Engineering Studio(RES)0l= HT™ H|0|E 7t H|O|AMQIX| oto|LAIX|of| 2t MEF S
UClo|EstE F 7HX| Yol }U&LCt,

2l MAE ASELICH HolX B2ElAE Aot #E AHEsHH, 0to|L EZ|

= = o
A HQE AR AEHA HEE FIIELICH o & S0 HA 2024.012 2024 1&€of Ho|™ 2E2[A
2 2P|AERSH, HE 2024.01.012 &S BT 2| 00| 2E|A YO0l EQRI&LICH

+ HIoJX HE HH0IE
« OFOJL] A HHI0IE

H[O|XH HT AO|0[E

Research and Engineering Studio= AH4FS AL 50 3 M S oJX| ot 0| RES #ZE0M %
Algtzdoz ol nho|aBlo|MS RIBBLICH EBto| ZRMAE AZ5H0d AL KHE 22 E5t7| Fof
2t740] Ci 3t AUCIOIEE HIAESI T #Ql8 4 QlaLIC

$732 /Al 0| RESE HO0|E 524

A
DE HOIE M EEe2 ’8-2- Moz oto|aef|o|MEIRAEX| & lEf Lt

OrO|Ld 7T AO0|E

RESO{| CHEr 0tO|L 7 Oi|0|E o B Al MR|7F EH

R35IK| et &LIC} CloudFormation ElZ312
CIO|E3t0d 7|& RES ARE UO|O|EE &= U&LICH MOE|0|EE HiE 37| CloudFormation 71040

A
M TR RES &2 HTZ &QlgLct HM HE = HES AZ 2E20M &elg = &Lt
0i: "Description": "RES_2024.1"
OhO|Ld TS YOO EstedH:

1. Ol %|Al CloudFormation Bl Z2!2 C}2 2 E 8 L|CHhe section called “1EtA|: MZE A|ZH.

HIO|XM ™ MCllolE 52
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https://console.aws.amazon.com/cloudformation CloudFormation &2 23L|LCt.
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https://console.aws.amazon.com/cloudformation/

o4 gl olX|L|o{Bl AELC|Q Add a permission2|

M&E A7

£ =& AWS Management Console Al& 304 AWS M| Z 0f| A Research and Engineering StudioS
M74E = Q& LICH AWS Command Line Interface. O] A& 0l A 44438t Amazon Simple Storage
Service(Amazon S3) HZ!E +=82 2 AMx|&ljof & LICH O| ME2 EZE HIO|EE XMEE 8=

<EnvironmentName>-shared-storage-security-group2 AFHS 2 Z AFA|5HK| oF&LICH.

AHE AWS Management Console

1. AWS CloudFormation 2&0f 2 Q!gfL|C}.

2. AE4 I O|X|ofMHO| ME 2| Mx| ABHE MEHEFL|CY.

3. A XE MEfErLICE

AP AWS Command Line Interface

220l AWS Command Line Interface (AWS CL)E A& £ QIEX| &QlgtL|Ch M| K|
AWS CLI Al MEHM | 2F £ed2lL[7} AWS Command Line Interface?& & Z5tAl
MEE £ U MEO| HIEZE 2o 2R AHe R FHEEREX| &Qlst £

Ct.

&t

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

shared-storage-security-group 4f&|

/A Warning

ME2 o|=stx| §f2 o|H £AMERE 2557 26 7IEM2 20| ot A|ARIE fX[E

=
LIch EoF O& I HAZAE ot A|ARE MAStES *._‘"5—'13P‘F‘_=| 3H':* Al&" Lo E2tEl 25
=

CIOIE7t S Moz AN ELICH CIO[EHE #dstHLE M & S0l Clo|E & AT ot
0| E&LICH

1. o 232! AWS Management Console 5t11 https://console.aws.amazon.com/efs/ Amazon EFS

Z&S YLk

A& AWS Management Console
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https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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Bl MK LIC<RES-stack-name>-shared-storage-security-
group. E= O|2{Et Y A|ARIEZ CHE 2ot D80l Mg sto HIOIEHE RXIE = UELICH

3. 0of 232l AWS Management Console 3t 11 https://console.aws.amazon.com/ec2/ Amazon EC2

Z£S gL

4. <RES-stack-name>-shared-storage-security-groupZ A& LICH.

Amazon S3 H{Z! AHK||

Ol M&= 2 Olo|E{7} & AE|X| & =F AWS CloudFormation AEHE AMK|E 7|2 AXEH 32
x1|.=.01|H ei Amazon S3 HZN(ZEQ! 2|Ho| HHE8)2 | XISt= S FHELICH MES AM7HE
ZF OOEHE EEE ERIt gl AR0IS3HAS =822 AKME = U&Lct ChS HA o et
Amazon S3 HZ!2 AMAIELICEH

1. of 212! AWS Management Console 5t11 https://console.aws.amazon.com/s3/ Amazon S3 &
£2 GLich

==
2. EHAMEFM HAS MEIELICEH

3. S3H3lg 3t&LClstack-name.

4. Zf Amazon S3 HZA g ME4e OIS H|R7|E MEELICH ZF HZ! S H|<{oF &Lich.
5. S3HZE MEiSID MXIE MEHEFLICE

E A873104 S3 HHZ!E AX|5tE{H CHS H- S AWS CLIAIZEFLICE

$ aws s3 rb s3://<bucket-name> --force

Amazon S3 EHHZ! AFK|| 55
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* Amazon CloudWatch Logs
AE R RIS B A MY

RES X|& AMIs 7143

Az 5 el

—_

Research and Engineering Studio= 2 E SAML 2.0 & A4 5 S2XE A& £ Q&LIC
Amazon CognitoE 7|2 AFE Xl CIHEE{E|2 AFE504 AL&AE7} Cognito AFE AL IDE B 2= D Linux
7|8k VDIsOll 2018 £ T E 5tedH MM E FH XM 2 Amazon Cognito AFE A M. QI8 2|4

[ yo C

E Ar&350{ RESE HHEZN7{LI IAM Identity CenterE At H &0l Z2 MME R ZSIMRUAM
Identity CenterE AF& 35104 Single Sign-On(SSO) A, AtA| SAML 2.0 28 X4 58H S 2RI UE

AR Mg 2 Zx &M 2Single Sign-On(SSO)2 I8t X4 5&H 22 A 7+ 4.

=HA

« Amazon Cognito AFZ X} A%

+ Active Directory S 7|3}
IAM Identity Center& A& 5104 Single Sign-On(SSO) &A™
Single Sign-On(SSO)2 @&t A3 5 =X #+48

ANEXol s HH

Amazon Cognito A X X

Research and Engineering Studio(RES)& A& 3tM Amazon CognitoE 7|8 AF&Xt CIEEZ|IZ 4™
& 4= &LIct 0|8 &3l AL Xt= Amazon Cognito AFEAF AHZ4 BHE AF83tod ¥ ZH L Linux
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7|8k VDIsol 22018 £ Ql&LICH BERKHE AWS 222 csv IHUS AFE35104 042 AIEXRIE ALS
A ER 7HMHE = U&LICH CHE AR 7HX{=2710f CHE XEMIEH L& 2 Amazon Cognito 7HEF A} Ot
LHAMS| CSV Tt UM ALE X E2 AMAEX 7HK 7|8 & ZFHMI L. RESE Amazon Cognito 7|8 7|
A&Xt CIHE 2|2t SSOE E/H AM8E &= ULS K| LICH

el -

RES Z2|Xl= Amazon CognitoE AFE XL CIREEI2 A5 RES 2HEE Fdsted™ &4 el
H O|X|ol M HAM|AE = = At BF 2| Holx[e| AL X CIEE{ 2|2 Amazon Cognito AHE |:|-|IE
2 TEELICH AL RHAM| SESHE S 518 5tedT S UE HO|X[oA AR} RHAM| S5 HE
ghefuict,

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

ASXE 7tz 2l

ol

=2
=

AMEX A& S50l HEsE B2 ASX0oH & ofZ27[0lMHe] URLE MBE + U&LICH 047]0f
M AERHE OFE AAEXRL7E OfLIALIM?EHE EME HE + A&LICH 047[0i| M ZH UL

Amazon Cognito A4 5 MH 57


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-using-import-tool.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

el &
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OFE| ALSRF7} OF @ AMEHBH AL RE 047(0fl 7HU5HH HIBIS A OlH|Ynt
AIR|7+ EAIEILICH
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Create account

Email

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

7t 2 8o| UF 2 ALEXtol|A o|H Yol = AlE &l FI=EE 350 71 Z= Al

HIAIX|Z7F E AIELICH

AE 2EStEtE

Amazon Cognito AtZ4 & MY
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Verify email address

To verify your email, we've sent a verification code to your email.

Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

KtA| 7Helo| HIE G&E B2 MEXE 7t B3 E =2 & el&LIct #EIX= RES 2|F 0 A Amazon

Cognito2] AFE XIS FA35H0F ELICH (Amazon Cognito 7HEE R CHLHA Q| ZHEIRIZ AFS A} A1 MM

% xl-7<°|.k||o )
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https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html
https://docs.aws.amazon.com/cognito/latest/developerguide/how-to-create-user-accounts.html
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

2301 Ho|X| &M

SSO2 Amazon Cognito7t 25 &435tEl 32 =2 SSOZ 210! SMo| EAIELICH AFSA7L Y
£ Z 25l SSO 2121 Ho|X|2 CtA| ErREELICH Z[2XM2 2 AL& A= Amazon Cognito7}
gl & B2 Amazon Cognito2 Q& gtL|C}.

ok o
0X I
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Amazon Cognito 1§ O|&2 =ICH 6Kt == U2 LAZ KRB S{EELICEH

Amazon Cognito 7t 22 ALEXt O|F 0| S LS X|B ZHIQl FATFCHE F 7HO| O|HIY F4AE §E
St X| ef&Lct.

Active Directory?t Amazon Cognito7t 25 &43tz|o{ /1 A|AEIMH 55 AEXL 01§ 2 & X|st
& Active D|rectory A}-‘E’-X}DP elEe = &LIct BE|XH= Amazon Cognito2t Active Directory 7F
of 55 ARt Ol Mt K| A= F ZX|IE FsHoF LICE.

RESE Windows /A EIA 0] CHE Amazon Cognito 7|8t Q152 X[t K| &t 2 2 Cognito AHE X}
= Windows 7|8t VDIsE A|EtE 4= Qi&LICEH
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RESE OiAlZF Amazon Cognito2| AHEAH & & HE 2 HIO|E{H|0|AE S7I3tefLCH "2 ElXt" 2
Eoll &8 2 E A8 XtolH = VDIsol sudo #EH0| §0{E LICt

Lambda 2£0|M =822 S7(|3tE AINE =T JU&LICH
S8 Z2ZMAE S22 AFELICH

1. Lambda &2 iL|Cl.

2. Cognito §7|3t Lambdag& ZAELICt O Lambdas BH =2 HEL
Ct{RES_ENVIRONMENT_NAME}_cognito-sync-lambda.

3. HAEE =L

4. EIAE OJHIE MMM QB ST HIAE HES MFLICH OHIE 22 HAIR ER5K]
of&LICt

Cognito2] 2ot 124 AL

2 7|50l YRl ASK #E 20| 7|EEe
2ot 7| /sl 71E HHZolM 0IF MHBE

7|5 ChAl #d3HE & &Lt

20244 128 2 2|4 O|F0od= Amazon Cognito Plus &2
2 ZMSIE|l&LICH RESE AT StE{E Dol HIEE
LICt =Zlo| Sl Hot MAof &A 2o wato

_III
0]

Active Directory S 7|3}

2EbY T

Active Directory(AD)2 Z4El 2 E CFN Li2t0|E= A x| S0 MEf AFE L},

Active Directory & 7|&} 63


https://console.aws.amazon.com/lambda
https://docs.aws.amazon.com/cognito/latest/developerguide/feature-plans-features-plus.html
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Active Directory details - Optional

ActiveDirectoryName - Optional
Please provide the Fully Qualified Domain Name (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional

Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, dc=developer,dc=res,dc=hpc,dc=aws,dc=dev

[ Enter String

LDAPConnectionURI - Optional
Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional

Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional
Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optional
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sudo in your active directory

[ Enter String

ComputersOU - Optional
Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidNumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional

Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

HEFRQIo] MZE 2ot &5 ARN(O{: ServiceAccountCredentialsSecretArn EEE
DomainTLSCertificateSecretArn)e| Z< RES7I Eot &3 Zf2 elg = U= et &
Hot etsof ot E Ef 28 F7HaHof &Lct

Active Directory 7|}
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« 7|: res:EnvironmentName, gf: <your RES environment name>

« 7|: res:ModuleName, 2t: directoryservice

o Z=HO| 2 E AD 78 UCI0o|E= of|2FEl CHS AD S7I3HAIZHE) S0l Ais22 MEFELICH AFS
£ AD 74 HZEet ¥ SSOE CHA| F/dsoF & = U&LICHO: CHE ADZE HEtst= B2).

' A—|'|%‘l ||.h |.7=|Z=I‘l | |||| 2| |-| __I.L-|2 _||._II%I-/~OIA|
_7E7| =X Ttl-EXI_X_IO tI'E .U:IOXORE T=| 'IA AD o= 7I—‘||J'_:||=|E‘I‘AA|=|L—
Active Directory Domain s Start AD Synchronization
Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZB|SY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,0U=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false

Active Directory & 7%} 65
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the shart name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory

[ CN=ServiceAccount,OU=Users,OU=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN
Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret: CredentialsSecret-BI-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

[C] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked

[CJ Enable LDAP ID Mapping

Determines If UID and GID numbers are generated by 555D or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings

Active Directory 7|} 66
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FIE A

.u.IE.l

HE|Rt= AFSAEE 2 O ZE SMH2 AI835t0d S7(53He AF8KEE I8 2 ZEEE = U&L
Ct. ZE{E LDAP ZE{ 12 & EEF toF & LICH oAl EE{= CtSat 2 &Lt

(sAMAccountname=<user>)

ArE R X1 sSSD mtZhO|E

& 2|Xh= SSSD uztO|E{et 22 Z & st 7I-2F Ho{ AIME MBS 35to] EB{AE QUAEHANM SSSD
T It 9| [domain_type/DOMAIN_NAME] M4dof| £ = QI&LICH. RESE SSSD CI0|EE A&
o2 MFLICH &, BMAE| QAR ANM SSSD MHIAE CHA| AIRH6lT AD £7/8t ZEMAE E
2|7{#fLICt SSSD T4 mhof| CHEr TA| 2B 22| Linux M HO|X|E HZ=5tM2SSSD.

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value
[ true v ]
Key Value

[ )

( Add Parameter )

SSSD mtz2t0lE & 2t2 047|o MHE CHE RES SSSD 743 5 2t =|o{of gfL|Ct,

 id_provider= RESOH| olaf R Mo 2 HHE|H ™= o ELICt.

« ldap_uri, ldap_search_base ldap_default_bind_dn X& Z & s AD &t7d 3
ldap_default_authtok2 M3 E CIE AD #HE 7|Ho 2 MYHEEZ =™ AME o ElL
Ct.

CtS oMol M= SSSD 20f CiEt CIHa &2 & MsFLICt
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A4 5% 2| Ho|X|2 0|5 5t0d Active Directory ZHIQ! ZiE{O|L{0lM AD S713t AlZF HES

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO

)

( Add Parameter )

Lol

§toi AD S7I3tE 2C|MEZ EE|HELICH

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,OU=Users,OU=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Remove

IE 822 AESHHLE BX|5tE WH(ZEIA 2025.03 0| 4)

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,O0U=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

ey
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QI AD S7|3HE
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Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

X|5t2{ Active Directory = M2l ZIE|O|L40{| M AD S7|3t SX| HES M

AD Synchronization in progress... Stop AD Synchronization

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

Short Name (NETBIOS) LDAP Base

CORP dc=corp,dc=res,dc=com

Service Account User DN Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-

CN=ServiceAccount,OU=Users,0U=CORP,DC=cor 2:590184128708:secret:RESServiceAccountCrede

p.DC=res,DC=com ntialsSecret-ISyIRg

Users Filter Groups OU

- OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Sudoers Group Name Computers OU

RESAdministrators OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Disable AD Join Domain TLS Certificate Secret ARN

false -

Active Directory = H[21 Z4E{|O[L{0i| A AD S7[3t HEHSt %4l S7|5F AlZHE ERIE =% A&LICH

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

Short Name (NETBIOS) LDAP Base

CORP dc=corp,dc=res,dc=com

Service Account User DN Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor 2:590184128708:secret:RESServiceAccountCrede

p,DC=res,DC=com ntialsSecret-ISylRg

Users Filter Groups OU

- OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Sudoers Group Name Computers OU

RESAdministrators OU=Computers,0U=RES,0U=CORP,DC=corp,DC=
res,DC=com

Disable AD Join Domain TLS Certificate Secret ARN

false -

Active Directory & 7%}
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S7I8E #8522 A™si= YH(2ElA 2024.12 2 2024.12.01)

Active Directory 718t L2 M| A7} Cluster Manager QL2 SAEO|M HOZIRE9| YU3[H
Amazon Elastic Container Service(ECS) 22 2 O|S TR &LICH Z2MAE 1A|ZtotCH A>T =
£ of|efz|o] Qe TI™ QI <res-environment-name>-ad-sync-cluster 22{AE otzH2]
Amazon ECS Z2&0i|A 4™ SQIECS 22 &2 += JU&Lch

TSSO 2 AZ5tE{H:

1. Lambda 2£Z 0|53}04 2t= Lambdag AMEL|Ct<res-environment>-scheduled-ad-
sync.

2. Lambda & 42 Q1 HAEZ 0|S8LC}.
k=3
[

{
"detail-type": "Scheduled Event"

}
4. HAEE MEfErLICH

5. CloudWatch - 21 & -0|AM A S/ AD S713 2ol 208 BHEEL
ol Z X

Y 22 & MEELICH

@ Note

 AD Ii2tO|EE #HEst7HLE AD HEE F7tst™ RESE M=z X[YE m2t0|EE 1edstod
M AHERHE F7tet o|Hof| S7|2HE|o] I 0|4 LDAP AM SzZhol ZEE|XK| 2 AFE %t
£ M7HELIC

« RESE Z 2™ E &4

go =2
ZolM A} E = stedpd =

R EALZAHOEE MHE &= Qi&LICH RES7 ALEXIE &
ME L

EME0i|M AHEXHE A 7l oF g LIcH

SSO T

AD 780| M3 E & AHEXt= RES ¥ E 01| AD AEXE 20l = 9= & SSO(Single Sign-On)
E Mslof &LICt SSO 7480| ek M m|o|X|of M A A}3 5 2| HO|X|2 0|S EIRA&LICEH

SSO Ao CiEr RiMIEr LIS MME ’é. StMIRAH 5E & el
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IAM Identity CenterS At

b2
=

Iy i e

® Note

AWS GovCloud(O|= M%&) 2|0l HiZ 5= Z
ItE|M "0l M SSOE AWS GovCloud (US

1B RH2d B ME| A

— [ i = O

IAM Identity Center & 443}

1% Active Directory0i| @1ZAEl ID ME{7} o & i
|4 Active Directory@t ©1Z4E! ID AIE{7} o|O] Q)

=
=
=
=

835104 Single Sign-On(SSO) M

e 2 AR LICHEA: X2 5 ME] A5
A 2 Al LIChE A A2 5 MEfo] o

e
ro

8L esearch and Engineering StudioE HH
_|

AWS Identity and Access Management 2& 0l 22 Q18tL|C}.

Identity CenterE 3L|C}.
SstE MEIRFLICE

F 443} AWS Organizations& ME4EHLICH.

o ~ @Dh =
ol
foh
x

(® Note

Z 23 Active Directory7} &

Z21& Active Directoryoll IAM

Identity Center 9122

2™ S Ut 2™ U] = lgfLot

IAM Identity Centerg & 335t8t & Ct& HE M EHAHE 2 LICH

1. BMFoM dES MEELIC

2. N4 BHALAAMMEHYS MEfStT Xt BH AA HES MEIFLICH
3. 7ZIZE C|HEElolM CIHEElE MEig ot

4. CtSE MEHELIC

5. HEAEES HEstD 2l 4Xtof ACCEPTE =g LI

6. IDAAHZAZ MEAEILICE

IAM Identity CenterE At&3t0{ SSO &M%
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ID MEfol AFEX X O F S7I3H

o| 843 At& ol £ 2|F Active Directory0ll IAM Identity Center 912 2t 2 £ =M = Q1 HiL{7} LIEFS

Lict
1. =olHjL{ol M OFLY A% ARFE AEHEHL |
&4 T TA0IM CHS S MEtEHLICH

o0 o0x
pal
g

r 1=
Jm
o
r -
nn

oM 57158 AFSRHE =48t

=

2

3.

4. FIE

5. s M=

6. HZAMEE HEH OIS 7E MY S W=D

7. S7t ZEMAE R E B 48 £ JEUCh SYISt6HR| pis Ab8 R CHEN Z1 HIAIX|TH
EANEH ST MIHE L= IO

=H 8l
OHZ 2|70l FT7HE MEHFFLCE.

MY 7|2 d-olM d-stei= o EE|7H0|M0| A& LICHE MEIELICE
OHEZE|7|0|M oM SAML 2.0 MEfEFLCt.

Cte2 MEfgLICH.

ArZsteiE EA| Ol HEES =gLict

©® N o g bk~ w N

i

IAM Identity Center H|E}H| O|E{0{ A IAM Identity Center SAML HIE}C|O|E] Tt O] /I E = A}
LIC}. RES ZEZ IAM Identity CenterE® FA4%8  ZghL|CH.

IAM Identity CenterE At&3t0{ SSO &M%
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9. OHEZZ|Zo|M £Moil o E2[AH 0| AlZF URLE =dgfLICt 0 & E04 <your-portal-
domain>/ssolL|C}.

10. OHE 2|70l ACS URLOIAM RES ZEO| 2|C|=M URLE =dEfLIC O|E &t EqH:

a. 7 EElolM Ybt AmS MfErLIc
b. K7 B ISR B M

c. Single Sign-On0llA SAML Z|C[3M URLE &2 = JU&LICH
11. OfZ 2|7 0|4 SAML CHAF0| A Amazon Cognito URNS 1248t L|C}.

URLEZ MA5H2{H:

a
()
=
<
Q)
D
=}
D
2
x
> 0
rn
2
1[5
o
|
o
el
10
=
4
02
Hr
(1
2
r
o

i
9
mo
x
Jm
o

o
i]{0]
b

ox

=]
E
¥
]

NS0l ${user:email} S 243t
&4 4|0 M emailAddressE e g LICH
M &4 0iE F7HE MEdghLct

Of Z 2[7H[0|M 2| AFE Rt

=
IAM Identity Center2|0| 2XtY gt == AL A S0 OHEMHE =g LICt${user:email}.

]Io Hu JF>

© ®©® N o o bk~ Db

& Al0i| M 'unspecified'E
q

HE ALY MES MEELICH

IAM Identity Center2| O & 2|71 0| Mod| ALKt F7}

1. Identity Centeroll Al 4444l o Z 2|70l Mol BT E AL Rt
2. OHBEIAOIM HMAE HEE ASKHE MABLICH

11
o

A0 AER EE S MEJELICH
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w
>
oo
P2l
=
02
M
x
gl
o
-
_lTI_

1. Research and Engineering Studio 32| &4 2|0 L8t M-S Lt
2 X|-7=‘ 7<I:|=| _T'_:LX|. EH; (|D==|||__||:|._

3. Single Sign-On0llAM TE|(&EH F)S MEHFFLICE

4 =

CHE S22 SAS HgELch

c. MEHOIE EM A=ZQIE URL 24
d. &0l A8t URLE Y23 LICHAM Identity Centerof| A of Z 2|71 04 A x.
e
f

S=Xt O|HY &0l 'email'S 24T LICH
MEs MEfgfLc

5. HOIX|E MZ x| SEf7l EE8&E Aoz EAZ=X| FQIELICH

Single Sign-On(SSO)2 <&t At4 8 S =ZA +4

Research and Engineering Studio= 2 SAML 2.0 A3 3% 32Xtet S8 =lo1 RES Z = Ch$t
AERF HMAE QB ELICEH O] EFAHMME MEHEH SAML 2.0 At & SSAtet S&6te XIEIE A
SELICE 1AM Identity Centerg At&35tEis 49 MME HZESIMLIAM Identity CenterE AHE 5107
Single Sign-On(SSO) AH.

® Note

ArEXtol o|H Y2 IDP SAML 044441} Active Directory0ll A 2 x|5Hok &LICH X173 5&H 22
XHE Active Directoryd] @125t 7Moo 2 AEXHE S7(5H5H0F B LICH

=5y
- RABH BIN T

. A7 B ZINE ABHTS RES T4

. HIZ2SM S Z0| M A 5H 3K 74

« SAML IdP 2X| C|HZ
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o
o

L

HAHE M3E

rr

HEE x4 =AE Fdst

Ol
OH
]

O] MMoi M= RES Amazon Cognito AFHE X} £ 9|
L|Ct.

1. RESE RES Z£H Y ZZHME o AMAE £ U= AEXR RHE 5HO| = AD(AWS B Z|- AD EE
= A& Z2H[X'EE AD)7t Q/CtD 7HHELICH ADE A3 3 AH|A FZXAtof @45t D AHE A}

A4 ZHE STIEELICH ID MS UM e dHME &Qlsto] ADE 445t AL2XtHIDE S713tst
£ 4HE dotELCt 0|E £04 AL8 AWS IAM Identity Center A A 2| Active DirectoryE At
SELAR AEE FZTSHMR.

2. ID MZU|(IdP)0{ A RESE SAML 2.0 ofZ 2|70l FAdefL|Ct o] Mol Ch2 nt2tolE{7}

HE EUiE ol AFEshE URLEIL

0l0

« SAML Z|C|EM URL - IdP7} MH|A SZ XA SAML 2.0

(® Note
IdPOi| [t} SAML Z2|C|2M URLS| O|& 0| CHE = QU&LCh.
- OfZZ|70|M URL
« O{MdM AH|XI MH|A(ACS) URL
« ACS POST H}RIZ URL

URLE 7tX2E4{H

1. #E|X} EE clusteradmin 2 RESO| 2 1218 L|C}.
2. @ fE| e Y " Xt E 8 S ZFAE o|SELIC

[y

3. SAML Z|C|EHM URLE MEHSHLICE.

« SAML CH& URI - MH|A 32X & SAML CHA 7HAIe] T IDILICE.

(® Note
|dPof| [}2F SAML CH4 URICS| O|E 0| CIE = U&LICH.
* ClientlD

Ssool'tigt A4 58 S2& 74 75
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- OfZ 2|7 0|44 SAML CHA
. SP 9IE{E| ID

Ct

0jo
(1

Ao 2 EEE MBS ELc
urn:amazon:cognito:sp:user-pool-id

SAML CH& URIE & 2oE{H

1. 2|Xt E= clusteradmin© 2 RESO| 2 1918fL|Ct.
2. @ g et Y Xt E B SZAE o|SELIC
3. A

3. RESOi| AIA|El SAML o{dMof = CHE E=/2e0ol AHER 2] o|H Y FAZ M E|o] {ofof &
LICt.

« SAML #A| EE= NamelD
« SAML O|H|IY

cotd
B2 o

o

4. |dP= #d& 7|8t 2 SAML o~ Mof EE/EdYE F7HELICH RESO|= o248t &
LICH CHE 22| SZAtes 7|BMo 2 0|28t HEE XIS 2 RS LICH 8ok 5t
| al % =

= o

oo fo

e

« AudienceRestriction -& £ M™E&LICturn:amazon:cognito:sp:user-pool-id. user-
pool-id& Amazon Cognito At&At Z9| IDE HtZEL|CH.

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

- 8% -8 InResponseToZ M L|Cthttps://user-pool-domain/saml2/
idpresponse. user-pool-domaing Amazon Cognito AL&XF £2| =M@l O|§ S 2 HiEL
C}.

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"

Issuelnstant="Date-time stamp"
SSOoi Chet At 5H FZAt 74 76
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Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData - At& X & saml2/idpresponse A= ZQIEQ}
_|

sa 12 SAML
IDInResponseToZ Recipient A& EL|CH

r*0
Ico
0t

<saml2:SubjectConfirmationData

InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"

Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement -2 C}S 1 Z-0| A &HL|LC}.

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML OHZZ|AH 0|Mof|l 210} URL HEV} Qe B 2 M™$tLICl<domain-url>/saml2/
logout.

THQIURLE 7t 2e{H

1. E2|X} EEE clusteradmin@ 2 RESO| 22918 L|C}.
2. EZA DUt MHE " XHE 5H SSXE o|SFLCH
3. Em¢l

6. IdP7t M™
olE M2 q* =5t0 =||dP01| A2 = FhLC.

o
x
rulm
)
>
3
Q
N
o
-]
0
o
«Q
=
s}
o
10
z
Hu
Hh

5t= 39 Amazon Cognito A&H
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ME IBME 7t EY
1. A|ESL710d A Amazon Cognito &2 LICH. AWS Management Console
2. AEX 2 MEELICH AH8XF &2 040k & LICtres-<environment name>-user-pool.
3. EIQIEFE g MEigtLct
4. HOHOME xAE FH IZA 2 LMo MHE CIEM E7|E MEHEFLICE
Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user
pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider sign-in (1) info @ ( Add identity provider ) K View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v
O idc SAML 2 weeks ago 3 hours ago
Ol @15 ME A8 3104 Active Directory IDPE A™MH35t1,E& F7+5tIrelying party trust,
Of &2 FAtXtof CHEF SAML X[ 22 &M = JU&Lct
(® Note
Ol Keycloak & IDCOl& M E|X| et&LICEH
5. OHEZ|F 0ol HHo| & =T SAML 2.0 o Z 2|70 HELH|O|Ef XML EE= URLE CH2 2
EgfLct chs MMol M AFS gLt
= = =
e 5H SZRE AL otE5 RES 7148

RESO| CHE Single Sign-On A& gt= 524

1. 2|X E = clusteradmin© 2 RESO| 22918 L|Ct.
2. Azt MH "X 3H SZXAE O|SELCH

AM
(=]

SSOO|| Cist A}d 5SH Z =X 7
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Environment Settings

d man

Environment Name

@ res-gaenvi

General

Identity Provider

Provider Name
cognito-idp

Network

Managers Group Name

managers-cluster-group

Single Sign-On

Status

3. Single Sign-On0ilA 2B} E A[7]| @1o| TE] ot 0|2 E 4EH5}04 Single Sign-On 74 H[0|X[E &

LICt.

Identity Provider

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
@ us 1_reuFsm [

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
P re

Metrics CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

Ssooi| chet A+
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12
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(@ Note
CtS OI&2 S8 &lX| ef&LICt
» Cognito
* IdentityCenter

c. MEHO|E] 2M AA0M MA3t 8 S MEHSI T HEIH|O|E| XML EME 2 =5 HL &}
4 5H ZZ X2 URLE NZErLICt.

d. S=A O|HY £dof HIAE ZHE =FLICtemail.

274 M H|0|X|2 CtA| 2E&LICH 7440| 2HFE ™ Single Sign-OnO| EA48HEILICH.

I
r
0
[
0

NBE 2 BAAE AI235l0 H|Z2EHM RES 748 MMstn IAM Identity CenterE X3 5 3
SZAE T8 R Okta’t Z2 CHE X4 3 SZAE FHE = UELICH RES SSO #8935 &4
2 Ml 7tX| 7+ otetO|EeE gL

1. 32X 0|& - +HE = QIS

2. HIELEIOIE] A £ URL - £ 8% 4 US
3. ZIXOlHY &4 - +HE 4 S

HECIOIE EM X S22 OlHY SE2 +HstedH S &L

1. Amazon Cognito 2&

x H“
ju}
9'|_|
r
o

2. EMo|M ALEX E2 MEIEH

3. AMSA ES Mstod ASK E 28 S

4. 2321 &3 =oq H2|o|M X3 5 SZA EORIS 2 0|S504 7 EE X3 5H SZAt
= 0=|L_||:|.
= H .

5. YitMo=z MEHO|HE WSt £ &S HEsX| ot Iz F3 ELUch S8 g
AClo|Estedt HES MEIELICH HEHO|H EAME YO|o|Ested™ HIEHH 0| A& M=
%I-L_||:|.
=] .
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

a. DynamoDB Z&£2 Y1 EMo|M Elo|22 MEfEFLICH

b. <environment name>.cluster-settings EfO|E2 &of MEiStD 2 MM &S
TS MEiEtLCH

c. BS AW EE 2ol TER 0S5t O+S TEtOIEIE LB LI
« £ 0|F - key
« % -identity-provider.cognito.sso_idp_provider_email_attribute

Ssool cigt AkH 58 S2& 74 82
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[

I ¥ Scan or query items 1

[ O Scan ] [ O Query ] ‘
Select a table or index Select attribute projection ‘
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B

N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
~
[ © Completed. Read capacity units consumed: 13 X
S/

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

SAML IdP 24| C|HZ

SAML £ZX{7| - Chrome E2}2X{0f|0]| XS AlE3510{ SAML 23S £X35l 1 SAML o{MdM Zte &
oI5 £ QA L|Ct AFMIEH LHE S Chrome & AE0{2| SAML-tracer® X 35HM Q.

SAML 7Hg R} =7 - OnelLogin2 SAML Q1Z T E g2 Cl2 Y5t SAML o{dMo| H4 ZEE 20
st O Ar8e &= /= E7E MBS LCH REMEH LHE 2 OneLogin & AFO|E Q| Base 64 Decode +

O =2 T AN
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«  GovCloud HH=:

in AWS GovCloud(O|= ME)E Hi=Z
HAHolM gf2 M85t HEE
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Amazon CloudWatch Logs

Research and Engineering Studio= AX| &0{ CloudWatcho| Ct& 21 IS

EJ7[¢t2 OE & FXSAMR.

CloudWatch Log &

/aws/lambda/ <installation-stack-
name>-cluster-endpoints

/aws/lambda/ <installation-stack-
name>-cluster-manager-scheduled-
ad-sync

/aws/lambda/ <installation-stack-
name>-cluster-settings

/aws/lambda/ <installation-stack-
name>-oauth-credentials

/aws/lambda/ <installation-stack-
name>-self-signed-certificate

/aws/lambda/ <installation-stack-
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack-
name>-vdc-scheduled-event-transf
ormer
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CloudWatch Log & Retention

/aws/lambda/ <installation-stack- o2 E|X| ot
name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 371
cluster-manager

/<installation-stack-name> /vdc/ 371
controller
/<installation-stack-name> /vdc/ 371

dcv-broker

/<installation-stack-name> /vdc/ 37
dcv-connection-gateway

23 389 7|8 BEEE2 ¥3E52{™ CloudWatch & 2 0[|&3t04 CloudWatch Logs2| 21 H|O|E

HE HE XIEE MHEAML.

AERE XM Het FAH M

2024'A 4H R E| AHEX} XY Het BAHE 2145101 RESOIM Mt &S MEido = e &= U

&ELICH AP X|IH HME BH= T8 BH 2| ARNS IAMPermissionBoundary It2t0|E{o] YE 2 A

33504 RES CloudFormation A %|2| 282 Ho|g = l&LICt o mtztOl|EE |_<,>- = RES o4&t
AtE 5t

of #Het BAIF MHE|X| et &LICH CHE2 RES A& 0| 2 S6t= ol 2R 2] S5LICH
ol et BATH O S HYUE BAXMz 58St x| FUELICH

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
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"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
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"datasync:*",

ndax:*n’
"detective:*",
"devops-guru:*",
"dlm:*",

ndms:*n’

"dIS:*",

"dynamodb:*",

"ebS:*",
"ec2-instance-connect:*",
uecZ:*u’
"ec2messages:*",
uecr:*u’

"eCS:*",

"ekS:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
ues:*u’

"events:*",
"firehose:*",

"fis:*",

ufms:*u’

"forecast:*",

"fSX:*",

ngeo:*n’

"glacier:*",

nglue:*n’

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iOt:*",
"iotanalytics:*",
"kafka:*",
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"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:*",
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
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sns:*",

"sqs:*",

ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES X|& AMIs 7+

RES X|#& Amazon Machine Image(AMIs% A25HH A2 A X[ AMIsO]| 7H4A CIATE QIAEA
(VDIs)oll CHEF RES E442 AW x|& 4= Q/&LICh RES X2 AMIs Ab2 3t Ol2| Hlo|ZE olol
X|E A&t VDI QLA A o| RE] AlZto| BHFELICH EC2 Image Builderg At& 3610 AMIs HE S}
T MAZEQo| ABCRE SEE = &LICtH Image Builderoll CHEt XEAIEH LIE 2 Image Builder
AE HBME FESHAML.
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« EC2 Image Builder 1z 2}
« Image Builder O|0|X| m}O|Z 2}QI T4
- Image Builder O|0|X| ZtO|Z 2} Q1 A3

« RESOH| M| AZEQ|o{ AEHEE

RES 2r40]| HMASIZ| 28 IAM & Z=H]|

EC2 Image Builder0i A RES &3 MH|A 0| HAM|ASHE{HH RES-EC2InstanceProfileForimageBuilder
oHe IAM g2 MLt =8l oF & LICt Image Builder0ll A AF& & IAM 82 745t B
ofl CH&t XEMIBH LI 2 Image Builder AFH& AH A 2| AWS Identity and Access Management (IAM)2
AZxSML.

o

Agole Chgol 2Lt

« Amazon EC2 MH|AE EZ &5t AMEIE & Qe BHAILICH.

12

« AmazonSSMManagedInstanceCore & EC2InstanceProfileForimageBuilder &
- HiZE RES & ol CHEt DynamoDB & Amazon S3 HAM|A 7} M[EHE AL A} X

1. TR dghof A2 M HAMS MMELICH IAM -> -3 > 2 M

2. M= WEI7|0d| M JSONE MEAEFLICE.

3. o7|0f EAIE HAME SAI5I0d HEIT|o| 20{LE&LICH us-east-12 Yol A2 ZE AWS
2™, 1111222233332 AWS A IDE, {RES-EnvironmentName} & siEstE 2L RES
EnvironmentName2 £ Ht2ZL|C}.

"Version":"2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
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© ©®© N o o &

10.
11.

"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-
EnvironmentName} .cluster-settings",
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/xes-xready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/
host_modules/*"
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

L

EC2 Image Builder 74 24 MM

Image Builder AtE MBE M 2| Image Builder &2 AI85t0{ 8 24 Y X|EE WELICt

FE 24 MR HEE =L

1. SYM U=E MEFLCE
2. O|0X] 2Y A (0S)MIM Linux EE & Windows S MENEHLIC,
3. T 24 o|Folet &2 o0 U= O|F2 YELICtresearch-and-engineering-

studio-vdi-<operating-system>.
4. FH A0 KM HEE Q2stD MYN o= M FIbELICH
5. ™ol EMollchE Heol nteds UM LICH @77t dstH YAML T2 Sztoi| 2IFStH 7HE
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

EC2 Image Builder -4 24 A4
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Q7 A AX|L|o{E AREIR Add a permission2|

#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
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destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#
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# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the

specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software

dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:

type: string

description: RES Environment AWS Account ID
RESEnvName:

type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:

- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:

- path: 'C:\Users\Administrator\RES\Bootstrap'

overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:

- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'

EC2 Image Builder -4 24 A4
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destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. ME{X EfT

st 78 24 ddS MEELICH

EC2 Image Builder BA|Z| EH]|

EC2 Image Builder ZIA|Z|= Af O|O|X|E MM57| 2Iet UMz AFSE 7|£ o|0|X|E HolEhL
Ct. M O|0|X|E Holst= SAlol O|0|XIE AEXR Holst ZE 20| o & CHE 2 &5t=X| 2 lst7|
IS AAERI7E FIH5tE 7 4 HEE Mo gLct BAIIE ddstHLt =35to] HER et
ZES|o| BHEE 7IE Oy AMIE Fds8liok gFLICH BAlx|od CHEt REAIEE LHE 2 BlAlT| 22| E
Z3tML.

RESE CH Ol0IX| 2% XM E xl2/gfLich

« Amazon Linux 2(x86 % ARM64)

Ubuntu 22.04.3(x86)

RHEL 8(x86) ! 9(x86)
* Windows Server 2019, 2022(x86)

Windows 10, 11(x86)
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Create a new recipe

1. 0| M EC2 Image Builder 2& 2 L |Cthttps://console.aws.amazon.com/imagebuilder.
2. MEE 2|laA0|AM o|OX| BA|IZ|IE MEHFLCE.

3. O|O|X| BllAxm| dods MEigLCH

4. et Ol Y HEE I=ELC.

5. RESO|M X|¥st= 7|2 O|0IXKIE MEAELICE.

0.

QIAEAA A0 A SSM HO|FE T} AR MXIEIXK| ot AR sHE Ol 0|FEE MX|ELIC A
EXt Olo|e & 7|et ER3t ALEX ClOo|E{of HEE =gfLICt

® Note
SSM O 0| E & Mx[et= ol it REMIE LHE2 T2 & X stMI2.

e Linux& EC2 QIAE A0 SSM O|O|MEE =522 MX|ELICl.
(@)

=
« Windows Server& EC2 QIAEIA0| SSM AgentE =522 Mx| 2 AMHELICH

7. Linux 7|8t HIAIZ|S] AL Amazon & 2|& aws-cli-version-2-linux EHE 8 QA E
Bl Alm|ol F=7HEFLICH RES M%x| A3 BEE=E8 AWS CLI AF& 3104 DynamoDB E8{AE MY
of A4 Ztoll CHEt VDI HMAE XM BELICH WindowsH|E0| 4 2 A7 ZR St K| k& LCt

8. Linux £ Windows 42 I3l 444 El EC2 Image Builder 14 QAE FII5t1
gt mietolE Zh2 EELIcH 24 33 oteto|E{= AWSAccountlD, RESEnvName,
RESEaneglon 2! RESEnvReleaseVersion &l L|C}.

/A Important

Linux 40| A2 M™X{ aws-cli-version-2-linux HE T A7} FILE &M
CHE O|gHE 7+ @A E F7}&HofF g LICE
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v Components (2) info ( create component [3 )

You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
choices are provided for each component.
Build components (2) @O Expand all
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 : aws-cli-version-2-linux ;
u versi

ise latest version
i ¥ res-vdi-ubuntu Owned by me
Version 1.0.0

Input parameters
Component parameters are plain text values, and are logged in AWS CloudTrail. We recommend that you use AWS Secrets Manager [ or the AWS Systems Manager Parameter Store [%

Parameter name Description

AWSAccountiD RES Environment t AWS Account ID ‘
RESEnvName RES Environment Name :‘
RESEnvRegion RES Environment Region ‘
RESEnvReleaseVersion RES Release Version ]

.: Add build components v )

10. R 42 MEM MMZE 5detD ote CHE 748 R4 E FIHe O S BlAlx] 442 M
EHS

Modify a recipe
7|& EC2 Image Builder HIA|Z|7} = B2 OIS 74 QA E F7I5l01 AISE == JU&LICH
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v Components (2) info

You can select a maximum
choices are provided for e

(" create component [ )

of 20 components (incl pe is created. Automatic version

ach component

luding build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a reci

Build components (2) @ Expand all
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.
; Amazcnmanagea H
2 'res—;:i;h t Owned by me
ain text values, and are logged in AWS CloudTrail. We recommend that you use AWS Secrets Manages EM the AWS Systems Manager P: neter Store E to i
Parameter name Description Valy
AWSAccountlD RES Environment t AWS Account ID :‘
RESEnvName RES Environment t Name :‘
RESEnvRegion RES Environment Region ‘
RESEnvReleaseVersion RES Release Version ]
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DynamoDB2| <envname>-cluster-settings E|O|E0|= CIS 20 &t 5 ARN Zto| Z&HEL|CH.
DynamoDB

Key(ZI) AA

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica A EH
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica A EH
te.private_key_secret_arn
cluster.load_balancers.internal_alb. AEH
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret A EH
cluster.load_balancers.external_alb. AEY
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. A EH
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. A EY

certificates.private_key_secret_arn

cluster-manager.client_secret
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(® Note

Research and Engineering Studio ZE2ME £0 91Z35l= AWS Budgets A20|M X[ E|X|
oF & LICH AWS GovCloud (US).

HIE 2|0l =20| EI=5 AWS Cost Explorerg &3l of4t2 Mdst= 40| E&LICH L2 HEE
T &LCH ApMEF 82 Zte| 2 & HIO|K| the section called “AWS 0| XN|Z 2| AH|

rlIIIII
w0
N
g'l_l
Pl
Fo Ml

ME X|&st7| 2lsll RES Z2MEE LHoA - E ofdtol| e + AU&LICH AWS Budgets.
HIE &3 Bl Lol M &5 Ef2E & d&talioF 2Lict

-

off 2321 AWS Management Console 5t 11 https://console.aws.amazon.com/costmanagement/
AWS ZA 2 H|E ZtEl 2&£& Yulth

2. HIE YT EiOE MEELIC
3. res:Project ¥ res:EnvironmentName E{1E ZHAH5t T MENSFLICE

4. EHEEHE MEELICH

X

Billing

Cost allocation tags . 1 Download sV
Home Cost allocation tags activated: 3
Billin
9 User-defined cost allocation tags | AWS generated cost allocation tags
Bills 4
a @
User-defined cost allocation tags (2/47) info Activate
‘Q Find cost allocation 11 matches

a  stats v Lastupdated date v Lastused month
® Inactive - November 2023

® Inactive - November 2023

jovember 2023

jovember 2023

Payment preferences

RES E{17t EA|ZlE= O 2[cf st& 7 A3 =+ U&LICH

C
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Home

v Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [3

4

Cost Management
Cost explorer [4
Budgets (1)
Budgets reports

Savings Plans [

<

Preferences

Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

4

Permissions

Affected policies [

Step 1

A Choose budget type

HEpd Budget setup

Set your budget

L 4

Step 3 O Use a template (simplified) O Customize (advanced)

Configure alerts Use the recommended canfigurations. You can Customize a budget to set parameters specific
change some cenfiguration options after the o your use case. You can customize the time
budget is created, period, the start month, and specific accounts.

Step 4 - Optional

Attach actions

T Budget types

Review

O Cost budget - Recommended =
Monitor your costs against a specified dollar amount and receive alerts when your user-defined threshlds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Usage budget

Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon S3.

O savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized,

) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
draps belaw a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. AT HEoiA oiate| o|0| /U= of&t O|& 2 =450 AHlHe| CHE ofdtat FEFLICE o & S0
<EnvironmentName>-<ProjectName>-<BudgetName>%iLIC}.
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (M= ALEh) & A ZEE FIHELICH

16. CtE= MEHELIC.

17. (ME4 AHE) L 2I0| TEE E2 &Y 1A S AL85to] RIS R |lste g FAELIcH
18. CtES MEHFFLICE.

19. ofl&F S HEStD F7t of A mpetO|E{o| M SHHE Ef 27t D™ ER=R] = elgct.
20. OfloF S MEAEHLICH
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OfX| ofl&to] Ydx|ienz Z2HMEO CiEt oMt S HY5te = A&LICH Z2HEQ| of&t2 74T
0 MME HASHMthe section called “ZE2ME HE ofAS Z1t5tH 7t ClA3E0| AETE|X|
StaLch da3 0| AFEE SO oittE ZtstH ClAIES A& ZHSELICH

RES > Environment Managemen

Projects

Environment Proje;

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 + DemoUsers

O projectl project1 @ Enabled ® Budget Exceeded + DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Forecasted: 394534 USD

* ProductUsers

oA HISHoF SHE B E&E F0tv} o4 3AUS MEIBLICH RES LHOIAM HZ AFEHO| M &/
| + 2

| A
CEs Zz=HMEE HEStod oM S HIFEEEE + AU&LICH

HIS 24 CHAIE 8 A8 5Hed RES B2IXI7} RES ZEoIM Alzt Zofol 0jE Z2dEe ot Y =2
SME W8S TUEZEY 4 UALICH Z2ME £F0M HISS TETY 4 e

Research and Engineering Studio& H|& CHA|EEE At&3dtE{H T CtS S s&isoF g LCt
. J.LEX‘" o—|

« MRESHIZT} = HHel HIE EM AHEE EHEELICH O|F A ste{™ ChS B A E WELICH

| MEO| VDIE HHZ & LICH 0| A &2 AWS Cost Explorerddl res:Project Ef1
7t Z2H|XMIEl0d Z[CH 24 AlZHo] A& & &L
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Cost analysis onboarding info

To start tracking expenses incurred over a period of time, take the following steps.

Step 1 - Launch desktop Step 2 - Enable cost tags

Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop Pay

ofAto] #EE ZR2ME AEofs ofAH0| BEHE RES BZE0IM Z2ME of ofjAr AEi7H EAIEILICH
7B REOE oldt IR 49|57 ZRMETL EAIELICH EAIE ClolE TEY SBOH2
of M oftt BT ZEMEC| MY 228 Bests SN IRMEE MY £ UALIDH
Projects with budget assigned @ ( Review projects ) ( Create project )
Track the current status of budgets.

Project name

test-project-2

test-project

0 2000 4000 6000 8000
Budget (USD)

M spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

[ test-project-2 X] [ test-project X]

test-project-2 test-project

AEO|E Zf ofttol AEE S, 2 FH & =0 FA0| USD S3tZ EA|IELICE 2o 9= ofea
£ 771 2 3ol W E USD =0l ZEAIELICH QEZ dEo|Z2HME HE J Z=HME
HHES 44 MEistod Z2ME Gl Z2ME Y HO|X|E € s U&LICH
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Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

test-project-2 X test-project X
test-project-2 test-project

Azt ZThol [HE HIS B A0S XIFE 7|7 Soto] Z2MEY WIS Lo| EAIELICH 7|2
o2 AEolE Xt 6742 Sotol HOIE{7t EAIEILICH Metst M S Z 0 &7 M3t Azt Helo
& U8 7IZoz 49570 Z2HMEE EAIFLICH &9 571 ol9lo| Meist

7let HE2 TAELIC

Cost analysis over time @

Track expenses incurred over a period of time.

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Costs (USD)

25.00

20.00

15.00

10.00

0.00

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity
[ Monthly v ]

A7t HIE B4 R E 113



Q7 A AX|L|o{E AREIR Add a permission2|

ZE
ZZHME ANZHHRA L ME 2E2 7|22z HEZSH0] AlZHE HIS BM AE EYI|E AER X|H
g+ AELCH HXE HE g e MEetHE ol FH2 2 EE 2L Yolo|EE EHE Z=gfoil CHEt

=
Mlotg $2tg 4 ol SMg MEste 2 &0l LiEb LI
Project

EAIE ClolE 2B E&0H28 MEstH 24X RES #E 2| A Z=2HME S50| EAELICH ofeh
of| Z2XME FCJ} EAE Z2ME

PRETRY

[«

abc-123
abc-123

(<]

asd
asd

(<]

project1
projecti

(<]

res-integ-test-gw1
res-integ-test-gw1

O

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

AlZh 9l x|%

St HRIE XIEE mf Mo Hel EEE 4l HRAE A8t S MEE + U&LICH T HeIE MEY
ot 2tz AlZh EFRIE AFEstod M7t A[AHEILICE of & S012025'A %Oil K67 SMdE MHE
St AlZt He|= 8/1/25~1/31/250| EL|C}.

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply
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( Relative range Absolute range
< August 2024 September 2024 >
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
3 1 2 3 4 5 6 7
10 8 9 10 11 12 13 14
17 15 16 17 18 19 20 21
24 |22 23 24 25 26 27 28
31 29 30J
Start date End date
[ 2024/08/01 ] [ 2025/01/31 ]
Clear Cancel Apply
H A X
A-”_I_ T =

JELICH AlZH Mg £Ee 2
F =]

=R @B x| e LICEH
[ Monthly v ]
Daily
Hourly
[ Monthly A ]
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Home Insert Draw Page Layout Formulas Data Review Vii

'Q'Dv & Calibri (Bodly) viz YA A | = =88 9>
[ =

Paste < B I U v Lid o oo A“’ = =

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

A

fx | res:Project

Al v
A B
1 | res:Project lasd($)
2 res:Project total 24136179
3 8/1/24
4 9/1/24
5 10/1/24
6 11/1/24 24.136179
7 12/1/24
8 1/1/25
9
10
11
12
13

Ml e

MM ZElE MMEE Tigstn

A EH(AMIs)

BlAEStT| 2
X7t Z2ME #F Lol M CHetd MM S

G

abc-123(S)
21.67188038 12.9429946

10.7180966
10.95378378

B st T CH3t
A et
—

st

D

12.9425946

E

project1($) Total costs(S)

58.75105397
0
10.7180966
10.95378378
24.13617901
0
12.942958457
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CHAIE =

Research and Engineering Studio

res-stage (us-west- <
2)

Virtual Desktop Dashboard

v Home

Virtual Desktops Instance Types \1/
Shared Desktops Summary of all virtual desktop sessions by instance types.
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

mé6a.large
Debug
Settings
& M méa.large
» Environment Management
Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

B Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

Amazon Linu...

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

o -

Windows - x86_64

~

No. of Sessions

[ sessions

MM 2tz CHA|E E= atz|xtol| Al ch2ol CHst w2 2 7|2 A|Z8tc}

1. ¢l
2. MM
3. 7

>
m
>
Jo

0%

0%
m
=

rHI r>
o
w

OAIEE
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MM
M|AM0f= Research and Engineering Studio LHOiM M E 2E 7t4 ClATE0| EA|IELICH MM |
O|X[0M MM HEE ZEHZ & EHLE M AME ddg = /&Lt

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eJaI Desktops.

T -

e All States ¥ All Operating Systems ¥

@ Created ¥ Last 1 month

@  sessionName v Owner v BaseOS instanceTy.. | stata Project | Created on
[ demoaminiamiz (B)) demoadmin  AmazonLinux2  méalarge @stopped  project!  9/27/2023, 831550 AM
) demoadminiwindows  demoadmini  Windows méalarge @stopped  project!  9/27/2023, 8:38:23 AM
1
1. Hw& ALS5tod X[ HEl 7(7F LHof| MM |-t AH0|EE MME 7|Ee 2 AutE EHE”ELICH
2. N2 MEiSt D 2] M & At835tod CHE 2 s~ ELIct
a. MM RH7H(E)
b. MM S X|/Z|CH 2™ 2 =(Stop/Hibernate Session)
c. ZA SXI/Z[CH HX 22 AM(E)
d. MME)BE
e. MlAd Z | ZZ(Force Terminate Session)
f. MM(E) &EH
g ALE0] AZY A
3. MM Mg MEIsto] M MMS A ELICH

o
4. O|§E =2 MME AMstn gell & 2 AMMEz EEZELICH
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Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

MM MF EHE

MM S50 MM o|§& MEisto MM MF HEE FLICH

RIFS]
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RES Virtual Desktop Sessions 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1ami21

General Information

Session Name Owner

demoadmint1ami21 demoadmin1

Details Server Software Stack Project

Session Details

RES Session Id DCV Session Id

8765705b-8919-48ba-901a-19e2c49cf043

Hibernation Enabled
No

Session Type
VIRTUAL

Updated On
9/29/2023, 11:01:20 PM

E9jo{ AEH(AMIs)

Software Stacks

a Manage your Virtual D

Q search

Virtual Des| Software Stacks (AMIs)

are Stacks

All Operating Systems v

Permissions

bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Schedule

State
@ Stopped

Monitoring

Description

Created On
9/27/2023, 8:31:50 AM

E ?flof A& 10| X0l Amazon Machine Image(AMIs A3t 7{L} 7|& AMIE &2

sk A
OEI'_I_O

e s

Name Description AMI ID Base OS Root Volume Size Min RAM GPU Manufacturer
2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS5 Cent0S 7 10GB 4GB N/A

CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffadb Cent0S 7 10GB 4GB N/A

RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A

UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A

RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217cb9b0 RedHat Enterprise Linux 7 10GB 4GB N/A

Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e1 Windows 30GB 4GB N/A

Windows - AMD Windows - AMD ami-05df91be1d294f195 Windows 30GB 4GB AMD

Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA

RHEL9 - x86_64 RHEL9 - x86_64 ami-099f85fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A

Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64 ami-04ed2b27d86c17f09 Amazon Linux 2 10GB 4GB N/A

Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-0ee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A
7|1& AZEQ|0o| ABHES AMSE{MH 2d XX EESCI22 AF250d OSE

= A~ = LS=E g=ho DTo X =8l AMr&0° =
AIZEQ|0{ AEHO| O|EE MEHSI0{ AEHO|| CHSH M| HMEE SL|C}
A= =T === 0= - 0 =/ [l T oI & = .
AZEQ|0{ A Qo| 2lC|2 HHES MEHSH CI2 &Y H|FE AF25t0d A&
=T o= 722 = = = e T= S o =
o ABHE StEHEL|C}
— T =2 20o0oHd -

s
|l
[m
do
2

>
12

Created On

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:20 AM

6/7/2024,11:25:20 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

6/7/2024,11:25:19 AM

1

AR

(AMIs)
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AZEQO A 5B HES ASHH M 2
1. AZESo A SES MEizLIC
2. M AZEof Aol ChEt M HEE

w

r
Register new Software Stack X
Name
Enter a name for the software stack
Use any characters and form a name of length between 3 and 24 characters, inclusive.
Description
Enter a user friendly description for the software stack
AMI Id
Enter the AMI Id
AMI Id must start with ami-xxx
Operating System
Select the operating system for the software stack
[ Amazon Linux 2 v ]
GPU Manufacturer
Select the GPU Manufacturer for the software stack
[ N/A v ]
Min. Storage Size (GB)

Enter the min. storage size for your virtual desktop in GBs
& )
Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs
& )
Projects
Select applicable projects for the software stack
[ v
S 4
ME| AZESQ|0{ AEH ST
E_I—O =T 0 — =1 2 O
IEQ EHS AHALSH i = A EHS StC
EHS = = sl= 740 oo ASHStH
0'|| AERE ‘I‘7|'°H0|: °|'|_ oT I-_—|'|:| = T oH I—Il-_—l'-

A Ol

QUELICH T =7 dd 5 2=

A

A X EQ|0{ AEHAMIS)
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0D

AEZEQo] A HO|X|M Z2EMEof FIHE AZEQ 0 ARO[ EIC|2 HES MEHELICE
e MEHEfLICEH
HES MEELICH

EME CECO22 AI85tod ZZME S MEiFLICH

N [k
4

Update Software Stack: RHELS - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ )
(oo x) (2

Qllo{ AEH(AMISs) 123
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A% MR BE HolXolM 2AZEH ] ASIS WY £ AL

AZEQo{ ABHO| VDI QIARIA S8 £F

SSE 2 AT EQ o] A=0| L5 8 EIE AATA U U RFYS MY
EQof ARio| S S8 2 A E MY HolE S48 7IZEoz WEJELc
E QAHA U U REE ot +WE £ AaLc

j Research and Engineering Studio

virtual desktop settings

res-deploy (us-
east-2)

Module Name Module ID Version
v Desktops virtual-desktop-controller vdc 2024.12.01
My virtual desktops
Shared desktops o .
General Notifications Server Controller Broker C [ Logs
¥ Session management .
Session
Sessions
Software stacks Idle Timeout CPU Utilization Threshold Enforce Schedule
Debugging 43200 minutes 30% Yes
Desktop settings Transition State Allowed Sessions Per User
. Stop 5
v Environment management
Dashboards New
Projects DCV Host
Users
Allowed Security Groups Max Root Volume Size
Groups
1000 GB
File systems

53 buckets Allowed Instance Families and Types Denied Instance Types

Ident ¢ glad
N
entity management New stdn
Permission policy .8
Environment status * méa
<]
Snapshot management még

Environment settings

1. AZEQo{ AEH HO|X|MH AZES 0| AEHO| BIC|Q HE S MEHEFL|C}

2. EHUS ME{EH OIS AR HES MEELICH

3. F8E QUAHA IR U R oteio| EECIR SFoA st QIAEHA i
=HELICH

2t Az

HA M HE =

& admin1 v

(o]
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Update Software Stack: RHELS - x86_64 X

Stack Name
Enter a name for the Software Stack.

( RHELS - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

{ RHELS - x86_64 ]

Projects
Select applicable projects for the software stack

( v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

(

512 QlAEA B U REo| T MEO| QIAHA HUB|S ST WY Lol lATIA
(0 t3 2 t3.1arge)0| TEHE HS ATEY 0] A%o| 5| QABIA Y| L B
£ 4000 AHBE £ QU= SMols QIAEIA HYB|E ZELIC

/A Important
« B8 +FEQ HE SHo|M AUAEA /A UO| ANEH ZE AZEQ 0| ARM0|M XIS
O 2 X|7{Z[ofok gfLICt.

« B8 FEOM FIHE QARA RYMEE = AZEQ o] AR XIS 2 FIILEXK| &

L|Ct.
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ST EQ o AR MR HE E7

AZEY o A% HO|X|o|M AZE0| AT O|FS M50 M S BQIBLICH 2 ZES o
AB4O| BIC|Q HES Mot T Aig MEE b3 HEIS Meisto] AZES o] AS HAY 25

Ql&Lct.
VDI EHA| x|

M AZE 0] ARG SE5HL 7|ZE AZEY o] AHS HEY 10| AZEYof A=H0iA| AISHE

AEG =
VDIse| EIHAIE MEHE == Q&LCt CtS Ml 74K] B A7} X[ 24ELICH
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI ID
Enter the AMI ID

[ )

AMI ID must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A ']

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

€ )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

e )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

M8 ZAE HUA e MEHE [ HIHA| Mo CHY ZAE QYT MEHSHOF FLICH XIEl=
CHe 3AE fY2 Chsnt &Lt

|m
L]
>
>
4
Iju
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 3

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

M 3AE E|HAIZ VDIsE AIZHE mff vDIO| 28 XHA| 2 2|- 2Ho|MAE X324 AWS
License Manager At& AEA Q| XAl 2|25 2to|MA S AMI 4 Zof| 2l 20| MAE AMIset 44
ghct.

= JlA OATED HZAS HAIX| E{ZI0| EAIELICH o] IS AFR5l0{ SAE 7H
g £ Q& LICH VD S AE EHojl= QIAEIAE] 25 0| EA|E|1 VD A4 EHo
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Q7 I AX|L|o{E ARLC(R Add a permission2|
View hosts and sessions registered with NICE DCV Broker
v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
wign s
v eVDI
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com

Software Stacks (AMIs) " "
port" : NUEE

P Profil

ermission Profiies ©"endpoints" : [ 4 items

Debug ]

1 { 3 items

Settings "port" : 8443

E M

=H = A

Y HO|X[& At&stod 7h O

Virtual Desktop Settings

=1

I

a}

irtual d n,

aXAtMTAtMy@XNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2EIMZzgwZDU4Y jIzM2I2Z7]j g="

Module ID
vdc

Module Name

virtual-desktop-controller

General Notifications Server Controller Broker

Session

CPU Utilization Threshold
30%

Idle Timeout
43200 minutes

Transition State
Stop

DCV Host

Allowed Security Groups

Allowed Instance Families and Types
e 13

e gddn

e pdad

- gS

* méa

* még

[m]
o

[k

DE & OAaES 7|8 2EZ

Connection Gateway

Version
2025.03b1

CloudwWatch Logs

Enforce Schedule
Yes

Max Root Volume Size
1000 GB

Denied Instance Types

A XA
=

(PSR
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-

DCV MM &5 Xt AlZ

DCV MMo| xt&

oz UF siMZle AlZFULICE o|F A stH ClA3 & MMl FEi7 HEEX|
t T DCV 2EI0|ME E&=

= 8 HetXMolAMEE Mdo] S=ZELICH

-l

& AMEH AlZF 8

Z220|MEN RF 2107 M3 El= AlZELICEH
CPU A& HAHIgt
& ME|Z ZHFE CPU AFS EQJLICE.
% RE E8 37|

M dAaagE MMM R2E 2829 7|2 3 7(LCH

Ol RES BZ0iM AlSHE 4 )i QIAEIA U] U 37| S/ULICH QIAHA HUE| U QIAH
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B> mlﬂl =

RES Virtual Desktops

tings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.
v)

( Console

2| AF& A}H= Research and Engineering Studio 2
olst 74| =l BtzES MAslT BElE &

— o= OO
TMHQATI X

CAEZIR| 2 7IE
Mot |'97(|- yNES
b}

ol
AN EH

I-EI
=

/\ ol
J=|

LICH.

M
Pl

Connection Gateway

LICt. o
= U&L

A
istodCclE T 2dME

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
. subnet-0631e566e706ad31e
. subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project

Default value for allowed sessions per user per project.

5 .£

5} 74

—
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AlELICH of7|ol= AZELf o HT,

FH

23 &Ef Ho|X|ol= HIZE AT EQ0{ ME L ZAET}
2= 0|F X 7IEH A|AE HEe 22 eI ZEE LI
- Research and Engineering Studio L & demoadmind v

Environment Management tatu ®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10 @Stack @ Deployed © Not Applicable * default
Directory Service directoryservice 2023.10 @ stack @© Deployed © Not Applicable « default
Identity Provider identity-provider 2023.10 @Stack @ Deployed © Not Applicable * default
Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default
Shared Storage shared-storage 2023.10 @Stack © Deployed © Not Applicable o default
Cluster Manager cluster-manager 2023.10 @ App @© Deployed @© Healthy « default
evDI vdc 2023.10 @App @ Deployed @ Healthy o default
Bastion Host bastion-host 2023.10 @Statk © Deployed © Not Applicable * default

Infrastructure Hosts ©

Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |
res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢
res-demo2-vdc-controller vdc @ App 2023.10 m5.large us-east-2a @© Running 10.1.129.105
res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12
res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249
res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135

2HE 4
B2 4% Holxlols Chalt 28 ME 74 MR 27t EAIELI

o
o
o
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 ID M3 A

Single Sign-On & EHQt Z2 MEE E AIFLICH
* Network

HMAE 8t VPC ID, A S5 IDs EA|ELICT
* Directory Service

AEXOIF & = o CHEH #E CIMEEl 478 & MH|A A 2ot &f 5 2E|RF ARNSE EAIRL
Ct.

Users

mio
1
0z
Q'I_n
rir

Active Directory0ll M S7|3tEl 2E Ar&Xt= AL& XL H O[X|of| EA[E/LICE AFXt= ME
S0t 2{AH EElXtol| ola S7|FHELICH 7| AAS R 4ol CHEt RhAIEH LI& 2 MM
QTFE 7H0|E.

mo
ik
>
9'|_|
=

® Note
2[Rt g ALSRtof CHE MlMEE et = J&LICEH 7|[2XMo =z BE AMSXte ME &
doi| 218 mW7HK| g o & Ef7t ELICH AFSAL HIE S BNl Ff MME ddst7]
Mol 2a0l5t= & L™ FLICH

- Research and Engineering Studio PaN & demoadming ¥
RES > Environment Management > Users ®
Users (©) Cactions » ) o
Environment user management Set as Admin User

° Q Search Disable User
Username uip GID Email Is Sud... Role Is Active Status Groups
* IDEAUsers
o demouser2 3006 3006 demouser2@demo. No user No @ Enabled
* DemoUsers
@] sauser2 3011 3011 sauser2@demo. No user No @ Enabled * SAUsers

* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers

(@) pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

AE Xt HOIX[o|M ChE 2 +™E = A&LICH

1. ASXHE AMELIC

=
2. AEXO|ES MEHStH &Y M+ & AHE35tod ChEE - E LI

_|_
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[

a. TEIXAERE HH

b. ALSXt HIE IS

as

Kl

Active Directory0llM S7[3tEl 2R E O&2 1& HO|X|o ZAIELICH 28§ 74 A &elol cHer il

B g2 MMe &

r

P
9'|_|
x
20
4
0x
N
In

- Research and Engineering Studio L & demoadmind v

RES Environment Management

Groups ®
Groups © Garewors ) @

Environme ser group management Disable Group
Q= :
Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni

* DemoAdmins

(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

* DemoAdmins
(m} demoadmin4 3003 3003 demoadmind@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

* SAAdmins

& HOo|X[o|M CHEE ¥ + U&LICH

1. ASX &S Mo

2. MEX IE5S MUHE F2 Y HwE MEstod A5 S HIE Estet 7L &8s &Lt

3. AMEX IE5S MHsIH 2tH ottho| AAZA 2 HE6lod AEL| AISKE 2 & USLICH

z2HEE M OAIE B Yoo ZAE BEeLich Z2MEE M8 M 0|8, MY 2 &4
TEnt 22 d-Ee "olgfLth ZEME = YEtHo R HFE Z|aA0 RFE 2 37|, AZEQ0]
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. IZNE H7|

- ZEXME Y

- ZEME HE

. TZ2ME H|E A3}

- IEME AMK|

« T2MEN|METD FI} E= XA

- ZIEMEQ AZAE U A|AE HT|
- AMEEIZSFTI

Projects

Env nagement

Title Project Code Status Budgets

PN & demoadmind v

(6]

ezl ... PN
e Edit Project
Disable Project

Update Tags

1

Groups Updated On

[o project-1 project-1 © Enabled * IDEAUsers 10/3/2023, 7:04:18 PM ]
Z2HE AIZEE A8 7t58 ZE2XME S5 M3 E
g+ A&
1. M LSS ASsto] ZRMES 2 £ s
2 ZRHEE MSH 2ol MR E ARSI B2 2 8Y 4 e
a. ZEME HE
b. ZEZME H[gHdst L= 83|
c. ZZHME BT Holo|E
d. ZZ2ME A
3. Z2ME MAHS MEstol M ZZHMES MM £ sl
ZZME 4
1. ZREE Mg MefE
2. ZERME N YEE YLD

LIC} Z2XE CHA|E S oA ClES S 23
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Z2HE DEoIM HIS TS £Asts O AL8E £ /= 244 E{TYLICH AWS Cost
2 A E

IEXEolHIS &€

Explorer Service. At AM|EH LIS

/A Important

ZZME DE ¥4

T M0 Cher XEMEE LHE2 MM E HZotM AR RIE5 F7t
3. (ME{AY) Z=HEOQ| ofl¢h2 ALICE ofdtol| CHe RbAM[EH LIE2 EBHE HZsHAAIQHIE 2L

37 & It A|AHE] EFS, FSx for Lustre 2! FSx NetApp ONTAP2 042 ZEME 4l vDIs. 224
LI EBS & 2E2|X| SME AE5lE{H sliT ZT2HME | 2 & VDI CHE VDIs.

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem
Select the filesystem that will be used to create the user home directories on Linux desktops.

[ Shared Storage - Home [efs] v J @

» Advanced Options

Projects 136
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5. AMSAHQEE D80 MU AY(LRME W TEZEME AQK)S FYHLIC 2 o
0| Y 4 s KL 7|2 M Z2L MMS AEFHMLR
6. MES MBIt

1. ZRME S| Z2HES M
2. mefHiFolM ZRME HES Mg
3. YElol=E8 YErLIct

Edit Project

Project Definition

Title
Enter a user friendly project title

test J

Project ID
Enter a project-id.

Project ID

Descripti
Enter the projec

Enter Description

Allowed sessions per user
Maximum number of se: launch in this project

(s )

Enable budget assi gnmenta nd tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(o ]

Resource Configurations

v Advanced Options

Add Security Groups
Select applicable security groups for the Project

( ] ©

» Linux

» Windows
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Research and Engineering Studio 4L & admin1 v

res-deploy (us- Environment Managemed f6)

east-2) Projects @ (m m

Env ment Proje ent. Edit Py t

v Desktops e Fro) it Projec
ble Pi

My virtual desktops sable Pre
Shared desktops Update Tags

Title Project Code v Status v Budgets v Groups v Users Delete Project v
O deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
v Session management
Dashboard [ O  disableProject 002 @© Enabled - « group_1 * admin1 1/28/2025, 4:03:18 PM ]
Sessions O test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM

Software stacks
Debugging

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

Research and Engineering Studio L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Environment M

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Management.
Shared desktops

Q

v Session management Title v ProjectCode v  Status v Budgets v Groups vV Users v Updated On v
Dashboard §
O deleteProject2 004 © Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions
Software stacks O disableProject 002 © Disabled - * group_1 « admint 1/28/2025, 4:35:29 PM
Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM

Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings
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2. Y HFHM ZZHME AX|E MEHFLICH.

L & admin1 v

#4| Research and Engineering Studio

(6]

res-deploy (us- RES > Environment \ er JIE
east-2) .
Projects © G ») 2D
v Desktops Edit Project

Disable Project 1

My virtual desktops
Update Tags

Shared desktops
Title ProjectCode v Status v Budgets v Groups vV Users Delete Project | v
. [ O deleteProject2 004 @ Enabled - « group_1 « admint 2/14/2025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - - group_1 « admint 2/14/2025, 1:40:28 PM
Software stacks O test 001 @© Enabled - « group_1 « admin1 1/27/2025, 12:59:53 AM
Debugging

Desktop settings

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. FHQ HYo|LIEtLLICH Z=2ME 0|F& U=E Ch3 0§ M=stod Arx|ErLict

- =H -4

Delete Project: test-proj-deletion X

Are you sure you want to delete this project?
All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4, ZZHME7JI MAXEZHMNE T2MEQ}F 14 E 2 E VDI MMo| SEELICH
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

@ G (D
.

My virtual desktops

Shared desktops

v Session management Title v ProjectCode Vv  Status v Budgets v Groups Vv Users v Updated On v
Dashboard
O  disableProject 002 @© Enabled - * group_1 * admin1 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 © Enabled « group_t « admin1 1/27/2025, 12:59:53 AM
Debugging

Desktop settings

¥ Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environmen It settines
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Projects © G- CEEZEED

Environment Project Management

[ K
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?

No records

IAM HRE £7h5t0d ZRMEO| HZE DE QIAHAO| VDI HMAS FofF £ AUALICH S
2ETIs M O+ 7|2k HoiZ HAMo| Ef2 8 XIHELICH

res:Resource/vdi-host-policy

AM dgof CHEt REAIEH LI 2 IAMS| A 2l HEtE FHASM L.

Hot 122 &7hstod ZRMEO| T E VDl QAEAN CHEF S 41 L &A1 H|O[EIE MoiE 4 UaL

Ch Hor 58 22 Yste{H 2ot 5ol oS 71-2f Hoz ej2 & XIEE LI

b REAIEE LIE 2 Amazon VPC AFE MMl EoF I 52 AFE35H04 E|AAN| CHEF E
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of| A|
s3://bucketname/script.sh
https://sample.samplecontent.com/sample

file:///luser/scripts/example.sh
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 }
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' ) { 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

|H

2HME 74| of

A4 xH
o™

i
o

Research and Engineering Studio(RES)E AtE5tH 2| AL XH7F MEAEE AL
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1. RIS ARV} CHE AL RIS 182 ZaMEo| £7h874Lt TR0l M MAHY 4 Qs 22
ME B4 ACI0|E9 AIHE SRV ZRMES BASSAHL HIEASE 4 Qs IR ME
el dololE"E AT Z2ME pa| Metel

2. XISE ASA7E Z2HE LHoIA VDI MAIS M8 4 Qi "AIM AT XIHE A8 22
ME LHollM CHE AFS ROl MIMS AL BRY 4 9 "THE ASAtel MM MayZEa"2 7
A VDI M Bl MehelLic

Olefet WAlS 2 BHEIRHE BZI0| BEIRITF obLl AbRtOIH Z2ME 7|3 MEte UY £ Lt

=5

- Z2ME #a [

- VDI MM 2| #et

. HEt T2 e

iR MEtzE

. 373 A

I_
O| Meh2 Heto| o4& 2 2|Ri7t ofid MERI7F Z2ZHME M ALE AL EEE
/\ =1 S o = = hva =
o 4 UES FSELICH F it 2L MYt oH%; Z2HMEO I:k:
AXRXS s A 2
of CHer HMA &S BEY = JU&LICH
Team Configurations
Groups Info Permission profile Info
| group_1 v ‘ | Project Owner v I: Remove |
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member v I': Remove ‘|
| Add group :\

Mo users attached. Click 'Add use

|:’ Add user \)

r' below to get started.

(_cancel ) m

r#
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== = O

Hetg Rojwre BRI} ol A8 KHE ZRHE Ho|x|o| &Y HES A8sto Z2HE
I.

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

O project2 Project2 @ Enabled

= group_2 * usert 7/15/2024, 11:45:22 AM

. . {fe] 1
¥ Environment Management O  projecs Project3 © Enabled group_

7/15/2024, 8:05:20 AM
* group2
Projects

VDI M| gt &t

MM 4
AERI7E L) 7H OlA 3 & H O|X[ol M RE&1e] VDI MM E AlEE = A=K 047 :

BHE|R}7} ob el AP RF7E REAIQ| VDI MM E A|EHE
2Xt= ANMEKX| RHAlQ| VDI MMHE SX|6tD SEE

—_= OO =2 - L=
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E0| H|&HEtELICt

0
4o
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o
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2
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I
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>
I

Virtual Desktops D Autorefresh

test2  Connect

© Ready ws . " © No Schedu

1:05

Tuesday, August 6

CHE AFSAHOl MM MM = B2

- OO 1

ZHE2|RE7F okl AFERE7E 1% EFAM Zrof M MM O] X|of HMAE 4 U E FHEELICH ol

[=] =]
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ZElX7F ol ALE XA CHE M E RIS MME AlEE + s TEH0| /= B2 1% B Fof
£ CS1 Zo| MM 2] of2foll MM Z=27F ZAIELICE

RES <
¥ Desktops

My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

ZEIRETH OFl AL RHOMIZ| THE ALSAFON CHE MM MAE 4 Qi HBtO| 9 3
3oll= CHRIH 20| M4 ZHEI7H EAIEIR| bt

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

- Research and Engineering Studio &£ 1| 0|X| 2| 2!Z &f A &0l A H&t
O|X[of M HEt Z2EHE MM, UO|O|E, LY, 27| & AXE = A&LIch
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Project roles Desktop sharing profiles

Project roles (2)

[ Q Find role by ID

Role ID v Role name v Description
O project_owner Project Owner

Project Member

@)

project_member

=
ZEE HEUSHL AXME = UE

Project Owner

Default Permission Profile for Project Owner

Default Permission Profile for Project Member

2 Het T2 I 0|o|X|oAM EB{E HEt ==
Iz =1

© (e )

1
v Latest update v Affected projects
2 weeks ago 0
2 weeks ago 10

o| o|§& ME4EfLICt. O] O X[0fA A

&
St

General Settings

Profile ID Description

project_owner

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update project membership

d groups associated Enable

Update project status

VDI session management permissions (selected 2/2)

erminate other’s session

Create session Create/T:

2. Yskg ut= 2 ME EHE MEHFI04 SR HE T2 0}

Default Permission Profile for Project Owner

Creation date

3 weeks ago

Latest update
3 weeks ago

&
rok
o
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RES > Pe np Project Owner

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name
Project1 [2

Project3 [4

HEtz=E MY
1. 7|2 HEr T2 Z o o| Ko
2. ZZ L o|g1 MHE

L o]

I o

T
o

Create Profile

Create permission profile

Description

Default Permission Profile for Project Owner

Groups
1

2

Creation date

2 months ago

Latest update
4 hours ago

Users

Meystol Het
2Tof g

( edit \ (' pelete /)

ZZIZg MAErLICE
AgRF EE B0 Rofg Hite M

Permission profile definition

Profile name

Assign a name to the profile

\
Must start with a letter. Must contain 1

to 64 alphanumeric cha

Profile description

Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions
Update project membership
Update users and groug ted
(0]

VDI session management permissions

Create session

Update project status
roject

Enable

@ ]

disable a

Create/Terminate other's session

Create a session within a project Create/Terminate another use a projec
[® ] @ ]
G (G
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Het Z2E MY
. 7lE ME Z2I Holx|olM Holl Y= Mg 225
2T WIS Mestod ST Met Z2 LS HololEY

Permission profile definition

Profile name

Assign a name to the profile

[ Project Member

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.
Project management permissions

Update
Update users and groups associated with a project.

VDI session management permissions

Update project status

@ ]

Create/Terminate other's session

Create session

et =T 2 E AKX
. 78 HE Z2E 1o|x|olM Holl i
2L MKE MYBLICH 7|E Z2ME|M AR S

Save changes
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9|

& admin1 v

© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES erm 1 Pre e:
Permission Profiles

Create and manage permission profiles.

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Sessions

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

z2g

rot

78 ™
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3t M z2dE gl — ZzME AQR
Mg MdstAHu
SELUCt
ZENE B4 ZENHEQ Y X
ACI0IE F= A= =
&2 Yclo|=#t
LICH.
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RES Environment Management Permission policy

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out

Playback audio from remote desktop. This permission is critical,

review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

o HEte X AMA T

ol ZEJof @
LI CIRECE

N AS0] 2R Thel

X et M HlolE HAMA
EFAHQ|

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

LS —

Ct. CllO|E] HMAT} EESHE|™ AAERt=
AAEIN ¢4ZZE C|0|E{E YR ESHLICIR 2

A8 AL T £ 2
EA|E|I| oI-O|:|;| :LEI:H _|_,_|.OI A|A'7=-=.

ZAN

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

11*°

ZEHol|M ot
L=

=2 T ArAHE

& clusteradmin ¥

(6]

I LICH AMIA Cl0JEE TE
1 AZE O|BE Y= =5t
Hepexd g Ao
& & olA| |0}
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5| Research and Engineering Studio

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management

res-new (us-east-1) RES Environment Management

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir D Accessdata
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management

Permission policy 14 ktop permissi (enabled 12/12)

Environment Status

Snapshot Management

» Desktop ad d settings (enabled 8/8)

General Settings

CIOIE} 24| 7I5 & 2 CF & LiB0| D & 8o olo| 22918 NBXE 8 HolxIof ciers
1Helg YR EsL 2R EY 4 oiaLich E8 HOIXIE M2 DI B ol AlRHEILICH

SSH A2 T4

|0II

g3t + A&LICH VDIso|
tH RES7t H& ZAEE HY
§|'3|":'._=| RES= SSH 4 A[A

| 0| X|& X|AHELICE ol £

o

£240] CHE SSHE B ALt IR
& $AEE S8 0|20{ZLICt 0| E2S BN
|2 HOIXIE AL RHOIH EAIBLICH E22 g
SAEE R AHSAHE 213 SSH ANIA X

0|l ﬂl

I]’" 0?._

RES7I M<& S AEE HiZ35H AWS A0 t3.medium Amazon EC2 QIAEIA T FIHEIL
Ct. o] QIAE AR HREI B E QF2 ALK MAULICH XEMIEH LI 2 Amazon EC2 2

SSH AMAE &d3tsted™
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SSH HMA E
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Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

v Desktops
Manage user permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

» Desktop permissions (enabled 12/12)

» Desktop ad d settings (enabled 8/8)

2. SSH HAMAZ} EMHEHE W7HK| Z7|CHRIL|CE

Research and Engineering Studio

4

Desktops
My Virtual Desktops
Shared Desktops

4

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

Environment Management » Permission polic

Permission policy

throughout the environmer

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any «

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

v File browser and SSH permissions (enabled 1/2)

D Access data

Display File browser in the navigation menu and access data via web portal.

SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

> p permissi 12/12)

v

p advanced ing: 8/8)

3. Bastion EAEJ} F£7IE|H SSH HAM| A7 EMsHEL|CH.
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4

4

4

4

<

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

onment NV

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts

Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

Ef A ZHOJ| A AFR RFOI|H| E AIE/LICE

RES Home SSH Acce:

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

& Download ate Key

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

 Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add

as "Seconds between KeepAlives"

e
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’T Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

SSH HM| AT} HIE

RES Environment

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desk b i settings bled 8/8)

M= 7R Z|cHRL|C}.
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Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

@© SSH access is being disabled. The application will auto-reload once the change takes effect.

RES > Environment Management

Permission policy

Manage user permissions throughout the environm

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 0/2)

D Access data
Display File browser in the navigation menu and access data via web portal

SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. view module status [7

» Desktop permissi d 12/12)

v

Desktop advanced settings (enabled 8/8)

3. ZEMATL 2EE[M SSH AMAT} HIE H3HELICEH

<4

4

4

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops

Shared Desktops

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

Permission policy

Manage r permissions throughout the environment

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 0/2)

(D Access data

Display File browser in the navigation menu and access data via web portal.

(D SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

» Desktop permissi bled 12/12)

» k b i settings ( bled 8/8)

e
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Permission policy

RES Environment Management

Permission policy

Manage user permissions throughout the environment.

& clusteradmin ¥

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer
View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

(6]
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BEIAHE T2 W AN Mol | ZRTS MY £ ASLICL TH S IO, ZRY N
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

[ Q Find profile by ID ]

Profile ID v Profile name v Description

(@) observer_profile View Only Profile This profile grants view only access on the DCV Se...

©)

reviewer_2 Reviewer-2 The studio of Jadé Fadojutimi, the British artist,...

(@) reviewer Admin Profile This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[ )

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@O Keyboard

Input from the client key

@ Display

Receive vi

isual data from the NICE DOV server ard 1o the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permis:

uence (CTRL=Alt+Del). Note:

ns as wel

@ Mouse

Input from the client mouse to the NICE DCV server

@O screenshot

Save a scr

nshot of the remot

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

z2H HEY
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Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

SN hd U= Mol ZA| HEFLICH

© e o) CEEZID

-

&

Created On

testProfile_1

[ Q  testprofile_t

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS
e attention sequence (CTRL=Alt=Del). Note
board permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes
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Onboard File System

Title Name File System ID Scope Provider
Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs
FSx Lustre fsx_lustre fs-0a9042e216f%23109 project fsx_lustre
FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs
1
o Al {Oo|X[ofM Ct 2 & =-E = U&LICH
1. O A|ARIES AAMELCH
2. WU AAEE MBS ZR XY HwE ALE5tod a8 s ELIC
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3.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

I

U AR M HEE e2iEti

(® Note

J|2xo 2 pE|Rlet ZEME AQAE LSS0l HE

U A AT Mg 4 Qe

I5HoF &fLICt/home. ZB2{H & C|ZE{Z
AAEIO| MUEILICH o] 7|52 Z2ME 9}

S 2Ecists Sof ME Sy &Il T A

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

Z I

ZE2MEO| & C|HMEZIZE AE 1t A|ARI2 Mount Directory 222 2 A
HLC
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RES Environment Management

Snapshot Management

2
1
Created Snapshots ** ©
Snapshots created from the environment
[ Q Search ] 1
$3 Bucket Name Snapshot Path Status Created On
No records
4
° 3 ~
Applied Snapshots = O] #evy snapshot
Snapshots applied to the environment
[ Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records
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AthhE A
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® Note
O Amazon S3 HZ2| +& F7|= MF oM 2HE|ZX| pf&LICH 2E£0M HA =8 7|

£ #r2(ofoF gfLICt.

HHZlol| Hete F7hstedH:

1. B SS0IM AN 1S MeELIc
2. Wet S ML

3. HHZ ROl HER MeErLICH

4. B2 Yol O+ B2 FIFHLICH 0] 3SR AHBRIS| 2O THMELIC

« 111122223333 -> AWS A& ID
« {RES_ENVIRONMENT NAME} -> RES &Z 0|
e us-east-1->AWS 2|

« amzn-s3-demo-bucket -> S3 H{Z! O|&

/A Important
oM X[&etE HE ERIE2 MEHALCH AWS. REAIEF LHE 2 https:/
docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

HotedH HA Amazon S3 HHZ!of| 228t HEHE XSatok gf LIt HZ! Ao CHE AHA]
HA dE8E HZstHL. HI HT 2t E| & A ML 2ZE gdststs 20| &L

EE AxsHEAIR.

JSON

"Version":"2012-10-17",
"Statement": [

1>
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"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS":

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

L4

—
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a
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ALHAE M A (Create Snapshot)]
248t Amazon S3 HHZ! 2| O]
4

=
[ ]
1 22 MY B2

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

( )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5. 5~108 & A4 HO|X|MIAH M2 T EIE MEYSIo] AEHE & QlEfLICt AEf7F IN. PROGRESS
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|AEn 22 CO[E{7F SAHEILICH AL R MM |Ch &40 MM 2
FEO| 7|8 HEE Felstod o|0] ExistEX| HIFLICH 35 BlRE0 B AHM

S HIxsHx|gCHE V(2 2

E7 7|2 AF35t0{ A BllZE

)
Jo oy
>
m
Ral
el
Iy
B

M EZOIM BlAA MHE AUELC OI8Ol 7|18 2R3
A FEE OEBRES B B 7AIE A8 2FE 0
Al S

ApplySnapshotID 20|11 AHAE MESloie= 24 A= E AEgLCE
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2. M MEiELIC
3. BIZ EMoIM HES MEELIC
4. HIZ M| O+ B FIIELICH 0] BES ABR gto @ ChEELIC

111122223333 -> AWS A& ID
{RES_ENVIRONMENT NAME} -> RES &tZ 0|&
e us-east-1->AWS 2|

s amzn-s3-demo-bucket -> S3 H{Z! O|&

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS" :
"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-xole"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
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"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
AAS B2 5 2{H
1. 2HN M HEELCH
2. AEAFO| ZEE Amazon S3 HZ!C| 0|2 &l=dEFLCt.
3. HZ Lo ARHAkof CHE It BEE U={ELICH
4. MNMES M=ELC
*
Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

( )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).

A 4
5. 5~108 & &4 e Ho|x[oM Mz 1 HE MEfsto] §EE = QlgrLIch

Amazon S3 H{Z!

Research and Engineering Studio(RES)& Linux Virtual Desktop Infrastructure(VDI) QIAEIA 0|
Amazon S3 HA/E HAE = UEF X|@ELICH RES 22[At= S3 HZ!E RESO| 2 5|'-T’-,

N
HMEo| HAdst, 78& B, &3 2Elef s3 HA! ’olM HAlE MHE + c&".:.‘L—I Ct.

|l
Hu

\'IJ

S3 HZ! CHAEEE A8 TH5 8t 2 2218 S3 17! S22 MBFLICH S3 HZ! CHAIZSolM CH8 8
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S3 buckets

Onboard and m.

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

9] 53 Bucket arn:aws:s3;ires-s3-example /s3-bucket RwW f%p default

CH= MMo| M= RES Z2XME0f|A{ Amazon S3 HZ/2 zt2|ste w2 AeEstL|ct.

=S|
« Z42|El VPC HHZE 2|8t Amazon S3 HHZ! AFH =A

« Amazon S3 H{Z! F7}

« Amazon S3 H{Z! HE
« Amazon S3 H{Z! XN H
- OllO|E{ Ag|

o WA AE HA HMA

« ZZto[S VPCHM CIoIE R & YK

- EMSZE

 CloudTrail At2 A

ZA2|El VPC HHZE 2|8 Amazon S3 HHZ! A =A

42| El VPCO| A Research and Engineering StudioE HiZ35t= 23 AWS 7%40i RESE HiZ 8t &
Ct& THAo 2t Lambda 743 mt2t0|EH & MOl o|E gLt
1. Research and Engineering Studio7} HIZ El AWS A4 9| Lambda 2&0i 23218 LCt,

2. BlE Lambda &£ 3tof EfMELICI<RES-EnvironmentName>-vdc-custom-
credential-broker-lambda.

3. ol Fd ”S ME{ELICH
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e ‘ @ This function belongs to an application. Click here to manage it.

x“

¥ Function overview s

Diagram Template )

Related functions:
| select a function v

®/H=|

Layers ©) ‘

‘ m APl Gateway

("+ Add destination )
2 -

(_+ Add trigger )

Code Test

General configuration
Triggers

Permissions
Destinations

Function URL
Environment variables
Tags

VPC

RDS databases

Monitoring and operations
tools

Concurrency and recursion
detection

Asynchronous invocation
Code signing
File systems

State machines

—

N
ro

IR ¢
=3

x

o

ox

T

4>

fljo
rx
qm
Q'I_-
kl
ok
4> W
=]

[$)]
i

« %} regional

Amazon S3 H{Z! F 7}

Monitor

Configuration | Aliases | Versions

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key.

| @ Find environment variables

Download ¥ ) g
Description

‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

(__Export to Application Composer ) (

Last modified
17 hours ago

Function ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME
CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

MMg gL

[e]]]
on
(@]

N .
ol
__

ro ono

Il
=l
m

7|: AWS_STS_REGIONAL_ENDPOINTS

RES 70 S3 HZ!E F7t5t2{H:

1. Add bucket(HZ! £7hH2
2. HZ! 0|, ARN, B A x|Hx

/A Important

MegstLict
L Ze B M HEE

§ 273 Heg Fote

instance_id
idea_session_id

idea_session_owner

vde
PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

« M3E HZAARN, A X|H F 2EE Hd & HEY = laLch

Amazon S3 HZ!
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L

\
>
Y
Z
=
rr
rlo
HL
on
ull

3. HZlg 2ECls mEE MEHS)

A

/A Important

Fo i

4. 12 SMo|A IAM &t ARN% A
EFAlof b2 mxF AHIA HAM| A0

Add bucket

H 2= E AMESE ololH Aot

FO# WAL AN HMAE 25 HAE BRE =
is 7 S

2 ST MTALE HEIsHe MFAL ZEE 4 UsL

ZHAE ZHMEH LHE 2 MM S HZO|0|E ZAE|otAl

4 | R
IAM FE S Wit AE HZA AL gLt

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket dlsplay name
Type riendly name to display

Bucket ARN

the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mountpulm
Type the directory path where the bucket will be mounted

Mode
Read unly [R]
y 1o read or copy stored data
o Read and write (RAW)
Aliow users to read or copy stored data and write or edit

Custom prefi
Enable the system to create a prefix

| Mo custom prefix

w» Advanced settings - optional

IAM role ARN

To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (IAM)

Project association

Projects - optional

\ssodiate the bucket with the following projects. To add a new project, go to Create Project.

(_cancel ) m

Amazon S3 HZ!
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Amazon S3 B3 TE]
1. S3 HZ! FF0{M S3 HZls MEistLICE.
2. XA HFoM HEES MEdFLICE
3. YOo|EE &l2dEtLct.
/A Important
- ZZMEE S3 HZIN} 4Z45H HZo| Sl ZEMEQ| 7|E 714 A3 E 2l=Z e}
(VDI) QIAE A BRI E|X| et &LICH HA2 20| sHY Z2MEQ HAZAE F ook
M E M A|ZHE VDI M|Mod| 02 EElL|Ct.
« S3HHZIMH ZEMEE 044 SHAISHE S3 HZ! 2| H|O|EHE ¥&s uhx| o x|BdlAT
= AMEX= Y C|O|E{of| HM|AE &=~ iA ELICH
4.

RES Environment Mar

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name

53 Bucket

Project association

Projects - optianal
Choose the projects to assos

default X
| gefault

Amazon S3 H{Z! X7

1. S3HZ S50lM S3 HZS MEFL|CH
2. HY HwolM MHE ML

/A Important

s U HZIOM EE Z2

ME @S

M| 74st of ErL|ct.

Amazon S3 HZ!
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« M7 Z Q2 s3 HA | o|o|Eol| &S FX| A&LICH S3 HZ! Bt RESS| A AT A7
gfLict

« HHZlE X|7H5tH
SEIX 0| HAA

- -

e Mol it BE Bz (~1AlZ) Al 7|Z VDI M0 sliiE HZ! 2

o
g = QA Eulck.

GlolE Ae2

RESOI| S3 HHZ!E F7+e mf A LH°I CIOIEE &8 Z2ME I MERIH HAEE + = 40|

A&LICH HZ! F7HHO[XK[M[M 47| ME(R) EEE 47| A M4 T|(RW) ZEEE MEE £ Ql&LCH
7| M8

Read Only (R)E ME45H H{Z! ARN(Amazon ElAA O|8)2| HFALE 7|8t2 2 |0|E ZHE|

7t M ELICH of| & S04 Z2|XI7} ARNS AF25104 HZ!2 RESO| £7tarn:aws:s3: : :bucket-
name/example-data/st10| HZ!E ZEME AL T2 ME B 0145t R Z2ZME AL =
ZME B Lol M VDIsE AlEtetE AFHEXHE B2 bucket-name OF2HO =0l Q= CllO|E{EH g2
T U&LICt/example-data. T B2 2/ o| Cl|O|E{of AAMAE = Qi& IEP H{Z! ARNO| S AL
7t FILEIR]| g2 A9 HAS (ZE B E ZEMEO| M ™A HAE AEE £ JU&LICH

9171 3 17|

Read and Write (R/W)E MEHASIH [0l MHEE CHE HZ! ARNLS| HFAIE 7|82 2 H|0|E{ A
27l A& M ELICH o] 2E0|= &2lX7F S3 BHZ!of & —1‘— 7B HFAIE MSE = UeE FFHSM
0| /& LICt Read and Write (R/W)E MEHSIHCIE SMO| T8 E EECIR HFE NEste
AR XH HFAFMMHE AIEE = U&LICH

o AFEXXEH HEFA QIS

* /%p

* /%p/%u
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Add bucket

@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to di

[ )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

C )

Mour\l pomc
pe th

ory path where the bucket will be mounted

C )

Mode

A-E Xt X ololE A2| gis

AR XI'E HF A0 No custom prefixE MEHSIE AFE AL X|'H O|O|E{ ZHE| g40| HZ!0| =

7HElLct o|ZH 5t HElot iAE RE T2 MEO] 17| & M| HMA FHEFO| £0{E LICE. of
E E0{ #2IX7}7F arn:aws:s3:: :bucket-name No custom prefix MEHEI ARNS AR _F
0 HZ!E RESO| F£76t10| HIIE ZEME A L ZTEZNME B} Od 5t 4R ZEME AL X
EHME B LHoI| A VDIsE AlEtste AL A= HZIO| CHEt FA[E o17| & M 7| BN A HetE #
L|Ct.

lI|>

ZzMEH +Fo|O|o|H ALl

MEXt X|H HF AL /%pE MEHSIH HZI Q| CI|O|E{7} HAZE 2 EH Z2MEZ ZH2|gL|CH
%p P ZEME ICE LIEFHLICE o & S0 Z2lXt7H7} /%p MEAE| T OFR2E X[-0] /
bucketarn:aws:s3:::bucket-name®?l ARN2 At&35t0{ HHZ!2 RESOH| F7t5t 10| H{Z!
EME AL ZZME B} HASIE B TZHME AQ| ALK AE /bucketOl IHUS &
LICI Z2ME AS| ALK} BE AFRAF A7 /bucketol 28t mtelg 2 = JU&LICH 2L}
AEX B7F Z2ME BOlA VDIE A&t /bucketE2 EH OIO|E{7t ZEMEHE HE| 22
AR A7 BH et It 2 = = iELICh AFSXE A7 B I 2 HSF AL of2i el S3 H{Z0f A
4 /ProjectA UX|CH ALK BE Z2ZME BO| VDIsE AF2E /ProjectB [HTHO| HA|A

|I=I

A
= E
g =+ A&
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AB R XIE HEARO] /5p/5u8 M4t tZ10| ClOJE7} s ZR Mo} eZE 2
S Z2xS U ASKE H2EUL, 5 HeL Z2ME IS8 LEUDE HEX
Ol & s LIEHHILICE O B0f, BEIRE7} /5p/5u 1S40} 913 0} 2.2 RIE0l /

bucketarn:aws:s3:::bucket-name? ARNS AL&30{ H{Z!S RESOH 7HEfLICH o] HEl2
ZEME ALY EE"—*!E Bot 9dZAx|of U&LICH Z2HME AQ| ALK AE /bucketO TS &
= RU&LICH %p AZBt U= O™ AlLt2|29t HE|0| B MAEXt BE ZE2ME AT} /bucke Ql
ZZ2ME A0 B ME IUE = = QiaLICH ZEMEQ AFEX 257t HI0|EE A2|5H7| IHE Y
LICH AFERF A7 2 ASH D2 HSFAF of2i o] S3 oM 52 & /ProjectA/UserA QU= gt
™, ALK BE ZE2HME A0|M VDIs AF8E /ProjectA/UserB [HEHO| HMAE = Q&LICEH

WA A HZ! AAM A

RESE HHZ!oi| A HEto| /= B2 CHE AWS A ™M HA S B AE = J&LICH TS ALt
20| M AE AS| RES B3 2 AE B0l S3 HZ!E EAisted gLt

1EtA|: RES7F HIZE Aol M IAM A& S MELICHOIE HIHE AZt &)

=)

1. S3 HZ(AHHE A)of| HM[ASHOF 5t= RES 7% 2] AWS Management Console0f| 2118 LIC},
2. |IAM 2&2 L.

>
=
)
>
HL
[N
Hu
o
ofn
o
r
[ul

=
HMZ 204 D&LICHZ A™E Boll = S3 HHZ! 2] amzn-s3-demo-bucket Ol

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
d. CHE MeiELc
4. YMZ AEStT H-gLct
a. MHo|o|ES LU™FLICHO: "S3AccessPolicy").
b. HMo| Bxig MYt M MBS FIbeLID
c. Mg ASsDT M M Mzt
5. 1AM 2£2 Ut

b. AEE &= e AEE| RG22 AR K| H AME| G S MEFHL|CH

c. LC}Z JSON HHME g0o{ d&LICHE AE Al AKX AH 1D111122223333, RES HIZ 9|
0

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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01

=
<

C

Ix|L{o{™

K

ol o

017

{

"Principal":

"AWS":
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-

credential-broker-lambda-role"”

},

"sts:AssumeRole"

"Action":

T

®l

o
frl

FLICE.

olgds
= e

(0i: "S3AccessRole") 2

3EFAHIM Ef2

& ol

7t

=
T

b.

+ 7|: res:Resource

« 2t s3-bucket-iam-role

PN

RESO{|A{ IAM €

9.

ol
30

gfLCt.

2

RES &0 2190

b.

i
—r

x4
(=]

2EHA: HH BOIlA HZ A =

LICE.

F

=
=

H’H B2| AWS Management Console0i| 210!

1.

177
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b. CtS EHME FII510{ HH AS| IAM gtoil HHZ!oi| CHEH HM|A HetE FoighLIch
(1111222233338 H™ AS| AX| A IDE B amzn-s3-demo-bucketg S3 %! O

2o= yELDH,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}

e
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Zzto|S! VPCOHIM CO|E & &%

AEXE7F 2o S3 B{ZQ| Cl|0|E{E AI™H 2| AHA| S3 BH{Zl2 E5tK| 2SIE 2 VPC YEZQIEE
QiZdstod —zto|El VPCE BES & £ Ql&LICt Ct 2 E+74|01|HL A& LHe| S3 HZl ot w At A& HZ
O| U F7} H&oi CHet HMAE K|H6tE S3 MH|A0| CHEH VPC AEZQIEE MAMSIE HEHE

Hoi&L|CtH
1. Amazon VPC &8 L|ct.

a. AWS Management Consoled| 21 Q18tL|C}.

b. https://console.aws.amazon.com/vpc/ Amazon VPC &2 iL|Ct,

2. S38VPCCUULEEQIE M.

a. 2EZEHMHFMA=ZZCIES ME4FILICH
b. A=ZQIE WS MEHEFLICH
c. AHI& HF0lM AWS MH[AE MEfSH ok EFLICH
d. MH|A O|& Z =0 com.amazonaws. <region>.s3 (¥ AWS E|&<region>2Z CHA)
E =5t ALt "S3"E HAFLICE.
e. F=0i{M S3 MH[AE MEELICEH
3. A=ERIEHYFY

a. VPCOIM A=xQIEE BHE VPCE METILICEH

b. MEUYOo|M HIZ Soi VDI MEY0| A2 E|= =Z2lo|dl
A

x
|
o
mo

2E Mesrc

c. DNS 0| &

o
E O|EE2 d==x2l

4. AMAE HESTS B2 R,

b, EA HMETIIM A E= S5 AN LHo| BlAA0 THE HMAS MEtsts HHS ¢
245t
=

LICH CFHS 2 ol|Al A& LICHamzn-s3-demo-bucketg S3 HZ! O|E2Z HIF 1
111122223333 4 4444555566662 HM|ASEd= MAE AWS H A IDsZ HiELICH.

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [

"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"StringEquals": {

"aws:PrincipalAccount":
"111122223333",

"444455556666"

CtS ErAlof et A" EE= XIEE AE ID LHe| E|AaA 2 MBHE S3 HMAE
RIEE HggLct.

=X a2
EHZlo| vDIo| B A E[X| otEX| & Qlst= S

H1Z/0] VDIO| BIRHEIX| o Z9 QR 8 HolE 4 ol

LICH.

I

2
M
Hel

835t= VPC

7tR| {IRI7} A& LICE ot EFAE WHE

Amazon S3 HZ!
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1. VDI 231§ &elgfuch.

a. AWS Management Consoled| 21 QIgL|C}.

b. EC2 242 91 QIAEAR o|S¢&LCt

c. AlZEt VDI QIAEIAE MEHFHLCE

sudo su
cd ~/bootstrap/logs

o17|0M REAER 20 & HOIY + &LICH Amjol| CHEr MF HEE
| :

configure.log.{time} TtU0f U&LICH

Lt Jetc/message 20| RHAM[EH LIS S EQISHMIR.
o

2. MEX XI™E XA 5H 22 7{ Lambda CloudWatch Logs = Q!

a. AWS Management Consoled| 221 QIgFL|C}.
b. CloudWatch 2&£2 Q1 21 IE2 2 o|s&L|Ct.

c. 21 IEE AMELICt/aws/1lambda/<stack-name>-vdc-custom-credential-
broker-lambda.

d. AM27sstA M 20 282 ZAStD 230 2F
HZ 2 B AISHT| @8t LAl ALEA}F X[H AHE SF2 NS
7t ZerELct

3. A8X X|1H A4 5H 2 2 7{ API Gateway CloudWatch Logs & Q!

H&L|Ct olefet 210l= S3
t= AN 2ol CiEh ME EE

ol

a. AWS Management Console0i| 2 1218 L|C}.
b. CloudWatch &2 ¥1 21 O§2E O|SFLCt

c. 21 IEE AMELICt<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>.

d A8 7tsE XM 23 288 HAlstn 2300M 27 E &Lt 0|28 230)= S3
HZ!g EfxstE ol 228 AHS X XI1H Xt S0l CHEF API Gatewayoll CHEH @ U 8H

=
ap 2rEE ME e 2EELCH

SHE $ ujZI0| IAM 8 A FRHE Wy
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FLCH

=
=

—

AWS DynamoDB &0 239

7 2 Ax|LiofY ARCIR

1.

2

LICH.

F

__OH—
il

H

M

ol
il

E| O]

EHS
==

of M

At
=

FL|Ct<stack-name>.cluster-settings.

ElO|E&S AZHEILICH

3

=Ll

=2 shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn HFEL|C}

« 2t <filesystem_id>8 £+

IAM @38 ARNC 2 SHIEA|

(I

ofn

~i
o
N

i[N
o

mr

100

ok
N

1
L

Hr

700

fL|Ctshared-

1%
storage.<filesyste

ml

m_id>.s3_bucket.iam_role_azrn.

LICE.

F

S
=

7t

K-
ol

ARN

.

__o=._
o

[
of

Ol

F

L|C.

I.

=
=

£ VDIs7| ClA| OIREEIEE

Ht
=
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CloudTrail A2 MZH

CloudTrail & & A& 3504 A™H0i M CloudTrail2 & 443l5t2{™ CloudTrail AWS CloudTrail AHE A

B 2| CloudTrail &£ Ar8st0{ &4 Hdol MSE X|&EE [H2M| 2. CloudTrail2 AMAEHIAM
g E 7|E5t04 S3 HHZlof| CHEF HMAE 7|EELICH Ol Z2EME = AFS At HAZAE QUAEHA
IDOY| CEA| AT = U&LICt

Amazon S3 HZ! 183


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html

Q7 I AX|L|o{E ARLC(R Add a permission2|

ME ALS

Ol MMM = 71 CIATEE AEst0d CHE ALEAIeE EYst= ol CHEr XIRIE AL RtHol A |

- SSH AAM|A

- g HA3IE

SSH M| A
SSHE Al235l01 & SAEN| HMASHE{H:

1. RES H70lA SSH HMAE MEHSHL|CE
2. St EAIZl= KR 2t HM A0 SSH EE= PUTTYE AR 8L Ct.

te o3&

744k A3 & QIE{H 0| A(VDI) £ AE3tH AL XF7H0 M Windows EEE Linux 7H4 CIA3ES
A5t #elg &= U&LIcH AWS. APQXPE Mot =7 L oHEZAH oMo A Mx| L M E
AEJOI A Amazon EC2 QUIAEIAE A|EHE 4= Ql&LICE

RESE T ChE 2Y MM E At8stod 7MY ClAZ &S AR E = UXSE X[RELICH

« Amazon Linux 2(x86 %! ARM64)
+ Ubuntu 22.04.03(x86)

RHEL 8(x86) ! 9(x86)

* Windows Server 2019, 2022(x86)

Windows 10, 11(x86)
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- MOAIE AH

o AT F0| HAMA

HAIE AE] A o]

- Nt HAIE ST

rhel9

3. MOazEol Al
4. A

M
fljo
x
jud
o

L

HAIE ME7F &= M FFE7F S A| LIEFLET 10~15E OILH01I daz
Xt A|ZH2 MEldst o|O|x|of 2t CHELICH RESE GPU QIAEA

LICt.

Ct.

[ | e ) (T

-

M OATE AR
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Cl& 3 E0i HAA
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e
i
juf]
40
A
i
Ofm

s ClAT Bl HMASHE %Ol 7 412 47 welLict

- ZEE MESHAL MUl E MEfstod HetRKE Soff a3 &0l 2 AMAR LT
MyDesktop3-windows

(4 Connect

(avevsesmonris )( @) e

DCV connection

DCV 2ZI0|HEE Sall a3 50| M ASHH x| 2| o

£ U&L|Ct DCVE Safof
M M| A 5FE{H:

1. DCV MM mtUS MEHSt0 .dev LS CIREEFLICEH A
o4 {040k ErLICH,

claz ol HAMA
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Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat Enterprise Linux9 t3medium @ No Schedule

2. MRl X|EHAME =4EFLICE o0 2.

ok

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

A3 & &El Moq 187
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Virtual Desktops

Virtual Desktops O e © O =T =

rhel9  Connect
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Virtual Desktops © O =T =

rhel9  Connect

I ClATE ofet
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017 2 x|
2. 9

irtual Desktops

rhel9

@ Ready Redr

& DCV Session File

 Connect

O Auto-refresh
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

A BH0IM 712 YN MY

7|2 Y€ DynamoDB 0f|A ACI0|EE = U&LICH

1. #Fo| EAEH MY H|IO|IZE2 HMELICt<env-name>.cluster-settings.

7t oA g ol 192


https://console.aws.amazon.com/dynamodbv2
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r\l
1
(@)
@)
=
ct
Q
™
=
0

+ ZX{1=Contains

« 78 =String

« 2t = type
ilters - optional
ibute name Condition Value
key X ] [ Contains v ] [ vdc.dcv_session.schedule ] ( Remove )
key X] [ Contains v ] [type ] ( Remove
\dd filter

2740 QFAlO| ZF w0l CHEH 7| &
Chvdc.dcv_session.schedule.<day>.type. &

* NO_SCHEDULE

STOP_ALL_DAY

START_ALL_DAY

WORKING_HOURS

CUSTOM_SCHEDULE

4. CUSTOM_SCHEDULEO| MM=E Z#=L
sted™ 2 {AE A HO|20M .t

LIEHLH =

23t 2ke ot 3

L

=2 o 'ITOE

A 2 EX| AlZHE MSstok

gfLICt o=

7t olA3 & oflef
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- 54 0|8 = key
« X741 =Contains
« ¥ =String

« Zt =vdc.dcv_session.schedule

5. AEXR X|IH dHE HdHsteds 2 Imtof
vdc.dcv_session.schedule. <day>.shut_down_time CH3H
vdc.dcv_session.schedule.<day>.start_up_time & EAlo| =52 HAMEL|C} &5
LM Null & =& AfAstD ChEot 20| EAtE §F 22 "hELch

X:XX B4{0|0{0F ELICt. o] & S01 27 9Al= 09:000|1
&4 RES #730| HHZE AWS 2| 9| K| AlZtoll i &

504
INPd;

X

AlZH 2t 24 A2 2HE A
= 5Al= 17:00QLICt. ¢34
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7td &3 & QELolA XtE SX|

ZE[XHE 77 VDIsE SXIstHU S2g + JULSE 482 748g = JaLIth 7 758 4824
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1. 7% Mg AlZh: CPU AFE & 0| &iA|ZE O|2FRlo] AlZh S2F RF SEiQ M2 Al ZabElL|cH

(=)

2. CPU AFEE HAHIZL: 45 80| o] &IAHZf Olgtel MM
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

e M B ool ClAZE MF HolXlol USLICH 27 Argol Wt MHS HololEs
2 22st0f MBS MEHLIC M MM UHl0l=E LHE ABSHXIZ 7|Z M AlE g
Mg A% AL e

Mo AlZh ZohE|H HAMde Mol et S 2 E|7{Lt STOPPED _IDLE AEHE MEHEILICH AF2 K=
UIOlA STOPPED_IDLE MIME AlZHE £~ l&LICH
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

Rt St 38 EXtol CHEE HEHES FHE = U&LICH ol E S0 H st B HolA
o Hnds
= T

Virtual Desktops

Virtual Desktops Ppeser . © [ | i)

rhel9  Connect

©Ready Rt cdum ©

HA3E 3% 196
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

to] CHt REAIEH LI 2 the section called “THeh ZAH” MIME 2 X 5HM| 2.

OH

& OA3E HAMA

37 HATEM SRE CIATES E1 QIAEHAN ALE £+ U&LICH ¥ HEIR X == DCVE
Sofl 7tUe = U&LIct edZstz{He| X|EE S LCHH AT F0i| HAMA,

ot =HEtR K

I HERXE AIS5IH 2l X HE Sl 22H 37 EFS IHY A|AEI| HMAE = QU&LICE 7
2 ot A|ARIM HMHAE 5= = HEH0| U AFE 7tsE ZE TS #elE = JU&LICEH Linux
e dAIEOM SRt Aot SYLE Tt A|ARIQILICH 7He AT S0|M TtUS AOI0|ES
= JA2 EHOE E= ¢ 7|8t ot HERKME Soll IS YO|o|Ests Wt SYELICH
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RES Home File Browser

File Browser

My Files Favorites

File Transfer

1 ®m root / home / demouseri

Q 2 items

Desktop

storage-root

. EAHE| B
. I EE
. I HB

RES Home

File Browser

My Files

Favorites

2. Upload files Create folder Actionsv ¥ Favorite C' Refresh i= ## Optionsv

Oct 20, 2023, 11:10 AN —

Oct 20, 2023, 11:10 AN —

File Browser

File Transfer

1 = root / home / demouseri

Q

Desktop

storage-root

2items

2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Createfolder Actionsv v Favorite C' Refresh i= ## Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
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e
g
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2. YHOlO|Esty MES MEHEFLICH

ot ™S

o MEE AMEstod 2|F I M& ofEE|70|ME ALSsto] IS TS ELICH CHS ofE 2|7 0]
M B0l MEfst T stEol X[Foll et IS TMEE + U&LICH

 Filezilla(Windows, MacOS, Linux)
* WIinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O AWS Transfer

Your RES environment must be using Amazon EFS to use

O Filezilla
Avallable for download on Windows, MacOS and Linux Available for download on Windows Only

AWS Transfe

O Winscp ’

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust

Once connected, simply drag & drop to upload/download files.

. Check "Always Trust this Host" and Click "Ok".
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1
=A| a4
Ol EHHoll= AAEIZ ZLIER S B gt =l §H EXIE si8st= 2ol Chet HET}
EZEElo] U&LICt
A
o utC|HZ & HELIEE
* RunBooks
o ATl ZX|
M LHS:
o QEtC|HZ & 2LIEE
s 8820 Y o|HE HE AA
s EHSE FHE £ s YR
23 Amazon EC2 QIARAO| 27 T}t
» CloudFormation AEH
« Amazon EC2 Auto Scaling I & &S0l gt El X2 QIgh AIAE] Fol
o QHIXOIl Amazon EC2 2& 2
« QEBI SAE
e OlEPI SAE Ll JIAM HAIE
o SREIME|O| TAE
« BXE I8 K88 Active Directory(AD) 221 BH&
« Windows DCV C|HZ
« Amazon DCV H{T HE &7|

* RunBooks
o MX| EX|

+ RESE Mx|8t &= AKX} X|H EHQIE MY

» CloudFormation AE10| "WaitCondition received failed m

essage. Error:States.TaskFailed"

MAME 5

+ CloudFormation AB0| daxo 2 MME Z O|HY ¢&lol =

MEIX| IS

- AmE YJEjo| QIARA =3 = vdc ZHEEE
- B4 A 2LF{E Ql5l 23 CloudFormation AE10| AKX E[X| &I &
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- &4 44 F CloudFormation AEH A4 Almj

« AdDomainAdminNode CREATE_FAILEDOM 2|8 E|AAHE) &

EH AHAL AlTH

= e A

A 53 e 2H

+ jam:PassRoleS &5t 5 QIS E|X| &S

« LHAWS A 2S£ 2| ALEFO] AWS 2[4 A0 M my Research and Engineering Studio0d| 24 A[A
= 585t Mgt

« 40| 20018 M SA| 23921 H0|X|2 SotZfL|C}.

- EOQE ACY M "ASKE RS TS F EY

» AF&X}7} Active Directory0ll F7HE|{X|BF RESOH| M 52

« NS HHE M AISKHE AIESE £ 812

+ CloudWatch cluster-manager 20| 27| Mgt =1t @7

AEZ|K|

« RESE Sall It A|AEIS HHRIX|E VDI SAEN B AR S

« RESE Sdi It AARIE 2EYRIX|EL VDI SAE BIRHEIX| §I S

« VDI ZAE0M 7L £ = Q1=
o H&t M2l AFHE AlEl of

» RESO0{ X Amazon FSx for NetApp ONTAPS MA&MX|PH ZHIQlof| ZQISHK| f 2

AEHAE

o AEKEO| MElE ATiILICE

- EIOIES 7IXE = QIS 2 UEILE 239 8 AEH4F0| M8 E|X| gr&LCH.
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7He a3 & AR

+ Windows Virtual Desktop2| 21921 |5 0| #2|XIZ2 MHF

« Q|8 E|AA CertificateRenewalNodeE A& QIS M 7| Bt Z ElLIC,

« O|TO| 2 S5IEH 7t HlA3ES H |4 Hd3Xo R 8 £ gi2

« 5749 7t& AT SEF ARHE = &LICH

« QA3 & Windows 4 A7t Aufstn "AZo| EFGLICH TS 2F"

VDIs ZE2H|X'd MEN0M BHE
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AD/eVDI 2 & X=Ql AlmZ Ql&l vdc ZHEEE{ QIAEAT =
E AIELICE.

ZZMEZ FItst7| 2o AL EQ o ABME HEY M ECIR2H Z=2MET EAZIX| &

k=2

[ |
cluster-manager Amazon CloudWatch 2 7104 "<user-home-init> 7|2 & o} = AP%%E* T olgL
Ch. AL A7F S718HE W7HR] CHZ | S LICH(HAIE Ol ALE Xt 0|21 Z)7F EAIELICH

2321 Al Windows HlA 3 E0i "AI 0| HIZ S&t E|RAEGLICH ZEIXFHA E2lstMR.”

Q|F/IZ4 AD &1t 24 E DHCP 24 EX

Firefox 2 & MOZILLA_PKIX_ ERROR_REQUIRED_TLS_FEATURE_MISSING
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Windows EC2 QIAEIAOA ZO CIREE

WaitCondition 270l CHEF ECS 21 =%

Atof CHet QIE RE S MElg M OZ #E 20 2F &Y

- 24Tl Xl 2024 .x

- 24Tl Xl 2024 .x

———(2024:08)

2024.12 2 2024.12.01) M| Cognito AHE X S = Al K74l Ay

2024.12.01 O|3t) AF2RF XA EHIQIS AF25t0{ VDIo| Q1738 [ A2 E HREIQIBM 27

(
( ZE A
(2024.12 &! 2024.12.01) Active Directory At& X}t = Bastion Host2 SSHE = 81
(2024.10) Z42|VPCsoil HiZ El RES & Zoi Cigt vDI AH5 X SE

( 10

202414 102 W):LEHEl SHALEI QIAEIA S3d0i CHEH VDI AISH Al

e
c>
M

= =l nn-- 1l
=CT AV =l 204




o7 U ol

Lo ARLCIR Add a permission2|

(2024 8¢) 74 OJAT 0| FE HZ! ARN L AFEX}F X|IH HFAZL U 2471/A8 7|
Amazon S3 HHZ! 2 EfxH5HR| 28
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* Linux: /etc/environment

» Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json

ok

tZd Amazon EC2 QIAEIA O 27 1A

27 1t RESHAM AF2 Q1 Amazon EC2 QIAEIA | EAYEFLICH SSM MM 2t2|AH= o248t ot
Qe ZHAIst7| el QUAE A0 CHEE MM o= O AIRE 4= Q&L

A ZERF & vdc ZEEC{ e 242 2zt lAHANAM ofEE|70lME K 7|E 2= CHE 2

R0l e = A&LICH

* /opt/idea/app/logs/application.log
+ /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Linux 7t A3 &0M CHE2 88 =21 ot S ZEELICH

« /var/log/dcv/
* /[root/bootstrap/logs/userdata.log

 /var/log/messages

Windows 7t& OA3E CUAEAOI 2O =0M 32 &= U&LICH
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» PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log
WindowsOl M & of Z2|7i|0|d 22 ChZolM HE = U&LICH

» PS C:\Program Files\NICE\DCV\Server\bin

WindowsO{lA NICE DCV 215 M o2 CIRoM 32 = U&LICH.

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1§

7

A
e

o
-

= Amazon CloudWatch Log Groupst| 4

Amazon EC2 2 AWS Lambda ZAFE! 2|AA =
o235 MEE MZsl L Ubxol MEE =

Ch 23 52 &MY 2XME 2

mok i

=
=
o
A

i3

olgfet 21 &2 O|§2 ot Z &Lt

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

I 22 2R W AR EXHUS AL 50 TE{YSHE 20| 98
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SE EXrgol Z&El
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EI3ES AAME M C}
A& LICt o|EH s5tH 7|

?"ERROR" ?"error"

EANE DLIEZSHE E CHE ¢ 24 Qe Olo|E|E EAlIStE fI1310| ZEE Amazon
CloudWatch DashboardsE AMAMsl= ZdelL|
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0IE S0 XY ©F U ERRORS| YA 5148 A4tet D 0|E MR JBiZ2 EAlsHs 9IXe A
MBILICH O] WHiS AFS 3R THE WOl WAHNS S LIEHNE SRS B EE FA0 w42 o
27 ZXIg 4 Lo

Che2 Qlzet A2 E0 OhE oM ULICE O|E ALE5tedH #E|l £ 217
<region> £8& M 42 = HbELICH

{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, e@message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
}
]
}

CHAIE = 9| of = Ch3 1t Z&Lct
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CloudWatch > Dashboards > res-stage2-errors-lines

Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v ¢ ‘ hal ‘ ‘ th  3h  12h  1d

3d Tw Custom UTC timezone ¥ H C I v H b3 H Actions ¥

infrastructure hosts

40.00

30.00

20.00

10.00

@ 1. count(

1.64 |-

p— o e .
10-28 21:11:48
19:00 20:00 2100 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00

CloudFormation A EH

i
0z

d &0

LICH
|.

=of CHet RLAMIE LIS 2

Hl

oot oy
i,

>

RES AEH:

<envname>-bootstrap

<envname>-Z{AE

<envname>-X|E
<envname>-directoryservice
<envname>-identity-provider
<envnhame>-shared-storage
<envname>-cluster-manager
<envname>-vdc
<envname>-bastion-host
§|- 74% HH

Cl=2 5t

Bl Al

874 A8

M8

=H 2
5toq o2 &

74
S
E A
=

<envname>
<envname>-HEYZ
<envname>-DirectoryService
<envname>-AE 2| X|

<envname>-WindowsManagementHost

MM Z| CloudFormation AEH0|=

AEHol CHalf O|HIE, B|lAA

15:00

07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 16:00 17:00 18:00

or
=1
om

=2
o

u}

8%t 20 U o[HE HE 4AA
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Amazon EC2 Auto Scaling & S0 EtFEl EXE It A|AE] Eof

RES Uls7t M 27 & LIEtLIE E< ofEE|70|M AZEQ|o EE= T7|E EX7I el = A&

Zt QIZ 2} Amazon EC2 QIARA K& 37| ZH OE(ASGs)Hl= QIAEHAS| I ZH H#E2 4Kl

St= Ol KR8 = Us _E*o EHo| Z & E|of U&LICH Ul HO|X|of| LF 7t AUHL HMAE = is 48

< Amazon EC2 2&0|M S2E QIAEATL 0421 7 JU=X| & @ISt Auto Scaling 1 & &S B0 A

221 ASGE = QI5t04 Amazon EC2 QIAE AT} =3t SQIX| = QlghL|Ct.

ILE%"EP'?_" QIAEAA 0] Z1ZAEl Amazon CloudWatch 21 152 AF25t0{ 22| 22l LIEf £ ¢l
Fot 241 JEX =HAFLICH SSM MM E2&£2 A 0P0=| g 7 9—| A 5ol elARA

ofl Chet Mlt1E 2 QIABIATL LIS O EAIEID ASGOl lal S2517| Hol QlabiAcl 21 1
UL ZAbstod 2IQIS HOIE £ ALICH

Ol EXMI7t Y distE B2 ASG &0l LIS RALE €S0l ZAIE & JU&LICH

EC2 Dashboard X C EC2 » Targetgroups » res-bicfn3-web-portal-e2958adc )
EC2 Global View
et res-bicfn3-web-portal-e2958adc
¥ Instances
Instances Details
Instance Types
Launch Templates
Spot Requests Target type Protocol : Port Protocol version vPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10cb8e [
Saving
Reserved Instances 1P address type Load balancer
Dedicated Hosts IPv4 res-bicfn3-external-alb [4
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
AMIs
AMI Catalog » Distribution of targets by Avallahlllly Zone (AZ)

Select v:

this table g gets table below.

v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]

Elastic IPs
Placement Groups )  Instance ID v | Name v | port v | zone v | Health status v | Health status detalls
Key Pairs

[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c © healthy
Network Interfaces

¥ Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Sealing Groups

QlHIXMO| Amazon EC2 2& 2 &

Amazon EC2 Z2&2 Ad Sl tlA3=0| gig | YetMo =2 ChF ot HIRELICH EAIE QIARA
= RES 2/Z 2} Amazon EC2 EAEQ|L|C} QIAEIA 0|5 9| MFAIE RES 874 0|E¢Q!LCt

QUHFX4Ol Amazon EC2 2& 2 & 210
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EC2 Dashboard X Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D | Instance state 4 | Instancetype ¥
Instances

O res-stage2-cluster-manager 1-095bdcdcB87321a4ff @ Running @ a mb5.large
Instance Types

OJ res-stage2-vdc-broker 1-041867308771e71d3 ® Running @ mb5.large
Launch Templates
Spot Requests [ res-stage2-vdc-controller i-08800976C757717e6 ® Running @ Q m5.large
Savings Plans O res-stage2-bastion-host i-0523e5480f434581a © Running @ a ms.large
Reserved Instances O res-stage2-vdc-gateway 1-00773bc97ccle841d ® Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations

ol

—

[E

A

m

2}

ol

Uty claaE

Amazon EC2 2£0iM 7ty Hia3 50| 4™ U ] CHS FAsHA LIEHL LICH O] B2 7Hy Hl&
A2 WtMo 2 EAELICH QIARA O|F o MOIME HlaaSS A8 AFSKILICH Y2

Ol&2 AlE Al dHEl MM 0|F0|H 7|2 "MyDesktop" 2= AFE X7 A8t O|& LICt

EC2 Dashboard X Instances (7) o
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
v
Instances O Name r's | Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-bastion-host -0523e5480f434581a ® Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4c8732 1a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmin4 1-022826¢122d8c78d5 Runnin méa.large
Spot Requests U 9 4 P © g @Q e
Savings Plans (] res-stage2-ProjectWork1-demoadmin4 i-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker 1-041867308771e71d3 @ Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller I-08800976c757717e6 ® Running @ a mb5.large
Capacity Reservations O res-stage2-vdc-gateway [-00773bc97cc1e841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

SEE MEfQ| SAE
Amazon EC2 2&0 S2E
SEE MEO QZEI SAE

EXE LIEH = AU&LICH

Chg olOlklE BRE CIAAE QAHAE HoiELICH

UHAQl Amazon EC2 & 2 211
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

X E 28t 8% Active Directory(AD) &4 &

CFHS2 AD 74 2 HEE 27| QI5l o=t ZAE Q248 = Qe Idap 274 B3Ol 0d IL|Ct. A
|

& T A VI mhetOlEE 23 dd Al 348 oieto|seE grdstoF Zuict.

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|e{Z
Windows ClATEIME CHS S AFR5H04 (IS MMS LtdE 4 QlaLc

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV C|HZ 212
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[

Amazon DCV HT ME 37|

Amazon DCVE 7t4 OlA3 & MMoil AL ELIC AWS Amazon DCV. CHS HA|olHE A XIE DCV
LZEQ|o{o| HTE 2felste WS HoiFLICH

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

CHe MAofls WAE 4 9= X, 0I8 ZXIsHS W, 2 X 12 ol T3t &etol ZarElo] UL

L|C}.
« MX| ZAX|

- RESE MA[EI & A8 X[E EHQIE H-sied T &

+ CloudFormation A E40]| "WaitCondition received failed message. Error:States. TaskFailed"
+ CloudFormation AEH0| B X2 MHEl F O|H Y SEI0| ALK A4S
o ATt AEHO| QIABIA &EF EE= vdc ZHEE P

e = e =

. S& x| @ F 2 Ql&l 873 CloudFormation AEHO| AFX|E| K| o2

Amazon DCV H™ HE 37| 213
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Add a permission2|

]
>

H8 utetdlE o 2 77+ L& LIt

5t MM =0 CIDREE
o 274 MM = CloudFormation AEH A4 Almj

« AdDomainAdminNode CREATE_FAILEDOIM 2|8 2

AHEE HE EX

« AEZX}E7F Active Directory0ll F7HE|QFR|BF RESOI| M 52 E]

c NME HEE M AISKE MEE = glS

+ CloudWatch cluster-manager 20| 27| Mgt =1} @7

AEZ[X|

« RESE Sslil It A|ARIZS MHFK[E VDI SAE| BEIAE[X| S

« RESE Sl ot A|AEIS 2EYRIX|BH VDI ZAEN EBIRHE|X| IS

« HEt XME| AFS At o

» RESO0{ X Amazon FSx for NetApp ONTAPS MA&MX|PF ZHIQlof| ZQISHK| f 2

+ Windows Virtual Desktop2| 2121 7|5 0| #2|XIZ2 MHF
O

« Q|8 E|AA CertificateRenewalNodeE A& QIS M 7| Bt Z ElLIC,

o O|Mof| &S5IEH 7Y CAIEE H 0|4 H3Xo=E ZAE = i

« 57H9| 7t& AT EBF ARHE = &LICH

« QA3 & Windows 4 A7t Aufstn "AZo| EFIGLICH TS 2F"

RunBooks

« VDIs ZZH|XM'E JEIM HF

!
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- Zt& Ol

« AD/eVDI 2 ZEO| AMI|Z QlsH vdc HEE D QIAEIAT} &8 ZQIL|Ct API AtEH 201 Almjj7}
EAELICEH

« ZZMEES FItst7| P AL EQ o ARME HEY M ECIR20 Z2METF EAZIX| o

A

« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7|22 O} & A
Ch. AEXI7t S713HE W7HR| CHZ | SULICH(HAIZ ol AHE XL 0|& 21 B2)7t EAIELICEH

« 232l Al Windows CllA T S0 "AIH0| HIE E3t EIRA& LICH ZEIRH E2I5HAIL "

« 2F/0 74 AD 781 2EAEI DHCP M &4
« Firefox 2F MOZILLA PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env A%

* res-xxx-cluster 2AEHO| "DELETE_FAILED" &E}jOo|1 "2d&0| R &5t K| 7L =& = gig" 2

Tz ol 522 MAE + QIS

- 2147

« VDIEROLCIREE

e Linux EC2 QIAEAONAM EOCIREE

* Windows EC2 QIAEAONM 2O CIREE

+ WaitCondition 250 Cigt ECS 21 =%

. O &4
o A4 B5H I 2R CHEH QIS @S 2|8 o2 83 2301 @7 4l
. O AEBH 12237} B 56K| &S

M| 2

=N

+ RESE Mx|8t = AKX} X|H EHQIE MHSE{n

%

* CloudFormation | "WaitCondition received failed message. Error:States.TaskFailed"

T
» CloudFormation AE0| dExo 2 MME £ O|HIY 20| ALK S

o AlUfEt AENO| QIAEIA &3t EE= vde ZHEE D

=
« =& MK =52 Qlal| 73 CloudFarmation AEHO| AMH|T|X| of S
MRTEA 215
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ol

I3 M S0l CIDR E5 met0|Eo| @ F 7t g ELICH
73 M4 = CloudFormation AEH A4A4 Al

« AdDomainAdminNode CREATE_FAILEDOM 2|8 E|AA(HIE) ABH Mo Aluj

r

[tk

RESE dx[et = AEX X|H M elg ddstedn &

r

(® Note

M™ E=7:0| EHAHE +=&3l7| ol Secrets Manager 22t & 501 215 A &! PrivateKey &
~E X% sHok gLct.

Y ZCI0|UE 2UBS M F7¢
1. 2|5 DB Z2& YWHMO| 2lAL{0| HAAE IS MHE HOIO|EF LICE.
a. AWS E£9|EC2>ZE ¥HA > 2= HWHAM0|AM RES 2|F ZE WHMZE O|SELICH
b. WHARE M2 2 WHME HMELICl<env-name>-external-alb.
c. ZE YWHMo| HAZGE 2|AL{E EIFLICE.
d. 7|8 SSL/TLS QIEM7I M 2B M M8 HESt 1A E E|AL{E HO|O|ELICH
e. HE LIS XMHEFLICH
2. EiAEH A HO|E0AM:
a. DynamoDB -> E|O|E ->0i| M E2{AE 4™ HIO|EE & &L|Ct<env-name>.cluster-

settings.

b. = &AM 2l &K4ded ZIE3 - 0| "key", B8 "string", Z7d "contains", 4} "external_alb"Z O]

c. Truecluster.load_balancers.external_alb.certificates.provided® M&E

=

LICF.
d. 2Zt2 Ydlo|EgL

Clcluster.load balancers.external _alb.certificates.custom_dns_name. &

AER QlE{mH 0| &9 AR XY =MHIQI Ol & LICt

e. 2 Udo|EE L

Ctcluster.load_balancers.external_alb.certificates.acm_certificate_arn.

Mz 2
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Amazon Certificate Manager(ACM)0f| X% &l siE 215 M 2| Amazon 2[4 A O[F(ARN) L
C}.

3. 2 alb 2E YWZHAMO|DNS O|E 2 7I2I7I=F & Z2I0|¢UEof CHEH A8t sl Route53 5+
CHQ BZEE YO|0|EgLICl<env-name>-external-alb.

4. SSO7} &Zdof olOl =AM E|of Y= B RES ¢l ZTEHO| ##74 &2l > X3 5H &2l > Single
Sign-On > &El > HE HEO|M XS AIE 3 21 S U /240 2 SSOE CHA| A4 ErLICH
VDIsOl| QIS M F7}

1. Eot 5o ChE Ef2E F7Hto] 2ot & 5 0i CH3H GetSecret 2142
RES off Z2|7i|o[4d0f Fo4&rLCt.

1
0%
0t
1
30
rir
e
o8
fjo

* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller

2. ZAE ™M™ E|o|20A:

a. DynamoDB -> E|0|& ->0i| A E{AE ™ HO|EE #&LICt<env-name>.cluster-
settings.

b. &= EA Ql&£Mud ZIEZ - O|F "key", & "string", Z71 "contains", 2}
"dcv_connection_gateway"Z O|S & L|C}.

c. Truevdc.dcv_connection_gateway.certificate.providedZ A&&tL|Ct

d. Z2 dclo|EgL
Ctvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI Al
I8t AL A XIE Q! Ol Lt

|>
i

Yool EfL

IZPvdc dcv_connection_gateway.certificate.certificate_secret_arn. ¢/&
M LIS E&ste 22 2 & o ARNLICE.

(0]
ﬂllo

f. 2/ ddlo|EgfL

Clvdc.dcv_connection_gateway.certificate.private_key_secret_arn. Z2}
olgl 7| EHIXE T &slE Eot 2t 5 o ARNYILICEH

3. HOoIESO| elaB A0 ALSE[E AlE HIESE YOOI EFLICH

a. AWS £2£ 9| EC2 > Auto Scaling > Auto Scaling & 0{|A{ Auto Scaling 2&& LIC}.

-

=
b. RES &Zdo aliEst= HOIESO| Auto Scaling IE & MEAELICtH O|§2 HE 7S ME
L|Ct<env-name>-vdc-gateway-asg.

Mz =X 217
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c. ME HE MMM Al HESIS Hof ALt
d. MR BE > Tl >0l M MBS SHM HT 44)g Mzt
e. OfEHZ A3 E3t0{ 13 MF HEZ o|SFLICH

f. OHOlEHE A3 E350 ALK ClO|E{Z 0|5 #Lct

g. CERTIFICATE_SECRET_ARN X Et0{E X &LICIPRIVATE_KEY_SECRET_ARN. 215 XM(2.c
CHA &) & zZ2tols F|2.dEHAH & x) 2EIxE ZEsts 22 &30l X|EE ARNs2 2

Ol2{gt 2t S UClo|ER LICH

h. Auto Scaling 2&0| 2|20 HEE A& HES HHS ABSHEE 7LEE[0] Je=X| =elE
LICHAuto Scaling 15 m O] X|0f| A).
4. 28 nib 2= WA O| DNS O|&EE 7I2IZI=E 74 dlA3 Eoi cial A8t sHE Route53 51
THQl HZEE YdO|EgfLICl<env-name>-external-nlb.

0

5. 7|& dcv-gateway QIAEIAE FF <env-name>-vdc-gateway st M QIAEATL ASE w7t
NI =B

CloudFormation 2 EH40| "WaitCondition received failed message.
Error:States.TaskFailed"

EXNE AEsted™ 2= Amazon CloudWatch 21 2 &8 ZHAFgrL|Cl<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. S&t 0|&
O|2EIJ J80|0{H 7/ U= BR A 7tset R HM| 23 OES ZAELICH 23 e 2F HIAIX]
= =XMol| Cigt RhAlEt HEE AMSELCH

@ Note

ut2tolE gfoll S0l gl=x| = elgrL|ct.

CloudFormation AE0| dEB o 2 MME F o|H g Zlo| =AE K| S
CloudFormation AE10| M3 Mo Z MMEl £ O|H Y =CHE WX| Z& A< CIS S &QlghL|Ct.

1. OIHY FA metolE7t SHEZ A UM ER= K] F LI
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O|HY FATF ZREIR7LE HMAE = = B2 Research and Engineering Studio 832 4t
Aot RHEHEZ EFL|CH.

2. Amazon EC2 E2£0|M =&t QIAEAO| Z7HE & QISIA2.
<envname> MSA S REIOZ2 EAIE 2 M QIAEA 2 CHA| E|= Amazon EC2 QIAEIA T}

AU B2 HELYZ E&= Active Directory 0|l 2A7F g £ YU&LICH.

3. AWS 1185 ARE BIAILIE tiZstod 2|F E[AAE HHEh T2 A=0iM VPC, Zetols! &
HEE MESD 7|e MENE mhet0|E7F G 2R = X F gL

ut2to|e & sttt ¥R E E? RES #32 AXetT ChA| BHE ok & &~ QU&LICH REMIE
L2 MEZE XM7H HS BESAARL.

_,_
\|

4. KA 2lF 2|AAlt 2 MES tiZ£8 3¢ UWESRZ L Active Directory 7t 04 441t I |5t

EX| #elgrct.

g )

_'T‘_ IIIIIII |I=I
OOII rO

|AEIA T} Active Directory0l] 83X o 2 X QIE[R=X] & 15}
Al

2} =
485104 EX|E the section called “A I st AE{O| QIABIA &%t OC

O| 2X|o| 7}E 7hs8t #1212 EBIAA(E)7F Active Directory0l] 4Z35H7{LE ZQIE 4= Q17| I E IL|C}.

-
Cl
AT
|1}
ATH

BHE0|M vdc HEER{ o 4™ S QAHAN M SSMZ MMEE AlZRFEFLICEH

3. systemctl status sssdE A™ELICH
AER7} HIE A O HLE AR AL 2301 277} EAIZ|H QIAEIA T} Active Directory0l] Z Q18 4= of
= Lok

Mx| 2 219
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[root@ip-

1# systemctl status sssd

® sssd.service - System Security Services Daemon

Loaded:
Active:
Main PID:
CGroup:

loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)

active (running) | since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago

31248 (sssd) Might see “inactive”/“failed” here

/system.slice/sssd.service

[-31248 /usr/sbin/sssd -i --logger=files

[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files

[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19
15:27:19
15:42:19
15:42:19
15:42:19
15:42:19
15:57:19
15:57:19
15:57:19
15:57:19

ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal

sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd be[31249]:

GSSAPI
GSSAPI
GSSAPI
GSSAPI
GSSAPIL
GSSAPI
GSSAPIL
GSSAPI
GSSAPI
GSSAPI

client
client
client
client
client
client
client
client
client
client

step
step
step
step
step
step
step
step
step
step

Might see errors
highlighted in
RED here

1
2
1
1
1
2
1
1
1
2

ZE ¥l 1 B2 E LDAP 4 ME HEIH e=iE
2OE AEELIC Ch2 20| o ' Bt £|mH QIA B AT} Active Directoryoll Z QI8 4= ei& LIt

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds !

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RES &= &4 Sof CtZoi cHet mZt0lE g0l SHEA LA A=K
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« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice.computers.ou

« directoryservice.name

2. DynamoDB H|O|20|A #REl 7} Uolo|EgL|Ct HIO|22 DynamoDB 2&£ 2| Ef|0|2 0| &
2 T A&LICH E|o|& O|§2 040F & LICt<stack name>.cluster-settings.
3. EHIO|E2 YO|o|ESt = =l 23 QUAHAE Al 52 FB{AE ZE|At X vdc HEED

M| LICt Auto Scaling2 DynamoDB E|0|&2| x|l 2t 2 ALE5t04 M QIABIAE AIZHE

E Al
= =
L

Ct.

i

=2 el 2: R E ServiceAccount ALE At 0| 0| U=H

237} Insufficient permissions to modify computer accountE BtEH5tHH AEH MM &
0f| I=248t ServiceAccount O|§0| 2HIEX| &t 2 = U&LICH.

1. AWS Z2£0i| M Secrets ManagerE jLI|LC}.

2. directoryserviceServiceAccountUsernameE ar&LICH 2o @F 5 &= 0{0F &L
Ct<stack name>-directoryservice-ServiceAccountUsername.

3. HorosE o ME ME HO|X|E ELICt EoF &5 ZioAM EoF &t 5 Z Mg MEHS T &
dt A EE MEHSFLICH
4. Zfo| HOIOIEE B2 #Hx ¥ Fl #Z9| cluster-manager & vdc-controller QIAFAE ALK
grLCt Auto Scaling2 Secrets Manager__l F| Al ZE2 AF25104 A QIAEIA S A|ZHEFLCH.
=& 291 3: ZH2 =l ServiceAccount &5 @23
230] Invalid credentials7t AL ABH M Fof 238t ServiceAccount 571 SHIEX|

e+ A&LCH

1.  AWS 22£0{ M Secrets ManagerE jL|C}.

2. directoryserviceServiceAccountPasswordE 3t&LICH 2o @t = 040F &L

I

Ct<stack name>-directoryservice-ServiceAccountPassword.
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Yo MF HE Ho|X|E SLICH 2o &3 2o 2ok ef & gf HMs MEisiT o
EH

i. AWS Z£2 21 Secrets ManagerZ O|S&tL|C}.

o
r

i. directoryserviceServiceAccountPasswordE &&LICH E0oF &%= 040
Ct<stack name>-directoryservice-ServiceAccountPassword.

i. HotarsE odo] ME MHE HO|X|2 ZLct EoF o5 Ztol A EOF of 5 7 7dA2 A
ENSH OIS et EIAE S MEHEFL|C}
iv. HEIS MHEdFL|CE

v. ServiceAccount AFEXIO| M| &S E MHSHT KHE S MEAENLICE.

5. %2 Yolo|Eft B X M- 5l 49| cluster-manager X! vdc-controller QIAEIAE A
gFLICH Auto Scaling2 %Al Zf2 AF25H0 M QIABAE A|ZFEFL|CH.

34 A 272 2lsH 84 CloudFormation ABHO| &K E[X| f &
ot L2 B4 A LR E QI8 <env-name>-vdc CloudFormation 2B Axj|7} Mufst= B2
!

vdcdcvhostsecuritygroupOle &2 AFE5t0{ RES i MEY E= Hot IS E AR E
Amazon EC2 QIAEIA 2 YU £ QI&LICHAWS .
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274 MA S0l CIDR EE mizt0|E{ol @F 7t MLt

gEg HM8E M ST 4EN7H [AmH]R CIDR E5 TtetO|E{of CHeh @ F 7 LIEtELICH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR

in the following form: 10.0.0.0/16.

2MIE s Zst7| s ol & ElE HAIL xxx.0/24 EE xxx.0/32¢]LIC}

]

o
oy
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_lgﬂ
M
mjo
>
Pl
Q'I_l
kI
)
X
o
o
>
>
M
o
r
[ul
32
rir
o
rin
jutl
>
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x
0x
>
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_ITI_
>
>
n
ok
4>
0
>
r

AdDomainAdminNode CREATE_FAILEDOIAM 2|8 Z|AA(CIZ2) AEH MA Alnj

CHe @R BT Cl2 B A% MMO| MIsts Z QIABIA ARt $ ZRH|X{E S0l of7|x| o
I.

H Amazon EC2 T x|7} A4

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

1. SSM AFEf Z2IXtoll A TxI7H TAIEI0f QIEX|, RE QIAE A0 Cha X7+ FAIE|0] Q=R &
olgfLict

2. SSM RunCommand/Automation A& 7|50 M ZHX| 21 SSM EA{ 2| Aol QIAEA A|ZtT}
Ux|st= K| &QlghL|Ct.
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of ChEH 21 ThUoM 22 QIABA 222 HE 0] ZRH|K

Single Sign-On(SSO) & At &Y zhelet 2EE iR 22 EXMe AR E FHe =z Qo WdgLCt.
SSO T+d Aol CiEr RIMIEF LI 2 CHEE AR otMl2.

« the section called “IAM Identity CenterE Al&38}04 SSO %"
+ the section called “SSO0]| CHSt X}Z2 SH ZZ At A7

A 5 geler ZHE O E EXME sidsiedd oS EXM a2 FHE HZE AR,

|

+ jam:PassRoleg &35l & QIS L|X| oIS

« L AWS AIH Q|5 o] AL 0] AWS E|AA0IM my Research and Engineering Studio0ll M A 5T
g &8st A&LCh

« 840 2a0l8 il ZA| 2391 Io|X|2 SolztL]c.

« ZOQIE AZE M "AISXIE B2 > U3"2F &M

+ AF& X7} Active Directory0ll F7HE|RAX|BF RESO| M 52 &

« NME MHE M ALSKIE A

=
» CloudWatch cluster-manager 20| 27| M§t =1} @ 7

iam:PassRoleE &5t & QIS L|X| oS

iam:PassRole 2]

K=
| =
edd|o|E sH{oF &FLC}.

UF AWS MHIAE ALEsHE M MH|A AF
Y Mulaol| HMEE + A&LICH o|FEH| stedH

4 58 el =X 224
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ol Xl 2 F = marymajor2t= IAM ALEXI7F 2£2 ALE3510{ RESOIM 2 dE siste{D &
LICt. St X|BH 2Fd 2 +StE{T MH[A g o] Ro{8t HEH0o| MH|A0| R{0{0F & LICt Mary=

I%=| =
MH[&0l Hg S MY Heto| glaLch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:

jiam:PassRole

0| B2, Mary7} iam:PassRole 2 +~&& >4
28t Z2 AWS ZEIXIH BolstMlR. BEIRHE 210l A7 5ES M3 AFRFLICH

i
=

LH AWS HH 2|2 of AFEHO| AWS E|A A0 M my Research and Engineering Studio|

MM ASHEE 51835t Al&LICt

CHE H™MO AFEAt E= =F Q
% o] A t

OIAL||:_|. oi st

AAEH =

=
o EE(ACL)S XI5t
A MBS 2oiE 4 9

H J
Ok
mjo
4

KtMEH LHE2 CHEE HZshMR.

27 AWS A Ao 2laA0f CHEF HM|A HEHE MSshs =
BAL| Afer CHE AWS AE 2| IAM ALE R0 Al AMA Her MBS HZESHAMIL.
[e)

I
"
ok
o
oy X
oH
Q'I_l
rr
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It
mo
me
o
HL
A
g
>
=
>
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nx
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x
1o
M

. EW AWS H o] EI_/.\_AOH CHt oH A-”

!
ro
Ol
>
0p
Pl

E
. R BT ASS S5 UMAE MBsHe WHS Fob= T IAM ALS AT 9

of| H| HAM|A Het MS(RHE 5 A

=

o

A 7| HE ALZ o R 0|HE LotEE{H IAM A
=

o WAt AYE HHAE f/et H L 2 8 dEBA2
IAM S 0| 2[4 7|8 FAT of YA CHEX| B ZSMIL.

2380l 222" m SA| 232l Ho|X|2 ZokZrLICt.

o —-—Iill_ SSO SEO| AR T HE d¢ LdeLIct EXE &olsteiH HEEDH QAaHA ZOE &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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w

= =
1. DynamoDB £& ¥7|
2. EH|o|Z0iM et= Elo|22 &&LICt<environment-name>.cluster-settings.
3. EH|O|E2 €I HO|ZE &= BHMS MENELIC
4. LH MME ST ChE HeE UELICH
- 54 0| -7I
o XU-xEF
« 2t -sso
5 al™g MEfEL|Ct
6. HtetEl EXtE0A SSO 74 7t0| SHEX| 2 QI LICH SHIEX| §f2 F< sso_enabled 7|2
2t FalseZ BHZAEELICH.
Edit item
You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4
Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
4
[ value ] O True © False
7. RES AME&X} QIE{H|0|AZ E0t7F SSOE MTFdgLict
A4 &Y gel 2X 226


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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ZOQE AMZE W "AISKIE HE = E"2F ¢

MEX7E RES QIE{HO|AN 2Q15t2{1 & [ "User not found" 27/ 7+ I A|E|1 Active Directoryo]|
AERE7E U B2

278 B2

« AEX7FRESO| i1 =2 0f ADOY| AFS At

i

- MEX7L ot 2 RESH| 713 E|X| ftE = UELICH RESE OHAIZ S7ISHEI2 2 7|CHRICH
7t CHE 8718 F AR FILEIRIS K| ERlsof & = UELICH JA| S713H6t2{He| B
E S LICFALE XL 7t Active Directory0ll F7HE|AX|PH RESOHIM F2HE.

« AH8XE7FRESO| RJE B2

FLICH REMIBH LI 2 Single Sign-On(SSO)E /8t

o|-
0]

§|‘|

HZo| SH2H PAEIUER| &
oA T4 EeE AESHAA

1.

I

Rl
Y 0X

=04 o
S o ©

o

|0

2. SAML M|=1} SAML O|HO| 25 AL Ate| O|HIY F40f OHEE[=X| &g LT

AHEXE7L Active DirectoryOll FE7H|RX|2F RESO|AM +2HE

® Note
o| M2 RES 2024.10 0|5t0fl S E/LICH RES 2024.12 O|AH2 MME 2 XML S VISHE
2 MME ® x5

So= AMHEE We(ZElA 2024.12 & 2024 12.01). RES 2025.03 0|4
MIAC Bt E =SS 2 A& SHHLE SXI5tE HE(R2lA 2025.03 O[4).

Active Directory0ll At&XIE FI7+IUK|EH RESOH T2 E B2 AD S7|3E EC|7atof ELICH AD &
7|3t= AD 52 RES %Z;'QE 7tX 2= Lambda Bf =0 2|5l AlZHEZ +~EL|CH F<0f et
MAEREE OES F7I8H F O0F 87|53t Z2EMATE A E W7 K] X[Q40] L8 Lot

Simple Queue ServicedtlM =SS 2 S7[SHE Al&E £ JU&LICt

Amazon

STt Z2MAE 522 AIEELICH

Amazon SQ
CHZ | O M E MEH
[HIAIX| T& 2 +=4l(Send and receive messages)|2 MEHEFL|C}.

HAIX| 220l ChE S LU= LICH

w
>-r|._u

gfL|Cl<environment-name>-cluster-manager-tasks.fifo.

lI

0N~
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https://console.aws.amazon.com/sqs
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{ "name": "adsync.sync-from-ad", "payload": {3} }
5. MAIX| 2 & DO CtEE =ELIC adsync.sync-from-ad

6. MAIX| &= X1I7-I ID01I ?:lQIQI BxA EXArES UHELICH Ol ¥52 0|x 58 o|Liol =& =2
o 0

kIIng MAMEHE ZHE|XHO|X|BF M2 M A& I Active Directorydll QU= AFEXIE AL E £ Qi &
45

S A
= T H
ANERTE HEOZ 2IQIsH0F ¥ 4 A LICH M2 B4 ALSKOl CHEHME A & 2L
CF. 243 ALSRHE EHZ0] B H 0l4 229180k BrLICH

CloudWatch cluster-manager 210 M 27| A&t =1t @ F

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch cluster-manager 2 10{A{0| 2F 7| & M3t Idap AMoMH LT B2 AIEA HZEE
detE = AU&LICH O] EXIE silZ25t24™ IDPL| Idap A At MEtE = IHI..?..

AEZ|K|

Z=A

- RESE S5 0t AIAES MMsHx|at vDI S AEOf EXIEIX| oS

- RESE 53 1Y AAES 22 Y#X|BH VDI SAEO EIRYE|X| oF S

[=]
* VDI ZAENM AL &2 = QIF

« RESO{M Amazon FSx for NetApp ONTAPS MMM K|2F = H|Qlof =I5 @

ol

o
i)

2EZX| 228
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RESE Sl ot A|AEIS MMHRMX|BH VDI ZAEN B RHE[X] 2

=
=

LS

oY A|ARE VDI SAE0 EfRlisted® BX] "AtE 7Hs" & EHook ErLICH. ofzh ErAA[ol| el mhd Al
i A

Amazon EFS

—

. Amazon EFS £ 2 0|S&fLC}.

2. I AIAR SE7H A 7HS QIR BQltLIC

3. I AJAEL AEHTL ALE 715 0| otl AR VDI EAEE AlEfSH7| Tof Z|cHRILICH

Amazon FSx ONTAP

1. Amazon FSx 2£ 2 0|S &Lt

2. dEf7I AFE 7tSEHR| = Ql'r LIt
L

[W——
3. &EN7I AF8 7tS0| ot AL VDI SAEE A|=5t7| HMof 7|chiucH

RESO| 22T E It A|AHM= VDI ZAEJL I A|ARE BAME = JAESE FHE EHe E0H O
& T 3l0| Qloqof gLt O|HEr Y A|[AEI2 RES QIR0 HHE|E2 RESE HZ2E EoF a8
&2 &elstX| eb& L ch

SEQE IHY A|AHD HFE ot IFL O e

r|
[m
o
j]
fjo
SI_'
oo
:|°|='
o

g'l_
r
[ul

VDI SAEO|M 7L} £ = 1S

ONTAP2 £ &0 CH5H UNIX, NTFS & MIXED E o+ AELQE K[HErLICH 2ok AELUo] k2t
ONTAPO| CHlOlE] ANIAE RMofsHes Ol AHBSHE BBt REI O3 HEHe +HE 4 2 220l

AHE R0l ZYELICH
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems

Q7 I AX|L|o{E ARLC(R Add a permission2|

et 2| AF2 AFE| o
Linux 23 2ZE 0| A UNIX AEIS EE AlE

Tet2 sudoer?t CHE AFS Rtol| CHalf 7244

gg = U&LICH o S04, CtS2 CIZEEZ|of| CHEt
<group-ID> ™A 7|/ 7| HEHE ZE H

HIHH0I| | 204 LICH/<project-name>.

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux 2! Windows /2 2E0{A NTFS AEIYU E8 A2

S5 HEt2 §H EHO| 37 §92 AFE5H0d 7 EE = JUELICEH ol E0{ Ar&Atuser_012+ &£
7} 0{X|™ myfolder, ChangeE=2| &2 Allow EE&= Full ControlReadZ® AME £ QU
&LICtDeny
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+ Documents Properties X

PR . L. |

Q) Permissions for Documents X

Share Permissions

Gn:uup Or USer Names: ~
e
¢ folder
¢ folder
Add... Remove folder
Pemmissions for Evenyone Allow Deny ¢ folder
Full Control O L b folder
Change ] ]
Read [ ] O folder
folder
folder
5 ¢ folder
¢ folder
— —e folder
E &2 Linux 22I0|¢E St Windows 22I0|1E 250 AHEStEdE T 2 E Linux A2 XL O|ES
S YUt AR} 0|1 domain\username 2| NetBIOS = MH|Q! O|§ Alnt ¢34st= OIF HEE SVM
{l A5l oF & LICH Ol= Linux AF&XHeF Windows AFE AL ZHol Bd5t= Of| 2 LICH AHAMIEH LIS

o

2 Amazon FSx for NetApp ONTAP2 AI835t0{ HE|ZEEZ I EE EHSHE & ZTFHM 2.

RESO| A Amazon FSx for NetApp ONTAPS MM X2t = HQlof| ZQISHXR| oS

$4%H RES £2£0{ A Amazon FSx for NetApp ONTAPS 450 o A|AEO| Z2H|XIEX|PH £
HRlof| ZRIE|X| et &LICH 4E ONTAP I A|AE SYME EH|Qlof ZRISE{E SVMs Microsoft
Active Directory0l] =912 X811 Amazon FSx 2£ 2| BHHIE [M2AMe. =2He st #HEto| ADS|
Amazon FSx MH[A HZHoi| [/ E[}A=X| & IFLIct SVMO| =H[Rlol 43 Mo 2 ZQIE|H SVM
QoF>oEZQIE > SMBDNS O[22 0|55104 LIS0f| ZQ352 2 DNS 0|28 =2 A8}

T oHQlol =QIE & 22{AE A% DynamoDB Ef|0[20{ A SMB DNS 74 7|& HZE!IgLIC.
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
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1. Amazon DynamoDB £ £ O[S &fL|Ct
2. EHo|22 MEiEt Ot S & MEdErL|Cl<stack-name>-cluster-settings
3. EHo|Z &= EAMoiM EEHE &35t Chs ZEE gLt
- 54 0|&-7I
- xU-EE
« 2t -shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. HHEtEl Y52 MEHEH CHS &, &5 HES dEELc
5. 0|0l S ALEt SMB DNS 0|22 Zt2 Yool E&LICH.

6. [Save and close]E ME{EFL|C}.

= = = | Amazon VPCE AF23F I} AJAE] HAA Ko{of A HE 5}
E EHE EEH'E!% 3"%3I'EX| —,H&Igl'L_lL__I'_ .U.I-I.él AlélE:‘l!% Al-g-gl.E AH VDI Eﬁ E olX‘" ED‘”
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rot
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HL
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I
I
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i RES 22C T AIAH J15S A83t0d THQl0] 0[0] EQIE VIE T AlAHES RETY 4
UELICH 27 BElolM Y AAY, 22E T AARS Metshc

INTPN
S|

- AEHSFO| HEE AmilL|ct

- EHIOIES 7IME = IS S UEILE 239 87 A0 M8 E|X| gf&LICH

RES AH4F HO| K|l M A HsEo| HEf7L AMIiRl B2 QF 7 HAEH Az SO F2{AH #E[XHS

=
Amazon CloudWatch 21 1 E2 2 0|5 5t0{ ¥QlS &eler =

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
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https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

HOIZE2 71X g &= eSS UEtUle 29 & Ao M E[X| et&LCH
0|7‘1 envoll Al 7FX{2 ALHARO| M envOl| B8 E|X| b= AR SE{AE BE|XIII EXE Algds 4 Q)

£ CloudWatch 21
22 Aol RE

=2
AmgELIch 2XM7F E2E EolE 2EHREE 7IME + gictn AZstE

FENQIX| = Qg Lt

0> mlm

1. metadata.json I} Y2 CtRE =51 CYEF E|O|& 2] ExportStatus7t COMPLETED A E{QIX| &0l
grict chst 0|20l ExportManifest EE ME7L QeX| &OQIgLICH 2o HE MEE &
2 T Qe B AHNE RESK| A2 HEO|2ZE AL M 7S 7 AHSE £ gisLch

2. AL HMEE AIEEE T AYAF HEN7E RESOIM 2 E O 2 HIF =X = QIFLICH AHAF M &
EMAE =|CH 5~1020| £ ElL|cH ARSF 22| H|O|X|& CHA| EE3HHU HESto{ AR 4FO|
3Mo 2 HMEIRI=X| =HlgtLct o|ZEH stH MY E AHLF0| 25 AEH7F ELlct

lz gz}

=AM

« HAQIAEATIQE ZE WHMOIN O 8

Me 257 HIAIX|QF &
Amazon EC2 @IAHE

|> o 1o

—E— 171 Ulod] LIEFLEALE Hi&3 & Mo A8 +~ Qi 3¢ Ql=at
I 2x7t IS5 LIEH & &Lt

Exo| ¢Hol2 &lst= W2 MK Amazon EC2 20 HHEXo 2 S E|T M QIAEHAZ CHA|
E|ls Ao 2 20|l 2 E Amazon EC2 QIAEAE =0I5t= ZdQlL|Ct. 0] AL Amazon CloudWatch

FCHE Y2 AAEe 22 HWHME &Rlots WULICH AL EX7H US = UCHE EAIE
Amazon EC2 2&£0iM &HE Z& WMol SSE J QlAHAT EAIE[X| ol B2 LT

lz= et 233



o471 gl olix|L|o{2 AEC|Q Add a permission2]

Clee XAMXQO| @& ol ofQlL|Ct.

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc
¥ Instances

Instances Details

Instance Types
Launch Templates

Target type Protocol : Port Protocol L version VPC
Spot Requests
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10ch8e [4
Savings Plans
Reserve d Instances 1P address type er
Dedicated Hosts Pva nal-alo 22
Capacity Reservations
Total targets Unhealthy Unused Initial Draining
v Images 1 ®0 ] 0 0
AMis
AMI Catalog » Distribution of tar g ets by Availahility Zone (AZ)
this table t ponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes
Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups

‘ Q_ Filter targets 1 @
Elastic IPs

Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status details

Key Pairs

[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @© healthy
Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling
Auto Scaling Groups

B4 #=20/ 00/ M2 MY % 2= Amazon EC2 QIAHA T} 9SS LIEHHLICH

HIEY &=0[00| otl B2 Ol Amazon EC2 QIARFATL &8 S + USS LIEHHLICH Ol M
A2l oiZEIAHOE 2 ZESo17t HE] &S SHSHX| IR HEY & AU&LICH

24§23} HIEY 20| 25 008 HRHO UEST T4 2FE LIELICH of & Sof T{E2
2 Zatols! MEUof s AZs. O] Z710| st L0 LIERIZ SEN7 EME S LHEHE F7t
BIAETI S = &LICH

A

» Windows Virtual Desktop2| 21921 7|5 0| #2|XIZ2 MHFE

. Q|E B|AA CertificateRenewalNodeS Al25tH ©
A

—
« O[Tl 2t SStE 7Y CIATISS H Ol d3Xoz HAZAe = U=

« 571o| Tt CIAT SEF AIME + AUSLICH

« OJA3E Windows 4 A|= 7} Aot 1 "edZdo| HE&LICE TS 27"

« VDIs ZZH|X{d AEjo|H HE
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RES # ZEHOM Windows 7t4 IAT ES AZE = UX|BH AZAE m 230! HHo| HEIXE HY
El B2 Windows VDIZI Active Directoryd] 83O 2 ZTIE|X| ettE &+ U&LICEH

201524 Amazon EC2 2£0{ M Windows QIAEIA O] @125l 1 ol REAER 2O E = QIF
|IC}C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. £ A|
A5t @7/ HAIR|E QA AT ADO| ZQISHK| 2322 [Join AD] authorization failed:

LIEFH LI MO0l <res-environment-name>/cluster-manager CHSt XE ISt LIB2 230 1
£ OI& ot 2l CloudWatchO0i| A Cluster Manager 21 & & 15HM| 2.

C

bal
[e][]

* Insufficient permissions to modify computer account
+ Ol 2F & MHIA HHoll ADO| ZHFEIE £7HE & Qle M-S HBto| gige

e LIEFHLICH MH]
A A &of 28 HEH2 Microsoft Active Directoryf] CHEF MH|A A& M MM HZEHAMIL.

e Invalid Credentials

« ADQ| MH|A HH x4 ZEFO| Br2 ERIAHLE R E A1 BB E MSWELICH MH|A AHE xHH
SYE &It 7{Lt UHI0|E5t24™ Secrets Manager Z2£01 ¥ 2 & ME 5= 2ot g 5of A
AFLICH RES 39| At &3 22| H 0| X|ofl 4= Active Directory = H|Q! of2io| MH|A HTH

74 ZH HOol of 5 ARN Z=0f 0| E9F 95 0| ARNO| SHIE K| &0I8HL|

Q|8 B|AA CertificateRenewalNodeE AI25tH QIS A7} St2 ElL|C}.

Q|8 B[AA PAIIIE HEF =0 Linux VDIsO| 2443t = "The connection has been closed.
Transport error" S¢ QLF 7t YMst= 2 71%E 7tsd0| =2 |2 Linuxol| M &= El pip A
% Z22 Qs RIS 2 MZ I XK|X| &t Or2 & QIZ MQLIC QIS ME 374 £0of Br= ElL|C}.

L

Amazon CloudWatch 21 2 &2 Ct31t RALEF HAIX|2 &7 HAZE Al 2FE 7|5E
<envname>/vdc/dcv-connection-gateway & U&LICH

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
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https://console.aws.amazon.com/secretsmanager/listsecrets
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[

received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-
gateway | dcv-connection-gateway_10.3.146.195 |
| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

2. Lambda®Z O|Sg&fL|C}. 2= Lambda & 47} E A|E|0{0F BfL|Ck*-
CertificateRenewallLambda-*. Lambda ZEO0|AM CI=2 1t A 7 &QI5HAM| 2.

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. 047[0f M E|Al QIF BlAA Certs 2B HIZESIZ 3otEM 2. ’RIZS/0|M Lambda ZEE 3H&L
C}. 2|AA 5 CertificateRenewalLambda - &4 - I E. C}S1 H|28t AE 3 £+ U&LICH

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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mkdir -p pip
python3 ./get-pip.py --target $PWD/pip
$PWD/pip/bin/pip3 install boto3
eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); ¢ = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}"')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. *-CertificateRenewallLambda-* Lambda &=2|2EtA MM 3EHAH|o] I EZ HFELICEH
HHEZ & MEiStT I HZ0| MEE Wi x| 7| LICEH

5. Lambda &+& =522 EZ|7{5l2{H HAE RO 2 0|S&t O3 EHAEE MEHELICH F71 &
22 ER5HK| f&LICH 224™ Secret Managerdl A 215 A & PrivateKey & £ & YUC|0|ESH=
RIBZEM EC2 QIAE AT} MAdz|o{ok EFL|C}

6. 7I&E dcv -gateway QIAHAE FRE <env-name>-vdc-gateway st Auto Scaling 1&0| M ¢!

& W7HX| Z|CHRILICE

|>
rn
|>
o
-
Offt
0
Hu
=
H:I

]
N

(oL K=1
HA T

OIF0l Bt ST 7H CIATES O 014 HBHOR HY

AT E 40| &5|7LE Ol e = Qe A< 72 Amazon EC2 QIAE A TL AufsH7HLE
Amazon EC2 QIAEATL RES &84 20 SREEIHL SXEUR7| HEY = U&LICH 22X UI
HElE EH| 4EIE AS EAE = UK|BH HAAQ A== ATHELIC

X|ZRA=K| =elsfor gLt SX[E Z< ct
MAMSHOF BFLICH M QIAEATL A[ZHE I AFE
st &~ Qlo{of &L|Ct.

Amazon EC2 2£& AI8310{ QIARAII ZER E= 5
Al AIEHSH EMI2. AEN7F SREEHECIE OATES
At & CIEE 2o MEE 2E O|E{E H& AL

OfTdofl Mufst QIAE AT} 07T45| ZE|Xt VIO EAIElE B2 #EIXKH UIE M85t SE6H0F E = U
&LCh
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st

2 5Lict #E|RF7H 22X} UI

J

te oAz & 2| 7|18 A

]
o [0

00

q

A

74
=

ol

"O:l O

| CF
=

LICt ™M&

0]

CllAZ & Windows 242 A7t AlT{st =

>

= AH A4

Windows QIAEIAO|M QIS M M1} ahgd

—_

Amazon CloudWatch 21 I &2 CFH21F RAFSE HIAIX|2E &7H 012 Al @7 E 7|5
A OIAL_||_-_|._

T AAH

<envname>/vdc/dcv-connection-gateway

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:

Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0):

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
Server unreachable: Server error:

Error in websocket connection: I0 error:

inl 3-E -S|

—

£ AM&stod ok

o
o
9.'—'
rr

DCV AMH 4

5t
=

[s/n: QOESE9C4DE7194B37687DC4D2COF5E94AFODD5S7E]
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unexpected error: Invalid certificate: certificate has expired (code: 10)

O| A2 SSM MM BE[XHE A& 8104 Windows RIAR A0 CHEF QIS U1 CHS 27H2| @IE A
otdg M7Hete 2ol s SHY + U&LICH

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

o2 S22 CHA| G E|0{oF 5tH && 44 A7t I3 E &+ UA&LICH
ol o2 EA|7I HZAEZIDT Windows HIATEE ME AlZE M SYet @77 s <
e et E ALEstod MUEE QIEM o] /s 17 QlARA &
HA4BHLICEH O|2 QlsH HZ Xl A|ZH L dZ-of| AFEE £ = Windows AZEQo{ A

o=

Effof AHY
s L8

=o| H8E + A&LICH

PN

VDIs T2 H|X{< AEJ0o|AM H

T

21012 2OIS BT CIATE QIATAL 21 IHUS HASDL BHE Yo £ 9= OFE FaL
t. of E M2 AAEH B0I20] XIME MM B et Z3E 2

« AHZ2E AMIID7} AZEQ|0{ ABICZ SEL|UX|P RESOIM R K| SE&LICEH

Amazon Machine Image(AMI)0l| 2R3t o4 8 E= =77t QI REAER Z2H|X'F A3
ZEE 225K ZELICE Linux QAAE AL ZH2 QIAEA /ro0t/bootstrap/logs/8l 21
ool = oot #HHE K88 HEJ TEE = U&LICH AWS Marketplace0| M 7HX{2 AMIs ID&
RES ClA3 & QIAEHAONM 2&5tK| &2 = UELICH X|HEI=X] 25 7| s HIAET ER
gl
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« AFEXE K| AMIOIM Windows 7+Ha DA E QIAEAE AlZHE ME AFSXAl HIOIE| 23 RET}
A X f&LICH

718X o 2 ALKl O|0|E{ AT & E = Amazon EC2 QIAEIATL AIRHE ff 8 8 ASEILICE 7|&E
A AT E QIAEAOA AMIZE A8 CHS AMIO] AZE Qo] ABHE SE5 10| AZE 0
ABOR CHE 7t OATES AMESE D 5t M 7t OlATE QIAEANM AHEX} CIIOE A
AZEJ A™-E|X| of&LCt.

ZME sfiZdstei™ AMIE ddst= Ol AA8 8 Rel 714 HIATE QIAEAOAM BEIXIZ
4=

OH 2 QIAEAOIAM A AM ICt. A AMIE ALE3510{ AZEQ|o ABE SESH1D LI
S0l M 7I4 HIATES AR %* M'ﬁl—l Cl Z2H|MY 4E2 FX|E= QARHA oﬂH SstH
HE AHSI D QIABAE RHEEISI0] 7[4 AT E MME £=8e £ UX|BHER T HE

L

Ct.

ﬂlllll
>
I
_L
Q'I:
r

o=

T o
M CHE 7Y CIAZES AEE M SYEF EX|7F CHA| g gt

tset 28 1: & ot A|lAE o] CHE POSIX TEtE 7HE ALERHE QI8 CIREEI7F A& LT

U+ Lt

rir
Rl
2

Ol CtZ AlLIZIR 7t &Rl B &lHstT U
1. HHZ & RES T2 2024.01 O & lL|C}.
2. RES AEHZ HiEZ 5l= S¢tol CHEt £480| 2 d8EnableLdapIDMapping|RA&LICHTrue.
3. RES 2B HHZ Zoi X|HE & oYU AIAEIO| RES 2024.01 O T M AL EI{AHLI7L 2
EnableLdapIDMapping A& El O™ A0 AFE EIRA&LICHFalse.

3H7=1 I:|- | _u_|.OI AlﬁE'"O‘"A‘l Al.RxI. |_—_|E-IIE.|E|E AI'X‘"E"L'L—.I'_

= L=
. 2{AE #E|RF ZAEo0 gt SSMYLCt
2. cd /home.
3. 1s - adminlE , admin2.. S Z 0| ALE Xt 0| LXIst= CIREIZ| 0|&E 7HT CIHEEEIE
Ltdst ok g LCt.
4. CIHEZ|E A MELICtsudo rm -r 'dir_name'. ssm-user & ec2-user C|ZIE{Z|E A5t
X OFAMAI2.
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5. ALEXE7L o|O] M envoll S713HEl Z2 AHEXL2| DDB H|O[20iMH AFEXLL|E ATK[EFLICH
(Clusteradmin A|2]).

6. AD S7|3} A& - 22AE #2|Xt Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoiiA A=ELICEH

7. RES & HO|X|0M Error &E{2| VDI QIAEAE MERFLICH VDIZI 2 208 LHO| Ready
MENE MetEl=X| ElgLct.

A
e« Amazon EC2 QIAEIA T} 2L0MH EERE ZJoZ HIEXo 2 EAIE
A

« AD/eVDI 2E Z=Ql AlmZ QI8H vdc ZHEE | QIAHE
AlEILICE

« ZZMES FII57| 2 AZEQ o ARMES HEY MY ECIR0 Z2METI EAZIX| o

%
« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7|1 ol & AL & £ i&LICH.
AEXR7t S713HE HR| CH7| SALICH (Mol MEXt 0|§ Q! Z2)7t EA[ELICH

« 23921 A| Windows H|A 3 F0f "AH0| H|& &3t E|RA&LICH 2 E2|XHoi| 7 22|5HMIL
« 2/ AD 785t #E4E DHCP EM 2R
- Firefox 2% MOZILLA PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 CIAEAT} EL0|M SEE AoZ HIEMOZ T AIFH
ol=Z g} O_IéE A7} Amazon EC2 220|M 225 ZHoZ HIExoZ FAIF)= ZHe 21012 M} gt
20| /2 £ oM QI QIAEA Q3o et EetE | r Ct22 glolg &olste whedel ot

Amazon EC2 2&0|M vdc ZHEE2| QIAEHATJI RO 2 ZERE HEE EASle B EREE
ot ots Bl HE Y = U&LICH RESOHIM SX| ZElste Eot d5ols Ql=zat Amazon ECZ O._|éE._‘|
A0 AZEE IAM HAMA Mo HEo| UL E AFE E|= E} 27t U&LICE vde HE

CloudWatch 21 1 E0i CI2 @ F 7t LIEILIE A 2ot &5 0i Ef27t SHIZ2 A xl’éjilxl of otz
MEY = A&LICH 2ot et 5ol CtS EfE R[Sl ofF ELICt

g daag FE L T
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"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| 27 0i CHEt Amazon CloudWatch 21 HA|X|= Ct=2 1} H|= 8t H EA|EL|CEH

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

bt
i
J
[
e
Rall
Q'I_l
rir
Ral
-
o
i
r
o

Amazon EC2 QIAEIAO| E 1 E EQl5tT &

AD/eVDI 2 & =2l AMI{Z Ol vdc ZHEED] QIAE AT =8 S QILICH API AFE{ &
O| AI_uH7|. .\.LA|5||__| |.

eVDI ZE0| &Ef &lof AuistE 23 el Mol Ch5 0l R AIELICH

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Coﬂfg ® Deployed (© Not Applicable

Cluster cluster 2023.10b1 @Stem ®@ Deployed ® Not Applicable o default
Metrics & Monitoring metrics 2023.10b1 ®St€C< ® Deployed ( Not Applicable s default
Directory Service directoryservice 2023.10b1 G)Stem @® Deployed © Not Applicable s default
Identity Provider identity-provider 2023.10b1 ®Stec< ® Deployed (© Not Applicable s default
Analytics analytics 2023.10b1 ®5tac< ® Deployed © Not Applicable s default
Shared Storage shared-storage 2023.10b1 @5tac»< @ Deployed ( Not Applicable * default
Cluster Manager cluster-manager 2023.10b1 @ADD ® Deployed @ Healthy e default
evDI vdc 2023.10b1 @f\pp @® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 @Stem ® Deployed © Not Applicable ¢ default
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O] B2 ClHZ e it™Mel A2 = F2{AH E2lAt CloudWatch 238 #T{E = ZLIC (0l2te=
23 358 3t&LCk<env-name>/cluster-manager.)

« ZO0| HAET} T8 E AR res AE10| MME ] X|HE! ServiceAccount AHE XL O|§ 2| MR &

—

HF2X| Insufficient permissions®QIgL|C}

23 &9|0f:

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:
000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

SecretsManager 220l M RES HiZ &0i A& ServiceAccount AHE X} O| S 01| HMAE 5= Q

& LICH Secrets Manageroil A S E ot b5 £ 311 QU EHIAE Z4Ag MENSH|CEH ALK} O]

EO0| SHIEX| A2 F HES MEisto{ 2ot &5 2f2 HO|EFLICH TR 2 2{AE EEIXE
A

9 vde ZIEE 2 QAHAE SRELICH A QYATIAL OHEEIQl B2 EAIELIC
r

MNBE 2F E|AA AR MMHE BIAAE ABSE B AIEX
OfF &L|C}t. RES HiZ &0i DisableADJoin Z}t2tO|E{7}
AMZXH|H ADOMIM AFE AHNME MHE = e HEHo

« ASE AMER O|F0| WERMKIE 20 HAET B El F =8 Invalid credentials®t

O 71 AA

27t ERE[AU BFREIRE + U&LICH

23 &9 of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

=40 of

Secrets Manager 2£0| &3 & X&st= £
0 env M Soi 2 LS E oIS = UL Hot &5 (o

<env_name>directoryserviceServiceAccountPassword)&
= MEHSHL|C}.

=0
ot
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
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- 43St SHIEM HAZAE Active Directory01|k| A7t HREIRE = UELICH HA Active
Directory0ll M &5 & AHMEHE Ctg 2ot & £ & YO|o|EsHoF gL ct. CIEEE| ME[A &0
M Active Directory2| AF&X &5 & MAH

1. S8 CIHE2| ID M

2.

3. M2 dYet &7t o] & & o CHE A2 il Secret Manager 2.2t & 5 (04:
<env_name>directoryserviceServiceAccountPassword.

4. AN Se{aE ZERF L vde HEED QIAEHAE SELICH M QIABAE PHHXOI HEY
2 EAIELCH

EMEE FII517| o AZESR|o{ ABE HEE [ ECIR0| ZEMETI E ALK
(=)
=

O ZExll= Ar& Xt HHE AD2t S7(3t6t= RJot #HEICHE 22Xt ##0| JUE = A&LCH ol &
A7} LFEFHLFHE 2 AE &2|XF Amazon CloudWatch 21 2 &0|A 257 "<user-home-init>
account not available yet. waiting for user to be synced"E &?Ql5lof #H2lo| S
BHX| EE= #&d0| U =Xl ZIghLC,

AN —

F A

ol

cluster-manager Amazon CloudWatch 2101 "<user-home-init> /&S o} & AL

= = T
R&LICE AAEX7F S7I2HE W7EK| CH7 | SULICH(HIE0l AEXL 0|5 B2)7H &
AlELCH
SQS T SA7F ALE 0| ALS A Aol A8 + 97| 2ol F8 Fxol HH&LICH Ol ZEE
AEXL S713F S0l AAEXt0] CHet & Tt AlARIE Ydsiedn & mf E2[7{E L

MEX Aol HAZAE £ Qe O|]RE A2 £9Q1 ADO]| CHl RES7t SHIE2H| A EX| et 7| IHE Y
= Ql&LICH o & E0{BI/RES &7 MAMof| A El ServiceAccountCredentialsSecretArn I}
CHO|E{7} SHIE Zt0| ofLIUE = USL
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2921 Al Windows Cl& 3 &0i "AH0| HIZ G2t E[A&LICH &HE|RHol| A E2letM.”

CORP\admin

Your account has been disabled. Please see your system administrator.

AER7E & 71 stEol| ChA| 23018 +~ gl 3

Q SSOE E8ll ME2Xo 2 2018t & RESO| CHSH
TS E ADOM AL A7) HIE HSHEAS S LIEL

0

i
1
30
>
T
[ul

ADOI M AFERF HHO| H|EdE3tEl 3¢ SSO 2a¢l0| Aufghict.

Q|%/1 74 AD 7M1} BEAE DHCP SM 2X

Xt Active Directory"The connection has been closed Transport error"O|A{ RES
E MNEE M Windows 7H4 AT E0M 2F7 7 & dlst= B2 dev-connection-gateway Amazon
CloudWatch 2 10| M CtS1t SALSH &5 &elgL|ct.

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
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connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

P

rir

B2 o

Ojo
fjo

st oF Lt

(][]

K& VPC2| DHCP SM0il AD EHIQI HAEEHE A

1. AmazonProvidedDNSE 5 =M@l ZHAEE2] IPsof| F£7}gfLCt.

2. THQ! O|& & ec2.internal2 A& LIC.

o47|[od of|A|7F Lt2F /I&LICE o] 7£40| g2 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|&§2
37| I E20d Windows HIAIE0IM & 277+ ehMghLct

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox & EEIRME AI8StH 7ty OlA3 S0l AEE AT
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING 27 HA|X| 0| 2de = A
LICE.

m>

_?—I__l

212 RES & MH{7} TLS + Stapling On2 2 M™E|JIX|TF Stapling Validation2 2 SE5tX| 8L 7|
[ = &L EP(https.//support.mozﬂla.org/en-US/questlons/1372483 =

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X| &0l [} 20| 2X|E Y
748t & OIA |}

Env AHA|
A
* res-xxx-cluster AEHO| "DELETE_FAILED" &E{O|11 "d& 0| R E5IX| ot HLI =& = QI8 2 F

EO|°H_¢_ oz AFX-”oFJ\g;jg
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« VDIZOLCIRE

Linux EC2 QIAEIAO|M 2ZEO CIREE

Windows EC2 QIAEIAONAM 2O CIREE

WaitCondition 270l CHEF ECS 21 =%

res-xxx-cluster 4 EH o| "DELETE_FAILED" HEjo|T "dE 0| REStK| ehAHLE =LY
"res-xxx-cluster" 2E40| "DELETE_FAILED" A'EjO|TL £5 02 AlX|E 4 ¢i= AL S THHE +8
5tod AbR||E 4= &Lt

AEHO| "DELETE_FAILED" & EHRIl B2 TX{ A&
CHSh & A7 ZAIE = Q&LCH X E HEfE
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

Aof et 2edt AR BAAE DT MASIHEIE EEE 2AAE MEISHE HIAIXIZE AlS EA
= 4 UBLICH 0| B2 RE BAAE "HBEY BlAA'Z MestT AHE MEishC
CHET 28 QR EAIE

be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

&, 22 AMstE Ol 223 Ag 0| 48 T™of| X AN EZIR&LICH o] EXE siZsted He o
O|§E SAIELICH IAM 2£2 0|S35tod ChSot 22 miet0|EE At8stod sliE O|§ o HEE dd

o AME[E = U= AEE| REIMH AWS MHIAE HEIRFLICH

o A2 A0 E Use cases for other AWS services MEHSIL|CICloudFormation.

IAM > Roles > Create role
: Select trusted entity we
Select trusted entity

Trusted entity type

O AWS service AWS account Web icentity

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC2
Common use cases

EC2

Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

Ct22 MeistL|ct 248 'AwSCloudFormationFullAccess' 2! 'AdministratorAccess' HEtS
SHof gLict AE Ho|X|= CtS2 Zotof gLct.
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[

Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

"Version" : "2012-10-17"
nt": [

Step 2: Add permissions

Permissions policy summary

Attached as

Policy name %' Type
AWSCloudFormationFuliAccess AWS managed Permissions policy
AdministratorAccess AWS managed - job function Permissions policy

Tags

17 CH2 CloudFormation 222 S0}7F ABHS AMK|EFLIC} O] &

AEBHS 5t
LICI. OIX|2f e 2 IAM 2£ 2 0|S3504 Mde & s ArA|ghLICct.

o
o>

mjo
>.
= =
X
_QI_-
o
ol
>
el
ok
4>
>
>

EC2 2£0|AM EC2 QIAE AN 29!

K|Zlof| 2} Linux EC2 QIAEIAO| 2318 L|CH.
x| Zlof| 2t Windows EC2 QIAEIAN| 2aQlgL|ct 23 O Windows PowerShell2 201

1. Cluster-manager: C}& 9|x|0|M E2{AEH #E2|Xte| 2O 8 7tX4et E|Zlo] AZARLICE
a. CloudWatch 21 I &§°| Z& 23 ¢lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEIAO| /Troot/bootstrap/logs CIEE{Z|0] Q!
£ 2E Za¢Lct o] MMo| A& 2E0] = "EC2 2£ 0 EC2 QIAE AN 221" Mo
AZE X7 et eIARAC 2OQIFLICH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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2. ™_controller: Ct& €| x|0i| A vdc-controllertd| CHEt 2 1 E 71X{2} E|Z0of 24 A& L|Ct.
a. CloudWatch 21 2 §°| 2 & 23 ¢lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEE[0 U&=
2 E ZaQlLch o] MMo| AlE 2EE0of = "EC2 & 0M EC2 QIAEIA 0 2 21"0f| Ao o
ZAE X|Eo et QIAEA 2 1FLICH

2O £+ 7t W & StLIE Linux EC2 IAEANM 2O CIR2E MMo| XIS =2
ZilLICH 2 & O|E2 QIAEA ol LICH

MEX}7F MM 0|E0| 21 VDIE AlEHSH 32 Amazon EC2 240 M QIAEIA O VDI1SHE O|EL

QlL|Ct<env-name>-VDI1-<user name>.

Linux VDI 21 =&

O] MMo| A|ZF EE0] 2= "Amazon EC2 2£0{M EC2 QIAE A0 211"0f @1ZAE! X|Zlof o}
2 Amazon EC22 2& 0| A s Amazon EC2 QIAEIA0| 2 QIELICH VDI Amazon EC2 1A
EAA 0| /root/bootstrap/logs & /var/log/dcv/ CIEEEHM 2E 23 & 7tXSLICH

R2OE 7tME W & stLtE 530 YZEESHCHS H7|0 M CHREESE JAILICE O|E I8
Ct= CHA k2t & CIEEZ0M 28 208 72 O S YEEE £ &L
1. CHS BHAof 2t /root/bootstrap/logs CIZEE{Z| of2Hofl dov 22 E SAHELICEH

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs
cp -r /var/log/dcv/* logs/dcv_logs/

2. O|X| Ct& MMoi| LtFEl EHA[of 2t 2E3VDI 2O CHREEE CHRECFLCH

Windows VDI 21 =%/

O MMo| Az 2 &0i /= "Amazon EC2 2&0iA EC2 RQIAEI AN 221" A= XIFl
2F Amazon EC22 2&0{| M aliY Amazon EC2 QIAEIAN| 22 2IEHLIC}H VDI EC2 QIAE A9
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEE0|H ZE 2
JE 7tMSLct,
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25 71MHE U & 5tLte S30]| Y2 =8 Ol 7|0 CHREES e ZJAL|ct o= H §
2 | LIYGE A E [ELICIVDI EO CIREE.

VDI EOCIREE

1. S3AHMAE EFTE VDI

E
EC2 242 0|S5350{ VDI QIAEHIAE MEHEHL|C}

2.

3. A& B2l IAM &2 MeEgh|ct

4, Wt F7I EECH Hivol Het HA MMM H2 o182 MBS CHS AmazonS3FullAccess
MMZ MEfELICH

5. et FIHE MEiSo] i HAE QA LI

6. 1 Ct=2 VDl o wel ole LIEE EHAlof et EaE CIRZESLCH 2E 0|52 QIAH
A O|FLIct

a. Linux EC2 QIAEAO|M E2 CIR2EE Linux&

b. Windows EC2 QIAEIAO|A 21 CIR2EZE Windows S

7. OIX|2to =2 «der2 TEISH04d AmazonS3FullAccess MRS X|HEHL|C}.

@ Note
2 E VDIs2t S8t

rok
>
<
19
ot
1o
;

8grLCh <env-name>-vdc-host-role-<region>

Linux EC2 CIARAMM ZEO CIRELE

EOEC2ZEEE EC2 QAEAN 205t CHE BHEE At ZE 28 s3 HZl| U=
gfLic

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
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MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

JHCHS S3 2£ 2 0|S3stod 0|F0| @ HAE MEist T o[ Y2 =8t
<module_name>_logs.tar.gz It <environment_name>-cluster-<region>-
<aws_account_number> Ct2 2 E=%8L|C}.

Windows EC2 QIAEIAOM EO CIREE

EIECIRECEE EC2 QIAEHAN 20015t CFE HHE AYS0{ ZE 238 S3 I YZEE
gfLch.

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JHCHS S3 2& 2 0|S3sto{ 0|F0| @ HA S MEist T o[ Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> Ct2 2 =8 L|C}.

WaitCondition 2701 CH{et ECS 21 =%/

1. HiZE ABMOZ 0|S5t0d 2lAA BS MEIEHL|CE
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2. HHE - ResearchAndEngineeringStudio - A x| #2|Xt - = - CreateTaskDef —
CreateContainer - LogGroup2 &%&st1 21 2§ ME509 CloudWatch 212 iL|C}.

3. O|21aE0|M z|Al 2EOE 7S LC}.

oz &4

=X

o A4 EH SZX0f| CHEl 215 e XMelg o2 838 2301 2 F 2
« OZ AB 72237} 255K %42

A 5E SSX0|CiEt 15 eEE MElE o2 238 202 2F &

20918 AEstn 'RtH 5H SZXAtol Ciegr 215
7t Btz E = QELICH 2alstedE ALEXES]
Ct.

LES XMEIE W o7|X| §f2 2F7'7F 25 &
ot % EEE Active Directory AMH|A AI™EY £ Q&L
25t

1. CIZEE MH|A 220l AL R L AMH|A HY 238 RHMP- LI

2. oM U=dst A & Z 9t URISHESE Secrets Manager0l M MH|A A ¢t & AdCi|0|EFLICEH

+ Keycloak AE490| Z42: PasswordSecret-...-RESExternal-...-DirectoryService-... ! A4:
Microsoft Active Directory2| &t &

» for RES: res-ServiceAccountPassword-... & A: Active Directory AH|A A &S

= = "
3. EC2 Z&E 0|&35t0] cluster-manager QIATAE ZFEFLICH Auto Scaling &2 A IARA
O|HHZE KIS E Eg|7H{ELIC}.

o2 AR 72237 255K 42

|

oz &3 254


https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
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71223 MH7I E=5t0 MHE CHA| A|ZHE [ QIAEIAO| IP7} H4AL|H 7|2 237} SEHE 2 Q|
&LICH RES T&o| 29l H0|X|7} REEE|X| tHLE SHZAEZIX| St ZE MENZ HEL|CH

KeycloakE H& EHZ S2stcdH 7|E 2
= A E mELCH

|K

2tE AMK|S 1 Keycloak 2B RHHHZ SHOF & LIC} C}

1. Cloudformation2Z O|S&fL|C}. 047]0i & 7He| 7|2 23 &3 AEBO| EAIELICEH
* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. Stack12 AIMELICH 8 ARE AMA|SIEtE HIAIX|7F EAIZ|H 0 & MEHSI0 SF ABMS A
MghLct.

AEO| 21 75| A M EIRAE R & QELICH

3. 047[0 M RES SSO Keycloak AEf HEZZIE CtR 2= L|CE.

4. MEIE AD S| SUS T

2 £502 HIESHL|CI AEH AlA]
> MEAAAMNEEE)-VIEHER ME L HEZS 11 Y2 EZ 0[S 5104 CloudFormation
ZE0|AM BHEELICH AX|E AR S U 2IE ALE 5o 4 metn|EHE =AgLIct.
CloudFormation 2&0|AM ZEE HZEstn Ttet0|E Yo 2 0|&S35to] &M El A0 M of2{8 &

&g = gLt 23 olF, 7l Ho & 7|Et m2t0|E{7t el A8 mtetn|Eet UX[St=X]

il
=
m
§¥
mjo
>
()
9'|_|
(@]
-l
o

0]

= >
Jm

E’ﬁ:‘% XE T ArH
grolghct

5. ABMO|H{ZE|M 2tEZ CHA| AFSE &H|7t & JLICt B ZE AEHS| £2 Eof M
ApplicationUrl2 &2 = U&LICH.

El

2024.12 2 2024.12.01) M Cognito AHE X S = A| HFAl Al
2024.12.01 O|5}) AF2AF x| THQI2 AFR5}04 VDI 91748 m AR

Mo
r
o
(P
x
to
3n

a2}
£Q
mjo

A
2024.12 &1 2024.12.01) Active Directory AF& X} = Bastion HostZ SSHE!
2024.10) ZAEIVPCsOi| Hi Z &l RES &tZoil CHet VDI XIS K| SE

(
(
(
(

geZl 2 255

HO


https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
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+ (2024 10 O|F) Jeh= A FE QIAEHA & CHE VDI AIZ Aloj

. (2024.08) Q1= 2} AMI EHoff EH|

« (20241 8¢) 714 ClA3 E0| FE HZ! ARN 2 AL A X HEATE UE 2471/427] Amazon
S3 A2 EMEHR| 2§

2024.06) AD 1§ O|S0il 0| Z & El 32 AHA M8 Ay

2024.06 O|5h) AD 7|3t 5ol 2§ HH7t RESO| S7I3tEX| &b 5

2024'H 62 0|&) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| 2 ot F|of 4

2024.04-2024.04.02) VDI RQIAEIA O] od5tof AAL|X| §f 2 MIEl IAM HEH ZHA|

2024.04.02 0|3t) ap-southeast-2(Sydney) 2| Windows NVIDIA QIAEA T A[ZHE[X| &F S

2024.04 2! 2024.04.01) GovCloudol A RES At Almj

0

(
(
(
(
(
(
(
(

. (2024'H 42 - 2024.04.02) L E! Al Linux 7+ HIA 3 E0| "RESUMING" AtEH0IM HE £ U
- (2024.04.02 0|3 SAMAccountName £440f CHER} fE= E4 EXH7F L3 EIAD AISKIE E7|

5t5tx| 22t

+ (2024.04.02 O|5l) M& SAE| HMASHY| I8t Z2HolH! 7|71 R E|F&LICH

(2024.12 & 2024.12.01) M Cognito AFEX S5 A| HAl Al
M1 MY

o Zro| " 7t £ E O|HIY MFA U &

£5t241 5t Cognito AtE X} O[5 0| HolE M4 miEn UX|sK| ef=Cte 2F 7t
<firstname>.<lastname>@<company>.comi & L|C}.

4 h
® Invalid parameters: Username doesn't match the regex pattern A[a-z][-a-

z0-9_}{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen

(-).The maximum length of username is 32.
\ J/

®)

A

QEE AMEXo| O|HY HFAIMMH RES Al MM AF2XL Ol o= Qlal et gLt "7t
= AMEXl 0|E2 RESOHIM X|5tE EH Linux HHZE 2| VDIsOl| &8 AFE X7} ofZLICEH O] =

(o}

>

>

|'||O
_u_

&I 2H| 2024 x 256
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O|& 0| RES Linux VDIs0i| A

YYES wE HE

-4

RES {7 2024.12 & 2024.12.01

23}
1. o8 BYS A
Ze s C2REsD

<output-directory>E
name>2Z HHF 1 E RES &49| 0|8

TS ASXOIEE M

KRS

Hdeh m oMY MSF A

504 cognito_sign_up_email_fix.patch H{¥2024.122| patch.py
% 2024.12.012| cognito_sign_up_email_fix.patch @<
x| 232 E Y x| tde 228 C|EEl<environment-
O 2 HiELLCE.

a. I X[= RES 2024.12 &l 2024.12.0104| & FL|C}.

b. x| A3 B E0{= AWS CLI v2, Python 3.9.16 0|4}
c. RES7t HHZEl AHE & 2|&of| CH3H AWS CLIE +

S3 HEho| UA=K| ZlgLct

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

2! Boto37F L ELICH

A5t RESOIA A8t B{Zlol & =

30
rr

RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. Iix

| 23 8lEQF X[ o UO| Ct22EEl C|ME{2|2 O|SELICH CHE X BB S A-AFLICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/

cognito_sign_up_email_fix.patch

3. &0l %A Cluster Manager QUIAEIA
é éEEEﬁA:mauq

£ CHAl Al

INSTANCE_ID=$(aws ec2 describe-instances \

F&hLICH. Amazon EC2 Management Console

4TI 2x| 2024.x
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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—

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. Ol 2 AI&3tE Auto Scaling 1E2| &€ & Q504 Cluster Manager RIAFA
L|Ck<RES-EnvironmentName>-cluster-manager-asg. M QIAEAT}
7L R| Z|ch&luct.

(2024.12.01 O|3}) AFEAF X[ =HIRIE AFE5t0{ vDIO| AE | HZE HZE QIS
MR
M MY

QIF B|AA BAILl Y RESE AIEA XM T T H Q! O|§ 22 HIESIH CertificateRenewalNode
7} VDI 99248 TLS QIS ME MZ 1 X|X| 25t CHS 27 7F e MEFLICH /var/log/user-

L-_=2O
data.log
{
"type": "urn:ietf:params:acme:error:unauthorized",
"detail": "Error finalizing order :: OCSP must-staple extension is no longer

available: see https://letsencrypt.org/2024/12/05/ending-ocsp",
"status": 403

2k RES # Z &0l A VDIso| 24Z2%E [ net: : ERR_CERT_DATE_INVALID (Chrome) ==& Error
code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox)Zt= @/ 7} &4 gtL|C}.

=13
=

od
o

0k
mo

7T

rr

2024.12.01 O[5t

Mo

3
1. EC2 2&2 OISHLICH OlB0| @ QIABIAT} Ol 7P QIARIAE

CertificateRenewalNode-ZS =2 &fL|C}.
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N

Lambda 2& £ 0|S & LICt. 2t= Lambda &9
CertificateRenewallLambda-. £ A|&5t=

./acme.sh --issue --dns dns_aws --ocsS
grct,

=
=
A4St T --ocsp-must-staple QI8

-must-staple --keylength 4096 X7

o omo b

HHZE MEiStT I = HE0| M W7 R| 7|CHRiL(CH
4. Lambda 3.:F % —’F%QE EZ|7{5tEiH E|AE RO 2 0|58 S HAEE MEHFLICH FIH &
. 121™ Secret Managert| A Q& A & PrivateKey & 3 & HI0|ESt=
MM E|o{of FLICH 2ot &7t HH0|EL|H QARHATI AISCE B
E'I—lq.

o

7|Z dov-gateway QIAEIA S S & <env-name>-vdc-gateway st Auto Scaling 2& 0] A @
ABHAE XISO 2 H|EZE 7 X| Z7|CHIL|CE.

OF Mg He

Let's Encrypt= 2025 0]l OCSP X2 SE & LICH 20254 12 30YEE 27 HH0| o|Fof OCSP
Must Staple =% 0| Z& & QIS ME YZ5tX| b= 8 OCSP Must-Staple 20| MUiEL|CH RHAIEH
LI https://letsencrypt.org/2024/12/05/ending-ocsp/ & It M| 2.

(2024.12 2! 2024.12.01) Active Directory AF2 A= Bastion Host2 SSHE += IS

B MY

Active Directory At&XAt= RES & Z = 9| X|Elof| [It2} Bastion Hostol| 428 I #HEH HE L7 7+ &
AMErLct.

Bastion Host0l| 4] Al Sl Python OHE 2|7 0|Me F2HE &7 42 Qls) SSSD MH|AE AlZ3t
K| ZEULCH et AD A8 X 2Y AMAE & = olem 2018 = gisLict

PEs e HE

2024'A 128 3! 2024.12.01

1. EC2 22 0{ A Bastion Host QIAEIA O edZA8tL|C}.

2. |IDEA_CLUSTER_NAMEO|AME &l /etc/environmentdt M
Zenvironment_name=<res-environment-name>& F7}gL|C}
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3. QAEAOMCHE BHS A™AeLICH
source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord
4. RES @ ZHOo| X|&o [zt Bastion Hostoll CHA| @143 EAML.

(2024.10) A4E2IVPCsol HHZEl RES &40 Cist vDI XS SX| SE
2 AH

2024'A 102 RES ZIZ|A0ME ™ 7|12t S & AEfCI VDI CH3H VDIs AtS & X|7F F7HE|R
&LICH ol d¥2 dlaag 48 - MH > MMolM 78 = AU&LICH

VDI A& &K= A A2|El VPCsOof HiZ El RES 4d0|M X[ Z|X| e &L|Ct.

g = HHY

20244 10

=F 3t

ol = 2eElaol 2 E o 2y T SLCH gLt ZHE|lE vPCol BHE El RES Bt EoME
04™3| VDIsE +S 22 XIE =+ U&LICH VPCs

(20244 10 O|™) = EarE QIARA o ChEh vDI AlEF ATi
B M

i EAE QIAEIA R3(g4, g5)0l A Amazon Linux 2 - x86_64, RHEL 8 - x86_64 &= RHEL 9
x86_ 64 VDIZt AJZFE|EH QIARA T Z2H|K 'S S EfoIl M HELICH &, QIAEAE "Ready" & Ef7}
A

T|X| et Ado| AEE + glaLITh

O|E X Server7} QIAEIAO|M MCHZ2 QUAEASZIE|X| &L 7| W2 0i| &M EHL|Ct O] TH% =
o= J2HE QIAHAZS AZEQ|0{ ABMO| RE E8 A7|E 50gbE =01 ZE SEHS HdX[g +

A[A= SEF 70| HEE|E 5§ 5t= X0l E&LICH
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2 & RES H{7 2024.10 0|5t

1. ot BHEAM E TK| /\ELE'E O ofX| TS COHREC g CIEEHEZ|E HH 3P 0 & RES B4 9
0| 22 H¥ 0] patch.py & graphic_enhanced_instance_types_fix.patchE Ct2Z = &tL|C}.

<output-directory> <environment-name>

a. I X|= RES 2024.100{2t M F/L|C}.
b. I{x| A3 & E0{= AWS CLI v2, Python 3.9.16 0|4 Z! Boto37} =& L|C}.

Al
o
c. RES7} HIZ =l A% 2l 2|7 o] Cisll AWS CLIZ T A5t RESOIA] AAdsH H{Zlof| &
S3 Heto| U=X| FlgfLch.

§9
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. IR AZBECS WX| mtYo| 22 EE CIHMEZ|Z o|STLICH OhHS TR S ALt

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

o424
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o
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3. A9 714 olAaaE ZHEE](vdc-controller) QIAEAE ZS235l24H C}
A€ CHE RES &Z2| O|§ 2 & LICH.

mjo
fjo
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o

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. O|EoZ AlZtStE CHA OE 0| HA0| <RES-EnvironmentName>-vdc-extE £ M QIAEA
£ AIZHEHLICH acei= QAR AN S85He M AZES|0o{ AE40{= 50GB OI**_QI AEE|K|7F QU
= Zd0| E&LICH

(2024.08) QI Z 2} AMI Eolf FH]|
1 AH

zlof| th2F EC2 Image BuilderE AF83104 AMIsE £H|5H CHS 2F O
INpNE ?:.FJHI =1} = EEA-IIA% AloisrLct.

CmdExecution: [ERROR] Command execution has resulted in an error

Ol MM MBE S 1telo| 2R 2 918 HLIC
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2024'A 8

M EC2 Image Builder 2|AA S MAgHLICEH
(RES QIAEIAE AMISE ZH|E 20| iz B OS BHE 2AMR.)

1. UOIO|EE res-infra-dependencies.tar.gz TS CIR2Z =g LIC.

2. A& =74 H0|X|2] Amazon Machine Image(AMIs) &H|of| L} El EHAHE S LCH

0| EC2 Image Builder ElAA RHAFS:

(RES QIAEIAZ AMIsE ZH|

ot

EeOs HBHE HEMR)

[Tl
A

1. UOIO|EE res-infra-dependencies.tar.gz TtLUE CIR2Z =8 L|C}.
2. EC2Image Builder - 74 24 - RES AMIs £H|E 25 HMHE 74 24
(o]

=
=
3. 2HEI= - DownloadRESInstallScripts Bt 7| - 2123 - AA0f LIQE S3 ¥%|E2
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4. =lof ?At 3 fIxlol= Ol AFSEl S&4 mhUol 23 E[o] AU&LICHO| TS & Hmf B A
oM Ct2Z =8 It U2 HHELICH

(202411 82) 714 CIATEO| ZE BZ ARN U AL A XI% &
Amazon S3 tHHZ! 2 E X stX| =&

.
Pl
N
30
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s
N
[
N

1 H

Research and Engineering Studio 2024.082 FE HZ! ARN(Q
AMZEME 0|§ E= ZENME 0|F L AIEX} 0[F)E ALE
(VDlarn:aws:s3:::example-bucket) QIAEIAO 2 7|/M7|

m°l'
0n =

o MFAZF HZ ARNS| UL Q1 217|/AA 7| HZN(F, arn:aws:s3:: :example-bucket/example-
folder-prefix) & ArE Xt XY MFAZEHME 0|F E= ZE2ME 0| L AEX 0[8)

« FE HZ! ARNO| UX|ZF ALS X X8 HF AL e 471124 7] HZ

VDI QIAEAE T 2 H|X{HEt Foi= sl S3 HZlof| XIHE B CIZEZ|of o] B RHEIX| et &
LICt vDIQ| B R CIRE2[7F JIT et CIEE 2= Hlo] /oM HE!o| HX] LHE S £ & stX| &L
Ct. B0 2 At 35H04 CIRE 2|0 Tt YLE M 2F 7| Permission denied, unable to write
a file YHM5tT Y ZHEIXTL Y S3 H{Zlo| YEEX|X| b &LCt.
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g E 4 It Y(patch.py ¥ s3_mount_custom_prefix_fix.patch)2 Ct2
CHS HYS A™St0d <output-directory>E mx| A3 2 E L ofx| o} LS CIRZ
E{2l<environment-name>Z HIHF* 1 E RES & Z2| 0|E2Z HiELICH
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I X|&= RES 2024.0801 2 M EL|C}
o x| 23 ZE0|= AWS CLI v2, Python 3.9.16 0|4 & Boto37} Z&fLCt
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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got RESOHIM et HIlo| & &+ =

gg
>
=
»
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E:

c. RES7}H{Z =l A& 2l 2|™of CH
Amazon S3 TEto| U= K| ElEL|Ct.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

0%
]

2. x| A3 EEQ x| ItUo| 22 EE|= CIHEE[Z O|SELICH CHE mX| BHES AL

Ct.

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. #3897t A3 & HEED{(vde-controller) QIAEIAE FZ25t2{H OIS WS A&ELICH
(o]0l 3 em EtA 0l A ENVIRONMENT_NAME #4=& RES &Z9| 0|F 22 MY &LICt)

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

@ Note
Zptol8l vVPC AHo| A< ot R &SI K| ot A< <RES-EnvironmentName>-
vdc-custom-credential - broker lambda &=+2| Z<L O|E1}

AWS_STS_REGIONAL_ENDPOINTS Z{0O| Environment variable 2IE
Clregional. AtA|8F HE = Z42|El VPC HIEZE |8t Amazon S3 HZ! A
SHMI2.
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O|ES R A|EStE CHA 2 & 0| A <RES-EnvironmentName>-vdc-ext &E|7} E|H £ E H
ZIARN & AF R X|H HFAE UE 171/447] S3 HZIE SHZ2H D2 ESHE M VDIsE A%
&t ok =FL|Ct.

B

(2024.06) AD 1 & O|E0f 20| ZFHE Ze ALK M8 M)
=H|
AD Z1E0{ O|§0f 30| Z&E < RES 2024.062 O|™ K| AHAE M5 K| ZELICH

S {AE #E|XF CloudWatch 2 (<environment-name>/cluster-manager21 I & oftef)oll=
AD 7|3 &0l Ct& 277t ZEELICH

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,203}:(user|group)$

RFE CH2 27 AEE 5S35t 18 088 £ 5h= RESOIM LB

« &AL CHEX ASCH 2AH A CHAI-), OFEE() R "HE()BF Z&E & J&LCh

[ =
+ CHAIQ)E & HA 212 S8 X ShaLict
. Zwe o 4 el

[ Ne] [= —
20244 62
2t

9l of x| ot Y ( patch.py & groupname_regex.patch) CIRR2E352{H CHS &
H2 C|3E{2l<output-directory>2 HI* 1 <environment-
O 2 HiE L.

a. INx|= RES 2024.060{2F & FL|C}.
b. I{X| A3 EE0f= AWS CLIv2, Python 3.9.16 0|4 2! Boto37 E R ghLct.

c. RES7IH{ZE AH L 2|70f CHal AWS CLIE 7435t 1 RESOIM A48t HZlof & &=
S3 Heto| U=X| FlgfLh.
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZRIEQ MX| otYUo| C2ZEE|E CIMEE|Z O|SELICH OHE | BHES AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. &0l it Cluster Manager QIAEIA
O E:

E CtA| Alzh5tEdH Ot BE 2 A->dELct Amazon
EC2 Management Console0{| A QIAEIA T

A
.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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GroupOU CHE < 18§ HH= RESY XMCHE S7|3H 2| K| et &LICH UserOU

RESE= AD IE0|M ALEALE S718t6tEdn & [l Idapsearch EEE &g LICt 3 EE =
GroupOU I}2t0(E{ Ci&l UserOU ItZHOIEHE & Z AFSELICH GroupOU 1 21t AMoM AFSALE
HEHSER| R EFLICEH O] SE2 UsersOURE GroupOU 7t CHE QIAEIAO| AT BF M FHL|Ct,
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RES H{%1 2024.06 0|5}

o
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CHS Ef7loll et X s Z & Lch.

1. patch.py 23 2/E 2! group_member_sync_bug_fix.patch I} L& CIRZ =524 OIS BHS A
Ht0od <output-directory>E WAUS CI2EZEY 24 C|HEE|E|<res_version>Z HF 1
£ mjR|E RES XIS 2 HbEL|CH

(® Note

« I{x| A3 RE0{E= AWS CLI v2, Python 3.9.16 0|4 ! Boto37} E#fLICH

« RES7| HHZE A ol 2|70 Cis AWS CLIE F445t 0 RESO|A{ A48t B{Zlo]| &
£ Q= S3 HEto| UEX| &#QlghLct.

= RES {7 2024.04.02 2! 2024.068F X| 2 EFLICH 2024.04 EE= 2024.04.015 A}

23l B2 WXIE ME57| Tof| MK 00| B{T OOl E o LEdEl EHAof ek &

ZAE 2024.04.022 HOl|lo|EE £ U&LICt

« RES HZ: RES 2024.04.02

x| Ct2E &3: 2024.04.02_group_member_sync_bug_fix.patch
« RES H{T: RES 2024.06

x| Ct2E &3: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. x| AZBEC K| I UO| CHREEE|= CIHEEZIZ O|SELICH O THX| BHES A
gl<environment-name>3t0{E RES &7 2| 0|22 HiELICH

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. 7ol it cluster-manager QIAEAE CHA| A|RtSE2{H ClS Ha 2 A#ELICH

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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3 & ezZzhofl MB3sE 712 AMI(Amazon Machine Image)= £ 23401 £[2F8t OpenSSH HH
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EX[oi| CHet REM[EH LIE 2 o470l M &l = RU&LICH

e g HH
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RHEL9S} Ubuntu 25 ot F|ofA 2 £ 5HE OpenSSHOl CHEH T %
Z {7 |X| 2E|RHE AL&3sto{ 7K &= /JU&LCh

7|& RHEL9 EE= Ubuntu VDIs7t Q= B otef x| 7|& VDIs X|&EE 2= X0l E&LICH B
VDIs I x|6t2{% PATCH FUTURE VDIs X|&& 2= 0| E&LICE o] X[EoM=E 23R EE A
2H5to VDIsol| Z2SHE UHOIEE MEst= YHs AHELICH

7|& VDIs I X|
1. 7|& Ubuntu ¥ RHEL9 VDIsE 25 mIx|st= CIS BHS Al-AELICE

a. x| A3 EEo0|= AWS CLI v27t EErLC}.

b. RES7I HiZE AHH 2 2|7oi CH3H AWS CLIE T35t 11 AWS Systems Manager Run
Command& ™M&& = &= Systems Manager T8H0| Q=X & QIErL|CE

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. B3 A% HOIX|olM ASRIET BHO R MBEINEX HOIF £ AALICH WY 7|8 ¥
225h3 2140 B2 DS HE 08 BE IABIA IDso] 82 HAIXIZH YK HelELict

4TI 2x| 2024.x 269


https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
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F2( patch.py 2! update_openssh.patch)2 CH2Z2E32{H ClS HH
22C ¥ C|8EEl<output-directory>2 HH 1 <environment-
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® Note

« I X|= RES 2024.060{2F M E|L|C}.
« I{x| A3 ZE0E= AWS CLI v2), Python 3.9.16 0|4 & Boto3 7}
« RES7} HiZEl A& al 2|xof it AWS CLI AHE 2 T AI6t T RESO{|A{ AAd8t = o]
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

x| BB S AerLct.
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o

2. C}

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch
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3. tf

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
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aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
e+ VDIs I{X|= RES HHZ 2024.06 O|&Fof| MBH X[ ELICt 2024.06 0| H{TIC| RES &4
ol &% VDIsE I x|5t2{Td HX{o| X|&lof 2t RES &3 E 2024.062 2 100|= &L
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2024 42 - 2024.04.02

1. x| A3 2 E L ofx| m( patch.py & vdi_host_role_permission_boundary.patch)2 CIRZE
stoi™ Chg BE 2 A-SI0iE WS 2 24 CIEEEl<output-directory>& HbEL|CH
a. I X|= RES 2024.04.020{2F M E|L|C}E BT 2024.04 EE= 2024.04.01€ A& 5t E< 0Ot

o
Ol A 2dO|o|Eof CHEF HEZ! 2 Mo LF=! SHA|of| I} 2} 2173S 2024.04.022 iH|0|E

g & A&LICH

b. x| A3 2|E 0= AWS CLI v2), Python 3.9.16 0|4t 2 Boto37t Z R #fLICt.

c. RES7t HiZ & AIH 2 2|Tofl CHa AWS CLIE 435t 1 RESOIA A48t 2ol & = =
S3 HEto| U=K| FlgLct

OUTPUT_DIRECTORY=<output-directory>
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. x| 232 EQ x| utYo| CtR2EZE L= C|REZIZ o|sELICt S mx| HEs A
gl<environment-name>35t0{E RES 42| O|§E 2= HiELICH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. O] HA2 Aalsto] B-H0M cluster-manager QIAEIAE CEA| A|ZHE 1T <environment-
name>E RES 39| 0|§ 2 Z HtEL|Ct. Amazon EC2 Management Console0| A QIAERAE
SEE sk J&Lct

O

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 0|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIATE A[EFE[X]

ore

o|-

|

Amazon Machine Image(AMIs)E &% 422 RESOIM 7H4 AT E(VDIs)2 AdistE Ol AFSE
LICt ZF AMIol|= 2|Totct CHE A E ID7F U/U&LICE ap-southeast-2( A= L))o A Windows Nvidia
QARAE AZS LTS RESH THE AMI D7t 3K HREIRI&LICH

O] ROl QIARA F40f ami-0e190T8939a996caf CHEt AMI-ID7} ap-southeast-2( A|= L|)0d| &
X LIEELICH CHA AMIIDE AHE8loF ami-027cf6e71e2e442f4 BfLICH
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7|2 ami-0e190f8939a996caf AMIZ QIAEIA
LIC}.

AlZfeted D st AL R0 H CHE 2/ 7F 2l

ol

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

oMl 74 oS Zefstod HIE AfIst= BHA:

- ap-southeast-2 2|70l RESE H{Z & LICt.

- Windows-NVIDIA 7|& AZ E90o] AEHAMI ID )2 AE3t04 QIAEIA
Cltami-0e190f8939a996caf.

AIE

ot
r

(o}

q
o

HF
=

ook
fjo

7

rr

D2 E RES H7 2024.04.02 O|5t7F ¥&Fe vr&L|C}
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P
CHE2 2r8l= RES B 2024.01.010| M E|AEE[}&LICH

- OIS MEoZ MMAZES0| A S5
* AMI ID: ami-027cf6e71le2e442f4
- 24 A A|: Windows
« GPU MZA|: NVIDIA
« XA AEE|X| Z7|(GB): 30
- %|2 RAM(GB): 4

« O| AZER|0{ AESE AFE 510 Windows-NVIDIA RUAEIA A%}

(2024.04 2! 2024.04.01) GovCloud0i A RES A A Almf
2|
RES &A| ¥Z2EZ=2 &0 UnprotectCognitoUserPool Lambdas LIE0 4 A|E

Cognito AFE XA Z01 CHEF &M & X|E H|E G35 LICH Lambda A&20i ol A|ZHEL
ClInstallerStateMachine.
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A2 Z|X 3} GovCloud 21 ZHe| 7|2 AWS CLI {7 0|2 218l Lambdall update_user_pool
S ZE2 GovCloud 2|70 A AuiFhL(CH,
GovCloud Z|X0i|MH RESE AtA|stedn 5t T 2ol ChS @ F 7+ e Mstct

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE MEsts BA:

« GovCloud Z|%0i| RES Hi =
« RES AEH AMF|

od

=13
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rir

RES H{71 2024.04 2! 2024.04.01
2t3}
CHS 23t = RES ™ 2024.040 M EIAE E|Q& LICH.

« UnprotectCognitoUserPool Lambda ¥7|

« WH 73l <env-name>-InstallerTasksUnprotectCognitoUserPool-. ..

- HE AY > HE > HELY M= Python 3.11 > XE.

CloudFormation 3L|C}.

RES AEH AFK| -> A x| ZE|X}F 2|AA HEE S MEHSIK| o2 MENZE F7| > AMA.

(2024'A 42 - 2024.04.02) RHEE! Al Linux 7H4 ClA 3 & 0| "RESUMING" A E{O{ A &
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E = USB
=A
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Linux 74 CIAE2 £8 = 62 E SX| £ CHA| AR E [ "RESUMING" HEHZ EHE = &L

Ct.

QIAEIAT} RHEEIEl & AWS Systems Managere #73 B2 Al&l5104 Ml DCV MM S MA3EHK| of
© M vdc ZAEE 2] CloudWatch 2 (<environment-name>/vdc/controllerCloudWatch 21

& ofeh)of g 2 HIAIX|7F FEEIRI&LICH
Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT
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2024 42 - 2024.04.02
2rst
"RESUMING" &E0| M HE 7t ClA3 &S S+ otc{H:

1. EC2 2&0|AM =X QIAEAZ SSH.

2. QUAHAO|MCHS BYE A

==
ot
T
ful

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. QUAEAT MEYE W7HK| 7ICHRILICH

M7ty HAz 0| SUE =X 2 AHE[X| =5 5tedH:

ofr

atch py | vdi_stuck_in_resuming_status.patch)& C}2 2 = &t2{H

1. Ifx|
C}

(® Note

« I X|= RES 2024.04.020{2F M ElL|C}.
« I§X| A3 B/E0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37 2R

« RES7I HiEZE A™E & 2[Zoi cia AWS CLIE #8351 RESO|AM
£ Q= S3 HEto| UEX| &#QlghL|Ct.

=22 C|¥E2l<output-directory>2 HHELICH.

gfLICH.
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --

output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch
Al
=

x| AT EIEQ mx| T} UO| CREEL|= C|HEEZ[Z O|SELICH S x| HYEES
#<environment-name>3t0iE€ RES 22| O|§ 22 HI* 1 & RES7} HiZ &l 2|M<aws-

region>2 £ HiEL|LCE.
python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --

<environment-name>3t0iE

region <aws-region>
3. #Eol"HEED AUAHAE OHA| A[Ef5lE{H CHE BHES A
RES #4°| 0|§2 2 HiELICt

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \

--output text)
aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3t) SAMAccountName £ 4301 CHE &t

AHE S7I5tetR| 2

|
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SSOE %|4 2A|ZHAD &713 F7| 28]) st et F RES7H AD AHEXHE S7186tX| Z&LICH 2
A E #2|Xt CloudWatch 21 (<environment-name>/cluster-manager21 & Of2)ol=
AD &7|3t &ofl Ct& 277+ ZeHELCh

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
DAL 1{2) [a-20-9. _1+(?<![_.1)$

Q== RESVICI2 @F AFEE &SZF5t= SAMAccount AF2 Xt 0|28 2251 7| 20 2r S| C}.

2+3t
1. x| 232 E 2 ofx| m}( patch.py & samaccountname_regex.patch)& CH2 2E352{H CHS
WS AWSl0E ntUe I C|E{El<output-directory>2 HELICH

(® Note

« I§X|= RES 2024.04.020{2t M ElL|C}.
. Ifx| A3 ZE0f&= AWS CLI v2, Python 3.9.16 0|4 3! Boto37} & 8FL|Ct,
_|

« RES7| HiZE A ol 2|70 cis AWS CLIZE F445t 0 RESO|A{ A48t B{Zlo]| &
+ Qe 83 Heto| AU=X| EZelghL|ct.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch
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x| A3 2 EQ IiX| Tt UO| CIRZE L= C|EEEIZ o|sSELICt S x| Hads A
gl<environment-name>35t0{E€ RES 42| 0|22 HiELICH

N

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. #Zof cht Cluster Manager ©! E._ AE CHA| Al2t5tE{H CHE BYEE A™<environment-
name>35t0{& RES &32] OI% HF= LICH Amazon EC2 Management Console0i| A QIAEIA
E <:>E _|_—|— /\/\|=|L’|E|-

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \

Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|5t) <& SAE O HMASHY| QI8 ZEto|8! 7|7 R E[RF&LICH

AA EH

|

A8X7H Zato|s! 718 Che R Estod RES U ZHoIM &4 $AE0] HM A 7|0 HAlo| &
X|HELICH &, 042 0| 8t Z2 22 E|o] 7|7t R&5HX| A&LICHL OHRZES 7|2 M4 5
Eof AMASHHT ot AL R0l Che @B 7t AsELIC

Load key "<downloaded-ssh-key-path>": error in libcrypto

<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)
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O| HEIR M= Q&S gX| oto8 Z Chrome2 AF&35104 7|E CIREE3SE Zd0| E&LICH
C=EFHMEE ----- BEGIN PRIVATE KEY----- MASIT HIZ Q0| CFE A =2 MM 5104 7|
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Notices

Zt Amazon EC2 QIAEIAO|E HE| FXMoZ F ol HA AT E MHIA(EOIE AMH|A) 2Ho|M
A7HEH MSELUCH o] HE= ZelRE fl8f ol2fgt 2to[dAE Z2H|XEsHE ol =20 &
LIC}. RDP 910| RDP 20| A 10| Amazon EC2 QIAEIA O HZHo 2 2018 4 AWS Systems
Manager Session Manager{ =& MEE = UA&LICEH F7t A HAIE MH|A B2to|[MAT EHR
8 3 Microsoft &&= Microsoft 2t0|MA B2 RE M4 ClATE ALE X CALs= FOH3HOF B L
Ct. Software Assurance7t &3l ¥4 C|lA3 & AL8XF CALs2 EHO0[MA 0|52 0|F0| U2 7|
E2(S#®) EIHE #8222 AWS 7tX{E + U&LICH Software Assurance SE= License Mobility 54=4
oi0| 2to[AE I = ol CHEr RtMIEF LI 2 FAQL| O MM E xR StMIL.

e B EMO HEE S2MoZ HWItE AMelo| J&LICt O]l EME Ch21 Z&LUch (a)= HE

NS SHoZ 0t AFZEILICEH (b) #HAH ME M3 L &S LIEFALICE AWS . o o Q10| HEE = U

= 2 ()= AWS L I HUAAZEE] o{[HEF A HO|Lt BT MMSHX| et&LICH 32X == 2ol
MM, AWS XMZE EE= MH|AE 25 Q0| “Qle H2” MBEILICH 3, t5 D E ZTFO| X7 HA|
XO|E S AIXO|E, 2o CHEF AWS 1} Zel2 AWS H|2kof o|5l AMo{ELICH o] EMEL| Y&
7t oflLICt =™ 5FX| et &LICH AWS oF 1 7to| & 7| ef,

9| Research and Engineering Studio AWS £ Apache Software Foundation0| A &= £|&= Apache 2}
O|MA A 2.020] 2 zto] e} 2to|MATF EodElLICE
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