adws

Add a permission2|

7 A AX|L|o{E ARLIL

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



947 2 AX|L0{Z ARC|2

A7 L AX|L|o{E ARLC|2: Add a permission2|

Add a permission2|

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E Ll =23 C|XIQI2 Amazon 2| ME £ MH|AQF &tEd5to] Do H =582 o Z
4 ol= dHtAIO|L} Amazon EBHE 0|0|X|E ol g|= dAlo 2 AFREH £ IS L|CH AmazonO| AL
SHX| of2 7|El 2 E 4 E = Amazondt A& ZHAHO[7LE BH240| QU7ALE F2 &HAHQF 2HA|IQ0l sl &

FAte| RRaFILICE.




947 2 AX|L0{Z ARC|2

Add a permission2|

Table of Contents

0 et b e a e eh ettt e et ettt h ettt et et e eaeebeereeaeene et e etentearas 1
B b= L - USROS 1
TH B O] e ettt 2

OFFIBHRS THR ettt ettt s ettt ettt ettt ettt 5
OFFIRIRY LR O O LBt ..ottt ee et 5
AWS O] I LO] A HIZ oo ettt ettt e e 7

El E BE ettt 10
B B ] Tl A B A A o ettt 10

A TR Za e ettt 10
el P = L L= B 1 e = s 11
HE I B A ettt ettt e et 12

B T e e e e e e ee e aar e 14
H ] ettt r et et et R e Rt R e e e Rt reeRe et et eneerenae e eneenns 14
O e e e e e e e e eeee——eeee——eeaae_eeeaar—eetae—eeeaar—eeaantteeaarteeaareaeeaaaaaen 14

A & e e et e e e e e e e e e e 15
L I TSSOSO 15
THOIET @ B B oottt 15
R O 1B ARl e, 15
B B et e e e et eee—eeeeeeeeaa—eeeeae——eeae—eeaae—eeeaer—eeaar—teeaan—eeaareeeaaa——eeaans 18
O] MIZ O] AWS AHIAON CHEF BB Lo, 18
AWS CloUudFormation & B Lot 19
B ZH ] ettt 19
R B Bl AW S Bl oo e et e e et 19

I HH L et ettt ettt ettt 21

AE T R T e e et 21
B AFEREE AWS AT A0 A e 22
Amazon EC2 SSH F| T 04 A e 22
MHEIZA BB BT ettt 22
Cognito AFSAF E A A (MEE AFED) Lo 23
AERE R L A A (A AR e 23
Q1 AL GOVCIOUARE BHEE) oo 24
D B N A I B oo e 25
EHEOIA LDAPS FEAI(MEE AFEE) .ottt 26
Microsoft Active Directory@ AHIA T ..o 26




Q7 I AX|L|o{E ARLC(R Add a permission2|

e O] Y = s s L BN = OO 27

D B A A B e e 40
(L | | N - R 44
s == 52
KB RATIOIE ettt 54
1y KO P T = S s e [ 0 =R 54
O I s e [ 0 =R 54
RUBE U7 oottt ettt e b ettt s ettt ettt ne et ne et st ne e ne e 56
AFE AWS Management CONSOIE .........c..oouieeeieieeeeee e e et e e eee e eete e e eaeeeaeeneeaneas 56
AFE AWS Command LiNe INTEIFACE .........ccviueiveceeeeceee et 56
shared-storage-security-group A KI| ... ..o 56
AmMazon S3 HHZL AE R e 57
LA TEO T et a ettt 58
DN L B OO RPRSRT 58
Amazon Cognito AFzd B A e, 58
ACHVE DIrECIONY B 7IBh ..ottt eee e 65

IAM Identity Center® AFS S04 SSO AT Lo 73
SSOE A B B R T et 77

y N T B S RO 86

£ I 13 L SRR 87
ACM O B A A e e e 88
AMAazon CloUdWatCh LOGS .....ouuiiiiiiicieiee e e e e e e e e e e e e e e e e e e e e e e e e e e eaaessaannnes 89

N = N N b S ko B b R 90
RE S R B AMIS T e et 94
RES 301 HMASET| KT IAM Q& FH| .o 95

EC2 Image Builder THa8 @A A e, 95

EC2 Image Builder BIAII] ZTH| ... 99

EC2 Image Builder QI Bl T4 e 101
Image Builder O|OX| ZFOIZZBFRL AT L oo 101
Image Builder O|OX| ZFOIZ BFRl AlBH e 102
RESO A A E 0] A S e 103

RES AR F AFE RE R EH O A e 103
B R O L AT e e e, 106
B Ol Rl Bl e, 106
HIE L BB B Rl O e e e 109

H I T A e e et 113




Q7 I AX|L|o{E ARLC(R Add a permission2|

N s N R URRORRT 113

O AFO| EEE MEME REE e 114
AZHE HIB BA REE et en e e, 115
(@1 YV = 117
S e R 118
N =R 119

| s R 120
e ok B, 1N 1Y 11 R 123
R 133
I = 134
e 1 TSR 136
e B o= PR 137
= = 137

LU FST =] PSR 138
I SO 139

g (0] [T PP URSPPPP 139
i PR 148
AT B RO 166
B = =1 OO 168

N 4 P=Vdo TS T TN = x AR 173

D L =R 189
eSS I R 189
D N = OO 189
D | == N S ST 190
EIAT TN HAMIA Lottt s st nenas 191
N == s = | 0 R 192
T Tl A T T T et 193
B S e OO SRR R 194
THe TR T OO ettt 195
(VDN == N R 199

T Tl | = OSSOSO SUPRPRORRRRO 200
I N = 201
BROIATE BHIA ettt 202
AL IR 202
AL L PR 203
IEQ(E) ARl ettt e et e e e aaee e 204




Add a permission2|

B 73BT BE ] ettt 204

E QT B e e e e e e 205

E QS e e e 206

R Il B e 207
L 1 A e I = TR 210
BB Bl A O E T A A e 21
UL AMazon EC2 B L oottt 216
WINAOWS DCV LIEHZ ..ot ae e 218
AmMazon DCV BH B BE | e e 219
] =T Yo €T PSS RRPPPP 219
R R ] ettt re st r et r ettt ne e s e nene s 222

RE A B B ] B Rl o 228

A R e e e 232
A R e e e e 236

D aE B e e e e 237

T T A T T Al e et 238

T Tl A T T T R e 247

BNV A Rl e e e 253

e RO 261
ACtIVE DIreCtOry TR ..ottt 262

R B Bl R Rl e 266
QERATL BRI 2024.X ..o e 267
Research and Engineering Studio RI8d B3 e 290
NN [0} (o= P 292
T e e 293
...................................................................................................................................................... CCXCIX

Vi



Q7 I AX|L|o{E ARLC(R Add a permission2|

/A Important

O| A8 MM HZF 2 Research and Engineering Studio 2025.09 Z2|AZ CIELICH AWS.
Z| A HHE2 AH8 ME A Q| Research and Engineering StudioE AWSZ X 5HA|2.

Research and Engineering Studio(RES)= IT #2|At7t Bt&txtet AX[L|047t 7|= HAFE HIEREE
AYE = A= Y EZHENIE = /U= AWS X|HEE @E A4 MEQLICHAWS. RESE AHE Xt
OFx{E

2

JOIEIO HNAR 4 UER & 4 RALICH H2IRE ATEH0 A% 2 Tl A
| TS NBH20 ANLE HEHE -
+ L|E+ 50 A2t +x|§ sHzaer

ol
Pl
m

J

=2 AlEstod oteh 47 KME A, A X0 AlZ80|M EE= Cl|O|E &4
IZEE $EE £+ Qe HU 2 MIFLICH AF8KIE 7IE 7| A2 ZHE AL83504 RES £
Holl A5t ' EE = Y ZEMEO|AM B YE = UELICH

ZEIRtE EYH AER EEo| B8 2lAAN HMAST FUe = UTE ZZHMERIE 714 EH 2
7t2 de = JU&Lch #E|Rt= XA ol E 2|7 0| AZ E Q0| ABH(Amazon Machine Image &
AMIs)E &35t RES AF& X7t Windows EE= Linux 7HY OIAT & & AR St 37 ot A|ABRIE
A

X

o K Ifﬂ
Al
on

0_{1- ol
oo |
oru

0z ot ol
O ol
- -

N
X
m
(0)]
RS
2
1o

M3 Tz mo o o
mo > Mo
mx Ol met |H

> B >

om
65I>
>

—__
e
»

0| 7}0| =0 A= 2| Research and Engineering Studio 7H2 AWS, & =X o} 7|Elx{ !
& 7124 AF&, Amazon Web Services(AWS) 221 E=0{ RESE H{Z 57| {8 714
Ct.

| 1A
EHA

i |:o
x b

0 =
el
s

7ls & 0|H

9| Research and Engineering Studio= CIS1t Z 2 7|52 AWS A3 &Lt



https://docs.aws.amazon.com/res/latest/ug/overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

T Y AX[L|” AREIR Add a permission2|

e

o 718 ALSRF QIE{m 0] &

BEIR 7 U AXILI0{7E 947 W QK|LI01 B G0 A AT BElSHE O At
S 2 7ldh S MBLICH Ttabet AK|LIo1s RESE AL 3| I3 AWS HIE =

=
et ME x40l Estx| &L

2N 5104 4 st =
ohg BEIY 4 USLICH YR U7 F4E 9ol ZRHMEN ST AZEN 0] AH(2Y
A U ST HEZHOIM) U AEDIX| BlAAS BYFLICH Z2HEWE XES DLEHYD
Za|gtLct

Hel =7
Ihstatot AX|Lojs Z2HMEO| CHE TAHES FCHs0] HUSI TS 5tof SRl Foig Het
+ES AEE £ UaLIch ol2{# JHeI2 RESOH 21005t0f i HlA Aol HPE & UAL
=

= p 22| ¥ Cl2E{2| MHA QI atet S85to RES Z o AL& Lol 7
7IE MEX X OE HHAS AIEstod ZE2ME| HEHE EEE + U&LICH

A ZRHoI A 7He HIATE MM ZH 37 CIO|Eof CHEE HAM|A HEHE MB5tE{H RES LS| 7|&
o AARIO| AR LICH XM ElE AEE|X| MH|A0| = Linux ClA3&& Amazon Elastic File
Systemit Windows 2! Linux ClA 3 & & Amazon FSx for NetApp ONTAPO| Z & EL|Ct.

M CIAEEE ABSHo] QAHA R, ATEY o] A% U 2N A Kol Tt 2l44 AL
e DB LICH T8 HAIZEE 18 98 ZRHE 244 A8 EME XS E L
o4t U HIS B

o
()
o
H
-
o
o
o
-
[ul
2
>
mo
2
l-'J_
9'|_|
rr

RES Z ZME 0l AWS Budgets 9173504 2t T2 M E 9|
A2 VDI MM Azt MBte = U&LICH.

o MMoiMHE CHE2T Z2 T2 7idE MY 1 Research and Engineering Studio?t 2 El 8012
HolgfLch AwS.

N
L
e
o
o



047 gl ol x|L|oda ABLC|Q Add a permission2|

o Hete X
U =gt
2LICH.

A|AE

FII'

2K 23QI8t MEX7E oY A[AEIE 2 & E RES AFSAH QIE{H o[ 2] A

i &

El
ne

P

o AaEE2 Z2HME O o|E(F3S HlolH
EH ol 2E2|X| £RMHE MSstn &Y

=24 e[zt

MEz2t &)el ZE|o[{ HE & &t Z2HEQ
| G| O|Ef HAA MoE THAM B LT,

=
=

RES 4 MA oA SR El= RES 2lAaA0] HMAE
o Z2MEO| AX Q&LICH ZZMEE WY L=
ALcH ZE2XME ASQK U Z2ME FAI0|AH HEt
A7of ek St AHRO| RES EE|XF g S st L7t &L

Project
z2dEE CloE U ARE 21440 1R FH AHe st ofZalAolM L =2l TtE|

o =
2, dlo|e| 550 cigt HHAAE B8 &1 Z2ME 7tol HI0|E{Q VDI SAEE SR 5
A R[ghLct.

4

rir
Ik
mo |o

ZZME 7|8t Mt

ZzME 7[gh Wt ofe] ZZHMETJ EME &+ U= AlAH0|M Tlo|E{2t VDI ZAEQ

=z
DE|ME MEELICH Z2ME L) o|o|H X VDI ZAE0| CHEF AL XS] HMAE HEE @

-

is
]

()0l et ZEELCH AP XA HMA HEto| 2Hedt 2t T2 MEof CHEF HMA HEHEE
Z2HME HHAho| Y E|o{oF FLICH aZHX| fo™ AL A7F HIHAIO| Ro{E|X| A2 Z2ME
o O|E] 2! VDIsOf| HM|AEH 4= Qi&LCH,

Z2ME

—

RES ElAA(VDI, 2EE[X| §)2| 2|E ALSAHLICH Hel A Het2 g Z2HME = XEHE L
Ch HetS QIYstHL 2 SE & ei&Lch

Ed z=MEo Cfet AMA L AfHO| Ues el e ch He & HE2 AfetZ2X
E ME HHo|AH HetE g + U&LICH

AT EQo{ AR2 AIEXI7} VDI EAEN ZT2H|XMESH7| 26 MEHSH 2F MAE 7|BHe =2 5
£ RES® M|EIH|O|E{7} 2= Amazon Machine Image(AMIs) &I L|C.



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

I
o

b

Add a permission2|
VDI 2 AE

ok
ox

=)
12
x
|>
Q'I_l
(@]
.
QT
ol

AWS 2040 CH8F LUBtRIQ| Rt X =

= 2= L g3

0
|0



https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

Q7 A AX|L|o{E AREIR Add a permission2|

Ot7|ElX 7H2
| M40l k=0l IZT} 7 M E T4 2400 ChEt of7|=A] Choloja@g MBELICH
Ot7|=x{ Ctofo{ 13

7|2 uteto|Ee 20| MES HiZstHol| OHS 78 247 BHEZELICH AWS AE,

{RES Environment Managed Resources

. Private Subnet

| AWS API Proxy Module | Fm ey |

| Regional Services
PubliciPrivate subnet |

AWS Lambda i : N~
O | Identity Provider Module 3 | Cluster Manager Module: 3 i = P ===

' ! | AWSCerfificate  AWS Secrets AWS KMS.
@ b d r H Manager Manager
Application Load Balancer Q@ i : o H
Amazon Cognito | Web Application : .Z @ .‘U
________________________ i\ Amazon DynamoDB Amazon S3 Amazon
Metrics Module i Shared Storage Module H Route 53

i L A
Bootstrap H H {\ H —
| & B |
‘ & Amazon CouldWatch i AmazonEFS | awsiam WS systems
( r?_} NAT Gateway H | AWS Cloudormation Manager
- Internet 'Salewayi H N @ @
Admin VDI Module : e
i | Amazon SNS AWS
H | H Amazon $Q§
| " o . |
030 :
o

(X e DCV Gateway DCV Broker virtual feskops | D [~
A | | . YA P
Engineers H H

Backup

i
L}

--------------------- )

i Bastion Host Hodulei AWS Fargate AWS Lambda AWS Budgets

iCustomer Managed Resources -
H File Systems

KA

: AmazonFSX  amazonEFS  Amazon FSX
Customer | for NetApp ONTAP for Lustre

Managed AD !

% 1: AWS ot 7|El%{oi| CHEF Research and Engineering Studio

Ot 7|E4X{ Ctolo{1 =4 5



o4 gl olX|L|o{Bl AELC|Q Add a permission2|

® Note

AWS CloudFormation 2|A A= AWS Cloud Development Kit (AWS CDK) L2 0llAM M4 EL
Ct.

F7 AWS CloudFormation HHEZ El K& 74 QAO| MR £F T ZMA SELCISH TS

ok

Amazon CloudWatch= eVDI 7+ LA ZRE X|EE A LICH

c. Bastion Host #+4 24

ZE|Xt= SSHE AF83stod
Ct.

I
ok

AE TN 240] 917stof 7|2 Q1ZatE BEIY £ s

2. RES= NAT AlO|EQ0| Flo| Zzlo|E! MeEulo
Load Balancer(ALB) EE = Bastion Host 7+ 24

jn —Ll

E 2|Xt= Application
| OHkIlel‘L_l[:l.

3. Amazon DynamoDB= &4 72 XMEFLICH

4. AWS Certificate Manager (ACM)E Application Load Balancer(ALB)O| CHEt THHE | QIS MHE MM
St MEEhLICE

® Note
AWS Certificate Manager & At&3+0{ H|Qloi| CHEH AZIE 5= Q= B ME dM5t= X
ol Z&LICH.

5. Amazon Elastic File System(EFS)2 sligdst= ZE Ql=Z 2t SAE 2l eVDI Linux AM4A40f BFRHE! 7|

2 /home IIY AARIS _._ﬁ%%*l—llj.

6. RES= Amazon Cognito& A& 304 LH0J M ‘clusteradmin'OlE2t= 7| FEAE ALSXHE &Y
tn Mx| B0 M3 E O|HY FALE YA AHF Z3BES TS ELICE 'clusteradmin'2 A& 2QIE
[ o= & HF5HoF &Lict.

ok 1l

7. Amazon Cognito= T8t 2|8 I3 ZZ|9| Active Directory ! AL At X124 S0t S & LICEH

Ot 7|E4X{ Ctolo{1 =4 6



Q7 I AX|L|o{E ARLC(R Add a permission2|

(o]

1
°L

-

1II> 02

AtEstH BElR7F Hetg V|Ee =z ME el §E 7 @40 OiEh AMAE FMEHe

o

1

o
[l

(o]]]
AN

AWS O| M|& 2| MH|A

AWS A‘l Hlé Type }éll:g

- Amazon Elastic Compute Core 712 4FE MHIAE MB35t

Cloud of MEiEt RPY MM W AZE
Ho{ Ao 2 7ty OlATE
g gyt

Elastic Load Balancing Core Bastion, cluster-manager 2!

VDI EAEE RE WHAM
9| Auto Scaling &0l 24 E
LICt. ELB= RES 3 AE 7ZtHof|
oJl ;‘tE-l Ol E EH_\.Ll ;L°=|o o xl
gl

Amazon Virtual Private Cloud Core E M ANE TH 24
VPC LHO| A EL|Ct,

Amazon Cognito Core MNEXAIH ZH LSS &
2/ &rLIC}. Active Directory At
2 Xt= Amazon Cognito AHE
A+ 2 a3E0f oHE (o] M A

Amazon Elastic File System Core /home I} E2}2X{ ! VDI
(@)

Amazon DynamoDB Core ALER &, ZEME,
AMARI S 2 @4 M-t

& 74 HlolE18 MFE LI

AWS O] AM[&2| MH|A 7


https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/vpc/
https://aws.amazon.com/cognito/
https://aws.amazon.com/efs/
https://aws.amazon.com/dynamodb/

o4 gl olX|L|o{BI AELC|Q Add a permission2|

AWS AMH|A Type MH

AWS Systems Manager Core VDI MM ZEIE 2?2t BB S
F=dst7| et EME MEE
L|Ct.

AWS Lambda Core DynamoDB E|O|& L} A&

CllO| £, Active Directory S 7|
3t KFTEZR AF, HFAL =S
AdClo|lESt Z2 ME 7SS
K|t

Amazon CloudWatch Xl 2= Amazon EC2 SAE
Lambda & <01 CHEt X| &
g5 238 M2&Lict

)llE )I'E

Amazon Simple Storage X|H SAE REAERE U 7Y

Service(S3) 2 ¢let ofZ 2|7 0|44 HtolLA
2l& XMEELCH

AWS Key Management X|H Amazon SQS CH7|¥,

Service DynamoDB HE|0|Z ! Amazon
SNS =HNIE At&et M oo
E{ & $3tof| ALSELICH.

AWS Secrets Manager INEE MH|IA A™E X4 5H2
Active Directory0l M& st
VDls.

AWS CloudFormation NE MZof Ciet Hi = HIFHLIES
M3 gfLct

AWS Identity and Access NE=! FAEQ| MHNA =FEE ME

Management gt

Amazon Route 53 x| LS 2= HHMe HE A
E CHQlIO|§2 &elst7| ¢
Bt ZElo|8l EAER Qg M
AEhct

AWS O| M[& 2| MH[A 8


https://aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/route53/

Q7 A AX|L|o{E AREIR Add a permission2|

AWS MH|A Type MY

Amazon Simple Queue x| HIS7| AddE X|Hste &Y
Service CH7|¥e ddghLct
Amazon Simple Notification x| HEEH U SAEQ} LR
Service VDI 74 24 7Ho| AA-7 =

AWS Fargate INf= Fargate 2f4& At&3toq &4
2 x|, Yolo|lE L AXIE L
Ct.

Amazon FSx File Gateway MEH AL QIf 3¢ ot AlARIE MBS
grlct

Amazon FSx for NetApp AMEH ALY QIf B¢ It AARIE M3

ONTAP grLct.

AWS Certificate Manager AMEH AL AMERE X = HIQlof CHEH Al

- AA — ooH-H

i
i
Pl
0%

AWS Backup Amazon EC2 A E, It
A8 9l DynamoDBO1| CHEt

Y 7I1sE MSELL.

= =

AWS O| MEZ 2| MH|A 9


https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/fargate/
https://aws.amazon.com/fsx/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/fsx/netapp-ontap/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/backup/

Q7 A AX|L|o{E AREIR Add a permission2|

G2 2 A

0| MM 9| EtA|of 2} Research and Engineering StudioS AF&35H EAM|2 AWS. O| B2 & |2 &4
AEH B Z 210| Research and Engineering StudioE At&5t0{ £|A 80| migt0|E o2 HIZE2H
AWS M B3 S HiEZ EL|CH SSO0| Keycloak MEHE A &L},

ABAS HiZ B Foll= 2OQ16t7| Tol HiZ & THA| ofg| XIEof et BHEolMq AL AHE A&t of &
LiCt.

(@]

HES O AR MY

O| CloudFormation 2B Research and Engineering Studio0ll 238t ZE 74 QA E MMFLICH

HiZ AlZh: ~90&

A 7

A

o ZHE| AL RHE AWS HI™H AFE5H0{ MM

« Amazon EC2 SSH 7| m|04 A4
o MH|A SE 57}

2| AF2XIE AWS HZ AF2 510 A
ZHE| AL RFIH AWS HIH Q1=0] QJo{of BFLICt.

1. https://portal.aws.amazon.com/billing/signup2 jLIC}.

2. o2 XA AMEE [EAM 2.

S= M 5 M8 EE HAE HAKIE 21 M3 FCE S0l 3CE Ushs Dol UsL
C.

ofl 7+U5HEd AWS HBAWS AIH RE AL RO MAEILICH £E ASKIHE AR B E
AWS AH|A I 2laA0] HMAE HEHO| aLICH ROt 2 Al2ls ALRXIOIH Bl HAA
HES BT, TE ASKE AR50 TE ALK AMA HEHO| LS 51 £HEHE



https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

o4 gl olX|L|o{BI AELC|Q Add a permission2|

Amazon EC2 SSH 7| o] A4

Amazon EC2 SSH 7| H0{7} Qi A< stLIE Mddalof g L|Ct XIMIEF LI 2 Amazon EC2 AFE A
HMO| Amazon EC2E AF&3104 7| Ho] MM E HZTFHML.

[lIIIIl
oll

MH|A &gk 571

CHSoll et MH[A SEFE s2

£ [0l E&LcH

 Amazon VPC
« NAT HO|EQO|E Et23x 1P T4 &S 5740 87HE =EILCH
- 7t8 YUY NAT HIO|ELO0|E 5710 M 10742 S &ILICH.

« Amazon EC2
« EC2-VPC Et24|PsE 5700l 10702 SEILICH.

AWS HZo= ZH AWS MH|Ao0] Cigt o|AM AEtoletD 5t 7|2 g2 20| Q& LICH CtEH EA|L
X ote ot 2ITMEE ZF 20| M ELCH LR S0l CHet S7tE ¥E = USHOIE &Y
22 =2 £ &Ll XEMISH LI 2 the section called “O| A& 2] AWS AH|A0] CHEF &H& 2k EHy
2 ATSAIR
2144 2 92 matole] A4
1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation
CloudFormation 2& 2 iL|C}.
(® Note
ZE[RE A" L= K| ERIELCt.

2. Z2&oM HEEEE AlEELUCH
3. metojEoMo| M&E RER S| L2t0|HE HESIT Eeof et == EL(C.

ut2tO/|E 7|22k =L

EnvironmentName <res-demo> res-, 11Xt O[5, CHEAt =

S 2 A|E St RES #30
XEE 178t olFLICH

BlEA 2 ol gerole 98 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml

47 gl QdIX|L|o{B ARLC|2 Add a permission2|

ot 20| 7k AN

AdministratorEmail NE MYES 228 AFSRL
ol oMY F=AQIL|Ct, EFF
0| At A= Active Directory
Single Sign On S & Almj A|
Ejo]lzZ 2eHA AFS K &
= gt

KeyPair QlmZal sAE HAZst= O
MEE|= 7| Ho{ LIt

ClientIPCidr <0.0.0.0/0> A AEl0| CH3t o442 A|BtHs}

InboundPrefixList

|A—|7(-I 0.|| ol =|3 .E|-E|7(|. 0||:|.||OI§ -{_g_

O|%
Bao 2a0lg + U&LIcH X M 232

—

2. "ZXZESSOR ZO9" 7152 A2
Ch. AWS CIEE{ 2] MH|A0M AFEA L EE
ALEZXE0|B2

a. CIEEE|l MH|A 2£=2 o|SELICH

O
rtOI-

| IE{2| IDE 7IXME + U&LCH

AFCH xHOS

- -

(@]
to
]
JB:

=4 Ju

ste4 HA

2 admin1, user1, admin2, user2 S 4%

Zo| C|ME2] IDE MEEFLICt <StackName>*DirectoryService*
O

Ml ol A AFS A 2f

= IP &4 EE{QL|CH HiE
= ClientlpCidrE O|0|EE

= A& LICH

| clusteradmin AFE X2t LAl & E & AFE5H0q O|l2
Al M &3 E MM EHE HIAIXIZF EAIELICH

2a0lst2iE 2 AL Ro| 95 8 AT oF BL
MABE & ASLICH ClZ A AR 4 9l
of AHSAHE MadBrLICt

A0] E2{0] A

= xHA—UC-I% AM EH%I-L_||_-_|._

HiZ = EHA|



i3 2 AX[L|oR ARCIRQ Add a permission2|
d. Ar835te{= ZE ALEXtol| CHall AFEXL Ol 2 LSt Hole M S E YHS OIS &=
MAEEE MEdsL(Ct
3. MEXAYZE MEME + B 2301 2321 H|0|X|Z 0|5 35toq 2t E0i HAMAFLICH
O|M| HHEZ 7t EH|EIRA&LICE O|HI LA 22 EnvironmentUrlE AF& 5104 U101 XM ASH7ALE HY 3 E
AEHO| Z2I0|M S Y URLE 72 =& AU &LICE O|X| Active Directory0l M &£ & RHA%IBH A
X & &5 & AF&35H0{ Research and Engineering Studio 30| 23 0QIg == Q& LICt.
= EtA 13




Q7 I AX|L|o{E ARLC(R Add a permission2|

Hi . A=

O| MMoi= Research and Engineering Studio HHEZ & 7|&st= Ol E20| E = /U= HIZ, 22, K|
tle 2l g Fol chet W7 23 E[o] AU&LICHAWS.

H|S

9| Research and Engineering Studio AWS = &7} H|& ¢i0| A& = o o EZ|7H0|MS M

ste ol 23 2lAA0] CHEHAMEH AWS HI S X235t ELICH AFMIEH LI 2 AWS O] A& 2| AMH]
A BHHE HESHAAIR.
(® Note
O| NE2 Adste SO AR E|IE AWS MH|A Q| HI2 AFZKlo| 2ialelL|C}

Lol 242 .
HIE &2lol =20| EIE8 & E38| ofAF AWS Cost Explorer@ MAMsteE Zd0| E&LICE 22
2 HEE & AELICH KAE LIS 20| MFo| ASBElE 2 AWS AMH|AL
=

H o}

—_—

o| 22t Hot AWS O] %[2M =2[L|CH AWS T ZH2 Hotol| 7HE BIZtst ZE|o| 1 AEE &

E5tE S FEE CIO|H ME U HERXT o 7[Ex{2] O|HE =& = U&LCt

Hot2 AWS oF ALE At 7Ho| 35 MUQLICH =& A ZE ol FetfEe Eot A FERES

oto = MHELICH

- EEIRE 2ot - AWS =0 A AWS MEIAE Alisie QIZEIE ESE MU0o| JU&LICHAWS 2
BFRE.AWS £ oM H AL E = e MHIAE MSELICH EFAF ZAR E #H AWS &5 T
EO AH & Lo E Hoto| 210 E HIIMO R HAESHT &QIELICt 2| Research and
Engineering Studio0l| M kle #d& &4+ T = 0] CHer XtM[EH LHIE2 #dE &+ AWS Z =3
Mz Hel W ME[AT7E & AWSTEZSHM2

- 2EIREQ Hot- AFXLo| MU2 AL SHE AWS MH|Ao0f et Z™ELICH 8 F5tE FALS
Clo|E BEIZE, FAtS] 7T ALY, 2ted HE I 7™ E HIXR S 7|Et 400 CHSHM T 20| U&L

Ct.



https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

Q7 I AX|L|o{E ARLC(R Add a permission2|
38 M 22 E Research and Engineering Studio0ll M A& 5t= AWS AH|A0]| M 86t= WS &
OtEE{H MME A XSIMRO| ME 2| MH[A0f CHEF Eot Ted AtE. AWS Eotof CHE REMIEH LIS
2 AWS 22IRE Eots BEFHAIR.

IAM &

HM A HA L HErS ST = U&GLICH AWS 22 E. Ol ME2 ME 2l AWS Lambda & 2
Amazon EC2 QIAEIAO| BT B|AAE WTE & U= AMA HErE FoisteE IAM HE S dd

CH.

AWS Identity and Access Management (IAM) &t 2 Sl TZH29| MH|A L AFEXLoi| A M2 SHE
< |
A

E-O'I-I_l_

L

RES= IAM LM Xt23 B&E 7|8t MM E K| BiZE|H RES= FEIXF et U AHNAE
olst= HAME dderLict M -_rL% = #ElXlE RESS S8 E 7|& 12 Active Directory LH
oM %|E AIZA 2 Z2ME ZIHE I ZrE|gruict REMIEE LI 2 AWS Identity and Access
Management At MBS IAM &= ”*o*% SESCIYS RN

ZZ|o| zt2|Xt= Active DirectoryE AF& 304 AL At HMAE ZHEIR = UELICH 2[F AFE X7t
RES AFZ Xl QIE{H| O| A0 HAM|A ST RESE Amazon Cognito2 @15 & LC}.

Hot O &

Ol MZo M MME 2Ot IE2 Lambda &%, EC2 QIAEA T A|AE!I CSR QIAEA Ol 2174
VPN AIEZQIE 7to| HEQT ECHEIE XMo{stT ZAE|StEE MALIURESLICH MEO| HiZE M 2
oOr 152 AEStD Zol et HMAS FII2 XMeHsteE Zdo| Eq&LCH

CllO|E & = 5t

7|2 E Research and Engineering Studio on AWS (RES)E RES &% 7|8 At8350 K& 2 ™
S SO 1M HO|E{E &5 35tELIct RESE HHZ & ME XIHE 4+ U&LICH AWS KMS key. RESE
INEE] %E’é‘% AE35t01 7| M A HEHE Ro{ELICH 10| ARstD &Elst=E MBste 42 AWS

ok

KMS key 12§ X% CIOIE= sliE 7I1& At&Estod & S =HEILICE

RESE= SSL/TLSE AI235t0{ & 52 1 C|O|EHE = steL|ct. TLS 1.27F 2 SHX[BFTLS 1.3
£ M85t Zd0| E&LICH

O| M|E 2| MH|AN| CHer ECF 1124 ALE

Research and Engineering Studio0| A At&5t= AH|A Q| HOF ] Abgof CHet RtM[EH LHE =2 TS
Eo| Y= HESMEL.

IAM <3 15


https://aws.amazon.com/security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html

947 2 AX|L0{Z ARC|2

Add a permission2|

AWS MH|A 2ot HE

- Amazon Elastic Compute
Cloud

Elastic Load Balancing

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

Core

Core

Core

Core

Core

Core

Core

RESOI|M MHIAE A8 SHE

HIHH
o H

7|18 d#E MHIAE M3S3s
of MEHS RY AKX L AZE
flo{ 2B 2 7MY A3 &
= ddgLch

Bastion, cluster-manager %!
VDI 3AEE ZE WM F
Of Auto Scaling ZE01 MM E
LICt. ELBE= RES A E ZHof
H EZEHo| ERE #EE HE

o
LICE.

r

A A4 s Ol ol ot

2 &rLICH. Active Directory At

2 XH= Amazon Cognito AHS
A2 JFof oHE o] HMA

=Fg &g

/home It E2t 2% 2 VDI

SAEQ 3R QT I AlA

Ho| ot AAHEE NMSEL

Ct.

AgR, 18, Z2HE, Thel
|AE'l| al __I.LA-| R_}l\_ A

2 74 CIo|EHE ME gLt

VDI MM #E|E 28t BEE
Tdst7| et EME MEE
LICE.



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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E 7tX{Z LIt AWS Certificate Manager.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
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c. EHQlolZoll ChaH AME B A

E AWS Certificate Manager €11 C}
stede 2™ U= x| E Lot
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T H Q! 4 M(GovCloud Pt &)

AWS GovCloud 2|70 Hi 2 3} 1 Research and Engineering Studio® AF2 A} X[ THIQIS AIE

7=10

t=

[e][]

olgfst AP =74 &7 E 2t ZsHof ghLCt

=1
=

ok

AR Qo] MMEE A48 mtE|M AWS HHo| 215 M CloudFormation A4S Hi 3 &

ok

C
M L

& M CloudFormation £230{ M 2! CertificateARNE 3to} 7|28 SL
EFPrlvateKeySecretARN.
GovCloud ItE|M A X0 M CertificateARN =23 I% ALE35to{ EoF S E MMEHLICEH
Hot ks ARNS 7|55ta7t Hot &5 7holl HMAE vde-gateway = UESF Eot 250 F

7Hel i1 & FIHErLICH.
a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [&td O|&](res-demod &= /UR)

GovCloud THE|M 70l A PrivateKeySecretArn £3 /2 ArE5l0{ 2ot 4= & &L
Ch A 2o &f5 ARNE 7|§35t17F Hot &5 Zhofl AMAE
of & 7Hel E{2 & F7HEfLICH

= ood™
vdc-gateway = UL E Eot &5

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [t O|&](res-demo ¥ &= U)

coel 4y
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml
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QI BIAA N2

9| Research and Engineering Studio= HiZ Al CtE3t Z2 2|F 2[AAT} EXfE W2 AWS o4
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HIESIZYVPC, THE 2| MEL U Ztold! ME L)
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i

0{7|0{ M RES &4, Active Directory(AD) 2! S/ AEE|X|E SARGHE O AF8 K=
AE A™ELICH

A E 2[X|(Amazon EFS)

AEZ|X| 280l 7t ola3 & elzekvDiol Ee et ntdnt o|o|e{ 7t =& Fuct

C|2E{2] MH|A(AWS Directory Service for Microsoft Active Directory)
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Research and Engineering Studio=& AFE3504 MH|A HH &EE Z &350 AAEXIIL MS st
Hot f ol HMAFLICFAWS Secrets Manager.

/A Warning
S7|3tsted= 2 E Active Directory(AD) At At H &8t O|HY FAE MSat o &LCt

Elié g8 ’éL’E oPHIA

an AWS GovCloud 2|T9| O|2 HHZ 9| B o| AP =74 EHAH|E &t =250k & LICt= 021 24
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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b. Z2|XZ PowerShell2 &
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AD Mot S et Ol 2| QIS ME M
£ &dS MEiS CHE LHE LY
f. Base-64 @12 % X 509(.CER)
g. CIEEZIE ME8t = Cf
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=

Secrets Manager0oi| A 20t

ot PEMeE QIZEE QIS

ME A&

A XA
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Microsoft Active DirectoryOll CHEH MH|A H|H
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Microsoft Active Directory(AD)E RES2| At
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=
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=
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Secret value info

Retrieve and view the secret value.

Plaintext
——

Key/value

{"<username>":"<password>"}

22 0|&2 KIstx| &

MME| ARNS 7|2 5t10 DomainTLSCertificateSecretARN It2tO|E{2

ZSH AAZ MEHSIH ADO| =2 12H
2 MH|A H™HO| At 5HO|
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=

x
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=

LICIDOMAIN\username.
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https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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« ADO| AF2 X 57|58} RESE ¢ ZEof| 21018 £ 9|

gl E ADO| AF2XIE 57|58l ofF g LCH S|
3l ZZMAE MHIA HEE AH2 36104 LDAP(S) 1A

IC =2
Ar&3t0{ ADE #{2[5t0d AH8 7HSEH AtERtet
|21 Z=OI: QIAEIATI AD EHIQl0f| ZQISHE Linux 7t A3 g LU QZE SAEO CHE
MEHA ZtQfQlL|C RESOIAME DisableADJoin It2tOIE{ 2 &Mo{ELICt o] EtOlEE 712X
2 FalseZ A™E|0] YELICH F, Linux 7ty ClA3 &2 7|2 F40lM AD EHQlof ZIstz{n

« ADO{| 4Z: Linux 7t& A3 & Y QIZEl SAEE RQISHK| AP AD T Hlof IZELICH
(DisableADJoin = True). O| 7|5 0| 2S5t AMH|A A0l Usersou 2| A X & T Eof
CHEE 217| M A HetE ERELICIgroupsOu.

MH[A A-Eo|= chg M§to| e g uct

- AH8XE 57|35t ADOI| 4232 - UsersOU Lo AL Xt L T F0f CHEF 27| HAM|A,
GroupsOU

« AD = HQloi 7t 524 -0l M Computer ZHAE M4 L|CtComputersOu.

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 23 B E= MM MH|A HH HEt2 F045t= Ao o & M3 g L|Ct RHA|
ADE 7|Hto 2 =g = gLt

Z3t0[8! VPC TAY(MEH ALE)

ZA2|El VPCO Research and Engineering StudioE H{Z 35t Z2Io| 77 E¢ U HHHA @7 AE
2 5&5ts 4 E Eo0| MBS EUCH a2{Lt EF RES HIZ = S5 M2 k(57| IsH QUES A Al
Ao0f o|E&LICH 20| VPCOH| RESE MX|StE{™ CHS AN =74 S FsHok & LICH

« Amazon Machine Image(AMls) & H]|
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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Amazon Machine Image(AMis) £ H|

1.

https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-
scripts.tar.gz 34542 Ct2EELICH ZE2[E VPCO| HHZSt2{3 RES I Z 2ol I{E =] QB

M A glo] S&HHE ALSE =+ QU0qok FLict

/A Important
RES &4 70| =&l T 0| ot F? CHREZE URIlatestIME HeE st HM HS
(0d: 2025.06)Z HFEL|C}H

| M HMA HEt AMEE = e At SHE Amazon EC22 AFE 35104 IAM
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o
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o
>
<
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£ (https://console.aws.amazon.com/iam/)& 3L|C}.

b. QistofA] oI5t AIAS MENSH|C}

1I=2 OO

o4
c. MEE + e AEE| = HO[X|oM CtHS

mjo

~>ELch

HE| RE0|MHE MEHEILICH AWS MH|A.
+

* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore

» EC2InstanceProfileForlmageBuilder

a. OfM EC2Image Builder &
A

b. M¥E 2lardMFEL = A QA AUAIS MEHBHLICH
c. TN A MM OolX|oMCHS MR MEE adstLct
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com//imagebuilder
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u} 2k 0/ & ASRES
Image operating system (OS) Linux

Compatible OS Versions

Component name

Component version

Description

d TFEA M

}

4 Ho|x|oM EM 2

212451 7| o tar.gz ZHJoi| CHEF T
NS 35te tar.gz THYS Amazon S3 HZ!| Y2 E5t D HZ! £ 40 A T 9—| URlE =

Ellx

Amazon Linux 2, Amazon Linux 2023,
RHELS8, RHEL 9, or Windows 10 and 11

Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

We recommend starting with 1.0.0.

Optional user entry.

AHEFLCE,
i. CtSS =dghuct
(® Note

AddEnvironmentVariablesE A& AbEo|0 Q1= 2t & | AFE R X7
EE HLT EHRSHR| 2 2 MAHE £ UA&LICH
http_proxy % https_proxy &4 H+E MHSIE G QUAEHATIL T EA|
E A&3tod Iocalhost, OIAEIA HEFH|O|E] IP =4 2l VPC = ZOIES X|X
&t MHIAE F2lstR| 26tE = 624 no_proxy It2tOE{7F R gLct

# Copyright Amazon.com, Inc. or its affiliates.

#

# Licensed under the Apache License, Version 2.0 (the "License").
not use this file except in compliance

# with the License.

#

# http://www.apache.org/licenses/LICENSE-2.0

All Rights Reserved.

You may

A copy of the License is located at

Zetol%l VPC R0 AL E) 29
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#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res-installation-scripts'
- 'tar -xf res-installation-scripts.tar.gz'
- 'cd scripts/infrastructure-host'
'/bin/bash install.sh'
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-

echo -e
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http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,localhost,
res,{{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1},
1}
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1},

amazonaws
amazonaws

.elb.amazonaws.com,s3.

.com,s3.dualstack.
.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com, ssm.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.
.com, kms.

com,secretsmanager.

com, sgs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

{{
{{

AWSRegion
AWSRegion
{{ AwWSRegion }}. com, .dkr.ecr.

{{ AwWSRegion }}. com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-
kinesis.{{ AWSRegion }}.amazonaws.com, .control-

kinesis.{{ AWSRegion }}.amazonaws.com,events.

1}.
1}.

amazonaws.com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.

amazonaws.com,api.ecr.
amazonaws.

amazonaws.

{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}.
1}.
1}.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, cloudformation.
com, sts.
com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

{{ AwWSRegion }}.amazonaws.

com, .execute-api.{{ AWSRegion }}.amazonaws.com
" >> Jetc/environment launch template

A

S 2

>

;1

Image Builder O|

e.

4.

a. DAl & Ho|X|oM ClE&

Al
il

M

—

A-ERL

0%

=
=

|
(=]

Bl Al Al

=2 Enter an appropriate name
such as res-recipe-linux-x

86.

=
T
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AE Xt
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Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86,
Amazon Linux 2023 x86,
Red Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure IHO|Z 22l Al £
SSM 0f|0|™ME A7 is not
selected.

/root/bootstrap/res-install
ation-scripts

Z2to|8l VPC FA(MEH ALY
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Amazon & 2|&: aws-cli-

version-2-linux

« Amazon & Z|&:
amazon-cloudwatch-
agent-linux

« &%:Amazon EC2 +#

H 2471 0|0l K|

A[A&LIc E=of TR

AWS 2|dg =dgLct

=
T

T8 A EHAE ChEe2 dMsta M

12

2L

« Amazon #2|¥: simple-
boot-test-linux
b. BIAIZ| &S MEHFLIC.

_Hd
5. Image Builder QIZ 2} A2 MABLICH

a. KNEE ZAANM QZEt TS MEHEFL|CT
b. QZE} 7o ddS MEiFLIC

c. QZet M MY HolxlolM Chee YU2FLICH

OEIHI_I- Ol% Enter an appropriate name

such as res-infra-linux-x86.

=LS Add an optional descripti
on.
IAM 3&t Select the IAM role created

previously.
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6. A EC2Image Builder It0|Z2}QI2 MdgtL|Ct

a.

b.

o|O|x| mto|=Z2tRle 2 O|Sstod o|0|X| mto|= 2l S MEfELICH

ozl MF HE X8 Ho|x|o M CheS Y3ist ChES MEELICH

. e UHoIM UHE LB AMI HIOIZ ZZMAE 2502 AlRHeHH 258 M

ol AT ME HO|X|ol M 7| & BlIAIL| ArE S MEst T |0l W dEh BlAZ| o|§ S U=E
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RES7I QlZz} SAE

At sE 2|T0d UoqoF FLICH MH|A Z|2Z2f2 AFE St
7t A8 ElE 210 &34 o|0|X|7F MM EILICE.

« 044 2|70l RESE HHEZS2{ A HiZ MY MAS MEfS T of7(of 2|HE |
U&LICH.

m |

g. MEAAEE AEStD mo|Z el Mg MENELICH
7. EC2Image Builder ZtO|Z2}QI2 AlRErLICEH

a. O|0|X| mo|zEiRlof M et mtolz=Eels ahof MEfRrL|CH

o
b. HUS MEst mio|=Z 2l S MEELICEH

(o)

uto|Z 2t lof A AMI O|0|X|E Wdst= O &F 45201 1A[ZH0] AR & QU

P
=
8. MAM=ZEIAMIC| AMI IDE 7|28l 10l M InfrastructureHostAMI T}t2FO|E{Q| Ql2do 2 Al
section called “1EtA|: A& A|EP.
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1. A=ZQIET} olFol TAEIX| ot B
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>
<
U
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I

et 78 AHE S MEist 1 O|Tof Ak el=zef 74
Ct

RQIAEAE NMCHE AlEte = UL S &3 0|0|X|= HiEZE RES #
™ EC2 Image Builder MH|A

Fober 4

SF SHA|A HEHO| AWS MH[A =
st 2 A= Z QlEof CHsHo| &

EE AWS MH|A A2 35}0d

AMAo0l MSE XIS WELICH

2. FtE 3 4ol zetol MEL! stLEE MEEFLICH

AWS MH|A MH|A O|&

Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation
Amazon CloudWatch com.amazonaws.region.monitoring
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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AWS MH[A

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

MH|A 0|8
com.amazonaws.region.logs

com.amazonaws.region.dynamodb(HO|ES| 0| A==
CIE Q)

com.amazonaws.region.ec2
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.events
com.amazonaws.region.fsx
com.amazonaws.region.kms
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lambda

com.amazonaws.region.s3(RESUHM 7|20 2 M|
£ Ho|ESo| AdEZQIE EHQ

ZA|E gEoM HZE WAt BEAiStE{™ F71 Amazon
S3 CIE{H|0|A Q= ZQIE 7} ZQ 5t
RIE{m[o|A

LIC}. Amazon
AEEZQIE HYHAE

—_— =

Simple Storage Service
A X SHM2.

com.amazonaws.regi on.secretsmanager

com.amazonaws.region.ecs
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
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AWS MH|A MH|A O|F

Amazon SES com.amazonaws.region.email-smtp( use-1-az2, use1-
az3, usel-az5, usw1-az2, usw2-az4, apne2-az4, cac1-
az3 & cac1-az4 7t FPo| M= XX A S

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC AEXZQIE Qi0| MH|A0| 44

VPC AIEXZQIEE X|otX| §b= MH|AS SEete{™ VPCo HEE! MEUH| ZEA| MHE MY
=] LICt. AWS Identity CenterE ID M3~ E A& 3504 Research and Engineering Studio HY
Zo| Rt &[4 AMA HEHE 71T ZEA MHE HM52{H OIS BHAHE [MHEMSL.

1. RES H{Z O A& vPCo| H{E 2! MEY|M Linux QIAEIAE A|EHEHL|CE.

« Linux I{22] - Amazon Linux 2 =& Amazon Linux 3
- O}7|EdX] - x86
2 - t2.micro O 4

-0.0.0.0/00{ M ZE 31282| TCP
AZASI0] ZRA| MHE - ELICH

b. EE ZtE MEUo|M ChZ T Qo CHEr HAZEE s{EgfLCt

. .amazonaws.com(&Et AWS MH|A 9| ZALR)
 .amazoncognito.com(Amazon Cognito&)

- .awsapps.com(ldentity Center&)
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https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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- .signin.aws(ldentity Center&)

 .amazonaws-us-gov.com(Gv Cloud &)

c. CHE 2E AFS ML
d. ZSAIMHE BassD ASELIC
e. IS Al M7t 44l C47|5Hs PORTE 7|53 SLcH,
3. ZSA Mol Chet HAAE 5ISSHES 22 BlolgS AR
a. VPC Z2£E2 0|535t04 2lZEt SAE L VDI ZAEN AFEE HEUIQ 2L HO|2E 4
I:|=1ls=ll-|__||:|.
b. BE 441 24780| O EHAlIM MAE TS A M QAHAZ O|SSHES 2t ElolE
g BRI
c. 2UZEHVDIsOl AL BE MEU(QIE N2 9i2)ol 228 EfolEol CHaol relg 4

Zgto|8!l VPC HiZ metOlE MY
0{ M E CloudFormation ElZ&!l0{ EX 1
Ch &2 A48t Zetoly! vPCo| MExo
C}.

t2FOIE &

i gull=

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets

VdiSubnets

4l CHZ7|8t= PORTOIAM €

the section called “1EHA|: M| ZE A|Zl245HoF &L

= HiZst2{™ CFS mtet0|BE BAIE tiz dYstok &L

Input

Use the infrastructure AMI ID created in the

section called “Amazon Machine Image(AMIs)
Z=HJ".

Set to false.
Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.
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ol 2tOl &

[ClientIP]

HttpProxy
HttpsProxy

NoProxy

Input

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123
Example: http://10.1.2.3:123

of| A

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om, kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .

execute-api.us-east-1.amazonaws.com
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HHZ Mol BAT RIZE2S CIREEE £ &LICH

HHE A|ZF: 2F 40~90&

1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation
CloudFormation &2 JLICt.

(® Note
ZE|XE A"ol Jex| =l

2. E&olM HES Al

T
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L|C

_

AWS GovCloud Z|T10] HHZ 3= 232 GovCloud THE|M & (0f: AWS GovCloud(O|= ME) 2
Mol A2 of7))ollH ”EZIZ AlZFELICE
3. HEX mztolHE =EL(c.
o2+ 0|E 7|22k LS
DomainName corp.res.com Active Directory0ll AF& E|=

CHIQILCH 71882 &
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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ot2Ho|E 7|

SubDomain(GovCloud 2t 5
=

AdminPassword

A 04
= o

o| mzt0|Ee 48 2l
o| 74 AMEd AbSto|X|oH
GovCloud 2|7e| < &=+
UL|CH.

SubDomaing A|3 5}+¢
ot2t0|E] 2tof XS =
DomainName 5 At7I 2
LIct M3 =l Active Dlrectory
T HQl o|F2 ot =Helo|
Eluict

Active Directory Zt2|X 2| &
Z (ARt O|& Admin). O]

MNEXtE 27| REAERHE
CHA|o| & CIEEZ[of A
|0 o|F ol ASEIX| ei&L

CH{"password":"somep
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.0l AARIo| A E =
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MQF NS &

LICH

!
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o
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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ServiceAccountPassword

7| o4

]!

N
=

o
>

A 04
= o

[e][]

MHIA AH()2 Mdst
=0 AFSEE 3L
CtReadOnlyUser . O] HH
2 7|30l A+ ELCt,

(o)

CH{"password":"somep
assword"}

0| AAERIO AE =
Active Directory2| &t & S%t
HeT MEE SF6Hok g

L|C.

SSH Z&0|HEE A& St0d
e QIAEAE AFs L

& 1: AWS Systems
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5tod QIAE A AQE
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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LDIFS3Path

ClientlpCidr

ClientPrefixList

7|2k

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r
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A 04
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Active Directory A% 0| &
EAERHE EHAHOIM 71K
£ LDIF 2o Amazon S3
B2 LICt RME LIE 2
LDIF X| 2 &=stM. It
Zt0|E|= HE|E C|HE{ 2|0
02 AtEXIE HM5t= ot

2 0|2 ML &/

ot ele Eed™ GitHuboll A At
88 = Q& res.|dif IS
HZAM L.

AO|Eo]| HMAE P FA
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£ MEHSI T [IPADDRES
S1/32 E M85t EAE
EREO HMAD FHEE =
A&LICH HiZ 0|8 o

O|EE + A&LICH
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n
>
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gf HMAE MSELICH &
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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ut2h0|E 7|12a A
EnvironmentName res-[environment PortalDomainName O| Al
name ] ZE Zd<o0| n2tolEees &3

LHAIM At E = JUZF
HEI Bt ASOH EfOE F
7tst= Ol A ELICE ol&=
RES ABMS MME M AIS
E|= EnvironmentName
ut2t0|e{ 2t Y x|sHoF & LCt.
H’Hod| ofed e+ E 2 HlZ 5=

22 TRk BLICH

PortalDomainName GovCloud HiZ o] F< 0| mot
2tO|E{E =5t X| Ot M A2,
M 2T AL B0 IS A
o Eot XSt =SR2 M
ME[RAELICE.
7AEoil CiEF Amazon Route
532| |2l O|& LICt. O
MEIJAMSEHHER QS
Mot 7| ool M E|ofof
U2 = ELICH AWS Secrets
Manager. AtA| =H Q1 & Q!
S M7t e 4<0| ntzto|
E{ 2 H|® & Environme
ntName = QU&LICH

4. 7150IM BE QIR SOlstn A MM MBI
1EA: MEF AIE
Ol 44449 step-by-step K|l It MBS TAIsHT HISoll hEZ 2t

HHZE AlZF: 2F 60
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12 A4 ME AR 44


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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in AWS GovCloud(O|= AMF)E HizZstE d<0| EE32 AASELICH

® Note

AWS CloudFormation 2|24 = AWS Cloud Development Kit (AWS CDK) (AWS CDK) -+ &0
M MG ELCH

AWS CloudFormation &Z2!/2 9| AWS 0 Research and Engineering StudioE H{Z & L|CI AWS 2
EFRE. ABRE AIESHT| ™ol AA Z7HE SF 8t of gLt

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/cloudformation
CloudFormation 2&& JLICt.

2. HEZE AFELCH

Mkl

o

in AWS GovCloud(O|= AF)& HiZstedHo| BESS AIFELICH

3. O|HEH2 7IEHM2z 0|5 SF(HXILIot §7) 2ol AZFELICEH CHEM £FMHE AlE
otodH 2& B A ZS0iM 2™ MET|E AWS E[THAIS ELICH

(@ Note
Ol MZE2 Al LR oI AFEE 4= ¢1= Amazon Cognito AMH|AE AFSEHLICH AWS 2|
. Amazon CognitoE A& = AWS 2[™ J=0lMHOo| MEEZ Al&fsHof &Lct 2[HE
%Al 7h2 M2 AWS 2|7 al Services ListE 2 & 5HMR2.

HefLIch RtsEHE QF 2

4. TEHOIEolMOl MIE HEX Ol Tat0lElE HE s 1 Tool met £33
AAE M BP9l Blas A0 H HolM Ol2{3 TEHIIEE &S 4 aLch

il nl = 7182k =
EnvironmentName <res-demo> res-, 11Xt O|5}, CHEX} S
O Z A|ZSHE RES 401

XEE 178t olFLICH

12 A4 ME AR 45


https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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SSHKeyPair
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ClientPrefixList
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>
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X.x.x.0/24 EE= x.x.x.0/32
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Z< =2o|3 Seia A8 &
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Ct. $4X X[ == OSeseE
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Windows Server 2019 &
2022(x86), Windows 10 &
11 LICH REAIEH L2
Amazon Machine Image(AMI

s) E=H| EHHE A RSHAAIL.
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AMEE|lE 7| Ho{L|Ct.
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Q  Tell me what you want to do

@ no-reply@verificationemail.com
7 [

File Message Help
1 s, =t - ¥
S lgnore m 'El' @ @ F\ S Meeting M asana — To Manager 2171 [ Rules (E EE FD 5§ SFind A;) Q
Team Email ~ Dane (3 OneNote ™ Related

Qlunk Delete Archive | Reply Reply Forward 2o o 4 = | Move Mark Categorize Follow | Translate Read | Zoom

S Al u Reply & Delete Create New - - [BActions~ | Unesd - Up~ « ) Select~ | Aloud

Delete Respond Quick Steps [ Move Tags [ Editing Speech | Zoom ~
[EXTERNAL] Invitation to Join RES Environment: res-test
€5 Reply % Reply Al —> Forward

[EXTERNAL] Invitation to Join RES Environment: res-test - Message (HTML)

Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello dusteradmin,

You have been invited to join the res-test environment.

Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427557.us-east-L.elb

RES Environment Admin

MBL R 2O0I8t £0|= SSO SZAH0]| GIZEESE & THOMH MdHEE #+ 8 &= U&LICH HIE &
THE HEE MME B XM T A 710|E. clusteradmine £X|S A™ELICE. Ol A INE=XS
o ZZMEE ddstn oid ZE2HMEN ASA E= I8 HHAS 5T + UM 2ZEQ 0| &
EHS 5L RIAMAMHo 2 HIATEE HEE £+ iaLIC

53

2EHA: Mg 232



o4 gl olX|L|o{BI AELC|Q Add a permission2|

MZF LoolE

Research and Engineering Studio(RES)0i|= H™ 4C|0|E 7} H|O[X{IX| Ot o|LAR1X|of k2t MZFS
AClo|Est= & 7HX| &0l Q&L

RESE 2™ 7|8 HA 22| MAHAE AFESELICH HIO|X EElAs ATt ¥ AFESIH, oo 22|
A ZQtt AR AMFHA HSE FIIELICH o € £50{ HT 2024.012 2024'A 10 H[O|X EE2|A
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RESO|| CHt OFo|L] A & 5t X| e &LICt. CloudFormation HIZ2/8 &

o e
H|0|E35t0{ 7| & RES AEIE AH|0|EE 2 Ql&L|CH O|0|EE HIE 57| CloudFormation Z1040]|

M T RES 2t 32| HE S HIELICH RIER AE REOM HHY HEE HE + U&LICHL

i
k=)
m

d

0i: "Description": "RES_2024.1"
ool H™E YOOl E5tE{H:

ol A %4l CloudFormation & 22 CH2 2 =8 L|Ctthe section called “1EHA|: A& Al

https://console.aws.amazon.com/cloudformation CloudFormation 2&& JLILC}.

AEHO| A 7|82 AEHE o} MENSHL|CH 2 E A|Z|0{0F & L|Ct<stack-name>.

1

2

3

4. UO|O|EE MEAgFL|Ct

5. A EHEX TNE MEELICE

6. HEX L2E HES OIU H2EE MEIELICH

7. Ot MEHZ MENSt D CIRRCdt "HESIZ Y2 =L ot

8. AHANSR HE X|Ho|M CtSS MEfEFL|Ct mi2t0|EE Hoo|EE ER 7t &LICt
9. AHEZM P CtES MEAELICEH

10. <stack-name> ZAE0|M N&2 MEHSHL|C}
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https://console.aws.amazon.com/cloudformation/
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=

M&E A7

04X AWS Management Console ==& A& 3501 AWS M| & 0i| A Research and Engineering Studio
£ M7HE = A&LICH AWS Command Line Interface. O] XM& 0 A 44448t Amazon Simple Storage
Service(Amazon S3) HHZg =82 = AtX[sHoF & LICt Ol ME2 EEE HIOIHE XMYe B2

<EnvironmentName>-shared-storage-security-group2 AFHS 2 Z AFA|5HK| oF&LICH.

AHE AWS Management Console

1. AWS CloudFormation 2&0f 23 QIgfL|C}.

2. AE4 I O|X|ofMHO| ME 2| Mx| ABHE MEHEFL|CY.

3. A XE MEfErLICE

AP AWS Command Line Interface

230 AWS Command Line Interface (AWS CLI)E A8 = =X| &lgfLict dx| X|&E2
AWS CLI At AT Q| 2F £1Q]L|7)}? AWS Command Line Interface® & Z5tMI L. AWS CLI £
MBE = A0 MEO|HIZE 2(Ho| Xt AHe R REER=X]| 2 Qs & OIS HAES AL
Ct.
$ aws cloudformation delete-stack --stack-name <RES-stack-name>
shared-storage-security-group 4f&|
/A Warning
NES o|T5tX| 2 OOl £AZREE E53517| 26 7|I2XMo 20| ofd A|AEIE ||
LICH 2ot OF L HAZAE ot A|ABRIE MK S MENSHHE Sl AAER LHol EEHEl 2 E
Clo|E7} 7Moo 2 AK|ELICEH HIOIEE M5t HLE A 2ot 2 &0i ClIO|EHE AMeE st

0| E&LICH

1. o 232! AWS Management Console 5t11 https://console.aws.amazon.com/efs/ Amazon EFS

Z&S YLk

A& AWS Management Console
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Bl MK LIC<RES-stack-name>-shared-storage-security-
group. E= O|2{Et Y A|ARIEZ CHE 2ot D80l Mg sto HIOIEHE RXIE = UELICH

3. 0of 232l AWS Management Console 3t 11 https://console.aws.amazon.com/ec2/ Amazon EC2

Z£S gL

4. <RES-stack-name>-shared-storage-security-groupZ A& LICH.

Amazon S3 H{Z! AHK||

Ol M&= 2 Olo|E{7} & AE|X| & =F AWS CloudFormation AEHE AMK|E 7|2 AXEH 32
x1|.=.01|H ei Amazon S3 HZN(ZEQ! 2|Ho| HHE8)2 | XISt= S FHELICH MES AM7HE
ZF OOEHE EEE ERIt gl AR0IS3HAS =822 AKME = U&Lct ChS HA o et
Amazon S3 HZ!2 AMAIELICEH

1. of 212! AWS Management Console 5t11 https://console.aws.amazon.com/s3/ Amazon S3 &
£2 GLich

==
2. EHAMEFM HAS MEIELICEH

3. S3H3lg 3t&LClstack-name.

4. Zf Amazon S3 HZA g ME4e OIS H|R7|E MEELICH ZF HZ! S H|<{oF &Lich.
5. S3HZE MEiSID MXIE MEHEFLICE

E A873104 S3 HHZ!E AX|5tE{H CHS H- S AWS CLIAIZEFLICE

$ aws s3 rb s3://<bucket-name> --force
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7|8k VDIsOll 23018 £ Q&L EIRlE AWS 2£0|AM csv IHUE AF2510{ 02 AFEXHE AL
A EZR JIMHE 5= QUELICH CHE AFS XA 7HA {2 7(0d| CHEt AEAIEH LH& 2 Amazon Cognito 7HgH At ©F
LHAMS| CSV Tt UM ALE X E2 AMAEX 7HK 7|8 & ZFHMI L. RESE Amazon Cognito 7|8 7|
A&Xt CIHE 2|2t SSOE E/H AM8E &= ULS K| LICH

el -

RES Z2|Xl= Amazon CognitoE AFE XL CIREEI2 A5 RES 2HEE Fdsted™ &4 el
H O|X|ol M HAM|AE = = At BF 2| Holx[e| AL X CIEE{ 2|2 Amazon Cognito AHE |:|-|IE
2 TEELICH AL RHAM| SESHE S 518 5tedT S UE HO|X[oA AR} RHAM| S5 HE
ghefuict,

Identity Management

Identities Management

AWS Cognito Directory

Cognito user pool metadata. Use this for debugging issues related to the Cognito user pool.

Provider Name User Pool Id Domain URL

cognito-idp [F us-west-1_CTi3SJMAD [ https://res-cafar-gefS9aa3-ff5a-4e94-8938-

76861e1ef7c1.auth.us-west-1.amazoncognito.com

Provider URL
https://cognito-idp.us-west-1.amazonaws.com/us-
west-1_CTi35]JMAD

Use AWS Cognito as user directory

@ Enabled O
User self registration

ASXE 7tz 2l

ol

=2
=

AMEX A& S50l HEsE B2 ASX0oH & ofZ27[0lMHe] URLE MBE + U&LICH 047]0f
M AERHE OFE AAEXRL7E OfLIALIM?EHE EME HE + A&LICH 047[0i| M ZH UL
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

U )

Password
Enter your account's password

[ )
e D

Forgot Password?

Not a user yet? Sign up here

Verify account

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

el &

Ojn

OFE| ALSRF7} OF @ AMEHBH AL RE 047(0fl 7HU5HH HIBIS A OlH|Ynt
AIR|7+ EAIEILICH
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Create account

Email

Password

[ )

Minimum 8 characters with numbers and special symbols (@#$*&)

Re-enter password

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

7t 2 8o| UF 2 ALEXtol|A o|H Yol = AlE &l FI=EE 350 71 Z= Al

HIAIX|Z7F E AIELICH

AE 2EStEtE
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Verify email address

To verify your email, we've sent a verification code to your email.
Email

[ )

Verification Code
Enter the verification code

{ ]

Resend verification code

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

REA| 7Hol HIE HStE A2 AL Ao A 7t @371 EA|E[X| A &LICH BEIRl= RES 2|F0f M
Amazon Cognito2| AF&XHE 443l oF FLICH (Amazon Cognito 7HEXF SHLHA{ O] ZtE|XIZ AFE R} H|

& MEE HTSMR)
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ J

Password
Enter your account's password

[ ]
e )

Forgot Password?

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

2301 Ho|X| &M

SSO2 Amazon Cognito7t 25 &435tEl 32 =2 SSOZ 210! SMo| EAIELICH AFSA7L Y
£ Z 25l SSO 2121 Ho|X|2 CtA| ErREELICH Z[2XM2 2 AL& A= Amazon Cognito7}
gl & B2 Amazon Cognito2 Q& gtL|C}.

ok o
0X I
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Research and Engineering Studio

res-new (us-west-2)

Username
Enter your account's username

[ )

Password
Enter your account's password

[ )
. aw D

Forgot Password?

Not a user yet? Sign up here
Verify account

Sign in with organization SSO

Copyright 2023 Amazon Inc. or its affiliates. All Rights Reserved.

Amazon Cognito 1§ O|&2 =ICH 6Kt == U2 LAZ KRB S{EELICEH

Amazon Cognito 7t 22 ALEXt O|F 0| S LS X|B ZHIQl FATFCHE F 7HO| O|HIY F4AE §E
St X| ef&Lct.

Active Directory?t Amazon Cognito7t 25 &43tz|o{ /1 A|AEIMH 55 AEXL 01§ 2 & X|st
& Active D|rectory A}-‘E’-X}DP elEe = &LIct BE|XH= Amazon Cognito2t Active Directory 7F
of 55 ARt Ol Mt K| A= F ZX|IE FsHoF LICE.

RESE Windows /A EIA 0] CHE Amazon Cognito 7|8t Q152 X[t K| &t 2 2 Cognito AHE X}
= Windows 7|8t VDIsE A|EtE 4= Qi&LICEH
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Amazon Cognito AFEXt2| ZtE|Xt O &

ﬂIIO

7|22 2 RESE admins & #2|Xt HEF LHol A Cognito AHEXHof|AH| ‘HetE F 047 LICE Cognito
0

admins &0 AFSXIE F7}5t2{H

OII

1. Amazon Cognito £ 2 0|5 35l04 RESO| AFEX|E 7IE AIEX E2 MEELCH

2. A-SX el otgie] IEC R O|SEHChE a8 Mes MEtghLct

3. IE ¥¥ Holx|el 2& ol§0E =2ELICtadmins.

4, M3t admins J&E MEStT T E0| ALE AL F7HE MEH5104 Cognito AHEXHE FIHELICE.
5

of (2l Cognito S7|3E =822 AR ELICIS 7|3

Amazon Cognito &7|8t01| 243 5t™ admins I &0 F7+E! AAS Kol Al 2R HEH0| Fo{F LT,
S715t

RES= O§A[ZF Amazon Cognito2| AFE AL 2! O & HE e} CIO|EHH[0|AE S7I8H gL ct "B e2lx 1
g0l £8 2 E A& X0l A= VDIsoll sudo Heto| Ho4E L|CH

Lambda 2£0AM 822 S7|3E AIEE £ USLICH.
S7|3t Z2ZMAE =822 A|ZFEFLICH

1. Lambda 2£2 LICt.

2. Cognito §7|3} Lambdag& ZAMEfLICH O Lambdas BH 22 [HEL
CHRES_ENVIRONMENT_NAME}_cognito-sync-lambda.

3. HAEE MEHELICE.

4. EHAE OHE MMM RLEZ AHO|HAE HES MEELICH O|HE BEZ A2 535X

of&Lch.
Cognito2| E ot 124 AMg
20244 128 & 2|4 O[T 0= Amazon Cognito Plus &2

2 EMEE|URELICH RESE A|E5teiE 1ol HI8S
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Active Directory(AD)2} #21El 2= CFN mlZl0/EE M| Sof ME{ AFglL|ct.

Active Directory details - Optional
ActiveDirectoryName - Optional

Please provide the Fully Qualified Domain Mame (FQDN) for your Active Directory. For example, developer.res.hpc.aws.dev

[ Enter String

ADShortName - Optional
Please provide the short name in Active directory

[ Enter String

LDAPBase - Optional
Please provide the Active Directory base string Distinguished Name (DN) For example, de=developer,de=res,de=hpc,de=aws,de=dev

[ Enter String

LDAPConnectionURI - Optional

Please provide the active directory connection URI (e.g. ldap://www.example.com)

[ Enter String

ServiceAccountCredentialsSecretArn - Optional
Directory Service Root (Service Account) Credentials Secret ARN. The username and password for the Active Directory ServiceAccount user formatted as a username:password key/value pair.

[ Enter String

UsersOU - Optional

Please provide Users Organization Unit in your active directory for example, OU=Users,DC=RES,DC=example,DC=internal

[ Enter String

GroupsOU - Optienal
Please provide user groups Oganization Unit in your active directory

[ Enter String

SudoersGroupName - Optional
Please provide group name of users who will be able to sude in your active directory

[ Enter String

ComputersOU - Optional

Please provide Organization Unit for compute and storage servers in your active directory

[ Enter String

DomainTLSCertificateSecretArn - Optional
AD Domain TLS Certificate Secret ARN

[ Enter String

EnableLdaplDMapping - Optional
Set to False to use the uidMumbers and gidNumbers for users and group from the provided AD. Otherwise set to True.

[ Select String

DisableADJoin - Optional
Set to True to prevent linux hosts from joining the Directory Domain. Otherwise set to False

[ Select String

ServiceAccountUserDN - Optional
Provide the Distinguished name (DN) of the service account user in the Active Directory

[ Enter String

Active Directory 7|}
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HEFRQIo] M ZE 22t & & ARN(O{: ServiceAccountCredentialsSecretArn EE &
DomainTLSCertificateSecretArn)2| ZL RES7I EHoF &5 7t 218 + e HEE YopdH
Hot ef5oi CtE e} E Fotstof ELICEH

+ 7|: res:EnvironmentName, Zt: <your RES environment name>

« 7|: res:ModuleName, gf: directoryservice

H ZE = 2 = Of|efEl Ot |SF(AlZHY | &t AEHElL[CH ALS

U ZEHO| ZE AD 78 HHI0|E= o E CHE AD S7I3HAIZHE) B0l RIS 2 MEIE A
= Me v{745 = FA] SHOE & 2 ol&aL|Chod: Ct= e 2

A= AD 782 #H48H & SSOE CHA| T+ ddl{oF & &= QU&LICHOi: CHE ADE HMEsteE 8.

x | & 1 = = n 2| (=) I{ XISt A& OlA |
Z7| x| & #ElRts AHE 58 22l Ho|X|2l RES & ZEHHM AD 748 EHL HEE &= U&L
Active Dire:tnry Domain z Start AD Synchronization
Configuration setting for a specific AD domain Latest AD synchronization completed at 3/5/2025, 3:01:16 PM

Domain Name Short Name (NETBIOS) LDAP Base
corp.res.com CORP de=corp,dc=res,dc=com
LDAP Connection URI Service Account User DN Service Account Credentials Secret ARN
|dap://corp.res.com arn:aws:secretsmanager:us-east-
CN=ServiceAccount,0U=Users,0U=CORP,DC=corp,DC=res,DC=co 1:905418417732:secret:CredentialsSecret-res-deploy-
m RESExternal-GZBJSY|BLAW4-DirectoryService-1AUMFPSAPKVGE-
TvYM7Q
Users OU Users Filter Groups OU
0OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,DC=com - OU=Users,0U=RES,0OU=CORP,DC=corp,DC=res,DC=com
Groups Filter Sudoers Group Name Computers OU
RESAdministrators OU=Computers,OU=RES,OU=CORP,DC=corp,DC=res,DC=com
Enable LDAP ID Mapping Disable AD Join Domain TLS Certificate Secret ARN
true false

Active Directory & 7%} 67
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Active Directory Synchronization

Active Directory Name
Type the name for the Active Directory. It does not need to match the portal domain name.

[ corp.res.com

Short Name (NETBIOS)
Provide the shart name for the Active Directory. This is also called the netBIOS name.

[ CORP

Service Account User DN
Provide the distinguished name (DN) of the service account user in Directory

[ CN=ServiceAccount,OU=Users,OU=CORP,DC=corp,DC=res,DC=com

Service Account Credentials Secret ARN
Provide a Secret ARN which contains the username and password for the Active Directory
ServiceAccount user, formatted as a username:password key/value pair.

[ arn:aws:secretsmanager:us-east-2:992382841930:secret: CredentialsSecret-BI-Dire ]

The secret should contain the username and password in the format username:password.

LDAP Connection URI
Specify the connection URI for the Active Directory server.

[ Idap://corp.res.com

LDAP Base
Specify the LDAP path within the directory hierarchy.

[ dc=corp,dc=res,dc=com

[C] Disable Active Directory Join

To prevent Linux hosts from joining the directory domain, check the box. Otherwise, leave in
the default setting of unchecked

[CJ Enable LDAP ID Mapping

Determines If UID and GID numbers are generated by 555D or if the numbers provided by the
AD are used. Check to use 555D generated UID and GID, or uncheck to use UID and GID
provided by the AD. For most cases this parameter should be checked.

Organizational Units (OU)
Provide the Organizational Unit within AD that will sync.

Users OU

[ 0OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,DC=com

Groups OU

[ OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,DC=com

Computers OU

[ OU=Computers,0U=RES,OU=CORP,DC=corp,DC=res,DC=com

Sudoers Group Name

Provide the group name that contains all users with sudoer access on instances at install and
administrator access on RES.

[ RESAdministrators

» Additional Settings
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27} M
.u.|E.|
ZERt= AR EHE] Y O & EEe SME AE5t0 SVI3HE AIEA E= OES EEHTE = USL

Ch. ZiEB{= LDAP ZE # =& etok gLt ol 2 e ot 2 &Lt

(sAMAccountname=<user>)

AERH XI’d SSSD 1tk O|E

2| A= SSSD mEtO|Eet gt2 X & dte 7I-2t mHof A2 MB350 Ee{AE QUARAN M SSSD
T oo [domain_type/DOMAIN NAME] MMof & £ /U&LICH. RES= SSSD HHI0|EE xS
o2 MEgLICL &, 22{AE QAHANM SSSD MH|AE CHA| A5t D AD S7(3t Z2MAE E
2|74,

S 7bR| LEFAel AAE R XY sSSD MHE 2 chEat Z &L

* enumerate - C|HEE| MH|AC| HE ALK A O & 52 FHotcdH true'2 AEELICH HIE
Mt AL RFel K 23010 FA| x| 4 gLt

« ldap_id_mapping - LDAP/AD AFE X 2! & IDsE Linux A|AE
e 2l7ilo|Mnte| 3 &40

o1 'true'2 AHELICH 0|8 g 8&st™ 7|&E POSIX 23 EIE
&8 =+ UL

ol 24 UIDs ! GIDsOo1| O & 5t
(oT= |

SSSD 7+ utod| cHet A B 22| Linux B H|O|X|E & ZEStM2SSSD.

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ 2

Key Value

[ 2

C Add Parameter )

SSSD mFzto|E] 2! ZHe 047|0of AHE CHE RES SSSD F+A41} S 2H%|o4of &FL|C}.
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* id_provider= RESO| olalf LiF Moz HYE|H +HsilAME o ELICH

« ldap_uri, ldap_search_base 1ldap_default_bind_dn Z!& Z &St AD 3 3
ldap_default_authtok2 NS E CIE AD Mg 7|¢te 2 MYEIH +HallHe o ELct.

CHS o X0 M= SSSD 210 Cist Cle{2 £&F S & M35}

Additional SSSD Configuration - optional
Provide additional SSSD configs for your AD domain.

Key Value

[ true v ]
Key Value

[ true v ]
Key Value
[ debug_level ] [ OxFFFO ]

Remove

( Add Parameter )

Z7|AD S7|3t ¥ o|HY 4d|0|E(2025' 9& & 2lA)

A C|MEZ AH2AFO| O|HY =ATF HAS 74 BEKH= AD 57|52 2502 AL HZA
Aol Z2leir|o{ RESOH| S7|38HE [H7F K| o 2FEI CFS AD S7(3HE 7|CHE = /U&L]CH
S7|SE 822 A|&SHHLE X[t B (R 2|4 2025.03 O] &)

104 AD 7|3t 2|:|IIIHI:§ E3|738tL|C}.
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Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

P

tol
M

21 AD S7|
L|C}

82
% 0%

Active Directory Domain ./

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping

true

Additional SSSD Configuration

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,OU=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Start AD Synchronization

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,0U=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

& X|5t24™ Active Directory =MH|Q! Z1E{| 0|0 AD 713t SX| HES M

AD Synchronization in progress... Stop AD Synchronization

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,0U=CORP,DC=cor
p,DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

Latest AD synchronization initialized at 2/20/2025, 3:20:19 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN

arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISyIRg

Groups OU
OU=Users,0U=RES,0U=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Active Directory & 7%}
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Active Directory = H| !

57|35

Active Directory S7|3} L2 M| A7} Cluster Manager QI Z 2} SAEM|A BHIZIREQ
Amazon Elastic Container Service(ECS) 22 2 O|SEI/R&LICEH Z2MA
£ o2 |of Qe TI# B9l <res-environment-name>-ad-sync-cluster 2

Amazon ECS 2£0|A A3 2 ECS Y a2 &= USLICH

Active Directory Domain .~

Configuration setting for a specific AD domain

Domain Name
corp.res.com

LDAP Connection URI
Idap://corp.res.com

Users OU
OU=Users,OU=RES,0U=CORP,DC=corp,DC=res,D
C=com

Groups Filter

Enable LDAP ID Mapping
true

Additional SSSD Configuration

AN =
+502 4

ujn
0%
ofr

TSSO Z AZ5tE{H:

-_—

N

Lambda 2£ 2 0|535l0{ 2t=
sync.

Lambda &+E @41 HAER
o
[ ]

o
T
m
o
0]
©)
L
n

e o[l AD S713 &

EfQ}t %[0 S7

Short Name (NETBIOS)
CORP

Service Account User DN

CN=ServiceAccount,0U=Users,O0U=CORP,DC=cor
p.DC=res,DC=com

Users Filter

Sudoers Group Name
RESAdministrators

Disable AD Join
false

"detail-type": "Scheduled Event"

BAEE MEHSFLICEH

AU&LICH.

Start AD Synchronization

Latest AD synchronization completed at 2/20/2025, 3:21:00 PM

LDAP Base
dc=corp,dc=res,dc=com

Service Account Credentials Secret ARN
arn:aws:secretsmanager:us-west-
2:590184128708:secret:RESServiceAccountCrede
ntialsSecret-ISylRg

Groups OU
OU=Users,0U=RES,OU=CORP,DC=corp,DC=res,D
C=com

Computers OU
OU=Computers,OU=RES,OU=CORP,DC=corp,DC=
res,DC=com

Domain TLS Certificate Secret ARN

Fe 2 (224 2024.12 &1 2024.12.01)

o3| Ad

= qA|ZtoiCh AlSE |
Z2{AE oteieol

LambdaS® ZHMSlL|Cl<res-environment>-scheduled-ad-

Active Directory S 7|3}
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5. CloudWatch - 21 1 & -0|A A&l S AD 7|3} 2tde| 20 E 5t
Ct/<environment-name>/ad-sync. A& 501 Zt ECS &do| 27t ZA|ELICL EOE &
oM 7 & 2|2 E MEfELCH

(® Note

« AD ILIZtO|E{E HE35I7HLE AD EEE F7I5tH RESE MZ X|H™E mie2t0|EeE 1245404
M AIEXIE F7 Péh_ O|Foll 57|53t Elo{ f 0|4 LDAP M Z7tol| =& E|X| ot 2 AL Xt
£ M7HELIC

. RESE Z2ME &4

Mo=Z2
FoM MHSHES ste{H =

= ALZRHAEE MHE & Si&LICH RESTHALSALE &
E

StCH
SZMEO|M AP XIE A|748H0F & L|C}.

SSO +4

AD T’ 40| MSE F AHEXt= RES # 3.—5 o+| AD AMEAtE 2QIF += QL& SSO(Single Sign-On)
E Mdd™sfiok &Lt SSO #440| Y % Ho|X|o M M At BH 2| HOo|X|2 O|SEIR&LICH

SSO Mol CHEr RhMIEH LHE 2 Ad% ZotMRAE B 2.

IAM Identity Center& AF& 3104 Single Sign-On(SSO) A™H

2| Active Directoryoll @1AE! ID MIE{7} O &l Qi B 2 AR ELICHEHA: Xt 38 M HF.
2| Active Directory2t @1AE! ID MIE{7} 0|0| U= B 2 AR LICH2EHA: Xt 5 F ME{of o
74
=.

(@ Note

GovCloud 2|30 Hi Z 5l= Z < Research and Engineering StudioS AWS GovCloud (US) HHi
23t ItE|IM A Ho M SSOE ™ gfLich.

1CHA|- Rb74 =24 MIE| A X

— O - = O

IAM Identity Center & 433}

1. AWS Identity and Access Management 2&0{ 22018 L|C}.
2. Identity CenterE iL|C}.

IAM Identity CenterS AF23t0{ SSO A% 73
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zz|
i Active Directory0ll IAM Identity Center 2123

2
=]

=1

® Note
k2|

4.

a1 -

) N

- <

N =

2 E

ol -

o (=

£ =

| i z

[ &l 00

o L <

. ol H 1

8} o ot T

HH,H zl il W

o ol . &l hhd

1 N [ 5 iio

ot i 2 I i}

iy ) iol S 10

T 4 i 2 e T

Ld T O”= b= [H] u IDI

%0 Ko i 3 - I 2 3

o N u wl = T . _._._ﬁ pa OM
K0 ¥ T (@] < ol 77 oI <

Tl ol v} —_ = 4 © <+
M oX < = w3 o

= < 3 7 = Fo il

O__H _I_m - - W < ._oH— - K n

s | .AL o ) ¥4 = T

O 3 e ol & oo Kon

3 <0 L2 K= X0 H

I T - S = I e

oo Ay w3 2 B0 0w

0 kg o Wl o = P~ =y

meow oo o[ o TEWyog R

s N IR S ol 2 x 3 3 M g

.H PUIERY! ™ Wl Aol |n_r ._._rpL < <0 T w1 Wl Pl =

S x4 o wm o X ko s @ @ oo

O T ® @ I w0 I m_romo O OH T X T %o H

Z % KO gy X K < T T owom oo < @

5 ¥ ok oor 4 T X ol 20 g0 ~ o1 RO N

S W w ~ o B O ﬁ%k%%x.%:m%

= < g

74

Ct.

=H 3L

EHS}

=
(=]

A

FRH7HE M

2

A+&3t04 SSO

=

AlElH ST

v

L

IAM Identity Center



o4 gl olX|L|o{Bl AELC|Q Add a permission2|

AR & gEt

1. HFoM AFERIE MEdEFL|CH
2. HMNAE HYslsted= AHERHE)E =T LICH
I.

o
3. ALK ML HAE ME

2CHA|- X4 Z & MIE{of 914
IAM Identity Center0i| A OHEZ 2[7|0|MH A7

IAM Identity Center 2& & LIC}.

[Applications]& ME4&FL|C}.

OHZ 2|70l F7HE MEHEFLICE.

A 7|8 ™ol dYs5tei= ol E2|7H0|M0] U&LICHE MEIELICH

OfZ (70| &M SAML 2.02 ME4FFL|CH.

CtS2 MEdghLict

ArEsteie EA| Ol B S =IgLict.

IAM Identity Center H|E}H| O|E{0{ A IAM Identity Center SAML HIEIC|O|E] mHIo| 21 & S AL

LICH RES ZEZ IAM Identity CenterS 71448 1 2 &L|Ch.

9. OHEz[AH ol S0l ofZEE[FH 0l AR URLE 248tLICH 0 € £0{ <your-portal-
domain>/sso&lL|C}.

10. OHEZ2[#H 0|44 ACS URLMAM RES Z& 9| 2|C|HM URLS = LICt 0|8 Hog{H:

© N o o bk~ w0 D=

d|

a. &3 azloM et d-Ee MEiELICE
74 E
74

=
b. XA 5T =4 HE MEHELICH

>~|

=

S
c. Single Sign-Ont|A SAML E|C|EM URLE &2 = UELICH

11. OfZ 2|7 0|44 SAML CHAF0 A Amazon Cognito URNS 1248t L|C}.

URLEZ MA52{H:

a. RES ZEOM Lt MHES LTt
b. A4 5H SZA oM AKX E IDE & &LICH

c. Ol EXrLol| AER & IDE F7HEfLICH

urn:amazon:cognito:sp:<user_pool_id>

IAM Identity CenterS AF23t0{ SSO A% 75
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12. Amazon Cognito URN2 /2%t * X|ES2 MEHFLICE

of Z2|7|olMof CHet &4 o1& 74

—

Identity Center0f| A 4G E ofZ2|7i0|Me| MF HEE HLICH

2. HUS MEIE OIS &S OfE HE S MEiEhL|Ct

3. AN=0f ${user:email}S =EtL|Ct.

4. YA0|M emailAddressE MESEILICE

5. M &4 oiE F7HE ME{ELICH

6. OHECZ|ZHo|Mo| ArE At £ 'email'e YUZIELICH

7. 1AM Identity Center2|0| ZAt 2t = AHSAH &80 BHEHME 2T LICt${user:email}.
8. 4ol M 'unspecified'E I24EfLIC

9. WA ANE MES MEELICH

IAM Identity Center2| O & 2|71 0| Mod| AL& Xt F7}

1. Identity Centeroll M U4 & o ZE(F[O|MH0 € E ALSAHE L ALSAH ET S MEHELICH
2. OHEZZ[7|0|ME HHAE ST MERE ME4ELICH
A

3. ALSXHIEE MEiFLICH

1. Research and Engineering Studio 39| &4 2o A et M-S duct.

2. X3 EYE ISR &S Lot
3. Single Sign-OnollAM HE(AEH F)S H=HEFLCt
4. CI2 HEZ FAg ZMEEHLCH
a. SAMLS MEHEfLICE.
b. Z At O|F 0l At XA £I=5E O|F S YU2dFLICH
c. MHEHOIE BEAM HEZQIE URL 24 MEREFL|CE
d. 30| SASt URLE 238 LICHAM Identity Center0f| A O Z 2|70 M.
e. IS OlHY £40f 'email's U23FFLICH
f. XES MEHFLICH
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5. HOIX|E MZ x| SEf7} ZEsE Aoz EAZ=X| FELICH

EI2A 7Y

Ol

Single Sign-On(SSO)& I8t A+

Research and Engineering Studio= 2E SAML 2.0 A}4 5 &2 X2t S8 zlo{ RES Z&of CHst
AZR HMAE QB ELICEH O] EFAHME MEHEH SAML 2.0 AHH & S ZAtet S&6te XIRIE A
SELICH 1AM Identity Centerg AtE3stiie B¢ MME HZESHMHLIAM Identity CenterE AHE 5104
Single Sign-On(SSO) AH.

(® Note
A& X2l o|HIY 2 IDP SAML 04441} Active Directory0ll M 2 x|5Hok & LICH X134 SH 22
XHE Active Directoryol 4235t AFEXHE F7(Me = S7|55H0F &LICH.

|

- AHBF ST

s AH BESENE ASSFH TS RES

- HEZ2HM 8 H0|M X123 3H 22X 74
« SAML IdP =X C|HZ

N e R P =

nE
o

0

2= X4 =AE Fdsts BHE M3E

ol
OH
M

O| MlAd0{ M= RES Amazon Cognito AFE X} Z 9|
L|C}.

1. RES= RES 2= Y Z2MEof HMAE = U= ALSX Rt FFH0| A= ADAWS 2 2|- AD =
£ XA Z2H|XFE AD)7F Ut 7HEELICH ADE AHH 5E MH|A SZ Aol (AZA5H D AR

XE BHE STIFELUCH ID MS3YA el MHME =elstod ADE 45t A8 X IDE S715 56t
£ g g gdolELICH 0ol & S04 AFH8 AWS IAM Identity Center A& X Q| Active DirectoryE ID A
AR NES HEGAMLR.

A (IdP)MI M RES& SAML 2.0 o Z2|7i0|ME 7 ELIct o] £ 4ol= CtF metolE 7t

N
H o
O >
2 g
EII.?_

HM URL - IdP7t MH|A SZAt0od|AH SAML 2.0 822 EUi= Ol A& st= URLEIL

w
>
<
—
o
i
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@® Note
IdPo]| It2F SAML Z2|C|3M URLS| O|E0| CtE £ & LLCt.

« OZ 2|7 0|M URL
. 0{AM AH|XF AH|A(ACS) URL
« ACS POST HIQIZ! URL

URLE 7} 2B{™
1. & 2|X} EEE clusteradmin@ 2 RESO| 2 2lghL|C}.

2. @ el"dit 48 "R 58 S2X 2 o|SELICH

—

J|)|I

« SAML CH& URI - MH[A SZXt

@® Note
IdPO| [T} 2} SAML CH4F URICS| O|£0| CIE = l&LCH.

» ClientlD
« OHZ2|7 0|M SAML CHA
- SP QE{E| ID

Ct Aoz 23g MSE LI

0jo
0ok

urn:amazon:cognito:sp:user-pool-id

SAML CH& URIE & oB{H

1. 22|k} EE= clusteradmin@ 2 RESO| 21918t L|C}.

2. BZBE" UM 8Y "X Y ZIXE oS ELICH

SAML CH& 7HA| 2] 1R IDRILICE.
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3. RESO{ HA|El SAML o{A&Mof&= ClS ZE/Z8|Q0| A2 XS O|HIY FAZ MEE|o{ QJo{of &
LIC}.

« SAML #A| EE= NamelD

« SAML O|HI&

AML ool E=/2eUE FIHELICH RESOI|= 0|28t

FoII
rr 1l

o= SA
Lict. CHR 2 0 BSAHE 7IEHMOZ 0l WEE ISR MSLICH TAIsHoF sHe B2 o
TS Y U S HZAML

« AudienceRestriction -& £ MM LICturn:amazon:cognito:sp:user-pool-id. user-
pool-id& Amazon Cognito At& Xt £9| IDE HbELICEH

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« 8% -8 InResponseToZ MMELICthttps://user-pool-domain/saml2/
idpresponse. user-pool-domain& Amazon Cognito A& X} E290| THIQ! O|E 2 2 HIEL
Ct.

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
ml2/idpresponse IEXZQIEQ} #Ei SAML 2

« SubjectConfirmationData - AF& X} & sa
MEc.

IDInResponseTo= Recipient

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

+ AuthnStatement - CtS1} Z0| +d&LICt.

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ2"
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SessionIndex="32413b2e54db89c764fb96ya2k"

SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML OHEZZ|70|MH0i| 230t URL EEV} lE 42 2 d™E#LCl<domain-url>/saml2/
logout.

THQ URLE 7tX{2E{H

1. P2|X} EE= clusteradmin@ 2 RESO| 2318 L|C}.

2. 4ot dE A E 5 S2XE oS ELICH
U

3. EHel

ol

6. IdP7F Amazon Cognito2+2| A 2|2 st7] {lall ME UBME =5

= t= 22 Amazon Cognito
ME IEME CH2Z2E5104 IdPO| Y2 =& Lt

MEOIBSME 712 e ¢y
1. Amazon Cognito 2£& LIC}.

I X £2 040k & L|Clres-<environment name>-user-pool.

A WO DN
o
q
o
o
o3
I

27301 Mol M Q1B A 278 MBI
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Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive
Email

Federated identity provider sign-in (1) nfo @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v
(@) idc SAML 2 weeks ago 3 hours ago

0| 21Z ME A+E35t0q Active Directory IDPE %5t 11,E F7Ist1relying party trust,
O| AlZ| S ALRFOf CHEF SAML R[S EM3HE 4+ UE

® Note
O|= Keycloak & IDCOH|= MEE|X| f&LICt

5. OiEZc|7o|d dHo| 2tz &[T SAML 2.0 o= (7 0]4 HIEIH|O|E XML EE= URLE CH2
EgfLict Chs EHol M AFS LI
AHH 58 SZAE AMESHESF RES T+

RESO]| CH8t Single Sign-On A& 2= 5t2{H

=

2| X} EE = clusteradmin@ 2 RESO| 22918t Ct,

N
ok

B3E el det B8 K E 58 22Xz o[SE LI
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Environment Settings

d man

Environment Name

@ res-gaenvi

Identity Provider

General

Provider Name
cognito-idp

Network

Managers Group Name

managers-cluster-group

Single Sign-On

Status

3. Single Sign-On0ilA 2B} E A[7]| @1o| TE] ot 0|2 E 4EH5}04 Single Sign-On 74 H[0|X[E &

LICt.

Identity Provider

AWS Region
us-east-1

Directory Service Analytics

User Pool Id
@ us 1_reuFsm [

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
P re

Metrics CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12
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(@ Note
CtS OI&2 S8 &lX| ef&LICt
» Cognito
* IdentityCenter

c. MEHO|E] 2M AA0M MA3t 8 S MEHSI T HEIH|O|E| XML EME 2 =5 HL &}
4 5H ZZ X2 URLE NZErLICt.

d. S=A O|HY £dof HIAE ZHE =FLICtemail.

274 M H|0|X|2 CtA| 2E&LICH 7440| 2HFE ™ Single Sign-OnO| EA48HEILICH.

I
r
0
[
0

NBE 2 BAAE AI235l0 H|Z2EHM RES 748 MMstn IAM Identity CenterE X3 5 3
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r
o
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. 54 HES HEE B DynamoDBM|M <environment name>.cluster-settings EO|S
£ dollo|EsHok g LCt,
a. DynamoDB 2&2 @1 B MoiA E|O|2 S ME4FLICE
b. <environment name>.cluster-settings EfO|E2 &of MEiStD 2 MM &S
SMES MENELICH
c. €5 AWM EE= FE|o|M ZE{Z 0|S5to4 CHZ m2t0|EHE ULt
« £ 0|F - key
« % -identity-provider.cognito.sso_idp_provider_email_attribute
d. al=™s MEfgL|ct
7. HtEtE E=0|AM identity-provider.cognito.sso_idp_provider_email_attribute
EXLEg 3t WES MEHEI04 Amazon Cognitol] 173 A& Tt UX[SHE S EAILE £ EHL
Ct.
SSOB NABE 224 74 85



Q7 A AX|L|o{E AREIR Add a permission2|

[

I ¥ Scan or query items 1

[ O Scan ] [ O Query ] ‘
Select a table or index Select attribute projection ‘
{ Table - res-jan19.cluster-settings v ] [ All attributes v J
v Filters (B

N
Attribute name Type Condition Value

(O\ key X] [ String v ] ( Equal to v ) [ identity-provider ) ( Remove )

Add filter

@F
Run Reset
~
[ © Completed. Read capacity units consumed: 13 X
S/

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ) 8 1 & X
@
Enter any string value.
O key (String) v | version v
(J  identity-provider.cognito.ss Cancel B > L 1

SAML IdP 24| C|HZ

SAML £ZX{7| - Chrome E2}2X{0f|0]| XS AlE3510{ SAML 23S £X35l 1 SAML o{MdM Zte &
oI5 £ QA L|Ct AFMIEH LHE S Chrome & AE0{2| SAML-tracer® X 35HM Q.

SAML 7Hg R} =7 - OnelLogin2 SAML Q1Z T E g2 Cl2 Y5t SAML o{dMo| H4 ZEE 20
st O Ar8e &= /= E7E MBS LCH REMEH LHE 2 OneLogin & AFO|E Q| Base 64 Decode +

O =2 T AN
InflateE & X 5HAM|R.

Amazon CloudWatch Logs - CloudWatch LogsOllAl RES 212| 2F = A1 E &ole = &L

Ct. 2= 0| "Aol 23 a&o| YU&LICH/res-environment-name/cluster-manager.

Amazon Cognito A A - Amazon Cognito2t2| SAML & &oll CHEH REAl
Cognito 7HE At QHLHM Q| ALE R} Z0f| SAML At EH J

1. Directory Service &0 MM El ABHO| C|HEE|E MEFLICH
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://www.samltool.com/decode.php
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
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2. M HlmFolM AHSA &5 RHMEHES MESEHLICE
3. AIESXE MEistT M 2= E =FLct
4. 2&E MEHES M=igLCH
St EH 2l A
AR RE THQIE AFE5te B ZEO| #l 2 VDI BES XM E 519 TH Qe MHstof &
L|C}.
® Note
GovCloud 2|™Moi| HiZ5t= 22 THIQ HER S AR Q¥g s ARSE 48 THE[M HHo|
M ¢l oiZ2|7io|MH 2 vDI 3t =HIQIE MY ELICct

1. Route 53 2&& dL|ct
2. MMEHEMHQI2 Fot ZE MMHS MEIFLICH
3. HZE= o|EczZ "Yg 2dstLict.
4. BHIE KRYSE CNAMES MESEHLICEH
5. &to =7| o|H Yol 22 23 E U=IFLICE.
6. HIZE= MYS MEdELICH
7. "of CHEt HIZEE MStE{T NLB FAE AMELICE

a. AWS CloudFormation & & iL|C}.

b. <environment-name>-vdcS MEHEFL|CI

c. CIAAE MEHSITE YL|Ct<environmentname>-vdc-external-nlb.

d. NLBO{A{ DNS O|& & S AIEfLICE.
8. Route 53 Z&2 ¥LICt.
9. EHQlg ot HZE Mo Mgt
10. SlZE O|§HE L™ ELIChvdc.
11. A2 E & (Record type)olA{ CNAMES MEHEFL|C}
12. NLBOi DNSE =38tLct.
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/route53/
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m \J

|2 2 RESE ZMHQl amazonaws.com At&3t04 OfE 2|70l 2= WHMOM & Z=HE 54
IBtLICH AHA| ZHQIS AFEEtE4T AFERE7F MIZ3H7LE AWS Certificate Manager (ACM)0lM 273
8t I{E 2| SSL/TLS CIBAME T35l of FLICH ACME ALE5tE B2 Z2210|HEQ 2l MH|A ZAE
Ztof SSL/TLS AM'dE ef 3 35t6t7| fl8l metO|Ee 2 MSsHok 5HE AWS E2laA O|F S & EuCH

0

r

® Tip
QI8 B|AA OE IF|X|E HIE 5= BR0M 2|F E|lAA AERHES HIEZE
PortalDomainName [} MEHSH = 1|12 01| Q245H0F SFLICIR|E 2|AA AAd

ASRE K| THIQlol CHEE 2B ME Addatedw:

1. 22£0|M AWS Certificate Managerg &o{ HE2| QIZMHE @A EtLICH GovCloud 2|70 HiZ
5t= A< GovCloud IHE|M A ™| QIS MHE A dstL|ct

2. HEE QEM RYES MEiStD OS2 MENEFLICEH

3. EHQl O0|&0iAM *.PortalDomainName L 250 CHEt QB MHE @& EL
CPortalDomainName.

4. HB YoM DNs HdEE M=

5. QLES MEiFLC

6. CUBM FEM QLEE QUABME QLICt. 2 AUBME A8 ERf & JEIE #&Ltt

(® Note
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https://console.aws.amazon.com/acm/home#/certificates/request

047 2 QIX|LI0JY ARC|R
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GovCloud 2|™0f HHZ St B
A5l HEZ S AE! 340

o{of g L|C}.
8. M 215X ARNZ SAtsto{9| mt2tO|E 2

Amazon CloudWatch Logs

Research and Engineering Studio=

72 EE 7|2 O EE HZEotM2.

CloudWatch Log &

/aws/lambda/ <installation-stack-
name>-cluster-endpoints

/aws/lambda/ <installation-stack-
name>-cluster-manager-scheduled-
ad-sync

/aws/lambda/ <installation-stack-
name>-cluster-settings

/aws/lambda/ <installation-stack-
name>-oauth-credentials

/aws/lambda/ <installation-stack-
name>-self-signed-certificate

/aws/lambda/ <installation-stack-
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack-
name>-vdc-scheduled-event-transf
ormer

CNAME
1M BZEE 4

7|2t
A

=

A x| =01 CloudWatchod Ct= 1t

Retention

o2 E|X| S

o2 E|X| &t S

Otz |X| &t S

o2 | X| o2

OtE x| S

DFEE|X| S

2| X| o2

S =2AlE

7t
HA =
gt 2

&M 2t2

| M7
B MEi7t wBHOE WHE

Ql=2d8L|CFACMCertificateARNforWebApp.

€2 21 088 g

Amazon CloudWatch Logs
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CloudWatch Log & Retention

/aws/lambda/ <installation-stack- Ot2 E|X| &f 2
name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 371
cluster-manager

/<installation-stack-name> /vdc/ 371
controller
/<installation-stack-name> /vdc/ 371

dcv-broker

/<installation-stack-name> /vdc/ 37
dcv-connection-gateway

S

M-SR X8 Wl A dHE

2024'A 4 €2 E| AL AL X HEH BHE 91785104 RESOIM M5 &S
&LICH AF2 X XY H8E ZAH=E IAMPermissionBoundary IZt2HO|E{ Q] &
33501 RES CloudFormation Ax|2| &&= Holg = Q&L|Ct. o mfztOl

off 8t BAH7F MHEIX| & LICH CHE 2 RES & 0| S 3HoF 5t XY S5 QlL|Ct

o4
et GH7HCOHE HUE BAM2Z s{8st=X| FE LI

"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",
"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

M-SR XY HEt A H4F 90


https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
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"datasync:*",

ndax:*n’
"detective:*",
"devops-guru:*",
"dlm:*",

ndms:*n’

"dIS:*",

"dynamodb:*",

"ebS:*",
"ec2-instance-connect:*",
uecZ:*u’
"ec2messages:*",
uecr:*u’

"eCS:*",

"ekS:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
ues:*u’

"events:*",
"firehose:*",

"fis:*",

ufms:*u’

"forecast:*",

"fSX:*",

ngeo:*n’

"glacier:*",

nglue:*n’

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iOt:*",
"iotanalytics:*",
"kafka:*",
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"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",

"signer:*",

"sns:*",
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sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"

RES X|¢d AMIs 7+

RES X|2 Amazon Machine Image(AMIsE AF25tT ALK} X|Z AMIsOl| 714 CIATE QIAEA

(VDIs)ol| CHEt RES 354 E AMM AR[E = U&LICH RES X[ AMIs At& 6t 0|2 #Hlo|ZEl o0
X|E AME5tE VDI QIAEA S| BE] A|ZHO| EFFEIL|CH EC2 Image BuilderE A& 35101 AMIs 2= 5}
T MATEQ 0| ABOCRE SEE = QU&LICE Image Builderod| CHEF XHA[EH LI 2 Image Builder

ME AMEME XM L.

AlZH5t 7| Hof| z| 4l {71 S| RESE HHZ 3l ok & LCt.

M
« RES 230 AMASH7| 28 IAM HE FH]
« EC2 Image Builder 74 24 4

« EC2 Image Builder BIA|Z| £H]|
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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« EC2 Image Builder 1z 2}

« Image Builder O|0|X| m}O|Z 2}QI T4

« Image Builder O|0|X| m}O|Z2}QI AR

« RESOH| M| AZEQ|o] AEH SE

RES 2r40]| HMASHZ| 28 IAM & = H|

EC2 Image Builder0i A RES &3 MH|A 0| HAM|AFHE{H RES-EC2InstanceProfileForimageBuilder
oHe IAM g2 Mgt LE =8l oF & LICt Image Builderoll A AFS & IAM 82 75t B
ofl CH&t XEMIBH LI 2 Image Builder AFH& AH A 2| AWS Identity and Access Management (IAM)2
XN

0

Aqgole Chsol EEfL

« Amazon EC2 MH|AE Z&tstE AlZe £ Q= ahA|lL|C}.

« AmazonS3ReadOnlyAccess, AmazonSSMManagedInstanceCore %!
EC2InstanceProfileForimageBuilder 2334,

EC2 Image Builder 74 24 M4

Image Builder At& MM 9| Image Builder 2& 2 AF85t0{ 74 4 MM X|EE WELIct

T 24 MR HEE QsLICH

1. S Y=g MeistLic

N

o|0|X| Y XMA|(0S)0| M Linux &= WindowsE ME4EHL|CE

o

T8 24 o|§oet 22 90| U= 0|§2 &FLICtresearch-and-engineering-

studio-vdi-<operating-system>.

4 A QAO| WM HEE o2ist T MERO R TS ZT}EHICH

5. ™ol EMoilctg Heol g UM LICH 277 st YAML T2 Sztol| RIZStH 7HE
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html

o4 gl olX|L|o{Bl AELC|Q Add a permission2|

/A Important
RES &4 HZ0| /&l H{TI0| ot B2 Ho| mYUlatestO| M CIREE
URI(- source: 's3://research-engineering-studio-us-east-1/
releases/latest/res-installation-scripts.tar.gz')Q|lE H&st A HS
(0d: 2025.06)Z HtELI|CEH

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- GPUFamily:
type: string
description: GPU family (NONE, NVIDIA, or AMD)
default: NONE
phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
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- "mkdir -p /root/bootstrap/logs"
- "mkdir -p /root/bootstrap/latest"
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: "s3://research-engineering-studio-us-east-1/releases/latest/
res-installation-scripts.tar.gz"
destination: "/root/bootstrap/res-installation-scripts/res-
installation-scripts.tar.gz"
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts"
- "tar -xf res-installation-scripts.tar.gz"
- "cd scripts/virtual-desktop-host/linux"
- "/bin/bash install.sh -g {{ GPUFamily }}"
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "cd /root/bootstrap/res-installation-scripts/scripts/virtual-
desktop-host/linux"
- 'sed -i ''/“export AWS_DEFAULT_PROFILE="bootstrap_profile"$/d""'
install_post_reboot.sh'
- "/bin/bash install_post_reboot.sh -g {{ GPUFamily }}"
- name: PreventAL2023FromUninstallingCronie
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- "rm -f /tmp/imagebuilder_service/crontab_installed"

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.

schemaVersion: 1.0

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://research-engineering-studio-us-east-1/releases/
latest/res-installation-scripts.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res-installation-
scripts.tar.gz'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
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r

- 'tar -xf res-installation-scripts.tar.gz'

- 'Import-Module .\scripts\virtual-desktop-host\windows
\Install.psl'

- 'Install-WindowsEC2Instance -PrebakeAMI'

6. ME{X EfT

MAS T A 24 Mg MetstLn

EC2 Image Builder BIA|Z| EH]|

EC2 Image Builder B A|IZl= Af O|O|X|E MH357| et EYUHoZ A8E 7|E 0|0/XIE HalEhL
Ct. Af O|OIX|E Holst= S Alol O|0IXKIE AFER HolstT 2E Z0| 4 CHE ZS35=X| &elst7|
|.

-r|0H AEXtIE FItste 78 24 e Yoo BAIIE ddst AL ~Hstod E2 8 RES &
ZE9oi S5EE 71T Ty AMIE T JalioF gfLICH BilA|Ilof CHEr RHAMIE L& 2 BlAIT] 2r2[E &
ZtMIL.

RESE CHS 0|0|X| 2 XA E R|HELICH

Amazon Linux 2(x86 & ARM64)

« Amazon Linux 2023(x86 %! ARM64)
- RHEL 8(x86) ! 9(x86)

* Rocky Linux 9(x86)

 Ubuntu 22.04.3(x86)

* Windows Server 2019, 2022(x86)

* Windows 10, 11(x86)

Create a new recipe

1. 0| M EC2 Image Builder 2& 2 L |Cthttps://console.aws.amazon.com/imagebuilder.

2. MEE ZIAAA O|OIXK| BlA|Z|IE AMEHEFLICY.

3. O|OfX| BllA|m| M MEHEFLICE.

4, IRE OIS HH HSE =FLICH

5. RESOIM X|5tE 7|£ o|O|x|E MEqgL|Ct

6. CQIAEA FMo|M AFH Mx|Z|X| &2 SSM HO|HEE Mx|ELICH AFE Xl C|O|E] & 7|E}
Zeet AHS% ool MEE l=3gLct
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
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® Note
SSM OO|MEE Mx|5t= WHof CHEE XHMEH LI 2 Cl2 S EXSHMIR.
o Linux2 EC2 QIAEIA0| SSM O|O|MEE 502 Mx|&L|Ct.

« Windows Server® EC2 QIAEIA 0] SSM Agent% =522 x| & MZAHFLICH

7. Linux 7|8+ BlA|Z| 2] ZH< Amazon 2|

3 aws-cli-version-2-linux 2 M8 QAE
HIA|Z|of| F£7IELICH RES Mx| AR EE=E AWS CLI AFE 3504 DynamoDB SHAEH MHAY
o| A Ztof cist VDI HMAE NZELICH WindowsHE0| 4 @ A7 EQSHK| et&LCt

8. Linux == Windows 42 2|5l M+ El EC2 Image Builder 74 LA E F7IgFLICH.
/A Important
Linux BtZ39o| A X aws-cli-version-2-linux HE 74 @ A7} FIIE =M
CHE o8t 7+ d L AE FItaloF & LICEH

¥ Components (2) ifo

Create component [3
‘You can select a maximum of 20 components (including build and test) for a recipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after a recipe is created. Automatic version
cholces are provided for each component.
Build components (2)
Build components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.
1 : aws-cli-version-2-linux :

Use latest version
Use latest version

simple-boot-test-<linux-or-windows> E|AE T4 QA E
EQIELICH Ol |4 HE AHELICH @7 Atehol| &= Ct

1
P._
>
§
Ill

> 2
J>|
o
>
30 5
rr
ﬁ

% HlAE T4 QAE MY £ el

10. R FS U™ MM Tadstn Hots O 74 248 5713 Ohe BlAIL 4xg M
e StL|C}H
—H .

Modify a recipe

7|& EC2 Image Builder ZIA|Z|7} e B2 Chg 7+d LA E FI7I5t0 ALSE & J&LICH

1. Linux 7|8 HIAIZ|C] B2 Amazon 2|3 aws-cli-version-2-linux EE FME QAE
BllAlz|ol| F=71&LCt RES £ xl ATZEE AWS CLI € AF23104 DynamoDB 2{AE MH
O| A4 Zkof CHet VDI HMAE MBELICH WindowsO|E0| £ @ A7t TR SHK| et&LCt.
2. Linux EE£ Windows &t4g %IéH MM E EC2 Image Builder 7+ @A E FII&EHLICH
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/A Important

Linux 8tZ32| A MX{ aws-cli-version-2-linux YHE M A7} FILE =AM
CHE olef8t T8 QA E FItsHok gLict.

¥ Components (2) mfo

You can select a maximum of 20 components (including build and test) for a

ecipe. Drag the components up and down to sort the sequence after selection. Components cannot be modified or replaced after  recipe is create:
choices are provided for each component

Build components (2)

Bulld components are software scripts that define a sequence of steps for downloading, installing, and configuring software packages. They also define validation steps.

1 iz aws-cli-version-2-linux
L rsior

2 iz research-and-engineering-studio-vdi-linux-al2

Use latest version :
3. LR Fe MHM MMS NG T Hats OE T4 QAE £IH8 O3 BlAIL A4 M
= 8tLCt

EC2 Image Builder 21 Z 2|} 71

QlmZ gl 1S AFH&3104 Image Builder?} Image Builder O|0|X|& ZE3F
Amazon EC2 Q1Z 2t E X|HE = U&LICH RESS &M AFS5te{H M Qlzat 288 M5 AL 7|

= QlZEl TS ABHES MY £ AL

. M eIZat A MASEH ol 7
A

& =
7|E el FEE AM8stedH Qlz et 42 o[ EgLICH

Image Builder Q1 Z 2t & T 45t2{™:

1. IAM g ofof| A O|Tof| Fodet &2 LUMTLICIRES BHE0f M ASHZ| [ IAM 238 ZH|.

2. QIAEA RYOIM HZE|7t 4GB 0|42 RS MEistT MEAFH 7|2 AMI Ot 7 |HIX{E K| HE L
C}. Amazon EC2 QIAEA Tor%'% XML,

3. VPC, MU dl Hot 0E0o| AR AZEQ| o] 7 |X|E CIREC 624 QB AN AE 518

OF gfL|Ct =8t RES #49| cluster-settings DynamoDB E|O|€ & Amazon S3 E2{AF
EHZ!oi| CHEr HM|ATF & Elo{ofF & LICtH

Image Builder O|0O|X| ZO|Z 2} 21 T4

Image Builder O|0|X| ZtO[Z2}QI2 7|2 O|0[X|, = L HAEE 3t 74 24, el=Zzt T4 & Y
X MYE s &ELICH RES X[ AMIsoi| CHEt o|0|X| mto|Z 2t Rlg F445te{™ Af mho|Zetelg
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
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MetL 7|= Tto|Zatele =H A& LICH REMEH LHE 2 Image Builder AHE Y
Aol Ami o[O|x| oto|=2tQl M & HH|0|EE XML,

1. 0l M Image Builder & & JL|Clhttps://console.aws.amazon.com/imagebuilder

2. B 3ol M olO|x| mo|Ztole MENstL|C)

3. O|O|x| mto|= 2}l S MEASFL|C.

4. D73 0|, ME™ ME, A U HIT E =245t04 mfo|Z2tQl MR HEE XI™E &L Ct.

5. BIAlZ| MEHM Z|E BAlZ| AHEE MEISt T oM MY E BlAZE MEIELICIEC2 Image
Builder BIA|Z[ ZH|. B|Alx| MF HE7I SHIEX| & IELICH.

6. O|O|X| M T2 MA ool AHE Atedlof ket 7|& E= AP%XP XY I EZE MEHEL
Cl CHEEQ| ZFAR 7B Q3 Z2H S8 ct AIMIE LIS EC2 Image Builder I} O Z 2}
Qo] o|O|X| QI EZ FHE HEFAMR.

7. Ql=El 7 HolofAM 7|E lzet M MEIS MBSt T MHE Ql=Zal S MEIFL
CHEC2 Image Builder 1Z 2} 7. Q1= 2t MF HE 7t SHEX| & lF Lt

8. HHE MZX ool AMH|A 7|72 AF2510] HYEZ AJ%d AHM
(o}
AN

5to MM
RES &7Z AWS 2|™ 1} Sstof Qlo{of fL|Ct MH|A 7|22k
MEE|= 2IT™oAM o|0|X|7F M ELICE

9. molZEQl ME SEE AEsty mol=Zetel HdS MEELICH

MEdShLICH £3 o|0|X|=
£ A& 3+ Image Builder7}

Modify an existing Image Builder pipeline

1. 7|& To|Z2tRl8 ALEStE{HHAM G E BAILIE AFSSHES ME HEE =™HELICIEC2
Image Builder 2| A|I| £HI.
2. WHEAE MES MEHELICH

Image Builder O|0O|X| Z-O|Z 2} Q1 Al

TdE £3 olO0 Jst24d o|0|X| mol= 2t RIS AlZtafioF BfLICE o|O|X| Bl Alx|e] 7
=1
=

| 44 etel
=oi tef e T2 Mol 2[CH 1A|ZHo| A& &+ U&LICH

X|E

0x
FO
B>

ol0|x| o|Z Rl AldHstEdm:

1. o|O|x| mto|Z2tlof Mol M HEEl molZetelE MEiELICHmage Builder O|O|X| TpO[Z 2t
T4
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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2. YoM mto|zetel A™lE MEfSL|CH

RESO| Ml AZEQo{ ABI S E

1. O X|Fo met AZEQ0o] ABE SSKthe section called “AZ E2f0{ AEHAMIs)" & LICH.

2. AMI IDOjlof| LHEE £34 o|0|X|2] AMI IDE =& LICHmage Builder O|0|X| TtO|Z2}QI AISH,

RES dX| = ArEA X =l E7

(® Note

M™ Z=7:0| EHHE +=&35l7| Toil Secrets Manager 22 & £ 01| 215 A &! PrivateKey &
=E XM%sHok gfLct.

Y ZCI0|UE 2UBS M F7H

1. 2|5 DB 2E WHAMOo| 2|AL{0| HAZAE IS MHE Yd|o|EELICE.
a. AWS Z£9|EC2> 2 YA > 2& YWHAMO|A RES 2|8 2E WHME O|S & LICH.
b. BHEARE 2= ZE WHME AMEL|Cl<env-name>-external-alb.

[=N=)
2L WMo AZE E|ALHE EelgLIc

C. =

d. 7[& SSL/TLS QB M7t M UB M MR HE et AZE 2|ALHE HO[o|EELICE

e. HE LHES XEELICH

2. Zo{AE HH E|o|EdM:

a. DynamoDB -> E|0|& ->0i| A EHAE ™ HO|ES & &LICt<env-name>.cluster-
settings

b. &= EAM 2l &K4ded ZIE{3 - 0|F "key", & "string", Z7d "contains", 2} "external_alb"Z O]
Sgct

c. Truecluster.load_balancers.external_alb.certificates.providedZ A%&
L|CF.
d. 22 UHIo|EE L]

Cltcluster.load_balancers.external_alb.certificates.custom_dns_name. ¥
MEX} ClIEIO|A L] AFE R X[ =MH[Q! O|F I LCE.

RESO| Af AZEQo{ AE S =
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e. 42 YOlo|lERL
Clcluster.load_balancers.external_alb.certificates.acm_certificate_azn.
Amazon Certificate Manager(ACM)0i| K& &l siie 215 A 2| Amazon 2[4 A O[F(ARN) L
Ct.

3. 2 alb Z2E YWZHAMO|DNS O|E 2 7I2I7I=5 ¥ 20| Eo CHEH A8t S Route53 5H
THOl HZEE Ydo|EgfL|Cl<env-name>-external-alb.

4. $SO7H#7Zof oln| T4El0] 9l B9 RES ¥ EHo| #7 #2| > X124 5 2| > Single
Sign-On > 46} > HZ| HEOIAM XS AL Bt %It SUst 2202 SSOF CHAl TAIBHLICH

VDIsO| @IB M F7}

1. Eeotodso ChE EiOE F7t6to{ 2ot 2501 GetSecret S =& £ U= HEHE RES of
Z |7 o]0 Fo{EFLICH.

* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller
2. Zo{aH dEE|o|Z0iA:

a. DynamoDB -> E|O|E ->0i| M E{AE 4™ HIO|EE & &L|Ct<env-name>.cluster-

settings.

b. 5 EA al £4H ZIE{2 - 0|8 "key", & "string", 27 "contains", 2t
"dcv_connection_gateway"Z O|S &HL|C}.

c. Truevdc.dcv_connection_gateway.certificate.providedZ MMELICt

d. 2| gt2 Yolo|EgL

Clvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI HAMAE
fIet AR X' =M@l Ol F L Ct.

e. 2o|zZt2 dolo|EFL
Clvdc.dcv_connection_gateway.certificate.certificate_secret_arn. ¢I&
MLU88 E&ste 2ot &5 9 ARNYILICE.

f. o g2 Yolo|EFL
Ctvdc.dcv_connection_gateway.certificate.private_key_ secret_arn. Z2t
olgl 7| ZHIXE =X & ot= Eot 459 ARNRILICH

3. HOIEo| elaHAN ASE[E AR RIZERE HO[O|EFLICH

a. AWS Z£9| EC2 > Auto Scaling > Auto Scaling Z& 0llA Auto Scaling Z&2 LIC}.

RES x| & AASZH X[ THQ HH 104
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=

b. RES &7Z0 sig = HO|IEHO| Auto Scaling &S MEHEILICI O|E2 HE H2lS2 WE

L|Ct<env-name>-vdc-gateway-asg.

c. M= HE MMHoM AlZ RESE &ot FLCt.

d. AT HE > Y >0 RS =M HT dd)S MEgLIcH
e. OIHiZ 23 E5t0d 1= MF HEE o|SELICH

f. @ olEiZ A3 E5t04 ALS Xt HIO|E{Z O|S T LICH

g.

CERTIFICATE_SECRET_ARN %! Et0o{& B&LICHPRIVATE_KEY_SECRET_ARN. 21 M(2.c

EHA| & Z) A Z2to|8! Z|2.4dEH & X)) 2HXE Z&stes 22 50 X|HE ARNsS 2

ol2{3t Zt2 YClo|EF LY.

h. Auto Scaling 20| =20 SMHE Az RES! HHEE AT E FHE[0] U=X| ElE
L|CHAuto Scaling 1 & | O| K| 0f| Ad).

Q= nib 2= WO DNS OIF 2 7I2I7I=F 7t Cla 3 Eof cha M43 31T Route53 5t

THRl BZEE Yoo|ER LICt<env-name>-external-nlb.

7|& dcv-gateway RQIAEAE ZE<env-name>-vdc-gatewayst® Af QIAEIATE ARME 77t

x| Z[ct&IL|Ct
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AWS A|Z 0l Research and Engineering StudioE F7I2 AF2 A} X|Hst D S8

7t XIEE 71z g oA MSELch.

. HIg DLIEE 2 R0
. HIg EMCjAES
. HM 2
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Hotots atg|

Research and Engineering StudioE & AFS
Manager. RES= &4 dd

Hot ot = mhetolE

H|Z O|&

<envname> -SSO-
client-secret

<envhame> -vdc-
client-secret

<envhame> -vdc-
client-id

<envname> -
vdc-gateway-
certificate-pr
ivate-key

S0l E¢t
2 &Lt

2 2|8t Single
Sign-On OAuth2 2z}
E

Hokots

vdc ClientSecret
vdc Clientld
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H| 2 O

il

<envname> -
vdc-gateway-
certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envname> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

=i RES AMA4=]
T H[Qlof| CHEF REA| A V4
HE| O|=

Sl 215 A

SHAE &2[Xt v
ClientSecret

cluster-manager v
Clientld

EHIQlofl CHEt RHA| M v
HE QB M ZEtol8!
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DynamoDB2| <envname>-cluster-settings E|O|E0|= CIS 20 &t 5 ARN Zto| Z&HEL|CH.
DynamoDB

Key(ZI) AA

identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica A EH
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica A EH
te.private_key_secret_arn
cluster.load_balancers.internal_alb. AEH
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret A EH
cluster.load_balancers.external_alb. AEY
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. A EH
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. A EY

certificates.private_key_secret_arn

cluster-manager.client_secret
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(® Note

Research and Engineering Studio ZZM E Z0{ 21725l = AWS Budgets Zd20i M X[ Z|X|

of&LICH AWS GovCloud (US).

H|& zr2|oll =20| === AWS Cost ExplorerE S8l ofAt2 MAste 240l E4LICH 222 HEE
£ Q& LICH AIMEH LHEe Zto| @2 2 10| X|E & X 5HM Rthe section called “AWS 0| || Z 2| AMH|

HI2 £x2 x|25t7| Qs RES Z2XMEE Lol M MAIE of pAtof| 4Z8E 4= Q& LICH AWS Budgets.
2 HE &3 Bl LM &3 e} E & 3tsHoF & LCt.

1. AWS Management Console0il 21215t 11 AWS Billing and Cost Management 22 jLIC}H.

2. HIE €T EiOE MEgLIC
3. res:Project ¥ res:EnvironmentName Ef1& ZAMstn MEAEHL|CH
4

243 E MEELICE

Billing X
Cost allocation tags we 1 Download sV
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags | AWS generated cost allocation tags
Bills 4
Payments @
Credits User-defined cost allocation tags (2/47) infe
Purchase orders
‘ Q_ Find cost allocation tags 11 matches
‘ res | X Clear filters 125 @
B Tagkey 4 staws v Lastupdated date v Lastused month
Billing Conductor [% [m] res:BackupPlan ® Inactive November 2023
v Cost Management [m] res:ClusterName ® Inactive - November 2023
Cost explorer [ -
ostexplorer 2 [0 resDCVSessionUUID ® Inactive November 2023
Budgets
Sudgetsreports [ resEndpointName ® Inactive - November 2023
Savings Plans [4 res:EnvironmentName 3 ® Inactive o November 2023
v Preferences [0 resModuleld ® Inactive November 2023
Bllling preferences [ resModuleName @® Inactive November 2023
Payment preferences
o res:ModuleVersion ® Inactive November 2023
m] NodeType ® Inactive November 2023
resiProject ® Inactive - November 2023

HHE £ RES Ei27t EAIZl= Ol 2|C] 5t 71 A& == JU&LICH
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/costmanagement/home
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Home

v Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [3

4

Cost Management
Cost explorer [4
Budgets (1)
Budgets reports

Savings Plans [

<

Preferences

Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

4

Permissions

Affected policies [

Step 1

A Choose budget type

HEpd Budget setup

Set your budget

L 4

Step 3 O Use a template (simplified) O Customize (advanced)

Configure alerts Use the recommended canfigurations. You can Customize a budget to set parameters specific
change some cenfiguration options after the o your use case. You can customize the time
budget is created, period, the start month, and specific accounts.

Step 4 - Optional

Attach actions

T Budget types

Review

O Cost budget - Recommended =
Monitor your costs against a specified dollar amount and receive alerts when your user-defined threshlds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

Usage budget

Monitor your usage of ane or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon S3.

O savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized,

) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
draps belaw a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations

\§/ Cancel Next

6. AT HEoiA oiate| o|0| /U= of&t O|& 2 =450 AHlHe| CHE ofdtat FEFLICE o & S0
<EnvironmentName>-<ProjectName>-<BudgetName>%iLIC}.

7. Of¢ SN MHoIM ZZHMEof of At
8. Of At &40l
9. .u.IE.| 7<7|.E A-l

_IIIH

EHSH |_|

2 AE IHS UBLICH

HAWS HIS 8l LEfRE Mg

E

I—I

10. # oM Ejl2E MEdSH|C}.

11. EH20i| M res:ProjectS AEHEILICY.
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

) All AWS services (Recommended) © Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

"EC2" to budget against.

Dimension

), d
(Tag \

d res:Project ) v ‘
{/ Values \

‘ Filter tags by values v ‘

project1 X

~—

Cancel

¥ Advanced options

Aggregate costs by
‘ Unblended costs v ‘
‘ Supported charge types v ‘

‘ Upfront reservation fees X ‘ ‘ Recurring reservation charges X ‘ ‘ Other subscription costs X ‘

‘ Taxes X ‘ ‘ Support charges X ‘ ‘ Discounts X ‘

15. (M= ALEh) & A ZEE FIHELICH

16. CtE= MEHELIC.

17. (ME4 AHE) L 2I0| TEE E2 &Y 1A S AL85to] RIS R |lste g FAELIcH
18. CtES MEHFFLICE.

19. ofl&F S HEStD F7t of A mpetO|E{o| M SHHE Ef 27t D™ ER=R] = elgct.
20. OfloF S MEAEHLICH
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olxl oflato] MME|jonz z2MEO| offtg HASHE 4+ aLich Z2HMEO| ofAtg FEiH A
Mg EHZ5HM Rthe section called “ZZME TZE o A2 ZIHSIH 714 OIAI EO| AR E|X| ot &
Lich diA3 0| AlZtEl= S ofldtg X35t HA3 0| 7% rSELct

RES > Environment Managemen

Projects

Environment Proje;

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 + DemoUsers

O projectl project1 @ Enabled ® Budget Exceeded + DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD, Forecasted: 394534 USD

* ProductUsers

oA HISHoF SHE B E&E F0tv} o4 3AUS MEIBLICH RES LHOIAM HZ AFEHO| M &/
| + 2

RE
EE Z2EEES BRIt oA HIE S 4 e

HIS E A CHAE S8 AL 6t RES B2IRH7H RES ZHOIM AlZH Zntof 1}E Z2HE st Wz
sE WIS DUBYY 4+ 4Lt ZEME £F0/AM IS TeYE 4+ aLt
=2y

(i = o =

- ANZIEHI8 BEMXE

« CSVLCIREL

A =
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https://console.aws.amazon.com/costmanagement/home
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
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2. B3t S e gEE HEO| & dsHELIct -HES E45t04 Cost Explorer0i M EiE
= — A | A
2YSELICE ol Z=MA= FILZ 24A|7H0| A& + U&LICH
Cost analysis onboarding info
To start tracking expenses incurred over a period of time, take the following steps.
Step 1 - Launch desktop Step 2 - Enable cost tags
Launch your first desktop within this account and wait up to 24 hours for cost allocation tags to create. Once tags are created, enable cost allocation tags for the web portal and wait another 24 hours for data

to display.
Launch desktop Pay

oMol HEE Z2HME R E

oo #EHE ZEHME R0l ofato| FEE RES HZ0IM T2HE o ofpt AEI7} EAIEILICH
JlEMoR AEE oldt FHER 429|574 ZRMEL EAELIC. EAIE HolE TE =8

=]
oA oildh & Z2MEO| MA| S58 2t

— i sk A 2
EENIzNES MY £ et
Projects with budget assigned @ ( Review projects ) ( Create project )
Track the current status of budgets.
Project name
test-project-2
test-project
0 2000 4000 6000 8000
Budget (USD)
M spent [ Exceeding Remaining
v Display settings
Filter displayed data
[ Find project by name v ]
[ test-project-2 X] [ test-project X]
test-project-2 test-project
AEOE Z oflMol|l ASE N, 2 FH L E0 FH0|USD SSHE EAIELICH 2ol 92 0L
E 7tM7tH Zf HEFof Mt USD 2HO| EAIELICH RLEXS dEHo| ZzHME HE I Z=ME A
= iL i - A
HHES 22 MElistol Z=HME S Z=ME MY Ho|X|& & = U&LICH
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Projects with budget assigned @ ( Review projects ) ( Create project )

Track the current status of budgets.

Project name

test-project-2

W Spent 1,792.09 USD

@ Exceeding 0.00 USD
Remaining 8,207.91 USD

test-project

0 2000 4000 6000 8000
Budget (USD)

W spent [ Exceeding Remaining

v Display settings

Filter displayed data

[ Find project by name v ]

test-project-2 X test-project X
test-project-2 test-project

Azt ZThol [HE HIS B A0S XIFE 7|7 Soto] Z2MEY WIS Lo| EAIELICH 7|2
o2 AEolE Xt 6742 Sotol HOIE{7t EAIEILICH Metst M S Z 0 &7 M3t Azt Helo
& U8 7IZoz 49570 Z2HMEE EAIFLICH &9 571 ol9lo| Meist

7let HE2 TAELIC

Cost analysis over time @

Track expenses incurred over a period of time.

Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025

Costs (USD)

25.00

20.00

15.00

10.00

0.00

Wasd Wabc-123 M projectl

v Display settings

Filter displayed data Time range
[ Find project by name v ] [ 2024-08-01 — 2025-01-31 ]
project’ X abc-123 X asd X .
[ project1 abc-123 asd Granularity
[ Monthly v ]

A7t HIE B4 R E 115
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Project

EAIE ClolE 2B E&0H28 MEstH 24X RES #E 2| A Z=2HME S50| EAELICH ofeh
of| Z2XME FCJ} EAE Z2ME

PRETRY

[«

abc-123
abc-123

(<]

asd
asd

(<]

project1
projecti

(<]

res-integ-test-gw1
res-integ-test-gw1

O

[ Find project by name A ]

projectl X abc-123 X asd X
project1 abc-123 asd

AlZh 9l x|%

ST QIS KB I HH HY EE M HIIE AR ST S MIE & UALICH M HIE M
501 2 AlZH BEIB ALB 3104 SR71 AL EILICH Ol B0l 202501 280f Al 67he B4tg Mo
St AlZt 24| 7t 8/1/25~1/31/250] & LIC}.

Relative range Absolute range )

Choose a range
O Past1day

O Past 7 days

O Past 1 month
(O Past 6 months
O Past 12 months

(O Custom range
Set a custom range in the past

Clear Cancel Apply

AP B

0l
s
=
>
Im
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( Relative range Absolute range
< August 2024 September 2024 >
Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
3 1 2 3 4 5 6 7
10 8 9 10 11 12 13 14
17 15 16 17 18 19 20 21
24 |22 23 24 25 26 27 28
31 29 30J
Start date End date
[ 2024/08/01 ] [ 2025/01/31 ]
Clear Cancel Apply
H A X
A-”_I_ T =

JELICH AlZH Mg £Ee 2
F =]

=R @B x| e LICEH
[ Monthly v ]
Daily
Hourly
[ Monthly A ]

CSVLCI2EE

M HIS EM EVIE LHELHE{H AlZtE HIE EM XIEQ| 28
L|C}H CIREESE CSVoe X|HE 7|7t SOt MEHs Zt z 2 M E
HlE stH 7t =&
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Home Insert Draw Page Layout Formulas Data Review Vii

'Q'Dv & Calibri (Bodly) viz YA A | = =88 9>
[ =

Paste < B I U v Lid o oo A“’ = =

Q Possible Data Loss Some features might be lost if you save this workbook in the coi

A

fx | res:Project

Al v
A B
1 | res:Project lasd($)
2 res:Project total 24136179
3 8/1/24
4 9/1/24
5 10/1/24
6 11/1/24 24.136179
7 12/1/24
8 1/1/25
9
10
11
12
13

Ml e

MM ZElE MMEE Tigstn

A EH(AMIs)

BlAEStT| 2
X7t Z2ME #F Lol M CHetd MM S

G

abc-123(S)
21.67188038 12.9429946

10.7180966
10.95378378

B st T CH3t
A et
—

st

D

12.9425946

E

project1($) Total costs(S)

58.75105397
0
10.7180966
10.95378378
24.13617901
0
12.942958457

M3
g+

gfLICH ZtE[ ALEREE Al

=
A& LICH

M el
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CHAIE =

Research and Engineering Studio

res-stage (us-west- <
2)

Virtual Desktop Dashboard

v Home

Virtual Desktops Instance Types \1/
Shared Desktops Summary of all virtual desktop sessions by instance types.
File Browser

SSH Access

ADMIN ZONE

v eVvDl
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

mé6a.large
Debug
Settings
& M méa.large
» Environment Management
Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

B Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

Amazon Linu...

4L & demoadmin1 v

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING ,

[ STOPPING

Project (4)

Summary of all virtual desktop sessions by Project Code

project1 !

M project1

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

o -

Windows - x86_64

~

No. of Sessions

[ sessions

MM 2tz CHA|E E= atz|xtol| Al ch2ol CHst w2 2 7|2 A|Z8tc}

1. ¢l
2. MM
3. 7

>
m
>
Jo

0%

0%
m
=

rHI r>
o
w

OAIEE
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MM
M|AM0f= Research and Engineering Studio LHOiM M E 2E 7t4 ClATE0| EA|IELICH MM |
O|X[0M MM HEE ZEHZ & EHLE M AME ddg = /&Lt

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eJaI Desktops.

T -

e All States ¥ All Operating Systems ¥

@ Created ¥ Last 1 month

@  SessionName ¢ Owner v BaseOS instanceTy.. | stata Project | Created on
[ demoaminiamiz (B)) demoadmin  AmazonLinux2  méalarge @stopped  project!  9/27/2023, 831550 AM
) demoadminiwindows  demoadmini  Windows méalarge @stopped  project!  9/27/2023, 8:38:23 AM
1
1. H7E ArE5tod X|™HE 717F LHO| BEE[7HLt YO|O|EE MME 7IECE ZANE EEZELICH
2. MME MEi5tD & M7 & AHE5tod Clas 38 E Lt
a. MM RH7H(E)
b. MM S X|/Z|CH 2™ 2 =(Stop/Hibernate Session)
c. ZA SXI/Z[CH HX 22 AM(E)
d. MME) 3=
e. 4X B& HMM(E)
f. MM(E) &EH
g ALE0] AZY A
3. MM MM S MEHSto Af MMS MAELICH

o
4. O|§E =2 MME AMstn gell & 2 AMMEz EEZELICH
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Vy

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(2 )

Project
Select the project under which the session will get created

[ v

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ ")

Enable Instance Hibernation
Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

©

Virtual Desktop Size
Select a virtual desktop instance type

(a )

Storage Size (GB)
Enter the storage size for your virtual desktop in GBs

10 )
Show Advanced Options

©

MM MF EHE

MM S50 MM o|§& MEisto MM MF HEE FLICH
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RES Virtual Desktop Sessions

Session: demoadmin1ami21

8765705b-8919-48ba-901a-19e2c49cf043

General Information

Session Name Owner

demoadmint1ami21 demoadmin1

Details Server Software Stack

Session Details

RES Session Id DCV Session Id

8765705b-8919-48ba-901a-19e2c49cf043

Session Type
VIRTUAL No

Updated On
9/29/2023, 11:01:20 PM

AT EQ0{ AEH(AMIs)

Project

Permissions

bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Hibernation Enabled

Schedule

State
@ Stopped

Monitoring - D>

Description

Created On
9/27/2023, 8:31:50 AM

A X E Qo] A8 1 0|X|0ll M Amazon Machine Image(AMIs)E F3t7LE 7IE AMIE ZEE 5= &

RES Virtual Desktops

Software Stacks

Manage your Virtual Desktop Software Stacks

Software Stacks (AMIs)

Q All Operating Systems ¥

©)

Name v Description v

\

()

0O
O

RHELS - x86_64

UBUNTU2204 - x86_64

Windows - x86_64

Windows - AMD

Windows - NVIDIA

RHEL9 - x86_64

Amazon Linux 2 - ARM64

Amazon Linux 2 - x86_64

AL2023 - ARM64

AL2023 - x86_64

RHELS - x86_64

UBUNTU2204 - x86_64

Windows - x86_64

Windows - AMD

Windows - NVIDIA

RHEL9 - x86_64

Amazon Linux 2 - ARM64

Amazon Linux 2 - x86_64

AL2023 - ARM64

AL2023 - x86_64

AMI ID / Systems Manager Parameter A... V

ami-01955109048f9b11d

ami-09ac0b140f63d3458

ami-06244562918e090e8

ami-0c204e78e7e8c343b

ami-06871ff48caabe79e

ami-0a74a0465cdeeadb3

ami-0f27f8ea8f8bd937c

ami-0ad253013fad0a42a

ami-0aaf509a1ebd95e61

ami-08a6efd148b1f7504

RedHat Enterprise Linux 8
Ubuntu 22.04

Windows

Windows

Windows

RedHat Enterprise Linux 9
Amazon Linux 2

Amazon Linux 2

Amazon Linux 2023

Amazon Linux 2023

H 2 AN E&CH28 AL83t0 OSE 7
El

Base OS v

Root Volume Size v Min RA...
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB
50GB 4GB

1 2 >

|IEez HE gL
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(® Note
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Register new Software Stack

Name
Enter a name for the software stack

[

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

(o

Projects
Select applicable projects for the software stack

[

Tenancy
The type of tenancy
[Shared v ]
TEHMEN ATES 0] AEH BT
MAZEH | ARS MAE I ZR2HE| AS HYE 5 USLICH TR X7| M4 5 2%
Eof ABHZ FItslfol ot B CHES LI
(® Note
WOl T2 MEof|Et AZEY 0| ARS HYE 4 L)
1. AZEQ|o] AB HO|X|IM Z2EME| FIIE AT EQ 0] ABO| BIC|Q HES MEIEILICE
AT E9|o] AEH(AMIS) 125
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format
Operating System
Select the operating system for the software stack

Amazon Linux 2023 v

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

€ )

Projects
Select applicable projects for the software stack

[ v

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[ v |
J

A I EQllod AERAMIS)

[m6a X][tB X]

127
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AEH ME XME B O|X|oM AZES0{ A

@5 Research and Engineering Studio

res-deploy (us- <
east-2)
Module Name
v Desktops virtual-desktop-controller

My virtual desktops
Shared desktops

General Notifications Server
¥ Session management .
Session
Sessions
Software stacks Idle Timeout
Debugging 43200 minutes
Desktop settings Transition State
. Stop
v Environment management
Dashboards New
Projects DCV Host
Users
Allowed Security Groups
Groups
File systems
53 buckets Allowed Instance Families and Types
Ident ¢ glad
N
lentity management New gadn
Permission policy . g5
Environment status méa
3
Snapshot management még

Environment settings

Module ID Version
vdc 2024.12.01
Controller Broker C i [ Logs

CPU Utilization Threshold Enforce Schedule
30% Yes

Allowed Sessions Per User
5

Max Root Volume Size
1000 GB

Denied Instance Types

& admin1 v

(o]

AZEY 0] A0 HSE QAHA HUD| W RH S4S HEsHH

1. ATZEY o] A HO[X|olM ATE 0] Aol BIL|Q HES Metstc)

2. EYS MEMS CHE AT TRIS MBI

3. 3I2E QAHA MUZ W R ool SECIE S=ofM Hats QIAHA Il U KES M
gLt

/T E 9]0 AEH(AMIS) 128
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Update Software Stack: AL2023 - x86_64 X

Stack Name
Enter a name for the Software Stack.

[ AL2023 - x86_64 ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ AL2023 - x86_64 ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ ami-08a6efd148b1f7504 ]

AMI ID must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[NIA V]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

(0 )

Min. RAM (GB)

Enter the min. ram for your virtual desktop in GBs
e ]

Projects
Select applicable projects for the software stack

[ *)

Tenancy
The type of tenancy

[ Shared v ]

Allowed Instance Families and Types
Select instance families and types allowed for this software stack

[

")

ARA IAE| Y RO T ME QUARHA THLZ|Q} SHE
2 t3.1large)0| Z&E E2 AZEQ|0o{ AEHO| F{&El ¢l
= L O|AE{A T}Q =
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=

Register new Software Stack X

Name
Enter a name for the software stack

[ ]

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ ]

AMI ID / Systems Manager Parameter ARN
Enter the AMI ID or Systems Manager Parameter ARN

[ )

AMI 1D must start with ami-xxx. Systems Manager Parameter ARN must follow the ARN format

Operating System
Select the operating system for the software stack

[ v)

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[ ")

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

[0 ]

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects
Select applicable projects for the software stack

[ ")

Tenancy
The type of tenancy

[ Shared v ]

M8 ZAE HHA| 82 MEE m BlHA| M3 ot CHY S AE RSP T MERSHOF BHLICH X|pElE=
CHe ZAE RY2 Ot 2 &Lt
« SAE Z|&A OF - AWS License Managerol Al MEEI S AE BlAA OF

A X EQlo{ AEH(AMIs) 131
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Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

[Off v]

Target Host By
The type of target host

[ Host Resource Group v ]

Host Resource Group ARN
The ARN of the dedicated resource group

[ )

Tenancy
The type of tenancy

[ Dedicated Host v ]

Tenancy Affinity
The relationship between an instance and a dedicated host

= 3

Target Host By
The type of target host

[ Host ID v ]

Tenancy Host ID
The ID of the dedicated host

[ )

M8 SAE HHAIZ VDIsE AZfE ] vDIof| 228 AtA| &2l 2to|dAE X|H 52T AWS
License Manager AtE A 2| Al 22 2fo[MA 2 AMI @4Z0] et 2fo[MAE AMIset A4
g LICH

Rocky Linux 9 A Z E Qo] AEH F7}

RESO{|= Rocky Linux 98 7|2 AZEQo{ AEHO| o= 20| MMM AL E Rocky AMIZE AHE
o CHEt HE AHEE MSELICH

1. AWS &0 219151 EC2 2£ el AMI 7tE 21 10| X2 o|S & L|Ct.

2. AWS Marketplace E{0{l M 0|8 0| Rocky Linux 92! AMIs& ZAHgFL|Ct,
3. Rocky Linux0llA Rocky Linux 9(24l) - x86_642t= AMIE MEHEFL|C}
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) Rocky Linux’ [Rocky Linux 9 (Official) - x86_64)

Select
By Rocky Linux [? | Ver 9.5.20241118
ok Kk 73 AWS reviews [
Starting from $0.00 to $0.00/hr for software + AWS usage fees
Rocky Linux is a free, open, community enterprise operating system
designed to be 100% bug-for-bug compatible with the top
upstream enterprise Linux distribution. Built by the community, for
the community. With fully open and transparent development,
there's plenty of opportunity for anyone to...
4. M3 £ X3 7SS MHELICH
5. fI2 A3 E5o{ MEHF AMIS| AMI IDE S AHEfLICEH
AMI Catalog
An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMls.
AMls ( Create Template with AMI ) Launch Instance with AMI
Selected AMI: (ami-0a73e96a849c232cc)

| Q Rocky Linux 9
A

x)©

Quick Start AMis (0) My AMis (176)

AWS Marketplace AMIs (589) Community AMis (500)
Commonly used AMIs Created by me

AWS & trusted third-party AMIs Published by anyone

6. RES ZEZ 0|535l0{0| AMIE Al235t0{ AZE Q0] AEH I O|X|0|AH Af AZEQ0] A

HQ ==
—_. 1= O T
gt
CIHE
CIHZ midol= 7t A3 &0 AdE HAX| EiHO| ZAIELCH o] DS AH83t0{ SAE
ol 52 pae £ Q&LICE VD 3AE HolE QIARAE 50| EAIZ|T VD MM Holle TI™
S M &S0l AL
ClHZ
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View hosts and sessions registered with NICE DCV Broker
v Home

Virtual Desktops

Shared Desktops

VD Host VD Sessions
File Browser
SSH Access
of{ 1 item
©"servers" : [ 1 item
ADMIN ZONE ©0:{ 15 items
wign s
v eVDI
"ip" : "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions

"default_dns_name" : "ip-10-3-157-194.corp.res.com

Software Stacks (AMIs) " "
port" : NUEE

P Profil

ermission Profiies ©"endpoints" : [ 4 items

Debug ]

1 { 3 items

Settings "port" : 8443

E M

=H = A

Y HO|X[& At&stod 7h O

Virtual Desktop Settings

=1

I

a}

irtual d n,

aXAtMTAtMy@XNTctMTkOLmNvcnAucmVzLmNvbS@xMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQ4NDEYN2EIMZzgwZDU4Y jIzM2I2Z7]j g="

Module ID
vdc

Module Name

virtual-desktop-controller

General Notifications Server Controller Broker

Session

CPU Utilization Threshold
30%

Idle Timeout
43200 minutes

Transition State
Stop

DCV Host

Allowed Security Groups

Allowed Instance Families and Types
e 13

e gddn

e pdad

- gS

* méa

* még

[m]
o

[k

DE & OAaES 7|8 2EZ

Connection Gateway

Version
2025.03b1

CloudwWatch Logs

Enforce Schedule
Yes

Max Root Volume Size
1000 GB

Denied Instance Types

A XA
=

(PSR
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DE M HATE| A2 L= 7|2 DCV MM SELICH o] MM oo MM HATE
= MEL|X| ot&LICH Ol QIAEA R AU 2 XA 7 7H4 EEE 24 MM R8s xIgse 8
Lof8t M EL|Ct

ZZMEG ASXYE HBEE 7|8 MM
ZZHMEG ASAYE HEE|E VDI MM 9| Z|EZL]Ct.

M

DCV Mol Rt 2 A4 sHMEl= AlZtLIC oA 6t H olA3 & Made| HeEf7t HE X
I1 DCV Z2I0|UE &= @ 2t X0 MEt Mo S=ELCH

cC
4

& AMEH AlZF 8

Z220|MEN RF 2107 M3 El= AlZELICEH
CPU A& HAHIgt
& ME|Z ZHFE CPU AFS EQJLICE.
% RE E8 37|

M dAaagE MMM R2E 2829 7|2 3 7(LCH

A3 g &

I

[l
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WM > i

H oo

RES Virtual Desktops

tings

Virtual Desktop Settings

Review the virtual desktop settings

Module Name Module ID
virtual-desktop-controller vdc

General Notifications Server Controller Broker
General

Quic

Quick UDP Internet Connections (QUIC) is a protocol that attempts to improve streaming in higher latency
environments.
Toggle on to activate QUIC in favor of TCP as the default streaming protocol for all your virtual desktops

© Disabled O

Subnet AutoRetry
@ Enabled

Default DCV Session Type

Default setting will only apply in cases where Instance Type and Operating System supports either Virtual
or Console Session Types.
v)

( Console

2| AF& A}H= Research and Engineering Studio 2
fIE AelE #Ee dostn Hel" = Us
,AEEX| Y Ve He FE AT 2F
ZdE st ALERE

o o
H Ay BHAE g

N
J
o
¥l
ro

M

=
X

=

=

>
i
g
jo
in

I

al

i
o3
u
o2

Connection Gateway

LICt. ol2d

Version
2025.03b1

CloudWatch Logs

eVDI Subnets
subnet-0631e566e706ad31e
subnet-00d930afd7485c9a5

Randomize Subnets
© Disabled

Default Allowed Sessions Per User Per Project
Default value for allowed sessions per user per project.

5 .£

7
o
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AlELICH of7|ol= AZELf o HT,

FH

23 &Ef Ho|X|ol= HIZE AT EQ0{ ME L ZAET}
2= 0|F X 7IEH A|AE HEe 22 eI ZEE LI
- Research and Engineering Studio L & demoadmind v

Environment Management tatu ®

Environment Status

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Conﬁg @ Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10 @Stack @ Deployed © Not Applicable * default
Directory Service directoryservice 2023.10 @ stack @© Deployed © Not Applicable « default
Identity Provider identity-provider 2023.10 @Stack @ Deployed © Not Applicable * default
Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default
Shared Storage shared-storage 2023.10 @Stack © Deployed © Not Applicable o default
Cluster Manager cluster-manager 2023.10 @ App @© Deployed @© Healthy « default
evDI vdc 2023.10 @App @ Deployed @ Healthy o default
Bastion Host bastion-host 2023.10 @Statk © Deployed © Not Applicable * default

Infrastructure Hosts ©

Cluster hosts and status

Instance Name Module ID Node Type Version Type ilability Zone State Private IP Public |
res-demo2-bastion-host bastion-host @\nfra 2023.10 mb5.large us-east-2a @ Running 10.1.3.148 3.145.1¢
res-demo2-vdc-controller vdc @ App 2023.10 m5.large us-east-2a @© Running 10.1.129.105
res-demo2-vdc-broker vdc @\nfra 2023.10 mb.large us-east-2b © Running 10.1.149.12
res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b © Running 10.1.155.249
res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @©@ Running 10.1.153.135

2HE 4
B2 4% Holxlols Chalt 28 ME 74 MR 27t EAIELI

o
o
o

m
i
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 ID M3 A

Single Sign-On & EHQt Z2 MEE E AIFLICH
* Network

HMAE 8t VPC ID, A S5 IDs EA|ELICT
* Directory Service

AEXOIF & = o CHEH #E CIMEEl 478 & MH|A A 2ot &f 5 2E|RF ARNSE EAIRL
Ct.

Users

mio
1
0z
Q'I_n
rir

Active Directory0ll A 7|38l ZE ALSAH7H ALS R TO|KIol EAIEILICH AHBRHE HIE
Sot SHAE BEIXt0 ofs) S7ISHELICH £7| SR TAJ0l ChE REMIE LHS S A1
274 Jtole.

mo
ik
>
9'|_|
=

® Note
2[Rt g ALSRtof CHE MlMEE et = J&LICEH 7|[2XMo =z BE AMSXte ME &
doi| 218 mW7HK| g o & Ef7t ELICH AFSAL HIE S BNl Ff MME ddst7]
Mol 2a0l5t= & L™ FLICH

- Research and Engineering Studio PaN & demoadming ¥
RES > Environment Management > Users ®
Users (©) Cactions » ) o
Environment user management Set as Admin User

° Q Search Disable User
Username uip GID Email Is Sud... Role Is Active Status Groups
* IDEAUsers
o demouser2 3006 3006 demouser2@demo. No user No @ Enabled
* DemoUsers
@] sauser2 3011 3011 sauser2@demo. No user No @ Enabled * SAUsers

* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes @ Enabled * AWS Delegated Administrators
* IDEAUsers

(@) pmtuser02 8001 6001 pmtuser02@demo. No user No @ Enabled * ProductUsers

AE Xt HOIX[o|M ChE 2 +™E = A&LICH

1. ASXHE AMELIC

=
2. AEXO|ES MEHStH &Y M+ & AHE35tod ChEE - E LI

_|_
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[

a. TEIXAERE HH

b. ALSXt HIE IS

as

Kl

Active Directory0llM S7[3tEl 2R E O&2 1& HO|X|o ZAIELICH 28§ 74 A &elol cHer il

B g2 MMe &

r

P
9'|_|
x
20
4
0x
N
In

- Research and Engineering Studio L & demoadmind v

RES Environment Management

Groups ®
Groups © Garewors ) @

Environme ser group management Disable Group
Q= :
Title Group Name Type Role Status GID
[ (o] IDEAUsers IDEAUsers external user @ Enabled 4000 ]
O SAAdmins SAAdmins external user @© Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
O  username uID GID Email Is Sudo? Role Is Active Status Groups syni

* DemoAdmins

(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

* DemoAdmins
(m} demoadmin4 3003 3003 demoadmind@demo Yes admin Yes @ Enabled * AWS Delegated Administrators 10/3
* IDEAUsers

* SAAdmins

& HOo|X[o|M CHEE ¥ + U&LICH

1. ASX &S Mo

2. MEX IE5S MUHE F2 Y HwE MEstod A5 S HIE Estet 7L &8s &Lt

3. AMEX IE5S MHsIH 2tH ottho| AAZA 2 HE6lod AEL| AISKE 2 & USLICH

z2HEE M OAIE B Yoo ZAE BEeLich Z2MEE M8 M 0|8, MY 2 &4
TEnt 22 d-Ee "olgfLth ZEME = YEtHo R HFE Z|aA0 RFE 2 37|, AZEQ0]
ABHESZ FH0 22 Z2MEQ &Y @F MY E SFIT T MEX X|HE + U= stLt Ol
ool gtgol ZetEuct

|
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. IZNE H7|

- ZEXME Y

- ZEME HE

. TZ2ME H|E A3}

- IEME AMK|

« T2MEN|METD FI} E= XA

- ZIEMEQ AZAE U A|AE HT|
- AMEEIZSFTI

Projects

Env nagement

Title Project Code Status Budgets

PN & demoadmind v

(6]

ezl ... PN
e Edit Project
Disable Project

Update Tags

1

Groups Updated On

[o project-1 project-1 © Enabled * IDEAUsers 10/3/2023, 7:04:18 PM ]
Z2HE AIZEE A8 7t58 ZE2XME S5 M3 E
g+ A&
1. M LSS ASsto] ZRMES 2 £ s
2 ZRHEE MSH 2ol MR E ARSI B2 2 8Y 4 e
a. ZEME HE
b. ZEZME H[gHdst L= 83|
c. ZZHME BT Holo|E
d. ZZ2ME A
3. Z2ME MAHS MEstol M ZZHMES MM £ sl
ZZME 4
1. ZREE Mg MefE
2. ZERME N YEE YLD

LIC} Z2XE CHA|E S oA ClES S 23

Projects

140



Q7 I AX|L|o{E ARLC(R Add a permission2|

Z2HE DEoIM HIS TS £Asts O AL8E £ /= 244 E{TYLICH AWS Cost
2 A E

Explorer Service. AtA|Et LIE2 ALE XA ol HIE E€E

/A Important

Z2HE |DE A

T M0 Cher XEMEE LHE2 MM E HZotM AR RIE5 F7t
3. (ME{AY) Z=HEOQ| ofl¢h2 ALICE ofdtol| CHe RbAM[EH LIE2 EBHE HZsHAAIQHIE 2L

37 & It A|AHE] EFS, FSx for Lustre 2! FSx NetApp ONTAP2 042 ZEME 4l vDIs. 224
LI EBS & 2E2|X| SME AE5lE{H sliT ZT2HME | 2 & VDI CHE VDIs.

RES Virtual Desktop Projects Create new Project

Create new Project

Project Definition

Title
Enter a user friendly project title.

[ )

Project ID
Enter a project-id

( )

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long,

Description
Enter the project description

Enter Description ...

Allowed sessions per user
Maximum number of sessions a user can launch in this project

E )

Enable budget assignment and tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(® )

Resource Configurations

Starage resources
Add file systems and/or 3 buckets to the project

[ ] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs] v J @

» Advanced Options

Projects 141
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5. AMSAHQEE D80 MU AY(LRME W TEZEME AQK)S FYHLIC 2 o
0| Y 4 s KL 7|2 M Z2L MMS AEFHMLR
6. MES MBIt

1. ZRME S| Z2HES M
2. mefHiFolM ZRME HES Mg
3. YElol=E8 YErLIct

Edit Project

Project Definition

Title
Enter a user friendly project title

test J

Project ID
Enter a project-id.

Project ID

Descripti
Enter the projec

Enter Description

Allowed sessions per user
Maximum number of se: launch in this project

(s )

Enable budget assi gnmenta nd tracking
To track budget status in the cost dashboard, specify the budget created in AWS Budgets

(o ]

Resource Configurations

v Advanced Options

Add Security Groups
Select applicable security groups for the Project

( ] ©

» Linux

» Windows

Projects 142



Q7 I AX|L|o{E ARLC(R Add a permission2|

Research and Engineering Studio 4L & admin1 v

res-deploy (us- Environment Managemed f6)

east-2) Projects @ (m m

Env ment Proje ent. Edit Py t

v Desktops e Fro) it Projec
ble Pi

My virtual desktops sable Pre
Shared desktops Update Tags

Title Project Code v Status v Budgets v Groups v Users Delete Project v
O deleteProject2 004 © Enabled - « group_1 « admin1 1/28/2025, 2:12:38 AM
v Session management
Dashboard [ O  disableProject 002 @© Enabled - « group_1 * admin1 1/28/2025, 4:03:18 PM ]
Sessions O test 001 @ Enabled - « group_1 « admint 1/27/2025, 12:59:53 AM

Software stacks
Debugging

Desktop settings

v Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

Research and Engineering Studio L & admin1 v

res-deploy (us- @ Successfully disabled project with ID: 5242¢9f2-8895-483f-9389-ba9bff278598, and all associated sessions will be stopped ®
east-2)

Environment M

Deskeops Projects ©)

My virtual desktops

Ll

Environment Project Management.
Shared desktops

Q

v Session management Title v ProjectCode v  Status v Budgets v Groups vV Users v Updated On v
Dashboard §
O deleteProject2 004 © Enabled - « group_1 « admint 1/28/2025, 2:12:38 AM
Sessions
Software stacks O disableProject 002 © Disabled - * group_1 « admint 1/28/2025, 4:35:29 PM
Debugging O test 001 @ Enabled - * group_1 « admint 1/27/2025, 12:59:53 AM

Desktop settings

<

Environment Management
Projects

Users

Groups

File systems

S3 buckets

Identity management New
Permission policy

Environment status

Snapshot management

Environment settings

Projects 143
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2. Y HFHM ZZHME AX|E MEHFLICH.

L & admin1 v

#4| Research and Engineering Studio

(6]

res-deploy (us- RES > Environment \ er JIE
east-2) .
Projects © G ») 2D
v Desktops Edit Project

Disable Project 1

My virtual desktops
Update Tags

Shared desktops
Title ProjectCode v Status v Budgets v Groups vV Users Delete Project | v
. [ O deleteProject2 004 @ Enabled - « group_1 « admint 2/14/2025, 1:40:52 PM
v Session management
Sessions O disableProject 002 © Enabled - - group_1 « admint 2/14/2025, 1:40:28 PM
Software stacks O test 001 @© Enabled - « group_1 « admin1 1/27/2025, 12:59:53 AM
Debugging

Desktop settings

v Environment management
Dashboards New
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environment settings

3. FHQ HYo|LIEtLLICH Z=2ME 0|F& U=E Ch3 0§ M=stod Arx|ErLict

- =H -4

Delete Project: test-proj-deletion X

Are you sure you want to delete this project?
All associated sessions will be terminated. This action cannot be undone.

To confirm deletion, enter the name of the project in the text input field.

[ test-proj-deletion ]

Cancel

4, ZZHME7JI MAXEZHMNE T2MEQ}F 14 E 2 E VDI MMo| SEELICH
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j Research and Engineering Studio 4 & admin1 v

res-deploy (us- @© Project with ID: ea231a4c-7€01-4d1c-8590-55703918¢87e has been deleted successfully @
east-2)

@ G (D
.

My virtual desktops

Shared desktops

v Session management Title v ProjectCode Vv  Status v Budgets v Groups Vv Users v Updated On v
Dashboard
O  disableProject 002 @© Enabled - * group_1 * admin1 1/28/2025, 4:40:03 PM
Sessions
Software stacks O test 001 © Enabled « group_t « admin1 1/27/2025, 12:59:53 AM
Debugging

Desktop settings

¥ Environment Management
Projects
Users
Groups
File systems
S3 buckets
Identity management New
Permission policy
Environment status
Snapshot management

Environmen It settines

Projects 145
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Projects © G- CEEZEED

Environment Project Management

[ K
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 @ Enabled - e |IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?

No records

IAM HRE £7h5t0d ZRMEO| HZE DE QIAHAO| VDI HMAS FofF £ AUALICH S
2ETIs M O+ 7|2k HoiZ HAMo| Ef2 8 XIHELICH

res:Resource/vdi-host-policy

AM dgof CHEt REAIEH LI 2 IAMS| A 2l HEtE FHASM L.

Hot 122 &7hstod ZRMEO| T E VDl QAEAN CHEF S 41 L &A1 H|O[EIE MoiE 4 UaL

Ch Hor 58 22 Yste{H 2ot 5ol oS 71-2f Hoz ej2 & XIEE LI

b REAIEE LIE 2 Amazon VPC AFE MMl EoF I 52 AFE35H04 E|AAN| CHEF E
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AEAFEE FT}
Z2HME L{o| BE VDI MMM AR E[= AR AT EIEE FIHE = U &LICH RESE Linux &
WindowsOfl CHel A3 ZE AR 2 X[HELICH AJEE A|ZQ| B ChE & stLEE MEIE £ AU&L
Ct.
VDI AlZF Al AT ZIE A™Y
Ol M2 RES 7 == MR|7t A™-E|7| Hof VDI QIAEIA A|EF A| AT BRIEE AIZFEfLICH
VDI7t TAHE AP ASRIE A
O| M2 RES 70| &t 5 El ¥ AJBIEE A|FELICH
A2JBEE S SME K|HE o
A32E 1Y o X
S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/sample
EH o file://luser/scripts/example.sh
S3HHZIA T AREE EE MK XH AFEEE O |22 Z 2 H|X{'J3loF & L|C}.
res:EnvironmentName/<res-environment>
ol A2 222 FEE & U+ E M3 ELICH
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VD

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 }
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' ) { 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

|H

2HME 74| of

A4 xH
o™

i
o

Research and Engineering Studio(RES)E AtE5tH 2| AL XH7F MEAEE AL
EMEE HEIE = Ue F7I HEE Roi5te AKX XYH HEt Z2LE Y
EMEN = HIZ F MEX XYY = U= "ZENME H" W "ZT2ME A|FA"Ete F 7K 7|§ s
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1. XIBE A ERI7H CHE ALERIQE O & —&E’“'E of FIt5tHL ZEHMEMM MAHE = U= "Z2
ME HHd HOlo|Eret XIBE AH8R7 ZE2HMEE HEStst7LE HIE g3t = (= "Z2HE
AEl AO|o|E'E MEI 2 ME 27 :["-lol_l-_

2. XGE AHSA7 Z2HME Lol M VDI MME By = e "M 4" XIZE MAEAL Z=2
ME oM CHE ALERI| MME E5t7LE SRE = QU= "THE ASK MME SG/FR"'E T
SE VDI MM gt Heteluot,

Olz{et YAl 2 ERH= BZ 2| ZEIRIZ} ot MBI Z2HME 7|gh HEtS AU = AU&LIC

=

- Z2HME #E| HE

« VDI MM gt et

- HEtzZ 2 pE|

- 72 Met z= 4

- B3 37

- O353R Z2E

ZZHME phg| HE

zZ2ME HH4 YHo|E

O HEtS Fof2 BEXTE ot AL8RIE Z2MEMM MEA £E IES F7H A MAHE =
UELICH £t Mt Z2 LS HYstn i EE EO|CHE ZE AL8A H 250 CHEF HAMA
TES 28 + laLh

Team Configurations

Groups  Info Permission profile Info

|grcup,1 v ‘ | Project Owner v I Remove |

é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile

Eroup_2 v ‘ [Project Member v (‘ Remove ~:|

| Add group \

No users attached. Click 'Add user” below to get started.

|:’ Add user \)

(_cancel ) m

&
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== = O

Hetg Rojwre BRI} ol A8 KHE ZRHE Ho|x|o| &Y HES A8sto Z2HE
I.

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

O project2 Project2 @ Enabled

= group_2 * usert 7/15/2024, 11:45:22 AM

. . {fe] 1
¥ Environment Management O  projecs Project3 © Enabled group_

7/15/2024, 8:05:20 AM
* group2
Projects

VDI M| gt &t

MM 4
AERI7E L) 7H OlA 3 & H O|X[ol M RE&1e] VDI MM E AlEE = A=K 047 :

BHE|R}7} ob el AP RF7E REAIQ| VDI MM E A|EHE
2Xt= ANMEKX| RHAlQ| VDI MMHE SX|6tD SEE

—_= OO =2 - L=

4—|'E|X|-7|- o|.L_| A|-9X|-O-I|7-|| A‘|| AN A AMSH -‘,L.|%|-o| o-iE 74
E0| H|&HEtELICt

0
4o
jul
n|o
III
o
=
N

0z

2

>.
lu
I
>
>
I

Virtual Desktops D Autorefresh

test2  Connect

© Ready ws . " © No Schedu

1:05

Tuesday, August 6

CHE AFSAHOl MM MM = B2

- OO 1

ZHE2|RE7F okl AFERE7E 1% EFAM Zrof M MM O] X|of HMAE 4 U E FHEELICH ol

[=] =]
AEXRH=0| HEto| FoiE Z2MEO| CHE AEXtol CHall VDI MM E AIRTE = JU&LICH
HEr gAY
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L
>
=

2|Xt7}F obil ALKt CHE ALS Xtol CHEF MM E A[RE =+ e HErol Ule 8¢ &%
ol CtSxt Zol MM 22| ofeioll MM 227k E AIELICH

0?',.' Fl',-l

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

¥ Session Management

Sessions

ZFE[XETE oFl AR RHol| Al CHE AFEREOf CHEF MM S WEE & = HEHO| Sl B2 215 A
Foil= Ch5xt 2ol MM #2[7F ZA|Z|X| ef&LCH

RES <

¥ Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

- Research and Engineering Studio & H|O[X|2| 1% B M FoiMq et Mg MEfghL|Ct o] m|
O|X[of M HEt Z2EHE MM, UO|O|E, LY, 27| & AXE = A&LIch

—__ —
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Project roles Desktop sharing profiles

Project roles (2)

[ Q Find role by ID

Role ID v Role name v Description
O project_owner Project Owner

Project Member

@)

project_member

=
ZEE HEUSHL AXME = UE

Project Owner

Default Permission Profile for Project Owner

Default Permission Profile for Project Member

2 Het T2 I 0|o|X|oAM EB{E HEt ==
Iz =1

© (e )

1
v Latest update v Affected projects
2 weeks ago 0
2 weeks ago 10

o| o|§& ME4EfLICt. O] O X[0fA A

&
St

General Settings

Profile ID Description

project_owner

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile.

Project management permissions (selected 2/2)

Update project membership

d groups associated Enable

Update project status

VDI session management permissions (selected 2/2)

erminate other’s session

Create session Create/T:

2. Yskg ut= 2 ME EHE MEHFI04 SR HE T2 0}

Default Permission Profile for Project Owner

Creation date

3 weeks ago

Latest update
3 weeks ago

&
rok
o
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RES > Pe np Project Owner

Project Owner

General Settings

Profile ID

project_owner

Permissions Affected projects

Affected projects (2)

List of projects using this permission profile.

Project name
Project1 [2

Project3 [4

HEtz=E MY
1. 7|2 HEr T2 Z o o| Ko
2. ZZ L o|g1 MHE

L o]

I o

T
o

Create Profile

Create permission profile

Description

Default Permission Profile for Project Owner

Groups
1

2

Creation date

2 months ago

Latest update
4 hours ago

Users

Meystol Het
2Tof g

( edit \ (' pelete /)

ZZIZg MAErLICE
AgRF EE B0 Rofg Hite M

Permission profile definition

Profile name

Assign a name to the profile

\
Must start with a letter. Must contain 1

to 64 alphanumeric cha

Profile description

Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions
Update project membership
Update users and groug ted
(0]

VDI session management permissions

Create session

Update project status
roject

Enable

@ ]

disable a

Create/Terminate other's session

Create a session within a project Create/Terminate another use! a projec

(] (@ ]
) G
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Permission profile definition

Profile name

Assign a name to the profile

[ Project Member

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.
Project management permissions

Update
Update users and groups associated with a project.

VDI session management permissions

Update project status

@ ]

Create/Terminate other's session

Create session

et =T 2 E AKX
. 78 HE Z2E 1o|x|olM Holl i
2L MKE MYBLICH 7|E Z2ME|M AR S

Save changes
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9|

& admin1 v

© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES erm 1 Pre e:
Permission Profiles

Create and manage permission profiles.

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Sessions

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

z2g

rot

78 ™
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RES Environment Management Permission policy

Permission policy

Manage user permissions throughout the environment.

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer

View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out

Playback audio from remote desktop. This permission is critical,

review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

o HEte X AMA T

ol ZEJof @
LI CIRECE

N AS0] 2R Thel

X et M HlolE HAMA
EFAHQ|

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

LS —

Ct. CllO|E] HMAT} EESHE|™ AAERt=
AAEIN ¢4ZZE C|0|E{E YR ESHLICIR 2

A8 AL T £ 2
EA|E|I| oI-O|:|;| :LEI:H _|_,_|.OI A|A'7=-=.

ZAN

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

11*°

ZEHol|M ot
L=

=2 T ArAHE

& clusteradmin ¥
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5| Research and Engineering Studio

v Desktops
My Virtual Desktops

Shared Desktops

v Session Management

res-new (us-east-1) RES Environment Management

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Envir D Accessdata
Display File browser in the navigation menu and access data via web portal
Projects
Users (O sSHaccess
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems @ Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [
S3 Buckets

Identity Management

Permission policy 14 ktop permissi (enabled 12/12)

Environment Status

Snapshot Management

» Desktop ad d settings (enabled 8/8)

General Settings

CIOIE} 24| 7I5 & 2 CF & LiB0| D & 8o olo| 22918 NBXE 8 HolxIof ciers
1Helg YR EsL 2R EY 4 oiaLich E8 HOIXIE M2 DI B ol AlRHEILICH

SSH A2 T4

|0II

g3t + A&LICH VDIso|
tH RES7t H& ZAEE HY
§|'3|":'._=| RES= SSH 4 A[A

| 0| X|& X|AHELICE ol £

o

£240] CHE SSHE B ALt IR
& $AEE S8 0|20{ZLICt 0| E2S BN
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Research and Engineering Studio

res-new (us-east-1) RES > Environment

Permission policy

v Desktops
Manage user permissions throughout the environment
My Virtual Desktops
Shared Desktops
® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making
v Session Management
Dashboard
Sessions Environment boundaries
Software Stacks Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
Deb profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
ebugging
Desktop Settings v File browser and SSH permissions (enabled 0/2)
v Environment Management @ Access data
Display File browser in the navigation menu and access data via web portal
Projects
Users (D sSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,
Groups
File Systems © Info
Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/
S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

» Desktop permissions (enabled 12/12)

» Desktop ad d settings (enabled 8/8)

2. SSH HAMAZ} EMHEHE W7HK| Z7|CHRIL|CE

Research and Engineering Studio

4

Desktops
My Virtual Desktops
Shared Desktops

4

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

res-new (us-east-1) @© SSH access is being enabled. The application will auto-reload once the change takes effect.

Environment Management » Permission polic

Permission policy

throughout the environmer

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any «

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled perm
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v Environment Management

Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy
Environment Status
Snapshot Management

General Settings

v File browser and SSH permissions (enabled 1/2)

D Access data

Display File browser in the navigation menu and access data via web portal.

SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

> p permissi 12/12)

v

p advanced ing: 8/8)

3. Bastion EAEJ} F£7IE|H SSH HAM| A7 EMsHEL|CH.
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Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management

Permission policy

Environment Status

Snapshot Management

General Settings

onment NV

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts

Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desktop adt i settings bled 8/8)

Ef A ZHOJ| A AFR RFOI|H| E AIE/LICE

RES Home SSH Acce:

SSH Access

Access environment using Linux / MacOS

Follow the below steps to connect to the cluster using Terminal on your Linux or MacOS laptop/workstation:

Step 1: Download my Private Key

Download the private key file, and save it your ~/.ssh directory.

& Download ate Key

Step 2: Modify key permissions

Run: chmod 600 ~/.ssh/adminl_res-new_privatekey.pem

Step 3: Connect to the cluster

Run: ssh -i ~/.ssh/adminl_res-new_privatekey.pem admin1@3.92.72.222

Step 4: Create SSH config

If you don't want your session to be automatically closed after a couple of minutes of inactivity, edit:

~/.ssh/config and add:

Host res-new-us-east-1
User adminl
Hostname 3.92.72.222
ServerAliveInterval 10
ServerAliveCountMax 2
IdentityFile ~/.ssh/adminl_res-new_privatekey.pem

Once updated, you can simply run below to connect to your cluster:
ssh res-new-us-east-1

Access environment using Wind

Follow the below steps to connect to the cluster u:

Step 1: Download my PuTTY private key

Step 2: Configure PuTTY

« Download PuTTY [

* As hostname, enter 3.92.72.222

* Navigate to Connection > SSH > Auth and er
under "Private Key used for Authenticatic

* Save your session

 Click connect/open to access the cluster

Step 3: Enable KeepAlive

If you don't want your session to be automatically
and add

as "Seconds between KeepAlives"

e
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’T Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

SSH HM| AT} HIE

RES Environment

Permission policy

Manage user permissions throughout the environment.

@ Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries
Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled |
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.

v File browser and SSH permissions (enabled 1/2)

O Access data
Display File browser in the navigation menu and access data via web portal.

@ sSHaccess

Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [

» Desktop permissi bled 12/12)

» Desk b i settings bled 8/8)

M= 7R Z|cHRL|C}.
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Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops
Shared Desktops

SSH Access Instructions

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

@© SSH access is being disabled. The application will auto-reload once the change takes effect.

RES > Environment Management

Permission policy

Manage user permissions throughout the environm

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 0/2)

D Access data
Display File browser in the navigation menu and access data via web portal

SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. view module status [7

» Desktop permissi d 12/12)

v

Desktop advanced settings (enabled 8/8)

3. ZEMATL 2EE[M SSH AMAT} HIE H3HELICEH

<4

4

4

Research and Engineering Studio

res-new (us-east-1)

Desktops
My Virtual Desktops

Shared Desktops

Session Management
Dashboard

Sessions

Software Stacks
Debugging

Desktop Settings

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Identity Management
Permission policy

Environment Status

Snapshot Management

General Settings

Permission policy

Manage r permissions throughout the environment

® Permission policy key concepts
Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making

Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled
profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'.
v File browser and SSH permissions (enabled 0/2)

(D Access data

Display File browser in the navigation menu and access data via web portal.

(D SSH access
Access data and desktop via Secure Shell (SSH), displaying 'SSH access instructions' in the navigation menu. Disabling SSH removes the menu item as well,

@ Info

Enabling SSH access adds the Bastion host automatically, which may take minutes. Disabling SSH terminates the host. View module status [/

» Desktop permissi bled 12/12)

» k b i settings ( bled 8/8)

e
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Permission policy

RES Environment Management

Permission policy

Manage user permissions throughout the environment.

& clusteradmin ¥

® Properly managing a comprehensive permissions policy requires understanding the cascading effects permissions can have across the environment. Before making any changes,

read Info

Environment boundaries

» File browser and SSH permissions (enabled 1/2)

v Desktop permissions (enabled 11/11)

@© Dpisplay
View the remote desktop. This permission is critical, review
implications before disabling

@© Pointer
View mouse of remote desktop. This permission is critical,
review implications before disabling.

@© Mouse
Use local mouse on remote desktop. This permission is critical,
review implications before disabling.

@ Audio Out
Playback audio from remote desktop. This permission s critica
review implications before disabling.

» Desktop advanced settings (enabled 8/8)

Project roles Desktop sharing profiles

@ Keyboard
Use the local keyboard on remote desktop. This permission is
critical, review implications before disabling

@ Keyboard SAS
Use the Secure Attention Sequence (Ctrl+Alt+Del). This
permission is critical, review implications before disabling.

@ screenshot

Save screenshot of remote desktop.

@ Clipboard Copy

Copy from remote desktop to local clipboard

@ Clipboard Paste

Copy from local clipboard to remote desktop.

@ File Upload

Upload files to remote desktop storage.

@ File Download

Download files from remote desktop storage.

(6]

a3g 3/ ZE2L
HEIRHE M Z2US M5t AHSRF XIHE £ aLich O3t ZRLS RE ALSKITF HAAE
4 oM CHE AFE RIS MME BRE M ALSEILICH ol2{8t Z2 L LHoil A FoiEl &) HEte ™
WMoz 5{EE ClAIE HEte 20HE 4 gl
ZEL MY

163

&
rok

Al
12



Add a permission2|
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Project roles Desktop sharing profiles

Desktop sharing profiles (3)

[ Q Find profile by ID ]

Profile ID v Profile name v Description

(@) observer_profile View Only Profile This profile grants view only access on the DCV Se...

©)

reviewer_2 Reviewer-2 The studio of Jadé Fadojutimi, the British artist,...

(@) reviewer Admin Profile This profile grants the same access as the Admin o...

Create profile

1 &

v Latest update v
2 days ago
27 seconds ago

24 hours ago

r Profile definition

Profile name
Assign a name to the profile.

[ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[ )

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@O Keyboard

Input from the client key

@ Display

Receive vi

isual data from the NICE DOV server ard 1o the NICE DOV server

@ Pointer

View NICE DCV server mouse position events and pointer shapes

@ Keyboard SAS
Use the secure attention s
Requires Keyboard permis:

uence (CTRL=Alt+Del). Note:

ns as wel

@ Mouse

Input from the client mouse to the NICE DCV server

@O screenshot

Save a scr

nshot of the remot

@ Audio out

Receive audio from the NICE DCV server to the client

@ unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@ clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server from the dlient clipboard

@ File upload

Upload files to the session storage

@ File Download

Download files from the session storage

o2 E Y
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Project roles Desktop sharing profiles

Desktop sharing profiles

Manage your desktop sharing profiles.

[ Q search

Desktop sharing profile ID Title

Description

SN hd U= Mol ZA| HEFLICH

© e o) CEEZID

-

&

Created On

testProfile_1

[ Q  testprofile_t

9/15/2024, 9:29:55 ¢

(@] observer_profile View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not contrel session

9/11/2024, 2:10:22 1

»

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[

Permissions

1

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DCV server

@ Pointer

View NICE DCV server mouse pasition events and pointer shapes

@O Mouse

Input from the client mouse to the NICE DOV server

@ Audio Out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@O Keyboard

Input from the client ke

ard to the NICE DCV server

@ Keyboard SAS
e attention sequence (CTRL=Alt=Del). Note
board permissions as wel

@ screenshot

Save a screenshot of the remote deskrop

(® clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

(O clipboard Paste

Copy data to the MICE DCV server from the client clipboard

O File Upload

Upload files to the session storage

@ File Download

Download files from the session storage

Cancel Save changes
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Onboard File System

Title Name File System ID
Shared Storage - Home home fs-0b4cesh1914913e4
FSx Lustre fsx_lustre fs-0a9042e216f9e3109
FSx ONTAP fsx_ontap fs-0105118574b6e9890
efs home efs_home fs-0df4c9ac93b975142
- Al {O|X|o|H CI 2 & e &= U&LICH
1. MU AARIS HMELCH
2. Y AAHS M He
a. Z2MEO| T AATS F7HELIC
b. ZZHMEO|M ItU AAEH K| 7H
3. M AARE 2EYELICH
4. WY AARS MEHSIH 31 StEHO| 22 & 5tod ot
=M
. Y AAE 2HE

® Note
o AAEIE
St |_| |_‘_|.

Scope

cluster

project

project

project

Provider

efs

fsx_lustre
fsx_netapp_ontap

efs
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3.

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ 4

( fs-0013c7a86b6d5f79e [efs] )

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] A

I

U AR M HEE e2iEti

(® Note

J|2xo 2 pE|Rlet ZEME AQAE LSS0l HE

U A AT Mg 4 Qe

I5HoF &fLICt/home. ZB2{H & C|ZE{Z
AAEIO| MUEILICH o] 7|52 Z2ME 9}

S 2Ecists Sof ME Sy &Il T A

Onboard New File System X

Onboard File System
Select applicable file system to onboard

{ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

( )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

Z I

ZE2MEO| & C|HMEZIZE AE 1t A|ARI2 Mount Directory 222 2 A
HLC

—_ O

i
rr
i

Alé'?él CEC2 S0 22T E

(0}

MEX}2HVDIs. VDIsE I
% EI’XH oI-L| |:|.

v

Mg
&stod 2
bl

T A&
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RES Environment Management

Snapshot Management

2
1
Created Snapshots ** ©
Snapshots created from the environment
[ Q Search ] 1
$3 Bucket Name Snapshot Path Status Created On
No records
4
° 3 ~
Applied Snapshots = O] #evy snapshot
Snapshots applied to the environment
[ Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records

1. dEE RE AHMD ofY HEHE =
2. AN E SEFRLICH AEXE Y

3. M8 2 E AN siE HEIE

4. AHLEE HEELICH

|

r
[u]

A5a{p BIX S HEH0| 2l HS Aot BLIC

I
T
o

1>

C
%
i
o
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AthhE A

=
LHge iz A
B3t MR ZRHIMY = HZ0| &4 HolM BAEHE 4 st

0

® Note
O Amazon S3 HZ2| +& F7|= MF oM 2HE|ZX| pf&LICH 2E£0M HA =8 7|

£ #r2(ofoF gfLICt.

HHZlol| Hete F7hstedH:

1. B SS0IM AN 1S MeELIc
2. Wet S ML

3. HHZ ROl HER MeErLICH

4. B2 Yol O+ B2 FIFHLICH 0] 3SR AHBRIS| 2O THMELIC

« 111122223333 -> AWS A& ID
« {RES_ENVIRONMENT NAME} -> RES &Z 0|
e us-east-1->AWS 2|

« amzn-s3-demo-bucket -> S3 H{Z! O|&

/A Important
oM X[&etE HE ERIE2 MEHALCH AWS. REAIEF LHE 2 https:/
docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

HotedH HA Amazon S3 HHZ!of| 228t HEHE XSatok gf LIt HZ! Ao CHE AHA]
HA dE8E HZstHL. HI HT 2t E| & A ML 2ZE gdststs 20| &L

EE AxsHEAIR.

JSON

"Version":"2012-10-17",
"Statement": [

1>

C
%
i
o
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"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS":

"arn:aws:iam::111122223333:xrole/{RES_ENVIRONMENT_NAME}-cluster-manager-role"

L4

—
—

w
o
a
»2
-
=
o

ALHAE M A (Create Snapshot)]
248t Amazon S3 HHZ! 2| O]
4

=
[ ]
1 22 MY B2

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxtMultipartUpload”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

3,

"Principal": "*"

Mo Mo

= O
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Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

( )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes (), parentheses (), and hyphens (-).

5. 5~108 & A4 HO|X|MIAH M2 T EIE MEYSIo] AEHE & QlEfLICt AEf7F IN. PROGRESS
0lA{ COMPLETEDZ HZAE W7t X| AHA S RE5HK| eb&LICH

LA HME

BHo| AHAFE MMSH S0l SHE AHAFS M| B Z50] 24 835l0o{ O|O|E{E nfo|aBl|o|ME &= &

LICH E0| AYAFE 2lg = UTE HIIo| A W™ F7I8loF ELICH

AHAFS MBSHH M 50| GIZE ALK HEH ZE2EME AT EQo] AR HE T2 E ol

o A|AEID ZH2 Of|O|E{7F SAFEILICH AFS A MM SHIE|X| f&LICH AAFO| MEE|

M 2t ElAA PR EQ 7|2 HEE &Qlstoqd o|0| EXMSI=X| EHQIELICH S5 tlZEQ B2

AHAR2 A BH A0 2lAA MM E HALHELICE 0| =& 7| 289 20| H|xsHX|gH CHE 7|

EoAAHEECE YIAES B LIS A2 A85toi oHEI O|IE X 7|IZ MBIZEE

MA48FL|CtRecordName_SnapshotRESVersion_ApplySnapshotID. = EF A BT X{FH

ApplySnapshotID 20|11 AHAE MESloie= 24 A= E AEgLCE

AF 4B BIA|O44 ol AL BlAA0| 7+ SHOIBLICH A BZ0IM ALSE 4 9 2
MAMEIX| FALICH B BlAATH s Bl4A0| AL ALK B4 2440 7t8MS HolE
(=3

& % =
LICE S& ElaAE AI8E & 9l B9 5 2oL glo] 7|8 2laAaE YdFLich

30| oflAf T} ChE Lt ATsts 42 23 280f QU= CloudWatch 2104M AR B2 S 20l
&= /res-<env-name>/cluster-manager UELICH ZF 200{|= [AHAF HE) Ef27t JU&L
AL

A
H4EE MEE F0l= the section called “AE4E 22" H O] X|of A & H LS| HEHE HQIE £ QU

I
N
o
J
[=)
x
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ro
T
N
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2. M MEiELIC
3. BIZ EMoIM HES MEELIC
4. HIZ M| O+ B FIIELICH 0] BES ABR gto @ ChEELIC

111122223333 -> AWS A& ID
{RES_ENVIRONMENT NAME} -> RES &tZ 0|&
e us-east-1->AWS 2|

s amzn-s3-demo-bucket -> S3 H{Z! O|&

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS" :
"arn:aws:iam::111122223333:x0le/{RES_ENVIRONMENT_NAME}-cluster-manager-xole"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {

1>

C
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"aws:SecureTransport": "false"
},
"Principal": "*"
}
]
}
o =
AHAEE MG st
o St
1. AQA S MeBLCH
—. o =
2. AXo| ZEE Amazon S3 HZ!2] O|§ 2 &23FtLCt.
= =
3. HIZ! LHO| AhArof CHE TH B2 E UBHLICH
=~ o =
4. Mg d=gLc
'!

Apply a Snapshot X

S3 Bucket Name

Enter the name of the S3 bucket where the snapshot to be applied is stored.

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path

Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single

quotes ('), parentheses (), and hyphens (-).

A 4
H = = o = = = =

5. 5~108 & &4 e Ho|x[oM Mz 1 HE MEfsto] §EE = QlgrLIch

Amazon S3 H{Z!

Research and Engineering Studio(RES)+< Linux Virtual Desktop Infrastructure(VDI) °._ éoﬂ
Amazon S3 HZ! BIAE K| ELICt RES Z2|At= S3 HZ!2 RESH| 2SI, =2
ot, e WS, g4 222l s3 HZ! B HA g MHE = J&LCt

S3 HZ HAIZ =& A8 7Hs 3 2 2 TE S3 12 S52 NS HLIC S3 12 AR =M a2
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WEARE

S3 buckets

Onboard and

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /s3-bucket RW %p default

CIS MMolME RES Z2ME 0| Amazon S3 HHZ!E Zt2|5te e MHEEL

=S|
« Z42|El VPC HHZE 2|8t Amazon S3 HHZ! AFH =A

« Amazon S3 H{Z! F7}

« Amazon S3 H{Z! HE
« Amazon S3 H{Z! XN H
- OllO|E{ Ag|

o WA AE HA HMA

« ZZto[S VPCHM CIoIE R & YK
- EMSZE

 CloudTrail At2 A

Z42|El VPC HIZ E 2|8t Amazon S3 H{Z! A =

42| El VPCO| Research and Engineering StudioE HiZ3t= 3 AWS HH0o| RESE H{=Z 8 & C}
= Aol 2t Lambda 74 T2t O/E{ & 4Ci|O|E & LC.
1. Research and Engineering Studio7} HIZ El AWS A4 9| Lambda 2&0i 23218 LCt,

2. BlE Lambda &£ 3tof EfMELICI<RES-EnvironmentName>-vdc-custom-
credential-broker-lambda.

3. ol Fd ”S ME{ELICH

Amazon S3 H{Z! 174



Add a permission2|

e ‘ @ This function belongs to an application. Click here to manage it.

x“

¥ Function overview s

Diagram Template )

Related functions:
| select a function v

®/H=|

Layers ©) ‘

‘ m APl Gateway

("+ Add destination )
2 -

(_+ Add trigger )

Code Test

General configuration
Triggers

Permissions
Destinations

Function URL
Environment variables
Tags

VPC

RDS databases

Monitoring and operations
tools

Concurrency and recursion
detection

Asynchronous invocation
Code signing
File systems

State machines

—

N
ro

IR ¢
=3

x

o

ox

T

4>

fljo
rx
qm
Q'I_-
kl
ok
4> W
=]

[$)]
i

« %} regional

Amazon S3 H{Z! F 7}

Monitor

Configuration | Aliases | Versions

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key.

| @ Find environment variables

Download ¥ ) g
Description

‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

(__Export to Application Composer ) (

Last modified
17 hours ago

Function ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME
CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

MMg gL

[e]]]
on
(@]

N .
ol
__

ro ono

Il
=l
m

7|: AWS_STS_REGIONAL_ENDPOINTS

RES 70 S3 HZ!E F7t5t2{H:

1. Add bucket(HZ! £7hH2
2. HZ! 0|, ARN, B A x|Hx

/A Important

MegstLict
L Ze B M HEE

§ 273 Heg Fote

instance_id
idea_session_id

idea_session_owner

vde
PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

« M3E HZAARN, A X|H F 2EE Hd & HEY = laLch

Amazon S3 HZ!
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L

\
>
Y
Z
=
rr
rlo
HL
on
ull

3. HZlg 2ECls mEE MEHS)

A

/A Important

Fo i

4. 12 SMo|A IAM &t ARN% A
EFAlof b2 mxF AHIA HAM| A0

Add bucket

H 2= E AMESE ololH Aot

FO# WAL AN HMAE 25 HAE BRE =
is 7 S

2 ST MTALE HEIsHe MFAL ZEE 4 UsL

ZHAE ZHMEH LHE 2 MM S HZO|0|E ZAE|otAl

4 | R
IAM FE S Wit AE HZA AL gLt

‘ ® Currently only available for Linux desktops

Bucket setup

Bucket dlsplay name
Type riendly name to display

Bucket ARN

the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mountpulm
Type the directory path where the bucket will be mounted

Mode
Read unly [R]
y 1o read or copy stored data
o Read and write (RAW)
Aliow users to read or copy stored data and write or edit

Custom prefi
Enable the system to create a prefix

| Mo custom prefix

w» Advanced settings - optional

IAM role ARN

To access the bucket, paste the 1AM role Amazon Resource Name (ARN) copied in Identity and Access Management (IAM)

Project association

Projects - optional

\ssodiate the bucket with the following projects. To add a new project, go to Create Project.

(_cancel ) m

Amazon S3 HZ!
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Amazon S3 HHZ! THE

2. A Mol HES MENFLICH
3. YOlo|EE U=etLCt
/A Important
- TRHEE S3 M HZsHH HZlo| sig TRMEO| 7|E 4 AT E Qlxa}
(VDI) QlAE A 0] EHRIE|X| Sh&LICh B2 HZlo| siE Z2MEQl IHE Folgt =
X E oM AlEHEl VDI MlMof o2 EEL|C}
« S3HHZMH Z2ME S o478 sHAls = S3 HHZ!o| O|o|E{E WEg 2hx| SEX|2 olA3
= MEXt= i CIO|E o CHEF HAM|A FHEHS 24 H| ElLICH
4,

RES Environment Mar

Edit S3 Bucket

Bucket setup

Bucket display name
Type a user friendly name

53 Bucket

Project association

Projects - optianal
Choose the projects to assos

default X
| gefault

Amazon S3 H{Z! X7

1. S3HZ! FE0|MS3HIS

—

|

A EH ?:II' Ll |_—_|._

2. Y HwoMKXHE MEJELICH

/A Important

s U HZIOM EE Z2

ME @S

M| 74st of ErL|ct.

Amazon S3 HZ!
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« M7 Z Q2 s3 HA | o|o|Eol| &S FX| A&LICH S3 HZ! Bt RESS| A AT A7
gfLict

« HHZlE X|7H5tH
SEIX 0| HAA

- -

e Mol it BE Bz (~1AlZ) Al 7|Z VDI M0 sliiE HZ! 2

o
g = QA Eulck.

GlolE Ae2

RESOI| S3 HHZ!E F7+e mf A LH°I CIOIEE &8 Z2ME I MERIH HAEE + = 40|

A&LICH HZ! F7HHO[XK[M[M 47| ME(R) EEE 47| A M4 T|(RW) ZEEE MEE £ Ql&LCH
7| M8

Read Only (R)E ME45H H{Z! ARN(Amazon ElAA O|8)2| HFALE 7|8t2 2 |0|E ZHE|

7t M ELICH of| & S04 Z2|XI7} ARNS AF25104 HZ!2 RESO| £7tarn:aws:s3: : :bucket-
name/example-data/st10| HZ!E ZEME AL T2 ME B 0145t R Z2ZME AL =
ZME B Lol M VDIsE AlEtetE AFHEXHE B2 bucket-name OF2HO =0l Q= CllO|E{EH g2
T U&LICt/example-data. T B2 2/ o| Cl|O|E{of AAMAE = Qi& IEP H{Z! ARNO| S AL
7t FILEIR]| g2 A9 HAS (ZE B E ZEMEO| M ™A HAE AEE £ JU&LICH

9171 3 17|

Read and Write (R/W)E MEHASIH [0l MHEE CHE HZ! ARNLS| HFAIE 7|82 2 H|0|E{ A
27l A& M ELICH o] 2E0|= &2lX7F S3 BHZ!of & —1‘— 7B HFAIE MSE = UeE FFHSM
0| /& LICt Read and Write (R/W)E MEHSIHCIE SMO| T8 E EECIR HFE NEste
AR XH HFAFMMHE AIEE = U&LICH

o AFEXXEH HEFA QIS

* /%p

* /%p/%u
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Add bucket

@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name t
Bucket ARN

Paste the copied Amazon Resource Name (ARN) from AWS S3 even across different accounts

[.‘4

Mour\l pomc
pe th

C

)
Mode

ory path where the bucket will be mounted

AEXE X’H Olo|H ZAZ| gis
AR X|H HF A No custom prefixE MEHEH ALS P X ollo|e{ Ag| gio| HZlo] F=
7HEILICH Ol H| 6t HZ Tt ZEI 2R E Z2EMETL 97| & Al UG
Ch. o & E0f ZEIX7H7} arn:aws:s3:: :bucket-name No custom prefix ME{El ARNS
AL&38to] HZ!IE RESO| 716t 10| HZIg Z2ME A S Z2ME B} Od 5=

U T 2ME B LH0|M VDISE AlEfst= AHERHE 2ol CHEF FAIEH &

MT| HMA HELS 7HE 2 9l |

9 Z2HNME

7] 5 M| A A P

MEXt X|H HF AL /%pE MEHSIH HZI Q| CI|O|E{7} HAZE 2 EH Z2MEZ ZH2|gL|CH
sp e ZENME IEE LIEHHLICH | E E0{ #EIRI7H7} /%p MEHE| T OR E X|H

bucketarn:aws:s3:::bucket-name®?l ARN2 At&35t0{ H{Z!2 RESOH| F7t5t 10| HZI2
2EME AL Z2HME Bl (45t AR T2ME AQ| MK AE /bucketOl I P £+ 2
Lict Z2ME AQ| AF8XF BE ASAH ATl /bucketdl B8t g £ = UE
A8 B7t Z2ME B|M VDIE A& St /bucketE E= E< HIOIE7t ZEMEH

= LT ©
D2 ASXHAT AR D U2 EAIZX| §E&LICH AL R AL 2F M T2 S AL of2i el S3
/ProjectB {2t

Ls =

HZIoM 3HE 4 /ProjectA UX|TH AFEXI BE ZZHME B2l VDISE AFS
of HMAE = &LICH

k=3
= -
=13
=

Amazon S3 HZ!
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AHB R XIE HEAO] /%p/5u8 ME4sHH 70| ClOJE7L 1T ZRMES) ¢ZE 2 SX 22
ME U NBAE AT p WAL Z2HE IE LSLIDE HEX 018 % Ll
oheE x|ol

Ch. o & S0 Z2IXRI7}7F arn:aws:s3: : :bucket-name /%p/%u AEHE ARND}

/bucket@! ARNS Al235l0{ HZIS RESOH FIHELICE ol HEI2 = A

HZAE|0] JU&LICH T2ME A AFEAL AE /bucketOl IS £ = i’A'ﬁL—lEF %p A Ues
=5 !

O|M AlLt2|29 EF2|0| B AM2ABE ZEXME AV} /bucketQ & AO|| 2F 5 otelg
E £ QiaLCt T2EMEQ}L AKX E5 71 H|0|E{E ZAz|5t7| 2 LCt. APQXPA I ZF A St o}

U2 M AL of2iel S3 HHZIMIM B2 & /ProjectA/UserA QK| AHEX BE Z2ME A0AM
VDIs Al & /ProjectA/UserB 2ol HMAE £~ Ql&L|CH

WA A HZ! AAM A

o=
i
M

RESE CHE AWS A ™M HZIE ERiE

SHRHE % QLesLITh T, ol2fgt biZlof 40| 2l0{ok BL|
Ch CHE AL 2[R0 M HH AS| RES 42 "

=3
H% Boll S3 HZg ErAistEdm ghLct.
1EHH): RES7F BHEZ S 750l IAM 2382 MAI8tLICHOIS A1 AstD ).

1. S3 HZ(AHIHE A)ol| M| ASHOF 5= RES AHIH 2| AWS Management Console0l| 21 218tL|C}
(]

A)
2. 1AM 2£8 YLt

a. IAMCHAIEEZ O|SgfLCt.
b. ErM %o M PoliciesE AME{EHL|LCE.
3. MMM

=
HMZ 204 D&LICHZ A™E Boll = S3 HHZ! 2] amzn-s3-demo-bucket Ol

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

Amazon S3 HZ! 180
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"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]
}
]
}
d. CtSS MEHELICH
4, Mg HAEstn MMEhLCH
a. MOl 0|2 UELICHO: "S3AccessPolicy").
b. HMo| Fxg dYst= MMM dYS FItELICH
c. HMES HAEstu X Y8 MEELIc
5 1AM 2£2 Yuct

2 ALSRE A A7 MAe Mefgo

O
>
il
gk
4>
30
rr
2
m
m
=0
o
|0

0|'_|.

c. LC}Z JSON HME 20{ d&LICHE A AL 111122223333 AN A

ID{RES_ENVIRONMENT NAME}Z HITt T E RES HjZ o| 8t74 0|22 2 HfEL|Ct.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

Amazon S3 HZ!
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01
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ol o

017

{

"Principal":

"AWS":
"arn:aws:iam::111122223333:xo0le/<ENVIRONMENT_NAME>-vdc-custom-

credential-broker-lambda-role"”

},

"sts:AssumeRole"

"Action":

T

®l

o
frl

FLICE.

olgds
= e

(0i: "S3AccessRole") 2

3EFAHIM Ef2

& ol

7t

=
T

b.

+ 7|: res:Resource

« 2t s3-bucket-iam-role

PN

RESO{|A{ IAM €

9.

ol
30

gfLCt.

2

RES &0 2190

b.

i
—r

x4
(=]

2EHA: HH BOIlA HZ A =

LICE.

F

=
=

H’H B2| AWS Management Console0i| 210!
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b. CtS EHME FII510{ HH AS| IAM gtoil HHZ!oi| CHEH HM|A HetE FoighLIch
(1111222233338 H™ AS| AX| A IDE B amzn-s3-demo-bucketg S3 %! O

2o= yELDH,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/S3AccessRole"

}I

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}

e

Amazon S3 HZ! 183



Q7 I AX|L|o{E ARLC(R Add a permission2|

Zzto|S! VPCOHIM CO|E & &%

AEXE7F 2o S3 B{ZQ| Cl|0|E{E AI™H 2| AHA| S3 BH{Zl2 E5tK| 2SIE 2 VPC YEZQIEE
QiZdstod —zto|El VPCE BES & £ Ql&LICt Ct 2 E+74|01|HL A& LHe| S3 HZl ot w At A& HZ
O| U F7} H&oi CHet HMAE K|H6tE S3 MH|A0| CHEH VPC AEZQIEE MAMSIE HEHE

Hoi&L|CtH
1. Amazon VPC &8 L|ct.

a. AWS Management Consoled| 21 Q18tL|C}.

b. https://console.aws.amazon.com/vpcconsole/ Amazon VPC 2& & LICt.

2. S38VPCCUULEEQIE M.

a. 2% EHMFoMA=zES MEIELICH
b. A=ZQIE Mg MEAELICH
c. AHIA HFolA AWS MH|AE MEHSHoF BHLCtH
d. MH|A O|& ZE=0i com.amazonaws. <region>.s3 (e AWS 2|T<region>S 2 HF
7))& U=IStHHLE "S3"E HAEFLICE.
e. =50|M S3 MHIAE MESSHL|CE
3. A==EQIE MY T4

a. VPCOIM A=xQIEE BHE VPCE METILICEH

b. MEUYOo|M HIZ Soi VDI MEY0| A2 E|= =Z2lo|dl
A

x
|
o
mo

2E Mesrc

c. DNS 0| &

o
E O|EE2 d==x2l

4. AMAE HESTS B2 R,

b, EA HMETIIM A E= S5 AN LHo| BlAA0 THE HMAS MEtsts HHS ¢
245t
=

LICH CFHS 2 ol|Al A& LICHamzn-s3-demo-bucketg S3 HZ! O|E2Z HIF 1
111122223333 4 4444555566662 HM|ASEd= MAE AWS H A IDsZ HiELICH.

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [

"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"StringEquals": {

"aws:PrincipalAccount":
"111122223333",

"444455556666"

CtS ErAlof et A" EE= XIEE AE ID LHe| E|AaA 2 MBHE S3 HMAE
RIEE HggLct.

=X a2
EHZlo| vDIo| B A E[X| otEX| & Qlst= S

H1Z/0] VDIO| BIRHEIX| o Z9 QR 8 HolE 4 ol

LICH.

I

2
M
Hel

835t= VPC

7tR| {IRI7} A& LICE ot EFAE WHE
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1. VDI 231§ &elgfuch.

a. AWS Management Consoled| 21 QIgL|C}.

b. EC2 242 91 QIAEAR o|S¢&LCt

c. AlZEt VDI QIAEIAE MEHFHLCE

sudo su
cd ~/bootstrap/logs

o17|0M REAER 20 & HOIY + &LICH Amjol| CHEr MF HEE
| :

configure.log.{time} TtU0f U&LICH

Lt Jetc/message 20| RHAM[EH LIS S EQISHMIR.
o

2. MEX XI™E XA 5H 22 7{ Lambda CloudWatch Logs = Q!

a. AWS Management Consoled| 221 QIgFL|C}.
b. CloudWatch 2&£2 Q1 21 IE2 2 o|s&L|Ct.

c. 21 IEE AMELICt/aws/1lambda/<stack-name>-vdc-custom-credential-
broker-lambda.

d. AM27sstA M 20 282 ZAStD 230 2F
HZ 2 B AISHT| @8t LAl ALEA}F X[H AHE SF2 NS
7t ZerELct

3. A8X X|1H A4 5H 2 2 7{ API Gateway CloudWatch Logs & Q!

H&L|Ct olefet 210l= S3
t= AN 2ol CiEh ME EE

ol

a. AWS Management Console0i| 2 1218 L|C}.
b. CloudWatch &2 ¥1 21 O§2E O|SFLCt

c. 21 IEE AMELICt<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>.

d A8 7tsE XM 23 288 HAlstn 2300M 27 E &Lt 0|28 230)= S3
HZ!g EfxstE ol 228 AHS X XI1H Xt S0l CHEF API Gatewayoll CHEH @ U 8H

=
ap 2rEE ME e 2EELCH

SHE $ ujZI0| IAM 8 A FRHE Wy
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FLCH

=
=

—

AWS DynamoDB &0 239

7 2 Ax|LiofY ARCIR

1.

2

LICH.

F

__OH—
il

H

M

ol
il

E| O]

EHS
==

of M

At
=

FL|Ct<stack-name>.cluster-settings.

ElO|E&S AZHEILICH

3

=Ll

=2 shared-

storage.<filesystem_id>.s3_bucket.iam_role_arn HFEL|C}

« 2t <filesystem_id>8 £+

IAM @38 ARNC 2 SHIEA|

(I

ofn

~i
o
N

i[N
o

mr

100

ok
N

1
L

Hr

700

fL|Ctshared-

1%
storage.<filesyste
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m_id>.s3_bucket.iam_role_azrn.

LICE.

F
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CloudTrail A2 MZH

CloudTrail & & A& 3504 A™H0i M CloudTrail2 & 443l5t2{™ CloudTrail AWS CloudTrail AHE A

B 2| CloudTrail &£ Ar8st0{ &4 Hdol MSE X|&EE [H2M| 2. CloudTrail2 AMAEHIAM
g E 7|E5t04 S3 HHZlof| CHEF HMAE 7|EELICH Ol Z2EME = AFS At HAZAE QUAEHA
IDOY| CEA| AT = U&LICt
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MZz ALS

ol oM 7t ClAZESE AEstod CHE AEXIS Y ste Lol CiEr X|EE ALS Ko AH A

- SSH YAl&
- & HA3E

. ZRO23E

t 222K

=

SSH H M| A
SSHE AL 5104 Ti& B AE0 AN ASHEIT:

1. RES HF0lA SSH AMAE MEFFLICH
2. =tHo| ZAEl= x|EHo meh HMA0 SSH = PUTTYE AHS R LICH

7tA OIATE

7te a3 & QEHO|A(VDl) 2E2 AHE5HH AEXF7H0I A Windows FE = Linux 7+ HlAaE%
AstD Zelg = A&LICHAWS. AL RHE MEStE =7 L ofZE2(FH 00| AP x| X 7Y
HEH0 A Amazon EC2 QIAEIAE A|ZHE = Ql& L

XHE=E 23 A
RESE M CIE 2 MM E AL85tod 7H ClAZEE AIRE = JUES X[RELCH

« Amazon Linux 2(x86 %! ARM64)

« Amazon Linux 2023(x86 %! ARM64)
- RHEL 8(x86) ! 9(x86)

* Rocky Linux 9(x86)

- Ubuntu 22.04.03(x86)

* Windows Server 2019, 2022(x86)
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- Windows 10, 11(x86)

|
- MOATE AR

o AT EO] HAMA

- OlA3& el X0

. JIA AT E 2%

. MM BE T

'rr

- 714 AT E oY

- g HA23E QELO|A XS BXI

M O&3 & AIE

1. oM L 7H AT ES MEstL|C}

2. M7t dlazs AlEre MEYELICH

RES > Home > Virtual Desktops

Virtual Desktops EZTE TS

rhel9  Connect

Ha3g 271 2 E M 7tE7 ZA| LIEILL T 10~152 O|LHof CIA3 &S AL E = U&LICH Al
A AlZt2 =88t o|O|x|of| k2t CHELICH RESE GPU RIARAE ZX[6tn &2 EEIO|HE HR(|E

LICH.
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e
i
juf]
40
A
i
Ofm

s ClAT Bl HMASHE %Ol 7 412 47 welLict

- ZEE MESHAL MUl E MEfstod HetRKE Soff a3 &0l 2 AMAR LT
MyDesktop3-windows

(4 Connect

(avevsesmonris )( @) e

DCV connection

DCV 2ZI0|HEE Sall a3 50| M ASHH x| 2| o

£ U&L|Ct DCVE Safof
M M| A 5FE{H:

1. DCV MM mtUS MEHSt0 .dev LS CIREEFLICEH A
o4 {040k ErLICH,

claz ol HAMA
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Virtual Desktops utorefesh

rhel9  Connect

©Ready RedHat Enterprise Linux9 t3medium @ No Schedule

2. MX[X|EHE Eei{H ? olo|Z2 S ME{ELICH.

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& zIp & Mmsi

Step 2) Install the DCV client on your computer.

Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.
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[

Virtual Desktops

Virtual Desktops O e © O =T =

rhel9  Connect

SXIE M2 Hlo|e £ 40| Y dstx| ot AMEX] SXIE MMEE CHAl AIEE = &L

. =2
MHg STHZ SEELICHL LAl 2EE|X[IE M8dts 89 MdE S25H O|0|E7L &
A4E + A&LICH S=ot7| ol RES It A|AHE 0 CIO|EHE HiedsHoF & LICt

X

OazE del= HE2|o MEELUCH OIAZEE CHA| AZSHH o E2(7| 0| 0] CHA| AlZEE
0 .|7CI A O'AL_lEl- oE O|/\E-|/\7|- 7'<||:|.| x-lx-| E':% X|‘°|"_43|'E "8 O|-L|
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Virtual Desktops © O =T =

rhel9  Connect

I ClATE ofet

2Nz Y HASES EQUN YL U0l S22 BXIEITS otELIC i HlAT S0l
UL T+ Mol EAIE THE 0 ClATE O B Mol HMAS YN &S AB5H0d ZHE
4 QI LICH ofl CHaH APMIS| 2otz BiEd ST MM FIR BHZ300M 712 B M5 AESML. SF
MEIQI HLOIE HIATES BXIstod HISS WA 4 UALICH VDI RS BXIZHY CIAIE QIF
oA RS S0 CHEH AFMIEH LIB 2 4MS AT,
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

A BH0IM 712 YN MY

7|2 Y€ DynamoDB 0f|A ACI0|EE = U&LICH

1. #Fo| EAEH MY H|IO|IZE2 HMELICt<env-name>.cluster-settings.
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r\l
1
(@)
@)
=
ct
Q
™
=
0

ilters - optional
ibute name Condition Type Value

key X ] [ Contains v ] [ String v ] [ vdc.dcv_session.schedule ] ( Remove )

key X] [ Contains v ] [String v ] [type ] ( Remove )

TR YAl 2t ol CHE 7|2 U RBS LIEHHE 774 $S0| EAIEL

Chvdc.dcv_session.schedule.<day>.type. &8 22 CtS 1t Z&LICH

* NO_SCHEDULE

STOP_ALL_DAY

START_ALL_DAY

WORKING_HOURS

CUSTOM_SCHEDULE

4. CUSTOM_SCHEDULEO| MHEl B2 AFSA K| A|ZF &l SX| AlZHE XM S8l ok & LICt o|& 7l st
g So{AE MH EHO|E0|M CIE EHE{E A ELICE.
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- 54 0|8 = key
« X741 =Contains
« ¥ =String

« Zt =vdc.dcv_session.schedule
5. AEXR X|IH dHE HdHsteds 2 Imtof
vdc.dcv_session.schedule. <day>.shut_down_time CH3H

vdc.dcv_session.schedule.<day>.start_up_time & EAlo| =52 HAMEL|C} &5
LHOIA Null & =2 AtAIstD ChEat 20| EAtE § S22 diELct

504
INPd;

X

X:XX &4{0[o{oF ELICt 0§ S04 27 9A|= 09:000|2

AlZt 22 24A|2F 2HE A
2 &4 RES #730| HHZE AWS 2| 9| K| AlZtoll i &

= 5Al= 17:00QLICt. ¢34
L|C}.

o

ro

7td &3 & QELolA XtE SX|

ZE[XHE 77 VDIsE SXIstHU S2g + JULSE 482 748g = JaLIth 7 758 4824
ZFR| L C.

ull

1. 7% Mg AlZh: CPU AFE & 0| &iA|ZE O|2FRlo] AlZh S2F RF SEiQ M2 Al ZabElL|cH

2. CPUMBE HHIZ: & HE0| g0l HAZ(CPU ALET) O|2R MM2 77 SEIZ 7HFH
LICt Ol 2t 022 MHYstH MMo| RF &EIZ ZHFE|X| eh&LCt
0

3. D& MEf: RF AIBH AlZHO| X|LMEH Al

4. UH XB:0| SMS MU SF HEHZ Qs SXIT MMS YUY YO Tt MIHE 4+ YL
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

5

Maximum sessions allowed per user

Cancel Submit

e M B ool ClAZE MF HolXlol USLICH 27 Argol Wt MHS HololEs
2 22st0f MBS MEHLIC M MM UHl0l=E LHE ABSHXIZ 7|Z M AlE g
Mg A% AL e

ANEt AlzZto| ZOHE|H MM Aol 2t ZEE|7{LE STOPPED_IDLE A EHE MEBEHE|LICEH AR K=
UIOA STOPPED_IDLE MME A|ZE = QU&LICEH
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [4
MyDesktopé-linux-gs demoadmint Amazon Linux 2 t3.medium @© Ready 10/22/2023, 5:00:00 PM Download Connect [2
1

Rt St 38 EXtol CHEE HEHES FHE = U&LICH ol E S0 H st B HolA
o Hnds
= T

Virtual Desktops

Virtual Desktops Ppeser . © [ | i)

rhel9  Connect

©Ready Rt cdum ©
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Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[ Q, demoadmin1 X J [ Owner Profile

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session

to] CHt REAIEH LI 2 the section called “THeh ZAH” MIME 2 X 5HM| 2.

OH

& OA3E HAMA

37 HATEM SRE CIATES E1 QIAEHAN ALE £+ U&LICH ¥ HEIR X == DCVE
Sofl 7tUe = U&LIct edZstz{He| X|EE S LCHH AT F0i| HAMA,

ot =HEtR K

I HERXE AIS5IH 2l X HE Sl 22H 37 EFS IHY A|AEI| HMAE = QU&LICE 7
2 ot A|ARIM HMHAE 5= = HEH0| U AFE 7tsE ZE TS #elE = JU&LICEH Linux
e dAIEOM SRt Aot SYLE Tt A|ARIQILICH 7He AT S0|M TtUS AOI0|ES
= JA2 EHOE E= ¢ 7|8t ot HERKME Soll IS YO|o|Ests Wt SYELICH
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RES Home File Browser

File Browser

My Files Favorites

File Transfer

1 ®m root / home / demouseri

Q 2 items

Desktop

storage-root

. EAHE| B
. I EE
. I HB

RES Home

File Browser

My Files

Favorites

2. Upload files Create folder Actionsv ¥ Favorite C' Refresh i= ## Optionsv

Oct 20, 2023, 11:10 AN —

Oct 20, 2023, 11:10 AN —

File Browser

File Transfer

1 = root / home / demouseri

Q

Desktop

storage-root

2items

2. Upload files Create folder Actionsv W Favorite C' Refresh i= 8 Options v

Oct 20, 2023, 11:10 AN —
Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®m root / home / demousert

Q 2 items 2. Upload files B3 Createfolder Actionsv v Favorite C' Refresh i= ## Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
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2. YHOlO|Esty MES MEHEFLICH

ot ™S

o MEE AMEstod 2|F I M& ofEE|70|ME ALSsto] IS TS ELICH CHS ofE 2|7 0]
M B0l MEfst T stEol X[Foll et IS TMEE + U&LICH

 Filezilla(Windows, MacOS, Linux)
* WIinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O AWS Transfer

Your RES environment must be using Amazon EFS to use

O Filezilla
Avallable for download on Windows, MacOS and Linux Available for download on Windows Only

AWS Transfe

O Winscp ’

FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacQS) [4

+ Download FileZilla (Windows) [4
= Download FileZilla (Linux) &

Step 2: Download Key File

( & Download Key File [*.pem] {(MacOS / Linux) ) ( & Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 fpath/to/key-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust

Once connected, simply drag & drop to upload/download files.

. Check "Always Trust this Host" and Click "Ok".
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ZeE|of U&LICH

;S

+ B CIHZ Y B LIER

* RunBooks
. 2247 2R

M LHS:

O Y OoHE HE 44
- EEHFE FE = /U= 9K
« 274 Amazon EC2 QIAEIAO| 27 m Yl

CloudFormation AEH

« Amazon EC2 Auto Scaling I & &S0l gt El X2 QIgh AIAE] Fol

o QEHMOI Amazon EC2 2& 2 &

« QlEZI BAE

- QEEZAE Y HATS

- ZE2E YEiO| SAE

« BXE I8 K88 Active Directory(AD) 221 BH&
+ Windows DCV C|HZ
« Amazon DCV H7 HE 37|

* RunBooks
o MX| EX|

+ CloudFormation A E40| "WaitCondition received failed message. Error:States. TaskFailed"

» CloudFormation AEH0| da3Mo 2 MAME £ o|H|Y L ZI0| £AEX| &b S

AT Et MEfO| QIAEHA #=8 EE= vdc ZHHEE D

=
- 3% X 2FE QI5H #F CloudFormation AE10| AIX| E|X| oF

- B#E dd S0 CIDR =5 met0|Eof| 27 7F Y& LICH.

18

207



Q7 A AX|L|o{E AREIR Add a permission2|

ol

tZ4 MA = CloudFormation AEH M A4 Al

r

« AdDomainAdminNode CREATE_FAILEDOAM 2|2 E|AA(HIE) AB Mo Aluj

+ jam:PassRoleg &35l & QIS E|X| oIS

=
>
=
0)]
il
(Al
fo
4
lo
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o
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va
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=
Py,
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=
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@
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@
D
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2
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X
N

i EA 232 Ho|X|= SofZLIC

HFAH

NERE HE & oS OF UM

& X7t Active Directory0ll F7+E|{X|BF RESO| M 52 E
A

= 48 WM AISKE MEY + 8IS

+ CloudWatch cluster-manager 20| 27| Mgt =1t @7

« AEE[X]

« RESE Sall It A|AEIS HHRIX|E VDI SAEN B AR S

« RESE Sdi U AARIE 2EYRIX|EL VDI SAE| BIRHEIX| §I S

« VDI SAEO|AM IHLE £ 5= 813

- T X2 ALS At o

+ RESOIA Amazon FSx for NetApp ONTAPS A3 X|oF = MHQlof ZQISHX| &S
o AEHAF

o ARHAFO| AE= AT{RILICEH

- EIO|ZEE 7IXE = iS82 UEtH= 202 37 A= 0| MEE[X| §i&LICH.
. QlzZpt

o Y QARATIQIE RE WAHM A O
« 7t OIATE AIE

RES & ZE™H|M B2 2| VDIsE AIZ/RHAlZtsHoF &

+ Windows Virtual Desktop2| 21921 |5 0| #2|XIZ2 MHF

. Q|5 B|AA CertificateRenewalNodeE A2 5t 215 A7t Bt=2 ElL|C}

o)
0jo

4

« O HSStE TS HATES O Ol 88X = HEY & O

« 5700 7tY CIAT S0 ARTE +~ R{&LICH

- OIA3E Windows 9472 A|Z 7} Aliist T "edZ30| EFSiSLICEH TS 27"
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* Amazon EC2 QIAEIAT} E2L0|M SEE EHIEXo 2 E AIELICH

« AD/eVDI 2 =01 22 AW Z Qlsl| vdc ZHEE ] QAEIATH =3 SULICH API & EH = ¢l Aj
7t & AIELICH

Ral
ro

0l

o> (oo
-

« IEMEE FJI57| QI AZEQ 0] ABHS THEIE [ ZECIR0| ZEMETI EA

=

C
20

+ cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7| & O} & P%%E*
Ct AL RI7L S718HE W7HK| CHZ| SLICH(FHIEH 0| A%} 0|F 2 2)7t EAIELICE

« 2391 Al Windows Cl£&3 &0 "AIH0| HIZ Gt E|RAE LICH REIX7H E o[t

« 2R/ AD 785t #EEI DHCP 2M =X
+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

* Env 4K
* res-xxx-cluster 2E40| "DELETE_FAILED" &E{O| 1 ">J& 0| R 2 ot X| Qf 7Lt =& &= GIS"

EOIOH EOE AI-X.”oI-J\(a;Ig

« 2 4F

« VDIEOLCIRELE

e Linux EC2 QIAEANM EO CIREE

« Windows EC2 QIAEANM ZEOCIREE
« WaitCondition 270l CHSt ECS 211 =&

« VDI7t 2ESo Z2H|X'd HEfo| HF AU7HLt VDIZt ZH|E 20= L VDIE AD AISXIE 2

+ AD AFEXIE= Linux VDIs dEXo 2 AlEFEH 20 = File BrowserE A& 3504 & CIEIE{2[0]] 4

A% % glgLich

x

¢ SSH MM AT} &5 El Foi= AD ZHE2|XF AF2 A} Bastion Hostod] UM AE 4= Qi LICtH
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« 22Tl EXl 2024.x

« 22Tl EXl 2024.x

2024.12 2 2024.12.01) M Cognito AHE X S = Al HFAl Al
74

2024.12.01 OJat) AEX X[E THOIE A EsIo VDI HEY M A XEAXEISMH LR

A =
2024.12 2! 2024.12.01) Active Directory At & A}= Bastion Host2 SSHE <= 818

2024'A 102 O|™) = S E QUAEA R0 CHE VDI AR Al

2024.08) Q1= 2} AMI Erof ZH|

2024 8¢) 74 OIAT 0| FE HZI ARN 2! ALEX}F X|H HF A7 U 2471/A4 7|
Amazon S3 HHZ! 2 EfxH5HR| 2 &

(
(
(
+ (2024.10) AEIVPCsOl HIZ El RES &40l CHEt vDI At&S K| B
(
(
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T

X

A At 5
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ke
=]

2024.06) AD 21& O|50i 3=0| & El Z
2024.06 O|5l) AD S7|8t 50 2 & HH{7
202421 62 0|F) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| & ot F|of

A
ESHl S7Igt=lX| &S

0x

2024.04.02 0|5t) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEAT} AR E|X| I F

2024.04 & 2024.04.01) GovCloudol|A{ RES Atl| AT
2024'H 42 - 2024.04.02) Linux 7H4} CIASE0| KHEE! Al "RESUMING" AEHHIM HE £ 9/

(
(
(
* (2024.04-2024.04.02) VDI QIAE A o] odgtol| HZAEIX| of 2 MBE IAM 3t 7
(
(
(

|mlo

4>
MO
P2l
N
I
oo
rn
>
O
>
oo
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M
ofn

+ (2024.04.02 O|3l) SAMAccountName &40 CHEAL E= &
7|38t st x| Z8f

*+ (2024.04.02 O[3} M& ZAE 0| AMASHT| @8 ZEto|H! 7|7t HZE[{ELICH

Uit C|#HZ W BLIE

O| dMol= RES LHOIlM HEE & + U= IR0l CHet 27t 7 E|o] Ql&LC

- #8820 2 oHE HE AA
- Bt HSE FE = Ue X
« &4 Amazon EC2 QIAEIA Ol 27 1}l
+ CloudFormation A E4
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« QlEZ} SAE

- QlEE SAE QMM HATE

. ZRE MEjo| sAE

« EXE It 88 Active Directory(AD) 221 B&
- Windows DCV C|HZ

« Amazon DCV B ME &7|

EZM siE L 2LEHZ AEE ol X g = s ohet WE 2471 EEE|0] J&LICH
B HEE #2 4 e QIR

e Linux: /etc/environment

* Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json

273 Amazon EC2 QIAEIAO| 27 Wl

I} U2 RESO|A ALE &2l Amazon EC2 QAR AN EX{ELICE SSM MM 2 E|Xt= ol2{et ot
HALst 7| I8l lAHA| CHEF MM E 042 Ol AL E & A&LICH

S2{AE BEIR U vde HESEHQ 22 1Lt QIAEAMM HEEIFOIM U 7IEt 2 TS 9
RO g = A&LICH

+ /opt/idea/app/logs/application.log

* /root/bootstrap/logs/

 /var/log/

* /var/log/sssd/

 /var/log/messages

* /var/log/user-data.log

+ /var/log/cloud-init.log
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+ /var/log/cloud-init-output.log

Linux 7t Cl23&0M CHE2 /88 =210 oS ZEELICH

 /var/log/dcv/

/root/bootstrap/logs/userdata.log

/var/log/messages

/opt/idea/app/logs/

/opt/res/logs/vdi_idle_check.log

Windows 7t OIATE QIAEAO| 2EO=0l A 32 £ Q)& LCH

PS C:\ProgramData\nice\dcv\log

PS C:\ProgramData\nice\DCVSessionManagerAgent\log
PS C:\IDEA\Logs\RESIdleCheckVDI\
* C:\Program Files\RES\app\

Windows0llM L& of Z2|FH0|M 2Z2 ChSolM &E &= U&Lct

» PS C:\Program Files\NICE\DCV\Server\bin

WindowsOlA{ NICE DCV /&AM U2 ChFoM S =+ U&LICH

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1 &

A= Amazon CloudWatch Log Groupsoi| &
3t HEE MBot7LE LEARI HEE A

o J
o
-

Iy

Amazon EC2 2 AWS Lambda ZFEE&! 2|A
Ch 2O 52 &A™ 22X E siZ F

LICH.

ek i
PN

OH HC

olgfet 21 &2 o|§2 ct3 1 Z &Lt

« /aws/lambda/<envname>-/ - lambda related
s /<envname>/

* cluster-manager/ - main infrastructure host
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* virtual-desktop-app/ - virtual desktop bootstrap and DCV related
* vdc/ - virtual desktop related

» dcv-broker/ - desktop related

* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host

* dcv-session/ - desktop session related

2782 HAY I OS2 IR U ARK 2XUS ARt TEIYstE 2ol R8E 4+
QI LICH 0|27 5t 7|88 2Ato| ZHE HAIXIS ZHELIC

?"ERROR" ?"error"

EANE ZLIEZSHE E CHE WH2 o4 U= CIo|EHE EAlSte f130| & E Amazon
CloudWatch Dashboards& 435t ZdlL|Ct.

ofg ol 2xty
A—|oI-L_||:|. O| o
A URIE & 2

CIE2 Q=ZEl SAEO CHE GAULICH O|E AFE5tEdH™ # 2l 22 95t <envname> &

<region> £4E M 42 = vbELICH

{
"widgets": [
{

"type": "log",
"x": Q,

"y": 0Q,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
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"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false
}
]

CHAIE=9| of = Ch3 1t Z&Lct

CloudWatch » Dashboards > res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v 7t ‘ 9 ‘ ‘ 1h 3h  12h 1d 3d 1w  Custom B | UTCtimezone ¥ H C I v H by H Actions ¥ ‘ Save
infrastructure hosts

@ 1. count(

40.00

30.00

20.00

10.00

[

1.64 |

— o —
10-28 21:11:48
19:00 20:00 PRy 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

CloudFormation A EH

.

Ho Sof MM El CloudFormation AE40l|= 4 740 2t2dE 2|lAA O|HIE 3 &2 HE T}

Lt

Hl
ook oy

AEOf CHEH REMIEH LI 2 ZF AROf T} OIHIE, BlAA U 521 B8 A Y 4 laLic

RES AEH:

<envname>-bootstrap

+ <envname>-ZHAFE]

« <envname>-X|E

« <envname>-directoryservice
« <envhame>-identity-provider
« <envnhame>-shared-storage
« <envname>-cluster-manager
+ <envhame>-vdc

* <envhame>-bastion-host
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GIZ 87 A(CIE BES HHE ST 03t QI BlAAE ALY 4 gk B2 AWS 145 HFY
BIAILIE AL 3t0d DIE B 9I8t BIAAS MNY + YBLICH)

<envname>
<envname>-HEQ|Z
<envname>-DirectoryService
<envname>-AE 2| X|

<envname>-WindowsManagementHost

Amazon EC2 Auto Scaling & S0 EtFEl EXE It A|AE] Z ol

RES Uls7t Mt 27 & LIEtLH= B2 OHEE[F0|M £ Z E)o] £ J|E 2X|7F HY = A&
Ct.

Z+ Q1T Bt Amazon EC2 QIAEA Xt& 37| ZE IE(ASGs)Hl= QIARHAS I 7| ZH #E2 &X|
Ste Ol K8 = s &8 ”o| ZE /o] U&LICH Ul HIOIX|o| LF T UHLE BHAE £~ gls
2 Amazon EC2 Z2&0|M SEE QIAEHAT} 0] 7] Ue=X| & QI6t Auto Scaling & &S HI0iA
241 ASGE & QI5t04 Amazon EC2 QUAE AT} =8 SQIX| &QlghL|Ct.

a2t QIAE A #24E Amazon CloudWatch 21 I &€ AF&5to B9 QIS LIEH & Q)
= 277t 25|10 QIR HAUFLICH SSM MM 2L£E A o|'0=| Y REo ™ F2l QIARHA
off CHEF MM @1 QIABIATL HIHA SR E AL ASGO| 2|5 SR E(7| Hof| QIARAS[ 21 1t
US ZAISto] HelZ =QlE = U&LICH
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc
¥ Instances
Instances Details
Instance Types ”

Launch Templates
Target type Protocol : Port

HTTPS: 8443

Spot Requests
Instance
Savings Plans

1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Reserved Instances

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy
AMIs
AMI Catalog » Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.

<

Elastic Block Store

Volumes
Snapshots Targets Monitoring Mealth checks Attributes Tags
Lifecycle Manager
v Network & Security Registered targets (1)
Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups (] Instance ID v Name v Port
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

o| MlMollE Ctkst AtEfol|lM ZHS8tE AlARICl AT

Amazon EC2 &2
= RES @/Z 2} Amazon EC2 A

EC2 Dashboard x Instances (5) nfo

Protocol version
HTTP1

Unused
0

v | Zzone

eu-central-1c

QMo 2 ChElt HIRELICH &
X

MSF A= RES 24 O|&§LICh

VPC

vpc-011d10e23ad10ch8e [

Initial
0

v | Health status

@ healthy

ECZ Global View | Q Find Instance by attribute or tag (case-sensitive)

Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name ¢ v | Instance D
Instances

(] res-stage2-cluster-manager 1-095bdc4c87321a4ff
Instance Types

O res-stage2-vdc-broker i-041867308771e71d3
Launch Templates

O res-stage2-vdc-controller -08800976c757717e6
Spot Requests
savings Plans O res-stage2-bastion-host i-0523e5480f434581a
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d

| Instance state
® Running
© Running
® Running
® Running
© Running

Draining
0

Register targets

1 @
v Health status details

A OIAEIA

s | Instance type ¥
@ Q ms.large
® Q m5.large
® Q m5.large
@ Q mb5.large
® Q m5.large

Dedicated Hosts

Capacity Reservations

UHAQl Amazon EC2 & 2

216



Q7 A AX|L|o{E AREIR Add a permission2|

olZzp} SAE Ql JIA AT E

Amazon EC2 2£0i|M 71 OlA3 50| A S W S RAFSHA LIEHELICH 0] B2 7He Ol
52 WMoz B AIELICH QIARA O|F2| ™MOIME OlAZES dE8 MERAULICH X2

HE2 OO

O|§2 AlEF Al dHEE M|44 0| 0|0 7|2 "MyDesktop" EE= AFEXE7F e O|F &ILICH

EC2 Dashboard X Instances (7) info
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / A | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 Runnin méa.large
Spot Requests O [ 9 v P j © g @ g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances | res-stage2-vdc-broker i-041867308771e71d3 ® Running @ a mb5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog
== -—
EZ2E MEjo 3AE

Amazon EC2 2&0| ERE QIAHAT EAEIH Yitto2 ZRE HAIE SAEQLICL Z&0f
S2E Mejol QZal SAET ZBE B, 55 SU RO 0fei7 s B

EXME LIEtd = &L

P

ChE ol0|Xle S2& dia3 & AUAHAE HoiFLICH
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

X E 28t 8% Active Directory(AD) &4 &

CFHS2 AD 74 2 HEE 27| QI5l o=t ZAE Q248 = Qe Idap 274 B3Ol 0d IL|Ct. A
|

& T A VI mhetOlEE 23 dd Al 348 oieto|seE grdstoF Zuict.

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|e{Z
Windows ClATEIME CHS S AFR5H04 (IS MMS LtdE 4 QlaLc

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV C|HZ 218
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Amazon DCV HT ME 37|

Amazon DCVE 7t& dl23 & MM AL ELICH AWS Amazon DCV. CH& Of|A|ol| M= M x[E DCV
LTEQo{el HHE Hlsts YHE 2oiF LI

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version
Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.

All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

_,.
1y

Che MlMols e 4 2l X, 018 ZxIsts ¥, 2x 17 Yol ch#t xiotol ZEElo] 2l
LICH
« Ax| =A|

+ CloudFormation A E40]| "WaitCondition received failed message. Error:States. TaskFailed"

+ CloudFormation AEH0| daMo 2 MAME = o|H|Y & EI0| +AEX| &FS

o Alujst MEHO| QIAEIA &8t EEE vdc ZHEET
o & UH 2F =2 Ql5H 3 CloudFormation AEH0| AMX|E|X| St =
« 24 MM B0l CIDR E5 ujeto|E{of| @771 & LICEH
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i
o3

MM = CloudFormation AEH 2447 Al

AdDomainAdminNode CREATE_FAILEDOIM 2|8 2|4

Adlz) A A M

- A4 5 22l 2A
+ iam:PassRole2 ¥ 5 QB E[X| S
« LH AWS A 2|2 9| AtEH O] AWS 2|A A0 M my Research and Engineering Studio0l M| A 5t
5 583t A&l
- BE 20 i ZA 239 Ho|X|2 FotzLCt.

[ 7t Active Directory0l| F7HE|IX|BH RESOMH +EFE

= 48 W AISKE MEY = 85
=

gl (0]
>

+ CloudWatch cluster-manager 2 10| 37| Mgt X1} 2 F

|AES HMHIMX|CH VDI ZAEN BAEX| S
=

« RES & ZHoiA B2 2| VDIsE A[Z/RA|ZfsHoF &

+ Windows Virtual Desktop2| 212! HH0| #E|Xt2 MHEE
° 9|-r

|
2|AA CertificateRenewalNodeE A6 QIS A7t ot= ElL|C}.

4
A

o)
0jo

- OIF0| AHS3E 7HA CIASES Cf 0|4 HBXo=

2
N
]
1
I

« 5700 7t CIAT S0 AJRTE &~ R{&LICH

Amlistn "d40| ERELICH ME 2LF"

o OA3IE Windows 123 A7}

RunBooks
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* Amazon EC2 QIAEIAT} EL0|M SEE HIEXo 2 E AIELICH

>

« AD/eVDI Z=0i| Q| A1iZ Qlsf vdc HEE ] QALHATL =3 S ILICH API & EH 291 Amjj7}

T AIEILICH

o

- ZRMEE £7t5t7| QI ATER0| ASS MRS M) EChRo| Z2HET} EA

=

Ral
ro

0l

o> (oo

(o]
H

L

C

+ cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7| & O} & P%%E*
Ch AL RI7L S718HE W7HK| CHZ| SLICH(FHIEH 0| A%} 0|F 2 2)7t EAIELICE

« 232l Al Windows HIA 3 E01 "A 0| HIZ E&H E|RAGLICH EIXHA E2lstMR.”

« A/ AD &1 #H24E DHCP 24 X

+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env AHA|

+ res-xxx-cluster AE4O| "DELETE_FAILED" &EHO|11 "4&0| R 2 5tK| AL =& = Qig" 2
S22 0I5 =502 ANE £+ QS

« 2 4F

« VDIEOLCIRELE

e Linux EC2 QIAEANM EO CIREE

« Windows EC2 QIAEANM ZEOCIREE

« WaitCondition 270l CHSt ECS 211 =&

+ Active Directory =X

« VDI7} 2ESQ T2 H|X{'d AEHo] HF U7HLE VDIZ} ZH|El 20i|= L| VDIE AD AEXIE 21

¢ SSH MM AT} &5 El Foi= AD ZHE2|XF AF2 A} Bastion Hostod] UM AEH 4= Qi&LICEH
221
S

|2 2|AA AEHO| A HYZ Bt Active Directory 27| & &2
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 CloudFormation AE40| "WaitCondition received failed message. Error:States.TaskFailed"

+ CloudFormation AE40| 85 Mo 2 HHE = oMY B0 +ME|X| &I &
« AmE JEjol QIARA =3 = vdc ZHEEE

- 54 X 27 Z Ql5H # 3 CloudFormation AEH0| AFXIE[X| §f 5

- 23 i 50f CIDR EE ujzt0|E{of L 771 Szt & LCt.

o
03

MM = CloudFormation AEH AAd Al

« AdDomainAdminNode CREATE_FAILEDOIM 2|5 Z|AA(H|Z) A MA Almj

CloudFormation 2 E#0| "WaitCondition received failed message.
Error:States.TaskFailed"

EXE AlE5te{H 2= Amazon CloudWatch 21 288 ZA g L|Cl<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. St 0|
O|21 20|04 7 Q)= A AR 7t | 21 0= AAMSILICH 27 o] @2 HAIX|
= 2xofl cHt AFMIEH HEE A2t

(® Note
ut2tole Zfoll 3ol gl=x| =l gLct.

CloudFormation AEH0| MB3 Mo 2 MME £ O|HY =CHE BtX| 28t AR LIS &gt
1. OlHY =4 uet0|E{7} SHIZ A U |A= K| & lshL|Ct.

OHIY FATt 2R EIRIHLE HMAE 5= gl= Z? Research and Engineering Studio &S 4
XNt RHEHEZ EHLCt

Mzl =H 222
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2. Amazon EC2 E2£0|M =&t QIAEAO| Z7HE EQISIA2.
<envname> MF A7 SEEHOZE EAIE O M QIABAZ CHA|El= Amazon EC2 QIAEATL
AE A2 UESLA =& Active Directory 2430l 2|7 2 = U&LICH

3. AWS I 4ds AFE BAILIE HiESI0q 2|F B|AAE st A AR VPC, ZEt0|H!
HEE MEdin 7|ef MeEist mi2t0|E{7F MHEIR= K| &elgtL|Ct
oi2t0|E & Sttt 2R El Z RES 238 A5t CHA| Z ok & £ & LI KEA|SH
LI 2 A E A7 B BIERSHAAIL.

oy
-

4. KA OE Z|AAQL B MES HYZ 5
=X| glgrLct.

2 HEQZ 2! Active Directory7} of & 7241 x5t

QlZ B} QIAEIA T} Active Directory0dll BB X2 ZOIE|IR=X| &Qlst= 20| ZQELICH o B
HE +&835to 2X|E the section called “AT{EH 2EHO| QIATA &3 £ = vdc ZHEER SHAF
L|CF.

L

Almlst AFEjO| OIAEIA &3t E= ydo ZIEE 2

O| 2X|o| 7}E a8t #QI2 EBIAA(E)7F Active Directory0l] 4Z235H7{LE ZQIE £~ Q17| I E IL|C}.

1. HHE|M vdc ZHEER Q| A FQI QIAEA0|A SSMLZ MME A|RFEFLICH

2. sudo su -E A™gLICt

3. systemctl status sssdE A™ELICH

AEN7E HIE A0 L AT HLE 230l 2 F7F EA|ET QIAE AT} Active Directoryol] Z Q18 4= of
= 740 |c}.

- A H

Mx| 2 223
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[root@ip-

1# systemctl status sssd

® sssd.service - System Security Services Daemon

Loaded:
Active:
Main PID:
CGroup:

loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)

active (running) | since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago

31248 (sssd) Might see “inactive”/“failed” here

/system.slice/sssd.service

[-31248 /usr/sbin/sssd -i --logger=files

[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files

[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19
15:27:19
15:42:19
15:42:19
15:42:19
15:42:19
15:57:19
15:57:19
15:57:19
15:57:19

ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal
ip-10-3-144-194.ec2.internal

sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd_be[31249]:
sssd be[31249]:

GSSAPI
GSSAPI
GSSAPI
GSSAPI
GSSAPIL
GSSAPI
GSSAPIL
GSSAPI
GSSAPI
GSSAPI

client
client
client
client
client
client
client
client
client
client

step
step
step
step
step
step
step
step
step
step

Might see errors
highlighted in
RED here

1
2
1
1
1
2
1
1
1
2

ZE ¥l 1 B2 E LDAP 4 ME HEIH e=iE
2OE AEELIC Ch2 20| o ' Bt £|mH QIA B AT} Active Directoryoll Z QI8 4= ei& LIt

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds !

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RES &= &4 Sof CtZoi cHet mZt0lE g0l SHEA LA A=K

Mz =X 224
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« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice.computers.ou

« directoryservice.name

2. DynamoDB H|O|20|A #REl 7} Uolo|EgL|Ct HIO|22 DynamoDB 2&£ 2| Ef|0|2 0| &
2 T A&LICH E|o|& O|§2 040F & LICt<stack name>.cluster-settings.
3. EHIO|E2 YO|o|ESt = =l 23 QUAHAE Al 52 FB{AE ZE|At X vdc HEED

M| LICt Auto Scaling2 DynamoDB E|0|&2| x|l 2t 2 ALE5t04 M QIABIAE AIZHE

E Al
= =
L

Ct.

i

=2 el 2: R E ServiceAccount ALE At 0| 0| U=H

237} Insufficient permissions to modify computer accountE BtEH5tHH AEH MM &
0f| I=248t ServiceAccount O|§0| 2HIEX| &t 2 = U&LICH.

1. AWS Z2£0i| M Secrets ManagerE jLI|LC}.

2. directoryserviceServiceAccountUsernameE ar&LICH 2o @F 5 &= 0{0F &L
Ct<stack name>-directoryservice-ServiceAccountUsername.

3. HorosE o ME ME HO|X|E ELICt EoF &5 ZioAM EoF &t 5 Z Mg MEHS T &
dt A EE MEHSFLICH
4. Zfo| HOIOIEE B2 #Hx ¥ Fl #Z9| cluster-manager & vdc-controller QIAFAE ALK
grLCt Auto Scaling2 Secrets Manager__l F| Al ZE2 AF25104 A QIAEIA S A|ZHEFLCH.
=& 291 3: ZH2 =l ServiceAccount &5 @23
230] Invalid credentials7t AL ABH M Fof 238t ServiceAccount 571 SHIEX|

e+ A&LCH

1.  AWS 22£0{ M Secrets ManagerE jL|C}.

2. directoryserviceServiceAccountPasswordE 3t&LICH 2o @t = 040F &L

I

Ct<stack name>-directoryservice-ServiceAccountPassword.

Mx| 2 225
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Yo MF HE Ho|X|E SLICH 2o &3 2o 2ok ef & gf HMs MEisiT o
EH

i. AWS Z£2 21 Secrets ManagerZ O|S&tL|C}.

o
r

i. directoryserviceServiceAccountPasswordE &&LICH E0oF &%= 040
Ct<stack name>-directoryservice-ServiceAccountPassword.

i. HotarsE odo] ME MHE HO|X|2 ZLct EoF o5 Ztol A EOF of 5 7 7dA2 A
ENSH OIS et EIAE S MEHEFL|C}
iv. HEIS MHEdFL|CE

v. ServiceAccount AFEXIO| M| &S E MHSHT KHE S MEAENLICE.

5. %2 Yolo|Eft B X M- 5l 49| cluster-manager X! vdc-controller QIAEIAE A
gFLICH Auto Scaling2 %Al Zf2 AF25H0 M QIABAE A|ZFEFL|CH.

34 A 272 2lsH 84 CloudFormation ABHO| &K E[X| f &
ot L2 B4 A LR E QI8 <env-name>-vdc CloudFormation 2B Axj|7} Mufst= B2
!

vdcdcvhostsecuritygroupOle &2 AFE5t0{ RES i MEY E= Hot IS E AR E
Amazon EC2 QIAEIA 2 YU £ QI&LICHAWS .

Mx| 2 226
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274 MA S0l CIDR EE mizt0|E{ol @F 7t MLt

gEg HM8E M ST 4EN7H [AmH]R CIDR E5 TtetO|E{of CHeh @ F 7 LIEtELICH

Failed to update cluster prefix list:
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation:
The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

2ME sHZ25H7| QsH ol A ElE AL xx.x.0/24 EEE x.x.x.0/32&]L|C}.

]

7S MASHEIH YO BlAA M FHeio| WRELICH YR EToIME 8 27t LA o
CloudFormation AEH AiAd0| Alufst 4~ Q& LICH

0l 22 B#HS AT MM ChAl AIZBLICH = CHE 2iTol M A4S CHAl AIZE 4 sl
Ct.

AdDomainAdminNode CREATE_FAILEDOIAM 2|8 Z|AA(CIZ2) AEH MA Alnj

COhS 2FeH A ol 28 28 ddo| dulisteE B2 QAAHA AR £ Z2H|X'E 0l Amazon
H o

=
EC2 Wix[7} 0i| 7| X[ SfH A7 MHE YL = U&LICH

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

SE ZE[RH M T X|7F FEEof UER], ZE UAHA CHsl T X(7F T E[0] U= K| &

w
w
<

2. SSM RunCommand/Automation A& 7|50 M ZHX| 21 SSM EA{ 2| Aol QIAEA A|ZtT}
Ux|st= K| &QlghL|Ct.

Mx| 2 227
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of et 23 Lo 2 QIAEA 222 HAE S04 T2 H|XY

Single Sign-On(SSO) %! Xt & 2|9 &
SSO T+ ™o CHEr XtMIEH LB 2 TS 2

« the section called “IAM Identity CenterE Al&38}04 SSO %"

+ the section called “SSO& X2 8H I Z A 24

A 5 geler ZHE O E EXME sidsiedd oS EXM a2 FHE HZE AR,

|

+ jam:PassRoleg &35l & QIS L|X| oIS

« L AWS AIH Q|5 o] AL 0] AWS E|AA0IM my Research and Engineering Studio0ll M A 5T
g &8st A&LCh

« 840 2a0l8 il ZA| 2391 Io|X|2 SolztL]c.

« ZOQIE AZE M "AISXIE B2 > U3"2F &M

+ AF& X7} Active Directory0ll F7HE|RAX|BF RESO| M 52 &

« NME MHE M ALSKIE A

=
» CloudWatch cluster-manager 20| 27| M§t =1} @ 7

iam:PassRoleE &5t & QIS L|X| oS

iam:PassRole 2]

o
| =
edd|o|E sH{oF &FLC}.

UF AWS MHIAE ALEsHE M MH|A AF
Y Mulaol| HMEE + A&LICH o|FEH| stedH

4 58 el =X 228
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£ 0lX 2F = marymajorzt= IAM AFEAL7L 2E£ 2 AFE510{ RESO|AM 2 U E A5t &
MErLlct sHX|BH 2Fd 2 S T MH[A g o] 2o{gt HEH0o| MH|A0 R{0{0F & LICt Mary=
I.

2 =
MH[&0l Hg S MY Heto| glaLch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

0| B2, Mary7} iam:PassRole 2 +~&& >4
L st AR AWS ZEIRIoIA 2ostMe. BElRtE 29! Xt ZHS KMZ 8t AFRFlLcH

LH AWS HH 2|2 of AFEHO| AWS E|A A0 M my Research and Engineering Studio|
Al

HMASIESE 5{stD Al&LICt

CHE HMHO| AFRA} £ =& 9
2 4£l8k A F

AELICH AE

KtMEH LHE2 CHEE HZshMR.

ASE AWS HE HH0IM 24 A0l CHE HMA HEHS KIBste wHe
Gi{0] AR 8 CHE AWS HIZIO| IAM ALSRHOIZ HMIL HEt MBS HESHMR.
Q

« EAF AWS H™Hof 2laA0| CHE HMA HEHS MBete S LotEE{H IAM ALS AH M| Ef
A A8 AWS Aol CHEE HMA HEt MS S BEFAMR.
« A BH HOIME SdH AMA HEE MBste WS LotEE{H IAM AFE HHEMO| 9|2

=
M B E ALK A HMA HEF MBS (KHH 5 B 0|1M) S HESHAIR.

oo

x
02
x
1o

[=] =
o WA AYE HHAE 2l Jg A 2oL 7|8 HH ALZ 2| R 0[HE LotEE{H IAM A

o4
oL
IAM 3&f 0| 2|44 Z[HF HA T oA CHEX| FHZSHMIL.

stZdo 2018 | S A| 21292l Ho|X|&2 =SofzrLCt.

i
1

O| ZEXlE SSO S&0| X FHE 3¢ LYUELICH EXME Helsitd™ HEER QlaHA 2O
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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w

= =
1. DynamoDB £& ¥7|
2. EH|o|Z0iM et= Elo|22 &&LICt<environment-name>.cluster-settings.
3. EH|O|E2 €I HO|ZE &= BHMS MENELIC
4. LH MME ST ChE HeE UELICH
- 54 0| -7I
o XU-xEF
« 2t -sso
5 al™g MEfEL|Ct
6. HtetEl EXtE0A SSO 74 7t0| SHEX| 2 QI LICH SHIEX| §f2 F< sso_enabled 7|2
2t FalseZ BHZAEELICH.
Edit item
You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4
Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
4
[ value ] O True © False
7. RES AME&X} QIE{H|0|AZ E0t7F SSOE MTFdgLict
A4 &Y gel 2X 230


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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ZOQE AMZE W "AISKIE HE = E"2F ¢

MEX7E RES QIE{HO|AN 2Q15t2{1 & [ "User not found" 27/ 7+ I A|E|1 Active Directoryo]|
AERE7E U B2

278 B2

« AEX7FRESO| i1 =2 0f ADOY| AFS At

i

- MEX7L ot 2 RESH| 713 E|X| ftE = UELICH RESE OHAIZ S7ISHEI2 2 7|CHRICH
7t CHE 8718 F AR FILEIRIS K| ERlsof & = UELICH JA| S713H6t2{He| B
E S LICFALE XL 7t Active Directory0ll F7HE|AX|PH RESOHIM F2HE.

« AH8XE7FRESO| RJE B2

FLICH REMIBH LI 2 Single Sign-On(SSO)E /8t

o|-
0]

§|‘|

HZo| SH2H PAEIUER| &
oA T4 EeE AESHAA

1.

I

Rl
Y 0X

=04 o
S o ©

o

|0

2. SAML M|=1} SAML O|HO| 25 AL Ate| O|HIY F40f OHEE[=X| &g LT

AHEXE7L Active DirectoryOll FE7H|RX|2F RESO|AM +2HE

® Note
o| M2 RES 2024.10 0|5t0fl S E/LICH RES 2024.12 O|AH2 MME 2 XML S VISHE
2 MME ® x5

So= AMHEE We(ZElA 2024.12 & 2024 12.01). RES 2025.03 0|4
MIAC Bt E =SS 2 A& SHHLE SXI5tE HE(R2lA 2025.03 O[4).

Active Directory0ll At&XIE FI7+IUK|EH RESOH T2 E B2 AD S7|3E EC|7atof ELICH AD &
7|3t= AD 52 RES %Z;'QE 7tX 2= Lambda Bf =0 2|5l AlZHEZ +~EL|CH F<0f et
MAEREE OES F7I8H F O0F 87|53t Z2EMATE A E W7 K] X[Q40] L8 Lot

Simple Queue ServicedtlM =SS 2 S7[SHE Al&E £ JU&LICt

Amazon

STt Z2MAE 522 AIEELICH

Amazon SQ
CHZ | O M E MEH
[HIAIX| T& 2 +=4l(Send and receive messages)|2 MEHEFL|C}.

HAIX| 220l ChE S LU= LICH

w
>-r|._u

gfL|Cl<environment-name>-cluster-manager-tasks.fifo.

lI

0N~
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https://console.aws.amazon.com/sqs
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{ "name": "adsync.sync-from-ad", "payload": {3} }
5. MAIX| 2 & DO CtEE =ELIC adsync.sync-from-ad

6. MAIX| &= X1I7-I ID01I ?:lQIQI BxA EXArES UHELICH Ol ¥52 0|x 58 o|Liol =& =2
o 0

kIIng MAMEHE ZHE|XHO|X|BF M2 M A& I Active Directorydll QU= AFEXIE AL E £ Qi &
45

S A
= T H
ANERTE HEOZ 2IQIsH0F ¥ 4 A LICH M2 B4 ALSKOl CHEHME A & 2L
CF. 243 ALSRHE EHZ0] B H 0l4 229180k BrLICH

CloudWatch cluster-manager 210 M 27| A&t =1t @ F

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch cluster-manager 210 AM0| 2 F 7} 24524 |dap A0 A L-I—'?'— U2 AR HIEE
HIEtRH S = A&LICt ol EXIE sHZAS5tE{™ IDP2| LDAP AM At X|3t2 =2lM 2.

off Thed A[AE

SERXIE VDI ZAE 0 BIAHE[X| BES
=

off T AIAE SMX[E VDI EAE0| BIRHE|X| S

[=]
* VDI ZAENM AL &2 = QIF

« RESO{M Amazon FSx for NetApp ONTAPS MMM K|2F = H|Qlof =I5 @

ol

o
i)

2EZX| 232
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RESE Sl ot A|AEIS MMHRMX|BH VDI ZAEN B RHE[X] 2

=
=

LS

o A|AEIZ VDI SAE EFRYStE{H THA] "AFE 7t AtEHOo4oF &FL|Ct. ofeH THA o 2t Tl Al
iL A

Amazon EFS

—

. Amazon EFS £ 2 0|S&fLC}.

2. I AIAR SE7H A 7HS QIR BQltLIC

3. I AJAEL AEHTL ALE 715 0| otl AR VDI EAEE AlEfSH7| Tof Z|cHRILICH

Amazon FSx ONTAP

1. Amazon FSx 2£ 2 0|S &Lt

2. dEf7I AFE 7tSEHR| = Ql'r LIt
L

[W——
3. &EN7I AF8 7tS0| ot AL VDI SAEE A|=5t7| HMof 7|chiucH

RESH| 22T E oY A|ARI0|= VDI SAET It A|ARES EIHE = UTE FHE D EHot T
& T 3l0| Qloqof gLt O|HEr Y A|[AEI2 RES QIR0 HHE|E2 RESE HZ2E EoF a8
TaIE #ElstR| f&Lct

SHCIE 0ol A|AEIT} ZAEI Hot 1E2 S ol E

r|
[m
ju)
j]
mjo
SI_'
oo
=o|=l
o

g'l_
rC
[ul

VDI SAEO|M 7L} £ = 1S

ONTAP2 £ &0 CH5H UNIX, NTFS & MIXED E o+ AELQE K[HErLICH 2ok AELUo] k2t
ONTAPO| CHlOlE] ANIAE RMofsHes Ol AHBSHE BBt REI O3 HEHe +HE 4 2 220l

AHE R0l ZYELICH
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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0fE S0 EBO| UNIX 2Ot AEHUS AHSSHE B2 SMB SEH0IHEE ON
Moz QlsH o] CloIE{ofl HMAEY 4 AUSLICHHES 915 U Mt 20
UNIX Z2I0[AERt 7|2 EFE AI83 R X

po| |:|.§ IZEZE E
=Ix1| ). 2Lt ONTAP2

ek XME| AHE AbE| o
Linux 3 E2EE0AM UNIX 2EL 2 & AFE

T8t sudoer7t CHE AR XGOI| CHAH o

g LICt 0 & E04, C}S2 /<project-name> C|Z|
E{2|0of CHEt <group-ID> ™Al ei7|/A 7| H

Ol
AAE
tg D E HHo|H Fo{grLct

A
-T-
L St
—

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

37 HEt2 8§ ECo| 37 £42 AME5I0d FHE = U&LICH 0|E S04 At Xtuser_012+ £
7t F0{X|H myfolder, ChangeE==2| M&tE Allow EE= Full ControlReadZ® e = U

AEP|X| 234
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+ Documents Properties X

PR . L. |

Q) Permissions for Documents X

Share Permissions

Gn:uup Or USer Names: ~
e
¢ folder
¢ folder
Add... Remove folder
Pemmissions for Evenyone Allow Deny ¢ folder
Full Control O L b folder
Change ] ]
Read [ ] O folder
folder
folder
5 ¢ folder
¢ folder
— —e folder
E &2 Linux 22I0|¢E St Windows 22I0|1E 250 AHEStEdE T 2 E Linux A2 XL O|ES
S YUt AR} 0|1 domain\username 2| NetBIOS = MH|Q! O|§ Alnt ¢34st= OIF HEE SVM
{l A5l oF & LICH Ol= Linux AF&XHeF Windows AFE AL ZHol Bd5t= Of| 2 LICH AHAMIEH LIS

o

2 Amazon FSx for NetApp ONTAP2 AI835t0{ HE|ZEEZ I EE EHSHE & ZTFHM 2.

RESO| A Amazon FSx for NetApp ONTAPS MM X2t = HQlof| ZQISHXR| oS

$4%H RES £2£0{ A Amazon FSx for NetApp ONTAPS 450 o A|AEO| Z2H|XIEX|PH £
HRlof| ZRIE|X| et &LICH 4E ONTAP I A|AE SYME EH|Qlof ZRISE{E SVMs Microsoft
Active Directory0l] =912 X811 Amazon FSx 2£ 2| BHHIE [M2AMe. =2He st #HEto| ADS|
Amazon FSx MH[A HZHoi| [/ E[}A=X| & IFLIct SVMO| =H[Rlol 43 Mo 2 ZQIE|H SVM
QoF>oEZQIE > SMBDNS O[22 0|55104 LIS0f| ZQ352 2 DNS 0|28 =2 A8}

T oHQlol =QIE & 22{AE A% DynamoDB Ef|0[20{ A SMB DNS 74 7|& HZE!IgLIC.
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
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5. O|™of S A8t SMB DNS O|§2 2 gt 2 0| E& LY.

6. [Save and close]E ME{EFL|C}.
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i RES 22C T AIAH J15S A83t0d THQl0] 0[0] EQIE VIE T AlAHES RETY 4
UELICH 27 BElolM Y AAY, 22E T AARS Metshc

= = |-
T S8 2 LELE 232 84 £ 50| MEL|X| of&LICH.

RES AHAF IO K|of| M A AFO| AEHT| AlTHOI B @ F 7 Eh M A7 S 22{AE 2[R0 .Y
&t Amazon CloudWatch 21 1E9 2 0|5 35l0{ §2l2 &olgt 4 laLch

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
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https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

HOIZE2 71X g &= eSS UEtUle 29 & Ao M E[X| et&LCH
0|7‘1 envoll Al 7FX{2 ALHARO| M envOl| B8 E|X| b= AR SE{AE BE|XIII EXE Algds 4 Q)

£ CloudWatch 21
22 Aol RE

=2
AmgELIch 2XM7F E2E EolE 2EHREE 7IME + gictn AZstE

FENQIX| = Qg Lt

0> mlm

1. metadata.json It U CHR 2 =5t CHFF B O|= 2| ExportStatus7t COMPLETED 2 EHQIX| &f QI
grLict ch st El0|g0i ExportManifest ZE METJF QEX| #OQIFLICH Qo] HE NEE &
2 £ e B AHAR R E MEJO|EZ AYAF ME 75T & AF8E £ s LIt

2. AHAF MM AIZEE & AYLSF AERTF RESOIM 2 EISE HHP=X| SQIFLICH AYAF MY T
EMAE= z2lCi 5~1020| AL ELICH AL 22| HO|X|& CtA| EESt7LE HE S0 A 4F0|
3Mo 2 HMEIRI=X| =HlgtLCt o|FH st MY E AHLF0| 25 AEf7F ELCt
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Clee XAMXQO| @& ol ofQlL|Ct.

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc
¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad 10ch8e [4
Savings Plans
Reserve d Instances 1P address type er
Dedicated Hosts Pva nal-alo 22
Capacity Reservations
Total targets Unhealthy Unused Initial Draining
v Images 1 ®0 ] 0 0
AMis
AMI Catalog » Distribution of tar g ets by Availahility Zone (AZ)
this table t ponding filters applied to the Registered targets table below.
v Elastic Block Store
Volumes
Snapshots Targets | Monitoring | Healthchecks | Attributes | Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 [o]
Elastic IPs

Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status details

Key Pairs
[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @© healthy
Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

H4 #20/ 00/ M2 M2lste Ol A8 H % U Amazon EC2 QIAEIAT} 818 S LierdLICH

HIEY &=0[00| otl B2 Ol Amazon EC2 QIARFATL &8 S + USS LIEHHLICH Ol M
A2l oiZEIAHOE 2 ZESo17t HE] &S SHSHX| IR HEY & AU&LICH

24§23} HIEY 20| 25 008 HRHO UEST T4 2FE LIELICH of & Sof T{E2
2 k|5l ME) ST AZs. O] ZZH0| LS 240 WEXT ME7F EXHE S LIEHKE £}
BIAETI S = &LICH

A

« RES 2 Z=0iA B2 2| VDIsE AIZ/RHA|ZfSHoF &

+ Windows Virtual Desktop2| 21 Q! H/Ho| #2|Xl2 MHFE

Q|f 2|4 A CertificateRenewalNodeE AHE 5t QIS M7} Bt=2 EL|CH
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RES ¥ ZE0|M B2 90| VDIsE A|ZH/AfA|ZESHoF &

o2 9| VDIsE YH™Mo=Z A|IESHHLE A7HSHH environment-name . vdc.dcv-
broker.dcvServer DynamoDB E|0|E 0 CHall #+ M8 E Z2H|X'IE AHElF(5~20)2 2 25l 2F

HE7E = &L

Ol EMIE sHZste{H Ct2t 2o It 8F ALEE C|l0|EHE 7|8t 2 AWS DynamoDB 2 £ 04| M
environment-name.vdc.dcv-broker.dcvServer E|O|E2| X|CH 47|/Ar7| 8F EHQIE HAE

= A& LI
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Edit read/write capacity

Capacity mode i

simplify billing by paying for the actual reads and writes your application performs. Manage and optimize your costs by allocating read/write capacity in advance.

() On-demand } [ © Provisioned

» Capacity calculator info

Table capacity
Read capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in response to actual traffic patterns.

O on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

(s ) (= ) (o )

Write capacity

Auto scaling | info
Dynamically adjusts provisioned throughput capacity on your behalf in respense te actual traffic patterns.

© on
O off

Minimum capacity units Maximum capacity units Target utilization (%)

G ) (= ) (o )

¥ Historical capacity usage vs current selection

To see detailed historical read and write usage data for your table, go to Cloudwatch [%

Read usage vs current unit selection Write usage vs current unit selection
The number of read capacity units consumed over the last menth. Learn more [7 The number of write capacity units consumed over the last month. Learn more [
Filter displayed data Filter displayed data
[ Filter data v ] [ Filter data v ]
20 == e e e e e e e e e e e e e e e 30
25
15
20 -
10 15
10
5
5
0 P °
Mar 30 Apr6 Apri3 Apr 20 Mar 30 Apr6 Apr13 Apr 20
07:00 07:00 07:00 07:00 07:00 07:00 07:00 07:00
Time (UTC) Time (UTC)
== Maximum capacity units == Consumed read capacity units == Maximum capacity units == Consumed write capacity units

VDIs 57HE& A|Z5tE{T™ 2F {WCUL| A 7| 20| ER I e17|/Ax 7| 8F EHRIE H1435H RES HIE
of g2 0/ &= UA&LCh XHMIEH LIS Amazon DynamoDB 2 2 HO|X|H|MH Z2H|MHIE &

of izt @ F 2 HZXStM L. DynamoDB
Windows Virtual Desktop2| 2121 7% 0| ZZ|Xt2 M E

RES 2 ZH0IM Windows 7t HIA3 &S AIEfE 4 QUXIEH A m 2321 H|Ho| 2Elxtz 4
El 42 Windows VDI7} Active Directorydll 43X =2 EQIZ|X| i S = U
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https://aws.amazon.com/dynamodb/pricing/provisioned/
https://aws.amazon.com/dynamodb/pricing/provisioned/
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b

FRI5t2{T Amazon EC2 2£0{ M Windows QIAEIAO| @125t 1 OfEHo| REAER 2O E =QIF
LICtC :\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. £ A|
e 2F HAIX|= QIARATFADO| ZQISHR| ZFE2 [Join AD] authorization failed:
FHLICEH Almfof CH$t /<res-environment-name>/cluster-manager AtM|St LIER2 23 1
£ OI& ot2i2l CloudWatchOoi| A Cluster Manager 21 & & I5HM| 2.

el
fal

I;
m ob

4

* Insufficient permissions to modify computer account

« 0| 2LF &= MHIA Aol ADH HAFEHE F7HE &= U= MHEH HEHo| iS22 LiErHLCH MM
°|o}01 MH|A AZol Z 28 Microsoft Active DirectoryOl CHEF MH|A A& M3 HetS &

e Invalid Credentials

HIA AE & 5Ho| B E{HL HRE A 5HE MIW&LICH M IA RSN EE
%%2 2 ISt 7Lt U O|E 524 Secrets Manager Z£0 & XMEst= Eot 25 0of HA|
AT

=
2 LICt RES 42| X124 5 22| H 0| X|ofl = Active Directory = H|2! ot2He| MH|A H X
A4 &H 2o et ARN EEo|MO| E9F 5 O] ARNO| SHFE K| & QIghL|C},

Q|E B|AA CertificateRenewalNodeE AFE5HH QIS A7} Bt2 ElL|C}.

ZAsl= "The connection has been closed.
AR 71 70| =2 ¥ LinuxolM 22 E

I - = =

Q|F 2[AA BA|I|E HHZSHT Linux VDIsO| ¢4
Transport error" S¢ 2= LF 7| &b %}E

p x| AE2EE Qo AHSSE ME TMX|X| gt= BEE S MLt eIE M= 371 Fof B2 E
L|Ct.

ek

715

i

Amazon CloudWatch 21 1S Ct21t SAFSF HA|X|QF &4 @14 A 25

<envname>/vdc/dcv-connection-gateway & U&LILCE.

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195
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https://console.aws.amazon.com/secretsmanager/listsecrets
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-_—

AWS H oM EC22 O|S&LICt O|F0]| *-CertificateRenewalNode-* QI QIAEAT} Q)
L 742 O|AE{AZ Z23LC}

2. LambdaZ O|S#LICt. Bt= Lambda #4774 EA|Z|0{0F B L|CtH* -
CertificateRenewallLambda-*. Lambda T EO0|M CI21} A d2 &QISHMIR.

E

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates
cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. 047|0M %Al QI 2|AA Certs AEH EIZEI
C}. 2|AA - CertificateRenewalLambda —

sudo yum install -y wget

export HOME=/tmp/home

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml
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print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. *-CertificateRenewallambda-* Lambda &%29|2Ct7| MME 3EtH|o| I EZ HFELICEH
HHEZE MEiStD I = HZE0| MEE w7k x| 7|CHEILCH.
5. Lambda &+ E 822 EC|HE{H EHAE BOZ 0|58 OIS E|AEE MEHEFLICH F7F &

22 ZIQ 5 X| ot &LICH 184 Secret Manageroi| A 215 M & PrivateKey & 3£ HI0|EstE
CIZ M EC2 QIAEIA T} MAiz|o{of & L|Ct.

6. 7|& dcv-gateway QIAEIAE FEZ <env-name>-vdc-gatewaydtl Auto Scaling ZE0| A ¢l
ABAE XSO Z HHE & m77hK| Z|CHRILICH

OIFI0fl B ST 7h4 HIAAES Of 04 MBHOZ HWH 4 ¢

>

mazon EC2 QIAEIA 7} Almf 5Lt
X7 HEY = A&Lich &2|XFUI
HEl= £H] é,*EH% Al .-J.Al%F —JF— UK |_ C.’_“?é‘ Al e Aloyghoct.

A 420l 2Lt o ol o %*—1‘—81%75'—?-7%
A

Amazon EC2 242 A235}0{ OQIAEAII E8 £= SX|EQ=X| &olslofF 3tL|CH ESX|E AL Cf
Al AlEHS EAAR. dE7 SEE|HCHE AT EE 8ok LIch M QIATATE AIZHE M AL
Xt & CI=EEEZ[o X-|7‘*5| ZE CIo|EHE A& AFEE == Qloqok &LCt.

O|Moll AmiEh QIARIATE ZE[XL UlO] A& EAIEE 32 #EIRL UIE AL835to SR80k & + A&
L|CH.

5712 7t&F oAz &EBF AlEFE = J&LICH

AERI7E AlE Y = e 7t HlA3 & +2| 7|2 HMet2 5ULICH 2[RI #E|XF UIE AFEshod T
=3 o

A
an
St Zo| HEY + AUsLICH
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- e RS MEfE L
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A3 & Windows 244 A[=7F Amffst T "IZ0| EZ&LICH & 2F
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fjo
rio
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rir
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Windows ClA3 & 40| Almstn Ul F "od40| EF&LICH ME 27", 22 Windows 2IAE

= =
A0M QB M MA D Z#EEI DCV HH AZEQo{e 22X MEY £ &L

[ul

N

Amazon CloudWatch 21 I8 Ct23 QA HIAIK|SH &7 44 Al 252

<envname>/vdc/dcv-connection-gateway & U&LILCE.

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:

Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:

=
=

ok

Additional stack certificate (@): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

o
otdg M7Hsete 2ol s EHY + U&LICH

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

72 SSM MM B E|RHE AFH8 5104 Windows QIAEIAO] CHEF @1AS U1 CHS 2712 QIS A 2hRd
= 74 HpEq Q]
= =

JH8 AT E AR
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7 U AR AKCIR
Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv
Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

Ol o= 22X & sHAst I Windows ClAIFO| M AlZ0olM SUEH 277 edlsts B2 AZE
Qllo] A8 M g8 AHE5t0 =HE QIAFIAO| Af Windows AZEQ o] ARE RUHE IS A
2 MYErLch O|2 Qlo H3 Xl AR U AZ0| AL8E = UE Windows 2 ZES)0{ A0

24012 OIS B LIATE QIATAC 21 IHUS AT BXE Y2 £ 2= OFE FaL
c}. 0 1 W OHE HE AAzs HlO[Z0] KIHE MM B HET Z3E 2

I
7 utel 2l Amazon CloudWatch 21 28 S £ 0| Z£8tE|o] /& LCt.

« AFEE AMIID7F AZEQf o ABo 2 SEEIIX|E RESOIM X[ E[X| ef&LICH

Amazon Machine Image(AMI)0l| 2Rt o4 8 E= =77t Qi REAER T 2H|X ' A3
ZHEE 225X UG LICE. Linux QAR AR ZH2 QIAERA /root/bootstrap/logs/2 21
ool = oot #HHE K88 HEJ TEE = U&LICH AWS Marketplace0| M 7HX{2 AMIs ID&
RES A3 & QAEANM & S5tX| 42 = USLICH X|BHEI=X| =Ql5t7| 25 HAET EHR
grLct.

« AHEXF X|™H AMIOIA Windows 7H& CIAT & QIABHAE ARE M= AASXH OO AT RIET}
AME|X| et&LCt.

7|12 o2 ALK OIO|E| A3 EIE = Amazon EC2 QIAEA T A|ZHE Y 8 H AMEILICH 7|1&
74 OATE CIAEHANM AMIE MAESHCIS AMIO| AZEQ|0{ ABHE SE3510| A E Q0

7t oAz g AlE 245



o4 gl olX|L|o{Bl AELC|Q Add a permission2|

BHOoZ CIE 7t AT ES Al&Sedn 5t A A OIO|E| AFEETJH M 7 AT & @A

A
A
A M A™AE[X| A &LICH

EXE siZstciH AMIE ddstE Ol AL e Jell 7H ClA3 & QAEA M etz

— o
PowerShell 33 %2 &1 I3 HAW S AsghL|Ct.

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

_|_
ol
T

r

OHCI2 QUAEANM A AMIZE MASHLICH A AMIE AF2510{ AZEQ|o{ ABHE SE5T L}
S0l A 7t HIATEE AEE = U&LICH Z2H|HYE dEIZ2 FK &= QABHAMA SYSHH
HE MSIT QIAEHAE RHEEISH0] 7IM CIATE MME £HE £ UX|TH AR ZHE AMI
FL

O/ CHE 74 TIAZES ASHer f SUst 2HI7H Al SrArLIC

tset 2M 1. & ot A|lAE 0| CHE POSIX TetE 7HE ALERHE 2IEt CIREEI7F A& LICH.

Ol= Ct& AlLIZIR7t FQl B2 AHst D e 2XMY = J&L ot

1. BHEE RES HT2 2024.01 O & L |CH,

2. RES AEHZ HiX 5t= S0otol|l CHEF 40| 2 d™EnableLdapIDMappingX|RA&LICHTrue.

3. RES 284 HiZ Foi X|HE & YU A|AE 0| RES 2024.01 O|T T M AL EIRHLITL 2
EnablelLdapIDMapping A& E O|™ - ZE0|M A E[RI&LICIHFalse.

SHZ EtA: ot A|ARIIM AFE A CIRIEZ|E AFA|ELICEH
1. 2AE 22|k SAE] CHEt SSMYILCE.
2. cd /home.

3. 1s-=, adminladmin2.. S Z0| ALE At O|F 0 YX[5t= CIHEE| O|&2 AH&35t0o4 C[REH
2|& LtdsHoF &LlCt.

4. C|AE{2|E AN ELClsudo rm -r 'dir_name'. ssm-user L ec2-user C|HIE{2|E AKX 5}
K| Ot A2,

5. AHEXE7t ol|O| M envoll S7|3HEl B2 AHEXL2| DDB H|O[E0i| M AFEXLC|E AMA|EFLICH
(clusteradmin | 2)).

6. AD S7|3} AlZ - 22{AE #ElXF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adOoiA| A&EL|Ct.
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7. RES 2 BO|x|0fl M Error &Ef2| VDI QIABAE RS EIBLICE VDIZE 2 208 LHof Ready
A HE MEtE|= x| #elgfLct
2791 5 yp| MAM0o| Hl 8o 2 o|S&FL|C).
20t £ 2£& MM 2| vDI Mol Hlo{ o SESHK| ohE < X A7t Zo{ELICt ol
DCV7t ClA3 &8 AEE|YstedD 3t X|2 AEE|YE 2X7F gl 0S M MEY £ U&LICh 7+
HIl5d0| £2 Q2 Xorg 4 EMULICH ChE BHES Ao 7|2 Xorg FHEO| H o/EE =

A& LICH

Debian 7|8} Linux:

dpkg-divert --package nice-xdcv --divert /usr/bin/Xorg.orig --rename /usr/bin/Xorg 1ln -
sf /usr/bin/Xdcv-console /usr/bin/Xorg

Red Hat 7|gt Linux:

rpm -q --whatprovides /usr/bin/Xorg && \
cp /usr/bin/Xorg /usr/bin/Xorg.orig && \
In -sf /usr/bin/Xdcv-console /usr/bin/Xorg

|

+ Amazon EC2 QIAEIAT} 2L SEE BIEXMo 2 EAISFLICH
A

« AD/eVDI 2E0| =@l AT{Z Ql&l vdc ZHEEEH QIAH
E AIEILICE.

. Z2HES $7b6t7| Sl AZE 0| A2 HAY 1 ECheo| Z2HMET} E ALK o

=
+ cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7| & O} & AF& & &= i&LICtH
AZX7E S718HE 7K cHZ| SLck(HIEO| A8XE 0l&F 21 B2)7t EAIELUCH

« 232l Al Windows HIA 3 E01 "AIH0| HIZ E& ZRAGLICH ZEIXHA E2|stMR.”

« 2R/ AD 785t 2EAE DHCP S M =X
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« Firefox 2 & MOZILLA_PKIX_ ERROR_REQUIRED_TLS_FEATURE_MISSING

Rzt QIARATE Amazon EC2 2£0iM S & A2 BISXHo 2 E AR F¢ Hel2 Fdnt &
20| UE = Uer =t QUAEA FHol| et Eetd = UELICH CHE2 RS Helste YWY
olL|ct

= .

Amazon EC2 2&0|M vdc ZHEE D] QlAEAII HIEMo 2 ZERE MEE EAlste G EREE
ot ots EfT MHEY &= /& LICH RESOIAM X[ #2lst= 2ot & Q

A0 HAZAE 1AM HAM A Ko HRo| YR E A E|l= Ef 27t U&LICH vde ZHEEE{7t =8 50|
CloudWatch 21 &0l CtE 27/ 7t LHEILF=E A< 2ot & 50i E{O7t SHIEH RI™HEIX| L% 7|
MEY = UA&LICH EoF & Sof ChZ Ef 2 E KI-FaH oF &FLCt.

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| 2 F0i CH&t Amazon CloudWatch 21 HA|X|= CF2 1t H|% 8t A E AIELICH

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXFO8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

i
ot

Felst 9 =

Ju

Amazon EC2 QIAEIAO| E O o Ux|st= K| = olghL|Ct.

|L|C}. AP] AFEH

]IO

AD/eVDI ZE0f| ZQI AlTHZ QI3 vdc ZHEEE{ QIAEHAI} =8t &
2ol Aluf7} E A|FLICEH

o 2H73 AEl AlMol CH2 0| E AIEILIC,

(][]

eVDlI ZE0| A El EQloj Almf
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Modules ©

Environment modules and status

X e

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - ® Config @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 @5tec< ® Deployed © Not Applicable « default

Metrics & Monitoring metrics 2023.10b1 @Stem ® Deployed (© Not Applicable s default

Directory Service directoryservice 2023.10b1 ®5tac< @® Deployed © Not Applicable * default

Identity Provider identity-provider 2023.10b1 G)Steu @ Deployed (© Not Applicable « default

Analytics analytics 2023.10b1 @® stack ® Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10b1 @5t8C< ® Deployed © Not Applicable * default

Cluster Manager cluster-manager 2023.10b1 @ADD © Deployed @ Healthy s default

evDI vdc 2023.10b1 ® App @® Deployed ®) Failed o default

Bastion Host bastion-host 2023.10b1 @5tec< ® Deployed @ Not Applicable « default

— [ —

A2 ClHZo| Yetxel HEE AR 22|X} CloudWatch 218 Mg E ZeLich (ol2he
1 382 #&Lth<env-name>/cluster-manager.)
st 2A
20| HAET ZEE F2 res 2EH0| MM E [ X[ E ServiceAccount AHE X} O|F 2| HAIt 2
HFEX| Insufficient permissions®QIgL|C}
23 Z£9| 0of:

Insufficient permissions to modify computer account:

CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: Q000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

SecretsManager £ 0l RES HiZ F0i| X3 E! ServiceAccount AtE At OI%OH HM| AT 4= Q)
&LICH Secrets Manager0i| M aliE £ 0
50| SHIEX| 2 d* HEs M

= |
% vdc HE B2 QIABIAE BREL

It dazEs T

0x
FO
k>
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets

(o5
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MBE 2F 2lAaA AEHO|MH HME B[AAE AHESE B AFE XL O|& 2 "ServiceAccount"0d
Of gfL|C}. RES HHEZ F0i DisableADJoin Il2t0O|E{7} False2 M El 3L "ServiceAccount"
AHE XA ADOIA AFE AAE MEE = = HEto| UeX| &elgL|Ct.

o AN2EI ALK} O|E0| Met3tix|ot 20 HIAEJF £EE Invalid credentialsZd< @248t ¢t
o4

S7t HREURALL B2 E[RE = ULt

23 &9 of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

Secrets Manager 20| &3 & XME 5= 2ot &S of HMAS
0 env M Soil U2 S E 22 = USLICH 2ot &5 (o

257t 2HtE2 AZEl Active Directorytll M S 7t BFEE[IE = U&LICH A Active
Directorytl M &5 & MAHE Ot 2o &S & Aol|o|EsHoF g LCt CIREE| ME[A 2&0
o 1

= [=] —
M Active Directory2| AF& X &5 & MAH

1. SES ClE] D M2

r

2. 5, A EAH & E MY 2 MENEE CHE ALE Xt O|F(0dl: "ServiceAccount") It Af 252 2F 4]

3. M2 dYet &7t o] & & o CHE A2 il Secret Manager 2.2t & 5 (04:
<env_name>directoryserviceServiceAccountPassword.
4. AN Se{AE ZERF L vde HEED QIAEHAE SE8fLICH M QIABAE PHHMOI A EY

2 EAELCH
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

e
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Ct2o| ZE2MEJI E A|IE| K]

MEE F7t617| I Az ESo] AEZ HEE )

Ml

mo Hu

52 |H

Ol ZEXl= AHEX HHE ADSt S718t5t= Aot #tEE Chg 2XIQ 2H740| JUE += U&LIC o 2
M7t LIEFLFH 2 2{AE ZH2lXF Amazon CloudWatch 21 2 &0|AM 27 "<user-home-init>
account not available yet. waiting for user to be synced"& &?QI5l0{ ¥H2l0| S5
gHX| EE= ZE 0| U= K| 2 lELct.

cluster-manager Amazon CloudWatch 2101 "<user-home-init> 74| & O} & AL &
RELICH AHZXRI7E S7I3HE WK CH7| SULICH (IOl ALE At O|& Rl B2)7H E
AlElLCt

SQS TER7t AL S0|H ALS AL A ™ol AZE = Q7| MEol| F& F=of HHELICE 0| ZEE
A-EXt &713t Boil ALERtol| CHEH & THY AlARIE Mdsie{D & M E2(HELICH

AKX Aol ¢dZ2E £ Q= 0|8 = AF2 Q1 ADO| CHEH RES7F SHIE2 A M E|X| etet7| IHEY
= Ql&LICH o & £04BI/RES 274 Mol AFEl ServiceAccountCredentialsSecretArn I}
2tO|E{7} 2HHE Zf0| ofLIRE &= U&LICH.
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2921 Al Windows Cl& 3 &0i "AH0| HIZ G2t E[A&LICH &HE|RHol| A E2letM.”

CORP\admin

Your account has been disabled. Please see your system administrator.

AER7E & 71 stEol| ChA| 23018 +~ gl 3
TEE ADOIM ALEX7E HIE HEHEIRS S LIEF

40
(0))
w
@)
M
Ol
=Io|=|
ox
OH
1
|0
Hu
Hu
|J
ro
rok
o
P
m
w
ol
|0
Hu

i
1
30
>
T
[ul

ADOI M AFERF HHO| H|EdE3tEl 3¢ SSO 2a¢l0| Aufghict.

Q|%/1 74 AD 7M1} BEAE DHCP SM 2X

Kt Active Directory" The connection has been closed. Transport error"O|A RES
E ME8¥ M Windows 7t ClA3 S0 27/ 7 &5t dev-connection-gateway Amazon
CloudWatch 210 A C}S1t fASt &5 & olghL|Ct.

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
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connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

P

rir

B2 o

Ojo
fjo

st oF Lt

(][]

K& VPC2| DHCP SM0il AD EHIQI HAEEHE A

1. AmazonProvidedDNSE 5 =M@l ZHAEE2] IPsof| F£7}gfLCt.

2. THQ! O|& & ec2.internal2 A& LIC.

o47|[od of|A|7F Lt2F /I&LICE o] 7£40| g2 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|&§2
37| I E20d Windows HIAIE0IM & 277+ ehMghLct

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox & EEtRME A8 StH 7ty olA3 S0l 2&sicdn &
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING 27 HA|X| RE0| EAIE = U&E
LICE.

on

= Fshx| L7

Q12 RES ¥ M7} TLS + Stapling On2 2 M E|{ X|2t Stapling Validation2 2 &
[ = &L EP(https.//support.mozﬂla.org/en-US/questlons/1372483 =

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X| &0l [} 20| 2X|E Y
748t & OIA |}

Env AHA|
A
* res-xxx-cluster AEHO| "DELETE_FAILED" &E{O|11 "d& 0| R E5IX| ot HLI =& = QI8 2 F

EO|°H_¢_ oz AFX-”oFJ\g;jg
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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« VDIZOLCIRE

Linux EC2 QIAEIAO|M 2ZEO CIREE

Windows EC2 QIAEIAONAM 2O CIREE

WaitCondition 270l CHEF ECS 21 =%

res-xxx-cluster 4 EH o| "DELETE_FAILED" HEjo|T "dE 0| REStK| ehAHLE =LY
"res-xxx-cluster" 2E40| "DELETE_FAILED" A'EjO|TL £5 02 AlX|E 4 ¢i= AL S THHE +8
5tod AbR||E 4= &Lt

AEHO| "DELETE_FAILED" & EHRIl B2 TX{ A&
CHSh & A7 ZAIE = Q&LCH X E HEfE
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

Aof et 2edt AR BAAE DT MASIHEIE EEE 2AAE MEISHE HIAIXIZE AlS EA
= 4 UBLICH 0| B2 RE BAAE "HBEY BlAA'Z MestT AHE MEishC
CHET 28 QR EAIE

be assumed
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[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

&, ARE MXste o 2R Hgo| A= Mo HX] A4 X =& LICH Ol 2XE sidstzdt A& o
O|F 2 SAMELUCH IAM 2£2 0[S3toq Ct5at Z 2 LEtO[EE AH835t01 silE 0|F 22 HEE
st

oHd .

o AME[E = U= AEE| REIMH AWS MHIAE HEIRFLICH

o A2 A0 E Use cases for other AWS services MEHSIL|CICloudFormation.

IAM > Roles > Create role

Select trusted entity we

Select trusted entity

Trusted entity type

Web identity
Allows users federat

SAML 2.0 federation Gustom trust policy

Use case
Alow an AWS senvice like EC2

Common use cases
EC2

Lambda

Use cases for other AWS services:
CloudFormation

© CloudFormation

L|C}t. @d&tol 'AwSCloudFormationFullAccess' 2! 'AdministratorAccess' ™t
£ Foidl{of &Lict AE mo|X|= ctS1 Zolok g LCt.
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[

Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

"Version" : "2012-10-17"
nt": [

Step 2: Add permissions

Permissions policy summary

Attached as

Policy name %' Type
AWSCloudFormationFuliAccess AWS managed Permissions policy
AdministratorAccess AWS managed - job function Permissions policy

Tags

17 CH2 CloudFormation 222 S0}7F ABHS AMK|EFLIC} O] &

AEBHS 5t
LICI. OIX|2f e 2 IAM 2£ 2 0|S3504 Mde & s ArA|ghLICct.

o
o>

mjo
>.
= =
X
_QI_-
o
ol
>
el
ok
4>
>
>

EC2 2£0|AM EC2 QIAE AN 29!

K|Zlof| 2} Linux EC2 QIAEIAO| 2318 L|CH.
x| Zlof| 2t Windows EC2 QIAEIAN| 2aQlgL|ct 23 O Windows PowerShell2 201

1. Cluster-manager: Ct& @{X|0|MH E{AEH BE|Atof Ciet 238 7tx4et E[Zlo]| &7 LTt
a. CloudWatch 21 I &§°| Z& 23 ¢lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEIAO| /Troot/bootstrap/logs CIEE{Z|0] Q!
= ZE EOQLIct o] MMo| AIEF 2 E0f = "EC2 2£0M EC2 QIAEH AN 221" Aof|
HAZE X|Eof et QUAE A 23 RIFLICEH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
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2. ™_controller: Ct& €| x|0i| A vdc-controllertd| CHEt 2 1 E 71X{2} E|Z0of 24 A& L|Ct.
a. CloudWatch 21 2 §°| 2 & 23 ¢lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEE[0 U&=
2 E ZaQlLch o] MMo| AlE 2EE0of = "EC2 & 0M EC2 QIAEIA 0 2 21"0f| Ao o
ZAE X|Eo et QIAEA 2 1FLICH

2O £+ 7t W & StLIE Linux EC2 IAEANM 2O CIR2E MMo| XIS =2
ZilLICH 2 & O|E2 QIAEA ol LICH

MEX}7F MM 0|E0| 21 VDIE AlEHSH 32 Amazon EC2 240 M QIAEIA O VDI1SHE O|EL

QlL|Ct<env-name>-VDI1-<user name>.

Linux VDI 21 =&

O] MMo| A|ZF EE0] 2= "Amazon EC2 2£0{M EC2 QIAE A0 211"0f @1ZAE! X|Zlof o}
2 Amazon EC22 2& 0| A s Amazon EC2 QIAEIA0| 2 QIELICH VDI Amazon EC2 1A
EAA 0| /root/bootstrap/logs & /var/log/dcv/ CIEEEHM 2E 23 & 7tXSLICH

R2OE 7tME W & stLtE 530 YZEESHCHS H7|0 M CHREESE JAILICE O|E I8
Ct= CHA k2t & CIEEZ0M 28 208 72 O S YEEE £ &L
1. CHS BHAof 2t /root/bootstrap/logs CIZEE{Z| of2Hofl dov 22 E SAHELICEH

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs
cp -r /var/log/dcv/* logs/dcv_logs/

2. O|X| Ct& MMoi| LtFEl EHA[of 2t 2E3VDI 2O CHREEE CHRECFLCH

Windows VDI 21 =%/

O MMo| Az 2 &0i /= "Amazon EC2 2&0iA EC2 RQIAEI AN 221" A= XIFl
2F Amazon EC22 2&0{| M aliY Amazon EC2 QIAEIAN| 22 2IEHLIC}H VDI EC2 QIAE A9
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEE0|H ZE 2
JE 7tMSLct,
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25 71MHE U & 5tLte S30]| Y2 =8 Ol 7|0 CHREES e ZJAL|ct o= H §
2 | LIYGE A E [ELICIVDI EO CIREE.

VDI EOCIREE

1. S3AHMAE EFTE VDI

E
EC2 242 0|S5350{ VDI QIAEHIAE MEHEHL|C}

2.

3. A& B2l IAM &2 MeEgh|ct

4, Wt F7I EECH Hivol Het HA MMM H2 o182 MBS CHS AmazonS3FullAccess
MMZ MEfELICH

5. et FIHE MEiSo] i HAE QA LI

6. 1 Ct=2 VDl o wel ole LIEE EHAlof et EaE CIRZESLCH 2E 0|52 QIAH
A O|FLIct

a. Linux EC2 QIAEAO|M E2 CIR2EE Linux&

b. Windows EC2 QIAEIAO|A 21 CIR2EZE Windows S

7. OIX|2to =2 «der2 TEISH04d AmazonS3FullAccess MRS X|HEHL|C}.

@ Note
2 E VDIs2t S8t

rok
>
<
19
ot
1o
;

8grLCh <env-name>-vdc-host-role-<region>

Linux EC2 CIARAMM ZEO CIRELE

EOEC2ZEEE EC2 QAEAN 205t CHE BHEE At ZE 28 s3 HZl| U=
gfLic

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
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MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

JHCHS S3 2£ 2 0|S3stod 0|F0| @ HAE MEist T o[ Y2 =8t
<module_name>_logs.tar.gz It <environment_name>-cluster-<region>-
<aws_account_number> Ct2 2 E=%8L|C}.

Windows EC2 QIAEIAOM EO CIREE

EIECIRECEE EC2 QIAEHAN 20015t CFE HHE AYS0{ ZE 238 S3 I YZEE
gfLch.

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JHCHS S3 2& 2 0|S3sto{ 0|F0| @ HA S MEist T o[ Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> Ct2 2 =8 L|C}.

WaitCondition 2701 CH{et ECS 21 =%/

1. HiZE ABMOZ 0|S5t0d 2lAA BS MEIEHL|CE
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2. HHE - ResearchAndEngineeringStudio - A x| #2|Xt - = - CreateTaskDef —
CreateContainer - LogGroup2 &%&st1 21 2§ ME509 CloudWatch 212 iL|C}.

3. O|21aE0|M z|Al 2EOE 7S LC}.

oz &4

=X

o A4 EH SZX0f| CHEl 215 e XMelg o2 838 2301 2 F 2
« OZ AB 72237} 255K %42

A 5E SSX0|CiEt 15 eEE MElE o2 238 202 2F &

20918 AMEstn 'RtH 5H SZX0l i 215 2™E Melg M 67X &2 F ' 7F Ldots of
7t etz E =+ &LICH ol 2a¢lst2i= AHEXte] & Z EE= Active Directory MH[A HHY = QU
&Lict

= .

23}

1. CIZEE MH|A 220l AL R L AMH|A HY 238 RHMP- LI

2. oM U=dst A & Z 9t URISHESE Secrets Manager0l M MH|A A ¢t & AdCi|0|EFLICEH

+ Keycloak AE490| Z42: PasswordSecret-...-RESExternal-...-DirectoryService-... ! A4:
Microsoft Active Directory2| &t &

» for RES: res-ServiceAccountPassword-... & A: Active Directory AH|A A &S

= = "
3. EC2 Z&E 0|&35t0] cluster-manager QIATAE ZFEFLICH Auto Scaling &2 A IARA
O|HHZE KIS E Eg|7H{ELIC}.

o2 AR 72237 255K 42

|
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
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ZI223 M7t SE5tD MHE CHA| A2t [ QIAEA S| IP7 HEEH 7|IEE2F7 SEE &= U
&L|CH RES ZEo| 29! Ho|X|7} EEE|X| &tHLF SHAZX| &t= 2= AEfEZE HEL|C}.

7|& Q1ZetE AfMIst 1 Keycloak 2B 2 A{HI 5104 KeycloakS He HEi= Sofor fLICH CHS
EAHE &Lt

1. Cloudformation@Z O|S&fLICt. 047|0f & 72| 7|2 23 &34 AEHO| E A|EL|CH

rl:l

* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. Stack12 A ELICH X AEE AMX|E2HE HAIXI7F EAIZ|H 0| 2 MEHSI0] ST AES A
MIghLct.

ARfO| 25| AN EIRAE R & lELICH

4. AMX|E A HES| SUS mieto|e 442 AFE5t0{0| ABE =5 o2 HiEZFfLICH AE MM
> M EIAA AMNEEE) - 7IE '?:*l%i' MEH L, BIZ Sl 0l {2 = 2 0|5 5104 CloudFormation
ZE0M i ZELcE AFME A 2I5F 242 At835t0 2Bt metn|EE =g Lct
CloudFormation 2& 0 M ZE{E HAsl T i2to|E e Z 0|5 8t0d AFMIE AEf0f A o8t &
242 32 £ QlA | |C} 37 0|2 7| H|of 2! 7|E} miEtO|E{7} i) AEH igto|E{et YU k|st= K|

RE T ArE=

5. EHO| HH;‘n’;E|E'=| §|_|-7=|

A2 CHAl AAEE &HI[7F B JALICH B El ABHO| £27 Bof M
ApplicationUrl2 &2

Active Directory £X

A
« VDI7} 2BHS0ot = 2 H|X{'d AEHoi & 7Lt VDIZ7} £EH|E £0i= L} VDIE AD AI2XI2 219

g & elgLch

- SSOE #Y&t 0i= RES ¥ ZHof 23018 £ glgLct
« AD MEXtE= Linux VDIs 33X 2 A& 3t 20T File Browserg AL&35t04 & CIZE{Z|0of HA|A

& + el
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml
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HA

e SSH MMAT} EA5L=El Z0i= AD ZHE|A} AL X7} Bastion Hostol] HMA S 4= 14 L|Ct.

« RES Q|8 2|AA AEHO|M HYE 8 Active Directory 27| 2! 22|

VDI7} @EiE ot T 2 H|X{'d AFEfoi| EE U7HLE VDIZF £H|E F0i|= L} VDIE AD Al
SXE Ej. O|5F 4~ od&LICt.

MHA vDI x| & ++4 23(/root/bootstrap/logs/Linuxl| A< % /opt/idea/app/logs/
C|=E{ 2], Windows2| B C: \Users\Admln1strator\RES\Bootstrap\Log\ 2l C:\Program
Files\RES\app\logs\ CIEEZ|)0|MH x| E= 74 LFE = QIFLct

RUIAEAT} Active Directorydl] ZQIHX| ZFICt= 2F HAIX|7}F EAIZ[H LEHE S 2 Cluster
Manager7t ADS| QIAE A O] CHEF HAFE AHES A A™HE £ 7| HEYLICH /environment -

name/cluster-manager CloudWatch 21 I &0 A Cluster Manager 21 & =I5t 17 Z &=
LF HAIXIE EEHAELICH preset-computer]. YEHEQI ZX:

« AD AH|A& AEo| R4 HOo| AR EIU&LICH

« RESO| M3 & MH|A HHE 2oF &t & EQlgfLict AL |Ext ef57t 7| 2t Hoiz NSk

=] = .AF8XE O
1 {username: password} A7 ZHO| FE8HX| &QIELICH MH|A HYE 2ot A5 E #H4Y
Bt & 7|& QIABHAE Z =5t Auto Scaling ZE0| M QLAEHAE XIS 2 A|% 6} &35t
01 Cluster Manager QIAEHAE +=F5loF gfLICt O3 CHS Af VDIs A[ZH510 HHA ALRE M &

gfLCk.
« MHIA AHoll= ADAM HFE AEE d88 = U= Hetol &Lt
« MH|A AHEollol| LIEE 2E E HEro| J=X| 2 elg
HIA AE 2. ADOM MH|A HHE HEHE =38t = M VDIsE AlEfsi{or gfLICt.

* LDAP Aol A8 =+ i&LIct

« AD F+440| VPC LHOIAM LDAP/LDAPS 9422 {235t AW
22|13 Microsoft ADOY| CHEH A EI DHCP M MM cc= 4G o}
HI27H d™EE|RA=X] &QlghL|ct.

wn
i
o
oo o
>
W)
i
Pl
0
oh
rr
ox
40
>
()]

« LDAPS 94Z290| A2 DomainTLSCertificateSecretArn Il2tO|E7} ZR35tH 422 255}

==
28 RE 5t CA QIS ME MBsHof ZLICEH 7|&E QIABEHAE F=235t1 TLS QIS A 2ot °*§_%
#H4ZE8t ¥ Auto Scaling ZE0| M QIARHAE XFS 22 A|E L& 5185104 Cluster Manager ¢!
AEA

A

E «#stiok gfLict O3 Ch& M VDIs AlZfsto] HE AtgrE M E¢gfLict
A CHS

D 7t9| 9142 HIAE 5l24™ Cluster Manager QIAEIA O M ldapsearch &
(AF2 XF OU, LDAP 47 URI, MH|A A AL XL O|F L &5 CHAl). AD7F HZ
SIS SHIEA *MHE B0 HH2 MSE OUL| ZE AFSALE Bhetatof &Lct.

=1
=

o =
238
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/dhcp_options_set.html
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ldapsearch -x -b "OU=Users,OQU=RES,OU=CORP,DC=corp,DC=res,DC=com" -D
"ServiceAccount@corp.res.com" -H ldap://corp.res.com -w service-account-password
"(objectClass=group)"

RESE MRX|& true [ DisableADJoing £ A% 35IHM Linux VDIs SSSD MH|AE &3l Z2l5t=
CH4l Active Directory0l| 2t @4Z38FLI|CH EC2 2£0IM VDI QAR AN 425 1 SHE QAR A

usernameOllAd B S AslsL|CH H0| ST AD AFEXI2| UID/GIDE gHete £~ gle ZB< vDI @l
ABIAsudo systemctl status sssd@| BHE1 /var/log/sssd/ CIZE{Z| o}2

A 28 AH&3510{ SSSD AH|A M EHE =QIFLICH.

or
(0)]
w
wn
W)
X
1

ADO{| 21ZA5t7| 2|5 SSSD T+ 42 AFE AL XI5l oF 5t= B SSSD #+4 mt(/etc/sssd/
sssd.conf)2 =822 TS infra/ VDI EAE (2024.12.01 & 2|A 0|8 sudo systemctl
restart sssdOiiM HES AFE5t04 SSSD MH|AE CHA| A|ZFSH7HLE RES B Z&0i|A F7F SSSD

THE MB350 7|E =& M VDIso| AHS 2 2 Active Directory S 7|3F M & ELICH2025.03 2 E|A
0l4)).

SSOE 7 4M8t £0i= RES ¥ &0l 2218 £ gisL|Ct.

environment-name.accounts.users 2 environment-name.accounts.groups DynamoDB
ElO0|2 2 & Ql5t0 AF&XI2 21 & 0| Active Directory0l A S 7|3+ = K| & QlgrL|Ct E|0[2 0] H|oq
UL 2O0l5tE{= AL X7t @i= B /environment-name/cluster-manager CloudWatch
21 35(2024.12 BE|A O|™) EE&= /environment-name/ad-sync CloudWatch 21 &
(2024.12 & 2|A 0|40l AD 8718t 2 E = elghLct.

|I=I

SEfof HA UL

of AZE LEHMRIAD 7 ZX| o= CHS1 22 VDIZt 23S T2 H|X
: & =+ A&LICH

[=3
VDI7} ZHIE 20f= L VDIE AD AF2XIE2 23018 £ QiSLICHEIE @/ 7}

M {oC

+ MEIA AFol= ADS| AR U IS HEIY 4+ Yl HEto| giLIC

- MH|A AEollof LHPEE 2 E s HEHo| U =X| & IEL|CMicrosoft Active Directory 0| CHEF A
HIA AE 4.

« Active Directory2| At&XH/1E0| O|HY FA 22 E £40| FEE[URELIC.

« J0f ek AF8AHE $dE Yolo|ESto] EXME AT LI

Sl s F 1AIZObCH WASHE oI O& AD SVI3HE TITEl L 57158 £5
EEDs

)
o2 AMESE YH(ZE|A 2024.12 21 2024.12.01) (2024.12 &1 2024.12.01 &E2|A) E= S7[3)
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o= AEstHLL BXIsHs WH(ZEl4 2025.03 0I4) (2025.03 0/4F Fal2)o| K| & met £52

AD AL XHE Linux VDIs 83X o 2 A|&$t 20| T File BrowserE Al&3l0{ & C|2E
2ol M AE = & LICt

Cluster Manager QIAEA M BHEZS AlI-SH0{ AD AF& X7t Cluster Managerid usernameOf &
AMEl=X| ZolgL|Ct B0l ST AD AF& XS] UID/GIDE BHete = Qi B /environment -
name/cluster-manager CloudWatch 21 I & 0| A Cluster Manager 21 & =915t 11 SSSD A
HIA AlZfof CHEF @ /7 & HMEFLICEH Cluster Manager 2101 27/ 7t @i= @< Cluster Manager 2!
AERAO| HAED /var/log/sssd/ CIEEE| of2iQ] SSSD MH|A Zsudo systemctl status
sssd& AFE35t04 SSSD MH|A HEHE =FQIEtLCt

AD ALEXt7 Cluster Managerdl| EA|E|l= A9 HAES Ao ArEXtel & CIAEEEl(/
home/username)0i X UID/GIDE &QI&LICtHs -n /home. AL& A} & CIEE{2|29| UID/GIDE id
username BHEO|M EtetEl UID/GIDQ} HIw & LICt UID/GID7F Y x|5tX| et o AFE XSl & C|3
E{Z2|7} RES 2|% £ 0| RES HiZ oM HMHE = AS2 2l0|FLIct SLF AH& Xt HIO|EE 4
st & CIHE{Z|IE AMAIE CH2 AF2REQE 74 M Linux VDIE A|ZHEHLICH Af VDIZF MEXoz2 &
2H|XMEE|H A8t UID/GIDE & CIE{2|7} CHA| MA3ElL|C}

SSH HMA T} &3t El Foi= AD ZHEIXt AFE XF7t Bastion Hosto] M AE 5= &
L|Ct.

Bastion Host QIAEIA 0| A P22 AlZH5104 AD AF2 X7} Bastion Hostid usernameol EA|E|=
X| &olgL|ct Hol i AD AFRAF2| UID/GIDE EHeter = eie A< /environment-name/
bastion-host CloudWatch 21 1 &0i A Bastion Host 21 & & Ql5t11 SSSD MH|A A|ZHo]| CH
ot @7 E AMELICE Bastion Host 2104 2 /77t = @< sudo systemctl status sssd
Bastion Host QIAEIA O] B&41} /var/log/sssd/ CIEE{Z| of2HQ] SSSD AMHIA 2 & AFS5}0S
SSSD AH|A HEHE =fQlgfLCt.

RES Q|8 Z|AA AEHO|A HHZE S+ Active Directory 27| & 2|

AWS 2|8 Active Directory7} RES 2| 2|AA AEH0|| o8l Ui Z E|= 7 Active Directory0f 2
MAsto zt2|ste ol AF8E &= 2= AWS O|F 0] A0l AdDomainwWindowsNode-external -
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resource-stack-name-WindowsManagementHost HiZEl 2 A|&S 2
Ct EC2 2£€0M L2 K14 3HE ALE3510q Fleet ManagerE S3afl QIAE AN 2018 £ Q&L
Ct.

« AERLO|&: #EIX

—I—

o 235 9F BlAA ARES HiEZE [ ME /= AdminPassword It 2HO|E

AWS # 2|3 Active DirectoryE Zt2[5t24 AWS CIZE 2| MH|A #E| oFLiA S| Amazon EC2 Q1A
HAE AES5t0{ AISX B O #EIE ElsHML.

A4l EH

- 24Tl Xl 2024 .x

}:_|

. (2024.12 & 2024.12.01) M Cognito AHE X S = A| 74l Al

N

2024.12.01 O|5t) AFS A X =HIQI2 AFE85t0{ vDIoi 428 M &R

r
Sl
r
ro
oM
x
to
4

4
A

(

( == ¥

(2024.12 2! 2024.12.01) Active Directory AF& A}= Bastion HostZ2 SSHE =
+ (2024.10) AEIVPCsOl HiZ El RES & Zoll CHEt vDI At&S K| FE

(

(

(

j1{6]
mlo

2024'4 10 O|F) T = FYE QATHA F3FHof| CHEF VDI AR ATj

2024.08) Q1= 2} AMI EHof ZH|

2024 8¢) 7H4 OIA3 F0| FE HZ!I ARN 2! AL X} X|H HF A7 e 2471142 7| Amazon
S3 HHZ!IE ERiSHR| 2&

2024.06) AD 11 O|S0i ZH0| L& E B2 AHAF Mg Ay

2024.06 O|5t) AD 5713t ol 2 & HtH7t RESH S7I3HEIX| o8

(

(

(2024'A 62 0|F1) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| = ot |24
* (2024.04-2024.04.02) VDI QIAE A o] o3stol| HZL|X| of 2 MBS E IAM FHEH T

(

(

(

(

0

2024.04.02 0|5t) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIA T} AR E|X| I
2024.04 3! 2024.04.01) GovCloudof| A RES At&| Almj

. (2024'A 42 - 2024.04.02) Linux 7t ClA 3 E0| XL E! Al "RESUMING" AtEH0iI M HE £ 9IS
- (2024.04.02 0|3t) SAMAccountName £430l CHEXH E= E4 EXF7F ZEE AD ALSXHE S7|

st5txl 28
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups_ec2.html
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(2024.12 2! 2024.12.01) AMf Cognito A A S5 Al H4A! Ao

1 M

>| H:I
I

o

Ol

ol

ot Zro| "7} ZEE o|HIY MFAZE /U= &l i AWS Cognito AFEALE &

£35t24d2 5t Cognito AFE Xt O|F 0| Mo|El H 4! T UX|HK| b=Ct= 277t

<firstname>.<lastname>@<company>.coméfA&tL|C}.

e Y

(® Invalid parameters: Username doesn't match the regex pattern Aa-z][-a-

z0-9_1{0,31}%. Username may only contain lower case ASCII letters (a-2),
numbers (0-9),and the following special characters: underscore (_), and hypen
(-).The maximum length of username is 32.

\. J

0| QR E A2RI2| O|HY HF AL RES AHE A4 AL2X} 0|22 2 QISH wrAistL|Ct 2Lt "7t

l= Al X} 0|22 RESOHIM X|Hst= EX Linux HIEZ E O] VDIsO| 5 8 AFZ A7} ofdLC}. o] 4
X A2 AF2 X} O|20| RES Linux VDISOIM S E5IEE AF2A} 0|2 S MAIEH I oMY HSFALO|
""" M7{ELICH

23t
1. Ct3 BHE2 4&604 cognito_sign_up_email_fix.patch {7 2024.122] patch.py
A UE CIREE35MT BT 2024.12.012] cognito_sign_up_email_fix.patch &<

<output-directory>E M| A3 EE L I{x| Dt LS C}RECEE C|2EEE|<environment-
name>Z HHHF & RES 21Z&9| 0|22 HtELICH.

a. I{x|= RES 2024.12 2! 2024.12.010{| & ElL|C}.
b. {x| A3 BIE0|E= AWS CLI v2, Python 3.9.16 0[4 ! Boto37+ Z R gFL|Ct.

c. RES7} HiZ &l A& 2l 2|0 CHeH AWS CLIZE 745t RESOIA A8 HZlo| & £ Q=
S3 Heto| AU=X| &elgtLct.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. MR 232 ES HX| ool 22 EE CIMEE|Z O|SELICH O mx| BB S A-AFLICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/

cognito_sign_up_email_fix.patch

FL|Ct. Amazon EC2 Management Console

rm
>
i
[l
>
z
]IOI'

St A| Cluster Manager 214
oM QIARAE ZE2& +T Q&LC.

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. O|§ 2 A|z5t= Auto Scaling 12| 282 Q1509 Cluster Manager QIAFHA A
LICI<RES-EnvironmentName>-cluster-manager-asg. M QIAEIAT}L M
77k R| Z|CHRILICE.

Ol

(2024.12.01 O[&t) AL Rt X|'d =M@l AL&35t04 vDIo| 1AE f 2 & HEEl ¢
MR

B A
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QE E|AA BA|Z| L RESE MEA XM =& T 0 Q! 0|2 Z HI|Z5t™ CertificateRenewalNode
7t VDI A28 TLS QIS ME MZ 1x|X| R0 CtHS 27 7+ & MeFLICt. /var/log/user-
data.log

{

"type": "urn:ietf:params:acme:error:unauthorized",

"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",

"status": 403

2k M RES # ZE0i| A vDIsO| 24Z2& [ net: : ERR_CERT_DATE_INVALID (Chrome) &£ Error
code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox)Zt= 2/ 7} &4 grL|C}.

o4
o

=13
=

0ok
jo
rr

B
2024.12.01 0|5}
2tst

1. EC2 2£Z O|SELICt 0|E0| 2l QIAEATI Qe B QUAEHAE

CertificateRenewalNode- EE. LIC}.

2. Lambda Z£Z O|S&LICt 2h= Lambda &9 &4 IEE ALICH-
CertificateRenewallLambda-. £ A|%fét= &2 A5t --ocsp-must-staple I+ E
./acme.sh --issue --dns dns_aws --ocsp-must-staple --keylength 4096 X7

gLt
HiZE MBS0

4. Lambda &5
| ©

c HZo0| M E W x| 7|chIL|c.
So=Z EZ|Hsl2{H HAE B{o 2 0|53 C}S HAEE ME{ELICH F71 ¢

4) }M

212 Qe 5tK| f&LICt 224™ Secret Managero| M @15 A & PrivateKey & 2 & CI|0|ESI=
RIEM EC2 QIARATL M E[o{of B LICH 2ot 257} HO|O|EL|H QIARHATI ISR B
ElLich.

=

o
m

7|& dev-gateway QIAEIAE FZ<env-name>-vdc-gateway st Auto Scaling ZE 0| A !
ABHAE XSO F HiZE W77 K| Z|CHRILICH

oF Mg uE

0|-)|

Let's Encrypt= 202504 OCSP X|#& SE&LICt 2025 18 30Y R E 2% A% 0| o|Fof| OCSP
Must Staple 5ol ZEE CIBME UZ5HK| b= 8 OCSP Must-Staple 20| AuighL|Ch XFA|IEH
L2 https://letsencrypt.org/2024/12/05/ending-ocsp/ E 15HMI2.
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https://letsencrypt.org/2024/12/05/ending-ocsp/
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(2024.12 2! 2024.12.01) Active Directory AF2 XH= Bastion Host2 SSHE &+~ SIS

Ha A8

-\0

Active Directory At& Xt= RES & Z& o X[&lof [} 2} Bastion Hostol| @12e [ Het HE 2771 &
AH oI-L_||:|.
oH .

Bastion Host0l| A A& T|= Python O Z 2|7 0|42 FEHE H 2
K| ZEULCH et AD A8 A 2Y AMAE & = olem 2OQIE = gisLich

od
o

gt
=]

ook
o

7

rr

2024'A 128 3! 2024.12.01

1. EC2 £20{ A Bastion Host 2IAEIA 0| Q4Z2EL|C},

2. |IDEA_CLUSTER_NAMEO|AME &l /etc/environmentdt M
Zenvironment_name=<res-environment-name>Z F7}&FL|C}.

3. QUaEAOMCHE BHEE AAELICH

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. RES ¢ ZEo| x|&lof 2} Bastion Hostoll CHA| 2488 EMR

(2024.10) ZA2|VPCsoi| Hi Z El RES &30 CiEt VDI AtS SX| SH
I MY

20244 108 RES EE|&0ME L 7|7 &2 77 SEiC VDI01| CHsll VDIs AtS EXI7F F7HE|A
gLiCh ol 82 ta3 s 8% - MH - MMM Fd& + A&

VDI At& X[z A AE|E VPCsoll HHZEl RES #Z0 M X[l X| et &LICH.
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=
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2024 10

23}
A B35 2ElAol THE £ Trdg XM SQILICH 23{Lt ZEIE VPCO HIZ B RES B oA
03| VDIsE #8222 X[ + U&LICH VPCs

(202411 10 O|F) Jef= A E QIARA o CHE VDI AR Almy

Ha 4dF

(g4, g5)H X Amazon Linux 2 - x86_64, RHEL 8 - x86_64 E== RHEL 9
X86_64 VDI PSS °|_|é A7} Z2H|ME MEfoM HELICH &, QIAEIA = "Ready" AE| 7}

Ol X Server7} QIAEIA 1|A-| MO 2 QAEASIE|X| 47| 2o B A8EHL|C} O] THX|E X5t &
ol 12HE QIARAS AT ER|o{ ABMO| R E 28§ J7|E 50gb2 S8 ZE SH5HE HXg =
AE BEE S2O| HEE|E S 5t= W0l E&LICH

WEs dre HE

2 E RES H{7 2024.10 O|5t.

2t

—

P

1. 0|'EH D4E4O-I|A-| E _\T_Hil /\E_ElE ql nHﬂ _u_|.o|C> |_-_|.O§: St L'_|E‘”E-|E|E |:||.:L|:l._LE RES g|-7=10|
0|2 2 H}# 04 patch.py & graphic_enhanced_instance_types_fix.patch& Ct2 Z =8 LIC}.
<output-directory> <environment-name>

ol

a. I X|= RES 2024.100{2F M- FL|C}.
b. x| A3 2 E0{&= AWS CLI v2, Python 3.9.16 O]

Al
o
c. RES7t HHEZE H"d & 2|70 CiSH AWS CLIE T35t RESOIA M8t HZlol| £ = U=
S3 Teto| U=X| &gt

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. MR 232 ES HX| ool 2= EE CIMEE|Z o|SELICH CHE mix| BB S A-AFLICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

B3

ZotedH o A=stod

0%
ol
=3

3. B39 74 dAaaE HEE](vde-controller) QIAEA
AlE! CHZ RES #739| 0|2 & HiEL|CH

m||u
Ot
mjo
jo

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

Eo 2 AZtStE CHA 2 E0| A 0| <RES-EnvironmentName>-vdc-extE & A QIAEA
AZtErLICH O E QIAE AN SE6E M AZEQ0{ AEHN|E 50GB 0|M'9—| AEEX|7F
10| E&LICH

HF Mm o

B A

Zlofl [t 2} EC2 Image BuilderE At238t04 AMIsE ZH|StH CIS 2 F O
7t Al gL

CmdExecution: [ERROR] Command execution has resulted in an error

Ol dBMo M3 & S&5E mtdel 2F = It ALt
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20244 8&

(RES QIAEAE AMIsE ZH[E 0| gl B2 ChE BHAHE EAMR)

1. YOlo|EE res-installation-scripts.tar.gz It CHRZ =8 LIC}H

2. M7 Z=74 10| X|2] Amazon Machine Image(AMIs) £H|of| LIQE BAHE wELict

0|7 EC2 Image Builder 2lAA RHAFS:

i
ot

(RES QIABIAE AMISE ZH[Et B2 OIS HAHE MEAMR.)

1. YOIO|EE res-installation-scripts.tar.gz IS CtR2 2 E8FL|CH,

=
2. EC2Image Builder - 74 24 - RES AMIs £H|E QI MME M @A Z=2IgLICH
3. ZEI= - DownloadRESInstallScripts Bt 7| - &2 - AA 0| LIQE S3 {IX|E 7|E3H SLICH
4. 2ol U= S3 fx|ol= Ol A8E SEE Thdo| 2 E|o] U&Lct ol TS X HmY EHA|

oM Ct2=Z =8 ot U2 HHELICH

(202411 8%) 7H4 TIAZEO| £E B{ZI ARN U ALSA} KT HEATF Qe 947147
Amazon S3 HHZ!2 EAISHX| 2 &

M MdH

Research and Engineering Studio 2024.082 £ E HZ! ARN(Z, ) & AISXH X[H MF

[ — |
MEZZEME O|F E= ZE2EME O|F L AIEX 0|8)E MEE M 7t clA3E Tzt
(VDlarn:aws:s3:::example-bucket) QIAEIAO| 17]/227| S3 HHZ! S B X5t X| Z & LICH.

. 947 TS

o

- HEFAZF HZI ARNS| L& Q1 17|/A 7| HHZ)(F, arn:aws:s3:: :example-bucket/example-
folder-prefix) & ArE Xt XY MFAZEHE 0|F E= ZEXME 0|F L AEX 0[8)

« R E HZI ARNO| UX[EH AEX X[E HFALZL Qs e471/247] HZ
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samples/res-installation-scripts.zip
samples/res-installation-scripts.zip

2 QAX|L|of- ARC|2 Add a permission2|

VDI QIAEIAE TR H|KLE $ols ST 53 B0l XIME EXY CIHE(of HZlo| XTI o
LIct. vDIo| XY CIE{2I7 QUEEhE CIE 2l Hlof /ot HZlo| #k) i8S itk AL

5tof C|EE{Z|of TS M @F7 7} Permission denied, unable to write

AE
a file gt o 2EH=T} s S3 HZlo| Y= = E[X| ef&LICH

2tst
1. x| AZEE U x| BtL(patch.py L s3_mount_custom_prefix_fix.patch)2 CI2E
CotedH oS BEYE ASSI0d <output-directory>E x| A3 RE L x| oUS CIRZ
c & C|&EE{2|<environment-name>Z HIt 15 RES &7Z 90| 0|E 2 Z HtELCH.
a. IfX|= RES 2024.080{ 2t M EL|CI.
b. x| AZEEo0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37} E &Lt
c. RES7}HIZE A 2l 2[70i| CHH AWS CLIE 74451 RESO|AM A8t HZlol £ = U=
Amazon S3 T™&t0| /=X| Elgf Lt
OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch
2. x| A3 ZEQ} x| LtUO| CtREEE|= C|HEEIZ O|SELICH CtE X BHES AdeL
Ct.
python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch
3. B39 714 oAaE ZHEE(vde-controller) QIAEAE ZS235l0{H CHS WS A L|CH
(olo] & eHmlf EtAH[0lA ENVIRONMENT_NAME H#4~2 RES #7Z39| 0|E2Z MHEF&LICEH)
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q7 I AX|L|o{E ARLC(R Add a permission2|

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
Z2lol8l vPC M o| A< of&| M™SIHK| ot 2 A< <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda &2 A< 0|E1}
AWS_STS_REGIONAL_ENDPOINTS Z£O| Environment variable QIE F7}5lof
Ctregional. AtAIBH ME = Z42|El VPC HIZ E |8t Amazon S3 HHI AP Z7HE & X
SHM 2.

4. O|EoZ AlRSIE CHA OE0| M4 <RES-EnvironmentName>-vdc-ext MEN7} £|H FE H
ZIARN 2 AL A X|H HFAZE UE 2471/A27| S3 HZIE SHIZ A OIR*ESHE M VDIsE A%
SHoF gFLICt.

(2024.06) AD 11 & O|Fo0i Saio| 7=l 3

40

|
AD Z1&0f O|§0f o] Z&E B2 RES 2024.062 O|T HH | AHAE M K| ZfLICH

SAE 22lXt CloudWatch 2 (/<environment-name>/cluster-manager21 & Of2h)of
= AD S7|8t 0| Ct& 277+ Z&ELICt

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

LEELCE 2T MES S5t 18 OI8E +8st= RESOIA EAgrL|CH
« 22X A CHEXHASCI EXF A, CHAI-), OFEE() & 2E()RF Z&E + A&LICH
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2+3}

1. x| 232 E 2 1§x| ©tY( patch.py L groupname_regex.patch)2 Ct2ZE&t2dH CHS &
HE2 A™stodE 122 22 C|EEEl<output-directory>2 HHF* 1 <environment-
name>2 RES &tZo| O|E2 & H}ELCt

a. IIx|= RES 2024.0601 2t M &El|L|C}.
b. IHX| A3 BIE0= AWS CLI v2, Python 3.9.16 0|4 2! Boto37t E 2 gfLCt.

c. RES7 Hi{Z=l AKX al 2|™of Cis AWS CLIE 7436t RESOIA AA48H H{Zlof| & £
S3 Heto| U =X| EelghLct.

§9
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZBIECQ MX| otYUo| C2ZEE|E CIHEE|Z O|SELICH CHE | BHFES AL

Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. 239l Cluster Manager QIAEAE CHA| A|ZH6tE{H CHS BE2 A ELICH Amazon EC2
Management Consolet|A QIARAE Z2E £ JU&LICH

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

EHiI% M 5l AD :L—E— O|E0ofl AZ2XI L CHEXE ASCII 2R, =&} CHA|(-), OFRIE(), ZLE

(2024.06 O|5t) AD S7|3t S0 2 & HH7I RESH S7I&tE|X| i &
2 AH

GroupOU CIH& Z2 O & Hi{= RESS MCHZE S7I8HEIX| et &LICH UserOU

0

RES= AD I E0M ALEXAHE S718t5t2d0 & [l Idapsearch ZEE MdgL|Ct 34X EE=
GroupOU I}2t0|E{ CH&l UserOU It2tOIEHE HE AFSELICH GroupOU 1 21 AMoM AHSALE
HhEHSHR| REFLICH O] S &2 UsersOU2F GroupOU7Z} CHE QIAEIA O AP B A BHL|CH,

(o}

q

o dk

=
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%

2 E RES HZ™ 2024.06 0|5}

23}

CtS EHAof w2l EXE sHZ2ELct

1. patch.py 232/ E & group_member_sync_bug_fix.patch It Y& C}RZE35I2{H CHS HHS A
#5104 <output-directory>S IUS 22 =8 24 C|2E{2|<res_version>Z HHH 1
E mx|& RES HMS 2 HHELICH.
(® Note

- x| 232 E0|= AWS CLI v2, Python 3.9.16 0|4 & Boto37} 2 #L|C}.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Add a permission2|

47 U AR|L|o{R ARLCIQ
« RES7} HIZE H& L 2|7of CHaH AWS CLIZ 745t 1 RESOIA] A8 438t H{Zlof &
= Qle s3 ®eto| =X| &olELct,
« IfX|E RES H{T 2024.04.02 & 2024.062 X[ EFLIC}H 2024.04 &= 2024.04.018 A
&5t B2 MxIE ME3st7| ol HX 0to|L] A Al o[ Eof LtAE! E7lof et 2
ZE 2024.04.02Z HO|0|EE + U&LICH

« RES H{7: RES 2024.04.02

x| CIRE2E &3: 2024.04.02_group_member_sync_bug_fix.patch

+ RES H{Z: RES 2024.06

x| CIR22E &3: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. Iix| A3 EQ x| TtYo| CtR2EZCEE|E C|HEE|Z2 0|SEL|ct o2 mx| Hadg A
gl<environment-name>3t0{E& RES &Z439| O|§ 2 Z HiEL|CT

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. 239 cluster-manager QIATAE CHA| A|ZHSlE{H g A S A=—MELICH

[

INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch
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--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024'4 6& 0|%) CVE-2024-6387, RegreSSHion, RHEL9 & Ubuntu VDIs2| £ ¢ F|
Ok Ad

-1 o

Ha Y

regreSSHionO|2t 1 5t= CVE-2024-6387 0| OpenSSH A‘I HHOlAM AJEE|RELICH O] FFHE S
s QIZEIX| i 2 ¢4 SAXE e MM el ZEE e = lenz Hot SAg 2|8l
OpenSSHE AtEste= AlAERIN AlZHE /32 ZefE = /&Lt

& SAEE S SSHE 74 AT ES R 0|83l WO|H HE SAE
=0| 2|2F 0| Qe uhx| of&Lich T2LF ALL RES B{ZQ| RHEL9 ! Ubuntu2024 VDIs(7HAF Gl A
3 & Ql=Zzhof chs MEB3H= 7|2 AMI(Amazon Machine Image)= £+ @/&{of £/2F8t OpenSSH H
ME A8 ELICH

\J

%, 7|& RHEL9 Z! Ubuntu2024 VDIs 228 = URXR|PF SAXE HE SAE| M ASHOF B LICH
S Aol CHEE REMIEH LHE 2 047[0dl M &FQIEr = Ql&LLCE.

=13
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0ok
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rr

= E RES HZ 2024.06 0|3,
23}

RHEL9Q} Ubuntu 25 EoF F M A5 OpenSSHE I %|E EZIATSLICH ZSHEO| sHE
I 7|X| 2|XHE AR 5104 7HKAE £ U &LICH

7|& RHEL9 EE Ubuntu VDIs7t 21 A< otz x| 7|1& VDIs X|HE HEE 20| E&LICL &%
VDIs I x|5t248 PATCH FUTURE VDIs X|&& 2= Zd0| E&LICE o] X|&M=E 232 EE A
&5to4 VDIsOf| E5HE UOO|EE M5l We MYHELICH

7|Z& VDIs IH x|

1. 7|& Ubuntu 2! RHEL9 VDIs& 25 I x|5t= CS Had2 AdshLct
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/

Q7 I AX|L|o{E ARLC(R Add a permission2|

a. x| A3 EE0|= AWS CLI v27t EErLC}.

b. RES7I H{ZE A 2 2|70 CH3H AWS CLIE T35t 11 AWS Systems Manager Run
Command& & & + = Systems Manager T&H0| =X| & QIgL|C}.

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

o O I-
Z25tn 214 B IDE M3t o}

2. B3 A% HOIX|o|M ATRIET HBHOZ MYEIUEK| HOIY £
|

o x| O/2H VDIs

1. Dfx| A3 2 E S mix| Z}( patch.py & update_openssh.patch)2 CFH2ZE5HE{M CIS HHE
Al#3t0d <output-directory>E It CREZEE C|AEE{El<environment-name>Z HH3
T E RES 49| 0|§2 2 HiELICtH

(® Note

- I{X|= RES 2024.06012F A& E|L|Ct
- x| A3 E0|= AWS CLI v2), Python 3.9.16 0|4 Z! Boto37} 2 8tL|C}.

« RES7} HHZE A& 2 2|Z0f CH8H AWS CLI AFE S 7445t 11 RESO| A 2438 H{Zlof|
& £ QlE 83 HEto| UER| &Zlghct.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

ALt

fjo

x| HE

1jo

2. C}

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

update_openssh.patch

o424

SEE At8stod B Ee| " HEE D QAHAE CHA] AIFfEfLICH

0jo
Mo

3. C}

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
&2 VDIs I x|= RES H{% 2024.06 0|40l A2 x| ElL|C} 2024.06 O™ H{F 2| RES &4
ol M &% VDIsE mfx|5t24 HX{o| X|&]oll 2t RES 842 2024.062 2 0| =& L
CtH[OX KM CIO|E.
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2+3}
ChS EtAlof et vDIs Z2HMEo| #TE Mt AHE SH 2 44525 S ELn
1. x| A3 2E L x| ot ( patch.py 2! vdi_host_role_permission_boundary.patch)& CIRZE
Ste{H Ch2 HE S A™SI0iE e ¥2 24 Cl8EEl<output-directory>2 HHELICEH
a. I{X|= RES 2024.04.0204|2F M EL|C}E BHT 2024.04 EE= 2024.04.01& A8 5t= 8< Ot
Ol T Cio|Eof CHEF H% E Mol LIdE EHAloll et B EE 2024.04.022 HHI0IE

g = AsLch

b. x| A3 2/E0= AWS CLI v2), Python 3.9.16 0|4t 2 Boto37t T #fL|Ct.

c. RES7I HHZ El A L 2|0 CH3 AWS CLIE 451 RESOIA st 3o £ = Qe
S3 HEto| /= X| &helgfLct.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

x| FFs 4

2. x| A3 EQ mx| 0| CtREZEL|= CIAEZ|Z o|SELICt S
gl<environment-name>3t04E RES 42| O|ELE HIELICH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. O] BB Al&sto] B0 M cluster-manager QIAEAE CIA| A|E ST <environment-
name>E RES 39| 0|§ 2 Z HtEL|Ct. Amazon EC2 Management Console0| A QIAEAE
F2E = JUsLct

ENVIRONMENT_NAME=<environment-name>
INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
282
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIA T} A[2FE|X]
}.

S|

Amazon Machine Image(AMIs)= §8 #8422 RESHIAM 7t4 ClAT E(VDIs)E2 AdsH= ol AFSE
LICt 2t AMIo|= 2|™otch CHE AT ID7}F U&ELICH ap-southeast-2( A= L|)0| A Windows Nvidia
RIABHAE A|Z 5t 5 RESO| 71E AMI D7t TR 2 E[}&LIC.

O] &9l QIAEA F40f ami-0e190F8939a996caf CHEH AMI-ID7} ap-southeast-2(A|= L|)0d| &
T UHAELICt CHA& AMIIDE AF&3loF ami-027cf6e71e2e442f4 B LICH

24 ot H AL XA O 27 7F Edg

ol

7|12 ami-0e190f8939a996caf AMIZ QIAEIAE A|E

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist
Ol A| £ U 2Z&stod HOE ATst= HA:

« ap-southeast-2 2|™0{ RESE HHZ & LICt,
« Windows-NVIDIA 7|& AZE 9o ABH(AMI ID)S AHR 5104 QIAEIA
Clami-0e190f8939a996caf.
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[

T gl olx|L|0{Z AELC|S

=

* AMI ID: ami-027cT6e71e2e442T4
- 24 AMA|: Windows
« GPU MZA: NVIDIA
. 2 AEB[X] 27](GB): 30
- %|4 RAM(GB): 4
« 0| AZEQ|o] ABMZ AL 50 Windows-NVIDIA QIAEA A|E

(2024.04 2! 2024.04.01) GovCloud0i A RES AfA| Almf

2x

RES &M ¥Z2EZ2 &0l UnprotectCognitoUserPool Lambdas LIE0 4 A|E

Cognito AFE A E0 CHEF K| 2 X|E H|E SR LICH Lambda Al&20] ol AlZHE L
ClInstallerStateMachine.

A& 2|1 GovCloud 2|1 7Hel 7|2 AWS CLI 7 %H0|2 218l Lambdall update_user_pool
S &2 GovCloud 2|0 AlmErL|Ct.

GovCloud 2|0 A RESE AfA|stcin ot Dol A ChE 27 7F LdgrLIch

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE RE5t= BA:
« GovCloud 2|710i| RES H{=Z

« RES AEH ALK

gt
=]

(o}

q
(=)

7

0ok
mjo
rr

RES {7 2024.04 & 2024.04.01
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CHS

ro

3= RES HZ1 2024.040| M B AE KR & LICEH

UnprotectCognitoUserPool Lambda ¥7|

« BH FAl: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
o HEIY MH > HE > HEFR] MEH Python 3.11 -> ME.

« CloudFormation iLIC}.

- RES 284 AH| -> x| 22X} 2|las EES MEHSHX| I 2 HEHE F7(| -> AFA.

S

(2024 42 - 2024.04.02) Linux 7t CIAZE0| RHEE! A| "RESUMING" A EHO{|A{

Linux 7t HIA3 &2 £8 £ oA E K| F CtA| A|ZHE [ "RESUMING" & EfE HE & U&L

QIAEIAT} RHEEIEl & AWS Systems Managere #73 B S Al&5t04 Ml DCV MMS MA3EHK| of
O vdc ZAEE 2] CloudWatch 211(/<environment-name>/vdc/controllerCloudWatch 21
3E otethyoll o2 23 HAIXK|7F =2 E[}AELICEH

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

(0]

q
S

=13
=

0ok
mjo
rr

7

2024'A 4 - 2024.04.02

"RESUMING" &E{olAM HE 7H4 OlAa3 &8 S otedH:

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

4TI 2x| 2024.x 285



Q7 I AX|L|o{E ARLC(R Add a permission2|

M 7Ha HlAZEO| SR BHE MHBEIX| HT S shHT:

1. x| A3 2E L mix| It ( patch.py & vdi_stuck_in_resuming_status.patch)& CI2 2= 3t24H
Clg EE2 ™58 TS 22 C|AEEl<output-directory>2 HELICEH
® Note

« I X|E RES 2024.04.02012F M E[L|C},
- x| A3 BIE0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37f 2 &fLCt.

« RES7I HHZE A% I 2|Tof CHal AWS CLIE F45t 1 RESO|A 8t HZlof &
= QU S3 HEHo| U=XK| &gt

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. WX A2ZZEECS x| IYO| CIREEE|= CIEEEIZ O|SELICH CHE x| BEE A
#<environment-name>35t04E RES 42| O|E S ZE HI* & RES7} HiEZ El 2|™<aws-
region>2 2 HiELLC}.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EEo"ZHEEDH QIAHAE CIA| AR5t E{H OIS HHEE A&<environment-name>3t0{E

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}t) SAMAccountName & &80f| CHEAH £= E5 EX7F T8 E AD A
AHE S35t K| 28

|

SSOE %|4 2A|ZHAD &713 F7| 28]) St et ¥ RES7t AD AHEXHE S7186tXK| Z&LICH 2
A E E2|Xt CloudWatch 2 (/<environment-name>/cluster-manager21 & ofeh)ol&=
AD 87|53 &0l Ctg @F 7t ZeELct

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
(. D[ 1{2) [a-20-9. _1+(?<![_.1)$

LF = RES7I O} 2F AHEE SF35t= SAMAccount ALE Xt OIS B #2181 7| IEofl LA FfLICt

23t
1. x| A3 2 E & ofx| o} Q( patch.py 2! samaccountname_regex.patch)2 C}HR2ZE & 2{H CHS
HHEZ M08 o2 2 Cl3EEl<output-directory>2 HtELICEH

(® Note

« Ij%X|= RES 2024.04.02048F 22 =] |C}.
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[

- x| A3 ZE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37t B &fL|Ct,
_I

M43 BiZ0o]

M-

At
o
. RES7HH{ZE H& 2 2|0l Chai AWS CLIZ 74357 RESO]
4 9l 53 Mol UEX| 2elgrLo

AN —

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. Ifx| A3 EQ x| TtYo| CtREZEE|E C|HEZ|2 0|SEL|ct o2 mx| Hag A
gl<environment-name>3t0{E RES &Z439| O|§ 2 Z HiEL|CT

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. 230l it Cluster Manager QIAEIAE CHA| A[ZH5HE{M CFE BHEE A& <environment-
name>3t0{E RES #Z39| 0|§ 2 2 HIE LICE. Amazon EC2 Management Console0f| A QIAE A
EZEE =k st

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024.04.02 O|3}) &5 SAEN M ASHY| &8t =2tol8! 7|7} R EII&LICE.

|

A2R7F RES € ZERHOIM M& SAE| HMASHT| s Zatold! 7|12 Cte2 s 6tH 7|0 EAlo|
EX| f&LICH &, 042 £0| & EE CIRELCE[0] 77t R E5HX| AELICHL CIREER FIZE HE 5

AEOf HMASHET 5 AERIOAH CHS R/ 7F EAELICH

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

od

o =)

=

ook
fjo
rr

7

2024.04.02 0|5}

E=FOMES ----- BEGIN PRIVATE KEY----- MMST HIE ol CHE A 22 M504 7|
otelo| PAalg HAE = J&LICh----- END PRIVATE KEY-----
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Research and Engineering Studio X|¢4 &4 *H

Research and Engineering Studio(RES)= 048] 2 E2|AE SAlo| X|HFLICH RESE
YYYY.mm.patch HT &M|HE AL ELICH 07| M= HIO|X RIE[AE YYYY.mm LIEFHLICEH YYYYE
AL E LIEHHTD, mme B E2lA & LIEI0, = & 22lAE patch LIEHELICH 2t RES 22|40
£ o|HE x| B +=B(EOSL) EM 7}t USMH, 0| EM= YYYY+1'H2| SHE mmE OFX|2F S iL|CH,
0| € £012025.092| EOSL ™M+ 2026 9% 30U QL|Ct EOSL ™ o|& ol sHE & 2|A0i CiEt
7t X[#olLt S| &E7F MBEIX| pE&LCt.

ME2 7|5, 845 714, 22 UOo|E X I 40| MZ2 Ho|XM HH ZE|A ()0l LB Elo] U&

LICFYYYY.mm. 238t 2| A= mix| ZUZ|AE E51 £&™ A S XMZ5HK|EH EOSLY| EEHSHK|
or2 Zg|Ao| CHEHAM B =3 AFE S AWS M3 & LICE.

S Qx| o|o|EL =5t H|0|Xd E'EI/\(01| 2024 04.01~2024.04.02) LHS| THX| =IZ|A ALO|0i| A
oF X|ZHELICH A H|O|X{ RES HH{T1o| UCIO|EE ALES 5t T HES| M DX|E =&t oF &L
Ch %Al 7|5 2! 2ot 40| Eof HM|AE 2= QAE% 5247 RES MxIE %|4l 2I2|A 2 up-to-date
HEI2 fX|5ts WOl E&LICH

X =B ZSE(EOSL) Emof 7t7t2 HEE A™dsts 32 |4l 7 Atgol it X & HMAE
s XI5t7| 2 (& HHESE daeo|=& AH=lL|Ch RES a2l|0|=0of CHEF AbAIEH X[E2 HE
ME EZM. EE0| JUHLE dazlol=d ==20| 238t 2 AWS Supportdll 22/5HMI2

Research and Engineering Studio H{7 X SZ(EOSL) &t

20234 118 xY 11/30/2024

20244 18 x& 1/31/2025

2024'H 42 x& 4/30/2025

2024 6% x 6/30/2025

2024 8¢ x& 8/31/2025

2024 10 xY 10/31/2025

2024 128 xY 12/31/2025

2025 3¢ x& 3/30/2026
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Research and Engineering Studio % X SZ(EOSL) &Rt
2025'4 6 & x& 6/30/2026

2025'4 9& x& 9/30/2026

/A Important

HIZ % QlZal/vDl 3AEE TR|she 2 ALRXFe| MelolL|rt.
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Notices

ZI Amazon EC2 RIAEAO| = #E| SMo R F Jlo| ¢4 dATE MU|A(EOlE AMH|A) 2ol
A7 EH MBEULCH o] HE= #EIRHE 2I6H o248t 2to|MAE Z2H|X'Fst= ol =F0| &
LIC}. RDP 90| RDP 20|41 A 10| Amazon EC2 QIAEAO| HZHoZ 2018 4 AWS Systems
Manager Session Manager{ =& MEE = UA&LICEH F7t A HAIE MH|A B2to|[MAT EHR
8t 42 Microsoft EE = Microsoft 2HO|MA BB ZRE M4 AT E AF8 X CALs= FOH3HOF &L
Ct. Software Assurance/t 243t El H4 A3 E A& X CALs2 2HO|MA 0|5 2| o|™o| e 7|
E(3F) HIHE #E2o 2 AWS 7tX2 = U &LICt Software Assurance &= License Mobility 544
10| EtO|MAE 7= Yol CHEt AtAIEH L8 2 FAQQR| 0] MIMZ FHASIAML.

D% 2 2Mol HEE SEMOR Hyte Mol AALIC Ol EME THEL ZALICH (a)= HE
HE So2E ASELIC (b) HM ME M3 U 2#S LIEHLICHAWS . o3 810] BT &
SLICH 2 ()= AWS X T AIGALZ SE| OfHEH oI HE T MN5HK| fLICH BIUM EE
2HOlMIAL. AWS FIE i MElAE H5 gi0| ‘s I0i2 MBEUCH B8, €5 R E SR 77
HAS{OIE S AIFOIE, TZof CHEH AWS Az | of3H &MofEILITH of B A2l

nJ

= | 2ole AWS H|2Fof
UL T} obL|Ct = =™SHK| &LICH AWS @F 11724 Zto| B E 7|2,

9| Research and Engineering Studio AWS £ Apache Software Foundation0| A &= £|&= Apache 2}
O|MA A 2.020] 2 zto] e} 2to|MATF EodElLICE
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Date H{ 73

20254 9 2E|A HZH 2025.09

THAM AL

|2 ap-northeast-3, ap-southeast-3,
me-central-1 & sa-east-101| CHEF & & S X|
Heflct

« VDI B2 A| AD = HIQI| M HFE| A 4f
Al

+ Systems Manager It2+0/E EHE2 AMI
IDs5to{ ZEMEH O|0|X| HE|E 7tAE
grlct.

r
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0

\'IJ

2lAaA BEZ2Io| CIDR HYE AL X} K|

- 7|53 & AD O|HIY &71I3t 7|s F7I.
« Amazon EC2 g6f QIAEIA X|3.
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34 AbE
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Date 244
o CIE2 AIZ2XIo| OAIE MME E £ e
AEXLE Eol&LI
« CFE 2™ BFY A™E HEEZ A IAM AHE XL

A 0|F 1id EXME A &LICH

20254 7& - ZZ|A H7A 2025.06.01

THM ALE
« AAEI |2 Python2 A&3510{ QIZEL &
AE 3 7|2 VDIsQ| AlEf AlZtE WM&

LICE.
» Ubuntu 24.04 VDIO| CHEF X| 20| F=7+E|H
&LCt.

HE At

- O|M Ql=Zgl ZAE 2 VDIs7t AHR 7Hs5 6t
T RES QT ME(HT 3.9.16 O|eh2 &F
st= 82 AlAE 7|# Python2 AFS &L
Ct.

M PN S

« disable_ad_joinO| true! I Windows %!
Linux VDI 21921 A& sias&LICt

o A}%ﬂ. x|7§-| IAM x-IxHo| _\_LEX E dd o =|%I-o.||

1= =

HAZALX| pf= EXME SHEF&LICH
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« AWS GovCloud(O|= %) 2[™o ciEt x|
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Ct.
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« Amazon S3 EHHZ!2 Linux Virtual Desktop
Infrastructure(VDI) QIAEIAOf EFRHELICEH,
Amazon S3 HAIZ(E) &= stMlL.

. AF2K} x|x-| EEJHIE HEt2 7|= Qdste

2024 62 - 212|A B 2024.06 - Ubuntu X|9, Z2ME
AKX M.

ANE dEM: FIHE 2 28 dd

20244 4 28| A B 2024.04 - RES K| AMIs & = 2
ME AZF HES
20244 3¢ Z7F X 2 FA, CloudWatch Logs 2 &, Of

Ol BT X7
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20234 11 7| gala
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