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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
}I
"Action": [
"imagebuilder:GetImage",
"imagebuilder:ListImages"

1,

"Resource": "arn:aws:imagebuilder:us-east-1:123456789012:image/
testimage/1.0.0/44"

}

EC2 Image Builder O|0|X| 2| &AE CHEO| IAM Q& EE= ALKt S Rote 2 AWS A™EH=E OFS
ofl Mot 22 HA 2 AWS RAM M85t BlAA Fgol ZEE 0|0X| 2[AA0] HAZFLICH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MySampleRole"
},
"Action": [
"imagebuilder:GetImage",
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"imagebuilder:ListImages"
]I
"Resource":
testimage/1.0.0/44"
}

"arn:aws:imagebuilder:us-east-1:123456789012:image/

EC2 Image Builder O|0|X| 2| AAE ZXO| 2 E HH & AHL SR B ChS odet 22
MAMS AWS RAM MAstT 2|lAA 20 £ = o|0|X| 2|AA0 edZdehL|C}.

o 1=

® Note
O| &2 "Principal": "*"E& AtSE CFS "Condition" LAE AME304 X|IHE
PrincipalOrgIDe YUX|5t= IDE HEH2 MBHELICH REMIE LI 2 ElAA 7|8 A0 A

of AbEt Bl AT AAIR.

uPrInCIpalu nin A|_g Al

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": [

"imagebuilder:GetImage",
"imagebuilder:ListImages"

]I
"Resource":
testimage/1.0.0/44",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": "o0-123456789"

"arn:aws:imagebuilder:us-east-1:123456789012:image/
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https://console.aws.amazon.com/iamv2/home?#/roles
https://docs.aws.amazon.com/cli/latest/reference/iam/get-role.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html
https://console.aws.amazon.com/iamv2/home?#/users
https://console.aws.amazon.com/iamv2/home?#/users
https://docs.aws.amazon.com/cli/latest/reference/iam/get-user.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
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$ aws ram create-resource-share \

--region us-east-1 \

--name MyLicenseConfigShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd
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https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html

AWS Resource Access Manager Add a permission2|

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
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® Note
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MAR 4 GiaLICH ZOHE 23510 2lA20) AMAE £ aLic
AWS CLI

$ aws ram get-resource-share-invitations

{
"resourceShareInvitations": [
{
"resourceSharelInvitationArn": "arn:aws:ram:us-
west-2:111122223333:resource-share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:00:32.568000-07:00",
"status": "PENDING"
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$ aws ram accept-resource-share-invitation \

--resource-share-invitation-arn arn:aws:ram:us-west-2:111122223333:resouxce-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll

{
"resourceSharelInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",

"invitationTimestamp": "2021-09-15T15:14:12.580000-07:00",
"status": "ACCEPTED"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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AWS CLI

He{H

2lias IR

OK

--resource-owner II2t0|E{E SELFE A%35104 get-resource-shares HHE2 ALE 3t AWS H|

ol 4HE Elas SR ME HEE EAIY & JA&LICH

FIF

CtZ ool M= E&35t= AWS HlZHof CHa $4KH AWS 2|M(us-east-1)0lMH SREE Elad 3
RE HoiELIc O E 2o HME Elas ZRE 7HXRE{HM --region <region-code> I
EIOIEIS AR EfLICH Z22Y 2lAAT ZEE 2lAA ZRE ZEsitiM O0/= SE(HE|L|oF £

2), us-east-1 2|2 X|gs5HoF gfLCt.

F

$ aws ram get-resource-shares \
--resource-owner SELF

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"
},
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/818d71dd-7512-4f71-99c6-2ae57aa010bc",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00",
"featureSet": "STANDARD"
}
]
}
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® Note

$ aws ram create-resource-share \

--region us-east-1 \

--name MyLicenseConfigShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",

"owningAccountId": "123456789012",
"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
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$ aws ram update-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE \
--name "my-renamed-resource-share" \
--no-allow-external-principals

-~

"resourceShare": {
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"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6Ff5d3EXAMPLE",

"name": "my-renamed-resource-share",

"owningAccountId": "123456789012",

"allowExternalPrincipals": false,

"status": "ACTIVE",

"creationTime": 1565295733.282,

"lastUpdatedTime": 1565303080.023

}
}
o BIAA BR0] BIAAE F7L8E{H associate-resource-share BEI2 AL &HLICH CFS 0404 A
= XHE 2lAA SR HEHE FIHELICH

$ aws ram associate-resource-share \
--region us-east-1 \
--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el15235 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxrce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE
{
"resourceShareAssociations": [
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25alf4el15235",
"associationType": "RESOURCE",
"status": "ASSOCIATING",
"external": false

- BlaA B0 2lAA ol CHE 22l HEHE FIHSHALE BB list-permissions &
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$ aws ram list-permissions \
--resource-type ec2:Subnet

{
"permissions": [
{

"arn": "arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet",

"version": "1",

"defaultVersion": true,

"name": "AWSRAMDefaultPermissionSubnet",

"resourceType": "ec2:Subnet",

"creationTime": "2020-02-27T11:38:26.727000-08:00",
"lastUpdatedTime": "2020-02-27T11:38:26.727000-08:00"

}

$ aws ram associate-resource-share-permission \

--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/

f1d72a60-dal9-4765-b4f9-e27b658b15b8 \
--permission-arn arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet

{
"returnValue": true
}
AAE M 7{52{H disassociate-resource-share W2 A& FLIC} CHS o
25Ul X|HE AL SFoIM MHE LI

« ClaA SROIM E
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o= X|HE ARNZ AFE 3= Amazon EC2 A

$ aws ram disassociate-resource-share \
--region us-east-1 \
--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE

"resourceShareAssociations":

"resourceShareArn":

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1l:ubnet/

2l
"arn:aws:ram:us-east-1:123456789012:resource-

subnet-0250c25alf4el5235",
"associationType": "RESOURCE",
"DISASSOCIATING",

"status":
false

"external":
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£=X35l24 tag-resource & untag-resource B AL &LICH C}
R0l project=1ima Ef2 & FItEFLcCt

$ aws ram tag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tags key=project,value=lima

CtE odldMe X[EE 2l&aA SRAIM 717t project? EHIE AM[7AELICH.

$ aws ram untag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tag-keys=project
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--resource-owner I}2tO/E{E SELFE A%510d list-resources WIS A
UE BlAA| CHE ME HEE EAIE = U&LIC

CtZ ool M= =& AWS HHoll CHsH AWS 2l (us-east-1)2] El&A SR Z&E 2|AAE
HoiELIch o2 2l SR5tE ElAAE 71X 224M --region <region-code> TtEtO|E
E MSELch

$ aws ram list-resources \
--region us-east-1 \
--resource-owner SELF

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@escece",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/818d71dd-7512-4f71-99c6-2ae57aa0@10bc",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:41.081000-07:00"

.
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@e4cece",
"type": "license-manager:LicenseConfiguration",
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"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",

"creationTime": "2021-07-22T11:48:11.104000-07:00",

"lastUpdatedTime": "2021-07-22T11:48:11.971000-07:00"

1. AWS RAM 22£0|M L} 25&: E¢F £x| H0|X|Z2 o|s&L|Ct.

(@]
=
2. AWS RAM E|l&A SRE EH0| EXGEE 2& AWS 2|1 ol LEZF AT Z M2l /U=
CELCIR SS0iA MHEHE AWS S|HMENEHLICH 22 2|AATE
BHE 0= SE(HXILIoF 58), (us-east-1) AWS 2| 2 MH3lof gLt 224
S0l CHst REMEH LIB2 229 2|4 A9 2[H EIAAE H| W6 d S

S

A
o
L.

« FAID-Eo FAo IDYULICH AAID
M EEX{ gfo| Y&lLct.

M
£
]
_o'l_l
L
N
rc
rH
Mk
=3
x
HL
e
I
2
M
i
4>
0
rir

- RIME 2ot FHo TR BlAA BR £YULICH RAHE MSHH 24 T

LH7t SRstn s 2o FH 27| 51


https://console.aws.amazon.com/ram/home#OwnedPrincipals:

AWS Resource Access Manager Add a permission2|

AWS CLI

Ltet E|AAE SRet e EoF FAHE EidH
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$ aws ram list-principals \
--region us-east-1 \
--resource-owner SELF

"principals": [
{
"id": "arn:aws:organizations::123456789012:o0rganization/o-alb2c3dr",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",
"creationTime": "2021-09-14T20:40:58.532000-07:00",
"lastUpdatedTime": "2021-09-14T20:40:59.610000-07:00",
"external": false

"id". "111111111111",

"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/6405fa7c-0786-4e15-8c9f-8aec02802f18",

"creationTime": "2021-09-15T15:00:31.601000-07:00",

"lastUpdatedTime": "2021-09-15T15:14:13.618000-07:00",

"external": true
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$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner SELF

"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-095-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"

}
$ aws ram delete-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/2ebe77d7-4156-4a93-87a4-228568d04425
{

"returnValue": true
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https://docs.aws.amazon.com/cli/latest/reference/ram/accept-resource-share-invitation.html
https://docs.aws.amazon.com/cli/latest/reference/ram/reject-resource-share-invitation.html
https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-share-invitations.html
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>

MYE XCHEQH £ Bt = AL LICIPENDING. O] oo M= XIHE AWS 21T 2| #x| H|
H 1234567890120 CHaH 111111111111 Ao M E&H 5+ 7HO| ZCH7I $4XH PENDING & EHY
£ 20iF Lo

$ aws ram get-resource-share-invitations \
--region us-east-1 \
--query 'resourceShareInvitations[?status=="PENDING ]’

"resourceShareInvitations": [
{

"resourceSharelInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfees9",

"resourceShareName": "Test TrngAcct Resource Share",

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",

"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T08:56:24.977000-07:00",

"status": "PENDING"
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$ aws ram accept-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49
{

"resourceShareInvitation": {

"resourceSharelInvitationArn": "arn:aws:ram:us-
east-1:111111111111:resource-share-invitation/3b3bc0@51-
fbf6-4336-8377-06c559dfees9",

"resourceShareName": "Test TrngAcct Resource Share",

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/
c4506c70-df75-4e6c-ac30-42ca®3295a37",

"senderAccountId": "111111111111",

"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",

"status": "ACCEPTED"
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}
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r

$ aws ram reject-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49

{
"resourceShareInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc@51-fbf6-4336-8377-06c559dfee49",
"resourceShareName": "Test TrngAcct Resource Share",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/

c4506c70-df75-4e6c-ac30-42ca®3295a37",
"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",
"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00",
"status": "REJECTED"

[

HMA HEFHO| U= ElhL SRE = 5 USLICH o{EH 2o FH|7} LIg E[AAE SR U2,
OfH E[AAE SRt J=X| &Y + U&LICH

1. AWS RAM 2&0|M LI2t 357 2lAA 25 HO|X|Z2 Oo|s &Lt
2. AWS RAM ZlAA 2= EXO| EXSIEE 24 AWS 2|X o) LEZE AL B AMZ|0o] &
CECIR SE0|M MAHEHE AWS Z|THMEISHLICH 22 Y 2|AATF X

2{HE 0|= SR (HXILIOF |5), (us-east-1) AWS 2T 2 dHsHof gfLCH 22H 2|4

OH
Jo
nE
o
o
va
[>
OH
Jo
T
N

58


https://docs.aws.amazon.com/cli/latest/reference/ram/reject-resource-share-invitation.html
https://console.aws.amazon.com/ram/home#SharedResourceShares:
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--resource-owner IL}2}0/E{E OTHER-ACCOUNTSZ A&t AEHOf| M get-resource-shares &

FE ALSELICH

CtS oMo MHE CHE AFSRI7E 25 A™E AWS 2 o XIHEM 2R3 AL ZR SE

oiFLICH AWS A H.

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

jo

|
A

=]
-

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0@-63df-4608-be3c-19096bleelbe",
"name": "Prod Env Shared Licenses",
"owningAccountId": "111111111111",
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"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"

"resourceShareArn": "arn:aws:ram:us-east-1:222222222222:resource-share/
c4506c70-df75-4e6c-ac30-42ca®3295a37",

"name": "Prod Env Shared Subnets",

"owningAccountId": "222222222222",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:56:24.737000-07:00",

"lastUpdatedTime": "2021-09-21T08:56:24.737000-07:00",

"featureSet": "STANDARD"
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https://console.aws.amazon.com/ram/home#SharedResources:
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$ aws ram list-resources \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:111111111111:1icense-
configuration:lic-36be@485f5ae379cc74cf8e9242abl43",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba®-63df-4608-be3c-19096bleelbe",
"status": "AVAILABLE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:42.517000-07:00"
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aws ram list-principals \

$

--region us-east-1 \

--resource-owner OTHER-ACCOUNTS

L

"principals":

"111111111111",

Ilidll:
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https://console.aws.amazon.com/ram/home
https://docs.aws.amazon.com/cli/latest/reference/ram/list-principals.html
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"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0-63df-4608-be3c-19096bleelbe",

"creationTime": "2021-09-21T08:50:41.308000-07:00",

"lastUpdatedTime": "2021-09-21T09:06:25.545000-07:00",

"external": true
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Amazon Aurora rds:Cluster
Amazon EC2 ec2:CapacityReservation

ec2:DedicatedHost

AWS License Manager license-manager:LicenseConf
iguration
AWS Outposts ec2:LocalGatewayRouteTable

outposts:Outpost
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
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disassociate-resource-share WHE AIE5IH 2lAA SRHM LIL = U

CHS oflxll HHE2 BHE & AWS A 6t=7F ARNO| X|HE E|lAA SRUHM SRE 2420
MM AE = RS SLICH LI7tedE 2lAaas SRIE ZEE AWS 2| o MHIA JEXRIER @
Mg ZELHok gLch

1. HX oA S/ S5 AMstoi LrlBE Elaa S

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"resourceShares": [
{

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0®-63df-4608-be3c-19096bleelbe",

"name": "Prod Environment Shared Licenses",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:50:41.308000-07:00",

"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00"
"featureSet": "STANDARD"

4

= 220 Ltz = U&uch B8 111111111111 AHH
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$ aws ram disassociate-resource-share \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:111111111111:resouxce-
share/8b831ba0-63df-4608-be3c-19096bleelbe \

--principals 123456789012

"resourceShareAssociations": [
"resourceShareArn":

arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba®-63df-4608-be3c-19096bleelbe",

"associatedEntity": "123456789012",
"associationType": "PRINCIPAL",
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"status": "DISASSOCIATING",
"external": false
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
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$ aws ec2 describe-availability-zones \
--region us-west-2

{
"AvailabilityZones": [

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2a",
"ZoneId": "usw2-az2",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

I

{

"State": "available",

"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",



https://console.aws.amazon.com/ram/home#home:
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"ZoneName": "us-west-2b",
"ZoneId": "usw2-az1l",
"GroupName": "us-west-2",

"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

I

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2c",
"ZoneId": "usw2-az3",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

},

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2d",
"ZoneId": "usw2-azs4",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

}

}
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$ aws ram list-permissions

{
"permissions": [

{

arn": "arn:aws:ram::aws:permission/

AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-06-30T13:03:31.732000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:31.732000-07:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",

"version": "1",
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"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",
"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-11-18T07:05:46.976000-08:00",
"lastUpdatedTime": "2022-11-18T07:05:46.976000-08:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

I
. TRUNCATED FOR BREVITY ... RUN COMMAND TO SEE COMPLETE LIST OF
PERMISSIONS ...
{
"arn": "arn:aws:ram::aws:permission/

AWSRAMVPCPermissionsNetworkManagerCoreNetwork",

"version": "1",

"defaultVersion": true,

"name": "AWSRAMVPCPermissionsNetworkManagerCoreNetwork",
"resourceType": "networkmanager:CoreNetwork",

"status": "ATTACHABLE",
"creationTime": "2022-06-30T13:03:46.557000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:46.557000-07:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

}, {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
"defaultVersion": true,
"name": "My-Test-CMP",
"resourceType": "ec2:IpamPool",
"status": "ATTACHABLE",
"creationTime": "2023-03-08T06:54:10.038000-08:00",
"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",
"isResourceTypeDefault": false,
"permissionType": "CUSTOMER_MANAGED"
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AN ZESEE 32 TE{RELICH E5 A0toll ARN ZEEQF T A|SHT 7|& JSON CHAI 8k
BHIAE SAOZ EAISIEE K|™HeHL|C}

$ aws ram list-permissions \
--query "permissions[?name == 'My-Test-CMP'].arn \
--output text
arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

A ol 57 Bals FEO| ARNS ¥ # getpermission BHHE A#3Hod JSON M HAE
B EEE AR HEE HMY £ laLic

$ aws ram get-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

"permission": {
" "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",

arn":

"defaultVersion": true,

"name": "My-Test-CMP",

"resourceType": "ec2:IpamPool",

"permission": "{\n\t\"Effect\": \"Allow\",\n\t\"Action\": [\n
\t\t\"ec2:GetIpamPoolAllocations\",\n\t\t\"ec2:GetIpamPoolCidrs\",\n\t
\t\"ec2:AllocateIpamPoolCidr\",\n\t\t\"ec2:AssociateVpcCidrBlock\",\n
\t\t\"ec2:CreateVpc\",\n\t\t\"ec2:ProvisionPublicIpv4PoolCidr\",\n\t\t
\"ec2:ReleaseIpamPoolAllocation\"\n\t]\n}",

"creationTime": "2023-03-08T06:54:10.038000-08:00",

"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",

"isResourceTypeDefault": false,

"permissionType": "CUSTOMER_MANAGED",

"featureSet": "STANDARD",

"status": "ATTACHABLE"
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dotcd™ Ej0l Bi 719F 22 B{ELICH M BT =
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« create-permission WY AT 0|5, 0 2™ HEO| MBE BlAA R, MM HE

=
2l 22 BIAEE X|™HErL|C}.

CHZ oAl B2 imagebuilder:Component ElAA o CHEt BEI1E HEtES MEE L
Ct.

$ aws ram create-permission \
--name TestCMP \
--resource-type imagebuilder:Component \
--policy-template "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}"

{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680033769.401
}
}
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Console
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$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}
D7 ZEE MEo| M T MY

141


https://console.aws.amazon.com/ram/home#Permissions:
https://docs.aws.amazon.com/cli/latest/reference/ram/list-permissions.html

AWS Resource Access Manager Add a permission2|
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$ aws ram create-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--policy-template {"Effect":"Allow","Action":
["imagebuildexr:ListComponents"]}
{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"status": "ATTACHABLE",
"resourceType": "imagebuilder:Component",
"permission": "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}",
"creationTime": 1680038973.79,
"lastUpdatedTime": 1680038973.79
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5. CHst &7 LIEILHE sifE 12 2held HetE M&ste ZE M 2l SR0i| sl of HH
= 7|8 Huez dEEX| HAUFELICH SolstH 7|8 HEe 2 d™e MEELCt

AWS CLI

1. list-permission-versions& £&5t0{ 7|2 HTCE MYE HM HE E F&LICH

CHS o B2 G el Hetel 3 HTs AMELch

$ aws ram list-permission-versions \
--permission-arn arn:aws:ram:us-east-1:123456789012:pexrmission/TestCMP

{
"permissions": [

{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": false,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "UNATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680035597.345

.

{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346

}
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$ aws ram-cmp set-default-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 2
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AWS CLI
7 ol Mol B HElg AKsHedH

1. list-permission-versions 24 E ZE5t0{ A& 758t HTM HEE AMErL[CE

2. HH™ HSE QI8 & delete-permission-version0i| Zt2tO|E{2 XS &Lt

$ aws ram-cmp delete-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \

--version 1
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AWS CLI

T pre[y" HehE APXlsted
1. D2 2| Mok L3 ST & list-permissionsE --permission-type

CUSTOMER_MANAGED I}2t0|E{2} &4 S &£35t04 AK|SlEd= & 2lE HEte| ARNS &&LICH

$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. AAE 2ElE HEto| ARNS & QIS £ delete-permissiono| Zh2tO|E{2 A& & LC.

$ aws ram delete-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP

"returnValue": true,
"permissionStatus": "DELETING"
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--resource-owner SELF \
--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexrvation
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S| ARNO| Z & EL|Ct.
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$ aws ram associate-resource-share-permission \

--resource-share-arn < ARN of one of the shares from the output of the
previous command > \

--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexvation \

--replace
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- AWS Z2[&8 ™
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: AWSResourceAccessManagerFullAccess
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: AWSResourceAccessManagerResourceShareParticipantAccess

AWS 28 HA: AWSResourceAccessManagerServiceRolePolicy
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AWSResourceAccessManagerReadOnlyAccess M2 IAM IDO]| @1Z3E &= Ql&LICEH
Ol M2 AWS HHAR Q| 2lAA S0 CHE 47| T HEtE MSELICH

O|E ®lol Get* EEE List* ol Al HEtE FOIFLICE 2|44 SRE +HE + JE 7SS X

Sotx| ef&L
Het M2 e

ol @3ol= Chg Heto| 27 E(of QU&LICH.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ram:Get*",
"ram:List*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

AWS # 2|8 H3: AWSResourceAccessManagerFullAccess

AWSResourceAccessManagerFullAccess EXZ |IAM IDH| ¢12E &= U&LICEH
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Ol M2 AWS AHARL El4as SRE EHL £HE &+ U= oA 2l HMa Hets MSEL
Ct.

0%

O|E #loH ram 2f ] A= HEHS FogLict

Het AR Y

o| @&ol= ChZ Hetol 2 E(of QU&LICH.

« ram- 2o FA|7I AWS AHAR L ElAA SR CHEE HEE BE7HLE +HE = UEF S L
ct.
JSON

{
"Version'":"2012-10-17",
"Statement": [
{
"Action": [
"ram:*"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

AWS £2|E M2 AWSResourceAccessManagerResourceShareParticipantAccess
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JSON

"Vexrsion":"2012-10-17",
"Statement": [
{

"Action": [
"ram:AcceptResourceShareInvitation",
"ram:GetResourcePolicies",
"ram:GetResourceShareInvitations",
"ram:GetResourceShares",
"ram:ListPendingInvitationResources",
"ram:ListPrincipals",
"ram:ListResources",
"ram:RejectResourceShareInvitation"

]I
"Effect": "Allow",
"Resource": "*"

AWS 2|3 H&: AWSResourceAccessManagerServiceRolePolicy

AWS ZE[HE HA2 MH|A AZ Ao HEF AHSE
AWSResourceAccessManagerServiceRolePolicy% QU&LICH AWS RAM. O] HA2 44,

=d EE AAE + elgLich
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ZElo| 70 CHEH AWS RAM 917| T8 HMAE MIZELICH AWS RAM 9 ZHe
|5t 24= AWSServiceRoleForResourceAccessManagertte AH|A ¢4 2482 AW
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E ol =&o| & & AHHof CHEr Mg HEE XS 3dt= organizations:Describe &
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O| @Aof= Chg HErol £

* organizations -

CHEt SHEE 2 4 2

JSON

"Version

"Stateme

{

AAL-T1

ot

[ =1

":"2012-10-17",
nt": [

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListParents",
"organizations:ListRoots"

1,

"Resource":

myn

"Sid": "AllowDeletionOfServicelLinkedRoleForResouxrceAccessManager”,
"Effect": "Allow",
"Action": [
"iam:DeleteRole"
]I

"Resource":

[

"arn:aws:iam::*:role/aws-service-role/ram.amazonaws.com/*"
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0E S04, CIS MAM2 2ot FA|7F X|HEl Amazon 2lAA 0|5 (ARN)E ME3HE sHAd7|
RS E AMeteiLich 2%of| ResourceArn T2t0|E{7} Z & |0 QU K| &t 7Lt SHE m2tO|E{ 7}
Tlof /o] 240| XI™E ARNI 25| UX|otE A StringEqualsIfExists QIMAlE RES
&S gLt

.IfExists AMAIE ALESHE Al7|2t Ol ol CHEF RHAEH LIS 2 1AM AHE HEBMOf| A .. IfExists
Z0 AMURE BESHML.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:ResourceArn": "arn:aws:route53resolver:us-
west-2:123456789012:resolver-rule/rslvr-xr-5328a0899aexample"
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}

o 2: SHE|lLA RESH I8
IAM HH S A8 5tod Bot FA7F S 2las RBE 244 JR AWST R MEte £ AaLich

AssociateResourceShare % CreateResourceShare & =

52 = Zl0/HE HolEY = JU&LIch WEtMde 2 2o TRt E[AAE SEIXHoE AWS

RAM SQISIEE o3 RF ZEIAETI Rl == RI&LICH &, 2ok FX[7F AWS RAM 2|44 3R

of 2|0 Y B2, 2 EHAE|E= ram:RequestedResourceType =71 7|7} Q& LICH.

OFEEIER[2 2| AATFAWS RAM 2|44 SR H1ALH Y ZEAEN ram:Principal &7

7|7t ei&LCh et 2ot =X E AWS RAM ElAA S R0] @128 CreateResourceShare [
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AssociateResourceShare &!

0|2 E0{ CI=2 MAM2 EoF F=X|E Amazon Route 53 Resolver #2I0F Z RSt E A|gtstDm o= &
oOF ZXE Y SR HZEE = UEE FHIELICEH

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "AllowOnlySpecificResourceType",
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ram:RequestedResourceType": "route53resolver:ResolverRule"

},

{

"Sid": "AllowAssociatingPrincipals",

"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
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"Condition": {
"Null": {
"ram:Principal": "false"
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JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "false"
}
}
H
}
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JSON

"Version'":"2012-10-17",
"Statement": [
{
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"Effect": "Deny",

"Action": [
"ram:CreateResourceShare",
"ram:UpdateResourceShare"

1,
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "true"
}
}
}
]
}
off 2: AL XI7F ZE| Q| 0| Q| HHORRE| e ElAA B ALHE 251X TS YK
CtZ SCPE Y HI™Ho| ZE Eot FA7t 2l4aA SR ALS ZCHE 26t X| RSt S XHEHELICH
37 AEN SUe ZEO|OHE HHo R FREIE 2loaA ReE ZOH7F HHEEIX| 222 0| SCP
ol ges x| t&Lct.
JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "ram:AcceptResourceShareInvitation"”,
"Resource": "*"
}
]
}
of 3: EH AYOIM EYH 2|44 8 37 E
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ARNI} &5 Ux|ste 2 Str1ngEqualsIfEx1sts RIMAE LYE SSELICH Bt FHE
ZEste 82, ... IfExists7t Qdofof gLCt.

.IfExists AHALE A3t Al7|2t O|R ol CHEF AEAIEH LHE 2 IAM AFE MBEAMOIM .. IfEXists
7'| MRS R XRSHMIR.

4

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"

1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": [
"111111111111",
1222222222222"

},
"StringEqualsIfExists": {

"ram:RequestedResourceType": "ec2:PrefixList"
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AWS Resource Access Manager

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"

]I

"Resource": "*",

"Condition": {
"StringLike": {

"ram:Principal": [
"arn:aws:organizations::*:organization/*",
"arn:aws:organizations::*:ou/*"

]
}
}
}
]
}
ol 5: §E 2ot FH|Pt 3F HE
0-12345abcdef,, =& EtQ| ou-98765fedcha, AWS A
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CHE SCP oAM= AFZRH0oAH =&
So SHEELICH

1111111111113t°| BlAA 2
A "Effect": "Deny" QAE AIE5t
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JSON

{
"Version":"2012-10-17",
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{
"Effect": "Deny",
: [
"ram:AssociateResourceShare",

"Action"
"ram:CreateResourceShare"

]I
"Resource": "*",
"Condition": {
"StringNotEquals": {
ram:Principal”: [
"arn:aws:organizations::123456789012:0xrganization/o0-12345abcdef"
"arn:aws:organizations::123456789012:0u/0-12345abcdef/

ou-98765fedcbha”,
"111111111111"

1

}I
"Null": {
"ram:Principal”: "false"
}
}
}
]
}
0d| Al 6: RetainSharingOnAccountLeaveOrganizationO| & A3t El ElAA B2 YXK|
CHZ SCPE ram:RetainSharingOnAccountleaveOrganization Z71 7|7} 2 MHE F2 Al
EEXt7} Elas SRE Y HL =-5HK| RS F L CHtrue.
{
"Version": "2012-10-17"
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:CreateResourceShare",
ram:AssociateResourceShare
"ram:DisassociateResourceShare"
1,
"Resource e
"Condition": {
"Bool": {
171
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"ram:RetainSharingOnAccountlLeaveOrganization": "true"
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1. the AWS Organizations disable-aws-service-access AWS CLI &2 AWS Organizations A& 5t
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$ aws organizations disable-aws-service-access --service-principal

Iram.amazonaws.com
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"source": ["aws.ram"],
"detail-type": ["Resource Sharing State Change"],
"detail": {
"event": ["Resource Share Association"],
"status": ["failed"]
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https://docs.aws.amazon.com/sns/latest/dg/
https://console.aws.amazon.com/events

AWS Resource Access Manager Add a permission2|

S #=I0| &35t E|o] Q)= B Alufst AWS RAM BlAA 2R = HAIEH =X|Q| 4= AlKtof| A SNS &
2l Mdgct

st 29 22F 0AS ZRE HXM 2 22F 0| 2Fof| HMAE 4= A=X| &QlstedH sHE A
E 3 Amazon EC2 2&0{M &018 A5t ElL|CH

E At235104 AWS RAM APl 5% 2Z AWS CloudTrail

AWS RAM = AFE X} AWS CloudTrail, @& = MH|A 7 =&st 2rdof CHEF SR EE N BsteE
AWS MH|A 2} E&ELICH AWS RAM. CloudTrail2 AWS RAM O CHEF 2 E APl 218 S £ o|Hl
EZ X ELICH XM E|=E E&E0= AWS RAM E£ 28 E 2| &1 AWS RAM API 2Fdof| CHst
A S&0| ZEELICH Mg MAMH AWS RAMO|HIES & st CIoudTraiI O|HIEE x|&&t
Amazon S3 HZ!0f| X|EXMo 2 HEE £ UELICH FHE 74X o2 B0 O[HE 7504 M
CloudTrail 2£ 2| %4l O|HEEZE 8 & U&LICt CloudTrailoll A =28 HEE Al&35t0{0] &= 2
HAWS RAM, S IP T4, QEXH HO| £=™-E AlZH & F71 M8 HEE &lhL|Ct.
CloudTrailoll CH8t REAIEH LI 2 AWS CloudTrail AF2 X} CHLHAME BRI ESIAIL.

AWS RAM CloudTraile|] ME

CloudTrail2 HEE M8 AWS A ol M g dstELICH #50| 2MstH AWS RAMAE &S0
o|I:HIE 7|12 9| CHE AWS AMH|A O|HIE S} &H7A CloudTrail OIHIE M| 7|2 EILICH oM %2 O|HEE
A5t EHE'Z g = A&LICH AWS A, RHME B2 CloudTrail O|HIE Z7[So 2 O[HIE

Z &350 AWS HHof O|HEE X|&™
01 Amazon S3 HZIC 2 27 meds ™ 2 :

0| 2& AWS 2|0l MEELICH FXH2 AWS anIﬁIoﬂ UE E%
| Amazon S3HZIeZ 21
7t2 BM5tD =X|E F et S o

LMl 2.

AWS RAMO]| CH8t O|HE
Ct. CloudTrail2 &%
2&0MH FH2 MM

g >
LU

o
LA

MoloHIEE 245t
oM =& E O|HE Cf|o|H
Ch XtMIEH LHIE2 OS2

ook
A
I;>Il ‘|)|'

- of CHEr =2 M AWS A

« AWS MH|A CloudTrail 219 S

« CloudTrail0ll A Amazon SNS & & -_r“é'

« 0324 2™ CloudTrail 23 mp =41 2 0424 AHIH0oi M CloudTrail 21 ol =4l

T E AWS RAM 22 CloudTrailol M 2Z | AWS RAM API X0 E A&}
ZlLICt. o & £0{ CreateResourceShare, AssociateResourceShare 2!

£ AM2735t0o1 AWS RAM API & ZZ AWS CloudTrail 175


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ram/latest/APIReference/
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{

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "NOPIOSFODNN7EXAMPLE",
arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "BCDIOSFODNN7EXAMPLE",

"userName": "admin"
},
"eventTime": "2018-11-03T04:23:1972",
"eventSource": "ram.amazonaws.com",
"eventName": "CreateResourceShare",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.1.0",
"userAgent": "aws-cli/1.16.2 Python/2.7.10 Darwin/16.7.0 botocore/1.11.2",
"requestParameters": {

"name": "foo"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"responseElements": {
"resourceShare": {
"allowExternalPrincipals": true,

"name": "foo",
"owningAccountId": "111122223333",
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/

EXAMPLEQ-1234-abcd-1212-987656789098",
"status": "ACTIVE"

+
"requestID": "EXAMPLE@-abcd-1234-mnop-987654567876",

"eventID": "EXAMPLEQ-1234-abcd-hijk-543234565434",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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JSON

{
"Version":"2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"ram:CreateResourceShare"
]I
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare",
"ram:GetResourceShares",
"resourceOwningService:PutPolicyAction"
]I
"Resource": "*"
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ram:Get*",
"ram:List*"
]I
"Effect": "Allow",
"Resource": "arn:aws:<service>:us-east-1:<Account-A-ID>:<resource-
id>"
}
]
}
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
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https://docs.aws.amazon.com/sdk-for-javascript
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudfront
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudfront
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudfront
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-bcm
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-cloudmap
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https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-r53-app-rec-controller
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-oracle-database
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-oracle-database
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-mpa
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-mpa
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