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https://www.cve.org/
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html#guardduty_findings-severity
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https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
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AWS HE 7tol= oM =& 7tse Fofd el Z23% 715 AWS

. [EC2.6] 2E VPCOIA VPCs 58 272 &Astslof &Lt
 [EC2.23] Amazon EC2 Transit Gateway= VPC 914 LT EZ XSS
* [CloudTrail.1] CloudTrail2 8{7| & M7| Z#EZ| O|HEE

stst o A4l ok &Lict
+ [Config.1]& & 4J3}8loF AWS Config & LIC}.

O| Mol M EEIRE &2 FSBP Ao EC2.201 CHEt =AF AtE R EIStD U&LICt O] Ao{oi CHEt
ABEMME 7|2 QHIR2E X Ol RHIR2E A2 S5l L BMAE HEstER 7|2 Eet 1
E2 M8StX|[ b= Wo| EZ&LCE 7|2 B¢t D82 AXg = ieE2 7|2 B¢t O8 & d-™e
HHZ5t01 QIHIRE & ot RHIRE EZfEHE ANetste Kol E&LICE Ol EXME 22X = sl Eshe
™ ZeteE 2ol d™HE HA Ié% Ar835to{ 2 E VPCol CHEH 2ot O & &8 sl of g LCt
ZtvPCol o] 7|2 2ot J&0| 7| M LICt iR E S| 3¢ EEI*E &2 AWS Control Tower A
2 XHE=EIEH O_EEP(IaC) ZF(0dl: HashiCorp Terraform == AWS CloudFormation)& AF®
st0{ VPC T+ 2 #EI”Lct

OHZ 2|71|0|M & ofA|: AWS Config 7= A4

2 ojZE 2|70l L= i Blo| EHEE &= Q= Security Hub CSPM 7|2 £ 0ot &8 ALE|(FSBP)
Hot #Fo| H JHX| AMo{ Lt

+ [CloudFront.1] CloudFront HHEZ 0= 7|2 FE x| 7} 7 E|0q Qlo{oF &FL|C}.
« [EC2.19] EQot O &2 {0l =2 X Eof CiEt FA|Et HHAE FEHM= oF ElL|CEH

» [CodeBuild.1] CodeBuild GitHub 5= Bitbucket AA 2|XZ X|E 2| URLs2 OAuthE AFE3SHOF gf L
Ct.

« [ECS.4] ECS ZiE||o|Ld= HEto| = dEi= aleiz|o{of BfLICH
|

. [ELB.1] 2E HTTP &S HTTPSE EIC
Ct.

|2 M3t £ Application Load BalancerE 4450k gL

0| of| Mol A o= 2|7 0| M El2 FSBP A0 EC2.1901 CHEt = A} At E &2lstn
Hot 8o cist A8 =4 ECHEIO| 7IE 80| =2 X|IHE ZEo| HMAE = UEX| 0{EE
1__'L

E
8“&°*L—IE+ O JEOo| 2l & stLiet: Y ZEO| CHH0.0.0.0/0 EE :: /02| Al EEHEIS
= TaIE AA|

8ots B2 0| Moiz AufgfLCt. of Mojof gk DB MoM= o] EEfEE 518 st
7

00
g'l_l
2
oz
ol
do N
net
rot
HL
_9_
I
I
:Ll
o
lo
=
Hel
M
0
Ral
o
1>
0
o>

OHZ2|7H|0[4d F ol|x 21


https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-6
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-23
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-1
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudtrail-controls.html#cloudtrail-1
https://docs.aws.amazon.com/securityhub/latest/userguide/config-controls.html#config-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-2
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://www.terraform.io/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cloudfront-controls.html#cloudfront-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-1
https://docs.aws.amazon.com/securityhub/latest/userguide/codebuild-controls.html#codebuild-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ecs-controls.html#ecs-4
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/elb-controls.html#elb-1
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-19
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-insights.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-managed-insights.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-managed-insights.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-custom-insights.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-custom-insights.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-custom-providers.html
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* Product integrations(AWS Security Hub CSPM)

* Integrating AWS Security Hub CSPM in Jira Service Management Cloud(AWS Security Hub
CSPM)

» Automation rules(AWS Security Hub CSPM)

» Proactive evaluation rules(AWS Config)

+ Patch Manager(AWS Systems Manager)

7|EF AWS E|AA

+ Best practices for tagging AWS resources(AWS & A)

» Automated Security Response on AWS(AWS Solutions Library)
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/smc/latest/ag/jsmcloud-config-security-hub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-evaluation-mode.html#proactive-evaluation-section-head
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security/security-bulletins/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/vulnerability-management.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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