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Terraform 32 At= TerraformO| CI &8t API2I &3 &8 = JULH
AWS N3 AHE TerraformS AF& 3o I =& AWS Q! &
Cl. Terraform FE2& AWS APl 3£ 2 HHE510{ 2| AAE M, 2171, YOIo|E &l AFA|EHLICEH AWS

AWS SZAtE 182 XMElst, Terraform TE2 AWS APl 2 £ 2 #Hetst 1, 2|4

grLiCt. AWS Terraform provider ZE EE & A8 35104 TerraformOI API2t o§_ &5t Ol AL
ste SSA E{a2I2 FEELICEH AWS 0{2{ AWS 32X 252 F45t0 ME CHE X[ & X[
o| 2|AAE EEIE = UsLICH AWS HH

CHE2 HE0| U= 042 AWS S2X E5E M504 CHE x| L H™ofl EX|E0| /= Amazon
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# Configure the primary AWS Provider

provider "aws" {
region = "us-west-1"
alias = "primary"
}
# Configure a secondary AWS Provider for the replica Region and account
provider "aws" {
region = "us-east-1"
alias = "replica"
assume_role {
role_arn = "arn:aws:iam::<replica-account-id>:role/<role-name>"
session_name = "terraform-session"

# Primary Amazon RDS database
resource "aws_db_instance" "primary" {

provider = aws.primary

# ... RDS instance configuration

# Read replica in a different Region and account

resource "aws_db_instance" "read_replica" {
provider = aws.replica
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# ... RDS read replica configuration
replicate_source_db = aws_db_instance.primary.id

}

Ol dlMofM= ChE ol MEE LIt

« X WMl provider 282 1Y us-west-1 2|1T2| 7|2 AWS SZAE HES=ZE 7 /ggLCH
primary

- T Hm provider E52 e X|¥ol EX AWS SEAE HEFoE FHELICH us-east-1
replica Ol 3=%t= CHE X[ 2 A ™ol = 7|2 Cl|o|EH[0|A L 17| M SXEE BtEE
Ol AF2E/LICH assume_roleEE2 2|2 AXo|A IAM Q82 2t= O AIRELCH = 28
IAM 238 9| Amazon 2|4 A O|& (ARN) € role_arn X|H35tH session_name Terraform A9
T AERLCH

« aws_db_instance.primary2lAAE us-west-1 2|XQ| primary S2XHE AFE S04 7|2
Amazon RDS GCi|O|E{H|O|AE Mg LI}

« aws_db_instance.read_replicaZl&A = SZXE AFE5104 us-east-1 2|10 U= 7
& Clo|EHo|A ol ¢17| M8 SAMES M/ EE Lt replica replicate_source_db&&E2
primary Cl|O|E{H|O|A 9| IDE & ZEFLICI
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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"Version": "2012-10-17",
"Statement": [
{

IAM 238 ALE 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/terraform-execution"
iy

"Action": "sts:AssumeRole"

1% CHE aws sts assume-role AWS CLI BEE A&5to4 Hgtol CHE +=Ho| B2 XA 5HE AM
3tL|Ct. O|g48t A} e AHxo Z 1 A|ZF S0t

AWS CLI &2 of|A:

aws sts assume-role --role-arn arn:aws:iam::111122223333:role/terraform-execution --
role-session-name terraform-session-example

B ol E2oll= AWSLCIZ 2 21E55t= O AMEE = U= AMA 7|, Eot 7| & MM EZ 0| Z 3 k|0
AU&LICE.
{
"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:terraform-session-example",
"Arn": "arn:aws:sts::111122223333:assumed-role/terraform-execution/terraform-
session-example"
1,
"Credentials": {
"SecretAccessKey": " wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"SessionToken": " AQOEXAMPLEH4a0AH@OgNCAPyJxz4BlCFFXWNELOPTgk5TthT

+FvwgnKwRcOIfrRh3c/LTo6UDdyJwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuW]0gQs8IZZalIv2BXIa2R401gkBNObkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zgx37wnOE49mR]1/+0tkIKGO7fAE",
"Expiration": "2024-03-15T00:05:07Z",
"AccessKeyId": "ASIAIOSFODNN7EXAMPLE"

[u-}

provider "aws" {



https://registry.terraform.io/providers/hashicorp/aws/latest/docs#assuming-an-iam-role
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assume_role {
role_arn = "arn:aws:iam::111122223333:role/terraform-execution"”
session_name = "terraform-session-example"
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Z20US XMt AATAE AIREILIC QIAHAL 17T %Ee Sof 2B T

Terraform 2f& Ast7| Tof QIAEA HEIHO[E o & 0| U=X| HRlstod XAt 50| 834

TOKEN=$(curl -s -X PUT "http://169.254.169.254/1atest/api/token" -H "X-aws-ec2-
metadata-token-ttl-seconds: 21600")

curl -H "X-aws-ec2-metadata-token: $TOKEN" -s http://169.254.169.254/1latest/meta-data/
iam/security-credentials/

Amazon EC2 21E0f IAM & Al 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-retrieval.html
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https://developer.hashicorp.com/terraform/cloud-docs/workspaces/dynamic-provider-credentials/aws-configuration
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.github.com/en/actions/deployment/security-hardening-your-deployments/configuring-openid-connect-in-amazon-web-services
https://github.com/aws-actions/configure-aws-credentials
https://docs.gitlab.com/ee/ci/cloud_services/aws/
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https://www.terraform.io/language/block/terraform
https://developer.hashicorp.com/terraform/language/providers/configuration#provider-configuration-1
https://developer.hashicorp.com/terraform/cli/cloud/settings#the-cloud-block
https://developer.hashicorp.com/terraform/cli/cloud/settings#environment-variables
https://developer.hashicorp.com/terraform/cli/config/config-file#environment-variable-credentials
https://developer.hashicorp.com/terraform/language/providers/requirements#requiring-providers
https://developer.hashicorp.com/terraform/language/data-sources
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- MEXXIHE AZEE: Hedt B0l AFBIEE AIZELICH Terraform2 A3 R EE S5l
MEl 2laA0| HENE Y5 AL ZEIStR| b &LICH Terraform 2lAAT Hote S S X|IH56HK]
= BB ALER XE AFREE AISELICH Terraform0|l M S &8 AR XIH AT RIEE

scripts/ C|HE{Z|of| BiX[&FL|Ct.

- ¥ AFEE: helper / C|2E{ 2|0l M Terraformol A £ &5tK| b= R AJZEE FAIEL
Ct. M L of|M| ==+ & 7M README .md Tt ofl T AFRIEE BASELICH AH AFRET}

RU+E et 5‘ Ol &0l &l -_help £ M3 ELIC

- 8X™ mt: TerraformO| & = o}XIDF AYE|X| b= HX oh(ol: EC2 QIARAN ZEEE AR A3
2IE)2 files/ CIEEE|Z |00 ELICH HCLY = 2 Zo|7} ZI EME 2|8 mlof Hi k|
grLict file() & F%3F04’§. grLct.

. BIZ3l: Terraform templatefile 71 ¢l Thol B2 ml & HE ALSFLICH. tftpl. HIES
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Terraform2 4 £ FE 2
2= EE(REEZE0HAM =

Terraform FE 2 & 2i[0[0t2 7|2 oA

### data.tf
### envs
### dev
# ### terraform.tfvars
### prod
# ### terraform.tfvars
### test
### terraform.tfvars
### locals.tf
### main.tf
### outputs.tf
### providers.tf
### README.md
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https://www.terraform.io/language/functions/file
https://www.terraform.io/docs/configuration/functions/templatefile.html
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### terraform.tfvars
### variables.tf
### versions.tf

MALS 7ts8 2E #&
2

A THs B BER
74%{ M C|2Eg|E
4 2|ZX|EEM 2
i Z=2 AtAl HH

T ACE ZE EL

EN St Fe wWELICH ZES Hol5D
T RO . tf oS HiXIRFLICH Terraform
=g = &Lt o] FHIM EEE MAISE
2z 2|ZX|E2of i x|Ef L RES ME CIE x8fo
Hlw 2 HEstH | XI5t K0l S LICY.

mm %

Terraform AL 7ls 2 E Bi[0|of2 7|2 of| Al

### data.tf

### examples

### multi-az-new-vpc

### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### vpc.tf

### single-az-existing-vpc
### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### iam.tf

### locals.tf

### main.tf

### outputs.tf
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### README .md
### variables.tf
### versions.tf
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Terraform +d

=Xt H
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3 9| required_providers ES 0| E 28 =4

7
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Clversions. tf.

)

It MO45tE4M required_providers €5 LHo{A]

1o

wjr

o

terraform

terraform {

">=1.0.0"

required_version

required_providers {

aws = {

"hashicorp/aws"

source

">= 4.0.0"

version
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https://developer.hashicorp.com/terraform/language/providers/requirements
https://developer.hashicorp.com/terraform/language/modules/develop/providers#provider-version-constraints-in-modules
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}
}
TR 2E0| 5 Mo AWS ZSAIE X|Rlste B2 71 QB HH T4 o248 ZEE £ e
HI2HA A eF QApkRH(~>)E AL ELICH
terraform {
required_version = ">= 1.0.0"
required_providers {
aws = {
source = "hashicorp/aws"
version = "~> 4.0Q"
}
}
}

O| MO ME 4.57.1 2O MXIE ~> 4.0 524.67.05X|Bto| Mx|E S{6IK| &&LICI5.0.0.
KEMIEH L& HashiCorp MBEMO| HA Mef =74 T E S A XFIML.

MFo| & BHE 0|F2 ZE2| 2laalt 7 2he| 5X 7ho| A E olslist= ol ==0l L
Ch AEY X|ETto| &t d2 2E AMERIS /K| BE|RF 2Fo| 7t5dE o AlIZLICH

clAA O|F X X|&E WHELICH

- B E 2|44 0|FO0| Terraform AELY E &1 K|St F snake_case(LAEAL 0= HEE 72
E)E ASELICH o] 2 ElAA §Y, TIOIH A4 &8 L 7[EF AA HO|El gtof CHEF BH
Zato| At g EFELICE o] #EI2 0|F 2lolle MEEIX| ei&LCt

- R8 & RYE 2lAAO: A 2Eof| CHEt B 2= WA M) CHE FEE BEdlsteiH 2ol
O| O|&E K|™maindtHLI BEMHE this {USHE XIHELICE

« BlAAS| SN AHAEE MHESIT RALE 2[AA(04: 7|2 HIo|E{H0|A S| AL, ClO|E{H|0|A
olel7| M8 SX|Eprimary2| read_replica 29 )& FE&= ol =20| &&= 90| Y= 0|8
2 AEELC

- = O|FO0]| otl F=E ALSELICEH

- 2lAA O|F0 Elad REE BHEEHK| OFMAIR
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https://developer.hashicorp.com/terraform/language/expressions/version-constraints#version-constraint-syntax
https://www.terraform.io/docs/glossary#argument

AWS HzE 7t0|= Terraform AWS 32 At AFHS 28 AL

T 0|& XxId x[&HE wWELch

« ClA3 37| =& RAM 37|(04: 7|7tHIO|E EH2]0] ram_size_gb RAM 3 7))ot ZH2 =&t Zt2 Lt
EtLE 3, 24 He & £30| O|Foll H9IE F7HELICH of S ALEsHH 74 || 220
CHEF ofl & ?=!F-4 THeI7F FESHELICH

. AEZ|X| Z7|0f= MiB L GBS Z2 O|Xl BHQE A3t CHE X|E o= MB E= GBS}
T CHRIE A8 gLt

Al
=

my
rlo

. QL2 B2 Ho| ¥+ 0|EE K|HELICtenable_external_access.

e -

HE O 2laA A8

UL ZIAANE 7Y BlAAT 8oz ZEE|o] UELICH 7Hs56HH olg{8t YHIC|I=E 2lAA &M
2 ME35HX| L1 1RF 2IAAE AFE5H0 CHAl SHE O|AF 2|AAE 448l of & LICH o248t 2l
BAHE Zt 2|AA0 1 K]8t cause-and-effect 2/ Lo Zl £ & LICE

AUHICIE &4 AFZ (O] HE2 I|E

resource "aws_security_group" "allow_tls" {

ingress {
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"

cidr_blocks
ipv6_cidr_blocks

[aws_vpc.main.cidr_block]
[aws_vpc.main.ipv6_cidr_block]

}

egress {
from_port =0
to_port =0
protocol = "-1"
cidr_blocks = ["0.0.0.0/0"]
ipv6_cidr_blocks = ["::/0"]

}

}
HE O 2las AZ(ME):

resource "aws_security_group" "allow_tls" {

H= 0|F XIE X|EE WSt 27
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resource "aws_security_group_rule" "example" {
type = "ingress"
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"

cidr_blocks [aws_vpc.main.cidr_block]
ipv6_cidr_blocks [aws_vpc.main.ipv6_cidr_block]
security_group_id = aws_security_group.allow_tls.id

ElOE s2te £ Qe B E E|lAA0 E|OE g E IEP Terraform AWS Providerdle= 2E ZE LY
=3 £ aws_default_tags O|O|E{ AA T} Ql&LICH

t= Zd0| E&LICH OS2 HZe =

ol

Terraform 2 E0|AM MASt RE B|AAN ZHRTHEIOE F7}

AE Bl SFLICH

mjn

« AppRole: 2|AA 9|

« AppPurpose: E|AAQ| HIRXL|A S, 0f: “frontend ui” EE&= “AX T2 A"

o B4 JHY HIAE =5 MAO 22 Az EQof B4
« ZZNME: ZAAE MESE ZEHE

OFO ol

« CostCenter: Z|AA A}

Terraform HIX|IAEC| 27 AIE &F

2 E Z|ZX|EE|E Terraform BIX|AEE|0 HAIE = YEECIS 27T Al

0ok
fjo

2E SFsot gL

DES BIIMoZ HX|AEE|f AAIE AZo| giciEtT &4 ol{Et O-‘rl AbE S ko gLt o
=2 6#'?.4 ZIZX|EC|Q 74 QU FTXE HAE L@ Q0| LB RES BIXIAEE0 AAIE £ UL
L|ct.

P

AEEERES %


https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/default_tags
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Z 7} 50|&(0: terraform-aws-iam-terraform-roles)0| Z&E £ Q&LICH
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- Git ZIZX|ECIE M4 g
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« HCP Terraform= AI85tE 49 &
= HCP Terraform API EE& AL £
Z0{ M Terraform2 A& ste= 7c=>|‘cl>‘0'“_||:_ BES AA EIEXIEEIOH OH M| A 8F ‘é-'..?JP igLct.

. Qx| L HMEH BEXEEE 2 2l(VCS) =Xt & stLtodl 2{o{of 3t04, HCP
Terraform VCS AHE X} 74|7"'01|— Ezlo |:Hg ZE|RF HM[A HBHO] 40{0F B LICEH BXIAE
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HE EE LA ANE
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module "lambda" {
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https://developer.hashicorp.com/terraform/cloud-docs/vcs
https://semver.org/
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#publishing-a-new-module
https://developer.hashicorp.com/terraform/cloud-docs/registry/publish-modules#preparing-a-module-repository
https://developer.hashicorp.com/terraform/language/modules/sources
https://developer.hashicorp.com/terraform/language/modules/syntax#version
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source = "github.com/terraform-aws-modules/terraform-aws-lambda.git?
ref=e78cdf1f82944897cabe30d6489f43cf24539374" #--> v4.18.0

}
73 SAIE DHH 3L B0l 3|3 2 HKIAERl CEIZES YRIF 4 YaLcH
HCP Terraform:
module "eks_karpenter" {
source = "app.terraform.io/my-org/eks/aws"
version = "1.1.0"
enable_karpenter = true
}
Terraform Enterprise:
module "eks_karpenter" {
source = "terraform.mydomain.com/my-org/eks/aws"

version = "1.1.0"

enable_karpenter = true

}

VCS 324}

O

CS S=2Xte O3 oilxet 2ol EE EE MEs 7| 21 ref Q& X|HFLICH

<

mjo

GitHub(HTTPS):

module "eks_karpenter" {
source = "github.com/my-org/terraform-aws-eks.git?ref=v1.1.0"
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enable_karpenter = true

}
olbt Git 2| Z XIEE|(HTTPS):

module "eks_karpenter" {
source = "git::https://example.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}

Ut Git 2|Z X|E 2I(SSH):

/A Warning
zZ2to|H 2|ZX|E [0l HMAFEIH X SEE FJsHof &Lt

module "eks_karpenter" {
source = "git::ssh://usernameeexample.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true
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https://developer.hashicorp.com/terraform/cli/commands/fmt
https://developer.hashicorp.com/terraform/cli/commands/validate
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https://github.com/terraform-linters/tflint
https://pre-commit.com/
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https://github.com/terraform-linters/tflint
https://github.com/terraform-linters/tflint-ruleset-aws
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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