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Customer data

Platform and application management

CUSTOMER

Operating system, network, and firewall configuration
Identity and access
management

Client-side data encryption and Server-side encryption Networking traffic protection
data integrity authentication (file system and data) (encryption, integrity, identity)

(Optional) Opaque data: Os and 1s in transit and at rest

.E Compute Storage Database Networking
AWS =
2
Identity and access :
TEIEEEM ! E Hardware and AWS global infrastructure
Regions Availability zones Edge locations
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Customer data

Client-side data encryption
and data integrity
authentication

Networking traffic protection
(encryption, integrity,
identity)

Server-side encryption
(file system and data)

CUSTOMER

(Optional) Opaque data: Os and 1s in transit and at rest
Identity and access
management

Firewall configuration

Platform and application management

Operating system and network configuration

Compute Storage Database Networking
AWS

Identity and access
management

Hardware and AWS global infrastructure

AWS endpoints

Regions Availability zones Edge locations
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AWS endpoints

Customer data

Client-side data encryption and data integrity
authentication

Server-side encryption provided by service
(protection of data at rest)

Networking traffic protection provided by service
(protection of data in transit)

Platform and application management

Operating system and network configuration

Compute Storage

Regions
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Hardware and AWS global infrastructure

Edge locations
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AWS Control Tower
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Account Factory) I
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Security OU Sandbox OU AWS Directory Service
Identity source for IAM
Identity Center
N N
A Y
Log Archive Audit account .
Provisioned accounts
00— 00— o—
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00— 00— o—
CloudFormation CloudFormation IAM roles CloudFormation
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=5 @k 1
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People perspective

Platform perspective

Program and project management
Benefits management
Risk management

Platform architecture
Data architecture

Platform engineering

Data engineering
(Provisioning and orchestration)
(Modem application development)
(Continuous integration and delivery)

Operations perspective

Security assurance
(Identity and access management)
Threat detection
(Vulnerability management)

Security perspective Business perspective

Security governance Strategy management

Portfolio management

Innovation management

Product management

Strategic partnership

Infrastructure protection Data monetization

Data protection

Application security

Incident response
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https://github.com/cdklabs/cdk-nag#readme
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://skillbuilder.aws/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/approach.html
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https://youtu.be/m2wjmGvY2pY?si=o_Rf9Rliu86oFkSQ
https://youtu.be/m2wjmGvY2pY?si=o_Rf9Rliu86oFkSQ
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://www.nist.gov/cyberframework
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
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https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://github.com/prowler-cloud/prowler
https://github.com/stelligent/cfn_nag
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-security-score.html
https://github.com/awslabs/assisted-log-enabler-for-aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

AWS HE 7tol= IEY, A7, ol Hot Y= 7hE3E AWS 22t E

AlSH CHA|- 2= HoF xHof %|xd35}

A7 E+7=I|01|)H 7|"2 TEGHH ZEO0| FEl7| BAHR TAELICH ol BAMIME 2RI E0M A
& 4 Qe Aol Bok 7158 AlgdstE Ol 4 §Uth. ol & Er*t 8& 0j& ER4802 73
8 & oi7|L} 2345 +7| | Oi o{F&LICH Ol BHAlME CHYet EoF 78 48 Aftsty Z2MA
g ASEEYLICH XA Ssts BlaATt TRIIIIR] Aol HEE = UESE Elﬁ_% HEELCH

iul
0jo
rlo
ml‘l
juti
N
m
o
2
rOI-
rl‘l
N
I°
rC
In}

%|A3t HAHME 2ok Y
AWS Security Hub CSPM &
Hub CSPMO| &% AL ZAut 3
EventBridge TF&l& EE|Hdt=

AutomationsE & Z3HAL2.

HEg = A&LICH O3 OIDIXIE Security
A2 Holst= AHE X X[ Amazon
2 Security Hub CSPM A&H A 9|

27


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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https://www.splunk.com
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://www.rapid7.com/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/
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* AWS Cloud Adoption Framework(AWS CAF)

+ AWS Well-Architected Framework

* AWS Security Reference ArchitectureAWS( SRA)
* AWS Security Maturity Model

« HIPAA & X O} 7Bl

« HITRUST & Z o} 7[ElXN

AWS MH|A

« AWS Control Tower

+ AWS Identity and Access Management Access Analyzer
* AWS Security Hub CSPM

7|EF AWS E|&A

» Automated Security Response on AWS(AWS Solutions Library)
» Automate Your IT Operations Using AWS Step Functions and Amazon CloudWatch Events(AWS
HRE E23)

 How to automate incident response in the AWS 22} E for EC2 instances(AWS £¢t E2 1)

» How to perform automated incident response in a multi-account environment(AWS 20t £ 27)

» AWS re:Inforce 2022 - Crawl, walk, run: Accelerating security maturity H|C|2(YouTube)

+ AWS re:Inforce 2022 - Crawl, walk, run: Accelerating security maturity PowerPoint Z 2| M E| 0| M(F
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https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://maturitymodel.security.aws.dev/en/model/
https://aws.amazon.com/solutions/implementations/compliance-hipaa/
https://aws.amazon.com/quickstart/architecture/compliance-hitrust/
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/blogs/compute/automate-your-it-operations-using-aws-step-functions-and-amazon-cloudwatch-events/
https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-for-ec2-instances/
https://aws.amazon.com/blogs/security/how-to-perform-automated-incident-response-multi-account-environment/
https://www.YouTube.com/watch?v=Jj6s5pOqEc0
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-accelerating-security-maturity/strategy-accelerating-security-maturity.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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