adws

AWS ZCI2E0{|M VPCL| O} RHIRE HELT ECiE ES

AWS HZ 710|E

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HE 7tol= AWS 22t E0M VPCO| O RHI2E HESIT ECHE 235

AWS HZE 710|=E: AWS 222 E0|AM VPCO| O} RHIRE HELRIT EC)

E —
I HS

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| 4 E 4 EP0|E EB|AE Amazon 2| MEF =& MH|AQF &7, Amazon EBHE O|O|X|E
HO{EEZ|7HLE Dol ESS U2Z &= Us LA Z AE £ QI&LICH AmazonO| ARSHK| F

o 4>
.I ]I|

2 7|6t 2 & 4 E = Amazont M F
RHaFILICE.

rlﬂ

FA[O|7{LE 2tRA0] QU7AHLE T3 A2t 2HAH|g10] silE A f AL




AWS HE 710|= AWS E2I2E0M VPCo| ot RHIRE HERF EBfE ES

Table of Contents

L | R 1
L | I S e OO 1
VP C O O @ Tl A&l Za T e e, 3
VPC Flow LogsE AF2E [ VPC2| O} RHIR2E ECHE BM 2 AR .o, 4
VPCO| OFRHFRE EBHE KBl ..ottt 12
Hot OFE ME85t0{ VPCL| OFRHIRE EZE RIBl ..o 12
AWS Network Firewall & DNS S AE 0|EE AI23510{ VPCO| o} RHIEE E= A8t ........... 13
AWS B A A B M A ettt 15
LHE OHZ EIFIOIM ZF B O S Qa8 A e 16
VPCS B ZF B A AW BT oot 17
L Tl ettt 18
D A S e ettt 19
L 0 = TSRO 20
£ K TSSOSO TR T TR 21
B ettt e e ettt e e e, 21
A ettt ettt ee e 22
B ettt ettt e ettt et et e e e e et e e e et e e e e e ee e e 24
ettt ettt e et ettt et e e e e e e 26
D ettt e et ettt et e e e e e e e ettt e e e e e an e 29
ettt e ettt e e e e e et et et e e ee e 33
F e et e ettt e ettt et et e e e e e et et e et et e e e e e e e en e, 35
G e ettt e ettt ettt e e e e e et 36
[T USROS PR TR 37
L et ettt ettt e e e e ettt e et e et e e e et e et et et et et e e e e e eeenenen e 39
L ettt ettt e e et e ettt e e e e e et et et et e et e e e ee e e e e e 41
VL e ettt e ettt e e et ettt e e e e en e et 42
(@ TSROSO UR PR 46
P ettt ettt e e et e ettt en s 48
(@ TSSOSO T PR ORRR 51
R e ettt ettt ettt e e e e e e et n et e e e e e en e 51
S ettt ettt et e e et n et e e en e 54
T e ettt ettt ettt et e e e et e e e e 57
U ettt ettt e et e ettt et e e e e e e e e e e e et et et e e e e e e anane 59
Ve ettt ettt e e ettt e e e e 59




AWS HE 7to|=

AWS 2220l M VPCol ot 2HHRE HESZ ERfE 25
N e 60
e e e s e 61

............................................................................................................................................................ Ixii




AWS HE 7tol= AWS 22t E0M VPCO| O RHI2E

HES®|3 EBiZEI ES

foh

AWS Z2}E0|AM VPCO| O}RHIRLE U

Kirankumar Chandrashekar % Abdal Garuba, Amazon Web Services(AWS)

2022 11(EM 715)

0| 7F0|= 0l M= Amazon Virtual Private Cloud(VPC)& M%Q 4R oIRH2E HER3 E2HE

H35 10 DL EZsts T AFE ChELCH E3F Etadxd | E Q|3 QIE{H|0|A 9 AWS 222 = 9|

Virtual Private Cloud(VPCs)0i| A B M5t = o RHIRE L-IIE—?—JH EofEE ZLIEHZst= ol =20 &

= AWS =7 AdHEELICEH

(® Note

Ol 7ZFo|=EdME F7}F Eot HBS S ME35H7] AWS a2t S&He 4+ U= EFAF TF0dl CHEH A
= CHEX| et&L ot EL?_F %EP—?—E Mg ol 7|=Hx{E 7}HgrLct. o] 7}o|=& §H0|EE|= of
7|EX{ol= M8 E|X| et &Lct.

Ol 7I0|EM|= CHS ot ZH2 29 A7} 2 9FE|o] &Lt

- 7|& ECHE I{HE M504 VPCO| Eot Q7 Atg 2™

- Hot OE2 AF83504 VPCO| OFRHIRE EBiT |t

« AWS Network Firewall 2! DNS SAE O|§2 A}%3}04 VPCZO| o} 2HI2E EeiZ |8t

« VPC AEZQIEE ALB510{ AWS E|laA0] HAA

- E AM835t0o4 LHE o Z 2|70 Ztoll =2to|8! 472 A% AWS PrivateLink

« VPCs I|042! EE= AWS Z2|T £ AF8 3104 VPC 7 &4l AWS Transit Gateway

(® Note

Z|ao| Hot EfMIE 2Ial ofRHIRE ECfElg M8 A2 E Solf &5t ofZ2to|plaet 22
LEHEY 72 MEE = JaLct

S HELA &1}

Ol 7lo|E& Ctg2 s=¥s5t= ol =S0| Lot

EQ3 EBiE ES




AWS HE 7to|=

AWS 22t E0|M VPCo| ot 2 Ht 2

[n
e
m
Jo
Hu
|m
&
16
HL
ol

. VPCQ| otZHI2E HERZ EciEE Mo{stn ZEL|EZE LI

bt
. AWS E|aA 7ho| EBIE 0| AWS HE HE |30 Aofst= etXet Z2to|d! B2 & S1tst=X|

QI

. OfZHI2E HESZ ECiEE XSHM2 2 2LIET ot 5QLIX| o2 A=ZQIEof| Ciet 2™E

SXlst= AWS =7 & FRIgfLICH




AWS HE 7tol= AWS 22t E0M VPCO| O RHI2E HESIT ECHE 235

VPCO| EOot @F AlE Z2H

® 32
E-||AE 8ol vPCel o} RHI2E ECiE ot ot 7|HME MAst T HAESHE 20| 7%
ELICH 7Y BEoM ol 7|HIM HE 2 E|AESHH o5t X| of 2 AlAR SEE AAlZEe
E dT‘-)KI%EF e EY = A&LICH
HELZ ol ol Ru2E ECi® IHEHS #E57| Tof ofE2I7|0|M0| =8t CHE 2 S3t= ol 2R
&t ECi= IS Olsiste ol SLELICL Ol HEE UESIZE MEHE m 5188 Eci= mfEHD}
HEE EcfE miEHg AlEsts ol =80| 2 & /&Lt

LICt O™ O EHIAE

st2d™ HX{ VPC Flow Logs& &
& 230 AlZ2io|ME

Ad
Safl oiEE[AH 0ldE A™dstn

Jor T
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Amazon Simple Storage Service(S3)Lt Amazon CloudWatch2 23 & EHL|Ct Ct& =7 & StLE
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« (Amazon S3&) Amazon Athena

+ (CloudWatch&) CloudWatch Logs Insights

REME L1t of A HEl=E ClES 2 H XML,

« Amazon VPC Flow Logs # Z|(Amazon Athena A2 AT A)

« CloudWatch Logs Insights #2IE VPC £& 219} &7H AF2sted™ o{=E A sfjof stLt2? (AWS K|
Al MIE)

« CloudWatch Logs Insights #/ 2| 7 &(Amazon CloudWatch Logs A& ME M)

VPC Flow Logs7t Zix{st= HE f&of CHet XtMIEH LI 2 Amazon VPC AHE B M 2| Flow log
record examplesE & Z5tM L.
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
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SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;

£ of| A
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
action ACCEPT
log_status o4
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SELECT dstport, dstaddr,

count(*) AS count

FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'
GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

£3 of A
# Dstport Dstaddr count
1 443 52.x.X.x 1442
2 443 63.X.X.X 1201
3 443 102.x.X.X 887

S VPCOIM S E ol RHI2C EBITS #HEtst Athena F2I0l of
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CHS Athena FEZlE= '10.32'2Z A|%fst= CIDR 250| = VPCO|M 7HF &l ofRHI2E ECiE S Bt
g LICH.

SELECT *
FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

£ of| A
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
action REJECT
log_status o4
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CloudWatch 21 2IAIO|E 2| of| K|

Im

H HE3 QE{H 0|A0 M ol RHI2E B E|At EBHEE Btetst= CloudWatch Logs Insights 2]
of

lo 1]

Ct= CloudWatch Logs Insights # 2= IP £47} 10.100.0.10Q! HE 23 QIE{H| O|A 0| A O HI2
E p2| EefE ol X 20071 A1tE gretgLct.

fields @timestamp, @message

| filter interfaceld = 'eni-1234567890000000'

| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200
3 of| x|

1= f

@ingestionTime 1659310250813

@log <account-id>:/aws/vpc/flowlogs

@logStream eni-123456789000000-all

A A

AL
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@message 2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

@timestamp 1659310200000

accountld <account-id>

Sp ACCEPT

bytes 5445

dstAddr 11.22.33.44

dstPort 443

end 1659310225

interfaceld eni-123456789000000

logStatus o

packets 25

IZEZ 6

srcAddr 10.100.0.10

srcPort 36952

SES) 1659310200

version 2

SEYEVPCERE 7% B2 ECfEIE sLlst=E 2% IP A E HEtSt= CloudWatch Logs Insights #

Ct= CloudWatch Logs Insights #2[= '10.32'2 A|25t= CIDR £50| = VPCOHIAM 7+& BE2 of
HR2E ERHEE FL5tE IR IP FAQ ZEE BHEtELICH

0

filter @logstream = 'eni-1234567890000000'
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| stats count(*) as count by dstAddr, dstPort
| filter dstAddr not like '10.32'
| order by count desc
| limit 200
£ of A
# dstAddr dstPort count
1 52.x.x.x 443 439
2 51.79.x.x 63.X.X.X 25

S 7 VPCOllA] 74

Ct= CloudWatch Logs Insights #2[&= '10.32'2
E Eg{=g gteterct

Ho f1

filter @logstream = 'eni-0123456789000000'
| fields @timestamp, @message

| filter action='REJECT'

E£3 of A

c

@ingestionTime
@log

@logStream

£l ol RHI2 S E2iTS BHatat

£ CloudWatch Logs Insights #2/2] of

Azt 3HE CIDR £20] /= VPCOM HE

o
=

1666991000899
<account-id>:/aws/vpc/flowlogs

eni-0123456789000000-all

El ObR Ht

VPC Flow LogsE AFSE [ VPCO| O} RHI2E ECHE 244 28 Abz|



AWS HE 7to|=

AWS 2t EMAM VPCO| Ol RHI2E HEQF ESfE ES

@message

@timestamp

accountld

Xtod
==

bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
ZEESE
srcAddr
srcPort
SES)

version

2 <account-id> 'eni-0123456789000000"
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

1666990939000

<account-id>

REJECT

43

10.10.2.222

11211

1666990966

'eni-0123456789000000'

R4 Ab
S o

1

17

185.x.X.X

55116

1666990939

2
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Amazon Elastic Compute Cloud(Amazon EC2)
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Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE AFEX X HoF 152 MAMSHK| b=
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Amazon Relational Database Service(RDS)
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#default-security-group
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/default-custom-security-groups.html#creating-your-own-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#working-with-security-group-rules
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#working-with-security-group-rules
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec
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Amazon ElastiCache

QIAEAT EBI0|ME A& 2 5tX| &t = 8t Amazon ElastiCache(Redis OSS) &' Amazon
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Mgt 8e o2 FE5hML.

- EOF I &: EC2-Classic(Amazon ElastiCache(Redis OSS) A2 A M)

« ElastiCache & Amazon VPCs O|&f{(Amazon ElastiCache(Memcached) AF2 A A)

AWS Network Firewall 2! DNS S AE 0|E2 AF2350{ VPCQ| o}

TH2E Eci® HME

2
Mk
]
N
o
[
o
ofn
il
%
M
Pa
i
Pl
T Oto
9'|_|

AR IP A HAI DNS ZAE 0|2 AI835l0{ VPC2

OtRHt2E EeiE g EE@sts WOl 7HE E&LICE o|E S04, ofE 2|7 0] 0] Application Load

BalancerE AI23t= 32 L E7| A& 22 ojZ2|7|o|MHo| &3 IP FATF HZAELICH ol

3t 3o AEoME I IP TAKELCI DNS SAE O|E2 AI25l04 0} RHIR2E HEQ|T ERfEIS
(o] by x

LE{>sHe 2ol C

il
ro
2
il
T
[ul

AWS Network Firewall2 AF&3+04 HTTPS EEHE! 9| SNI(Server Name Indication) M M3 5tE £4&
E O|& MEoi CHEt VPC Ot RHI2E QIE{L HMAE XFHe = A &LC.

AtAIEH LH 1 of Al Network Firewall 22 722 AWS Network Firewall Developer Guide2| Domain
filtering2 & Z5tM 2. XFAIEH X|&I2 AWS Prescriptive Guidance(APG) ZHE, Use Network Firewall
to capture the DNS domain names from the Server Name Indication (SNI) for outbound traffic2 & &
StMIR.

(@ Note
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/VPCs.EC.html
https://aws.amazon.com/network-firewall/
https://https.cio.gov/sni/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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Internet gateway route table

Destination Targst
10.0.0.0186 Local
10.24.34 128727 Network Firewall endpoint AZ-A
10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

Bl Aws Cloud
o BN\
.R egion O30 0
. - ~g S

Avallability Zone A d b Availability Zone B

| Networkload |
Balancer

: ¥ Lo R ! : :
' | . Public subnet H 102434004 . Public subnet H H
@ ! : 10243412827 | : 10.24.34160/27 | |
L | | - Public subnet routs table

AWS Network Firewall : - Network Firewall - Destination Target
d 10.24.34.0/24 Local

Public subnet route table - H

Destination Target H H Enapoint AZ-A

0.0.0.0/0 Internet qateway
| i Endpomt AZ-B
1024340124 Local ! |
Stateless 0.0.0.0/0 Internet qateway | | o
L \
! 1024345427 1024349527

Protected subnet route table
Destination Target

@
es;
r@

endpoints

11

Protected subnet route table

0.0.0.0/0

0.0.0.0/0 Network Firewall endpoint AZ-A |
Stateful : NAT gal ¥ INAT gateway
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https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-eks-using-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-eks-using-aws-privatelink-and-a-network-load-balancer.html
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/vpc-to-vpc-connectivity.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/transit-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/invalid-peering-configurations.html#transitive-peering
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/kinesisanalytics/latest/java/cloudwatch-logs-reading.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/secure-outbound-network-traffic.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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