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Access decision
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permit (
principal,
action == Action::"viewSalary",
resource
)
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when {
principal == resource.owner
i
Ol @& 20| Action 0|1 RF9| 2|AA0 Eot FAlviewSalary2t SUE &4 AKX U=
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M ULICtEmployee. BobO| =&5t2{1 5t= —.*°.=".8 viewSalary, 0|1 viewSalary EA|E El/\
AE 98 Salary-Bob®lLICtSalary. BobO| Salary-Bob EIAAE & = Q=X BIH5tedH
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"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
},
"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
},
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
.
"attributes": {
"owner": {
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"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
}
}
1,
{

"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

1,

"attributes": {}

}
]

Verified Permissions0i| CHEH e 204 L2 LIS EHo 2 BHEHELICE 047|M £ ddecision
ALLOW EE= IL|CIDENY.

{
"determiningPolicies":
[
{
"determiningPolicyId": "PAYROLLAPP_POLICYSTOREID"
}
1,
"decision": "ALLOW",
"errors": []

}
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permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager
};
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"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
1,
"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
1,
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
1,
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
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"attributes": {

"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "None"

}
},
"parents": []
},
{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
I
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
I
"parents": []
I
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
},
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"

}
}I

"parents": []

}
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Ctprincipal.
permit (
principal,
action == PayrollApp::Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager ||
principal == resource.owner
};
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IsubmitProblem
Students EaMNE probicT > POST
student-role ETaEEET IsubmitProblemi({problem})
Isample-problem
Request
E-learning platform o
<
Access decision X
{allow or deny)
Amazon Verified
/submitProblem Permissions
Teachers /sample-problem POST
teacher-role JanswerProblem answerProblem/{problem),
Isample-problem

Cedar0i| A o|z{8t 2 AIEE A ?RoleStudentUserBob=20i 91Z45t04 EHE/LICt o] 2 8t 1
EO| 2 E &M A Mo 2 JFSHELICH Cedarl| 1 &3H01 CHEH AHM[EH LHE 2 Cedar A

!
HME HESHHL.

oo
P2l
M
i
gl

permit (
principal in ElearningApp::Role::"Students",
action == ElearningApp::Action::"submitProblem",
resource

);

Cl2 MAe @¥o| =X a8 HZ2E 2= 2ot FA|of ALLow CHaH 224 submitProblem FE =

TeachersOl answerProblemCH8t 2o =2 HWILEILICIRo]e.

permit (
principal in ElearningApp::Role::"Teachers",
action in [
ElearningApp::Action::"submitProblem",
ElearningApp: :Action: :"answerProblem"

1,
resource
);

OlHEt MM ALE35t0d L2 Hrtsted™ 7t AEIo| M 204 27 Lol FHZEl= 2o A7t
XMAEt D2 0| 2ALICIK| o E 2otof gHLCt. atA o Z 2|A| 0|2 HE Hoi Qo YR E T
7t AElof 22 2§ HHA HEE HE Sl of & LICH Ol= entities ™EF #04 S &1t ghzdEl Hot
A 2 2[aAo] CHEt £ Y OF HEHA ClO|E{E Cedar Bt AT MSE =+ U 82 Sl
TYELICH CIE ZEHMH 28 HHAR Bl 428 4= User: :"Bob" W22 &9|5t04 EAIEL

ClRole: :"Students".

Od|A| 2: Verified Permissions & Cedar7} Z&HEl 7|2 RBAC 15


https://docs.cedarpolicy.com/overview/terminology.html#term-group
https://docs.cedarpolicy.com/overview/terminology.html#term-group

AWS HZE 7t0|=

"policyStoreId": "ELEARNING_POLICYSTOREID",
"principal": {

"entityType": "ElearningApp::User",
"entityId": "Bob"

1,

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

1,

"resource": {

"entityType": "ElearningApp::Problem",

"entityId": "SomeProblem"
1,

"entities": {

"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Bob"
.
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Students"
}
]
.
{
"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"
1,

"attributes": {3},
"parents": []

0| of| X0l M Bob2 answerProblem £

g ste 22018 A8 XL et Bob2 Hot 5
Aol T FHxlE SEULICHUser. Bobo| 48524 st aele ¢

L|CtanswerProblem. BobO|
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HFEH, User 210l Alice O] I52| UF Q! 70| answerProblem XS
&Role: :"Teachers" 3t241 5t MEF £ 04 Mol (bt 1= ol Hot _7;_7(“

Ee 2 WrtEL|cH HA
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{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

},

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

},

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Alice"
3,
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Teachers"
}
]
3,
{

"identifier": {
"entityType": "ElearningApp::Problem",
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"entityId": "SomeProblem"

iy
"attributes": {3},

"parents": []
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2N MM AxatMIR.

Tenant A NiewDataftenant_a

& lupdateDatafenant_a
User: Alice
Role: all_access_role Request N
POST v
NiewDatal(tenant_id) v
Access decision % {I:-:}
(allow or deny)
DATAMICROSERVICE_POLICYSTORE_A
Data microservice
Tenant B Request

WL
& fupdateDataftenant_b \/ﬁ:"}
X
fiewDatatenant_b Access decision

User: Bob POST (allow or deny)  paATAMTCROSERVICE_POLICYSTORE_B
Role: view_data_role fupdateData/(tenant_id)

& NiewDatatenant_b

User: Shirley lupdateDataltenant_b
Role: update_data_role
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permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action: :"updateData"

1,
resource
);
CtS 242 DATAMICROSERVICE_POLICYSTORE_B M2 AE0{0f U&LICt X Hml HA2 Eot
M7t K82l updateDataRole I E01 &all U=X| &I LICIRole. O B2 E ot FA|o|AH EHHA
E Bot ¢1ZAE 2|4 A0 CHSH updateData 22 e = U= HetE FoigLch
permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",
resource
);
O] & tim M2 R viewDataRole O E2| UE QI Eot FH|7t HIHAE B2t 1A El 2[4 A0 CHSH
viewData 22 =& Role = UTE FELICH
permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource
);

EHIHE AQ| M8 $04 272 DATAMICROSERVICE_POLICYSTORE_A H™M XMEAZ MEE|1 s

ME Ao ek HEof ofsl| & Ql|ofof ELICH O] AL0| oo URZE M HHFH X Hml H=of

FRIEILICE o] Het 04 LA 2L0| User?! 82| EoF FX|Alice= viewData &

’EE LICt 29t F&|= allAccessRole R&2| 2AE0 £ LICIRole. Alice7t SampleData

A0 CHEt viewData 2HE &5tE{ D &FLICH Alicedl| A= allAccessRole & 0| ooz
= ALLOW ZHEE WHEIA Euct.
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"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",

"principal": {
"entityType": "MultitenantApp::User",

"entityId": "Alice"

},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{

"identifier": {
"entityType": "MultitenantApp::User",

"entityId": "Alice"
.
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"

}
]
I
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}
]

e Mt 2o{ 2%0| User BobEA|ELICH e
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5t2{1 Bob & LICtSampleData. 22 Lt
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{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_B",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
b
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "viewDataRole"
}
]
b
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}
]
}
}
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O Ml | oMol M E BIAA0|M viewData R4S &S24 User Alice Al

T gLiCtSampleData. Ol L2 Eot FH| 7t EIHE AM| Alice £3517| HE0]
DATAMICROSERVICE_POLICYSTORE_A M2 AE0{2 MY EILICI AliceE allAccessRole §8
O] 21&0f &RolestEE E|AA0| CHEt viewData RS e &= QU&LICH M2l 20| ALLOW
ZAXo 2 o|o{&lLCt.

{

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",

"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"

I

"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"

I

"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

I

"entities": {
"entityList": [
{

"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"

},

"attributes": {3},

"parents": [

{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
1,
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"attributes": {3},
"parents": []
}

ofl Al 3: RBACE AM8 5 C} 5 EHE UM A Ko 22



AWS H¥ 7tol= CHE EI'AE SaaS T8t £0{ U API HA|A AMod: 73 M L 2 A

]

0

0 X 4: RBAC & ABACE AI&¢t CIS E|HE HMA X0

O™ MM0o| RBAC O MIE 7H4d5tE T AAE RO H 8 F715104 LS EISE HM| A Mo{E 28t
RBAC-ABAC 5t0|EE|E M2 LIS MMHE = U&LICH O] o= oI ofxet SYUet A& S
StX|BF AF8AF & Maccount_lockout_flagdt A E mal0|EE F7HELICtuses_mfa. &£
0f| X0l M= RBACS} ABACE T 5 AF25104 CHES E|HE HA|A Mo{E Rodst=s Cf2 M whAlg
FotH 2 HIEof CHal CHE E& ME A CHAl SHLte| S/ M XMEAE AFSFELICEH

Tenant A
NiewDatatenant_a

& lupdateDataftenant_a

User: Alice
Role: all_access_role
account_lockout_flag: false
uses_mfa: true

POST
NiewData/(tenant_id)

h 4

Request P
Data microservice ’I e
Access decision X
{allow or deny)
Tenant B Amazon Verified
WiewDataftenant_b Permissions
lupdateDataftenant_b
POST
lupdateDatal/{tenant_id)
User: Bob

Role: view_data_role
account_lockout_flag: false
uses_mfa: true

& NiewDatatenant_b

User: Shirley lupdateDataftenant_b
Role: update_data_role
account_lockout_flag: true
uses_mfa: true

O| oAl O|™ oiAIet Ot EH VK| 2 EHIFE A L B E Boi| CHEF HEF 204 2™ E AMS335Hok 5t CHS
BT E SaaS £5F Mg LIEFLICE.

AMNEXR EHZ 7Is2 #3567 {60l 01|X1|01|A‘|t Tt 20 9

&g FIHELCE o] EZeias AlARIof CHE
A}-?-X} HMAE 7“:L_n_ ”7| Al--g-xl-oilﬂl DENY E HetE 20o{&LICt account_lockout_flag
£ M2 User 0|} HZAEIH Zei27t ode] MMM SSXoZ FAuserE W7HR|of X ELICTH
O| Mo M= when ZZHE AFE3SH0{E€ HItE LICtaccount_lockout_flag.
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mx

Ol Mo ME 2 & MMo CiEh M7 HEX FIMELICH HAEAE HE= MMO|CHE 152 At
|

8501 QB EISE KIGELICH ol A E F&st7| fIsH0] 6l Mo M= when ZZ4E AL&sto{ 4|
Fa L=

O| YR = uses_mfa EEHTE BIIELICEH HEAE I} B Atai|ol CHEF XbAM[EH LIE2

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,
resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};
Ol HM2 E|laAT @ FA|2| Tenant £E0 SYUEH 21F0l UX| = B 2[AL0] CHEE HMAE
HX[ELICH HHE AE[& |fX[5t= olz{et M2 HAIZ One Shared Multi-Tenant Policy Store 2
g Alo|gtn gfLICH CHE HIIFE SaaS oHE 2|71 0|429| Verified Permissions A7 1124 Ab&rof| CHEr &k}
MIet LHE =2 Verified Permissions CtS EHE A&7 12 Al MM E XML,

- L
FL|ClupdateData. EE8t0| M2 27} false account_lockout_flagO|m Q| ZAEAE Zf0o| 2
uses_mfa H7IE|=X| #QI&L|CHrue.

Esto| HA2 Hot FR|71e| HIEHQIX| &lstn 2dS viewData L 2 allAccessRole A&t

o[>

OFEH7L X2 O EA2 2ot FH|Q Elaait SUe HIDEQ HEE[E T 6101 HIHE 7+ A

= WX[BLICH E80| WM Hot FA7lo| HE{7l E|E = viewDataRoledt T XIS 2 MEHEL
ClviewData. EE8t7t account_lockout_flag @1X|false, o ZHAEHAE Zt0| 2 uses_mfa Bt
=X| & lgL(CHtrue.

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

)

when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&

0| Al 4: RBAC 2! ABACE At88H CHE Bl E M A Ko
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resource in principal.Tenant

};

Ml Hml H2H2 o™ AT QAFEILICE o] HA2 BlAATI 2 EAIZ|E iAol siEste aE0 F
Aelolo{of & LCtprincipal.Tenant. O|& A st 2ot FX|Q} E|AA T} EHIHE B2 (A E|04 E|
oF =x|7t2| {7} |5 updateDataRoledt

HE 7F HMAE SX[E = UAsLCH ol M2 =
1 &S 2 Mt LICtupdateData. £8H0| &M 27t account_lockout_flag false 0|19 A

BIAE Z/0| 2 uses_mfa HItEl=X| &g LICHtrue.

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",

resource

)

when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant

};

Ctg et F0{ E20| MMo| R E0i|AM dHet Al 7HX| H2of ofs B7HELICE o] Het 2

0 -0l Zto| @l User L R&o| Eot FxAlices HEE AFE50d updateData 2 E

LICtallAccessRole. AliceOl= 2t0] @I &£MTenantO| Q&LICITenant: : "TenantA". &
dAlicedsti{= Y2 updateData, 0|1, MEE 2|AA = SampleData R LICtData.
SampleDatac &f ¢ AE{E[TenantAE ALEELICE.

<DATAMICROSERVICE_POLICYSTOREID> %% AE0{Q| &1 Himl X=&Hof [}2t AliceE 22 when
H

JHO| 0| SFEck 7hgstod 2l4&40 ChEt updateData QS +HE + U&LICH X Hf =
A2 principal.Tenant $4E 2 JlL"7P0H0|= gLICtTenantA. & #Hm| T M= 2ot FA[Q| &

40| 0/|040F account_lockout_flag gL|CtHalse. Z[F =710 M S AE T} 040F uses_mfa
LCttrue. M 7tX| ZZO| 25 SEE 22 E2 ALLOW 2 S HHathuch.

rr
N
m
I>

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"

oflxll 4: RBAC & ABACE AIE$H CtE EHE HAMA o] 25
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},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"context": {
"contextMap": {
"uses_mfa": {
"boolean": true
}
}
I
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"attributes": {
{
"account_lockout_flag": {
"boolean": false
I
"Tenant": {
"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"
}
}
}
I
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
26
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"attributes": {3},
"parents": [

{

"entityType": "MultitenantApp::Tenant",
"entityId": "TenantA"

0| Al 5: Verified Permissions 2! Cedarg At&3H Ul ZEZ

Verified PermissionsE At&3501 £QIE 22 7[gto = Ul R4 9| RBAC EEEE #8E =L U&
LICt. Ol Ct& ElIE SaaS OHEE|7H 0|2 B2 %o MNEX E= EHHEQ HZAE £ 9l HEIA
Eof 2lZet Ul 247t 4= ofEEI7Ho| Mo 2 & Lct
CtS oMo M= Users@| Roleviewer7t UOIO|EE =&E = i&LICH Ol2{Et AL XISl B Ul
= UOIo|E HES BHZ M= o Euct
viewlsers
viewData
updatelUsers
updateData
Eob :"/ Application \\‘.
role; viewer
ul
viewlsersButton
viewDataButton
updateUsersButton
updateDataButton
> GET +
viewlsers
viewData Render
Alice updateUsers allowed
role: dataViewOnly updateData buttons
Auth Logic Request N
viewData - | v
viewlsers \/q:}
updateData | o
updateUsers | -
Access decision
Il d Amazon Verified
viewlsers \\ ’/ (@llow or dem) Permissions
viewData
Shirley updateUsers
role: admin updateData
Of oMo M= B H O|X| B o Z2[70|40] 47H2] BH{EO| AELICH EAZlE= HE2 TR ofEZ|

70| Mofl 21918 Role AFERFOlo]| [t} CHE LI} EH T0|X| & oHZ 2|70l e UIE B 218 i)

0i|A| 5: Verified Permissions 2! CedarE At& 8 Ul ZE 3

27



AWS HZE 7t0|= CHs H

'HE SaaS HEF £04 L API AMA Kof: 723 SMH L 2 A

Verified Permissions& #{2[5t01 AL Xtoi|AH| =&
of et HES &L ct
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o
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AL

(Al

CIS E32 210l Role 2l REO| AFEXI2t CIO|E{E 25 & viewer = U5 X|HELICE o] HAY
ofl CHEH ALLOW H8t 04 ZX0|E viewData EEE viewUsers 240| ZR35H 2|AA 7} Data EE
= 781t ¢1ZAE|0{0F & L|CtUsers. ALLOW AE2 &35l Ul= viewDataButton & 2t= F 7H2| H
E2 M = U&LICtviewUsersButton.
permit (
principal in GuiAPP::Role::"viewer",
action in [GuiAPP::Action::"viewData", GuiAPP::Action::"viewUsers"],
resource
)
when {
resource in [GuiAPP::Type::"Data", GuiAPP::Type::"Users"]
i
CHS A2 Zfo| Role @ R&O| OlO|E{Tt 2 v1ewerDataOnly T AT T XIEeLct o] Eof ch
gt ALLOW T8t §04{ A= viewData 20| HR35IH 2|AA T S HAZEE|0{0F & LICIData.

x|
ALLOW Z2Hg Sall U7l HE S HIH3 e = l&L|CtviewDataButton.

permit (
principal in GuiApp::Role::"viewerDataOnly",
action in [GuiApp::Action::"viewData"],
resource in [GuiApp::Type::"Data"]

);
CHS M2 7t0l Rolel! R8O | H10|E{ L AFEXIE TWEISIDT 2 admin & UEE X|HELICH o] ™
Zof CHEH ALLOW T 204 Z2%5t24™ updateData, updateUsers viewData, EE=2| Q40|
= ]

LQ35lH viewUsers2| A A7 R Data E=2 Q1ZAK|0{0F & L|CtUsers. ALLOW A™EE 3l Ul
updateDataButton, updateUsersButton, & HE 47HE 25 HHZE viewDataButtons U
&L|CtviewUsersButton.

permit (
principal in GuiApp::Role::"admin",
action in [
GuiApp::Action::"updateData",
GuiApp: :Action: :"updateUsers",
GuiApp: :Action::"viewData",
GuiApp::Action::"viewUsers"
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resource

)

when {
resource in [GuiApp::Type::"Data", GuiApp::Type::"Users"]

};

OPAE Al235t0o{ PDP +3

Open Policy Agent(OPA)E 2E AA HE A AIFIQILICH OPAOIE B2
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210 Rego2 SHAIEI HMS &
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i
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o
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50
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[l
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>
rr
i
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>
T

- OPAOI= EME YO|o|EStT &El5t7| I8 &

{ & oq|o|E, 2LEZ 2 23 EA
gto| API2t2| E8H2 OPA AL X}E7L ®{E|8H0F &L
(CI/CD) mto|Z2}QlE AFE5t0 HA HTE &
Lt

E Eol'
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N
oA
oA
ro
oL
T
rlo
A
B>
i
i M
ok
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M 2 £X5 1 OPAOIAM Mg 2elste A

O HIOIEIS 7448 4 giesLich Mt od WS 913 9= ool

Ea et = Q&
AaE A8 448 T CIOJE0IAY % ASLICH oI% TIO[EIE OPA] MIBH 2
ol otztol Reino| LI Het 2o 2ol QM [ DI2| LR HAISHHLE APIOIA SH
o= MY & UX|EHO| HEE U XS OPATH AFBXHE CHAlSHo] £ 88 4 ol XS ofd
L|C}.
Rego 712
Regols H& &M 010{2, A=o| DE HET THQlM HEELICH Regoo] £2 X2 olzz 2|
AN K B U S0l e MM xl#l ZAE LEI7] 918 BIFEIS JSON/YAML 2121 2 ClofE]

= T
egoE AtE ot AH0{E HEsHLE & YotX| pfn: AR E= T MR 2E
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ABoll ChEt BAe g 4 USLICH CHE 2 RegoZt LIE 4 U= Z3ol & 7hx| oLt

O| APl 2&0| HE|HLE HEE[LIR?

- Ol o EE[A Oo|Mof CHE B AMEHS| ZAE O|F2 FUAULIN?

- ANotEl Izl HF0l CiEt /™ Mee LotLn?

- 17+8M42 50| Z4El|o|L{E HiZ &l of 5t=
E
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« Ol Ofo|ZZAH|AME o 2t HEE ALSsHoF & L7H?
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Rego= JSON/YAML H0|E{0] @240| T7}E|= uhAlof Ciet 2 Xl &olstod AmES) o] AlAH O
Het 2o Z™E Wi2le ol =80l EuCh C, Java, Go, Pythonzt Z2 T2 32 2do{=0| EX| 2
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LRl 2 U HOIX[BF Rego= AlIARIE LIEILHE HIO|E & &t HEZ EM 2™ E UEls
2o Z2HE HFLF HAEIR&LICH

oAl 1: OPA & RegoE AIE5t= 7[& ABAC

Ol MMoMe 74 204 0tO|Z 2 MH[A S| HE O HMAE = = ALEXtof| CHE HMA ZAHE L
2l= Ol OPAE At&5te ALIEIRE MEFLICH Rego ZE =ZH2 RegoE AFE5H0{ AM|A Ko &
Mg Bste WHE HoiF 7| 2lsh MBELICH o]248t olMlE Rego 2! OPA 7|50 CHEH A& &
M otLICH Regodl CHEH REMIEH 7HR = OPA & AFO|E Q| Rego MEME HEdt= [0l E&L
CH.
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lgetSalary/
Report
Report generator
IgetSalary/bob
lgetSalaryljohn
8 lgetSalary/dave
Bob

Yy

A J
GETL-\ Payroll
Iget3al ar}r%/ microservice

»~
E lgetSalary/alice

Decision ; | Query
Alice E i
POST i i
lupdateSalary/{user) i i
.
99% lupdateSalary™
Open Policy
HR / performance review Agent (OPA)
W
[
Policy
Data
Rego
amy (00 (JSON)

7|2 OPA 2! oA

0| Clolo{1 ol A 204 OFO|T 2 MH|A0| CHEH OPA7F M85t M A XMo{ 7% & stLteE CFS
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mx

BobO| AtAlo| 204{E H 7| 5l 204 0lo|ZZ MH|A M HMASHE{D 584 204 00| R MH|IAE
APl Z& & OPA RESTful APIZ Z|C|2lM5t0{ HMA ZAHE LHE! = J&LICH F0{ MH|AE CHS
JSON 2242 Al235l04 OPAOIAM A E 2 2|EhLct.

{

"user": "bob",

"method": "GET",

"path": ["getSalary", "bob"]
}

OPAE FZIE 7Ittez EM = HHES ME{ELICH 0] B2 Regoz Y& CHS EA2 JSON
=2 GIteLCH

default allow = false
allow = true {

input.method == "GET"

input.path = ["getSalary", user]

input.user == user

}

Ol M2 7|2Mo 2 HMAE HEELICH O Chg ™Y Haol HEQIE 5o FE|2| 2=iE Bt
gLICtinput. & Q4tX=0| = &7 B Zhol| M ASHE ol ASELICH 7EQ AL true
2l Z< Rego &2 trueE allow H._i._i. LICH. Rego 7|2 =dmethod2|0| GETRIX| & QlEL|
Ch. OHCHS S 59| F Hm 2AE #H4of & 35H7] path getSalary &0 %EOI N 24
7t @IX| &QlgtL|Cluser. OX|S S 2 user 2 5217t user H2t input.userYxIst=X| /

getSalary/bob &Ql5t0{ HMA S A2 7} QK| &QIELICE O] #&I2 £2d0f ZAIE CHZ if-
then 2212 allow ME3to{ £ 7S grergiLch.

"allow": true

9% Clo|E{E Al83tE BE A

F7t OPA 7|5E Aldsty| el &

B0l AMA TR0 T AEES 718 £ aLIch 0F 22
of 2o Mol HMA Hof 27 AES

MEeotn Jidel 27 &L

K2 RrelofA EnsteE 2 E MBS 2048 eI + /U&LICH
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Ol oMol A OPAE AUAM|A ZHE LIElE Ol =&0| El=F 7tXE =+ U= 2IF CIo|Eo| HM|AE

= A&Lch

"managers": {
Ilbobll: [Ildavell’ Iljohnll]’
"carol": ["alice"]

}
1Y SE Ol 2k &grE ghgtsts OPAMIM £ =S ddsto] Yelel JSON 8HE dEE + U
gLICH Che2 &8 7Eof o uict

direct_report[user_ids] {
user_ids = data.managers[input.user][_]

}
O| HAl2 gt2 E1dl= 2 & AFEAL &2 vh&tinput.usersL|Ct. 0| a2 42 uictbob. &
O[] #&E2 &&ol gt2 Ht=st= ol AFSELICH ol &le| &3t
{
"direct_report": [
||dave||’
Iljohnll
]
}
O| HEE AMSIH ALEAL7L Bt2|Xte| Rl& 251QIX| &Qlst= Ol =3 0| E &= U&LICH LT ofE
g2|7o|Me| A2 7IEE 22 SH 2 Htetsts JELCH 52 JSONSE PHEtst= [0l E&LIC
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default allow = false
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allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user
}
allow = true {
input.method == "GET"
input.path = ["getSalary", user]
managers := data.managers[input.user][_]
contains(managers, user)
}
M| K Y FAIS YolM AHE CHZ KAl Fof WEE 224D sHe DE ALSKIOIH UHAE
SISELICH o|§0| Z#2 F 71| #=l0| 2™ Regod| M =2l EE= HAAMKAIR allowd S LICH
= | 722 input.user (O|F Clolo{2 o] T|O|E{0fM)Qt IZAE ZE CIO|HE ETM S5 S
HME 10| S22 managers H4 ol gEgtL|ct Ofx|ate 2 722 0|§0| managers 50l Z &
Elof /K| input.user 015104 2048 i ALSAITLS] K& R 5tQIX| EHoItLIC

ol MiAdo| of M= DS 7|EX{0|H Rego 2! OPAL| 7|50l CHEt TA| E= HX{st E
&LICH RHAMIE L8 2 OPA MEAE HE ST, OPA GitHub README Tt x5t 1, Rego Z 2
O|ZEI2=oM AESHMIS.
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Ol oMo A= OPA X RegoE AtE3t04 EIHE AMEXR7HH
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E o4& I 0l442] APIOIA] HAIA MOIE THSHE WHiS HoiFLICH E3t BIES 7|HoR AN
AE HEsHe WS 2oELICH 0l 22 OPATH 49| Aol MIZE HEE 7/HoR MESE H
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Tenant A
all_access_role

GET
NiewDatal{tenant_id/)
POST
updateData/(tenant_id

Tenant B
update_data_role
view_data_role

E|l1E 0| 2482 OPAO CHEH AMA ZAXME LHE|E Ol M2 E|= 9 H|0|E{(RBAC HIO|E{)of X4

—> Data
microsernvice

A

Decision Qluery

 cemcccccccccsssssssssEsEEmEnnEn

¥

Open Policy

Agent (OPA)

Palicy
{(Rego)

Data
JSOM)

RH=|

=
L|C}.
{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
},
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
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}
BIHE AFERI7E Holet I olgiet 2 EHIHE Ho| wg s Het A EIHE Ahafof oHEE m A
Zg = A A2 A2 o  JUE AR IoIH &4 E= ID MS LA (1dP)oll X% 8lioF & LICt

o| Mol AH= OPAS| 5 XA Al25t0{ Het Hod XS L2l 0|28t XAHo| HIHE ZHz|E M
st W e AAFELICH o248t HA2 et H |8 RBAC ClO|E{E AFE & LICH.

default allowViewData = false
allowViewData = true {

input.method == "GET"

input.path = ["viewData", tenant_id]

input.tenant_id == tenant_id

role_permissions := data.roles[input.tenant_id][input.role][_]

contains(role_permissions, "viewData")

ol 70| &S WAIS EAISHE{R CHE 210| A OPA HEIE TEHMIR.

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET"

}

O| API 2 &0f CHEH T3 F o4 A2 RBAC CilO|E{, OPA &= 1l OPA F 2| 2l2dg At stod Ch2 1t
20| O|Fo{&LC.

1. Ol AFEXRI=0] CHEH API & & Tenant A =&ELICt/viewData/tenant_a.

2. C|o|E{ OlO|3 2 MH|AE &2 441511 allowViewData 22 #2504 OPA R 2| &2 of X
off ZAIE Q248 MEELIC.

3. OPAE= OPA R0l M #{E|El RIS Ar 6#04 X1|+EI ?J%‘% YIHEfLICH 8 OPAE RBAC G O]
E{9| CIO|E{E AI83tod =42 HWotgt = )
a. APl &0 Ar8 &= HIMET} QIK| & QIFHLICHGET.
b. @HE AE7} QIX| &lgL|ClviewData.

c. B2tenant_id2|0| AF&XI2} input.tenant_id 1AESt 8 2] 5t
™ E|AE A2|7t R XIELICH &0l ZHEt T CHE HIHEE=0| APl &£ ¥ HEto| gig
L|CF.
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mx

d. 1ol 9| HlOIE{0f M o8 HEt S22 7hxiet o #Y B LICtrole_permissions. Of
SE20| A9 HZAE EIHE Xo| AdE g AR50 ZAMELIC) input.Tole.
e F3t J=X| &QlgfL|Ct. viewData.

O] £&%|04 role_permissions
4. OPAE= HIO|E Olo|ZEMH|AN CHE &

"allowViewData": true

Ol Z2MA= RBAC 2 HIHAE 2140 OPAE AF&3t0d et H0o{ ZHE Ligl= ol o{=7H 7|04E
= UeEX| BEo{ELICE O]l M FIIE2 MHSIE{MH CFS 2| =& /viewData/tenant_b AFE 35t
o0l CHEt API EEE T Bt A A2,

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["viewData", "tenant_b"],
"method": "GET"
}

O] #&|2 «&o| CHE CtE HIHAEo| CHEH 20| X2 OPA 22| 20t SUst E=242 BHEHEFLICH
O|l=0| Z&0]oi Ci#t /tenant_b 70|11 RBAC Cl|O|E{Q| view_data_role0i 04 35| A=
viewData H3Et0| Q7| INEQLIC} of CHEH S USH 30| HM|A X 0{E XM E35tE{HH LA OPA T
2|2 A 8E /updateDatas U&LICH.

default allowUpdateData = false
allowUpdateData = true {
input.method == "POST"
input.path = ["updateData", tenant_id]
input.tenant_id == tenant_id
role_permissions := data.roles[input.tenant_id][input.role][_]
contains(role_permissions, "updateData")

]

©2 allowviewbats 732 SRR 2 B2l U2 g stoigc)
E 2218 HE D B ol 930 APl 2 MEHE Hois
LI} Ol &8st W 2rolstaimiol chet APl 2 S0 CH3H C+e #2| 2

o
updateData/tenant_b

_mloJ
O
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{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["updateData", "tenant_b"],
"method": "POST"
}
o] #2| 232 allowUpdateData Hale = HI7IE M CtZ1t 242 Het Foi ZH S gHEterLICH
{
"allowUpdateData": false
}
Ol 3E£2 &2IE|X| t&LICH API SEX7} 2HIE 2 HAZE|0] tenant_id T SRIE HHE ALS
5t0 APIE E£5X|Bt= EIEE M| input.roled LIEPv1ew data_role. view_data_role Of
£ updateData H&t0| @12 20i CHEF & /updateData &2 X| gt&LICH Ol Z&E20| Y=

tenant_b AFE X0l CHEH M3 E ALICtupdate_data role

oAl 3: OPA ! RegoE A8t RBAC ! ABACO] CHEH CH S EHE AHMA
IS [[oF

0|7 Ml449| RBAC O|IMIE 7HM5t7] flsl ALSRHOIH £8E FIHE + U&LICH
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Tenant A
User: Bob
Role: all_access_role
account_lockout_flag: true
o GET
- NiewDatal/{tenant_id
— > Data
— %\ microserice
A i
o POST i
T_{updateDataltenant_id
Decision ! ! Query
Tenant B :
8 ¥
User: Alice
Role: view_data_role -
— — ) Open Policy
account_lockout_flag: false Agent (OPA)
8 a
User: Mary Policy Data
Role: update_data_role Rego
pa & _Caa F— Bl (JSON)

account_lockout_flag: true

O| (M= O|™ ofdl|et S YU A2 Z&SHXIP AFSA £ HE FIHE L
Ctaccount_lockout_flag. Ol & d&n} o443 or2 ALSAHE &4
HMof At88h 40 SUSH RBAC 2|F HIO|E{E AR E £+ Ql&LCt

"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
.
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
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account_lockout_flag AF& Xl Bob0ll /viewData/tenant_a CHEH & OPA F 2|0 CHEH /29|
UL Z ALK £ OlO|E] MH|A0 MEE = J&LICEH

{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET",
"account_lockout_flag": "true"

}

OH A

|A& 2o chalf #2|El= #E2 O™ oAt RASHK|BE account_lockout_flag £42 &0l
5t7| @18t &7 £0| Z 7|01 U&LICH.

default allowViewData = false
allowViewData = true {

input.method == "GET"

input.path = ["viewData", tenant_id]

input.tenant_id == tenant_id

role_permissions := data.roles[input.tenant_id][input.role][_]

contains(role_permissions, "viewData")
input.account_lockout_flag == "false"

O| #2l=2o| st 2o A BretglLICifalse. Ol account_lockout_flag attribute7t
Bob2 true 98t Zd0|11, BobO| 2HIE &1 EHIHEE 7tX|1 UX|PF Rego 20| HMAE
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OPA 2 Rego®] A2 Ul @48 TEZsts 758 XIMFLICH TS oMol M= OPA £ 74
Ol RBACE A8 2101 Uloll EAIE 2400 Chet gt S0i ZBE LIZIE w2 ZoiELIC of e
OPAZ Ul 248 LE{ZE £ ol Chefeh W 5 stteluich

ol 4: OPA 2/ RegoZ AF2 8 Ul EER 42



AWS HE 7tol= CHS EIZIE SaaS Het 04 L API HMA Hof: 73 S X 2 AL

8 / Application

Bob wewl.ls ers Button
role: viewer viewDataButton
updatelsersButton
updateDataButton

|

A

. A Render
Shirley allowed
role: dataViewCnly buttons

viewlsersButton
viewDataButton
updatelsersButton

Alice updateDataButton

role: admin \ Y

]

¥

Decision Qluery
Open Policy
Agent (OPA)
W
[ ]
Policy
Data
Rego
amd R0 (JSON)

Ol ofAloi| M= Bt m| o[ X| & o & El7| 0] Mod| 47H2| H{E O] /& LICt. Bob, Shirley, Alice2| UIE ZH
2oto Fghof sl st= HHER 2 ste{n etCtm 71EsH EZ&LICH Ule MAEXRIEREH EE &
o™ OPA & #2I2 Z2lstod Ulo] ZAIE HES ZA-ELICH Bob(H %E* Z&tviewer)0| Ul &
& # 2= CH2 2 OPAO] 2o 2 MEFLC
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~

"role": "viewer"
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OPA= RBACOI| Cisll T+ =& 2F CIOIEE Ar&sto AMA AHEHE LIRILICEH

{
"roles": {
"viewer": ["viewUsers", "viewData"],
"dataViewOnly": ["viewData"],
"admin": ["viewUsers", "viewData", "updateUsers", "updateData"]
}
}

OPA £& &2 9% ColEl2t 9212 2T AL 3t0d 5185l Sy SRS MNLICH

user_permissions[permissions] {
permissions := data.roles[input.role][_]

BHE 720 OPAE #HE|el YR E input.role X|HEIE AFS5I0 EAIE HES ZAXELICH
BobOl|Hl= H& 0| U2 MHviewer, 2|F IO|E= Z|E AFE X0 Al viewUsers L 2= 5 7HX| TE
Ol UL & X|™HELICtviewData. [EFA Bob(2! %|E AFE X @& 0| /= CHE AFS Aol CHEHO| &

of £32 Ch31t Z &L

{

"user_permissions": [
"viewData",
"viewUsers"

]

}

dataViewOnly &g 0| = Shirleyl| £20ll= et HHEO| Z & ElL|ClviewData. admin GH& 0|
AE Alicel| £E30i|= ol2{gt 2 E Teto| ZEHELICH ol2gh & 20 e OPAE #ZIE M UIZ
HtEHEILICtuser_permissions. 224 O ZE|710|M20| SE S AFE3510{ viewUsersButton,
updateUsersButton, & viewDataButtonE &7|7{Lt EAIE = U&LICtupdateDataButton.
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IZZIE grElg 27t ¢i&LICH RESTful API EEE AWS SDKE Al& 35104 Verified Permissions @b 4
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& Ml (BFF) A& E£= 7Bt ofZ 270l T4 240l CHEt Mt 2o AHE IR = UE easy-
to-use Bt= 7ts8t QIEH| O|A T AMSELIC.

Cedar SDK AlE
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Amazon Verified Permissions C}&S EHIHAE M7 1 AME

Ct& B E SaaS £ F Mol A Amazon Verified PermissionsE AF&35t0{ H& H2048 7548 mf 724
afiof & 94 7tX| MAH 40| U&LICEH o243t SME A T{E 7| Moi Ot & B E SaaS HEHAE M
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https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/design-multi-tenancy-considerations.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/isolation-mindset.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/isolation-mindset.html
https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/whitepapers/latest/saas-architecture-fundamentals/tenant-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
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SaaS OHEEIAHOIME SaaS A1 ZHO| HAS BHE ST ALK R B
CITlste YHHHQl @i ARR|S [HELIC} HFQIZ
CHet 2B £ 4402 MEshs S0l ZEELICH oz
20| 2t ofZ2IAHOIMOIM ALK 52 Z2 M AR OlSHLICH 2 ASE 2 Ar-g rs JSON
E2UWT) YH2 2HHE BluiE X2 ZES 2 U

OFEE7LR|2 e §04 Lol CHEF SHHE WM AE 0] MEA2 ofZE 2|7 0| 220 2|3 B E|01A]
= o FHLIc 8§ HEt 204 20| AA88lof 5t HAM AE0{E 2 QI52{H AISXAHE HA AE 0]
of ofEt7HLE EHHEE H2 AE 040l DHEELICH olz{et HE2 YEtxo = ojE2|7i|o|4o] &=
5= Amazon DynamoDB 5= Amazon Relational Database Service(RDS)2t ZH2 O|O|E{ A E 0{0]
M g X|ELICH Xt 3H S=2XxHdP)2| CIO|E{=Z o248t DHE g MIst7HLE 22t =& JU&LCt

JHCHS EHIGE, AFSAH & M3 XEA 7o 2= LEtMo 2 Het 20 R 2R3t 2E A

7V Z&E JWTE S8l A2 X0l A A2 E L C}.

O| oAM= EllHHE 0| AlicesTenantAstD et £0{E 2[5 HA AE0{ 1D} 74 M2 AE0{E Al
23t= MK ps-43214321 CHEH JWT7}F O{EH| EAIE|=X| Eo{&FLICH

{
"sub'":"1234567890",
"name":"Alice",
"tenant":"TenantA",
"policyStoreId":"ps-43214321"
}
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/saas-identity.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/general-design-principles.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/general-design-principles.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html
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HHAEY MM AE{Me A MEE CHE A% S§ ZEMA S0l HIAES
XHE ALEXtHC| SaaS AtZ4 ZHof D& 504 EHIHE 2§ S -FLICH o] M2 HAl2 E
AEO0{E M8 Eot x|t Z25tH 2445t T MR SaaS £F MM DH1ES SRt L dy
£ M3t 1dPe| Y8 2 s X| 2|5t 7{Lt DynamoDBet Z2 2|% H|0|E A A0 A SaaS OHEE|
7lo|Mof BHE S NI E = UA&LICH £t 2ot A7t HIHE S| YR 0|1 EIHE S| HA AE0{7} A
|5 FLch.

O| ol M= tenant AFEAES| policyStoreld &7t Z&HE JWT7 APl HIEXZ QIE 0| A AWS Lambda
3t Bodx}o| XA Wyl X|HO 2 MUE|o] QXS SHIE MM AE0|R BISEIStE HiHS Hod=

o H= -
L|Ct.
Amazon APl Gateway
{ {
"sub™ "12345678807, "sub™ "09876543217,
“name"; “Alice”, “name”. "Bob",
Ttenant™ "TenantA®, “tenant™ "TenantB",
“policyStoreld™ “store-a~ “policyStoreld™ “store-b™
H }
AWS Lambda authorizer
W
'
b4
Amazon Verified Permissions Amazon Verified Permissions
Tenant A policy store Tenant B policy store
policyStoreld="store-a~ policyStoreld="store-b"™
Ct

S MI M FIHAEY M2 AE 0] MAH IHECIUES 2B0o{ELICH AF A= Alicefl EHIHE A+
Hoi = TenantA. policyStoreldstore-a7t O{&EAlice, £|0{ SHIE HM AE0{ A2 MEE L
| 5t742| Z&TenantAO| AL EILIC}

BEY HA AE0f RS BUE S| HAMS HE(BLICH M Rois ALSXI} Clo|Eofl
4 9l SUS MBELICH Ol ZUS AR St DE JH OfE A 0lMT} BRAT
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ElAE

AWS Well-Architected Framework, SaaS Lens A AMoi| Mo|El CHZ CIE 2| M7
LIEES AF& 35104 A2|sHoF & LICt.

O] YoM Alicells ZE 2[AAQ|HIOIEHE & =

)

permit (
principal == MultiTenantApp::User::"Alice",
action == MultiTenantApp::Action::"viewData",
resource

);

Q™ E 31 Verified Permissions HAS Al&510{ WIIE A|ZSlE2{H HIEDEO| DHEE 1
£ 1D siE sl M2 AE0{ IDE N Z8HoF &L|Ctstore-a.

{
"policyStoreId":"store-a",
"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"
I
"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"
I
"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
I

"entities":{
"entitylList":[

[
{

"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

.

"attributes":{},

"parents":[]
},
{

"identifier":{
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/core-isolation-concepts.html
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&

"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

iy
"attributes": {3},
"parents":[]

A& XHE E|'HE Boil Bob £ 3HMH policyStoreldstore-bE 2| EIHE X173 ZHoi| = O EBobk|o{
HFE HM AE0{ AFS 2 MEELICH o|FA &tH HIHE BO| HA0| AFSELICH.

k=)

o| Ql&LICt. o] MM =

"‘—”.01IH Boboi= I AO| C|O|EE AFEA X|HE £+ 9 st
X HILE Bo| 2S&fL|CH E|HJE

o] % 2E
EflA 1|':'F Mgr|s 5y stomizeData = 4222 c;"—°—'|+
e 755' Eo{ZE:2 |._’°—". Eﬂ'—"EH"E AR R|H

permit (
principal == MultiTenantApp::User::"Bob",
action == MultiTenantApp::Action::"customizeData",
resource

25t '='o4 2#HE 51 Verified Permissions & At&3510{ BIHE Al23te{H EHIHEO| OHEE T
25t L

Xz AE0{IDE ANIZsHok & L|Ctstore-b.

"policyStoreId":"store-b",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Bob"

I

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"customizeData"

I

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"entities":{

B E ] X2 AE 0] 60
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"entitylList":[

[
{
"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Bob"
},
"attributes":{},
"parents":[]
I
{
"identifier":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"
},
"attributes":{},
"parents":[]
}
]
]
}
}
Verified PermissionsE Al23tH IdPE M2 AE0{9} E&& 4+ UX|TF E4E= oblL|Ct ol 58
g Sof M2 A7 5 MY L0 Hot FAHE WMo HOt FHE FAMoR HxE 4 Ya
C}. Verified Permissions2| IdPZ Amazon Cognito? S&st= ol chst XEM|I8H LHE 2 Verified
Permissions A& A 2! Amazon Cognito MEME &HZHML
M AE0{E P2t SHOHH BM AR ShLI A2 BH A4 Arﬂof + olgruct of & Sof

74
Verified PermissionsE Amazon Cognito?t S& 572 MEist 3
2! Amazon Cognito AFE X E9| HIHE A2|o| AAS k= ™EFE 0| -| |5 OF &FL|C}. X4=H AEO{Q} A
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
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|
Per-tenant setup \

Amazon Verified Permissions Amazon Cognito
TenantA policy store TenantA user pool
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Amazon Verified Permissions Amazon Cognito
\Tenantﬂ policy store TenantB user pool /
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https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://aws.amazon.com/blogs/security/saas-access-control-using-amazon-verified-permissions-with-a-per-tenant-policy-store/
https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/noisy-neighbor.html
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BI'lE C|o|E A2|of CHE 7 At x
ZE SEXo= HGrtshok gLt

e R0 Z0| REE AIRE £ U&LICH REHIE MEIE M=
1} SaaS O EZ 2|7 0]|Mof & 2 8t Verified Permissions =40 2

M| SaaS £F MM EHIHE AERE Lztz|H| %%%PE YHS HEotedH M dYE chz ALS

PSR
X S5 o AHEAE AFEXLQ| SaaS AHE ZHO| 0iEst= 0| E&LICH 1dPS| YEE || £
5t 7Lt DynamoDB2t Z 2 2|5 H|0|E _/.\_AOHA‘I SaaS o ZzZ|F|o|Mofo] OHEE MBE £ U&LICt
et 37 HM AE0{ IDE MEX0A O0iE5t= Zd0| E&LICH ID= HIGE AE(o| AR E AFS KX
CIX|DHEF HES 0I5t =22 Ol 2 Abs|ILCt.

CHS oMol M= API A=EZQIE T CHE E|IAE0| Bob&5HX|TF HEH R20{E &l & AE 01D}
MM AEO0{E Z2R5H= ALK Alice L store-multi-tenantOl CHEH JWTE ELHE &S Hof
EZLCH ZE HIAETI T MM AEO{E SRIEZE HM AE0{ IDE EZ E£&= O|O|EHH|0|A0 &
XE 2t s P 2E Eﬂl.—jE'— EF.OE' MM AEO0|IDE SRSIEE oEE(7|0[M0| 2 AE 0
g st 0 A8

Amazon APl Gateway
{ {

“sub™ "12345678907, “sub™ "09876543217,

“name”; “Alice”, “name”. "Bob",

“tenant™ "TenantA® U “tenant™ "TenantB"

H H

AWS Lambda authorizer

Amazaon Verified Permissions
Multi-tenant policy store
policyStoreld="store-multi-tenant™
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CtE ME M2 st o] 3¢ CHE HIYE E3 d7A m{e{Ct S EoiELICH o] HHoM & <|7t
MultlTenantApp' :User A= B FAMultiTenantApp: :RoleAdmineE 2 E 2lAaA 9| H|O|EH
E 2 =+ = HEto| /A&t

permit (
principal in MultiTenantApp::Role::"Admin",
action == MultiTenantApp::Action::"viewData",
resource
);
Bt HA AE0{7} AH& 0|22 Verified Permissions 2 AE0{= E ot FX|eF A E! E1I'—._ | &
40| Elaaet HZAE HHA| S40t Ux|st=X| FQlsoF &L 2|Aa 2 Hot FA|of Yx[sH= El
Al 40| gl BE #Et 2ol 2HO| HREITS M AE0{of Ch2 HMS TetsiRiol g 4
de = AsLct
forbid(
principal,
action,
resource
)
unless {
resource.Tenant == principal.Tenant
};

StLte| 37 CHE EIHE HM AE 0| RIS AI8sts Tet 504 22| B2 HM AE0] IDE SR
A AE 00| AlMRIILICH OHE &0l M= Rolet QT BlAA Admind! ot A9t MZE
:
=

—_= -
Tenant £/8UserAliceO| 25 O|220i HMAE = U&LICITenantA.

"policyStoreId":"store-multi-tenant",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

I

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

I

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
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iy
"entities":{
"entitylList":[

{

"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}

I

"parents":[

{
"entityType":"MultiTenantApp::Role",
"entityId":"Admin"

}

]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents":[]
}

[}
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/— One Shared Multi-Tenant Setup \
W
v
x{E}
Amazon Verified Permissions Amazon Cognito
Multi-Tenant Policy Store Multi-Tenant User Pool
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/quotas.html
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D AL
|

Standard Tier

-

APl Gateway

"sub™ "1234567890",

“name” "Alice”,

“tenant™ "TenantA”,

“policyStoreld™. "store-s-tier”
H

{
"sub™ 0987654321,
"name" "Bob",
“tenant™ "TenantB",
“policyStoreld™: “store-s-tier”

Lambda authorizer

«
v
x

Amazon Verified Permissions
Policy store for Standard Tier

policyStoreld="store-s-tier"

- /

Enterprise Tier

4 N

AFI Gateway
{
“sub” "543216789"
“name"”; "Chris",
“tenant™ "TenantC",
“policyStoreld™ “store-ent-tier”
H
{
"sub™ "543216789",
“name"”; "Diana”,
“tenant™ "TenantD", -
“policyStoreld™ "store-ent-tier” Lambda authorizer
i
v
x
Amazon Verified Permissions
Paolicy store for Enterprise Tier
policyStoreld="store-ent-tier™

o /

Premium Tier 1

4 N

AP| Gateway
{
“sub™ "543216789",
“name"”; "Pankaj",
“tenant™ "TenantP”,
“policyStoreld™ “store-p1-tier”
H
Lambda authorizer
v
s
x
Amazon Verified Permissions
Palicy store for Premium 1 Tier
policyStoreld="store-p1-tier™
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data.tenant.allow

T

data.tenant.user_is_member

Legend

Base documents (loaded data)

T Virtual documents {computed
from Rego rules)

data.tenant_api_ownership ‘ input.user_tenant_membership
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Base documents (loaded data)

Virtual documents (computed
from Rego rules)

data.user.allow

data tenant.user_is_member (—{ inputuser_tenant_membership ‘ inputuser_id }—) datatenant.user_has_role
x - . - .

1
|

‘ data.tenant1.user_roles ‘

data.tenant_api_ownership ‘ ‘ data. tenant2 user_roles
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https://www.openpolicyagent.org/docs/latest/

AWS HE 7tol= CtE HI'HE SaaS &t £0{ & API HAM|A KMo 73 M4 L 2 A

|

ol AT

e

Amazon Verified Permissions 23 A(AWS = Af)
48t 5040 Amazon Verified Permissions& A& 5t= WEHAWS E2 HAIS)

Amazon Verified PermissionsS AF235104 ASP.NET Core Appsofl CHEH A2 R} X|%& M3 Hod X4
S= A £EEAWS EE2 HAIE)

Amazon Verified PermissionsE A &35t0{ PBACE 238 2l Mt Z2|(AWS EZ2 HAIE)

EHE S 22 AE0{Q &7 Amazon Verified PermissionsE A& 8t SaaS HAMA Ao{(AWS E2
a1 HAE)

OPA S4 HB X

7|140| 7tE =20 E8t CNCF Z2MEE =&3H0F 5t= 0|F - Open Policy Agent(Forbes
article by Janakiram MSV, 2021'A 22 8)

Open Policy AgentE At&3+0{ AL& Xt X1 Lambda ™3 £ 04X} M AWS 22 HAIE)

Open Policy AgentE S35 AWS EEtRE 7 FIEE AE35l0 IEE YA FAHAWS EET A
AlE)

Ol 2ERE HHHA 2 I EF AWS HAM E=FAWS E2 HAIE)

Amazon EKS0{AM Open Policy Agent AHZ(AWS 21 HAIE)

Open Policy Agent, Amazon EventBridge & (223 HAIE)E A& 8 Amazon ECS ZEE #H
Z== AWS LambdaAWS

KubernetesO CHet &2 Z[E CHE - 12(AWS 221 HAIE)
API| Gateway Lambda T8t £ 04X} ALS(AWS E M)

=

rk

=+

Cedar Z2|0| 222 = (EEFR X0l M Cedar EIAE &)
Cedar Github E|ZX|E 2]
Al o X

Rego Z2|0|12t 2 E(E 2 X{0i|AM Rego EIAE &)
OPA GitHub 2|ZX|E 2|

89


https://docs.aws.amazon.com/verifiedpermissions/
https://aws.amazon.com/blogs/security/how-to-use-amazon-verified-permissions-for-authorization/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
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https://aws.amazon.com/blogs/opensource/creating-a-custom-lambda-authorizer-using-open-policy-agent/
https://aws.amazon.com/blogs/opensource/realize-policy-as-code-with-aws-cloud-development-kit-through-open-policy-agent/
https://aws.amazon.com/blogs/opensource/cloud-governance-and-compliance-on-aws-with-policy-as-code/
https://aws.amazon.com/blogs/opensource/using-open-policy-agent-on-amazon-eks/
https://aws.amazon.com/blogs/containers/compliance-as-code-for-amazon-ecs-using-open-policy-agent-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/containers/compliance-as-code-for-amazon-ecs-using-open-policy-agent-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/containers/policy-based-countermeasures-for-kubernetes-part-1/
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
https://www.cedarpolicy.com/en/playground
https://github.com/cedar-policy
https://www.cedarpolicy.com/en
https://play.openpolicyagent.org/
https://github.com/open-policy-agent/opa
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https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Identity%20and%20Access%20Management
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Application%20Security
https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Cloud%20Operations%20%3A%20Cloud%20Governance
https://partners.amazonaws.com/search/partners?facets=Industry%20%3A%20Government%20%3A%20Security%20%26%20Compliance
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/saas-multitenant-api-access-authorization.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/avp.html
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