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https://aws.amazon.com/blogs/mt/accelerate-your-migration-with-aws-application-migration-service/
https://aws.amazon.com/blogs/aws/how-to-use-the-new-aws-application-migration-service-for-lift-and-shift-migrations/
https://aws.amazon.com/blogs/aws/how-to-use-the-new-aws-application-migration-service-for-lift-and-shift-migrations/
https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html#sysman-setting-up-vpc-create
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
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https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/mgn/latest/ug/installing-agent-blocked.html
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https://github.com/aws-samples/amazon-mgn-private-endpoint/blob/main/CloudFormation-for-MGN-private-deployments/MGN_Private_EP_v2_ticket.yaml
https://catalog.workshops.aws/well-architected-migration/
https://catalog.workshops.aws/well-architected-migration/
https://catalog.workshops.aws/well-architected-migration/en-US/2-migration/1-initial-credentials-setup/3-vpc-endpoints
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/connect-to-application-migration-service-data-and-control-planes-over-a-private-network.html?did=pg_card&trk=pg_card
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/connect-to-application-migration-service-data-and-control-planes-over-a-private-network.html?did=pg_card&trk=pg_card
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https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Source-Manager-TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-1500
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#Communication-TCP-443-Staging
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
https://docs.aws.amazon.com/mgn/latest/ug/Network-Requirements.html#TCP-443
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https://aws.amazon.com/solutions/implementations/cloud-migration-factory-on-aws/
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/deployment.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/welcome.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/run-automations-from-command-prompt.html
https://github.com/aws-samples/amazon-mgn-private-endpoint/blob/main/CMF-scripts-for-MGN-private-deployments/Archive-endpoint-cmfv3__1_.zip
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/scripts-management.html
https://github.com/aws-samples/amazon-mgn-private-endpoint/blob/main/CMF-scripts-for-MGN-private-deployments/Archive-endpoint-cmfv3__1_.zip
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Windows RDP(H 3 A3 & T2 E Z), SSH(Secure Shell) & AWS Sessions ManagerE A8 3}
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0 AA Mol 229015t 28 E|lAE L CE
« TCP EZE 4430{|X HTTPSE &% Application Migration Service A= ZIEof CHEH 23 A.
« Windows(PowerShell)2| Z<:

Test-NetConnection -ComputerName mgn.<aws_region>.amazonaws.com -Port 443

e Linux EE& Windows2| 32 (cmd):

Telnet mgn.<aws_region>.amazonaws.com 443

« TCP EZE 4430{AM HTTPS

E S5t Amazon S3 HEZQIE0f CHEH .
« Windows(PowerShell)2| &<

Test-NetConnection -ComputerName <s3_endpoint_name> -Port 443

« Linux EE= Windows2| &< (cmd):

Telnet <s3_endpoint_name> 443

« TCP ZE 150001 EA| Mu] IPof| CHEF 2473 4d-

AA MBHOIM 424 2l 0|F &Rl EHAE 17
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https://aws.amazon.com/eventbridge
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/mgn/latest/ug/monitoring-overview.html
https://docs.aws.amazon.com/mgn/latest/ug/troubleshooting.html
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« Windows(PowerShell)2| 3<%

Test-NetConnection -ComputerName <Replication_Server_Private_IP> -Port 1500

« Linux EE = Windows 2| Z<(cmd):

Telnet <Replication_Server_Private_IP> 1500

& 35104 Amazon EC2 ! Application Migration Service APl IEXZQIE 7} ZZ}0|E!
x| &QlgtLICt (Windows & Linux0lAH S48t HZHS A8E £+ &LCh)

* nslookup ec2.<aws_region>.amazonaws.com

* nslookup mgn.<aws_region>.amazonaws.com

AE|O|A] 2dod HEQT oA 24744 2l 0|E &9

=
AHO|E BHolM HEHE EAESEH AHO|E MELIM FA[EC2 AARAE AlFfstn CHE

« TCP EZE 4430 M HTTPSE & $t Application Migration Service QIEZQIE0of CHEt 1AM,
o.
2.

« Windows(PowerShell)2| &4

Test-NetConnection -ComputerName mgn.<aws_region>.amazonaws.com -Port 443

« Linux EE&= Windows2| &< (cmd):

Telnet mgn.<aws_region>.amazonaws.com 443

¢ TCP ZE 4430|AM HTTPSE £ Amazon EC2 QIE Z QIEof CHEF AN,
_C'>_

« Windows(PowerShell)2| &

Test-NetConnection -ComputerName ec2.<aws_region>.amazonaws.com -Port 443

+ Linux B = Windows 2| Z<(cmd):

Telnet ec2.<aws_region>.amazonaws.com 443

AHO|E ¥ HEXHZoM ¢4Z2H 2 0|§ & HAE 18
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nslookup s3.<aws_region>.amazonaws.com

(® Note
Amazon S3 AIEXZQIEE= HEZ! |IPE EQIL|X|2F Amazon S3 HIO|EQO| I EZQIEE &
Qi EL|Ct.

s ZZtolHlez

« TCP/443 ZEO|M HTTPS ZEE

« Windows?2| &2

Test-NetConnection -ComputerName s3.<aws_region>.amazonaws.com -Port 443

 Linux2e| ZB=:

Telnet s3.<aws_region>.amazonaws.com 443
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» Accelerate your Migration with AWS Application Migration Service

* How to Use the New AWS Application Migration Service for Lift-and-Shift Migrations

7tol= & mifH

o« IZlO|El HEQTE S8 AWS MGN CllO|E{ & ZHEE Z3|Qlod ¢4
« AWS CH# 2 Oho|18flo|M T2F 2l med AL
« Zct2E nto|apfo|/M HEEZ|E S8t 7 2 AMu{ oto|z22|o|M XIS 3t

Solutions

 Coordinate and automate large scale migrations to the AWS 22 E using the Cloud Migration
Factory on AWS solution
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https://aws.amazon.com/blogs/mt/accelerate-your-migration-with-aws-application-migration-service/
https://aws.amazon.com/blogs/aws/how-to-use-the-new-aws-application-migration-service-for-lift-and-shift-migrations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/connect-to-application-migration-service-data-and-control-planes-over-a-private-network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-large-scale-migrations/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/welcome.html
https://docs.aws.amazon.com/solutions/latest/cloud-migration-factory-on-aws/welcome.html

AWS HE 7tol= £ A835tod Zatols! UIEIFE AWS Satf 2Zeai|0|A MHE 2 of
o|z22{|o|4d AWS Application Migration Service

£ 715

otz #of o] 7lol= ol F HE AL 0| dBI(of U&LICH EF UH0|Eo CH

RSS I|EE #S535IaAR
HE AFE MNH =L
X HA| — 2023H 3¢ 10

22



https://docs.aws.amazon.com/prescriptive-guidance/latest/rehost-servers-over-private-networks-mgn/rehost-servers-over-private-networks-mgn.rss

AWS H#E 7tol= E M85tof ZEto|gl HERI E AWS Sal 2=8o0|jA MHE 2 of
o|z22{|o|Ad AWS Application Migration Service

AWS HZ 710|E 0%

CHE2 AWS HE 7t0|=0lAM XMSst= TEf, 7+0
S0 E=2 Kotz So{E 20 /U= TLIE

_II
Pl
Okl
ou -
M
z_
oto
Q'I_l
>
>
to

A
=Kt
77bx| FEk

ofZE[7o|ME ZEtREE 0|5t 7| I8 77HK| YEHH
H

2l ofo|zaolM T™Ef ol2HEr HEf2
Gartner7} 2011'A0i| Zjetst 574 x| M2k2 7|8t 2 stH C

2oz FMHELICH

5t04 O Z2|F0|MHE O|S3st

18tL|Ct. 07|0f& YHtxdo 2 2
racle O|O|E{H|O|AE Amazon

- ZHEHZ/EIoZ|HE - E2t*E UIOIEIE 7|52 ZIC
[m]
O

i Of7[HIXE +HE =M BIHY, 95

or> 0t0

o XA et Cllo|E{H|0|A o|Alo| ZEHEILICH of: 2=
Aurora PostgreSQL £ & o|C|[Mo 2 oto|z a8l o[ &L Ct.

- ZIESizY(E|ZE HE Z|Mo|Z) - oOjZEE[AH 0|ME SEIRER 0|S5tT Y™ &9 z'il"—*EF%

CQsto] 2tRE 7|58 8% Lct of: 2= 3|0|A Oracle O|O|E{H| 0| A S AWS
Amazon Relational Database Service(Amazon RDS) for OracleZ 00|12 0[MEfL|Ct.

- XFOHEE HE ﬁ) UdtMo 2 J|E 2t0|MA0|AM SaaS ZEHZ TEHSo{ CHE MESZE ™
Bhetiict of: 178 2| 2 2|(CRM) A|AEIS Salesforce.com2 2 00|12|0|4A48tL|C.

- SIEAR(EIZE HE AZE)- ofZZ|7|0|MS HAEX| otm BEIRER 0|Ssl0f 2EIRE
7ls€ g8FLICE of: 2=8[0|A Oracle HIO|E{H|O|AE AWS EEIREZEISEQ| EC2 214
E1A 0l QE OracleZ Oto|8j|o|MErL|CH.

% |

I

+ R I(3HOIHEIOIR] £+F 2| BIZE O AIZE) - M| =018 TOHSHHLE, OHEEIH0IMS
N B, 7IZ 2Ye 85K o nE IZate 2eecR olSHLc 2 anla B3
BOlM SUB EHEQ| F2H2E MHIAZ MEHE 010|280J448HLITH Of: Microsoft Hyper-V
OHEZZ|7o|MHdE 2 olo|1ello|MEL|CH AWS.

. SXI(HE) - A2 BZ0| KBS OINE KEIBLIC CHF 2 EIHEIZ0| LR ST ST K
B2 ei[3tedi of A0l HmLIA ol Af ofol220lE 0177} gtof R Alstes

2il 74 Al HEEI701440] 04710l Z8HE 4 laLict

mlo

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l 2 T 7|5k HLE M7 LICEH




AWS H#E 7tol= E Ar83tod Zatol8 HEQI T E AWS S35l 2a0jA MHE 2 ot
o|z22{|o|4d AWS Application Migration Service

ALY, detd, Aeld, 7 EE HEstML.

S&-5& nto|azofM

WS S T EE O1F M7 UG AL 504 24 ClOIEIHI0I A9 T BIO|E#I0lA T 57|
51l 4El2 RXIED, F ClolE{H0lA 25 0to|12|0lM 5 17 i E A 0l40] ERTMS K
215+ CIO|E{HI0] 4 nho|a oA #ielLich o] W2 Ys|4 Heto] W2 ChAl AR Bl

O1Z HiX|= Oto|adfojMe XIHELICH O RdstX|EH AE[E THA|E OHO[TE|0|MEC B2
Aol 2ok
S&-+& nto|azofM

A Cl|O|E{H|O|A 2t CHA CiO|E{HIO|A 7 S7I8HE AEHE R X|ZIX|PH AA C|O|E{H|O| AR HAA
OHEEIHIOIHOI EHMMEE ®{2|5t 1 CIO|E{= CHA ClO|E{HI0|AZ SA| L= C|O|E{H 0|4 OfO|
agjo|M giedell |ct. cHA O|o|E{H|O|AE Ofo|2 0| & ot ERMAMET {25} K| L& LICt.

A &=
MO0 ESStn 2E0f CHE B dhe ZH2 AlMSHE SQL gLt &A g2l o2
SUM 2! MAX 7} Ql&LCt.

Al

CIOIEHMENAM 7HR] HEE SF M2 2 AfMstE Z2MAQILICH APt 7l HE ESol =
0| & = A&LIch EE Clo|EHE o ol 7H! tlo|B{ = 7HF &I K| ef&LCH.




AWS H#E 7tol= E M85tof ZEto|gl HERI E AWS Sal 2=8o0|jA MHE 2 of
o|z22{|o|4d AWS Application Migration Service

0l

S2MEC HIAAPE 0L HIE 2 50|LF B ST 0[olA] BHE Rl 2 X0 AFE

offZ2[70|M o

WURYO{ZRE| AIAS B3 57| QIsH S21E HBEAOIME ASSHES 5185 2ot M o
AlolL|c}.

ol

ofEZZI7old ZEEE|R

OHEZIA0|M & LU | X| 2| IS ofZ 2|70 | HIEL|A 7HX|E HIR S0 ZE|0i| A At
E5t= ZF o Z2[A oMo CHEt MR HE 22U O| HE= ZEEZZ|IR B A EM Z2A|
Ao 2Mplo|rd oro|zlol4, BACHE 2 %25t e o ZEE(Ao|ME AlEetn M=QE Héte Ol
T &0| Euct.

1 Xls
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213 X|5 2Y(AIOps)
7|1H & & 7|-HE AH83510 RE 2HME SHASIT, 24 QIAIEHE L AEX THUE £0[1, MH|A
E&2 =0l T2 MALICH AWS 010|210 TiEF0oi| A AlOps7t AFE El= rqoi| CHEE AHA]
gt U882 28 S8 7I0|=8 FESHAAIL.

HICHE &= 3}
st 4ol 7|, & AE5HE Tt HEE 7|t =55 E e Z2tolH! 7|E M85te = g E|E
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17435| A8t z|o{of ELiCt
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LFE, H™EE VI|E 27t &l A0z HIO|EHIO|AL| CIOIH 280 2P AEMHE &
ot AZER0] 4 MEQILICE.

ABAC(E4H 7|8 A M| A Zf|of)
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BM, 2T, Bl 0|§ So| AASA 88 7IHE MESHE HEtE dddste WAIULICH XpAIEH L
22 AWS Identity and Access Management (IAM) A 9| € ABAC AWSE & X3HA2.



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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