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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

o)

P 4= Qle £ OHE =7 LT O] ME[AT Eot ZARAE M AL Kl ol CHEt AHAIEH 82
AWS Security Reference ArchitectureE & Z35HMIL.

MacieE OI&, F4& H MES AEE & U= 7B 40 22 712 AE WEPNE Z7s6o MY
E7tste EH?.LE DIZE ClolE R S5 AXIg = A&LICH =X Il Clloj& Yolg Hrdsts
#X| 7122 Holst7| flsh AEX X1 HIO|E] AEXE d8E +x &Lt
Z X0l M 7HQ! Clo|E{7F Z & El Amazon S3 HHZ!oi| CiEH of| HIO% O|5t™ MacieE HE HIAH
LIESZ A&3t04 7HQI HIOIE7} /U= °IxIE X&EXMo 2 xHEQlst e iRl HIOIEE E5sts Uy
£ M3 E == A&LICH AlZHstEA™ MacieE Ed3tstn At S3HEl Bz 5 0|5 AME T4 LICH
Macie= HIE X 7Fol 2 & S3 HZ!S| HAE XEH2 2 EMFLICH AWS 2. Macie= 7H2! H[O|E]
7t &FshE /IXIE LIEHHE CH3tE o1E M2 ddstn /K| 22lgfLict xtSstE 2z et ololE A
M 7|52 HI8S HHStD AM AYE =502 MY W HE 2|43 E S MAEIR&LICH &t
SatEl 2z 8 Clole A 7|58 7|8 e 2 YUES T MacieE AFE3H0 Al HZ! = J1E HZIO| M
CIoIHE AtSe = AX|E Chg €& ool 27 Ef29t H|w5toq CIO|EHE HABE & U&LICH X
e AUl HE 23 Blof ¥R EREAL EREIX] 2 HAE MAo| 225 0] o} 7[H|

ME F gL

E Ar&35tod ZEo| 2 E H'Hof CHal MacieE E&ste = A& LICH AWS Organizations. XtA|8H LIS
2 Integrating and configuring an organization in Amazon MacieE & X 5tM|2.

Hol ouU - 21 of7}ole HHX

© M2 ZA
O{E1E 0| o742 ET MBLICH ZHEHEE M2 FAboll & od5t04 AWS PRACH CHEH TI= 2 A
Tsh FaAlR

23 otztolE HEe et MHlA HofEEFH 0l 2T R88 ¢ ASssts IR 0f
HGoll cher ZhMIE LH8 2 AWS 2ot HZE of 7|HZ{(AWS SRA)E HZESHMIR. 21 M8 AEE A

S5IH ZE 21 M
ElAH | HMAE = Q=

— 2 T AR

*H

(@]
B IS MB5D QATE OIS HEA} B EoIA Ol 219
PELIC 8 ROIM 29t Riof L Eole] B W wuE &
g % &Lk S CholofaRol M 21 obstol
2 A PAE AWS 2ot U Ol HE 25 MHIAE BoiELICH

A

ASBZ I HEES 2

Hotou -2 ofztolE HH 19


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/add-rollup-region.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
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https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
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https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-sensitive-filters.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-denied-topics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-word-filters.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/machine-learning.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/crypto-computing.html
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
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AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

CodeGuru Reviewer7} Z4X|& = Qle &5 9| A
XML,

i

£ 2 Amazon CodeGuru Detector LibraryE 2t

Amazon Comprehend

Amazon Comprehendi= Q0{ HIAE EAM0i|A QIAIOIE I HAHE 7| 28l 71H St&2 A

£ Xpedo{ M2|(NLP) MH|AQLICH Amazon ComprehendE &, BH3 E = HIXMHE HAE A
ol M 7HRl CI|O|E{E& & X|stT =& £ U&LICH RMEH LHE 2 Amazo [e]
Personally identifiable information (PI)& & X 35HAL.

>3
Q)
(@)
3
©
)
D
0
D
>
o
nx
0%
x

Amazon Comprehend0l& AWS SDKs S8t ol Z2|AH 0| S& 2 st ChY st %*"OI pos=g=N-1
Amazon Comprehend& At&35t04 C|O|EIE =&, X‘l” 1 M2lste ChEet ¢

Algdsh £~ Q)& LICH Amazon Comprehend ML 7|S& AF&3H04 O Z 2[7 0| A E:L(AWS gz 71IA|
=), 12 O|H Y, X[ E|Z! S2| 742! CIOIHE 7*X|0F_L =g P
o| o} 7|Ellx{ C}olo{12 0| M= Amazon EC22| o Z 2|7[0|M CHal O] &8 £=sl= WS
0{&F L|Ct. Amazon Comprehend= Ct21t 242 F 7HX| =8 ZEE NS LICH

{I]

|

I-II

« REPLACE_WITH_PII ENTITY_TYPER Z Pl QIE{EIE Y Yo 2 HIELICE o€ 504 Jane
Doe= NAMES 2 CHA|=!L|C}.

« MASK= PIl IE{E|o| ZALE Hote 2RHL #, $, %, & E= @)E HiELICH o|& £04 Jane DoeE

w2 W S QlaLich

Amazon Data Firehose

Amazon Data Firehose= AEE[Y C|0|EE Z4Xx{ & #4&5t T Amazon Managed Service for Apache
Flink E= Amazon S32} Z 2 CIR2AER| MH[AR EE5t= O AAEE = U&LICE Firehoses &
HE{ X2l mto|Zztolg HEd e 9o/ o E|70|MH 2ot Z2 tiE S| AER|Y HIOIEHE ™S
st= ol At AFSELCH

Lambda &f & AL&5t0{ CI|O|E{E Ct2AERI e = MEs7| Mol AEXR X|H EE 7IE MS *E|
g +dE =+ UgLIch 7l HE E5 & @fsll 0| 7|s2 Clo|E x|a%t & =71 ZF Co|E H& 2F
A& E X|HELICEH 0ol & 01 Lambda X FirehoseE At&35t04 21 0t710|E AHolM 5 &S st

§t7| ™ol Cts 21T 23 oI0|EE HEHe = A& LICh RHA[EH LHE 2 Biogen: Centralized Logging

Solution for Multi Accounts(YouTube H|C|2)& A|E35HAL. PD o E 2|71 0| H|%H 0l M Firehose &

& AERIOZ 28 F Al AWS CloudTrail 3% Amazon CloudWatch /& FM§L|CH Lambda
I.

B4 208 WEsto 211 050l Aol 5Y S3 HUSE A ELICH QI Blo|E7 ZEHE
S LEE HAYSES Lambda B4 8 T4 + YLIck 2124 AWS 2IH0iA 42! colEfol

Amazon Comprehend 33


https://docs.aws.amazon.com/codeguru/detector-library/
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
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https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
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https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html
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https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html#concept-xks-proxy
https://www.fpc.gov/resources/fipps/
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https://aws.amazon.com/big-data/datalakes-and-analytics/datalakes/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/tag-based-access-control.html
https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
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https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://aws.amazon.com/blogs/compute/best-practices-for-managing-data-residency-in-aws-local-zones-using-landing-zone-controls/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/whitepapers/latest/security-design-of-aws-nitro-system/security-design-of-aws-nitro-system.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-concepts.html#term-socket
https://docs.aws.amazon.com/enclaves/latest/user/kms.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
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https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-configure-processing-jobs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://aws.amazon.com/sagemaker/data-wrangler/
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https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store.html
https://aws.amazon.com/blogs/machine-learning/automatically-redact-pii-for-machine-learning-using-amazon-sagemaker-data-wrangler/
https://aws.amazon.com/blogs/machine-learning/automatically-redact-pii-for-machine-learning-using-amazon-sagemaker-data-wrangler/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
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https://securiti.ai/blog/evolve-your-data-mapping/
https://securiti.ai/
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
},
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyAllOutsideEU",

"Effect": "Deny",

"NotAction": [
"a4b:*",
"acm:*",
aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"cloudfront:*",
"config:*",
"cur:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",
"iam:*",
"importexport:*",
"kms:*",
"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",
"route53:*",
"route53doma1ns:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
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"s3:PutAccountPublic*",
"shield:*",
"sts:*",
"support:*",
"trustedadvisor:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"

.
"ArnNotLike": {
"aws-PrincipalARN"' [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"
1,
"Condition":{
"ForAllValues:StringEquals":{
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"

I
"StringEquals":{
"dynamodb:Select": [
"SPECIFIC_ATTRIBUTES"
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"Version":
"Statement": [
{

"Action":
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[
AttachInternetGateway",
CreateInternetGateway",
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CreateVpcPeeringConnection",
AcceptVpcPeeringConnection",

CreateVpc",
CreateSubnet",
CreateRouteTable",
CreateRoute",
AssociateRouteTable",
ModifyVpcAttribute",
*TransitGateway",
*TransitGateway*",

"globalaccelerator:Create*",
"globalaccelerator:Update*"

1,

"

"Resource": ,

"Effect":
"Condition":
"ArnNotLike":
"aws:PrincipalARN": [

"Deny" ,
{
{
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"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

AWS KMS 7|& AtE35tE{H 5Ho| 2 erL|Ct.

@ HE ZA
oi{E2 ol o|7dg E1 A&t ZHEHSE ME ZAtoll £ o45to{ AWS PRAO] CHt Z|=88E A
38l AL
CHS AWS Key Management Service (AWS KMS) 7| 22 oo dZgolE Y EM7I ZHE
o| E¥ztat UR|et= B 0B AWS Nitro Enclave QIAEATLKMS 7|1& AF8SIES {8 FLICH
Ol Y AMEE = = Za 0|28t C0|EE HS5tES S FLCt o]l HAo| =&|of 7Hel
2 B35 I HIo|IEE Bt ol 20| £l Widol| cigt XhAlst LI 2 0] 7H0|=9] AWS Nitro
Enclaves MM &= 3tk IR 7| %4 2l AWS Identity and Access Management (IAM) &3 20| Al S &
T A 2 7|/ AWS KMS A S52 =7 7|E HZ ML AWS KMS.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,
"Resource": "*",
"Condition": {
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"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbbl1b8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216@EXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}
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* AWS Security Reference ArchitectureAWS( SRA)

AWS A135 A

» Data protection(AWS Well-Architected Framework)
« Data classification(AWS 24 Aq)

» Amazon Web Services: 218 & 78 &(AWS HA)

« Hybrid architectures to address personal data processing requirements(AWS 24 A)
« AWSOIM GDPR %8 &£ EIM(AWS Ei M)

+ Building a data perimeter on AWS(AWS 28.A)

« AWS E0oF MM

. O|O|E{ Z2}0|HH{A| FAQ

* AWS Security Assurance Services
« AWS Digital Sovereignty Pledge: Control without compromise(AWS 2 21 HA|2)

« AWS Eot 3t
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