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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources"

1,

"Resource": "*"

}
]
}
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"Action": [
"cloudformation:CreateStack"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"cloudformation:TemplateUrl": "https:// my-CFN-templates.s3.amazonaws.com/*"

}
}
}
1

}
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EtXIof| CHaH AT {5t 22| CHE IAM {EFXIO]| M E ZHE HEE = USLICH CHS H2H
22 EX AWS 2™ 2ol M X CloudFormation ABHE H|0|E5tHLE AXE £ Q= HEHE HE
stlc AWS A%,

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>"

}
1
}
O] M2 22 us-east-1 AWS 2™ 2/of Q= MyProductionStack CloudFormation 2B 4|
O|E 3Lt —.I1|°* 2 ole HetE 7B & LICH123456789012 AWS H|X. AEH IDE CloudFormation
2L0|M =g £ U&LICH CHE2 AFE Atd|ofl 2 Al O] B E 2| Resource RAE 5= &
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"<ARN of the allowed privilege IAM principal>"
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https://aws-samples.github.io/aws-iam-permissions-guardrails/guardrails/scp-guardrails.html#scp-cloudformation-1
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#id_roles_create_service-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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CloudFormation MH|A &2 A8 3104 CloudFormation® S&l 2lAA S ZTZH|X'JEtE{™ IAM £
EFXOIH ME|A dgtg TEE MEHo| Qoo BL|ct fIEFAL HEtol & ol ARNZ X|H5t0 EH
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"Sid": "AllowPassingAppRoles",
"Effect": "Allow",

"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account ID>:role/cfnroles/*"
}
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"Sid": "AllowPassingAppRoles",
"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/CFN-*"

}
Ol YA HHE Q0= cloudformation:RoleARN Z71 7|& A& 35l0q XA HEF HMAE 2|5H
ID 7|8t HAo| M MESHE Mo{&E FIt= MSE = U&LICH CHE HH BHE S Sof IAM /IER=
£7 CloudFormation AlH|A %82 HMEste ZR0Bt AR M4, Ao|E, AXE 4 AeLict
HE S ZE =7 7|0l A & 0|4 2| CloudFormation A{H|A 3&tol CiEt ARNS Holg 4= &Lt

"Sid": "RestrictCloudFormationAccess",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"<ARN of the specific CloudFormation service role>"

et cloudformation:RoleARN =71 7|& AFE35H04 IAM R{EFRF7F A ZFodof| CHEH #EtHol
=2 CloudFormation MH|A &g MY SR 2SS MEHE &= UELICH AT ALK M
StringEqualsOliM StringNotEqualsZ #4735+ 7|2t 5t EL|CH.

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringNotEquals": {
"cloudformation:RoleArn": [
"<ARN of a privilege CloudFormation service role>"

CloudFormation AH|A 3&hof| CHEE AlE| A 1A

ofgh AlZ| MME |AMO| g0l HAE T FlAA F[uk QUL AlF oML g e ~oE
4 QU= 1AM SIEHRHE FOIBHLICH AIE| HAOIME AR I8, AH £ MHIAE QISHAIE x|
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= U&LICH IAM 2{EFRF7| CloudFormationOil CHEF MH|A 8 E CHE MH|A| MESHR]| 25
o4&t o| AE| ZEH0i| A CloudFormationg {IEHAIZ X|HE 4~ Ql&LICt.

CI2 AlZ| A2 AF25HH CloudFormation AMH|ADE MH|A @482 £l 4~ Ql&L|C}.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
}
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html#configure-stack-options
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-intro-example
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-reference
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-samples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:SetStackPolicy"
1,

"Resource": "*",
"Condition": {
"StringlLike": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
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"cloudformation:StackPolicyUrl":

"<Bucket URL>/<Team folder>/*"

}
}
}
]
}

O] HH HHZEME IAM QIERI7F 2R E ARl AR YMS e LTt l&LICH IAM IERLY
EM AEN HMOZ AENS MME HEHO| UCIEIE AE] HAMO| gls ARME MUt S MEE £+
&Lch
AR Y
T E IAM RIEFXI7F Aol ABH HMS ST S SE{H MH|A Mo WH(SCP) = HEt FHE
o 7IECYUE Holg & J&LICH
Che EX MEoMs AS HHE W IAM QIEIRI7L AR HAM S g F5Hof 5= SCPE 74
St WS Ho{ELIC IAM QIEFRIF AR MM S AASEK 9£9E ABHS Mg =+ olgL
Ct. 8 O] 22 AEH AYO|0|E HEH0| U= 1AM EFALIE HH|I0|E Fof| AR HAg XA
5Kl RSt =S gLict o] HME cloudformation:StackPolicyUrl =74 7|8 A& 3104
cloudformation:UpdateStack &S A Et&hL|Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack"
1,
"Resource": "*",
"Condition": {
"Null": {
"cloudformation:StackPolicyUrl": "true"
}
}
}
]
}
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https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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- Deployfiles_buildE CodeBuild Z2ME O|§ JLICt.

« Deployment-Pipeline CodePipeline2| I}O|Z2}2I O|& lL|C}.

Amazon S3 H{Z! H 9|

HX| YAML &@4lo| BIAE 12 QI CloudFormation ElZ2!0{ M S3 H{Z€ X o|gfL|ct.

amzn-s3-demo-bucket:
Type: AWS::S3::Bucket
Properties:
PublicAccessBlockConfiguration:

BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

Amazon S3 H{Z! =i Ho|

% ChZ CloudFormation B/ Z Z!0{|A Deployfiles_build ZT2MEQ} Deployment-Pipeline
uto|Z2FRIBH HZ!o| HMASHE S §{& st HA A S M/ EE LI

MyBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref amzn-s3-demo-bucket
PolicyDocument:
Version: "2012-10-17"
Statement:

- Sid: "S3ArtifactRepoAccess"
Effect: Allow
Action:
- ‘s3:GetObject’
- ‘s3:GetObjectVersion'
- ‘s3:PutObject’
- ‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}'
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}/*"
Principal:
Service:
- codebuild.amazonaws.com
- codepipeline.amazonaws.com

o{|X|: Amazon S3 H{Z! 0|2 21
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Condition:
StringlLike:
‘aws:SourceArn':

- !Sub ‘arn:aws:codebuild:${AWS: :Region}:${AWS: :AccountId}:project/
Deployfiles_build'

- ISub ‘arn:aws:codepipeline:${AWS: :Region}:${AWS: :AccountId}:Deployment-
Pipeline'

- ISub ‘arn:aws:codepipeline:${AWS: :Region}:${AWS: :AccountId}:Deployment-
Pipeline/*'

O| HZ! M=Hoj| CHEt CI2 ME MEE & 15HM2.

0%

. Resource RAE CHE Amazon 2|AA O|F(ARN) A AI86te F 7IX ME CHE 2l&aA &
Lt&E g LICt.
 S3 ZiX|2| ARN &
Ct.

« S3 HHZ!o| ARN EAI2 arn:$<Partition>:s3:::$<BucketName>L|LC}.

1=

2 arn:$<Partition>:s3:::$<BucketName>/$<0bjectName>LL|

s3:GetObject, s3:GetObjectVersion & s3:PutObjectd= S3 A 2oL K&O| EH35t
1 s3:GetBucketVersioning 0= S3 HZ! 2|44 RYE0| EEL|Ch ZF 2ol 28t 2|4
s&of chgt XEMIBH L& 2 Actions, resources, and condition keys for Amazon S3& & X 3HAM2.
« Principal 24 & BHEH Ho|E Amazon S3 22 +3E + U= AEEIE LY
A< CodeBuild 2! CodePipelineZt 0|28t 242 +&8E = U&LICH
« Condition 4= Deployfiles_build CodeBuild Z2ME Deployment-Pipeline
CodePipeline TtO|Z 2 Q1 5! IO Z 2} QI 24Pt HHZ!of| AMAE = UTF S3 HZ ol CHEH HA|A
E F7I2 Mstect.

II9£
T
o
o

A HA2 HZlof ChEt AMAE A o045t X|BH CodeBuild & CodePipeline®l| EHZI04| CHEF M| A 75
2 2045 x| &t &LICH HMA HEHS F0{5t2{H ZF MH|A| CHEF MH|A AE S st ZF MH|A
of CIS HWHE S F7}HaHoF & LICH CodeBuild 2 CodePipeline2| AMH|A 482 MH|A 7L S3 HZ! &
St Zl|of HMAE = UEF HSELICH

Sid: "ViewAccessToS3ArtifactRepo"
Effect: Allow
Action:

- ‘s3:GetObject'

- ‘s3:GetObjectVersion'

o{|X|: Amazon S3 H{Z! 0|2 22


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3.html
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- ‘s3:PutObject’
‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}"
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}/*"

0| Al: Amazon S3 HHZ! 0|& 23
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of CHEF =|A T8 28 Al2dl AWS CloudFormation

O| 7}0|=0{ ME CloudFormationE S5l ZZH|XJEl & 2|01 CHEE Z| 4 Het HMAE 75
HFA

o
= O M%%* £ QlE CHFsh X2 vhAl AWS CloudFormation It & 7} X| & o| Mag HESL|CH
0| 7l0|E= |IAM IEHA}, MH|A Q38 ol AEH XS =5 CIoudFormatlonoﬂ CHEt HMAE Fdst=
Ol 32 SLich 2 HE Al & 28 Atell= Mt e AF8KIe| o=t X| f2 d St ot &t
TEtE2 A48 = U oM HRAXNEREH HY U A RAAE ES5t= O E80| E=5 MA
T|RA&LICE.

CtE2 0| 7t0|=0iAM dBet= 2 Ated|ol| CHer 2oF HE QILICH Ol2{E 2 A=
CloudFormation & CIoudFormatlonE S ZT2H|IXIE 2|AAO AL HEHS FMHE M &4 HE

HEE Easte ol 280| E + A&

+ A879} 20 CloudFormation AHIAE ABEHE C B2 AHA +28 BYsD Be 212
ol & HEHEH SO{BHLICH oI S0f QI W A
C

Of AERIH = £B40| Y, UHIO|E E= MME & %ﬁxl of&Lch.

« CloudFormation AEHEZ S3l 04t R 2| AWS 2[AaA
<, 2ot FAo| A4 5 7([gh HAol AWS AMH[A R = =
H|& &S AE3104 CloudFormationO| 2ot FH|E CHAISH0] 2| AAE Z2HIXISHES 61& 6

= W0l E&Lct

« |AM RIEFXtod CHEH ID 7|8t 242404 A cloudformation:RoleARN X714 7|E& At235t0{ MEE £
?!= CloudFormation AH|A @i& £ A|o{ghL|Ct.

. HEtolAaZApo|MHE YWX|Sled™ ClSS & hLct
« CloudFormation AMH|A0]| SHHAE £ Ql= DE |AM QIEHKICF 0|S 9] HMA £FEES A5

LB LI
. OlE43t IAM QIEHRIO] UMIAT 4 /= AR RHE WZSHH ZLIEIZELICH
o

et e MH|A &2 CloudFormationofl MEHsr 4= @

. = AE IAM QIEfRIC| S E ZLIEHEE L
CH ID 7|8 HX 2 Sall IAM EI/\/\E g Heto| i =+ UKRIE HEY = JUE MHlA HY

O—I
IAM 2| AAE M

ro

+ CloudFormation2 S} Z2H|X{EEl 2| AAE ST AMH|A0| CHEF MM A 22| HE AME Al Hot
2 AHE FESAMLR.
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« ID 7|8t E3 al 2|AA T8 Z2oi| CHEt O] 7H0|=2o| HE AtE S EtstEd™ AMH|A &0 22
(SCP) & T8t A7t Z2 x4 HEtoll CHEt F7tEQl 2ot XMoE F35te W TE{grLict &t
HE i8S Ch8 B BHelg B xstal

CloudFormation A2 A{0f|= CloudFormation2 &

S|
7t 2 AtEile 2o H ARE7F 2B E|of Ry&LIC _ESP 0
MAE 2[EFID 7|8 H3 7 2 At MM S HZESHHR

ol StMstH At st Ol =20 E.I= =
I

E 9| |4 H™$F CloudFormation <4
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security-best-practices.html
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(=]
Ct=& EHA
O| 7t0|E 2| HE 2l M E AFE3104 TR0 M E|A HEE HEE MEE £ UEGLICH 2[AA MMO
FIt EIAAE HESIE 20| E4LICE 047[0l= HAME EXEste Ol E20| &l MYHAM x4
EF7F & x|of AU&LCt
0| 7}O0|== AWS CloudFormationO| CHEF Z|A HEH HMA LS AES= O 20| £ =25 ZME|
R&LICH gL &9l #|A He HAIg 35t Ol E380| &l £7F 8o MAo| &LcH &
4 2 HIRLA @7 AHEof et o] 7H0|= 0l M MHEHKR| &b = F71 Mo{E F&stedn & = U&L
Cl. CHS EHAIOIRF REMIEH LIS S & Qlsied™ £[A HEH L HMA S FHEt 0 2 E CFS FHE

HEstE XWol E&LICH

Permissions boundaries for IAM entities

« MH|A X|o{ HEH(SCP)

« AE2A AHEH HMAE |8 &

- O}O|RIE|E| H|{&|o|M

- IAMO]| CH&H OFX[2to 2 HMAS HE 27

Ch& =7 & CloudFormationOf| CHEH Z|A T3 HAM|A L HEtE BLIERSHE ol =20| E = A&au
Ct.

« AWS Identity and Access Management Access Analyzer

« AWS Identity and Access Management(IAM) 2& 2| Access Advisor B2 A+ 5104 IAM IDOH| CH
st ot £ 8k HEtE AlE £~ Q& LICH 24 of| A& Tighten S3 permissions for your IAM users and
roles using access history of S3 actions(AWS 221 HA|Z2)E HZ3AM L.

cfn-policy-validator(GitHub)2t Z2 2 =7 & At8304 Bt 3t HetE AlHE = &Lt

CloudFormation T8t2 M35t #elsteE O 258t 29 X|&™M S8 & X|&™ H&(CI/CD) Tho|=
2t2lE AF 35104 CloudFormation ®EIZ2!€ HIEZ5t= 10| E&LICH 28{H 21X @7 9| & 0| £0
ET H|E T2 MAS| £ 7} b EIL|CH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#role_cross-account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#id-federation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://github.com/awslabs/aws-cloudformation-iam-policy-validator

AWS HE 7tol= off CHet =|4 Hetof CHEF Y2

% AWS CloudFormation

C|AA

AWS CloudFormation A3 A

e E A23510{ HAA A0 AW

S Identity and Access Management
« AWS E[AA T (Y ’E.*ZF_

- O HEtS PIstE AE MM AWS MHIA

+ Actions, resources, and condition keys for AWS MH|A(MH|A &
| A& TBEF HM|A FHEF £ 04(AWS Well-Architected Framework)
o E|4& HEHIAM EH 2 7[HAWS EE2 HAIE)

. E

CloudFormation A& A
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/least-privilege-cloudformation.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HE 7l0|= of CHEF &[4 Fhol| CHEF 2 7234 AWS CloudFormation

243 oo/ Z*(CDC)

ClO|E{H|O|A E|0|S 2t Z2 HIO[E 240 #HE LIES FX st #E Aol e HEHC|oIEE
7|55t Z2MAQILICH CHY A|ARIC| #HE LIS A Atst7HLE SXlstod SVISHE ®XIste S

o|CtYet == CDCE M8 = &L

7t AX[L|0{E

AMABRIS| SHAE EHAESY| 6l oMo =2 oLt SH O|HEE T ELICH AWS Fault
|njeCt| ervic e( WS FIS)E AF&3t0{ AWS I 20| AEBAE 1 82 HItste &A™

Cl/ICD
XS5 S8 U RIEH HES HTHML

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

CH&f Ol CIOIEHE AWS MH|A = &lst7| ol 240l M T|o|E & e S 3tefLct

282C &4l MEI(CCOE)

gotec 29 AR Y, ElAA S, 0tol2a|0M EHUEtel M, CHF 2 HAIS S8 T ME
S Z% ©AHoIM S22C MY =S FTISHE CHEof EQALICH RFMEH LIS AWS BBH2E
QIE{Z 20| = 2 E2 10| CCoE AAIZE BEFHML.

golec #EY
2474 o O|E| AE2IXIS} 0T ClHHO|A BElof Yo ABEE 28t9E 714 2219E AL
e Yutsoz x| HFE 7l&of 7Elof LT

gotec 2y oy

T Z&0 A 3L} O|Ak9|
I:L AT 82 22t

2R E AEH BHA|

[r M
o
40
[N
o
ox
mjo
4
B
B 0x

Z%|0| AWS 22t =2 oto|go|Me mf et e 2 HR|= 4B AHE ChEnt Z &Lt



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS HE 7l0|= of CHEF &[4 Fhol| CHEF 2 7234 AWS CloudFormation

c ZRME N 3Y U ss SO ¥ UK 229 BH ZEME MY
. Jl¢h - SERC A ST 2B 7% FAHO): MY E MY, COE Hol, 2% 2Y 75)

- Oto|zglo| - 7 of = 2|7 0|44 Ooto| el o]4d
« Re-invention - X|& 4! MH|A %|Z35l2F SR E &4l
0|24t Bt = Stephen OrbanO| 221 H/AIE The Journey Toward Cloud-First and the Stages
of Adoption on the AWS 22} E Enterprise Strategy = 2 104 A Holi&LICt. AWS Oro|22 0|
M T2k o{H ol UKol Chet AtAIEH LI 2 oto|Zel|o[M #H| 7I0[=E & EESHAML.

AN -

CMDB

T 2| CIO[E{H0|AE HAStM 2.

E g|ZX|EZ]
oA FE HBM, HE, AT EE S| 7|Ef RO HH ZE| ZEMAE S5l M =T U]
Ef|l= {x[QLICH et el 22 E 2|Z X|E 2|2 GitHub & & Bitbucket Cloud7} Z & & LIC}H.
=

=
=
gfLICH Ofo[Z =2 MH|A FRUM Z E|ZX(EElE BHY 75 HEY
12 0i2] E|ZXIEEIE MEE =+ U&LICH

Hlo4 QU7HLE, MCHZ A LAXIX| EA7HLE, el E[7AHLE 2171 @l= CIO|IB{E Z &S
LICH & M2 2Lt ClAF 0l M Ci|o[E{H|0]& RQIABIAE 2lo{ok 5t7| E 0l S50 YFE O|X]
M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

£ o|o|E
7HO| HMAL|X| ot Yo

| =
soz =gl #2/7t 58 e o| HlolElE Af50| 2 HIgo| Met AEEIK| A8 = 22
b

Ct.
A2 f7|HHES HAY = U&LICH
ZEE BI™(CV)
7| st&E AHE5tod CIXI™ o|O0|X| & HIC|2e 22 AlZFA] Al M E% 2M5tn FE5H=
Al ZE=2lL|Ct 0 & £04 Amazon SageMaker Ali= CVO CHEH O|0|X| M2 YT 2IES MBS EL
Ct.
IFHCEEZE

AR B 0| N EIE Aefol M HZELICH 0|2 QIs) I 2 =7 FHE E45HK| o
g 4+ 200, ol Yertoz MA0|T SlE 5IX| She SelelLch

36


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

off CHEt 2|4 TEtol CHEt 2 7234 AWS CloudFormation

AWS H¥ 7t0|=
=4 0 0|E{ & AY(EDA)

[=]

CIOIEl MEE EA5t0] =2 §4
"7| ZAE £#sto] IES # 1, 0|42 B[S, 7HES HAUFLICH EDAE 2
Ztste Wostod +YELIC

HE E|0|=
AEF A7|0te] B EHO|EULICH HIZL|A 2A0f CHEt W™ O|O|EHE MERLICH diitdo =z
WE 0|22 50| A= ¥ L & Elo|S ol CHE 2I2f 7|7t Rl Yot 20| F 7tx| ¥ /8
£ ZEefuct
bt = AJTH
e = F7|§ £0|7| /sl BIHE & EHAEE Ar8sts Ao LT oAt HZ Aol
AedL|ct.
Foff Azl EA
ofl M EroHo| WEFS XFtetn QIR E 0| 22lzig JiMetE +| E20| Kl 7t8 ¥, Aws 2™
ZHEE Zoiel == dIolE el Z2 AWS 22t EFAH LI REME LI 2 AWS F ol 7
2| ZHE HZxstHe
7|5 2%
HEHX|E FHESHMR
7ls
2 M= 2telo M F71Mez

g S0 M= &ZolM 7|52

of=o0i A
iR El= oloXK|Y += % 'Al—lEF
78 8L
2o o Fof §40| ot SLFHXIE LIEHALICE Ol Yitx o 2 SHAP(Shapley Additive
Descriptions) & S8 JOCIHEQt 22 CtYet 7S Soll AME = Ue X HeE EHEL
Ch REMISE I8 2 714 &ts 2= siA 7S 2 HESHMR AWS

7l e
%7t AA2 CIO[EE B2 e, 22 67U, B HloE HoolM of] ME MEES 52
Ste S ML Z2MAE 93l Cl0E|E 2/%ststs ZelLich 0|2 S8 ML 2Ho| Clo[ElS 28



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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