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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html#Concepts.RegionsAndAvailabilityZones.Regions
https://docs.aws.amazon.com/general/latest/gr/iam-service.html
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html
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https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
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https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
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https://docs.aws.amazon.com/general/latest/gr/kms.html
https://docs.aws.amazon.com/general/latest/gr/asm.html
https://docs.aws.amazon.com/general/latest/gr/asm.html
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https://docs.aws.amazon.com/general/latest/gr/sts.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
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https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-components.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
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$ nc -z data.iotsitewise.us-east-1.amazonaws.com 443

Connection to data.iotsitewise.us-east-1.amazonaws.com port 443 [tcp/https] succeeded!
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https://netcat.sourceforge.net/
https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/gateways-ggv2.html
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https://docs.aws.amazon.com/greengrass/v2/developerguide/setting-up.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/gateways-ggv2.html
https://docs.aws.amazon.com/general/latest/gr/iam-service.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html
https://docs.aws.amazon.com/general/latest/gr/greengrassv2.html
https://docs.aws.amazon.com/general/latest/gr/iot-sitewise.html
https://docs.aws.amazon.com/general/latest/gr/kms.html
https://docs.aws.amazon.com/general/latest/gr/asm.html
https://docs.aws.amazon.com/general/latest/gr/sts.html
https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html
https://github.com/awslabs/aws-iot-greengrass-accelerators
https://github.com/aws/aws-connected-device-framework
https://docs.aws.amazon.com/whitepapers/latest/security-best-practices-for-manufacturing-ot/security-best-practices-for-manufacturing-ot.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/endpoints-for-iot-sitewise-edge-gateways/endpoints-for-iot-sitewise-edge-gateways.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/endpoints-for-iot-sitewise-edge-gateways/required-endpoints.html#endpoints-s3
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AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

OE HEtstes A2 S Y = U&LICLAWS = A 7|0F #HEto| 20| El= AWS SCTE

EXILE M Ll Al THY @l0] XIEHoZ 28 + Us FTZEL S HAAAE2 XIS
g5 MSst, 80l Olxle SEE =4 ststHAM CHY

ANES HE EFHES 2 7I2(0T) AlXHES Hohststn Yaslolsste o
AMelLich SIAE IS R0l ket EXoIM CIOIEIE £ EstT MFsHe o

J17 5t 2HE BHsHE Ol ASElE ClOIEMENM 2R ElE olg0| XHE 7|5 ool
YelLIch S0IR CIOIEIE AB80f 2 S E=012 ClOlE MR 2 Y58 B

&35 Ollo|E|o|4 oto|zzeio|4

S 2l8t Of|O|E{H| 0| A EIS 2R 5= CHA CI|O|E{HIO|A R A A Cf|O|E{H| 0| A 00|22 0]Ad(0d):

o =L

Microsoft SQL Server0i| A Amazon RDS for SQL ServerZ) &3 0+0|22{0|M2 Rt™Mo=Z 2|5
AR EE 2|ESEY 2o AR LTt HO|E|E HIO|E{H0|A REIEZ|IEIE AHE3t01 A7|OHE
oto|agilo|ME = AU&LICt.

AFE A4 BHE DIOJEH(0l: AAIZH CIOIE] i 2|2 #of GlojEf). Yk 2 o] ColE{ol it
£ 22 SE2 MBs| I3t 145 A2 A g

O
i
rr
oy
=
>
]
E o
fo T

ol

P A

™

ZzEHME EEo &8 =XE
AN

sto|m 7o 7|zt

Mgt 2= oto|zclolMd Blo| EXE sidstz| flo 22t =0iM oto|zo[ME ofEE|7|0lME
#rElet ZLEZstE 7|ZHLcH dEtHoe 2 o] 7(ZH2 1~4LILICt stolm7io{ 7|zto| ZLt
oro|zgolM B2 LMo 2 off Z2|7 ol CHe Mels Zete*s 29 Blol gLk



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

laC
FAEYE QIEPIE FXFML
2 5 7|8k B

AWS EzteE # Lol M HMetE Holstes stLt ol4el IAM 2ot Fxfof 4ZAE Hailu|ct.
5 oiZ2/7 ol
90 S¢ot Y CPU X M2 2| A8 0] 5~20%Q! o E 2|70l lL|Ct. Ofo|azolM Z2MEof
MeE Ol2{Er i ZEFI0|ME M SXIstAHLE 2x 20|20 FX[stE 20| LM Lot
lloT

7IE QZEE UOO|E, IR EE= sl i Z2HM I 2 =0f CHEF A QIZEHE B E 5
= RELICH HA E7lsE el=zele HA 7tsE QlZElEC A Mo 2 O AEtE |1 HE ™ 0|
H o= 7ts&LICH REMIEE LI 2 AWS Well-Architected Framework?| B3 27158t QIZ 2=

AWS C}E HH ot 7| x| M ol ZE2[7AH0|M IR M HERXT AZEE 2, dA & 2t*Eet=
VPCRILICE AWS Security Reference Architecture0ll M= OfZ 2|71 0|0t w2 QUE{ 7to| &

e QEHO|AE E5517| 95 QIHIRE, Ol RHIRE 2 A VPCE HEQIT A™S MY
R[g HEFLICH

0l
AL

oto|zzeilol4

sst= Al ofZ 2|70l 22 M oto|adlo|Mets HEH TEFULICE of
O| DtO|AZEMHEIALE AFSKIEE M AIARIOE 0|5 E = UELICH ZE X
O| MCHE ZtS3st=X| &gt Foll= BIHAI AIARE HIIE & JS W7HX| =7} 00| 2 MH|A
Ol == &Lt o TEFg AHEStH Cw 2 oto| 2ol gl

1AM, AAIZFOIOIE, RAts&H M 2 AUMLL| & ME Sl MZE T2 M|A Q| F4CHSHE LIEHLY 7|
2|8H 2016301l Klaus Schwab0oll A £ &l8t 20{¢/L|Ct.

| 33


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

AWS HE 7to|=

=zt
OfZ2[7ilolMd el B3 A9 RHAFRILICH

& elZ ZH(aC)

A M o
%75 A

MZE, ORI, RS, 0|2, AHD} shed S2oil M QE{Llof
Of AR RFMIEH LIS 2 M AHE QIE{L(IoT) CIXIE ERHAZHOIM &

OlE{yl gl 2 ZO|A HE

AAL VPC

AWS CtE H™H ot 7|El&0i| M= VPC(S

?3 7Ho| HER T EeiE HALE & 2lst Al Ct. AWS Security Reference
Architecture | M= OfZ2|AH0|MIt 2 QIE{L 7+o| FeteF QIE|HO|AE E55t7| 9|8l Qlut
25 OlRHIRE L HAIVPCE HEYI AHe HdHEg [ H

U5t 7HL} CF
|

| —
5% %

Fl

ZZ2MAM7E

FIF

A= 2IE{H(1oT)
4 SAUHERIE Sl CHE CIHEO|A T A|AEID S4lete MM E
Mol HEXHI RtAE LI82 10TE?E2 HESAAIL.

=
EEEES

t= Z1AH =

5H A4 =9
2ol o E0| U=of [EF o= H EetRI=XIE AR Ol OJSHE = U= o M
& DEo| EMULICE XtMIE LIE2 7|7 2A M 7S BT ESIML AWS
loT
ME QIEYE BXFML
IT A= 20|22 ZI(ITIL)
IT MHIAZ MZ5t1T 0|38 MH|AZE H|EL|A QT Astol oA =A1517| 98 40| mEd AME|
ITILE ITSM2| 7|EtE NBEL|CT.
IT MH|A ZE|(ITSM)
ZTEO|IT MHIA MA|, 734, 22| ! x|t 24E &5 Sl 2YS ITSM 272 S&6tE
st 70|22 A XEAAIL.

gtedof Ciat XFAIEH LI

34



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS HE 7to|=

Lot A= ZQIE

=

AWS loT SiteWise Edge HO|Ef||0]o]|

ITIL

IT H= eto|EEE|E HEtM 2.

ITSM

IT MH[A #EIE F

L

20l 7|8k A& RIOY(LBAC)

S 22 YAMOR BEsE T

OlO|E{ REXlof| Zt2h 2o Bfo|8 2t i

Zi4 A KOo{(MAC)E T
A Ol

220 wet AR E &= U

MEXH
218 ZJALICH AL X} 2ot Bl|lo|= 2t Cilo[5 £¢t ef|ol= 7he| At
= Y1t go| ZEELIct
Y E
HE E2 T Jtsstn oHHe 2 dAHE OHE AIE Aws B E LI ZE2 0{7|0|HFE 2ot
L Qlzzt #rZol et 4l 7kX|1 {22 =2t Ol Z 2|7 0|ME M&etAH ARt HHZE =
&Lt 21T Zof Ciet ZtMEH LHE2 oftatn T IS8 Cf S AIE AWS #8 8 g HZ st
Al2.
CH 2 2101 ZE(LLM)
HCHEE 2F ol CllOE{oll M A ZRAE & B'd Al RRIQILICH LLM2 ZEEof Chet 28, EM 29,
HAEE CIE 20{2 HY, 2 2H81 Z2 i BiA3E e & AU&LICH RHME LiE=2 T
T2 o] ZE(LLM)O[Et FAURI7IR?E M XML

CH++ = Ofolz 2ol
300CH o] & 2| Mt ofo|zz o]+ lLct.

LBAC

clo|= 7|gF M4 KoE H

Z| A HE

stolg S8shs o TR
Mol 5|4 #et MBS HEFAAL

g Foists 2ot 2y

A At JLICH REAMEH LIS 2 1AM T

35



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS HE 7to|=

2|E QdC|oF A|AH

Mg 2 &L HOIES

Z|H &&(ML)

THE QI4| B steroll Y TEIET 7IHE ALSSHE Q1B Kisol Bt RHYULICH MLE AHE QlE|Y
(loT) CIO|E{Qt Z2 7|Z E HI0|E{E BAM5tT s4stod IEIS o2 SH ZEs Maghct
KEMEt B2 7[H &8 BZstMAR
7|2 2&x|
HER|E HEFAL
2l 04
ARE 2ot FE Zol0|HAIE AHS TS MHE AZEoIULICH B0l BFE AlAHS
WSt HLE R et HEE |KESHHLE FE AAMA HEHS SEE = U&GLICH Wo{2| o2 vt
olgi4, &, dod, EZ0| S0t, Aumto|9od], 7|=7 S0l JUA&LICH
2|3 MH(A

o MA| L ZSHES AWS 2U5t10, AF2A= A= ZQIE o
MBLICEH 2H2|- MH[A Q] o 2 Amazon Simple Storage

AWS MH|A = QlZet AE
ES
A& LICH O|§ F4=HEl MH|AztnE BfLch,

HM|A 5t CIO|EHE AESHD Z

Service(Amazon S3) & Amazon DynamoDB7} €

MZ A~ AAR(MES)
HAIRHE AL ST oM 2 KIE ks =M, BLIEZ, EAME 3 Xofst
7| fI8t Az E 9|0 Alﬁ'%z*!‘?:!bll:f.

MAP

2 AZTstMR.

Migration Acceleration Program

36



https://aws.amazon.com/what-is/machine-learning/

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

HZHUE
CTTFEMMST T AEHE RSt CIS ZHE {a 20 E HASte ©A| Z2MA QL
Ch HIFALIE S &8 Al RHIAMHMe 2 Zststn 7HM5te F7ILICH REMIEH LI 2 AWS Well-
Architected Framework2| H|7HL|E 5 & X5HM2
HHq H o
ZE o] Ol #E| A™EE AWS A™E M elst 2E A™. AWS OrganizationsdtLt Q| 7|2 §t i
of 3tLte| =& M0t 2 &= Q&LICEH
MES
M= A AARIS BT ESIMIL.

HAIX| 7 #H 24 HEMQTT)

|HFOo|A0f CHEF AAl & 7= HEHE 7[RI 2 ot= EE Machine-to-

2lAA NH2o| = loT
A §E='°|L|E|'

Machine(M2M) S
Oro|Z 2 MH|A

II

3 MOIEI APIE S8 S4I5T Yo 2 ARR XH¥| B0l ARSHE ARE 57 MHIAYLICH
E So| HIELIA ol TOH, BT, B 59| 519 ¥
&

of OHEIS 0HOIT 2 MEIATE Z8HE 4 AUALICH 0HO| 22 ME|A0| O HO 2 DI, K43
3, 2412 HE, MAS 7H5 8 2E, S#21 50| AALICH KPS LIS 2 AWS ME{EIA A
A SEe HESAL

AE AFE3504 0FO|T 2 AH

Olo| a2 AHH|A ofZ|El &

Zt OHZE|7H0|Hd Z2MAE OIO|ZZMHIAZ A™EE S8 74 QA E AFE504 o Z 2|7 0|4
g AFstE M2 WAILICEH o248t Olo|Z Z MH|AE B APIE AFE 35104 & X o|El QIE{H 0|
AE S5 SAIFLICEH ofZ2|7|0|Me] £ 7|s0f Cist =20i %A O ot 7|Ex{Q| Z} oto|a =
E AUCIo|E, i 2 ZHE = A&Lct AFAMEH L& 2 oA 002 2EMH[A 32 FHE
A

Migration Acceleration Program(MAP)

N
Ho
0¥
u
AT

o

tT =7| ofo|adio|M HIZ S ArAH5t
st AWS Z 2 Il |CtH MAPO|E Bl
oo zifo|4d B 20t ekl oo e (o]
g Elo] /A&LCt.

-1
A
OII

ZXo| ElE=R ™MEHs
= ME I
— L. =2 O

ol ==0| &l &

ﬁ

r [

> T

o |0 o
ity

Al oto[zefloldE ~MAH
M ALtE|2 & RtS3tet

d [©
e
HT 1> > i

I--IJ>|
B o
i



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

HESISID UL K3 Y4E So S22 slolaBolE Vs ols Bl ool
JolM BE B Eols YHHoR AZEIENM Y w<m4m L& 2A7H U £Q7, 0O
80144 AX|LIod, JHL K, DevOps HETH7H ZEEILICH HEIZato|= ofZElAH0IM ZEES)
29| 20~50%E & M2 AR AXEE £ 9l vEElE HEHOZ TAE0] YSLICH KA

3 Lige ol ZHx MES| 2eteE npo| 230l BE 2| 7hol=9f ntola oM e Blof Cit
Mg HxsAlR.

oto|zd|o|44 HIEtE O|E

otola@lole 2= ste of TR e ofZ 2/ 014 L Muol CHet & 2t ool ol miElol=
M= CHE otolzaolA HIEFEIOlE] ME7H ZstLct. 0to|1a oA HIELEIOE 2] 2 = CHA
Meul "ot 3 & gl AWS A Zo| laLct,

Oto|=1ef|o]M mHE

A& X|= Otolzelo|4 =, oto|a o]+ i, oto|z 2ol o E2l7H| 0| EE= MH|AE KA

o
o| dHs5t= EHF 7hseh oto[adio|M LTt of: AWS Application Migration ServiceE AHE
504 Amazon EC2Z 0Oio|1dio|ME ElZABIELICEH

Migration Portfolio Assessment(MPA)

AWS ZEt*EE 0to|as|o|MstE HIZLA ALEIE BESH7| fIEt HEE M3ste 22 =7
ALICH MPAE &AMEt ZEEE|Q HIHMH M™EH A2 &2, 714 A%, TCO H|1, 0to|1zf|o|M
HI& EAd)et oto|zai ol AH=|(ofZ 27 0|4 T|o|E BA4 & O|o|H =&, ofZE|AH 0| 2 F5t,
ofo|asolM ME=Q| XM, fo|E H&E)E MSELct MPA EF(EOQ ER)s 2E AWS T
MEEQIAPN IIEL]| AMEHET FEE ASE £ JU&LCt

oto|z1ei|old EHI & e BIHMRA)
AWS CAFE AL83t0{ Z %o 2Et2E ZH| &Ejof CiEF QIMOIEE d11, Z-ut of ™S A&t

{ X%
I, AlHEE AR E siASH | RIEt dS AES RSt Z2MAQLICH REAMIEH LHE oto| 1|
O|M &=H| 7t0|EE & Z5HAAI2. MRAE AWS O+0|284|0|M ™2Fo| & EHmf EHA lL|C}.

M 38


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7to|=

oo zifo]4d TEF

Z=2EE AWS 2t =R Oro|aslo|dstE Ol A8 &l M2 YAIYLICH XMEF LIE2 0
80{Re| 7R =1 =22 SHot04 Cir &2 0FO|ZEf|0|M 7H 5351 E A ASHA 2.

4=

ML

71H stE&E HEsHMR.

#HCH3t
HISS M BB FO0IT HAS B3| I3 TARIHA EE D=4l ohEaIA o)A
I 8T olzate SEteCol UMD EEA0|D 7840l £ AAHOR MErsHs XLt
REMIEH LIS 2 AWS S 2H2 S0l OfE EIA01MS BChEs| SIEt HEHS A ESMIR

FCHah Z ) A el ot
Z x| ofZ2IA 00l Hrhst Fu| HEHS THotst T, O, I U B442 Aldstn, TXo| s
OhEEA0lo] 87 YEIE it W A + XIS RIS of £H0| Si= Wriel
B} A Y of7|=I Sl BN, BICkSh 22200 Y A DHUAES HATS| Melste
ZC U 5 notE ZAHE SiAshy| QI8 A AZILICH REMIE LIS 2 AWS 22HP S0 ofE
2IA01440] BHchat bl AEl TIHE HESML

D=4 o BEIHOIM(BEEIA )
2UsHA HAPE ZENAS AFS5H0] B MHIAR AHEIE OHEEIHOIMILICH D=4 of
E2IF 0lMolE & 7hx| 0] UALICH 3 oHEZIHOIM FIS ol Chet +27+ 2553 S of
7|55 F2E THMoF BLICH TE HOIATH HRIH 2|4 HEIA 0N TS5 F7HstH

Lt 7iddstE A o ST ELICH o[2{gh EXME s Zst7| flof 00|22 AH|A O 7RI E ALS

& 4 aLich RME LIS DH0|Z 2 MEIAZ 3584l 98 HalE HESHAlL.

MPA

Migration Portfolio Assessment& & Z3HM|2.

MQTT

HAIX 7 24 EM HES HZstMR.

HE|Zz|A B2

oic{ iAol CHEr 0| F(271 ol el At & stLt o F)E ddste ol 20| &le Z=MAQL
Ch o & S04, ML 20| 0| ME2 272, AtSAIQI7t, RUNERIZIR? == 0l ZZ4o] 7+

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH

39


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

28 7t et

oIr
ro
o
|H

Z2HM I Z o CHE 7|E QZEtE YHO|ESt D st RE LT o
o & 7t54E =0|7| 2I51 AWS Well-Architected Frameworkdl M= 814 E7ts8H QI E 2
MEZE ASE RS HEELICH

LE[T HMHA KMo HZsHM L.

olo|adjlojM Z2MA B AA I 27 FSEE|E oFo|adolM YWedlLICH o] 2 71E &
X| B7tE itstH YEtMoz 21 S26tX| pf2 3 ==0f AFSELICH

Ol
22U SEE HxstMe

OLA

AAQIZEE IOl HENZ HESHA| of 1 CHA AlARIO SAFSE
Ch K3 =2=0f AZEl of
7t BX| *E EE E|A

OPC-UA

rr

ntolaaol4d el
2llolde ool 2ol Bol A4 &S £ UsLICH of wie
Subsiod Uirso 2 Q% Z2CM a2 cof ASELIC,

ofr

Yo e
M

Open Process Communications - Unified Architecture(OPC-UA)E & ZX35HMIR2.

Open Process Communications - Unified Architecture(OPC-UA)

A XHSEHE 28 Machine-to-Machine(M2M) & 41 Z2 E Z[L|Ct. OPC-UAE= OI|O|E &3 3},
1 A Hek 2o XMAHof 23t 4% 284 EES MSELICH




I'E

AWS Hz 7tol= AWS IoT SiteWise Edge 7|0|Ejolof Lest = x

oF(SLA)Z X|§et7| @5 2T 1T 2EO| MEo|A NI 572 d&58 LHE

S HEI| S

24 &H| 4| HAE(ORR)
CIAEHE &l Zxi~ ZoHo| HYE o|al], W7l == o 5tHLE £0|= Ol E20| &l & A3
AE Gl ptad o] AL QL|CH REA|EF LHE 2 AWS Well-Architected Framework2| 23 &H| AFEl
7

/M #E0lM A Sstod &d 2, FH| A QZEtE KMofste StEH & AZE 0] A|AH
LICH MZ= EokoM OT X HE 7I=(IT) AlARS| SE2 Industry 4.0 ERHAZMHO|MO F2
S A LT

rHo
02
ot
o
©

[ [ =
=X EY Y
ZEAWS AHE Ll 2Eo0f CHet ZE o|HIEE 2Z AWS CloudTrail st=04A MM E FRQlL|C}
AWS Organizations. 0| EB|Y2 Z &0 &8 ZF AWS A of MdE|n ZF AHo| &858 FME
=t Al

LICk KEAIBH LI& 2 CloudTrail ™A 2| Creating a trail for an organizationg & X35t AA|2.

Z & #HF ze[(0CM)

AE B3 2 2lHA B SOt T Ml HI R LA A
Ct. OCM2 H35}t A= 2 7t&3t6tn, -7 |M BX|E sHZstn, 35t
M ZZE|0| AHE$ AA"”l Bl MEFS '

2o ZEIRE AME Z2MEO

| 23 HE
LTk REAIEF LH9° A& 7I0|EE A ZsHAAIR

Q2|7 HM A X 0{(OAC)

CloudFrontoi A Amazon Simple Storage Service(S3) 2EIZE E53517| 2lai HMAE AN Btst=
T2 SMYULICH OACE AWS KMS (SSE-KMS)E AF838t B E M = ¢ 5351 AWS 2|79} S3 B
Zloi| Ci8t 5% PUT & DELETE QH0IA 2 E S3 HZ!IS x|HE LI

QBT HAM[A ID(OAI)

CloudFront0| Al Amazon S3 2HIZE E353517| {all HMHAE WM Tt SMHULICH OAIE AFE
&t™ CloudFront= Amazon S37t 2158 = Qe 2ot FHME YHELICH ASE 2ot FA=E &



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

H CloudFront HiZ & SoiA{EF S3 HZlo| ZEI=0f AMAE + USLICH H MEStE| D FEl
HMA KMo{E XSst= OACE HZsHAA2L.

ORR

28 7|l=S HxstMLe.

olRHI2E (S Al

<
3
@)

AWS CtE H™d ot Z7[=I &0l A o Z 27 0| LHol M AlZHEl HERT dZE *ElSt= VPCILICE
AWS Security Reference Architecture0ll A= O E 2|7 0|1 O w2 QIE{ ikl
O|lAE E=35l7| @5 QlHtRE, Ot RHIRE 2 A VPCE HESI H™E B We HEE

LICH

P

Het A

ArERLE 4o 7HE = Qe ZICH HetE ddst7| 28 IAM EoF Ao AAE= IAM EE[
S

= x
— - =
2QILIC REAIEH LIS 2 IAM ATAO| FEt B8 HESHAIAIR.

FHRl Algd HE (PII)

5|3 7L CHE B2 GlOJElSt B WS XIS [ JHQl0] AlME BrElMoE £B5E ol AR
4+ ol HHQULICH PIIQl 2 OI8, 4, 912HH M2 S0l Aot

Pl
el Al HEE ATt HR

R
ZE2ColM #A 2% 758 MBsHe 5 0Ho|2a|0MT BT Felg WA Yol AN
HolEl BrAlQLICH BRolSe A32E, AHSEHE HE FE HOIEHE BE2 2Yse o B
B Z2MALLEH Qo] HElE #E 4 aLich

PLC

Z2aeiY 7ts 2 HEERHE HEMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

PLM

et Ho|(ID 7|8t HA & Z), HMA ZA XH(ElLA 7|H 2 & X)), AWS Organizations L &=

o
2 E AEol chet z|cH HEF Ho|(MH[A Ao A FHx)et 2 2YS sdE = Us AA

ClO|E AMA THEH S J|Et @F A E 7|8te 2 S8|XMoZ 00|32 AH|A 2| H|o|H AEE|X]

7l M= 0to|2 2 MHIA T SUS ClOIE AEEIX| 7|42 ABsHE B2 T8 2XI7H 25t

Lt 50| MatE = U&LICH 7 Ao 7HE X8t Cl|o|E MHEAE AFR5HHE 00|32 MH|
AE O A 35t s & EE = £+ U&LICH
ZEEDIQ T}t

oto|zBfolME 7[=lst 7| ls ol EE|FH0M XEEE|RE AM & EMstn 2M=QIE Hete

Z = MAQLICEH REAEH LIE2 O0to|2eio]4 #=H| dEf B7HE HERstAAL.

274X}

H E WHERE Z0i| = true EE= falseE EHEHSHE 2| ALY LICH
ZACt2 =74Xt

F% Tofl #2lol HolElE TE>sts HlOlEfHIolA Hal 2IKS ZIH LI OFH o3 BAY

HiO|E{H 0| A0l A HAHSt T X E|SH ok 5t= HIOIE{e| &0l E1 | ¥s0| & ELIcH

of|'g & x[od

Preventative controlsE & X5t AA|L.

HX|SHEE HAHE 2ot Mo{lL|ct. o] Moo= HIER3of CHEF FEF HMALE H
ot= HEE Axiste o _'.:_Sol Zl= 1A Zo{MLlct. RFM[EH LHE 2 Implementing security
9|

I:IOI- xx-"
Xoig LSt T 2lAAN| HMAE = AWS U=2o| AEE|RLICE O AEE|= LMo =Z | AWS
HHE IAM Q& == AL RO FE AFEARMQILICH RFMEH LI 2 IAM AE Mol s 204 &l 7}
Ho| Hot =R E FEFIMAIL.
_|

Rl HE B S A

A e Z2 20 7HRI HEE nedste AlAE AX|L|o{ZolMel H2 &ALt

43


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

AWS HE 7to|=

Amazon Route 5301/ A1 5tLt O[|&f 2| VPC LH =M1} 52 M| Qloi| CHEF DNS #{2[of SEs5t= &
2 Route 53 dHMO| Zefo[8 S AR F

2oil CHer "E I B2 Aol it RHAE LHE

stoig xR,

A= Flof

ISt HAE 20 Mo{ILCH o|2fEt Mo ElAAE T2 H|

T 0|E4 21420 HEE WX
HELICk BLA20} K0IS E43Hx B2 Z2UINIEIR| deict

=TT

Mdstz| ™ol 2laas AME
KtMIEF LHE 2 AWS Control Tower B MOl Ko X 7t0|= & & &5t 2ok Ao F39[ A
of &t ™ ANo{E & ZFIM L. AWS
MN&E =38 7| 2El(PLM)
oF A

SIS T8 7K R L AHol 0|27 I7HK| TR £ F7| Se

Z2| Oo|H & ZE2AMA 2E|E LIEFHLICE

2320 7ts 2% HEE(PLC)

M= 2otoM 7|HE 2LE{RstT
F AFE{ L.

ZEZE Fold

,_
r
<
|E
O
|E

IE ro

oo
T m

In}
1
30 i+
b
C
n

A

iy > rio
ne o Jr
mo g o

N
&
o

ClO|E{MES| 710l AMEXIE RtE| EAIRF 2t 2 HiF = T2 MAYLICH 715 7ol HEE &

2 & A&LIch 7tEEHE |olEE 0{™3| 7HQl ClolB = zh=ELCH.

29 E” _I_T'=TO| = T AAE

71|A|/-_r‘5(pub/sub)

042 DFO|Z 2 MH|AOIA HIS 7| SIS X|2d5tof 2 A AT SEAS JhMsts THEIQLICH of 8
Sof 0}O|Z 2 MH|A 7|8 MESOIAM 0FO|Z 2 MHIA L CHE DO|Z 2 MHIATL TS E 4 U= A
8 2 QBLICH AIARIS H Al MHIAE BHZ5HR| i1 Aj OFO|22

'=oll O|HIE HAIXIE HAIE = USE
MHIAE FIHE = JU&LICH

44



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

Q

HE| H =

SQL 2t/ Clo|E{H0| A& A|AE Q| Ci|O|E{of BM|ASHE Ol AHE ElE B-oit 22 YU7io| B
olL|ct
= .

22l AE 27

CIOIEIHIO1 AfHl £Ii5t 2.2 220] HOIE{HOIL BB HBEY| Tse) & 2xiol AXE
MEisHE B QlLICh S, ME AFE, 873 A%, 2| ThetOlE] 8HIT B BloJEH0]A AE

GlolEo] Mo 2 Qls LAE 4+ LTt

|:
o

R

RACI i EEIA

Responsible, Accountable, Consulted, Informed(RACI)E & ZE5HA|2.

RAG
AM 52 48 s,
244904

2M7t 2tz E 7k K| AFE A ARIO|LE Ci|O|E{oi| CHEF HMAE AEHSES dAHE fH AZE
lo{ Lt

RASCI O|EZIA

Responsible, Accountable, Consulted, Informed(RACHE & X 3HAHI2.

RCAC

7| ME L2 ME L= Hlo|EHo|Aa 2] AFEQILICE 2{2|& 17| TE SHELR &t
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

2lo7|*E
7RE HZstM .

Q 45



Lestd=xolE

AWS loT SiteWise Edge HO|Ef||0]o]|

= b
=

—

AWS HE 7t0|=
Recovery Point Objective(RPO)
0bxI5 HlolE] ST AIR 0% 38E|E 2Ich AlZ-ILICh ofofl what Obx|ah =7 AR MulA 5
174 AEELH

Bt Alolofl 318 E|E HIO|Ef £ A2 ZHF

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.
2B
7TRS A ZEHM2.
2|7
X|2[M Qo AWS 2L A BELCt ZF AWS 2T = LHZAE M, ot e 2 S =2 S5
fl M2 AelElD SEIAULICE RpMEH LHE2 AEWM AIS Y £ = AWS [ X|EE & X
St 2.
2|7
T E olEstE ML 7" ILICE o & S0d, ‘0| &2 dotof Z2t?'Els EME E7] I8 ML
D2 MY 57 ZEE AS5tod o ca BTl AHM(: HE)S Jlgto = FeHo| ool Tt
A2 o|Fg = U&LICh
Z|ZAE
7RE A ESML.
2ZlA
HIZ ZENAM HA M E ZEHM FEo0E SHAF = St
N [=[PS
7R HZESM L.
2lEx%=g
7TRE A ESML.
A= OH
7TRS HZEM 2.
= 21
SHof XMgstHL SEHE S7E = U olE2Zloldel 7IsUCh 1718d S Ml ST =
AWS 22t S0l S22 A2 mf YBHHel TE] AL LT RIME LIg S AWS Z2te s
SHEE AT M.
46



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

2l4a 7|H YA

Amazon S3 HHZ! AIEXZQIE &5
X

= 5 21
A7t 8 E Eot FA|, X|HEl=E &Y & S50k st= V(B

Py
>
»n
&
[=igpal
|m
Ju
1> 1
[}
kl
9'|_|
K o
A
o
>
mm
E
Ta
Py
>
Q
E‘:
|m
_IE I
_\','i
k=l
e
r
n

CHE Ao

Z|&0M BloLt AL R EHQI o[ HEE sl Ast == H7A[E 2o Mo{ILICH RtA[E LHE2
AWSOHA-I Hot Xof F2de CHE XMo{E A EotAI2.

retain

SE 2 st7| Mol LLMO| & HIO|E &4 QIR0 e AZE[E = = TIo|H AAE HZEF
= MEFE Al 7|=LICh | & E0{ RAG 2E2 £ 9| X|A] 7|8t EE= AFE XL K| Cl|O|E{of| CH
Bt ABHE] M S g = USLICH RIME LI 2 AM 52 HE(RAG)OIEF FURIVIQ?E &
Z5tMR

mbs|
SAR7L AHE ZHo| HMASHE WE CS & BHE7| @6 2o 3 & F7(Mo 2 HO[0|E
ot T2 MAQL|CH

& 2 4 HAMA K[0{(RCAC)
HMA 20| HolEl 7|2™Mo|n f0d%t sQL A2 AFSELICH RCACE & Hetd d ota=



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS Hz 7tol= AWS loT SiteWise Edge 7[O|E|0lof| ZR 3t A=z olE

Strangler Fig THE

BIZHAl A&EE HZ[E = e WK AA” V1SS MEHeZ ChA| 2 dstn WAlstod 2=
2|4 AAEE Hchstety| ffet H2 AL Ol HE2 Feia Y= 0| LIF 2 K2t 43 SFE 9
ot CHAshs 2ot HIAE LICH Martin Fowler7t 2 =2[A] A|AEE CHA| 2 EE M /IRIE 2hal

o>|

|
St o= ol g EURMELICH Ol IS ME6t= W | o= ZiE||O|L] 2 Amazon API
GatewayE AF&35104 7|& 9| Microsoft ASP.NET(ASMX) ¥ MH|AE MZTIXMo Z $Cist6Hs &

—
[ e |
g AT AAIR.

REC

VPCO| IP 4 HRILICEH MEH2 BU 7HE FAdol| & F3fjok &Lch.

# 5 Mo A Cllo|E{ E5(SCADA)

Mz 2okolM stESo1et AZEQ0{E AFEst0d S 2|X Attt Z2HM 5fHdE ZLIEZste
AlAEQILICH

stote F5st due|FLch

ok

=Ql5t 7|2 AI235t0{ OIO|E|E ¢5ststn &2

M EHAE
MNER &% 282 AlZtlolMstod HAHAM EXME A XIstHL 52 ZLIEZsE Az T
#rl= AAH EHAEQLICH Amazon CloudWatch Synthetics& AF& 3104 O|2{8t EIAEE Mg
A Ol
T AAH L’|E|-

tags
AWS E|AAE 57| 28t HIEIH|O|E V&g 2 ste 7I-2f Ho{LICH EfIE AFE85HH 2|4
AE &2A #E|, Ay, Hel, dM, ZEe{>2lE & U&LICH XA LI 2 AWS E|A A EfT X|
HE HEFHAL

CHAN B4

X MLOIA OS5t Zho @, 7T} et n s ELICH ofE S0, MZ MEolA Cha was

gdgd + A&t

pal
i



https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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