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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-finding-generation.html#securityhub-standards-results-severity
https://docs.aws.amazon.com/controltower/latest/userguide/controls.html
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« At74 ZH JH0|= - AWS R Y2 AL o AMlo{ - SCPs

+ How to implement a read-only service control policy (SCP) for accounts in AWS Organizations
« CF&E AHI™ #732] AWS Organizations AH|A A|0{ 2= e AL

* Maintain compliance using Service Control Policies and ensure they are always applied

* When and where to use IAM permissions boundaries

* Proactively keep resources secure and compliant with AWS CloudFormation hooks

7|E} 2lAA

» Cloud Controls Matrix (CCM)(Cloud Security Alliance)

* Example permissions boundaries(GitHub)
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-caf-security-perspective.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/welcome.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps
https://aws.amazon.com/blogs/mt/implement-read-only-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/mt/maintain-compliance-using-service-control-policies-and-ensure-they-are-always-applied/
https://aws.amazon.com/blogs/security/when-and-where-to-use-iam-permissions-boundaries/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://cloudsecurityalliance.org/research/cloud-controls-matrix/
https://github.com/aws-samples/example-permissions-boundary

AWS HE 7to|=

oA 2ot Xo] 73 AWS

=M 7|5

otel #of o] 7lo|= 2| F2 HE ALY 0| dEL(o] U&LICH EF Uo|o|E0o] CHE

RSS L= & FS3tAA2.

or2|e HFo g4

= (1

HE ALY =k =
AT o' % o A o 2] Ko Mg =E 2023 128 4

5104 Ab ofl % Koqodl CHEF
HEE o] 7tol=of FItl&

L|c.

%% AA| — 2022'4 12 12¢

22


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/aws-security-controls.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HE 7tol= ol M ot Xjo] 34 AWS

Strangler Fig THE

BI7AAl A|IARIE HZ[E = US K] AA"” 7|15 MEMoE CHA| 2HgstT XS0 2=
2[A AARE OS] YEF M2 24| ol IHEH2 -':|'-§H'—P HZ0| LIFE RI2t A= SFE S
St CHASH= 240t HIKELICH Martin Fowler7t 2= 2|4 A|ARIZ CHA| 2HdE [ RS 2el
Ste WHOE Ol HEHE TRi&LICt o HEE ﬁ%éPE B4 o| ofl= Z4El| 0|4 & Amazon API
GatewayE Ar&3t04 7|ZE 2| Microsoft ASP.NET(ASMX) &

N—"

VPCO| IP &4 HRIQULICH MEUI2 Bt 718 ¥dof AFF38loF &L|Ct.
&= Ao & Oo|0|E| £ 5(SCADA)

MNZ 20k M StEHO{ AZERQ|0{E AFESI0] 2E|AM KM Z2EHMH 212 DLIEHZSHE
AAEIQIL|CEH

stote F5st due|FLch

ok

=Ql5t 7|2 AI235t0{ OIO|E|E ¢5ststn &2

M EIAE
AEXH &5 2EE AlZT0lMStod AN EXME HXISHHLE d58 ZLEZ st YASE T
#r|= AAR EAEQLICEH Amazon CloudWatch SyntheticsE A& 3104 O|2{Et EIAEE MAME

— y OO LT— a= =
BEIAEE MM T ALEXIRo| 435 228 28t nalg MYSE ol =S 0| ELuct
T
tags
AWS E|AAE 57| 28t HIEIH|O|E V&g 2 ste 7I-2f Ho{LICH EfIE AFE85HH 2|4
AE &2A #E|, Ay, Hel, dM, ZEe{>2lE & U&LICH XA LI 2 AWS E|A A EfT X|
He HTFMAR

82
0z
[
uls

XK= MLOIM o &6tede Zfez, A Haetnr SLich o2 S04, ME AAolM CHY HaEE

gdgd + A&t

pal
i



https://martinfowler.com/bliki/StranglerFigApplication.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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