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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-detaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fast-snapshot-restore.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
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https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/batch-ops.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#srr-scenario
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys-conceptual.html#import-keys-protect
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/aws-crypto-tools/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grantee-principal
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-eventbridge
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/kms/latest/developerguide/throttling.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/Welcome.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/Welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/increase-quota.html
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
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https://docs.aws.amazon.com/cli/latest/reference/kms/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-kms-best-practices/aws-kms-best-practices.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HE 710|= AWS Key Management Service 28 Atz

2 A
AFF HMIASHE £IAl B3 CIOEISE T et tHIH FHAILICH I FHAIOIM S OlEftH|0l4 Q1A
HAE 92 4 U7 M2l F HREIL ClAZolM e HEC MELIC

# ool

AHE HMIASHR| b= ClOIE LI 03 BR2l CIOIEIE #HEIY M WSO M| =&l
2|27}k S ELc

X BIZEQ ofiH Moz E HEE A 250l AltrE +™stE sQL gL/t & g+= 0l
S BT AdtetHL B/ ol ¥ 2IXIE Z|Ere = & gfol AMAsHE So| A3 E ME|

ot= ol #8&LCh

174 CHH o Z 2|70 Mo|Lt e =2 M|A ZHO| HIELIA 7t X2 &HES
(o)

Fl'F
o
>
>
$a
kU
N
H
0jo

QmAER
ofo|adolM Z2EMEM EH Y MEE HE 5t 2F JEQULCEH 4 I AERR2 S8
O[X|Bt ZEMEO|CIE YTAERE X|HEYLICE o E &0, ZEEZE[R RITAEE2 ofE2[A
O|lM 4= x|, ¥lo|2 A=, oto|ado|4 HECIO|H +=&E HEELICH ZEEZIR 3
AEZI2 O[2{3t RHatE DFOIILEﬂOl M I AEZ|0| MEStD, Olo|ae|o|M I AEZIR At
o E2|7|o|ME ool zio|MEfLCt,

WORM
Write Once, Read Many(WORM)E & X 3HAHI2.

WQF
AWS Workload Qualification FrameworkE& & Z35HAM| 2.

Write Once Read Many(WORM)

HIO|E{E 8t 1 A1 O|O|E{7} MM HL =HEIX| L EE St AEZIK| ZRHQULICH HEE UE
AMEXt= Eedt BtE o2 H HIO|EE el &= UXIEH CIO|EHE HEE == gi&LICt o] HIO|H
AEZ|X| QlEZEle G EViset €Fe 2 thFELUCH




AWS Key Management Service 22 AF2i|

AWS HE 7to|=
ol

M=zZdo| dAZ&=9l

M=ZClo| #ofdE &4 Sst
_|

M=z olo| Fefd

EfATE £85t7| Q8 LLMO]

[K

[=]

&H| o Z2|7 ol

LZ CPU U HIZ 2| ALB 70| 5% OIEHRl of 2|7 0lM ILICt ntolazlold Z2FEo M 0

B{gh oS 2|70l E AL8 Bt

BHEE MSstx[et erLifol =&0| &= ofR(

ocoo=
E X|AE Ar835to EfA3
Eo| Z&of et Eat&Lch A 2ExE

2||:
o
ﬂ

|.

ir

ror
rr o

0

S{xt

|O|=A'|
-1 o

0|2
oIx

Q
Iy 0%
\l— o
Dl
ol
ol

ro J
il

Ol

74
o

o
40
N

|5t

fjo

r
52

rr oy

&)= M35
El o]

o

2Rl
Ac]

Kl

£ MeElstior Fuc M24 2 E
TETEIC AXSA

ol
t0

= Z30| YyrsiQlLct

74




AWS HE 710|= AWS Key Management Service 28 Atz

71 Mooz MBElE Hojelich MBE Wil 2 Hofo| LIZO| 45 sts B0

rr

P01 HH

Ixxv



	AWS 권장 가이드
	Table of Contents
	AWS Key Management Service 모범 사례
	목표 비즈니스 성과

	정보 AWS KMS keys
	에 대한 키 관리 모범 사례 AWS KMS
	중앙 집중식 또는 분산형 모델 선택
	고객 관리형 키, AWS 관리형 키 또는 AWS 소유 키 선택
	AWS KMS 키 스토어 선택
	KMS 키 삭제 및 비활성화

	에 대한 데이터 보호 모범 사례 AWS KMS
	를 사용한 암호화 AWS KMS
	를 사용한 로그 데이터 암호화 AWS KMS
	암호화 기본 제공
	를 사용한 데이터베이스 암호화 AWS KMS
	를 사용한 PCI DSS 데이터 암호화 AWS KMS
	Amazon EC2 Auto Scaling에서 KMS 키 사용

	AWS KMS 및 영향 범위에 대한 키 교체
	AWS KMS 대칭 키 교체
	Amazon EBS 볼륨의 키 교체
	Amazon RDS의 키 교체
	Amazon S3 및 동일 리전 복제의 키 교체
	가져온 구성 요소로 KMS 키 교체

	사용에 대한 권장 사항 AWS Encryption SDK

	에 대한 자격 증명 및 액세스 관리 모범 사례 AWS KMS
	AWS KMS 키 정책 및 IAM 정책
	에 대한 최소 권한 AWS KMS
	에 대한 역할 기반 액세스 제어 AWS KMS
	에 대한 속성 기반 액세스 제어 AWS KMS
	에 대한 암호화 컨텍스트 AWS KMS
	AWS KMS 권한 문제 해결

	에 대한 탐지 및 모니터링 모범 사례 AWS KMS
	를 사용하여 AWS KMS 작업 모니터링 AWS CloudTrail
	IAM Access Analyzer를 사용하여 KMS 키에 대한 액세스 모니터링
	를 AWS 서비스 사용하여 다른의 암호화 설정 모니터링 AWS Config
	Amazon CloudWatch 경보를 사용하여 KMS 키 모니터링
	Amazon EventBridge를 사용하여 응답 자동화

	에 대한 비용 및 결제 관리 모범 사례 AWS KMS
	AWS KMS 키 스토리지 요금
	기본 암호화를 사용하는 Amazon S3 버킷 키
	를 사용하여 데이터 키 캐싱 AWS Encryption SDK
	키 캐싱 및 Amazon S3 버킷 키의 대안
	KMS 키 사용에 대한 로깅 비용 관리

	리소스
	AWS Key Management Service (AWS KMS) 설명서
	도구
	AWS 권장 가이드
	전략
	가이드
	패턴


	기여자
	작성
	검토
	기술 작성

	문서 기록
	AWS 권장 가이드 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

