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https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html
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DB_PERF_INSIGHTS('RDS', 'db-BQ2TPYY7HG2GDFC7APMB3BVB3M',
'db.Transactions.active_transactions.avg')
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html#USER_Monitoring.OS.Enabling.Procedure
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PI_metrics_export_CW.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PI_metrics_export_CW.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_alarm_database_performance_insights.html
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MySQL [(none)]> SHOW variables LIKE 'version%';

F e e - F e e = +
| Variable_name | Value

F e e - F e e = +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
F e e - F e e = +

5 rows in set (0.00 sec)
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https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
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Amazon RDSE DB QIAEATL MYE[= 2 AMA|(OS)ol| CHE X|EE MA|Zte 2 MSELICt
Amazon RDSE #t M[E 2| OS X|EE CloudWatcholl XS 2 2 A A|gfL|C}. 0|28t X|E = Amazon
RDS 22 %! CloudWatch CHA|ZE0{|M EA| & EM0j| A2 E £ /2, CloudWatchOf| A A1E4SH K|
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« CPUUtilization-CPUAISE

« BinLogDiskUsage - HO|LZ| 27 MKl Cla3a B7to| &

« FreeableMemory - AH& 758 RAM 27|. O|l= /proc/meminfol| MemAvailable ZE 7t
LIEFHLICH

* ReadIOPS- X% B# Cla3 217|110 &Y =
- WriteThroughput - 24 AEZ|X|0MH C|AT0]| £ X B HIO|E 2=,

« NetworkTransmitThroughput - 2L|E{Z & Fx|of At |= C|O|E{H 0|A EEHE 3 Amazon
RDS EEfZE 25 ZA#st= DB c=E9| &l HEQ|3 EEfE,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
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Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 1 0.00 sessions MariaDB eu-west-3a
Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
CloudWatch (18) [ Add Instance to compare | [ Monitoring ¥ Last Hour ¥
Legend: | database-3
Q 1 (O]

CPU Utilization (Percent)
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Freeable Memory (MB)
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html
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Enhanced monitoring | C | | Manage graphs | | Monitoring ¥ 15 minutes ¥
11/21/2022 1 v |:|25 v
Q 1 ©
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 11721 11721 11721
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CPU Total frdsdbdata —_ Load Avg 1 min
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+ cpuUtilization.total - A& 52l & CPU HIE.
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« cpuUtilization.user - AFEAt ZE2JZ0f| A AHE 5l CPU H|E.

« memory.active - &g

* memory.cached -
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
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« RDS ZZM|A - 0| MM2 Amazon RDS DB QIAEIAE X|2ste O 28 AWS T2 MAQ| @9F
= LIEFHLICH o & 201 Amazon RDS #2| 00|ME, ZLIETZ L FTIE T2 MA FAEF Z2 A
A7} 047]0o] Z&h=EL|ct.

« RDS 5t%| Z2ZMA - O] M2 DB QIARAE X[HH35H= Amazon RDS T2 MA S| QoF S LIEHH
LICt O] B2 mysqld Z2AMAL ABME=T} o|of HE R LICH mysqld ABEE &9 mysqld T2
M4 oleioll S Elo{ E A LICE.

o = P iT o =

CtZ &t I 20 M= Amazon RDS 2£2| 0S ZEMA S8 EoigLch
Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
Operating system process list c | Monitoring v |
Process List
Q 1 2 3 4 > @
NAME 7 VIRT 7 RES v CPU% MEM®%: 7 VMLIMIT

0S5 processes 1.41 GIB 106.72 MB 01 1.36

RDS processes 6.18 GIB 458.25 MB 7.6 5.84

mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] 1]

mysqld [734] 1]

mysqld [735] 1]

mysqld [736] 1]

mysqld [737] 1]

mysqld [738] 1]

mysqld [739] 0

Amazon RDSE X|EE g4 E 2 LIE{RI0|M CloudWatch Logs HH e 2 MEELICH Amazon RDS
Z&0 EAZl= ZLEZ HI0|E{& CloudWatch Logsdl M AMELICH CloudWatch LogstlA 21
AEZIOZ DB QIAEAN CHEF X|EE AME = QJ&LICH O|28t X|E= JSON Ao =2 HEE
st MENSH B LIE{R A|AEIO|A CloudWatch Logs2| Enhanced Monitoring JSON E212 AL

C|
|
e {7

CloudWatch CHA|2E0f 22 & EA|StD X|E 7t HolE UARIE QEtsteE E M2 AESIE
ZAEE MM35ted™H CloudWatch Logs2 £ E{ CloudWatchOll M X|E ZE{E M43l oF gHL|CH KEA|EH
XI&2 A E TLIE{2! CloudWatch LogsE ZE{2!5104 Amazon RDSO| CHE RS 5HEl AL RF X|X
X|EE MASE gedol 28 AWS re:Post EAE XXM 2.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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=
=
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CloudWatch Cloudwatch Metrics
Untitled graph [ 3h  1zh Custom Line v Actions ¥ | ‘ C | v |
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Dashboards
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¥ Alarms
9.07 :
In alarm : \/
51 H
All alarms 08
: 11-2115:10
14:30 14:35 i ! 14:55 3 15:05 [EN17) 15:15 15:20 15:25 15:30
¥ Logs ® cPuUser 2022-11-21 15:10 UTC
Log groups 1. @ CPU.User 9.16866666667
Logs Insights
Browse Query Graphed metrics (1) Source | Add math ¥ | ‘ Add query ¥ ‘
¥ Metrics
All metrics Metrics (3) info | Graph with SQL | | Graph search |
Streams
CPUUser [ @
¥ X-Ray traces
Service map -] engine 3/3 instancelD A Metric name v
Traces MYSQL database-1 CPU.User
¥ Events L mMysqL database-2 CPU.User
Rules O MYSQL database-3 CPU.User
Event Buses
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U g =79
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OIHIE, 21 G ZHA} X
DB RIAEA X[ H OS X|EE ELIHZstD, FME EA96t0H, X|EE 7|& 2t Bk, Zho]
O|El YA X|E <lEtste 42 LR S Msts 2U2 25 Amazon RDS DB QIAEIAO| ME|M T}
2d, 45 Y 2ot2 25t |RX|ste Ol =&0| &l= 2= At[o|At 28 At Iu]ct Je{ut =2
20l &2 Mo M MySQL 2! MariaDB Cl|O|E{H|0|A 2] CI[O|E{H|O|A O|HIE, 27 mtY 2 ZHAL FHE
ZLIEZ 8ok &LCt
Sections

« Amazon RDS O|HIE

« O[o|EH|O|& 2

. ZAEE

Amazon RDS O|HIE

Amazon RDS O|HIE= Amazon RDS 23 2| 43 AtEE LIERLICE 0 & S0{ DB QUAEA HE|It
AlEF BoM ALE 7S 22 A K| Amazon RDSE RDS-EVENT-0088 The DB instance has
been started O|HIEE MMELICH Amazon RDSE 7{2| AA|ZFS 2 Amazon EventBridge0i O|
HEE TS ELICH Amazon RDS 2&, AWS CLI B3 describe-events EE= Amazon RDS API ¢4
DescribeEvents& &3afl O|HE | HMHAE 4= U&LICH CHF &M I 20l M= Amazon RDS 240
EAE OHE & 235 Ho{EL|CL.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS HE 7to|= Amazon RDS for MySQL ! MariaDBOo{| CHet ZLIE{2 2! &2 =79}
e AR
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @

Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance

November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup

November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class

November 28, 2022, 16:32 (UTC+01:00) D8 Instance shutdown

Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted

Logs (14)

Q 2 3 @
Name A Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB

Amazon RDS O[HIE
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Amazon RDSE DB QIAEIA O|HIE DB TlZlO/E|{ 25 O|HIE, DB E¢F 215 Of
HIE RDS ZEA| O|HE, EE/J2 HIZ O|HE S oip{ Kol o|HEE LEHLICH Ct2at 4

MEJF ZEEL|CH

)

« AN 0| Y AA RY, of: "Sourceldentifier": "database-1", "SourceType": "db-
instance"

« O|HIE It 2 AIZH of: "Date": "2022-12-01T09:20:28.595000+00:00"
- O|HIEQ} HAZAEI MAIX|, of: "Message": "Finished updating DB parameter group"

- O|HIE ¥4 o0 "EventCategories": ["configuration change"]

RtA[EH LHE 2 Amazon RDS A A 2| Amazon RDS O[HIE 7IE|T 2| & O|HE HAIX|E FFZSHA
o

L.

Amazon RDS O|HIE= DB QIAEA 71Ol AEf B4, 74 #HFG, ol7| M8 =X AEf ¢4, =Y
M U 55 o|HE, Fol =X| &Y H [ =l
D2 o|z{8t O|HEE ZLIE{RIEHE X
M2 MBS 7| M& =xI= DB ¢!
M2 o|HIE #3Foil CHEF Amazon RDS O|HEE HL|E{Zst= 20| E&LICH RDS-EVENT-0057
Replication on the read replica was terminated® Z2 O|HEE 2{7| M8 SX|E0|
0|2 7|2 DB QIAEARL S7|3HE|X| et S 2 LIEILHZ| E LICH O|2{et O|HIET MRS S
Etot Elo] ¢ 2| 2/ XAlof &t5t5te ol E20| 2 £ 9l&LICt Amazon EventBridge & 74
21 AWS MH|A(0f: AWS Lambda, Amazon Simple Queue Service(Amazon SQS) & Amazon Simple
Notification Service(Amazon SNS))= CIO|E{H|O|A 7t EAl E= 2|AA HED 22 A|AH O

HE O CHet S5 & ArS3tsts ol =F0| 2 = U&LICH

Amazon RDS &0l X[t 24A|ZF S0to| O|HIEE HAME 5= U&LICH. AWS CLI EE= Amazon
RDS APIE Al235l0{ O|HEE EE= B CH21 ZH0| describe-events HHEE ALE510{ X[ 142 S
oto| O|HEE HME £~ Q&LICH

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message'": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",

"EventCategories": [],
"Date": "2022-12-01T09:20:28.595000+00:00",

Amazon RDS O|HIE 34


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html

AWS #HZE Jtol= NmmnMBhMM&lEMmMEWH@EHH%E%%%ﬁ%
ZH ALz

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

.
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}

XYE OE 7|2 K| EEE Q7o 2 O|HEE
5104 Amazon RDSOIA M El OHIEO|| CHEt HEE 24E &= JU&LICH Ol &F M8 F3ste{H
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/

AWS HZE 7tolE Amazon RDS for MySQL 2! MariaDBo{| CiEt 2 LIE{R 2l gh2] =319}

0]
3n
o
u

a0le MLl (mysqld) AR RS2 AlZha MH A% & S5 =8 I2(1 M7 A
+ =

HEIE SO UM OF, 2T, AT AR 22 ZIE WAL ZEELIC

0

2 AF3lE Amazon RDS0| A Amazon CloudWatch LogsZ CllO|E{H|0|A 23 & HAlStE 2L
Ct. CloudWatch Logs& &35 21 Cl|O|Eof| CHEt MAIZE 2A48 s=™stD, LT E0| Flo{t AEZ|X]
0of| CllO|E{& X{E 5, CloudWatch Logs OI0|MEZ H|O|E{E #EIE £+ AU&LICH Amazon RDS £
£ 0| CllO|E{H|O|A 20| HAMAST SHY 2T E = =+ YU&LICH EFF CloudWatch Logs Insights
E AF&3104 CloudWatch Logs0ilA{ 21 HIO|E{E CHEt A 2 ZHMFt T BAME 4= JU&LICH CHS o
Mo M= 22204 CONNECT O[HIE 7} EAIE|= &=, 1A E ALE X}, 1A E 22I0|UE(IP FAE &
Rlst= A 20| RE2[E EoiELICH A 201 M Y& L8 2 Chgat 22 &= /U&Lch

b i
_|

o

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@, CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET
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https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html
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CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results v | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

Euser rdsadmin
counter 22
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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L|Ct. o|HIE ol &= AWS Management Console, AWS CLI, AWS SDK 2! API0IM =& E|= Z¢40|
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QIHtx4O| ZEA} IL_}E|°01|A‘|= AWS CloudTrail &% O|O|E{H|O|A ZEAF 23 2 Amazon RDS O
E ZLIEHZ D A&sor & == JU&LIC 6| 04 Amazon RDS DB QIAEA(0d]: database-1)2]
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1. CIO|E{H|O|A RQIAEIA database-10IM =& E Amazon RDS O|HEE L5t Finished
updating DB parameter group MIA|X|7} Q&= configuration change BF2| O|HE 7}
UEX| EHQIStH 2.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message": "Finished updating DB parameter group",

"EventCategories": [

"configuration change"

1,

"Date": "2022-12-01T09:22:40.413000+00:00",

"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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2. DB QIAEIAO|M AI26t= DB Iiet0|E 2E 2 AESHMIR.

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'

[
[
"database-1",
"mariadb",
[
{
"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"
}
]
]
]

3. 1Et 7|0l A ZHAE Amazon RDS O|HIE 7|7t T1=0i database-10]| H{Z
=l 2|l M AWS CLIE AFE75t0q CloudTrail O|HEE MM (047 M=
EventName=ModifyDBParameterGroup%).

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",
"userName": "Userl"

iy
"eventTime": "2022-12-01T09:18:197",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html

AWS HZE 7tolE Amazon RDS for MySQL 2! MariaDBo| CH$t 2 LIE{ &

|u]

i

o

Hopu

b

IEH

&o

115

"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {
"parameters": [

{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_log_buffer_size",
"parameterValue": "8388612"
},
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
.
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
},

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

CloudTrail O|HE M= AWS & 1111222233330 | A Roleldatabase-1 24& 2| User1O|
2022-12-01 at 09:18:19 ho{lA DB QIAEIA T} AL EHDB It2t0|E{ 1§ mariadbl10-6-

testE YIS S EoiELICH F 79| mietO|E7t S HEIRD O S 2oz dHEEI&LICH

* innodb_log_buffer_size = 8388612

* innodb_write_io_threads = 8

(PN

41



AWS Hz 7to|= Amazon RDS for MySQL %! MariaDBO1| CHst 2 L|E{2! & ¢

=

Z 7} CloudTrail & CloudWatch Logs 7|s

CloudTrail Z&0M O[HIE 7|82 &l5l04 X|H 90 S¢to| 2 U Hot QIAEHE 22X E sHAE
Q&LICH BE& 7|zt od%tsln £} RE| 7|58 &23517| {ls] AWS CloudTrail LakeE AI2%
A&LICH. AWS CloudTrail LakeE AtE 5t %|CH 7.4 ¢ O|HE O|0|H K& A0i O|HE C|0|H
Heateh &= U&LICH 8t 0| MH|AE= O|HIE 7|F0M et 7| 2f 3|2 MSste 2717t ot
HEO CHE  AlS™0|T AF8 XL X|1H 7ts8t E7|8 M35t S8 saL #HElE xIHFLICt

O 4> 4>
[nl

A EXE DU D, 428 MHSH, 5T

CloudWatch LogsZ 2 LHT S CloudTrailS 7438l 0F grL|C} F
7 =

E Fo X|E EEE Ho|sto] 2, 78 & 2ot UXISHE

~ E 7} CloudWatch LogsZ X%
27 o|HEE Brtet x| & EE o]

OT. I
rok
N
i
=l
— 0
]]O
N
A
i
ol
0=
0%
m
rir
@)
(@]
[
o
=
Q
(@]
0
o
HT

RIES BTE + YBLICH T8 ABIT} X

8 M 4 BLITH o8 Sof M TAIB FY + TS BT Bojl YAS BUhE BRE 7Y
¥ 4 aLich ZEol 3 SHoR S S22 £H TS CloudWatchE TAE 45 s
Lict

Z 7} CloudTrail & CloudWatch Logs 7|s 42


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html

AWS HZE 7tolE Amazon RDS for MySQL 2! MariaDBo{| CiEt 2 LIE{R 2l gh2] =319}

S A
o] =1|
= (|
otzl2 |IT Q1= 2T Mu|AQ| Eok 718 d, M5, AEME BHMM 7Y 528 HE AA F 5Lt
QL|CH 22l 7|[s2 1T Bl R[S Eot |, St 8 EA £= A|lAE HolE o2 2ha3d
HE MSgLict.

Information Technology Infrastructure Library(ITIL), 3] IT AHH|A Z2[(1TSM) AFHHGIME 2LIE{Z
Sl O|HE ZE[2} QIAIHE ZtE| 28 A3l THE U3 A5 L2lg MYEict.

2 AFH 2 M AWS Well-Architected Frameworke= 2 LIE{2l2 Al235t01 ZAE 7|dF &2l MAIS5 T
AFO| ZELIEZ 2l BEE St E & L|Ct CloudWatch EEE ME THE| 2L|IE{E MHIAE
A& 35104 X|E 7} ol BHE Ho{d HE O|E EAlst= GEE MHEFLIC

g2l otolsiede SM2 2, Ef, Y Ho| 2l 23 F2 U AEHE & ZE @85S Saff IT &
21 O|HIEQL CIAIEEE XME|ste E2XM0|1 EESHE HRE &S L]Ct.

Sections

« CloudWatch Z&

- EventBridge 7%

o Ed X|Mt ZHE 35 2l H|E S

CloudWatch &

Amazon RDS DB QIAEIAE 2Ysts B2 CHyst SRl XIE, OHE U Fxof hst goig
E{2ish T A4S T BLICH MySQL X MariaDB ClOE{H0|A 0] 7S E28 & AAE DB
BHA X|E,OS X|E, O|HE, 21 & ZA FXL|Ct CloudWatch ZEE A [

E
Y X2 E HAlst= 2ol E&LICH

CHZ ofl Mol AHE 2 E Amazon RDS DB QIARA0|M CPUUtilization X|E(CPU AIRE)E &
Alote ZEE MYHE £+ s YRS EodELICH DB QIAEIA S| CPU AFEE0| 5229 W7t 7|ZHo|
= 74
— o

80%E =1}5t Bl EE|HE|EE & LICE

CloudWatch Z& 43


https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm

Step - & g
S ] Specify metric and conditions
conditions
Step 2 Metric l Edit
Graph
5
Percent Namespace
10,47 AWS/RDS
Step 4 ||\

Metric name

CPUUtIlization

|
N/\/V . /\ / |

10,11

Q, Average >

875 Period

14:00

@ cPuLtilization 5 minutes v
Conditions
Threshold type
© Static Anomaly detection
Use a value as a threshold Use 3 band as a threshold
Whenever CPUURIlization Is.

© Greater Greater/Equal Lower/Equal Lower

» threshold old < threshol

than...

E )
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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Amazon RDS O|HIE = Amazon EventBridge 2 ™& £/ EventBridge 7212 AL&3104 siE O|HIE
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Amazon X Amazon EventBridge Rules
EventBridge
Rules
¥ Developer resources
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

Replays Rules (2/17)

c | create rute |

¥ Pipes

Pipes @ Q, rds X | 2matches | Anystatus ¥ 1 . 2 &
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 & Enabled Standard

rds-startup-database-3 Enabled Standard

¥ Schema registry P ©

The DB instance has been stopped O|HEE Z X|5t= 7 %El2] Amazon RDS O|HIE ID=
RDS-EVENT-00870|22 #%!9| Event Pattern £A48 Ct=21 Zto| AAgtL|ct.

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

O| 2|2 DB QIAEA database-30F 2L|E{R&5 11 RDS-EVENT-0087 O|HEE ZH A& L|Ct.
EventBridge|A O|HIEE ZX|3tH CHA Ol2t D 3t ElAA E=E AEXZQIER O|HEE MEE
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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{:3 AWS Notification Message - |
Message @ < " ¢
NOTICE
Forward W Attachment
okg RDS-Events-1= DB instance
AWS Notification Message b) STl e A R
mariadb-3
« RDS-Events-1 <no-reply@sns.amazonaws.com> :
To: » Ob jor RDS-Events-1>
{"version":"0""id":"65f0bafe-3
", : mopeyn e g n "o H "o aec_CCSB_
{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance da98-710e2b35e0a0" "detail-
Event","source":"aws.rds","account":" M"time":"2022-12-03T00:45:112", "region":"eu- type":"RDS DB Instance
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-3"],"detail"™: Event""source":"aws.rds","acc
{"EventCategories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west- ount":"012345678912 ", time":
3: :db:database-3" "Date":"2022-12-03700:45:11.3832","Message":"DB instance 2022-12-03T00:45:112" "regi

on":"eu-west-3""resources":
["arn:aws:rds:eu-
west-3:012345678912 :db:dat
- abase-3"],"detail":

If you wish to stop receiving notifications from this topic, please click or visit the link below to {"EventCategories":
unsubscribe: ["notification"],"SourceType":"

">https://sns.eu-west-3.amazonaws.com/unsubscribe.html? DB_INSTANCE","SourceArn":"

ipti —ArTAWS SN e U~ 3. -RDS- 1 } ) } ~ arn:aws:rds:eu-
SubscrlDtlonArn—arn.ast.sns.eu west-3: :RDS-Events-1:d911c18e-f196-44c7-af16 west-3: 012345678912 :db:dat
8f14a68a8641&Endpoint=

abase-3""Date":"2022-12-03
T00:45:11.3832" "Message":"
Please do not reply directly to this email. If you have any questions or comments regarding this email, DB instance

please contact us at https://aws.amazon.com/support stopped","Sourceldentifier":"d
atabase-3""EventlD":"RDS-
EVENT-0087"}}

(o N 4 )

stopped"J"SourceIdent'iﬁer":" database-3","EventID":"RDS-EVENT-0087"}} ]
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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« Amazon Relational Database Service Al AHA
« Amazon CloudWatch At AEHAM
« Amazon RDS FAQ

» Performance Insights FAQ

+ Deliver Amazon RDS Performance Insights counter metrics to a third-party Application

Performance Monitoring service provider using Amazon CloudWatch Metrics Stream(AWS €271
AAIZ)

» Creating an Amazon CloudWatch dashboard to monitor Amazon RDS and Amazon Aurora
MySQL(AWS E21 HAIE)

+ Tuning Amazon RDS for MySQL with Performance Insights(AWS 2 21 7| A|E)
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
https://aws.amazon.com/prescriptive-guidance/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://aws.amazon.com/rds/performance-insights/faqs/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/tuning-amazon-rds-for-mysql-with-performance-insights/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/amazon-rds-monitoring-alerting.rss
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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