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https://docs.aws.amazon.com/sdkref/latest/guide/feature-dataintegrity.html
https://aws.amazon.com/blogs/developer/preview-1-of-aws-tools-for-powershell-v5/
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A %|AWS Tools for PowerShell

AWS Tools for PowerShell cmdlet H3XMo 2 M|t AIE5t2{H CIS & =2| EHAHIE & ESHA A
o

o —

|

« Windows0i AWS Tools for PowerShell A x|

e Linux == macOS AWS Tools for PowerShell 0 A x|

« AWS Tools for PowerShell HH7 3.30| A B{T1 42 0}0|18f[O|4Ad

Windows0l AWS Tools for PowerShell A4 x|

Windows 7|8t ZAFE{= Ct21} Z-2 AWS Tools for PowerShell T 7| K| SMS Alalig £ Q& L|Ct

« AWS.Tools - 2| ZESIE HHQL|CE. . AWS Tools for PowerShell ZF AWS MH|AE
£ AWS.Tools.Common 2/ AWS.Tools.Installer2 & XtA|o| 7HHdZXQl A3 D EO|A K|
ELCtH
=

« AWSPowerShell.NetCore - AWS Tools for PowerShell2| Bt CHE R E HXHQULICH 2 E AWS A
HAE O| Bt CHE 2 E0{|M R|HELICH

(® Note

Bl D EO| L{F FHAM AWS Lambda &2+ &7 AF235HKR| 28 = e Mol R2ls5HAl
Q. CHAl 2fof| L2 2 ESHE HHE AFZEFLCH.

« AWSPowerShell - AWS Tools for PowerShell2].24|7HA| Windows2 B O3 2 & A ULICE 2
E AWS MH|AE O] B CHE 2 E0i| M RIELICEH

A8 =0l Windows 2124 L oflc|Adofl [t MEHst= mZ|X|7t ChELICH

(® Note

AWS Tools for PowerShelli= 2& Windows 7|2k Amazon Machine Images(AMI)0| 7|22
2 dX[ELUch dx|=l= S42 Amiof w2t chE Ut CHE 2 2] AMIo] AWSPowerShell 2

Windows 0l A x| 6


https://aws.amazon.com/lambda/
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E0| UX[BH UE AMIO|= CIHE SM0| U = UELICH 0| & E04 Windows Server 2025&
Amazon EC2 AMI=E 2E A AWS.Tools SME AF2EFLILCE.

AWS Tools for PowerShell& Ad5tc{H CtE0t Z2 &2 =& 2ol 2 e cho] &S oM RhAl
5| AdH).

1. AF2XF 817301 =488t AWS Tools for PowerShell I 7|X| S M2 M x|gHL|Ct

2. Get-ExecutionPolicy cmdlet2 A&5t0{ A RE A™MO| &8 EIRI=X| =elgtL o

3. AWS Tools for PowerShell 2 & & PowerShell M2 2 7} XS LICT

A =

PowerShell CoreE X &8t
™ Mzl CtRREE £

PowerShell2| | Al H{F12 Microsoft 2 AFO|E Q| PowerShell2| CFFEH H
U&LILCE.

WindowsO01l AWS.Tools A1 %]

Windows PowerShell H{& 5.1, EE = PowerShell Core 6.0 0|4 0| A%|El WindowsE AlgistE HF
E{0{ AWS Tools for PowerShell@| 2 E3HE HHE AX|E = U&LICH PowerShell CoreE MX|5l=

ghedo]| CHEF AFAM|EE L2 2 Microsoft & AFO|E 0| A PowerShell2] CFEH HHA A %|2 & Z5HAAIL

Ct2 Ml 7FX| 2 = SILIE AWS . ToolsE Mx|g £ l&LICt

« AWS.Tools.Installer ZE0A cmdlet2 A ELICH O] 2E2 CHE AWS.Tools 2 E9|
Mx| L AOI0|EE ZtASHEILICH AWS.Tools.Installer= PowerShellGet2| H|0O|E
E HZFE et o| HEIZ XIS 2 225t MX|ELICH AWS.Tools.Installere
Ase2 B HHo| S7(3HE |RXIFLICE & Z&29| 2|4 X E MHR[6H 7Lt |0l E5HEH
AWS.Tools.Installer® cmdlet2 CIE ZE AWS.Tools ZES SUS HEHSZ XAIS2E Y
Clo|E &Lt

Ol &2 Ct5 Hxtol| dBxlof QU&LIct

« AWS.Tools.zipOlMH ZES CIRZEE D ZE E 5 stLtof| &S SiAELICH
PSModulePath &3 #H0| gtE EAlstod 2 ECE &2 += U&LICH



https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWS.Tools.zip
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/A Warning

+ Install-Module cmdlet@ A& 3504 PowerShell Galleryoll M ZF MH|A 2 E S MAR[ELICH.

AWS.Tools.Installer Z =2 AL 310 WindowsOl| AWS.ToolsE A x|5t24H

1. PowerShell N|/ME A|ZHgL|CH

@ Note
aslof st= 2ol 2+st=s 4
PowerSheII% Al|5HX| gt = Z40|
& AX[SHXR| &t &LICEH

_?_E X‘”Ql%l'__’l_ %7—=||El_| -|%I_|'% |-7C| 'TlI-Ele'E
2
=

=
LICt ol &xHA 2ot @Iy mE ol x4 Hetol

2. BE3E AWS.Tools INF|X|E Mx|5t{™ CS HYS AlsstL|Ct

PS > Install-Module -Name AWS.Tools.Installer

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"N"): vy

0>1

HEAE LS/ 4GS0l E YUE UE B2IS WAIE HeE BE UK ENEL
Cf. PowerShalol | 2 ExIE 4 RIS 21y LRI BIAXIZH ENIEl] 12
| KA MRS o ~Force T}ZIO[E|Z Bug MY 4
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PS > Install-Module -Name AWS.Tools.Installer -Force

3. O|X| AWS cmdlet2 £ AI236IE4= ZF Install-AwWSToolsModule AMH|AO]| CHEH 2 &

x|g = l&Lich o & E0{ Chs BHEE Amazon EC2 & Amazon S3 ZE2 Mx|# |—|EP
ol L XIHE REO| ASote Ol WRE 2E 54 DT MAFLICH o2 Sof X HA

AWS .Tools MH|A BEE AMx|5tH AWS. Tools.CommonE AX|E/LICt Ol= ZE AWS A{H|
A DS EHRst B REQLICH ESH O HES RES NS CIE RES ST %4l
HE2 2 AdO|o|EELCE

PS > Install-AWSToolsModule AWS.Tools.EC2,AWS.Tools.S3 -CleanUp
Confirm
Are you sure you want to perform this action?
Performing the operation "Install-AWSToolsModule" on target "AWS Tools version
4.0.0.0".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

Installing module AWS.Tools.Common version 4.0.0.0
Installing module AWS.Tools.EC2 version 4.0.0.0
Installing module AWS.Tools.Glacier version 4.0.0.0
Installing module AWS.Tools.S3 version 4.0.0.0

Uninstalling AWS.Tools version 3.3.618.0

Uninstalling module AWS.Tools.Glacier

Uninstalling module AWS.Tools.S3

Uninstalling module AWS.Tools.SimpleNotificationService
Uninstalling module AWS.Tools.SQS

Uninstalling module AWS.Tools.Common

(® Note
Ol Install-AWSToolsModule cmdlet2 O|&O| PSRepository®l PSGallery(https://
www.powershellgallery.com/)HIAH SHEI ZE DES CIRZCES D MEE = Ue

AAR ZHFBHLICH Get-PSRepository -Name PSGallery WS ALE35l04 0]
PSRepositoryOi CHSH AtA|S| otE £ JU&LICEH

O|FM HY S AlZHSIH J|E2X o 2 SUSERPROFILE%\Documents\WindowsPowerShell
\Modules EH0{ 2 E0| Ax|ELIC} HAFE{S| ZE AL X0 CHEH AWS Tools for PowerShell

AWS.Tools Mx%
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E Mx|5te{H ZEIXIE A|ZZHE PowerShell M|A0{ M CHS HHE S Alstislof gHL|Ct.
OE E0{CtS BHE2 IAM ZES ZE ASK7F HMAE 5= U= %ProgramFiles%
\WindowsPowerShell\Modules ZC{0{ A x|&L|C}.

PS > Install-AWSToolsModule AWS.Tools.IdentityManagement -Scope AllUsers

CHe B2 Mx|5H2{® PowerShell GalleryO] Y= 74Tk ZH0| XT3t BE 0|22 AFR 5104 QA
Bt dg AlsEH |}

2| = 20{ AWSPowerShell.NetCore A x|

PowerShell H{& 3~5.1, EE= PowerShell Core 6.0 O|Af 0| A x|& WmeWSE ASt = AFE 0]

AWSPowerShell.NetCoreE M X|& + U &LICH. PowerShell Core 4 x| gredod| CHE RFMIEH LHE 2
Microsoft PowerShell €| AO|E Q| C}2F5H HHT 2| PowerShell A x|& EH X354 AIL.

AwspowerShell.NetCore= 5 7 X| 2] Soi| MEHSH A HX(IE = JU&LICEH

« AWSPowerShell.NetCore.zip0llM ZES CI2ZE5tD 2 & CIEEE| § §tLtof| &F S A E L
Ct. PSModulePath 843 #H9| IS EA|5t0d 2 & CIHEZ|IE HE

/A Warning
ZIP It S CHREES 5 ZEHIXE FF5I7| Tol *tEH2
tMo = melo| £ME W, bt B4Z =elstn, e A2 R Al &elgtE MEfstod
= L|Ct.
ZIP ot Rt i A|sH oF 3k X[2F RHEFSER| 2E 2T ‘Import-Module : Could not load file or
b A o]

assembly’@t RAteH QLRI S ME = l&LCH

« Ot Hito]l MHEE CHE Install-Module cmdlet2 AH& 3504 PowerShell Galleryl A A x| &L
Ct.

Install-Module cmdlet2 AHE §l04 PowerShell Galleryol A AWSPowerShell.NetCoreE A4 %|5t24dH C}
22 FdELICH

PowerShell Galleryoll Al AWSPowerShell.NetCoreE A x|5t248 ZHFE{0| A PowerShell 5.0 O|& 2
Al=St1 U7HLE PowerShell 3 0| 20| A PowerShellGet2 A& 5t Qlo{oF &fL|Ct CFS EHE2 A~
gl

=]

AWSPowerShell.NetCore A4 %| 10


https://www.powershellgallery.com/packages?q=aws
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWSPowerShell.NetCore.zip
https://www.powershellgallery.com/packages/PowerShellGet
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PS > Install-Module -name AWSPowerShell.NetCore

PowerShell2 ZElxt2 M¥sts 22 0IT WL HAREIQ ZE A& Xtofl CH3H AWS Tools for
PowerShell2 M| LICt BE|Xt #EH0| iE EZE AL KIE A PowerShellg A3ists B SUst
D4240| 4XH AFE KFodl CHBHAMEH AWS Tools for PowerShellE A x| gFL|C}H

s ALSXLol[ A 2t E|xF HEto| = F2 T ALE R0 CHolf A 2F A X[sted™ ChE 2t 20| -Scope
CurrentUser OH7f B+ MIEE AEsto] BHEE AT LICH

PS > Install-Module -name AWSPowerShell.NetCore -Scope CurrentUser

EEOHA‘I cmdletg XS AYE M LB S Z PowerShell 3 0 O|4 2| 2IZ|A &= PowerShell A|4dof 2
£ 2 E 35 X|2t AWSPowerShell.NetCore ZE2 0| 7|52 X|&st7|0ll L{F SLict. cHAl S 6

A& 3504 AWSPowerShell.NetCore Core & PowerSheII Mol BAMez ZEsfof ZLCH

mlo

PS > Import-Module AWSPowerShell.NetCore

AWSPowerShell.NetCore 2 &2 PowerShell M|M0j| XIS 2 2 E5t2{H T HZ S PowerShell

Z 2 Zlof| F7FEFLIC PowerShell T2 & T E|of CHEF AFMIEH LHE 2 PowerShell B MO| T2 & A

JHE &EFMAL.
Windows PowerShell0l AWSPowerShell A x|

CtS 5 7HX| 2] &= 3tLI2 AWS Tools for Windows PowerShellE M x|& £ /&LICt.

« AWSPowerShell.zip0llH ZES CIRZES T 2 E CIAEZ &
PSModulePath B3 0| Z}2 E Alstod 2R E CIHEEIE &

A Warning
£ SHAIsHoF &
A2 AHE A F
—r%'iE'I—IEP

ZIP ot U S AFEF sHAISHOF 5t X[BF XHEHSHR
assembly’@t RAteH LRI HME = G |EF.

« Ct2 ™xtof MBE CHE Install-Module cmdlet2 At& 304 PowerShell Galleryoll A A x| &L
CH.

AWSPowerShell A4 %|


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_profiles
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_profiles
https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWSPowerShell.zip
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Install-Module cmdletE AM& 504 PowerShell Gallery0llA{ AWSPowerShell Ax|5tE{H LIS =
ot

PowerShell 5.0 0|42 M35t 1 7Lt PowerShell 3 0|4 0lA PowerShellGetE M x| o™
PowerShell Galleryoll Al AWSPowerShell2 Mx|g = A&LICt OIS BHES A3 5109 Microsoft2]
PowerShell Galleryoll Al AWSPowerShell2 Mx|5t 1 AC|0|EE &~ QU&LICH

PS > Install-Module -Name AWSPowerShell

ZE3le{™ o import -module cmdletZ

AWSPowerShell 2 £ 2 PowerShell AM|M0] RS2 2=
ZZ2Zl WElof cHet REM|EH L& 2 PowerShell A& A

PowerShell Z 2 Z!o]| %‘—7P°JI—|EP. PowerShell

o T2 AJNE HEFAAL.

(® Note

Tools for Windows PowerShell2 Z£& Windows 7|2t2| Amazon Machine Image(AMI)0f 7|&
Mo =2 MxX|EuC

b A

ATRE A8 BN

0%
tok

J

AWS Tools for PowerShell 2 €& ZE35l2{™ PowerShell A3 ZE A S &M3t6lof ELICH A3
2 E Al S Hd5}6tt{™ Set-ExecutionPolicy cmdletE A& 5t0 RemoteSigned BAE MY

1ol

gLt XEM|EH LHE 2 Microsoft Technet &l AFO|E o] AlSH ZEH ATHE EEFHAAIL.
® Note
O|E WindowsE 4 %ﬁff AFE{OP MBE|E= @F AFEQLICEH CHE 24 AAoll=
ExecutionPolicy Mgto| gi&LICt.

1. A YA HMSiE{H 22X HEto| ERELICH ZE|RF HEHo| /e AFSAE 205K
of2 B2, elxt HEt2 2 PowerShell M44E LICH A|ZFE E4EF CHS All Programs(Z2 &
2 O)E MEIELICH Accessories(HMAMENE MEHE CHF Windows PowerShell2 A&

gfLICt Windows PowerShell2 Ot A QEZ HECE 2|5t & HHAE M|7F0|A Run as
administrator(#2|At HEtS 2 AJ)E MHEHFLICH.



https://www.powershellgallery.com/packages/PowerShellGet
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_profiles?view=powershell-6
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies
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2. BH T EZEOMCISES QU2dEL|Ct.

PS > Set-ExecutionPolicy RemoteSigned

(® Note
64H|E A|AE0| M= PowerShell2| 32H|E H{F 21 Windows PowerShell(x86)01| CHaH O] EH7|
E HE 2 5ok FLICH
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File C:\Users\username\Documents\WindowsPowerShell\Microsoft.PowerShell_profile.psl
cannot be loaded because the execution
of scripts is disabled on this system. Please see '"get-help about_signing" for more
details.
At line:1 char:2
+ . <<<< 'C:\Users\username\Documents\WindowsPowerShell
\Microsoft.PowerShell_profile.psl'
+ CategoryInfo : NotSpecified: (:) [], PSSecurityException
+ FullyQualifiedErrorId : RuntimeException

Tools for Windows PowerShell 44 %| 2|k} = AWSPowerShell R E2 Z & ste CIHEEZ|C] {&IE
&SI E PSModulePathE XIS 2 2 0| E g LC}.

PSModulePath7} AWS 2 =2| C|HE{Z| {IXIE E&SIEE Get-Module -ListAvailable
cmdletO| O| ZE S EAIFLICE.

PS > Get-Module -ListAvailable

ModuleType Name ExportedCommands

Manifest AppLocker {3

Manifest  BitsTransfer {3}

Manifest PSDiagnostics {}

Manifest TroubleshootingPack {3}

Manifest AWSPowerShell {Update-EBApplicationVersion, Set-DPStatus,

Remove-IAMGroupPol...
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http://msdn.microsoft.com/en-us/library/windows/desktop/dd878326.aspx
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AWSE ME& AWS Tools for PowerShell MH|A 4l 7|52 x|5t7| &6 H7|xoZ AWS2| A H
Mg 2e|ASLICE 3R Mx|E 7o A &02l524{M Get-AWSPowerShellVersion cmdlet2 A

PS > Get-AWSPowerShellVersion

AWS Tools for PowerShell
Version 4.1.849

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Amazon Web Services SDK for .NET
Core Runtime Version 3.7.402.75

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Release notes: https://github.com/aws/aws-tools-for-powershell/blob/v4.1/changelogs/
CHANGELOG.ALL .md

This software includes third party software subject to the following copyrights:
- Logging from log4net, Apache License

[http://logging.apache.org/log4net/license.html]

LSt -ListServiceVersionInfo It2tO|E{E Get-AWSPowerShellVersion @230 F£716t04 =3
O A HHO|M XIHE[= AWS MH|AS| S8 = = U&LICH ZE3HE AWS. Tools. * SME A
23l B2 A 7IXM2 ZED EAIELICH

o
==

PS > Get-AWSPowerShellVersion -ListServiceVersionInfo

Service Noun Prefix Module Name SDK

Assembly

Version



https://docs.aws.amazon.com/powershell/v4/reference/items/Get-AWSPowerShellVersion.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Get-AWSPowerShellVersion.html
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AWS IAM Access Analyzer IAMAA AWS .Tools.AccessAnalyzer
3.7.400.33
AWS Account ACCT AWS .Tools.Account
3.7.400.33
AWS Certificate Manager Private... PCA AWS .Tools.ACMPCA
3.7.400.34
AWS Amplify AMP AWS.Tools.Amplify
3.7.401.28
Amplify Backend AMPB AWS.Tools.AmplifyBackend
3.7.400.33
A Sl PowerShell HME & Q1524 $PSVersionTable2 245t04 $PSVersionTable XI5 4
+ol g =L
odl:
PS > $PSVersionTable
Name Value
PSVersion 6.2.2
PSEdition Core
GitCommitId 6.2.2
0S Darwin 18.7.0 Darwin Kernel Version 18.7.0: Tue Aug 20
16:57:14 PDT 2019; root:xnu-4903.271.2~2/RELEASE_X86_64
Platform Unix
PSCompatibleVersions {1.0, 2.0, 3.0, 4.0.}
PSRemotingProtocolVersion 2.3
SerializationVersion 1.1.0.1
WSManStackVersion 3.0
Windows0ilA AWS Tools for PowerShell 4|0 E
AWS Tools for PowerShell| | 0|EEl H{F0| EZ|AE el 2EZHoM ™ SQ HHE HI7(|™
o2 rlo|E s of BLiCt
2 E3HE AWS.Tools 2 E YOIOIE
AWS .Tools ZES %Al HAMOZ Ya0|E5E{M Ol WS AsHsrL|C}

PS > Update-AWSToolsModule -CleanUp

AWS Tools for PowerShell (4G 0| E


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_automatic_variables?view=powershell-6
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_automatic_variables?view=powershell-6
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O| HY2 ¢x Mx|El ZE AWS.Tools DES UO|O|EstDT HBXo=E YO|0|ESH £ Mx|k|0oq
E CIE XS MAHELICH

>
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® Note

O| Update-AWSToolsModule cmdlet2 O|& Ol PSRepository?! PSGallery(https://
www.powershellgallery.com/)o| B2 & 2 & CIREEStD AMEE = Ue 242 ZHFFLCH
Get-PSRepository -Name PSGallery HEZ AL&3l04 O] PSRepository0il CHEH AHA|
5| ZotE &= U&Lct

Tools for PowerShell Core 2| 0| E

ol
ol

Get-AWSPowerShellVersion cmdlet2 A5t0 A& QI ™S =QIFt F, PowerShell Gallery
2l AFO|E 0| M ME5F= Tools for Windows PowerShell B0} H|m gL|Ct. 2~3F0tC} & 2l5t= Zd0|
Z&LICH M HA3 2 AWS MH|A0 CHEE X2 SHE X|0| MBEle HHSZ UO|o|EF Fof gt

AEE + U&LICH

d

r.

AWSPowerShell.NetCore2| M RIZ|AE MX|st7| Tol| 7|1E Z& 2 MHELICH 7|& TH7|X[E A7
ot7| ol ¥id U= PowerShell MMEE 25 E&LICH OHE BYEE A&stod M7 |X|E XM 7HgfLICH

PS > Uninstall-Module -Name AWSPowerShell.NetCore -AllVersions
7|X|E M7HE & ChS HHE S A5t UOo|E & RES xR LICEH
PS > Install-Module -Name AWSPowerShell.NetCore

MX| £ Import-Module AWSPowerShell.NetCore HHEE A&5t0od YE|O|EE cmdlet2
PowerShell M|440i 2 =& L|Ct

Tools for Windows PowerShell 21| 0| E

Get-AWSPowerShellVersion cmdletE &2H5t04 Al SQ HTZ & Qlet &, PowerShell Gallery
2 AO|E 0| M RS 3t Tools for Windows PowerShell HZ 1t H|w gt L|Ct 2~3F 0t 2 Qlst= 20|
E&LICH M BE 2 AWS AMH[A0 CHE X2 sHE X0 MBEle HHESE Ao|o|EFH Fof Bt

A8 & &Lt

« Install-Module cmdlet2 AFE5H0{ MX|EH A2 ClS HHES A~ELICTH

PS > Uninstall-Module -Name AWSPowerShell -AllVersions

AWS Tools for PowerShell 20| E 16
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PS > Install-Module -Name AWSPowerShell

« CIREZCFHZIP Tt U2 AL 510 M X[EH F<2:
1. Tools for PowerShell0 M Z|Al HAME CHREEFLICH CIREZEE 1t 0|§ 2| I 7| K| X H
% £ Get-AWSPowerShellVersion cmdlet2 P HE &= Ue HE HE e il wghL|Ch.

2. CIREE HH™O| MX[&t HHELCH HE T =2 E<S 2 E Tools for Windows PowerShell &2
E&LCh

3. Tools for Windows PowerShell | Al HAE A x|gfL|Ct.

| £ Import-Module AWSPowerShellE Alli5to{ UL O|EEl cmdletE PowerShell Al4d0] £
2fLict == AlE Mol M AHE X K| AWS Tools for PowerShell 2& 2 A-ELICH

)||

_|
=
L=

ok

Linux EE= macOS AWS Tools for PowerShell 0 A4 x|

O| &AM ME Linux EEE macOSo|E Mx|stE &0l AWS Tools for PowerShell CH8H X|&2 X2
grLICt.

MY I

Linux EE= macOS ZAFE{0{ AWS Tools for PowerShell £ A x|5l24H Ct= 5 7HX| THF|X| M Sof

m
M e & sl

2E9

rio

« AWS.Tools - 2E3}E HZIQLICH AWS Tools for PowerShell. ZF AWS MH|AE 2§ K|
S AEA| 7 A R E 1IA-I K| SEILICFAWS . Tools . Common.

« AWSPowerShell.NetCore -2| £t CHE 2 & HHULICH AWS Tools for PowerShell. 2 & AWS M
HAEO| Bt CHE 2 E oM K| ELICEH

N

(® Note

B B E0| L{F 7HA AWS Lambda &2+ &7 AFS5HXR| & = UCh= Mol |f2ls5tHAl
2. CHAl 2{of L2 RESIE HAME AF2 8Lt

Linux B £ macOSE adst= HAFEI0IA o2E S dYstcd™ Ch S ol HeLchol &
MM

= o| AFE0 xtAM|5| LE).

1. K| E|E= A|AEI0]| PowerShell Core 6.0 O|AH2 Adx|gtL|Ct.

Linux £ macOSol| x| 17
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2. PowerShell Core& Ax|gt F A|AHE] A0M pwshE A=5H0{ PowerShellE A[ZFEL|Ct
AWS .Tools = AWSPowerShell.NetCore & stLIE A x|EFLICH
Mgt Import-Module cmdletE A&5t0d Z =S PowerShell M2 2 7HX{ZLICE.

Initialize-AWSDefaultConfiguration cmdlet2 A&504 AWS A+ ZHE M S gLCt.

o bk~ »

£ ASl3te{8 AWS Tools for PowerShell CoreZd # E{0{| A PowerShell Core 6.0 0|4 S AlgliSH ok

o

« X[¥El= Linux ESE S5 ! Linux 7|8t AFEo PowerSheII Z| A HAE ERISHE Yol CHEt
REMIEE L& 2 Microsoft 2 AFO|E. 2] Linux0il PowerShell A x|& & Z5tM| 2. Arch, Kali, Raspbian
S Z2 Linux 7|Ete] U8 2 MAE S2AMo 2 X|HE|X| E X2 CHEst =F 0| FHRLIE| x|
O| O|R0{X|Z U&LCt.

« X|®E|E macOS HE L macOSoil PowerShell |41 HHFE2 Mx|st= ghedof CHEE RHMBH LIS
Microsoft & AFO|E 2] macOSOo| PowerShell & %|& ZHX5IAML

Linux 55 = macOSO0i| AWS.Tools A x|

PowerShell Core 6.0 0|42 Algi5t= AWS Tools for PowerShell Z4FE{0| R E3}IE HTQ|E Mx|g
= l&LICt PowerShell Core M x| ol CHet REMIBH LHE 2 Microsoft PowerShell 2 AHO|E.9| Cf
kst HA 2| PowerShell A %2 X5 AAIL.

Ct2 Ml 7HK| 28] = 5tLEE AWS. ToolsE A x|gh 4 & LCt.

. AWS Tools.Installer £ &0iAf cmdlet2 AFS & LICt O| 2= CHE AWS.Tools ZE9]
Mx| 2 HO0|EE ZtASIEILICH AWS.Tools.Installer= PowerShellGet2| HH|0|E
5' HXME @&slD o| HXZ RIS 2 Ct22E= 61 Mx|ELICH AWS.Tools.Installere
Ase2 BE HAHo| S7(3HE |RXIFLICE & ZE29| 2|4 X E MER[SH7HLt |0l ESHEH
AWS .Tools.Installer®| cmdlet2 CIE ZE AWS.Tools ZES SUS HNUCSZ XSS 2
Clo|E &Lt

o &2 ctE HExtol dBE|o{ UA&LICH

« AWS.Tools.zipOM RES CIRZLESIT R E CIAEZ| & stLtol S S SHAIELICH.
$Env:PSModulePath #H9| gt CIMG0d 2 & CIHEZIE HE = U

2N
=
« Install-Module cmdletE AF&304 PowerShell Galleryoll M Z+ MH|A 2 ES A x|EHLICH.
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AWS.Tools.Installer ZES AF23}0q Linux EE & macOSOi| AWS.ToolsE M x|5t2{H

1. LC}IS HYE A&l5l0d PowerShell Core MM A|ZHEFLILCE.

Ste ZRE MolstT sZE HEte T #ElRtE
PowerSheII% ’égc'i%}xl )} = 74 o~ { 20| %] A M3t

A UX[etx| & LICtH

2. AWS.Tools.Installer ZES AI235t0{ ZESHE AWS.Tools I7|X|E MX|5l2{HH CIE &
242 AlsH3rL|C}.

o= So0od™

PS > Install-Module -Name AWS.Tools.Installer

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

IINII): y
M7t Az +~ gigolete L0l EAZH oI E HRIE et=X] == HAIX|Z IAIE'
LICt. PowerShelloilM 2= & HAIE + ULSF otcdH yE UM LICH HIAIXIZF R AIZX] &
£ ot MEAE AZ[etx| f2 EfollM ZE 2 HRlsiedH O HES dde + %J%L—IEL

PS > Install-Module -Name AWS.Tools.Installer -Force

3. O|Ml AtE3tEd= 24 MH|Aof CHall 2E2 MHX|E = MSL—lEP o|§ E0{Ctg HHE2
Amazon EC2 & Amazon S3 2&2 Mx|gLICt. o] BH2 X|HEl 2&0| & S5t= o E
QL TEBTSEZEL AXIFUCH olE S0{ X WM AWS.Tools MH|A 2 &
AWS .Tools.CommonT MX|ELICI Ol &2

=

= AWS MH|A 250 EHR st 37 2EQILICH E
St oI HEo| P EE MHSID CIE 2 &

=
=
S 2|4l T2 H|o|EF LT

PS > Install-AWSToolsModule AWS.Tools.EC2,AWS.Tools.S3 -CleanUp
Confirm

AWS .Tools M x| 19
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Are you sure you want to perform this action?
Performing the operation "Install-AWSToolsModule" on target "AWS Tools version
4.0.0.0".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

Installing module AWS.Tools.Common version 4.0.0.0
Installing module AWS.Tools.EC2 version 4.0.0.0
Installing module AWS.Tools.Glacier version 4.0.0.0
Installing module AWS.Tools.S3 version 4.0.0.0

Uninstalling AWS.Tools version 3.3.618.0

Uninstalling module AWS.Tools.Glacier

Uninstalling module AWS.Tools.S3

Uninstalling module AWS.Tools.SimpleNotificationService
Uninstalling module AWS.Tools.SQS

Uninstalling module AWS.Tools.Common

(@ Note

O Install-AwWSToolsModule cmdlet2 O|&O| PSRepository®l PSGallery(https://
www.powershellgallery.com/)HIMH QHEE R E RES CIRZE5t 10 ST 2ZXIEEIE
Mg 3 E AAZ ZHFEBILICH Get-PSRepository -Name PSGallery HHE Al
&35t04 0| PSRepositoryd CHaH RtA|S| &ot=E = U&LICEH

Ol HHE2 ZES AAHI Sl 7|2 CIHE ol Ex[ELICH AX ClHEZl= 28 MA| Hi=Z

It 3l T M x|8H PowerShell BHE10]| th2F 2 EILICH o £ S04, RHELT} RAISH A|AE]

0 PowerShell 72 Mx|8t B2 7|2 Z&2 /opt/microsoft/powershell/7/Modules(&E
= $PSHOME/Modules)ol|l U1 ALXI ZER CHEE ~/.1local/share/powershell/

ModulesOl QU&L|CH REA|SEH LH 2 Microsoft PowerShell | AFO|E Q] Install PowerShell on
LinuxE & X5HMR. 50| Ex|E {x|E =Qlst{H Ctg BHES M- LIt

PS > Get-Module -ListAvailable

CHE 2§ AxI512{2 Powershell Galleryol /i 23 20| e 2E OIRS A8t R A
Bt e ME LI

AWS.Tools Mx%

20
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Linux B &= macOS0| AWSPowerShell.NetCore A4 x|

AWSPowerShell.NetCore2| %|Al ZIZ|AZ A28|0|=8FE4™ Linux 5= macOS AWS Tools for
PowerShell oA |0l E 2| X|&E W& LICH HX O|™ BT 2| AWSPowerShell.NetCoreE M| 7{&
LIC}.

AwspowerShell.NetCore= 5 7tX| & Soi| MESHM HX[E = A&LICEH

« AWSPowerShell.NetCore.zipOlAM ZE2 CIREEStD 2 & CIEEE| & stLtof| & E 2 S|
gHLICH $Env:PSModulePath #=0| Zt2 2IM5to{ 2 E C|HEEIE &2 & l&LICt

- C}S ™xtoll MHE CHZ Install-Module cmdlet@ A& 304 PowerShell Galleryoll M A x| &L
Ct.

Install-Module cmdlet2 AF2 3104 Linux B2 = macOS0| AWSPowerShell.NetCoreE A %|5t2{H

Ct2 H232 AR50 PowerShell Core M|A42 A|ZH8HLICEH

$ pwsh

@ Note
S24E E|Xt HEt2 2 PowerShell 23 317| 28 sudo pwshE& A& A PowerShell2 Al
A5t x|z Ot AR, ol EAHAM 2ot @™ IE ol =4 Heto| #&a UXISHK| ek &LICH.

PowerShell Galleryoll Al AWSPowerShell.NetCore Bt 2 & TH7|X|E Mx|5te{H OIS HHS A
glct
=

PS > Install-Module -Name AWSPowerShell.NetCore

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
)iy
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AWS Tools for PowerShell (% 4) AFS AT A

= o

MEATLAZE = IS 02l L 20| EAIL|H o/E MX|E Hsl=X| E= HAIX|ZF EAIELICH
PowerShellof | 2 ES Mx|E | 2|3 K| 2f 2 AEHOI A
HIAIX|7F EAIZEIX| A =5 5t24H Cf

PS > Install-Module -Name AWSPowerShell.NetCore -Force

E{o| ZE A2 X AWS Tools for PowerShell 01| CHSHE A %[5t K| ot = $to| HHS FEZ AMele
7t ei& L ct. o|Z A 5t24™ sudo pwsh0i| A A|ZFEH PowerShell M440{| A CE BHEE A gL

e oY
"0

PS > Install-Module -Scope AllUsers -Name AWSPowerShell.NetCore -Foxce

~32E MY

O| Set-ExecutionPolicy HE2 Windows 0|2|9| A|[ARI|ME AHEE = Qi&LICH Get-
ExecutionPolicyE A&E &+ A 2M, Ol= Windows 7[8H0] ot =l A|ARIO|M M=
PowerShell Core2| 7|2 A& 20| Unrestricted S E0{EFLICH AFAIEH LHE 2 Microsoft
Technet 2 AtO|E Q| A3 M ATHE R ZSHAAIL.

0II

o= AWS 2 & C|2E{2|9| &|%x|7F PSModulePath Z&E|0{ Q22 2 Get-Module -
ListAvailable cmdletoll= M x%[8t ZEO| EA|IELIC}

AWS .Tools

PS > Get-Module -ListAvailable
Directory: /Users/username/.local/share/powershell/Modules

ModuleType Version Name PSEdition ExportedCommands

Binary 3.3.563.1 AWS.Tools.Common Desk {Clear-
AWSHistory, Set-AWSHistoryConfiguration, Initialize-AWSDefaultConfiguration, Clear-
AwWSDefaultConfigurat..

AWSPowerShell.NetCore

PS > Get-Module -ListAvailable

Directory: /Users/username/.local/share/powershell/Modules

ATRE A 22
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ModuleType Version Name ExportedCommands

Binary 3.3.563.1 AWSPowerShell.NetCore

£ AN23EZ PowerShell & 743 AWS Tools for PowerShell Core
(AWSPowerShell.NetCore Bt 3i{)

PowerShell Core= YA o2 BE0|A cmdlet2 AAE MOt D52 AHSSE EEFLICH I8
L} o|Zde 3 7|7} & AWSPowerShell.NetCored| M= E1HX 0| K| ef&L|CH. AWSPowerShell.NetCore
cmdlet 2SS A|ZH5HE{T X Import-Module AWSPowerShell.NetCore HH S AlgH5HoF &L
Cl. O|= AWS.Tools EE2| cmdletoiME Z35HK| ef&LICt.

PowerShell MM = 7|5}

E Mx|8t £ Linux 7|8 EEE macOS 7|gt A|AEI0| A PowerShell& A|ZHstE AWS Tools for
PowerShelld< Initialize-AWSDefaultConfiguration2 Ag45t0{ AL & AWS HAM|A F|E K| 5o &
LICt Initialize-AwWSDefaultConfigurationOil CHE RtAIS HE = AWS A2 S ALS MM

g AZFMIL.

(® Note

9| 0|%1(3.3.96.0 O|F) &IZ|A0| A= AWS Tools for PowerShellO| cmdlete| 0|§0| 2 X|HE]
A&LICHInitialize-AWSDefaults.

HE 2l

AWS £ MEZ2 AWS MH|A2I 7|5 KI5 ¥aiel M {2 AWS Tools for PowerShell
M7|Mo =z 2g|AgL|c x| AWS Tools for PowerShell 32| H{ME &rQ15t2dM Get-
AWSPowerShellVersion cmdlet2 AlgstL|C}

of| A

PS > Get-AWSPowexrShellVersion

AWS Tools for PowerShell
Version 4.1.849

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

PowerShell 2& 74 23
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Amazon Web Services SDK for .NET
Core Runtime Version 3.7.402.75
Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Release notes: https://github.com/aws/aws-tools-for-powershell/blob/v4.1/changelogs/
CHANGELOG.ALL .md

This software includes third party software subject to the following copyrights:
- Logging from log4net, Apache License
[http://logging.apache.org/log4net/license.html]

3R HEH S| EF oM RIHEl=E AWS MH|A SE 8 E2{™H Get-AWSPowerShellVersion cmdletod| -
ListServiceVersionInfo Zl2tO|E{E F7}&L|C}

>

4> 02

| Ol PowerShell HME &Q15t24™ $PSVersionTable2 ¢l235t04 $PSVersionTable Al S

=
s2P
ol &2 &1Lt

r

T
T

o
==
el |

PS > $PSVersionTable

Name Value

PSVersion 6.2.2

PSEdition Core

GitCommitId 6.2.2

0S Darwin 18.7.0 Darwin Kernel Version 18.7.0: Tue Aug 20
16:57:14 PDT 2019; root:xnu-4903.271.2~2/RELEASE_X86_64
Platform Unix

PSCompatibleVersions {1.0, 2.0, 3.0, 4.0.}
PSRemotingProtocolVersion 2.3

SerializationVersion 1.1.0.1

WSManStackVersion 3.0

Linux EE= macOS AWS Tools for PowerShell 0lA{ YO0 E

HM7|Mo 2 o] AO|0|EE HE 0| AWS Tools for PowerShell ZI2|AE|H 2ZoiM A Q1 BT
0| E3H{oF &FLICt.

mo

2 E3SE AWS.Tools 2 & YO|0|E

AWS.Tools ZE2 x[M HECZE Yao|o|=5te{H CHE BHEE A™dELICH

Linux &= macOS AWS Tools for PowerShell 0{A G| 0| E 24
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https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_automatic_variables?view=powershell-6
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PS > Update-AWSToolsModule -CleanUp

Mx|El ZE AWS.Tools PES UH0|EST MEXO 2 UH|0|EE S0 CHHAM
A

(® Note

O| Update-AwWSToolsModule cmdlet2 O|& 0| PSRepository@l PSGallery(https:/
www.powershellgallery.com/)o| EE 2 & CIREEStD AE[E = UeE LA 2 ZHFFLCH
Get-PSRepository -Name PSGallery BZE Al&35t0{ O] PSRepositoryof CHaH XtA|

5| gotE £ A&LICH

Tools for PowerShell Core 2| 0| E

Get-AWSPowerShellVersion cmdletE &lRlisto] Ald QI HAME & Qlet &, PowerShell Gallery
= APOIEOHA‘I XS5t Tools for Windows PowerShell {70 H| W g L|CH, 2~ 3—|—EIHZP gfelsts Ao
Lot M BE 2 AWS MH|A0f CHEt X2 sHE X[§0| Z&E HToZE HO|0|EdE F 0B A

%%E* = A&LIch

1ok

AWSPowerShell.NetCore2| M| ZI2|AE AMx|5t7| ™ol 7|&E REE MAHELICH 7|& THF7|X|E N7
5t7| ™o d2{ Q= PowerShell MM 25 E&LICH OIS H@YE S A&#5od 7| X[E WM HELICE

PS > Uninstall-Module -Name AWSPowerShell.NetCore -AllVersions
7|X|E M7HEt & C& BE S Adstod UMo|E & RES MEX|RFLICEH
PS > Install-Module -Name AWSPowerShell.NetCore

MX| & Import-Module AWSPowerShell.NetCore BHEES A 504 UHIO|EE cmdletS
PowerShell M40l 2= FL|C}

e e

rkl

« AWS Tools for Windows PowerShell A|Zf
« 0 A AWS AMH|A Zr4 AWS Tools for PowerShell

o
i
]
HL
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AWS Tools for PowerShell HH7 3.30| M {7 42 0F0|1[0]M

AWS Tools for PowerShell HZ1 4= AWS Tools for PowerShell BH{7 3.30{| CHEF 0| AT S &8t 5=
UOIO|EQILICE 7|& cmdlet SEE R X|SHHEAM 7|S0| 45| A E|AELICH

MHHSZ LAad0|ES FUHE 7|&E AFEEJ AL HS3X|2 Z2HME 42 Ha80|=5H7|
Tof| HxX{3| ElAEstE XO| ‘%“EL—“:I'.

O| Bt = 848 Aol CHal At O|248t ¢4E A& o] AT RIE0] ofH BE=2 0|& &= UK
of cHsl CtEL|c}.

MEAH &t 2Z=3HE AWS.Tools EH{T

AWSPowerShell.NetCore & AWSPowerShell I{7|X|& ‘2 =2|A0|ASLICH &, ZE AWS A
HIA7I S8t BE0|A X|HE0{ 1S T 17 ME AWS MH|A9 7|50| F7HE o

ElL|ct M AWS.Tools T7|X|= AF25tE= AWS MH|AO Zedt REOCIRE =50 Mg
AE R8s AMBsle H &2 ZEZ LHELICH EH?IxI01I= CI2E 2E ZPENMERZ

r|r 4>

359 AWS.Tools.Common ZEX} Eo el ZEC| MX|, HHO|IE & MHE ZtA S
AWS.Tools.Installer ZE0| Z& |0 JU&LICE.

5 ZE Mcemdlet2 RS2 2 7HX2 = USL
of @12 NET Zixl|et &5 2E35t24M 04%15| Import-ModuleS

Ct. ﬂ |':'+cmdletE §_

S &350 #2 NET &0 CH3l PowerShellol 2240 g L|C}.

02 £0{ C}=2 H230o|= Amazon.EC2.Model.FilterOf CHE & ZE 7} QI&LIC O] REHo| &x =
As 7MK2718 EEHE 4+ gle2Z @M Import-Module® S E6H0k &LICH D& X| oo H

Zo| AmjgfLct.

PS > $filter = [Amazon.EC2.Model.Filter]@{Name="vpc-id";Values="vpc-1234abcd"}
InvalidOperation: Unable to find type [Amazon.EC2.Model.Filter].

PS > Import-Module AWS.Tools.EC2
PS > $filter = [Amazon.EC2.Model.Filtexr]@{Name="vpc-id";Values="vpc-1234abcd"}
PS > Get-EC2Instance -Filter $filter -Select Reservations.Instances.Instanceld
i-0123456789abcdefg
1-0123456789hijklmn

AWS Tools for PowerShell H{%1 3.30{|A{ B{7 42 ool gio|M 26
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MZ2 Get-AWSService cmdlet

0o
1z
0%
x

2= AWS.Tools Z20{A ZF AWS MH|AC| 2E O|ES £AH 3
cmdletE AF2E £ &L},

fjo

£ QI 2 Get-AWSService

PS > Get-AWSService
Service : ACMPCA
CmdletNounPrefix : PCA
ModuleName : AWS.Tools.ACMPCA
SDKAssemblyVersion : 3.3.101.56
ServiceName : Certificate Manager Private Certificate Authority

Service : AlexaForBusiness
CmdletNounPrefix : ALXB

ModuleName : AWS.Tools.AlexaForBusiness
SDKAssemblyVersion : 3.3.106.26
ServiceName : Alexa For Business

Cmdletof| A BtEHEl A E FN|o{5t= ME2 -Select ItZtO[E

HZ 40| M CHE 2 2] cmdlet® ME& -Select It2tO|E{E X[ ELICH ZF cmdlet® AWS SDK
for NETE AtE5+0§ AWS MH|A APIE S £#LICH O3 CHE AWS Tools for PowerShell 22+0[¢4
EE 2H2 PowerShell A3 ZE0f M

AHRE 4 9l 2R 2 WEHstD C+E HYO R mholZ Lot
2lof 8ol Wt 22 82 WS SE 40| 25 Powershel 20l ZESDo} 21 B2 2

IR Erjax f Ml ST US EE SYE ol A0l ZUAIZO ¥ B2E I8 &
ausucr. _Select I2}OIE{E ALS 3 omdietoll A ¥HEHEI NET Zi%ol ZBAIZ AE S XIHE 4
UeLIC

o & £04 Get-S30bject cmdlet2 Amazon S3 SDK & ¢ ListObjects& S & &fLICt 0] &2
ListObjectsResponse ZH&X|& E&tgfLICt SHX[EF 7|2 XS 2 Get-S30bject cmdlet SDK SE 2
S30bjects 24t PowerShell Ab& At AH| ghetErL[CE CHS oMol M O] ZHXI= 270 B4 7t /U= B
ode L |c}.

=H

PS > Get-S30bject -BucketName amzn-s3-demo-bucket

ETag : "01234567890123456789012345678901111"
BucketName : amzn-s3-demo-bucket

Key : filel.txt

LastModified : 9/30/2019 1:31:40 PM

MZEE Get-AWSService cmdlet 27
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Owner : Amazon.S3.Model.Owner
Size : 568
StorageClass : STANDARD

ETag : "01234567890123456789012345678902222"
BucketName : amzn-s3-demo-bucket

Key : file2.txt

LastModified : 7/15/2019 9:36:54 AM

Owner : Amazon.S3.Model.Owner

Size : 392

StorageClass : STANDARD

AWS Tools for PowerShell {7 40| A= SDK APl S &£0{| M BHetE|= ™A NET S ZHA|
Select *3tESE X|HE = U&LICE

i

e

i
1

PS > Get-S30bject -BucketName amzn-s3-demo-bucket -Select *

IsTruncated : False

NextMarker

S30bjects : {filel.txt, file2.txt}

Name : amzn-s3-demo-bucket

Prefix :

MaxKeys : 1000

CommonPrefixes : {}

Delimiter
et Bole 8 5™ sdol cigt BEE XY =& JU&LICH OFE oMo M= S30bjects HHE
off A= 2+ HAO Key SdBt BHEHEFLICEH

PS > Get-S30bject -BucketName amzn-s3-demo-bucket -Select S30bjects.Key
filel.txt
file2.txt

EX A2l ME cmdlet THEHO|E{S BHEtstE 70| K28 £ Q&LICH -Select
AParameterName2 A3 O| 22 +=&E + U&LICL 0| 7|52 -PassThru It2+0|E{(0{T 5]
A8 7Hs3HRIBH O|4 AP E|X| o

lJIo ﬂl
M
oo
o
L >
[u]

PS > Get-S30bject -BucketName amzn-s3-demo-bucket -Select S30bjects.Key |
>> Write-S30bjectTagSet -Select ~Key -BucketName amzn-s3-demo-bucket -Tagging_TagSet
@{ Key='key'; Value='value'}

filel.txt

file2.txt

Cmdletol| Al BHEHE ZHA| & ANo{5t= M2 -Select Tt2tO|E

28
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Zt cmdletol| CHEE £ = S 0{|M -Select OEIO|E{E X|HSHEKX| 0{FE AlEL|CT.

21 82 2o0f ChEH 2ot YBE Mg

T

O|™ 2| 0 M= -MaxItems LIZHO|E{E AL 35104 2|F £230i|M EHetE|= ZICH 24X =8 X|HE
%= AWS Tools for PowerShell /914 LIC}.

b

(®)

| &2 AWS. Toolsol| A AN 7H=/L|Ct

oft oH1

X2 AWSPowerShell.NetCore 2! AWSPowerShellol A I O|& A2 E|X| StoH &% 2| A Q]
X

o]
HE A Ol A A 7HEl L Ct.

ol

7|2 MH|A API7t MaxItems DtEIOIEE X|etE B, HlS AASE &= o APIMA X[HEH 2
S ELICH SHR[EF cmdlete| E2I0|M EHELE|E &= 8 HNEtetes S22 O 0|4 =-5HX| t&L
Ct.

Select-Object cmdlete 2 mO|&E 3t -

z|E E30lM gtetel= 5 & Kghsicd™ £
Npsi S0l 2 20 &5 +Lch

o =

First n Z2tOIEE X|HELICH o47|M n2 21

PS > Get-S30bjectV2 -BucketName amzn-s3-demo-bucket -Select S30bjects.Key | select -
first 2

filel.txt
file2.txt

B2 E AWS MH|A7F -MaxItems S st Ao Z X|HE|lE 2 ofL|E2 2 0|2 Qla £ x| HIHE
drAMSt of Ab x| 28t 2ot 7t M HEIL|CH EEBt -MaxItems7t M2 -Select Di2tO|E{QF ZEH=|H Y
2 ESALR 207 YlEg = A&LCH

LS AHE 57| £/ Tl Stream IH2FO|E

Stream EE= byte[] 89| ml2tO|E{= O|A| string, string[] == FileInfo 22 &= &L
C}.

& S0{Ct5 ollxl & stLHE AHSE & JU&LICH

PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream '{
>> llsomell: lljsonll
>> }!

PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream (1ls .\some.json)
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PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream @('{', '"some":
lljsonlll, I}l)

AWS Tools for PowerShell = UTF-8 2122 byte[] AI&35l04 2 E EXIYE = BHE-ELICH

=AM O|EZ 1ol &%

o = -1 O
O|M| =& mtetO|E{ol CHEF £ O|F S XIEstod mho|z 2Rl =g MEY + =z 2ot LatE
ANEX BHE MSE = JU&LIch

CHS Mo M = CH4 ecmdlete] THEtO|E O|& 1 URIStE OIS 7HE £40| = ALSAH X1 AH]|
BHSLICH cmdleto] AT O[2 8 S EE AHS2 = aid TietOE =z AASELICH

PS > [pscustomobject] @{ BucketName='amzn-s3-demo-bucket'; Key='filel.txt';
PartNumber=1 } | Get-S30bjectMetadata

® Note

UR £422| 0| HTIo A O|E X|HFU&LICH AWS Tools for PowerShell. HE 40| M= 2
E mietO|E{ol CHsl 0| & d3teto =M LetdE THMRIELICH

7 4.0 b TiM5EH7| 180 AWS Tools for PowerShell2 £ mt2t0|E{= X=4QlL|C},

0| H{T o A= AWS Tools for PowerShell,, AccessKeySecretKey ProfileNameE =2 Z

2 U2 38 Ttet0|E{7t S%dRegionO|AHE Bt CHE 2 E mtEtO|E= HX0|IRA&LICE ol B
PowerShell2 &% o2t O|E{ 20t HA{ HA o2t 0| E HIelEst 7| M=ol EX7F YWle = A&l
Ch. o & S04 OIS BHES AACtD 7PEsHE & LCh

PS > Get-EC2Region -Region us-west-2

PowerShell2| O] HHO|MH= 2t us-west-2E -Region _PEH:HE-UP OfL|2t -RegionName
S mtetolE{of HtlIYREELICH o|2{Et =2 MEXIE %E._ HA g = UA&LICH
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AWS .Tools == umlzt0|E{ M1 & ZX| Al

AWS.Tools.* 2E2 O|X| E= cmdlet TEtO|EHE MAst D T A AT LICH AWS MHH|A0 M
AP1o| mZtO|E{7} R EtCtD Me18t AL, cmdlet Ih2tO|E{E K| 5HK| &t 2™ PowerShell2 &
cmdlet TEtOIEHE 2= HAIXIE EAIRLICE 0|32 AWS . ToolsOl| Bt 2 ELICt O™ HZETe| 5
gtdg E&35H7| 250 AWSPowerShell.NetCore EE & AWSPowerSheIIOHE MEE|X| b &Lt

2 E mi2tale{of Null 2t AFE 7Hs

Ol 2t 73 metOlE (At & 2ol $nullS XIEY = JU&LICH Ol HE M2 7|E 23 EIE0
BSEE FK| ef&LICh ol A st E= mtetOl|E{ol cisl ZAIZlE HAIXIE ?2[E +~ A&LIcH E
I

I2IO|E{= AWS . ToolsOiMEF ZEA| AIRHELICEH

T 48 AL8stod ChS MM E M-SR 2f E= ntetolEol “gt" g |

=3 35t7| 2ol 22o|ME &
HES MAMoE 238 £ &LICh dB{Lt Amazon EC2 APl AH|A &2 AWS AMH[A0 047
5l i HEI Hesty| Eo AmEict

PS > Get-EC2InstanceAttribute -Instanceld $null -Attribute $null

WARNING: You are passing $null as a value for parameter Attribute which is marked as
required.

In case you believe this parameter was incorrectly marked as required, report this by
opening

an issue at https://github.com/aws/aws-tools-for-powershell/issues

WARNING: You are passing $null as a value for parameter Instanceld which is marked as
required.

In case you believe this parameter was incorrectly marked as required, report this by
opening

an issue at https://github.com/aws/aws-tools-for-powershell/issues

Get-EC2InstanceAttribute : The request must contain the parameter instanceld

o ol ASEIX| 8fe 7Is A7

CHS 7|s22| o]  ZZ[AAM ] 0|4 AP E|X| AWS Tools for PowerShell &t BT 404 A &7
ElLct.

« Stop-EC2Instance cmdletolA -Terminate Tt2FOIE{7F MIHHZIQA& LICH CHAl Remove-
EC2Instance=2 AFSSHAIR.

« Clear-AWSCredential cmdleto| A -ProfileName Z}2t0|E{7} M7HEIQIE LICH CHAl Remove-
AWSCredentialProfile2 AI23SIAMIL.
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AWS Tools for Windows PowerShell A|%}

o| MlMo| A& FAoME TTE M8 &+ Tools for Windows PowerShell A2 2| 7|&2 ALghod| CHaH
MAEsHL|CH 0 & £™ Tools for Windows PowerShellol A AWSS}F A5 xF2 8t [ Al23HoF & £ oF
ClE HEQF AWS 2| E X|Hsts wWidg MEELIct
O| MMO|CIE FAMOUME EF, H#E L ZZHMEE IHE = Ues 13 YHO| CHE HEE HSE
LIC}.
A
« AWSE AIE35t0{ =7 218 74
« AWS 2| x|™
« E AE35t0{ HHA|0|M ID +4 AWS Tools for PowerShell
« Cmdlet Z4AH 3! 3]
« AWS Tools for PowerShell2| I} O|Z2}0|, 24 4l HtF
. Hotolxz ME gl == uel &0l
o A} Al dftof CHEE F71 HE
o YA 2Ot QIB AIE
= = =
AWSE AtE35tod =4 Q1 74
AWS AHIAZ JHEE HE ZE7HAWSOIA QIS ElE S dYsHok LIt &8 & A8 7t
AWS M| A0 2t AWS E|AA| CHEF T2 a2 B AIO| HMAE FLEE = U= CHE S 20|

AA = L’l EI-

PowerShell& = 70i CHE CHY Bt 215 WS = QI5tE{T AWS SDK L =7 & X 7H0|E0M 215
2 HMAE HESML.

Ol FHMM= M ALSR7E ZH0A 7 S0|1, 1SFZRE Q& S LR iAol HAl 2
oF o1& HEE d7| 2IsH AWS IAM Identity Center§ AFE BTt 7RI LICH AFE AL £ F 0| O[2{Et
780l sliE st x| of= 42 o] FH|e| U5 HSEIF ASKA HEE[X| efHL L7 2Tt olol MS

ZIRE = A&LIch
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1. IAM Identity Center A2 2! A
2. PowerShell® =T 7} IAM Identity CenterE AT & FA8HLICH.
3. AWS HAM|A ZE MM A|Z}

IAM Identity Center A 2! M

AWS IAM Identity CenterE& At&5ted™H HA ALSSIEF ™5t F4d5HoF & LICH PowerShellof A

O| 2tede 435t= dttHof CHEF AHA|IEH LIRS AWS SDK 2! =3 & X 7}0|E 9| IAM Identlty Center

15 50 QU= 1EHHE HE5M L. 53] 1AM Identity Centerg S8 AHMA T MHE|0] QUK 2t &

LICt of2Hofl = ERF X|EE MEA L.

PowerShell =77} IAM Identity CenterE A SIEE FHELICH

(@ Note

Tools for PowerShell2| H7 4.1.5385FE{ SSO At ZH2 745t AWS HAMA
EZEH MMEE AlRSt e O HE L= 22 o]l FAof| MHE CHE Initialize-
AWSSSOConfiguration & Invoke-AWSSSOLogin cmdlet@ AFE3tE ZdQILICH SHE B
9| Tools for PowerShell(SE = O|F )0l HM|AE 4= @17{L} 0|28 cmdletE ALEE &= @
= B20|= AWS CLIE AtE75t0q O[28t 2t g =T &= JU&LIct LHE gdotEe{H x5
E210{ AWS CLI AHE Mg BRI L.

CtS ™Rl M= Tools for PowerShellO| /A XP EES e o AF85HE SSO HEZ SRE AWS

config ItUE UO|O|EFLICt O HAIE &5t AWS HAM|A T MME AZELICH SRE

config Itoi 0|0] SSO HE 7t 11 Tools for PowerShell2 At&sto] HMA - MME Al stE
HreH0E 2015t 24E o Aol Chg MMQRI AWS HM|A ZE MM AR MME FHZ5HM L.

1. O}&! Mx|6tK| o2 7L PowerShell2 €1 28t cmdlet2 Z&5t04 2 A 2 &Zof 2
H AWS Tools for PowerShell2 AX|gfLICI. O|E |8t REM|EH &2 A XIAWS Tools for
PowerShell MM X X5HM| 2.

o & &0{ Windows0l Tools for PowerShell2| ZE3HE! HME Mx|sts B TS RAHE E
P 4™ Ttsdol &L

Install-Module -Name AWS.Tools.Installer
Install-AWSToolsModule AWS.Tools.Common
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AWS Tools for PowerShell (% 4) g A

2. L[S HYES AsistLICt oAl &4 22 IAM Identity Center 42| Zt2 2 HiELIC} Ol2{8t &
Mt sie S92 3= ol cHEt AHMIE LI 2 AWS SDK & =7 FHZ& 2HLiA{S| IAM Identity
Center A14 58 24 A™HE F XML

$params = @{
ProfileName = 'my-sso-profile'
AccountId = '111122223333"
RoleName = 'SamplePermissionSet'
SessionName = 'my-sso-session'

StartUrl = 'https://provided-domain.awsapps.com/start’
SSORegion = 'us-west-2'
RegistrationScopes = 'sso:account:access'

};

Initialize-AWSSSOConfiguration @params

= omdlet AFAll, Initialize-AWSSSOConfiguration2 A& 3t Tools for PowerShell ol A
£ 22 Y=stete HIAIXKIE EAIELICE.

EY &4 ol oigh ned Ag

X|&lof k2t IAM Identity CenterE EA8tstT F48t B -RoleNamel| Zt2
PowerUserAccess® & U&LICt I24L} PowerShell 2% &2 Z |IAM Identity Center T

gf Hgfe ddet 22 ol ol Ar8 gL

* 1AM Identity CenterE 748t AWS 2|2 ALE35HOF &LIC.
0]

3. O|Ml PowerShell& =T0M EFZE = Q= 7/ ¢t &0l Y= my-sso-profileOl2tE Z2
Zo| Z&E 3% AWS config TpUIL|CH O] IOl YX|E FHoE{tHH AWSSDK & EF & =X
7H0|E0M S 7 THYo| R[X|E FETHAM L.

PowerShell2 T37= AWSO| 232 EL7| Mol T2 LIo|SSO E2 ZZAE A235t0{ Xl &
HE VE&LICH sso_role_name Zt2 IAM &1 ME| T8 ZEHofl AZE IAM L& Z, o E 2|7
O|MO| M AFB El= AWS MH|A MH|AO]| CHEE HMAE 3{& 3t oF & LICH

CIS MES Qo EAIE HHE AI5lod MMEI ZZEHE HodELICH L8 &4 20t =M= A
N ZZEOMCIE = YU&LICH Z2E O] sso-session §82 AWS HMA ZE HME AIE
Ste= M™0| Z&El my-sso-sessionOl2te MME & xELICH

[profile my-sso-profile]
sso_account_id=111122223333
sso_role_name=SamplePermissionSet
Sso_session=my-sso-session
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

[sso-session my-sso-session]

sso_region=us-west-2
sso_registration_scopes=sso:account:access
sso_start_url=https://provided-domain.awsapps.com/start/

4. 0|0] &M AWS HAMA ZE MM0| Q= AL Tools for PowerShellolA{ 0|0 2aQIE|0] /IS S
ot2|||C}.
=2 =

32 Tools for PowerShell2 7|2 & H2}2X{0{|A{ SSO H&t o 111IO|7(|E T
gfLICH HEIR Ao ZEZEE [fEAM L. 047|0= SSO HEH o4 =3 APRXP
FS, AWS IAM Identity Center 7’8 2! 8t 20| HMAE = Qe HEtO| Z&E =

Tools for PowerShello A SSO 2 Qlof Az 2 2edF L},

Xt
Al

AWS HHIA ZE MM A

AWS MH|A 0| HM|ASHE BE S A- S| Toi Tools for PowerShellofl A IAM Identity Center 2!
52 ME835lo EOt 1B S &0l5l24m #M AWS HA|A ZE MA10] Qlo{of EL|CH AWS A&
Z o 21215t24™ PowerShell0f A
profile® O| FX|2| 0| MMof
L|c.

= Bd2 A¥eLct 07| -ProfileName my-sso-
HRHE MRS I 3] config Thof MMEI T2 ZIO| 0|

¢

Invoke-AWSSSOLogin -ProfileName my-sso-profile

o|O| &4 AWS MM A ZE MA0| Rl= AR Tools for PowerShellof A 0|0] 2201E|0 Rl <&
LIC}.

JHX| &2 A2 Tools for PowerShell2 7|2 ¢ E2}X{0{|AH SSO H&t Fo 111|O|7C|E Aoz
4 AEZEILICH HEIRKO ZEZEE [IENM L. 047]0= SSO HEt Hoi = A+9X+ ol ¥ &
%, AWS IAM Identity Center A& 2! M3t Eghof| HMAE = U= Heto| Z&#E + A&LCh

AN EH

Tools for PowerShellolAd{ SSO 212l0i| 83

>.o|.

1=2E dedELch

k0

o|0l &8 MMo| U=X| EHAEStEA™ Eoi M2t AWS. Tools.SecurityToken 2&& MX[5t7
[m|

Lt 7tM2 ¥ Ch&

Get-STSCallerIdentity -ProfileName my-sso-profile
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Get-STSCallerIdentity cmdletoll CHEF 8 H 2 3/ config Lt Aof 714JEl IAM Identity Center
A 3 Mk g Eogolct

01| Al

CH2 2 PowerShell® =72+ &7 IAM Identity CenterE AI&3st= &8 9| oM ILICt. O] MMM =
Ct&2 7t -gghct

« O] T AEE 0| HHEH CHZ IAM Identity CenterE AFR ST E MAHSI T FHM&LICH SSO
£82 0| TN AdEEHM F8E my-sso-profile T2 Eo0f QU&LICH.

JP

rr

« Initialize-AWSSSOConfiguration EE& Invoke-AWSSSOLogin cmdlet® S3l 21215t
B siY AL RHE Z| A8 Amazon S301 CHEH 217| & #Etol &Lt

i AL At YR S3HAE 2 & U&LICH

ol et AWS.Tools.S3 Z=& MX[st7HLE 7}X{2 %, T} S PowerShell Y& AtE 301 S3 H
258 EAIEUC

Get-S3Bucket -ProfileName my-sso-profile

Il ol 24 g AT ZH2 PowerShell® =7 21504 CHst XHM|EF S M2 AWS SDK & =+
F

Q| HE2 AWS 2™ K|™HsHoF & LICt -Region cmdlet &M, [default] Z2E,
AWS_REGION &4 H4 5§ o8] 7IX| WHo 2 0|8 =8l &~ A &LICH XIMst HE = 0] 7tol=
O AWS EZ|A X|& Mt AWS SDK 2! =3 & =X 710|E9| AWS E|™E &HZGHAMIL.

« & Ab2{[oll CHSH REAMIS| ZotEE{H IAM ALE DB MM IAML| EoF 28 ALH|E A ESHAMI2.
o

« EF7IAWS HOot Q15 HEE BHEE{H IAM ALE A MM LA E0oF 215 HEE A XML,
=

Hot o1E SZXtof CHaH LotE et AWS SDK & =7 F#ZE 7I0|EoMH EZE5HE
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IZE 23010{ AWS CLI A2

Tools for PowerShell2| T 4.1.5385F E{ SSO A4 SHE 7451 AWS HMA Z- HME

AlEHstE O] HEE= W2 AWSE AM83510d =7 Q1F 70l dHE CHE Initialize-
AWSSSOConfiguration 2! Invoke-AWSSSOLogin cmdletE AFE3dHE ZdQILICH i T2
Tools for PowerShell(EE= O|F H{T)0f| HAMAE == @17{Lt 0|28t cmdlet2 AIEE + Sl B0z
AWS CLIE At835t0o{ O|2{8t 2tde e =+ A&Lict

AWS CLIZ &3l Tools for PowerShellO| IAM Identity CenterE AIE3tT= S FAELICEH

1 7t 4dstok grLct

ol

o} 5|

Mk

L
LOE
ob
A
o
rlo

N

22 A& 87| Toil IAM Identity CenterE Z A3}

AWS CLIE &3l IAM Identity CenterE AF& 3t S Tools for PowerShell2 T435t= 2ol CHEH ™
HE AWS SDK & =7 #Z 710|=2] IAM Identity Center 1501l CHEH &= 0| 2EHA|of| LEQ} Q&L
Ct. O] & & EstH A|AE0]| CHE 247+ ZFE(|o{oF B LICH.

« AWS CLIE= OEZ2|7o|ME A&lst7| Fo AWS HAMA ZE MM AlZHSHE O] AF2 L Ct

—=
- PowerShell& TF0M EFZE = = 7 74 20| U= [default] T
AWS config ItUILICH O] mto| {|X|E #HoE{™H AWSSDK & =+ & X 7
20| 2[x|E XM L. PowerShell® =& AWSO| 2HE ELH7| Mo Z2LO|SSOEE 3
ZAE ALE5t0d X123 S HE VA LICH sso_role_name Zt2 IAM A1 MIE{ HEH Zghof HAZE
IAM 23&t 2, o Z2|FH 0| Mol M AL El= AWS MH|A AMH|A0| CHEt HMAE 5{25H

Hu
MK
-— O

2 ME config Y2 SSO EZ S2A #Eo 2 MHEE [default] Z2EE Eo{FLICH
Z/o| sso_session AXL 0|E0| X|HEl sso-session MM & XELIC}H sso-session A

AWS AMA = MME AIEet7| 28 D™ o] L Elof U&LICH

% o

-
Zo|
Moj= A
[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access
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/A Important
SSO =H2lo| & 535t24™ PowerShell M|Moi Ct& 2= 0| Ax|E|04 ! 7hX{2toF &L},

* AWS.Tools.SSO
e AWS.Tools.SS0O0IDC

0| H{Z 2| Tools for PowerShell2 AFE3t1 QU2 Olz{et 2E0| gis B2 ‘Assembly
AWSSDK.SSOOIDC could not be found...'2t RAHsH @ F 7} dr A4 L|Ct.

AWS HAM|A EE MM AR

AWS MH|A | HMATH=E BHES A-SHT| 0| Tools for Windows PowerShell0fl A1 IAM Identity
Center 2152 AL&35t0{ E0t Q1B S = Ql5tE{™ & AWS HAM|A ZE AHMH0| Qlofof &FL|Ch T4
El MM Zoloil et 2= HMA T BFE E| T Windows PowerShell® T F0f Q15 @7 7| g Ak |C}.
AWS HAA Lo 2321524 AWS CLIGIM CHS BHES A&t

aws sso login

~ o

[default] ZE2LE AIESIEE --profile SMoE HHE 2™ S E& L7t ei&LICH SSO
EZ 3SZA FHo|MH EH aws sso login --proflle named-
profile BHE CHAI AL ELICH O] 0| XIHE =2 E o CHEH AFAMIBH LIS AWS SDK & =7 &
Z HHMo| Z2E MME B XA L.

ﬂ ol
|6 |0
u
H
lo
>
ol
Q'I_l
rr
h

o|0l &4 MMo| U=X| EH|AEStE{HM CHS AWS CLI B S AderLIch(EHEE T2 Hof| cisli s
g 1B At ALS).

n

0

aws sts get-caller-identity

HOF

mjo
ol

O BH Ciet SEH2 37 config Tt 78 E IAM Identity Center H’d & HEt 2E2 210

gLt

(® Note
o|ol &+ AWS HMA ZE MMO| Q! aws sso login2s AMYSt=E B2 Eot 5 HEE
ME 3| efot = ELICH.
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2321 3Hof| M ClOo|E{ AWS CLI HMAE §{E5tEte HIAIX|I7F EAIE = U&LICH AWS
CLI= Python& SDKE 7[¢te 2 &2 2 M3t H|AIX|0l= botocore O|§2 0
2 £ J&Lct

01| Al

Ct=2 PowerShell& =72 &7 IAM Identity Center& At&3st= 89| | M| ILICE O] MM =
Cts2 7Hgghuct

« O] &xX|o| Y E0|M dHF CHE IAM Identity CenterE AFSStE S MHstD FEM&LICH SSO

£ M [default] Z2Zoj Y&LICH.

t Amazon S3

r°l'

- aws sso login2 AFE3t0{ AWS CLIE S35l 2105t 42 sie ASXtE =&
ofl CHEt e17| & HEto| U&LICH

- oY ALKt YR S3HAE E = U&LICH

CHS PowerShell 3&& AL&35t0{ S3 HZ! S5 EAIFLICH

Install-Module AWS.Tools.Installer
Install-AWSToolsModule S3
# And if using an older version of the AWS Tools for PowerShell:

Install-AWSToolsModule SSO, SSO00IDC

# In older versions of the AWS Tools for PowerShell, we're not invoking a cmdlet from
these modules directly,

# so we must import them explicitly:

Import-Module AWS.Tools.SSO

Import-Module AWS.Tools.SS00IDC

# Older versions of the AWS Tools for PowerShell don't support the SSO login flow, so
login with the CLI
aws sso login

# Now we can invoke cmdlets using the SSO profile
Get-S3Bucket

QoM 128t ZdXH [default] ZEZE AIR5IEE -ProfileName SME AF25104 Get -
S3Bucket cmdlet2 2 &8 LRIl QI&LICH SSO EE Z22A FHUAH HHE T2 LS AIE
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AWS Tools for PowerShell (-7 4) ALE MEAM

&t 2 Get-S3Bucket -ProfileName named-profile @& AFEELICI O|E0| X|HE =
%

2o | CHE REMIEH LI 2 AWS SDK & =7 & X oMol Z2E MM

Lol 27 M4 AF8 T 22 PowerShell® T Q1E0f CHE RHMIEH 2442 AWS SDK & =7
7tol= t

=
Z35tM 2.

0

HZ2 AWS 2|2 R|5HoF gfLIC -Region cmdlet &M, [default] ZT2E,
AWS_REGION B4 = & o] 7HX| YO 2 0|8 ™ E £ Y& KME HE = 0] 710|=
O| AWS 2™ X|Z MM AWS SDK & =3 F X 710|EQ| AWS IS HESHMIL.

_|_

« D AbE|of CHEH REMIS| LotE B4 IAM AFE MEMOIAM IAML| EoF B ALE|E R ESHMIL.
« TH7|AWS E0FQIE MEE OS2 IAM AF2 MBEAMOM LA E0F0IE MEE XM
« CI2 Hot 0lz ZZKtof CHal LotEEdmd AWS SDK 2! =1 X 710|E0|AM EFEHE EOt 215

AWS Z|™ x|

AWS Tools for PowerShell 32 ASE [ ALEE AWS 2T E X|HslE WHlE F 7HK|7F US
LIC}.

« 71 BHHO0|AM -Region & OH7H HHE ALEELIC.

* Set-DefaultAWSRegion BEE AtEstod ZE B0l CiEh VI 2ITE d™fLC

CtS1t 20| -Region OW7H H~& HHol| FIHErLICH

PS > Get-EC2Image -Region us-west-2

fjo
°
o
I
r
o

PowerShell 333 ZTET Eo|A C}2 B
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PS > Set-DefaultAWSRegion -Region us-west-2

(® Note

O] MM #xf MM Sotat XIS EILICEH o] M E 2 E PowerShell Mo %
Import-Module 0| F7}+& A E PowerShell T2 1} lof| O] B F7I&HLICH.

2 E AWS CLI HHof cist A 7|2 2|1de Ee{H

PowerShell 33 T 2T Eo|M C}2 WS

PS > Get-DefaultAWSRegion

Region Name

us-west-2 US West (Oregon) True

2 E AWS CLI Hof chal 3A] 7|2 2™ e

PowerShell 38 ZTEZTE0|M CIS HHEHE

PS > Clear-DefaultAWSRegion

AE 75 2E AWS 2 S5 Ei{H

PowerShell 3 TEZEO|AM CIS HHS
kel 2|™ME LIERAHLICE

PS > Get-AWSRegion

IsShellDefault

B

Region Name IsShellDefault
ap-east-1 Asia Pacific (Hong Kong) False
ap-northeast-1 Asia Pacific (Tokyo) False
us-east-2 US East (Ohio) False
us-west-1 US West (N. California) False
us-west-2 US West (Oregon) True

& ott{™

34

—

M MMl 712

AWS 2| x|H
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(@ Note
UE 2|2 K| YEIX|TF Get-AWSRegion cmdlete] £330l ZEE|X| of2 £ U&LICE HE
£04, ot 2 224 X[F0] ot 2|0l A o248t EAM7L e e = U&LICH -Region mtEH0O]
ZOo| MEX X|H AR

EI§ F7lst0d E2|ME x| HE + el 82, thdlol CFS EofAet
RIENM 2|12 XIHH EML.

MEZ #AloZ _EndpointUrl Yt m2tO|E{E Tools for Windows PowerShell 20|
EZQIEE URLZ X|HELICt

PS > Some-AWS-PowerShellCmdlet -EndpointUrl "custom endpoint URL" -Othexr -Parameters

CIH2 2 Get-EC2Instance cmdlet AFE & E0iF = of|LICH O] of|olME AFRAF X|H A=EEZQIET}
us-west-2 EE 0I5 MP(222)0ll /X, Get-AWSRegions S BHER| g |@% 8t

of X|E|= CHE AWS E|™E ZF AI8E + A&LICH

PS > Get-EC2Instance -EndpointUrl "https://service-custom-url.us-west-2.amazonaws.com"
-InstanceID "i-0555a3032000000el1"

£t g
AWS E|T0i| CHEF RhM|EE LHE 2 SDK X =7 & = 2FLHM S| AWS 2| E H Z5HM| 2. AWS SDKs

At235t0o4 H {24 0| ID T+ AWS Tools for PowerShell

E

ZEO| AFEXF7E AWS BlAA0| HAAE = QUEF 5te{H 2o ZA 7tsd, A E &4+ L 9%
LAY B2ElE Xete 7Is2 flal B = 7ts8 E& 215 W2 F st of #Lct. =i o|M
AWS APIs HAM|A Q10| APIO] AA|AE = Q= 7ISE ASXAA MBst= Zd0| Lol x[gt o
Coilo| M AL 9| 5X g F248l5H= AWS Identity and Access Management (IAM) AFS X 24 A5

>

OF ghL[Ct. o] FA[o| M= HHEH oM HMA EFME &0|5HH AWS Tools for PowerShell 5t= 2|
SAML(Security Assertion Markup Language) X| 401 CHEH A& LICEH

MEX XIH EE HIEE A=EXQIE K| 43
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AWS Tools for PowerShell (%1 4) A8 YA

O| SAML X|22 AWS Tools for PowerShell S8H AF2XFoi|H| MHH|A0] CHEF HC{E 0|44 HMAE K|
3 = AWS AU&LICEH SAML2 MH|A 7hol, §5] Xt 5 S Z RH(0dl: Active Directory Federation
Services)@t MH|A SR04 ) ZHol| AFE AL R1F & HEt £04 C|O[EHE & 5t7| I8 XML 7[gt
eSS 2E SAQLICHAWS. SAMLTE 1 & & Alof| CHEF REMIEH LHE 2 Wikipedial| SAML EE&
Organization for the Advancement of Structured Information Standards(OASIS) & AtO|E 2| SAML

Technical Specifications2 & X5t & A|2. 2] SAML X|& AWS Tools for PowerShell & SAML 2.0
S eHELct

INTS e

ME2=Z SAML K| HE ArEsttdH BHX Chg 2471 X 2|0l £HI|=[o R!o{oF FrLICE.

. mE| X BT AR50 24 AMAE QloH AWS AT SHIEH SHE oS K1H 5E 2T
MQULIC}. 53| Active Directory HIEAZ| 0144 MH|20fl CHEHO| Bt £8sHs Widoll CHEH XRAI3H
Hge

IAM AL DAL SAML 2.0 HHE| 0|41 HE I 82 HAIZ, Windows Active Directory,
AD FS & SAML 2.02 AWS A2 35to40f HHzi o|M §a H3tE B XS, 220 AAIZdME
AD FS 2.02 HH3IX|0H ADFS 3.02 A% S0l Zet: BAlE HIA?JL—IEL

« 27Z 2|3 AH|0|M0i AWS Tools for PowerShell A x|El {71 3.1.31.0 0|4t

S8 ¢S ArEX7F AWS AMH|A APIsol| CHEr & A&

MR E

0L A
T N

MlA= AD FSO M Active Directory(AD) At&XHE HH|HEH| 0| M45t04 AWS E[A A0 HA|ASH
JHEF Mo 2 MEFLICE.

rnr
oI mjo

mo Hu
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1
2
[ [} s
N . —
Federated
ser
N
3 =
il AWS Security
Token Sernvice
5 oo
i Y
f y
| 1
| |
| |
g :
|
| |
] !
N _
Service APls
M A
1. 948 At

E Xt AFE{ | Eeto|ME = AD FSof Cis 152 LICH
A

2. 2l D FSE AFE X0l A SAML o{MdME EHL|CEH

3. AAEXte| 2EI0|ME = SAML HHE|0|M 2 o| YR E AWS Security Token Service (STS)0|
SAML o{ Mg T&ELCH

4. STSE M7t g 4= Qe A& of CHEt AWS A Rt ZH0| ZEE SAML SE 2 dtete

5. ArEXRE 28 Al YAl A3 SHE E 55104 AWS AH|A APIsOf| M| AEFLICH AWS Tools for
PowerShell.
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AWS Tools for PowerShell (H{7 4) A

ol M SAML X|& Zs gF A AWS Tools for PowerShell

0| MMof A= AWS Tools for PowerShell cmdletO| AF2 X+of| CHEH SAML 7|8t X}Zd S w3 oM
__I.Lg% iEI'A-|§|.°|.'— I:II-I:I-IC> A-|E|=|o|-|__||:|.
L 4
Your Orgﬂﬁlzﬂtlﬂﬁ
' |
1 AWS Security
Token Service
LesumeRoleWithS5AMLEequest
Active Directory AD F5 5
2 * f..-' -------------------
i
> =Y “" 1- *
'ﬁ I
'ﬁ :
|
Windows-based client "\
b vy e A

1. AWS Tools for PowerShell &= Windows AF2X}t2| 34Xl A}7d SHE At r HU AFEXRI7F EEE At
4 Z3HO| H2 ecmdletE A&stedn & i CigtAl2 2 AD FSof| C FLICE AWS.

I

2. AD FSOI|M AL XIE QIS EFLICE

3. AD FS= o1dME Z&3t= SAML 2.0 215 SEE Y& LICH ojdMdo| SX2 ALERtol| CHEH 8
BE AMHE 1 NS s WLICE AWS Tools for PowerShell = SAML 014 40i M AF&Xto| &0l
g 5858 FEFLUC

4. AWS Tools for PowerShell & AssumeRoleWithSAMLRequest APl &£ & Sall L HE! & o
Amazon E|&A O[F(ARN)E Z &8t SAML RS STSE M LICH

5. SAML 2%0| &3 STSE AWS, AccessKeyId, SecretAccessKey 2! SessionTokens
2 1

gfot= SES grEtELICt oleet At 3H2 3,600F (142 St fEELICH
6. OIM| AtSRt= ALEXte| o] HMAE HEFHO| UE AWS MH|A APIsZ 2 e £ = REE

| 2
A4 3B 27 Euch= 4 AWS APl S Z0] O|2{8t Xt ZHE AWS Tools for PowerShell
IS 2 AAlgLct.
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® Note
X|'7=' EI:Ho| |:||-§_E|o.| AH x|.7=| gﬂ=|0| -‘_él
ASS2 MeIEE s&5t0od O|F 1A|Zt & gt M XHd ZHE &S °*I—IEP Mol
of ZQIE! H ™ol AA8RIS| B2, O] ZEMATL AHSSE =™ E/L|CE T Qlol 7HUEX|
or2 HHol B2 = AFERLY FEPM P1E 57| ™o X3 3H2 U= S AWS Tools for
PowerShell ZE Z E§FL|C}.
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PowerShell SAML 7143 Cmdlet AFS &HEd

AWS Tools for PowerShell 0 = SAML X|&& HM33st= 5 7§2] MEZ2 cmdletO]| Z & E|01 U&LICH.

[T EA|O|E§E A=XRIEN EHsHH H

ol

« Set-AWSSamlEndpoint= AD FSAIEEZQIEE M
g R UEEQIEQQIE fEE HBELICH

« Set-AWSSamlRoleProfile Set-AWSSamlEndpoint cmdletd]] M3ZE EA| O 2 K|
01 AD FS °"':£+_°|EQP ALY MNEA AYEH Z20tUE BHEHL HEFLICH 2 8 Z 202
AEXIoA =8 = U= HEto| Ro{El B Jg = ofEELICH.
AWS XI7d 3 = 2 Zln} o} 27 X2 de =2 Zlof| EA| 0|2 Y ELICH Set-
AWSCredential cmdletlt S8t EA| O|E2 AFE3H7HLE AWS AMH|A APIE 5 &35H= cmdlet
-ProfileName IIZ}0|E] 2t 2 AF2E £ QI&LICH APIs

>

H AWS Tools for PowerShell A|M & ILICt PowerShell 3.0 0|4 S A8l 521 A2, cmdlet & 5Lt
£ AE 1 AWS Tools for PowerShell ZEE XIS 2 7PX=|2L—IEP PowerShell 2.02 A&35l= &4
< Ch= o|A|eF Z 0] “Import-Module™™ cmdletE A&5t0d ZES S22 7FX{eoF & LICt

PS > Import-Module "C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowexrShell
\AWSPowexShell.psdl"

Set-AWSSamlEndpoint %! Set-AwWSSamlRoleProfile cmdlet2 A& 5= Htd

1. X AD FS A|AHlof CHEt A=EZQIE HHE FHTLICE 7% ZHEE Y2 o] BHAIME o
A= ZQIEE XMESE AULICH A™ID L ADFS ZAE O|& AIE| EAIXIE Rplol g A
IDQI AD FS 3AE 0O|E2Z CHAIGHoF & LICH Endpoint mH2tO|E{0| AD FS ZAE 0| € X|H
gt

PowerShell SAML T4 Cmdlet AHS & 47
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0%
x

PS > $endpoint = "https://adfs.example.com/adfs/ls/IdpInitiatedSignOn.aspx?
loginToRp=urn:amazon:websexrvices"

2. A=ExZOIE MHE MHEP{MH Set-AWSSamlEndpoint cmdlet2 A&5to
AuthenticationType Zt2tO|E{0] CHEH S2HIE gt XIHELICH &8 242 2= Basic,
Dlgest Kerberos, Negotiate & NTLMO| Q!&LICH O] WEtO|EE XIHeHK| et= B 7128

2 Kerberos@lLIC}.

L

PS > $epName = Set-AWSSamlEndpoint -Endpoint $endpoint -StoreAs ADFS-Demo -
AuthenticationType NTLM

O| cmdlet2 -StoreAs LtZtO|EHE AFE 35104 X8t EA| O|E 2 BIESIEE OIS E0{ A Set-
AWSSamlRoleProfileS Al&H&r I} O| O|S S AISE £ &LILCE.

|=
S
o

3. 0|x1| Set-AWSSamlRoleProfile cmdlet2 A&35t0{ AD FS X4 5 SZAE A2 QB2
| F04E HF ME(SAML o{HMOIM)E 7HXE = UG

M3t AFE XA =&E = Qs TS0

I—l CH.

Set-AWSSamlRoleProfile cmdlet2 EHetE|= g MEE AFE5t0{ AFS KM A XY E Z 21}
Ut e dAE S MEHSiEtE HIAIRIE EAISHAHU, TietolE o M3 E g dlo|E{7t EX5t=
K| EQIFLICHGIE B AL RIOAH MEISELE HIAIXK|ZF EAIFE). AL AFO| Al 8 ed&hof ot HEt

O] 2048 AL cmdlet2 AFEXIoIH HIAIXIE EAISHR| ot ST e

1L
— = —
ZerLich THQIo| ZIE AR 9Ish ZRHYS MY s X4 TS MTE
=3

PS > Set-AWSSamlRoleProfile -StoreAs SAMLDemoProfile -EndpointName $epName

EE = non-domain-joined H"H 2| F< Ct& £1F Z 0| Active Directory AtZ4 Z3HE X3 &t CHS ALS
K7 BHAE = e AWS HE S MEHE = &Lt Ol =& Lol M A e F&235t7] 2IsH o
24 Active Directory AF& At HHO| /= BR(0IE EH &2l 7[8)0 REELICH.

PS > $credential = Get-Credential -Message "Enter the domain credentials for the
endpoint"

PS > Set-AWSSamlRoleProfile -EndpointName $epName -NetworkCredential $credential -

StoreAs SAMLDemoProfile

PowerShell SAML T4 Cmdlet AHS & 48



AWS Tools for PowerShell (%1 4) A8 YA

4, 0l AR E Set-AwSSamlRoleProfile cmdlet T2 mblof| X{ZE|o{of & det2 MEHS A}
HIAIXR|E EA|IEL|Ct CF2 odlof A= ADFS-Dev® ADFS-ProductionO|2tE F 7HK| AFR 7t
ofst2 Hod FLICH IAM &2 AD FS Z2|Xtoll o3 AD 21921 Xt74 30t AZEL|C)

Select Role
Select the role to be assumed when this profile is active
[1] 1 - ADFS-Dev [2] 2 - ADFS-Production [?] Help (default is "1"):

EEE RoleARN, PrincipalARN 2! NetworkCredential UFZHO|E{(MEY AFEHE Ql2d5lof =2
E HAIX| Qi &2 x|HE = A&LICH X[HE A& 0| QIF Al ghetEl oMo LdE|o] /K|
fo™ AZKIOAH A8 7tSEH HE ol Al MEistEt= HIAIX|IZF EAIE LICH

PS > $params = @{ "NetworkCredential"=$credential,
"PrincipalARN"="{arn:aws:iam::012345678912:saml-providex/ADFS}",
"RoleARN"="{arn:aws:iam: :012345678912:role/ADFS-Dev}"

}
PS > $epName | Set-AWSSamlRoleProfile @params -StoreAs SAMLDemoProfilel -Verbose

5 O+ 0| M*H StoreAllRoles MEtO|EIS F7}5t04 Y TR4S S5 D= odstof ChEt =

=
20U BHE 4 UALICH 9F OIS0 Z2utY 0|E 22 ASELIC

—_

PS > Set-AWSSamlRoleProfile -EndpointName $epName -StoreAllRoles
ADFS-Dev
ADFS-Production

AWS At74 ZH0| 2R3t cmdlet2 A&35I2{™ AWS 3R At 5 ntlol HolE g T2 nt S

Ict 2ot ol| MHE A&rof CHEE LA AWS At74 BHE AHS2E 71X E{H
|E 20l &2d&LICtSet-AWSCredential(EEE 2| ProfileName ItZHOIE] Zt2 2
M3 AWS Tools for PowerShell).

St EHo|| & T2t SR ALEE £ X2 A Al LHolH =2 ZHof|
Set-AWSCredential cmdlet2 QIE5HX| &1 A Al RIAAMo 2 A4 5

o 2
o

w

1

30

>

L

]

cmdlet2 ALEAL7L X|EE g 220t UE AHE 5 | 2t
cmdletE &Y MHX[= QISO|Lt AHH &F LY 0| Edstx| pf&LICt
O|X| SAMLDemoProfile ZZ UMM U2 UA| AWS XtH ZHE ALE5H0{ AWS MH|A APIs. T

= BooMes dg =20t AHEH o|§ 2o ELICH
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Oo{ X 1: Set-AWSCredentialS AI235l04 7|2 g x|H

Ol Mo H=E A8 5H04 AWS Tools for PowerShell M40 7|2 g2 MHBILICISet-
AWSCredential. 221 Lt Xt SHo| st XIHE 24gol o/ HEto| £04E cmdletS Al
g = AsLct ol ofd= 0I5 MF(El2) 2|70l Set-AwSCredential cmdletE Ab&3}04
X et =20t AZAE|0] Qe 2 E Amazon Elastic Compute Cloud QIAEAE LdErL|C}

PS > Set-AWSCredential -ProfileName SAMLDemoProfile
PS > Get-EC2Instance -Region us-west-2 | Format-Table -Property Instances,GroupNames

Instances GroupNames
{TestInstancel} {default}
{TestInstance2} {3}

{TestInstance3} {launch-wizard-6}
{TestInstance4} {default}
{TestInstance5} {3

{TestInstance6} {AWS-0psWorks-Default-
Server}

0 X 2: PowerShell MM & g =20t #43

O| ol Ao A= SAMLDemoProfile ZZ=mtUut Q1ZAE A& o] AWS A Ho|M A 7tSEH 2E

Amazon S3 H{ZI & LtdgtL|ct. o] o KMlE AWS Tools for PowerShell M|M2o| SFE L0 CIE =2 0}
US AERE =T UXIBH O|F K| St= cmdletO] U= -ProfileName It2tO|E{0f CHSH CHE 2tE

X|Hslod T2t HEAE = US 2 Bo{ELICE O] 242 PowerShell @3- E2 &3ll Amazon S3
£ 25t e |RHof| A Yutxdiol =Fedol |Ct,

PS > Get-S3Bucket -ProfileName SAMLDemoProfile

CreationDate BucketName

7/25/2013 3:16:56 AM amzn-s3-demo-bucket
4/15/2015 12:46:50 AM amzn-s3-demo-bucketl
4/15/2015 6:15:53 AM amzn-s3-demo-bucket?2
1/12/2015 11:20:16 PM amzn-s3-demo-bucket3

Get S3Bucket cmdlet® Set-AwWSSamlRoleProfile cmdlet2 AlgH5tod MAI=l T2 ulQlo| 0|
X|HgrLct. o] B2 (0|& ET Set-AWSCredential cmdletES A& 5}09) 7 )
ZZOUE MMM Get-S3Bucket cmdleto] CHEH CHE &t T2 Ol US AFE5IE{E E0H &8
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AWS Tools for PowerShell (H{7 4) A

g+ UAGLIch Z20Y #rE[Ahs HAl A4 5B E Get-S3Bucket cmdletol AFSE = =S A
Aot

g Z3H2 1A[ZHSTSHIM M El= Agt)o| ZutEl & BHEE|X|EH, AWS Tools for PowerShell = &
Tt M A4 BHO| PR RS E AXIE M M SAML oM E 250 A4 BEE A2 M
2 nELCt

EHIQlo ZQIE MEXte|] B, 21F Al #4xH ALERt2| Windows At E5H0] A
7t SE lo| e EFLICE non-domain-joined AFE AL AH[H | B ALEA X3S E
A3 58E ZFZEE AWS Tools for PowerShell ZA|gfLICEH AFEAt= AFEXHE QIS
Mg 7t e o A8kl At BEE MSELCH

25|02 0| T2 MA
Lo = PowerShell
P Moo

ol

oAl 3: 2|F9| CIAEIA 7HX{2 7|

CtS oM|= ADFS-Production Z 2 I UM A El 7H|7H 1t @42 E! of Ao} EHE(AIEL]) E|X L
2 E Amazon EC2 QIAEAE LIQEELICH O] BHE2 2|He| 2 & Amazon EC2 QIARAE HHetsH=
S8 FEULICE.

PS > (Get-Ec2Instance -ProfileName ADFS-Production -Region ap-southeast-2).Instances |
Select InstanceType, @{Name="Servername";Expression={$_.tags | where key -eq "Name" |
Select Value -Expand Value}}

InstanceType Servername
t2.small DC2
tl.micro NAT1
tl.micro RDGW1
tl.micro RDGW2
tl.micro NAT2
t2.small DC1
t2.micro BUILD
F71 7| RI=

--

H
—

1S APl HMAE 735t= ol CiE YeA el HE = How to Implement a General Solution for
Federated API/CLI Access Using SAML 2.02 & &5t A2,

>

¢ A E0|Lt 9742 PowerShell A3 2218 AWS JHEE A} L& 5= NET DevelopmentE & Z Al

o >

FIt 7| R = 51
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https://forums.aws.amazon.com/forum.jspa?forumID=61
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=
gred olg{st AMH|
Cmdlet 24

M IAM AP| 2 Z & & Z5HM2. CHE 22| B2 AWS AMH[A API2F AWS PowerShell cmdlet ZHoll= &
CH E4l0| 9l&LICH AWS A—IHIA API O|&0i 3 3t= cmdlet O|§ 2 7tX{224™ -ApiOperation

t2tOlE 2 AWS AMH|A API O|§ 2 X|%35+04 AWS Get-AWSCmdletName cmdlet2 ARELICH of

E S0{ M& 7t58 De scrlbeInstances AWS MH|A APIE 7|HtO 2 5= T E cmdlet 0|2 S 7}
MepiH Chg BES A~>ELc

S E AWS AMH|A BA(EE= API) 2 ZF Md|Ao0] CHEF API & E LA o] B E[o] U&LICH &

=
=
o

PS > Get-AWSCmdletName -ApiOperation Describelnstances

CmdletName ServiceOperation ServiceName

CmdletNounPrefix

Get-EC2Instance Describelnstances Amazon Elastic Compute Cloud EC2
Get-GMLInstance DescribelInstances Amazon GamelLift Service GML

-ApiOperation OW7H 247} 7|2 O§7H BH40|2 2 OH7H B4 O|F S MEFE £ Q&LICE CHS oflA|
= O|H™ of x|t S LELIC.

PS > Get-AWSCmdletName DescribeInstances

API2} MH|AC|O|IES E C} &

=
MH|A O|E 2| R E X
A

(&
0 3z

= 8% -Service It2tO[E 2t &7 cmdlet BAF =S AL AWS

BHAIZ £ d&LICH ol & & Amazon EC22| cmdlet A HFALE EC2¢
LICt. Amazon EC2 AMH|A0{ A DescrlbeInstances API10{| 3{E 3= cmdlet OIS 7HX{224H™ C}
= Bd F 5tLIE A™ELICH O|E2 25 S8 £330 At Lct

PS > Get-AWSCmdletName -ApiOperation DescribelInstances -Service EC2
PS > Get-AWSCmdletName -ApiOperation Describelnstances -Service Compute
PS > Get-AWSCmdletName -ApiOperation Describelnstances -Service "Compute Cloud"

CmdletName ServiceOperation ServiceName CmdletNounPrefix
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Get-EC2Instance Describelnstances Amazon Elastic Compute Cloud EC2
olz{gt B ol mtetnlH 22 thAERE FELICH
245H= AWS MHIA APILE AWS AH|AQ| O|§2 Z2& ZH0lE -ApiOperation Tt2HO
E{et &7 LxI5t= HE L -MatchwithRegex ItEIO|EE AFEE = U&LICEH 0| E S0
SecurityGroup2 EZ#3t= AL 7t58 cmdlet 0|82 2F 7tMedM O3 WS A& ct
PS > Get-AWSCmdletName -ApiOperation SecurityGroup -MatchWithRegex
CmdletName ServiceOperation
ServiceName CmdletNounPrefix
Approve-ECCacheSecurityGroupIngress AuthorizeCacheSecurityGroupIngress
Amazon ElastiCache EC
Get-ECCacheSecurityGroup DescribeCacheSecurityGroups
Amazon ElastiCache EC
New-ECCacheSecurityGroup CreateCacheSecurityGroup
Amazon ElastiCache EC
Remove-ECCacheSecurityGroup DeleteCacheSecurityGroup
Amazon ElastiCache EC
Revoke-ECCacheSecurityGroupIngress RevokeCacheSecurityGroupIngress
Amazon ElastiCache EC
Add-EC2SecurityGroupToClientVpnTargetNetwrk
ApplySecurityGroupsToClientVpnTargetNetwork Amazon Elastic Compute Cloud EC2
Get-EC2SecurityGroup DescribeSecurityGroups
Amazon Elastic Compute Cloud EC2
Get-EC2SecurityGroupReference DescribeSecurityGroupReferences
Amazon Elastic Compute Cloud EC2
Get-EC2StaleSecurityGroup DescribeStaleSecurityGroups
Amazon Elastic Compute Cloud EC2
Grant-EC2SecurityGroupEgress AuthorizeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2
Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2
New-EC2SecurityGroup CreateSecurityGroup
Amazon Elastic Compute Cloud EC2
Remove-EC2SecurityGroup DeleteSecurityGroup
Amazon Elastic Compute Cloud EC2
Revoke-EC2SecurityGroupEgress RevokeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2
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Revoke-EC2SecurityGroupIngress RevokeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

Update-EC2SecurityGroupRuleEgressDescription UpdateSecurityGroupRuleDescriptionsEgress
Amazon Elastic Compute Cloud EC2

Update-EC2SecurityGroupRuleIngressDescription

UpdateSecurityGroupRuleDescriptionsIngress Amazon Elastic Compute Cloud EC2

Edit-EFSMountTargetSecurityGroup ModifyMountTargetSecurityGroups
Amazon Elastic File System EFS

Get-EFSMountTargetSecurityGroup DescribeMountTargetSecurityGroups
Amazon Elastic File System EFS

Join-ELBSecurityGroupToLoadBalancer ApplySecurityGroupsToLoadBalancer
Elastic Load Balancing ELB

Set-ELB2SecurityGroup SetSecurityGroups
Elastic Load Balancing V2 ELB2

Enable-RDSDBSecurityGroupIngress AuthorizeDBSecurityGroupIngress
Amazon Relational Database Service RDS

Get-RDSDBSecurityGroup DescribeDBSecurityGroups
Amazon Relational Database Service RDS

New-RDSDBSecurityGroup CreateDBSecurityGroup
Amazon Relational Database Service RDS

Remove-RDSDBSecurityGroup DeleteDBSecurityGroup
Amazon Relational Database Service RDS

Revoke-RDSDBSecurityGroupIngress RevokeDBSecurityGroupIngress
Amazon Relational Database Service RDS

Approve-RSClusterSecurityGroupIngress AuthorizeClusterSecurityGroupIngress
Amazon Redshift RS

Get-RSClusterSecurityGroup DescribeClusterSecurityGroups
Amazon Redshift RS

New-RSClusterSecurityGroup CreateClusterSecurityGroup
Amazon Redshift RS

Remove-RSClusterSecurityGroup DeleteClusterSecurityGroup
Amazon Redshift RS

Revoke-RSClusterSecurityGroupIngress RevokeClusterSecurityGroupIngress
Amazon Redshift RS

AWS AMH|A 9| O|F2 Y X|EH AWS MH|A APIS| O|F EE R0l AM HRIE HY MHAZE

XHE = UAESE -MatchwithRegex TtEtO|E{ 2t —Serv1c IZt0/EE 25 ZEAIZLICH E &

0{ Amazon EC2 MH|AM|AMBt SecurityGroup2 Z&3stE 2E cmdlet 0|2 25 7tX2e{™ C}
= BES A™ELIC

PS > Get-AWSCmdletName -ApiOperation SecurityGroup -MatchWithRegex -Service EC2
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CmdletName ServiceOperation
ServiceName CmdletNounPrefix

Add-EC2SecurityGroupToClientVpnTargetNetwrk
ApplySecurityGroupsToClientVpnTargetNetwork Amazon Elastic Compute Cloud EC2
Get-EC2SecurityGroup DescribeSecurityGroups

Amazon Elastic Compute Cloud EC2

Get-EC2SecurityGroupReference DescribeSecurityGroupReferences
Amazon Elastic Compute Cloud EC2

Get-EC2StaleSecurityGroup DescribeStaleSecurityGroups
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupEgress AuthorizeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

New-EC2SecurityGroup CreateSecurityGroup
Amazon Elastic Compute Cloud EC2

Remove-EC2SecurityGroup DeleteSecurityGroup
Amazon Elastic Compute Cloud EC2

Revoke-EC2SecurityGroupEgress RevokeSecurityGroupEgress

Amazon Elastic Compute Cloud EC2
Revoke-EC2SecurityGroupIngress RevokeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleEgressDescription UpdateSecurityGroupRuleDescriptionsEgress
Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleIngressDescription
UpdateSecurityGroupRuleDescriptionsIngress Amazon Elastic Compute Cloud EC2

AWS Command Line Interface(AWS CLI) B&io| 0|2 &1 ?/!E AL 0= -AwsCliCommand OH7H
B0 #5t= AWS CLI & O|§2 A& 35tH0d %oal?_l' APIE 7[8tS 2 5= cmdlet O|§ 2 71X 2 ==

AQ&LICt o & E0{ Amazon EC2 MH|AO0|AM authorize-security-group-ingress AWS CLI
H 2 &0 Y 5t= cmdlet O|E 2 7 2E{H EP% LS AL

02 %

PS > Get-AWSCmdletName -AwsCliCommand "aws ec2 authorize-security-group-ingress"

CmdletName ServiceOperation ServiceName
CmdletNounPrefix

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress Amazon Elastic Compute
Cloud EC2
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A

Get-AwWSCmdletName cmdlet AWS CLI E&E 0|0 U™ MHH|A L AWS APIE AlHE
LIC}.

>

Tools for PowerShell Core2| 2= cmdletl] S 2 71X 22{™ C}S of|Alof LEet = Zdx{
PowerShell Get-Command cmdlet2 Al&stL|Ct.

PS > Get-Command -Module AWSPowerShell.NetCore

-Module AWSPowerShellll S8t B3-S AlE5104 AWS Tools for Windows PowerShell 2]
cmdletg =Qlg = U&LICH

Get-Command cmdlet cmdlet S5 & =02 MMELICH 7|2Mo 2 S5 PowerShell &

AL7} ot PowerShell SAFE X33 E]

o

et 22| MH[AYEE Z0HE ¥Esiti™ Cfg EE 2 Ad gt
PS > Get-Command -Module AWSPowexrShell.NetCore | Sort-Object Noun,Verb

Get-Command cmdletol| 2|3H BFetE|[= cmdlet2 ZE{ 2 5t2{H £232 PowerShell Select-String
cmdletofl TO|Z EFL|CE 0 & E0{ AWS EI™|M AE3t= cmdlet MEE EE4H CHS HAES AT
L|Ct

PS > Get-Command -Module AWSPowexrShell.NetCore | Select-String region

Clear-DefaultAwWSRegion
Copy-HSM2BackupToRegion
Get-AWSRegion
Get-DefaultAWSRegion
Get-EC2Region
Get-LSRegionlList
Get-RDSSourceRegion
Set-DefaultAWSRegion

EE 8 cmdlet BAFS| MH[A X
AUELICEH AL 7S MB(A
ListServiceVersionInfo
5l= cmdletS ghetgiL|Ct.

S AE TE25tod EX MH|AO| CHEF cmdletE &2 =&
15 A S22 EP8{M Get-AWSPowerShellVersion -
AlSistL|Ct Ct2 of|Ml= Amazon CloudWatch Events AH|AS X[

.‘

PS > Get-Command -Module AWSPowerShell -Noun CWE*

CommandType Name Version Source
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Cmdlet Add-CWEResourceTag 3.3.563
AWSPowerShell.NetCore
Cmdlet Disable-CWEEventSource 3.3.563
AWSPowerShell.NetCore
Cmdlet Disable-CWERule 3.3.563.
AWSPowerShell.NetCore
Cmdlet Enable-CWEEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Enable-CWERule 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventBus 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventBusList 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEEventSourcelist 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEPartnerEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEPartnerEventSourceAccountlList 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEPartnerEventSourcelist 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWEResourceTag 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWERule 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWERuleDetail 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWERuleNamesByTarget 3.3.563.
AWSPowerShell.NetCore
Cmdlet Get-CWETargetsByRule 3.3.563.
AWSPowerShell.NetCore
Cmdlet New-CWEEventBus 3.3.563.
AWSPowerShell.NetCore
Cmdlet New-CWEPartnerEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet Remove-CWEEventBus 3.3.563.
AWSPowerShell.NetCore
Cmdlet Remove-CWEPartnerEventSource 3.3.563.
AWSPowerShell.NetCore
Cmdlet 244 57
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Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet O|& X|™H

AWS Tools for PowerShell0| A Z+ AH|A
EE 7|dHto 2 ghL|ct. 5+ X|BF PowerShell2| 0|2 X|&
Lt Z|dto| Bl HME

Remove-CWEPermission 3.3.563.1
NetCore

Remove-CWEResourceTag 3.3.563.1
NetCore

Remove-CWERule 3.3.563.1
NetCore

Remove-CWETarget 3.3.563.1
NetCore

Test-CWEEventPattern 3.3.563.1
NetCore

Write-CWEEvent 3.3.563.1
NetCore

Write-CWEPartnerEvent 3.3.563.1
NetCore

Write-CWEPermission 3.3.563.1
NetCore

Write-CWERule 3.3.563.1
NetCore

Write-CWETarget 3.3.563.1
NetCore

Ol g4 x|

< =2 O

8 cmdlet2 Y MH|A 8 AWS SDKO|M XME35He HIA
7= M 20i cmdlete] O|£0| SHE API &0

o| O0|E1 CIE £ YU&LICE 0 E S0 Get-EC2Instance cmdlet® Amazon

EC2 DescribeInstances HAMEE 7|Eto 2 &L|CT.

Z=o0f et cmdlet O] 0| HIMHE 0|
£0{ Amazon S3GetObject HHMEE
cmdlet2 ZHx|| Rt A2 CH Amazon S3 Zi&||of| CHet HE E HHet§l

o E

O H|ZsHR|EH AXMZ2E O E 7|52 sd8E =& A&LIch
£ Amazon S3 &M E HAAMELICE JeqLt, Get-S30bject
FL|CF.

PS > Get-S30bject -BucketName text-content -Key aws-tech-docs

ETag
BucketName
Key
LastModified
Owner

Size
StorageClass :

"df000002a0fe0000f3c000004EXAMPLE"

: aws-tech-docs

: javascript/frameset.js
: 6/13/2011 1:24:18 PM

: Amazon.S3.Model.Owner
. 512

STANDARD

Cmdlet O|F x|H & HE
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AWS Tools for PowerShell§ At&3+04 S3 A& 2445121 Read-S30bject cmdlet2 A& ELICEH

PS > Read-S30bject -BucketName text-content -Key text-object.txt -file c:\tmp\text-
object-download.text

Mode LastWriteTime Length Name

-a--- 11/5/2012 7:29 PM 20622 text-object-download.text
@ Note
cmdleto]| S 5= AWS SDK API2| O|& 2 AWS cmdletl| SHE cmdlet = 2Hoi| LIF U&L

PowerShell S A2}t of| & o|O|of| CHEt XFAISH LIE 2 PowerShell &0 CHEH £Q1E &
HESAAR.

Remove SALE A& 35t= 2 E AWS cmdletlt -Terminate It2HO|E{E F7HE M Stop-
EC2Instance cmdlet® H&5t7| Tof Q1 HIAIXIE EAIRLICE &2l HIAIX|IE 7dL52{H o
-Force It2tO|E{E F7IELICEH

/A Important
AWS cmdlet2 -WhatIf 2Q|x|E X|stR| Sb&L|C.

of|zlo{A
AWS Tools for PowerShell€ A%t Ch2] AWS cmdletol| CHEF 42l Z &5l g3 nllo| x|
0]

ElLIC} olg48t HE2 cmdlet OIS ECH H 2t lL|Ct. o & §0{ AMH|A O|&1F AWS SDK HIME
O|E2 UL YEIo| PowerShell S AR} HALE CHA||EFLICE 0 & ET4 EC2-Describelnstances 'd

PowerShell 7| & [ E2X|E AX|PF AN EHdES O 2 MHE £~ UE S
A7EALSELICH o|E 20 HE TU2 Get- SBContent ’ZS'% Read-S30bject cmdlet2 Z OHE

PS > Set-Alias -Name Get-S3Content -Value Read-S30bject
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HE U2 AWS Tools for PowerShell x| CIZE{2|0of JA&LICH HEE E0| EEsiedH ntUS
T E 4 4(dot-sourcing) & LICt. CFHZ2 Windows& 0| {L|C}.

Linux EEE macOS Alo| AL Ct=21t

2 E AWS Tools for PowerShell 83%!
cmdlet®| Where-0bject &1 Sou

T

Z
=

ol

H o

2 E3er ALt

=
-

AlSH
= o

gfLCH O]

O O -

PS > Get-Alias | ? Source -like "AWSPowerShell.NetCore"

CommandType
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell

Name
Aéé:ASInstances
Add-CTTag
Add-DPTags
Add-DSIpRoutes
Add-ELBTags
Add-EMRTag
Add-ESTag
Add-MLTag
Clear-AwSCredentials
Clear-AwSDefaults

Dismount-ASInstances

Edit-EC2Hosts

Version

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

Hadio

"C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowershell\AWSAliases.psl"

PowerShell ?
AWSPowerShell.NetCore 2 E0|A{ L}

Source

ol b4 x|
= =2 O

Cmdlet 0|8 X|H
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Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell

Edit-RSClusterIamRoles

Enable-0ORGAllFeatures

Find-CTEvents

Get-ASACases

Get-ASAccountLimits

Get-ASACommunications

Get-ASAServices

Get-ASASeveritylevels

Get-ASATrustedAdvisorCheckRefreshStatuses

Get-ASATrustedAdvisorChecks

Get-ASATrustedAdvisorCheckSummaries

Get-ASLifecycleHooks

Get-ASLifecycleHookTypes

Get-AwWSCredentials

Get-CDApplications

Get-CDDeployments

Get-CFCloudFrontOriginAccessIdentities

Get-CFDistributions

Get-CFGConfigRules

Get-CFGConfigurationRecorders

Get-CFGDeliveryChannels

Get-CFInvalidations

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

Cmdlet O|F x|H & HE
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Alias Get-CFNAccountLimits 3.3.343.0
AWSPowerShell
Alias Get-CFNStackEvents 3.3.343.0
AWSPowerShell

O ol A X XXM YHEE F7}5t2{H PowerShell2| $MaximumAliasCount 7|2 A& B
55002 Ct 2 gt 2 =cq40F & = U&LICH 7[272f2 40960|0, O] gt Z|CH 327687 K| = ==
LICt. O|&H st2d™H Cr2 A™ELICH

PS > $MaximumAliasCount = 32768
HE AR Ol 8BMo R MEEIUER| 2olstEiH W4 olF2 el2istod T g2 EAIF LI

PS > $MaximumAliasCount
32768

AWS Tools for PowerShell2| Tt0|Z2t0|'d, &2 4l Ht=
mto|Z2t0]d

PowerShell2 AIE X7t 8 cmdletl] 248 CFS cmdlet?] 2302 HiLE= 10| =Z 2210 cmdletS 2
ZstEE HEELICH CH2 ool ME AWS Tools for PowerShell€ AI235104 0] 22 &5l = ghtH
2 Ho{FLCt HE2 Xl 7| 2|He| EE Amazon EC2 QIAEAE JIX{ Ct2 SK|gLC}.

-

PS > Get-EC2Instance | Stop-EC2Instance

Cmdlet 24

mto|=Zzto|e of & X|257| 230 AWS SDK for .NETZ]
El £ Ql&LICH AWS Tools for PowerShell cmdlet2| 242
MH|A S & A QIATHAE ZEGSHES O 0|4 BHAEL|X =
2 LELE olgd8t &2 A, 220]| O|X| PowerShell ZtO|Z 2} Q104 @7{ELICH CHA| ZsHA @
g Qe 28 HAME EESIX I 7| H20i SDK SE 1t At oi|0|E{7t mto|Z2tRlol| ERHE &= uﬁ
Ch= St

'S M 24RO Note HHOZ M

SHM UF Ho[E7t 7[EMo = A
H

o

| f&LICH CHAlol, Y 2SS £330

=l

LS

ZRstR| §EZX|EF, cmdleto| A = El 7|2 AWS MH[A 3 &
o

CHE 29| A XHof|AHl= o] 4IO|E7
ol Y+ Uon R FIEt SMo 2 R £+ Q&LICH AWS Tools for

EREHEUHD 2 LS HY
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PowerShell V45 E{ cmdlet2 -Select * m2t0|E{Q} Q-8 AFE5H04 ™A MH|A SEHS BHEE £

A& LIC

® Note
V4 O|Z 9| AWS Tools for PowerShell EHH0{| M= AWS cmdlet 2t 3£ 2! 2 7+
CHaH =& MH|A SE O] 7|82 | XISHE $AWSHistoryeteE MM BTt EE[RA&LICH.
Tools for PowerShell2| V40 M= O MM 847 A MU|A SEHE EHetet= O AFSE
AE -Select * metOlE| L QI8 |5 o Ol AASE[X| §i&LICt o] metd|E{= o] =X
of MH¥E|o{ U&LICE

(® Note

O Al dBM= DI2| 27| &2lao] 7|50 et AULCh HEE + &L

$AWSHistory #34= AWS Tools for PowerShell2| V50| A M7HELICH RIMEH LIB=2 E2
3 HAIE AWS Tools for PowerShell2| 0i7HE HIO[XH HHE 5 SXIE FHEFAML.

SEHo ZE CIO|HE Bretets WHE HdYsied™ O3 oM E 1edstM L.

34 I O &0l M= Amazon S3 HZ! S5 BHEFBHLICH Ol 71 A% SEILICH

ok

PS > Get-S3Bucket

CreationDate BucketName

9/22/2023 10:54:35 PM amzn-s3-demo-bucketl
9/22/2023 11:04:37 AM amzn-s3-demo-bucket?2
9/22/2023 12:54:34 PM amzn-s3-demo-bucket3

r

= il of| Mol A= AWS SDK for NET 2&F ZHA|E gretetL|Ct. -Select *7 X|™HE Qo2 &
230{|= Buckets 82| HZ! 2 Z &5t= ©A API SE 0| Z&#ELICH O] of|M|od|MHE Format-
List cmdletO] EtEA| Z Q8 742 ofL EM0| EAEIEE 57| Q6 EAYELICE.

]

H

rn ra
o

PS > Get-S3Bucket -Select * | Format-List

LoggedAt : 10/1/2023 9:45:52 AM
Buckets . {amzn-s3-demo-bucketl, amzn-s3-demo-bucket2,
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amzn-s3-demo-bucket3}
Owner : Amazon.S3.Model.Owner
ContinuationToken :
ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 0
HttpStatusCode : 0K
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A 2 R 22| cmdlet2 AtS EHSE F35t0{ 7|2 S 2l "page-to-completion"S
OIH cmdlet2 A C|O|E| MEE To|ZEtRlo = BHEH5tT| I5H AHS XF
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Get-S30bject cmdlet2 AF&5tE CHR MA|MIMH= $result 7} amzn-s3-demo-bucket10]
2t= HE(AAMHMo 2 02 2 olo|Ee ME)S| 2 E 7|oi CHEt S30bject QIAEAE ZERFLICH

PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl

CHS dloM = RHS BH= & Z Holx|e| At =& 7[E212) 100001 AM 5002
M= Zt 2 E0 Chsll gHetele 2oty dito| EntslE22 IS BHE XY 28
Ct.

(@)
o
o

PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl -MaxKey 500

(® Note

AWS Tools for PowerShell V40| S & El 2t dof CHst LF cmdlet2 RIS BHS S F345HX|
ot &LCt cmdletol Chg MMM HH5HE -NoAutoIteration IHEtO|E{ 7} Qs B A&
HtE g T3 K| &f&LCh

NSRS ]

r|||0|-

3

Tools for PowerShellO| Gl|O|E{2| & m|O| x|t BtetSt =& 5t2{™H -NoAutoIteration LtZIO|EE
ZF7t5to4 OlO|E{Q| F7F HO|X|7} gretE|X| t =5 & + U&L|CH
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AWS Tools for PowerShell (H{7 4) A

0o
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x

Ct= oMol M= -NoAutoIteration & -MaxKey It2tO|E{E AtE5H0q BFEtE|= S30bject QA
EHAO| 8 HAM #S Wdkl= 5007H O|5t2 A|EtErLCt.

PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl -MaxKey 500 -
NoAutoIteration

ArE 7HSRUK|BH ghete|X| ©f2 O|O|E{7F O JI=X| #RI5tE{™ -Select * WtO|E{e} QI+E ALS
st Chg EZ f4doil Z2ho| /JU=X| &elgLct
CtE oMol = HZof 5008 Z1tste ZA 7L /e B2 $trueE BHEtetn OEX| 2 8%
$falseE HtEtErLICEH
PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl -MaxKey 500 -
NoAutoIteration -Select *
PS > $null -eq $result.NextMarker
® Note
ChE E2 84 %g"r cmdlet Zt2+O|E{Q| O|§ 2 cmdletOtCt CHELICH REMIEH LIS S ZF
cmdletol CHEt =22 HdBME FZHAIR.
4~ o=
CtE oMol 2 Bt= & =4S TIotets do FZE ALE5t04 HZIo| 2= S3 K| E ghetEhLct

do R L= Get-S30bject7t $result.NextMarkerE $nullE MHEE W7} X| g5 S =&35t0q

O|4 m|o|&E Cllo|E{7t Hot /UX| et &S LHEHHLICH R Zo| £3{2 $s30bjects H0o EHELI
Ct.

$s30bjects = do
{
$splatParams = @{

BucketName = 'amzn-s3-demo-bucketl'
MaxKey = 500
Marker = $result.NextMarker
NoAutoIteration = $true
Select = '*!'

}
$result = Get-S30bject @splatParams

ol El HIo|EE St ets
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$result.S30bjects
}
while ($null -ne $result.NextMarker)
Of of&|0l| M= PowerShell AZSEHE S AFE5t04 mtEtO|E{Qt Q& Q2RI 2 Me15to] Y5t = 7!

IE £ YX|FLICH

HS AMSH AWS Tools for PowerShellE CHS =MZE X122 3HE HQMSHLICH AFS 7ts8 A1 4
sHg oM SX|ELICH
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1}l 0|8 Es Z2 iy 9x|

. m21el O|E P K|HE B2 o] BB AWS SDK A& 40| XIHE Z21ielg #1 0f7lo] X
HE Z2Z0io| 90w 7| IxIol AWS B8 A BF UM XIHE Z20iUS F&L
=3

. Z2utY SIR|E Xt B, 0l B2 ST A2 B HHYUM default ZZTUS KB
Lict

. OIBT} SIXIE BF XM B2, 0l WL T K2 BT BUM XYE Z20IUS S
Lict

XIS Z20H0|Lt QIXI7H SLoH WO o7t YAErLICH Z2utolLt SIXIE K| 5K

of2 ZLolEt 40| ChE EHHIZ OIS BTt

3. -Credential Tt2tO/EIM X[HEE A+E S,

4. HIE Z20Y(ERSHE BQ).

5 7|2 Z20(CHE =AMOHE).
a. default SDK XM&E A9 AWS Z 21l
b. default & At 3 Tt AWS Z 21,
c. AWS PS Default SDK MEAOS|AWS Z 21},

6. IAM &2 A85TE F4E Amazon EC2 QIAE A0 A HF0| A
oAU Z HE| HMASHEC2 QAARAO| Al RIZ4 ZHQL|CEH
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Amazon EC2 QIAEIAO| IAM & AFE 0] CHEF REMIEF LH& 2 AWS SDK for NET EHHE & X5
M.

ol AME Sdll XIZE At B2 & x| Tet B2 BHolM od| 2|7 2hdgh|ct

oto = S ALK MEH FE U AHIA GBI 0|8 ASSHE WAIS 27 Aol mat ZratElLIc
CHES ARG OISR U A4 9ol ChE B 7hx] %7h A= lLic

HEI e IAM AL A HEHE AF8 510 AWS AH| A0 HMAE &= UX|TH Ol
| otL|=2 2 x|sHok gFL|Ct. e S0z AWS IAM Identity Centero| A AF& X} 2! H
T ID 220 MBstE Al 2ot 215 HEE A85HE [0l 7tE 2 g ot

mn > o
o
kN

Ol)i

JHEE AloflE R MR ':? —TM"o{IA-i Ho{eh2 AEXE MEE £ JU&LC MEE
AWS Management Co nsole 15t 0| A'E 2 e AFS ROl CHaH =& HE

MESHHLE i Z2ME O R SHE| M AFSKHE HM5t0] 2|4 HEte 2 #MEH &
AU&L|CH ofH & é‘% MERSX|= o & et EatEuCh.

Ol2{8t Ar& Xt & Tt MEQL M4 dredof CHE AEMISH LI 2 AWS SDK & =7 & =X 710|E9| 215
2l HM[A 2 AWS IAM Identity Center AbE AP A{O| A|ZF S R ZFIMR.
Ml A odgt

ArZRHE CHAISH0 AWS MHE|A0]| HMASHES AWS MH|A
REo| AMA= o2 AtEO| HHAS = ofE (70| E dsteE (0 olE{E SHoz st

Amazon EC2 QIAEIA)O| At g L|Ct

MH|A& g E BtEs T2 MAE d&ol el Ch2X[EH 7|2 Moz ohalt Z&L

AERH A A 57


https://aws.amazon.com/sdk-for-net/
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://console.aws.amazon.com/iam/

AWS Tools for PowerShell (%1 4) A8 YA
3. AWS MH|AE MEistT, EC2(0HX)E &Fob MEYSE CHS EC2 AFS AMEI(MIA)E =T LICEH

= =
4. CI5E MEistn ofE2|70[MolM AHEE AWS MH[A 0 CHEF 28 HA S MEfEL|CH

/A Warning
ol M2 HHo| 7ol 2E F=of Chzt 9

7
AdministratorAccess M & MEHSIX| L &L|Ct

Ef20i CHE HE = 1AM A E HBEMO| AWS 2[4 A EHTIE AFE 5o AMA Ho{oM FHg £

e
fjo
o

4
Iy

IAM AHS AZ5A0] IAM ID(AHS AL, T8 3 420llAf IAM 2fEHof CHEH H2AIQ) S
LIk, 4gtoll CHEF AHMIEE LIS 2 1AM 18 FHIE BEtAIR.

/A Warning
2ot HE EX|Sted SHE AZEL) oIS LS AL X CO[E= X AE I IAM AFS
AHE QIB0ll AHZ 3t K| OFMIR. CHA AWS IAM Identity Centert 22 2ot 215 SZXHE S&t

H el oM AHE A2,

@ Note
Ol248t FANo| HE=H7| Ex H7| 20t 015 HEE =822 & 5351 #eldlof 5t &
2 et AULich B 2 &7 2ot oI5 Mol cHE RhMIEH LSS AWS & EF & X Tt
OlEeo|CtE 215 &2 FEFAML
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. Aol RE X7 EHE AR 5H0{ AWS ZlAA0 HNASHK| DHUAIS. O Hot OIES HH A
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. BRI A HHOILL AT ZE0] BB HHA FILE 2ot Q15 HEE LR| SALICH 2T &
2ot olE HWiEvt A4z =5 IFo| sl

* S AWS credentials It MY E ZE A1H 5F2 L HAE = X{ZELICH

« AWS 2 E ALK Eot 215 HEE AF235H= CHAI IAM Identity Center0l] A2 XL S =7 AFZXIE
OFET Y 2ot Q1S HEE AFSELICH CHE A8 EoH QIE ME= Wedt 32 £= YA
Mol A< shX|g = U&Lct =8t 2t AASKIoAH §H 2lAA & 2ot HMAE = JYEF ™
M2 M50 &[4 e HEH2 RXIE &= U&sUct

« Amazon EC2 Container Service(Amazon ECS) 210 24 & |AM L& 2 AI85HA L.
 Amazon EC2 QIAEAO|AM A& Sl ofZ2|7H|0| M0 IAM HE S A StAAIR

=HA

ZF AWS Tools for PowerShell @&80l= siiE & HH|A 7o 58t WAlo2 MHHSI=E O AFBEl=
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/A Warning
2{H SA{ AT EQ0{E JHe 5L AKX ClO|E{Z2 ZHedg [ IAM AR
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@® Note
Ol FAle|l HEE B £ 7| Eot 915 HEE =502 5351 ttolslor 5t &2
Q|8 ZdL|ch B 7| 2 & 7| 2o 915 MEof e REMISH LHE=2 AwS & £F 2 X 7tol=
O|CtE oI5 YHS FX5HML.
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=
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e 5 MHEA YK
= LIS 5 7K A4 8 XHE A B 5tLIE AFEE AWS Tools for PowerShell = U&LICt.

. XA zHE or53515104 & Z{0f X{EsH= AWS SDK AE04QlL|C}. WindowsO| A O MAEA L=
C:\Users\username\AppData\Local\AWSToolkit\RegisteredAccounts. json /%[0
U&LICE

AWS SDK for .NET & Toolkit for Visual Studio0lA<= AWS SDK MELE AL E = U&LICH
=0
o

. & BCO| UK AHH B 1HYUS Yy HAER K TR A

Z[2Mo 2 X4 3 2 2o K& ELCh
* Windows: C:\Users\username\.aws\credentials

e Mac/Linux: ~/.aws/credentials

AWS SDKs 2! & X174 &34 mtalg AF28 AWS Command Line Interface 3= /& LICH AWS A2
A HEIAE QIR 0M AJRIEE A B9 A4 SHO| ZFE ItUS ZE AFSA AEEZ
AAED 2 AFE A O] AHE SHo|| BMAE = U= X2 SAFSHOF B LICEH

ZZ2ule 2

ZE=uUS ALS5HH Ot A4 3B MEE X g &= U&LICH AWS Tools for PowerShell. AWS
Tools for PowerShell cmdlet2 At& 3104 AWS SDK AE0{0M Z2EE Z2|& &= U&LICH EFt
Toolkit for Visual StudioZ AF&&t7{LI, AWS SDK for NETZ(E) AFE5tod ZZ2 gl ehAloZ AWS
SDK MEAE #Elg sk J&LICH XE 3 ntdoMd Z2 e ghelsts Yol cher X[&2
AWS HA|A F7| 22| 28 AL E B ERSHAIL.

M Zz=zotd F7t

AWS SDK 2E0{0f| Ml Z2EHE FIlsted™ BB S A& LICISet-AwWSCredential. HAMA 7|2t
ot 7| x|get Z=utd o|F otefel 7|2 AtH &8 mhdof XMEErLCH

PS > Set-AWSCredential °
-AccessKey AKIAQ123456787EXAMPLE °
-SecretKey wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY °
-StoreAs MyNewProfile

« -AccessKey - HM[A F[ IDRILICY.
« -SecretKey - 29 7|L|C}.
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« -StoreAs - ZZ2I} O|§ 22, 1R5loF FLICH 7|2 TR0t X|'H5t2{H™ O|& defaultE At
23|t
[~ |

UI

ZZ20 HMoIE
AWS SDK AE0{E =522 || #E|5HoF &

Bt
AM 2& AS) 220l MEE A2 BHOZ BBS MYt Mstn O F HAIKIZH AL
.

The Access Key Id you provided does not exist in our records.

Z 21} o] CHEH Set-AWSCredential HHEE U510 A MA L EOoF 7|18 HMESH0{ T2 0
£ UHo|EE £ &Lt

|1E S5 &0olg = U&LIC o] ool M Shirley2te AF A= Ml 712
E2 & A4 5Y 1t (~/.aws/credentials)ol M

PS > Get-AWSCredential -ListProfileDetail

ProfileName StoreTypeName ProfilelLocation

default SharedCredentialsFile /Users/shirley/.aws/credentials
production SharedCredentialsFile /Users/shirley/.aws/credentials
test SharedCredentialsFile /Users/shirley/.aws/credentials

Z2 0t AN 7

o ol Eedtx| pf2 Z=2otYUE X|7{sicd™ Chs BEE AFSELICH

PS > Remove-AWSCredentialProfile -ProfileName an-old-profile-I-do-not-need

-ProfileName IIZI0|E{E AXNE 20t X|&EHLICT

] O|&F AF2 E|X| o= W2 Clear-AWSCredential2 O|X & 1to| S8t 26l H& MZ | X|EH
Remove-AWSCredentialProfile7t MEElLIC}.
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LSRN LS

A ZHE KYGsts YHols B IHx|7F QIEUCH M3kl S22 BEE0| 2HE AN E BEHE S
Ej Mzzodg AEsts ALk A4 38 AM =Mol dBE AM =MHE A85to X

for PowerShell & L|C}.

Windows0{l A AWS SDK AE0{0f HEE AWS A4 SH2 21218 Windows AFE X X3 SHo
2 ASSHELICH O|g{8t S = CHE HHE M85l SIS E + lam, el MEE HH™En CHE .|
HFO|AOIM AFEE 4= SI&LICH o2 El Zdo| AE AFZAF H-HO 22 CHE AFRXLo| 2] SHO|

ZIQEt 2 E £+sledH s AIRAZEM AFE ZOQE M A2E s Us AE 5H =20t
(O|™ BEHHo M M) MHEHELICH &Y 3 AFXKZ2 21015104 X174 3H MY HHE 2235t
SHE AL X0l A Zetst Z2 0 e MAMEtLICH O CHS 20 st AKX 1] A4 &
O CIA| 21215104 of| 2 &l Zrdg MHEELICH
(® Note
Z20UE X|™HSIE{™H -ProfileName B ml2t0|E{E AFEEFLICE O] mi2tO|E{= O
AWS Tools for PowerShell &2|A 2| -StoredCredentials It2t0O|E{Qt SYELICE O]

7t o| S8t 2 I8 -StoredCredentialst 04%15| X| & ELICE.

712 z2 0t U(HE

=

At73 30| 2te Z2 0o ME=E ZR ZE AWS SDKs 2! 22| 237 24 AFEoM Rt22 &
HE X502 32 £ 9l&LICldefault. 0E 0| 2L ZHFE0l defaultete O|EQ| 21t

O

O| Qe Initialize-AwWSDefaultConfiguration cmdletO|L} Set-AwWSCredential cmdlet
2 Ade 2t gLt ol =7 = diiY Z2otUof| M E HM|lA & 2ot 7| HIO|EHE KI5
2 M8F Lt 7|8 2™ (Get-DefaultAWSRegion2| Z21t) 0]2|2| AWS E|ME AI8 352 Set-

DefaultAWSRegiong &A™t 2| E X|HELICt

Z 21} 0| 0|E0| defaultZ} OFL|X|TF $4XH A | 9| 7|
AWSCredentiale A&SI0 7|2 T2 0t UZE A™eHLICEH

In1t1allze -AwSDefaultConfiguration2 A&5t™ 2 & PowerShell M|42| 7|2 =20t
XEE = J&Lch O™ emdlet2 A& % XH 01§ ZE 0ol M XtE 5HE EE5HK|[E

default Z2oUg WHE T2 02 HofLch.

CIAEIA Z 212l 910| & A|El Amazon EC2 QIAEIA O] PowerShell MM AldlstE S
O|HU A4 sH ZZ20tE 5202 MY X ot AR 7+ oFL|™ Initialize-
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AWSDefaultConfiguration% SR 2i= Z
X4 ZHo| 2 E[of K| eichE Mo %9|5P=.'A|° EC2 °|/\E._'|¢01IA-I Inltlallze—

AWSDefaultConflgurat10n° s 4

Z5HR| ek QIAEA HIEIH|OIE{(RHS 22 IHIEIE ‘?:.M XP:' SHE Xil%)% 7PE|9.=.'I—IEP. 5tX|2t 2l

AEAO| B2 MEFLICH QIAEATL A" Sl 2|1 0]2|2| 2|+ oi CHatod (=]

o In1t1alize—AWSDefaultConflguratlonE Al&lsHoF 5= E CHE 4

Ct. o] HH S A™stH QIATA HEIH| OB HEE ZIH0| FF M2 RYHo|E LIC.

7|12 X3 Z3H2 AWS SDK AE0{2| default Z=ut O|F ool Z&ELICH o] BH2
71E Z2OdE ST o|§2 = FHoi{gsLch

2y

EC2 QIAEIAT} QIAE 235l AlRE A2, PowerShell2 QUAEA T2
UM AWS At B U B|M HEE KIS 2 7HMSLCh [etM Initialize-
AwSDefaultConfigurationE A™dE ER 7t gigLCt QIARA T2 UlS ALESH AlZHE

EC2 QIAEAO|M Initialize-AWSDefaultConfiguration cmdlet2 AME ZQ 7} Q& LICH.

PowerShellO| Z|2XH2 2 At St Qe Wt SUe QlaHA Z =0t H|0|HE A8 st7| W= &L

- 11— AN -
Ct.

MM Z2otel

Set-AWSCredentialE AF235t0{ 7 AM|Mof CHEH 7|18 Z2 0l E X|HELICEH ol ZZutlo| A
M7t sot 7|2 20t MEo|ELICt 34X default T2 UL CHAISH0d MMM AL A7}
Ol S X|Het T2 UE AIE5tEiE A0 HEE LI

PS > Set-AWSCredential -ProfileName MyProfileName

(® Note
1.1 0| B 2| Tools for Windows PowerShelloll A= Set-AWSCredential cmdletO| 2
HE2 A 2S5t X| Lot M "MyProfileName"oll 2|5 XM E Z 202 Ho{&&LICH =& HH
Tools for Windows PowerShell€ Al235tE Zd0| E&LICT
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e BH0|M -ProfileName LtEFOIEIE F716t0] sllE Ele BHY FH B HELlE Z= 0t UE X
g + U&LIch ol Z2ut2 ChE oMol At 2ol 7|8 = MM zzat s o Lt

PS > Get-EC2Instance -ProfileName MyProfileName

(® Note
712 e AMH Z201g X|HE & -Region TFEOIE{E F7I5104 7|2 EE= MM 2™
2 X|™He = Q&L RIS LI 2 AWS 2|7 K| CHd2 AR SHAAI2. CHS of| A od| A
=72 Z20 Y U Z|MS X|-Eg ot

PS > Initialize-AWSDefaultConfiguration -ProfileName MyProfileName -Region us-
west-2

7|._ 102 AWS 87 At 5 mtU2 AL XS] & E(C:\Users\username\ . awsWindows
EE= Linux)~/.awsol /= Ao 2 ZhFEL|Ct CHE fIx[of Rt 38 ntUS X[H&5iedH -

ProfilelLocation ItZtO|E{E &3 It Z2 & X|EgLct chE XM= &

M H&-of Cit 7|# olelel Xt 2

PS > Get-EC2Instance -ProfileName MyProfileName -ProfilelLocation C:
\aws_service_credentials\credentials

(® Note
Ht®o E Awsoﬂ ZIQI5K| of2 AEHOIM PowerShell AT RIEE A Sl HAQ(ME &
4 ldt 4R AlZH 0]Q|of| of 2FEl Zr{o Z M PowerShell AT ZIEE A FQ1 BR), AIE
21 .OE'% X|™¥e M -ProfileLocation L2tO|EHE F7tstn 22 A48 3FE M 0}
ol ZAZ 2 M™ELICH AWS Tools for PowerShell A ZE7F SHIE HH X1E 5Ho =2
MHETS 523 ATTETF AWS TS AFS 5K Ot ZEAE EE TR A A A
Z ottt -ProfileLocation W2t0|E{E F7t5Hok gfLICH 8t EZ AAR 0] HA|AE
= AE Qx| EE AR EI} EYE -5t E Ol ArE5tE OHE AHCR XH4 5E IS
SAE =L U&LIct
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Set-AWSCredential cmdletE AFE 3= CHS oMol AMHE AWSPowerShell EE &
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# Writes a new (or updates existing) profile with name "myProfileName"
# in the encrypted SDK store file

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName

# Checks the encrypted SDK credential store for the profile and then
# falls back to the shared credentials file in the default location

Set-AWSCredential -ProfileName myProfileName
# Bypasses the encrypted SDK credential store and attempts to load the
# profile from the ini-format credentials file "mycredentials" in the

# folder C:\MyCustomPath

Set-AWSCredential -ProfileName myProfileName -ProfilelLocation C:\MyCustomPath
\mycredentials
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# Writes a new (or updates existing) profile with name "myProfileName"
# in the default shared credentials file ~/.aws/credentials

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName

# Writes a new (or updates existing) profile with name "myProfileName"
# into an ini-format credentials file "~/mycustompath/mycredentials"”

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName -
ProfileLocation ~/mycustompath/mycredentials

# Reads the default shared credential file looking for the profile "myProfileName"
Set-AWSCredential -ProfileName myProfileName
# Reads the specified credential file looking for the profile "myProfileName"

Set-AWSCredential -ProfileName myProfileName -Profilelocation ~/mycustompath/
mycredentials
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PS > Set-AWSCredential -StoxeAs my_source_profile -AccessKey access_key_id -
SecretKey secret_key

PS > Set-AWSCredential -StoreAs my_role_profile -SourceProfile my_source_profile -
RoleAxrn arn:aws:iam::123456789012:role/role-i-want-to-assume

PS > Get-AWSCredential -ProfileName my_role_profile

SourceCredentials RoleArn
RoleSessionName Options

Amazon.Runtime.BasicAWSCredentials arn:aws:iam::123456789012:role/
role-i-want-to-assume aws-dotnet-sdk-session-636238288466144357
Amazon.Runtime.AssumeRoleAWSCredentialsOptions
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PS > Get-S3Bucket -ProfileName my_role_profile

CreationDate BucketName

2/27/2017 8:57:53 AM 4ba3578c-f88f-4d8b-b95f-92a8858dac58-bucketl
2/27/2017 10:44:37 AM 2091a504-66a9-4d69-8981-aaef812a0@2c3-bucket?2
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PS > Set-AWSCredential -ProfilelLocation C:\Users\auser\.aws\credentials -ProfileName
basic_profile -AccessKey access_key2 -SecretKey secret_key2
PS > Get-Content C:\Users\auser\.aws\credentials

aws_access_key_id=access_key2
aws_secret_access_key=secret_key2

Al

Get-AWSCredential cmdlet 5t -ListProfileDetail TlZtO|E{E F7}5t0d At2 &H 1Y
H

(=3 SH
= =20
7o & /X2t Z20YU O|F S5 HrEteLICH
PS > Get-AWSCredential -ListProfileDetail
ProfileName StoreTypeName ProfilelLocation

source_profile NetSDKCredentialsFile
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assume_role_profile NetSDKCredentialsFile
basic_profile SharedCredentialsFile C:\Users\auser\.aws\credentials
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This is an example of generating telemetry for AWS Tools for PowerShell.

Each cmdlet that interacts with an Amazon Web Service creates a trace containing
spans

for underlying processes and AWS SDK for .NET operations.

This example is written using PowerShell 7 and .NET 8.

It requires the installation of the .NET CLI tool.

Note that implementation varies by the exporter/endpoint, which is not specified in
this example.

For more information, see https://opentelemetry.io/docs/languages/net/exporters/.

#>

# Set this value to a common folder path on your computer for local development of code
repositories.
$devProjectsPath = [System.IO.Path]::Join('C:', 'Dev', 'Repos')

# If these values are changed, update the hardcoded method invocation toward the end of
this script.

# Values must follow constraints for namespaces and classes.

$telemetryProjectName = 'ExampleAWSPowerShellTelemetryImplementation'
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$serviceName = 'ExamplePowerShellService'

# This example supposes that the OTLP exporter requires these two properties,
# but some exporters require different properties or no properties.
$telemetryEndPoint = 'https://example-endpoint-provider.io'

$telemetryHeaders = 'x-example-header=abc123'

$dllsPath = [System.IO.Path]::Join($devProjectsPath, $telemetryProjectName, 'bin',
'Release’', 'net8.0', 'publish')

$telemetryProjectPath = [System.IO0.Path]::Join($devProjectsPath, $telemetryProjectName)

# This script is designed to recreate the example telemetry project each time it's
executed.

Remove-Item -Path $telemetryProjectPath -Recurse -Force -ErrorAction 'SilentlyContinue’

$null = New-Item -Path $devProjectsPath -Name $telemetryProjectName -ItemType
'Directory’

<#
Create and build a C#-based .NET 8 project that implements
OpenTelemetry Instrumentation for the AWS Tools for PowerShell.
#>

Set-Location -Path $telemetryProjectPath
dotnet new classlib

# Other exporters are available.

# For more information, see https://opentelemetry.io/docs/languages/net/exporters/.
dotnet add package OpenTelemetry.Exporter.OpenTelemetryProtocol

dotnet add package OpenTelemetry.Instrumentation.AWS

$classContent = @"

using OpenTelemetry;

using OpenTelemetry.Resources;
using OpenTelemetry.Trace;

namespace Example.Telemetry;

public class AWSToolsForPowerShellTelemetry
{

public static void InitializeAWSInstrumentation()

{

Sdk.CreateTracerProviderBuilder()
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.ConfigureResource(e => e.AddService("$ServiceName"))
.AddAWSInstrumentation()

// Exporters vary so options might need to be changed or omitted.
.AddOtlpExporter(options =>

{
options.Endpoint = new Uri("$telemetryEndPoint");
options.Headers = "$telemetryHeaders";
)
.Build();
}
}
"@

$csFilePath = [System.IO0.Path]::Join($telemetryProjectPath, ($serviceName + '.cs'))
Set-Content -Path $csFilePath -Value $classContent

dotnet build
dotnet publish -c Release

<
Add additional modules here for any other cmdlets that you require.
Beyond this point, additional AWS Tools for PowerShell modules will fail to import
due to conflicts with the AWS SDK for .NET assemblies that are added next.

#>

Import-Module -Name 'AWS.Tools.Common'
Import-Module -Name 'AWS.Tools.DynamoDBv2'

# Load assemblies for the telemetry project, excluding the AWS SDK for .NET assemblies
# that were already loaded by importing AWS Tools for PowerShell modules.
$d1ls = (Get-ChildItem $dllsPath -Filter *.dll -Recurse ).FullName
$AWSSDKAssembliesAlreadylLoaded =
[Threading.Thread]: :GetDomain().GetAssemblies().Location | Where-Object {$_ -like
'"*AWSSDK*' } | Split-Path -Leaf
$d11ls.Where{$AWSSDKAssembliesAlreadylLoaded -notcontains ($_ | Split-Path -
Leaf)}.ForEach{Add-Type -Path $_}

# Invoke the method defined earlier in this script.
[Example.Telemetry.AWSToolsForPowerShellTelemetry]::InitializeAWSInstrumentation()

<#
Now telemetry will be exported for AWS Tools for PowerShell cmdlets
that are invoked directly or indirectly.




AWS Tools for PowerShell (%1 4) A8 YA
Execute this cmdlet or execute your own PowerShell script.
#>
Get-DDBTable -TableName 'DotNetTests-HashTable' -Region 'us-east-1'
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PS > *some file concatenation command* | Out-File filename.txt -Encoding utf8
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PS > Get-Command -ParameterName "Encoding"
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H|O|E|E PowerShell £Z30{ A AWS Tools for PowerShell T &8t H AF& 37| 231 AWS Tools for
PowerShell cmdletol| M BHEHE|= ZHX|= LEIAM o2 AWS SDKS| sHE APIO|A EHEHE|= JSON EllA
E 4|7} obl NET XM LICH 0 & E04, Get-S3Bucket= Amazon S3 JSON S&f ZH&||7} o}

Buckets ZAHMEZ WEFLICt Buckets ZHE M2 PowerShell THO|Z 2} Q10| HY x| x=[0] 24 &d & H A

oZ &% 8% £ Q&L OFEH7IR|Z Get-EC2Instance DescribeEC2Instances JSON

At 4|7t otL|2} Reservation .NET 2| Z3MHS WEFLICEH o248t S22 MAHAO|H AWS
Tools for PowerShell 732 #&%{2l PowerShelll} I L&t E|H R X[& & U&LICH.

ZIost B2 AN MH|A SEE ALEE &= &LICE o|g{st SE 2 BhetEl XM note SHES=E
MEELICH NextToken EEE AIE23510{ HO|&E X|&3t= APl 22| AL, note SHEE A
ZAFLct

Amazon EC2

O| oM Chs WS H|R 50 Amazon EC2 QIARIAE AR StE O 28 BHAIE oFLAE L
Ct.

Amazon S3
Ol EH#42 Amazon S301l EARIEI MM 2 ALO|EE MAste of W3t BHAHE otE LI ohe o
(=)

>
3
Q)
N
@)
>
w
w
[
-
mo
>.
= =
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AWS Lambda & AWS Tools for PowerShell

0| AMlM0fME PowerShell® AWS Lambda =7 ZE0f Ciet Z+akst 71 & xS st
9|_|_|' E|-7:||E AMOd o|-|__||:|-_

= =2o0oH-

Kl
Hd
mn
%
0
k=)
5]

Amazon SNS Z! Amazon SQS

0| EH20| M= Amazon SNS FA|0oi CHEF Amazon SQS CH7|¥E 755t Ol ZR 8t EHAHIZE otLE
LICt CHS & E MHEELICEH

« Amazon SNS FX| & M ELCt.

« Amazon SQS U7 |¥E d-derLct.
« FHofl cHet ch7 (&
« HAIXIE FHNZ MSELCH

o CHZ|GO|MH HIAIXRIE ZHAEFLICE.

P) IIIIO
-
Jn 0
I
T
[ul

CloudWatch

O| EF0lAE CloudWatcholl ALK} X|& CIOIEIE HlAlstE 2ol o€ NS EtLCh.

» CloudWatch CHA|E =0 AFE X} X[ X|EE A AR LICE.

eI

« AWS Tools for Windows PowerShell A|Zt

A

« Amazon S3 2! Tools for Windows PowerShell

« Amazon EC2 %! Tools for Windows PowerShell

« AWS Lambda & AWS Tools for PowerShell

« Amazon SQS, Amazon SNS 2! Tools for Windows PowerShell
+ 9| CloudWatch AWS Tools for Windows PowerShell

- cmdlet0l| M ClientConfig Z}2tO|E{ AL

AWS Lambda 2 AWS Tools for PowerShell 90



>
ol
nx
0%
x

AWS Tools for PowerShell (7 4)

Amazon S3 2! Tools for Windows PowerShell

0| Et#oi M= Amazon S3 2! CloudFrontE A& 3t04 AWS Tools for Windows PowerShell2 (&) A&

St= M 2 AO|EE BHELICE ol ZEMANME O[2{8t MH|AE 0|88 YRl 2hedg MEE

LICF. O] A4S AWSEIE| 248 A5t At ZEMAE MHSI= M 2 ALO|E S AEI0| CHE
AlE OHLHAME REIRIST & LCt.

017|0f] EAIE HH2 PowerShell MM 7|2 R4 & 2 7|2 21 M™EFCD 7H-EELICH 22
o2 X4 5 2|X0| cmdlet 50| & E|X| ok&L|CH.

(@ Note
= HAO|LL ZiA| O|F 2 #HE5t7| 218 Amazon S3 API7t gicE 2 0| B g & st7|
€|t Tools for Windows PowerShell cmdletT™ 8& LICt S32| Z4| O|& & ¥4&stEd™ Copy-
S30bject cmdletE 4124501 M O|§2 78l ZXMZE XN E S ALet F, Remove-S30bject
cmdletE Al&5tod He M E Axlst= 20| E&LICH

CHE M HZshM L.

o O A AWS MH|A EH24 AWS Tools for PowerShell
» Amazon S30|M HX ¢ AlO|E S AE]

« Amazon S3 2&

.‘

=H

« Amazon S3 HZ! M4, 2|7 =l S K| 7H(MEH AHED
Amazon S3 HZAIZ €l AIO|EE R4t EZ #4438t
Amazon S3 HZ!of| ZHA| 2=

Amazon S3 ZHA| B HZ! AFE||

Amazon S30| QIEICI HIAE FEHX YHZ =

IS
2
Hu

Amazon S3 HHZ! &, 2[F =l & &MH(ME AHY)

New-S3Bucket cmdlet2 Al&3104 M Amazon S3 HHZ!S MMEHLICH CIS ol X0 AHE website-
exampleO|2te HAS MMELICEH HZ!o| O|§ 2 2 & E|I™oM n7sHoF &LICt o] oAM=
us-west-1 2|0l HZlE MAsHLICH
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https://docs.aws.amazon.com/powershell/v4/reference/items/Copy-S3Object.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Remove-S3Object.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
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PS > New-S3Bucket -BucketName website-example -Region us-west-2

CreationDate BucketName

8/16/19 8:45:38 PM  website-example
Get-S3BucketLocation cmdletE At&sto] HZ!0| {IX[EF E[HE &elg = A&LICh.
PS > Get-S3BucketLocation -BucketName website-example

us-west-2

O| At& X E OtR|H CHS 2t AL83t0] O] HZ!E MHE =+ U&LICH F& ol X0l M ALSsHok st
Bz ol HZE A 2Ixlol iz E W& MerHEfLC

PS > Remove-S3Bucket -BucketName website-example

7! A Z2MAE BR25HE O ChA AlZHo| ZRILICH SUS 0I5 2] B2 FAI CHAl M4dstein

| =5
st o|™ B{Zlo| 2t &3] AF2HE! 77 K| New-S3Bucket cmdletO]| AlTiEh £ Ql&LCt
il
« 0f|A AWS MH|A Ed AWS Tools for PowerShell

o Put HZ!(Amazon S3 MH|A & X)
« AWS Amazon S3& PowerShell 2|7

ol

3

Amazon S3 HHZ!2 & AIO|ER st 24

Write-S3BucketWebsite cmdletE AF&3+04 Amazon S3 HHZ!E X ¢ AlO|EZ FMEELIC C}
2 ofdoHE 7|2 28 = ¢ HOo|X|of index.html O|ET 7|2 2F ¥ 1 0|X[0f exrror.html O|
&2 X[HEELICH O] cmdlet2 o248t HIO|X[& BHEX| i &L|Ct. 0|24t H|O|XI& Amazon S3 Z4A| 2
M U2 EsHoF gFL|Ct.

PS > Write-S3BucketWebsite -BucketName website-example -

WebsiteConfiguration_IndexDocumentSuffix index.html -WebsiteConfiguration_ErrorDocument
error.html

RequestId : A1813E27995FFDDD

Amazon S3 H{Z!E ® MO|ER FMst1 2Z &85t 92


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUT.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region
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A8 HEBM

AmazonId2 : T7h1D0elLqA5Q2XfTe8j2q3SLoP3/5XwhUU3RyIBGHU/LnC+CIWLeGgPOMY24xA1T

ResponseStream :

Headers : {x-amz-id-2, x-amz-request-id, Content-Length, Date...}
Metadata .

ResponseXml

Sl

« 0 A AWS MH|A 221 AWS Tools for PowerShell
e Put HZA! 3 AFOIE(Amazon S3 API & X)
 Put H%! ACL(Amazon S3 API & X)

Amazon S3 HZ!0of| A Y2 =

il J:‘.':

Amazon2 I+ =EHH M Aol 2EHE F- (0| B2 "htmI"2 FFELICE.

PS > # Create the two files using here-strings and the Set-Content cmdlet
PS > $index_html = @"

>> <html>

>> <body>

>> <p>

>> Hello, World!
>> </p>

>> </body>

>> </html>

>> "@

>>

PS > $index_html | Set-Content index.html
PS > $error_html = @"

>> <html>

>> <body>

>> <p>

>> This is an errxor page.
>> </p>

>> </body>

>> </html>

I—IEP 0+EH 0|7<1|01|H“ ZHEFSE HTML u+°' HE ’%“gom Amazon S3 tH%’JOH HECStT
ol FFE &olgrLct. -Fileol CHE Write-S30bject Tt2tO|EE 24 Tt A|AE O

2 X|™gtLICt -Key T}2HO|E{= Amazon S301A e Zix|ofl AFEE O|E & KI-HELICH.

U=
ut

Amazon S3 H{Z!of| Z4x| Y2 =
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https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTwebsite.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTBucketPUTacl.html
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S>> n@
>>

>>$erroxr_html | Set-Content errox.html

>># Upload the files to Amazon S3 using a foreach loop

>>foreach ($f in "index.html", "error.html") {

>> Write-S30bject -BucketName website-example -File $f -Key $f -CannedACLName public-
read

>> }

>>

PS > # Verify that the files were uploaded
PS > Get-S3BucketWebsite -BucketName website-example

IndexDocumentSuffix ErrorDocument

index.html error.html

0l2| #HIE ACL M

Tools for Windows PowerShell AF235}04 O|2| £H|E! ACLE X|™H3t= 22 AWS SDK for .NETO]|
M A8 E|l= At SUFLICEH 3 X2 0248t 2F2 Amazon S3 Put Object 4ol AF &= 2kt
CFELICE Tools for Windows PowerShell2 CtS1t 22 O|2| £H|E ACLE K| ELiCt.

« NoACL

* private

* public-read

* public-read-write

* aws-exec-read

+ authenticated-read

* bucket-owner-read

* bucket-owner-full-control

* log-delivery-write

0l2] ZHIE ACL Al CHE RFMIEH LIS HAMIA K0 S5 JH2 8 AZsHAAlR.

HE|ME Y= =of gtet HE

Amazon S3 APIE At&35t0{ 5GBECLCH 2 IS URESH= 49 HE|IME HEEE AHS5HoF &L
Ct. 3tX|2t Tools for Windows PowerShellol| A XS 5t= Write-S30bject cmdlet® 5GBECH & ut

U Hz= & FHsHH MElg += A&LICH

Amazon S3 H{Z!0l| 2| ¥=2= 94


https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#canned-acl
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2 AIO|E HAE

ol EEtXolA &

=
EO9JURLE £& ¥AE WELICH

http://<bucket-name>.s3-website-<region>.amazonaws.com

of:

http://website-example.s3-website-us-west-1.amazonaws.com

I.

o2k

a1
o 0 A AWS AMH|A Zd AWS Tools for PowerShell

« Put Z#X(Amazon S3 AP| & X)
- O|2| £HIE! ACL(Amazon S3 API & %)

Amazon S3 ZiA]| & HZ! AbK]|

O| EHoM= ol BHadol| MM E 2 MOIEE AX|st= Y
£ AA|stD LEA] o] AFO|Eof CHE Amazon S3 HZ!E At st

MX{, Remove-S30bject cmdletE &%504 Amazon S3

L|ct.

PS > foreach ( $obj in "index.html", "error.html" ) {
>> Remove-S30bject -BucketName website-example -Key $obj

>> }

>>

IsDeleteMarker

False &2 Amazon S30|AM &S A E|stE Y
olO|st x| ef&LICt.

O|X| Remove-S3Bucket cmdlet2 Al&isH AFO|E 0f A

A& LICH

PS > Remove-S3Bucket -BucketName website-example

EfAM3t0{ 2l AIO|EE HAEE = Q&LICH Amazon S30] =4

H:l S MOd

[ TH

24X Hlod

= Amazon S3 HZl2 AtX| &

LICH HTML Ztof| CHEr ZH x|

EHZJo|AM HTML o] CHeF ZHA|E ArA|Et

Amazon S3 Zixl| 2! 2! AbA|
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RequestId : E480ED92A2EC703D

AmazonId2 : k6tgaqClnMkoeYwbuJXUx1/UDa49B1d6dfLNOLsImWYNPHjbc8/Nyvm6AGbWcc2P
ResponseStream :

Headers : {x-amz-id-2, x-amz-request-id, Date, Server}

Metadata : {3

ResponseXml

AWS Tools for PowerShell2| 1.1 0|4 M0 A= -DeleteBucketContent Oi7 B4E Remove-
S3BucketOl F7t& = U&LICH 2™ XHE HAMH ZE A & x| H™O| AN | Lt

M BHZ! RE&I7F M7 LICEH 20| ZHA| = ZHA| ™ ~0f 2l O] 2 dofl= A st AlzZto] ZE
= A&LICt 1.1 0| BT 2| Tools for Windows PowerShellt| A= H{Z S H|2{okEF Remove-
S3BucketOlM HZI 2 AAE = AUP&LICH

® Note

-Force D47 Hd+8 FII5HK| &b = &, cmdletS A&5H7| T10d AWS Tools for PowerShellof
M &l HAIX|7}F EAIEILICEH

[t

&

« Of|AM AWS MH|A 24 AWS Tools for PowerShell

« 4| A X(Amazon S3 API & X)

« DeleteBucket(Amazon S3 API & %)

Amazon S30] QIZICI HIAE EEIx ¢ZC

Write-S30bject cmdlettl A= Amazon S30 QIZIRI HIAE ERIRXE Y2 EStE= 7|52 KIHEL
Ch. -Content (% -Text)E AF25HH mhUof HX{ £04 EX| &t T = Amazon S301| Y2 =& EHA
I8t LHE 2 XIHE = A&LICt o] metolEol= ZHHE &t & BAIE2 22 047]0 L= 0

E7 &
EE ZEsls EANLET A8E = U&LICH

PS > # Specifying content in-line, single line text:
PS > write-s3object amzn-s3-demo-bucket -key myobject.txt -content "file content"

PS > # Specifying content in-line, multi-line text: (note final newline needed to end
in-line here-string)

Amazon S30f QIZ}QI HIAE FE

[

YEE 96


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectDELETE.html
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PS > write-s3object amzn-s3-demo-bucket -key myobject.txt -content @"

>> line 1

>> line 2

>> line 3

>> "@

>>

PS > # Specifying content from a variable: (note final newline needed to end in-line
hexre-string)

PS > $x = @"

>> line

N =

>> line

W

>> line
>> ll@
>>

PS > write-s3object amzn-s3-demo-bucket -key myobject.txt -content $x

Amazon EC2 2! Tools for Windows PowerShell

AWS Tools for PowerShell2 AF23504 Amazon EC22} Zt21El QHtX{0| Zhoig £3Hsh 4= Q& LTt

047|04 . A|E! od[A|0f| A
d8{E 2 cmdletE &
Windows PowerShell A

PowerShell M/M2] 7|2 Xt 58 L 7|2 SIS AEFICt D 7hdgfLch
[ X4 SZo|Lt B[S Z st x| E&LICE RHAM|EH LIE2 AWS Tools for
FMME ARSI,

OII

I ﬂ|°|' r|['

|
» 7| mo{ BFE7]

« Windows PowerShell€ Al&35t0{ Eot 15 M

« Windows PowerShell2 At&35}t04 Amazon Machine Images & 7|

+ Windows PowerShell& AF235}04 Amazon EC2 QIAEIA A%}

7| Ho{ BFE 7|

Ct= New-EC2KeyPair O|XMo M= 7| H0{E BHE 1 PowerShell B4 $myPSKeyPair0ll O|& A&
grct.
=

PS > $myPSKeyPair = New-EC2KeyPair -KeyName myPSKeyPair

7| Ho{ Z4X|E Get-Member cmdletod I}O|Z5t0{ Ao X E =FQIEILICE

Amazon EC2 ! Tools for Windows PowerShell 97
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PS > $myPSKeyPair | Get-Member

TypeName: Amazon.EC2.Model.KeyPair

Name

Equals
GetHashCode
GetType
ToString
KeyFingerprint
KeyMaterial
KeyName

MemberType Definition

Method bool Equals(System.Object obj)

Method int GetHashCode()

Method type GetType()

Method string ToString()

Property System.String KeyFingerprint {get;set;}
Property System.String KeyMaterial {get;set;}
Property System.String KeyName {get;set;}

7| Ho{ Z4X|& Format-List cmdleto] I}O|Z 5104 KeyName, KeyFingerprint %! KeyMaterial
HEHo| g2 SLCH (87| (=5 £3E &L

PS > $myPSKeyPair | Format-List KeyName, KeyFingerprint, KeyMaterial

KeyName

KeyFingerprint :

KeyMaterial

: myPSKeyPair
09:06:70:8e:26:b6:e7:ef:8f:fe:4a:1d:bc:9c:6a:63:11:ac:ad:3c

----BEGIN RSA PRIVATE KEY----

MIIEogIBAAKCAQEAKK+ANYUS9c7niNjYfaCn6KYj/DOI6djnFoQE. . .
Mz6btoxPcE7EMeH1wySUp8nouAS9xb1917+VkD74bN9KmNcPa/Mu. . .
Zyn4vVe@Q5il/MpkrRogHqOBOrigeTeV5Yc31vO@RFFPu@Kz4kem. . .
w3Jg8dKsWn@plOpX7V3sRCO2KgIIbejQUVBFGi50QK9bm4tXBIeC. . .
daxKIAQMtDUdmBDrhR1/YMv8itFe5DilLbq7Ga+FDcS85NstBa3h. ..
iuskGkcvgWkcFQkLmRHRoDpPb+0dFsZtjHZDpMVFmA9tT8EdbkKEF. . .
3SrNeqZPsxJJIx00db3CxLIpg75JUS5kyWnb@+sDNVHoJiZCULCzO. ..
GG1LfEgB95KjGIk7zEv2Q7K6s+DHclrDeMZWa7KFNRZuCuX7jsscC. ..
x098abxMr303TNU6p1ZYRIEQQ0IrOW+kc+/8SWb8NIwfLtwhmIEy. ..
1BX9X8WFX/A8VLHrTlelrKmLkNECgYEAwltkV1p0OJAFhz9p7ZFEv. ..
vvVsPaFQEv9bk9pghx269PB50x2KokwCagDMMaYvasWobuLmNu/1. . .
ImwRx7KTeQ7W1330LgxHA1QNMkip9c4Th3q9vVc3t/fPf8vwfI8C. ..
63g6N61k2FKkHZX1E62Bgbewld3eZ0S05Ip4VUdvtGeuc8/qa+esC. . .
KXgyt9nl64pMv+VaXfXkZhdLAdYOKhcOTGBI9++VMSG5TrD15YJIId. ..
gYALEI7m1jIKpHWAEs@hiemw5VmKyIZpzGstSIsFStERIAJiETDH. ..
YAtnI4J8dRyP9I7BOVON3wNfIjk859il/00c+j8S65giLAfndWGR. ..
9ROwIkm5BMUcSRRcDy@yuwkKBgEbkONnGGSD@ah4HkvrUkepIbUDTD. . .
AnEBM1cXI5UT7BfKInpUihZzi59QhgdK/hkOSmWhl1ZGWikJ5VizBf. ..
drkBr/vTKVRMTi31VFB7KkIV1xJIxC5E/BZ+YdZEpWoCZAoGAC/Cd. ..
TT1d5N60pg0XAcQIwzqoGa9ZMwc5Q9f4bfRc67emkw@ZAAWSSVIWR. . .
x302duuy7/smTwWwskEWRK5IrUxoMv/VVYaqdzcOajwieNrblr7c. ..
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KeyMaterial HH= 7| Hlo{o| Zzt0[H! 7|& XMEELICH HEE! 7|= AWSH| MEELICH AWSO|
MEHEE! 7|8 AME == IXIBH Z2t0[8! 7|9| KeyFingerprintE H=E2! 7|22 AWSO0| A
gHetEl 24T} Bl mstod HER 718 2QIg 4 et
7| mjof X|2 27
Get-EC2KeyPair cmdletE At&3dto{ 7| W09 X|IEE & + U&LICt

PS > Get-EC2KeyPair -KeyName myPSKeyPair | format-list KeyName, KeyFingerprint

KeyName : myPSKeyPair
KeyFingerprint : 09:06:70:8e:26:b6:e7:ef:8f:fe:4a:1d:bc:9c:6a:63:11:ac:ad:3c

zztol|d! 7|8 moi K& ElEd™ KeyFingerMaterial HEE Out-File cmdletof Zho|= &HL|C}.

PS > $myPSKeyPair.KeyMaterial | Out-File -Encoding ascii myPSKeyPair.pem

zglolel 7|2 oo £ m - Encodlng asciig X|dafiof g LICt 2EX| oM™, opensslit 22
ST oS SHIEA X T £ UELICH S 22 BHEE ALS5t0o4 21 ool H 40|
SHHEX| gelg S?%L—IEF

PS > openssl rsa -check < myPSKeyPair.pem

(openssl =7 AWS Tools for PowerShell B2 = AWS SDK for NETOI| Z & E|X| Sf&LICH)
7| Ho{ N

OIAEAAE A|Z5tD 452 H 7| Ho{7F ZREFLICH 7| Ho{E AFR3H & MHE £ laLct
AWSOIM HE2] 7|2 M 7524 Remove-EC2KeyPair cmdlet® AFSEFLICH HIAIX|7F EAIZ|H
EnterE St{M 7| Ho{E A7HELICH

PS > Remove-EC2KeyPair -KeyName myPSKeyPair

Confirm

7| Hlo{ A 99



AWS Tools for PowerShell (%1 4) A8 YA

Performing the operation "Remove-EC2KeyPair (DeleteKeyPair)" on target "myPSKeyPair".
[Y] Yes [A] Yes to ALl [N] No [L] No to All [S] Suspend [?] Help (default is "Y"):

$myPSKeyPair #1XH PowerShell |01 01715 EXHSIH 04715| 7| o HEE Z & &FLICtH
myPSKeyPair.pem ItAT EXHEFLICE 5t X[EH 7| H|o{e| {EE] 7|7} AWSO|| [ 0|4 KT |04 UK]
foo 2 Zzlolsl |E 1 0|4 & 5tX| et&LICEH

12 HF

Windows PowerShell& Al&35t0od 2o 18 MY

AWS Tools for PowerShell& AI&35t0{ 2o 52 MM U e £+ A&LICH SEHo=z Hot I8
of ID7} EtetEl Lt

QIAEIA O HAZAGHOF 5t= B SSH EEHE (Linux) E£= RDP E2iE(Windows)E 835t S E0ot 1
E2 Fdalof gfuch.

« EC2-VPCO{| CHEH EQot O & MY

AFE{S| H{EZ IP 4L E CIDR E7|Ho 2 X|H5HoF B LICH MHIAE AHE5t0d 2Z HFES I
EZ2 P FAE EOIE £ Q&LICE o & E™, Amazon0ME http://checkip.amazonaws.com/ EE &

https://checkip.amazonaws.com/ AMH|AE MEELICH IP FAE XMB35HE CHE MHIAE 3tofiH
"what is my IP address"Z ZAMGIAMAIQ. 1 IP T4 Q10| ISPE &3dlf, £= Y3t FoM &5t =
A0z ZLI0|UE HAFE I AEE = Ue IP FL| HE &otof LCt.
/A Warning

0.0.0.0/02 X|’'HstH ™ MAHL ZE IP FAL0M ECfEE ASSE=E MHEELICH SSH

I RDP Z2ZEZ 0| B E1I¢§ B Z0IM HA AEstE W2 HEAX|E Z2HM 2HZ0A

= OtMSHR| etaLct Z2EM EFoHe MAEE JHE IP T4 £ T4 HP{o|AEF A

A HetE S odshof gLct

Hr
e}
M
i
0=
0%

100


http://checkip.amazonaws.com/
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EC2-VPCO{| CHEt 2ot O & MY

0o
1z
0%
x

/A Warning

EC2-Classic2 2022'c1 8& 15401 At& S K|} &LICH EC2-ClassicHlAM VPC= 0+0|22]0]
Mate 20| E&LCH RHMEH I8 2 221 HAIZE EC2-Classic HIEHZ2 A8 S ¢
LICH #H| 42 otEnt ZELCHE HZTstAM 2.

CHZ New-EC2SecurityGroup MMM E -VpcId Oi7] B~8 F7}5+04 X|HE VPCO]| CHEH 2ot
52 MMELICH

PS > $groupid = New-EC2SecurityGroup °
-VpcId "vpc-da0o13b3" °
-GroupName "myPSSecurityGroup" °
-GroupDescription "EC2-VPC from PowerShell"

Hot O8O x7| FMHE EdH Get-EC2SecurityGroup cmdlet2 AFEELICEH 712X Z VPCO)
Hot 152 IE ofRHI2E E2iZg 5{85ts ol Ru2E 728 Z&ELICI 0§22 EC2-VPC
P

of CHet 2ot I8 X e + lgLich

PS > Get-EC2SecurityGroup -GroupId sg-5d293231

OwnerId : 123456789012

GroupName : myPSSecurityGroup

GroupId : sg-5d293231

Description : EC2-VPC from PowerShell
IpPermissions : {3

IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}
Vpcld : vpc-da0013b3

Tags : {3

TCP X E 22(SSH) & TCP ZE 33890 M QIHIRE EcfEof Cheh HEh2 Hol5tei™ New-0bject
cmdlet2 AI2EHLICH CFS oM A3 RIEE B IP FA 203.0.113.25/320A TCP ZE 22 &
338901 CHEH AFR HEHE HO|ErLCt.

$ipl = new-object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPoxt = 22

$ipl.ToPort = 22
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$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission

$ip2.IpProtocol = "tcp"

$ip2.FromPoxt = 3389

$ip2.ToPort = 3389

$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupId $groupid -IpPermissions @( $ipl, $ip2 )

Hot 3E0| YHIO|EEIRAE=EK| #0Ql5tE{M Get-EC2SecurityGroup cmdletE CHA| AF& &L}

PS > Get-EC2SecurityGroup -GroupIds sg-5d293231

OwnerId : 123456789012

GroupName : myPSSecurityGroup

GroupId : sg-5d293231

Description : EC2-VPC from PowerShell

IpPermissions : {Amazon.EC2.Model.IpPermission}

IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}

VpcId : vpc-da0013b3

Tags : {1
CIHR = TFEIS 27| SI5H 0T HolIA BHetst HM HHHOIM IpPermissions S48 AME
T A&LLCH

PS > (Get-EC2SecurityGroup -Grouplds sg-5d293231).IpPermissions

IpProtocol : tep

FromPort . 22

ToPort : 22
UserIdGroupPairs : {3}

IpRanges . {203.0.113.25/32}
IpProtocol : tep

FromPort . 3389

ToPort : 3389
UserIdGroupPairs : {3}

IpRanges . {203.0.113.25/32}

Windows PowerShell2 At& 504 Amazon Machine Images & 7|

Amazon EC2 QIAEAE AIRE [ QIABHAO| HIESIOZ ALEE Amazon Machine Images(AMI)
E xIggfuch ag{the =4l H4Ho|E & 2ot JHM AHEEE M AMIsOll AWS XS 67| = ol AWS
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Windows AMIs2| IDsE AIF HZAEILICH Get-EC2Image ! Get-EC2lmageByName cmdlet2 AFS &t
01 ¥4XH Windows AMIE &0t A S IDE 7HX{2 = U& L.

=
» Get-EC2Image
» Get-EC2ImageByName

Get-EC2Image

Get-EC2Image cmdlet2 AL E = /U= AMI SES Mg LCt

E

-Owner 0 A AmazonO|L} AbE Xtoi| Al ’ﬂ\%PE AMIZH AME|E 2 amazon, self It2tO|E{Qb o8| O]
2k Get-EC2ImageE ALSELICH O HEIAEM M AL XIE cmdletg £ &5t= Ol AL 8 A4 5Y
£ 7T A2 XHE K|ZEELICH

=

PS > Get-EC2Image -Ownexr amazon, self

-Filter TEtO/EHE AtE5t0] Zoto| HRE XIHE £ U&LCH EHE XIYstE{™
Amazon.EC2.Model.Filter 89| AN E MHFLICI oI E E01, CIE EEE AR5 Windows

AMIZH & A|ElL[CH.

$platform_values = New-Object 'collections.generic.list[string]’
$platform_values.add("windows™")

$filter_platform = New-Object Amazon.EC2.Model.Filter -Property @{Name = "platform";
Values = $platform_values}

Get-EC2Image -Owner amazon, self -Filter $filter_platform

CHZ oflo M= O emdletol| A BHetE|= AMI & StLEFE 2o{ £, O|F o AX| £342 042 AMIO]|
Cist HEE Mzt

Architecture . x86_64

BlockDeviceMappings : {/dev/sdal, xvdca, xvdcb, xvdcc..}

CreationDate : 2019-06-12T10:41:31.000Z

Description : Microsoft Windows Server 2019 Full Locale English with SQL Web

2017 AMI provided by Amazon

EnaSupport : True

Hypervisor :oxen

Imageld : ami-000226b77608d973b

Imagelocation : amazon/Windows_Server-2019-English-Full-SQL_2017_Web-2019.06.12

ImageOwnerAlias : amazon
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: machine

ImageType
KernellId
: 801119661308

Name
OwnerId :
Platform : Windows
ProductCodes : {3
Public : True
RamdiskId :
RootDeviceName : /dev/sdal
RootDeviceType : ebs
SriovNetSupport : simple
available

State
StateReason :
: {1
: hvm

Tags
VirtualizationType
Qe M 74 8o 2k AWS Windows AMI S5

Get-EC2ImageByName
Get-EC2ImageByName cmdletol M= 24

U&LICH.
ZH0| cmdletod| A

AN EH
F Fe oha

e 4
o

OH7H 44~ gio] Mg

PS > Get-EC2ImageByName

WINDOWS_2016_BASE
WINDOWS_2016_NANO
WINDOWS_2016_CORE
WINDOWS_2016_CONTAINER
WINDOWS_2016_SQL_SERVER_ENTERPRISE_2016
WINDOWS_2016_SQL_SERVER_STANDARD_2016

WINDOWS_2016_SQL_SERVER_WEB_2016
WINDOWS_2016_SQL_SERVER_EXPRESS_2016

WINDOWS_2012R2_BASE
WINDOWS_2012R2_CORE
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_SQL_SERVER_STANDARD_2016

WINDOWS_2012R2_SQL_SERVER_WEB_2016
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2014
WINDOWS_2012R2_SQL_SERVER_STANDARD_2014

WINDOWS_2012R2_SQL_SERVER_WEB_2014

WINDOWS_2012_BASE
WINDOWS_2012_SQL_SERVER_EXPRESS_2014

Windows_Server-2019-English-Full-SQL_2017_Web-2019.06.12

&R ZE olF o) M METH WEELI
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WINDOWS_2012_SQL_SERVER_STANDARD_2014
WINDOWS_2012_SQL_SERVER_WEB_2014
WINDOWS_2012_SQL_SERVER_EXPRESS_2012
WINDOWS_2012_SQL_SERVER_STANDARD_2012
WINDOWS_2012_SQL_SERVER_WEB_2012
WINDOWS_2012_SQL_SERVER_EXPRESS_2008
WINDOWS_2012_SQL_SERVER_STANDARD_2008
WINDOWS_2012_SQL_SERVER_WEB_2008
WINDOWS_2008R2_BASE
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2012
WINDOWS_2008R2_SQL_SERVER_STANDARD_2012
WINDOWS_2008R2_SQL_SERVER_WEB_2012
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2008
WINDOWS_2008R2_SQL_SERVER_STANDARD_2008
WINDOWS_2008R2_SQL_SERVER_WEB_2008
WINDOWS_2008RTM_BASE
WINDOWS_2008RTM_SQL_SERVER_EXPRESS_2008
WINDOWS_2008RTM_SQL_SERVER_STANDARD_2008
WINDOWS_2008_BEANSTALK_IIS75
WINDOWS_2012_BEANSTALK_IIS8

VPC_NAT

8heHE| O|0IX| ME 0| H9IE F5124% Names TH2tOIEIE ALE 3104 3Lt 0|4l BE| OI& S AIT
gt
= .

PS > Get-EC2ImageByName -Names WINDOWS_2016_CORE

Architecture : x86_64

BlockDeviceMappings : {/dev/sdal, xvdca, xvdcb, xvdcc..}

CreationDate : 2019-08-16T09:36:09.000Z

Description : Microsoft Windows Server 2016 Core Locale English AMI provided by
Amazon

EnaSupport : True

Hypervisor xen

Imageld ami-06f2a2afca®6f15fc

ImagelLocation amazon/Windows_Server-2016-English-Core-Base-2019.08.16
ImageOwnerAlias amazon

ImageType : machine

Kernelld :

Name : Windows_Server-2016-English-Core-Base-2019.08.16
OwnerId : 801119661308

Platform : Windows

ProductCodes {}

AMI &t7|
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Public : True
RamdiskId

RootDeviceName : /dev/sdal
RootDeviceType : ebs
SriovNetSupport : simple
State : available
StateReason :

Tags .
VirtualizationType : hvm

Windows PowerShell2 AFE 36104 Amazon EC2 QIAEIA A|ZF

Amazon EC2 QIAEIAE A|E5t2{M O™ CHHOIM M8t 7| o L Eot IF0| EHREL
Amazon Machine Images(AMI)2| IDE B LICH XtAIEH LIE2 g dBME FZSHMIL.

Ct.

« 7l mlo{ Br=7]

« Windows PowerShell€ Al&35t0{ Eot 15 M

+ Windows PowerShell2 A& 304 Amazon Machine Images & 7|

/A Important

=X
e VPCOA QIAEAA A|E

« VPCOIM AT QIARHA AlFf

VPCO| M QIAEIA AR}

/A Warning
EC2-Classic 2022'd 8& 1520i| AH® S X|ZIR&LICH EC2-ClassicollAH VPCZ 0+0|22|0|
MSleE 7Zd0| E&LICH RIMIEH LH22 E21 HA|IE EC2-Classic HEQZ2 A2 SX| &<
LICt £H| 42 ClS3 Zd&LICHE ZsHAR.
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Ct2 ¥ade x|™HE Zatoldl MEYAM EHY ml.small QIAEIAE MASHL|CH 2ot OE2 X|™
El MeEdlof cial &30k &LiCt.

PS > New-EC2Instance °
-ImageId ami-c49c@dac °
-MinCount 1 -MaxCount 1 °
-KeyName myPSKeyPair °
-SecurityGroupId sg-5d293231 °
-InstanceType ml.small °
-SubnetId subnet-d60013bf

ReservationId : r-b70a0ef1

OwnerId . 123456789012

RequesterId

Groups : {3

GroupName : {3

Instances |
MBol= QAAEATL pending & EHO|X|BF H 2 =0 running & E{7} ElL|CH QIAEAN CHE H
HE 22{M™ Get-EC2Instance cmdlet2 AFS R LICH QIARATL 5 JH O|4Ql B Filter It}
O|E{E& AL&35104 of|2F IDOH| CHEH 2 E EE{JE &= &Lt HX{ Amazon.EC2. Model Filter
o AN E HEFLICI O Ot EHEE M85l Get-EC2Instance 82 E A=

(|

nstances2 & LICI

PS > $reservation = New-Object 'collections.generic.list[string]’'

PS > $reservation.add("r-b70a0efl1l")

PS > $filter_reservation = New-Object Amazon.EC2.Model.Filter -Property @{Name =
"reservation-id"; Values = $reservation}

PS > (Get-EC2Instance -Filter $filter_reservation).Instances

AmilLaunchIndex 10
Architecture : x86_64
BlockDeviceMappings : {/dev/sdal}
ClientToken :
EbsOptimized : False
Hypervisor : xen
IamInstanceProfile

Imageld : ami-c49c0@dac
Instanceld 1 1-5203422c
InstancelLifecycle

InstanceType : ml.small
KernellId
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KeyName : myPSKeyPair
LaunchTime : 12/2/2018 3:38:52 PM
Monitoring : Amazon.EC2.Model.Monitoring
NetworkInterfaces : {3
Placement : Amazon.EC2.Model.Placement
Platform : Windows
PrivateDnsName :
PrivateIpAddress : 10.25.1.11
ProductCodes : {3
PublicDnsName :
PublicIpAddress : 198.51.100.245
RamdiskId
RootDeviceName : /dev/sdal
RootDeviceType : ebs
SecurityGroups : {myPSSecurityGroup}
SourceDestCheck : True
SpotInstanceRequestId :
SriovNetSupport
State : Amazon.EC2.Model.InstanceState
StateReason
StateTransitionReason :
SubnetId : subnet-d60013bf
Tags : {3
VirtualizationType : hvm
Vpcld : vpc-a01106¢c2

VPCO| M AT QIAEIA A[Zf

Che ofFl AT BES RKIHE MELIM AT JAHAS QHFLIL. 2O 1ES XIME MEUS
z3

(=) A
3t VPCOI| CHaH M&4El H ok T & 0]ofof Fuict

$interfacel = New-Object Amazon.EC2.Model.InstanceNetworkInterfaceSpecification
$interfacel.DevicelIndex = 0
$intexrfacel.SubnetId = "subnet-b61f49f0"
$interfacel.PrivatelIpAddress = "10.0.1.5"
$interfacel.Groups.Add("sg-5d293231")
Request-EC2SpotInstance °

-SpotPrice 0.007 °

-InstanceCount 1 °

-Type one-time °

-LaunchSpecification_ImageId ami-7527031c

-LaunchSpecification_InstanceType ml.small °

-Region us-west-2 °

~
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-LaunchSpecification_NetworkInterfaces $interfacel

AWS Lambda 2! AWS Tools for PowerShell

AWSLambdaPSCore ZE &2 AF&3IM NET Core 2.1 HEF S A8 5104 PowerShell Core 6.00{ A
AWS Lambda &+ e & & UELICH PowerShell ZHY = Lambdag AHE 5104 PowerShell
0 AWS B AAE ZE|SHT XSS AT EEE e £ U&LICH Lambdall PowerShell
X|3E AF2 35 Amazon S3 O|HIE EE &= Amazon CloudWatch 0f|ef O|HIE S} ZF2 Lambda
O|HIE o CHE 35104 PowerShell AT R E E&= &4+ E A™E = U&LICEH AWSLambdaPSCore
£ 2 PowerShell Y9E 9| AWS 2 & 0| AWS Tools for PowerShell,&| &£ 7} ofL|H
AWSLambdaPSCore 2 &2 &R =7t X=X L &LICH AWS Tools for PowerShell.

nx III1I'I

AWSLambdaPSCore 2 E& MX|8t & AF® 7}SE PowerShell cmdletg AF&35H7HLE &% 71 et 5104
MHE|A 848 & e £ Q& LICH PowerShell AWS Lambda =7 2 E 0= PowerShell 7|8 A
HZ|A OHEC|AHO|ME et Z2ME HESIN T 2MEE HA|E =377 2|0 /&LICH AWS.

AWSLambdaPSCore EE X2 LambdagE X|Hste 2E SITM AFRE = JU&LICH X|HE=
=

M ZE=A

—_

o
2
o
L

!
a
o
il

0

o

1

T
a2
2

AWSLambdaPSCore 2E2 AMX|5t1 AFS35tE{ HA CHS HXE &35
CHEE REMIEE LHE 2 AWS Lambda 7HEERF OFLHA{ S| PowerShell 7Her 273 M S X SHAIL.

« 2H}IE BT 2| PowerShell A%| - Lambdal| PowerShell X|&H2 32 A Z8HE PowerShell Core
6.0 Z2|AE 7|82 2 FFLICH Windows, Linux & MacOll A PowerShell Lambda & & 7H&f &
%= Ql&LICH o] H™ O|4re| PowerShellO| A x| =04 K| &k 2™ Microsoft PowerShell 4323 A ¢
MOlES] x|2lg &= ouﬂo

- .NET Core 2.1 SDK x| — PowerShell2 .NET CoreE 7|82 2 5t7| IHZ 0 Lambda2l
PowerShell X|22 NET Core®} PowerShell Lambda &+ 250 S8t .NET Core 2.1 Lambda
HEIZ P9°*L—|EP Lambda PowerShell 4l A| cmdlet® .NET Core 2.1 SDKE AF23l0{ Lambda
HHZ mZ7|X|E MAELICE .NET Core 2.1 SDKE Microsoft CFH2 2= AE{oMH 7 & 4 Q&L
RuntimeO| o}l SDKE M x|35HoF & L|C}.

AWSLambdaPSCore 2 & A x|

A e Mg 25 24X
242
=

= O™ O|X| AWSLambdaPSCore ZES Mx|& = U&LICH PowerShell
Core MMM CHS HHS 4

aletefLct.
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PS> Install-Module AWSLambdaPSCore -Scope CurrentUser

O|A| PowerShell0oll A Lambda &4 7HEF S A|EHE &= QU&LICH Al&tStE |
AWS Lambda 7HEF K} OFLH A 2] PowerSheIIOiIH Lambda &+ & %517 {8t

2ol CHEt REMIEH LHE 2
St % =

z=2Jey 2 E f

=]

Sl

AWS 7t At 2 230 M PowerShell Core0il CHEH Lambda K| 3 B &
PowerShell Zit{2[2| AWSLambdaPSCore 2=

PowerShell 7Hg 23 MY

AWS GitHub2| Powershell& Lambda =

AWS Lambda 2&

Amazon SQS, Amazon SNS 2! Tools for Windows PowerShell

Ol EHRIOfAE CHS BH 1S S &sHE WS 2ol T oM MTELICH

=22 O

« Amazon SNS FX|E MAEHLICT
o CH7|Go| HIAIXIE B2

« SNS FA|of CHEt CHo |

« IAM AL X} EEE= AWS H|&Hof
g Soigct.

NS FAofl A5t SQS CH7 M HIAIXIE ¢4 = U= T

ror

« FHoll Chet HIAIXIE HAlstD CH7[Foll M HIAIX|E eloi ZAHE =felgfLict.

Amazon SQS CH7 | &4 I CH7[Z ARN 7HX2 7|
ChS HYE 71& 2iTdol sQs th7|PES M gtLcth A CH7[ 2| URLO| E24of EAIELICH

PS > New-SQSQueue -QueueName myQueue
https://sqs.us-west-2.amazonaws.com/123456789012/myQueue
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PS > Get-SQSQueueAttribute -QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/
myQueue -AttributeName QueueArn

QueueARN : arn:aws:sqs:us-west-2:123456789012:myQueue

Amazon SNS FA| A

ChE BYE2 7|2 21T SNS =X E d-dstn M FX|ol ARNS EHEHEFLICH.

PS > New-SNSTopic -Name myTopic
arn:aws:sns:us-west-2:123456789012:myTopic

SNS FXi|oi| ‘HEh £ 04

CHS oKl ASBIEE SQS CHY LD SNS FAIE 2 F MA5tT, SQS CHY|YZ HIAIXIE 2 & Q)
=% SNS Fx[oi| cHer HetE FoighLct.

# create the queue and topic to be associated
$qurl = New-SQSQueue -QueueName "myQueue"
$topicarn = New-SNSTopic -Name "myTopic"

# get the queue ARN to inject into the policy; it will be returned

# in the output's QueueARN member but we need to put it into a variable

# so text expansion in the policy string takes effect

$qarn = (Get-SQSQueueAttribute -QueueUrl $qurl -AttributeNames "QueueArn").QueueARN

# construct the policy and inject arns
$policy = e"
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": "*",
"Action": "SQS:SendMessage",
"Resource": "$garn",
"Condition": { "ArnEquals": { "aws:SourceArn": "$topicarn" } }
}
}
"e@
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# set the policy
Set-SQSQueueAttribute -QueueUrl $qurl -Attribute @{ Policy=$policy }

SNS #A|of CHet Ch7 (¥ e F+5E L

ct

0jo

BHH2 SNS X myTopicol CHE CH7 |4 myQueueE #5535t 75 IDE HHEHELICEH

PS > Connect-SNSNotification °

-TopicARN arn:aws:sns:us-west-2:123456789012:myTopic °

-Protocol SQS °

-Endpoint arn:aws:sqs:us-west-2:123456789012:myQueue
arn:aws:sns:us-west-2:123456789012 :myTopic:f8ff77c6-e719-4d70-8e5c-a54d41feb754

CH2 BWH2 myTopic FA0f CHEt sns:Publish &g & 4 e HEHE £o{gLich

PS > Add-SNSPermission °
-TopicArn arn:aws:sns:us-west-2:123456789012:myTopic °
-Label ps-cmdlet-topic °
-AWSAccountIds 123456789012 °
-ActionNames publish

HHE Ch71¥ myQueued CiEt sqs:ReceiveMessage & sqs:DeleteMessage 22 =3
o

k=3
=
g & e HErE Fo{gLich

PS > Add-SQSPermission °
-QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/myQueue °
-AWSAccountId "123456789012" °
-Label queue-permission °
-ActionName SendMessage, ReceiveMessage

21 el
ct

= BY2 SNS FA| myTopicol HA|IXIE HAISt] M CHZ | L FHE E|AESHD MessageIdE
s

PS > Publish-SNSMessage °
-TopicArn arn:aws:sns:us-west-2:123456789012:myTopic °

SNS FA|of CHEt Ch7 (¥ g F+SgfLict 112
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-Message "Have A Nice Day!"
728180b6-162b-49d5-b4d3-3824bb2e77f4

Ct

1jo

HHE2 SQS CH7|¥ myQueue| M HIAIX|E M09 F AIRLICE.

PS > Receive-SQSMessage -QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/
myQueue

Attributes : {3

Body : {
"Type" : "Notification",
"MessageId" : "491c687d-b78d-5c48-b7a0-3d8d769ee91b",
"TopicArn" : "arn:aws:sns:us-west-2:123456789012:myTopic",
"Message" : "Have A Nice Day!",
"Timestamp" : "2019-09-09T721:06:27.201z2",
"SignatureVersion" : "1",
"Signature"

"11E17A2+X0uJZnw3T1lgcXz4C4KPLXZxbxoEMIirelhl3u/oxkWmz5+9tJKFMns1Z0gQvKxk
+ExfEZcD5yWt6biVuBb8pyRmZ1b03hUEN13ayv2WQiQT1vpLpM7VEQNSm+hLIiPFcs
vyuGkJReV710JWPHNCN
+gTE21Id2RPkFOeGtLGawTsSPTWEvVIdDbL1f7EQ0zZ@qlniXTUtpsZ8Swx@1X3Q06u9i9qBFt0ekIJFZNIp6AVUBShIklbsyc
y0a8Y191Wp7a7EoWaBn@zhCESe70
kZC6ncBIWphX7KCGVYDOghVf/5VDgBuvOw8T+higJyvr3wWbaSvg==",

"SigningCertURL" : "https://sns.us-west-2.amazonaws.com/
SimpleNotificationService-6aad65c2f9911b@5cd53efdallf913f9.pem",
"UnsubscribeURL"

"https://sns.us-west-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-west-2:123456789012:myTopic:22b77de7-
a216-4000-9a23-bf465744caB84"

}
MD50fBody : 5b5ee4f073e9c618eda3718b594fa257
MD50fMessageAttributes :
MessageAttributes : {3
Messageld : 728180b6-f62b-49d5-b4d3-3824bb2e77f4
ReceiptHandle :

AQEB2vvkle5cOKFjeIW]lticabkc664yuDEjhucnI0qdVUmie7bX7GiJbl7F@enABUgal2XjEcNPxixhVc/
wfsAJZLNHn18S1bQa0@R/kD+Saqa40Ivfj8x3M40hl1yM1cVKpYmhAzsYrAwAD5g5FvxNBD6zs
+HmXdkax2Wd+9AxrH1QZV5ur1MoByKWWbDbsqoYJITIquCclOgWIak/sBx/
daBRMTiVQ4GHsrQWMVHtNC14q7]y/0L2dkmb4dzIfIq@VbFSX1G+u/1rSLpgae+Dfux646y8yFiPFzY4ua4mCF/
SVUn63Spy
sHN12776axknhg3j9K/Xwj54DixdsegnrKolLx+ctI
+0jzAetBR66Q1VhIoJAq7s0a2Msey0eM/Ijucgb6SrOVUnTWVhVB8ErXmotoiEg==
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O| CloudWatch AWS Tools for Windows PowerShell

0| EF0f| M= Tools for Windows PowerShell€ AF2 35104 AF2 AF X|A X|E O|0|E{E CloudWatcho|
HA|SHE B ol o & EHod FLICI.

L

O| oMol M= PowerShell M| 7|2 X124 5E & 7|&2 XS HERCt D 7HEELICH

\J

CloudWatch CHA| 2 E0i AL A K| X|E HA|

CH2 PowerShell 2=+ CloudWatch MetricDatum ZH&M|E Z7|558104 MH|A 0| A A|EHLICE.
CloudWatch 2£ £ 0|&735+04 0| & {o| AWE & £+ WYUELICH

$dat = New-Object Amazon.CloudWatch.Model.MetricDatum
$dat.Timestamp = (Get-Date).ToUniversalTime()

$dat.MetricName = "New Posts"
$dat.Unit = "Count"
$dat.Value = ".50"

Write-CWMetricData -Namespace "Usage Metrics" -MetricData $dat

Che APl ROIBHAIS.
2= MAA|UTC)E d&sHoF gLt

= = SR o2 RIHsHHLE 2R B[S
% 912102 XIEE + aLich ol ofolAE BRI 2 Hof Uk

Sl

0 A AWS AMH|A ZHed AWS Tools for PowerShell
AmazonCloudWatchClient.PutMetricData (.NET SDK & X)
MetricDatum (AMH[A APl & X)

« Amazon CloudWatch &

cmdlet0ll A ClientConfig Zt2+0|E{ A

ClientConfig It2tO|E= MH|AO HZ2E I Y 74 HHE XHst= Ol A SE +=
A&LCt. of mtetd|e{e| 758t H—'?’--b-'-9—| = 8Amazon Runtime.ClientConfig
ZeiA 0| HolE|o RO, Ol= AWS AHIAZ APIZ A& EILICH Bt A& ol o=
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https://console.aws.amazon.com/cloudwatch/home
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/CloudWatch/MCloudWatchPutMetricDataPutMetricDataRequest.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_MetricDatum.html
https://console.aws.amazon.com/cloudwatch/home
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html

AWS Tools for PowerShell (%1 4) A8 YA
Amazon.Keyspaces.AmazonKeyspacesConfig 2eiAE H XM L. ESH U
MH|AE siE MH|AOBH 2et et 71 S48 Holghuct HolEl F7F £-8o| o=

Amazon.S3.AmazonS3Config 224, £3| ForcePathStyle £ 82 & X 5HAM2.

ClientConfig ItZHO|E] AFR

ClientConfig WEtO|E{E AtE5te{E BB E0|M mt2t0/EHE ClientConfig M E K|St 7HLt
PowerShell AZEH 22 AtE5t04 mi2tOlE gf AME HHEo| H 2 MEE = &Lt ol2{E ol
ME& ot oilet Z&L | Ct. o0l M= AWS . Tools.S3 2E S AXI5H04 7A@t MAF HEto| U=
[default] B¢ Q15 ME =2 Zlo| QIctD 7}&&Lct.

ClientConfig Z4&| 9|

$s3Config = New-Object -TypeName Amazon.S3.AmazonS3Config
$s3Config.ForcePathStyle = $true

$s3Config.Timeout = [TimeSpan]::FromMilliseconds(150000)
Get-S30bject -BucketName <BUCKET_NAME> -ClientConfig $s3Config

PowerShell AZ2HE S A& 3104 ClientConfig &4 F 7}

$params=@{
ClientConfig=e{
ForcePathStyle=$true
Timeout=[TimeSpan]::FromMilliseconds(150000)

}
BucketName="<BUCKET_NAME>"

Get-S30bject @params

HolE[X| g2 &8 A8

PowerShell AZCHElIS P%%F H
(o]

of= ClientConfig £4& X|H3E AWS Tools for
PowerShell2 .EjE Hhet3

N S
Stx| ot HEY Al of QI gFEtELICH /o] of =7H:

—_

$params=@{
ClientConfig=e{
ForcePathStyle=$true
UndefinedProperty="Value"
Timeout=[TimeSpan]::FromMilliseconds(150000)

ClientConfig I}2}0O|E] AFS 115
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AWS Tools for PowerShell (H4
}
BucketName="<BUCKET_NAME>"

Get-S30bject @params
CS o H|& ek ol 2|7t H-ELc
Cannot bind parameter 'ClientConfig Cannot create object of type
ig". The UndefinedProperty property was not found for the
f=3
—
M =2fof et AHS

"Amazon.S3.AmazonS3Config"
sto4 BHof| Aws 2|xg d-8e + U&Lich 2™
ecs

Amazon.S3.AmazonS3Config object
{EILICt. AWS Tools for PowerShell2 C}

AWS Z|1H x|
ClientConfig ItZIO|E{E AFS
RegionEndpoint &8 S5 &4
gt g™ ALFELICH

-Region It2}0O|E
ClientConfig mt2tO|E{of| HEEl 2™

232

1.
2.
3. PowerShell M|/ AEH
4. SR E AWSconfig It
5. @@ w=
6. Amazon EC2 QIAEIA HIEH|O|E MH|A(EM5HE
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Tools for PowerShell V4 ZE 0 A
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MH|A

+ Tools for PowerShell V4E A& Et ACM 0i| |

* Tools for PowerShell V4& A& 8t Application Auto Scaling 0i/ Al

 Tools for PowerShell V4& A& 8 WorkSpaces OHE 2|71 0| 0i ]|
+ Tools for PowerShell V4& At8 8 Aurora oAl

* Tools for PowerShell V4& AF& 8t Auto Scaling O K|

« AWS Budgets Tools for PowerShell V4E AL& 8t of A

+ AWS Cloud9 Tools for PowerShell V4E At&$t of| A

+ CloudFormation Tools for PowerShell V4& A8t oi| A

+ Tools for PowerShell V4E& At8& 8t CloudFront O/ K|

+ Tools for PowerShell V4& A& 8 CloudTrail 04| Al

« Tools for PowerShell V4& A& $ CloudWatch 04|

« Tools for PowerShell V4E At & &t CodeCommit 04| K|

+ Tools for PowerShell V4E A8 $t CodeDeploy Ol Al
 Tools for PowerShell V4& A& 8 CodePipeline O Al
 Tools for PowerShell V4& A& 8t Amazon Cognito ID O K|
« AWS Config Tools for PowerShell V4E AL 8 ol A
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Tools for PowerShell V4E At& 8t Device Farm o A
Directory Service Tools for PowerShell V4E A&t o/ K|
AWS DMS Tools for PowerShell V4& At &8t of| x|

Tools for PowerShell V4E AL& & DynamoDB 04| Al
Tools for PowerShell V4& At& 8t Amazon EC2 of X
Tools for PowerShell V4& At& 8 Amazon ECR oA
Tools for PowerShell V4& A& & Amazon ECS 0|
Tools for PowerShell V4& A& $ Amazon EFS 04X
Tools for PowerShell V4& A& 8 Amazon EKS O/ A|

Tools for PowerShell V4E AL& 8t Elastic Load Balancing - {71 1 of| ]|

Tools for PowerShell V4E AL&§t Elastic Load Balancing - HH% 2 04| A

Tools for PowerShell V4E A& & Amazon FSx Of|K|

Tools for PowerShell V4E AF& 8t Amazon Glacier 04| X
AWS Glue Tools for PowerShell V4E At il

AWS Health Tools for PowerShell V4E A8 8 oA

Tools for PowerShell V4& A& & IAM oA

Tools for PowerShell V4& AL &8t Kinesis 0/ Al

Tools for PowerShell V4& A& $t Lambda 0ilA

Tools for PowerShell V4& A& Amazon ML 0iA

Tools for PowerShell V4& AL 8t Macie 0i|A|

AWS 7} 4 E Tools for PowerShell V4E AF8 8 oA

Tools for PowerShell V4E Al&8F Resource Groups 0| |
Tools for PowerShell V4E A& & Resource Groups Tagging API O K|
Tools for PowerShell V4E A8 $ Route 53 ol |

Tools for PowerShell V4& A& 8t Amazon S3 o/ ]|

Tools for PowerShell V4E AL& 8t Security Hub CSPM Oi| Al
Tools for PowerShell V4& A& 8 Amazon SES oA

Tools for PowerShell V4E A& &t Amazon SES API v2 0i/%]|
Tools for PowerShell V4& AL& 8 Amazon SNS oA
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» Tools for PowerShell V4E A28t Amazon SQS O Al
« AWS STS Tools for PowerShell V4 A2 of A
« X|® Tools for PowerShell V4 A28t o4 A

+ Tools for PowerShell V4 A28t Systems Manager Oi/ A

« Tools for PowerShell V4E A28t Amazon Translate 04| Xl
« AWS WAFV2 Tools for PowerShell V4& A28t of A
« Tools for PowerShell V4E A& 8t WorkSpaces 0| A

Tools for PowerShell V4E A28 ACM Oi| K|

xtole CIFE T2 3ol YHlE I oln HEA SO 23 Astsiol BLICH KIS T Ao
H4E NMEHOE $HSHE WHES HoiFH BY ALEI0 HHAE T Felg 8 £ olaL
ct.
2t il Aloflis FI%| 22 TS0l CHEF Y37 L E|0] S, od7|0fM HHAEL TH Z=E LYt
I AEshs Wl CfEt XEIS &2 4 AsLIc
=7
e XAFOH
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XI+oA
|

Get-ACMCertificate
Cl2 T E oA|E Get-ACMCertificatel| Al i Ho{ZLICt.
Tools for PowerShell V4

oAl 1: O] Ao A= B Al ARNE AEst0d QB Aot sliE &S gHetsteE YHE 2EodEL
Ct.

Get-ACMCertificate -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetCertificate & & &= 5HA|

o

Get-ACMCertificateDetail
CIS I E o A|= Get-ACMCertificateDetail Q| At HitHE Ho{EL|C}.
Tools for PowerShell V4

ol 1: XIHE QB MOl HE HEE wreteLct

Get-ACMCertificateDetail -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

£3:
CertificateArn T arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012
CreatedAt : 1/21/2016 5:55:59 PM
DomainName : www.example.com
DomainValidationOptions : {www.example.com}
InUseBy : {3
IssuedAt : 1/1/0001 12:00:00 AM
Issuer :
KeyAlgorithm : RSA-2048
NotAfter : 1/1/0001 12:00:00 AM
NotBefore : 1/1/0001 12:00:00 AM
RevocationReason :
RevokedAt : 1/1/0001 12:00:00 AM
Serial :
SignatureAlgorithm : SHA256WITHRSA
Status : PENDING_VALIDATION
Subject : CN=www.example.com

SubjectAlternativeNames : {www.example.net}

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4) 2| DescribeCertificate & & Z= 5t Al
o

L.

Get-ACMCertificatelList

LIS 3 E o Al= Get-ACMCertificatelListQ| A2 EHEd€ Eo{FL|Ct.

A
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Tools for PowerShell V4

ofF 1: 2E Q1B M ARN S5 2t ZHQl 01§ S HMBLICH cmdlet2 XHS5 22 H0[X|E X|F

5t0{ 2= ARNS ZAMBHLICH HO|X| X|HE &5 02 N|0{52H -Maxltem T}2}0|E{S AFHE 5104
ZF MH|A &M 350 O3l BHetE|= Q15 A ARN £2 A|0{3t T -NextToken ItEO|E{E A5t

04 Zt RIFX 5= 0| A|E ™S LIEFHLCE.

Get-ACMCertificatelList

2d.
= .

M

CertificateArn
DomainName

arn:aws:acm:us-east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012
www .example.com

ol 2: MSE SEfet LRl

rr

QIZ A MEC| TE QIF A ARN S22 HAFLICH

ol

Get-ACMCertificatelist -CertificateStatus "VALIDATION_TIMED_OUT", "FAILED"

of|Al| 3: O] Ml MHE 7| &0l RSA_20480|1, EHEE FIAE F= L7 C ODE_SIGNlNG
Ql us-east-1 2[TQ| EE QIEA SEE PHEerLICE ListCertificates Filters API #Z FX|: https://
docs.aws.amazon.com/acm/latest/APIReference/API_Filters.html0f| A O|2{8t ZE{Z! ml2t0|E{ Q|

S otz =+ UL

Get-ACMCertificatelList -Region us-east-1 -Includes_KeyType RSA_2048 -
Includes_ExtendedKeyUsage CODE_SIGNING

2d.
.

T

CertificateArn
DomainName

arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-d7c0-48cl-af8d-2133d8f30zzz
* route53docs.com
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-98a5-443d-a734-800430c80zzz
nerdzizm.net
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arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-2be6-4376-8fa7-bad559525zzz
arn:aws:acm:us-east-1:8xxxXXxxxxxx:certificate/xxxxxxxx-e7ca-44c5-803e-24d9f2f36zzz
arn:aws:acm:us-east-1:8xxxXxxxxxxx:certificate/xxxxxxxx-1241-4b71-80b1-090305a62zzz
arn:aws:acm:us-east-1:8xxxXXXxxxxxx:certificate/xxxxxxxx-8709-4568-8c64-194617c99zzz
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-a8fa-4a61-98cf-e@8cccleezzz

arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-fas7-40fe-a714-2d277d3eezzz
* route53docs.com

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListCertificates& & Z35HA| 2.

New-ACMCertificate
Ct2 ZE o Al= New-ACMCertificatel| AFHE &2 Eo{ELICt
Tools for PowerShell V4
ol 1: M IBEME BHELICH MB[AE M QIS Al ARNS gFetefLICEH
New-ACMCertificate -DomainName "www.example.com"
R
arn:aws:acm:us-east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

oAl 2: M Q1B ME BrELICH MH[A= M 15 X2 ARNS HFEterLICH

New-ACMCertificate -DomainName "www.example.com" -SubjectAlternativeName
"example.com", "www.example.net"

2d.
.

T

arn:aws:acm:us-east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| RequestCertificateE & = 5HA|
o

L.

bal
-
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+
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Remove-ACMCertificate
C}2 T E 0| A|l= Remove-ACMCertificatel| Al B2 Ho{&L|C}.
Tools for PowerShell V4

oAl 1: M3E ARN X A& Z2to|8! 7|2 AlEE|= ABME AHE
Asst7| Mo 2Ol ZEXEE EAIFLICH Hol TEZES AT
Hlg.

LICt cmdletoll ME ZHdg
5l24™ -Force 2 Q|%|E F7}5t

Remove-ACMCertificate -CertificateArn "arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

- API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteCertificate & & Z5HA| L.

Send-ACMValidationEmail

CI2 3 E o A|l= Send-ACMValidationEmail 2| AR it Ho{=L|C}.

=

Tools for PowerShell V4

£ d8st7| fIgt oltlYE EUHES
Ct. 42| $ConfirmPreference”l 'S Olst2 MHE 7B TIest 7| Foi cmdletod] & Q!

7|_ ﬁ*lEL—ll:l' 3FO| IETEE KI'EI'OI'E:“:H -Force & I

oflAl 1: 'www.example.com'of| CHEF ZH|Ql AR H

St L|

2
g

=
IE

$params = @{
CertificateArn="arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
Domain="www.example.com"
ValidationDomain="example.com"

}
Send-ACMValidationEmail @params

- API A& HE

H = AWS Tools for PowerShell Cmdlet £ Z(V4)2| ResendValidationEmail& & X
SHMI2.

(= e

Tools for PowerShell V4& At& 8t Application Auto Scaling 04| Al

CtE ZE o X0l M= Application Auto ScalingZt & 74 AWS Tools for PowerShell V4E A& 35104 2
£ Fdstn UMl ALLZ|RE F3ste WHE Eo{ELICt
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stole i@ T2 2ol walsh = 0|H HHAS A Mol BLICH A T Mula
H4E NMMOR 55 WHS HoIFH B ALIEIQ0 HHAE FE U2 & 4 s
.

F o] A2, 07| ZHEIAE N XH AEE HHs

Add-AASScalableTarget
Ct2 ZE 0 Al= Add-AASScalableTargetQ| AHE Y S Eo{F LI}

Tools for PowerShell V4

oIX 1: Ol cmdletolME H2 2 7ts CHA 2 SS/SH7LE HHIOIERLICH #2 = 7t e
2 Application Auto Scaling0| A A7 of2 L AAY Qg = U= ElaALCt

Add-AASScalableTarget -ServiceNamespace AppStream -Resourceld fleet/MyFleet -
ScalableDimension appstream:fleet:DesiredCapacity -MinCapacity 2 -MaxCapacity 10

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RegisterScalableTargetE & =X
St 2.

Get-AASScalableTarget
CH2 I E 0 Al= Get-AASScalableTargetQ| AHE YHHE Eo{FLIC}.
Tools for PowerShell V4

oAl 1: O] MMl ME KIHE LA H O|A Q| Application Auto Scaling 2 =& 7Hs CHAof CH
gt HEE X3 gt

Get-AASScalableTarget -ServiceNamespace "AppStream"

2d.
—.

T

I
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CreationTime . 11/7/2019 2:30:03 AM
MaxCapacity : 5
MinCapacity 1
Resourceld : fleet/Test
RoleARN : arn:aws:iam::012345678912:role/aws-

service-role/appstream.application-autoscaling.amazonaws.com/
AWSServiceRoleForApplicationAutoScaling_AppStreamFleet
ScalableDimension : appstream:fleet:DesiredCapacity

ServiceNamespace : appstream

SuspendedState : Amazon.ApplicationAutoScaling.Model.SuspendedState

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeScalableTargets2 %t
ZotHIL.

Get-AASScalingActivity
CH2 ZE o Al= Get-AASScalingActivityQ| AFE WS HoiELICH.

Tools for PowerShell V4

oAl 1: O|T 6F S XIHE MH|A HHAmO|AS 2 EEoi Cigt dHo| zefEl HEE XS
grLCt.
Get-AASScalingActivity -ServiceNamespace AppStream
=ed.
= —1.
ActivityId 1 2827409f-b639-4cdb-a957-8055d5d07434
Cause : monitor alarm Appstream2-MyFleet-default-scale-in-Alarm in state
ALARM triggered policy default-scale-in
Description : Setting desired capacity to 2.
Details :
EndTime : 12/14/2019 11:32:49 AM
Resourceld : fleet/MyFleet
ScalableDimension : appstream:fleet:DesiredCapacity
ServiceNamespace : appstream
StartTime : 12/14/2019 11:32:14 AM
StatusCode : Successful
StatusMessage : Successfully set desired capacity to 2. Change successfully

fulfilled by appstream.
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« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeScalingActivitiesE &
ZotMLR.

Get-AASScalingPolicy
CH2 ZE o AlE Get-AASScalingPolicy Q| AHS g HoiFLICH
Tools for PowerShell V4

ol Al 1: O] cmdlettl M= XIHE MH|A AT O| A0 CHEF Application Auto Scaling 278 =4
MHEFLICE

mo

Get-AASScalingPolicy -ServiceNamespace AppStream

£
Alarms : {Appstream2-LabFleet-default-scale-out-
Alarm}
CreationTime : 9/3/2019 2:48:15 AM
PolicyARN : arn:aws:autoscaling:us-

west-2:012345678912:scalingPolicy:5659b069-b5cd-4af1-9f7f-3e956d36233e:resource/
appstream/fleet/LabFleet:
policyName/default-scale-out

PolicyName : default-scale-out

PolicyType : StepScaling

Resourceld : fleet/LabFleet
ScalableDimension : appstream:fleet:DesiredCapacity
ServiceNamespace : appstream

StepScalingPolicyConfiguration
Amazon.ApplicationAutoScaling.Model. StepScallngPollcyConflguratlon
TargetTrackingScalingPolicyConfiguration :

Alarms : {Appstream2-LabFleet-default-scale-in-
Alarm}

CreationTime : 9/3/2019 2:48:15 AM

PolicyARN : arn:aws:autoscaling:us-

west-2:012345678912:scalingPolicy:5659b069-b5cd-4af1-9f7f-3e956d36233e:resource/
appstream/fleet/LabFleet:
policyName/default-scale-in

PolicyName : default-scale-in
PolicyType : StepScaling
Resourceld : fleet/LabFleet
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ScalableDimension : appstream:fleet:DesiredCapacity
ServiceNamespace : appstream
StepScalingPolicyConfiguration

Amazon.ApplicationAutoScaling.Model. StepScallngPollcyConflguratlon
TargetTrackingScalingPolicyConfiguration :

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeScalingPoliciesE & &
StM 2.

Get-AASScheduledAction
CH2 T E o A|l= Get-AASScheduledAction@| AFE "2 HoiEL|Cl.
Tools for PowerShell V4

ol Al 1: O] cmdiettl M= A™ME|X| AUHLE B2 AlZHol| ZE5HX] 882 Auto Scaling &0l of|ef
2 Y E Lhg gt

Get-AASScheduledAction -ServiceNamespace AppStream

2d.

Y]

="
CreationTime : 12/22/2019 9:25:52 AM

EndTime : 1/1/0001 12:00:00 AM

Resourceld : fleet/MyFleet

ScalableDimension : appstream:fleet:DesiredCapacity

ScalableTargetAction : Amazon.ApplicationAutoScaling.Model.ScalableTargetAction
Schedule : cron(@ @ 8 ? * MON-FRI *)

ScheduledActionARN : arn:aws:autoscaling:us-

west-2:012345678912:scheduledAction:4897ca24-3caa-4bf1-8484-851a089b243c:resource/
appstream/fleet/MyFleet:scheduledActionName
/WeekDaysFleetScaling
ScheduledActionName : WeekDaysFleetScaling
ServiceNamespace : appstream
StartTime : 1/1/0001 12:00:00 AM

- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeScheduledActions& &t
ZotMl
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Remove-AASScalableTarget

CH2 ZE 0 A|l= Remove-AASScalableTargetQ| A WS 2o{&LICEH

o |

Tools for PowerShell V4

ol Al 1: O] cmdletoll A= Application Auto Scaling 2 2 7ts CHY 9 S5

M 7ts Hol S22 FlastH HZE £8 HMo| AL

Remove-AASScalableTarget -Resourceld fleet/MyFleet -ScalableDimension
appstream:fleet:DesiredCapacity -ServiceNamespace AppStream

2d.
.

T

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-AASScalableTarget (DeregisterScalableTarget)" on
target "fleet/MyFleet".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) . Y

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeregisterScalableTarget& &
ZotMLR.

=

Remove-AASScalingPolicy

CHS 2= o A= Remove-AASScalingPolicy Q| Al 2 EoiEL|CH

Tools for PowerShell V4

oAl 1: O] cmdlet Application Auto Scaling T2 =8 7ts CHatof Chal XIHE 2 YA
%I-L||:_|.
= .

Remove-AASScalingPolicy -ServiceNamespace AppStream -PolicyName "default-scale-out"
-ResourceId fleet/Test -ScalableDimension appstream:fleet:DesiredCapacity

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteScalingPolicyE & Z= Al
o

=
Q.

£
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02
x

Remove-AASScheduledAction

Ct2 T E of| Al= Remove-AASScheduledActionQ| Al B2 Ho{FL|C}.

o Hd

Tools for PowerShell V4

of| Al 1: O] cmdlet2 Application Auto Scaling 2 =& 7ts CHabof CHal X1 E of| 2FEl =Hd

S A+
T2 T
AgLICH
Remove-AASScheduledAction -ServiceNamespace AppStream -ScheduledActionName
WeekDaysFleetScaling -Resourceld fleet/MyFleet -ScalableDimension
appstream:fleet:DesiredCapacity
=a4.
= -
Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-AASScheduledAction (DeleteScheduledAction)" on
target "WeekDaysFleetScaling".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): Y
- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteScheduledActiong & &
Ml 2.

Set-AASScalingPolicy

CH2 ZE o A|= Set-AASScalingPolicy Q| AHS &g HoiFLICH
Tools for PowerShell V4
o

Clo|EgtLct Zt 72 2™ 7ts a2 MH|A HYATO|A, B|AA ID 2 7
2 ASEELIC

04 Al 1: O cmdletOi| M= Application Auto Scaling 2 £ 715 CHA 0| CHEF A2 M

Set-AASScalingPolicy -ServiceNamespace AppStream -PolicyName ASFleetScaleInPolicy
-PolicyType StepScaling -Resourceld fleet/MyFleet -ScalableDimension
appstream:fleet:DesiredCapacity -StepScalingPolicyConfiguration_AdjustmentType
ChangeInCapacity -StepScalingPolicyConfiguration_Cooldown 360
-StepScalingPolicyConfiguration_MetricAggregationType Average -

£
e
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x

StepScalingPolicyConfiguration_StepAdjustments @{ScalingAdjustment = -1;
MetricIntervalUpperBound = 0}

Alarms PolicyARN

{} arn:aws:autoscaling:us-
west-2:012345678912:scalingPolicy:4897ca24-3caa-4bf1-8484-851a089b243c:resource/
appstream/fleet/MyFleet:policyName/ASFleetScaleInPolicy

« API M| HE = AWS Tools for PowerShell Cmdlet & X (V4)2| PutScalingPolicyE & Z3HMIL.

Set-AASScheduledAction
Cl2 ZE o A|E Set-AASScheduledAction®| Al Wit Ho{EL|LC}.
Tools for PowerShell V4

oflA| 1: O] cmdletoll A= Application Auto Scaling #2 = 7Hs CHAoI| CHEF of| 2FEl 2fdg M
= Yoo|ERLICH ZF 2 2™ 7ts a2 MH|A HYAHO|A, E|l&aA D R A2 2™ 7ts
xo 2 AlBd=l O}

Set-AASScheduledAction -ServiceNamespace AppStream -Resourceld fleet/

MyFleet -Schedule "cron(®@ @ 8 ? * MON-FRI *)" -ScalableDimension
appstream:fleet:DesiredCapacity -ScheduledActionName WeekDaysFleetScaling -

ScalableTargetAction_MinCapacity 5 -ScalableTargetAction_MaxCapacity 10

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| PutScheduledActionS & &= Al
o

- .

Tools for PowerShell V4E A8t WorkSpaces OHE 2[740|M o A

Mof A AWS Tools for PowerShell V4E A2 304 &Hed

ol M= WorkSpaces o Z 2|7 0|
St Y g BodELch

S 3C
S 5T YRl AlLIEIRE 7

WorkSpaces O Z 2[71|0| M 130
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o

el

o
==

S
>
2

rr rr
o A

EAFS :‘iEoﬂ 7t &= 2, o{7|oM HEAEN| R H AEE A
N =)

0% >
ol
on
II
.L
2
i
=_
rOI-

|

L]
>
Ja}

2

Xto
a3

-l

I

Add-APSResourceTag
CH2 Z = o Al= Add-APSResourceTagl| AFHE &S Eo{FELIC)H
Tools for PowerShell V4

oAl 1: O] MZ2 AppStream Z|AA| E|AA ENIE FIHELICH

Add-APSResourceTag -ResourceArn arn:aws:appstream:us-east-1:123456789012:stack/
SessionScriptTest -Tag @{StackState='Test'} -Select ~Tag

=24

= 1.
Name Value
StackState Test

« APl M|® HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| TagResource& & Z5tM 2.

Copy-APSImage
CH2 ZE 0 Al= Copy-APSImagel| A& WS 2o4&LICtH
Tools for PowerShell V4

ofAl 1: O] M

[k

2 0|0O|X|& CHE Z|Tof SAHELICH

Copy-APSImage -DestinationImageName TestImageCopy -DestinationRegion us-west-2 -
SourceImageName Powershell

2d.
—.

T

£
e
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TestImageCopy

i
1]
B
Q'I_l
x
FO

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Copylmage

Disable-APSUSer

CIS I E | A|= Disable-APSUSer Q| AR giHHg Ho{EL|C}.

Tools for PowerShell V4
2 USERPOOLOIAM AFZRIE H|E A3

13

ofl Al 1: of A4
Disable-APSUser -AuthenticationType USERPOOL -UserName TestUser@lab.com

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisableUserg & X 35HA|2.

Enable-APSUser

C}2 T E 0| A|= Enable-APSUser Q| Al HlEd

Tools for PowerShell V4

i
jo
T

l?j

o
r
[ul

oflA 1: O] iZE2 USERPOOLOIM HIE E3HEl AFEX

Enable-APSUser -AuthenticationType USERPOOL -UserName TestUser@lab.com

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EnableUserg & X 35HA| 2.

Get-APSAssociatedFleetList

WS HoiELICh

C}2 T E | A|l= Get-APSAssociatedFleetListl| Al

Tools for PowerShell V4

28 EAlEfLICH

M|k

O 1: O] MBS AT HZE

Get-APSAssociatedFleetList -StackName PowershellStack

2d.
—.

T
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>
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0%
x

PowershellFleet

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListAssociatedFleets2 & &5t
M.

Get-APSAssociatedStackList

CIS I E o A|E Get-APSAssociatedStackList2| AFE

ui
mo
HL

O4& L|Ct.
Tools for PowerShell V4

oAl 1: ol ME2 S0 KL E ARE EAIELICH

_=2L_ — 1

Get-APSAssociatedStackList -FleetName PowershellFleet

2d.
= .

M

PowershellStack

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListAssociatedStacks= & Z= 5}
Me.

Get-APSDirectoryConfiglList
CHE ZE o A|= Get-APSDirectoryConfigList@| AFE &S Eo{FLIC)
Tools for PowerShell V4

oAl 1: o] =2 AppStream0l M HEE CIHEE| 7S EAIRLICH

Get-APSDirectoryConfigList | Select DirectoryName,
OrganizationalUnitDistinguishedNames, CreatedTime

£24:

DirectoryName OrganizationalUnitDistinguishedNames CreatedTime

Test.com {OU=AppStream,DC=Test,DC=com} 9/6/2019 10:56:40 AM
contoso.com {OU=AppStream,0U=contoso,DC=contoso,DC=com} 8/9/2019 9:08:50 AM
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« API M[¥ HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| DescribeDirectoryConfigsE &t

ZotMlL.

Get-APSFleetlList
C}2 3 E of|Al= Get-APSFleetListo| AFHE & E Ho{FLICI
Tools for PowerShell V4

oAl 1: o] HE2 E3o| MF HEE EAIELICH

Get-APSFleetList -Name Test

£=:
Arn : arn:aws:appstream:us-east-1:1234567890:fleet/Test
ComputeCapacityStatus : Amazon.AppStream.Model.ComputeCapacityStatus
CreatedTime : 9/12/2019 5:00:45 PM
Description : Test
DisconnectTimeoutInSeconds : 900
DisplayName : Test
DomainJoinInfo
EnableDefaultInternetAccess : False
FleetErrors : {1
FleetType : ON_DEMAND
IamRoleArn
IdleDisconnectTimeoutInSeconds : 900
ImageArn : arn:aws:appstream:us-east-1:1234567890:image/Test
ImageName : Test
InstanceType : stream.standard.medium
MaxUserDurationInSeconds : 57600
Name : Test
State : STOPPED
VpcConfig : Amazon.AppStream.Model.VpcConfig

« API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeFleets2 & X 35HMIL.

Get-APSImageBuilderList

CH2 ZE o Al= Get-APSImageBuilderListQ| AFHE &S Eo{FLIC)

A
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Tools for PowerShell V4

oflA| 1: O] EZ 2 ImageBuildere| M HEE EAIEFLICH

Get-APSImageBuilderList -Name TestImage

2d.

T

.
AccessEndpoints : {3
AppstreamAgentVersion : 06-19-2019

Arn

arn:aws:appstream:us-east-1:1234567890:image-builder/

TestImage

CreatedTime 1/14/2019 4:33:05 AM

Description

DisplayName : TestImage

DomainJoinInfo

EnableDefaultInternetAccess : False

IamRoleArn

ImageArn arn:aws:appstream:us-east-1::image/Base-Image-
Builder-05-02-2018

ImageBuilderErrors {3}

InstanceType stream.standard.large

Name : TestImage

NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS

State : STOPPED

StateChangeReason :

VpcConfig : Amazon.AppStream.Model.VpcConfig

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DescribelmageBuilders& & &

SHMI2.

Get-APSImageList
CHS ZE o Al= Get-APSImagelisto| AFE WS HoiELICt.
Tools for PowerShell V4

oAl 1: O] ME2 Z2to|S! AppStream O|O|X|E FEA|EfLICH.

Get-APSImagelList -Type PRIVATE | select DisplayName, ImageBuilderName, Visibility,
arn
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=ed.
= 1
DisplayName ImageBuilderName Visibility Arn
OfficeApps OfficeApps PRIVATE arn:aws:appstream:us-

east-1:123456789012:image/0fficeApps

SessionScriptV2 SessionScriptTest PRIVATE arn:aws:appstream:us-

east-1:123456789012:image/SessionScriptV2

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & £ (V4)2| Describelmages&

Get-APSImagePermission
CHS ZE o AIE Get-APSImagePermission®| AIE g HoiELICH.

Tools for PowerShell V4

m

erE EAIFLICH

oAl 1: O] MEZ2 &8 AppStream O|0|X|oi| CHEt o|O| K| H

Get-APSImagePermission -Name Powershell | select SharedAccountId,
@{n="AllowFleet";e={$_.ImagePermissions.AllowFleet}},
@{n="AllowImageBuilder";e={$_.ImagePermissions.AllowImageBuilder}}

2d.
.

T

SharedAccountId AllowFleet AllowImageBuilder

123456789012 True True

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelmagePermissions=

xl-x°|.k||o

Get-APSSessionlList
Cl2 ZE o A|E Get-APSSessionlListo| A2 Hid2 HEoiEL|Ct.
Tools for PowerShell V4

oAl 1: ol ME2 S0l CiEF MM S58 EAIRLICH
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Get-APSSessionList -FleetName PowershellFleet -StackName PowershellStack

£
AuthenticationType : API
ConnectionState : CONNECTED
FleetName : PowershellFleet
Id : d8987c70-4394-4324-2396-2d485c26T2a2
MaxExpirationTime : 12/27/2019 4:54:07 AM
NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
StackName : PowershellStack
StartTime 1 12/26/2019 12:54:12 PM
State : ACTIVE
UserIld : Test

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSessions2 & = 5HA|
o

- .

Get-APSStackList
Cl2 ZE o A|E Get-APSStackList Q| Al g2 HoiEFL|Ct.
Tools for PowerShell V4

oAl 1: o] M EZ0i= AppStream Stack =5 0| E A|E LIC}.

Get-APSStackList | Select DisplayName, Arn, CreatedTime

=e24d.
= 1.
DisplayName Arn
CreatedTime
PowershellStack arn:aws:appstream:us-east-1:123456789012:stack/
PowershellStack 4/24/2019 8:49:29 AM
SessionScriptTest arn:aws:appstream:us-east-1:123456789012:stack/
SessionScriptTest 9/12/2019 3:23:12 PM

« API M HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeStacksE & X HMI2.
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Get-APSTagsForResourcelList

CHS ZE o A|E Get-APSTagsForResourcelListQ| A S HoiELICH

=

Tools for PowerShell V4

oAl 1: o] MZ2 AppStream Z|AA Q| E{IE EA|EFLICEH

=

Get-APSTagsForResourcelList -ResourceArn arn:aws:appstream:us-
east-1:123456789012:stack/SessionScriptTest

2.
—.

T

Key Value

StackState Test

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| ListTagsForResourceE &%=

[ |
M

s

[o][]

Get-APSUsageReportSubscription

CtZ ZE o Al= Get-APSUsageReportSubscription| AM& #ES HoiFL|C}.

o =

Tools for PowerShell V4
oflAl 1: O] Z2 AppStreamUsageReport 43 ME HEE EAEfLICEH
Get-APSUsageReportSubscription

2d.
—.

M

LastGeneratedReportDate S3BucketName

Schedule
SubscriptionErrors

1/1/0001 12:00:00 AM appstream-logs-us-east-1-123456789012-siklhnxe DAILY {3

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
DescribeUsageReportSubscriptions& & Z35HA|2.

I
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Get-APSUser

mjo
HL
A
I
-
o

Cl2 I E 0 AlE Get-APSUser2| At it
Tools for PowerShell V4

ol 1: o] HE2 & H3tEl SElS| SR FFS EAIFLICH

Get-APSUser -AuthenticationType USERPOOL | Select-Object UserName,
AuthenticationType, Enabled

=a24.

= 1.
UserName AuthenticationType Enabled
foole@contoso.com USERPOOL True
foo2@contoso.com USERPOOL True
foo3@contoso.com USERPOOL True
foo4@contoso.com USERPOOL True
foo5@contoso.com USERPOOL True

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeUsersE & Z35HMIR.

Get-APSUsexrStackAssociation
C}2 3 E of|A|= Get-APSUserStackAssociationQ| Al ¥WEdE HoiEFL|CH.
Tools for PowerShell V4

oAl 1: ol ME2 ARMol| ST E AER FSFE EAIELICH

ot

Get-APSUserStackAssociation -StackName PowershellStack

=g

= —1-
AuthenticationType SendEmailNotification StackName UserName
USERPOOL False PowershellStack TestUserl@lab.com
USERPOOL False PowershellStack TestUser2@lab.com

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
DescribeUserStackAssociations2 X sHA| 2.
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New-APSDirectoryConfig
CH2 Z = o Al= New-APSDirectoryConfigQ| AIE WS HoiELICH.
Tools for PowerShell V4

oAl 1: O] MZ2 AppStreamoil C|EE{Z| 7 HES MAEHL|Ct.

New-APSDirectoryConfig -ServiceAccountCredentials_AccountName contoso\ServiceAccount
-ServiceAccountCredentials_AccountPassword MyPass -DirectoryName contoso.com -
OrganizationalUnitDistinguishedName "OU=AppStream,0OU=Contoso,DC=Contoso,DC=com"

2d.
.

T

CreatedTime DirectoryName OrganizationalUnitDistinguishedNames
ServiceAccountCredentials

12/27/2019 11:00:30 AM contoso.com {OU=AppStream, 0U=Contoso,DC=Contoso,DC=com}
Amazon.AppStream.Model.ServiceAccountCredentials

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & £ (V4)2| CreateDirectoryConfigg & X5t
M.

New-APSFleet
CIS I E o A|lE New-APSFleet 2| AFR BIEHE Ho{FLIC|.
Tools for PowerShell V4

oAl 1: O] MZ2 MZ2 AppStream Z2/E M &rL|C

New-APSFleet -ComputeCapacity_DesiredInstance 1 -InstanceType stream.standard.medium
-Name TestFleet -DisplayName TestFleet -FleetType ON_DEMAND -
EnableDefaultInternetAccess $True -VpcConfig_SubnetIds "subnet-123ce32","subnet-

al234cfd" -VpcConfig_SecurityGroupIds sg-4d@12a34 -ImageName SessionScriptTest -
Region us-west-2

24

%ﬁ:

Arn
TestFleet

: arn:aws:appstream:us-west-2:123456789012:fleet/

bal
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ComputeCapacityStatus
CreatedTime

Description
DisconnectTimeoutInSeconds
DisplayName

DomainJoinInfo
EnableDefaultInternetAccess
FleetErrors

FleetType

IamRoleArn
IdleDisconnectTimeoutInSeconds
ImageArn

SessionScriptTest

ImageName

InstanceType
MaxUserDurationInSeconds
Name

State

VpcConfig

: Amazon.AppStream.Model.ComputeCapacityStatus
12/27/2019 11:24:42 AM

: 900
: TestFleet

. True

: {1
: ON_DEMAND

: 0
arn:aws:appstream:us-west-2:123456789012:image/

: SessionScriptTest

: stream.standard.medium

: 57600

: TestFleet

: STOPPED

: Amazon.AppStream.Model.VpcConfig

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateFleetE & X 5HAIL.

New-APSImageBuilder

C

IS ZE 0| Al= New-APSImageBuilderf| AHE Y2 Eo{FLICH.

Tools for PowerShell V4

oAl 1: O] MZ 2 AppStreamOi| Image BuilderS MA&HL|C}.

New-APSImageBuilder -InstanceT
TestIB -ImageName AppStream-W
$True -VpcConfig_SubnetId sub

Region us-west-2

2d.
—.

M

AccessEndpoints
AppstreamAgentVersion
Arn

builder/TestIB
CreatedTime
Description

ype stream.standard.medium -Name TestIB -DisplayName
inServer2@12R2-12-12-2019 -EnableDefaultInternetAccess
net-al234cfd -VpcConfig_SecurityGroupIlds sg-2d012a34 -

{}
12-16-2019

arn:aws:appstream:us-west-2:123456789012:image-

12/27/2019 11:39:24 AM
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DisplayName : TestIB

DomainJoinInfo

EnableDefaultInternetAccess : True

IamRoleArn

ImageArn . arn:aws:appstream:us-west-2::image/AppStream-
WinServer2012R2-12-12-2019

ImageBuilderErrors : {3

InstanceType : stream.standard.medium

Name : TestIB
NetworkAccessConfiguration :

Platform : WINDOWS

State : PENDING

StateChangeReason

VpcConfig : Amazon.AppStream.Model.VpcConfig

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreatelmageBuildergE & Z5tAll
o

.

New-APSImageBuildexrStreamingURL
CH2 ZE o Al= New-APSImageBuilderStreamingURL2| AHE &S Eo{ELICt
Tools for PowerShell V4

oMl 1: o] MEE2 5 & 7[7t0| 2A|ZtR! ImageBuilder AE 2| URLZ M&gtLICtH

New-APSImageBuilderStreamingURL -Name TestIB -Validity 7200 -Region us-west-2

Expires StreamingURL

12/27/2019 1:49:13 PM https://appstream2.us-west-2.aws.amazon.com/authenticate?
parameters=eyJ0eXBlIjoiQURNSU4ilLCJleHBpcmVzIjoiMTU3NzQ1NDUIMyIsImF3c@FjY291bnRIZCI6GIjM5MzQwN

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
CreatelmageBuilderStreamingURLES & Z=&HM|2.

New-APSStack

CH2 ZE o A= New-APSStackl| A2 gfed Ho{FL|Ct.

A
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Tools for PowerShell V4

oflX| 1; o] MZ2 M2 AppStream AEHS AMAIBHL|CH,

New-APSStack -Name TestStack -DisplayName TestStack -ApplicationSettings_Enabled
$True -ApplicationSettings_SettingsGroup TestStack -Region us-west-2

£
AccessEndpoints : {3
ApplicationSettings : Amazon.AppStream.Model.ApplicationSettingsResponse
Arn : arn:aws:appstream:us-west-2:123456789012:stack/TestStack
CreatedTime 2 12/27/2019 12:34:19 PM
Description
DisplayName : TestStack
EmbedHostDomains : {3
FeedbackURL
Name : TestStack
RedirectURL :
StackErrors : {3
StorageConnectors : {3
UserSettings : {Amazon.AppStream.Model.UserSetting,

Amazon.AppStream. Model UserSetting, Amazon.AppStream.Model.UserSetting,
Amazon.AppStream.Model.UserSetting}

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreateStackS & Z35HMIL.

New-APSStreamingURL
CHE Z = o Al= New-APSStreamingURLS| A #EHE HoiELICH.
Tools for PowerShell V4

oA 1: O Z2 Stacke| AEE|Y URLE d-EeL

n

New-APSStreamingURL -StackName SessionScriptTest -FleetName SessionScriptNew -UserId
TestUser

2.
—.

T

Expires StreamingURL

£
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12/27/2019 12:43:37 PM https://appstream2.us-east-1.aws.amazon.com/authenticate?
parameters=eyJ0eXBlIjoiRU5EX1VTRVIiLCJ1leHBpcmVzIjoiMTU3NzQ1IMDYXNyIsImF3c@FjY291bnRIZCI6IjM5N

Z(V4)9| CreateStreamingURLZ & X5}

PN
(= [

« AP| M8 ME = AWS Tools for PowerShell Cmdlet

M.

New-APSUsageReportSubscription
= 0i Al= New-APSUsageReportSubscriptionf| Al &g &

ChE 2=

Tools for PowerShell V4

oAl 1: O] MZ2 AppStream AIE E 1A

New-APSUsageReportSubscription

T

24.
2.
Schedule

S3BucketName
appstream-logs-us-east-1-123456789012-sik2hnxe DAILY

AWS Tools for PowerShell Cmdlet & Z=(V4)2|

- API AR HEE

CreateUsageReportSubscription2 & X 5tM2.

New-APSUser
dre g Ho{ELCt

CF2 T E o Al= New-APSUser 2| A2 EftHE

Tools for PowerShell V4
oAl 1: O] MZ2 USERPOOLO| A XIS MA4EHLCT

-Select ~UserName

LastName 'aws

2d.
.

T

Test@lab.com

New-APSUser -UserName Test@lab.com -AuthenticationType USERPOOL -FirstName 'kt'
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreateUserg & Z35HAMI2.

Register-APSFleet
CH2 ZE 0 Al= Register-APSFleetQ| AR W E 2 04&ELICEH
Tools for PowerShell V4

ofx 1: Ol E2 ABHo|| ES/E SEELICH
Register-APSFleet -StackName TestStack -FleetName TestFleet -Region us-west-2

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AssociateFleet2 & Z=3HMIR.

[

Register-APSUserStackBatch
Ct2 ZE o Al= Register-APSUserStackBatch@| AtE &2 Eo{ELICt
Tools for PowerShell V4

Ol 1: O] MZ2 USERPOOLS| A ERtoi|H| AEHS & EHLICE.
Register-APSUserStackBatch -UserStackAssociation
@{AuthenticationType="USERPOOL";SendEmailNotification=
$False;StackName="PowershellStack";UserName="TestUserl@lab.com"}

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| BatchAssociateUserStackS &t
ZHR
Remove-APSDirectoryConfig
CtZ ZE o Al= Remove-APSDirectoryConfigl| AHE WHdg Eo{FLCH
Tools for PowerShell V4

oAl 1: O] M4Z 2 AppStream Directory A2 A 7HgL|C}

Remove-APSDirectoryConfig -DirectoryName contoso.com

2d.
—.

T
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1z
0%

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-APSDirectoryConfig (DeleteDirectoryConfig)" on
target "contoso.com".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteDirectoryConfigg &t
M.

Remove-APSFleet
CtS 3= o Al= Remove-APSFleet2| AHE ¥ EoiELICH
Tools for PowerShell V4
oAl 1: O] MZ2 AppStream Z5!2 ArA|IEFLIC}.
Remove-APSFleet -Name TestFleet -Region us-west-2
24.

£&

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-APSFleet (DeleteFleet)" on target "TestFleet".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): A

[

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeleteFleetE & X 5HAMIL.

Remove-APSImage

CHS Z = o A= Remove-APSImagel| AFHE &S Eo{FLIC)
Tools for PowerShell V4

oAl 1: o] ME2 o[O|X|E ATMIELICH

Remove-APSImage -Name TestImage -Region us-west-2

=5t
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0lo

1z

02
x

2.
—.

T

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSImage (DeleteImage)" on target "TestImage".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"YU): A

Applications : {1
AppstreamAgentVersion ¢ LATEST

Arn . arn:aws:appstream:us-west-2:123456789012:image/
TestImage

BaseImageArn g

CreatedTime : 12/27/2019 1:34:10 PM
Description

DisplayName : TestImage
ImageBuilderName

ImageBuilderSupported : True

ImagePermissions

Name : TestImage

Platform : WINDOWS
PublicBaseImageReleasedDate : 6/12/2018 12:00:00 AM
State : AVAILABLE
StateChangeReason :

Visibility : PRIVATE

« APl M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Deletelmage& & X 5HAML.

Remove-APSImageBuilder

C2 ZE o Al= Remove-APSImageBuilder Q| AtE WS Ho{ELILC}.

Tools for PowerShell V4

oA 1: O] Z 2 ImageBuilder® AFA|EfLICtH
Remove-APSImageBuilder -Name TestIB -Region us-west-2

2d.
—.

M

Confirm
Are you sure you want to perform this action?
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A8 HEBM

Performing the operation "Remove-APSImageBuilder (DeleteImageBuilder)" on target

"TestIB".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'): A

AccessEndpoints {3

AppstreamAgentVersion 12-16-2019

Arn arn:aws:appstream:us-west-2:123456789012:image-

builder/TestIB

CreatedTime 12/27/2019 11:39:24 AM

Description :

DisplayName : TestIB

DomainJoinInfo

EnableDefaultInternetAccess : True

IamRoleArn

ImageArn arn:aws:appstream:us-west-2::image/AppStream-

WinServer2012R2-12-12-2019

ImageBuilderErrors {3}

InstanceType : stream.standard.medium

Name : TestIB

NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS

State : DELETING

StateChangeReason

VpcConfig : Amazon.AppStream.Model.VpcConfig

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeletelmageBuilderE & Z= Al

o

Remove-APSImagePermission

Cle 3=

Tools for PowerShell V4

ofl x| 1: of o|0|x|e] &

TSt
|_|_

rlo

=
=

o Al= Remove-APSImagePermission2| AFE

Hie 2
=H=

HoiELICt.

M| 71E LIk

Remove-APSImagePermission -Name Powershell -SharedAccountId 123456789012

24.
.

T

Confirm
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Are you sure you want to perform this action?

Performing the operation "Remove-APSImagePermission (DeleteImagePermissions)" on
target "Powershell".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): A

mh
P

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeletelmagePermissions=
SHA2.

Remove-APSResourceTag
CtZ ZE o Al= Remove-APSResourceTagl| AtE &2 Eo{FLICt
Tools for PowerShell V4

oflAll 1: O] MZ 2 AppStream Z|AAMM ElAA EfIE N HELICH

Remove-APSResourceTag -ResourceArn arn:aws:appstream:us-east-1:123456789012:stack/
SessionScriptTest -TagKey StackState

2.
—.

T

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSResourceTag (UntagResource)" on target
"arn:aws:appstream:us-east-1:123456789012:stack/SessionScriptTest".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): A

M.

ol

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| UntagResourceE &%=

Remove-APSStack
CH2 ZE o A|l= Remove-APSStackl| At g2 Ho{=L|C}.
Tools for PowerShell V4

Of|Xf| 1: O| ME2 AEHZS AbX|EFL|LC.

Remove-APSStack -Name TestStack -Region us-west-2
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1z
0%

2.
—.

T

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-APSStack (DeleteStack)" on target "TestStack".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

=

« AP| M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteStack2 & Z5HAM 2.

Remove-APSUsageReportSubscription

CH2 ZE 0 Al= Remove-APSUsageReportSubscription®| AHE &dE Ho{&ELICt

Tools for PowerShell V4
oAl 1: O ME2 AppStream AHE E 1AM =2 HIE H&H&fLCh.
Remove-APSUsageReportSubscription

2.
—.

M

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSUsageReportSubscription
(DeleteUsageReportSubscription)" on target "".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DeleteUsageReportSubscription2 & Z5HA| 2.

Remove-APSUser
CHS Z = o Al= Remove-APSUser2| Al titH2 Ho{=L|C},
Tools for PowerShell V4

of| Al 1: Of 4

M|k

2 USERPOOLOM ALEAFE A LICEH

£
e

150


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

Remove-APSUser -UserName TestUser@lab.com -AuthenticationType USERPOOL

24.
.

M

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSUser (DeleteUser)" on target "TestUser@lab.com".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): A

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteUserg & Z3sHMIL.

Revoke-APSSession
CtZ IZE o Al= Revoke-APSSessionl| AHE &g EoiEL|CtH
Tools for PowerShell V4

oA 1: O] MZ2 AppStream Z2!0| CHEH MM E FAEHLICH

Revoke-APSSession -SessionId 6cd2f9a3-f948-4aal-8014-8a7dcdels877

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ExpireSessiong & & 5tA|.

Start-APSFleet
CtS T E O Al= Start-APSFleet2| AHS g EoiELICH
Tools for PowerShell V4
ol 1: o] ME2 &S AIZELICHL
Start-APSFleet -Name PowershellFleet

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| StartFleet2 & X 35HM 2.

Start-APSImageBuilder

CH2 ZE o AlE Start-APSImageBuilderQ| AFHE &S Eo{FLICIH

A
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02
x

Tools for PowerShell V4

oAl 1: O]

T3

MEZ 2 ImageBuilder& A|&HgfL|C}.

Start-APSImageBuilder -Name TestImage

2d.
.

AccessEndpoints
AppstreamAgentVersion
Arn

builder/TestImage
CreatedTime
Description
DisplayName
DomainJoinInfo

EnableDefaultInternetAccess :

{3

: 06-19-2019

arn:aws:appstream:us-east-1:123456789012:image-

1/14/2019 4:33:05 AM

: TestImage

False

IamRoleArn
ImageArn arn:aws:appstream:us-east-1::image/Base-Image-
Builder-05-02-2018
ImageBuilderErrors {1}
InstanceType stream.standard.large
Name : TestImage
NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS
State PENDING
StateChangeReason
VpcConfig : Amazon.AppStream.Model.VpcConfig
- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| StartimageBuilderE & = 5tA|
2.
Stop-APSFleet
ClS ZE 0| A|= Stop-APSFleet 2| AHR Wi E Ho{ELIC

Tools for PowerShell V4

ofl x| 1: of

HEZo ZEl2
= =2 A=

Stop-APSFleet -Name PowershellFleet
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* API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| StopFleetg & ZE5HAMIR.

Stop-APSImageBuilder
CHE ZE o A|= Stop-APSImageBuilderf| AHE YRS Eo{FLICH
Tools for PowerShell V4

oAl 1: Of

MEZ 2 ImageBuilder& & X|gfL|C}.

Stop-APSImageBuilder -Name TestImage

Z=ed.

= -
AccessEndpoints : {3
AppstreamAgentVersion : 06-19-2019

Arn

: arn:aws:appstream:us-east-1:123456789012:image-

builder/TestImage
CreatedTime : 1/14/2019 4:33:05 AM
Description
DisplayName : TestImage
DomainJoinInfo
EnableDefaultInternetAccess : False
IamRoleArn
ImageArn : arn:aws:appstream:us-east-1::image/Base-Image-
Builder-05-02-2018
ImageBuilderErrors {}
InstanceType : stream.standard.large
Name : TestImage
NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS
State : STOPPING
StateChangeReason
VpcConfig : Amazon.AppStream.Model.VpcConfig
« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| StoplmageBuilderE & &= Al
o

Unregister-APSFleet

CHE ZE o Al= Unregister-APSFleeto| A2 WS EoiELICEH

A
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Tools for PowerShell V4

oAl 1: o] HE2 ABHolM ET SES FIAEFLICH

Unregister-APSFleet -StackName TestStack -FleetName TestFleet -Region us-west-2

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisassociateFleet2 & X5t All
o

L.

Unregister-APSUserStackBatch
CH2 ZE o Al= Unregister-APSUserStackBatchQ| AHS &g EoiFLICH
Tools for PowerShell V4

oflA| 1: O| MZ 2 StHEl AEHO|M AFRAFE A|7{EHL|C}.

Unregister-APSUserStackBatch -UserStackAssociation
@{AuthenticationType="USERPOOL";SendEmailNotification=
$False;StackName="PowershellStack" ;UserName="TestUserl@lab.com"}

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| BatchDisassociateUserStack&
xl- = °|.A-|| Q.

Update-APSDirectoryConfig
CHZ ZE o Al= Update-APSDirectoryConfigQ| AHE g BoiELICt
Tools for PowerShell V4

oA 1: o] E2 AppStream0i M Y HE C|HEE| 74 S UOlo|EFLICH

Update-APSDirectoryConfig -ServiceAccountCredentials_AccountName contoso

\ServiceAccount -ServiceAccountCredentials_AccountPassword MyPasse@l$e#
-DirectoryName contoso.com -OrganizationalUnitDistinguishedName
"OQU=AppStreamNew, OU=Contoso,DC=Contoso,DC=com"

£24:

CreatedTime DirectoryName OrganizationalUnitDistinguishedNames
ServiceAccountCredentials
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12/27/2019 3:50:02 PM contoso.com

{OU=AppStreamNew, QU=Contoso,DC=Contoso,DC=com}

Amazon.AppStream.Model.ServiceAccountCredentials

- API N|&
M.

Update-APSFleet

ME = AWS Tools for PowerShell Cmdlet

2t 72 (V4) 2| UpdateDirectoryConfigE &= &t

CHE ZE o Al= Update-APSFleetQ| AFE &S Eo{FLIC)

Tools for PowerShell V4

ol 1: 0| MBS B0l £A2

ACilo|EgrLcH

Update-APSFleet -Name PowershellFleet -EnableDefaultInternetAccess $True -

DisconnectTimeoutInSecond 950

2d.
.

T

Arn

PowershellFleet
ComputeCapacityStatus
CreatedTime

Description
DisconnectTimeoutInSeconds
DisplayName

DomainJoinInfo
EnableDefaultInternetAccess
FleetErrors

FleetType

IamRoleArn

IdleDisconnectTimeoutInSeconds :

ImageArn

Powershell

ImageName

InstanceType
MaxUserDurationInSeconds
Name

State

VpcConfig

arn:aws:appstream:us-east-1:123456789012:fleet/

: Amazon.AppStream.Model.ComputeCapacityStatus
: 4/24/2019 8:39:41 AM

PowershellFleet

: 950

PowershellFleet

: True

{3

: ON_DEMAND

900
arn:aws:appstream:us-east-1:123456789012:image/

Powershell
stream.standard.medium

: 57600

PowershellFleet

: STOPPED
: Amazon.AppStream.Model.VpcConfig
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- API M5 HE = AWS Tools for PowerShell Cmdlet & Z&(V4)2| UpdateFleetg FZE M L.

Update-APSImagePermission
CtZ ZE o Al= Update-APSImagePermission®| At WHdg Ho{FLICH
Tools for PowerShell V4

o X 1: O =2 AppStream O|O|X|E CtE HHo| SRELICE.

Update-APSImagePermission -Name Powershell -SharedAccountId 123456789012 -
ImagePermissions_AllowFleet $True -ImagePermissions_AllowImageBuilder $True

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdatelmagePermissions= %t
Z3StM

Update-APSStack

ClS I E o A|= Update-APSStackl| AHE Y E Ho{FLICt

Tools for PowerShell V4

oAl 1: O] ME2 ARM0|M OHE 2|70l MY X|&Hn & ECE UOlo|E(# HEhELIC

Update-APSStack -Name PowershellStack -ApplicationSettings_Enabled $True
-ApplicationSettings_SettingsGroup PowershellStack -StorageConnector
@{ConnectorType="HOMEFOLDERS"}

£

AccessEndpoints : {3

ApplicationSettings : Amazon.AppStream.Model.ApplicationSettingsResponse
Arn : arn:aws:appstream:us-east-1:123456789012:stack/PowershellStack
CreatedTime : 4/24/2019 8:49:29 AM

Description : PowershellStack

DisplayName : PowershellStack

EmbedHostDomains : {3

FeedbackURL s

Name : PowershellStack

RedirectURL :

StackErrors : {3

£
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StorageConnectors : {Amazon.AppStream.Model.StorageConnector,
Amazon.AppStream.Model.StorageConnector}
UserSettings : {Amazon.AppStream.Model.UserSetting,

Amazon.AppStream.Model.UserSetting, Amazon.AppStream.Model.UserSetting,
Amazon.AppStream.Model.UserSetting}

- APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateStack2 & Z5HMI 2.

Tools for PowerShell V4E A& €t Aurora 0| A|

CtS T E ol X0 A= Aurora®t & 71 AWS Tools for PowerShell V4E AR50 22 £3istn Lt
MOl AILIZIRE F3stes WHE EoiFELICt

stole Che T2 oM wHls IS olH HHA S LA Aol BLICH A Ty Mula
H4E NHHMOZ 555 WHS HoTH B AL HHAEM T HS B 4 s
.

2 Elo] e, 07[0l|M HHAE| S H =S st

Get-RDSOxrderableDBInstanceOption
CIS ZE o A= Get-RDSOrderableDBInstanceOption2| AIE g HoiELICH.
Tools for PowerShell V4

of 1: o] o= AWS Z|H0M £ DB QIAEA ZejAE X|sHE DB AT HH S L= LI

$params = @{
Engine = 'aurora-postgresql'
DBInstanceClass = 'db.r5.large’
Region = 'us-east-1'

}

Get-RDSOrderableDBInstanceOption @params
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of 2: o] o= AWS E|H0M £ DB AT HHE X|dst= DB QIAEHA FefAE LR LI

$params = @{
Engine = 'aurora-postgresql'
EngineVersion = '13.6'
Region = 'us-east-1'

}

Get-RDSOrderableDBInstanceOption @params

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2]
DescribeOrderableDBInstanceOptionsS & X 5HA| 2.

Tools for PowerShell V4E& AF& 8t Auto Scaling 01/ Al

Ct2 ZE of Aol A= Auto Scaling@t &7 AWS Tools for PowerShell V4E Al&3610{ 248 4=&list
H

PO ALIEIRE F3dste Y E EoiELICH

K
n=
r
J
I

stole CiFE Z2 2ol M Lals 2 oln] HEA S WA Assol BLICH Al Y Mula
H4E NHEHOE $HFE WHES HoiFH BY AL HHAE T Feig 8 4 el
=3

2|0 U2, o7|ofH HAHAE & ZEE HHst

Add-ASLoadBalancer
CIS I E o A|= Add-ASLoadBalancer Q| At ¥ 2 HoiFL|C}
Tools for PowerShell V4

oflAl 1: o] oMol MHE RIZHE Auto Scaling ZE0] X|HE 2= WHME QdZAgLICH

Add-ASLoadBalancer -LoadBalancerName my-1lb -AutoScalingGroupName my-asg
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>

8 A

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| AttachLoadBalancers& & X 5}
NL.

Complete-ASLifecycleAction
Ct2 ZE 0 Al= Complete-ASLifecycleAction®| AHE &g Eo{ELIC
Tools for PowerShell V4

oAl 1: o] MM E XIEE =8 F7| 2 YS 2tz &L

Complete-ASLifecycleAction -LifecycleHookName mylLifecycleHook -

AutoScalingGroupName my-asg -LifecycleActionResult CONTINUE -LifecycleActionToken
bcd2f1b8-9a78-44d3-8a7a-4dd07d7cf635

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CompleteLifecycleAction=2 & X

St 2.

Disable-ASMetricsCollection
L2 3 E o A|l= Disable-ASMetricsCollection@ AF2 el HoiFL|C}.
Tools for PowerShell V4

ofl&| 1: o] iAol M= X7 El Auto Scaling ZE 0 CHEt XIHEl X|E 2| RLIE|ZIE HIZE H8 &L
Ct.

Disable-ASMetricsCollection -AutoScalingGroupName my-asg -Metric @("GroupMinSize",
"GroupMaxSize")

oAl 2: O] Mol M= KIHE Auto Scaling Z&0M CHEt 2 & X|Eo| ZLIEHZ S HIEHSHELCt
Disable-ASMetricsCollection -AutoScalingGroupName my-asg

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisableMetricsCollectiong &%

St 2.

Dismount-ASInstance

CIS 3 E o A|= Dismount-ASInstancel| Al &4 HoiFL|Ct

A
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Tools for PowerShell V4

oAl 1: o] HIMloll M= XI'SE Auto Scaling ZEMHAM X|HE QIAEHAE E2|5t 1 Auto ScalingO|

CHA| QIAHAE AlZfstX| A5 ot 8T 2 ELICH

Dismount-ASInstance -Instanceld i-93633f9b -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $true

=a4.
= -
ActivityId : 06733445-ce94-4039-belb-b9f1866e276¢€
AutoScalingGroupName : my-asg
Cause : At 2015-11-20T22:34:59Z instance i-93633f9b was detached in

response to a user request, shrinking
the capacity from 2 to 1.

Description : Detaching EC2 instance: i-93633f9b

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50

StartTime . 11/20/2015 2:34:59 PM

StatusCode : InProgress

StatusMessage

ol 2: ol Mol M= Bst= & E0IX| &t X|™4El Auto Scaling A E0 M X|HE QAEIA

=
E Eol&LIct Auto ScalingO| CHA| QIAEAE A|ZHEFLICEH

Dismount-ASInstance -Instanceld i-7bf746a2 -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $false

£

ActivityId : f43a3cd4-d38c-4af7-9fed-d76ec2307b6d

AutoScalingGroupName : my-asg

Cause : At 2015-11-20T22:34:59Z instance i-7bf746a2 was detached in
response to a user request.

Description : Detaching EC2 instance: i-7bf746a2

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50
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StartTime : 11/20/2015 2:34:59 PM
StatusCode : InProgress
StatusMessage
« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Detachinstances& & X 5HM 2.
Dismount-ASLoadBalancer
CHS 2= o A|= Dismount-ASLoadBalancer®| Al &2 Eo{FL|CH
Tools for PowerShell V4
ofl &l 1: o] od|A|ofME X|IZEl Auto Scaling ZE0M X|HE 22 WHME E2|gLCt
Dismount-ASLoadBalancer -LoadBalancerName my-1b -AutoScalingGroupName my-asg
- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DetachLoadBalancers& & &= &}
M.
Enable-ASMetricsCollection
CH2 ZE o Al= Enable-ASMetricsCollection® AFS &S Ho{ELICH
Tools for PowerShell V4
ofl Al 1: o] od|A|olAE X|ZEl Auto Scaling ZE01 CHeH X|HE X|E Q| ZLIE{RIS &3ttt
-Metric @("GroupMinSize "GroupMaxSize")
g et gt

Enable-ASMetricsCollection
AutoScalingGroupName my-asg -Granularity 1Minute

ol 2: of od|X|of M= X' El Auto Scaling &0 CHEt ZE X|EQ| ZLIEHES
Enable-ASMetricsCollection -AutoScalingGroupName my-asg -Granularity 1Minute
- API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EnableMetricsCollectiong & X
StAl.
Entexr-ASStandby
A= Enter-ASStandby Q| A& WS 2oi&LICtH
161
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of|Al 1: o] Mol MHE HAE 7| REE MBS, Auto ScalingO| CHA| QIABIAE

X AR
Nstx| b £ 2 #ste 832 FYULID

Enter-ASStandby -Instanceld i-93633f9b -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $true

=a4.

= -
ActivityId : e36a5a54-ced6-4df8-bd19-708e2a59a649
AutoScalingGroupName : my-asg
Cause : At 2015-11-22T15:48:06Z instance i-95b8484f was moved to

standby in response to a user request,
shrinking the capacity from 2 to 1.

Description : Moving EC2 instance to Standby: i-95b8484f

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50

StartTime : 11/22/2015 7:48:06 AM

StatusCode : InProgress

StatusMessage

oAl 2: O] oMol M= Blste S &
Auto ScalingO| CHA|| QIAEAE E

Enter-ASStandby -Instanceld i-93633f9b -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $false

£

ActivityId : e36aba54-ced6-4df8-bd19-708e2a59a649

AutoScalingGroupName : my-asg

Cause : At 2015-11-22T15:48:06Z instance i-95b8484f was moved to
standby in response to a user request.

Description : Moving EC2 instance to Standby: i-95b8484f

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50
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StartTime : 11/22/2015 7:48:06 AM
StatusCode : InProgress
StatusMessage

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| EnterStandbyE & X 5HAIL.

Exit-ASStandby
CH2 ZE o A|E Exit-ASStandby 2| AIE WS HoiELICH.
Tools for PowerShell V4

oAl 1: O] MM E XIEE AAHAE CTH7| 20 M SiAIEfLICEH.

Exit-ASStandby -Instanceld i-93633f9b -AutoScalingGroupName my-asg

Z=a4.
= —1-
ActivityId : 1833d3e8-e32f-454e-b731-0670ad4c6934
AutoScalingGroupName : my-asg
Cause : At 2015-11-22T15:51:217 instance i-95b8484f was moved out of

standby in response to a user
request, increasing the capacity from 1 to 2.

Description : Moving EC2 instance out of Standby: i-95b8484f

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 30

StartTime : 11/22/2015 7:51:21 AM

StatusCode : PrelInService

StatusMessage

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z=(V4)9| ExitStandby & & Z5HAMIL.

Get-ASAccountLimit
CHS T E o A|l= Get-ASAccountLimitQ| Al w2 HoiEL|Ct.
Tools for PowerShell V4

of| Al 1:0] oMol M= AWS % 2 Auto Scaling 2|44 A&
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o
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Get-ASAccountLimit

2d.
.

Y]

MaxNumberOfAutoScalingGroups 1 20
MaxNumberOfLaunchConfigurations : 100

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAccountLimits2 &F &
St 2.

Get-ASAdjustmentType
CHE ZE o A|E Get-ASAdjustmentTypell AHS &g HoiFLICH
Tools for PowerShell V4

olAl 1: O] M|l M= Auto ScalingdlAM X5t ZH K82 AHEELICH

Get-ASAdjustmentType

ChangeInCapacity
ExactCapacity
PercentChangeInCapacity

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAdjustmentTypes= &
ZotMl

Get-ASAutoScalingGroup

CH2 ZE o Al= Get-ASAutoScalingGroupl| AIE WS EoiELICH.

Tools for PowerShell V4

of| Al 1: O] of Mol A= Auto Scaling 2E 2| 0|5 & LIQdgtLICt.

Get-ASAutoScalingGroup | format-table -property AutoScalingGroupName
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oAl 2: o] oMol MHE XIHE Auto Scaling &S HAHEELICH

Get-ASAutoScalingGroup -AutoScalingGroupName my-asg-1

2d.

—.

T

AutoScalingGroupARN

AutoScalingGroupName
AvailabilityZones
CreatedTime
DefaultCooldown
DesiredCapacity
EnabledMetrics
HealthCheckGracePeriod
HealthCheckType
Instances
LaunchConfigurationName
LoadBalancerNames
MaxSize

MinSize

PlacementGroup

Status
SuspendedProcesses
Tags
TerminationPolicies
VPCZoneldentifier

. 300
. EC2

: arn:aws:autoscaling:us-
west-2:123456789012:autoScalingGroup:930d940e-891e-4781-alla-7b0acd480
f03:autoScalingGroupName/my-asg-1

: my-asg-1

: {us-west-2b, us-west-2a}
: 3/1/2015 9:05:31 AM

: 300

: 2

{3

{my-1c}

: my-1lc

{3

{3
{3
{Default}

: subnet-e4f33493, subnet-5264e837

of|Al| 3: O] oMol M= RIHE & 7H2| Auto Scaling A& B EFLICt
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Get-ASAutoScalingGroup -AutoScalingGroupName @('"my-asg-1", "my-asg-2")

of| Al 4: o] oMol M E XIS El Auto Scaling &0 CHEH Auto Scaling QIAEA

il
x
1
ATH
g'l_l

r

[ul

(Get-ASAutoScalingGroup -AutoScalingGroupName my-asg-1).Instances
oA 5: O] M|l M= 2 E Auto Scaling 2 &S HHEErLICEH
Get-ASAutoScalingGroup

ofA| 6: O| oMo M= X|HEl Auto Scaling & 2| LaunchTemplateE A& LI} O] oMo M=
"QIAEA FOf M0 "AlEF RIS 242 MY E[o] /Tt JHHEILICE o] Mol T 4

LU QIARA R Ao 2 MHEl AL "MixedInstancesPolicy.LaunchTemplate" &4 A& 5l
01 LaunchTemplate0i] HA|AE 4= Q& LICY,

(Get-ASAutoScalingGroup -AutoScalingGroupName my-ag-1).LaunchTemplate

24.
—.

M

LaunchTemplateId LaunchTemplateName Version

1t-06095fd619cb40371 test-launch-template $Default

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAutoScalingGroups=
HESMLR.

Get-ASAutoScalingInstance
CHS ZE o A|E Get-ASAutoScalingInstancel| Al 22 EoiEL|CH
Tools for PowerShell V4
oAl 1: O] MMl M= Auto Scaling QIAEIA S| IDE LIE gL}
Get-ASAutoScalingInstance | format-table -property InstanceIld

2.
—.

T

Instanceld
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1-12345678
i-87654321
i-abcd1234
of| | 2: o] o Mlof M= XIHEl Auto Scaling LAEAE MHYFL|C

Get-ASAutoScalingInstance -Instanceld i-12345678

£2:
AutoScalingGroupName : my-asg
AvailabilityZone : us-west-2b
HealthStatus : HEALTHY
Instanceld : 1-12345678
LaunchConfigurationName : my-1lc
LifecycleState : InService

oAl 3: O] Mo M= XIHE 5 Auto Scaling QIAFHAE MEELICE
Get-ASAutoScalingInstance -Instanceld @("i-12345678", "i-87654321")

of| Al 4: o] oMol M= XIS El Auto Scaling &0 CHEH Auto Scaling QIAEA

il
x
1
ATH
g'l_l

r

[ul

(Get-ASAutoScalingGroup -AutoScalingGroupName my-asg).Instances | Get-
ASAutoScalingInstance

oilA 5: O] oiAM|oflAME 2 E Auto Scaling QIAEAE MEENL|CH
Get-ASAutoScalingInstance

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribeAutoScalingInstances& & X 5HA| 2.

Get-ASAutoScalingNotificationType
CH2 ZE o A|= Get-ASAutoScalingNotificationTypeQl A2 &dg HoiFLICH
Tools for PowerShell V4

oA 1: O] ofM[of A= Auto Scalingdll M X|&Hst= L& RES LIFELICH
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Get-ASAutoScalingNotificationType

24.
.

M

autoscaling:EC2_INSTANCE_LAUNCH
autoscaling:EC2_INSTANCE_LAUNCH_ERROR
autoscaling:EC2_INSTANCE_TERMINATE
autoscaling:EC2_INSTANCE_TERMINATE_ERROR
autoscaling:TEST_NOTIFICATION

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeAutoScalingNotificationTypes2 & X 5IMIL.

Get-ASLaunchConfiguration
Ct2 ZE o Al= Get-ASLaunchConfigurationQ| At W2 EoiFLICH
Tools for PowerShell V4

oflll 1: O] iAol M= AR Aol O|ES

I
12
€]
C
n

oAl 2: o] Mo M= XIHE AlRF S HdFELICH

Get-ASLaunchConfiguration -LaunchConfigurationName my-lc-1

2d.
.

Y]

AssociatePublicIpAddress : True
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BlockDeviceMappings

ClassiclLinkVPCId :
ClassiclLinkVPCSecurityGroups : {3}
. 12/12/2014 3:22:08 PM
EbsOptimized : False
IamInstanceProfile

CreatedTime

Imageld

InstanceMonitoring
InstanceType

KernellId
KeyName

LaunchConfigurationARN

LaunchConfigurationName

{/dev/xvda}

: ami-043a5034

: t2.micro

: my-lc-1

PlacementTenancy

RamdiskId

SecurityGroups

SpotPrice
UserData

{sg-67ef0308}

: arn:aws:autoscaling:us-
west-2:123456789012:1launchConfiguration:7e5f31e4-693b-4604-9322-
e6f68d7fafad:launchConfigurationName/my-1c-1

oAl 3: ol MM = XIEE F 7HX| AlE 7 HE HBELICH

Get-ASLaunchConfiguration -LaunchConfigurationName @("my-lc-1",

oAl 4: O]l Mo MHE BE A2 S MEH

Get-ASLaunchConfiguration

- API A&

AMHE=
[ Iy .

Get-ASLifecycleHook

CHS 3 E ofA|

£ Get-ASLifecycleHookQ| A&

Tools for PowerShell V4

oAl 1: o] MM = XIEE =8 F7|

=

o
1]

LICH

A
=

4 5t

045
oH

AWS Tools for PowerShell Cmdlet & Z=(V4)2|
DescribeLaunchConfigurations2 & Z M| 2.

Y S HoiELch

L|cH.

: Amazon.AutoScaling.Model.InstanceMonitoring

nmy_lc_zn)

Get-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName myLifecycleHook
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£2:
AutoScalingGroupName : my-asg
DefaultResult : ABANDON
GlobalTimeout : 172800
HeartbeatTimeout 1 3600
LifecycleHookName : myLifecycleHook
LifecycleTransition : auto-scaling:EC2_INSTANCE_LAUNCHING

NotificationMetadata
NotificationTargetARN : arn:aws:sns:us-west-2:123456789012:my-topic
RoleARN : arn:aws:iam::123456789012:ro0le/my-iam-role

N
o
H
i
nx
0z
o
r
o

oA 2: O] oMol M= XIS El Auto Scaling 2 &0 CiE 2E & F
Get-ASLifecycleHook -AutoScalingGroupName my-asg
oAl 3: O] Mol M= 2 & Auto Scaling AE2| ZE =¥ F7| £3E MHEFLICH.

Get-ASLifecycleHook

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelLifecycleHooks &

StH 2.

Get-ASLifecycleHookType
CHS ZE o Al= Get-ASLifecycleHookTypel| AFHE &g Eo{FLIC)
Tools for PowerShell V4
oAl 1: O] 0d|X|of A= Auto Scalingdl| M X|Hst=E =& F7| 230 &S LR LICH
Get-ASLifecycleHookType

2d.
.

T

autoscaling:EC2_INSTANCE_LAUNCHING
auto-scaling:EC2_INSTANCE_TERMINATING

F
(= [pd

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelifecycleHookTypes

xl-x°|.k||o_
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Get-ASLoadBalancer
CIS I E of|A|= Get-ASLoadBalancerQ| A2 ¥t 2 HoiEL|C}.
Tools for PowerShell V4

oAl 1: o] oMol ME XI'HEl Auto Scaling 2 E0 CHE 2= WHHME MHEELICH

Get-ASLoadBalancer -AutoScalingGroupName my-asg

=a4.

= —1.
LoadBalancerName State
my-1b Added

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeLoadBalancers& &Z

[ =]

Get-ASMetricCollectionType

CHE ZE | A|E Get-ASMetricCollectionTypel| A}

0o
oz
Iz
jo
HL
i
BN
r
o

Tools for PowerShell V4

oA 1: O] (fM[of A= Auto Scalingdl M X|2st= XIE AHME fES LIGRLICH

(Get-ASMetricCollectionType).Metrics

GroupMinSize

GroupMaxSize
GroupDesiredCapacity
GroupInServiceInstances
GroupPendingInstances
GroupTerminatingInstances
GroupStandbyInstances
GroupTotalInstances
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(0]

oAl 2: O M= S MIE =&ES LIFerLICt.
(Get-ASMetricCollectionType).Granularities

£&

Granularity

1IMinute

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeMetricCollectionTypes= & =AM 2.

Get-ASNotificationConfiguration
CH2 ZE o Al= Get-ASNotificationConfiguration@| AFE S Eo{EFLICE
Tools for PowerShell V4

oflAl 1: X4 El Auto Scaling 2 &1} 1Z4E A& &

fjo
X
0
ATH
%
r
o

Get-ASNotificationConfiguration -AutoScalingGroupName my-asg | format-list

2d.
—.

T

AutoScalingGroupName : my-asg
NotificationType : auto-scaling:EC2_INSTANCE_LAUNCH
TopicARN : arn:aws:sns:us-west-2:123456789012:my-topic

AutoScalingGroupName : my-asg
NotificationType : auto-scaling:EC2_INSTANCE_TERMINATE
TopicARN : arn:aws:sns:us-west-2:123456789012:my-topic

of| x| 2: Of oi|AX|of M= 2 E Auto Scaling &1 Q1T &7 Zds MHEFLICE
Get-ASNotificationConfiguration

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
DescribeNotificationConfigurations2 & Z5HM| 2.
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Get-ASPolicy
CHS 2= | A|IE Get-ASPolicyl| AFE W2 EoiFLICH
Tools for PowerShell V4
oAl 1: O] MMl M= K| E! Auto Scaling 1E9| ZE Mg MHEErL|C}
Get-ASPolicy -AutoScalingGroupName my-asg

2d.

T

.

AdjustmentType : ChangeInCapacity
Alarms : {3
AutoScalingGroupName : my-asg

Cooldown : 0

EstimatedInstanceWarmup : 0

MetricAggregationType

MinAdjustmentMagnitude : 0

MinAdjustmentStep : 0

PolicyARN : arn:aws:auto-scaling:us-

west-2:123456789012: scallngPollcy aa3836ab-5462-42c7-adab-el1d769fc24ef
:autoScalingGroupName/my-asg:policyName/myScaleInPolicy

PolicyName : myScalelInPolicy
PolicyType : SimpleScaling
ScalingAdjustment . -1
StepAdjustments : {3

oflAl| 2: o] Mol M E K| E! Auto Scaling ZE 0 CHal X|HE H2g MHEELICH

Get-ASPolicy -AutoScalingGroupName my-asg -PolicyName @("myScaleOutPolicy",
"myScaleInPolicy")

of| X[ 3: O] o|M|ol M= 2 & Auto Scaling 2 E0i CHet 2E HAE MY L|CH

Get-ASPolicy

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribePoliciesE & Z35HM 2.

Get-ASScalingActivity

CH2 ZE o AlE Get-ASScalingActivity Q] AFE &S Eo{FLICH
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L

oAl 1: O] oMol MHE RIHE Auto Scaling I E 2| X[t 6F SO0 2 &5 MHFLICH

Get-ASScalingActivity -AutoScalingGroupName my-asg

=e4d.
= 1.
ActivityId : 063308ae-aa22-4a9b-94f4-9fae4EXAMPLE
AutoScalingGroupName : my-asg
Cause : At 2015-11-22T15:45:16Z a user request explicitly set group

desired capacity changing the desired

capacity from 1 to 2. At 2015-11-22T15:45:34Z an instance
was started in response to a difference

between desired and actual capacity, increasing the capacity

from 1 to 2.
Description : Launching a new EC2 instance: i-26e715fc
Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}
EndTime : 11/22/2015 7:46:09 AM
Progress : 100
StartTime : 11/22/2015 7:45:35 AM
StatusCode : Successful
StatusMessage
ActivityId : €e719997-086d-4c73-a2f1-ab703EXAMPLE
AutoScalingGroupName : my-asg
Cause : At 2015-11-20T22:57:53Z a user request created an

AutoScalingGroup changing the desired capacity

from @ to 1. At 2015-11-20T22:57:58Z an instance was
started in response to a difference betwe

en desired and actual capacity, increasing the capacity from

0 to 1.
Description : Launching a new EC2 instance: i-93633f9b
Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}
EndTime : 11/20/2015 2:58:32 PM
Progress : 100
StartTime : 11/20/2015 2:57:59 PM
StatusCode : Successful
StatusMessage

oAl 2: o] oM = X HE =28 g5 HdTELICH
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Get-ASScalingActivity -ActivityId "063308ae-aa22-4a9b-94f4-9fae4EXAMPLE"
oAl 3: O] (iAol M= 2 & Auto Scaling A &2| X[t 63 Soto| 2 #852 MYELICH
Get-ASScalingActivity

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeScalingActivitiesE &t
Z5tMlR

Get-ASScalingProcessType
CHS ZE o A|= Get-ASScalingProcessTypel| AFE #EHE HoiFLICH.

Tools for PowerShell V4

rr
|E
Hu
=
>
=0
o
ffo
-
ne
o
-
o

of|lA| 1: O] M|l M= Auto Scalingdll A x| 245t
Get-ASScalingProcessType

2d.
—.

M

ProcessName
AZRebalance
AddToLoadBalancer
AlarmNotification
HealthCheck
Launch
ReplaceUnhealthy
ScheduledActions
Terminate

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeScalingProcessTypes & X 5HA| 2.

Get-ASScheduledAction

CI2 ZE o A|l= Get-ASScheduledAction@| A2 EHEd€ Ho{FL|Ct.

A
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Tools for PowerShell V4

of Al 1: O] oMol M= RI'HE Auto Scaling 0l 0| E = &

mio
Iz
02
ot
T
o

Get-ASScheduledAction -AutoScalingGroupName my-asg

2d.
—.

T

AutoScalingGroupName : my-asg

DesiredCapacity : 10

EndTime :

MaxSize

MinSize

Recurrence g

ScheduledActionARN : arn:aws:autoscaling:us-

west-2:123456789012:scheduledUpdateGroupAction:8a4c5f24-6ec6-4306-a2dd-f7
2c3af3a4d6:autoScalingGroupName/my-asg:scheduledActionName/

myScheduledAction

ScheduledActionName : myScheduledAction
StartTime : 11/30/2015 8:00:00 AM
Time : 11/30/2015 8:00:00 AM

oAl 2: o] MM E RIEE ofleF =7 22 dYeLICH

Get-ASScheduledAction -ScheduledActionName @("myScheduledScaleOut",
"myScheduledScaleIn")

oiiAl| 3: O] Mo = XIHE AlZholl AlEfot= ollofEl 2 s dFELICH

Get-ASScheduledAction -StartTime "2015-12-01T08:00:00Z"

A

OilX 4: O] oMM RIHE AlZHoll BEE= o fE = 2fd2 MHEFLICE.
Get-ASScheduledAction -EndTime "2015-12-30T08:00:00Z"
oAl 5: O] Mol E 2 E Auto Scaling ZE0] | S E = &2 MHEEHLICT

Get-ASScheduledAction

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeScheduledActions=
RoHHIL.

=
=
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-
o}
+
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Get-ASTag
CHZ ZE o Al= Get-ASTagll AHE &g EoiELICH
Tools for PowerShell V4

oAl 1: O] oMol MHE 7| 24Ol 'myTag' EE&= 'myTag2'?! E{1E MHEFLICH ZE O|§2| 7ts8 &
2 'auto-scaling-group', 'key', 'value', 'propagate-at-launch'&LIC}t. O| (Aol AHE 5t EME
PowerShell 71 3 0|4t 0| EegfL|Ct.

Get-ASTag -Filter @( @{ Name="key"; Values=@("myTag", "myTag2") } )

2.

M

=
Key : myTag2
PropagateAtLaunch : True

Resourceld : my-asg
ResourceType : auto-scaling-group
Value : myTagValue2

Key : myTag
PropagateAtLaunch : True

Resourceld : my-asg
ResourceType : auto-scaling-group
Value : myTagValue

Od|Xl| 2: PowerShell H{% 204 A Filter T2t 0|E{0f| CHAH ZEE M 4d5t21™ New-ObjectE A& 5HOF
grct,

$keys = New-Object string[] 2

$keys[@] = "myTag"

$keys[1] = "myTag2"

$filter = New-Object Amazon.AutoScaling.Model.Filter
$filter.Name = "key"

$filter.Values = $keys

Get-ASTag -Filter @( $filter )

oflA| 3: O] Mol M E 2 E Auto Scaling 2&2| ZE EjOE MHEELICH

Get-ASTag

£
e
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet 2 X (V4)2| DescribeTagsE & X 5HA|2.

Get-ASTerminationPolicyType
C2 ZE o AlE Get-ASTerminationPolicyTypel| AFE B2 HoiFLICH
Tools for PowerShell V4

of| X[ 1: O] M|l M= Auto Scalingd| M X|2ste & SRS LIAELICH
Get-ASTerminationPolicyType

2d.
—.

T

ClosestToNextInstanceHour
Default

NewestInstance
OldestInstance
OldestLaunchConfiguration

« API M2 HE = AWS Tools for PowerShell Cmdlet & &= (Vv4)2]
DescribeTerminationPolicy Types2 &t =AM 2.

Mount-ASInstance
CIS I E o A|l= Mount-ASInstancel A2 W2 HoiEL|C}.
Tools for PowerShell V4

oMl 1: o] oKl M= x| E Auto Scaling 2=0i| X|HE QIAEIAZ e4Z48tL|C} Auto Scaling
Auto Scaling I & 2| ¥5te 8F 2 AIS2E =7LC

Mount-ASInstance -Instanceld i-93633f9b -AutoScalingGroupName my-asg

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| AttachinstancesE & X 5HAMIL.

New-ASAutoScalingGroup

CH2 Z = o Al= New-ASAutoScalingGroupl| AFE WS HoiELICH.

A
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Tools for PowerShell V4

oflAl 1: o] oMol MHE X|HE 0| $44 22 Auto Scaling 15 MAIgtLICH ete 7 2
ol 2|4 3 7|LICt. 2t O] Auto Scaling A& 2 XIHE F 718 Goi 5tLE U= F 71| @
ABAE A|ZFEFLICY.

New-ASAutoScalingGroup -AutoScalingGroupName my-asg -LaunchConfigurationName my-1lc -
MinSize 2 -MaxSize 6 -AvailabilityZone @("us-west-2a", "us-west-2b")

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateAutoScalingGroupg & X
StM2.

New-ASLaunchConfiguration
CHS ZE o Al= New-ASLaunchConfigurationQ AHS gdg HoiFL|CH
Tools for PowerShell V4

oAl 1: O] MM = 'my-Ic'EtE AR 82 MMELICEH o] Al 22 P%%PE Auto Scaling
JE0|M AlEHSE EC2 QIAEAE X|HEI QIAEA 3 AMI, 2ot IE, 1AM

New-ASLaunchConfiguration -LaunchConfigurationName my-1lc -InstanceType "m3.medium" -
ImageId "ami-12345678" -SecurityGroup "sg-12345678" -IamInstanceProfile "myIamRole"

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateLaunchConfigurationS
HZSAM L.

Remove-ASAutoScalingGroup
CHE Z = o Al= Remove-ASAutoScalingGroupll AHS &dg HoiFL|CH
Tools for PowerShell V4

of Al 1: O] oMo M A= A 7
ojo| ZIgE|7| Hof &2l HIA|X|7F EAIELICE

Remove-ASAutoScalingGroup -AutoScalingGroupName my-asg

2d.
—.

T

I
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Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASAutoScalingGroup (DeleteAutoScalingGroup)" on Target
"my-asg".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Yy"):

oAl 2: ZA metOlEE XIYstH 2edo| TI-T|7| ol &l HIAIXIZF EA|ZIX| ef&LICH

Remove-ASAutoScalingGroup -AutoScalingGroupName my-asg -Force

2
)
O
©
ro
>.
o
>.
iy
Hd
o

!

of|Al| 3: O] oMol M= XIHEl Auto Scaling &S A5t £
ZELCH

Remove-ASAutoScalingGroup -AutoScalingGroupName my-asg -ForceDelete $true -Force

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4) 2| DeleteAutoScalingGroupg & X
StM 2.

Remove-ASLaunchConfiguration
C2 ZE o Al= Remove-ASLaunchConfiguration®| Al HEdE Ho{FLICI
Tools for PowerShell V4

oA 1: O] fM[of A= Auto Scaling ZE 0l AZAEIX| &t 2 B KIHE Al FHE AFELICH 2
ol ZHE[7| ol =l HIAIX|Z7H EAIELICH

Remove-ASLaunchConfiguration -LaunchConfigurationName my-1c

£24:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASLaunchConfiguration (DeletelLaunchConfiguration)" on
Target "my-1lc".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):
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oMl 2: ZX| mhetO|EHE XIEstH 2ol TME(7| Mol &l HAIXIZH £ AIZX]| §f&LICH

Remove-ASLaunchConfiguration -LaunchConfigurationName my-1lc -Force

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteLaunchConfigurationg &
ZotMl

Remove-ASLifecycleHook

CIS ZE o Al= Remove-ASLifecycleHook| AIE ¥ g HoiELICH.

Tools for PowerShell V4

ofl Al 1: o] iKMol ME RIZEl Auto Scaling ZE 0l CHsH XIHE £H F7| £3E ArK|EHLICH 2
O| ZI-x|7| Tof = el HIAIX|7¢ EAIELICH

Remove-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName
myLifecycleHook

2d.
.

T

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-ASLifecycleHook (DeletelLifecycleHook)" on Target

"myLifecycleHook".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

oMl 2: ZX| mhetO|EHE XHstH 2rdo| T E(Z7| Mol &l HAIXIZ 2 AIZX] §f&LICH

Remove-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName
myLifecycleHook -Force

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeleteLifecycleHookE & Z=HA|
o

- .

Remove-ASNotificationConfiguration

fjo
HL

o1& L|ct.

H

CH2 ZE o AlE Remove-ASNotificationConfiguration®| A &y

A
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AWS Tools for PowerShell (7 4)
TIGE[7]| Mol &l HIA|IX[7F EA|

Tools for PowerShell V4
ME o

of Al 1: o] MM = X|H
Remove-ASNotificationConfiguration -AutoScalingGroupName my-asg -TopicARN

ElLct
"arn:aws:sns:us-west-2:123456789012:my-topic"

ER

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASNotificationConfiguration

(DeleteNotificationConfiguration)" on Target

arn:aws:sns:us-west-2:123456789012:my-topic".

[N] No [L] No to All [S] Suspend [?] Help (default is

EAE|X| &L

[A] Yes to All
Tz 7| ™of &2l M A|X|7} E

[Y] Yes
IIYII):
oAl 2: ZA| mhetO|EHE X|H st %o
Remove-ASNotificationConfiguration -AutoScalingGroupName my-asg -TopicARN
arn:aws:sns:us-west-2:123456789012:my-topic" -Force
« API M| HEE AWS Tools for PowerShell Cmdlet & Z(V4)2]
DeleteNotificationConfiguration2 & X35t M| 2.
Remove-ASPolicy
{ A= Remove-ASPolicy Q| A& W2 Eo{ELICt
= G g AtMEf LI 2o Tl

Cl2 3=

Tools for PowerShell V4
oAl 1: o] MIM[oll M= KIHE! Auto Scaling 2 &0 CHElH X|HE

| 2ol &l HIAIX|IZF EAIELICH
Remove-ASPolicy -AutoScalingGroupName my-asg -PolicyName myScaleInPolicy
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Are you sure you want to perform this action?
Performing operation "Remove-ASPolicy (DeletePolicy)" on Target "myScaleInPolicy".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

oAl 2: ZA metOlEE X[ stH 20| TI-T|7| ol &l HAIXIZF EA|ZIX| eE&LCH

Ls H

Remove-ASPolicy -AutoScalingGroupName my-asg -PolicyName myScaleInPolicy -Force

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| DeletePolicyE & Z6HAM| L.

Remove-ASScheduledAction

Ct2 T E o A|E Remove-ASScheduledAction?| Al {2 Ho{FL|Ct.

=

Tools for PowerShell V4

ofi & 1: 0| oMol A XIHE Auto Scaling &0l CHaH XIHE o E &eig ARELICH 2o
RI-E|7| Mol 2l HAIX|7F EAIEL|CH.

Remove-ASScheduledAction -AutoScalingGroupName my-asg -ScheduledAction
"myScheduledAction"

2d.
—.

M

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-ASScheduledAction (DeleteScheduledAction)" on Target

"myScheduledAction".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

oMl 2: ZX| mhetO|EHE X|HstH 2rdo| T E(7| Mol &l HAIXIZF £ AIZX]| §f&LICH

Ls H

Remove-ASScheduledAction -AutoScalingGroupName my-asg -ScheduledAction
"myScheduledAction" -Force

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteScheduledAction2 & X
St 2.

£
e
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Remove-ASTag
CHS Z = o Al= Remove-ASTagl| AHS &g HoiFLICH
Tools for PowerShell V4

oAl 1: o] oMol ME XIHE Auto Scaling ZEMIM XIHE EfTE MHELICH Eedo| TI-E7|
Mol &2l HAIR|7F EAIEILICE O] oAl A Al 5HE T 20|= PowerShell {7 3 0|40| &8t
LICH

Remove-ASTag -Tag @( @{ResourceType="auto-scaling-group"; Resourceld="my-asg";
Key="myTag" } )

2.
.

M

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ASTag (DeleteTags)" on target
"Amazon.AutoScaling.Model.Tag".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

oAl 2: ZA metOlEE XI-EstH 2edo| TI-T|7| ol &l HAIXIZH EAZIX| ef&LICH

Remove-ASTag -Tag @( @{ResourceType="auto-scaling-group"; Resourceld="my-asg";
Key="myTag" } ) -Force

of| X 3: PowerShell HZ 20 M Tag m2t0O|E{of| CHaH Ef & 443 6t21T4 New-ObjectE AtE3Hof
gruct.

$tag = New-Object Amazon.AutoScaling.Model.Tag
$tag.ResourceType = "auto-scaling-group"
$tag.Resourceld = "my-asg"

$tag.Key = "myTag"

Remove-ASTag -Tag $tag -Force

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteTags& & ZEHAIL.

Resume-ASProcess

Ct2 A E 0 Al= Resume-ASProcess2| Al g

[0
HL

ofF L|ct.

E

Foq
=

A
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Tools for PowerShell V4

oAlAl 1: o] MMl M= XIHE! Auto Scaling 2 &0 CHalH X[ El Auto Scaling ZZMAE RH7HEFL
Ct.

Resume-ASProcess -AutoScalingGroupName my-asg -ScalingProcess "AlarmNotification"

oAl 2: Of oMol MHE XIHE Auto Scaling 2 &0l CH3H LAl SX|E 2 E Auto Scaling ZEMAE
K74 &Lt

Resume-ASProcess -AutoScalingGroupName my-asg

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ResumeProcessesE & Z5tAll
o

L.

Set-ASDesiredCapacity
CHZ ZE o A|= Set-ASDesiredCapacity®| AHE &S Eo{ELICt
Tools for PowerShell V4

oAl 1: O] oMol MHE XIHE Auto Scaling 2 &2 27|18 MHFLICH
Set-ASDesiredCapacity -AutoScalingGroupName my-asg -DesiredCapacity 2

of|Al| 2: O] oMol M= XIHEl Auto Scaling ZE2| 2 7I1E H™stT M 37(2 37| ZEsH7| Hof
FX| 7lztol etz & w7t x| Z|CHEILICH,

Set-ASDesiredCapacity -AutoScalingGroupName my-asg -DesiredCapacity 2 -HonorCooldown
$true

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| SetDesiredCapacityE & & 5HAl|
o

L.

Set-ASInstanceHealth

CI2 3 E o A|l= Set-ASInstanceHealthQl A2 EEd€ Ho{FL|Ct.

A
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Tools for PowerShell V4
ol 1: O] Mo M= R|HE QUAEA O] HEHE 'Unhealthy' 2 H%5t0{ MH|AE SEHELICH
Auto Scaling® QIAHAE Z25t1 wA|gLCH
Set-ASInstanceHealth -HealthStatus Unhealthy -Instanceld i-93633f9b
of|Al| 2: O] oMol M= RIHE QARIA S| 4EHE 'Healthy' 2 4501 MH|AE R XIEFLICH Auto
Scaling 2 & 2| #El &0l R0f 7|Zt0| M8 &|X| et&Lct
Set-ASInstanceHealth -HealthStatus Healthy -Instanceld i-93633f9b -
ShouldRespectGracePeriod $false
« API M| HE = AWS Tools for PowerShell Cmdlet & X (V4)2| SetinstanceHealth& & X 5t A|
2.
Fe g2 2oiELCt
S51EfLIC

OIAEIA B

Set-ASInstanceProtection
| A|E Set-ASInstanceProtection®| At

Chg 2=
Tools for PowerShell V4
JEl QIAEIAO]| CHEF ©
Set-ASInstanceProtection -AutoScalingGroupName my-asg -Instanceld i-12345678 -
vakcigd

oflA| 1: o] oAM= XA
IARA HSE H|

Pro;ectedFromScaleIn $true
oA 2: o] iAol M= RIEEl QIAE A0f CHE Q1A
Set-ASInstanceProtection -AutoScalingGroupName my-asg -Instanceld i-12345678 -
ProtectedFromScaleIn $false
« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| SetinstanceProtectiong & & 5t
M.
Set-ASTag
CHZ ZE o Al= Set-ASTagll AHE &g EoiELICH
186
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Tools for PowerShell V4

oAl 1: o] oMol MHE XIHEl Auto Scaling &0 EH EE FIIELICH Ef 7|= 'myTag 'O
1 Ef3 Zf2 'myTagValue'ILIC} Auto Scaling2 O| EiZ1E Auto Scaling A&0IM A|&HEH £
EC2 QIARAE HuefLICt O] KXo M AFE5tE FE = PowerShell HHE 3 04 0| EREfL
Ct.

Set-ASTag -Tag @( @{ResourceType="auto-scaling-group"; Resourceld="my-asg";
Key="myTag"; Value="myTagValue"; PropagateAtLaunch=$true} )

of| M| 2: PowerShell {7 20{| M Tag Zt2tO[E{of CHa EH 2 & 244d5tE4™H New-ObjectE AHE 8l of
gLk

$tag = New-Object Amazon.AutoScaling.Model.Tag
$tag.ResourceType = "auto-scaling-group"
$tag.Resourceld = "my-asg"

$tag.Key = "myTag"

$tag.value = "myTagValue"
$tag.PropagateAtLaunch = $true

Set-ASTag -Tag $tag

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateOrUpdateTagsE& & =3l
M.

Start-ASPolicy
CH2 ZE o Al= Start-ASPolicyfQ| AFE WS EoiELIC.
Tools for PowerShell V4

oAl 1: O] MIM[oll M= K| E! Auto Scaling ZE 0 CHal X|HE H=g AsstLICH
Start-ASPolicy -AutoScalingGroupName my-asg -PolicyName "myScaleInPolicy"

ofl& 2: Of oiFol M= FX| 7IzHo| B2 E w7t x| 7Iche! % XIBE Auto Scaling &0l Cha XI5
B HAME ML

Start-ASPolicy -AutoScalingGroupName my-asg -PolicyName "myScaleInPolicy" -
HonorCooldown $true

S| 187
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« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ExecutePolicyE & X 3HAMIL.

Stop-ASInstanceInAutoScalingGroup
CH2 ZE o A|= Stop-ASInstanceInAutoScalingGroupfl A &g EoiEL|CH
Tools for PowerShell V4

oAl 1: O] MMM E KIHE QIAEAZE ZS 2351 Auto ScalingO| CHA| QIAEIA S A|XHEHK| Ot
£ Auto Scaling 1 & 9| H5t= 8F = EILICH

Stop-ASInstanceInAutoScalingGroup -Instanceld i-93633f9b -
ShouldDecrementDesiredCapacity $true

.
ActivityId : 2e40d9bd-1902-444c-abf3-6ea0002efdcsh
AutoScalingGroupName :
Cause : At 2015-11-22T16:09:03Z instance i-93633f9b was taken out of

service in response to a user
request, shrinking the capacity from 2 to 1.

Description : Terminating EC2 instance: i-93633f9b

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 0

StartTime : 11/22/2015 8:09:03 AM

StatusCode : InProgress

StatusMessage

[0

oo
0o
o
[0
I
o
A
el
Kl
Ral
0x
i
o
[>
rm
[>
i
O
Hu
o

Stop-ASInstanceInAutoScalingGroup -Instanceld i-93633f9b -
ShouldDecrementDesiredCapacity $false

24.
.

M

ActivityId ! 2e40d9bd-1902-444c-abf3-6ea0002efdc5
AutoScalingGroupName :

£
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Cause : At 2015-11-22T16:09:03Z instance i-93633f9b was taken out of

service in response to a user
request.

Description : Terminating EC2 instance: i1-93633f9b

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress 1 0

StartTime : 11/22/2015 8:09:03 AM

StatusCode : InProgress

StatusMessage

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2|
TerminatelnstancelnAutoScalingGroup2 & X 5HA| 2.

Suspend-ASProcess
CH2 ZE o Al= Suspend-ASProcess| AtE Wi g HofFLICt
Tools for PowerShell V4

oAl 1: O] Mol M= K| E Auto Scaling ZE 0 CHEH K| El Auto Scaling ZZMAE LUA| X
g LICH

Suspend-ASProcess -AutoScalingGroupName my-asg -ScalingProcess "AlarmNotification"

of|Al| 2: o] ofld|ofMHE K| E Auto Scaling ZE 0l CHEH 2 E Auto Scaling Z2MAE LUA| FX|
L|Ct.

o

Suspend-ASProcess -AutoScalingGroupName my-asg

« API M|® HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| SuspendProcessesE & & 5t All
o

-l .

Update-ASAutoScalingGroup
CH2 ZE 0 Al= Update-ASAutoScalingGroupl| AHE Y S Eo{F LIt
Tools for PowerShell V4

oflAll 1: o] oMol MHE XIHE Auto Scaling ZE 2 %A 2 %|Cf 3 7|2 Ho|o|EELIC.
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EHZ 4)
Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -MaxSize 5 -MinSize 1
iCl|o|E&Lct

AWS Tools for PowerShell (H4
gol 7|2 ®X|7|ztE2 A

oA 2: o] oMol M= XI'HEl Auto Scaling I &
Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -DefaultCooldown 10

of| Al 3: O] oMol A= XI'EE Auto Scaling I & 2| 7H8 ¥ds HUolo|E & LCE.

Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -AvailabilityZone @('"us-
west-2a", "us-west-2b")
Ol X 4: O| o M|0f| M= Elastic Load Balancing &' Elf 2212 AF& St F X|'HEl Auto Scaling 2182
ool E&LCH
Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -HealthCheckType ELB -
HealthCheckGracePeriod 60
« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateAutoScalingGroup2 &t
ZotMl

Write-ASLifecycleActionHeartbeat
CH2 ZE o AlE Write-ASLifecycleActionHeartbeatl| A2 g HoiELIC)H
|S&LICH Ol A otHd AFE XL

A
2 4
OIAEIA T}

Tools for PowerShell V4
Z7| &dof CHEt SHEH|E
F AEI2 S X|E L.

x4

o =
HE
=TT

=

oAl 1: O] KoM= X

Y EYe 228 WK
Write-ASLifecycleActionHeartbeat -AutoScalingGroupName my-asg -LifecycleHookName

myLifecycleHook -LifecycleActionToken bcd2f1b8-9a78-44d3-8a7a-4dd@7d7cf635
Z(V4)9

AWS Tools for PowerShell Cmdlet &

AMH =
S LT

« API M|&
RecordLifecycleActionHeartbeatE & Z3tM|2

Write-ASLifecycleHook
= O Al= Write-ASLifecycleHookQ| AtE W2 Ho{ELIC}.
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Tools for PowerShell V4

oAl 1: O] oMol M= RIHEl Auto Scaling ZE0 X[HE +=&F F7| F3E FIIELICH

Write-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName
"myLifecycleHook" -LifecycleTransition "autoscaling:EC2_INSTANCE_LAUNCHING" -
NotificationTargetARN "arn:aws:sns:us-west-2:123456789012:my-sns-topic" -RoleARN

"arn:aws:iam::123456789012:role/my-iam-role"

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| PutLifecycleHookE & Z3HMIL.

Write-ASNotificationConfiguration

CH2 ZE o A|= Write-ASNotificationConfigurationQ| AHE WHg EoiELICH

Tools for PowerShell V4

oAl 1: o] oi| Mol ME R|IZIEl Auto Scaling Z1E 0| EC2 RQIARAE A|ZHe ] X|XE SNS FA|of
g2lg B S F-guct

Write-ASNotificationConfiguration -AutoScalingGroupName my-asg -NotificationType

"autoscaling:EC2_INSTANCE_LAUNCH" -TopicARN "arn:aws:sns:us-west-2:123456789012:my-
topic"

ol A 2: O] oMol M= XIS El Auto Scaling 1& 0| EC2 QIAEAE AI&SHHLE SEE M X[HE
SNS FAof 2 2E ELHE S FEELIch.

Write-ASNotificationConfiguration -AutoScalingGroupName my-asg -NotificationType
@("autoscaling:EC2_INSTANCE_LAUNCH", "autoscaling:EC2_INSTANCE_TERMINATE") -
TopicARN "arn:aws:sns:us-west-2:123456789012:my-topic"

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| PutNotificationConfiguration2
EHZSAM L.

Write-ASScalingPolicy

CHS ZE o A|E Write-ASScalingPolicy Q| AFHE &HE Eo{FLICH

£
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AWS Tools for PowerShell (% 4) AFS AT A

Tools for PowerShell V4

oAl 1: o] od|Aof M= X' El Auto Scaling &0 XIHE HME 71U C x|HE =H |8
ScalingAdjustment It2tO|EE dliAdst= L2 A™ELICE 'ChangelnCapacity'E AFE 5t F
ZLO| RIHE QIAEA £0tF 8F 2 =21 S+ 42 XIHE QAQAHA 07 SFS L

Write-ASScalingPolicy -AutoScalingGroupName my-asg -AdjustmentType
"ChangeInCapacity" -PolicyName "myScaleInPolicy" -ScalingAdjustment -1

2d.
.

T

arn:aws:autoscaling:us-west-2:123456789012:scalingPolicy:aa3836ab-5462-42c7-adab-
eld769fc24ef:autoScalingGroupName/my-asg
:policyName/myScaleInPolicy

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| PutScalingPolicyE & Z3HMI2.

Write-ASScheduledUpdateGroupAction
CH2 ZE o A|lE Write-ASScheduledUpdateGroupAction®| AFE W2 HoiEL|CH
Tools for PowerShell V4

oAl 1: O] Mo = L2l oo XS HstHLE HOi|O|Esto] XIHE AR AlZto] #etE &
TS HEELICH

Write-ASScheduledUpdateGroupAction -AutoScalingGroupName my-asg -ScheduledActionName
"myScheduledAction" -StartTime "2015-12-01T00:00:00Z" -DesiredCapacity 10

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
PutScheduledUpdateGroupAction2 & = 35HA|2.

AWS Budgets Tools for PowerShell V4& AL 3t of| A

CHS 3= of Kol M=t &7H AWS Tools for PowerShell V4AE AF2 35104 ZHdS2 435t 1 QUHIEIO! A
LI2|2E 735t ded2 2 o{ELICt AWS Budgets.

il
=1
Hd
[K
u
M
M néfE
2

oo 12
4> 12
mu rio
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-

XFO
A

I

New-BGTBudget

Ct2 ZE o Al= New-BGTBudgetl| AFHE &2 Eo{ELICtH
Tools for PowerShell V4

oAl 1: o &t & AlZE Mo Z27dE X|HstT o|HY LEI0] ZeHE M ofdtS HgghLch.

$notification = @{
NotificationType = "ACTUAL"
ComparisonOperator = "GREATER_THAN"
Threshold =

$addressObject = @{
Address = @("user@domain.com")
SubscriptionType = "EMAIL"

$subscriber = New-Object Amazon.Budgets.Model.NotificationWithSubscribers
$subscriber.Notification = $notification
$subscriber.Subscribers.Add($addressObject)

$startDate = [datetime]::new(2017,09,25)
$endDate = [datetime]::new(2017,10,25)

New-BGTBudget -Budget_BudgetName "Tester" -Budget_BudgetType COST -
CostTypes_IncludeTax $true -Budget_TimeUnit MONTHLY -BudgetLimit_Unit USD -
TimePeriod_Start $startDate -TimePeriod_End $endDate -AccountId 123456789012 -
BudgetLimit_Amount 200 -NotificationsWithSubscriber $subscriber

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateBudgetE & E3HAI2.

7t ZEE|o] e, o{7|0M HEAEN HR IEE
2
=

£
e
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AWS Cloud9 Tools for PowerShell V4& A} 28t 04| K]l

ClS ZE oMol =2t &7H AWS Tools for PowerShell VA4S AF235104 2 &5t 0 LEHAQI A
Li2|2E #3st= WS EoiFLIC AWS Cloud.
M2 2 Z2 I3 M Y et I E0|H HHEAEN SH3 A™SHOF &LICH 22 7 MH|A
8 AYMoR S &5 WHE HoiFH & AL2[2o AHAEN e &YE = = A&
Ct.
ZH o Aloll= MM &4 F=of CHet 371 Z& |0 U2, 0{7|0 M HEAE & I EE HHF
T AMAstE Yol CHe XIEE &2 = UsLUct
A
. XHOf

— =
AFod
=1 =

Get-C9EnvironmentData
Ct2 3 E o AlE Get-C9EnvironmentDatall Al EHE{E Ho{=L|Ct.
Tools for PowerShell V4

olx| 1:0| oMol M= X|ZHEl AWS Cloud9 7He &0 CHet HWEE 7HXMSL

Get-C9EnvironmentData -EnvironmentId
685f892f431b45c2b28cb69eadcdb@EX, 1980b80e51584920801c@9086667FQEX

2d.
.

T

Arn : arn:aws:cloud9:us-
east-1:123456789012:environment :685f892f431b45c2b28ch69eadcdb@EX
Description : Created from CodeStar.

Id : 685f892f431b45c2b28ch69eadcdb@EX
Lifecycle : Amazon.Cloud9.Model.EnvironmentLifecycle
Name : my-demo-ec2-env

OwnerArn : arn:aws:iam::123456789012:user/MyDemoUser
Type . ec2

Arn : arn:aws:cloud9:us-

east-1:123456789012:environment:1980b80e5f584920801c09086667f0OEX

AWS Cloud9
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Description :
Id 1980b80e5tf584920801c09086667fQEX
Lifecycle Amazon.Cloud9.Model.EnvironmentLifecycle
Name my-demo-ssh-env
OwnerArn arn:aws:iam::123456789012:user/MyDemoUser
Type : ssh
oAl 2:0| MM = XI'HE AWS Cloud9 7Hr &5 0| =& 7| AElfo] Cist HE
(Get-C9EnvironmentData -EnvironmentId 685f892f431b45c2b28cb69eadcdb@EX).Lifecycle
=ed.
= 1.
FailureResource Reason Status
CREATED
- APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeEnvironments& & &= 5t
M.
S Ho{ELICH
g ARt S 52 JHX 3L

Get-C9EnvironmentList
CIS T E o A|l= Get-C9EnvironmentList Q| Al

ZotMlL.

Tools for PowerShell V4
oAl 1:0] oAM= AHE 7HSEF AWS Cloud9 7HgE
&t

Get-C9EnvironmentList
Z(V4)9| ListEnvironments &

=t
=
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24.
.
685f892f431b45c2b28cb69eadcdb@EX
1980b80e5f584920801c09086667fOEX

« APl M5 ME £ AWS Tools for PowerShell Cmdlet

CH2 Z = o Al= Get-C9EnvironmentMembershipListQ| AFHE &S Eo{FLIC)H

Get-C9EnvironmentMembershipList
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Tools for PowerShell V4

oflx| 1:0] oMol M= X|HEl AWS Cloud9 7He 2tE 0| 2t 3 Hiol Ciet W2 & 7t SLch
Get-C9EnvironmentMembershiplList -EnvironmentId ffd88420d4824eeeaeaa8a4bfde8cEX

2d.
.

T

EnvironmentId : ffd88420d4824eeeaecaa8a®4bfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions : read-write

UserArn : arn:aws:iam::123456789012:user/AnotherDemoUser
UserId : AIDAJ3BA602FMIWCWXHEX

EnvironmentId : ffd88420d4824eeeaecaa8a®s4bfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions . owner

UserArn : arn:aws:iam::123456789012:user/MyDemoUser
UserId : AIDAJ3LOROMOUXTBSUGEX

of x| 2:0] oMol M= XI'HE AWS Cloud9 7HeY Bt & 2o AR Ktof CHEt HEE J7HX{ZLICH.

Get-C9EnvironmentMembershipList -EnvironmentId ffd88420d4824eeeaeaa8a®4bfde8cEX -

Permission owner

2.
—.

T

EnvironmentId : ffd88420d4824eeeaeaa8a@ibfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions : owner

UserArn : arn:aws:iam::123456789012:user/MyDemoUser
UserlId : AIDAJ3LOROMOUXTBSUGEX

of| A 3:0] of|M|of| A= multiple AWS Cloud9 7He BtZ 2| X|HEl 2t E "o Cigh HEE 7t S
Ct.

Get-C9EnvironmentMembershiplList -UserArn arn:aws:iam::123456789012:user/MyDemoUser

2.
—.

T

EnvironmentId : ffd88420d4824eeeaecaa8a®4ibfde8cEX
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AWS Tools for PowerShell (7 4)
1/17/2018 7:48:14 PM
arn:aws:iam::123456789012:user/MyDemoUser

LastAccess
Permissions owner
UserArn : :
UserIld AIDAJ3LOROMOUXTBSUGEX
1980b80e51f584920801c09086667FOEX
1/16/2018 11:21:24 PM

EnvironmentId
arn:aws:iam::123456789012:user/MyDemoUser

LastAccess
Permissions . owner
UserArn g g ciam::
UserId AIDAJ3LOROMOUXTBSUGEX
« API M| HEE AWS Tools for PowerShell Cmdlet & Z(Vv4)2]
DescribeEnvironmentMemberships= & Z3HM| 2.
Get-C9EnvironmentStatus
CH2 T E o AlE Get-C9ENnvironmentStatusl| Al Wl Eo{ZL|Ct
A0 CHEt el HEE J7tX{SLCt.

Tools for PowerShell V4
= X|™HE AWS Cloud9 7Hgf
Get-C9EnvironmentStatus -EnvironmentId 349c86d4579e4e7298d500ff57a6b2EX

oAl 1:0] oAl =

£24:

Status
(V4)2| DescribeEnvironmentStatus &

Message
Environment is ready to use ready
AWS Tools for PowerShell Cmdlet & X

- API M8 HEE

H=xSIM L.
New-C9EnvironmentEC2

C2 = o AlE= New-C9EnvironmentEC22| AFR {2 HoiFL|C}
Tools for PowerShell V4
O Z AWS Cloud9 7Hg et3 2 443t Amazon Elastic
IAEAAE A|EHSHCHS CIABIAOM B ES 2 48T LIC.
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A8 HEBM

InstanceType t2.micro -OwnerAzrn

™ 4)
e

New-C9EnvironmentEC2 -Name my-demo-env -AutomaticStopTimeMinutes 60 -Description

AWS Tools for PowerShell (H4
"My demonstration development environment."

H
arn:aws:iam::123456789012:user/MyDemoUser -SubnetId subnet-d43a46EX
(V4)2| CreateEnvironmentEc2&

T

£ 2oiELict

24.
.
ffd88420d4824eeecaecaa8adsbfde8cEX
E = AWS Tools for PowerShell Cmdlet &
Hf
=

e l=

- API MR H
off &7tfLict.

StM 2.

New-C9EnvironmentMembership
of Al= New-C9EnvironmentMembership2| AtE
AWS Cloud9 7Hgt %

1H1E K|

4 O
[

Tools for PowerShell V4
oAl 1:0| oMo M= RIHE
-EnvironmentId ffd88420d4824eeeacaa8alisbfde8cEX -Permission read-write

29.

.
ffd88420d4824eeecacaa8adibfde8cEX

arn:aws:iam: :123456789012:user/AnotherDemoUser

T

EnvironmentId
1/1/0001 12:00:00 AM

read-write
2E(V4)9_|

LastAccess
AIDAJ3BA602FMIWCWXHEX

Permissions
UserArn
UserId
« API M|¥ HE = AWS Tools for PowerShell Cmdlet &t
CreateEnvironmentMembership2 & =M L.
g g 2o{ELct

Remove-C9Environment
0{| A|= Remove-CO9Environment Q| At

Clg 2E

Chg 2=
JEl 37
New-C9EnvironmentMembership -UserArn arn:aws:iam::123456789012:user/AnotherDemoUser
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AWS Tools for PowerShell (-7 4) AL
Tools for PowerShell V4
Oil &l 1:0] oMo M= XI'HE AWS Cloud9 7HE Bt 32 ArAl|EFLICH 8Z30i Amazon EC2 QIAEIA
T HZE B T AAHAT SRELICH
Remove-C9Environment -EnvironmentId ffd88420d4824eeeaeaa8al4bfde8cEX
« API M|& HE = AWS Tools for PowerShell Cmdlet & & (V4) 9| DeleteEnvironmentE & X 5 Al
L.
Remove-C9EnvironmentMembexrship
CH2 Z = o A= Remove-C9EnvironmentMembershipf| AM2 &g HoiEL|CH
S0 M XY E 8E HEHHE AAIELICH

Tools for PowerShell V4
=l AWS Cloud9 7l &7

oAl 1:0] MM = XIH
Remove-C9EnvironmentMembership -UserArn arn:aws:iam::123456789012:user/

AnotherDemoUser -EnvironmentId ffd88420d4824eeeaecaa8a4bfde8cEX
) Z(V4)8 9|

[=

AWS Tools for PowerShell Cmdlet

« API NI HEE=
DeleteEnvironmentMembership2 & Z5HMI2.
Update-C9Environment
CtZ ZE o Al= Update-CO9Environment o AHE W2 Eo{FLIC
Fo| x|HE MEE HEg Lo

Tools for PowerShell V4
oA 1:0] oMol M= XIHEl Z7[&E AWS Cloud9 7HE
Name my-changed-demo-env

. =
Update-C9Environment -EnvironmentId ffd88420d4824eeeaeaaB8a@4sbfde8cEX -Description
[ |

"My changed demonstration development environment."
(V4)2| UpdateEnvironment&

« APl M8 ME = AWS Tools for PowerShell Cmdlet &

(@]
a1

S

StA
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Update-C9EnvironmentMembexrship
CH ZE 0 Al= Update-C9EnvironmentMembershipl| A& W& 2 o{&LICtH
Tools for PowerShell V4

ofF 1:0] FIOIAIE KIZE AWS Cloudo 7He 87301 Thal XIHE 7IZ B2 Hu{o| HEE ©2
gt
= B

Update-C9EnvironmentMembership -UserArn arn:aws:iam::123456789012:user/
AnotherDemoUser -EnvironmentId ffd88420d4824eeeaecaa8al4bfde8cEX -Permission read-
only

2d.
—.

T

EnvironmentId : ffd88420d4824eeeaeaa8a®ibfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions : read-only

UserArn : arn:aws:iam::123456789012:user/AnotherDemoUser
UserIld : AIDAJ3BA602FMIWCWXHEX

« API M| HEE AWS Tools for PowerShell Cmdlet & Z(V4)2]
UpdateEnvironmentMembership2 & Z M 2.

CloudFormation Tools for PowerShell V4& A28t o A

CtS 3 E ol KoM=t &7H AWS Tools for PowerShell V4AE AF235104 212 £3stT LUHIRAO| A|
LZ|RE 735t wWdE EoiELICt CloudFormation.

stole Cip e T2 oA walE IS0l HHAS O B3 Mol BLICH K T Aula
H4E FNMHOR 55 WHS HOIFH B ALIEIQ0 HHAE HE FHYUS & 4 s
=

237t 28 Elo] UM, 0f7(olM HH A ¥4 =8 MF5H
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S

Get-CFNStack

CtE ZE 0 Al= Get-CFNStacke| AHE &S Ho{ELICt
Tools for PowerShell V4

0 1: ZE AL EX} ABNE MESI = ABH QIABA IS ghtaL|Ct.
Get-CFNStack

off 2: X|HE ARE A

0
Q'I_l
rr
I
i
ro
[
m
[
i
e
i
o]
o
ul

Get-CFNStack -StackName "myStack"

« API M[¥ HHE = AWS Tools for PowerShell Cmdlet £ & (V4)2| DescribeStacksE & Z3HMIL.

=

Get-CFNStackEvent
CIE I E o A|E= Get-CFNStackEventl| AFR &S Ho{ELICl
Tools for PowerShell V4

of 1: X' El AE40] CHet 2= AEH 2t O|HIEE HREHEMLICH.

Get-CFNStackEvent -StackName "myStack"

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeStackEvents& & &5t
M.

Get-CFNStackResource
CIS I E o A|= Get-CFNStackResourcel| Al &8 HoiFL|Ct.
Tools for PowerShell V4

of 1: =2|% ID "MyDBInstance"Z K| &l AEHN AZAE RS 3o AEE 2|AAO0| HHE HIE
st|CH
= .

I

201


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (%1 4) A8 YA

Get-CFNStackResource -StackName "myStack" -LogicalResourceIld "MyDBInstance"

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeStackResourceE & &
SHAl2.

Get-CFNStackResourcelList
CIS I E o A|= Get-CFNStackResourcelistQ| AFE BHHg Ho{&EL|C}.
Tools for PowerShell V4

ofl &l 1: X|HEl AEHD} A7 Z‘_IEH 1007H2] AWS BIAAO| CHEH B|lAA AHS BHaHetL

= =
Ch AED AAE ZE E[AA0 ME HEE doe{H Ao =5 Ho|FE X|HSHE Get-
CFNStackResourceSummaryE METHMIL.
Get-CFNStackResourcelList -StackName "myStack"
off 2: =2/ ID "Ec2Instance"Z X|HEl A=0 HAAE R E S0 AEE Amazon EC2 QIAFHA
o| dHZ gretefLict

Get-CFNStackResourcelList -StackName "myStack" -LogicalResourceld "Ec2Instance"

1007H2| E|AA0f CHEF B S pretefL|ch AN HALE ZE 2[AA0)

0f 3: QIAEIA ID "-123456"2 2 A¥E|= Amazon EC2 QIARAE X &5}
Ml
o] &5 M 0| AT x|t Get-CFNStackResourceSummaryE AL 5HAl

Get-CFNStackResourcelist -PhysicalResourceld "i-123456"

0il 4: =2|™ ID "Ec2Instance"£ X|HE AEB{O| I ZZI0j| A Al El Amazon EC2 QAR A 3
= dhEterL|ct AR 2o El 2|4A0| E2|M 2|4AA IDE AFE S04 AEELICE O] é—?—o = ¢l
AEAA ID7} "i-123456"21 Amazon EC2 QIAEAQILICH EHIZS! 22EI=of 2l CIE =
AE N850 ABMZ Algdeh = Q& L|CHO: Amazon S3 HHZ)).

Get-CFNStackResourcelList -PhysicalResourceId "i-123456" -LogicalResourceld
"Ec2Instance"

- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeStackResources& &t
hafd OI'A'” O
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Get-CFNStackResourceSummary
CHS ZE o A|E Get-CFNStackResourceSummary2| AIE #EE HoiELICH.
Tools for PowerShell V4

of 1: XI'HEl 2B} HAAE B E E[AA0 CHE DBES HHEHELCH
Get-CFNStackResourceSummary -StackName "myStack"

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListStackResources& & =5t A|
o

L.

Get-CFNStackSummary

CHS A= o Al= Get-CFNStackSummary2| Al

oo
0L
Iy
mo
HL
i
I
r
ful

Tools for PowerShell V4

of 1: D E AEHO| CHEt oF MEE

i
ot
C
o

Get-CFNStackSummary

off 2: B W S 2ZE AHof Cigr 2of YHE BretefLICH

o

Get-CFNStackSummary -StackStatusFilter "CREATE_IN_PROGRESS"
0 3: 34X MM F0|7HLF UO|0|E 52 ZE AEHo] CHet @oF HEE uhEHshL|c
Get-CFNStackSummary -StackStatusFilter @("CREATE_IN_PROGRESS", "UPDATE_IN_PROGRESS")

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListStacksE & X 3HMIS.

Get-CFNTemplate
CH2 ZE o Al= Get-CFNTemplatel| AFHE &S Eo{ELICE
Tools for PowerShell V4

o 1: X|& =l AEHT} {ZAE
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AWS Tools for PowerShell (H{7 4) A

Get-CFNTemplate -StackName "myStack"

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetTemplateg & Z5HM 2.

Measure-CFNTemplateCost
CH2 ZE 0 Al= Measure-CFNTemplateCostQ| A WS 2o{&LICt
Tools for PowerShell V4

2lAaAE dIESE HE SR B7H A WS 2 EF-’,._: Aot
E F

Measure-CFNTemplateCost -TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °
-Region us-west-1 °
-Parameter @{ ParameterKey="KeyName";
ParameterValue="myKeyPairName" }

>
e ol

T ob

oM 2: HIESIZ
A&7 URLE gt
M ELICH o] oflof
At 7RG LT A
'Value'E AtE75t0q x|

]
o
E

i p@
S MUH
ro roe
o

Pl

0
A oR
O

= MOEst= 22| EXHQ0| TEHEIAWS 8 Cha
FEHXM P2 EAME|T AFRKF X O 74 BH457}
74| m}2t0|E 'KeyName'Z} 'InstanceType'S M
= 'ParameterKey' 2! 'ParameterValue' CH 2! 'Key' 2!

o
AL -0
rm >

1
m

Al

n
g

x
oo rir

L
met >y

I
B
¥

R

4 >
0%

0

[nf
i

HT
39
o>
T
o

Measure-CFNTemplateCost -TemplateBody "{TEMPLATE CONTENT HERE}" °
-Parameter @( @{ ParameterKey="KeyName";
ParameterValue="myKeyPairName" },°
@{ ParameterKey="InstanceType";
ParameterValue="ml.large" })

oA 3: New-ObjectE AF&5to{ RIEZ! mi2tO|E MEE EEstT BHESS A= o 28 2
AAE MHFE=E 2l EXFED &4 AWS Simple Monthly Calculator URLE & CHIEE

2 M3 E 2E=0M & 2ME[D AFER X[ o7 HE ZELICEH o] oo ’RER 2
=7} & 742| ut2t0|E{ 'KeyName'Z} 'InstanceType'S MOAFMCt T 7HEEHLICE.

$pl = New-Object -Type Amazon.CloudFormation.Model.Parameter
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$pl.ParameterKey = "KeyName"
$pl.ParameterValue = "myKeyPairName"

$p2 = New-Object -Type Amazon.CloudFormation.Model.Parameter
$p2.ParameterKey = "InstanceType"
$p2.ParameterValue = "ml.large"

Measure-CFNTemplateCost -TemplateBody "{TEMPLATE CONTENT HERE}" -Parameter @( $pi,
$p2 )

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EstimateTemplateCost& & &5t
MNe.

New-CFNStack
Cl2 I E o A|E New-CFNStackl| At ghedg EoiELCt.
Tools for PowerShell V4

o 1: X|HE O|E o2 M ABHZ MMErLICH HESI2 AFEXt X mhet0|EHE AH&5tod XS
2 2HXM FE BMELICH 047|M, 'PK1' X 'PK2'E BIES! 2RIZ0| MME mtztolEo
O|E2€ LIEtY T, 'PV1 2 'PV2'e sHE mi2tO|E{e| 7t LIEFALICH AP AL K| mh2tO|Es
'ParameterKey' & 'ParameterValue' CHA! 'Key' 2 'Value'E At 3504 XIHE = JU&LICH AEH
Mol AMufst™ S T|X| et &LICH.

New-CFNStack -StackName "myStack" °

-TemplateBody "{TEMPLATE CONTENT HERE}" °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" }) °

-DisableRollback $true

of 2: X|HE O|E 2 M ABHZ MMELICH HESI2 AFEXL X|H metO|EHE AH&5tod XS
E 2EIxoM F2 EMELICH 0{7|M, 'PK1' & 'PK2'E RIZS! 2EIX | MAE m}t2t0|E{ 2
O|§2 LIEt T, 'PV1' & 'PV2'= SHE ThEtO|E{Q| gf2 LtEFHLICH AFSA X|1E mhetolEHE
'ParameterKey' & 'ParameterValue' CHA! 'Key' 2! 'Value'E At 3504 XIHE = JU&LICH AEH
MAMo| AuistHH SuEL|CE.

[ —

$pl = New-Object -Type Amazon.CloudFormation.Model.Parameter
$pl.ParameterKey = "PK1"
$pl.ParameterValue = "PV1"

I
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$p2 = New-Object -Type Amazon.CloudFormation.Model.Parameter
$p2.ParameterKey = "PK2"
$p2.ParameterValue = "PV2"

New-CFNStack -StackName "myStack" °
-TemplateBody "{TEMPLATE CONTENT HERE}" °
-Parameter @( $p1, $p2 ) °
-OnFailure "ROLLBACK"

of 3: X|HE O|F 22 M AEHE Mgt HIER2 ALS Kt
S3 URLOIM 7kRELICH 0{7]|M, 'PK1'E
i, 'Pv1'e sl mietOo|E{Q| £t LIE
'ParameterValue' CH&! 'Key' 2! 'Value'E

X|™ mztO0/E{E A& 304 Amazon
MedEl metole{ Q| o|§2 LtEt
2tO|E{= 'ParameterKey' &

I&5tod X|HE = U&LICH A MMH0o| HufstH E
8HEl1|C}H(-DisableRollback $falseE X|&HsteE A1t S ).

New-CFNStack -StackName "myStack" °

-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @{ ParameterKey="PK1"; ParameterValue="PV1" }

of 4: X|’HEl O|E 2 M AEHS MMFLICH HIER2 A8X XY THe2tO/E{E AH8 3504 Amazon
S3 URLUIM ZtXZLICt 07 |A, 'PK1'2 EHIZES! 2EI=x0i M1E mtetolE{ 2l O|§ S LIEt
LD, 'PV1'2 SHE mhEtO|E{e| 242 LtEFRLICH AFE R XY mt2tO|E{= 'ParameterkKey' &
'ParameterValue' CH&! 'Key' 2! 'Value'E At&5t0{ X|He =& U&LICH AEH Mdo| AuisiH &
“§ElL|CH(-DisableRollback $falseE X|Hst= Wit SY). XIGE LB AENS HAIE A& 2t&4 0|

HIEE Mg

New-CFNStack -StackName "myStack" °

-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @{ ParameterKey="PK1"; ParameterValue="PV1" } °
-NotificationARN @( "arnl", "arn2" )

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateStack=2 & ZsHMIL.

Remove-CFNStack

CH2 3 E o A= Remove-CFNStack2| At gttt Ho{=L|C}.

A

Foq
=

206


https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (7 4)

Tools for PowerShell V4

of 1: X|MEl AEHS Abx|BHL|C}.
Remove-CFNStack -StackName "myStack"

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeleteStackS & X 35HM 2.

=

Resume-CFNUpdateRollback

CH2 ZE o AlE= Resume-CFNUpdateRollbackl| AbE #eig Ho{FL|CH.

Tools for PowerShell V4

0f 1: O|E0| K| El AEHo| EUHE H|&BHL|CH A2 '"UPDATE_ROLLBACK_FAILED' ArEj0{0}
stLict A& E E8i0| MZ 5t AEI2 '"UPDATE_ROLLBACK _COMPLETE' A E{7} E{L|C}.

Resume-CFNUpdateRollback -StackName "myStack"

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ContinueUpdateRollback& & &
StM 2.

Stop-CFNUpdateStack

CHE ZE o Al= Stop-CFNUpdateStack2| A S EoiELICEH

Tools for PowerShell V4

of 1: XI'HEl AE40] CiEt HUCIO|EE F AT LICEH
Stop-CFNUpdateStack -StackName "myStack"

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CancelUpdateStack=2 & &= 5HAl|
o

L.

Test-CFNStack

CI2 3 E o A|l= Test-CFNStackl| At B2 Ho{=L|C}.

A
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oAl 1: AEHO| UPDATE_ROLLBACK COMPLETE, CREATE_COMPLETE,
ROLLBACK COMPLETE EE= UPDATE_COMPLETE AE{ & stLtof| = =X| EIAESFL|CY.

Test-CFNStack -StackName MyStack

24.
.

M

False

of| K| 2: AE40| UPDATE_COMPLETE EE= UPDATE_ROLLBACK_COMPLETE AEjOf| &%
K| E|AESFL|C}.

OII
HF

Test-CFNStack -StackName MyStack -Status UPDATE_COMPLETE,UPDATE_ROLLBACK_COMPLETE

2d.
.

T

True

« API M|& HE = AWS Tools for PowerShell Cmdlet & X (V4)2| Test-CFNStack2 & ZHM|2.

Test-CFNTemplate
CIS 3 E O A|= Test-CFNTemplatel| AFS &2 HoiELICH
Tools for PowerShell V4

of 1: XIJE HER 2HxO| RELE AHLICH EHols HEE 2 7[5, 48 & uteto|E7t

KEMIS| DB Elo] A&LICH.
Test-CFNTemplate -TemplateBody "{TEMPLATE CONTENT HERE}"

0of 2: Amazon S3 URLE Solf HMA 8 X|HE HESS| REHE HAUELICH E-ol= &
7ls, 48 A mteto|E 7t REMS] dE o] A& LT

M
U
[

Test-CFNTemplate -TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template

- API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ValidateTemplate2 & Z3HM2.
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Update-CFNStack
CHS 3ZE o A|= Update-CFNStackl| AFHE &g Eo{FLIC)
Tools for PowerShell V4

of 1: XIHE "HES &

9l ALS X K| I EHOIEIE A8 8104 'myStack' 242 Eo|EEHLIC
PKI'S B30 MetE

=2
o
miZt0|E{ Q| O|§ & LIEHLHT 'PV1'S sl 2t LIEFHLICH AFE R X
y' 2 'ParameterValue' CHA! 'Key' 2! 'Value'E AtE35t0{ XIHE =L QU

u}2t0|/E{= 'ParameterKe ol
L|C}.
Update-CFNStack -StackName "myStack" °
-TemplateBody "{Template Content Here}" °
-Parameter @{ ParameterKey="PK1"; ParameterValue="PV1" }
off 2: X|dE HEZ! L AEX X[E m2t0|EE ALE 5104 'myStack' 2B S AH|O|EFLICH 'PK1'
90 'PK2'E HER0 ME THEtOIE2] 01§ S LIEHAT, PV’ L PV2'E 2HE 2 LEEHL
Ch A2 R x| mh2tO|E{E 'ParameterKey' & 'ParameterValue' CHAl 'Key' 2! 'Value'E AHS 3104
xlHE £ ALt
Update-CFNStack -StackName "myStack" °
-TemplateBody "{Template Content Here}" °
-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" } )
of 3: X|gEl HES! & ALE X} X[E mEtO|EE ALE610{ 'myStack' 212 0| EgfLIC.
'PK1'2 RIE2/0of| MRiEl mt2t0|E{ Q| O|&§ S LIEHLHD 'PV2'= T 2/ S LIEHLICH AFS AL XIH

It 2t0|E{= 'ParameterKey' & 'ParameterValue' CHA! 'Key' 2! 'Value'E AFE3504 XIHE =& U&
L|CtH

Update-CFNStack -StackName "myStack" -TemplateBody "{Template Content Here}" -
Parameters @{ ParameterKey="PK1"; ParameterValue="PV1" }

ofl 4: Amazon S30i|M 7tX2 X|HE HES L AEX XY mtet0/EE A8 804 'myStack’ &
=S Adolo|EfLIC 'PK1' & 'PK2'E BIEZ/0l MAE mEt0/E{e| O|FE LIEtLHL, PV &

'PV2'E Y E 2t2 LIEFLICEH AME AL X Tt 2t0|E= 'ParameterKey' 2! 'ParameterValue' CH
2l 'Key' & 'Value'E AIE35to{ X|HE = JU&LICH

Update-CFNStack -StackName "myStack" °

I
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-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" } )

ofl 5: Amazon S30{ M 7HX{2 X|HE REX L AFS A K| mhet0|E§ AH& 3t O of|A|oi|Af IAM
2lAAE ZE e W2 E JHYE|= 'myStack' AEHE JO|O|EELICE 'PK1' & 'PK2'= HE 0]
MeAE metolE|e| 0|& & LIEFLH D, 'PV1' 2 'PV2'E QM E Zt2 LIEPHLICH AFZ A XA ot2tO]
E{E£ 'ParameterKey' 2! 'ParameterValue' CH&! 'Key' & 'Value'E At& 35104 X|HE =& l&LICt
IAM E|AA T Z8El ABH0{|AME -Capabilities "CAPABILITY_IAM" It2tO|E{E X|Zd5HoF & LCH
JHX| oo™ Ao|o|E7F AlTH3l T 'InsufficientCapabilities' 2 7 7+ &k A gtL|C}.

Update-CFNStack -StackName "myStack" °

-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" } ) °

-Capabilities "CAPABILITY_IAM"

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| UpdateStacke & Z35HA|L.

Wait-CFNStack
Cl2 ZE o A|E Wait-CFNStackQ| Al gheig Ho{FL|C}.
Tools for PowerShell V4

il &l 1: AE40] UPDATE_ROLLBACK_COMPLETE, CREATE_COMPLETE,
ROLLBACK_COMPLETE S+ UPDATE_COMPLETE #Ef & stLtol R =X| EIAE#LICH
AEHO| s B & LIV ofl B2 HENE CHA| BElAEstY| Toll B-0| 2% &F o7 [ &L,
AEHO| QHE HEN & Sttol TESLE 7|2 FMB AlZhel 607t Zube ik X| o] Zfedo| BH=
ELICH ®MEH AlZho] ZItE|H of |7 e g L|Ct ARHO| Mt Azt Lol @ HEl B} & tLtol =
=50 mto|Z QI 2 HhehElLCt.

$stack = Wait-CFNStack -StackName MyStack

oAl 2: o] oMol M= AE40| X|HE &E & otLtoll ZEHE W7 x| & 58 (300%) SF CH7 &L
Ct o7|o| M= A8 AlZE Tol| 3T A EHo| T StE 2 AR 247} mto|Z Qo2 HHEhELICt
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Wait-CFNStack -StackName MyStack -Timeout 300 -Status
CREATE_COMPLETE, ROLLBACK_COMPLETE

2d.

M

.
Capabilities : {CAPABILITY_IAM}
ChangeSetId
CreationTime : 6/1/2017 9:29:33 AM
Description : AWS CloudFormation Sample Template

ec2_instance_with_instance_profile: Create an EC2 instance with an associated
instance profile. **WARNING** This template creates one or more Amazon EC2

instances and an Amazon SQS queue. You will be billed for the
AWS resources used if you create a stack from this template.

DisableRollback : False

LastUpdatedTime : 1/1/0001 12:00:00 AM
NotificationARNs : {}

Outputs : {3

Parameters : {3

RoleARN :

StackId : arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/7ea87b50-46e7-11e7-9c9b-503a90a9c4dl
StackName : MyStack

StackStatus : CREATE_COMPLETE
StackStatusReason :

Tags {3

TimeoutInMinutes : @

oA 3: o] iKMol A= AEHo| MEH AlZH(Ol B2 7IE2t2! 60X) LHo| R E &Ef & otLtol =&

=H
Stx| gf2 el 2F E32 EoiELICH
Wait-CFNStack -StackName MyStack -Status CREATE_COMPLETE,ROLLBACK_COMPLETE

2.
.

Y]

Wait-CFNStack : Timed out after 60 seconds waiting for CloudFormation
stack MyStack in region us-west-2 to reach one of state(s):
UPDATE_ROLLBACK_COMPLETE, CREATE_COMPLETE, ROLLBACK_COMPLETE, UPDATE_COMPLETE
At line:1 char:1
+ Wait-CFNStack -StackName MyStack -State CREATE_COMPLETE,ROLLBACK_COMPLETE
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+ CategoryInfo : InvalidOperation:
(Amazon.PowerShe...tCFNStackCmdlet:WaitCFNStackCmdlet) [Wait-CFNStack],
InvalidOperationException

+ FullyQualifiedErrorId :

InvalidOperationException, Amazon.PowerShell.Cmdlets.CFN.WaitCFNStackCmdlet

« API M HE = AWS Tools for PowerShell Cmdlet & X (V4)2| Wait-CFNStack2 & Z35HMI2.

Tools for PowerShell V4E A28 CloudFront Of| Al

CHS ZE of| X0 M= CloudFrontoll A AWS Tools for PowerShell V42 Al236l04 &g £3listm &
HHAOl AILIZ|2 & T 8stE S EoiELICt.
e e Z2 ol 23st I =E0|0 HEIAEO| 23 Alstsof ghL|CH e 71 MHH|A
BrE AHMo R SESIE WHE BEoiFH 2 AlLIZ|22| HEAEN & e XUEg 2 = &L
Ct.
Zt of|Aloll= A AA FEof CHE @371 £8 Lo U2, 047[0|MH ZHEIAEN & I =EE MG
T AESHE gEdol CHs XIS 3E £ &Lct
A
e XAFOH

1 =
AFOA
= =

Get-CFCloudFrontOriginAccessIdentity
CtZ ZE o Al= Get-CFCloudFrontOriginAccessIdentityQ| AHE WHdg Eo{ELICH
Tools for PowerShell V4

0 1: O] od|A|l= -Id Tt2tO|E{2 X|ZE E Amazon CloudFront H& HAM|A IDE gH&tEFLICE. -Id
o}2tO|E{7} E£= ofL|X|Tt o] mIEZtO|E{E X|H5HXR| ot ™ A7) B[ x| & LCt

Get-CFCloudFrontOriginAccessIdentity -Id E3XXXXXXXXXXRT

=a4.
= —1.
CloudFrontOriginAccessIdentityConfig Id
S3CanonicalUserId
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Amazon.CloudFront.Model.CloudFrontOr... E3XXXXXXXXXXRT
4bee. ..

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
GetCloudFrontOriginAccessldentityE & = 35HA[ 2.

Get-CFCloudFrontOriginAccessIdentityConfig

CIE ZE o Al= Get-CFCloudFrontOriginAccessIdentityConfigQl At
Ct.

0o
L4
T

jo

HL

i

I

r

Tools for PowerShell V4

o 1: O| of|Xl|= -Id T2tO|E{2 K| &A=l EHY Amazon CloudFront & M A DO CHEE A ME
£ "retEfLICH -Id T2tO|E7) RIHEX| 2 A2 2771 wlshL|ct

Get-CFCloudFrontOriginAccessIdentityConfig -Id E3XXXXXXXXXXRT

2d.
—.

M

CallerReference Comment

mycallerreference: 2/1/2011 1:16:32 PM Caller reference:
2/1/2011 1:16:32 PM

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
GetCloudFrontOriginAccessldentityConfig& & Z35HAM|2.

Get-CFCloudFrontOriginAccessIdentitylList
CH2 ZE o Al= Get-CFCloudFrontOriginAccessIdentitylList2| AFE WS EoiELICH.
Tools for PowerShell V4

0 1: O| of|Xl|= Amazon CloudFront & HMIA ID S5 & dteterLICt -Maxltem Tt2tO|E{= 4f 2
£ x|™stez ZAntols 5 742l ID7F = &HELICE

Get-CFCloudFrontOriginAccessIdentitylist -MaxItem 2

£
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2.
—.

T

IsTruncated : True

Items : {E326XXXXXXXXXT, E1YWXXXXXXX9B}
Marker

MaxItems 2

NextMarker : ELYXXXXXXXXX9B

Quantity 2

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
ListCloudFrontOriginAccessldentitiesE & X 5HAMI2.

Get-CFDistribution
CHE ZE |A|= Get-CFDistribution®| AHE YIS Eo{ELICH.
Tools for PowerShell V4
of 1: £ = of CHEt HEE HAErLICH
Get-CFDistribution -Id EXAMPLEQ@Q@ID

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetDistribution2 & & 5tAM| .

Get-CFDistributionConfig
CI2 ZE o|Al= Get-CFDistributionConfigQ| AFE W2 Ho{ELIC}.
Tools for PowerShell V4
off 1: 7% sz of e +8& AAgfLich
Get-CFDistributionConfig -Id EXAMPLEQQ@QQID

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4) 2| GetDistributionConfig& & & 5t
M.

Get-CFDistributionList

Cl2 T E o A|lE Get-CFDistributionListl| Al i HoiZL|Ct.

A
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=
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Tools for PowerShell V4

o 1: HHZ E+S BFEEL|Ct.
Get-CFDistributionList

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListDistributions& & Z=3stMIL.

New-CFDistribution
CHS T E o A|l= New-CFDistribution@l AlE w2 HoiEL|Ct.
Tools for PowerShell V4

off 1: 24 2 7Aoo = L MHEl 7|2 CloudFront HIZ & MAIEFL|CT.

$origin = New-Object Amazon.CloudFront.Model.Origin
$origin.DomainName = "amzn-s3-demo-bucket.s3.amazonaws.com"
$origin.Id = "UniqueOriginl"
$origin.S30riginConfig = New-Object Amazon.CloudFront.Model.S30riginConfig
$origin.S30riginConfig.0riginAccessIdentity = ""
New-CFDistribution °
-DistributionConfig_Enabled $true °
-DistributionConfig_Comment "Test distribution"
-Origins_Item $origin °
-Origins_Quantity 1 °
-Logging_Enabled $true °
-Logging_IncludeCookie $true °
-Logging_Bucket amzn-s3-demo-logging-bucket.s3.amazonaws.com °
-Logging_Prefix "help/"
-DistributionConfig_CallerReference Clientl °
-DistributionConfig_DefaultRootObject index.html °
-DefaultCacheBehavior_TargetOriginId $origin.Id °
-ForwardedValues_QueryString $true °
-Cookies_Forward all °
-WhitelistedNames_Quantity @ °
-TrustedSigners_Enabled $false °
-TrustedSigners_Quantity 0@ °
-DefaultCacheBehavior_ViewerProtocolPolicy allow-all °
-DefaultCacheBehavior_MinTTL 1000 °
-DistributionConfig_PriceClass "PriceClass_All"
-CacheBehaviors_Quantity 0@ °

bal
-
o}
+
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-Aliases_Quantity 0

- API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateDistribution2 & = 5HAl|
o

-l .

New-CFInvalidation

CH2 T E o Al= New-CFInvalidationQl AlE g2 HoiEL|Ct.

Tools for PowerShell V4

oKl 1;: O] of|Kl|o| M= ID7F EXAMPLENSTXAXE®Q! HiZ 0fl CHaH M| & 3IE A EhL|Ct.
CallerReference= AF&XI7} MENSE TR 8 IDQLICH O] B 2019 58 15 @7 9A|E LIEFLH
= EFQUABI T 7} AF2E|LICH $Paths Bd4= AP XH7F 61K St = OIDIXI 2! O|C|o{ mbJod| cHEt

M 7tX| B2 E Hi X FHA|e| LR 2 X{Z g LIC}. -Paths_Quantity OH 7 B4 22 -Paths_Item OH7H
Hof XI™E & FE F=uUct

$Paths = "/images/*.gif", "/images/imagel.jpg", "/videos/*.mp4"
New-CFInvalidation -DistributionId "EXAMPLENSTXAXE" -

InvalidationBatch_CallerReference 20190515090000 -Paths_Item $Paths -Paths_Quantity
3

£24:

Invalidation Location

Amazon.CloudFront.Model.Invalidation https://cloudfront.amazonaws.com/2018-11-05/
distribution/EXAMPLENSTXAXE/invalidation/EXAMPLE8SNOK9SH

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| Createlnvalidation2 & &= 5t Al
o

- .

New-CFSignedCookie

CH2 ZE o A|lE New-CFSignedCookiel| AFE g Ho{FL|CH.
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o Xl 1: EH|E EAME AtEstod X|HE E|laL0] CHslf HBE F7|E S

SEELICH
$params = @{

"ResourceUri"="http://xyz.cloudfront.net/imagel. jpeg
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddYears(1l)
}

New-CFSignedCookie @params

[CloudFront-Expires, 1472227284]

HEELICH 7= 1

oKl 2: A2 X X MHAHS2 AF2510 X|™HE 2| AA0 CHe MEBEE F7|E MMEL|CE 7= 24

A HERE RESIH1FY Fof Btz ELICH

$start = (Get-Date).AddHours(24)
$params = @{
"ResourceUri"="http://xyz.cloudfront.net/content/*.jpeg"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=$start.AddDays(7)
"ActiveFrom"=$start

[

New-CFSignedCookie @params

[CloudFront-Policy, eyJ]Td...wIjo...

£
e
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XIHE BlA20] CHeh MBE 77/18 MALICH 771 24

oAl 3: ArEX X|H HEE A& sto 4
| Btz ELICH 2lA2o0f CHet HMAE XIHE IP HR= MEHEL

Azt HIREf R 250 17 %0

Ct.

$start = (Get-Date).AddHours(24)

$params = @{
"ResourceUri"="http://xyz.cloudfront.net/content/*.jpeg"

"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"

"ExpiresOn"=$start.AddDays(7)
"ActiveFrom"=$start
"IpRange"="192.0.2.0/24"

}

New-CFSignedCookie @params

£
Policy
[CloudFront-Policy, ey]Td...wIjo...
- API M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| New-CFSignedCookieE & Z= 5t
MNe.

New-CFSignedUrl

Ct2 ZE o Al= New-CFSignedUrlo| AtHE &2 Ho{ELICt

Tools for PowerShell V4

oMl 1: ZH|E HAME AFE35I0d X|HE 2lAA0| Cia] MEE URLE MAMEILICH URL 1A|ZEH S
|

FL|CH M™EE URLO| & El System.Uri Z4x|7} mto|Z2lelo 2 L LHEILICH.

A

ohes

1I°I'

$params = @{
"ResourceUri"="https://cdn.example.com/index.html"

"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"

"ExpiresOn"=(Get-Date).AddHours(1)
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}
New-CFSignedUrl @params

0o
1z
0%
x

oA 2: ArEXE X|H HHMZ A8 5tod XIHE ElAL0] Tia MEE URLE Y EELICH URLE 24

AlZt FI2E RE5HH 1T Y Fof BFRELICH

$start = (Get-Date).AddHours(24)

$params = @{
"ResourceUri"="https://cdn.example.com/index.html"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddDays(7)

"ActiveFrom"=$start
}
New-CFSignedUrl @params

oA 3: AL A X|H HAE AL 5o X|HE 2lAA0 Cha MEE URLE

MetL|Ct URLE 24
AZH HEE f56tH 1FY £of 2 ELICEH 2|AA0 CHE HHAE RHE P HRZE NEHEIL
CF.

$start = (Get-Date).AddHours(24)
$params = @{
"ResourceUri"="https://cdn.example.com/index.html"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddDays(7)
"ActiveFrom"=$start
"IpRange"="192.0.2.0/24"
}
New-CFSignedUrl @params

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| New-CFSignedUrl2 & &= 5t Al
o

L.

Tools for PowerShell V4& A& €t CloudTrail o/ Al

0%
oh
Kl

CHS 2 E o X0 M= CloudTrailzt 74 AWS Tools for PowerShell V4E AF235l0 ZFE2 4
UHIOI AILIE|IR E F35ts s HEo{ELICt

CloudTrail 219
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A2 it T2 YFE T E0|H HEAE | ahE| AZMSHoF ELICH 22 7HE MH|A
grE Aoz S &5 WHE BEoiFH & AlL2|2e| HHEAEN = 2 2 £ e
Ct.

Zk ol Alod|= MR AA FEof CHEF 237 ZEE0] QIom, 047 ||A ZHEIAEN 2 FIEE MAE
1 ASHE g0l chs X|IEE &2 £ &Lct

Find-CTEvent
CH2 3 E o AlE Find-CTEvent Q| A2 EHE{E Ho{ZL|Ct.

Tools for PowerShell V4

oAl 1: X|eh 7 Sof st ZE o|HEE BHEELICH 7|EXH 22 omdlet2 ZE O[HEE MY
ot7| sl AtS2 2 ofe] He| 2H S &2 AL8stH, MH[A0M FIHGIOIHE AEE + itk

EAE|H S2ELCH

Find-CTEvent

oMl 2: 24X} & 7|2 2f0] ot 2| E XIHstod x| 7 Sot Wt ZE o|HEES greterLch.

rOII

Find-CTEvent -Region eu-central-1
of| X 3: Runinstances API 21 S &1 ¢i4El £ E O|HIEE vtet&LCt

Find-CTEvent -LookupAttribute @{ AttributeKey="EventName";
AttributeValue="RunInstances" }

oAl 4: M2 57H2| At8 7ts¢Et O|HIEE BHEtELICEH
Find-CTEvent -MaxResult 5

- API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| LookupEventsE & Z35HMI2.

2
e
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0o
1z

02
x

Get-CTTrail
Cl2 ZE o AlE Get-CTTrailol AF2 g HoiEL|Ct.
Tools for PowerShell V4

oAl 1: Aol s4x 2|} HEE 2HE FHo| A gretefLict

Get-CTTrail

ol Al 3: 3R & 7|2 Zt0| ol 2|™(0] B9 Z™ I F =2 E(eu-central-1) 210 MEE XIHE
Z™of CHEH S Bretgolct

Get-CTTrail -TrailNamelList trailABC,trailDEF -Region eu-central-1

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTrailsg & & 5HAM| .

Get-CTTrailStatus
CI2 T E A|E Get-CTTrailStatuso| Al &2 Ho{FL|Ct.

Tools for PowerShell V4

oAl 1: O|&F Ol 'myExampleTrail'@l F&2{o| 2teff HEE pteterL|Ct ghetEl oio|E{d= & 2F,
Amazon SNS % Amazon S3 2/, £X9o| 2Z A% I FX| Alzhof CiEt HEIt Z=FELICE O
oMol Mz 20| A & 7|27t SUE 2o M S EAJCk D FHEEFLICE

Get-CTTrailStatus -Name myExampleTrail

ol X 2: 3R] & 7|2 Z2t0| ol 2|™(0] B2 =™ I F =2 E(eu-central-1) EIT)0IM MEE Fx 0
H=H

LS

Get-CTTrailStatus -Name myExampleTrail -Region eu-central-1

£
e
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« API M[¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetTrailStatusE & Z5HM 2.

New-CTTrail
CIS ZE o A|E New-CTTrailol AFE S EHoiELIC}.
Tools for PowerShell V4

oflAl 1: 21 I Y AE2|X|0f 'amzn-s3-demo-bucket' HZIE Al & Fx{g MMEHLICT
New-CTTrail -Name "awscloudtrail-example" -S3BucketName "amzn-s3-demo-bucket"

of| Al 2: 21 I AE2|X|0d 'amzn-s3-demo-bucket' HZ! 2 A& T2 MMELICH 232 L}
EtLi= S3 ZA|2| & 7| MF A= 'mylogs'ILICH M 2327 HZ!of| ME = 2 20| SNS F=A|

'mlog-deliverytopic’' 2 £ M&ELICE O] Mo M= AZE S E AF&3104 cmdleto| Zt2tO|E L2

X-”_l_ol'l__ll:l..

$params = @{
Name="awscloudtrail-example"
S3BucketName="amzn-s3-demo-bucket"
S3KeyPrefix="mylogs"
SnsTopicName="mlog-deliverytopic"

}
New-CTTrail @params

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateTrailE & Z3HMI2.

Remove-CTTrail
CH2 3 E o A|l= Remove-CTTrail 2| At BitHE Ho{=L|C}.
Tools for PowerShell V4

oAl 1: XIEE FHE ANELICH FFo| A7 ™Mol fQl 2FZEJ FA[ELICH H ZF

ZEE #EH5t24H -Force A9I%| Th2HOIEIE S 7betLICt
Remove-CTTrail -Name "awscloudtrail-example"

- API M|® HE = AWS Tools for PowerShell Cmdlet & X (V4)9| DeleteTrailg & X 35HAML.
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0o
1z
0%

Start-CTLogging
CHS ZE o AlE Start-CTLoggingl| AFHE & E Eo{FL|C)

Tools for PowerShell V4

oA 1: 'myExampleTrail'O|2t= FZof Ciet AWSAPIEZE X EO 0pd ™

—_—= =<

7
=
O tiAMlofME F=2of A & 7|22t S EIHoM SEEJICt D 7HEE L

Start-CTLogging -Name myExampleTrail

Of| Al 2: THXH & 7|22l otl 2|T(0] B ZF I F 2 E(eu-central-1) 2|T)0M HEE FHof
CHEt AWS APl 2& H 23 It ME 9| 7|S S AR LICH

Start-CTLogging -Name myExampleTrail -Region eu-central-1

- API M|§ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| StartLoggingS & Z=5HAI2.

Stop-CTLogging

CtE 2= 0o Al= Stop-CTLogging2| At

oo
oz
It
[0
HL
e
BN
r
o

Tools for PowerShell V4

oAl 1: 'myExampleTrail'O|2t= FA0 CHEt AWS APIZE S8 L 2T 0t ™
LICt O] Aol M= Fxo| A & 7|22t SYUF 2o Mo

Stop-CTLogging -Name myExampleTrail

o

oA 2: X & 7|=22k(0l &

3 F 2 E(eu-central-1) 2[7)0| ot il CHE Z|TH0I|M dHE
xof CHEH AWS AP |

L M& 7|52 LAl SX[ELICH

(ST
=

o
L
%; DlEE

Stop-CTLogging -Name myExampleTrail -Region eu-central-1

- APl M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| StopLoggingS & Z35HMI2.

[

Update-CTTrail

CH2 ZE o A|E Update-CTTrailol AFE WHHE HoiELICH.

=
e

A

Foq
=
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Tools for PowerShell V4

oAl 1: 22 H AMH|A O|HIE(0]: IAMS] O[HIE)7} Z7ISEIEE XIHE FH2 UOO|ES D ¥
2 MMElE 20 01U 25 7| HEAFS 'globallogs' 2 ¥ LICH.

Update-CTTrail -Name "awscloudtrail-example" -IncludeGlobalServiceEvents $true -
S3KeyPrefix "globallogs"

oA 2: Ml 21 M&oi CcHEF € 2lo| X|X=I SNS FAHE MEETEE XM= FHME Ao/ EgrL
Ct.

Update-CTTrail -Name "awscloudtrail-example" -SnsTopicName "mlog-deliverytopic2"
odl 3: 27t Ot E HAcE MEEE T X|HE FHE Holo|ERFLICH
Update-CTTrail -Name "awscloudtrail-example" -S3BucketName "otherlogs"

- API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| UpdateTrailE & Z3HM2.

Tools for PowerShell V4E AF2 8 CloudWatch oA

Ch 3 E 01|7H|01IA‘|= CloudWatch®}t 74 AWS Tools for PowerShell V4E Al23604 22 £3stD
Ul AILLE|2 s5te S Ho{ELCt

A2 CHRE T2 oM LHS T =0l A S0l XA Aok BLICH TS WY MH|A
4B NYNMOE SESHE WHS HoIRH B ALIEIQ 0 HHAS| T A B £ AUsL
Ct.
2t o Alofls B A4 0| ChEt YA ZBHEI0] U, 047(0IM ZHHAE HA AES LK
T AsHE wol CfEt XIEg ¥ 4 st
A
e XAFOA

—1 =
XFOA
|

Get-CWAlarm

CIS ZE o Al= Get-CWAlarmQ| A2 EHEd2 Hoi{FL|Ct.

CloudWatch 224
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Tools for PowerShell V4
of| Al 1: CloudWatchOll M £¢8 & X|E 4
Get-CWAlarm -MaxRecords 1

2d.
=.

M

CompositeAlarms MetricAlarms
{MetricAlarms-01}
{MetricAlarms-02}
{MetricAlarms-03}

Ol Al 2: -AlarmType It2tO|E{E CompositeAlarms2 A% & CloudWatcholl M =

oF greterLCE.

HE XSt 2E GEE gretehuct

NextToken

NextToken-01
NextToken-02
NextToken-03

345 O|0|E]

Get-CWAlarm -AlarmType 'CompositeAlarms'

£24:

CompositeAlarms

MetricAlarms NextToken

{CompositeAlarms-01}
{CompositeAlarms-02}
{CompositeAlarms-03}

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAlarmsE & ZsHAIL.

Get-CWDashboard
CIS ZE o A|E Get-CWDashboardl| AIE S HoiFL|C}.
Tools for PowerShell V4
Ol Al 1: X|HEI CHA|EE Q| arn 228 Htetstct.
Get-CWDashboard -DashboardName Dashboardl

2d.
—.

T

£
e
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DashboardBody

DashboardArn
arn:aws:cloudwatch::123456789012:dashboard/Dashboardl {
(V4)2| GetDashboard& & E5HML2.

HE AWS Tools for PowerShell Cmdlet & X

« APl M HE
Get-CWDashboardList
Cl2 ZE o A|E Get-CWDashboardListo| A2 {2 EoiFL|Ct.
Tools for PowerShell V4
oAl 1: A™He| CHAIEE AN E BHEtEFLICEH
Get-CWDashboardList
24.
Size

T

.

DashboardArn DashboardName LastModified
7/6/2017 8:14:15 PM 252

arn:... Dashboardl
oAl 2: O|§O| HF AL 'dev'E A|ZSHE AHHO| CHAIEE ZMg vtetehct
Get-CWDashboardList -DashboardNamePrefix dev
« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListDashboardsE & X 3HML.
Remove-CWDashboaxrd
Ct ZE 0 Al= Remove-CWDashboardl| AHE HHHE Eo{F LIt
Tools for PowerShell V4
oAl 1: XI’HEl CHAIEEE A AetD A &5t 7| Tol #Rlg fIs sFefLICt &elg f3[ete{H &
Hoi| -Force AR|X|E F7+&FLCH
226

Remove-CWDashboard -DashboardName Dashboardl
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet & &£ (V4)2| DeleteDashboards& & Z= 5tAl|
(@}

L.

Write-CWDashboaxd
CIS I E o A|= Write-CWDashboardl| AFE ¥ E HoiFL|Ct
Tools for PowerShell V4

oAl 1: X|E % 2702 LIEtS| £ &5 E = 'Dashboard1'0|2tE CHA|EEE MASH7HLE AO|0|E
2rLct.

$dashBody =
{
"widgets": [
{

"type":"metric"
"X":@,

y
"w1dth":12

"height":6
"properties":{
"metrics":[
[

"AWS/EC2",
"CPUUtilization",
"Instanceld",
"i-@12345"

1,

"period":300,
"stat":"Average",
"region":"us-east-1",
"title":"EC2 Instance CPU"

"type":"metric",
"x":12,

"y":0,
"width":12
"height":6
"properties":{

ztof 227
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"metrics":[

[
"AWS/S3",
"BucketSizeBytes",
"BucketName",
"amzn-s3-demo-bucket"
]

1,

"period" :86400,

"stat":"Maximum",
"region":"us-east-1",
"title":"amzn-s3-demo-bucket bytes"

}
"e

Write-CWDashboard -DashboardName Dashboardl -DashboardBody $dashBody

oAl 2: CHA|EEE 5Lt U|0|ESto4 CHAIEEE HBst= 2R E cmdletod] HF & L
C}.

$dashBody =

{

}

||@

$dashBody | Write-CwWDashboard -DashboardName Dashboardil

« APl M|I& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| PutDashboard& & Z3HAM|2.

=

Write-CWMetricData
CIS T E oA|l= Write-CWMetricDatall AFE w2 EHoiEL|Ct

Tools for PowerShell V4
of| Al 1: A MetricDatum ZHX|E 24351 1, Amazon Web Services CloudWatch X|ZE0i| £ L|C}.

### Create a MetricDatum .NET object

£
e
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$Metric = New-Object -TypeName Amazon.CloudWatch.Model.MetricDatum
$Metric.Timestamp = [DateTime]: :UtcNow

$Metric.MetricName = 'CPU'

$Metric.Value = 50

### Write the metric data to the CloudWatch service
Write-CWMetricData -Namespace instancel -MetricData $Metric

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| PutMetricDataZ & ZX35HM 2.

Tools for PowerShell V4& Al &8t CodeCommit 04| Al

CtS I E o X0 AHE CodeCommitzt &7H AWS Tools for PowerShell V4E AF236104 28 =&
1 UBIHOI AILIZ|RE F 36t WHE Eo{ELICt

Aoje e T2 2o ehst I =00 HAEAE| 2t&| AlSHsHoF ghL|ct. Zhede 7Hed AMH|
48 Aoz $E5e WHE HoiFH 23 AlLIZ2|Qo HHEAEN HE XHYE 2 £+ US
Ct.

Zt | Alof= HA AL ZEo]| CHE @37 T E|0] UM, 047|0|M HEAEN HHE I EE A%
1 A™SHE gdo] CHEr XIEE 3t &= U&LICH.

Get-CCBranch
Cl2 ZE o A|E Get-CCBranch@| Al Wt HoiFL|C}.
Tools for PowerShell V4
off Al 1: O] oMM E XIHE ElZXIEE|Q| X|HE E3X|of CHEt HEE 7HMSLICH
Get-CCBranch -RepositoryName MyDemoRepo -BranchName MyNewBranch

£24:

BranchName CommitId

CodeCommit

229
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MyNewBranch 7763222d...561fc9c9

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetBranch& & Z3HMIL.

Get-CCBranchList
Cl2 ZE o A|E Get-CCBranchList 2| A2 g2 HoiEFL|Ct.
Tools for PowerShell V4

oAl 1: O] oMol MHE XIHE E|ZX|EE|Q ERliX| O|§ S5 7tXSLICt
Get-CCBranchList -RepositoryName MyDemoRepo

2.
—.

T

master
MyNewBranch

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListBranchesE & Z3HAM|2.

Get-CCRepository
CH ZE 0 Al= Get-CCRepositoryf| A& W E 2o{&LICt
Tools for PowerShell V4

oAl 1: o] oMo M= X|HE ElZXIEE|of CiEF HEE 7S LI

Get-CCRepository -RepositoryName MyDemoRepo

£
AccountId : 80398EXAMPLE
Arn : arn:aws:codecommit:us-east-1:80398EXAMPLE :MyDemoRepo
CloneUrlHttp : https://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo
CloneUrlSsh : ssh://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo

£
e
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CreationDate 9/8/2015 3:21:33 PM
DefaultBranch
LastModifiedDate 9/8/2015 3:21:33 PM
RepositoryDescription : This is a repository for demonstration purposes
RepositoryId c7d0d2b0-ce40-4303-b4c3-38529EXAMPLE
RepositoryName : MyDemoRepo
« APl M|& HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetRepositoryE & ZEHAI2.
Get-CCRepositoryBatch
CH2 ZE o A|= Get-CCRepositoryBatchl| Al WS EoiFLICH
Tools for PowerShell V4
oA 1: o]l Mo M= XIHE 2|ZX|EE| & o 2|ZXECE HE = AD HE = H=X =
g LICH.
Get-CCRepositoryBatch -RepositoryName MyDemoRepo, MyNewRepo, AMissingRepo
=a4.
= 1
Repositories RepositoriesNotFound
{MyDemoRepo, MyNewRepo} {AMissingRepo}
- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| BatchGetRepositoriesE & & 5}
M.
Ol Al= Get-CCRepositorylListo| AHS YHHE Eo{F LI}
IES 7|ECE QER=CE LFELCH
231

Get-CCRepositorylList
Og 3=

Tools for PowerShell V4
oilAl 1: O] tiAMHIME 2ZE BIZXIEZ
Get-CCRepositorylList -Order Ascending -SortBy RepositoryName

2d.
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RepositoryId RepositoryName

c7d0d2b0-ce40-4303-b4c3-38529EXAMPLE MyDemoRepo
05f30c66-e3e3-4f91-a0cd-1c84aEXAMPLE MyNewRepo

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListRepositoriesE & & 5tAM| 2.

New-CCBranch
Cl2 I E o A|E New-CCBranchl| A2 ¥eig EoiEL|Ct.
Tools for PowerShell V4

olA| 1: O] A E RHE 2|ZX|EZ|Q X|HE O|E1 X|HE 7! IDE M ERH%|E MAISH|
CH.

New-CCBranch -RepositoryName MyDemoRepo -BranchName MyNewBranch -CommitId
7763222d...561fc9cH9

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateBranchE & Z5tM| 2.

o

New-CCRepository
CHE Z = o A= New-CCRepository2| AIE ¥ HoiELICH.
Tools for PowerShell V4

oAl 1: o oMol M= X|EE O|FT X|HE Bz M E|ZX(EEE SGTLICH

New-CCRepository -RepositoryName MyDemoRepo -RepositoryDescription "This is a
repository for demonstration purposes."

£
AccountId : 80398EXAMPLE
Arn : arn:aws:codecommit:us-east-1:80398EXAMPLE :MyDemoRepo
CloneUrlHttp : https://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo
CloneUrlSsh : ssh://git-codecommit.us-east-1.amazonaws.com/vl/repos/

MyDemoRepo

£
e
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CreationDate : 9/18/2015 4:13:25 PM

DefaultBranch

LastModifiedDate : 9/18/2015 4:13:25 PM

RepositoryDescription : This is a repository for demonstration purposes.
RepositoryId 1 43ef2443-3372-4b12-9e78-65c27EXAMPLE
RepositoryName : MyDemoRepo

- API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateRepositoryE & Z5HM|2.

Remove-CCRepository
CHZ ZE o Al= Remove-CCRepository2| AF& WS HoiELICH.
Tools for PowerShell V4

oAl 1: O]l Mo MHE XIHE EIZXEEIE ZHE ATMELICH WHES ASSHHE HS -7
off &Qlstete TEZETJL EAIELICH -Force Tt2HO|E{E FII5t0{ ZEZE Qi0| 2| X|EEIE
ARK||BFLIC.

Remove-CCRepository -RepositoryName MyDemoRepo

2d.
—.

M

43ef2443-3372-4b12-9e78-65c27EXAMPLE

« API M|§ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteRepositoryE & = HM| L.

Update-CCDefaultBranch
CH2 ZE o A|l= Update-CCDefaultBranchl| AHE &g Eo{FLICH.
Tools for PowerShell V4

oAl 1: O] oMol M= XI™E E|ZX[EE|Q| 7|2 EHAXIE X[HE EA;XE HFEELICH
Update-CCDefaultBranch -RepositoryName MyDemoRepo -DefaultBranchName MyNewBranch

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateDefaultBranch& & &= 5t
M.

£
e
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x

Update-CCRepositoryDescription
CH2 ZE o A|= Update-CCRepositoryDescription?| A S HoiELICH
Tools for PowerShell V4

oAl 1: o] dMoM= X|HE ElZX|EE|0of CiEF TS HEFLICH

Update-CCRepositoryDescription -RepositoryName MyDemoRepo -RepositoryDescription
"This is an updated description."

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateRepositoryDescription=
A =SMD.

Update-CCRepositoryName
Ct2 ZE 0 Al= Update-CCRepositoryNamel| A& W g 2 04&LICtH
Tools for PowerShell V4

oAl 1: O] MM E RIXHE 2|ZX|E2|Q| O|E2 ¥iZ4Et

ok
r
[u}

Update-CCRepositoryName -NewName MyDemoRepo2 -0ldName MyDemoRepo

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateRepositoryName= & &
StM 2.

Tools for PowerShell V4E AL&§t CodeDeploy 01/ Al

IS 2 E oMol M= CodeDeploy2t & 74 AWS Tools for PowerShell V4E AF&35104 e &8st
POl AILIE[RE F3iste W2 2o{E L Ct

1

xtole CIFE T2 3ol SalE I oln HEA SO 23 Assiol BLICH IS T AMulA
H4E NHMOR 555 WHS HoTH B AL HHAE T TS B 4 s
=

Y37t EEEI0] UM, 047I0lM HHAE HH TEE MHSH
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e XlOd
=1 =

X0
L

Add-CDOnPremiseInstanceTag

CHE Z = o A= Add-CDOnPremiseInstanceTagl| AFHE &S Eo{FLIC)

Tools for PowerShell V4

oAl 1: o] AdMoM=E X|HE 2ze0fa LA Cis X|HEl 7(2t 2ol = 2Z8(0|A 1A
HA B3 8 FIMELICH

Add-CDOnPremiseInstanceTag -InstanceName AssetTagl2010298EX -Tag @{"Key" = "Name";
"Value" = "CodeDeployDemo-OnPrem"}

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
AddTagsToOnPremisesinstances& & X 5HA| 2.

Get-CDApplication
CH2 ZE o Al= Get-CDApplication® AFS &g HoiFLICH
Tools for PowerShell V4

oAl 1: o] oMol M= XI'EE ol ZEI7 o]0l CHEt HE & 7HX{ZLICH

—

Get-CDApplication -ApplicationName CodeDeployDemoApplication

2d.
.

T

ApplicationId ApplicationName CreateTime
LinkedToGitHub

e@7fb938-091e-4f2f-8963-4d3e8EXAMPLE CodeDeployDemoApplication 7/20/2015
9:49:48 PM False

« API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetApplication2 & Z3HAM2.

(=

£
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Get-CDApplicationBatch
CHS 3 E oA
Tools for PowerShell V4

oAl 1: o] oAM= X

O & 2[7l| o]0 CHEt

E Get-CDApplicationBatchQ| AFE &g EoiFL|CH

HEE 7tMS LU

Get-CDApplicationBatch -ApplicationName CodeDeployDemoApplication,

CodePipelineDemoApplication

=ag4.

= —1-
ApplicationId ApplicationName CreateTime

LinkedToGitHub

e07fb938-091e-4f2f-8963-4d3e8EXAMPLE CodeDeployDemoApplication 7/20/2015
9:49:48 PM False
lecfd602-62f1-4038-8f0d-06688EXAMPLE CodePipelineDemoApplication 8/13/2015
5:53:26 PM False

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| BatchGetApplications= & &= 5t
M.

Get-CDApplicationList
Clg 3=
Tools for PowerShell V4

olxf 1: o] oMol M= ALE 7HsE oHEEIF01ME F
Get-CDApplicationList

2d.
.

M

CodeDeployDemoApplication
CodePipelineDemoApplication

Ol AlE Get-CDApplicationListo| AE

PSS HoiFELch

=52 7S

£
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« API M| HE = AWS Tools for PowerShell Cmdlet & & (V4) 2| ListApplications2 & =35t

=

x

|12,

Get-CDApplicationRevision
Ct2 ZE 0 Al= Get-CDApplicationRevision®| AbE HHHES Eo{F LIt
Tools for PowerShell V4

oAl 1: O] dlMolM= X|HEl o Z 27 0|4 FHH ol CHEt HEE 7HME LT

4=

$revision = Get-CDApplicationRevision -ApplicationName CodeDeployDemoApplication
-S3Location_Bucket amzn-s3-demo-bucket -Revision_RevisionType S3 -

S3Location_Key 5xd27EX.zip -S3Location_BundleType zip -S3Location_ETag
4565c1ac97187f190c1a90265EXAMPLE

Write-Output ("Description = " + $revision.RevisionInfo.Description + ",
RegisterTime = " + $revision.RevisionInfo.RegisterTime)
=e4d.
= -

Description = Application revision registered by Deployment ID: d-CX9CHN3EX,
RegisterTime = 07/20/2015 23:46:42

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetApplicationRevision2 & X
St 2.

Get-CDApplicationRevisionList
CHE ZE o Al= Get-CDApplicationRevisionlListO| Al WH¥{E EoiFL|CH
Tools for PowerShell V4

oAl 1: O] MM = X|IHE o ZE|FH[ 0|0 ALE 7hSEF I ol CHEF HEE 7HXSLICH

ForEach ($revision in (Get-CDApplicationRevisionList -ApplicationName
CodeDeployDemoApplication -Deployed Ignore)) {
>> If ($revision.RevisionType -Eq "S3") {

>> Write-Output ("Type = S3, Bucket = " + $revision.S3Location.Bucket
+ ", BundleType = " + $revision.S3Location.BundleType + ", ETag = " +
$revision.S3Location.ETag + ", Key = " + $revision.S3Location.Key)

>> }

>> If ($revision.RevisionType -Eq "GitHub") {

£
e
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>> Write-Output ("Type = GitHub, CommitId = " +
$revision.GitHubLocation.CommitId + ", Repository = " +
$revision.GitHubLocation.Repository)

>> }

>> }

>>

£24:

Type = S3, Bucket = amzn-s3-demo-bucket, BundleType = zip, ETag =
4565c1ac97187f190c1a90265EXAMPLE, Key = 5xd27EX.zip

Type = GitHub, CommitId = f48933c3...76405362, Repository = MyGitHubUser/
CodeDeployDemoRepo

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListApplicationRevisions2 &%
StM 2.

Get-CDDeployment
Ct2 ZE o Al= Get-CDDeployment 2| AFE W S HoiEL|C}.
Tools for PowerShell V4

oAl 1: O MM = RIEE HiZof CHEF 2 oF HEE 7S LICH

Get-CDDeployment -DeploymentId d-QZMRGSTEX

£
ApplicationName : CodeDeployDemoApplication
CompleteTime : 7/23/2015 11:26:04 PM
CreateTime 1 7/23/2015 11:24:43 PM
Creator : user
DeploymentConfigName : CodeDeployDefault.OneAtATime
DeploymentGroupName : CodeDeployDemoFleet
DeploymentId : d-QZMRGSTEX
DeploymentOverview : Amazon.CodeDeploy.Model.DeploymentOverview
Description
ErrorInformation

IgnoreApplicationStopFailures : False
Revision : Amazon.CodeDeploy.Model.RevisionLocation

£
e
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0o
1z

02

StartTime : 1/1/0001 12:00:00 AM
Status : Succeeded

ol x| 2: o] Mol M= RITHEl i ol Fo{5t= QAR AO| A EHof CHEF HEE 7HX{SLICt
(Get-CDDeployment -DeploymentId d-QZMRGSTEX).DeploymentOverview

ER

Failed
InProgress :
Pending

Skipped
Succeeded

S ST S R ST )

oAl 3: o] oiMolM= XI'EEl HiZ 2| ol Z (70l 7HHol| CHEt HE & 7S LICh

(Get-CDDeployment -DeploymentId d-QZMRGSTEX).Revision.S3Location

£
Bucket : amzn-s3-demo-bucket
BundleType : zip
ETag : cfbb81b304ee5e27efc2ladaed3EXAMPLE
Key : clzfgEX
Version

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetDeploymentE & Z3HMIL.

Get-CDDeploymentBatch
Ct2 ZE o Al= Get-CDDeploymentBatchl| AtHE &2 Eo{ELICt
Tools for PowerShell V4

oAl 1: o] oMol M= XI'EE HiZof CHEF WEE 7HSLIch
Get-CDDeploymentBatch -DeploymentId d-QZMRGSTEX, d-RROT5KTEX

2d.
—.

T

£
e
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1z

02
x

CIS 3

ApplicationName
CompleteTime
CreateTime

Creator
DeploymentConfigName
DeploymentGroupName
DeploymentId
DeploymentOverview
Description
ErrorInformation

IgnoreApplicationStopFailures :

Revision
StartTime
Status

ApplicationName
CompleteTime
CreateTime

Creator
DeploymentConfigName
DeploymentGroupName
DeploymentId
DeploymentOverview
Description
ErrorInformation

IgnoreApplicationStopFailures :
: Amazon.CodeDeploy.Model.RevisionLocation
: 1/1/0001 12:00:00 AM

: Succeeded

Revision
StartTime
Status

- APl ME HH
MNg.

Get-CDDeploymentConfig

Tools for PowerShell V4

oAl 1: o] fX[olM= XIEE HiZ Fdoi Cigh 2

E = AWS Tools for PowerShell Cmdlet &&=

| A= Get-CDDeploymentConfigQ| AL HHHE

: CodeDeployDemoApplication

1 7/23/2015 11:26:04 PM

1 7/23/2015 11:24:43 PM

! user

: CodeDeployDefault.OneAtATime

: CodeDeployDemoFleet

: d-QZMRGSTEX

: Amazon.CodeDeploy.Model.DeploymentOverview

False

: Amazon.CodeDeploy.Model.RevisionLocation
: 1/1/0001 12:00:00 AM
: Succeeded

: CodePipelineDemoApplication

1 7/23/2015 6:07:30 PM

: 7/23/2015 6:06:29 PM

! user

: CodeDeployDefault.OneAtATime

: CodePipelineDemoFleet

: d-RROT5KTEX

: Amazon.CodeDeploy.Model.DeploymentOverview

False

(V4)2| BatchGetDeployments& &=

AEEE=

HoiELICt.

of HEE 7hMELIch

Get-CDDeploymentConfig -DeploymentConfigName ThreeQuartersHealthy

ot

bal
+

il
I
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—.

T

CreateTime DeploymentConfigId DeploymentConfigName
MinimumHealthyHosts

10/3/2014 4:32:30 PM 518a3950-d034-46a1-9d2c-3c949EXAMPLE ThreeQuartersHealthy
Amazon.CodeDeploy.Model.MinimumHealthyHosts

of{Ai| 2: O] oAM= X|IHE HHZ Fd 9| Holol| CiEh YEE 7 F LIt

Write-Output ((Get-CDDeploymentConfig -DeploymentConfigName
ThreeQuartersHealthy).MinimumHealthyHosts)

£3:

Type Value

FLEET_PERCENT 75

- API M|® HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetDeploymentConfigE & &= &}
M.

Get-CDDeploymentConfiglList
CtZ ZE o Al= Get-CDDeploymentConfiglListo| AbE &2 Eo{ELICt
Tools for PowerShell V4

oAl 1: O] MM E AL 7tSEH HIZ 78 S 52 7HXSLICH
Get-CDDeploymentConfiglList

2d.
.

M

ThreeQuartersHealthy
CodeDeployDefault.OneAtATime
CodeDeployDefault.Al1AtOnce
CodeDeployDefault.HalfAtATime

£t 241
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0lo

A

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)9| ListDeploymentConfigsE & X
SHMI2.

Get-CDDeploymentGroup
CH2 ZE o A|= Get-CDDeploymentGroupl| AFHE &S Eo{FLICH
Tools for PowerShell V4

oflx 1: o] iAol M= XIHE BiE 2 &0 CHet HEE 7HMSL

Get-CDDeploymentGroup -ApplicationName CodeDeployDemoApplication -
DeploymentGroupName CodeDeployDemoFleet

2d.

T

="

ApplicationName : CodeDeployDemoApplication
AutoScalingGroups : {3

DeploymentConfigName : CodeDeployDefault.OneAtATime
DeploymentGroupId : 7d7c098a-b444-4b27-96ef-22791EXAMPLE
DeploymentGroupName : CodeDeployDemoFleet

Ec2TagFilters : {Name}

OnPremisesInstanceTagFilters : {}

ServiceRoleArn : arn:aws:iam: :80398EXAMPLE:role/
CodeDeploySampleStack-4ph6EX- CodeDeployTrustRole -09MWP7XTL8EX
TargetRevision : Amazon.CodeDeploy.Model.RevisionLocation

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetDeploymentGroup& & & &}
M.

Get-CDDeploymentGrouplList
CH2 Z = o A|= Get-CDDeploymentGrouplList| AHS ¥dg HoiFL|CH
Tools for PowerShell V4

oAl 1: o oMol M= XIEE ol ZEIFH0|Me| HiZ T & |52 7HXSLICh

Get-CDDeploymentGrouplList -ApplicationName CodeDeployDemoApplication

I
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2.
—.

T

ApplicationName DeploymentGroups
NextToken

CodeDeployDemoApplication {CodeDeployDemoFleet, CodeDeployProductionFleet}

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListDeploymentGroups2 & X
StAl2.

Get-CDDeploymentInstance
CHE ZE o Al= Get-CDDeploymentInstancel| AHE @82 Eo{ELICH.
Tools for PowerShell V4

oAl 1: o oMol M= XIEE HlZ 2| X|HE QAaBHA CHet HEE 7HMSLICH

—

Get-CDDeploymentInstance -DeploymentId d-QZMRGSTEX -Instanceld i-254e22EX

£3:
DeploymentId : d-QZMRGSTEX
Instanceld : arn:aws:ec2:us-east-1:80398EXAMPLE:instance/i-254e22EX
LastUpdatedAt : 7/23/2015 11:25:24 PM
LifecycleEvents : {ApplicationStop, DownloadBundle, BeforeInstall, Install...}
Status : Succeeded

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetDeploymentinstance& & X
StM 2.

Get-CDDeploymentInstanceList
CtZ ZE o Al= Get-CDDeploymentInstancelistQ| AHS W g EoiFLIC
Tools for PowerShell V4

oAl 1: O] oMol RIHE HiZ | QIARIA ID S5 7HSLct

I
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Get-CDDeploymentInstancelList -DeploymentId d-QZMRGSTEX

2.
—.

M

1-254e22EX
1-274e22EX
i-3b4e22EX

« APl M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListDeploymentinstances& %t
hafd OI'A-” O

Get-CDDeploymentList
CHS ZE o A|= Get-CDDeploymentListl| AFS &g HoiFLICH
Tools for PowerShell V4

of Al 1: O] oAM= K|HE OHZZ|FH|0|Ad L HIE JI=0| HiE ID 22 S 7}X{SL|C}

Get-CDDeploymentList -ApplicationName CodeDeployDemoApplication -DeploymentGroupName
CodeDeployDemoFleet

24.
.

M

d-QZMRGSTEX
d-RROT5KTEX

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListDeployments& & Z35HAM 2.

Get-CDOnPremiseInstance
CH2 ZE o Al= Get-CDOnPremiseInstancel| AFHE &S Eo{ELICE
Tools for PowerShell V4
olxfl 1: o] tiMof M= XIHE 2L 0|A QAR AN ChEt HEE JHXMSLICH
Get-CDOnPremiseInstance -InstanceName AssetTagl2010298EX

2d.
—.

T

£
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DeregisterTime : 1/1/0001 12:00:00 AM

IamUserArn : arn:aws:iam: :80398EXAMPLE:user/CodeDeployDemoUser
InstanceAzrn : arn:aws:codedeploy:us-east-1:80398EXAMPLE:instance/
AssetTagl2010298EX_rDH556dxEX

InstanceName : AssetTagl2010298EX

RegisterTime : 4/3/2015 6:36:24 PM

Tags : {Name}

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetOnPremisesinstance® & X

St 2.

Get-CDOnPremiseInstanceBatch

CH2 T E of|A|l= Get-CDOnPremiseInstanceBatchl| Al HEdg HoiEL|C}.

Tools for PowerShell V4

M

oAl 1: o] IMoME XIEE 22 0|& QAR CHEt HEE 7t ZLICH

Get-CDOnPremiseInstanceBatch -InstanceName AssetTagl2010298EX, AssetTagl2010298EX-2

2d.
=.

DeregisterTime : 1/1/0001 12:00:00 AM

TamUserArn : arn:aws:iam: :80398EXAMPLE:user/CodeDeployFRWUser
InstanceArn : arn:aws:codedeploy:us-east-1:80398EXAMPLE:instance/
AssetTagl2010298EX-2_XmeSz18rEX

InstanceName : AssetTagl2010298EX-2

RegisterTime . 4/3/2015 6:38:52 PM

Tags : {Name}

DeregisterTime : 1/1/0001 12:00:00 AM

IamUserAzrn : arn:aws:iam: :80398EXAMPLE:user/CodeDeployDemoUser
InstanceArn : arn:aws:codedeploy:us-east-1:80398EXAMPLE:instance/
AssetTagl2010298EX_rDH556dxEX

InstanceName : AssetTagl2010298EX

RegisterTime . 4/3/2015 6:36:24 PM

Tags : {Name}

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|

BatchGetOnPremisesInstancesE & X 35HAM|L.

bal
-
o}
+

il
I
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x

Get-CDOnPremiseInstancelist
CI2 T E of|A|l= Get-CDOnPremiseInstancelListl| AFR W2 Ho{EL|Ct.
Tools for PowerShell V4

oAl 1: O] MM = ALS 7H

or
_0'|_-
rto
|H
i
=
>
re
|>
i
>
o
il
HJ

=52 7ML

Get-CDOnPremiseInstancelist

2.
—.

Y]

AssetTagl2010298EX
AssetTagl2010298EX-2

L

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListOnPremisesinstances& &
Tt

New-CDApplication

CH2 Z = o A= New-CDApplicationf AFS &g HoiFL|CH

Tools for PowerShell V4

oAl 1: O MM = X|HEl Ol 22 ME2 o EE[7|0|MS MLt
New-CDApplication -ApplicationName MyNewApplication

24.
—.

M

f19e4b61-2231-4328-b0fd-e57f5EXAMPLE

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateApplication2 & Z=HAl|
o

L.

New-CDDeployment

CH2 Z = o A= New-CDDeployment 2| AIE S HoiELICH.

A

Foq
=
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stod X|HE o E 2|7 0|

T 4)
OHEZZ[AH o|M IH-EE A8

AWS Tools for PowerShell (H4
Tools for PowerShell V4
OilAl 1: o] oMM RIPEE Hi=Z 74 &
L|C}.

= AHA{SH

= ooHe
New-CDDeployment -ApplicationName MyNewApplication -S3Location_Bucket amzn-s3-demo-
bucket -S3Location_BundleType zip -DeploymentConfigName CodeDeployDefault.OneAtATime

HiZ 250 CHEt A i Z &
-DeploymentGroupName MyNewDeploymentGroup -IgnoreApplicationStopFailures $True -

S3Location_Key aws-codedeploy_linux-master.zip -RevisionType S3

=a2d.
= 1.
HiZ & I8 CHA| Bt Zoll 27
£ 2oiFLc

d-ZHROG7UEX
oA 2: O] oMo M= =257/ E H
EC2 QIAEA BT OF 2 XI™H3
New-CDDeployment -ApplicationName MyNewApplication -S3Location_Bucket amzn-s3-demo-
bucket -S3Location_BundleType zip -DeploymentConfigName CodeDeployDefault.OneAtATime

—_—

-DeploymentGroupName MyNewDeploymentGroup -IgnoreApplicationStopFailures $True
-S3Location_Key aws-codedeploy_linux-master.zip -RevisionType S3 -Ec2TagSetlList
@(e{Key="keyl";Type="KEY_ONLY"},@{Key="Key2"; Type="KEY_AND_VALUE" ;Value="Value2"}),e(e@{Key=

(V4)2| CreateDeployment&

£=.
d-ZHROG7UEX

« API M5 ME = AWS Tools for PowerShell Cmdlet & =
b &
=

o
a1

New-CDDeploymentConfig
New-CDDeploymentConfigQ| Ab&

oAl
F
247
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CIS 3

Tools for PowerShell V4

oAl 1: O] oMo M= X|HE 0|
New-CDDeploymentConfig -DeploymentConfigName AtlLeastTwoHealthyHosts -
MinimumHealthyHosts_Type HOST_COUNT -MinimumHealthyHosts_Value 2

il
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—.

T

0f3e8187-44ef-42da-aeed-b6823EXAMPLE

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4) 2| CreateDeploymentConfigE &
ZStMR

New-CDDeploymentGroup
CH2 ZE o A|= New-CDDeploymentGroupl| AFHE &S Eo{FLICH

Tools for PowerShell V4

oAl 1: O] oAM= X|HEl ofZ2|AH o|4M0f CHEH X[ E! O|&, Auto Scaling &, HIZ T4, Ef
1, MH|A &2 AFE5to] HiZ D2 M-dsct

New-CDDeploymentGroup -ApplicationName MyNewApplication -AutoScalingGroup
CodeDeployDemo-ASG -DeploymentConfigName CodeDeployDefault.OneAtATime
-DeploymentGroupName MyNewDeploymentGroup -Ec2TagFilter @{Key="Name";
Type="KEY_AND_VALUE"; Value="CodeDeployDemo"} -ServiceRoleArn
arn:aws:iam: :80398EXAMPLE:role/CodeDeployDemo

2.
—.

T

16bbf199-95fd-40fc-a909-0bbcfEXAMPLE

oAl 2: O] KoM= EF/2 B HHZE AT CHA| 2H 80l Z&AIZ QAHAE AlHslof ot
EC2 QIABIA BT O &S X|Yste Y-S EoiE LT

oll

New-CDDeploymentGroup -ApplicationName MyNewApplication -AutoScalingGroup
CodeDeployDemo-ASG -DeploymentConfigName CodeDeployDefault.OneAtATime

-DeploymentGroupName MyNewDeploymentGroup -Ec2TagFilter @{Key="Name";

Type="KEY_AND_VALUE"; Value="CodeDeployDemo"} -ServiceRoleArn

arn:aws:iam: :80398EXAMPLE:role/CodeDeployDemo -Ec2TagSetList
@(e{Key="keyl";Type="KEY_ONLY"}, @{Key="Key2"; Type="KEY_AND_VALUE";Value="Value2"}),@(e{Key=

2d.
.

T

16bbf199-95fd-40fc-a909-0bbcfEXAMPLE
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AWS Tools for PowerShell (7 4)
« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateDeploymentGroup2 & X
SHMI2.
Register-CDApplicationRevision
S Ho{ELIC

CH2 I E 0 A|l= Register-CDApplicationRevisionQ| Al

Tools for PowerShell V4
o{Al 1: O] oAM= XX El oHZ 2|7 0|Ad0]| CHEH X|ZI=l Amazon S3 2|0l OHZ 2|70 M 74

£ SSELCh

Register-CDApplicationRevision -ApplicationName MyNewApplication -S3Location_Bucket
amzn-s3-demo-bucket -S3Location_BundleType zip -S3Location_Key aws-
codedeploy_linux-master.zip -Revision_RevisionType S3

(V4)2| RegisterApplicationRevision2

« APl M8 HE &= AWS Tools for PowerShell Cmdlet 2 =

A XSHMIL.

Register-CDOnPremiseInstance
WS HoiELICh

Ct2 ZE 0 Al= Register-CDOnPremiseInstance®| AbS

=
ABHAE SEE

Tools for PowerShell V4
Et IAM ALSAHE AF8 5104 2= 8|0|A

oA 1: o] f Mol M= XIHEl OIF

Register-CDOnPremiseInstance -IamUserArn arn:aws:iam::80398EXAMPLE:user/

CodeDeployDemoUser -InstanceName AssetTagl2@010298EX

« APl M5 ME = AWS Tools for PowerShell Cmdlet &

xl-x°|.k||o

Remove-CDApplication

o Al= Remove-CDApplication® AHE

Cle 3=

(V4)2| RegisterOnPremisesinstance &
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Tools for PowerShell V4

Remove-CDApplication -ApplicationName MyNewApplication

- API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteApplication2 & ZsHAIL.

=]

Remove-CDDeploymentConfig

CH2 ZE o Al= Remove-CDDeploymentConfigl| AHS ¥dg HoiFL|CH

[«

Tools for PowerShell V4

=

oAl 1: o] iMolM= XIEE OlF 2l HiZ IS AMELICH BES st A% Tldetr|
of &elstZle ZEZETJH EAIELICH -Force IIEIOIEE F715l0 ZFEZE QIO HIZ FES 4
Mgk,

Remove-CDDeploymentConfig -DeploymentConfigName AtLeastTwoHealthyHosts

- API M[¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DeleteDeploymentConfigE &%
StM 2.

Remove-CDDeploymentGroup

CHS Z & o A|= Remove-CDDeploymentGroupl| AFE #EiE HoiFLICH.

Tools for PowerShell V4

oAl 1: O] XM= RI'HE o Z 2|7 o]0l CHEH XIHEl Ol 2l HiE I &S ATAELICH BHE
AlsetE Al FIdsty| Mof #Qlsicls ZEZ E T EAIE/LICE -Force IH2HOIE{E F 7160 =
IZE Q0| tix O AfAELct

Remove-CDDeploymentGroup -ApplicationName MyNewApplication -DeploymentGroupName
MyNewDeploymentGroup

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteDeploymentGroupg & X
ShMl2.

£
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02

Remove-CDOnPremiseInstanceTag
CH2 ZE 0 A|l= Remove-CDOnPremiseInstanceTagl| AHE &2 Ho{&ELICt

Tools for PowerShell V4

oflKl 1: O] M|M[oME R|IHE O|E 2| 2=H|0|A QUAEAN CHEH X|HE Ef2E AXK|ELICH BT
= g%erm H& ZIst7| Mo &olstete T8 ZEJF EAIELICH -Force Tt2HOIE{E F 715104
ZEXE Q0| EjOE AFX|ErLICE

Remove-CDONnPremiseInstanceTag -InstanceName AssetTagl2010298EX -Tag @{"Key" =
"Name"; "Value" = "CodeDeployDemo-OnPrem"}

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|

[ = S
RemoveTagsFromOnPremisesinstances& & Z5tM| L.

B =0

Stop-CDDeployment

Ct2 ZE 0 Al= Stop-CDDeployment 8| AL WS 2 o4& LICt

Tools for PowerShell V4

olA 1: o] KoM= XIEE HiZ IDE HiZE SX|E A= &LCH

Stop-CDDeployment -DeploymentId d-LJQNREYEX

T
iy

Status StatusMessage

Pending Stopping Pending. Stopping to schedule commands in the deployment

instances

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| StopDeploymentE& & Z35HA| 2.

Unregister-CDOnPremiseInstance

CH2 ZE o A|E Unregister-CDOnPremiseInstance®| AFE WS HoiELICH.

==
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Tools for PowerShell V4

QIABIA S22 F|ABLICH

>

oA 1: o] ofXolM= X|EE o|F 2| 2z
Unregister-CDOnPremiseInstance -InstanceName AssetTagl2010298EX

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|

oL

DeregisterOnPremisesinstance® & X5t AM|2.

Update-CDApplication

ClS = o Al= Update-CDApplicationQ| A WS EoiELICH

Tools for PowerShell V4
oAl 1: O] oMol HE X|HEl o EE[FH 0l 2| O|F S BZELICE
Update-CDApplication -ApplicationName MyNewApplication -NewApplicationName
MyNewApplication-2

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| UpdateApplication2 & = 5tHA|

(@)

-l .

Update-CDDeploymentGroup
CH2 Z £ o Al= Update-CDDeploymentGroupl| AHE WS HoiELICH.
Tools for PowerShell V4

oAl 1: o] oMol M= XIEE ol Z 2|7 0|Moi| CHsl X|HE HHZ 2 &2| 0|&§ S HEELICH

Update-CDDeploymentGroup -ApplicationName MyNewApplication -
CurrentDeploymentGroupName MyNewDeploymentGroup -NewDeploymentGroupName

MyNewDeploymentGroup-2
SIeh CiA| 230l &AL QIAEAE AEsl{of st

—

Oilxl| 2: O| oMM EF/DE HHZE
EC2 QlAaRHA BT OFE X|Hste YHE EoiELICH

Update-CDDeploymentGroup -ApplicationName MyNewApplication -
CurrentDeploymentGroupName MyNewDeploymentGroup -NewDeploymentGroupName
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MyNewDeploymentGroup-2 -Ec2TagSetlList
@(e{Key="keyl";Type="KEY_ONLY"},@{Key="Key2"; Type="KEY_AND_VALUE" ;Value="Value2"}),e(e@{Key=

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| UpdateDeploymentGroup &t
Z3tMlL.

Tools for PowerShell V4& A& 8t CodePipeline 04| Al

CH2 Z = of Aol HE CodePipelineZt &7 AWS Tools for PowerShell V4E AFE3109 2t +&5)
1 UMl ALIEIRE F3ste WS EoiE LIt

stoje oife T2 ol Salst F=o|n Ao 2a Assiol BLICH RS i Mula
H4E NHMoR $EoE WHS HoiTH B AL ML I TS 2 4 e
=

2 Elo] e, 07[0l|M HHAEN HFH =S st

Confirm-CPJob
CI2 T E of|A|l= Confirm-CPJobll Al wiEHE HoiEL|Cl.
Tools for PowerShell V4

oA 1: o] Mol M= XIEHE ZrHe| SEfE 7HMSLICH

Confirm-CPJob -JobId f57@0dcl2-5ef3-44bc-945a-6e133EXAMPLE -Nonce 3

InProgress
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AWS Tools for PowerShell (-7 4) ALE MY
M5 = AWS Tools for PowerShell Cmdlet & Z=(V4)2| AcknowledgeJob2 & Z=&HAMI2.
WS Ho{ELICH
= oot

- API M[Z
C S HIgdst

Disable-CPStageTransition
O Al= Disable-CPStageTransition®| AE

s 2=
Tools for PowerShell V4
oAl 1: O] oMol XIHE mto|ZetRlo| K| El EhAlof CHEr elut2
Disable-CPStageTransition -PipelineName CodePipelineDemo -Reason "Disabling
temporarily." -StageName Beta -TransitionType Inbound
« API M2 HHE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisableStageTransition=2 & X
StA 2.

Enable-CPStageTransition

CtZ ZE o Al= Enable-CPStageTransition®| At ¥ES Eo{FLICt

| m}o|Z 2}Qlo| x| E CHAof CHEH QIHI 2= MEtS gadststLct

Tools for PowerShell V4
—
Enable-CPStageTransition -PipelineName CodePipelineDemo -StageName Beta -

oA 1: of of &[0l A= K|

TransitionType Inbound
E = AWS Tools for PowerShell Cmdlet &

- API H&® HE
M.

Get-CPActionType
Get-CPActionTypel| Al gt

o Al=

=
Ktodl CHaH A}

Tools for PowerShell V4
HE 48

C
=
ForEach ($actionType in (Get-CPActionType -ActionOwnerFilter AWS)) {

oiAl 1: O] oA HE XIH

(V4)2| EnableStageTransitiong

P

£ 7tx{SLich
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AWS Tools for PowerShell (%1 4) A8 YA
Write-Output ("For Category = " + $actionType.Id.Category + ", Owner = " +
$actionType.Id.Owner + ", Provider = " + $actionType.Id.Provider + ", Version = " +
$actionType.Id.Version + ":")

Write-Output (" ActionConfigurationProperties:")
ForEach ($acp in $actionType.ActionConfigurationProperties) {

Write-Output (" For " + $acp.Name + ":")
Write-Output (" Description = " + $acp.Description)
Write-Output (" Key = " + $acp.Key)
Write-Output (" Queryable = " + $acp.Queryable)
Write-Output (" Required = " + $acp.Required)
Write-Output (" Secret = " + $acp.Secret)

}

Write-Output (" InputArtifactDetails:")

Write-Output (" MaximumCount = " +

$actionType.InputArtifactDetails.MaximumCount)

Write-Output (" MinimumCount = " +

$actionType.InputArtifactDetails.MinimumCount)
Write-Output (" OutputArtifactDetails:")

Write-Output (" MaximumCount = " +
$actionType.OutputArtifactDetails.MaximumCount)
Write-Output (" MinimumCount = " +

$actionType.OutputArtifactDetails.MinimumCount)
Write-Output (" Settings:")

Write-Output (" EntityUrlTemplate = " + $actionType.Settings.EntityUrlTemplate)
Write-Output (" ExecutionUrlTemplate = " +
$actionType.Settings.ExecutionUrlTemplate)
}
£

For Category = Deploy, Owner = AWS, Provider = ElasticBeanstalk, Version = 1:
ActionConfigurationProperties:

For ApplicationName:
Description = The AWS Elastic Beanstalk Application name
Key = True
Queryable = False
Required = True
Secret = False

For EnvironmentName:
Description = The AWS Elastic Beanstalk Environment name
Key = True
Queryable = False
Required = True

bal
-
o}
+
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Secret = False

InputArtifactDetails:
MaximumCount = 1
MinimumCount = 1

OutputArtifactDetails:
MaximumCount = @
MinimumCount = @
Settings:
EntityUrlTemplate = https://console.aws.amazon.com/elasticbeanstalk/r/
application/{Config:ApplicationName}
ExecutionUrlTemplate https://console.aws.amazon.com/elasticbeanstalk/r/
application/{Config:ApplicationName}
For Category = Deploy, Owner = AWS, Provider = CodeDeploy, Version = 1:
ActionConfigurationProperties:
For ApplicationName:
Description = The AWS CodeDeploy Application name
Key = True
Queryable = False
Required = True
Secret = False

For DeploymentGroupName:
Description = The AWS CodeDeploy Deployment Group name
Key = True
Queryable = False
Required = True
Secret = False
InputArtifactDetails:
MaximumCount = 1
MinimumCount = 1
OutputArtifactDetails:
MaximumCount = 0
MinimumCount = 0
Settings:
EntityUrlTemplate https://console.aws.amazon.com/codedeploy/home?#/
applications/{Config:ApplicationName}/deployment-groups/{Config:DeploymentGroupName}
ExecutionUrlTemplate = https://console.aws.amazon.com/codedeploy/home?#/
deployments/{ExternalExecutionId}

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)9| ListActionTypesS & X 5HM 2.

Get-CPActionableJobList

CI2 3 E o A|l= Get-CPActionableJoblList2| At it Ho{=L|C}.

A
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AWS Tools for PowerShell (7 4)
=X, A, 22| oteto|eod chal 4

Tools for PowerShell V4
of Al 1: O] MM E KIHE 2 HF,
DE MY HEE TtMELIch

Get-CPActionableJobList -ActionTypeId_Category Build -ActionTypeId_Owner Custom
-ActionTypeId_Provider MyCustomProviderName -ActionTypeld_Version 1 -QueryParam

{"ProjectName" = "MyProjectName"}

Id

24.
=
Data
0de392f5-712d-4f41-ace3-

M

AccountId
Nonce

Amazon.CodePipeline.Model. JobData
(V4)2| PollForJobs2 & Z3HMIR.

(=]

80398EXAMPLE

f57a0EXAMPLE 3
« AP| M8 ME = AWS Tools for PowerShell Cmdlet &%
Get-CPJobDetail
O A|= Get-CPJobDetailll AIHE RS Ho{FLIC}
SLict

Clg 2E

BE zhedo

Tools for PowerShell V4
oAl 1: O] MMM E K|
-JobId f570dc12-5ef3-44bc-945a-6e133EXAMPLE

Get-CPJobDetail

=e24d.
= —1-

AccountId Data Id
80398EXAMPLE Amazon.CodePipeline.Model. JobData
f570dcl2-5ef3-44bc-945a-6e133EXAMPLE

et HEE JtX S

o[ 2: of oMol M= XI'EE = odl CHEr KA
-JobId f570dc12-5ef3-44bc-945a-6e133EXAMPLE

Get-CPJobDetail

$jobDetails
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Write-Output ("For Job " + $jobDetails.Id + ":")

Write-Output (" AccountId = " + $jobDetails.AccountId)

$jobData = $jobDetails.Data

Write-Output (" Configuration:")

ForEach ($key in $jobData.ActionConfiguration.Keys) {
$value = $jobData.ActionConfiguration.$key

Write-Output (" "+ $key + " =" + $value)

}

Write-Output (" ActionTypeld:")

Write-Output (" Category = " + $jobData.ActionTypelId.Category)

Write-Output (" Owner = " + $jobData.ActionTypeId.Owner)

Write-Output (" Provider = " + $jobData.ActionTypeId.Provider)

Write-Output (" Version = " + $jobData.ActionTypeld.Version)

Write-Output (" ArtifactCredentials:")

Write-Output (" AccessKeyId = " + $jobData.ArtifactCredentials.AccessKeyId)

Write-Output (" SecretAccessKey = " +
$jobData.ArtifactCredentials.SecretAccessKey)

Write-Output (" SessionToken = " + $jobData.ArtifactCredentials.SessionToken)

Write-Output (" InputArtifacts:")

ForEach ($ia in $jobData.InputArtifacts) {
Write-Output (" " + $ia.Name)

}

Write-Output (" OutputArtifacts:")

ForEach ($oa in $jobData.OutputArtifacts) {
Write-Output (" " + $oa.Name)

}

Write-Output (" PipelineContext:")

$context = $jobData.PipelineContext

Write-Output (" Name = " + $context.Action.Name)
Write-Output (" PipelineName = " + $context.PipelineName)
Write-Output (" Stage = " + $context.Stage.Name)

&£:

For Job f570dcl2-5ef3-44bc-945a-6e133EXAMPLE:
AccountId = 80398EXAMPLE
Configuration:
ActionTypeld:
Category = Build
Owner = Custom
Provider = MyCustomProviderName
Version = 1
ArtifactCredentials:

bal
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AccessKeyId = ASIAIEI3...IXI6YREX
SecretAccessKey = cqAFDhEi...RdQyfa2u
SessionToken = AQoDYXdz...5u+lsAU=
InputArtifacts:
MyApp
OutputArtifacts:
MyAppBuild
PipelineContext:
Name = Build
PipelineName = CodePipelineDemo
Stage = Build

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetJobDetails2

Get-CPPipeline
CHE ZE o A|E Get-CPPipelinel| A8 WS HoiELICH.
Tools for PowerShell V4

oAl 1: O] oMo M= XI'EE mto|Zeflof cHet et HEE 7S L Ch.
Get-CPPipeline -Name CodePipelineDemo -Version 1

2d.
—.

T

ArtifactStore : Amazon.CodePipeline.Model.ArtifactStore

Name : CodePipelineDemo

RoleArn : arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole
Stages : {Source, Build, Beta, TestStage}

Version 1

oAl 2: O] ddofM= X|HE mto|zetQlof CHEr RiMIEt HE & 7hMS LT

$pipeline = Get-CPPipeline -Name CodePipelineDemo

Write-Output ("Name = " + $pipeline.Name)

Write-Output ("RoleArn = " + $pipeline.RoleArn)

Write-Output ("Version = " + $pipeline.Version)

Write-Output ("ArtifactStore:")

Write-Output (" Location = " + $pipeline.ArtifactStore.Location)
Write-Output (" Type = " + $pipeline.ArtifactStore.Type.Value)

Z oM.
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Write-Output ("Stages:")
ForEach ($stage in $pipeline.Stages) {

Write-Output (" Name = " + $stage.Name)

Write-Output (" Actions:")

ForEach ($action in $stage.Actions) {

Write-Output (" Name = " + $action.Name)

Write-Output (" Category = " + $action.ActionTypeld.Category)
Write-Output (" Owner = " + $action.ActionTypeld.Owner)
Write-Output (" Provider = " + $action.ActionTypeld.Provider)
Write-Output (" Version = " + $action.ActionTypeld.Version)

Write-Output (" Configuration:")

ForEach ($key in $action.Configuration.Keys) {
$value = $action.Configuration.$key
Write-Output (" "+ $key + " =" + $value)

}

Write-Output (" InputArtifacts:")

ForEach ($ia in $action.InputArtifacts) {
Write-Output (" " + $ia.Name)

}

ForEach ($oa in $action.OutputArtifacts) {
Write-Output (" " + $oa.Name)

}

Write-Output ("
}

RunOrder = " + $action.RunOxder)

24

ég =.

Name = CodePipelineDemo
RoleArn = arn:aws:iam::80398EXAMPLE:role/CodePipelineServiceRole
Version = 3

ArtifactStore:

Location = amzn-s3-demo-bucket
Type = S3
Stages:
Name = Source
Actions:
Name = Source
Category = Source
Owner = ThirdParty
Provider = GitHub
Version = 1
Configuration:

bal
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Branch = master
OAuthToken = *#*%*%*
Owner = my-user-name
Repo = MyRepoName

InputArtifacts:
MyApp

RunOrder =1

Name = Build
Actions:
Name = Build

Category = Build

Owner = Custom

Provider = MyCustomProviderName

Version = 1

Configuration:
ProjectName = MyProjectName

InputArtifacts:
MyApp
MyAppBuild

RunOrder =1

Name = Beta
Actions:
Name = CodePipelineDemoFleet

Category = Deploy

Owner = AWS

Provider = CodeDeploy

Version = 1

Configuration:

ApplicationName = CodePipelineDemoApplication
DeploymentGroupName = CodePipelineDemoFleet

InputArtifacts:
MyAppBuild
RunOrder =1
Name = TestStage
Actions:
Name = MyJenkinsTestAction
Category = Test
Owner = Custom
Provider = MyCustomTestProvider
Version =1
Configuration:
ProjectName = MyJenkinsProjectName
InputArtifacts:
MyAppBuild

£
e

261



AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

RunOrder = 1

- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetPipelineg & Z=35HAM L.

Get-CPPipelinelist
CIS 3 E o A|= Get-CPPipelinelistl] AHE HHHE Eo{FLIC}.
Tools for PowerShell V4

O:HX'” 1: Ol 01”X'|IO'IIA-IE AI.% 7|_%§|_ J_l|'0|

I3
o
ro
Jin
d
mjo
N
2
Io
r
[l

Get-CPPipelinelList

Created Name Updated Version

8/13/2015 10:17:54 PM CodePipelineDemo 8/13/2015 10:17:54 PM 3
7/8/2015 2:41:53 AM MyFirstPipeline 7/22/2015 9:06:37 PM 7

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListPipelinesg & Z35HM .
Get-CPPipelineState
CIS 3 E o A|= Get-CPPipelineStatel| AIE &g HoiEFLICH

Tools for PowerShell V4

oAl 1: o] AdMofM= X|HE mto|Zetelo| EhAof CHer Ui WEE 7hxF LI

Get-CPPipelineState -Name CodePipelineDemo

£
Created : 8/13/2015 10:17:54 PM
PipelineName : CodePipelineDemo
PipelineVersion : 1
StageStates : {Source, Build, Beta, TestStage}

I
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Updated 8/13/2015 10:17:54 PM

of{Al| 2: O] AdMofM= X|HE mto|Zetelo| &refoll CHE RtMIE HEE 7HKZLICH

ForEach ($stageState in (Get-CPPipelineState -Name $arg).StageStates) {
Write-Output ("For " + $stageState.StageName + ":")
Write-Output (" InboundTransitionState:")
Write-Output (" DisabledReason = " +
$stageState.InboundTransitionState.DisabledReason)

Write-Output (" Enabled = " + $stageState.InboundTransitionState.Enabled)
Write-Output (" LastChangedAt = " +
$stageState.InboundTransitionState.LastChangedAt)

Write-Output (" LastChangedBy = " +

$stageState.InboundTransitionState.LastChangedBy)
Write-Output (" ActionStates:")
ForEach ($actionState in $stageState.ActionStates) {

Write-Output (" For " + $actionState.ActionName + ":")

Write-Output ("
Write-Output ("

Write-Output ("

$actionState.CurrentRevision.RevisionChangeId)

CurrentRevision:")
Created = " + $actionState.CurrentRevision.Created)
RevisionChangeId = " +

Write-Output (" RevisionId = " + $actionState.CurrentRevision.RevisionId)
Write-Output (" EntityUrl = " + $actionState.EntityUrl)
Write-Output (" LatestExecution:")

Write-Output (" ErrorDetails:")

Write-Output (" Code = " +
$actionState.LatestExecution.ErrorDetails.Code)
Write-Output (" Message = " +
$actionState.LatestExecution.ErrorDetails.Message)
Write-Output (" ExternalExecutionId = " +
$actionState.LatestExecution.ExternalExecutionId)
Write-Output (" ExternalExecutionUrl = " +
$actionState.LatestExecution.ExternalExecutionUrl)
Write-Output (" LastStatusChange = " +
$actionState.LatestExecution.LastStatusChange)
Write-Output (" PercentComplete = " +
$actionState.LatestExecution.PercentComplete)
Write-Output (" Status = " + $actionState.LatestExecution.Status)
Write-Output (" Summary = " + $actionState.LatestExecution.Summary)
Write-Output (" RevisionUrl = " + $actionState.RevisionUrl)

}
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For Source:

InboundTransitionState:
DisabledReason =
Enabled =
LastChangedAt
LastChangedBy

ActionStates:
For Source:

CurrentRevision:
Created =
RevisionChangeld =
Revisionld =

EntityUrl = https://github.com/my-user-name/MyRepoName/tree/master

LatestExecution:
ErrorDetails:
Code =
Message =
ExternalExecutionId =
ExternalExecutionUrl =
LastStatusChange = 07/20/2015 23:28:45
PercentComplete = 0
Status = Succeeded
Summary =
RevisionUrl =
For Build:
InboundTransitionState:
DisabledReason =
Enabled = True
LastChangedAt
LastChangedBy
ActionStates:
For Build:
CurrentRevision:

01/01/0001 00:00:00

Created =
RevisionChangeld =
Revisionld =
EntityUrl = http://54.174.131.1EX/job/MyJenkinsDemo
LatestExecution:
ErrorDetails:
Code = TimeoutError

Message = The action failed because a job worker exceeded its time limit.
If this is a custom action, make sure that the job worker is configured correctly.
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ExternalExecutionId =
ExternalExecutionUrl =

LastStatusChange = 07/21/2015 00:29:29

PercentComplete = 0
Status = Failed
Summary =
RevisionUrl =
For Beta:
InboundTransitionState:
DisabledReason =
Enabled = True
LastChangedAt = 01/01/0001 00:00:00
LastChangedBy =
ActionStates:
For CodePipelineDemoFleet:
CurrentRevision:
Created =
RevisionChangeld =
Revisionld =

EntityUrl = https://console.aws.amazon.com/codedeploy/home?#/applications/
CodePipelineDemoApplication/deployment-groups/CodePipelineDemoFleet

LatestExecution:
ErrorDetails:
Code =
Message =

ExternalExecutionId = d-D5LTCZXEX
ExternalExecutionUrl = https://console.aws.amazon.com/codedeploy/home?#/

deployments/d-D5LTCZXEX

LastStatusChange = 07/08/2015 22:07:42

PercentComplete = 0
Status = Succeeded
Summary = Deployment Succeeded
RevisionUrl =
For TestStage:
InboundTransitionState:
DisabledReason =
Enabled = True
LastChangedAt = 01/01/0001 00:00:00
LastChangedBy =
ActionStates:
For MyJenkinsTestAction25:
CurrentRevision:
Created =
RevisionChangeld =
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Revisionld =
EntityUrl = http://54.174.131.1EX/job/MyJenkinsDemo
LatestExecution:
ErrorDetails:
Code =
Message =
ExternalExecutionId = 5
ExternalExecutionUrl = http://54.174.131.1EX/job/MyJenkinsDemo/5
LastStatusChange = 07/08/2015 22:09:03
PercentComplete = 0
Status = Succeeded
Summary = Finished
RevisionUrl =

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetPipelineStateE & X 3HAMIL.

New-CPCustomActionType
CH2 ZE o Al= New-CPCustomActionTypel| AIE WS EoiELICH.
Tools for PowerShell V4

oAl 1: O] MM = XIHE HEE AL8sto] MZ2 AER X 5fd S d-gFLict

New-CPCustomActionType -Category Build -ConfigurationProperty @{"Description"

= "The name of the build project must be provided when this action is added

to the pipeline."; "Key" = $True; "Name" = "ProjectName"; "Queryable"

= $False; "Required" = $True; "Secret" = $False; "Type" = "String"} -
Settings_EntityUrlTemplate "https://my-build-instance/job/{Config:ProjectName}/"
-Settings_ExecutionUrlTemplate "https://my-build-instance/job/mybuildjob/
lastSuccessfulBuild{ExternalExecutionId}/" -InputArtifactDetails_MaximumCount

1 -OutputArtifactDetails_MaximumCount 1 -InputArtifactDetails_MinimumCount 0@ -
OutputArtifactDetails_MinimumCount @ -Provider "MyBuildProviderName" -Version 1

2.
.

T

ActionConfigurationProperties : {ProjectName}

Id : Amazon.CodePipeline.Model.ActionTypeld
InputArtifactDetails : Amazon.CodePipeline.Model.ArtifactDetails
OutputArtifactDetails : Amazon.CodePipeline.Model.ArtifactDetails
Settings : Amazon.CodePipeline.Model.ActionTypeSettings
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« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateCustomActionType= &

ZotMlL.

New-CPPipeline

CH2 ZE o A|E= New-CPPipelinel| AIE WS HoiELICH.

Tools for PowerShell V4

oAl 1: O] MM XIHE HHoE MER2 TH0|Z2telg Hd§hLct

$pipeline = New-Object Amazon.CodePipeline.Model.PipelineDeclaration

$sourceStageAction New-Object Amazon.CodePipeline.Model.ActionDeclaration
$deployStageAction = New-Object Amazon.CodePipeline.Model.ActionDeclaration

$sourceStageActionOutputArtifact = New-Object
Amazon.CodePipeline.Model.OutputArtifact
$sourceStageActionOutputArtifact.Name = "MyApp"

$sourceStageAction.ActionTypeld = @{"Category" = "Source"; "Owner" = "AWS";

"Provider" = "S3"; "Version" = 1}
$sourceStageAction.Configuration.Add("S3Bucket", "amzn-s3-demo-bucket")
$sourceStageAction.Configuration.Add("S30bjectKey", "my-object-key-name.zip")
$sourceStageAction.OutputArtifacts.Add($sourceStageActionOutputArtifact)
$sourceStageAction.Name = "Source"

$deployStageActionInputArtifact = New-Object Amazon.CodePipeline.Model.InputArtifact
$deployStageActionInputArtifact.Name = "MyApp"

$deployStageAction.ActionTypeld = @{"Category" = "Deploy"; "Owner" = "AWS";
"Provider" = "CodeDeploy"; "Version" = 1}
$deployStageAction.Configuration.Add("ApplicationName",
"CodePipelineDemoApplication")
$deployStageAction.Configuration.Add("DeploymentGroupName", "CodePipelineDemoFleet")
$deployStageAction.InputArtifacts.Add($deployStageActionInputArtifact)
$deployStageAction.Name = "CodePipelineDemoFleet"

$sourceStage = New-Object Amazon.CodePipeline.Model.StageDeclaration
$deployStage New-Object Amazon.CodePipeline.Model.StageDeclaration

$sourceStage.Name = "Source"
$deployStage.Name = "Beta"
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$sourceStage.Actions.Add($sourceStageAction)
$deployStage.Actions.Add($deployStageAction)

$pipeline.ArtifactStore = @{"Location" = "amzn-s3-demo-bucket"; "Type" = "S3"}
$pipeline.Name = "CodePipelineDemo"

$pipeline.RoleArn = "arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole"
$pipeline.Stages.Add($sourceStage)

$pipeline.Stages.Add($deployStage)

$pipeline.Version = 1

New-CPPipeline -Pipeline $pipeline

24.
.

T

ArtifactStore : Amazon.CodePipeline.Model.ArtifactStore

Name : CodePipelineDemo

RoleArn : arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole
Stages : {Source, Beta}

Version 01

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreatePipeline2 & X 5HM 2.

Remove-CPCustomActionType
CH2 Z = o A= Remove-CPCustomActionTypell A &tdg HoiFL|CH

Tools for PowerShell V4

Remove-CPCustomActionType -Category Build -Provider MyBuildProviderName -Version 1

« API M|§ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteCustomActionType= &
ZtMIR.

Remove-CPPipeline

CH2 Z = o Al= Remove-CPPipelinel AFES &Hg HoiFLICH

A
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of& 1: Of ROl A= RITE THO|ZEHQIS ARIBILICH HHS A5 AlS Tgsty| Tofl 2l
stets ZBZEH EAIEILICH -Force THEHOIEIE £7h8t0d ZEZE 810| THO|ZEHIS AKIE

LICE.

Remove-CPPipeline -Name CodePipelineDemo

- API M|I& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeletePipeline2 & X35HMI2.

Start-CPPipelineExecution
CHS ZE o A|= Start-CPPipelineExecution® AFS gdg HoiFL|CH
Tools for PowerShell V4

oAl 1: O] oMol M= XIEE mto|Zefele| S AlRFELICH.

Start-CPPipelineExecution -Name CodePipelineDemo

« API M|I§ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| StartPipelineExecution2 & &= 5t
MNe.

Update-CPPipeline
CHE ZE o Al= Update-CPPipelinel| A2 S EoiELICEH
Tools for PowerShell V4

oAl 1: o] dlMoM= X|HE 7|& mto|Zetele X|HE dEe =z Yu|o|E LT

$pipeline = New-Object Amazon.CodePipeline.Model.PipelineDeclaration

New-Object Amazon.CodePipeline.Model.ActionDeclaration
New-0Object Amazon.CodePipeline.Model.ActionDeclaration

$sourceStageAction
$deployStageAction

$sourceStageActionOutputArtifact = New-Object
Amazon.CodePipeline.Model.OutputArtifact
$sourceStageActionOutputArtifact.Name = "MyApp"
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$sourceStageAction.ActionTypeld = @{"Category" = "Source"; "Owner" = "AWS";
"Provider" = "S3"; "Version" = 1}

T

$sourceStageAction.Configuration.Add("S3Bucket", "amzn-s3-demo-bucket")
$sourceStageAction.Configuration.Add("S30bjectKey", "my-object-key-name.zip")
$sourceStageAction.OutputArtifacts.Add($sourceStageActionOutputArtifact)
$sourceStageAction.Name = "Source"

$deployStageActionInputArtifact = New-Object Amazon.CodePipeline.Model.InputArtifact
$deployStageActionInputArtifact.Name = "MyApp"

$deployStageAction.ActionTypeld = @{"Category" = "Deploy"; "Owner" = "AWS";
"Provider" = "CodeDeploy"; "Version" = 1}
$deployStageAction.Configuration.Add("ApplicationName",
"CodePipelineDemoApplication")
$deployStageAction.Configuration.Add("DeploymentGroupName", "CodePipelineDemoFleet")
$deployStageAction.InputArtifacts.Add($deployStageActionInputArtifact)
$deployStageAction.Name = "CodePipelineDemoFleet"

$sourceStage
$deployStage

New-Object Amazon.CodePipeline.Model.StageDeclaration
New-Object Amazon.CodePipeline.Model.StageDeclaration

$sourceStage.Name = "MyInputFiles"
$deployStage.Name "MyTestDeployment"

$sourceStage.Actions.Add($sourceStageAction)
$deployStage.Actions.Add($deployStageAction)

$pipeline.ArtifactStore = @{"Location" = "amzn-s3-demo-bucket"; "Type" = "S3"}
$pipeline.Name = "CodePipelineDemo"

$pipeline.RoleArn = "arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole"
$pipeline.Stages.Add($sourceStage)

$pipeline.Stages.Add($deployStage)

$pipeline.Version = 1

Update-CPPipeline -Pipeline $pipeline

2d.
.

ArtifactStore : Amazon.CodePipeline.Model.ArtifactStore

Name : CodePipelineDemo

RoleArn : arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole
Stages : {InputFiles, TestDeployment}

Version 2
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| UpdatePipeline2 & X 35HA 2.

Tools for PowerShell V4& AL&EF Amazon Cognito ID 0/ A|

CtE ZE ofx|ol A= Amazon Cognito Identity@t & 74 AWS Tools for PowerShell V4E A+& 3504 &f
US +-StD LBtHQl ALIZRE F3ste WHE 2EoiEL|ct

HU2 2 T2 MM YHE T E0|H HHEAE 33 A& oF g LICH 22 JHE MH[A
T8 AYUMOR &5 WHE HoiFH 2T ALIZIRo| HHAEN Y= &HYE & = JUsL
Ct.

BElof YO, 047l0l M T AEL FH TS B MHS

Get-CGIIdentityPool
CtS ZE o Al= Get-CGIIdentityPoolQ| AI& WS HoiFL|Ct.
Tools for PowerShell V4

oAl 1: IDEZ £ ID Eoi| cieh HEE AAMefLict

Get-CGIIdentityPool -IdentityPoolId us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1

2d.
—.

M

LoggedAt : 8/12/2015 4:29:40 PM
AllowUnauthenticatedIdentities : True
DeveloperProviderName

IdentityPoolId : us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1
IdentityPoolName : CommonTestsl

OpenIdConnectProviderARNs : {3

SupportedLoginProviders : {3

ResponseMetadata : Amazon.Runtime.ResponseMetadata
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ContentLength : 142
HttpStatusCode : 0K

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeldentityPool2 & &5t
MNE.

Get-CGIIdentityPoollList
CH2 ZE O Al= Get-CGIIdentityPoollListQ| AFE &S Eo{FLICH

Tools for PowerShell V4

M

ol 1: ZI& ID & S5 Mg
Get-CGIIdentityPoollList

24.

M

.
IdentityPoollId IdentityPoolName
us-east-1:0de2af35-2988-4d0b-b22d-EXAMPLEGUID1 CommonTestsl
us-east-1:118d242d-204e-4b88-b80@3-EXAMPLEGUID?2 Tests2
us-east-1:15d49393-ab16-431a-b26e-EXAMPLEGUID3 CommonTests13

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListldentityPools= & X 5HM 2.

Get-CGIIdentityPoolRole
CH2 ZE o Al= Get-CGIIdentityPoolRolel| AFE &S Eo{FLICH
Tools for PowerShell V4

olXl 1: £ ID Eo| Q&hol| et HEE 7S LICt.

Get-CGIIdentityPoolRole -IdentityPoolld us-east-1:0de2af35-2988-4d0b-b22d-
EXAMPLEGUID1

2d.
.

T3

LoggedAt : 8/12/2015 4:33:51 PM

272

£
e


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (%1 4) A8 YA
IdentityPoolId : us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1
Roles : {[unauthenticated, arn:aws:iam::123456789012:role/
CommonTestslRole]}
ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 165
HttpStatusCode : 0K

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetldentityPoolRoles& & &= 5}
M.

New-CGIIdentityPool
CtZ ZE o Al= New-CGIIdentityPoolQ| A& WS HoiEL|C}.
Tools for PowerShell V4

oAl 1: B E|X| &2 IDE 51&st= M ID 22 HHeLICH

New-CGIIdentityPool -AllowUnauthenticatedIdentities $true -IdentityPoolName
CommonTests13

2.
.

M

LoggedAt : 8/12/2015 4:56:07 PM
AllowUnauthenticatedIdentities : True

DeveloperProviderName :

IdentityPoolId : us-east-1:15d49393-abl6-431a-b26e-EXAMPLEGUID3

IdentityPoolName : CommonTestsl3
OpenIdConnectProviderARNs : {3

SupportedLoginProviders : {3

ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength ¢ 136

HttpStatusCode : OK

« API M[¥ HHE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateldentityPool2 & &= 5tAl|
o

L.

Remove-CGIIdentityPool

CH2 Z = o Al= Remove-CGIIdentityPooll| AIE WS HoiELICH.

A
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Tools for PowerShell V4

ol 1: £ ID £ AAELICH

Remove-CGIIdentityPool -IdentityPoolId us-east-1:0de2af35-2988-4d0b-b22d-
EXAMPLEGUID1

« API M[¥ HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| DeleteldentityPool2 & Z=35tA|

L I

(@]
a1

Set-CGIIdentityPoolRole

CHS ZE o A|= Set-CGIIdentityPoolRolel| AFHE &S Ho{FLIC)

Tools for PowerShell V4

oAl 1: QIBER| A2 IAMYEE ZAEE E™H ID £ FHELICH

LS L—

Set-CGIIdentityPoolRole -IdentityPoolId us-east-1:0de2af35-2988-4d@b-b22d-

EXAMPLEGUID1 -Role @{ "unauthenticated" = "arn:aws:iam::123456789012:role/
CommonTests1lRole" }
« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]| SetldentityPoolRoles2 & &5t

M.

Update-CGIIdentityPool

Ct2 ZE o Al= Update-CGIIdentityPoolQ| A& WS HoiEL|Ct.

Tools for PowerShell V4

oA 1: 1D & &d & Y5 E YOlo|EZfLICL o] Zo|AM M= ID 2| 0| S U0l EFLICH

Update-CGIIdentityPool -IdentityPoolId us-east-1:0de2af35-2988-4d0b-b22d-
EXAMPLEGUID1 -IdentityPoolName NewPoolName

2d.
.

Y]

LoggedAt : 8/12/2015 4:53:33 PM

AllowUnauthenticatedIdentities : False
DeveloperProviderName
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IdentityPoolId : us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1
IdentityPoolName : NewPoolName

OpenIdConnectProviderARNs : {3

SupportedLoginProviders : {3

ResponseMetadata : Amazon.Runtime.ResponseMetadata

ContentLength : 135

HttpStatusCode : 0K

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| UpdateldentityPool& & &= Al

(@)

L.

AWS Config Tools for PowerShell V4E A& 0 A

Ct2 I E oMo =2t &7H AWS Tools for PowerShell VAE AF2510{ 248 &6t UHHE{Ql A
LI2|2E F3ste ded2 2 o{ELICt AWS Config.

stole Cip e T2 oA walE FC 0l HHAS B3 Msiol BLICH RS T Aula
4B NHNOE 555 WHS HoITH B AL HHASM T HUS B 4 s
=3

BEl0f oD, 047l0l M AL TH T8 MHS

Add-CFGResourceTag
CH2 ZE 0 Al= Add-CFGResourceTagl| AHE Y S Eo{F LI}
Tools for PowerShell V4

oAl 1: o] MM = X|HE Ef2E |24 ARN, 0] B2 config-rule/config-rule-16iyn00i| 232 E
L|Ct.

Add-CFGResourceTag -ResourceArn arn:aws:config:eu-west-1:123456789012:config-rule/
config-rule-16iyn® -Tag @{Key="Release";Value="Beta"}
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« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| TagResourceE & X 5tAl

Get-CFGAggregateComplianceByConfigRulelList

oo
T
T

mjo

HL

Avd

I

r

CHZ ZE o Al= Get-CFGAggregateComplianceByConfigRuleListQ| At
Ct.

Tools for PowerShell V4

oIl Al 1: o] oMM E RI™EE 7+ &0l CHEt ConfigurationAggregator 'kaju' ZE{ZI0|M MF
_I;I_% 7|.x;|o _I—.ll.xlo| .I—.Il.x-l x/\-g il-xl-/

Get-CFGAggregateComplianceByConfigRulelList -ConfigurationAggregatorName kaju
-Filters_ConfigRuleName ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK | Select-Object -
ExpandProperty Compliance

2d.
= .

M

ComplianceContributorCount ComplianceType

Amazon.ConfigService.Model.ComplianceContributorCount NON_COMPLIANT

ol 2: o oAM= RIHE ConflguratlonAggregatorOHA‘I HNE HSEE 7121, ol Mg HEE
XEE AEn ofa2|AHO|Eo| =& E RE 2lM2 7IEe R HEHAS T, ZE & o 77
=4 0488 FJ=2 dhgtetL|ct

Get-CFGAggregateComplianceByConfigRulelList -ConfigurationAggregatorName
kaju -Filters_AccountId 123456789012 | Select-Object ConfigRuleName,
@{N="Compliance";E={$_.Compliance.ComplianceType}}

2d.
=.

M

ConfigRuleName Compliance

ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK NON_COMPLIANT
ec2-instance-no-public-ip NON_COMPLIANT
desired-instance-type NON_COMPLIANT

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribeAggregateComplianceByConfigRules& & X 35HAMI2.

£
e
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Get-CFGAggregateComplianceDetailsByConfigRule

Ct2 ZE o Al= Get-CFGAggregateComplianceDetailsByConfigRulel| AFHE S Ho{F
L|C}.

Tools for PowerShell V4

OilA 1:0] HIMl= RI™HE HHE, AR 2[™ & 74 72]0f CHa 'COMPLIANT' 2EH@1 AWS
Config T+%! 'desired-instance-type'0ll Ci$t resource-id 2! resource-typeO| U= ES MELSH
7} A= ubEkst|c).

m{)h
rr

Get-CFGAggregateComplianceDetailsByConfigRule -AccountId 123456789012 -

AwsRegion eu-west-1 -ComplianceType COMPLIANT -ConfigRuleName desired-

instance-type -ConfigurationAggregatorName raju | Select-Object -
ExpandProperty EvaluationResultIdentifier | Select-Object -ExpandProperty
EvaluationResultQualifier

2.
—.

T

ConfigRuleName Resourceld ResourceType

desired-instance-type i-0f1bf2f34c5678d12 AWS::EC2::Instance
desired-instance-type i-0fd12dd3456789123 AWS::EC2::Instance

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
GetAggregateComplianceDetailsByConfigRule2 & =35I M| 2.

Get-CFGAggregateConfigRuleComplianceSummary

Ct2 ZE o Al= Get-CFGAggregateConfigRuleComplianceSummary2| AI& WS HoiEL
Ct.

Tools for PowerShell V4

oA 1: o] Mol A= XIEHE oiZE|H OlE{of CHEt 7 OlE s & =& BrErehLlch.

(Get-CFGAggregateConfigRuleComplianceSummary -ConfigurationAggregatorName
raju).AggregateComplianceCounts.ComplianceSummary.NonCompliantResourceCount

2d.
—.

T
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CapExceeded CappedCount

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
GetAggregateConfigRuleComplianceSummaryE & Z35HM 2.

Get-CFGAggregateDiscoveredResourceCount
CH2 ZE o Al= Get-CFGAggregateDiscoveredResourceCount@| AFHE &S Eo{FLICEH
Tools for PowerShell V4

oAl 1: O] MK E us-east-1 2|01 CHslf HEZE X[HE o2 2[HO|E L] BlAA & HhEtelL
Ct.

Get-CFGAggregateDiscoveredResourceCount -ConfigurationAggregatorName Master -
Filters_Region us-east-1

2d.
.

Y]

GroupByKey GroupedResourceCounts NextToken TotalDiscoveredResources

oAl 2: O] d|M|o| M= XI'HEl o2 2| HIO|E{ o] EE{ZEl 2|70d| CHal RESOURCE_TYPEREZ O &
StE BlAA 5 gHErErLCt.

Get-CFGAggregateDiscoveredResourceCount -ConfigurationAggregatorName Master -
Filters_Region us-east-1 -GroupByKey RESOURCE_TYPE |
Select-0Object -ExpandProperty GroupedResourceCounts

=egq.
= —1-.
GroupName ResourceCount
AWS: :CloudFormation: :Stack 12
AWS: :CloudFront: :Distribution 1
AWS: :CloudTrail::Trail 1
AWS: :DynamoDB: : Table 1
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Get-CFGAggregateDiscoveredResourcelList

CHZ T E o Al= Get-CFGAggregateDiscoveredResourcelistO| AHS &

AWS: :EC2::EIP 2
AWS: :EC2::FlowlLog 2
AWS: :EC2::InternetGateway 4
AWS::EC2: :NatGateway 2
AWS: :EC2::NetworkAcl 4
AWS::EC2: :NetworkInterface 12
AWS: :EC2::RouteTable 13
AWS: :EC2::SecurityGroup 18
AWS: :EC2: :Subnet 16
AWS::EC2: :VPC 4
AWS: :EC2: :VPCEndpoint 2
AWS: :EC2: :VPCPeeringConnection 1
AWS: : TAM: :Group 2
AWS: :TAM: :Policy 51
AWS: :IAM: :Role 78
AWS: : TAM: :User 7
AWS: :Lambda: :Function 3
AWS: :RDS: :DBSecurityGroup 1
AWS: :S3::Bucket 3
AWS: :SSM: :AssociationCompliance 107
AWS: :SSM: :ManagedInstanceInventory 108
- APINE MEE=

A E = AWS Tools for PowerShell Cmdlet & X (V4)2]
GetAggregateDiscoveredResourceCountsE & X 5HHI2.

Tools for PowerShell V4

ol 1: O oi&ol At "ot URH=
A ol Cfet 2142 AMRHE Ut

‘o2 2|AH[O|Eofl ZAIE XIHE 2|lA
gLCH 2laa

o S o
[y =82

HE EoiELch

docs.aws.amazon.com/sdkfornet/v3/apidocs/index.html?page=ConfigService/
TConfigServiceResourceType.html&tocid=Amazon_ConfigService_ResourceType H O|X|E & QI
SHMI2.

Get-CFGAggregateDiscoveredResourcelList -ConfigurationAggregatorName Ireland -
ResourceType ([Amazon.ConfigService.ResourceType]: :AWSAutoScalingAutoScalingGroup)

24

T

.
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Resourceld : arn:aws:autoscaling:eu-
west-1:123456789012:autoScalingGroup:12e3b4fc-1234-1234-
al23-1d2ba3c45678:autoScalingGroupName/asg-1

ResourceName : asg-1

ResourceType : AWS: :AutoScaling::AutoScalingGroup
SourceAccountId : 123456789012

SourceRegion : eu-west-1

Get-CFGAggregateDiscoveredResourcelist -ConfigurationAggregatorName raju -
ResourceType ([Amazon.ConfigService.ResourceType]::AWSEC2SecurityGroup) -
Filters_Region us-east-1 -Filters_ResourceName default

Eeh
Resourceld : sg-01234bd5dbfa67c89
ResourceName : default
ResourceType : AWS::EC2::SecurityGroup
SourceAccountId : 123456789102
SourceRegion : us-east-1
Resourceld : sg-0123a4ebbf56789be
ResourceName : default
ResourceType : AWS::EC2::SecurityGroup
SourceAccountId : 123456789102
SourceRegion : us-east-1
Resourceld . sg-4fcld234
ResourceName : default
ResourceType : AWS::EC2::SecurityGroup
SourceAccountId : 123456789102
SourceRegion : us-east-1

« API M2 HE = AWS Tools for PowerShell Cmdlet & & (V4)2]
ListAggregateDiscoveredResourcesE & X 35HAI2.

Get-CFGAggregateResourceConfig

CHE ZE o Al= Get-CFGAggregateResourceConfigl| AHE S EoiELICEH

A
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it

—

|.

0k
jo
fok
al
9'|_|
-
[ul

to 724

mo
ok
ol

ol Al 1: O] oMol M= EAHE XIH Elare M4 &S
(Get-CFGAggregateResourceConfig -Resourceldentifier_SourceRegion

us-east-1 -Resourceldentifier_SourceAccountId 123456789012 -
Resourceldentifier_Resourceld sg-4fcld234 -Resourceldentifier_ResourceType
([Amazon.ConfigService.ResourceType]: :AWSEC2SecurityGroup) -
ConfigurationAggregatorName raju).Configuration | ConvertFrom-Json

2d.
—.

M

{"description":"default VPC security group",'"groupName":"default", "ipPermissions":
[{"ipProtocol":"-1","ipv6Ranges":[], "prefixListIds":[], "userIdGroupPairs":
[{"groupId":"sg-4fcld234","userId":"123456789012"}], "ipv4Ranges":
[1,"ipRanges":[]}, {"fromPort":3389, "ipProtocol":"tcp", "ipv6Ranges":
[1,"prefixListIds":[],"toPort":3389, "userIdGroupPairs":[],"ipv4Ranges":
[{"cidrIp":"54.240.197.224/29","description":"office subnet"},
{"cidrIp":"72.21.198.65/32","description":"home pc"}],"ipRanges":
["54.240.197.224/29","72.21.198.65/32"1}], "ownerId":"123456789012", "groupId":"sg-4fcld234","
[{"ipProtocol":"-1","ipv6Ranges":[], "prefixListIds":[], "userIdGroupPairs":
[1,"ipv4Ranges":[{"cidrIp":"0.0.0.0/0"}],"ipRanges":["0.0.0.0/0"]}], "tags":
[1,"vpcId":"vpc-2dlc2e34"}

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetAggregateResourceconfig-
serviceE XM L.

Get-CFGAggregateResourceConfigBatch

Ct2 ZE 0 Al= Get-CFGAggregateResourceConfigBatchl| AHE Y S Eo{F LI}

Tools for PowerShell V4

o
pal
-
0%
0ok
o
jo
N
a
Io
r

oAl 1: o] oAM= XIEEl of T 2|H OlE{0]| Q= (M E) 2lAA0
Ct.

$resIdentifier=[Amazon.ConfigService.Model.AggregateResourceldentifier]e{
Resourceld= "i-012e3cb4df567e8aa"
ResourceName = "arn:aws:ec2:eu-west-1:123456789012:instance/i-012e3cb4df567e8aa"
ResourceType = [Amazon.ConfigService.ResourceType]::AWSEC2Instance
SourceAccountId = "123456789012"
SourceRegion = "eu-west-1"
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}
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x

Get-CFGAggregateResourceConfigBatch -Resourceldentifier $resIdentifier -
ConfigurationAggregatorName raju

2d.
.

M

BaseConfigurationItems UnprocessedResourceldentifiers

{3} {arn:aws:ec2:eu-west-1:123456789012:instance/
i-012e3cb4df567e8aa}l

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
BatchGetAggregateResourceconfig-service® & Z5tAHI2

Get-CFGAggregationAuthorizationList

ui
jo
HL

Ct2 ZE o Al= Get-CFGAggregationAuthorizationList2| AF& o0& LICt.

Tools for PowerShell V4
oflx| 1: o] oi| Mol M= ol Z2[7HOIE{o| FofEl HEHS AMErLCt
Get-CFGAggregationAuthorizationList

2d.
= .

M

AggregationAuthorizationArn
AuthorizedAccountId AuthorizedAwsRegion CreationTime

arn:aws:config-service:eu-west-1:123456789012:aggregation-
authorization/123456789012/eu-west-1 123456789012 eu-west-1
8/26/2019 12:55:27 AM

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeAggregationAuthorizations2 & Z 5t M| 2.

Get-CFGComplianceByConfigRule

CH2 ZE o A|E Get-CFGComplianceByConfigRulel| AFHE &HE Eo{FLICEH

A
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Tools for PowerShell V4

Ol x| 1: o| oAM= +&|oil CHEt B4R Bt Aot iS22 INSUFFICIENT_DATAE BtEtst= &
ebs-optimized-instance0l| CHEt 7 & MF HEE JMefL|Ct.

(Get-CFGComplianceByConfigRule -ConfigRuleName ebs-optimized-instance).Compliance

2.
—.

Y]

ComplianceContributorCount ComplianceType

INSUFFICIENT_DATA

Ol x| 2: o] oAM= = ALB_HTTP_TO_HTTPS_REDIRECTION_CHECKO! CH3t HIE S B|AA £
£ gratgfuich

(Get-CFGComplianceByConfigRule -ConfigRuleName ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK -
ComplianceType NON_COMPLIANT).Compliance.ComplianceContributorCount

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeComplianceByConfigRule2 & X 35HM 2.

Get-CFGComplianceByResouxce
CH2 ZE 0 Al= Get-CFGComplianceByResourcef| A& WS 2o{&LICtH
Tools for PowerShell V4

ol 1: O] (iAol M= AWS: : SSM: :ManagedInstanceInventory 2|4 A F&0{ 'COMPLIANT

XA O L = S
TH 4 90| x| 2ol

Get-CFGComplianceByResource -ComplianceType COMPLIANT -ResourceType
AWS: :SSM: :ManagedInstanceInventory
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ol:l

2.
—.

T

Compliance Resourceld ResourceType

Amazon.ConfigService.Model.Compliance i-0123bcf4b567890e3
AWS: :SSM: :ManagedInstanceInventory

Amazon.ConfigService.Model.Compliance i-0al234f6f5d6b78f7
AWS: :SSM: :ManagedInstanceInventory

« API M| HEE AWS Tools for PowerShell Cmdlet & Z(Vv4)2]
DescribeComplianceByResourceE & ZE3HMI2.

Get-CFGComplianceDetailsByConfigRule

CH2 ZE o A|= Get-CFGComplianceDetailsByConfigRulef| AFS ¥tHg HoiFL|CH

o =

Tools for PowerShell V4

oAl 1: O] MIM|= T+=! access-keys-rotated| CHEH Wot 2O E ¥ T A H &4 FEHE IS5
E2g gretgrLict

Get-CFGComplianceDetailsByConfigRule -ConfigRuleName access-keys-rotated | Group-
Object ComplianceType

24.
—.

M

Count Name

2 COMPLIANT {Amazon.ConfigService.Model.EvaluationResult,
Amazon.ConfigService.Model.EvaluationResult}

5 NON_COMPLIANT {Amazon.ConfigService.Model.EvaluationResult,
Amazon.ConfigService.Model.EvaluationResult,

Amazon.ConfigService.Model.EvaluationRes...

01|7<1| 2: 0| of|A|= COMPLIANT 2|4 A0 CHEt 7| access-keys-rotatedOdl CHEE 77 £+ M
E Felgict

Get-CFGComplianceDetailsByConfigRule -ConfigRuleName access-
keys-rotated -ComplianceType COMPLIANT | ForEach-Object
{$_.EvaluationResultIdentifier.EvaluationResultQualifier}
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1z

02
x

2.
—.

T

ConfigRuleName Resourceld ResourceType

access-keys-rotated BCABLCDI2LITAPVEW3JAH AWS::IAM: :User
access-keys-rotated BCABL1CDJ2LITL3EHREM4Q AWS::IAM: :User

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
GetComplianceDetailsByConfigRule2 & X 3HM 2.

Get-CFGComplianceDetailsByResource
CHS ZE o A|E Get-CFGComplianceDetailsByResourcel| Al &2 EoiEL|CH

Tools for PowerShell V4

oAl 1: MSE 2la2o0f CHEr oM BIF 2ot dL|ch.

Get-CFGComplianceDetailsByResource -Resourceld ABCD5STIJ4EFGHIVEW6JAH -ResourceType
"AWS: :TAM: :User'

£2:
Annotation g
ComplianceType : COMPLIANT
ConfigRuleInvokedTime : 8/25/2019 11:34:56 PM
EvaluationResultIdentifier : Amazon.ConfigService.Model.EvaluationResultIdentifier
ResultRecordedTime : 8/25/2019 11:34:56 PM
ResultToken

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
GetComplianceDetailsByResourceE & = 35HAM| 2.

Get-CFGComplianceSummaryByConfigRule
CHS ZE o A|E Get-CFGComplianceSummaryByConfigRulel| Al 2 EoiFL|CH
Tools for PowerShell V4

oAl 1: o| MEE2 #HE E+3X| &= Config & =& ghetghLct.

£
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1z

02
x

Get-CFGComplianceSummaryByConfigRule -Select
ComplianceSummary.NonCompliantResourceCount

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
GetComplianceSummaryByConfigRule® & Z35HM| 2.

Get-CFGComplianceSummaryByResourceType

CtZ ZE o Al= Get-CFGComplianceSummaryByResourceTypel| AI& WS Ho{EL|C}.

Tools for PowerShell V4

I:

oAl 1: Ol MES2 AE E+ & =,

73 ol :

HF

T TPONPS

H)i
A
i
[Hol
o

Get-CFGComplianceSummaryByResourceType -Select
ComplianceSummariesByResourceType.ComplianceSummary | ConvertTo-Json
{
"ComplianceSummaryTimestamp": "2019-12-14T06:14:49.778Z",
"CompliantResourceCount": {
"CapExceeded": false,
"CappedCount": 2
},
"NonCompliantResourceCount": {
"CapExceeded": true,
"CappedCount": 100

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(V4)9|
GetComplianceSummaryByResourceType2 & X 35HA 2.

Get-CFGConfigRule

CH2 ZE o Al= Get-CFGConfigRulel| AFS ¥Hg HoiFLICH

IT E242 jsone 2 HEHEFLICH

A

Foq
=
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Tools for PowerShell V4

oAl 1: O] ME0= M=

JP)

Aot #7H Aol cHEr 78 #30| L E|o] & LICt

Get-CFGConfigRule | Select-Object ConfigRuleName, ConfigRuleId, ConfigRuleArn,

ConfigRuleState

=ag4.

= 1.
ConfigRuleName ConfigRuleId ConfigRuleArn

ConfigRuleState

ALB_REDIRECTION_CHECK config-rule-12iyn3 arn:aws:config-
service:eu-west-1:123456789012:config-rule/config-rule-12iyn3 ACTIVE
access-keys-rotated config-rule-aospfr arn:aws:config-
service:eu-west-1:123456789012:config-rule/config-rule-aospfr ACTIVE
autoscaling-group-elb-healthcheck-required config-rule-cnlf2x arn:aws:config-

service:eu-west-1:123456789012:config-rule/config-rule-cnlf2x ACTIVE

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeConfigRules2 & =5t
M.

Get-CFGConfigRuleEvaluationStatus
CHE ZE o A|E Get-CFGConfigRuleEvaluationStatusQ| AHE @S Eo{FELICH.
Tools for PowerShell V4

oAl 1: ol ME2 MSE 7 7=lol CHEr &l HEE gHErefLict

Get-CFGConfigRuleEvaluationStatus -ConfigRuleName root-account-mfa-enabled, vpc-
flow-logs-enabled

£
ConfigRuleArn : arn:aws:config:eu-west-1:123456789012:config-rule/
config-rule-kvqlwk
ConfigRuleld : config-rule-kvqlwk
ConfigRuleName : root-account-mfa-enabled
FirstActivatedTime : 8/27/2019 8:05:17 AM
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FirstEvaluationStarted
LastErrorCode
LastErrorMessage
LastFailedEvaluationTime
LastFailedInvocationTime

ConfigRuleArn
config-rule-z1s23b
ConfigRuleld
ConfigRuleName
FirstActivatedTime
FirstEvaluationStarted
LastErrorCode
LastErrorMessage
LastFailedEvaluationTime
LastFailedInvocationTime

LastSuccessfulEvaluationTime :
LastSuccessfulInvocationTime :

. True

: 1/1/0001 12:00:00 AM
: 1/1/0001 12:00:00 AM
LastSuccessfulEvaluationTime :
LastSuccessfullInvocationTime :

12/13/2019 8:12:03 AM
12/13/2019 8:12:03 AM

: arn:aws:config:eu-west-1:123456789012:config-rule/

: config-rule-z1s23b

: vpc-flow-logs-enabled
: 8/14/2019 6:23:44 AM
: True

: 1/1/0001 12:00:00 AM
: 1/1/0001 12:00:00 AM

12/13/2019 7:12:01 AM
12/13/2019 7:12:01 AM

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|

DescribeConfigRuleEvaluationStatus& & Z5HMIL.

Get-CFGConfigurationAggregatorlList

CtZ ZE o Al= Get-CFGConfigurationAggregatorList@| AFE &2 Eo{ELICt

Tools for PowerShell V4

M

oAl 1: O] MEZoME SIT/AEo]| CHE 2= o2 2|HO|E{E gHetEFLICt.

Get-CFGConfigurationAggregatorList

2.
—.

AccountAggregationSources

{Amazon.ConfigService.Model.AccountAggregationSource}

ConfigurationAggregatorArn

: arn:aws:config-service:eu-

west-1:123456789012:config-aggregator/config-aggregator-xabcalme

ConfigurationAggregatorName
CreationTime

IrelandMaster

: 8/25/2019 11:42:39 PM
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LastUpdatedTime : 8/25/2019 11:42:39 PM
OrganizationAggregationSource :
AccountAggregationSources : {3
ConfigurationAggregatorArn : arn:aws:config-service:eu-
west-1:123456789012:config-aggregator/config-aggregator-qubgabcd
ConfigurationAggregatorName : raju
CreationTime : 8/11/2019 8:39:25 AM
LastUpdatedTime : 8/11/2019 8:39:25 AM
OrganizationAggregationSource :
Amazon.ConfigService.Model.OrganizationAggregationSource
- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeConfigurationAggregators& & X 5HA| 2.
Get-CFGConfigurationAggregatorSourcesStatus
CtZ ZE o Al= Get-CFGConfigurationAggregatorSourcesStatus2| AL WS HoiEL

Ct.

Tools for PowerShell V4

oAl 1: o] ME oMz XI'ZE o2 E|H OlE{e] AA01 CHaH

LYEE HEE EAFLICL

Get-CFGConfigurationAggregatorSourcesStatus -ConfigurationAggregatorName raju |
select SourceType, LastUpdateStatus, LastUpdateTime, Sourceld

Eeh
SourceType LastUpdateStatus LastUpdateTime Sourceld
ORGANIZATION SUCCEEDED 12/31/2019 7:45:06 AM Organization
ACCOUNT SUCCEEDED 12/31/2019 7:09:38 AM 612641234567
ACCOUNT SUCCEEDED 12/31/2019 7:12:53 AM 933301234567
ACCOUNT SUCCEEDED 12/31/2019 7:18:10 AM 933301234567
ACCOUNT SUCCEEDED 12/31/2019 7:25:17 AM 933301234567
ACCOUNT SUCCEEDED 12/31/2019 7:25:49 AM 612641234567
ACCOUNT SUCCEEDED 12/31/2019 7:26:11 AM 612641234567

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribeConfigurationAggregatorSourcesStatus& & Z5tM 2.

£
e

289


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (7 4)

0lo

1z
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x

Get-CFGConfigurationRecorder

CH2 ZE o A|E Get-CFGConfigurationRecorder| AHE YHiE Hof

Tools for PowerShell V4
oflX 1: O] oMz M BlZEHS MF HEE EHEtELICH
Get-CFGConfigurationRecorder | Format-List

24.
—.

T

Name : default

RecordingGroup : Amazon.ConfigService.Model.RecordingGroup

RoleARN : arn:aws:iam::123456789012:role/aws-service-role/

config.amazonaws.com/AWSServiceRoleForConfig

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
DescribeConfigurationRecorders& & X 5HA| 2.

Get-CFGConfigurationRecordexStatus

CHE 2= o Al= Get-CFGConfigurationRecorderStatus2| AL

Tools for PowerShell V4

fol
ofr

olxfl 1: o] ME2 7 BllZHO| & EHE BtterLict.

I

Get-CFGConfigurationRecorderStatus

2d.

T

.

LastErrorCode

LastErrorMessage 2

LastStartTime : 10/11/2019 10:13:51 AM
LastStatus : Success

LastStatusChangeTime : 12/31/2019 6:14:12 AM
LastStopTime : 10/11/2019 10:13:46 AM
Name : default

Recording : True
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o

FEH

=

£ EoiELct
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« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeConfigurationRecorderStatus& & Z35HM|2.

Get-CFGConformancePack
CI2 3 E o A|l= Get-CFGConformancePackll A2 EfEd2 Eoi{FL|Ct.
Tools for PowerShell V4

oAl 1: o] ME M= EE Mty WS LiFeLICch

Get-CFGConformancePack

£
ConformancePackArn : arn:aws:config:eu-west-1:123456789012:conformance-
pack/dono/conformance-pack- p@acq8bpz
ConformancePackId : conformance-pack-p@acabcde
ConformancePackInputParameters : {}
ConformancePackName : dono
CreatedBy
DeliveryS3Bucket : kt-ps-examples
DeliveryS3KeyPrefix :
LastUpdateRequestedTime : 12/31/2019 8:45:31 AM

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeConformancePacks=
xSt L.

Get-CFGDeliveryChannel
CH2 ZE o Al= Get-CFGDeliveryChannel®| AIE WS HoiELICH.
Tools for PowerShell V4

oAl 1: o] dl&lE 2Ll ME MEES AMst I MF SEE EAELICH

Get-CFGDeliveryChannel -Region eu-west-1 | Select-Object Name, S3BucketName,
S3KeyPrefix,
@{N="DeliveryFrequency";E={$_.ConfigSnapshotDeliveryProperties.DeliveryFrequency}}
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=ed.

= 1.
Name S3BucketName S3KeyPrefix DeliveryFrequency
default config-bucket-NA my TwentyFour_Hours

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeDeliveryChannels2 &
ZotMlL.

Get-CFGResourceTag
CH2 A= 0 Al= Get-CFGResourceTagl| AHE Y Eo{FLIC}.
Tools for PowerShell V4

oA 1: o]l Mo M= XIHE 2|0 HZEE BT E LIFELICEH
Get-CFGResourceTag -ResourceArn $rules[0].ConfigRuleArn

2.
.

Y]

Key Value

Version 1.3

ol

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2Q| ListTagsForResourceE & =X
M.

P

Remove-CFGConformancePack
Cl2 ZE o Al= Remove-CFGConformancePackl| A2 dtedE2 HoiZFL|C}.
Tools for PowerShell V4

oA 1: O] MEOfA= ol CHEt ZE 75 2| s &Hd Tyt Aot 7 X|&El MetA WS
M| 74 =L C.

Remove-CFGConformancePack -ConformancePackName dono

I
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2.
—.

T

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-CFGConformancePack (DeleteConformancePack)" on
target "dono".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteConformancePacke & X
StH 2.

Write-CFGConformancePack
CIS 3= o A|= Write-CFGConformancePackl| Al HitH2 Ho{&L|C}.
Tools for PowerShell V4

Of|X{| 1: O] MEZEO| M= =ghAd =

H o 1

jo

otSo0] X|HE yaml I Aol REESE 7HXSLICH

Write-CFGConformancePack -ConformancePackName dono -DeliveryS3Bucket amzn-s3-demo-
bucket -TemplateBody (Get-Content C:\windows\temp\template.yaml -Raw)

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| PutConformancePack2 & &= 5t

(=
MNe.

Write-CFGDeliveryChannel
CH2 ZE 0 Al= Write-CFGDeliveryChannelQ| A& WS 2oi&ELICEH
Tools for PowerShell V4

oAl 1: o] HlAMlE 7|& & M2l deliveryFrequency 432 #HZAELICH

Write-CFGDeliveryChannel -ConfigSnapshotDeliveryProperties_DeliveryFrequency
TwentyFour_Hours -DeliveryChannelName default -DeliveryChannel_S3BucketName amzn-
s3-demo-bucket -DeliveryChannel_S3KeyPrefix my

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| PutDeliveryChannel2 & &= 3HA|
o

L.

£
e
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Tools for PowerShell V4& A28t Device Farm oA

E of|Xl|od M= Device Farmzt & 74 AWS Tools for PowerShell V4E Al235t0{ 22 £3l5t
T YUMol AILIZ|R & F3istE e Eoi&LICt.

stole CiFE Z2 2ol M LalE 2 oln] HEA S WA Assol BLICH Al Y Mula
H4E NMEHOE $HSHE WHES HoiFH BY AL HHAE T Felg 8 4 el
=3
2t ol Aloflis FIF| 22 =0l CHEF YA LFHE|0] D, od7|0fM HHAE TH ZEE HHsH
I AEshs Wl CfEt KRS &2 4 AsLIC
=3
e XFOA

— =
x+od
|

New-DFUpload
CHE Z = o Al= New-DFUploadQ| AHS &g HoiFLICH

Tools for PowerShell V4

oA 1:0| od| Mol A= Android 240 CHEt AWS Device Farm A2 EE MLt New-DFProject
I = Get-DFProjectListe| 20| ZZME ARNE 7HX{& £ U&LICH New-DFUpload &230]
ZE MEE URLE At83104 I E Device Farmoi| 42 =& LTt

OII

New-DFUpload -ContentType "application/octet-stream" -ProjectArn
"arn:aws:devicefarm:us-west-2:123456789012:project:EXAMPLEa-7ecl-4741-9c1f-
d3e@4EXAMPLE" -Name "app.apk" -Type ANDROID_APP

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateUploadE & & 5HAM|L.

Directory Service Tools for PowerShell VA& A28t of &

CHS I E o X0 A= AWS Tools for PowerShell V4E 2} & 71 AFE 504 &S &St T LUHIRAO] A
LI2|2E F3sts {2 2 04ELICt Directory Service.
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i iR R T2 a0l M YHE RS o|n HHMA S| 3 Asof gLich T2 JHE M
HrE Mo R SE5=E WHE EoiFH & AlLI2[2o| HEHAEN = &S E = UE
Ct.
Zt o AloflE ©A| AA FEO CHE 21371 &[0 IS, 047|0| M HEIAEN &3 I EE A
1 A™SHE ol chEk xRS &2 5= &L ct
=S|
. XFoOd
. —|
pN oL
— =
Add-DSIpRoute
CHE ZE o Al= Add-DSIpRoutel| AFE WS Ho{FLILC}.
Tools for PowerShell V4
oiAl 1: o] HHE | H= X|HEl Directory-idoll €& El 2|AA ENE M7HELICEH

Add-DSIpRoute -DirectoryId d-123456ijkl -IpRoute @{CidrIp ="203.0.113.5/32"} -
UpdateSecurityGroupForDirectoryController $true

- APl M2 HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| AddIpRoutes& & = 5tMIR.

Add-DSResourceTag

Ct2 ZE 0 Al= Add-DSResourceTagl| A& WS 2o4&ELICt

Tools for PowerShell V4

of|x[ 1: o] B0 M= X|'JE Directory-idof|l 2|4 A E§TE FIHELICH.

Add-DSResourceTag -Resourceld d-123456ijkl -Tag @{Key="myTag"; Value="mytgValue"}

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AddTagsToResourceE & Z= 3}

M.

I
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Approve-DSTrust
CHE ZE o Al= Approve-DSTrusto| A2 HHE EoiELICt
Tools for PowerShell V4

oAl 1:0| MM = XI'HE Trustidodl CHEH AWS Directory Service VerifyTrust API 242 S & &t
L|C}.

Approve-DSTrust -TrustId t-9067157123

- API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Verify Trustg & Z35HM L.

Confirm-DSSharedDirectory
CH2 ZE o Al= Confirm-DSSharedDirectoryf| AHS &g EoiFL|CH
Tools for PowerShell V4

oAl 1:0] oMo ME CIHEE| ARAZFE MSE CIHEE S/ S = ELICHAWS AE.

Confirm-DSSharedDirectory -SharedDirectoryId d-9067012345

£3:
CreatedDateTime : 12/30/2019 4:20:27 AM
LastUpdatedDateTime : 12/30/2019 4:21:40 AM
OwnerAccountId : 123456781234
OwnerDirectoryId : d-123456ijkl
SharedAccountId ¢ 123456784321
SharedDirectorylId : d-9067012345
ShareMethod
ShareNotes : This is test sharing
ShareStatus : Sharing

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AcceptSharedDirectoryE & X
SHMI2.

Connect-DSDirectory

CH2 Z = o A|= Connect-DSDirectoryl| AFE WS HoiELICH.

A
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Tools for PowerShell V4

o[ 1: O] o M|ofl A= AD ConnectorE ‘ddstof 2 Zei|0|A CIHEE 2[of AZg LT

0

Connect-DSDirectory -Name contoso.com -ConnectSettings_CustomerUserName
Administrator -Password $Password -ConnectSettings_CustomerDnsIp 172.31.36.96
-ShortName CONTOSO -Size Small -ConnectSettings_VpcId vpc-123459da -

ConnectSettings_SubnetId subnet-1234ccaa, subnet-5678ffbb

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ConnectDirectoryE & X 5HA 2.

Deny-DSSharedDirectory

o

Ct2 ZE o Al= Deny-DSSharedDirectory| AF& WS Ho{ELIC}.

Tools for PowerShell V4

oflxf| 1: o] Mol M= CIHEE] ARA H™HM EH CIREE Sf ¥ HEELICL
Deny-DSSharedDirectory -SharedDirectoryId d-9067012345

2d.
.

T

d-9067012345

7'<|-_7F_g|.

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4) 2| RejectSharedDirectoryE &
M.

Disable-DSDirectoryShare

CH2 ZE 0 Al= Disable-DSDirectorySharel| A& WS 20{&LICtH

Tools for PowerShell V4

oAl 1: O] oMol M= CIHEE| A7AEeE AHIX ZFo| CIREE| SR E SXIELICH

Disable-DSDirectoryShare -DirectoryId d-123456ijkl -UnshareTarget_Id 123456784321 -
UnshareTarget_Type ACCOUNT

24.
—.

T
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d-9067012345

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| UnshareDirectoryE & Z35HMIL.

Disable-DSLDAPS
CtS ZE o Al= Disable-DSLDAPSQ| AHE S HoiFLICH
Tools for PowerShell V4
oAl 1: o] oMo M= XI'EE CIHEEE|of CHEF LDAP 22 21 S &8 HIZg&tgLict

Disable-DSLDAPS -DirectoryId d-123456ijkl -Type Client

« API M[¥ HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| DisableLDAPSE & Z5tM|L.

Disable-DSRadius
C}S I E o A|= Disable-DSRadius2| AFE IS HoiFL|C}.
Tools for PowerShell V4

of| Al 1: O] of|A|ofl A= AD Connector &£ = Microsoft AD C|ZE{Z|0i CHEH T A4 El RADIUS MEHE
H| & Ad5tatL|C).

Disable-DSRadius -DirectoryId d-123456ijkl

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisableRadiusE & X 35IMIL.

Disable-DSSso
[ ZE o Al= Disable-DSSsof| AHE W2 Eo{FLICt
Tools for PowerShell V4
oA 1: O oMol M= CIE{2|od| CHEF Single Sign-On2 H|& st & LICtH

Disable-DSSso -DirectoryId d-123456ijkl

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DisableSsoS & Z5HML2.

£
e
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Enable-DSDirectoxryShare
CHZ ZE o Al= Enable-DSDirectorySharel| At &2 Ho{ELICt
Tools for PowerShell V4

olxf 1:0| oMol M= HEM 0|3 HIMEE AE3to{ AWS A HE | X|HE C|HE{Z[E CHE AWS
AEn S/EfLCH

Enable-DSDirectoryShare -DirectoryId d-123456ijkl -ShareTarget_Id 123456784321 -
ShareMethod HANDSHAKE -ShareTarget_Type ACCOUNT

2.
—.

T

d-9067012345

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ShareDirectoryE X 35HMI2.

Enable-DSLDAPS
C}2 T E of|Al= Enable-DSLDAPSO| At Hiedg HoiEL|C}.

Tools for PowerShell V4

A

oAl 1: O MM &7 CIHEE|S| AR|XIE &350 LDAP EoF %

LICH.

HL
0

r
]

el
Fol
M
mjo
0ok
0
>
oo
o

Enable-DSLDAPS -DirectoryId d-123456ijkl -Type Client

« API M|® HE = AWS Tools for PowerShell Cmdlet & X (V4)2| EnableLDAPSE & Z &M 2.

Enable-DSRadius
Ct2 3 E ol A|= Enable-DSRadius9| Al gitHe Ho{EL|C}.
Tools for PowerShell V4

of X 1: 0| of|A|0l M= AD Connector EE= Microsoft AD C|2E{2|0f Ci&l AE= RADIUS A

Mg Agstol TS QI (MFA)S ZAdstELICH

£
e
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AWS Tools for PowerShell (-7 4) AHE M
Enable-DSRadius -DirectoryId d-123456ijkl
-RadiusSettings_AuthenticationProtocol PAP
-RadiusSettings_DisplaylLabel Radius
-RadiusSettings_RadiusPort 1812
-RadiusSettings_RadiusRetry 4
-RadiusSettings_RadiusServer 10.4.185.113
-RadiusSettings_RadiusTimeout 50
-RadiusSettings_SharedSecret wJalrXUtnFEMI
- APl M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EnableRadiusE & ZE &AM 2.
Enable-DSSsol| AHE ¥'HE Ho{ELICH
gdstefict
[SEC V(RS

Enable-DSSso
ol Al=

ChE 2=
Tools for PowerShell V4
ol Al 1: o] Mol M= C|ZE{2|of CHE Single Sign-Ong
Enable-DSSso -DirectoryId d-123456ijkl
H = AWS Tools for PowerShell Cmdlet £ X (V4)2| EnableSso &

« API M8 HHE
Get-DSCertificate
Get-DSCertificatel| A W E Ho{ELICE
El o15 Mo cHEt o

o Al=

Tools for PowerShell V4

c-906731e34f
contoso-EC2AMAZ-CTGG2NM-CA

2.
—.

T

4/15/2025 6:34:15 PM
4/15/2020 6:38:56 PM

Certificateld
Registered

CommonName

ExpiryDateTime
RegisteredDateTime

State

Chg 3£
oAl 1: O] Mol M= 20t LDAP HAZEE Q5 S5
Get-DSCertificate -DirectoryId d-123456ijkl -CertificateId c-906731e34f
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AWS Tools for PowerShell (H{7 4) A

StateReason : Certificate registered successfully.

- API M|® HE = AWS Tools for PowerShell Cmdlet 2 X (V4)2| DescribeCertificate & & X 5} All
o

- .

Get-DSCertificatelList
CIS I E o A|= Get-DSCertificatelListl| Al WEdE Eoi{FLICt

Tools for PowerShell V4

Ofl& 1: XIZE CI2JE{2|of CHEH Ot LDAP HZS SIsi SSE DE ABME LIGFLICH

Get-DSCertificatelist -DirectoryId d-123456ijkl

24.
.

M

CertificateId CommonName ExpiryDateTime State

c-906731e34f contoso-EC2AMAZ-CTGG2NM-CA 4/15/2025 6:34:15 PM Registered

« API M|& HE &= AWS Tools for PowerShell Cmdlet & Z(V4) 9| ListCertificates& & X 35HM 2.

Get-DSConditionalForwarder
CHS T E o A|l= Get-DSConditionalForwarderQ| Al &2 Eo{&L|C}.
Tools for PowerShell V4

oflxf| 1: o] WAool MH= X4 El Directory-idol| CHal 7+ HE 2E TR MY RE 7HASLCt
Get-DSConditionalForwarder -DirectoryId d-123456ijkl

2d.

T

.
DnsIpAddrs RemoteDomainName ReplicationScope
{172.31.77.239} contoso.com Domain
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« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeConditionalForwarders& & ZXsHAM|L.

Get-DSDirectory
CHS ZE o Al= Get-DSDirectoryf| AHE W2 Eo{FLICt
Tools for PowerShell V4
ofAl 1: ol BHoM= o Aol &t CIHEEe SEE 7 SLIch
Get-DSDirectory | Select-Object DirectoryId, Name, DnsIpAddrs, Type

2d.
.

T

DirectoryId Name DnsIpAddrs Type

d-123456abcd abcd.example.com {172.31.74.189, 172.31.13.145} SimpleAD
d-123456efgh wifi.example.com {172.31.16.108, 172.31.10.56} ADConnector
d-123456ijkl lan2.example.com {172.31.10.56, 172.31.16.108} MicrosoftAD

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DescribeDirectoriesE &
o

- .

Get-DSDirectoryLimit
CI2 ZE o Al= Get-DSDirectoryLimito| AHS BE12 Eo{ELICt
Tools for PowerShell V4
olxf| 1: O] KMol MH= us-east-1 2|0l CHEF CIHE{E| MEH HEE EAIELICEH
Get-DSDirectoryLimit -Region us-east-1

2d.
—.

T

CloudOnlyDirectoriesCurrentCount : 1
CloudOnlyDirectoriesLimit . 10
CloudOnlyDirectoriesLimitReached : False
CloudOnlyMicrosoftADCurrentCount : 1
CloudOnlyMicrosoftADLimit . 20

Z 5t

£
e

302


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (7 4)

Get-DSDomainControllerList

C

CloudOnlyMicrosoftADLimitReached : False
ConnectedDirectoriesCurrentCount : 1

ConnectedDirectoriesLimit

. 10

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetDirectoryLimits2 & = 5tA|

(@)

L.

2 Z = o A|= Get-DSDomainControllerListQ| At g2 Ho{=FL|C}.

Tools for PowerShell V4

oAl 1: o] B M= 4= E directory-idoil CH3H A|ZHE

Ct.

EH

Get-DSDomainControllerlList -DirectoryId d-123456ijkl

2.
.

M

AvailabilityZone
DirectoryId
DnsIpAddr
DomainControllerId
LaunchTime

Status

StatusLastUpdatedDateTime :

StatusReason
SubnetId
Vpcld

AvailabilityZone
DirectoryId
DnsIpAddr
DomainControllerId
LaunchTime

Status

StatusLastUpdatedDateTime :

StatusReason
SubnetId
VpcId

: us-east-1b

: d-123456ijkl1

: 172.31.16.108

: dc-1234567aa6

: 4/4/2019 4:53:43 AM
: Active

4/24/2019 1:37:54 PM

: subnet-1234kkaa
: vpc-123459d

: us-east-1d

: d-123456ijkl

: 172.31.10.56

: dc-1234567aa7

: 4/4/2019 4:53:43 AM
: Active

4/4/2019 5:14:31 AM

: subnet-5678ffbb
1 vpc-123459d

ol

—

HEED o Ml

=
T

=
=

=
=

2 7t

bal
-
o}
+
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I
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« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeDomainControllers&
HESIMR.

Get-DSEventTopic
CIS FE 0 A|= Get-DSEventTopicll AIE #HE HoiELICH
Tools for PowerShell V4

oAl 1: o] BHoIM= CIHEE| dEi7t HEE I LEES ELHESE FHEISNS FHo YEE &
o1& LICt.

Get-DSEventTopic -DirectoryId d-123456ijkl

2.
—.

T

CreatedDateTime : 12/13/2019 11:15:32 AM

DirectoryId : d-123456ijkl

Status : Registered

TopicAzIn ¢ arn:aws:sns:us-east-1:123456781234:snstopicname
TopicName : snstopicname

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DescribeEventTopics2 & =3t
MNL.

Get-DSIpRoutelList
CH2 ZE o Al= Get-DSIpRoutelist| A &g HoiFL|CH
Tools for PowerShell V4

ofl X 1: o] H&IojME CIHEZ| IP 2lRE0| THEI HEZ P A EEE 7FXSLCH

Get-DSIpRoutelList -DirectoryId d-123456ijkl

=eq.

= 1.
AddedDateTime : 12/13/2019 12:27:22 PM
CidrIp . 203.0.113.5/32

Description : Public IP of On-Prem DNS Server

I
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DirectoryId : d-123456ijkl
IpRouteStatusMsg : Added
IpRouteStatusReason :

- APl M| HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| ListipRoutes& FH Z3tAML.

Get-DSLDAPSSetting
CH2 ZE o Al= Get-DSLDAPSSettingl| AFHE &S Eo{FLICH

Tools for PowerShell V4

oAl 1: o] oMol M XIHE CIHEE{E[of CHEF LDAP £ ot & EHE MHELICH
Get-DSLDAPSSetting -DirectoryId d-123456ijkl

2d.
.

M

LastUpdatedDateTime LDAPSStatus LDAPSStatusReason

4/15/2020 6:51:03 PM Enabled LDAPS is enabled successfully.

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeLDAPSSettings2 & &
St 2.

Get-DSLogSubscriptionList
Ct ZE 0 Al= Get-DSLogSubscriptionListo| AHE YHHE Eo{F LI}
Tools for PowerShell V4

oAl 1: o] Bz KIHE directory-idel 21 5 HEE 7t X4SLICt
Get-DSLogSubscriptionList -DirectoryId d-123456ijkl

24.
.

T

DirectoryId LogGroupName
SubscriptionCreatedDateTime
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HA

e l=

AWS Tools for PowerShell (-7 4) AHE M
d-123456ijkl /aws/directoryservice/d-123456ijkl-1lan2.example.com 12/14/2019 9:05:23
AM
« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListLogSubscriptions= & &35t
M.
& YHES Ho{ELCt

Get-DSResourceTag
{Al= Get-DSResourceTag®| At

OiAl=
ol 1: o] BHEoME XIHE CIHEEel 2E EYOE 7HX{SLICH

s =2
Tools for PowerShell V4
- 0| H =
Get-DSResourceTag -ResourceIld d-123456ijkl
=
Key  Value
;;;ag ;;;;;Value
« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListTagsForResource® & Z= 3}
S Ho{ELICt
7ot &S LhFeL o

M.
Get-DSSchemaExtension
Of| A|E Get-DSSchemaExtensionl| Al

Clg 32 E
Tools for PowerShell V4
oAl 1: O] od|Al|ofl A& Microsoft AD C|EIE{Z|0]| =
306

Get-DSSchemaExtension -DirectoryId d-123456ijkl
ManagedADSchemaExtension

d-123456ijkl
4/12/2020 10:30:49 AM

2.
—.

T3

Description

DirectoryId
EndDateTime

T
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SchemaExtensionId : e-9067306643
SchemaExtensionStatus : Completed
SchemaExtensionStatusReason : Schema updates are complete.
StartDateTime : 4/12/2020 10:28:42 AM

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListSchemaExtensions2 & &5t
MNL.

Get-DSSharedDirectory
Ct2 I E 0 Al= Get-DSSharedDirectoryl| AHE YHHE Eo{F LI}
Tools for PowerShell V4

oAl 1:0| oMl = AWS HHe| 3¢ CIREE|IE 7K ZLICH

Get-DSSharedDirectory -OwnerDirectoryId d-123456ijkl -SharedDirectoryId d-9067012345

£
CreatedDateTime . 12/30/2019 4:34:37 AM
LastUpdatedDateTime : 12/30/2019 4:35:22 AM
OwnerAccountId : 123456781234
OwnerDirectoryId : d-123456ijkl
SharedAccountId : 123456784321
SharedDirectoryId : d-9067012345
ShareMethod : HANDSHAKE
ShareNotes : This is a test Sharing
ShareStatus : Shared

« API M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSharedDirectoriesE &t
ZotM

Get-DSSnapshot

CHE ZE o A|E Get-DSSnapshot Q| AIE #HHE HoiELICH.

Tools for PowerShell V4

oAl 1: o]l BHoIM= o] AlHol Het x| GE CIMEE & HEE 7IXSLICH

bal
-
o}
+
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Get-DSSnapshot -DirectoryId d-123456ijkl

2.
=.

M

DirectoryId : d-123456ijkl

Name :

SnapshotId : s-9064bd1234
StartTime . 12/13/2019 6:33:01 PM
Status : Completed

Type : Auto

DirectoryId : d-123456ijkl

Name 3

SnapshotId : s-9064bb4321
StartTime : 12/9/2019 9:48:11 PM
Status : Completed

Type : Auto

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSnapshots2 & Z5HA

o

L.

Get-DSSnapshotLimit
CIS FE o A|= Get-DSSnapshotLimitl| AIHE &dg Hoi{FLIC
Tools for PowerShell V4

oIl 1: o] BHEoIME XIHE CIHEE|of CHEr =8 A= HMEHE 7I XS LICt
Get-DSSnapshotLimit -DirectoryId d-123456ijkl

2.
.

M

ManualSnapshotsCurrentCount ManualSnapshotsLimit ManualSnapshotsLimitReached

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetSnapshotLimits2

SEC
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Get-DSTrust
CI2 T E o Al= Get-DSTrusto A2 gftHe Ho{&L|C}.

Tools for PowerShell V4

oA 1: o]l BH oAM= XIHE directory-idoil CHal & &2 A HEE 7hMSLICh

Get-DSTrust -DirectoryId d-123456abcd

£
CreatedDateTime : 7/5/2019 4:55:42 AM
DirectoryId : d-123456abcd
LastUpdatedDateTime : 7/5/2019 4:56:04 AM
RemoteDomainName : contoso.com
SelectiveAuth : Disabled
StatelLastUpdatedDateTime : 7/5/2019 4:56:04 AM
TrustDirection : One-Way: Incoming
TrustId : t-9067157123
TrustState : Created
TrustStateReason
TrustType : Forest

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTrusts& & Z5HM 2.

New-DSAlias
Cl2 ZE o A|E New-DSAliaso| AF2 2 EoiEL|C}.
Tools for PowerShell V4

oAl 1: CIEE 2o CiE WS ddstn BT S XIEE directory-idoil

ﬂl°T"
II°T"
T
inl

New-DSAlias -DirectoryId d-123456ijkl -Alias MyOrgName

M
i

Alias DirectoryId
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myorgname d-123456ijkl

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateAliasE & X HAMIL.

New-DSComputerx
Ct2 ZE 0 Al= New-DSComputer@| AHE Y S Eo{F LI}
Tools for PowerShell V4

oflAl 1: O] Mol M= M Active Directory Z4FE| Z{MIE MAdstL|CH

New-DSComputer -DirectoryId d-123456ijkl -ComputerName ADMemberServer -Password
$Password

2d.
—.

T

ComputerAttributes ComputerId
ComputerName

{WindowsSamName, DistinguishedName} S-1-5-21-1191241402-978882507-2717148213-1662
ADMemberServer

- API M|I& HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreateComputerE & Z35HM Q.

New-DSConditionalForwarder
CIS T E of|Al&= New-DSConditionalForwarderl| AtE gtEiES Ho{EL|CI.
Tools for PowerShell V4

oAl 1:0| Mol E K| E AWS Directory-idol| Z7AE MEAIE HMHEHLCH

New-DSConditionalForwarder -DirectoryId d-123456ijkl -DnsIpAddr
172.31.36.96,172.31.10.56 -RemoteDomainName contoso.com

« APl M| HHE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateConditionalForwarderE
xl-x °|.A-|| Q.

£
e
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New-DSDirectory

CH2 Z = o Al= New-DSDirectoryQ| AFHE &S Eo{FLIC)

Tools for PowerShell V4

oAl 1: o] oMol ME AH Simple AD CIRE{Z|E MAdEFLICt

oH

New-DSDirectory -Name corp.example.com -Password $Password -Size Small -
VpcSettings_VpcId vpc-123459d -VpcSettings_SubnetIds subnet-1234kkaa, subnet-5678ffbb

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateDirectoryS & E5HM L.

=

New-DSLogSubscription
Ct2 ZE 0 Al= New-DSLogSubscription®| AHE Y S Eo{FL|C}.
Tools for PowerShell V4

oAl 1: O] HIM|oll M= AL A|Zt Directory Service THQl ZHEER] 2o 238 AWS A x|HE
Amazon CloudWatch 21 I &0 2 MEst7| st +52 MAdshL|ct.

New-DSLogSubscription -DirectoryId d-123456ijkl -LogGroupName /aws/directoryservice/
d-123456ijkl-1an2.example.com

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateLogSubscriptiong & X
SHMI2.

New-DSMicrosoftAD
CI2 ZE o A= New-DSMicrosoftADQ| AF2 el HoiFL|C}.
Tools for PowerShell V4

oflxf| 1:0 o M|of| =0l A M Microsoft AD CIHE{Z|E & ELIc AwS 22t <

New-DSMicrosoftAD -Name corp.example.com -Password $Password -edition Standard -
VpcSettings_VpcId vpc-123459d -VpcSettings_SubnetIds subnet-1234kkaa, subnet-5678ffbb

« API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreateMicrosoftADE & = 5HA|
o

L.

£
e
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New-DSSnapshot
CH2 ZE o AlI= New-DSSnapshot 2] AFE W2 EoiFL|CH
Tools for PowerShell V4

oAl 1: O] Mo M= CIHEEE| A4S ddgfL

New-DSSnapshot -DirectoryId d-123456ijkl

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateSnapshot2 & Z5HM 2.

New-DSTrust
CIS ZE o A= New-DSTrustl| AFR &S Ho{FLICl.
Tools for PowerShell V4

of| X 1:0| oAl AHE AWS 2|3 Microsoft AD CIEE{ 2|2 7|&E 2= 8|0|A Microsoft Active
Directory 70l & Z2[AE TA| AMEE gL ct.

New-DSTrust -DirectoryId d-123456ijkl -RemoteDomainName contoso.com -TrustDirection
Two-Way -TrustType Forest -TrustPassword $Password -ConditionalForwarderIpAddr
172.31.36.96

£3:

t-9067157123

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z£(V4)2| CreateTrust& E X sHMIL.

Register-DSCertificate
CH2 ZE o Al= Register-DSCertificatef| AHE YRS Eo{FLICH
Tools for PowerShell V4

of|X| 1: o] oMo ME E9F LDAP 24Z20] CHSH QIS MHE SE &L}

$Certificate = Get-Content contoso.cer -Raw

£
e

312


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (%1 4) A8 YA

Register-DSCertificate -DirectorylId d-123456ijkl -CertificateData $Certificate

2.
—.

T

Cc-906731e350

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RegisterCertificate & & Z 5t Al
(@]

- .

Register-DSEventTopic
CH2 ZE o A|= Register-DSEventTopicl| AF& W2 Eo{EFL|Ct.
Tools for PowerShell V4

oA 1: o] M= CI-E{2IE HIAIRLZ 810 SNS FA[of 4 ghL|Ct.
Register-DSEventTopic -DirectoryId d-123456ijkl -TopicName snstopicname

« APl M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| RegisterEventTopic2 & Z 3 All
o

L.

Remove-DSConditionalForwarder
Ct2 I E o A|E Remove-DSConditionalForwarderl| Al i HoiEL|Ct
Tools for PowerShell V4

of| X[ 1:0| od|X|of| A= AWS Direcotry0d| CHaH M El Z7HE MY XHE M HELCH

Remove-DSConditionalForwarder -DirectoryId d-123456ijkl -RemoteDomainName
contoso.com

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteConditionalForwarder&

HESM L.

Remove-DSDirectory

CH2 I E 0 A|= Remove-DSDirectoryl| AHE YHHE Eo{FLIC}.

A

vy 313


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

Tools for PowerShell V4

oAl 1:0] oMl M= AWS CIE 2| MH|A C|=E2|(Simple AD/Microsoft AD/AD Connector)&
A EFLICH

Remove-DSDirectory -DirectoryId d-123456ijkl

« API M|& HE = AWS Tools for PowerShell Cmdlet & & (V4) 9| DeleteDirectoryE & E5HMIR.

Remove-DSIpRoute
CI2 3 E o Al= Remove-DSIpRoutel| A B S HoiEL|C.
Tools for PowerShell V4
of x| 1: O] B0 A= Directory-idoil CHal & IP Z20M X|™HE IPE A|7HELICE

Remove-DSIpRoute -DirectoryId d-123456ijkl -CidrIp 203.0.113.5/32

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RemovelpRoutesE & X 5HA| 2.

Remove-DSLogSubscription
CS ZE o Al= Remove-DSLogSubscription®| AFE W2 Ho{ELILC}.
Tools for PowerShell V4

oAl 1: o] HWHEo M= XI'SEl Directory-ide| 21 752 M 7AHE LICH.
Remove-DSLogSubscription -DirectoryId d-123456ijkl

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteLogSubscriptions & &= 5t
Me.

Remove-DSResourceTag
CHS ZE o A= Remove-DSResourceTagl| A8 WS EoiELICH
Tools for PowerShell V4

oAl 1: o] H&olME X|HE Directory-idol| &2 & 2|AA Ef2E M 7HELICH

£
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AWS Tools for PowerShell (H{7 4) A

Remove-DSResourceTag -ResourceId d-123456ijkl -TagKey myTag

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RemoveTagsFromResource &
S VKSR

Remove-DSSnapshot
CH2 ZE o Al= Remove-DSSnapshot2| AL e HoiELIC}
Tools for PowerShell V4

oAl 1: O] M| M= =822 HEE AHXE M 7HELICY.
Remove-DSSnapshot -SnapshotId s-9068b488kc

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteSnapshot2 & & 5tA|2.

Remove-DSTrust
Cl2 ZE o A|E Remove-DSTrustQ| At Wtdg Ho{FL|LC}.
Tools for PowerShell V4

oAl 1:0| Aol A= AWS Managed AD Directory2t QIF TH|QI ZHoll EXSHE AE A &
MI7{&rL|ct.

Get-DSTrust -DirectoryId d-123456ijkl -Select Trusts.TrustId | Remove-DSTrust
£

t-9067157123

« API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DeleteTrustE & Z3HMI2.

Reset-DSUserPassword

CI2 3 E o A|= Reset-DSUserPasswordl| Al &Ed2 Ho{FL|Ct

A
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AWS Tools for PowerShell (7 4)

0lo

1z
0%
x

Tools for PowerShell V4

ol Al 1:0| oMol A= AWS Managed microsoft AD EE= Simple AD Directory0l| A ADUserZt=

Active Direcotry AHEAt2| &f £ & R M EfLICH.

Reset-DSUserPassword -UserName ADuser -DirectoryId d-123456ijkl -NewPassword
$Password

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ResetUserPassword& &=

o

L.

Restore-DSFromSnapshot
CH2 I E 0 A|= Restore-DSFromSnapshot 2| AHE &g HoiELIC
Tools for PowerShell V4

oAl 1: o] MM = 7IE CIMEE| &HAEE ALSsto CIEEEIE SELICH

Restore-DSFromSnapshot -SnapshotId s-9068b488kc

St Al

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RestoreFromSnapshot2 & =3}

M.

Set-DSDomainControllexCount
Ct2 3T E o A|E= Set-DSDomainControllerCountl| Al EE{2 Ho{EL|Ct.

Tools for PowerShell V4

oAl 1: O] oMol M= RI'EE directory-idofl CHal =M@l ZHEER & 322 HHEgfLICH

Set-DSDomainControllerCount -DirectoryId d-123456ijkl -DesiredNumber 3

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
UpdateNumberOfDomainControllers& & Z35tM| 2.

Start-DSSchemaExtension

Ct2 3T E o A|E= Start-DSSchemaExtensionl| Al EE{2 Ho{ZL|Ct.

A
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AWS Tools for PowerShell (7 4)

Tools for PowerShell V4
oilAl 1: O] oMol AHE Microsoft AD CIEE{Z|0l| A 7|0} EEE X

Get-Content D:\Users\Username\Downloads\ExtendedSchema.ldf -Raw

$1dif = -
Start-DSSchemaExtension -DirectoryId d-123456ijkl -
CreateSnapshotBeforeSchemaExtension $true -Description ManagedADSchemaExtension -

LdifContent $1dif

2d.
.

T

ES

e-9067306643

£ = AWS Tools for PowerShell Cmdlet & &= (V4)2| StartSchemaExtension2

« API NS HME

St 2.
Stop-DSSchemaExtension
CHZ ZE o A|= Stop-DSSchemaExtension| AI& WS &

Tools for PowerShell V4
of| K| 1: 0| of|A|0{| M= Microsoft AD C|ZE{2|0i| CHH =l

=

Stop-DSSchemaExtension -DirectoryId d-123456ijkl -SchemaExtensionId e-9067306643
=]

(V4)2| CancelSchemaExtension2

= AWS Tools for PowerShell Cmdlet & =

-« API MIE HE
ZStHR
Unregister-DSCertificate
CH2 ZE O A|= Unregister-DSCertificatel| AFE WS HoiELICH.
Tools for PowerShell V4
ol SEE UBME AAHIM AFA|EfLICH

o{ Al 1: O] od|A|ofMHE EQF LDAP 1ZE

Unregister-DSCertificate -DirectoryId d-123456ijkl -Certificateld c-906731e34f
Sk

H = AWS Tools for PowerShell Cmdlet & X (V4)2| DeregisterCertificateE & &=

« API N HME
317
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AWS Tools for PowerShell (7 4)

Unregister-DSEventTopic

CHS ZE o|A|E Unregister-DSEventTopicl| Al &2 EoiELICH

=

Tools for PowerShell V4
oA 1: o]l Mol M= XIHE CIHEEIE RIHE SNS FH 2| HIAIRI| M &7 & LICE.
Unregister-DSEventTopic -DirectoryId d-123456ijkl -TopicName snstopicname

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeregisterEventTopic2 & X5t
MNE.

Update-DSConditionalForwarder

CHE ZE o Al= Update-DSConditionalForwarderQ| Al WH¥ig Eo{EL|C}

o =

Tools for PowerShell V4

oAl 1:0| oMo ME AWS CIHEE|of Cia DHE 217 MEXE Lol EFLICH

Update-DSConditionalForwarder -DirectoryId d-123456ijkl -DnsIpAddr
172.31.36.96,172.31.16.108 -RemoteDomainName contoso.com

2 & AWS Tools for PowerShell Cmdlet & Z=(V4)2| UpdateConditionalForwarder&

Update-DSRadius

CHE Z = o A|= Update-DSRadius@| AFHE &S Eo{FLIC)

=

Tools for PowerShell V4

o{l X 1: 0| of|A|0l M= AD Connector EE= Microsoft AD C|2E{2|0f Ci 8t RADIUS M MEE
olo|EgrLCt.

Update-DSRadius -DirectoryId d-123456ijkl -RadiusSettings_RadiusRetry 3

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateRadiusE & Z3sHHIL.

=
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Update-DSTrust
CIS ZE o Al= Update-DSTrustl| AHS HHE Eo{FLIC}.
Tools for PowerShell V4

of Al 1: O] iAo M= R E trust-id2| SelectiveAuth It 2tO|E{Z Disabledo| A Enabled2 4| 0|
EgtLct.

Update-DSTrust -TrustId t-9067157123 -SelectiveAuth Enabled

£24:

RequestId TrustId

138864a7-c9a8-4adl-a828-eae479e85b45 t-9067157123

b

o2t
A
ol

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateTrustE tMIR.

AWS DMS Tools for PowerShell V4& A28t o K|

Ct2 I E oMo =2F &7H AWS Tools for PowerShell VA4S AF2510{ 242 &5t UHHE{Ql A
LIZ|RE F3st= WHe EoiFELICH AWS DMS.

sfele R e Z2aolM wals ZEoln sl A ol A Adsor FLICH rede WY Mula
4B NHNMOE 555 WHS HoiTH B AL WA T HUS 2 4 s
=3
2 o Alofls TR A4 ZEof CHEF YA7H ZeHEl0] o, o17|0M T A UA IEE Mt
I st ol CHE XIAS &2 4 st
=5
e XFOA

— =
x+od
|

New-DMSReplicationTask

CH2 Z = o A|= New-DMSReplicationTaskQ| AFE WS HoiELICH.
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0o
1z

02
x

Tools for PowerShell V4

oAl 1:0| od| Mol A= CdcStartPosition CH & CdcStartTime2 At 5t= AH AWS G| O|E{H| O] A
ool 3lo|M MH|A SX| LS MAEHLICH CdcStartPosition MigrationType 'full-load-and-

cdc'2 M™HEE|o] U&LICt &, CH4 E|O|E 0] H|oq ook EFLICH A 2doll= 7|7t StageO|1 7|
Z2f0| Test@! Ef27} X|HE L—|EF. O| cmdletol| M AF25t= ghodl CHSE REAIEH LH® 2 AWS Database

Migration Service At A M| & M M(https://docs.aws.amazon.com/dms/latest/userguide/
CHAP_Tasks.Creating.html)2 & Z3HAM| 2.

New-DMSReplicationTask -ReplicationInstanceArn "arn:aws:dms:us-
east-1:123456789012:rep: EXAMPLE66XFJUWATDIGBEXAMPLE" "
-CdcStartTime "2019-08-08T12:12:12""
-CdcStopPosition "server_time:2019-08-09T12:12:12""
-MigrationType "full-load-and-cdc"’
-ReplicationTaskIdentifier "taskl"®
-ReplicationTaskSetting ""°
-SourceEndpointArn "arn:aws:dms:us-
east-1:123456789012:endpoint:EXAMPLEWSUANC7Y3P4EEXAMPLE" "
-TableMapping "file:////home/testuser/table-mappings.json""
-Tag @{"Key"="Stage";"Value"="Test"}"
-TargetEndpointArn "arn:aws:dms:us-
east-1:123456789012:endpoint:EXAMPLEJZASXWHTWCLNEXAMPLE"

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateReplicationTaskE& & &35t

M.

Tools for PowerShell V4& At& 8t DynamoDB 0| X

ChE 2= o4|x1|01|HL DynamoDBQ} & 74 AWS Tools for PowerShell V4E Al&3t0{ 242 &5t
UHIHOl ALIZIRE T35t WS EoiELct

2 e T2 0| YFHE T E0|HH HEAEof S| Al&sHoF ELICH 22 7HE Mu|A

T8 AMMOR 355t WHE EoiFH T ALIZIQo HEAEN Y= HYS = = JUaL

Ct.

Zt ol Alofl= TIA| A4 FEof CHE 21374 ZE |0 U2, 047|0l M HEAEN W& I EE HHst
T AdstE wof cHEt xR &2 = UsLUo

DynamoDB
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XFOA
— =
Add-DDBIndexSchema

Ct= Z = o A= Add-DDBIndexSchemaQl AF2 el Hoi&FL|C}.

Tools for PowerShell V4

oAl 1: &l TableSchema A& MAI5tT mtO|ZE210f| TableSchema ZH&|E A2 7| Mol M| 2ZH
HZX QA 3o|E F7}EHCt

$schema | Add-DDBIndexSchema -IndexName "LastPostIndex" -RangeKeyName

"LastPostDateTime" -RangeKeyDataType "S" -ProjectionType "keys_only"
$schema = New-DDBTableSchema

£24:

AttributeSchema KeySchema
LocalSecondaryIndexSchema

{LastPostDateTime} {3
{LastPostIndex}

0 Al 2: mto|= 2t Qloi TableSchema ZHAIE CHA| A 7| Mo M3 E TableSchema Z4&|ofl A 2Z
HZX QIHIA Xo|& FIIELICt TableSchema ZH&|= -Schema It2I0|E{E AIE5t0 MIBE =&

New-DDBTableSchema | Add-DDBIndexSchema -IndexName "LastPostIndex" -RangeKeyName

"LastPostDateTime" -RangeKeyDataType "S" -ProjectionType "keys_only"

2.
—.

M

AttributeSchema KeySchema
LocalSecondaryIndexSchema

{LastPostDateTime} {3
{LastPostIndex}

321
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0lo

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Add-DDBIndexSchema& &=
SHMI2.

Add-DDBKeySchema
Ct2 ZE 0 Al= Add-DDBKeySchemaf| A& &g 2 o4&LICt
Tools for PowerShell V4

0 Al 1: &l TableSchema Z{AME M4d5t11 TtO|Z2I210d| TableSchema A& A2 7| Mo X|[HE 7|
CIOIE{E AF835to 7| 2 &4 o g FIIELICE 7| 82 72X 2 'HASH'Z MAEL
Ct. 2tOl 'RANGE'?! -KeyType Lt2tO|E{E AF&35t0{ He| 7|& MedgrL(Ct,

1o oz

$schema = New-DDBTableSchema
$schema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"

=a4.
= 1.
AttributeSchema KeySchema
LocalSecondaryIndexSchema
{ForumName} {ForumName}

{3

Ol Al 2: ZtO| =2} 2l0i TableSchema ZHHME A+ 7| ol M| S E TableSchema ZH&|01] A 7| & &4
Ho| g=g FUIELICE 7| REE 7|EX o 2 'HASH'Z AMo1E/LIC} ZLO| 'RANGE'Q! -KeyType
ot 2HO|E{E AF2 504 el 7|18 MedEtL|Ct. TableSchema ZHA| = -Schema It2HO|E{E Al 5104
X‘”%él' A OIAL||:|._

=2 T L ArHE

New-DDBTableSchema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"

£
AttributeSchema KeySchema
LocalSecondaryIndexSchema
{ForumName} {ForumName}

{3

£
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet 2 X (V4)2| Add-DDBKeySchema& & & &}
NL.

ConvertFrom-DDBItem
Ct2 3 E o A|l= ConvertFrom-DDBItem@| A2 EHEd2 Ho{FL|C}.
Tools for PowerShell V4

Of| Al 1: ConvertFrom-DDBIltem Get-DDBItem2| Z21+& DynamoDB AttributeValues2| 3f Al E|O|
£ 0{ M string & doublezt Z2 LEHxQl R2O| SHA| E|O|E 2 H48t5t= ol AHSELICH

e{
SongTitle = 'Somewhere Down The Road'

Artist = 'No One You Know'
} | ConvertTo-DDBItem

Get-DDBItem -TableName 'Music' -Key $key | ConvertFrom-DDBItem

Z=ed.
= -
Name Value
Genre Country
Artist No One You Know
Price 1.94
CriticRating 9
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ConvertFrom-DDBltem& & &
StM 2.

ConvextTo-DDBItem
C}S T E of|A|l= ConvertTo-DDBItem@| At w2 HoiEFL|Cl.
Tools for PowerShell V4

Ol x| 1: SHAIEO|=2 2 DynamoDB £/ gt At 2 Bdgtst= of MLt
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AWS Tools for PowerShell (-7 4) ALE MEAM
e{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'
} | ConvertTo-DDBItem
Key Value
SongTitle Amazon.DynamoDBv2.Model.AttributeValue
Artist Amazon.DynamoDBv2.Model.AttributeValue
of| X 2: SHA|E|O|E 2 DynamoDB &4 2fo| AITS 2 B3t et= od A LCt.
e{
MyMap = e{
MyString = 'my string'
}
MyStringSet = [System.Collections.Generic.HashSet[String]le('my', 'string')
MyNumericSet = [System.Collections.Generic.HashSet[Int]]e(l, 2, 3)
MyBinarySet = [System.Collections.Generic.HashSet[System.IO.MemoryStream]]e(
([I0.MemoryStream]: :new([Text.Encoding]::UTF8.GetBytes('my'))),
([IO0.MemoryStream]: :new([Text.Encoding]::UTF8.GetBytes('string')))
)
MyListl = @('my', 'string')
MyList2 = [System.Collections.Generic.List[Int]]e@(1l, 2)
MyList3 = [System.Collections.ArrayList]@('one', 2, $true)

M

} | ConvertTo-DDBIt

2d.
—.

Key Value

MyStringSet Amazon.

MyListl Amazon.
MyNumericSet Amazon.
MyList2 Amazon.
MyBinarySet Amazon.
MyMap Amazon.
MyList3 Amazon.

o

.

em

DynamoDBv?2.
DynamoDBv2.
DynamoDBv?2.
DynamoDBv2.
DynamoDBv?2.
DynamoDBv2.
DynamoDBv?2.

Model.
Model.
Model.
Model.
Model.
Model.
Model.

AttributeValue
AttributeValue
AttributeValue
AttributeValue
AttributeValue
AttributeValue
AttributeValue

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ConvertTo-DDBltem

bal
-
o}
+

il
I
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Get-DDBBatchItem
Cl2 ZE o A|E Get-DDBBatchItem?| Al i HoiFL|Ct.
Tools for PowerShell V4

il 1: DynamoDB E{|0|2 'Music' & 'Songs'0il M =2l A= 0| 'Somewhere Down The Road'?! &=
2 7tXELich

$key = e{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

} | ConvertTo-DDBItem

$keysAndAttributes = New-Object Amazon.DynamoDBv2.Model.KeysAndAttributes

$list = New-Object
'System.Collections.Generic.List[System.Collections.Generic.Dictionary[String,
Amazon.DynamoDBv2.Model.AttributeValue]]'

$1list.Add($key)

$keysAndAttributes.Keys = $list

$requestItem = @{
'"Music' = [Amazon.DynamoDBv2.Model.KeysAndAttributes]$keysAndAttributes
'Songs' = [Amazon.DynamoDBv2.Model.KeysAndAttributes]$keysAndAttributes

$batchItems = Get-DDBBatchItem -RequestItem $requestItem
$batchItems.GetEnumerator() | ForEach-Object {$PSItem.Value} | ConvertFrom-DDBItem

£2
Name Value
Artist No One You Know
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous
CriticRating 10
Genre Country
Price 1.94
Artist No One You Know
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous
CriticRating 10

bal
-
o}
+
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Genre Country
Price 1.94

- APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| BatchGetlteme & XM 2.

Get-DDBItem
Cl2 ZE o A|E Get-DDBIteml| AFR g HoiEL|C}.
Tools for PowerShell V4

of 1: ZHE|M F| SongTitleZ & 7| Artist7F 2= DynamoDB &S & gtetetL|Ct

$key = @{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

} | ConvertTo-DDBItem

Get-DDBItem -TableName 'Music' -Key $key | ConvertFrom-DDBItem

=a4.
= —1-.
Name Value
Genre Country
SongTitle Somewhere Down The Road
Price 1.94
Artist No One You Know
CriticRating 9
AlbumTitle Somewhat Famous

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Getltem= & ZEHAIL.

Get-DDBTable
Ct2 3T E o A|= Get-DDBTablel| At HiE{2 Ho{ZL|Ct
Tools for PowerShell V4

of 1: X|HE Eo|Eo| M HEE gtetetLct
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AWS Tools for PowerShell (7 4)

Get-DDBTable -TableName "myTable"

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTable2 & X35HMI2.
Get-DDBTablelList
CIS ZE o A|E Get-DDBTableList2| AIE S HoiFL|CT
Tools for PowerShell V4

0 1: MH|A0] H O|4 E|0|2 0| QiCtD EAIE WHX| RSS2 BH=5t0{ 2 E E|O|22| ME H

HE dretghLct
Get-DDBTablelList

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)9Q| ListTablesE & X 3HMIL.

Invoke-DDBQuery

CH2 ZE 0 Al= Invoke-DDBQueryl| AHE &2 Ho{&ELICt

Tools for PowerShell V4

ofl 1: X|HE SongTitle & Artist?t & 74 DynamoDB &5 & Et&tst= I8 ZHH & &Lc.

$invokeDDBQuery = @{

TableName = 'Music'
KeyConditionExpression = ' SongTitle = :SongTitle and Artist = :Artist'
ExpressionAttributeValues = @{

':SongTitle' = 'Somewhere Down The Road'

':Artist' = 'No One You Know'

| ConvertTo-DDBItem

}
Invoke-DDBQuery @invokeDDBQuery | ConvertFrom-DDBItem

=a4.

= —1.
Name Value
Genre Country

Artist No One You Know
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Price 1.94

CriticRating 9

SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| QueryE & Z A 2.

Invoke-DDBScan
CH2 3 E o A|l= Invoke-DDBScanl| AR it Ho{=L|C}.
Tools for PowerShell V4

of 1: Music E|O|E0M 2 E F5S HFEtefLICH

Invoke-DDBScan -TableName 'Music' | ConvertFrom-DDBItem
£

Name Value

Genre Country

Artist No One You Know

Price 1.94

CriticRating 9

SongTitle Somewhere Down The Road

AlbumTitle Somewhat Famous

Genre Country

Artist No One You Know

Price 1.98

CriticRating 8.4

SongTitle My Dog Spot

AlbumTitle Hey Now

0of 2: Music El|0|2 0l M CriticRating0| 9 O| A Q1 &= & utetstL|Ct.

$scanFilter = @{
CriticRating = [Amazon.DynamoDBv2.Model.Condition]e{
AttributeValuelList = @(@{N = '9'})
ComparisonOperator = 'GE'

£
e
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Invoke-DDBScan -TableName 'Music' -ScanFilter $scanFilter | ConvertFrom-DDBItem

=ed.
= 1.
Name Value
Genre Country
Artist No One You Know
Price 1.94
CriticRating 9
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous

- API M|§ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Scang & ZE3HAI2.

New-DDBTable
CIS T E o A= New-DDBTablel| AFE BHEHE Ho{FLIC|.
Tools for PowerShell V4

of 1: O] o Al= Z2}O|MHE| 7|7} 'ForumName'(Z] & S Al) & 'Subject'(Z| &8 HNZE +4
=l ThreadZl= E|O|2S THSLICH E|0|22 FMS= O A5 AF|OMs EAECHR ==
Schema I}2tO/E{E At&3H0{ X|HEt CHE Z ecmdletod| ZHO|Z 2 Q128 &~ & LTt

$schema = New-DDBTableSchema

$schema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"

$schema | Add-DDBKeySchema -KeyName "Subject" -KeyType RANGE -KeyDataType "S"
$schema | New-DDBTable -TableName "Thread" -ReadCapacity 10 -WriteCapacity 5

£
AttributeDefinitions : {ForumName, Subject}
TableName : Thread
KeySchema : {ForumName, Subject}
TableStatus : CREATING
CreationDateTime : 10/28/2013 4:39:49 PM
ProvisionedThroughput : Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription
TableSizeBytes : 0
ItemCount : 0
LocalSecondaryIndexes : {3}

bal
-
o}
+
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of 2: o] oJAl= = 2to|HE| 717} 'ForumName'(Z] & Sl Al) 2! 'Subject'(Z| &8 HZE FAHE
Thread2t= EIO|E 2 PHELICH 24 EX QIHAL HO|ELICH 24 EZ QlHA9| 7= HO|E
o| Z2to|HEl SHA| Z|(ForumName)olM Ats 22 MHEELICE EH|O[E2E2 &5t Ol Akl &
7|0t EAIE T2 = -Schema ItEtO[E & AFE 510 X|Het CHE Zf emdletol| ThO|Z 2 AAS

= A&Lch

$schema = New-DDBTableSchema

$schema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"

$schema | Add-DDBKeySchema -KeyName "Subject" -KeyDataType "S"

$schema | Add-DDBIndexSchema -IndexName "LastPostIndex" -RangeKeyName
"LastPostDateTime" -RangeKeyDataType "S" -ProjectionType "keys_only"

$schema | New-DDBTable -TableName "Thread" -ReadCapacity 10 -WriteCapacity 5

£3:
AttributeDefinitions : {ForumName, LastPostDateTime, Subject}
TableName : Thread
KeySchema : {ForumName, Subject}
TableStatus : CREATING
CreationDateTime : 10/28/2013 4:39:49 PM
ProvisionedThroughput : Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription
TableSizeBytes 0
ItemCount : 0
LocalSecondaryIndexes : {LastPostIndex}

of 3: O] o Al= Bt mo|=Z=BtRlE AF8 3504 Z2F0|ME| 717t 'ForumName'(Z| & sHAl)
2 'Subject'(7| 8 H)E FME ThreadZt= EIO|E2 BtEE= WS E0{ELICH Add-
DDBKeySchema 2! Add-DDBIndexSchemat Z}O|Z 2}l &= -Schema Zt2HO|E{0f| A
TableSchema Zi#|7t MBS ElX| o= B2 RS2 2 M TableSchema 24| & BHELICH

New-DDBTableSchema |
Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S" |
Add-DDBKeySchema -KeyName "Subject" -KeyDataType "S" |
Add-DDBIndexSchema -IndexName "LastPostIndex"
-RangeKeyName "LastPostDateTime"
-RangeKeyDataType "S"
-ProjectionType "keys_only" |
New-DDBTable -TableName "Thread" -ReadCapacity 10 -WriteCapacity 5

2d.
.

T

bal
-
o}
+

il
I
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AttributeDefinitions : {ForumName, LastPostDateTime, Subject}

TableName : Thread

KeySchema : {ForumName, Subject}

TableStatus : CREATING

CreationDateTime : 10/28/2013 4:39:49 PM

ProvisionedThroughput : Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription
TableSizeBytes 0

ItemCount : 0

LocalSecondaryIndexes : {LastPostIndex}

« APl M8 HE = AWS Tools for PowerShell Cmdlet &£ & (V4)2| CreateTable2 & Z3HMIR.

New-DDBTableSchema

C}S I E 0| A|= New-DDBTableSchemal| A2 W2 HoiFL|C}.

Tools for PowerShell V4

of| Al 1: Ml Amazon DynamoDB E{|0|2 o ASE 7| & eIHA HO|E £E& &H|7t & ¢l
TableSchema Z{AM|E g L|Ct. BtetEl Z4X|= Add-DDBKeySchema, Add-DDBIndexSchema,
New-DDBTable cmdletod] m}O|Z 5 7L} ZF cmdlet] -Schema ZtEHO|E{E AFE 5o MEE 4= Q)
&Lct.

New-DDBTableSchema

Z=ed.
= 1.
AttributeSchema KeySchema
LocalSecondaryIndexSchema
{} {}

{3

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| New-DDBTableSchema& &%
StMI2.

Remove-DDBItem

CHS ZE o A= Remove-DDBItemQ| At it Ho{=L|C}.

3

A

o4
=
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Tools for PowerShell V4

o 1: MSE 7|2t Y&x|5H= DynamoDB & =& A|7HELICt.

$key = @{
SongTitle = 'Somewhere Down The Road'
Artist = '"No One You Know'

} | ConvertTo-DDBItem

Remove-DDBItem -TableName -Key $key -Confirm:$false

'Music'

« APl M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DeleteltemE & ZEHAM2.

Remove-DDBTable

0 A|= Remove-DDBTablel| Al g HoiEL|C}.

Cl2 3=

Tools for PowerShell V4

Ct. =rd0| FIZME|7| Hof =l HIAIX|7F EAI=LIC

o

3t

of 1: |4 Ho|E2 AMEL

Remove-DDBTable -TableName "myTable"

Iz 7] Mol =l HIAIXIZH £ AIZX] &f&LICH

of 2: X|’4E Eo|E 2 AAELIC Efdo] T

Remove-DDBTable -TableName "myTable" -Force
(V4)8| DeleteTableg & ESHAMIL.

« AP| M8 ME = AWS Tools for PowerShell Cmdlet & X

Set-DDBBatchItem
{|A|= Set-DDBBatchItem@ Al HEi2 HoiFL|Ct.

CI=2 A= 0

Tools for PowerShell V4

ofl 1: Mf & =52 M4d3t7{Lt, DynamoDB E|O|& Music & Songsl| M| S22 7|ZE 52 HHE
LICH
$item = @{
SongTitle = 'Somewhere Down The Road'
332
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Artist = 'No One You Know'
AlbumTitle = 'Somewhat Famous'
Price = 1.94
Genre = 'Country'

CriticRating = 10.0
} | ConvertTo-DDBItem

$writeRequest = New-Object Amazon.DynamoDBv2.Model.WriteRequest
$writeRequest.PutRequest = [Amazon.DynamoDBv2.Model.PutRequest]$item

$requestItem = @{
"Music' = [Amazon.DynamoDBv2.Model.WriteRequest]($writeRequest)
'Songs' = [Amazon.DynamoDBv2.Model.WriteRequest]($writeRequest)

Set-DDBBatchItem -RequestItem $requestItem

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| BatchWritelteme & X 5HAM|2.

Set-DDBItem
Cl2 T E o A|E Set-DDBItem@| AIE &S HoiFLIC}.
Tools for PowerShell V4

o 1: M & =2 MMEIHLI M| =202 7|E &5 "fZLCt.

$item = @
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'
AlbumTitle = 'Somewhat Famous'
Price = 1.94
Genre = 'Country'

CriticRating = 9.0
} | ConvertTo-DDBItem
Set-DDBItem -TableName 'Music' -Item $item

- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2Q| Putltem2 & Z=3tMI L.

Update-DDBItem

CHE ZE o Al= Update-DDBItem2| A W2 Eo{FL|CH

A
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0lo

1z

Tools for PowerShell V4

0d 1: ZHE|M 7| SongTitlezt H& 7| Artist7t 2= DynamoDB &S0 &2 £482 'Rap'@E M

ggfLict,
$key = ef
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

| ConvertTo-DDBItem

$updateDdbItem = @{

TableName = 'Music'
Key = $key
UpdateExpression = 'set Genre = :vall'

ExpressionAttributeValue = (@{
':vall' = ([Amazon.DynamoDBv2.Model.AttributeValue]'Rap')
)

}
Update-DDBItem @updateDdbItem

=e24d.

= 1.
Name Value
Genre Rap

« AP| M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| UpdateltemE & Z=35HAMIL.

Update-DDBTable
CH2 ZE 0 Al= Update-DDBTablef| AHE &2 Ho{&ELICt
Tools for PowerShell V4

of 1: F0{Zl E|o|Z 2| Z2H|XFE *E|F S UOl|o|EgfL|Ch
Update-DDBTable -TableName "myTable" -ReadCapacity 10 -WriteCapacity 5

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateTableE & X SHM2.

£
e
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Tools for PowerShell V4& AF2 8t Amazon EC2 04X

= oMol A= Amazon EC22} & 74 AWS Tools for PowerShell V4AE Al235104 2HdE £&5}
I UBIHOI AILIZ|R & F3stE WHE Eo{ELICt

A2 ChR e ZRa2olM WHlE Z=0lH HHMAE0] 3 A%sHo HLICH K2 i Mula
H4E NHNOR SESE YHS HoiF0 B AlLIEIQ0| HY A T HAUS & 4 AUSL
=3
2t o Alofls TR AA T ol CHEF YZ7H ZeHElo] YoM, o17|0M T A UA TEE M
T AsE Yol CHE xIHS §8 4 s
=5
e XlOd

— =
x+od
|

Add-EC2CapacityReservation
Ct2 ZE 0 Al= Add-EC2CapacityReservation®| Al &g Eo{ELICt
Tools for PowerShell V4

ol 1: O] oMo A= XIE £4S AFBSHo] M 8 olloFS MAIBHLIC

Add-EC2CapacityReservation -InstanceType m4.xlarge -InstanceCount 2 -
AvailabilityZone eu-west-1b -EbsOptimized True -InstancePlatform Windows

£24:

AvailabilityZone : eu-west-1b
AvailableInstanceCount : 2
CapacityReservationId : cr-0clf2345db6f7cdba

CreateDate : 3/28/2019 9:29:41 AM
EbsOptimized : True
EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage : False
InstanceMatchCriteria : open
InstancePlatform : Windows

Amazon EC2
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InstanceType : m4.xlarge
State . active
Tags : {3
Tenancy : default
TotalInstanceCount 2

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateCapacityReservation=
SEXS IS

Add-EC2InternetGateway
CH2 ZE o Al= Add-EC2InternetGateway 2| AFE WS HoiELICH.
Tools for PowerShell V4

ol &l 1: o] od|A|of M= XIHE CIE{A HO|EY 0§ §H VPCOl| A2 LIC.
Add-EC2InternetGateway -InternetGatewayId igw-1la2b3c4d -VpcId vpc-12345678

oilAl| 2: O] iAol ME VPCL QIE{L! HO|EQ0|E MAE CIS QIE{H! HO|ES0|E VPCO| 14
grLct.

$vpc = New-EC2Vpc -CidrBlock 10.0.0.0/16
New-EC2InternetGateway | Add-EC2InternetGateway -VpcId $vpc.VpcId

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| AttachinternetGateway S &%
SHMIR.

Add-EC2NetworkInterface
CI2 T E of|A|l= Add-EC2NetworkInterfacell AlE w2 HoiEL|Cl.
Tools for PowerShell V4

oAl 1: o]l Aol XIEE LERXHZ QEHO|AE RIYE QUAE A A LICH

Add-EC2NetworkInterface -NetworkInterfaceId eni-12345678 -Instanceld i-la2b3c4d -
DeviceIndex 1

2d.
—.

T

£
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eni-attach-la2b3c4d

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| AttachNetworkInterfaceE & &
SHMI2.

Add-EC2Volume
Cl2 ZE o A|E Add-EC2Volume Q| A2 Wt Ho{EL|LC}.
Tools for PowerShell V4

OIR 1: O] HIRIOIAE RIHE BES RIHE QLA H75tT XILE Clbto|L OO &
gt
= .

Add-EC2Volume -VolumeId vol-12345678 -Instanceld i-la2b3c4d -Device /dev/sdh

£
AttachTime : 12/22/2015 1:53:58 AM
DeleteOnTermination : False
Device : /dev/sdh
Instanceld : i-1la2b3cad
State : attaching
Volumeld : vol-12345678

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| AttachVolumeS & Z35HA|L.

Add-EC2VpnGateway
CHS ZE o Al= Add-EC2VpnGateway | AME W8S 2o{FLICH.
Tools for PowerShell V4
oAl 1: o] Mo ME XIEE 7He ZEto|8! Ho|ES0l& XIHEE vPCO| AZgfLICE.
Add-EC2VpnGateway -VpnGatewayId vgw-1la2b3c4d -VpcId vpc-12345678
£

State Vpcld

£
e
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attaching vpc-12345678

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| AttachVpnGateway S & &= 5t Al
o

L.

Approve-EC2VpcPeeringConnection

CHE ZE o Al= Approve-EC2VpcPeeringConnectionf AHE RS Eo{EFLICH.

Tools for PowerShell V4

oflAl 1: o] MMM E 2 El VpcPeeringConnectionld pex-1dfad234b56ff78beE & Q& LICEH
Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be

2d.

M

=
AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM

RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {3

VpcPeeringConnectionId : pcx-1dfad234b56ff78be

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AcceptVpcPeeringConnections

HESM L.

Confirm-EC2ProductInstance
CHE ZE o|A|E Confirm-EC2ProductInstancel| AHE HHE EoiELICH
Tools for PowerShell V4
olA 1: o] Mol E XIHE MEB ZETH XHE QUAEI AR} IRt E[o] YUEX| {FE = QIFLICE.
Confirm-EC2ProductInstance -ProductCode 774F4FF8 -Instanceld i-12345678

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ConfirmProductinstance& & X
St 2.
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Copy-EC2Image
ClS ZE 0| Al= Copy-EC2Imagel| AHE Wi E Eo{ELICT
Tools for PowerShell V4

oAl 1: O] MM = 'EU(OFLAE) 2™ el XIHE AMIE '0lF MF(2EH) EIT0] SAFELICH
-RegionE X|HEstX| St ™ 24X 7|2 2|™0| CHY 2|2z AHSELICH

Copy-EC2Image -SourceRegion eu-west-1 -SourceImageId ami-12345678 -Region us-west-2
-Name "Copy of ami-12345678"

2d.
= .

M

ami-87654321

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Copylmage& & ZE M.

Copy-EC2Snapshot
CS ZE o AlE Copy-EC2Snapshotll AFE 2 HoiFL|CH
Tools for PowerShell V4

oAl 1: o oAMolM= XIEE £2-AE EUOILRE) EIF0AM Ol ME(2EIH) 2|z SA
gLk

Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678 -Region us-
west-2

oAl 2: 7|12 2ITE H438t 1T Region ItEtOIEE HEFstE 7|2 CHe 2|0l 7| 2lxo| Lot

Set-DefaultAWSRegion us-west-2
Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CopySnapshot2 & X35HA|2.

Deny-EC2VpcPeeringConnection

Ct= I E 0| Al= Deny-EC2VpcPeeringConnection?| AbE WEdEZ Eo{ELICt

A
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=
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Tools for PowerShell V4

QEE HFEELICL

Ol Al 1: @ oAM= VpcPeering request id pcx-01a2b3ce45fe67eb804| CH &t
Deny-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-0la2b3ce45fe67eb8

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RejectVpcPeeringConnection=

Disable-EC2VgwRoutePropagation

CH2 ZE o Al= Disable-EC2VgwRoutePropagation| AHS &

Tools for PowerShell V4

ot

ol 1: o] oMol M= VGWIt XIHEl 2t E Elo|20| B2 E XIS 2 MutstX| ZStES &L
Ct.

Disable-EC2VgwRoutePropagation -RouteTableId rtb-12345678 -GatewayId vgw-la2b3c4d

E = AWS Tools for PowerShell Cmdlet & Z=(V4)2| DisableVgwRoutePropagation2

>
9
=

Disable-EC2VpcClassiclLink

CHE Z = o A|= Disable-EC2VpcClassiclLink® AFS gdg HoiFL|CH

[=]

Tools for PowerShell V4

oAlA| 1: O] MMl M= vpe-01e23c4a5d6db78e901| CHEH EC2VpcClassicLinkE HIE AH3tErL|ct O
£{™ True EE = False7} ._3._ = L|CF.

Disable-EC2VpcClassicLink -VpcId vpc-0le23c4a5d6db78e9

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisableVpcClassicLinkE &
M.

Disable-EC2VpcClassiclLinkDnsSupport

CH2 ZE o A|= Disable-EC2VpcClassiclLinkDnsSupport2| AIE g HoiELICH.

340
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Tools for PowerShell V4

oAl 1: Of oMol MHE vpe-0b12d3456a7e8910d01| CHEt ClassicLink DNS k|2 HI|& &stErLCt.
Disable-EC2VpcClassiclLinkDnsSupport -VpcId vpc-0bl2d3456a7e8910d

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2]
DisableVpcClassicLinkDnsSupportE & XA 2.

Dismount-EC2InternetGateway
CH2 ZE o AlE Dismount-EC2InternetGatewayl| Al W2 HoiELICH
Tools for PowerShell V4

ol&| 1: o] iAol M= XIHE QIE{A HO|EQO|E XI™HE VPCOA E2|ELct
Dismount-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

- API M5 HE = AWS Tools for PowerShell Cmdlet & £ (V4)2| DetachinternetGateway s &=
StM 2.

Dismount-EC2NetworkInterface
Ct2 3T E o A|E= Dismount-EC2NetworkInterfacel| At {2 Ho{ZL|Ct.
Tools for PowerShell V4

oA 1: o] oAM= U ERZ QE{H| 0o|A Lt QIARA 7| X|HEl HAZE M LICH
Dismount-EC2NetworkInterface -AttachmentId eni-attach-1a2b3c4d -Force

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DetachNetworkInterface& & X
St 2.

Dismount-EC2Volume

CHS T E | Al= Dismount-EC2Volumel| At 2 HoiFL|C}.

A
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Tools for PowerShell V4

oAl 1: ol MolM= X EE 25 EEIFLICH

Dismount-EC2Volume -VolumeId vol-12345678

2d.

Y]

=
AttachTime : 12/22/2015 1:53:58 AM
DeleteOnTermination : False

Device : /dev/sdh

Instanceld : i-la2b3c4d

State : detaching

Volumeld : vol-12345678

Ol X 2: QIAEIA IDQ} C|HIO|A O|F 2 XIH5t0] 2HIE =82 228 =k JU&Lch
Dismount-EC2Volume -VolumeId vol-12345678 -Instanceld i-la2b3c4d -Device /dev/sdh

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DetachVolume2 & Z35HA| 2.

Dismount-EC2VpnGateway
CHE ZE o Al= Dismount-EC2VpnGateway Q| AHE W2 Eo{FLICH.
Tools for PowerShell V4

oA 1: o]l Mol M= KIEHE 7Hed Z2to]8! HO|EL0IE XIHE VPCOHIM E2|ELCE.
Dismount-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d -VpcIld vpc-12345678

« APl M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4) 2| DetachVpnGatewayE & X 5HAll
o

-l .

Edit-EC2CapacityReservation

CHE ZE o A|= Edit-EC2CapacityReservation®| Al &2 Eo{EL|CH

£
e
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Tools for PowerShell V4
ABEA =8 12 B4735104 CapacityReservationld cr-0c1f2345db6f7cdba

oA 1: o] of &[0 A= 2
g +~dgch

Edit-EC2CapacityReservation -CapacityReservationId cr-0clf2345db6f7cdba -

InstanceCount 1

2d.
= .

M

True

AWS Tools for PowerShell Cmdlet & Z=(V4)2| ModifyCapacityReservation2

- APIMIE HEE=

XML

Edit-EC2Host
0| A|= Edit-EC2Host 2| Al &Edg Ho{FL|Ct.

Clg 3=
Tools for PowerShell V4
MAE off2 =™

™M 3 AE h-01e23f4cd567890f304 CH et AutoPlacement

ol

oAl 1: O] oMol M=
grlct,
Edit-EC2Host -HostId h-03e09f8cd681609f3 -AutoPlacement off

24.
—.

M

Successful Unsuccessful

{h-01e23f4cd567890f3} {}
AHEHMS.

2= AWS Tools for PowerShell Cmdlet & & (V4)2| ModifyHosts & &=

« API M| M=

Edit-EC2IdFormat

C}2 3 E of|A|E Edit-EC2IdFormatll Al g

Tools for PowerShell V4
oAl 1: O] MM H= XIHE 2l

0%

A ol cis o 21 1D
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Edit-EC2IdFormat -Resource instance -UselongId $true

ol & 2: o] ddFIME X|HE BlAA 3ol Cial o] 7] ID 34

Edit-EC2IdFormat -Resource instance -UseLongId $false
Z(V4)2| ModifyldFormatg & X 3HM 2.

ME = AWS Tools for PowerShell Cmdlet &

- API N2 HE

Edit-EC2ImageAttribute

Edit-EC2ImageAttributel| At &S Eo{EFLICE

CHS ZE A=

Tools for PowerShell V4
of| X 1: O] oMo ME R|IHE AMIO| CHEF MEE A|o|EgHL|Ct

Edit-EC2ImageAttribute -Imageld ami-12345678 -Description "New description"

olxf| 2:0| MAIME AMIE HERCE HHELICHH: F=FLE AFSE AWS AH™E = JULE).
Edit-EC2ImageAttribute -Imageld ami-12345678 -Attribute launchPermission -
OperationType add -UserGroup all
JHELICHE S01, ARKIE A £ ULF)

oA 3: o| KoM= AMIE ZElo|8leE A
Edit-EC2ImageAttribute -ImageIld ami-12345678 -Attribute launchPermission -

OperationType remove -UserGroup all
2 FoigfLict AWS AHE.

0

oAl 4:0] Kol M= RIGE AR HErS

Edit-EC2ImageAttribute -ImageIld ami-12345678 -Attribute launchPermission -

OperationType add -UserId 111122223333

ol 5:0| o Ml= RI'FHEIM AIZF HEHE AMHELICHAWS A,
Edit-EC2ImageAttribute -ImageIld ami-12345678 -Attribute launchPermission -

OperationType remove -UserId 111122223333
H = AWS Tools for PowerShell Cmdlet & Z=(V4)2| ModifylmageAttribute &

« API NS HME

NL.
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Edit-EC2InstanceAttribute

oo
0L
I
mo
HL
i
I
r
ful

CIS 3 E o A|= Edit-EC2InstanceAttributel| A
Tools for PowerShell V4

oAl 1: O] oM = X|HE QIARHAO| QAHA RHEE +HELICH

Edit-EC2InstanceAttribute -Instanceld i-12345678 -InstanceType m3.medium

oflAl| 2: o] oMol M E 'simple' Bt R E 1/0 7FASHSR-I0V) HE LT x| mi2tolE{Ql -
SriovNetSupport 2t 2 X[Z5t04 X|HEl QIARAO CHal| E o E HIEXZ S EdsHELIct
Edit-EC2InstanceAttribute -Instanceld i-12345678 -SriovNetSupport "simple"
oAl 3: O] MM E RIHE QlARHAC| HOt OF S =HELICH QIARIATL VPCO| Rlo{oF B L
Ct. O|FO| otkl 2t Eot 1 & 9| IDE X|™sHof &FLCt.
Edit-EC2InstanceAttribute -Instanceld i-12345678 -Group @( "sg-12345678",
"sg-45678901" )
of|X| 4: O] | F|ME R|X=l QIAEIAOf CHsH EBS I/O %|X5 2 &Ad5}3tLICt 0| 7|52 2 9l
ABA FHOME AFSE = Ql&LICH EBS %35} QIATAE AISE I FIHAIE 230 HE

ELch.
Edit-EC2InstanceAttribute -Instanceld i-12345678 -EbsOptimized $true

Ol 5: O] M| M= R|AEEI QIAEIAO| CHEF AA/CHAL 012 S MSIEHLICH NATE & 5=
NAT QIAEIA O B Zt0| false'0{0F EFL|C},

Edit-EC2InstanceAttribute -Instanceld i-12345678 -SourceDestCheck $true
oAl 6: O] oMol RIHE QAR A CHE SR E HIEG3tELICH
Edit-EC2InstanceAttribute -Instanceld i-12345678 -DisableApiTermination $true

oAl 7: O] Mo M= QUARIA LHROM S27F AIEE mf QIAHA XA E SEHES X|HE 2
ABAS HFEELICH

345
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Edit-EC2InstanceAttribute -Instanceld i-12345678 -InstancelInitiatedShutdownBehavior

terminate
- API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifyInstanceAttribute & & X
St 2.

Edit-EC2InstanceCreditSpecification
g 4 g 2oiE Lt

CS T E ol A|= Edit-EC2InstanceCreditSpecification®| A

Tools for PowerShell V4

oAl 1: O] MM M= LUAEIA i-01234567890abedef0d| CHEF T2 AT Z 21|
$Credit = New-Object -TypeName Amazon.EC2.Model.InstanceCreditSpecificationRequest
$Credit.Instanceld

$Credit.CpuCredits = "unlimited"
Edit-EC2InstanceCreditSpecification -InstanceCreditSpecification $Credit

= "1-01234567890abcdef"

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
HZESHA L.

ModifylnstanceCreditSpecification =

Edit-EC2NetworkIntexrfaceAttribute
k=23 bél-H-Ig _I?I_o:i_z_ |_||_-_|._

CH2 T E o Al= Edit-EC2NetworkInterfaceAttributel| AR HE{S
Tools for PowerShell V4
=l HEYT QIE{H0|AE =& L

oAl 1: O] MM = S= Al XIFE AE0| 4METSE XIHE

Ct.

Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceId eni-1a2b3c4d -
Attachment_AttachmentId eni-attach-1a2b3c4d -Attachment_DeleteOnTermination $true

ggfuch.

oflA 2: 0] iFlolME XIHE WEXT QEHo|AL MBS 4+

Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceId eni-1la2b3c4d -Description "my

description”
ot 1EE +H™ELCH

ofAl 3: o] doM= X|HE HELZ QE{molAo &
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Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-la2b3c4d -Groups
sg-la2b3c4d

oAl 4: O] MM E XIHE HELZ QlE{mH o]A0f CHEF AA/CHY & QIS HIE HE g LICH

Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-la2b3c4d -SourceDestCheck
$false

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2|
ModifyNetworkinterfaceAttribute & & X 35HA| 2.

Edit-EC2ReservedInstance
Cl2 T E o A|E Edit-EC2ReservedInstancel| At EEi2 Ho{FL|Ct.

Tools for PowerShell V4

oAl 1: O] Mo = X|HE ofoF QAUARHAL| T71E BN, QARA  ESIES +HELICHL

$config = New-Object Amazon.EC2.Model.ReservedInstancesConfiguration
$config.AvailabilityZone = "us-west-2a"

$config.InstanceCount = 1

$config.Platform = "EC2-VPC"

Edit-EC2ReservedInstance °
-ReservedInstancesId @("FE32132D-70D5-4795-B400-AE435EXAMPLE", "@CC556F3-7AB8-4C00-

BOE5-98666EXAMPLE") °
-TargetConfiguration $config

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifyReservedInstancesE& &
ZotMl

Edit-EC2SnapshotAttribute

CIS FE o Al= Edit-EC2SnapshotAttributel| AHE HHE Eo{FLIC.

Tools for PowerShell V4

of| K| 1: 0| od|A|0l| A= CreateVolumePermission &4 2 MA 50 X|HE AHAFE H{ERZ|o 2 Ot
ELict
= -
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AWS Tools for PowerShell (7 4)
Edit-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute
CreateVolumePermission -OperationType Add -GroupName all
« API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ModifySnapshotAttribute & & =
SHMI2.
Edit-EC2SpotFleetRequest
CH2 Z = o Al= Edit-EC2SpotFleetRequestl| AIE WS HoiELICH.
Tools for PowerShell V4
olx 1: o] Mo MHE XIHE AT EX 2| S E 8F 2 Holo|EFLICH
Edit-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -TargetCapacity 10
=e2d.
= 1.
True
« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifySpotFleetRequestE &%=
StM2.
Edit-EC2SubnetAttribute
CtS ZE o|Al= Edit-EC2SubnetAttributel| AHE B S EoiELICt
2P F4 X[HE s gLt

Tools for PowerShell V4

of|Xll 1: O] oMo M= RIAEE MHEdllof Cciet HE

mo

INES

Sh
B>

Edit-EC2SubnetAttribute -SubnetId subnet-la2b3c4d -MapPublicIpOnLaunch $true
2/ |p .

RIEE MEHo| Chet HE

of|Al| 2: O] oMo M=
Edit-EC2SubnetAttribute -SubnetId subnet-la2b3c4d -MapPublicIpOnLaunch $false
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AWS Tools for PowerShell (-7 4) ALE MY
« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifySubnetAttribute & & &= 5t
NL.

g 2oiELICH

Edit-EC2VolumeAttribute
Edit-EC2VolumeAttributel]| Al
7 = ClOo|E

T AA:

CI2 ZE oAl=
Tools for PowerShell V4
oA 1: o]l Mol M= XIHE 2&2 XIHE £€8 +E&LCh dardo| Ho{&
2 ols LAl BX|E F 280 CHEt /0 2Hdo| At S22 RHIHELICH
Edit-EC2VolumeAttribute -VolumeId vol-12345678 -AutoEnableIO $true
(V4) 2| ModifyVolumeAttribute & & = 5t

H = AWS Tools for PowerShell Cmdlet &f

- API A& HE

M.

Edit-EC2VpcAttribute
Edit-EC2VpcAttributel| AIE

o Al=

[0

S 3=

Tools for PowerShell V4
oAl 1: O] oflMlof M= RIHE VPCO| CH3H DNS S AE 0| X|H
Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsHostnames $true
= =]

of|Al| 2: O] dd|lMofA= X|HEl VPCOI| CHsll DNS EAE 0|& X|#HE HIEEE
Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsHostnames $false
of ®l 3: ol oMo A= xIHE VPCOll CHaH DNS 3 gt
28t

odl Al 4: O] oMol M= XI'HEl VPCOIl CHEH DNS a{Ad |2 H|

Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsSupport $false

349

A
I


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (7 4)

A4 04
=o

Al

0lo

- API M|® HE = AWS Tools for PowerShell Cmdlet & X (V4) 2| ModifyVpcAttribute S & & 5HA|

(@)

L.

Enable-EC2VgwRoutePropagation
CtZ ZE o Al= Enable-EC2VgwRoutePropagation@| AtE &S Eo{ELICt

Tools for PowerShell V4

oAl 1: o] dMoM= X|IHE VGWIt XIHE et EOIE0 B2 & RISz TotE
gLk,
=

Enable-EC2VgwRoutePropagation -RouteTableId rtb-12345678 -GatewayId vgw-la2b3c4d

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| EnableVgwRoutePropagation&

Enable-EC2VolumeIO
Ctg& ZE o Al= Enable-EC2VolumeIOQ| AHE WS Ho{ELICH
Tools for PowerShell V4
oAl 1: o] oMol A= 1/O Ef 40| HIZE J&tE E< XIHE 2&0l i /0 Zr S &3t

Enable-EC2VolumeIO -Volumeld vol-12345678

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EnableVolumeloE & ZE5HML.

Enable-EC2VpcClassiclLink
CH2 ZE o Al= Enable-EC2VpcClassicLink@| AFE WS HoiELICH.

=

Tools for PowerShell V4
0 Al 1: O] od|A|0d| A= ClassicLink0dl CH3H VPC vpc-0123456b789b0d12fE & 43t & LIC}.

Enable-EC2VpcClassicLink -VpcId vpc-0123456b789b0@d12f

2d.
—.

T

bal
-
o}
+

il
I
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AWS Tools for PowerShell (7 4)

A M8
True

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EnableVpcClassicLinkE & =35t
MNe.

Enable-EC2VpcClassicLinkDnsSupport

CH2 Z = o Al= Enable-EC2VpcClassicLinkDnsSupport@| AFHE &S Eo{FLIC)
Tools for PowerShell V4
olAl 1: O] MM =

1; vpc-0b12d3456a7€8910d7} ClassicLink0ll CHE DNS A E 0O|F afAd X[
2 StAISLShH
= gdstgfLlct

Enable-EC2VpcClassicLinkDnsSupport -VpcId vpc-0bl12d3456a7e8910d -Region eu-west-1

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]

EnableVpcClassicLinkDnsSupportE & Z35HM| 2.

Get-EC2AccountAttribute

CIS 3 E o A|= Get-EC2AccountAttributel| AL it

Tools for PowerShell V4

oA 1: o] KA M E|F12| EC2-Classic 2! EC2-VPCO|M ¢
EC2-VPCO| ATt QIAEIAE A|ERHE 4 Q=

—_—— T Ahl_xlAéDO:'oﬁI-L’ltl--

RIAEIAE AlRtE £ U=X| OfL|H
(Get-EC2AccountAttribute -AttributeName supported-platforms).AttributeValues

2d.
—.

M

AttributeValue

of{A| 2: o] dlMofM= 7|2 VPCE B s, sl 2110l 7|2 VPCIt @lE B2 'none'@ 2 EA|
ElL|CH

£
e

351


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

(Get-EC2AccountAttribute -AttributeName default-vpc).AttributeValues

24.
.

M

AttributeValue

vpc-12345678

oAl 3: O] MM E A™E + U= zICf 2CIUWE AAFHA £

M
X
m]
aTH
9'|_l

T

[ul

(Get-EC2AccountAttribute -AttributeName max-instances).AttributeValues

2d.
.

M

AttributeValue

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAccountAttributes & &
ZotM

Get-EC2Address
CtE ZE 0Al= Get-EC2Addresso| AHE HEHE Eo{ELICt.
Tools for PowerShell V4
oAl 1: O] oMol A= EC2-Classic2| QIAEIAO] CHEH X|HE EEX P SAE HHFELICH
Get-EC2Address -AllocationId eipalloc-12345678

2d.

Y]

="
AllocationId : eipalloc-12345678
AssociationId : eipassoc-12345678
Domain T vpc

Instanceld : 1-87654321
NetworkInterfaceld : eni-12345678
NetworkInterfaceOwnerId : 12345678
PrivateIpAddress : 10.0.2.172

bal
-
o}
+
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AWS Tools for PowerShell (%1 4) A8 YA
PublicIp : 198.51.100.2
oflA| 2: O] Mo M= VPCO| QIAE A O CHEF Etd™ |p TAE MEEILIC} O] FE0=
PowerShell H{& 3 0|40 Z 2 8fL|C}.
Get-EC2Address -Filter @{ Name="domain";Values="vpc" }
of|X| 3: O] of|A|ofl A= EC2-Classicl| QIAEIAO]| CHal X[ El EF2X |p FTAE MHIELICH
Get-EC2Address -PublicIp 203.0.113.17
=24
= 1.
AllocationId
AssociationId 2
Domain : standard
Instanceld : 1-12345678
NetworkInterfaceId
NetworkInterfaceOwnerId :
PrivateIpAddress :
PublicIp : 203.0.113.17
oilx| 4: 0| iAol AHE EC2-Classic| QIAEIAO| CHEt Et2dXd |p FAE MHELICEH o] FE0E

PowerShell H{%1 3 0|4 0| E B L|C}.
Get-EC2Address -Filter @{ Name="domain";Values="standard" }
oAl 5: O] HIMAME EE BRI IP FAE AHELICH
Get-EC2Address
ol x| 6: 0| Gd|A|of M= EE{o| MBE QUARHA IDO| HER] U Zzto|H! IPE ghetErLICt.

Get-EC2Address -Region eu-west-1 -Filter @{Name="instance-
id";Values="i-0c12d3f4f567ffb89"} | Select-Object PrivateIpAddress, PublicIp

2.
—.

T

PrivateIpAddress PublicIp

ztof 353
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Y]

T

10.0.0.99 63.36.5.227

oAl 7: o] oA MoM= EF

ID,

E}24x

14 ID, QAEA D7} QY Er=

[ — y L— AN

"

%

jn
b
>
£
o
o

rr

=2

rn

Get-EC2Address -Region eu-west-1 | Select-Object Instanceld, AssociationId,

AllocationId, PublicIp

2.
—.

Instanceld AssociationId AllocationId

17.212.120.178

eipalloc-012e3b456789elfad

i-@cl123dfd3415bac67 eipassoc-0el23456bb7890bdb eipalloc-01cd23ebf45f7890c

17.212.124.77

17.212.225.7

eipalloc-012345678eeabcfad

i-0123d405c67e89a0c eipassoc-0cl23b456783966ba eipalloc-0123cdd456a8f7892

37.216.52.173

i-@f1bf2f34c5678d09 eipassoc-0el12934568a952d96 eipalloc-0elc23e4d5e6789%¢e4

37.218.222.278

i-@12e3ch4df567e8aa eipassoc-0d1lb2fa4sd67d03810 eipalloc-0123f456F78a01b58

37.210.82.27

i-0123bcf4b567890el eipassoc-01d2345f678903fbl eipalloc-0eldb23cfef5c45c7

37.215.222.270

Get-EC2Address -Filter @{Name="tag:Category";Values="Prod"}

2d.
.

AllocationId
AssociationId
CustomerOwnedIp
CustomerOwnedIpv4Pool
Domain

Instanceld
NetworkBorderGroup
NetworkInterfaceld

PrivateIpAddress

: eipalloc-0123f456f81a@1b58
: eipassoc-0d1b23a456d103810

1 vpc

: 1-012e3ch4df567elaa

: eu-west-1

: eni-0123f41d5a60d5f40
NetworkInterfaceOwnerId :
: 192.168.1.84

123456789012

PublicIp

oAl 8: O] oMol M= EH2 7|7} 'Category'Ol 1L ZLO| 'Prod'@l EC2 IP 4 SE& 7 SLIch.

bal
-
o}
+

il
I
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PublicIp : 34.250.81.29
PublicIpv4Pool : amazon
Tags : {Category, Name}

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAddressesE & Z 5t Al
o

L.

Get-EC2AvailabilityZone
CH ZE 0 Al= Get-EC2AvailabilityZoneQ| A& W& 2 04&LICtH
Tools for PowerShell V4

oAl 1: O] MM = ALS 7hSEF A 2l 718 F9e dTELICH

Get-EC2AvailabilityZone

=24

= 1.
Messages RegionName State ZoneName
{3} us-west-2 available us-west-2a
{1} us-west-2 available us-west-2b
{3} us-west-2 available us-west-2c

oAl 2: O] iAo = &4 E HEHO| 78 WS MHEILICE O] oMM A8 St —EM=
PowerShell {7 3 0|4 0|

Get-EC2AvailabilityZone -Filter @{ Name="state";Values="impaired" }
Ol Al| 3: PowerShell HHT 20| A ZE{E +3d5t2{ New-ObjectE AFS3HoF &L|Ct.
$filter = New-Object Amazon.EC2.Model.Filter

$filter.Name = "state"
$filter.Values = "impaired"

Get-EC2AvailabilityZone -Filter $filter

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAvailabilityZones2 &t
AoHMIL.

£
e
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0lo

1z
0%
x

Get-EC2BundleTask

CH2 T E o Al= Get-EC2BundleTaskol At

Tools for PowerShell V4

oAl 1: O] AU ME RIHE HE =]

— 1

mio
Iz

Y S HoiFLch

Get-EC2BundleTask -BundleId bun-12345678

Ol A 2: O] oMol M= & EHZ} 'complete' EE= 'failed'@] HHE

$filter = New-Object Amazon.EC2.Model.Filter

$filter.Name = "state"

$filter.Values = @( "complete", "failed" )

Get-EC2BundleTask -Filter $filter

HErLck.

« API M8 ME = AWS Tools for PowerShell Cmdlet & &

M.

Get-EC2CapacityReservation

CH2 ZE o A|= Get-EC2CapacityReservation?| At

Tools for PowerShell V4

oflxf| 1: of od|A|of M= 2ITdod| CHEH StLt O &

Get-EC2CapacityReservation -Region eu-west-1

ER
AvailabilityZone : eu-west-1b

AvailableInstanceCount : 2
CapacityReservationId

: cr-0cl1f2345db6f7cdba

CreateDate : 3/28/2019 9:29:41 AM
EbsOptimized : True

EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited

EphemeralStorage : False

oo

Xtod
==

fjo

(V4)2| DescribeBundleTasks& & &

A
I
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0o
1z
0%
x

InstanceMatchCriteria : open
InstancePlatform : Windows
InstanceType : m4.xlarge
State : active
Tags : {3
Tenancy : default
TotalInstanceCount : 2

« API M| HEE AWS Tools for PowerShell Cmdlet & Z(Vv4)2]
DescribeCapacityReservations2 & Z M| 2.

Get-EC2ConsoleOQutput
CH2 I E o Al= Get-EC2ConsoleQutputl] AR WS 2oi&LICtH
Tools for PowerShell V4

ol 1: O] GiFOIAE XITE Linux QAEIA0 CHEH 2& £ JHKSLICH 24 &30 1ag
=[N

Get-EC2ConsoleOutput -Instanceld i-0el9abcd47c123456

2d.
.

M

Instanceld Output

1-0el194d3c47c123637 WyAgICAwLjAwMDAwWMFOgQ29tbW. . .bGU9dHR5UzAgc2Vs

-

oAl 2: o] IMolME QI GE 2& EHE He0o MY S COHF CIZEELICH

$0utput_encoded = (Get-EC2ConsoleOutput -Instanceld i-0@el9abcd47c123456).0utput
[System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String($0utput_encoded))

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetConsoleOutputE & Z=35HA|
o

- .

Get-EC2CustomerGateway

CH2 Z = o AlE Get-EC2CustomerGateway 2| AHE WS HoiELICH.

A

Foq
=
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Tools for PowerShell V4

oflxf| 1: o] il M= XIHE D2 HOo|EQ|0|E MEEFLICE.

Get-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4d

£
BgpAsn : 65534
CustomerGatewayId : cgw-la2b3c4d
IpAddress : 203.0.113.12
State : available
Tags : {1
Type : ipsec.1

oAl 2: O] oMol M= AENZE pendingOl7{Lt available®! 2 & 174 HO|EQ 0| MY LICTH

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2CustomerGateway -Filter $filter
oA 3: o] iAol MHE ZE 2 HO|EQOIE MEEFLICE.
Get-EC2CustomerGateway

- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeCustomerGateways&
xl-x °|.A-|| o

Get-EC2DhcpOption
CHE ZE | A|= Get-EC2DhcpOption| AL S EoiELICH
Tools for PowerShell V4
o & 1: O] i X[of A= DHCP M MEE Ltdg Lt
Get-EC2DhcpOption

2d.
—.

T

£
e
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0o
1z

02
x

DhcpConfigurations

{domain-name, domain-name-servers}
{domain-name, domain-name-servers}
{domain-name-servers}

of|Al| 2: O] oMol M= XIHE DHCP &M MEo| Cigt 74 MR

(Get-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d).DhcpConfigurations

2.
—.

T

Key Values

domain-name {abc.local}

domain-name-servers

« API M|E HE = AWS Tools for PowerShell Cmdlet 2 =

M.

Get-EC2FlowlLog

CH2 ZE o Al= Get-EC2FlowLogQ| AHS W

Tools for PowerShell V4

ol 1: O] oMol HE =2 CHel /0| 's3'Ql 5tLt 0%

Get-EC2FlowLog -Filter @{Name="log-destination-type";Values="s3"}

2d.
.

T

CreationTime
DeliverLogsErrorMessage
DeliverLogsPermissionArn :

DeliverlLogsStatus : SUCCESS
FlowLogId

FlowLogStatus : ACTIVE
LogDestination : arn:aws:s3::

LogDestinationType : s3

DhcpOptionsId
dopt-1a2b3c4d
dopt-2a3b4csd
dopt-3a4b5c6d

{10.0.0.101, 10.0.0.102}

1 2/25/2019 9:07:36 PM

: f1-01b2e3d45f6718901

£ H2oiFLCH

Tag

{3
{3
{3

.|

(V4)2| DescribeDhcpOptions=

EE JtMELh

O|EE 21E

:amzn-s3-demo-bucket-dd-tata

=

SEN

[e]l]

P

£
e
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LogGroupName :
Resourceld : eni-01d2dda3456b7e890
TrafficType ¢ ALL

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4) 2| DescribeFlowLogsE & &= HA|
(@}

L.

Get-EC2Host
CHS 3 E oAl Get-EC2Host 2| ALS WS EoiFLC.
Tools for PowerShell V4
oAl 1: O] KoM= EC2 3AE MR HEE gratgfLct.
Get-EC2Host

2.

T

=
AllocationTime : 3/23/2019 4:55:22 PM

AutoPlacement . off

AvailabilityZone : eu-west-1b

AvailableCapacity : Amazon.EC2.Model.AvailableCapacity
ClientToken

HostId : h-01e23f4cd567890f1

HostProperties : Amazon.EC2.Model.HostProperties
HostReservationId :

Instances : {3

ReleaseTime : 1/1/0001 12:00:00 AM

State : available

Tags : {3

oA 2: O] MM E EAE h-01e23f4cd567899f101 CHEt AvailableIinstanceCapacityS #2I& L
C}.

Get-EC2Host -HostId h-01e23f4cd567899f1 | Select-Object -ExpandProperty
AvailableCapacity | Select-Object -expand AvailableInstanceCapacity

2d.
.

T

AvailableCapacity InstanceType TotalCapacity
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11 m4 . xlarge 11

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeHostsE & Z5HAMIL.

Get-EC2HostReservationOffering
CH2 ZE o A|E Get-EC2HostReservationOfferingQ| AIE WS HoiELICH.
Tools for PowerShell V4

oAl 1: O] odlA|of M= PaymentOptionO| 'NoUpfront'@! X[ El 'instance-family' ZE{0| CH3H FOHE

£ Qle H8 BAE olorg MHELICH

Get-EC2HostReservationOffering -Filter @{Name="instance-family";Values="m4"} |
Where-Object PaymentOption -eq NoUpfront

2d.

T

=
CurrencyCode :

Duration : 94608000

HourlyPrice ¢ 1.307

InstanceFamily : m&4

OfferingId : hro-0c1f234567890d9ab
PaymentOption : NoUpfront
UpfrontPrice : 0.000

CurrencyCode :

Duration : 31536000

HourlyPrice : 1.830

InstanceFamily : m&4

OfferingId : hro-04adl2aaaf34b5a67
PaymentOption : NoUpfront
UpfrontPrice : 0.000

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
DescribeHostReservationOfferings2 & Z5HAM|2.

Get-EC2HostReservationPurchasePreview

Cl2 ZE o A|l= Get-EC2HostReservationPurchasePreview?| Al tit

|0
HL

ofF L|ct.

E

A
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Tools for PowerShell V4
oAl 1: o] MM E M EAE h-01e23f4cd567890f12] F AT Lx|sHE FA4ol oot LOHE

ol2| gLct.
Get-EC2HostReservationPurchasePreview -OfferingId hro-0c1f23456789d@ab -HostIdSet

h-01e23f4cd567890f1

2.
.

CurrencyCode Purchase TotalHourlyPrice TotalUpfrontPrice

T3

Z(v4)Q|

« API M8 ME = AWS Tools for PowerShell Cmdlet & &=
GetHostReservationPurchasePreviews & X 5HM|2.

Get-EC2IdFormat
0| A|E Get-EC2IdFormatl| Al ¥ g HoiEL|C}.

Clg 3=
Tools for PowerShell V4
oA 1: o] YA ME R|KHE Z|A

A R ID B4

Get-EC2IdFormat -Resource instance

£2
Resource UselLongIds
ieme s
8ol ID ®Alg MU

il

u

B>
|>
30

X|Hste 2

oi Al 2: O] oMo ME . Z) IDE
Get-EC2IdFormat

24.
.

T

UselLongIds

Resource
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reservation False
instance False
« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeldFormat2 & &= 5HA|
2.
gredg Ho{EL|Ct

Get-EC2IdentityIdFormat
MlAlE Get-EC2IdentityIdFormat2| AtE

Clg 2E

Tools for PowerShell V4
oAl 1: O] oMol RIHE dgoll CHEt 2|44 timage'2| ID

Get-EC2IdentityIdFormat -PrincipalArn arn:aws:iam::123456789511:ro0le/JDBC -Resource

image

2d.
—.

T

Resource UselongIds

Deadline
: %t
| |

8/2/2018 11:30:00 PM image
= AWS Tools for PowerShell Cmdlet & X (V4)2| DescribeldentityldFormat2

- API M|& HE
ZMAR
Get-EC2Image
CHS ZE | AlE Get-EC2Imagel| AIE W2 EoiFELICH

Tools for PowerShell V4
oflAl 1: O] MMM RIHE AMIE AHEELICH

Get-EC2Image -Imageld ami-12345678

2d.

£2:
Architecture : x86_64
BlockDeviceMappings : {/dev/xvda}
CreationDate 2014-10-20T00:56:28.000Z
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Description
Hypervisor
Imageld
ImagelLocation
ImageOwnerAlias
ImageType
KernellId

Name

OwnerId
Platform
ProductCodes
Public
RamdiskId
RootDeviceName
RootDeviceType
SriovNetSupport
State
StateReason
Tags
VirtualizationType

oAl 2: O M= AFERI7F AR EF AMIE A

: My image

: xen

: ami-12345678

: 123456789012 /my-image

: machine

: my-image
: 123456789012

: {3

: False

: /dev/xvda
: ebs

: simple

: available

. {Name}
: hvm

Get-EC2Image -owner self

oAl 3: O] od|Al|ofl A= Microsoft Windows ServerS &5t

Get-EC2Image -Filter @{ Name="platform";

of|Al| 4: Of of| A[o1| &

= 'us-west-2'

Get-EC2Image -Region us-west-2

« API M| M=

Get-EC2ImageAttribute

S 3=

Tools for PowerShell V4

H &= AWS Tools for PowerShell Cmdlet & =

Ol Al= Get-EC2ImageAttributel| AFE HHE

|:| st |__||_—_|._

= HEE AMIE ALt

Values="windows" }

2|t 2 E HEE AMIE dEefLCh

(V4)2| DescribelmagesE & E3HMI2.

HoiELICt.

oAl 1: O] iAo HE K| E AMIO] CHEF MHE 71 SLCt.

£
e
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Get-EC2ImageAttribute -Imageld ami-12345678 -Attribute description

{3
My image description

=a4.
= -
BlockDeviceMappings
Description
Imageld ami-12345678
Kernelld :
LaunchPermissions : {3
: {3
13t 2 7t SLct

ProductCodes

RamdiskId

SriovNetSupport

of|Al| 2: O] oMol M= RIHE AMIOH CHEH AlZ
Get-EC2ImageAttribute -Imageld ami-12345678 -Attribute launchPermission

2
{3}

BlockDeviceMappings

T

ami-12345678

Description
. {all}

Imageld

Kernelld
LaunchPermissions
K| E|AEEHL|C}

ProductCodes {3}
RamdiskId
SriovNetSupport
S E HEXHZO| &d3tE[o] /U=
Get-EC2ImageAttribute -Imageld ami-12345678 -Attribute sriovNetSupport

ol x| 3: o] oi|Aof M= &

2
{3}

BlockDeviceMappings

M

ami-12345678

Description
Imageld
Kernelld :
LaunchPermissions {3}
ProductCodes {3
RamdiskId

365
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SriovNetSupport : simple

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelmageAtiribute & & &=
SHMI2.

Get-EC2ImageByName
CH2 ZE o Al= Get-EC2ImageByNamel| AFHE &S Eo{FLICH
Tools for PowerShell V4

oAl 1: O] MM E BA X[ El= TA 2

i
o
i
=
Im
11
Nz
0%
o
C
ul

Get-EC2ImageByName

2d.
—.

T

WINDOWS_2016_BASE

WINDOWS_2016_NANO

WINDOWS_2016_CORE
WINDOWS_2016_CONTAINER
WINDOWS_2016_SQL_SERVER_ENTERPRISE_2016
WINDOWS_2016_SQL_SERVER_STANDARD_2016
WINDOWS_2016_SQL_SERVER_WEB_2016
WINDOWS_2016_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_BASE

WINDOWS_2012R2_CORE
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_SQL_SERVER_STANDARD_2016
WINDOWS_2012R2_SQL_SERVER_WEB_2016
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2014
WINDOWS_2012R2_SQL_SERVER_STANDARD_2014
WINDOWS_2012R2_SQL_SERVER_WEB_2014
WINDOWS_2012_BASE
WINDOWS_2012_SQL_SERVER_EXPRESS_2014
WINDOWS_2012_SQL_SERVER_STANDARD_2014
WINDOWS_2012_SQL_SERVER_WEB_2014
WINDOWS_2012_SQL_SERVER_EXPRESS_2012
WINDOWS_2012_SQL_SERVER_STANDARD_2012
WINDOWS_2012_SQL_SERVER_WEB_2012
WINDOWS_2012_SQL_SERVER_EXPRESS_2008
WINDOWS_2012_SQL_SERVER_STANDARD_2008

bal
-
o}
+

366

il
I


https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

WINDOWS_2012_SQL_SERVER_WEB_2008
WINDOWS_2008R2_BASE
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2012
WINDOWS_2008R2_SQL_SERVER_STANDARD_2012
WINDOWS_2008R2_SQL_SERVER_WEB_2012
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2008
WINDOWS_2008R2_SQL_SERVER_STANDARD_2008
WINDOWS_2008R2_SQL_SERVER_WEB_2008
WINDOWS_2008RTM_BASE
WINDOWS_2008RTM_SQL_SERVER_EXPRESS_2008
WINDOWS_2008RTM_SQL_SERVER_STANDARD_2008
WINDOWS_2008_BEANSTALK_IIS75
WINDOWS_2012_BEANSTALK_TIIS8

VPC_NAT
oA 2: o] KoM= XIEE AMIE dEELICH O] HHEE AH85t0{ AMIE = Wo| /8T
LICH= oH& =& HElo|E7L 2 & El A Windows AMIsE AWS £ A|5t7| HE I LICH New-
EC2Instance0 'Imageld'E X|’335t04 X|HEl ZE{of CHEr $RH AMIE AL25104 QIAEIAE A|ZHE
T A& LICH

Get-EC2ImageByName -Names WINDOWS_2016_BASE
Z=ed.

= -

Architecture : x86_64

BlockDeviceMappings : {/dev/sdal, xvdca, xvdcb, xvdcc...}

CreationDate : yyyy.mm.ddThh:mm:ss.000Z

Description : Microsoft Windows Server 2016 with Desktop Experience Locale

English AMI prov1ded by Amazon

Hypervisor 1 xen

Imageld $oami-XXXXXXXX

ImagelLocation : amazon/Windows_Server-2016-English-Full-Base-yyyy.mm.dd

ImageOwnerAlias : amazon

ImageType : machine

Kernelld

Name : Windows_Server-2016-English-Full-Base-yyyy.mm.dd

OwnerId : 801119661308

Platform : Windows

ProductCodes : {3

Public : True

RamdiskId

RootDeviceName : /dev/sdal

bal
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o}
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RootDeviceType : ebs
SriovNetSupport : simple
State : available
StateReason :

Tags : {3
VirtualizationType : hvm

- API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| Get-EC2ImageByNameg & X
ShAl2.

Get-EC2ImpoxrtImageTask
CHS ZE | Al= Get-EC2ImportImageTask| AHE &S Eo{FLICH
Tools for PowerShell V4
oA 1: o]l Mo M= XIFHE O|O|X| 7tX{27| 2dg dHELICE.
Get-EC2ImportImageTask -ImportTaskId import-ami-hgfedcba

2d.

T

=
Architecture : x86_64

Description : Windows Image 2
Hypervisor

Imageld : ami-la2b3c4d
ImportTaskId : import-ami-hgfedcba
LicenseType ¢ AWS

Platform : Windows

Progress 3

SnapshotDetails : {/dev/sdal}

Status : completed
StatusMessage

oAl 2: o] Mo M= 2 E Ol0|X| 7tX 27| Ztde dHELICH
Get-EC2ImportImageTask

2d.
.

T

Architecture

S| 368
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Description : Windows Image 1
Hypervisor
Imageld
ImportTaskId : import-ami-abcdefgh
LicenseType : AWS
Platform : Windows
Progress 5
SnapshotDetails : {3}

Status : deleted
StatusMessage : User initiated task cancelation
Architecture : x86_64

Description : Windows Image 2
Hypervisor

Imageld : ami-la2b3c4d
ImportTaskId : import-ami-hgfedcba
LicenseType : AWS

Platform : Windows

Progress 5

SnapshotDetails : {/dev/sdal}

Status : completed
StatusMessage

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelmportimageTasks&
AXIML.

Get-EC2ImportSnapshotTask

Ct2 ZE 0 Al= Get-EC2ImportSnapshotTasko| AHE HEHES Eo{F LIt

Tools for PowerShell V4

oAl 1: ol MM = RIEE £ 7K 7| 2fdS HdBEfLICH

Get-EC2ImportSnapshotTask -ImportTaskId import-snap-abcdefgh

2.
—.

M

Description ImportTaskId SnapshotTaskDetail
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Disk Image Import 1 import-snap-abcdefgh
Amazon.EC2.Model.SnapshotTaskDetail

oAl 2: O| M| ME BE AYAF 71X 7| 24 S MHEHLI|CE.

Get-EC2ImportSnapshotTask

£
Description ImportTaskId SnapshotTaskDetail
Disk Image Import 1 import-snap-abcdefgh
Amazon.EC2.Model.SnapshotTaskDetail
Disk Image Import 2 import-snap-hgfedcba

Amazon.EC2.Model.SnapshotTaskDetail

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribelmportSnapshotTasks& & X 35HA|2.

Get-EC2Instance
CI2 3 E o A|= Get-EC2Instancel| AR ditH2 Ho{=L|C}.
Tools for PowerShell V4

oA 1: o] Mol M= XIHE UAHAE AHTLICEH

(Get-EC2Instance -InstancelId i-12345678).Instances

£
AmilLaunchIndex : 0
Architecture : x86_64
BlockDeviceMappings : {/dev/sdal}
ClientToken : TleEyl448154045270
EbsOptimized : False
Hypervisor : xen
IamInstanceProfile : Amazon.EC2.Model.IamInstanceProfile
Imageld : ami-12345678

£
e
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Instanceld : 1-12345678
InstancelLifecycle
InstanceType : t2.micro
KernellId
KeyName : my-key-pair
LaunchTime 1 12/4/2015 4:44:40 PM
Monitoring : Amazon.EC2.Model.Monitoring
NetworkInterfaces : {ip-10-0-2-172.us-west-2.compute.internal}
Placement : Amazon.EC2.Model.Placement
Platform : Windows
PrivateDnsName : ip-10-0-2-172.us-west-2.compute.internal
PrivateIpAddress : 10.0.2.172
ProductCodes : {3
PublicDnsName
PublicIpAddress
RamdiskId
RootDeviceName : /dev/sdal
RootDeviceType : ebs
SecurityGroups : {default}
SourceDestCheck : True
SpotInstanceRequestId :
SriovNetSupport
State : Amazon.EC2.Model.InstanceState
StateReason
StateTransitionReason :
SubnetId : subnet-12345678
Tags : {Name}
VirtualizationType : hvm
Vpcld : vpc-12345678
oAl 2: O] oMo MHE o FHE JESHE 2l 2| BE QUAEAE MHFLICH QUARA M[E
HEE 2w 2 oo ZF| LHolM QIARIA HME L

Get-EC2Instance

2d.

M

="
GroupNames : {3
Groups : {3
Instances : {3
OwnerId : 123456789012
RequesterId 1 226008221399

ReservationId : r-c5df370c
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GroupNames : {3
Groups : {3
Instances : {3
OwnerId : 123456789012
RequesterId : 854251627541

ReservationId : r-63e65bab

of|A| 3: O] Mol M= HEHE A& 36101 VPCL| & MEHIO|M EC2 QIAEHAE Z|
HoiE LIt

Q'I_l
rir
0%
T
o

(Get-EC2Instance -Filter @{Name="vpc-id";Values="vpc-la2bc34d"},@{Name="subnet-
id";Values="subnet-1a2b3c4d"}).Instances

2d.

T

.
Instanceld InstanceType Platform PrivateIpAddress PublicIpAddress
SecurityGroups SubnetId Vpcld

i-@laf...82cf180e19 t2.medium Windows 10.0.0.98
subnet-1a2b3c4d vpc-la2b3cad

i-0374...7e9d5b0@c45 t2.xlarge Windows 10.0.0.53
subnet-1a2b3c4d vpc-la2b3cad

oAl 4: O] KMo M= o gfol U= EEIE AE510q running ! stopped &E{2| EC2 QIAEIA
E #Fclst= ¢S EoiE LI

$InstanceParams = @{
Filter = @(
@{'Name' = 'instance-state-name';'Values' = @("running", "stopped")}

[

(Get-EC2Instance @InstanceParams).Instances

2d.

T3

.
Instanceld InstanceType Platform PrivateIpAddress PublicIpAddress
SecurityGroups SubnetId Vpcld

bal
+
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i-05a9...f6c5f46e18 t3.medium 10.0.1.7
subnet-1la2b3c4d vpc-la2b3cad

i-02cf...945c4fdd07 t3.medium Windows 10.0.1.8
subnet-1la2b3c4d vpc-la2b3cad

i-Qac0...c037f9f3al t3.xlarge Windows 10.0.1.10
subnet-1la2b3c4d vpc-la2b3cad

i-066b...57b7b08888 t3.medium Windows 10.0.1.11
subnet-1la2b3c4d vpc-la2b3cad

i-0fee...82e83ccd72 t3.medium Windows 10.0.1.5
subnet-1la2b3c4d vpc-la2b3cad

1i-@a68...274cc5043b t3.medium Windows 10.0.1.6
subnet-1la2b3c4d vpc-la2b3cad

$InstanceParams = @{
Filter = @(
@{'Name' = 'instance-state-name';'Values' = @("running", "stopped")}

$SelectParams = @{
Property = @(
"InstanceID", "InstanceType", "Platform", "PrivateIpAddress",
@{Name="Name" ; Expression={$_.Tags[$_.Tags.Key.IndexOf("Name")].Value}},
@{Name="State";Expression={$_.State.Name}}

$result = Get-EC2Instance @InstanceParams
$result.Instances | Select-Object @SelectParams | Format-Table -AutoSize

=e24d.

= 1.
Instanceld InstanceType Platform PrivateIpAddress Name State
i-05a9...f6c5f46e18 t3.medium 10.0.1.7 ec2-name-01 running
i-02cf...945c4fdd07 t3.medium Windows 10.0.1.8 ec2-name-02 stopped
i-0Qac0...c037f9f3al t3.xlarge Windows 10.0.1.10 ec2-name-03 running
i-066b...57b7b08888 t3.medium Windows 10.0.1.11 ec2-name-04 stopped
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82e83ccd72 t3.medium Windows 10.0.1.5 ec2-name-05 running
i Windows 10.0.1.6 ec2-name-06 stopped
sE & X5HA

i-0fee...
274cc5043b t3.medium
EH = AWS Tools for PowerShell Cmdlet & & (V4)2] Describelnstance

i-0a68. ..
« API M8 HH
2.
Get-EC2InstanceAttribute
CIS I E o|A|E Get-EC2InstanceAttributel| AFR HiHHE Ho{EL|C}.
CIAEA R B

Tools for PowerShell V4
of|A[ 1: o] Mol M= X|HE QAR A O] Q1A
Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute instanceType

24.
=1
t2.micro

T3

InstanceType
1El QIARAO| CHS

oAl 2: O] oAM= K|

L|C}.
Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute sriovNetSupport

Z=2d.
= —1-
SriovNetSupport : simple
RIARA O HOt IS HHELIC

oAl 3: O] oM E RIKEIQ

sg-12345678
sg-45678901
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of| X[ 4: o] Mol M= X|HEl QUAE A O] CHSH EBS |23t 7| &3t E|R=X| iR E HAHEELCt
Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute ebsOptimized

2d.
.

T

EbsOptimized : False
oA 5: O] MM E XIHEl QIAEIA 9| 'disableApiTermination' 432 MY EHLICH

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute disableApiTermination

=2a4.
= —.
DisableApiTermination : False
o{ Al 6: O] oMo M= K| El QIAEIA O] 'instancelnitiatedShutdownBehavior' 432 M stL|C}

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute
instanceInitiatedShutdownBehavior

2.
.

T

InstancelInitiatedShutdownBehavior : stop

- API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelnstanceAttribute & &t
ZotMIR.

Get-EC2InstanceMetadata
Cl2 ZE o A|E Get-EC2InstanceMetadatall Al W HoiFL|C}.
Tools for PowerShell V4
ol 1: 2T = U= LAHA HEHOIE S A8 J7t5Et HFE LIERLICH
Get-EC2InstanceMetadata -ListCategory

2d.
—.

T
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AmiId

LaunchIndex
ManifestPath
AncestorAmild
BlockDeviceMapping
Instanceld
InstanceType
LocalHostname
LocalIpv4
Kernelld
AvailabilityZone
ProductCode
PublicHostname
PublicIpv4
PublicKey
RamdiskId

Region
ReservationId
SecurityGroup
UserData
InstanceMonitoring
IdentityDocument
IdentitySignature
IdentityPkcs?7

oA 2: RIAEIAE A SHE O AFEEl Amazon Machine Image(AMI 2| IDE gHeHEHLIC}.

Get-EC2InstanceMetadata -Category AmiId

2.
.

M

ami-b2e756¢ca

of{A| 3: O] KoM= QUAEIAO| CHEF JSON 49| ID 2 E 2{EIFLICH

Get-EC2InstanceMetadata -Category IdentityDocument
{
"availabilityZone" : "us-west-2a",
"devpayProductCodes" : null,
"marketplaceProductCodes" : null,
"version" : "2017-09-30",
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"instancelId" : "i-01ed50f7e2607f09%e",
"billingProducts" : [ "bp-6ba54002" ],
"instanceType" : "t2.small",
"pendingTime" : "2018-03-07T16:26:04Z",
"imageId" : "ami-b2e756ca",

"privateIp" : "10.0.0.171",

"accountId" : "111122223333",
"architecture" : "x86_64",

"kernelId" : null,
"ramdiskId" : null,
"region" : "us-west-2"

oAl 4: O] MM E B2 #E|IE ME5l0{ QARHAC| HERF QIE{H|O|A macsE 7t Z L
CH.

Get-EC2InstanceMetadata -Path "/network/interfaces/macs"

£3:

02:80:7f:ef:4c:e0/

o{X| 5: QIAEIAO] IAM & 0| ¢1Z2E|0{ Y2 AL, @I

A AEA
InstanceProfileArn, InstanceProfileld S OX|2fo 2 QIAEIA
HE BHetEhLict.

LastUpdated date,
Zuielo| UHo|EE AlZH 2

A 9|
E - - - O

Get-EC2InstanceMetadata -Path "/iam/info"

£
{
"Code" : "Success",
"LastUpdated" : "2018-03-08T03:38:40Z",
"InstanceProfileArn" : "arn:aws:iam::111122223333:instance-profile/
MyLaunchRole_Profile",
"InstanceProfileId" : "AIPAI4...WVK2RW"
}

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Get-EC2InstanceMetadataE &
ZotHIL.
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Get-EC2InstanceStatus

CIS I E o A|= Get-EC2InstanceStatusll Al &Edg EoiFL|Ct.

Tools for PowerShell V4
oA 1: O] oMl ME RIHE QIAEA S| HENE MHEFHLICH.
Get-EC2InstanceStatus -InstancelId i-12345678

2d.
—.

T

AvailabilityZone : us-west-2a

Events : {3

Instanceld 1 1-12345678

InstanceState : Amazon.EC2.Model.InstanceState

Status : Amazon.EC2.Model.InstanceStatusSummary
SystemStatus : Amazon.EC2.Model.InstanceStatusSummary

$status = Get-EC2InstanceStatus -Instanceld i1-12345678
$status.InstanceState

Z=ed.
= -
Code Name
16 running

$status.Status

£24:

Details Status

{reachability} ok

$status.SystemStatus

2d.
—.

T

£
e
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Details Status

{reachability} ok

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelnstanceStatus& & &
St 2.

Get-EC2InternetGateway
CI2 ZE o Al= Get-EC2InternetGatewayl| AFS WS Ho{ELILC}.
Tools for PowerShell V4
oA 1: o] Mol M= XIHE UE HO|EQO|E HBEfLIC
Get-EC2InternetGateway -InternetGatewayId igw-la2b3c4d

2d.

T

.
Attachments InternetGatewayId Tags
{vpc-1la2b3c4d} igw-1a2b3cad {}

oAl 2: O] HIMoME EE AE{A HO|EH0|E HTEfLICE.
Get-EC2InternetGateway

2d.

T

1.

Attachments InternetGatewayId Tags
{vpc-1la2b3cad} igw-1la2b3c4d {}
3 igw-2a3b4c5d {3

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelnternetGateways& %t
hafnd OI'A'” O

Get-EC2KeyPair

CH2 ZE o{AlE Get-EC2KeyPairQ| AIE WS HoiELICH.

A
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Tools for PowerShell V4
olA 1: o] diAlof M= XIEEl 7| Ho{E HdHEefL|Ch
Get-EC2KeyPair -KeyName my-key-pair

2d.
.

T

KeyFingerprint KeyName

1f:51:ae:28:bf:89:€9:d8:1f:25:5d:37:2d:7d:b8:ca:9f:f5:f1l:6f my-key-pair
ol x| 2: of oi|A|ol M= ZE 7| Ho{E - ELIct
Get-EC2KeyPair

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeKeyPairsE & Z=351A|
o

L.

Get-EC2NetworkAcl
S 3 E o Al= Get-EC2NetworkAclo| AHS HH S EoiELILC.
Tools for PowerShell V4
oAl 1: O] oMo M= RIHE HIER(Z ACLE HEELICH
Get-EC2NetworkAcl -NetworkAclId acl-12345678

£24:

Associations : {aclassoc-la2b3c4d}

Entries : {Amazon.EC2.Model.NetworkAclEntry, Amazon.EC2.Model.NetworkAclEntry}
IsDefault : False

NetworkAclId : acl-12345678

Tags : {Name}

VpcId : vpc-12345678

oA 2: o] Mol M= XIEHE HELI ACLA| CHEH #3]E dEELICH

£
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(Get-EC2NetworkAcl -NetworkAclId acl-12345678).Entries

£
CidrBlock : 0.0.0.0/0
Egress : True
IcmpTypeCode :
PortRange
Protocol : -1
RuleAction : deny
RuleNumber 1 32767
CidrBlock : 0.0.0.0/0
Egress : False
IcmpTypeCode :
PortRange
Protocol : -1
RuleAction : deny
RuleNumber 1 32767

of Al 3: O] iAo HE BE WERXT ACLE MHEELLCE.
Get-EC2NetworkAcl

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeNetworkAcls2 & & 5}
M.

Get-EC2NetworkInterface
LIS I E o Al= Get-EC2NetworkInterfacel| AR B2 Ho{=L|C}.
Tools for PowerShell V4

oAl 1: O] AdoM = X|HE HELZ QB o|AE HHEELICH

Get-EC2NetworkInterface -NetworkInterfaceId eni-12345678

2.
.

M

Association
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Attachment : Amazon.EC2.Model.NetworkInterfaceAttachment
AvailabilityZone ¢ us-west-2c

Description

Groups : {my-security-group}

MacAddress : 0a:e9:a6:19:4c:7f

NetworkInterfaceld : eni-12345678

OwnerId : 123456789012

PrivateDnsName : ip-10-0-0-107.us-west-2.compute.internal
PrivateIpAddress : 10.0.0.107

PrivateIpAddresses : {ip-10-0-0-107.us-west-2.compute.internal}
RequesterId

RequesterManaged : False

SourceDestCheck : True

Status : in-use

SubnetId : subnet-1la2b3cad

TagSet : {3

Vpcld : vpc-12345678

oA 2: o] iAo MHE ZE HEXHT QE{Ho|&E dEELICH

Get-EC2NetworkInterface

« API M[¥ HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| DescribeNetworkInterfaces&
o

S |

Get-EC2NetworkInterfaceAttribute
Cl2 T E o A|E Get-EC2NetworkInterfaceAttributel| AF2 {2 HoiFL|Ct.
Tools for PowerShell V4

oAl 1: o] MM E XIEE HESLZ QEHo[AE HHFLIC

_

Get-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-12345678 -Attribute
Attachment

2d.
.

M

Attachment : Amazon.EC2.Model.NetworkInterfaceAttachment

of{Al| 2: O] Ao = X|HE HELZ QBT o|AE HHEELICH

=t
=
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Get-EC2NetworkInterfaceAttribute -NetworkInterfacelId eni-12345678 -Attribute

Description
ER
Description : My description
oAl 3: o] MM E XIEE HELZ lE{Ho[AE MHEELICH

Get-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-12345678 -Attribute
GroupSet

2d.
.

T

Groups : {my-security-group}

oiAl 4: O] d&oM = X|HE HELZ QIE{Ho|AE HHEELICH

Get-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-12345678 -Attribute
SourceDestCheck

2.
—.

T

SourceDestCheck : True

- API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribeNetworkInterfaceAttribute & 2 X 5HM| L.

Get-EC2PasswordData
Cl2 ZE o A|E Get-EC2PasswordDatall A2 g2 EoiEL|Ct.

Tools for PowerShell V4

et
on
e
oo
fof
1]

oAl 1: O] od|AM|0| M= Amazon EC27} RI'EE Windows QIAE A O] 2HE|X}F H|[ & of
SH=S & LICH pem U O| X =M -Decrypt 22| x|2] MHO| XIS 2 =ELICH.

Get-EC2PasswordData -Instanceld i-12345678 -PemFile C:\path\my-key-pair.pem
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2.
—.

T

mYZ(PA9?C)Q
of| X 2: (Windows PowerShellEF i) QIARAE ZHAISt0] QLIAEAE AlZSl= O A K= 7
Ho{2| O|EE & QI8 Ct= AWS Toolkit for Visual Studio2] 7t43 AE0{0f| A sHE 7| m| o] Cl|O|E]

£ dondl A|ZELICH 7| Ho{ ClolE7t Y 74E[E &f 37t s S ELICH.

Get-EC2PasswordData -Instanceld i-12345678 -Decrypt

=a4.
= 1
mYZ(PA9?C)Q
oAl 3: QIAEIAO CHEl A E3HE &5 CIO|E{E ghatghLct.

Get-EC2PasswordData -Instanceld i-12345678

2.
—.

M

iVz3BAK/WAXV..... dgqt8wWeMA==

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetPasswordDatag & & 5HAl|
o

L.

Get-EC2PlacementGroup

CHE ZE | Al= Get-EC2PlacementGroupl| Al

00
0L
Iz
jo
HL
hd
I
r
o

Tools for PowerShell V4
oIl 1: O] oMol MHE XI™HE Hix| 2ES ABELICH
Get-EC2PlacementGroup -GroupName my-placement-group

2.
—.

M

GroupName State Strategy

= 384
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my-placement-group available cluster

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribePlacementGroups &t
ZotMl

Get-EC2PrefixList
Cl2 ZE o|AlE Get-EC2PrefixListo| A2 gtEi2 HoiZFL|Ct.

Tools for PowerShell V4

oA 1:0] Mol M= 2T AWS MHIA of CHsll HFAF S5 A2 =2 A8 7H5EHE 7HXSLICH

Get-EC2PrefixList

Cidrs PrefixListId PrefixListName

{52.94.5.0/24, 52.119.240.0/21, 52.94.24.0/23} pl-6fa54006 com.amazonaws.eu-
west-1.dynamodb

{52.218.0.0/17, 54.231.128.0/19} pl-6da54004 com.amazonaws.eu-
west-1.s3

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribePrefixLists& & &= 5tA|
o

- .

Get-EC2Region
CHZ ZE o Al= Get-EC2Regionl| AFE &2 Eo{ELICtH
Tools for PowerShell V4

oAl 1: O] MMM = ALE 7tsSEF 2T E MY

AL
e}
C
n

Get-EC2Region

2.
—.

T3

Endpoint RegionName

£
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ec2.eu-west-1.amazonaws.com eu-west-1
ec2.ap-southeast-1.amazonaws.com ap-southeast-1
ec2.ap-southeast-2.amazonaws.com ap-southeast-2
ec2.eu-central-1.amazonaws.com eu-central-1
ec2.ap-northeast-1.amazonaws.com ap-northeast-1
ec2.us-east-1.amazonaws.com us-east-1
ec2.sa-east-1.amazonaws.com sa-east-1
ec2.us-west-1.amazonaws.com us-west-1
ec2.us-west-2.amazonaws.com us-west-2

« APl M|& HE = AWS Tools for PowerShell Cmdlet & & (V4) 9| DescribeRegions2 & X 35HA(L.

Get-EC2RouteTable
C}S T E o A|l= Get-EC2RouteTablel| At wiHE2 Ho{EFL|Cl.
Tools for PowerShell V4

oAl 1: O] oMo M= 2E Bt E EIO|ES dBerLct

Get-EC2RouteTable

2d.
—.

M

DestinationCidrBlock : 10.0.0.0/16
DestinationPrefixListId

GatewayId : local

Instanceld

InstanceOwnerlId

NetworkInterfaceld

Origin : CreateRouteTable
State . active
VpcPeeringConnectionId

DestinationCidrBlock : 0.0.0.0/0
DestinationPrefixListId

GatewayId : igw-1la2b3c4d
Instanceld

InstanceOwnerlId

NetworkInterfaceld

Origin : CreateRoute

£
e
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State . active
VpcPeeringConnectionId

oA 2: o] di|A|ol M= XIEEl 2t E ElolS0f CHEF M[F HEE HFErErLICH

Get-EC2RouteTable -RouteTableId rtb-1la2b3c4d

of| Al 3: O] oMol M= RI™HE VPCOl Bt E E|O|2 2 dHEELICH

Get-EC2RouteTable -Filter @{ Name="vpc-id"; Values="vpc-1la2b3c4d" }

2d.

T

=5
Associations : {rtbassoc-12345678}
PropagatingVgws : {}

Routes : {0}

RouteTableId : rtb-1a2b3c4d

Tags : {1

VpcId : vpc-la2b3c4d

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeRouteTables2 & &= &}
M.

Get-EC2ScheduledInstance
CHS ZE o A|= Get-EC2ScheduledInstancel| At BitHE Ho{=L|C}.
Tools for PowerShell V4

oAl 1: O] oMo M= Lol o2&l X|HE QAHAS HHFLICH

Get-EC2ScheduledInstance -ScheduledInstancelId sci-1234-1234-1234-1234-123456789012

£3:
AvailabilityZone : us-west-2b
CreateDate : 1/25/2016 1:43:38 PM
HourlyPrice : 0.095
InstanceCount 01
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InstanceType : c4.large
NetworkPlatform : EC2-VPC
NextSlotStartTime : 1/31/2016 1:00:00 AM
Platform ¢ Linux/UNIX
PreviousSlotEndTime
Recurrence : Amazon.EC2.Model.ScheduledInstanceRecurrence
ScheduledInstanceld 1 SCi-1234-1234-1234-1234-123456789012
SlotDurationInHours . 32
TermEndDate : 1/31/2017 1:00:00 AM
TermStartDate : 1/31/2016 1:00:00 AM

TotalScheduledInstanceHours : 1696
oAl 2: O] A= LHO| 0¥ E RE QUABAE MHFFLICE
Get-EC2ScheduledInstance

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeScheduledInstances&

SESC RS

Get-EC2ScheduledInstanceAvailability
CtZ ZE o Al= Get-EC2ScheduledInstanceAvailability Q| AHE W2 Eo{FLICH
Tools for PowerShell V4

oAl 1: O] AMoM = X|HE dMFE iF ol Ydst= dES dHELICH

Get-EC2ScheduledInstanceAvailability -Recurrence_Frequency
Weekly -Recurrence_Interval 1 -Recurrence_OccurrenceDay 1 -
FirstSlotStartTimeRange_EarliestTime 2016-01-31T00:00:00Z -
FirstSlotStartTimeRange_LatestTime 2016-01-31T04:00:00Z

£
AvailabilityZone : us-west-2b
AvailableInstanceCount 1 20
FirstSlotStartTime : 1/31/2016 8:00:00 AM
HourlyPrice : 0.095
InstanceType : c4.large
MaxTermDurationInDays . 366
MinTermDurationInDays : 366
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Get-EC2SecurityGroup

Cle 3

NetworkPlatform
Platform
PurchaseToken
Recurrence
SlotDurationInHours

: EC2-VPC
: Linux/UNIX

: eyJ2IjoiMSIsInMiOjEsImMiOi. ..

: Amazon.EC2.Model.ScheduledInstanceRecurrence

. 23

TotalScheduledInstanceHours : 1219

-Filter @{ Name="platform";Values="Linux/UNIX" },@{ Name="network-

O] HeIE Eol2iH 2 A, HESZ, QlaBA

e 7|Zoll chet LelE

o

platform";Values="EC2-VPC" },@{ Name="instance-type";Values="c4.large" }

« AP| M8 ME = AWS Tools for PowerShell Cmdlet & X

DescribeScheduledinstanceAvailability S & Z=35HAM| 2.

Tools for PowerShell V4

oAl 1: O] oMol M= VPCH| XIHE 2ot OF S MYELICH VPCO| &8t Eot OEo =2 &
[H= O|&(-GroupName It2t0|E{)O| okl E ot 2& ID(-Groupld It2tO|E)E ALS -

Z=offof BrL|CH.

lAl= Get-EC2SecurityGroupl| AI& WS Eoi&ELIC}.

Get-EC2SecurityGroup -GroupId sg-12345678

£24:

Description
GroupId

GroupName
IpPermissions

IpPermissionsEgress :
: 123456789012

OwnerId
Tags
VpcId

: default VPC security group

sg-12345678

: default

{Amazon.EC2.Model.IpPermission}
{Amazon.EC2.Model.IpPermission}

{3

: vpc-12345678

(V4)2

504

o ok

=1 =
2o
==
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0i| X 2: O] oMol A= EC2-Classicol| X[HEl 2ot J&E HdBELICE EC2-Classice| 2ot IE2
2 e i 2F Ol (-GroupName It2t0O|E) EE= & ID(-Groupld Tt2tO|E)E AF& 50 2ot
JE2 T E = UsLic

Get-EC2SecurityGroup -GroupName my-security-group
=e24d.

= 1.

Description : my security group

GroupId : sg-45678901

GroupName : my-security-group

IpPermissions : {Amazon.EC2.Model.IpPermission, Amazon.EC2.Model.IpPermission}
IpPermissionsEgress : {}

OwnerId : 123456789012

Tags : {3

Vpcld :

of A 3: o] MMl M= vpc- -0fc1ff23456b789eb0l| CHEF 2 E EOot IS ZAMELICEH
Get-EC2SecurityGroup -Filter @{Name="vpc-id";Values="vpc-0fclff23456b789eb"}

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSecurityGroups2 & &
StAl2.

Get-EC2Snapshot
CIS FE o Al= Get-EC2Snapshot 2| AFHE &g HoiFLIC
Tools for PowerShell V4

oAl 1: O] oM = X|IHE AHMES AFELICH

= A

Get-EC2Snapshot -SnapshotId snap-12345678

2d.
.

T

DataEncryptionKeyId :

Description : Created by CreateImage(i-la2b3c4d) for ami-12345678 from
vol-12345678

Encrypted : False
KmsKeyId :

£
e
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OwnerAlias :

OwnerId : 123456789012

Progress : 100%

SnapshotId : snap-12345678
StartTime : 10/23/2014 6:01:28 AM
State : completed
StateMessage :

Tags : {3

VolumeId : vol-12345678
VolumeSize : 8

mjo
x
m]
AT
9'|_|
L
n

of| x| 2: Of oMol MH= 'Name' EH27} U= AL

Get-EC2Snapshot | ? { $_.Tags.Count -gt @ -and $_.Tags.Key -eq "Name" -and
$_.Tags.Value -eq "TestValue" }

x| 4: O]l M ME BE &S HBEfLICH

Get-EC2Snapshot -Owner self

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeSnapshots2 & &

o

L.

Get-EC2SnapshotAttribute
CHS ZE o A|= Get-EC2SnapshotAttributel| AFE #EHE HoiELICH.
Tools for PowerShell V4
oA 1: o] Mol M= KIHE &ML X|HE 68 dFELICH
Get-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute ProductCodes

£24:

CreateVolumePermissions ProductCodes SnapshotId

StAl
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{3 {3 snap-12345678
oAl 2: O oAM= RIHE ALl X|HE £HE MBEFLICE.

(Get-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute
CreateVolumePermission).CreateVolumePermissions

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSnapshotAttribute & &

Get-EC2SpotDatafeedSubscription
CHS = o Al= Get-EC2SpotDatafeedSubscriptionl| AHE WS EoiELICTH
Tools for PowerShell V4
oAl 1: O] oMol HE AT QIARA H|O|H =& HHELICH
Get-EC2SpotDatafeedSubscription

2d.
.

T

Bucket : amzn-s3-demo-bucket
Fault

OwnerId : 123456789012

Prefix : spotdata

State : Active

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2|
DescribeSpotDatafeedSubscription2 & Z3HM| 2.

Get-EC2SpotFleetInstance

CHE ZE o A|= Get-EC2SpotFleetInstancel AHE W2 Eo{ELICH

A
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Tools for PowerShell V4

oAl 1: O] MM = XIHE &T ET! 2D HAEE QARA

i
z
]
ATH
9'|:

r

o

Get-EC2SpotFleetInstance -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE

2.
—.

T

Instanceld InstanceType SpotInstanceRequestlId

i-f089262a c3.large sir-12345678
i-7e8b24a4 c3.large sir-87654321

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSpotFleetlnstances&

HEstM .

Get-EC2SpotFleetRequest
CH2 ZE o A|= Get-EC2SpotFleetRequestl| AFHE &S Eo{FLICIH
Tools for PowerShell V4

oAl 1: O] oM E X|HE A% E5! @HE HFELICH

Get-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE
| format-list

=24d.

= —1-
ConfigData : Amazon.EC2.Model.SpotFleetRequestConfigData
CreateTime : 12/26/2015 8:23:33 AM
SpotFleetRequestId : sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE

SpotFleetRequestState : active
oflX 2: O] Mo ME 2E AT S22 EE MY LICH
Get-EC2SpotFleetRequest

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeSpotFleetRequests =

SESC KN
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Get-EC2SpotFleetRequestHistory
CH2 ZE o Al= Get-EC2SpotFleetRequestHistory2| AL WS HoiELICH.
Tools for PowerShell V4
oA 1: O] MM X|HE AT £ @Fo| 7|52 HBELICE.
Get-EC2SpotFleetRequestHistory -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -StartTime 2015-12-26T00:00:00Z
=a4.
= —1-
HistoryRecords {Amazon.EC2.Model.HistoryRecord,
Amazon.EC2.Model.HistoryRecord...}
LastEvaluatedTime : 12/26/2015 8:29:11 AM
NextToken :
SpotFleetRequestId : sfr-088bc5fl-7e7b-451a-bd13-757f10672b93
StartTime : 12/25/2015 8:00:00 AM
(Get-EC2SpotFleetRequestHistory -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -StartTime 2015-12-26T00:00:00Z).HistoryRecords
=g
= —1.
EventInformation EventType Timestamp
Amazon.EC2.Model.EventInformation fleetRequestChange 12/26/2015 8:23:33 AM
Amazon.EC2.Model.EventInformation fleetRequestChange 12/26/2015 8:23:33 AM
Amazon.EC2.Model.EventInformation fleetRequestChange 12/26/2015 8:23:33 AM
Amazon.EC2.Model.EventInformation launched 12/26/2015 8:25:34 AM
Amazon.EC2.Model.EventInformation launched 12/26/2015 8:25:05 AM

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeSpotFleetRequestHistory &

Get-EC2SpotInstanceRequest

SESC RS

CHE ZE o AlE Get-EC2SpotInstanceRequestl| AHE HHE EoiELICEH

3

A

o4
=
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02
x

Tools for PowerShell V4

oAl 1: o] oMo M= XIHE &

ATHO|AE{A O
AN _— I_ L O

o
xz
Iy
Q'I_l

r

ful

Get-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

2d.
—.

T

ActualBlockHourlyPrice
AvailabilityZoneGroup
BlockDurationMinutes
CreateTime

Fault

Instanceld

0
. 4/8/2015 2:51:33 PM

1 1-12345678
LaunchedAvailabilityZone :

us-west-2b

LaunchGroup

LaunchSpecification : Amazon.EC2.Model.LaunchSpecification
ProductDescription : Linux/UNIX

SpotInstanceRequestId ¢ sir-12345678

SpotPrice : 0.020000

State : active

Status : Amazon.EC2.Model.SpotInstanceStatus
Tags {Name}

Type : one-time

Oilxl| 2: O] oMl ME ZE 2% QIAERHA @FHE dHEerLICH

Get-EC2SpotInstanceRequest

« API M|E MEE= AWS Tools for PowerShell Cmdlet & %X
DescribeSpotinstanceRequestsE& & = 5HA|2.

(V4)Ql

Get-EC2SpotPriceHistory
CHS Z = o A|= Get-EC2SpotPriceHistory2| AFE &g Eo{FLICt
Tools for PowerShell V4

oAl 1: o] oMolM= XIHE elAa

o o| otx|ak 1074
S5 7FXSLIC}. -AvailabilityZone mH2tO|E{0] X|HE gf2

%ol-

cmdlet2| -Region It2tO|E{ (0| Aol E

£
e
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A8 HEBM

AlElX|

o) MBS E[HLE o] 7|8gte 2 M™EE 2| gol Cf
2 20 7|8 2|HQ 'us-west-2'7F M E|QUACtT 7 st

i = ZsloF ZLict o] ox| BHE

Get-EC2SpotPriceHistory -InstanceType c3.large -AvailabilityZone us-west-2a -

MaxResult 10

£24:

AvailabilityZone
InstanceType
Price

ProductDescription :
: 12/25/2015

Timestamp

AvailabilityZone
InstanceType
Price

ProductDescription :
: 12/25/2015

Timestamp

AvailabilityZone
InstanceType
Price

ProductDescription :
: 12/25/2015

Timestamp

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSpotPriceHistory & %!
o

Z ot

Get-EC2Subnet

Tools for PowerShell V4

¢ us-west-2a
: c3.large
: 0.017300

Linux/UNIX

¢ us-west-2a
: c3.large
: 0.017200

Linux/UNIX

¢ us-west-2a
: c3.large
: 0.017300

Linux/UNIX

CIS I E O A|E Get-EC2Subnetl| AFE

(Amazon VPC)
7:39:49 AM

(Amazon VPC)
7:38:29 AM

(Amazon VPC)
6:57:13 AM

g HoiELIct

oAl 1: o] oMolM= XIEE MESIE DB LICH

Get-EC2Subnet -SubnetId subnet-1a2b3c4d

2d.
—.

T

=}

bal
+
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I

396


https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (%1 4) A8 YA
AvailabilityZone ¢ us-west-2c
AvailableIpAddressCount : 251
CidrBlock : 10.0.0.0/24
DefaultForAz : False
MapPublicIpOnLaunch : False
State : available
SubnetId : subnet-1la2b3c4d
Tags : {1
VpcId ¢ vpc-12345678
& 2: O]l oAM= BZE MERS HEELICH
Get-EC2Subnet
« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSubnets2 & X 5HMIL.
Get-EC2Tag
CH2 ZE o Al= Get-EC2Tagl| AFHE &S Eo{ELICtH
Tools for PowerShell V4
oAl 1: O] M|l M= resource-type 'image'ol|l CHet EHE 7FXK4SLICH.
Get-EC2Tag -Filter @{Name="resource-type";Values="image"}
Z=ed.
= -
Key Resourceld ResourceType Value
Name ami-@al23b4cch567a8ea image Win7-Imported
auto-delete ami-Qal23b4ccb567a8ea image never
oA 2: O]l Mol ME BRE ElAL0f CHEt 2E ETIE 7HX%t Elas REHEE D5 LICH

Get-EC2Tag | Group-Object resourcetype

2d.
.

T

2
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0o
1z

02
x

M

Count Name Group

9 subnet {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

53 instance {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

3 route-table {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription}

5 security-group {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

30 volume {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

1 internet-gateway {Amazon.EC2.Model.TagDescription}

3 network-interface {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription}

4 elastic-ip {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription}

1 dhcp-options {Amazon.EC2.Model.TagDescription}

2 image {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription}
3 vpc {Amazon.EC2.Model.TagDescription,

Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription}

Get-EC2Tag -Region eu-west-1 -Filter @{Name="tag:auto-delete";Values="no"}

24.

.
Key Resourceld ResourceType Value
auto-delete i-0flbce234d5dd678b instance no
auto-delete vol-01d234aa5678901a2 volume no
auto-delete vol-01234bfb5def6f7b8 volume no
auto-delete vol-0lccb23f4c5e67890 volume no

oAl 3: o oiA|oll M= X[ El 2|7oil CHEH EH 27t ‘auto-delete'O| 1 Z2LO| 'no'@l 2E EIAAE EA|
%I-L||:|.
=] .

bal
-
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+
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I
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of|Xl| 4: O] ||l M= EH27} 'auto-delete’O| L ZL0| 'no'@l 2 E BIAAE 7}KQtA CI2 mo|=of
M FI7I2 EE{2504 'instance' 2|lAA KM 2 EM5ID 2B ZE 10| QIARA ID RHA||2]
ZF QIAEIA BIAAO0] CHSH 'Thisinstance' EH1E A AdEHL|CT.

Get-EC2Tag -Region eu-west-1 -Filter @{Name="tag:auto-delete";Values="no"} |
Where-Object ResourceType -eq "instance" | ForEach-Object {New-EC2Tag -Resourceld
$_.Resourceld -Tag e@{Key="ThisInstance";Value=$_.ResourceId}}

oAl 5: O| oA IMHE ZE QUAEA E|AALQl 'Name' 7|04 CHEF EHIE 71X4%} Ef|0|E HAleZ
FE AIELICE.

Get-EC2Tag -Filter @{Name="resource-
type";Values="instance"},@{Name="key";Values="Name"} | Select-Object Resourceld,
@{Name="Name-Tag";Expression={$PSItem.Valuel}} | Format-Table -AutoSize

24.
.

T

Resourceld Name-Tag

i-012e3ch4df567elaa jumpl
1i-01c23a45d6fc7a89f repro-3

« AP| M|§ HE = AWS Tools for PowerShell Cmdlet & Z&(V4)2| DescribeTagsE & ZE5HM| 2.

Get-EC2Volume
CI2 T E o A|E Get-EC2Volumel| A2 2 Ho{FL|Ct.
Tools for PowerShell V4

oAl 1: O] (M| = R|XHE EBS EES MHEEHLICT

Get-EC2Volume -VolumelId vol-12345678

£
Attachments : {3
AvailabilityZone : us-west-2c
CreateTime : 7/17/2015 4:35:19 PM
Encrypted : False
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Iops : 90

KmsKeyId :

Size 1 30

SnapshotId : snap-12345678
State : in-use

Tags : {3

VolumeId : vol-12345678
VolumeType : standard

oAl 2: O] od|A|ofl A E AEN7} 'available'?! EBS 288 A EhL|C}.
Get-EC2Volume -Filter @{ Name="status"; Values="available" }

2d.

T

="
Attachments : {3

AvailabilityZone : us-west-2c

CreateTime : 12/21/2015 2:31:29 PM
Encrypted : False

Iops . 60

KmsKeyId

Size : 20

SnapshotId : snap-12345678

State : available

Tags {3

Volumeld : vol-12345678
VolumeType . gp2

of|X| 3: O| MO ME 2 E EBS EES MAHEELICT
Get-EC2Volume

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVolumes2 & Z5HMIL.

Get-EC2VolumeAttribute

00
0L
Iz
jo
HL
hd
B
r
ful

Ct2 T E o AlE Get-EC2VolumeAttributel| At

Tools for PowerShell V4

oAl 1: o] oo M = X|HE E&2| X|HE S8 dBELICH
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0o
1z

Get-EC2VolumeAttribute -Volumeld vol-12345678 -Attribute AutoEnableIO

AutoEnableIO ProductCodes VolumelId

False {3} vol-12345678

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVolumeAttribute &

Get-EC2VolumeStatus
CIS T E of|A|= Get-EC2VolumeStatuso| AFE &g HoiFL|Ct.
Tools for PowerShell V4

oAl 1: O] MM = X|HE EF2| &

jn
>

SHELICH

Get-EC2VolumeStatus -Volumeld vol-12345678

£3:
Actions : {3
AvailabilityZone : us-west-2a
Events : {3
Volumeld : vol-12345678
VolumeStatus : Amazon.EC2.Model.VolumeStatusInfo

(Get-EC2VolumeStatus -VolumeId vol-12345678).VolumeStatus

.
Details Status
{io-enabled, io-performance} ok

(Get-EC2VolumeStatus -VolumeId vol-12345678).VolumeStatus.Details

X

£
e
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>
0lo

1z
0%

=a4.

= 1.
Name Status
io-enabled passed
io-performance not-applicable

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVolumeStatus& & =&
StAl 2.
Get-EC2Vpc
CtE ZE o Al= Get-EC2Vpcll AL WS 2 oiELICt.
Tools for PowerShell V4
oflx 1: o] iAol M= XIHEl VPCE A efLch
Get-EC2Vpc -VpcId vpc-12345678
=24
= 1.
CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1la2b3cad
InstanceTenancy : default
IsDefault : False
State : available
Tags : {Name}
Vpcld : vpc-12345678
oAl 2: O] oMo M= 7|2 VPCE AEELICHEITYE VPC 5tLEEE /2 == /UF). A'Hol o] 2[H
0 A EC2-ClassicZ X|¢H3dt= 4% 7|2 vPCe= EMSHK| et&LCt

Get-EC2Vpc -Filter @{Name="isDefault"; Values="true"}

=ed.

= 1.
CidrBlock ¢ 172.31.0.0/16
DhcpOptionsId : dopt-12345678

InstanceTenancy : default

I
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IsDefault : True
State : available
Tags : {1
Vpcld . vpc-45678901
oAl 3: O] MM E XIHE EE{QF UX|5tH= VPCE HBELICHZF, 2£01'10.0.0.0/16'0|12

‘available' & E{ @l CIDRO| U=).

Get-EC2Vpc -Filter @{Name="cidr";
Values="10.0.0.0/16"},@{Name="state";Values="available"}

o{Al 4: O] (Mo E B2 E VPCE MEEHLICE
Get-EC2Vpc

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVpcs

Get-EC2VpcAttribute
CH2 ZE o Al= Get-EC2VpcAttributel| AFE WHHE HoiELICH.
Tools for PowerShell V4

oAl 1: O] o A|0flAHE 'enableDnsSupport' £48E ALt

Get-EC2VpcAttribute -VpcId vpc-12345678 -Attribute enableDnsSupport

ofl | 2: O] ol M|of| M= 'enableDnsHostnames' &4 A gHLICH.
Get-EC2VpcAttribute -VpcId vpc-12345678 -Attribute enableDnsHostnames

2d.
= .

T

EnableDnsHostnames

I
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- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeVpcAttribute S & & 5}
M.

Get-EC2VpcClassiclLink
CIS 3 E o Al= Get-EC2VpcClassiclLink@| AFS HHE Eo{FLIC}.
Tools for PowerShell V4

oAl 1: @ od|A|ol A& 2|70 CHSH ClassicLinkEnabled A Eje| 2= VPCE dhetetL|Ct.

Get-EC2VpcClassiclLink -Region eu-west-1

False {Name} vpc-0fclff23f45b678eb
False {} vpc-0le23c4a5d6db78e9
False {Name} vpc-0123456b078b9d01f
False {} vpc-12cf3baf

False {Name} vpc-0bl2d3456a7e8901d

- API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVpcClassicLinkE & X
St 2.

Get-EC2VpcClassicLinkDnsSupport
CH ZE 0 Al= Get-EC2VpcClassicLinkDnsSupportl| A& W e 2o{&LICt
Tools for PowerShell V4

oAl 1: O] MM M E eu-west-1 2IZ10] CHEF VPC2| ClassicLink DNS K| AEHE MHELICE
Get-EC2VpcClassiclLinkDnsSupport -VpcId vpc-0bl12d3456a7e8910d -Region eu-west-1

2d.
—.

T

£
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ClassicLinkDnsSupported VpcId

False vpc-0bl2d3456a7e8910d
False vpc-12cf3baf

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeVpcClassicLinkDnsSupport® & Z5HM 2.

Get-EC2VpcEndpoint

CHS A= o Al= Get-EC2VpcEndpointl| AFE YHHE Eo{FLIC.

Tools for PowerShell V4

ofl Al 1: O| H|M[o| M= eu-west-1 2|710]| CHEF 5L} O|&r o] VPC IEXZQIEE MHEILICH 7 CF
22 OIS WY Z 10| Z 5404 VpcEndpointld £ MEHSI T HIE VPC IDE EAHYE HHY

o =

[== R — |

2 HEEHgfLCH
Get-EC2VpcEndpoint -Region eu-west-1 | Select-Object -ExpandProperty VpcEndpointId

2d.
—.

M

vpce-0la2ab3f4f5cc6f7d
vpce-01d2b345a6787890b
vpce-0012e34d567890e12
vpce-0c123db4567890123

oA 2: O] M| M= eu-west-1 2|F2| ZE VPC HEEZQIEE MH3F T VpcEndpointld, Vpeld,
ServiceName, PrivateDnsEnabled &8 MBS0 E|O|E Ao 2 EAIFLICH.

Get-EC2VpcEndpoint -Region eu-west-1 | Select-Object VpcEndpointId, VpcId,
ServiceName, PrivateDnsEnabled | Format-Table -AutoSize

2d.
.

M

VpcEndpointId VpcId ServiceName
PrivateDnsEnabled

405


https://docs.aws.amazon.com/powershell/v4/reference

0o
1z
0%
x

AWS Tools for PowerShell (H{7 4) A

vpce-02a2ab2f2f2cc2f2d vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ssm

True

vpce-01d1b111a1114561b vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ec2
True

vpce-0011e23d45167e838 vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ec2messages
True

vpce-0c123db4567890123 vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ssmmessages
True

of| A 3: o] Aol M= VPC ¢ E vpce-01a2ab3faf5cc6f7dof CHet HA EME json IFUZ

LHE L

Get-EC2VpcEndpoint -Region eu-west-1 -VpcEndpointId vpce-0la2ab3f4f5cc6f7d | Select-
Object -expand PolicyDocument | Out-File vpce_policyDocument.json

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVpcEndpointsE & & 5t
MNe.

Get-EC2VpcEndpointService
CH2 ZE o Al= Get-EC2VpcEndpointServicef| A ¥ig HoiEL|CH
Tools for PowerShell V4

01|X-|| 1: O| K| MHE R|HE ZHE{E AF2610i EC2 VPC IEZQIE MH|IASE MHELICH 0] &
LZIE{= com.amazonaws.eu-west-1.ecs Y LICF. 12|11 ServiceDetails S48 &%&35t10 ME o

E'_% T AIELICH

Get-EC2VpcEndpointService -Region eu-west-1 -MaxResult 5 -Filter @{Name="service-
name";Values="com.amazonaws.eu-west-1.ecs"} | Select-Object -ExpandProperty

ServiceDetails

£
AcceptanceRequired : False
AvailabilityZones : {eu-west-la, eu-west-1b, eu-west-1c}
BaseEndpointDnsNames : {ecs.eu-west-1.vpce.amazonaws.com}
Owner ¢ amazon
PrivateDnsName : ecs.eu-west-1.amazonaws.com
ServiceName : com.amazonaws.eu-west-1.ecs
ServiceType : {Amazon.EC2.Model.ServiceTypeDetail}
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-
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VpcEndpointPolicySupported : False

e
bal
ol
rr

oAl 2: O] td|A|oHE BEE EC2 VPC HIEZQIE MHIAE ZHMSI D 'ssm'Tt
ServiceNameS gHet&tL|Ct.

Get-EC2VpcEndpointService -Region eu-west-1 | Select-Object -ExpandProperty
Servicenames | Where-Object { -match "ssm"}

2d.
.

T

com.amazonaws.eu-west-1.ssm
com.amazonaws.eu-west-1.ssmmessages

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
DescribeVpcEndpointServices& & X 5HAHIR.

Get-EC2VpnConnection
CH2 ZE 0 Al= Get-EC2VpnConnection®| A& WS 2o4&LICtH
Tools for PowerShell V4
oAl 1: ol MoIM=E XIHE VPN S AHErLICH
Get-EC2VpnConnection -VpnConnectionId vpn-12345678

£24:

CustomerGatewayConfiguration : [XML document]

CustomerGatewayId : cgw-1la2b3c4d

Options : Amazon.EC2.Model.VpnConnectionOptions
Routes : {Amazon.EC2.Model.VpnStaticRoute}
State : available

Tags : {3

Type : ipsec.1

VgwTelemetry : {Amazon.EC2.Model.VgwTelemetry,
Amazon.EC2.Model. ngTelemetry}

VpnConnectionId : vpn-12345678

VpnGatewayId : vgw-1la2b3c4d
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o}
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of| Al 2: o] oMol M= AEH7} pending S £ available?! 2 E VPN 244

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2VpnConnection -Filter $filter
oAl 3: O] oMl M= 2E VPN 122 AEFLICE.

Get-EC2VpnConnection

% AMOd st L| E|-_

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DescribeVpnConnections& &f

ZstMlR.

Get-EC2VpnGateway

CHS ZE o AlE Get-EC2VpnGatewayl| AHS &g HoiFL|CH

Tools for PowerShell V4

oA 1: o] iKMol M= XIEE 7He Zeto|E! Ho|ES0|E M
Get-EC2VpnGateway -VpnGatewayId vgw-1la2b3c4d

2d.

Y]

="
AvailabilityZone :

State : available

Tags : {1

Type : ipsec.1
VpcAttachments : {vpc-12345678}
VpnGatewayId : vgw-la2b3c4d

oAl 2: O] MIM|oll M= A EH7F pending EE = available@! 2 &
L|CF.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

ctolE! HO|EO|E MHEE
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Get-EC2VpnGateway -Filter $filter
oAl 3: O] oMo HE BE 7H4) ZEO|8! HO|EQ|0|E ATFELICt
Get-EC2VpnGateway

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeVpnGateways& & &
StM 2.

Grant-EC2SecurityGroupEgress
Ct2 ZE o Al= Grant-EC2SecurityGroupEgressO| AHS W2 EoiFLICt
Tools for PowerShell V4

oAl 1: O] |0l EC2-VPCH| X|&=l Hot 220 CHEt £ Al =2 &olstL|cH o] &I
MEIP FA &lof Cis TCP ZE 80 YAM|A M2 EodgL|Ct. 0 T
PowerShell {7 3 O| & 0| E &L|Ct.

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; IpRanges="203.0.113.0/24" }
Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

Od| X 2: PowerShell {7 204 X IpPermission 24| & 2+35t24™ New-ObjectE AL& 3t OF & L|C}.

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80
$ip.IpRanges.Add("203.0.113.0/24")

Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip
of| X[ 3: O] Mol M= RIHE &4 EHot 2 Foi CHS TCP ZE 80 AAM|A HetE FoighLct

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )
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« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
AuthorizeSecurityGroupEgress& & = 5HAM[2.

Grant-EC2SecurityGroupIngress
CH2 ZE 0 Al= Grant-EC2SecurityGroupIngress®| Al &g Ho{ELIC

Tools for PowerShell V4

ol X 1: o] iKMol M= EC2-VPCL| 2ot O Fof CHE =41 #=IE ™MolghLct o[zt 72 §
IP =201 CH3H SSH(ZE 22) & RDC(Z E 3389) UM A HEHE2 Fo{fL|ct 2ot a2& 0|§0| of

Oh

=l 2ot O & IDE AF835t0{ EC2-VPCo| Eot O ES AlH
M Al2stE 20| PowerShell %1 3 0|&t0| Z 8L

Fl

E

$ip1
$ip2 @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

x4

o

HoF BtCh= Mol 7 2lstAMl2. O] ol &0

@{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.25/32" }

Ol A 2: PowerShell 7 204 M IpPermission Z4&{| & 44435t24H New-ObjectE Ar& 3t oF & L|C}.

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

mo

oflA| 3: O] (Mol M= EC2-Classicl| 2ot T &0 Cigt =41 7=
& 1P A0 CH8 SSH(ZE 22) 2! RDC(ZE 3389) M| A F3
st= F20{ & PowerShell H{7 3 o|&lo| ZegtL|C},

mo

xolgtLct. ola{8t FEI2 E
2 o{gfLiC}. o] oMol M AL

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.25/32" }
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$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission @( $ip1,
$ip2 )

ofl | 4: PowerShell E{Z 201 M IpPermission Z4A|E 244452424 New-ObjectS At& 38l ok g LIC}.

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission @( $ipil,
$ip2 )

ol 5: O] IO ME XIHEl AA HOF T8 (sg-1a2b3c4d) M X El £ 0t 118 (sg-12345678)

OZ9|TCP ZE 8081 HAMA HEHS HoighL|ch

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"

$ug.UserId = "123456789012"

Grant-EC2SecurityGroupIngress -GroupIld sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="8081"; ToPort="8081"; UserIdGroupPairs=$ug } )

ol Xl 6: O] Mo M= MHEo| 28t = TCP 2 E 22 EZf{Zloi CHEF 2o O & sg-1234abcd 2| =4l

FerLlct

$IpRange = New-Object -TypeName Amazon.EC2.Model.IpRange
$IpRange.CidrIp = "5.5.5.5/32"

$IpRange.Description = "SSH from Office"

$IpPermission = New-Object Amazon.EC2.Model.IpPermission
$IpPermission.IpProtocol = "tcp"

$IpPermission.ToPort = 22
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$IpPermission.FromPort = 22
$IpPermission.Ipv4Ranges = $IpRange
Grant-EC2SecurityGroupIngress -Groupld sg-1234abcd -IpPermission $IpPermission

« API M|& HE = AWS Tools for PowerShell Cmdlet & Z=(Vv4) 2]
AuthorizeSecurityGrouplngress& & Z35HM| 2.

Import-EC2Image
CHZ ZE o Al= Import-EC2Imagel| AHE WS Eo{ELICt
Tools for PowerShell V4

oAl 1: O] M M= HEMH EEZ ALE35H0{ X|'HE Amazon S3 H{Z!04| A Amazon EC2Z Et

ClA3 7te 04l O|0|X[& 7tXdZLICt. o] oMol M= Z[& OlF 0l 'vmimport' 2! VM Import AH|A
o3go| QLoqof 3tH, VM Import At 274 FX[of| MHE CHE X|I™HE B3 od| CHEF Amazon EC2
MAE 51835t HAO| Rlofof ELICH ALS AL X|H &S AHE5E{H -RoleName ItZHO|E{E
Ar&35tod g O|FE X[EELICY.

$container = New-Object Amazon.EC2.Model.ImageDiskContainer
$container.Format="VMDK"

$container.UserBucket = New-Object Amazon.EC2.Model.UserBucket
$container.UserBucket.S3Bucket = "amzn-s3-demo-bucket"
$container.UserBucket.S3Key = "Win_2008_Server_Standard_SP2_64-bit-diskl.vmdk"

$parms = @{
"ClientToken"="idempotencyToken"
"Description"="Windows 2008 Standard Image Import"
"Platform"="Windows"
"LicenseType"="AWS"

[

Import-EC2Image -DiskContainer $container @parms

2d.
= .

M

Architecture :

Description : Windows 2008 Standard Image
Hypervisor :

Imageld :

ImportTaskId : import-ami-abcdefgh
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LicenseType : AWS
Platform : Windows
Progress : 2
SnapshotDetails : {3}
Status : active
StatusMessage : pending

 API M5 M= = AWS Tools for PowerShell Cmdlet & Z&(V4)2| Importimage& & Z5HAL.

Import-EC2KeyPair
CHE ZE o|Al= Import-EC2KeyPair2| ALS S EoiELICH
Tools for PowerShell V4

(*.pub)2| LH
{412 Base64-
oFx|2t Z20M=
FEFLICE.

ol 1: O] Mo ME HEZR! 7|8 EC22 7FHMSLICH X ¢l €2 HE=| 7| It
2 = $publickeyod| MEHELICE CHZ ofAoMH=E HER 7| TpUo| UTF8
encoded EAIE R Hetst 1, HEHEl EXMY S $pkbase6s B0l HEEL
HEE| HE2| 7|2 EC22 7HXELICH cmdlet 7| X|21} 0|EE AntZ dt

°
St
=

0II

Ct.

-

I

$publickey=[Io.File]::ReadAllText("C:\Users\TestUser\.ssh\id_rsa.pub")
$pkbasebs =

[System.Convert]::ToBase64String([System.Text.Encoding]: :UTF8.GetBytes($publickey))
Import-EC2KeyPair -KeyName Example-user-key -PublicKey $pkbase6s4

ER
KeyFingerprint KeyName

do:d@:15:8f:79:97:12:be:00:fd:df:31:2z3:bl:42:z1 Example-user-key

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ImportKeyPairE & X stMIL.

Import-EC2Snapshot
CH2 Z = o Al= Import-EC2Snapshotl] AFHE &S Eo{FLICtH
Tools for PowerShell V4

ofl Al 1: o] df|A[of M= 'VMDK' & Al9| VM C|A 3 0|0|X|& Amazon EBS A4S 2 7}
XZLICt. o] oMol A E http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/

£
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= o

VMImportPrerequisites.html HO|X|2| VM Import Prequisites FA|oi MHE CHZ X|HE W
Zloi| CHEF Amazon EC2 HMAE & 5t= E&Dt &7H 7|2 0|& 0| 'vmimport'2! VM Import AH|
A Aol R FELCH MA8XF XIH UE S AHE524P -RoleName ItELO|E{E A& 304 g Of

$parms = @{
"ClientToken"="idempotencyToken"
"Description"="Disk Image Import"

"DiskContainer_Description" = "Data disk"
"DiskContainer_Format" = "VMDK"
"DiskContainer_S3Bucket" = "amzn-s3-demo-bucket"
"DiskContainer_S3Key" = "datadiskimage.vmdk"

[

Import-EC2Snapshot @parms

Z=ed.

= -
Description ImportTaskId SnapshotTaskDetail
Disk Image Import import-snap-abcdefgh

Amazon.EC2.Model.SnapshotTaskDetail

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ImportSnapshot2 & ZsHHIL.

Move-EC2AddressToVpc
CHS = o A|= Move-EC2AddressToVpcl| A8 WS Eo{ELICH

Tools for PowerShell V4

HI

oAl 1: O] MM E THER! IP FAT}12.345.67.892 EC2 QIARAE O|F S (KXo}
H) 2|™9| EC2-VPC EZHECZE O|SFLICH

Move-EC2AddressToVpc -PublicIp 12.345.67.89 -Region us-east-1

0d| A 2: O] o AM|of| M= Get-EC2Instance B 2| A1t E Move-EC2AddressToVpc cmdlet2 £ I} 0|
Z5tLICH Get-EC2Instance WY QIAEA IDZ X|HE QIAEAE JIX2 C}S QIAEAO| I

S=IP FA £4S grergch

I
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(Get-EC2Instance -Instance i-12345678).Instances.PublicIpAddress | Move-
EC2AddressToVpc

« APl M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| MoveAddressToVpcE & X 35HA
o

-l .

New-EC2Address
CH2 ZE o A|E= New-EC2Address| AFS WS HoiELICH.
Tools for PowerShell V4
oAl 1: O] oMol M= VPCL| QIAR A ALEE EHEM 1P A E T ELICH
New-EC2Address -Domain Vpc

2d.

T

e
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2
o/l 2: O] GIFOIAE EC2-Classicol IAEI AN A BT IP R4S HEELICH

New-EC2Address

24.
.

T

standard 203.0.113.17

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| AllocateAddressE & X 5HM 2.

New-EC2CustomerGateway

CH2 ZE 0 Al= New-EC2CustomerGatewayl| AHE &g HoiELICH

A

Foq
=

415


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0lo

1z
0%
x

Tools for PowerShell V4

ofx 1: O] of Mol M= XIHE 12 HO|EQO|E HeLct

New-EC2CustomerGateway -Type ipsec.l -PublicIp 203.0.113.12 -BgpAsn 65534

£
BgpAsn : 65534
CustomerGatewayId : cgw-la2b3c4d
IpAddress : 203.0.113.12
State : available
Tags : {3
Type : ipsec.1

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateCustomerGateway &
Z3StM

New-EC2DhcpOption

CH2 Z = o A= New-EC2DhcpOptionQ| A &g HoiFL|CH

Tools for PowerShell V4

ofAl 1: O] oMo M= X|HE DHCP SM MEE MAIEHLICE O] oMol At SHE T 20
PowerShell {7 3 O| & 0| 2 &L|Ct.

rr

$options = @( @{Key="domain-name";Values=@("abc.local")}, e{Key="domain-name-
servers";Values=@("10.0.0.101","10.0.0.102")})
New-EC2DhcpOption -DhcpConfiguration $options

&£:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-1la2b3cad {3}

0{ Al 2: PowerShell HHE 204X Zf DHCP M & PHE 242 New-ObjectE AF&5HOF & LICE.

$optionl = New-Object Amazon.EC2.Model.DhcpConfiguration
$optionl.Key = "domain-name"

1]
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$optionl.Values = "abc.local"
$option2 = New-Object Amazon.EC2.Model.DhcpConfiguration
$option2.Key = "domain-name-servers"

$option2.Values = @("10.0.0.101","10.0.0.102")

New-EC2DhcpOption -DhcpConfiguration @($optionl, $option2)

=29

= —1.
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-2a3b4chd {}

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateDhcpOptions& & &= Al

L.

New-EC2FlowLog
CtZ ZE o Al= New-EC2FlowLogl| A& WS HoiEL|Ct.
Tools for PowerShell V4

oA 1: Of Mo AM = ‘Admin' & 9| HetE ALEsH0d 2 E 'REJECT' EHE 0] CHsH 'subnet1-
log'2H= cloud-watch-log0i| subnet-1d234567 MEUl0l CiSt EC2 2225 MMghLCH

New-EC2FlowLog -Resourceld "subnet-1d234567" -LogDestinationType cloud-watch-
logs -LogGroupName subnetl-log -TrafficType "REJECT" -ResourceType Subnet -
DeliverlLogsPermissionArn "arn:aws:iam::98765432109:ro0le/Admin"

2d.
= .

M

ClientToken FlowLogIds Unsuccessful

m1VN2cxP3iB4qo//VUK15EU6cF7gQLOxcgNefvjeTGw= {f1l-012fc34eed5678c9d} {3}

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateFlowLogsE & X 35HA2.

New-EC2Host

CI2 ZE o A= New-EC2Host Q| A2 EHEd2 Ho{FL|Ct.

A
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olAl 1: o] dilKolMHE XIEE QAEA fE & 718 Fof| chall Ao SAEE EEEL
Ct.
New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType m4.xlarge -
Quantity 1
Z=ed.
= -
h-01e23f4cd567890f3
ME = AWS Tools for PowerShell Cmdlet & Z(V4)2| AllocateHosts& & Z5HAMIR.
WS HoiELct
202

rr

- APl M& H

New-EC2HostReservation
New-EC2HostReservationl| At
A E h-01e23f4cd567890f1 2| 1441t U x| &t

IS 3 E ofAl=
Tools for PowerShell V4
hro-0c1f23456789d0abE K| Z25t= of 2k FoOiEL|Ct.

C
oAl 1: O] oMo ME ME
New-EC2HostReservation -0fferingId hro-0cl1f23456789d0ab HostIdSet

h-01e23f4cd567890f1
=
=

2.
—.

M

{hr-0123f4b5d67bedc89}
(V4)2| PurchaseHostReservation2

ClientToken

CurrencyCode
1.307

0.000

Purchase
TotalHourlyPrice
= AWS Tools for PowerShell Cmdlet &
418

TotalUpfrontPrice
He
o4& LC}.

- AP| A5
=]
g=

E |
TS

New-EC2Image
| A= New-EC2Image| At

ChS 3=

3
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=
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oAl 1: ol Mo M= XIEE AHANAM XHE 0|F X dBE2= AMIE HHEELICEH Amazon
EC2= O|O|X|E ddat7| Tol| LARIAE 27T SEEEAT AlTot 2tz Al QIAEAS CHA|

AIEFEFLICE.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI"

XEE QABANM X|HE O|F X HH2Z AMIE HHEfLICH Amazon

EC2&= °|*E‘|*§ SZICEIECHAl AlEFet x| ef 1 o|0[X|E dJELICH mhetA ddEl olalx| <l
o
=

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI" -NoReboot $true

oA 3: o] Mo M=E 2&0l 3742 AMIE HFELICH X M| 252 Amazon EBS &HXE 7|
Hto 2 stL|Ct 5 Hm 252 Bl 100GiB Amazon EBS £ 5 2lL|C}. All =
A 2EQLICE o] MMM AFE3HE FE20|E PowerShell EHZ 3 O|& 0| 2 &FL|Ct.

$ebsBlockl
$ebsBlock?2

@{SnapshotId="snap-1a2b3c4d"}
@{VolumeSize=100}

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description
"My web server AMI" -BlockDeviceMapping @( @{DeviceName="/dev/sdf";Ebs=
$ebsBlockl}, e@{DeviceName="/dev/sdg";Ebs=$ebsBlock2}, @{DeviceName="/dev/

sdc";VirtualName="ephemeral0"})

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| Createlmage& HZ M.

New-EC2Instance
C}2 T E of|A|= New-EC2Instancel Al &2 Ho{&L|C}
Tools for PowerShell V4

of| K[ 1: O] oMol M= EC2-Classic &= 7|2 VPCOIM X|™HE AMIC| Bt QIABAE A|ZFEfL
CH.

£
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New-EC2Instance -ImageId ami-12345678 -MinCount 1 -MaxCount 1 -InstanceType
m3.medium -KeyName my-key-pair -SecurityGroup my-security-group

oA 2: O] Mol A= VPCOIM XIHE AMIC| Y RQIARIAE A|ZFEFLICH
New-EC2Instance -ImageId ami-12345678 -MinCount 1 -MaxCount 1 -SubnetId
subnet-12345678 -InstanceType t2.micro -KeyName my-key-pair -SecurityGroupId

sg-12345678

o FHHFoi

[e]l]

oAl 3: EBS & E= 2l&

A = oiH =5 ClHtol& OiEE Hel
FIHELICH ol oMol ME QABRA MHEA EF 7

$bdm = New-Object Amazon.EC2.Model.BlockDeviceMapping
$bdm.VirtualName = "ephemeral@"
$bdm.DeviceName = "/dev/sdf"

New-EC2Instance -Imageld ami-12345678 -BlockDeviceMapping $bdm ...

Ol Al 4: 4K Windows AMI & 3tLEE K| 5t2{H Get-EC2ImageByName2 A& 3+04 AMI IDE 7+
X=ZLICt. o] oMol A= Windows Server 2016 & |41 7|2 AMIE 7|82 QIAEAE AL
C.

$ami = Get-EC2ImageByName WINDOWS_2016_BASE
New-EC2Instance -Imageld $ami.Imageld ...
oA 5: X|HE T8 EAE BF0|M QAAHAE AZELICEH

New-EC2Instance -Imageld ami-la2b3c4d -InstanceType m4.large -KeyName my-key-pair
-SecurityGroupId sg-la2b3c4d -AvailabilityZone us-west-la -Tenancy host -HostID
h-1a2b3c4d5e6f1la2b3

oflx 6: 0| LHEIM= F 71| QIATAE A|ZSt1 7|7t webserverO|11 240| production@! Ef 1
E QIAEAN ME8FLICH £ 0| 22 MHEI E8(0| U QIAHAQ RE EE)0 7|7t
cost-centerO| 11 2}0| cc123Q! E{1E M & L|C}

@{ Key="webserver"; Value="production" }
@{ Key="cost-center"; Value="ccl23" }

$tagl
$tag2

$tagspecl = new-object Amazon.EC2.Model.TagSpecification

420
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$tagspecl.ResourceType = "instance"
$tagspecl.Tags.Add($tagl)

$tagspec2 = new-object Amazon.EC2.Model.TagSpecification
$tagspec2.ResourceType = "volume"
$tagspec2.Tags.Add($tag2)

New-EC2Instance -Imageld "ami-la2b3c4d" -KeyName "my-key-pair" -MaxCount 2 -
InstanceType "t2.large" -SubnetId "subnet-1a2b3c4d" -TagSpecification $tagspecl,
$tagspec2

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Runinstances& & Z3HM2.

[o][]

New-EC2InstanceExportTask

CH2 ZE o AlE New-EC2InstanceExportTaskl| Al W2 HoiFL|CH

Tools for PowerShell V4

oAl 1: O] Mol M= B X[E QIAEHAC! i-0800b00aOOEXAMPLES 7+4f 5= C|AF(VHD)
SEfZ LHELH S3 HHZ! testbucket-export-instances-20190{ XMZH&tL|Ct CHA BHA=2
O|TMicrosoft, QIAEAT} B|T0i| us-east-1 U= BHH AL X2l 7|E BI™2 us-east-1
Of otL|Z| fZofl AWS 2|& metolE{ 7t F7HELICH LHELLHZ| 2ol HEHE 7IX{2E{H O]
HZO| Ao M ExportTasklId 22 SALEH CH= Get-EC2ExportTask -ExportTaskId
export_task_ID_from_results.S A&sL|CH

New-EC2InstanceExportTask -Instanceld i-0800b00a@@EXAMPLE -
ExportToS3Task_DiskImageFormat VHD -ExportToS3Task_S3Bucket "amzn-s3-demo-bucket" -
TargetEnvironment Microsoft -Region us-east-1

£
Description :
ExportTaskId : export-i-077c73108aEXAMPLE
ExportToS3Task : Amazon.EC2.Model.ExportToS3Task
InstanceExportDetails : Amazon.EC2.Model.InstanceExportDetails
State : active
StatusMessage

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreatelnstanceExportTaskE &
hafd OI'A'” O

£
e
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New-EC2InternetGateway
Ct2 ZE o Al= New-EC2InternetGatewayl| AFS WS HoiELIC}.
Tools for PowerShell V4

oA 1: of di|A|of M= QE{ HO|EQO|E - d&Lct
New-EC2InternetGateway

2d.
—.

T

Attachments InternetGatewayId Tags

{3 igw-1la2b3c4d {}

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & &£ (V4)2| CreatelnternetGatewayE &=
StA2.

New-EC2KeyPair
CHS ZE o Al= New-EC2KeyPair Q| AbS W2 HoiFLICt
Tools for PowerShell V4

oAl 1: o] oMM = 7| THIOi% MMetT X|™HE ol 2| mtol PEM Q12 RSA ZZl0|H! 7|&
Zix{gfLICt. PowerShell2 At835t= A2 &8 7|18 Mdstti™ Q12 Y E asciiE st ofF &L
Ct. REMIEH LI 2 AWS HHZ 0._E-|u1|0|/\ A& MEMO| Amazon EC2 7| Ho] &M, EA| & &

M|(https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-keypairs.html) & & ZsHHIL.

(New-EC2KeyPair -KeyName "my-key-pair").KeyMaterial | Out-File -Encoding ascii -
FilePath C:\path\my-key-pair.pem

- API M5 HE = AWS Tools for PowerShell Cmdlet & &£ (V4)2| CreateKeyPairE & X 5HM 2.

New-EC2NetworkAcl

CIS I E o Al= New-EC2NetworkAcl Q| AF2 dhelE HoiFL|C}.

£
e
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Tools for PowerShell V4

Ol 1: o] oAl M= R[™EE vPCOH| CHEF U ERT ACLE BHELICEH.
New-EC2NetworkAcl -VpcId vpc-12345678

2d.
—.

T

Associations : {}

Entries : {Amazon.EC2.Model.NetworkAclEntry, Amazon.EC2.Model.NetworkAclEntry}
IsDefault : False

NetworkAclId : acl-12345678

Tags : {3

VpcId ¢ vpc-12345678

- API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateNetworkAclS & = Al
o

L.

New-EC2NetworkAclEntry
CHS Z = o AlE= New-EC2NetworkAclEntry 2| AIE WS HoiELICH.

Tools for PowerShell V4

oAl 1: o]l Mo ME RIHE HIERZ ACLO CHEt & =2 PHELICH O] #32 UDP ZE
53(DNS)2 83l ZE X(0.0.0.0/0)0M HZEE ZE MEHCRE FRULIE EBE S ST LICH

New-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber 100
-Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock ©0.0.0.0/0 -RuleAction
allow

« API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateNetworkAclEntryE & X
SHMI2.

New-EC2NetworkInterface
Cl2 ZE o A|E New-EC2NetworkInterfacel| Al Wi Ho{EL|C}.
Tools for PowerShell V4

oAl 1: O] dMoM = X|HE HELZ QB o|AE HEFLICH

£
e
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New-EC2NetworkInterface -SubnetId subnet-la2b3c4d -Description "my network

interface" -Group sg-12345678 -PrivateIpAddress 10.0.0.17

2d.

M

="
Association

Attachment

AvailabilityZone : us-west-2c

Description : my network interface

Groups : {my-security-group}

MacAddress : Qa:72:bc:la:cd:7f

NetworkInterfaceld : eni-12345678

OwnerId : 123456789012

PrivateDnsName : ip-10-0-0-17.us-west-2.compute.internal
PrivateIpAddress : 10.0.0.17

PrivateIpAddresses : {}

RequesterId

RequesterManaged False

SourceDestCheck : True

Status : pending

SubnetId : subnet-1la2b3c4d

TagSet : {3

VpcId : vpc-12345678

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateNetworkInterfaceE® & X

SHA2.

New-EC2PlacementGroup
CHS ZE o A|E= New-EC2PlacementGroupl| AFHE S Eo{FLICH
Tools for PowerShell V4

oAl 1: O] MM E XIEE OIFE2Z HiX| 25 S ddFLIch
New-EC2PlacementGroup -GroupName my-placement-group -Strategy cluster

« APl M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreatePlacementGroup2 & =X
SN2,

bal
-
o}
+

424

il
I


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%

New-EC2Route
CIS I E o A|l= New-EC2Routel| A2 42 HoiFLICt

Tools for PowerShell V4

oAl 1: o] MM XIEE 2t E H|O|E0| CHEF X|HE F2E YHELICL 0| BREE ZE E
=

BHZg UxIAIZ XIHE QIEL Ho|EH0IZ =Lt

New-EC2Route -RouteTableId rtb-1a2b3c4d -DestinationCidrBlock 0.0.0.0/0 -GatewaylId
igw-1a2b3cad

2.
—.

T

True

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| CreateRoute & &= HM|L.

New-EC2RouteTable
Ct2 3T E o A= New-EC2RouteTablel| At HIE{E2 Ho{ZL|Ct.
Tools for PowerShell V4

ol 1: O] oflMlof M XIHE VPCo CHEr 2t E El|o|E S gLt

New-EC2RouteTable -VpcId vpc-12345678

£
Associations : {3
PropagatingVgws : {3}
Routes : {3
RouteTableId : rtb-1a2b3c4d
Tags : {1
VpcId : vpc-12345678

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateRouteTable=2 & Z35tA|
o

L.

£
e
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New-EC2ScheduledInstance
Ct2 3T E o A|l= New-EC2ScheduledInstancel| At i HoiZL|Ct
Tools for PowerShell V4

oAl 1: O] oMo M= Lol o &l X|HE QAHAE AIZFELICEH

New-EC2ScheduledInstance -ScheduledInstancelId sci-1234-1234-1234-1234-123456789012 -
InstanceCount 1 °

-IamInstanceProfile_Name my-iam-role °
-LaunchSpecification_ImageId ami-12345678 °
-LaunchSpecification_InstanceType c4.large °
-LaunchSpecification_SubnetId subnet-12345678"
-LaunchSpecification_SecurityGroupId sg-12345678

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RunScheduledinstances& & &
SHMI2.

New-EC2ScheduledInstancePurchase
Ct2 T E o Al= New-EC2ScheduledInstancePurchasel| Al {2 Ho{ZL|Ct.
Tools for PowerShell V4

oAl 1: O] MM = YOl of| k& QIAHAE FONELICEH

$request = New-Object Amazon.EC2.Model.PurchaseRequest
$request.InstanceCount = 1

$request.PurchaseToken = "eyJ2IjoiMSIsINMiOjEsImMiOi..."
New-EC2ScheduledInstancePurchase -PurchaseRequest $request

2d.

T

=.
AvailabilityZone : us-west-2b
CreateDate : 1/25/2016 1:43:38 PM
HourlyPrice : 0.095

InstanceCount 01

InstanceType : c4.large
NetworkPlatform : EC2-VPC
NextSlotStartTime : 1/31/2016 1:00:00 AM
Platform ¢ Linux/UNIX

£
e
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PreviousSlotEndTime

Recurrence : Amazon.EC2.Model.ScheduledInstanceRecurrence
ScheduledInstanceld 1 SCi-1234-1234-1234-1234-123456789012
SlotDurationInHours . 32

TermEndDate : 1/31/2017 1:00:00 AM

TermStartDate : 1/31/2016 1:00:00 AM

TotalScheduledInstanceHours : 1696

- API M5 HE = AWS Tools for PowerShell Cmdlet & £ (V4)2| PurchaseScheduledinstances&
ZSHML.

New-EC2SecurityGroup

Ct2 ZE o Al= New-EC2SecurityGroupl| AHE HHdg EoiFLCH

Tools for PowerShell V4

ol 1: O] oflMlof M XIHE VPCO CHEl 2ot D& 2 gLt

New-EC2SecurityGroup -GroupName my-security-group -Description "my security group"
VpcId vpc-12345678

£24:
sg-12345678
of| Xl 2: O] of|AM|ofl A= EC2-Classicoll CHEF 2ot D52 A8t

New-EC2SecurityGroup -GroupName my-security-group -Description "my security group"

2d.
.

T

sg-45678901

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateSecurityGroup2 & = 3}
ME.

New-EC2Snapshot

CH2 Z = o A= New-EC2Snapshot 2| AFHE & E Eo{FLIC)

3

A

o4
=
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Tools for PowerShell V4

oK 1: O] M| M= R|MEEI EE9| A

>.
L
*
mjo
=
0%
9'|1
T
[ul

New-EC2Snapshot -VolumeId vol-12345678 -Description "This is a test"

£
DataEncryptionKeyId :
Description : This is a test
Encrypted : False
KmsKeyId
OwnerAlias :
OwnerId : 123456789012
Progress 8
SnapshotId : snap-12345678
StartTime 2 12/22/2015 1:28:42 AM
State : pending
StateMessage :
Tags : {3
VolumeId : vol-12345678
VolumeSize : 20

- APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateSnapshotE & Z5HAI2.

New-EC2SpotDatafeedSubscription
CHE ZE o Al= New-EC2SpotDatafeedSubscriptionf AHE WS Eo{ELICH.
Tools for PowerShell V4

oAl 1: O] oMol M= AT QIARA C|O|H Z=E8 M ELCt
New-EC2SpotDatafeedSubscription -Bucket amzn-s3-demo-bucket -Prefix spotdata

2d.
= .

M

Bucket : amzn-s3-demo-bucket
Fault

OwnerId : 123456789012

Prefix : spotdata

bal
-
o}
+
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State : Active

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
CreateSpotDatafeedSubscription2 & X 5HM| 2.

New-EC2Subnet
CIS 2 E o A|l= New-EC2Subneto| At BitHE Ho{EL|C}.
Tools for PowerShell V4

oA 1: o] di|A|of M= XI'EEl CIDRE MEU!IZ ddefLICt.

New-EC2Subnet -VpcId vpc-12345678 -CidrBlock 10.0.0.0/24

£

AvailabilityZone ¢ us-west-2c
AvailableIpAddressCount : 251

CidrBlock : 10.0.0.0/24
DefaultForAz : False
MapPublicIpOnLaunch : False

State : pending
SubnetId : subnet-1la2b3c4d
Tag : {3

VpcId ¢ vpc-12345678

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateSubnet2 & X 5HA|2.

New-EC2Tag
Ct2 ZE o Al= New-EC2Tago| AFHE &2 Eo{ELICt
Tools for PowerShell V4

of& 1: O]l Ao M= XIHE 2|40 BYE TE FIHELICH EiT 7= 'myTag 'Ol EHT 2t
'myTagValue'&LIC} O] (Ao M At&t= T E0ll= PowerShell {7 3 0|4 0| 2§ LC}.

New-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag"; Value="myTagValue" }

I
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oi Al 2: O] oAM= XIHE 2lAaA0 CHal XIHE Ef2E UOC|O|ESHLE FIHELICE Of of| Aol
M AFE25tE FE0i= PowerShell B{71 3 O|4f0| = &tL|Ct.

New-EC2Tag -Resource i-12345678 -Tag @( @{ Key="myTag"; Value="newTagValue" },
@{ Key="test"; Value="anotherTagValue" } )

Od| X 3: PowerShell {7 204 M Tag Zt2tO|E{0f| CHSH EH 2 E 4451242 New-ObjectE AtE 5Ok
ghct,

$tag = New-Object Amazon.EC2.Model.Tag

$tag.Key = "myTag"
$tag.value = "myTagValue"

New-EC2Tag -Resource i-12345678 -Tag $tag

« API M| HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| CreateTags& & X tAHIL.

New-EC2Volume
CHS 2= O Al= New-EC2Volume 2| AHE WHE HoiFLICt
Tools for PowerShell V4
oA 1: o]l MM XIHE =252 St
New-EC2Volume -Size 50 -AvailabilityZone us-west-2a -VolumeType gp2

2d.

T

="
Attachments : {3

AvailabilityZone : us-west-2a

CreateTime 2 12/22/2015 1:42:07 AM
Encrypted : False

Iops : 150

KmsKeyId

Size : 50

SnapshotId

State : creating

Tags : {3

VolumeId : vol-12345678

£
e
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VolumeType 1 gp2
ol 2: O] oMl L M= 2EES B35t 7|7} stack0|1 2k0| production@! EfI1E X E&fLCt.

$tag = @{ Key="stack"; Value="production" }
$tagspec = new-object Amazon.EC2.Model.TagSpecification
$tagspec.ResourceType = "volume"

$tagspec.Tags.Add($tag)

New-EC2Volume -Size 80 -AvailabilityZone "us-west-2a" -TagSpecification $tagspec

« APl M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)9| CreateVolume2 & ZHM|2.

New-EC2Vpc
CHE ZE 06 Al= New-EC2Vpc ol AL WS 2o{&LICt
Tools for PowerShell V4

oAl 1: O] oMol M= XIHE CIDRE VPCE Mg & LICH Amazon VPC= 8 VPCO CHEH 7|2
DHCP SM ME, 7|2 2t2E E0|2, 7|2 HIEY 3 ACLS A LCt

New-EC2VPC -CidrBlock 10.0.0.0/16

£
CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1a2b3c4d
InstanceTenancy : default
IsDefault : False
State : pending
Tags : {J
VpcId ¢ vpc-12345678

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateVpcE & Z3HAMI2.

New-EC2VpcEndpoint

CH2 Z = o Al= New-EC2VpcEndpoint Q| AFHE &S Eo{FLICH

A
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Tools for PowerShell V4

ol Al 1: O] M|l M= VPC vpe-0fc1ff23f45b678eb 2| AMH|A com.amazonaws.eu-west-1.s304| CH
g MVPC A= ZQIEE MHFLICt

New-EC2VpcEndpoint -ServiceName com.amazonaws.eu-west-1.s3 -VpcId
vpc-0fclff23f45b678eb

2d.
.

T

ClientToken VpcEndpoint

Amazon.EC2.Model.VpcEndpoint

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateVpcEndpointE & = 5HA|
o

L.

New-EC2VpnConnection
CHE ZE o Al= New-EC2VpnConnection®| AHE @S Eo{FELICH

Tools for PowerShell V4

N

oAl 1: o] oMol M= XIEE 7He ZEto|s! Ho|ESolet XIEE
£ BELICH E30s HERT 2elRioH 2 74 ZE7F XML

H 7{{0|E 0| Z+od VPN @14
Aloz ZEELIC

J

0%

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1a2b3c4d

24

%ﬁ:

CustomerGatewayConfiguration : [XML document]

CustomerGatewayId : cgw-1la2b3c4d
Options :

Routes : {1

State : pending

Tags : {3

Type 8

VgwTelemetry : {1
VpnConnectionId : vpn-12345678

£
e
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VpnGatewayId : vgw-1la2b3c4d
oA 2: O HMofM= VPN AZEE st X[HE 0|2 ool 782 AAXMELICH

(New-EC2VpnConnection -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d) .CustomerGatewayConfiguration | Out-File C:\path\vpn-configuration.xml

oiA| 3: O] ddMofM= X|IHE 7He ZEto|S! AHO|EROleF X|HEl 12 AHO|ESO| Zholl H™ 2t
22 AME830o{ VPN 2422 BHELCH

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d -Options_StaticRoutesOnly $true

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateVpnConnection2 & &= &}
M.

New-EC2VpnConnectionRoute
CHE ZE o Al= New-EC2VpnConnectionRoutel| AHE W2 Eo{EL|CH
Tools for PowerShell V4

oA 1: o] Mol A= XIEHE VPN Q0] Chsll X|HE HX Z= & BHELICH

New-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateVpnConnectionRoute &

SESS VRS

New-EC2VpnGateway
CtZ ZE o Al= New-EC2VpnGatewayl| AHE HHdg HoiFLICH
Tools for PowerShell V4

oAl 1: O] Mo = XIHE 7t ZEt0[S! HO|ER0|E &g

New-EC2VpnGateway -Type ipsec.1l

£
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£2:
AvailabilityZone :
State : available
Tags : {1
Type : ipsec.1
VpcAttachments : {3
VpnGatewayId : vgw-la2b3c4d

« API M|If HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreateVpnGatewayE & Z= 5 All
o

-l .

Register-EC2Address
Ct2 ZE 0 Al= Register-EC2Address®| AL &S Ho{ELICt
Tools for PowerShell V4
olA 1: of KoM= XIEE B 1P A8 VPCL| XY E QIARHAQL HAZAR LICE.
C:\> Register-EC2Address -Instanceld i-12345678 -AllocationId eipalloc-12345678

2.
—.

M

eipassoc-12345678
oAl 2: o] oMol RIHE Et24X P A E EC2-Classic| XIHE QIATAQL 447 LTt
C:\> Register-EC2Address -Instanceld i-12345678 -PublicIp 203.0.113.17

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AssociateAddressE& & Z 5tHA|
o

L.

Register-EC2DhcpOption
CH2 ZE o A|= Register-EC2DhcpOption| AIE WS HoiELICH.

Tools for PowerShell V4

O
i

r
I
ok

4Z

oAl 1: o] Ao ME R|XHE DHCP M MEE X|™H=I VPCt FL|CE.

£
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Register-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d -VpcId vpc-12345678

of x| 2: O] M| ME 7|2 DHCP 84 MEE K|

HE VPCet ALt
Register-EC2DhcpOption -DhcpOptionsId default -VpcId vpc-12345678

- APIAHE HE

EH &= AWS Tools for PowerShell Cmdlet & Z=(V4)2| AssociateDhcpOptions= &
MNL.

SEEC)

Register-EC2Image

==

CH2 ZE o A|= Register-EC2Imagel| A WS EoiELICtH

Tools for PowerShell V4

oA 1: O] fM[of A= Amazon S30f| /= XIHE OiL|HAE mtUS A 5t0i AMIE SSELICH

o T

Register-EC2Image -ImagelLocation amzn-s3-demo-bucket/my-web-server-ami/
image.manifest.xml -Name my-web-server-ami

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| Registerimage& & E5HM 2.

Register-EC2PrivatelIpAddress

Ct= ZE 0 Al= Register-EC2PrivateIpAddress2| AHE Y S E0{FLICt.

=

Tools for PowerShell V4

oAl 1: O] iAo E RIHE EX Z2folH! IP FAE XY

El HEL3 E{mo|Ao0l & efL/ct

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

oA 2: o] iAol MHE & 7Hel EX Zeto|8l IP FAE d/dst D 0| XIEHE HESZ 2/EHO]
Ao gL

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -
SecondaryPrivateIpAddressCount 2

I
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o

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AssignPrivatelpAddressesE &
ZotMLR.

Register-EC2RouteTable
CH2 ZE o Al= Register-EC2RouteTablef| AHS Y2 Eo{FLICH.
Tools for PowerShell V4

oAl 1: ol oiMolM= X EE et E ElolE S XIEE MEUD AZFLICH

Register-EC2RouteTable -RouteTableId rtb-1a2b3c4d -SubnetId subnet-la2b3c4d

2.
—.

T

rtbassoc-12345678

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AssociateRouteTable2 & &5t
M.

Remove-EC2Address
CH2 ZE o Al= Remove-EC2Address 2| AtE HiE HoiELICt
Tools for PowerShell V4
olA| 1: o] iAol M= vPCe| RIARIAOf CHSH X|HE B 1P FAE EE|ATLICH

Remove-EC2Address -AllocationId eipalloc-12345678 -Force

of| X 2: 0| oMol M= EC2-Classicl| QIAEIA 0] CHEH K| =l EF2A

Il
%
4>|
>
i
L
u
>
il
r
n

Remove-EC2Address -PublicIp 198.51.100.2 -Force

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ReleaseAddressE & Z5HAM|2.

Remove-EC2CapacityReservation

CH2 ZE 0 A|= Remove-EC2CapacityReservation®| Al &g EoiELIC

A
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=
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Tools for PowerShell V4
oAl 1: O] d|AIHE 2 0d2F cr-0c1f2345db6f7cdbas F|AEHL|C}.

Remove-EC2CapacityReservation -CapacityReservationId cr-0clf2345db6f7cdba

2.
—.

T3

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EC2CapacityReservation (CancelCapacityReservation)"
on target "cr-0clf2345db6f7cdba".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): y
True

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CancelCapacityReservation2
xl- = °|.A-|| Q.

Remove-EC2CustomerGateway
[«

CH2 ZE o A|l= Remove-EC2CustomerGateway Q| AHS &g HoiFL|CH

Tools for PowerShell V4

oflxf| 1: o] tiMof M= XIHE 12 HO|EQO|E AT LICH Force mtZtO|E{E &M XIHSHX| &f
20| I

= gt 2edo| Tl E|7| Hof # Z2x EJ} EA=ELCH

Remove-EC2CustomerGateway -CustomerGatewayId cgw-1la2b3c4d

2d.
—.

T

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2CustomerGateway (DeleteCustomerGateway)" on Target
"cgw-1a2b3c4ad".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteCustomerGatewayE &t
RotMIL.
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Remove-EC2DhcpOption

CHS ZE o A= Remove-EC2DhcpOptionl| AL ¥HE Eo{&ELICH

==

Tools for PowerShell V4

of|A[ 1: o] oMol M= X|'HEl DHCP

S 3 stefo] FYE| Mol ol ZE

Remove-EC2DhcpOption -DhcpOptionsId dopt-1la2b3c4d

2d.

—.

Y]

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2DhcpOption (DeleteDhcpOptions)" on Target
"dopt-la2b3cad".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

||Y||):
- API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeleteDhcpOptions & & & 5HA|
o

L.

Remove-EC2FlowlLog

CtZ ZE o Al= Remove-EC2FlowLogl| At HHdg HoiFLICt

=

Tools for PowerShell V4

oAlAl 1: o] HIMoll M= KIHE! FlowLogld fl-01a2b3456a789c012 A|7{ErL|C}.

Remove-EC2FlowLog -FlowLogId f1-01a2b3456a789c01

2d.
.

T3

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2FlowLog (DeleteFlowlLogs)" on target
"f1-01a2b3456a789c01".

[Y] Yes [A] Yes to A1l [N] No [L] No to All

[S] Suspend [?] Help (default is
IIYII): Y

£
e
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet 2 X (V4)2| DeleteFlowLogsE & Z35HMIL.
Remove-EC2Host
CHS ZE o Al= Remove-EC2Host 2| AHE WS HoiFLICH
Tools for PowerShell V4
3 AE D h-Obadafd1dcb2f34562 & 2|A g LICE.

oAl 1: o] oM = x| HE

Remove-EC2Host -HostId h-@badafdldcb2f3456

2.
—.

T

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Host (ReleaseHosts)" on target
[?] Help (default is

[S] Suspend

"h-@badafdldcb2f3456".
[N] No [L] No to All

[A] Yes to All

[Y] Yes
"Y"): Y
Successful Unsuccessful
(h-Obadafdldch2fsess) 0
« API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ReleaseHostsE & Z3HMIL.
Remove-EC2Instance
CIS FE o A|= Remove-EC2Instancel| AHE HHE Eo{FLIC}.
Tools for PowerShell V4
olA 1: o] Mol M= XIEE QAHAE SEELICHRIAEHATL ™ S0|7L 'stopped’ &EY
ol ZETEJ EAIELICH ZEZEE AIEHSI2{™ -Force &

J\ ole
AAE

). A& 37| H0oi emdletod|
2XIE AESHMIL.

Remove-EC2Instance -InstancelId i-12345678
439
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CurrentState Instanceld PreviousState

Amazon.EC2.Model.InstanceState i-12345678 Amazon.EC2.Model.InstanceState

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Terminatelnstances& & & 5t All

[== R

L.

Remove-EC2InternetGateway
CH2 ZE o Al= Remove-EC2InternetGateway Q| AHS &g EoiFLICH

Tools for PowerShell V4

oAl 1: O] Mo M= X|IHE QES! HO|EROIE AX|ELICH Force TtEtOIEE & 7H X1 3tX|
o= B Aol T-™E7| Tof &l ZFEZ EVE EAIELICH

Remove-EC2InternetGateway -InternetGatewayId igw-1la2b3c4d

2d.
—.

T

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2InternetGateway (DeleteInternetGateway)" on Target
"igw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeletelnternetGatewayE & &
M 2.

Remove-EC2KeyPair

CHZ ZE o Al= Remove-EC2KeyPair| AHE &g EoiFLIC

=

Tools for PowerShell V4

o
2

oA 1: o] iAo MHE XIHE 7| Ho{E AFAMIEFLICE Force Tt2IOIEIE &7 XIHSHX| St =
o| I E|7| Mof &ol ZE X EJ} E AIEL|CE

Remove-EC2KeyPair -KeyName my-key-pair
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02

2.
—.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2KeyPair (DeleteKeyPair)" on Target

"my-key-pair".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteKeyPairE & Z5tA|2.

Remove-EC2NetworkAcl

C}2 A E of|Al= Remove-EC2NetworkAclo| A2 HIEHE Ho{&EL|C}.

Tools for PowerShell V4

E 2|3 ACLZ AIMIELICEH Force mt2tO/E{E &7 XIH5HK] &
=]

oA 1: o] MM E XIFE U
ol gz EJ EAIELICH

o|- XI-O-IO' KloHE'j' X-Io-"

F=
%l_

=
|_
FO|
il

Remove-EC2NetworkAcl -NetworkAclId acl-12345678

2d.
.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAcl (DeleteNetworkAcl)" on Target
"acl-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« APl M8 HE &= AWS Tools for PowerShell Cmdlet 2 =

L.

(V4)2| DeleteNetworkAclg & =5+

Remove-EC2NetworkAclEntry

Ct2 ZE o Al= Remove-EC2NetworkAclEntry Q| AHE W2 Eo{FLIC

Tools for PowerShell V4

oA 1: o] Mol M= XIHE HELXT ACLAIM X|EE A& MHELICH Force TEtOEE &
T R8st x| o= & 2 o] TI™E| 7| Mol &l ZFEZETH ZAIE
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A MY

Remove-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber 100

2d.
.

T

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAclEntry (DeleteNetworkAclEntry)" on Target
"acl-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API M|E HE = AWS Tools for PowerShell Cmdlet 2 =

(V4)2| DeleteNetworkAclEntryE & =
SHMI2.

(== s

Remove-EC2NetworkInterface

CHS T E 0| Al= Remove-EC2NetworkInterfacell Al B2 Eo{&L|C}.

Tools for PowerShell V4
oAl 1: o] oAM= XIHE HIE°4 CIE{H|O|AE AMK||EILICE Force mt2HO|E{E A K| 5t
x| ot Bt BHefo| ZIRE|7| Fof 2l
Remove-EC2NetworkInterface -NetworkInterfaceld eni-12345678

2d.
—.

M

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkInterface (DeleteNetworkInterface)" on Target
"eni-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

- API A& HE

E2 £ AWS Tools for PowerShell Cmdlet & &= (V4)2| DeleteNetworkInterfaceE &f
St 2.

SEA

Remove-EC2PlacementGroup

ChS 3=

=H=

0 Al= Remove-EC2PlacementGroupl| AHE W& Eo{ELICI

A

Foq
=
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Tools for PowerShell V4
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Remove-EC2PlacementGroup -GroupName my-placement-group

2d.
—.

Y]

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2PlacementGroup (DeletePlacementGroup)" on Target
"my-placement-group".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeletePlacementGroup= & X
St 2.

Remove-EC2Route
CIS 3 E of|A|= Remove-EC2Routel| AR HitHE Ho{EL|C}.
Tools for PowerShell V4

oAl 1: O] oAM= XIHE 2t E HO|E0M X|HE B2
H RIE5HR| b= 8 20| TI-ME|7| Mo &l ZEZE T}

AAEFLICH Force TbEIDIEE &
AlELICH

FHI

Remove-EC2Route -RouteTablelId rtb-la2b3c4d -DestinationCidrBlock 0.0.0.0/0

24.
b 8

Y]

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2Route (DeleteRoute)" on Target "rtb-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteRoute S & E5HM2.

£
e

443


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (7 4)

Remove-EC2RouteTable

Ct2 T E o A|E Remove-EC2RouteTablel| Al {2 HoiFL|Ct

Tools for PowerShell V4

ofl& 1: Of o Aol M XIBE 2t E ElolE S ARIELICH Force THaH0IES B X|B8HX| ot
5 stefo| FYE7| Mof 2ol ZEZ e} EAIELICH

Remove-EC2RouteTable -RouteTableIld rtb-1la2b3c4d

2.
—.

M

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2RouteTable (DeleteRouteTable)" on Target
"rtb-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend

[?] Help (default is
"Y"):

- APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteRouteTable2 & = Al

(=R
o

- .

Remove-EC2SecurityGroup

CHS 2= o A= Remove-EC2SecurityGroupl| Al &2 EoiEL|CH

Tools for PowerShell V4

o x| 1: O] of Mol A= EC2-VPCOH| X|HEl

Hot O E 2 AK|EHLICE Force m2tO|E{E &4 K| &6t
Xl ote &t 20| FI™ME|7| Mo EHQl = E= EA

Remove-EC2SecurityGroup -GroupId sg-12345678

2d.
= .

M

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2SecurityGroup (DeleteSecurityGroup)" on Target
"sg-12345678".

I
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[Y] Yes [A] Yes to A1l [N] No [L] No to All
||Y|| ) :

[S] Suspend [?] Help (default is

of| X 2: 0| of|A|0] M= EC2-Classicoll X|HE &

Remove-EC2SecurityGroup -GroupName my-security-group -Force

S & x5

E = AWS Tools for PowerShell Cmdlet & &= (V4)2| DeleteSecurityGroup= &

« API NS HME
M.

Remove-EC2Snapshot

CH2 ZE o AlE Remove-EC2Snapshot 2| AHE #EHg Ho{FL|CH.

Tools for PowerShell V4

o
rr
ol
-
el
-
(0
L

oAl 1: o] iAol M XIHE AHAS AXELICEH Force Th2tOIE{E &7H XIH35HX| b= 8 2h
ol ZISE|7| Mof| &0l ZEZEJ} FA|ZL|CH

Remove-EC2Snapshot -SnapshotId snap-12345678

2d.
—.

M

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-EC2Snapshot (DeleteSnapshot)" on target

"snap-12345678".
[Y] Yes [A] Yes to A1l [N] No [L] No to All

"y"):

[S] Suspend [?] Help (default is

E = AWS Tools for PowerShell Cmdlet & X (V4)2| DeleteSnapshot2 & ZsHAIL.

- APIHE HE

Remove-EC2SpotDatafeedSubscription
WS HoiELIch

CHE ZE o A|= Remove-EC2SpotDatafeedSubscription?| AHE il

Tools for PowerShell V4

oA 1: o] Aol M= & FAIEFLICH Force mt2tO|EE & 7Al X1 5HK]

of= 3t xFo{0| RIB ||

LS -

['>| )H
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Remove-EC2SpotDatafeedSubscription

2d.
.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2SpotDatafeedSubscription
(DeleteSpotDatafeedSubscription)" on Target "".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DeleteSpotDatafeedSubscription2 & Z3HMI2.

Remove-EC2Subnet
CIS T E of| A= Remove-EC2Subnet 2| Al B S Ho{&ELIC}.

Tools for PowerShell V4

o &l 1: o] MIFolIAE RIHE ML A LICH Force TH2HOIE{S &M XIASHX| o B &Y
O| TIME|7| ™Mof &Ql ZEZ E 7} EAIEL|CH

Remove-EC2Subnet -SubnetId subnet-la2b3c4d

2.
—.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2Subnet (DeleteSubnet)" on Target "subnet-1la2b3c4d".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteSubnet2 & Z35HA| 2.

Remove-EC2Tag

CH2 Z = o Al= Remove-EC2Tagl| AFHE &HE Eo{FLICH

A
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Tools for PowerShell V4

olAl 1: O] oMol AME EfT Zholl BtAHIQI0] X|HEl EIAAMAM XIHE Ef2E AMA|EFLICEH O] of Al
oM AFE 5t T 20i= PowerShell %1 3 O|&t0| = 8tL|Ct.

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag" } -Force

oflA| 2: o] Mol M E ENZ 2ol YIS BARoTt XIHE ZlAANM XIHE Ef2E AX|ELICH.
O| of|X|0f M At2StE T E20i= PowerShell HHE 3 0|4f0| Z 2 &hLCt.

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag";Value="myTagValue" } -Force
oAl 3: O] oMol M= BT gfol| 2tA|gol XIHE ElaA0M XIHE E{2E AFAELICEH

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force
oAl 4: O] oMo M= EHT gfol YxIStE BB X|HE 2laA0|M XIHE EfTE AFMFLICH
$tag = New-Object Amazon.EC2.Model.Tag

$tag.Key = "myTag"
$tag.value = "myTagValue"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force
« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteTags& & ZEHAIL.
Remove-EC2Volume

C}2 T E 0| Al= Remove-EC2Volumel| A2 B2 Ho{&L|C}.

Tools for PowerShell V4

rﬂ-
b
I
<]

of Al 1: O] iAol HE

IYE 288 ECIELICH Force T2tOIEIE A XIS &b
FIg|7| ®oj &el = F:d

X
=
=

Remove-EC2Volume -VolumelId vol-12345678

I
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2.
—.

T

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EC2Volume (DeleteVolume)" on target "vol-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeleteVolumee & E3HAMIL.

Remove-EC2Vpc
CHE ZE o Al= Remove-EC2Vpco| AFHE &S Eo{FLICH

Tools for PowerShell V4

r
0l

oAl 1: o] MM =

|HE VPCE AfAMIEFLICH Force TtEtOIE{E &M X1 &tX|
T 7| Hod| &2l E

X
=
[ ]
Remove-EC2Vpc -VpcId vpc-12345678

2d.
—.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2Vpc (DeleteVpc)" on Target "vpc-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

- API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteVpcE & Z5HM L.

Remove-EC2VpnConnection
Ct2 ZE 0 Al= Remove-EC2VpnConnection®| A& W& 2 04&LICtH
Tools for PowerShell V4

7 XIE et x|

u°l'
el
rr

oll& 1: ol ollFloll A= XIBE VPN o
o| i«

Z2g MX|ELICt Force TIZHOIE{E
Xtedo| T™E|7| Mofl & %EE% EA|
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AE HEM
Remove-EC2VpnConnection -VpnConnectionId vpn-12345678
Z=ed.
= -
Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2VpnConnection (DeleteVpnConnection)" on Target
"vpn-12345678".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII):
- API M[® HE = AWS Tools for PowerShell Cmdlet & X (V4)2] DeleteVpnConnectiong & & &}
M.

Remove-EC2VpnConnectionRoute

CH ZE 0 A|l= Remove-EC2VpnConnectionRoutel| AHE Y E Eo{F LI}

Tools for PowerShell V4

oAl 1: O] oMo MHE XIHE VPN 2320 M X|HEl X E=2

= K- M E M £ AMZX|ELICt Force TtZIOIE{E &
A RIE5HR| &= 8 20| TI-™ME|7| Fo| EQI ZEZETI EA

Remove-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

2.
—.

T

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnectionRoute (DeleteVpnConnectionRoute)" on
Target "vpn-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API M5 ME &= AWS Tools for PowerShell Cmdlet 2 =

(V4)2| DeleteVpnConnectionRoute &
EZSM L.
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Remove-EC2VpnGateway
CH2 ZE o A|= Remove-EC2VpnGateway Q| A &dg HoiFLICH

Tools for PowerShell V4

oAl 1: O] oflMlof M= RIHE 7 ZE2H0[E! HO|EQO|E AfAIEFLICH Force TtZHO|E{E &7H X
X5t K| o= B XHQ{o| FIME| 7| AMoi| Q| ZE X E 7} B A|IELICH

Remove-EC2VpnGateway -VpnGatewayId vgw-la2b3c4ad

£3:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnGateway (DeleteVpnGateway)" on Target
"vgw-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteVpnGatewayE & &= 5t Al
o

-l .

Request-EC2SpotFleet
CIS I E o A|= Request-EC2SpotFleetl] AIS ¥HE HoiELICH

Tools for PowerShell V4

o = O%
AoHAo-|°I-|’|L—-I' Aol EC2 VPCDF XI-'JoPE 49, A% E32 712 Mol U 2K 7HH9 7t8
Yool M QIARIAE AIZHEfLICH HHO| EC2-Classicg X|¥Hste E2, 2% E3/2 2|x 71249
7t ¥dof Rl= EC2-Classicol M QIAEAE AIZHELICH X 7

7tAE Z1bstx| gh&LICtH

$sg = New-Object Amazon.EC2.Model.GroupIdentifier

$sg.Groupld = "sg-12345678"

$1c = New-Object Amazon.EC2.Model.SpotFleetlLaunchSpecification
$1c.Imageld = "ami-12345678"

$1c.InstanceType = "m3.medium"

$1c.SecurityGroups.Add($sg)
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Request-EC2SpotFleet -SpotFleetRequestConfig_SpotPrice 0.04 °
-SpotFleetRequestConfig_TargetCapacity 2 °

-SpotFleetRequestConfig_IamFleetRole arn:aws:iam::123456789012:ro0le/my-spot-fleet-
role °

-SpotFleetRequestConfig_LaunchSpecification $1c

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| RequestSpotFleetE & Z=3HA|
o

-l .

Request-EC2SpotInstance

CHS ZE o A|= Request-EC2SpotInstancel| Al &2 EoiEL|CH

Tools for PowerShell V4

oAl 1: o] iAol M= XIHE MEHA Us|E AT QIARHAE QHELICH Bt D52 XIHE
Medlo| Z&HE vPCol CHal A3t of tH, HIER T QIEHO|AE ASE e E0

2 x|™datoF gLict HERA QEHO|AE XIHE e Y LIEXHT QUEHO|AE AFSStE M
=4 |DE Z&tslof gt

St
=
St
=

$n = New-Object Amazon.EC2.Model.InstanceNetworkInterfaceSpecification
$n.DeviceIndex = @

$n.SubnetId = "subnet-12345678"

$n.Groups.Add("sg-12345678")

Request-EC2SpotInstance -InstanceCount 1 -SpotPrice 0.050 -Type one-time °
-IamInstanceProfile_Arn arn:aws:iam::123456789012:instance-profile/my-iam-role °
-LaunchSpecification_ImageId ami-12345678 °

-LaunchSpecification_InstanceType m3.medium °
-LaunchSpecification_NetworkInterface $n

2d.
—.

M

ActualBlockHourlyPrice

AvailabilityZoneGroup

BlockDurationMinutes : 0

CreateTime : 12/26/2015 7:44:10 AM

Fault :

Instanceld

LaunchedAvailabilityZone :

LaunchGroup :

LaunchSpecification : Amazon.EC2.Model.LaunchSpecification

bal
-
o}
+

il
I
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ProductDescription ¢ Linux/UNIX

SpotInstanceRequestId : sir-12345678

SpotPrice : 0.050000

State : open

Status : Amazon.EC2.Model.SpotInstanceStatus
Tags : {3

Type : one-time

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RequestSpotinstances& & & 5t
Me.

Reset-EC2ImageAttribute
CHE Z = o A|= Reset-EC2ImageAttributel| AFE &S Eo{FLICIH
Tools for PowerShell V4

ofl Al 1: O| o|A|of| M= 'launchPermission' £ 8€ 7|22 2 AHAH™HELICH 72X 2 AMIE =
grolgsle 2 M™ELICEH

Reset-EC2ImageAttribute -Imageld ami-12345678 -Attribute launchPermission

« API M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ResetimageAttribute & & & 5HAl|
o

- .

Reset-EC2InstanceAttribute
CHS ZE ol Al= Reset-EC2InstanceAttributel AIE WS Eo{FLICH
Tools for PowerShell V4
oA 1: o] oMol M= XIHE QAF A0 CHE 'sriovNetSupport' 82 MY LICEH

Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute sriovNetSupport

oA 2: o oMol M= XIHE 2l

|>

EAA O CHEt 'ebsOptimized' 432 MY ELICH.
Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute ebsOptimized

oi Al 3: O] A= KIHEl QIAEIAO| CHEF 'sourceDestCheck' 48 MA™EELICH
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Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute sourceDestCheck
oAl 4: O] MM E RIHEl QIAEIA O CHE 'disableApiTermination' &4 R ELICH
Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute disableApiTermination
oi|x| 5: O] oAl ME R|ZEl QIAEIA O] 'instancelnitiatedShutdownBehavior' £432 RHAZI &L
CH.
Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute
instancelInitiatedShutdownBehavior
- API M[& HE = AWS Tools for PowerShell Cmdlet £ X (V4) 2| ResetinstanceAttribute 2 & Z= 5t
P g 2oiELct
AEgfict

M.
Reset-EC2NetworkInterfaceAttribute
Reset-EC2NetworkInterfaceAttributel| At
AF BHO|
o T L

o Al=

Og 3=
Tools for PowerShell V4
oAl 1: o MM E XIEE HESLZ E{m 0|20 CHEF A /CH
Reset-EC2NetworkInterfaceAttribute -NetworkInterfaceIld eni-1la2b3c4d -SourceDestCheck
o

AWS Tools for PowerShell Cmdlet & Z=(V4)2|

g 2oiELict

. API M5 HEE
ResetNetworkInterfaceAttribute 2 X sHMIR.

Reset-EC2SnapshotAttribute| Al
=N

Reset-EC2SnapshotAttribute

CtS ZE olAl=
Tools for PowerShell V4
oA 1: o] fK[ol M= XIEE Ao X|HE &4
Reset-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute
CreateVolumePermission
" 453
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« APl M| HE = AWS Tools for PowerShell Cmdlet & X (V4)2| ResetSnapshotAttribute & & &
SHMI2.

Restart-EC2Instance
CH2 ZE o A|= Restart-EC2Instancel| AFE WHHE HoiELICH.
Tools for PowerShell V4

olA 1: o] iAol XIHE QIARHAE MES T LICH

Restart-EC2Instance -Instanceld i-12345678

M.

ol

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Rebootinstances& & X

Revoke-EC2SecurityGroupEgress
CH2 ZE o Al= Revoke-EC2SecurityGroupEgress2| Al Wei2 EoiFL|CH
Tools for PowerShell V4

of| Al 1: O] of|M|ofl M= EC2-VPCOl| X|HE EoF &0 cist #&E AN HELICH o|FEA stH X|™H
El P 4 ¥{of CHst TCP ZE 80 HAMA HEHO| FAEILICE O] oA AHESHE LEME
PowerShell {7 3 O|40| Z 8tL|C}.

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; IpRanges="203.0.113.0/24" }
Revoke-EC2SecurityGroupEgress -GroupIld sg-12345678 -IpPermission $ip

0| M| 2: PowerShell {7 204 X IpPermission ZH&{|E 24435t24H New-ObjectE Ar& 3t oF & L|C}.

$ip = New-Object Amazon.EC2.Model.IpPermission

$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80

$ip.IpRanges.Add("203.0.113.0/24")

Revoke-EC2SecurityGroupEgress -GroupIld sg-12345678 -IpPermission $ip

oAl 3: o] MM = RIEE A4 HOF T E0f CHEF TCP ZE 80 HAM|A HEFE FAELICEH

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
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$ug.GroupId = "sg-la2b3c4d"

$ug.UserId = "123456789012"

Revoke-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission

@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RevokeSecurityGroupEgress&

SEC RS

rr

Revoke-EC2SecurityGroupIngress
Ct2 ZE o Al= Revoke-EC2SecurityGroupIngress| AL& WS HoiEL|C.
Tools for PowerShell V4

oflX| 1: o] Mol ME EC2-VvPCQ| X|HE 2ot aEof CHal XIHE FA HolM TCP ZE 220
CHet HM A HErE FAYLICH 2ot & O|F 0] ot 2ot & IDE AH&5101 EC2-VPCL| E ot

E2 Aldslfof StotE Mol fR2l5HMIL2. O HIA|0l A AFE St FE0i= PowerShell H{7 3 04
O| E&rL|C}.

$ip = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.0/24" }
Revoke-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission $ip

0d| M| 2: PowerShell {7 20{| X IpPermission ZH&{| 2 24435t24™ New-ObjectE AM&3HoF & L|C}.

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 22

$ip.ToPort = 22
$ip.IpRanges.Add("203.0.113.0/24")

Revoke-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission $ip

oA 3: O ofX[of A= EC2-Classic2| X|HE EoF D50 s X|HE F4 HL[oA TCP ZE 22
off CHEr HAMIA HEFE FIAELICEH O] KXo AtE st= 7 E 0l = PowerShell H71 3 0[& 0] 2
gLk

$ip = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.0/24" }

Revoke-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission $ip

I
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Ol K| 4: PowerShell {7 204 X IpPermission Z4A| & 2+35t24™ New-ObjectE AL& 3t OF & L|C}.

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 22

$ip.ToPort = 22
$ip.IpRanges.Add("203.0.113.0/24")

Revoke-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission $ip

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| RevokeSecurityGrouplngress&
SEX VIS

Send-EC2InstanceStatus
Ct2 3T E o A|lE Send-EC2InstanceStatusl| Al 2 HoiEL|Ct.

Tools for PowerShell V4

ol

Y

oA 1: o ofK[olM= XIHE UAFHA| CH

o
E
N
=
mjo
HT
k]
o
r
[l

r

Send-EC2InstanceStatus -Instance i-12345678 -Status impaired -ReasonCode
unresponsive

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ReportinstanceStatus& & &= 5}
M.

Set-EC2NetworkAclAssociation
C}2 T E of|A|= Set-EC2NetworkAclAssociation| Al HEdE HoiEL|C}.
Tools for PowerShell V4

olAl 1: o] oMM E XIHE HERT ACLE X|HE HEQT ACL ¢Z42o| MEyinl odZ-dstL|Ct.

Set-EC2NetworkAclAssociation -NetworkAclId acl-12345678 -AssociationId
aclassoc-1la2b3c4d

2d.
—.

T

I
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aclassoc-87654321

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
ReplaceNetworkAclAssociationS & X 3HM| 2.

Set-EC2NetworkAclEntry
CH2 ZE o Al= Set-EC2NetworkAclEntry Q| AFE WS HoiELICH.
Tools for PowerShell V4

oAl 1: o] oAl ME RIHE HERT ACLO X|HE &S 2 ChAELICH M #E2 X|HE
oM A=l MU o R o| OlHIRE ERfEIE 5{%L]Ct.

Set-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber 100

-Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock 203.0.113.12/24 -
RuleAction allow

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ReplaceNetworkAclEntry S & &
St 2.

Set-EC2Route
Cl2 ZE o A|E Set-EC2Routel AFR2 Wt Ho{FL|LC}.
Tools for PowerShell V4

oAl 1: o] Mo M= X|HE 2t Elo|S 2l X|HE Z= & UIAMELICH M 2= X|HE EBf
e X|EE 7Hy =Zeto[ Ho|E9 0|2 2L

Set-EC2Route -RouteTableId rtb-1la2b3c4d -DestinationCidrBlock 10.0.0.0/24 -GatewayId
vgw-1a2b3c4d

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ReplaceRouteE & ZSHMIL.

Set-EC2RouteTableAssociation

C}S 3 E of|Al= Set-EC2RouteTableAssociation?| AFHE & EHoiFLIC|.

A

Foq
=
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Tools for PowerShell V4

oAl 1: O] dMoM= X|HE 2t El0|EE XIEE 2R HO|E HZES T MELD A4
LICt.

Set-EC2RouteTableAssociation -RouteTableId rtb-la2b3c4d -AssociationId
rtbassoc-12345678

£24:

rtbassoc-87654321

« API M5 HEE AWS Tools for PowerShell Cmdlet & Z(V4)2]
ReplaceRouteTableAssociationS & X 5HAHI2.

Start-EC2Instance
CIS 3 E o A|= Start-EC2Instancel| AF2 W HoiFL|C}.
Tools for PowerShell V4

oAl 1: o] MM = X|HE QAHAE AIRFEFLICH

Start-EC2Instance -Instanceld i-12345678

24.
—.

T

CurrentState Instanceld PreviousState

Amazon.EC2.Model.InstanceState 1-12345678 Amazon.EC2.Model.InstanceState
oA 2: o] Mol M= XIHE AAHAE A|ZFEILICE.
@("i-12345678", "i-76543210") | Start-EC2Instance
oAl 3: O| oAl ME B/l B XIE QIAEIA HMEE A|ZHELICH Get-EC2Instance0i| M EHEHaHE
ol o

CIAEIA ZHX|= Start-EC2Instance 2 It O| T E|L|C}. X0l AFESlE 20l = PowerShell
& 3 o4 o] EeEhLCt.
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(Get-EC2Instance -Filter @{ Name="instance-state-name"; Values="stopped"}).Instances

| Start-EC2Instance

Oi| X 4: PowerShell tHE 201 M Filter It 2t O|E{0| CHH HE{E -d5t24H New-ObjectE A& 31 OF
grict.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "instance-state-name"
$filter.Values = "stopped"

(Get-EC2Instance -Filter $filter).Instances | Start-EC2Instance

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| StartinstancesE& & Z5HM 2.

Start-EC2InstanceMonitoring

CtZ ZE o Al= Start-EC2InstanceMonitoring| AF& WS HoiEL|Ct.

Tools for PowerShell V4

olA 1: o] dilKofMHE RIEE QIAE A0 CHEE MF ZLIEZE S & dstefLct.
Start-EC2InstanceMonitoring -InstanceId i1-12345678

2d.
=.

M

Instanceld Monitoring

1-12345678 Amazon.EC2.Model.Monitoring

Fx

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| Monitorinstances& & X 5HMIL.

[o]]]

Stop-EC2ImportTask

Ct2 ZE 0 Al= Stop-EC2ImportTasko| AHE HHE Eo{F LIt

Tools for PowerShell V4

o
=]

oAl 1: O] Mo M= RIHE 7HK4L 7| ZHY(AHAF EE 1X| 7K 7))8 | AstL|CH TR

| =H A E
AL -CancelReason I}ZI0|E{E Al235l04 O|RE AMZE £ l&LICH
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Stop-EC2ImportTask -ImportTaskId import-ami-abcdefgh

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CancellmportTaskE & Z=5HAll

o

-l .

Stop-EC2Instance
CHE ZE o Al= Stop-EC2Instancel| AIE WS HoiELICH.
Tools for PowerShell V4

olA 1: o] KXol XIEEl QIAHAE SX|ELICH

Stop-EC2Instance -Instanceld i-12345678

2d.
—.

T

CurrentState Instanceld PreviousState

Amazon.EC2.Model.InstanceState i-12345678 Amazon.EC2.Model.InstanceState

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| StoplnstancesE& & Z3HMIR.

Stop-EC2InstanceMonitoring
CHE ZE o|A|E Stop-EC2InstanceMonitoring| AHS #HE HEoiELICH
Tools for PowerShell V4

oAl 1: O] oMol M= RIHE QIABIAO CHEF M2 2LIE{RS HIE A8 LIC.
Stop-EC2InstanceMonitoring -InstanceId i-12345678

24.
—.

M

Instanceld Monitoring

1-12345678 Amazon.EC2.Model.Monitoring
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- API M|® HE = AWS Tools for PowerShell Cmdlet & & (V4)2| Unmonitorinstances& & = 5HA|
o

L.

Stop-EC2SpotFleetRequest
CH2 I E 0 Al= Stop-EC2SpotFleetRequestl| AR WS Eo{&LICtH
Tools for PowerShell V4

ofldl 1: O] MM E AT E2I 2%

fjo

P
ol

A5t T HZE AT QIABAS ZRELICH

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $true

oAl 2: O] MMM E HZAE A
Ct.

el

olA
-

lT|
NW
O
HU
9'|_|
Ral
el

ot X|HE AT

A=)

Mk

I_

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $false

- API M|¥ HE = AWS Tools for PowerShell Cmdlet 2 X (V4)2| CancelSpotFleetRequestsE &
ZotML.

Stop-EC2SpotInstanceRequest
CH2 ZE o A|= Stop-EC2SpotInstanceRequestl| AFE WS HoiELICH.
Tools for PowerShell V4

oA 1: O]l Mol M= KIHE AT QAARA @S F|ATLICEH

Stop-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

2d.
—.

T

SpotInstanceRequestId State

sir-12345678 cancelled
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- API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CancelSpotinstanceRequests&
S VKSR

Unregister-EC2Address

CH2 ZE o A|E= Unregister-EC2AddressO| AFHE &S Eo{ELICH

Tools for PowerShell V4

oAl 1: o] Mol M= VPCL| XIHE QIAEIANM X|HE Et2dX [P A 0| H4AS SHAELICH
Unregister-EC2Address -AssociationId eipassoc-12345678
of| Al 2: O] oMol A E EC2-Classicl| X|HE QIAEAO|M X|XE Et2X P FAO| HZAS A

gLk
Unregister-EC2Address -PublicIp 203.0.113.17

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DisassociateAddress& & & 5}
MNE.

Unregister-EC2Image

CHS ZE o|A|E Unregister-EC2Imagel| AIS g HoiELICH.

Tools for PowerShell V4

& 1: o]l MM = XIHE AMIS| SES F AT LICH
Unregister-EC2Image -Imageld ami-12345678

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| Deregisterimage& &%

=]

M.

ol

Unregister-EC2PrivatelIpAddress

CHE ZE o Al= Unregister-EC2PrivateIpAddresso| ALE HE EoiELICEH

£
e
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Tools for PowerShell V4

oAl 1: o] oM = X|HE HELZ QB o|A0M X|HE ZEto|H IP FAo| EH S siAE
LICE.

Unregister-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UnassignPrivatelpAddresses&
xl-?t o|'k|| Q.

Unregister-EC2RouteTable
CH2 ZE 0 Al= Unregister-EC2RouteTablel| AR WS 20{&ELICEH

Tools for PowerShell V4

[HL—

oA 1: o]l Mol M= 2t E Elolgat MEW 7Fo| X|HE HZAE M7HELICH
Unregister-EC2RouteTable -AssociationId rtbassoc-1la2b3c4d

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4) 2| DisassociateRouteTable2 & &

StM 2.

Update-EC2SecurityGroupRuleIngressDescription

CH2 ZE o Al= Update-EC2SecurityGroupRuleIngressDescription®| AFE &S Ho{F
L|Ct,

Tools for PowerShell V4

oAl 1: 7|1& #4(QlH2E) 2o & 7ol CiEh B S Holo|E LT

$existingInboundRule = Get-EC2SecurityGroupRule -SecurityGroupRuleld
"sgr-1234567890"

$rulewithUpdatedDescription = [Amazon.EC2.Model.SecurityGroupRuleDescription]e{
"SecurityGroupRuleId" = $existingInboundRule.SecurityGroupRuleId
"Description" = "Updated rule description”

£
e
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= o

Update-EC2SecurityGroupRuleIngressDescription -GroupId $existingInboundRule.GroupId
-SecurityGroupRuleDescription $ruleWithUpdatedDescription

oAl 2: L™ mEtO|EHE EFsto] 7|&E =4I(Qlut2E) 2ot & w&|of cHet BB MAHE
L|Ct.

$existingInboundRule = Get-EC2SecurityGroupRule -SecurityGroupRuleId
"sgr-1234567890"
$ruleWithoutDescription

[Amazon.EC2.Model.SecurityGroupRuleDescription]e{
"SecurityGroupRuleId" = $existingInboundRule.SecurityGroupRuleld

Update-EC2SecurityGroupRuleIngressDescription -GroupId $existingInboundRule.GroupId
-SecurityGroupRuleDescription $ruleWithoutDescription

Z=(v4)9

« APl M8 ME £ AWS Tools for PowerShell Cmdlet &
HESIM2.

UpdateSecurityGroupRuleDescriptionsingress &

Tools for PowerShell V4& A28t Amazon ECR O A

CIE 3 01|7<1|01IA-|'— Amazon ECRO0{ A AWS Tools for PowerShell V4E AI235t04 22 £&is5l1
UHIHOI AILIZ|RE F35te W E Eo{ELICEH
B2 it T2 oM & F8t T =0|0H ZHAEHIAEof GhF Al&SHoF §hL|ch 22 7HE MH|A
g8 Ao R $E5s WHE BEoiFH & AlL2|2e HHEAEN Y= 2 & £+ &L
Ct.
Zt | Alofl= A AA FEof CHEt 2137 ZFE|0] U2, o{7|0 M ZHAEIAEN | ZEE MHSE
1 ASHE gEol chst X2 &2 = &Lct
A
. xFod

N —|
X+od
~ =

Get-ECRLoginCommand

CH2 Z = o A|= Get-ECRLoginCommand2| A8 WS HoiELICH.
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Tools for PowerShell V4

ol Al 1: IAM QIEfRFO| Al M| A HBHO| Q= Amazon ECR BIX[AEE|0f Q1B 6tE O AR E
£ 2701 ME 7t Z#E PSObject HHEHHLICH A 30| Het Hof 22 A o e
A E5HUZHA=ZQIEE 4l 7|22 (Set-AWSCredential/Set-DefaultAWSRegion 5
£ Initialize-AWSDefaultConfiguration cmdletofl 2|5t A&E)0M 7HX{ZLICt. Invoke-
ExpressionZ} &7 Command £ AF235l0 X|HE BX|AEE|o| 2216t HL 22210 22
8 CHE TFolA BHEHE XHd B-HEE2 AISE £ /&Lt

Get-ECRLoginCommand

£
Username . AWS
Password : eyJwYX1lsb2Fk...kRBVEFfSQVZIn0Q=
ProxyEndpoint : https://123456789012.dkr.ecr.us-west-2.amazonaws.com
Endpoint : https://123456789012.dkr.ecr.us-west-2.amazonaws.com
ExpiresAt : 9/26/2017 6:08:23 AM
Command : docker login --username AWS --password

eyJwYX1lsb2Fk. . .kRBVEFfSQOVZIn@= https://123456789012.dkr.ecr.us-west-2.amazonaws.com

ofl M| 2: Docker 210! H2dof CHEF 2io 2 AIRStE 210! ME 7 L& El PSObjectE A4 et
LICt 1AM QEFXto]| sHE HIR|AE2|0o] CHEE HM|A HEto| Rl 215 & Amazon ECR B XA E
2| URIE X|EE = A&Lict

(Get-ECRLoginCommand).Password | docker login --username AWS --password-stdin
012345678910.dkr.ecr.us-east-1.amazonaws.com

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & £ (V4)2| Get-ECRLoginCommand& & =X
StM 2.

Tools for PowerShell V4E AF&$F Amazon ECS 0|l

=2 2 E oMo ME Amazon ECSOIAM AWS Tools for PowerShell V42 Al275t04 22 ¢35l
Ul AILIE|RE F35ts HHE Eo{ELICt

M

stole CfFE Z2 2ol M Lals 2 oln] HEA S WA Assol BLICH Al T Mula
H4E NMEHOE $HFHE WHES HoiFH BY AL HHAS T Feig 8 4 el
ct
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7t ZEEl0] U, of7|olM A E % =8 WM
2
=

Get-ECSClusterDetail
Ct2 3 E o AlE= Get-ECSClusterDetail Q| At EHE{E Ho{ZL|Ct.
Tools for PowerShell V4

od Al 1: O] cmdlet2 5tLt O|&tQ] ECS E{AEE MEEHL|CE.

Get-ECSClusterDetail -Cluster "LAB-ECS-CL" -Include SETTINGS | Select-Object *

£=:

LoggedAt : 12/27/2019 9:27:41 PM

Clusters : {LAB-ECS-CL}

Failures : {2

ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 396

HttpStatusCode : 0K

- API M2 HE = AWS Tools for PowerShell Cmdlet & Z&(V4)2| DescribeClusters& & Z5tA| L.

[

Get-ECSClusterList
S ZE o Al= Get-ECSClusterList| AFE WHE Ho{&ELICt
Tools for PowerShell V4
oAl 1: O| cmdlet2 7|&E ECS 2HAE S£S BtetefLct
Get-ECSClusterlist

2d.
—.

T

£
e
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arn:aws:ecs:us-west-2:012345678912:cluster/LAB-ECS-CL
arn:aws:ecs:us-west-2:012345678912:cluster/LAB-ECS

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListClustersE & X 3HAMI L.
Get-ECSClusterService
CI2 T E of|A|l= Get-ECSClusterServicel| Al B2 Ho{&L|C}.

Tools for PowerShell V4

OiA 1: O] oAM= 78 EBHAEM A™ S ZE MH|IAE LIEFLICE.
Get-ECSClusterService
oflX| 2: O] MM ME RIHE EHAEM A S ZE MH|IAE LIQGErL|CH.

Get-ECSClusterService -Cluster myCluster

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListServicesE & Z35HM 2.
Get-ECSService
CHS ZE o A|E Get-ECSServicel| AIS #HHE HoiELICH.
Tools for PowerShell V4

olx 1: o] tM[of M= 7|2 EEHAEIM XIHE MH|AS ME HEE HMstE YHE HoiEL

Ct.

Get-ECSService -Service my-hhtp-service
of M 2: O] oiFolAIE BWHE B2IAE0IM AHEIE XIHE MElac] HE HEE AMsE ¥y

£ 2o{EL|ch
Get-ECSService -Cluster myCluster -Service my-hhtp-service

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeServicesE & Z 1M 2.

£
e
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New-ECSCluster
Cl2 ZE o A|E New-ECSClusterQ| AFR2 Wi Ho{EL|LC}
Tools for PowerShell V4

o{ Al 1: O] cmdlet2 M Amazon ECS Z{AE{E AMAIstL|C}.

New-ECSCluster -ClusterName "LAB-ECS-CL" -Setting @{Name="containerInsights";
Value="enabled"}

£3:

ActiveServicesCount : 0

Attachments : {3
AttachmentsStatus :

CapacityProviders : {3

ClusterArn . arn:aws:ecs:us-west-2:012345678912:cluster/LAB-
ECS-CL

ClusterName : LAB-ECS-CL
DefaultCapacityProviderStrategy : {3
PendingTasksCount : 0
RegisteredContainerInstancesCount : @

RunningTasksCount : 0

Settings : {containerInsights}
Statistics : {3

Status : ACTIVE

Tags : {3

« API M[¥ HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| CreateClusterg & Z5HA|2.

New-ECSService
Cl2 ZE o A|E New-ECSServiceQ| Al Wi Ho{EL|LC}
Tools for PowerShell V4

ol Al 1: O] oAl HA0ol M= “ecs-simple-service EH= MHIAE 7|2 S{AE{o MAELICH o] M
3§ | X| &zlgct.

New-ECSService -ServiceName ecs-simple-service -TaskDefinition ecs-demo -
DesiredCount 10

£
e
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i

A8 YA

of| A 2: O] of|Al| HA0o| M= “ecs-simple-service 2= 7|2 2{AE{Q 2=

A Foll MHIAE
MAEHL|CEH O] MH|AE “ecs-demo’ EfA T HO|E AFS5HH EfAT O QIAEIAS 102|E || &
2l L|Ct.
$1b = e{
LoadBalancerName = "EC2Contai-EcsElast-S06278JGSJICM"
ContainerName = "simple-demo"

ContainerPort = 80

}

New-ECSService -ServiceName ecs-simple-service -TaskDefinition ecs-demo -
DesiredCount 10 -LoadBalancer $1b

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateServiceE & Z M.

Remove-ECSCluster

Ct2 I E o A|E= Remove-ECSClusterl| At i HoiZL|Ct

o =

Tools for PowerShell V4

oAl 1: Of cmdlet2 X|HE ECS E{AEE AMELICH AMXSH7] Mo o] 2EHAEM ZE &
O]l QIABIA O] S5 S F|AsHoF BfLICH.

Remove-ECSCluster -Cluster "LAB-ECS"

2d.
= .

M

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-ECSCluster (DeleteCluster)" on target "LAB-ECS".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
||Y|| ) . Y

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DeleteClusterg & X 35HA 2.

Remove-ECSService

C}2 T E 0| Al= Remove-ECSServicel| At g2 HoiEFL|Cl.

£
e
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Tools for PowerShell V4

oAl 1: 7| B AE{O| A 'my-http-service'2H= MHIAE AMIELICEH MHIAE AKX 5HE{HH T
HstE JH2t A Ji7t 00[ofok BfLICH HHEO| AME[7| Mol &l ZEZETJ EAIELICH &
AIEZEZEE ?3[5t2{H BHOI -Force 2 %€ F7IgLICt

Remove-ECSService -Service my-http-service
of|A| 2: HHE Z{AE{| M 'my-http-service'2t= MHIAE AA|EHLICH.

Remove-ECSService -Cluster myCluster -Service my-http-service

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteServiceE

Update-ECSClusterSetting

CHE ZE o Al= Update-ECSClusterSettingQ| AHS &

Tools for PowerShell V4

3 Ad%d
= =

oAl 1: O] cmdlet2 ECS EE{AE{ 0] ALS

Update-ECSClusterSetting -Cluster "LAB-ECS-CL" -Setting @{Name="containerInsights";
Value="disabled"}

£
ActiveServicesCount : 0
Attachments : {3
AttachmentsStatus :
CapacityProviders . {3
ClusterArn : arn:aws:ecs:us-west-2:012345678912:cluster/LAB-
ECS-CL
ClusterName : LAB-ECS-CL
DefaultCapacityProviderStrategy . {3
PendingTasksCount : 0
RegisteredContainerInstancesCount : @
RunningTasksCount : 0
Settings {containerInsights}
Statistics {3}
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-
o}
+
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Status : ACTIVE
Tags : {3

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateClusterSettings2 & &5t
M.

Update-ECSService
CH2 ZE o Al= Update-ECSServicel| At WS HofELICtH
Tools for PowerShell V4

ol Al 1: O] oAl HHEol M= “amazon-ecs-sample” EfA T HO|E AFE ST F “my-http-service™ M
HIAE 4olo|EgLC.

Update-ECSService -Service my-http-service -TaskDefinition amazon-ecs-sample
oAl 2: O] M| BE M= "my-http-service” AH|A Q| H5tE 7H+E 1022 AUO|0|EFLICEH
Update-ECSService -Service my-http-service -DesiredCount 10

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| UpdateServiceE & X 5HM 2.

Tools for PowerShell V4& A& 8t Amazon EFS 0| A|

ChE 2E 01|X1|01IA-|'— Amazon EFS0{ A AWS Tools for PowerShell V4& Al2735l04 &g &gt
UHIHOI AILIE|RE F85ts WS Ho{E LIt
U2 i T2 O30l 238 I =E0|0 HEAEN SH& %'%c'iﬁHOF gLch &2 7HE MH|A
g8 AYHMORE SESE W2 Ho{FH #E AUZ|o HEAEN S &HE =2 = UEL
Ct.

237 FE|04 QU 047|0|M HEIAE HE I EE MGt

Amazon EFS 471
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xHO4

-1 =

Edit-EFSMountTargetSecurityGroup

CH2 ZE o Al= Edit-EFSMountTargetSecurityGroupl| AFE W E EoiELIC.

Tools for PowerShell V4

ol 1: X|HE B CHafof| ME|= Et I&S UHIOIEFLICE 'sg-xxxxxxxx' HA{2 = %[CH 5
IHER| REE = U}&LICH.

Edit-EFSMountTargetSecurityGroup -MountTargetId fsmt-la2b3c4d -SecurityGroup sg-
groupl, sg-group3

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
ModifyMountTargetSecurityGroups= & = 35IAM| 2.

Get-EFSFileSystem
CHE ZE M| A|= Get-EFSFileSystem?| A WS EoiELICt
Tools for PowerShell V4

oA 1: 2l S EXL] AHO| ARE ZE T A|AH HRIMS HhEtefLICH

Get-EFSFileSystem

£2
CreationTime : 5/26/2015 4:02:38 PM
CreationToken : 1la2bff54-85e0-4747-bd95-7bcl72c4f555
FileSystemId : fs-1a2b3c4d
LifeCycleState : available
Name :
NumberOfMountTargets : 0
OwnerId : 123456789012
SizeInBytes : Amazon.ElasticFileSystem.Model.FileSystemSize
CreationTime : 5/26/2015 4:06:23 PM
CreationToken : 2b4daal4s-85e0-4747-bd95-7bcl72c4f555

FileSystemId : fs-4d3c2bla
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-
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+
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oAl 2: X|’HE m U A|ARIO| ME HEE HHEtefLICH
Get-EFSFileSystem -FileSystemId fs-1a2b3c4d

oAl 3: I A[AEIO| HEE ] X[HE HEY 8 EEE AHEsi0d T A|AE 9 MF

g g-igu

oz
H
i

Get-EFSFileSystem -CreationToken 1la2bff54-85e0-4747-bd95-7bcl72c4f555

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeFileSystems2 & &= 5}
M.

Get-EFSMountTarget
CH2 ZE 0 Al= Get-EFSMountTargetl| AHE Y Eo{F LI}
Tools for PowerShell V4

oAl 1: XIEE mtY AAED AAE Bl Ce Al S Bretefoict

Get-EFSMountTarget -FileSystemId fs-1la2b3c4d

£
FileSystemId : fs-1a2b3c4d
IpAddress : 10.0.0.131
LifeCycleState : available
MountTargetId : fsmt-1a2b3cad
NetworkInterfaceId : eni-la2b3c4d
OwnerId : 123456789012
SubnetId : subnet-1la2b3c4d

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeMountTargets2 & &35t
ML.

Get-EFSMountTargetSecurityGroup

CH2 Z = o Al= Get-EFSMountTargetSecurityGroupll AFHE &S Eo{FELIC)

A
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Tools for PowerShell V4

tn

ol Ml 1: BfxH CHaf ot A El HIE T QlE{m|o|A0i X & E 2ot O 52| IDE ghetefLICH.
Get-EFSMountTargetSecurityGroup -MountTargetId fsmt-1la2b3c4ad

2d.
.

T

sg-la2b3cad

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribeMountTargetSecurityGroups& & Z3HAM|L.

Get-EFSTag

CHS A= |A|E Get-EFSTagl| AFE 22 EodEL|CH
Tools for PowerShell V4

oAl 1: XIHE mtd AlAE| S AZAE BT 2SS gHererLich

Get-EFSTag -FileSystemId fs-1la2b3c4d

Z=e2d.
= 1.
Key Value
Name My File System
tagkeyl tagvaluel
tagkey?2 tagvalue2
« AP| M|I§ HE = AWS Tools for PowerShell Cmdlet & Z&(V4)2| DescribeTagsE & Z5HM 2.

New-EFSFileSystem
CHS ZE o Al= New-EFSFileSystem@| AHS &g HoiFL|CH

Tools for PowerShell V4

rllIo
I-II
a}
Q'I_I

i MEElE EER AIS2E

oAl 1: Bl mhd A|AEIE Mz HMELICH HEY 4d C
otk A& LICH

MM E|H HHEHEl ZHR]| 2] CreationToken & H{04| A
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New-EFSFileSystem

£=:

CreationTime : 5/26/2015 4:02:38 PM

CreationToken : 1la2bff54-85e0-4747-bd95-7bcl72c4f555

FileSystemId : fs-1a2b3c4d

LifeCycleState : creating

Name :

NumberOfMountTargets : 0

OwnerId : 123456789012

SizeInBytes : Amazon.ElasticFileSystem.Model.FileSystemSize
ol 2: HSH e 257 s AHSA X[ EZ2E MESI0{ ME2 gl It A|lARE 4
gruct,

New-EFSFileSystem -CreationToken "MyUniqueToken"

« API NS HME
(@]

- .

New-EFSMountTarget
Ohs 3=

Tools for PowerShell V4

Ol Al 1: A AABO| A BfRH CHY

EE AWS Tools for PowerShell Cmdlet & X

Ol AlE New-EFSMountTarget 2| AHS

(V4)2Q| CreateFileSystem2 & =5+ A|

£ ddELch X

018! B2H9S(VPC)St (MH0] X4 HI0IM) XS
F9'0|'04 o| o AlﬁE"o Amazon EC2 9_I¢E._4¢01 =t

=
2'1
1
20
b
L
N

New-EFSMountTarget -FileSystemId fs-la2b3c4d -SubnetId subnet-1la2b3c4d

24.
.

M

FileSystemId : fs-1a2b3c4d

bal
-
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+
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IpAddress : 10.0.0.131
LifeCycleState : creating
MountTargetId : fsmt-1a2b3cad
NetworkInterfaceld : eni-la2b3c4d
OwnerId : 123456789012
SubnetId : subnet-1la2b3c4d

oAl 2: XS EEE IP FAE ALEstod XIEE Thd AAH0 CHEF M B X CHe 2 ddgfuch &
M CHefoll Cia dEE HESRZ QEuolAE XIHE 2o 250 HEEHLIHES 252 'sg-
s4AlO

MM E x|
xxxxxxxx' ZAO 2 Z[CH 57077HK| RIHE 5= US).

New-EFSMountTarget -FileSystemId fs-la2b3c4d -SubnetId subnet-la2b3cad -
SecurityGroup sg-groupl,sg-group2,sg-group3

oAl 3: XIHE IP FAE ArS5tod XIHE mbU A|AEol| CHer A B X CHef S ddgfLct

New-EFSMountTarget -FileSystemId fs-1a2b3c4d -SubnetId subnet-1la2b3c4d -IpAddress
10.0.0.131

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateMountTarget2 & Z 5|

(@)

L.

New-EFSTag
CHZ ZE o Al= New-EFSTag2| AFHE &S Eo{ELICt

Tools for PowerShell V4

oAl 1: R|IHE Tt A|AEIN El2 222 MEELICE 717F RIHE Ef27F Tk A|AE0f o|O] ©
= 482 EH:L tO| &dCi|o|EElL|Ct.

New-EFSTag -FileSystemId fs-1la2b3c4d -Tag
@{Key="tagkeyl";Value="tagvaluel"}, @{Key="tagkey2";Value="tagvalue2"}

O|F Ef2 & MH™ELICt. O] 22 Get-EFSFileSystem cmdletE2 AHS

New-EFSTag -FileSystemId fs-1a2b3c4d -Tag @{Key="Name";Value="My File System"}

476
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SEC RS

(V4)2| CreateTags &

SES

AWS Tools for PowerShell (7 4)
= AWS Tools for PowerShell Cmdlet

« API HF HE

Remove-EFSFileSystem
ClS ZE 0| A|= Remove-EFSFileSystemQ| AFE &

HE o
7| Ho

ot I8
M3

Tools for PowerShell V4
HESIM2.

oAl 1: f O|& AL E|X]|
StMI2.

X M|7{5HoF &). cmdletO|
=2
o
Z(V4)Q| DeleteFileSystem=

A o
A
=

E+5l24T -Force AQXIE A
Remove-EFSFileSystem -FileSystemId fs-1la2b3c4d

0o
0L
It

« APl M5 ME £ AWS Tools for PowerShell Cmdlet

Remove-EFSMountTarget
CH2 Z = o A= Remove-EFSMountTarget 2| Al
.l

Tools for PowerShell V4
oAl 1: XI'HEl EFRH CHA S AFA|
EE RS2 -Force 2%
2 St AZof et of

Z(V4)2| DeleteMountTarget2 & Z= 3t Al

—

CH.
Remove-EFSMountTarget -MountTargetId fsmt-la2b3c4d
- API M8 HE = AWS Tools for PowerShell Cmdlet &
sto| m=

.
2 diHg Ho{E L}
HMgfLICt cmdleto] Al E|7| AMof| &

477

Remove-EFSTag

CH2 ZE 0 Al= Remove-EFSTagl| At

S o Ab
A= T
E X}CH5le4™ -Force AQIXIE AF25HMIL.

Tools for PowerShell V4
oAl 1: b A|AEIOIAM StLF O[& Q| EfT 2
ITE2EIE

Pty e el
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0lo

1z
0%
x

Remove-EFSTag -FileSystemId fs-1la2b3c4d -TagKey "tagkeyl", "tagkey2"

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DeleteTags& FHZASHM 2.

Tools for PowerShell V4& A28t Amazon EKS 0f| A

S 3E 01|X1|01IA-I= Amazon EKSO{| A AWS Tools for PowerShell V4E Al 235104 22 £&5t10
U2l AILLE|2 s5te S Ho{ELct.
oje e T2 2o 2st I E0o|H HEIAE & AldSHoF gfL|Ct 2ede 7HE MH|A
HrE Ao R $E5E WHE BEoiFH & AlL2|2e HEHAEN Y= 22 & £+ &L
Ct.

Add-EKSResouxrceTag
CHE Z = o A= Add-EKSResourceTagl| AFHE &S Eo{FLIC)H
Tools for PowerShell V4

oflAl| 1: O] cmdlet2 X|HE E{2E X|™HEl resourceArn0| U= BlAA0| AZAELICE

Add-EKSResourceTag -ResourceArn "arn:aws:eks:us-west-2:012345678912:cluster/PROD" -

Tag @{Name = "EKSPRODCLUSTER"}

- API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| TagResource& FHZESHM 2.

Get-EKSCluster

CH2 ZE o Al= Get-EKSCluster2| AFR B2 Ho{=L|C}.

Fzlof A2, o470 HEIAEN| HH ZEE M5

Amazon EKS

478


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A

0o
1z
0%
x

Tools for PowerShell V4

ofl X 1: O] cmdlet® Amazon EKS S{AE{0f CHEF M MEE HHEHEFL|CT
Get-EKSCluster -Name "PROD"

2d.

T

="
Arn : arn:aws:eks:us-west-2:012345678912:cluster/PROD
CertificateAuthority : Amazon.EKS.Model.Certificate

ClientRequestToken

CreatedAt : 12/25/2019 6:46:17 AM

Endpoint : https://669608765450FBBE54D1D78A3D71B72C.gr8.us-
west-2.eks.amazonaws.com

Identity : Amazon.EKS.Model.Identity

Logging : Amazon.EKS.Model.lLogging

Name : PROD

PlatformVersion : eks.7

ResourcesVpcConfig : Amazon.EKS.Model.VpcConfigResponse

RoleArn : arn:aws:iam::012345678912:role/eks-iam-role
Status : ACTIVE

Tags : {3

Version : 1.14

- AP|I M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeClusterg & X 5HAMIL.

Get-EKSClusterList
Cte 3= O Al= Get-EKSClusterListo| AAE WS EoiFLICt
Tools for PowerShell V4
oAl 1:0l cmdlet2 X|"EEl 21T 2lol AWS A /= Amazon EKS 2 EH{AEE LIEELICH
Get-EKSClusterList

2d.
—.

)]

PROD

£
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« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListClusters& & Z35tA| 2.

Get-EKSFargateProfile
CH2 ZE 0 Al= Get-EKSFargateProfilel| AHE Y S Eo{FLIC}.
Tools for PowerShell V4

oflAll 1:0] cmdlet AWS Fargate T2 Zlof CHeF MH HE & Hh&rshL|C},

Get-EKSFargateProfile -FargateProfileName "EKSFargate" -ClusterName "TEST"

Z=ed.
= -
ClusterName : TEST
CreatedAt : 12/26/2019 12:34:47 PM
FargateProfileArn : arn:aws:eks:us-east-2:012345678912:fargateprofile/TEST/

EKSFargate/42b7al119-el16b-a279-ce97-bdf303adec92
FargateProfileName : EKSFargate

PodExecutionRoleArn : arn:aws:iam::012345678912:role/
AmazonEKSFargatePodExecutionRole

Selectors : {Amazon.EKS.Model.FargateProfileSelector}

Status . ACTIVE

Subnets : {subnet-0cd976f08d5fbfaae, subnet-02f6ff500ff2067a0}
Tags {3

- API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeFargateProfileg & X
StH 2.

Get-EKSFargateProfilelList
CH2 ZE o Al= Get-EKSFargateProfilelListQ| A2 ¥dg HoiFLICH
Tools for PowerShell V4

oAl 1:0] cmdlet2 X|'HEl 220l X|HEl EE{AE{2t 12 E AWS Fargate Z2 U LS LY
AWS A gLct,

Get-EKSFargateProfileList -ClusterName "TEST"

2d.
—.

T
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EKSFargate
EKSFargateProfile

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListFargateProfiles2 & Z=5tA|
o

- .

Get-EKSNodegroup
CHZ ZE o Al= Get-EKSNodegroupl| AI& WS Hoi&L|C}.
Tools for PowerShell V4

o{ Al 1: O] cmdlet® Amazon EKS == I 20 Cist M ME E vt&tshL|C}.

Get-EKSNodegroup -NodegroupName "ProdEKSNodeGroup" -ClusterName "PROD"

£
AmiType : AL2_x86_64
ClusterName : PROD
CreatedAt : 12/25/2019 10:16:45 AM
DiskSize : 40
Health : Amazon.EKS.Model.NodegroupHealth
InstanceTypes : {t3.large}
Labels : {3
ModifiedAt : 12/25/2019 10:16:45 AM
NodegroupArn : arn:aws:eks:us-west-2:012345678912:nodegroup/PROD/

ProdEKSNodeGroup/7eb79e47-82b6-04d9-e984-95110db6fa85
NodegroupName : ProdEKSNodeGroup

NodeRole : arn:aws:iam::012345678912:role/NodeInstanceRole
ReleaseVersion : 1.14.7-20190927

RemoteAccess

Resources

ScalingConfig : Amazon.EKS.Model.NodegroupScalingConfig

Status : CREATING

Subnets : {subnet-0d1a9fff35efa7691, subnet-0a3f4928edbc224d4}
Tags : {3

Version : 1.14

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeNodegroup= & X 5tAll
o

L.
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Get-EKSNodegrouplList
CH2 ZE o A|E Get-EKSNodegroupList| AbE g Ho{FLICH.
Tools for PowerShell V4

ofl Al 1:0] cmdlet2 X|HE 2™ 2|0 X|HE E2HAE QI 2HAZEE Amazon EKS = E 1§ Lt
AWS HH gLICt

Get-EKSNodegrouplList -ClusterName PROD

2.
—.

T

ProdEKSNodeGroup

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListNodegroups2 & Z5HM 2.

Get-EKSResourceTag
CH ZE 0 Al= Get-EKSResourceTagl| AHE HHHE Eo{F LIt
Tools for PowerShell V4

of| X 1: O] cmdlet® Amazon EKS Z|AAQ| EfOE LI gL}
Get-EKSResourceTag -ResourceArn "arn:aws:eks:us-west-2:012345678912:cluster/PROD"

2d.
—.

T

Key Value

Name EKSPRODCLUSTER

[o][]

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| ListTagsForResourceE& & Z= 3}

M.

Get-EKSUpdate

CH2 ZE o AlE Get-EKSUpdatel| AFHE &HE Eo{FLICH

A
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Tools for PowerShell V4

oAl 1: O] cmdlet Amazon EKS E2AE EEE AAE 2218 = 1&2°| ¢oo|Eof cist M
MEE rErghoct.

Get-EKSUpdate -Name "PROD" -Updateld "ee708232-7d2e-4ed7-9270-d0b5176f0726"

2.
.

T

CreatedAt : 12/25/2019 5:03:07 PM

Errors : {3

Id : ee708232-7d2e-4ed7-9270-d0b5176T0726
Params : {Amazon.EKS.Model.UpdateParam}
Status : Successful

Type : LoggingUpdate

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeUpdate & & Z35HM 2.

Get-EKSUpdatelList
CH2 ZE o Al= Get-EKSUpdatelist| AFS &g HoiFLICH
Tools for PowerShell V4

of x| 1:0] cmdlet2 X|HE 2|T2|0of U= Amazon EKS E2{AE E& #E2l8 L& O181 ¢EE
UC|O|EE LIE AWS AHHEE LICEH

Get-EKSUpdatelList -Name "PROD"

2d.
= .

M

ee708232-7d2e-4ed7-9270-d0b5176f0726

- API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListUpdates

jn

oM.

New-EKSCluster

CH2 ZE o A|l= New-EKSClusterQ| At it Ho{=L|C}.

A
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Tools for PowerShell V4

Ol Al 1: O] M| M= "prod'etE M EEH{AEHE A8 gFLIC.

New-EKSCluster -Name prod -ResourcesVpcConfig
@{SubnetIds=@("subnet-0@alb2c3d", "subnet-3a2blc@d");SecurityGroupIlds="sg-6979fel8"}
-RoleArn "arn:aws:iam::012345678901:role/eks-service-role"

£
Arn : arn:aws:eks:us-west-2:012345678901:cluster/prod
CertificateAuthority : Amazon.EKS.Model.Certificate
ClientRequestToken
CreatedAt : 12/10/2018 9:25:31 PM
Endpoint
Name : prod
PlatformVersion : eks.3
ResourcesVpcConfig : Amazon.EKS.Model.VpcConfigResponse
RoleArn : arn:aws:iam::012345678901:ro0le/eks-service-role
Status : CREATING
Version :1.10

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateCluster® & X 3HMI2.

New-EKSFargateProfile
CHE ZE o A|= New-EKSFargateProfilel| AFHE &HE Eo{FLICH
Tools for PowerShell V4

of| X 1:0| cmdlet Amazon EKS 2{AE{0 CHEF AWS Fargate Z 20t S M L|C} Fargate
RlEZato M ZEE o2 = Qloi{H Fe{AE0 5Lt 0|4 2| Fargate T2 I 0| Qlo{of &L
Ct.

New-EKSFargateProfile -FargateProfileName EKSFargateProfile -ClusterName TEST -

Subnet "subnet-02f6ff500ff2067a0", "subnet-0cd976f08d5fbfaae" -PodExecutionRoleArn
arn:aws:iam::012345678912:role/AmazonEKSFargatePodExecutionRole -Selector
@{Namespace="default"}

2d.
.

T
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ClusterName . TEST
CreatedAt : 12/26/2019 12:38:21 PM
FargateProfileArn : arn:aws:eks:us-east-2:012345678912:fargateprofile/TEST/

EKSFargateProfile/20b7allb-8292-41cl-bc56-ffa5e60f6224
FargateProfileName : EKSFargateProfile
PodExecutionRoleArn : arn:aws:iam::012345678912:role/
AmazonEKSFargatePodExecutionRole

Selectors : {Amazon.EKS.Model.FargateProfileSelector}

Status : CREATING

Subnets : {subnet-0cd976f08d5fbfaae, subnet-02f6ff500ff2067a0}
Tags : {3

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateFargateProfile2 & &5t
MNE.

New-EKSNodeGroup
CtS = 0 Al= New-EKSNodeGroupl| A &2 EoiELICH
Tools for PowerShell V4

0i Al 1: O] cmdlet2 Amazon EKS St{AE{0f| CHEH {7 == 1
34XH Kubernetes HZ11t S U8t ZE{AE{0f| CHSHAMBt L E O &
IS 2{AEQ| siY 00| Kubernetes EH7Z101| CHEH Z| &1 AMI

jo mm

New-EKSNodeGroup -NodeGroupName "ProdEKSNodeGroup" -AmiType "AL2_x86_64"
-DiskSize 4@ -ClusterName "PROD" -ScalingConfig_DesiredSize 2 -

ScalingConfig_MinSize 2 -ScalingConfig_MaxSize 5 -InstanceType t3.large
-NodeRole "arn:aws:iam::012345678912:role/NodeInstanceRole" -Subnet
"subnet-0d1a9fff35efa7691", "subnet-0a3f4928edbc224d4"

2d.

T

=.
AmiType : AL2_x86_64

ClusterName : PROD

CreatedAt : 12/25/2019 10:16:45 AM

DiskSize : 40

Health : Amazon.EKS.Model.NodegroupHealth
InstanceTypes : {t3.large}

Labels {3

ModifiedAt : 12/25/2019 10:16:45 AM

£
e
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NodegroupAzrn : arn:aws:eks:us-west-2:012345678912:nodegroup/PROD/
ProdEKSNodeGroup/7eb79e47-82b6-04d9-e984-95110db6fa85
NodegroupName : ProdEKSNodeGroup
NodeRole : arn:aws:iam::012345678912:role/NodeInstanceRole
ReleaseVersion : 1.14.7-20190927
RemoteAccess
Resources
ScalingConfig : Amazon.EKS.Model.NodegroupScalingConfig
Status : CREATING
Subnets : {subnet-0d1a9fff35efa7691, subnet-0a3f4928edbc224d4}

Tags : {3
Version : 1.14
« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateNodegroup= & Z35HA|

(@}

L.

Remove-EKSCluster

C}2 T E 0| A|= Remove-EKSClusterQ| Al g2 HoiEL|Cl.

Tools for PowerShell V4

M

ofl X 1: O] cmdlet Amazon EKS 2{AE 7AEE Z 7|2 AN LICE.

Remove-EKSCluster -Name "DEV-KUBE-CL"

2.
—.

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EKSCluster (DeleteCluster)" on target "DEV-KUBE-

cL".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): Y

Arn : arn:aws:eks:us-west-2:012345678912:cluster/DEV-KUBE-CL

CertificateAuthority : Amazon.EKS.Model.Certificate

ClientRequestToken

CreatedAt : 12/25/2019 9:33:25 AM

Endpoint : https://02E6D31E3E4F8C15D7BE7F58D527776A.y14 . us-

west-2.eks.amazonaws.com

Identity : Amazon.EKS.Model.Identity
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Logging : Amazon.EKS.Model.Logging

Name : DEV-KUBE-CL

PlatformVersion : eks.7

ResourcesVpcConfig : Amazon.EKS.Model.VpcConfigResponse

RoleArn : arn:aws:iam::012345678912:role/eks-iam-role
Status : DELETING

Tags : {3

Version : 1.14

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteClusterg & Z5HM 2.

Remove-EKSFargateProfile

CH2 Z = o A= Remove-EKSFargateProfilel| AIE WS HoiELICH.

Tools for PowerShell V4

oflAl| 1:0] cmdlet® AWS Fargate ZZ I} & ArK|gt

= 2! e
I UE ALE5to] 4 El Fargateo M ™ S 2E

o

IH

=

ol

L|Ct Fargate ZTZ It Abx||5HH
ZETt ARIELCH

Remove-EKSFargateProfile -FargateProfileName "EKSFargate" -ClusterName "TEST"

£3:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EKSFargateProfile (DeleteFargateProfile)" on target
"EKSFargate".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"YM):Y

ClusterName : TEST
CreatedAt : 12/26/2019 12:34:47 PM
FargateProfileArn : arn:aws:eks:us-east-2:012345678912:fargateprofile/TEST/

EKSFargate/42b7al119-el16b-a279-ce97-bdf303adec92
FargateProfileName : EKSFargate

PodExecutionRoleArn : arn:aws:iam::012345678912:role/
AmazonEKSFargatePodExecutionRole

Selectors : {Amazon.EKS.Model.FargateProfileSelector}

Status : DELETING

Subnets : {subnet-0cd976f08d5fbfaae, subnet-02f6ff500ff2067a0}
Tags : {3
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« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteFargateProfileg & &5t
NL.

Remove-EKSNodegroup
CtZ ZE o Al= Remove-EKSNodegroupl| AH& S HoiEL|Ct.
Tools for PowerShell V4
O Al 1: O] cmdlet2 EHAE{0| CHE Amazon EKS = E O &2 AMMIFLICEH
Remove-EKSNodegroup -NodegroupName "ProdEKSNodeGroup" -ClusterName "PROD"

2.
—.

M

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-EKSNodegroup (DeleteNodegroup)" on target

"ProdEKSNodeGroup".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'): Y

AmiType : AL2_x86_64

ClusterName : PROD

CreatedAt : 12/25/2019 10:16:45 AM

DiskSize : 40

Health : Amazon.EKS.Model.NodegroupHealth

InstanceTypes : {t3.large}

Labels : {3

ModifiedAt . 12/25/2019 11:01:16 AM

NodegroupAzrn : arn:aws:eks:us-west-2:012345678912:nodegroup/PROD/

ProdEKSNodeGroup/7eb79e47-82b6-04d9-e984-95110db6fa85
NodegroupName : ProdEKSNodeGroup

NodeRole : arn:aws:iam::012345678912:role/NodeInstanceRole
ReleaseVersion : 1.14.7-20190927

RemoteAccess

Resources : Amazon.EKS.Model.NodegroupResources

ScalingConfig : Amazon.EKS.Model.NodegroupScalingConfig

Status : DELETING

Subnets : {subnet-0d1a9fff35efa7691, subnet-0a3f4928edbc224d4}
Tags : {3

Version : 1.14
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02

A

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteNodegroup2 & &5t

x

o

Remove-EKSResourceTag
CHE Z = o A|= Remove-EKSResourceTagl| AFHE &HE Eo{FLICH

Tools for PowerShell V4

oflA| 1: 0| cmdlet EKS Z|AANAM X|HE EjTE AMAN|EFL|CE

Remove-EKSResourceTag -ResourceArn "arn:aws:eks:us-west-2:012345678912:cluster/PROD"
-TagKey "Name"

2d.
—.

M

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EKSResourceTag (UntagResource)" on target
"arn:aws:eks:us-west-2:012345678912:cluster/PROD".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

« APl M8 HE = AWS Tools for PowerShell Cmdlet & £ (V4)2| UntagResource& & =X

=

tMl2.

ol

Update-EKSClusterConfig

=

CH2 Z & o Al= Update-EKSClusterConfigl| AFHE &S Eo{FLICt
Tools for PowerShell V4

od Al 1: Amazon EKS 2{AE M4 UO|o|EELIC YO|0|E ol ZHAEI AL &g
L|CH.

Update-EKSClusterConfig -Name "PROD" -Logging_ClusterlLogging
@{Types="api", "audit", "authenticator", "controllerManager", "scheduler",Enabled="True"}

2.
—.

T

CreatedAt : 12/25/2019 5:03:07 PM
Errors {3

Id : ee708232-7d2e-4ed7-9270-d0b5176f0726
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Params : {Amazon.EKS.Model.UpdateParam}
Status : InProgress
Type : LoggingUpdate

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UpdateClusterConfig& & &5t
M.

Update-EKSClusterVersion
CH2 ZE o Al= Update-EKSClusterVersionQ| AHE &2 Eo{FELICH.
Tools for PowerShell V4

of|A| 1: O] cmdlet= Amazon EKS 22{AEE X|™HEl Kubernetes HEH 2 2 LH|0|E&LICH A
O|lE B0 EHAEI}I A& =& &L Ct

Update-EKSClusterVersion -Name "PROD-KUBE-CL" -Version 1.14

2.
—.

T

CreatedAt : 12/26/2019 9:50:37 AM

Errors : {3

Id : efl86eff-3b3a-4c25-bcfc-3dcdf9e898a8

Params : {Amazon.EKS.Model.UpdateParam, Amazon.EKS.Model.UpdateParam}
Status : InProgress

Type : VersionUpdate

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| UpdateClusterVersiong & X
MNE.

F

ol

Tools for PowerShell V4& A& & Elastic Load Balancing - 7% 1

Ct2 ZE oX|0f = Elastic Load Balancing - H7 11+ & 74 AWS Tools for PowerShell V4& A& &t
0 S =5t T UEMOI ALIZ|R & Fodsts WS EoiELIch

2 it T2 oM Y S I =E0|0H HEAEN 3 A-SHOF FLICH 242 71 MH|A
g8 HYUMoR S &5t WHE EoiFH & AlLt2Z|e] HEAEN & EHYE = = UaL
Ct.

Elastic Load Balancing - 7 1 490
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7h Z3txlo] Qlom, of7 |0l M HEAEN & A EE MH5}
2
=

Add-ELBLoadBalancerToSubnet
CHS 3 E o A|= Add-ELBLoadBalancerToSubnet Q| AF2 e HoiFL|C}.
Tools for PowerShell V4

ol 1: O] KMo ME XM= 2= gz Mol CHaH A E MEY MEH XIHE MEUS FIHEL
Ct. £3ofl= A MEW SFo0| Z&ELCH

Add-ELBLoadBalancerToSubnet -LoadBalancerName my-load-balancer -Subnet
subnet-12345678

2d.
—.

T

subnet-12345678
subnet-87654321

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
AttachLoadBalancerToSubnets2 & X 35tM| 2.

Add-ELBResouxrceTag
CHE Z = o Al= Add-ELBResourceTagl| AFHE &S Eo{FLIC)H
Tools for PowerShell V4

oAl 1: O] A= XIHE Ef2E XIHE 2= WAHMO| F7HELICE O] MM AR SHE F
F0{= PowerShell EHZ1 3 O|&t0| 2 &FLC}.

Add-ELBResourceTag -LoadBalancerName my-load-balancer -Tag
@{ Key="project";Value="1lima" },@{ Key="department";Value="digital-media" }

I
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0d| K| 2: PowerShell {7 204X Tag Zt2tO|E{of| CHSH EH 1 E 445217 New-ObjectE AtE3H Ok
gt

$tag = New-Object Amazon.ElasticlLoadBalancing.Model.Tag
$tag.Key = "project"

$tag.value = "lima"

Add-ELBResourceTag -LoadBalancerName my-load-balancer -Tag $tag

o

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| AddTags& & Z A

Disable-ELBAvailabilityZoneForLoadBalancer

CH2 ZE o Al= Disable-ELBAvailabilityZoneForLoadBalancerQ| At &S Eo{EL
Ct.

Tools for PowerShell V4

oAl 1: o] MM = X|HE 2= WHMUM X|HE 718 SA9E MAHELICH 30l LIHE]
7t& 0| ZeELcH

Disable-ELBAvailabilityZoneForLoadBalancer -LoadBalancerName my-load-balancer -
AvailabilityZone us-west-2a

24.
.

M

us-west-2b

« APl M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DisableAvailabilityZonesForlLoadBalancerE & X 3stMIL.

Dismount-ELBLoadBalancexrFromSubnet
C}2 T E of|A|l= Dismount-ELBLoadBalancerFromSubnetQ| At g HoiEL|C}.
Tools for PowerShell V4

oAl 1: o] MM E RIHE 2ZE
LIct 240l LtHX| MEYo| =g LIt

w2 Aol CHal T AIE MES MEOIM XIRE MEWS MHE

£
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Dismount-ELBLoadBalancerFromSubnet -LoadBalancerName my-load-balancer -Subnet
subnet-12345678

2d.
.

M

subnet-87654321

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)2|
DetachlLoadBalancerFromSubnets2 & X3HM| 2.

Edit-ELBLoadBalancerAttribute

CtS 3= o A|l= Edit-ELBLoadBalancerAttributel| Al EEd2 Ho{FL|C}.

Tools for PowerShell V4

oAl 1: o] MM = X|HE == W Aol CHsl LAt B =& WS -3 HELic

Edit-ELBLoadBalancerAttribute -LoadBalancerName my-load-balancer -
CrossZonelLoadBalancing_Enabled $true

oA 2: o] Mo MHE KIHE 2 oMol CHE 214 =2fol'd e HIE gEtELct

Edit-ELBLoadBalancerAttribute -LoadBalancerName my-load-balancer -
ConnectionDraining_Enabled $false

oA 3: O] Mo M= XIHE 2 ZHA0f CHEF AMA 22 S8t EL/ct

Edit-ELBLoadBalancerAttribute -LoadBalancerName my-load-balancer °
>> -AccessLog_Enabled $true °

>> -AccesslLog_S3BucketName amzn-s3-demo-logging-bucket °

>> -AccesslLog_S3BucketPrefix my-app/prod °

>> -AccesslLog_EmitInterval 60

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifylLoadBalancerAttributes &

xl-?t°|.k||o

Enable-ELBAvailabilityZoneForLoadBalancer

CIS ZE o Al= Enable-ELBAvailabilityZoneForLoadBalancer®| AtS BE12 Eo{EL|C}
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Tools for PowerShell V4

oA 1: o]l MM E XIHE 2 Mol XIHE 718 &
of MAl|l =5 o| ZFELICH

mjo
b
N
o
-
o
[
o
=
rr
N
oo
02
12

Enable-ELBAvailabilityZoneForLoadBalancer -LoadBalancerName my-load-balancer -
AvailabilityZone us-west-2a

2.
—.

T

us-west-2a
us-west-2b

« API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2|
EnableAvailabilityZonesForLoadBalancerg& & Z3tM| 2

Get-ELBInstanceHealth
CIS I E o A|= Get-ELBInstanceHealthQl A2 HEdg Eoi{FLICt.
Tools for PowerShell V4

oAl 1: O] oM = X|HE =& HWHAMo| SFE QAARA S| HEfE HHFLICH

Get-ELBInstanceHealth -LoadBalancerName my-load-balancer

=4
= 1.
Description Instanceld ReasonCode
State
N/A i-87654321 N/A
InService
Instance has failed at lea... i-12345678 Instance
OutOfService

oAl 2: ol oMolM= X|EE ZE WHMo| SFE(o] Ue KIHE QULAEAS| HEfE DHFLICH

Get-ELBInstanceHealth -LoadBalancerName my-load-balancer -Instance i-12345678
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oKl 3: o oiMolM= RIGE QIAHAOf A EHOI| CHEF MA DTS EAIELICEH

(Get-ELBInstanceHealth -LoadBalancerName my-load-balancer -Instance
1-12345678) .Description

2d.
.

Y]

Instance has failed at least the UnhealthyThreshold number of health checks
consecutively.

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelnstanceHealthE & &
StMI2.

Get-ELBLoadBalancer
CI2 I E O Al= Get-ELBLoadBalancerQ| AF gHE12 Ho{FL|C}.
Tools for PowerShell V4

oA 1: o] iAol MHE 2= WMLl O|F S LA LICH.
Get-ELBLoadBalancer | format-table -property LoadBalancerName

2d.
.

T

LoadBalancerName
my-load-balancer
my-other-load-balancer
my-internal-load-balancer

>
u]

oAl 2: O] XM= RIHE BE WHME HHFLICH
Get-ELBLoadBalancer -LoadBalancerName my-load-balancer

2d.
—.

T

AvailabilityZones : {us-west-2a, us-west-2b}
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BackendServerDescriptions :
{Amazon.ElasticlLoadBalancing.Model.BackendServerDescription}

CanonicalHostedZoneName : my-load-balancer-1234567890.us-west-2.elb.amazonaws.com
CanonicalHostedZoneNameID : Z3DZXEQEXAMPLE

CreatedTime : 4/11/2015 12:12:45 PM

DNSName : my-load-balancer-1234567890.us-west-2.elb.amazonaws.com
HealthCheck : Amazon.ElasticlLoadBalancing.Model.HealthCheck

Instances : {i-207d9717, i-afefb49b}

ListenerDescriptions : {Amazon.ElasticlLoadBalancing.Model.ListenerDescription}
LoadBalancerName : my-load-balancer

Policies : Amazon.ElasticlLoadBalancing.Model.Policies

Scheme : internet-facing

SecurityGroups : {sg-a61988c3}

SourceSecurityGroup : Amazon.ElasticlLoadBalancing.Model.SourceSecurityGroup
Subnets : {subnet-15aaab61}

VPCId : vpc-a01106¢c2

oA 3:0] oMol MHE BM AWS 2Tl RE 2ZE WEHME HEELICH
Get-ELBLoadBalancer

oX| 4: O] MM = AL 7t5EH ZE AWS E2IXe| ZE 2E WHAME HHELCH.
Get-AWSRegion | % { Get-ELBLoadBalancer -Region $_ }

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeloadBalancers& & &
StA2.

Get-ELBLoadBalancerAttribute
Ct2 3 E o A|E= Get-ELBLoadBalancerAttributel| At HE{E2 Ho{=L|Ct.
Tools for PowerShell V4

oA 1: O]l MM = XIHE 2= WEHAML| £H8 dHTLICL
Get-ELBLoadBalancerAttribute -LoadBalancerName my-load-balancer

2d.
.

T

Accesslog : Amazon.ElasticlLoadBalancing.Model.Accesslog
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ConnectionDraining : Amazon.ElasticlLoadBalancing.Model.ConnectionDraining
ConnectionSettings : Amazon.ElasticLoadBalancing.Model.ConnectionSettings

CrossZonelLoadBalancing : Amazon.ElasticlLoadBalancing.Model.CrossZonelLoadBalancing

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2|
DescribeLoadBalancerAttributesE & X 5HA| 2.

Get-ELBLoadBalancerPolicy
CH2 ZE o A|= Get-ELBLoadBalancerPolicyf| AHE g EoiFL|CH
Tools for PowerShell V4

oAl 1: O] MM = X|HE Z& WAt AAE HHS dHELICH

Get-ELBLoadBalancerPolicy -LoadBalancerName my-load-balancer

=a4.

= -
PolicyAttributeDescriptions PolicyName
PolicyTypeName
{ProxyProtocol} my-ProxyProtocol-policy

ProxyProtocolPolicyType
{CookieName} my-app-cookie-policy
AppCookieStickinessPolicyType

>
m]

oAl 2: o] MMM = X|HE Mol 48 HHFLICH

(Get-ELBLoadBalancerPolicy -LoadBalancerName my-load-balancer -PolicyName my-
ProxyProtocol-policy).PolicyAttributeDescriptions

2d.
—.

M

AttributeName AttributeValue

ProxyProtocol true

£
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oAl 3: O] oAM= ME HHS
= ELBSample- S A7} Q& LICEH

Get-ELBLoadBalancerPolicy

£24:

PolicyAttributeDescriptions PolicyName
PolicyTypeName

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSecurityPolicy-2015-05
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSecurityPolicy-2015-03
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSecurityPolicy-2015-02
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSecurityPolicy-2014-10
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSecurityPolicy-2014-01
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSecurityPolicy-2011-08
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSample-ELBDefaultCipherPolicy
SSLNegotiationPolicyType

{Protocol-SSLv2, Protocol-TLSvl, Pro... ELBSample-OpenSSLDefaultCipherPolicy
SSLNegotiationPolicyType

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribeLoadBalancerPoliciesE & X5tM 2.

Get-ELBLoadBalancerPolicyType
CH2 ZE o Al= Get-ELBLoadBalancerPolicyTypel| Al &g HoiELICH
Tools for PowerShell V4

04X 1: O] oi M|l A= Elastic Load Balancingdl M X|5t= EAM RS 7I XS LICT

Get-ELBLoadBalancerPolicyType
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2.
—.

T

Description PolicyAttributeTypeDescriptions
PolicyTypeName

Stickiness policy with session lifet... {CookieExpirationPeriod}
LBCookieStickinessPolicyType

Policy that controls authentication ... {PublicKeyPolicyName}
BackendServerAuthenticationPolicyType

Listener policy that defines the cip... {Protocol-SSLv2, Protocol-TLSvl, Pro...
SSLNegotiationPolicyType

Policy containing a list of public k... {PublicKey}
PublicKeyPolicyType

Stickiness policy with session lifet... {CookieName}
AppCookieStickinessPolicyType

Policy that controls whether to incl... {ProxyProtocol}
ProxyProtocolPolicyType

oAl 2: o] oM = X HE M RES dTELICH

Get-ELBLoadBalancerPolicyType -PolicyTypeName ProxyProtocolPolicyType

£24:

Description PolicyAttributeTypeDescriptions
PolicyTypeName

Policy that controls whether to incl... {ProxyProtocol}
ProxyProtocolPolicyType

oilAl 3: o] MMM = XIHE A R

0%

off CHEH A dEE EAIRLICEH
(Get-ELBLoadBalancerPolicyType -PolicyTypeName).Description
=h|

ég =.

Policy that controls whether to include the IP address and port of the originating
request for TCP messages.
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This policy operates on TCP/SSL listeners only

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
DescribelLoadBalancerPolicyTypes2 & = 35HA|2.

Get-ELBResourceTag
CH2 Z = o Al= Get-ELBResourceTagl| AFHE &S Eo{FLICH
Tools for PowerShell V4

oA 1: o]l Mo MHE XIHE 2 SOl EfT & LEd gL

Get-ELBResourceTag -LoadBalancerName @("my-load-balancer", "my-internal-load-
balancer")

=e2d.

= —1-
LoadBalancerName Tags
my-load-balancer {project, department}
my-internal-load-balancer {project, department}

oAl 2: O] MM E XIEE 2= WHMO| B2 E dHELICH

(Get-ELBResourceTag -LoadBalancerName my-load-balancer).Tags

=ag4.

= —1-
Key Value
project lima
department digital-media

« API M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTagsE & X HMIL.

Join-ELBSecurityGroupToLoadBalancer

CI2 ZE o Al= Join-ELBSecurityGroupToLoadBalancer@| Al ¥ Z Ho{FLICI

A
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HEl ot g

Tools for PowerShell V4
oflX 1: O| Mo MHE X|HE 2

o] CHEt

LICtH
Join-ELBSecurityGroupToLoadBalancer -LoadBalancerName my-load-balancer -

SecurityGroup sg-87654321

=ad.
= 1.
sg-87654321
o)l 2: Bxf Ot IEE RXlStD F7t Eot Q8 S KM JIZE Eot 28D M 2ot 08
25 X|EELCH
Join-ELBSecurityGroupToLoadBalancer -LoadBalancerName my-load-balancer -
SecurityGroup @("sg-12345678", '"sg-87654321")
=24
= -
sg-12345678
sg-87654321
« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
ApplySecurityGroupsTolLoadBalancerg & = 35HA[2.
New-ELBAppCookieStickinessPolicy
CH2 ZE o Al= New-ELBAppCookieStickinessPolicy2| A2 g HoiE LI}
12 M2 & AE|7| Mg

Tools for PowerShell V4
e 70| AE|F| MM

oA 1: o] o Aof M= XIHE ofE2|7 0|
Hdgfict
New-ELBAppCookieStickinessPolicy -LoadBalancerName my-load-balancer -PolicyName my-

app-cookie-policy -CookieName my-app-cookie

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9|
CreateAppCookieStickinessPolicy& & ZstMI2.
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New-ELBLBCookieStickinessPolicy

CHS ZE o A= New-ELBLBCookieStickinessPolicyQ| AHE &g Ho{FLICH.

Tools for PowerShell V4

oflxfl 1: o] Mol M= AE|Z| MM =FHo| X[HE BtE 7|ZHEZ)2 2 Motz AE|7| HAg 4

o T o o
gfLch.

New-ELBLBCookieStickinessPolicy -LoadBalancerName my-load-balancer -PolicyName my-
duration-cookie-policy -CookieExpirationPeriod 60

oAl 2: O] KoM= AE[7| M4 +=THO| EEtRK 2| +F(ALE X o0|ME)2 2 Mo{E|= AE|

7| 4 g dggct.

New-ELBLBCookieStickinessPolicy -LoadBalancerName my-load-balancer -PolicyName my-
duration-cookie-policy

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
CreateLbCookieStickinessPolicyE & X 3tM|2.

New-ELBLoadBalancer

C}2 T E 0| A|= New-ELBLoadBalancerl| Al HlEd

mo
HL
L
I
r
o

Tools for PowerShell V4

of Al 1: O] oMo M= VPCO| HTTP ElAL{7} g 2EE WHME MAstL|Ct.

$httpListener = New-Object Amazon.ElasticLoadBalancing.Model.Listener
$httpListener.Protocol = "http"

$httpListener.LoadBalancerPort = 80

$httpListener.InstanceProtocol = "http"

$httpListener.InstancePort = 80

New-ELBLoadBalancer -LoadBalancerName my-vpc-load-balancer -SecurityGroup sg-
a61988c3 -Subnet subnet-15aaab6l -Listener $httpListener

my-vpc-load-balancer-1234567890.us-west-2.elb.amazonaws.com

0d| A 2: O] oMol A= EC2-ClassicOll HTTP E|lAL{7t /i 2E WHME A LCt.
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New-ELBLoadBalancer -LoadBalancerName my-classic-load-balancer -AvailabilityZone us-
west-2a’ -Listener $httpListener

£24:

my-classic-load-balancer-123456789.us-west-2.elb.amazonaws.com
oA 3: O] X[l MHE HTTPS El&L7F (s 2E WHME e LICH

$httpsListener = New-Object Amazon.ElasticLoadBalancing.Model.Listener

$httpsListener.Protocol = "https"

$httpsListener.LoadBalancerPort = 443

$httpsListener.InstanceProtocol = "http"

$httpsListener.InstancePort = 80

$httpsListener.SSLCertificateId="arn:aws:iam::123456789012:server-certificate/my-

server-cert"

New-ELBLoadBalancer -LoadBalancerName my-load-balancer -AvailabilityZone us-west-2a
-Listener $httpsListener

my-load-balancer-123456789.us-west-2.elb.amazonaws.com

P

o

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateLoadBalancerg &%
MNE.

New-ELBLoadBalancerListener
C}2 T E 0| A|= New-ELBLoadBalancerListenerQ| Al g2 HoiEL|Cl.
Tools for PowerShell V4

oAl 1: O] oMol MHE HTTPS E|AHE XIHEl 2E W Mof F7HEhL(ch.

$httpsListener = New-Object Amazon.ElasticloadBalancing.Model.Listener
$httpsListener.Protocol = "https"

$httpsListener.LoadBalancerPort = 443

$httpsListener.InstanceProtocol = "https"

$httpsListener.InstancePort = 443
$httpsListener.SSLCertificateId="arn:aws:iam::123456789012:server-certificate/my-
server-cert"

New-ELBLoadBalancerListener -LoadBalancerName my-load-balancer -Listener
$httpsListener
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« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreatelLoadBalancerListenersE
HESIMR.

New-ELBLoadBalancexPolicy

CIE ZE oAl=

New-ELBLoadBalancerPolicyQ| Al& &i2 EoiFEL|CH

Tools for PowerShell V4

2E

oAl 1: O] AMoM= X|HE 2= W Aol CHEF A =

EAZEEE MHAS MAME
$attribute =

New-Object Amazon.ElasticlLoadBalancing.Model.PolicyAttribute -Property
e{

AttributeName="ProxyProtocol"
AttributeValue="True"

}
New-ELBLoadBalancerPolicy -LoadBalancerName my-load-balancer -PolicyName my-

ProxyProtocol-policy -PolicyTypeName ProxyProtocolPolicyType -PolicyAttribute
$attribute

- APIHE HE
kol

M E = AWS Tools for PowerShell Cmdlet & &t
Z A

Z=(V4)2| CreateLoadBalancerPolicy &

Register-ELBInstanceWithLoadBalancer

Clg 2E

| Al= Register-ELBInstanceWithLoadBalancer®| Al &2 EoiEFL|CH
Tools for PowerShell V4

oflAl 1: o] | ME RIHEIEC2 ©

QIAHAE XIHE 2 WalMol SSELICH

Register-ELBInstanceWithLoadBalancer -LoadBalancerName my-load-balancer -Instance
i-12345678

2d.
.

T

Instanceld

1-12345678
1-87654321
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« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
RegisterinstancesWithLoadBalancerg & Z3tA|2.

Remove-ELBInstanceFromLoadBalancer

Ct2 T E o A|l= Remove-ELBInstanceFromLoadBalancerl| At

Tools for PowerShell V4

oAl 1: O] YR M=

X =
EE &7 XIFstx| ek & &do| T™E|7| Mol el =&

WS HoiELICh

Remove-ELBInstanceFromLoadBalancer -LoadBalancerName my-load-balancer -Instance

1-12345678

£3:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ELBInstanceFromLoadBalancer
(DeregisterInstancesFromLoadBalancer)" on Target

"Amazon.ElasticlLoadBalancing.Model.Instance".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend
IIYII ) :

Instanceld

1-87654321

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2|
DeregisterInstancesFromLoadBalancerg& & X 35HM 2.

[?] Help (default is

Remove-ELBLoadBalancer

CI2 FE o A|E Remove-ELBLoadBalancer| At

Tools for PowerShell V4

of|A| 1: O] NI E= xl
Aol TI™E[Z| Mo =

rO 0>|
| T
Hu
[n
nE
rl'U
x
1]
1z
z
nor

WS HoiELIch

FLICH Force ZIZtO|E{E

2R RSES

15t X

tX| ef=

|HE EC2 QIAHAE X|HE 2E WHMO|AM XMZHELICH Force Zt2t0O|
< ZEJt EAIELICH

o
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Remove-ELBLoadBalancer -LoadBalancerName my-load-balancer

2.
.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ELBLoadBalancer (DeletelLoadBalancer)" on Target "my-

load-balancer".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DeleteLoadBalancer& & X 5tAl|
o

L.

Remove-ELBLoadBalancerListener

o4& LICt.

0L
It
mjo
HL

C}S I E o A|= Remove-ELBLoadBalancerListener| Al
Tools for PowerShell V4

of|A| 1: O] o A|0d| A
8 XIH5HX| et

roII rr

X|&H=l E 800{M 2|AL{E AMA|EFLICE Force TIEHOIE{E
xS ale) ._|§§EI7I Moj &ol 2 x EJ| EAIEL|CH

Remove-ELBLoadBalancerListener -LoadBalancerName my-load-balancer -LoadBalancerPort
80

2.
—.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ELBLoadBalancerListener (DeletelLoadBalancerListeners)"
on Target "80".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| Deletel oadBalancerListeners&

XM L.

bal
-
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Remove-ELBLoadBalancexPolicy

Ct2 ZE 0 Al= Remove-ELBLoadBalancerPolicy2| AHE Y S Eo{F LI}

Tools for PowerShell V4

o & 1: o] oMM E XIHE 2E WRHMolM XIHE HAMS ARFLICH Force THEtOIEIE B
XHstx| ef= B 2fdo| TIAE|7| ™ol &l ZF/FZE T EAIFLICH

Remove-ELBLoadBalancerPolicy -LoadBalancerName my-load-balancer -PolicyName my-
duration-cookie-policy

2d.
.

T

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ELBLoadBalancerPolicy (DeletelLoadBalancerPolicy)" on
Target "my-duration-cookie-policy".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteLoadBalancerPolicy & &
el Ol'k” O

Remove-ELBResourceTag

CH2 ZE 0 Al= Remove-ELBResourceTagl| AHE Y S Eo{F LI}

Tools for PowerShell V4

oAl 1: O] oAM= R|HE Ef2E RHE 2E WH M| A M 7HELIC}. Force TH2tOIE{E &7
X|Z5t K| ot = B Zhdo| FIME|7| XMof| &0l ZEZ EJ} EA|IE/LICE O] Ao At St &2
0ll= PowerShell %1 3 O|4f0| e L|C}.

Remove-ELBResourceTag -LoadBalancerName my-load-balancer -Tag @{ Key="project" }

2.
—.

Y]

Confirm
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[S] Suspend [?] Help (default is
5l oF

Performing the operation "Remove-ELBResourceTag (RemoveTags)" on target
5t24™ New-ObjectE Al

E AHAA
= oo

™ 4)
Are you sure you want to perform this action?
[L] No to All

ZotA

AWS Tools for PowerShell (H4
"Amazon.ElasticlLoadBalancing.Model.TagKeyOnly
[N] No
=}
=

[A] Yes to All

[Y] Yes
IIYII ) :
0 Al 2: PowerShell HHE 204 M Tag Zt2t0O|E{oil CH3H EHT
New-Object Amazon.ElasticlLoadBalancing.Model.TagKeyOnly
H = AWS Tools for PowerShell Cmdlet & Z=(V4)2| RemoveTags&

gruct,
$tag =
$tag.Key = "project"
Remove-ELBResourceTag -Tag $tag -Force
- API A2 HE
Set-ELBHealthCheck
Set-ELBHealthCheck2| AtE &2 Eo{ELICt
Mo CHet & Ef =l MdEg gL

oAl=

o2 =
Tools for PowerShell V4
olx 1: o] iAol M= XIHE 2
Set-ELBHealthCheck -LoadBalancerName my-load-balancer

-HealthCheck_HealthyThreshold 2
-HealthCheck_UnhealthyThreshold 2
-HealthCheck_Target "HTTP:80/ping"

>>

>>
-HealthCheck_Interval 30

-HealthCheck_Timeout 3

q

(@)
S,

>>
>>
>>
=a4.
= "1
HealthyThreshold : 2
Interval : 30
Target : HTTP:80/ping
Timeout 3
UnhealthyThreshold : 2
« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ConfigureHealthCheck &
He.
508
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Set-ELBLoadBalancerListenexrSSLCexrtificate

C}2 T E of|A|= Set-ELBLoadBalancerListenerSSLCertificatel| Al g2 EHoiEL|Cl.

Tools for PowerShell V4

oAl 1: O MM = RIHE ElAL{of CHEF SSL A E S=ste QUSAME CHAELICH

Set-ELBLoadBalancerlListenerSSLCertificate -LoadBalancerName my-load-balancer °
>> -lLoadBalancerPort 443 °

>> -SSLCertificateId "arn:aws:iam::123456789012:server-certificate/new-server-cert"

« API M| HEE AWS Tools for PowerShell Cmdlet & Z(V4)2]
SetLoadBalancerListenerSsiCertificate & & X 35tAM| 2.

Set-ELBLoadBalancerPolicyForBackendServer

CH2 ZE o A|E Set-ELBLoadBalancerPolicyForBackendServer2| A e

lI_._
mjo
HL

o1& L|ctH

Tools for PowerShell V4

oAl 1: o] IMoM=E XIEE ZES

0
12
mjo
A
0x
i
0x
12
|0
HU
]
>
o
rC
ful

Set-ELBLoadBalancerPolicyForBackendServer -LoadBalancerName my-load-balancer -
InstancePort 80 -PolicyName my-ProxyProtocol-policy

o T

oAl 2: O] oMol M= RIHE ZEQ AT ZE HAME MAHELICH

Set-ELBLoadBalancerPolicyForBackendServer -LoadBalancerName my-load-balancer -
InstancePort 80

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
SetLoadBalancerPoliciesForBackendServerE & X sHMI2.

Set-ELBLoadBalancexPolicyOfListener
CH2 ZE o A|E= Set-ELBLoadBalancerPolicyOfListener2| AIE g HoiELICH.
Tools for PowerShell V4

oAl 1: O] dlMoM= X|IHE 2lal{e] HHME X|HE HHo 2 CHAELICH

| — 11—
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Set-ELBLoadBalancerPolicyOfListener -LoadBalancerName my-load-balancer -
LoadBalancerPort 443 -PolicyName my-SSLNegotiation-policy

oAl 2: o] oMolM= XIEE Blal{et HAEE 2E HHE M7 LI

Set-ELBLoadBalancerPolicyOflListener -LoadBalancerName my-load-balancer -
LoadBalancerPort 443

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)9]
SetlLoadBalancerPoliciesOfListenerE & X 5tM| 2.

Tools for PowerShell V4& AI-& £ Elastic Load Balancing - H{%1 2
od| |

CH2 ZE o A0l ME Elastic Load Balancmg 7 22} &H7A AWS Tools for PowerShell V4AE AL 35t
0 IS st UEHQI ALIZ|RE F3sts W2 Eo{ELICh
e it 2 Z2aolM YA T=0IH HEAE| 23 A&soF BLICH 22 JHE MH|A
FHE AYUMoR S &S WHE HoiFH & AlLtzZ|o| HEAEN Ir= U2 = = UEL
Ct.
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Add-ELB2ListenerCertificate

CI2 3 E o A|= Add-ELB2ListenerCertificate| A

oo
0L
Iz
mo
HL
i
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r
[ul

Tools for PowerShell V4

oAl 1: o] AMoM= X|HE ElAaL{o FIF QIS ME FIHELICH

Add-ELB2ListenerCertificate -ListenerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener/app/test-alb/3651b4394dd9a24f/38731123b98f7618"' -
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Certificate @{CertificateArn = 'arn:aws:acm:us-
east-1:123456789012:certificate/19478bd5-491d-47d4-b1d7-5217febald97'}

2.
—.

T

CertificateArn
IsDefault

arn:aws:acm:us-east-1:123456789012:certificate/19478bd5-491d-47d4-b1d7-5217febald97
False

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| AddListenerCertificatesE &&=
StM 2.

Add-ELB2Tag
CHE Z = o Al= Add-ELB2Tagl| A8 g HoiELICH.
Tools for PowerShell V4

oA 1: o] od| Kol M= X|'HEl AWS.Tools.ElasticLoadBalancingV2 2|AA0 M EYIE F
7Heruct.

Add-ELB2Tag -ResourceArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f' -Tag e{Key =
'productVersion'; Value = '1.0.0'}

« APl A& HE = AWS Tools for PowerShell Cmdlet & Z=(V4)2| AddTagsE XML

Edit-ELB2Listener
CIS 3 E oA|E Edit-ELB2Listenerl| AFE &S Ho{ELIC|
Tools for PowerShell V4

oAl 1: o] doM=E X|HE 2l 7|2 HYe 17 SHez +EELCHL

$newDefaultAction = [Amazon.ElasticlLoadBalancingV2.Model.Action]e{

£
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"FixedResponseConfig" = @{

"ContentType" = "text/plain"
"MessageBody" = "Hello World"
"StatusCode" = "200"

}
"Type" = [Amazon.ElasticlLoadBalancingV2.ActionTypeEnum]::FixedResponse

Edit-ELB2Listener -ListenerArn 'arn:aws:elasticloadbalancing:us-

east-1:123456789012:1istener/app/testALB/3e2f03b558e19676/d19f2f14974db685"' -Port
8080 -DefaultAction $newDefaultAction

=ed.
= 1.
Certificates : {3
DefaultActions : {Amazon.ElasticlLoadBalancingV2.Model.Action}
ListenerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/

testALB/3e2f03b558e19676/d19f2f14974db685
LoadBalancerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/
app/testALB/3e2f03b558e19676

Port . 8080
Protocol : HTTP
Ss1lPolicy

« APl M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifyListenerg & Z5tM 2.

Edit-ELB2LoadBalancerAttribute
Cl2 ZE o A|E Edit-ELB2LoadBalancerAttributel| A2 EH2 EoiELIC}
Tools for PowerShell V4

oAl 1: o] oM = X|HE 2= W Ao

JP)

Mg +HHLC

Edit-ELB2LoadBalancerAttribute -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f' -Attribute @{Key =
'deletion_protection.enabled'; Value = 'true'}

2d.
.

Y]

Key Value

£
e
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deletion_protection.enabled true
access_logs.s3.enabled false
access_logs.s3.bucket

access_logs.s3.prefix

idle_timeout.timeout_seconds 60
routing.http2.enabled true
routing.http.drop_invalid_header_fields.enabled false

« APl M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifylLoadBalancerAttributes &
FZSHM L.

Edit-ELB2Rule
Cl2 T E o A|E Edit-ELB2Rulel| At Wi HoiEL|Ct.
Tools for PowerShell V4

oAl 1:0] oMo ME XIFEE ElAL #& FHE SHELICH

$newRuleCondition = [Amazon.ElasticlLoadBalancingV2.Model.RuleCondition]e{
"PathPatternConfig" = @{
"Values" = "/loginl","/login2","/login3"
}
"Field" = "path-pattern"

Edit-ELB2Rule -RuleArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener-rule/app/testALB/3e2f03b558e19676/1c84f02aecl43e80/
f4f51dfaad33a8cc' -Condition $newRuleCondition

2d.
.

M

Actions : {Amazon.ElasticlLoadBalancingV2.Model.Action}

Conditions : {Amazon.ElasticlLoadBalancingV2.Model.RuleCondition}

IsDefault : False

Priority . 10

RuleArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/
testALB/3e2f03b558e19676/1c84f02aecls3e80/f4f51dfaa®33a8cc

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z&(V4)2| ModifyRuleg & Z 5N 2.
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Edit-ELB2TargetGroup
CHE ZE o|Al= Edit-ELB2TargetGroupl| AHS YEE Eo{FLICH.
Tools for PowerShell V4

oAl 1: o] dMoM=E X|HE CHY 252 46 +EELICH

Edit-ELB2TargetGroup -TargetGroupArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/test-tg/a4e04b3688bel970"' -HealthCheckIntervalSecond
60 -HealthCheckPath '/index.html' -HealthCheckPort 8080

£2:
HealthCheckEnabled : True
HealthCheckIntervalSeconds : 60
HealthCheckPath : /index.html
HealthCheckPort : 8080
HealthCheckProtocol : HTTP
HealthCheckTimeoutSeconds : 5
HealthyThresholdCount : 5
LoadBalancerArns : {3
Matcher : Amazon.ElasticlLoadBalancingV2.Model.Matcher
Port : 80
Protocol : HTTP
TargetGroupArn : arn:aws:elasticloadbalancing:us-
east-1:123456789012: targetgroup/test tg/a4e@4b3688bel970
TargetGroupName : test-tg
TargetType : instance
UnhealthyThresholdCount : 2
VpcId : vpc-2cfd7000

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| ModifyTargetGroup2 & Z= 5HA|
o

L.

Edit-ELB2TargetGroupAttribute
CHE ZE o Al= Edit-ELB2TargetGroupAttributel| Al W2 EoiFL|CH
Tools for PowerShell V4

oAl 1: O] MMM E KIHE CHA 2 & 9| deregistration_delay £ £ tL|CH.

£
e
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Edit-ELB2TargetGroupAttribute -TargetGroupArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/test-tg/a4e04b3688bel970' -Attribute e@{Key =
'deregistration_delay.timeout_seconds'; Value = 600}

=29

= 1.
Key Value
stickiness.enabled false
deregistration_delay.timeout_seconds 600
stickiness.type 1b_cookie
stickiness.lb_cookie.duration_seconds 86400
slow_start.duration_seconds 0
load_balancing.algorithm. type round_robin

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ModifyTargetGroupAttributes &

HEstM .

Get-ELB2AccountLimit
Cl2 T E o A|E Get-ELB2AccountLimitl| Al &S HoiFL|C}H
Tools for PowerShell V4

oAl 1: o] BBM = XIEE 2l™of CHE ELB2 7IE Bt & LtFgLICh

Get-ELB2AccountLimit

=ag4.
= -

Max Name

3000 target-groups

1000 targets-per-application-load-balancer

50 listeners-per-application-load-balancer

100 rules-per-application-load-balancer

50 network-load-balancers

3000 targets-per-network-load-balancer

500 targets-per-availability-zone-per-network-load-balancer
50 listeners-per-network-load-balancer

5 condition-values-per-alb-rule
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5 condition-wildcards-per-alb-rule

100 target-groups-per-application-load-balancer

5 target-groups-per-action-on-application-load-balancer
1 target-groups-per-action-on-network-load-balancer

50 application-load-balancers

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeAccountLimits2 & X
St 2.

Get-ELB2Listener
CIS 3= o Al= Get-ELB2ListenerQ| AF2 el Hoi&FL|C}.
Tools for PowerShell V4

oAl 1: O] oMol M= X|'HE! ALB/NLBL| E[ALHE HBEELICEH

Get-ELB2Listener -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f"

£:
Certificates {3
DefaultActions : {Amazon.ElasticlLoadBalancingV2.Model.Action}
ListenerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/

test-alb/3651b4394dd9a24f/1dac@7c21187d41e
LoadBalancerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/
app/test-alb/3651b4394dd9a24f

Port : 80

Protocol : HTTP

SslPolicy

Certificates : {Amazon.ElasticlLoadBalancingV2.Model.Certificate}

DefaultActions : {Amazon.ElasticlLoadBalancingV2.Model.Action}

ListenerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/

test-alb/3651b4394dd9a24f/66el10@e3aaf5b6d9b
LoadBalancerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/
app/test-alb/3651b4394dd9a24f

Port : 443
Protocol : HTTPS
SslPolicy : ELBSecurityPolicy-2016-08
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« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribelListeners& & Z 5tA|
o

L.

Get-ELB2ListenexCexrtificate
Ct2 T E o A|E Get-ELB2ListenerCertificatel| AF2 HE{E2 Ho{ZL|Ct.
Tools for PowerShell V4

oAl 1: O] MM = XIHE 2lale] IZME B ELICH

Get-ELB2ListenerCertificate -ListenerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener/app/test-alb/3651b4394dd9a24f/66el0e3aat5b6dob'!

2d.
.

T

CertificateArn
IsDefault

arn:aws:acm:us-east-1:123456789012:certificate/5fc7c092-68bf-4862-969c-22fd48b6el7c
True

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| DescribeListenerCertificates &
xS LR.

Get-ELB2LoadBalancer
CtS 3 E o Al= Get-ELB2LoadBalancerl| AHS WS EoiELILCt.
Tools for PowerShell V4
oAl 1: O] MEoIME XIHE 2ol RE EE WHME EAIRLICH
Get-ELB2LoadBalancer

2.
—.

T

AvailabilityZones : {us-east-1c}

£
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CanonicalHostedZoneId : Z26RNL4JYFTOTI

CreatedTime : 6/22/18 11:21:50 AM

DNSName : test-elb1234567890-238d34ad8d94bc2e.elb.us-
east-1.amazonaws.com

IpAddressType : ipv4

LoadBalancerArn : arn:aws:elasticloadbalancing:us-

east-1:123456789012: loadbalancer/net/test elb1234567890/238d34ad8d94bc2e

LoadBalancerName : test-elb1234567890

Scheme : internet-facing

SecurityGroups : {3

State : Amazon.ElasticlLoadBalancingV2.Model.LoadBalancerState
Type : network

Vpcld : vpc-2cf00000

« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeLoadBalancers&

StAlR.

Get-ELB2LoadBalancerAttribute

C}2 T E 0| A|= Get-ELB2LoadBalancerAttributel| Al g HoiFL|C}.

Tools for PowerShell V4

ol Al 1: o] BHoIME X|HE 2= WHMO|

g

g2 dEELCL

Get-ELB2LoadBalancerAttribute -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/net/test-elb/238d34ad8d94bc2e’

&£;
Key Value
access_logs.s3.enabled false

load_balancing.cross_zone.enabled true
access_logs.s3.prefix
deletion_protection.enabled false
access_logs.s3.bucket

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2|
DescribeLoadBalancerAttributesE & X 5HM|L..

=}
(=]

=
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Get-ELB2Rule
CIS I E of|A|E Get-ELB2Rulel| A2 48 HoiFLICt
Tools for PowerShell V4

oA 1: o] (Mol M= XIEHE 2l&L] ARNL| E|lAL 722 dTefLCH

Get-ELB2Rule -ListenerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener/app/test-alb/3651b4394dd9a24f/66el0e3aaf5b6dob’

2.
—.

T

Actions : {Amazon.ElasticlLoadBalancingV2.Model.Action}

Conditions : {Amazon.ElasticlLoadBalancingV2.Model.RuleCondition}

IsDefault : False

Priority 01

RuleArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/
test-alb/3651b4394dd9a24f/66el0e3aaf5b6d9b/2286Fff5055e0f79

Actions : {Amazon.ElasticlLoadBalancingV2.Model.Action}

Conditions : {Amazon.ElasticlLoadBalancingV2.Model.RuleCondition}

IsDefault : False

Priority 2

RuleArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/
test-alb/3651b4394dd9a24f/66el0e3aat5b6d9b/14e7b036567623ba

Actions : {Amazon.ElasticlLoadBalancingV2.Model.Action}

Conditions : {3}

IsDefault : True

Priority : default

RuleArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/
test-alb/3651b4394dd9a24f/66e10e3aaf5b6d9b/853948cf3aa9b2bf

« API M5 HE = AWS Tools for PowerShell Cmdlet £ Z(V4)2| DescribeRules2 & Z5HM 2.

Get-ELB2SSLPolicy
CH2 ZE o Al= Get-ELB2SSLPolicy Q| AFS i g HoiFL|CH

Tools for PowerShell V4
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Get-ELB2SSLPolicy

2.
.

T

Name SslProtocols

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-2016-08 {TLSV1,
TLSv1.1, TLSv1.2}

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-

SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-TLS-1-2-2017-01 {TLSv1.2}
{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-TLS-1-1-2017-01 {TLSv1.1,
TLSv1.2}

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-TLS-1-2-Ext-2018-06 {TLSv1.2}
{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-FS-2018-06 {TLSV1,
TLSv1.1, TLSv1.2}

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-2015-05 {TLSv1,
TLSv1l.1, TLSv1.2}

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-TLS-1-0-2015-04 {TLSV1,
TLSv1.1, TLSv1.2}

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-FS-1-2-Res-2019-08 {TLSv1.2}
{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-

SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-FS-1-1-2019-08 {TLSv1.1,
TLSv1.2}

{ECDHE-ECDSA-AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES128-
SHA256, ECDHE-RSA-AES128-SHA256} ELBSecurityPolicy-FS-1-2-2019-08 {TLSv1.2}

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeSs|PoliciesE & Z= Al

(@)

L.

Get-ELB2Tag

CH2 ZE o Al= Get-ELB2Tagl| AIE WHHE HoiELICH.

A
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Tools for PowerShell V4

oAl 1: o] MM = XIHE 2lAA0l EfTE LEHS LT

Get-ELB2Tag -ResourceArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f!

2d.
—.

M

ResourceArn
Tags

arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/test-
alb/3651b4394dd9a24f {stage, internalName, version}

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTagsE

o

P

FAl2.

ol

Get-ELB2TargetGroup
CtZ ZE o Al= Get-ELB2TargetGroupl| AF& WS HoiEL|C}.
Tools for PowerShell V4

oAl 1: O] IMoM=E XIHE CHY I

Iju
jo

AEELICH

Get-ELB2TargetGroup -TargetGroupArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/test-tg/a4e04b3688bel970"

£
HealthCheckEnabled : True
HealthCheckIntervalSeconds : 30
HealthCheckPath :/
HealthCheckPort : traffic-port
HealthCheckProtocol : HTTP
HealthCheckTimeoutSeconds : 5
HealthyThresholdCount ¢ 5
LoadBalancerArns : {arn:aws:elasticloadbalancing:us-

east-1:123456789012: loadbalancer/app/test alb/3651b4394dd9a24f}
Matcher : Amazon.ElasticLoadBalancingV2.Model.Matcher

£
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Port : 80

Protocol : HTTP

TargetGroupArn : arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/test-tg/a4e@4b3688bel970
TargetGroupName : test-tg

TargetType : instance

UnhealthyThresholdCount : 2

VpcId : vpc-2cfd7000

- API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTargetGroups2 & &35t
M.

Get-ELB2TargetGroupAttribute
CtZ ZE o Al= Get-ELB2TargetGroupAttributel| AHS HHdg Eo{FLICH
Tools for PowerShell V4

oAl 1: o] oM = X|HE CHY 259 62 dEFLICHL

Get-ELB2TargetGroupAttribute -TargetGroupArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/test-tg/ate@4b3688bel970'

2d.

M

.
Key Value
stickiness.enabled false
deregistration_delay.timeout_seconds 300
stickiness.type 1b_cookie
stickiness.lb_cookie.duration_seconds 86400
slow_start.duration_seconds 0
load_balancing.algorithm. type round_robin

« API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2]
DescribeTargetGroupAttributes& & X 35HM| 2.

Get-ELB2TargetHealth

CH2 ZE o A|= Get-ELB2TargetHealthQ| AHS &g HoiFLICH

A
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Tools for PowerShell V4

o[ 1: ol oiMlolM= XIEE O TS50l = CHeg e SEiE Bretefict

Get-ELB2TargetHealth -TargetGroupArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/test-tg/a4e04b3688bel970"

2d.

M

.
HealthCheckPort Target TargetHealth
80 Amazon.ElasticlLoadBalancingV2.Model.TargetDescription

Amazon.ElasticlLoadBalancingV2.Model.TargetHealth

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeTargetHealth& & &= 5}
M.

New-ELB2Listener
Ct2 3T E o A|lE= New-ELB2Listenerl| At EE{E2 Ho{ZL|Ct.
Tools for PowerShell V4

of X 1: O of|A[of[ A

£ XIME Y 2802 E3jTe HEsy] 9Ush 7IE S Forward & A3
0f M ALB B|ALIE M43

2rLct.

$defaultAction = [Amazon.ElasticlLoadBalancingV2.Model.Action]e{
ForwardConfig = @{
TargetGroups = @(
@{ TargetGroupArn = "arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/testAlbTG/3d61c2f20@aa5bcch" }
)
TargetGroupStickinessConfig = @{
DurationSeconds = 900
Enabled = $true

}
Type = "Forward"
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New-ELB2Listener -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-

east-1:123456789012:1oadbalancer/app/testALB/3e2f03b558e19676' -Port 8001 -Protocol
"HTTP" -DefaultAction $defaultAction

=ed.
= 1.
Certificates : {3
DefaultActions : {Amazon.ElasticlLoadBalancingV2.Model.Action}
ListenerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/

testALB/3e2f03b558e19676/1c84f02aec143e80
LoadBalancerArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/
app/testALB/3e2f03b558e19676

Port . 8001
Protocol : HTTP
SslPolicy

« APl M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| CreateListenerE & X 35HMI2.

New-ELB2LoadBalancer
Ct2 T E o A|E New-ELB2LoadBalancerl| At i HoiEL|Ct.
Tools for PowerShell V4

oAl 1: O] iAo d= MEUI0] 27121 M QIE{H 243 Application Load Balancer2 A &hL|Ct.

New-ELB2LoadBalancer -Type application -Scheme internet-facing -IpAddressType
ipv4 -Name 'New-Test-ALB' -SecurityGroup 'sg-07c3414abb8811chd' -subnet 'subnet-
c37a67a6"', 'subnet-fc02eead’

£
AvailabilityZones : {us-east-1b, us-east-1la}
CanonicalHostedZoneId : Z35SXDOTRQ7X7K
CreatedTime : 12/28/19 2:58:03 PM
DNSName : New-Test-ALB-1391502222.us-east-1.elb.amazonaws.com
IpAddressType : ipv4
LoadBalancerArn : arn:aws:elasticloadbalancing:us-
east-1:123456789012: loadbalancer/app/New Test-ALB/dab2e4d90eb51493
LoadBalancerName : New-Test-ALB
Scheme : internet-facing

£
e
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SecurityGroups : {sg-07c3414abb8811chd}
State : Amazon.ElasticlLoadBalancingV2.Model.LoadBalancerState
Type : application
VpcId : vpc-2cfd7000

ol

P

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateloadBalancerg & X
M.

New-ELB2Rule
Cl2 ZE o A|E New-ELB2Rulel| At wtHg HoiFL|C}.
Tools for PowerShell V4

ofAl 1: O] oMM E RIHE AL T &l 22 7IH e 2 1 SH S AFE35Ho{ M 2
Al FAI2 MMELICEH

$newRuleAction = [Amazon.ElasticlLoadBalancingV2.Model.Action]e{
"FixedResponseConfig" = @{

"ContentType" = "text/plain"
"MessageBody" = "Hello World"
"StatusCode" = "200"

}

"Type" = [Amazon.ElasticlLoadBalancingV2.ActionTypeEnum]::FixedResponse

$newRuleCondition = [Amazon.ElasticlLoadBalancingV2.Model.RuleCondition]e{
"httpHeaderConfig" = @{

"HttpHeaderName" = "customHeader"
"Values" = "header2","headerl"

}

"Field" = "http-header"

New-ELB2Rule -ListenerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener/app/testALB/3e2f03b558e19676/1c84f02aecl43e80' -Action
$newRuleAction -Condition $newRuleCondition -Priority 10

24

%ﬁ:

Actions : {Amazon.ElasticlLoadBalancingV2.Model.Action}
Conditions : {Amazon.ElasticlLoadBalancingV2.Model.RuleCondition}

bal
-
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+
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x

IsDefault : False
Priority : 10

RuleArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/
testALB/3e2f03b558e19676/1c84f02aecl43e80/f4f51dfaa®33a8cc

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateRule® & Z3HAMIL.

New-ELB2TargetGroup

CI=2 3

Tools for PowerShell V4

oAl 1: O] oMo M= MBS E metOEE AHE5to M CHY 2 &

O Al= New-ELB2TargetGroupl| AFHE &S Eo{ELICt.

mo
z
X
g'l_-
r
[ul

New-ELB2TargetGroup -HealthCheckEnabled 1 -HealthCheckIntervalSeconds 30 -

HealthCheckPath '/index.html'

-HealthCheckPort 8@ -HealthCheckTimeoutSecond 5 -

HealthyThresholdCount 2 -UnhealthyThresholdCount 5 -Port 8@ -Protocol 'HTTP' -

TargetType instance -VpcIld

2d.
—.

M

HealthCheckEnabled

HealthCheckIntervalSeconds :
: /index.html
: 80

: HTTP

5

2

HealthCheckPath
HealthCheckPort
HealthCheckProtocol
HealthCheckTimeoutSeconds
HealthyThresholdCount
LoadBalancerArns

Matcher

Port

Protocol

TargetGroupArn

'vpc-2cfd7000' -Name 'NewTargetGroup'

. True

30

{3

: Amazon.ElasticLoadBalancingV2.Model.Matcher
: 80

: HTTP

: arn:aws:elasticloadbalancing:us-

east-1:123456789012: targetgroup/NewTargetGroup/534e484681d8®1bf

TargetGroupName
TargetType
UnhealthyThresholdCount
Vpcld

: NewTargetGroup
: instance

: 5

: vpc-2cfd7000

« API M| HHE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateTargetGroup= & =X

(@}

L.

StAl

bal
-
o}
+
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Register-ELB2Target

C}S ZE o A|E Register-ELB2Target2| AIS g EoiFLICH.

Tools for PowerShell V4

of| Al 1: O] |A|IMHE K| El CHA T E 0] 'i-0672a4c4cdeae3111' QIAEAE SE§HL|CT

Register-ELB2Target -TargetGroupArn 'arn:aws:elasticloadbalancing:us-

east-1:123456789012:targetgroup/test-tg/a4e04b3688bel970' -Target @{Port = 80; Id =
'i-@672a4c4cdeae3111'}

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RegisterTargets2 & & 5tA|2.

Remove-ELB2Listener
CIS I E o A|l= Remove-ELB2Listenerl| Al i EoiFLICt
Tools for PowerShell V4

oAl 1: O] A MoM= XIHE ElAHE AMELICH

Remove-ELB2Listener -ListenerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener/app/test-alb/3651b4394dd9a24f/66el0e3aat5b6dob'!

2d.
.

T

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-ELB2Listener (Deletelistener)" on target

"arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/test-
alb/3651b4394dd9a24f/66el0e3aaf5b6dob" .

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): y

oAl 2: O] oM E 2E WEHMM XIHE 2|AHE MZHELICH

Remove-ELB2Listener -ListenerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener/app/test-alb/3651b4394dd9a24f/38731123b98F7618"

£
e
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=a4.
= —.
Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ELB2Listener (DeletelListener)" on target
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/test-

alb/3651b4394dd9a24f/38731123b9817618" .

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"YUy

- API M|I& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteListenerE & Z35HMIL.

Remove-ELB2ListenerCertificate
C}2 T E ol Al= Remove-ELB2ListenerCertificatel| Al B2 Ho{&L|C}.
Tools for PowerShell V4

oA 1: o]l Mo M= XIHE CHe ZEAM XIHE 1B ME M7HE LICH

Remove-ELB2ListenerCertificate -Certificate @{CertificateArn = 'arn:aws:acm:us-
east-1:123456789012:certificate/19478bd5-491d-47d4-b1d7-5217febald97'} -ListenerArn

'arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener/app/test-
alb/3651b4394dd9a24f/3873f123b9817618"'

2.
.

T

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ELB2ListenerCertificate
(RemovelListenerCertificates)" on target "arn:aws:elasticloadbalancing:us-

east-1:123456789012:1istener/app/test-alb/3651b4394dd9a24f/3873f123b98f7618".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'): y

- AP| M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| RemovelListenerCertificates&
xl- = °|.A-|| Q.

Remove-ELB2LoadBalancer

Ct2 3 E o A= Remove-ELB2LoadBalancerl| At B2 Ho{=L|C}.

A
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Tools for PowerShell V4

oA 1: Ol oiAoIME RIHE 2E WHME ARELIC

Remove-ELB2LoadBalancer -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f!

2.
.

Y]

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ELB2LoadBalancer (DeletelLoadBalancer)" on target
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/test-

alb/3651b4394dd9a24f".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
RAD Y

- AP| M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteLoadBalancerE & Z 5 Al
o

-l .

Remove-ELB2Rule
CtS T E o A|E Remove-ELB2Rulel| At S Ho{FLIC|
Tools for PowerShell V4

oA 1: o] Kol M= ElAHAMM XIHE 722 M7 LICH

Remove-ELB2Rule -RuleArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1istener-rule/app/test-
alb/3651b4394dd9a24f/3873f123b98f7618/4b25eb10a42e33ab’

2d.
.

Y]

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ELB2Rule (DeleteRule)" on target
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/test-

alb/3651b4394dd9a24f/38731123b98F7618/4b25ebl@a42e33ab" .

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
RAD Y
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- API M|¥ HE = AWS Tools for PowerShell Cmdlet 2 &£ (V4)2| DeleteRuleE & X HM 2.

Remove-ELB2Tag
CHS ZE o Al= Remove-ELB2Tagl| Al &2 EoiFL|CH
Tools for PowerShell V4

oAl 1: o] Mo M= X|IHE 7|e| Ef2E FMZHELICH

Remove-ELB2Tag -ResourceArn 'arn:aws:elasticloadbalancing:us-

east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f' -TagKey
'productVersion'

£24:

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-ELB2Tag (RemoveTags)" on target

"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/test-
alb/3651b4394dd9a24f" .

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): y

- API M5 HE = AWS Tools for PowerShell Cmdlet & Z&(V4)2| RemoveTagsE & ZotM L.

Remove-ELB2TargetGroup
CH2 Z = o A= Remove-ELB2TargetGroupl| AIE WS HoiELICH.
Tools for PowerShell V4

oAl 1: o] oXMolM= X|EE CHe &S MAHELICH

Remove-ELB2TargetGroup -TargetGroupArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:targetgroup/testsssss/4e@b6076bc6483a7"'

£24:

Confirm
Are you sure you want to perform this action?

£
e
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Performing the operation "Remove-ELB2TargetGroup (DeleteTargetGroup)" on

target "arn:aws:elasticloadbalancing:us-east-1:123456789012:targetgroup/
testsssss/4e@b6076bc6483a7".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend

[?] Help (default is
IIYII): y

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteTargetGroup2 & X 5HA|

==
(@]

L.

Set-ELB2IpAddressType

Ct2 ZE 0 Al= Set-ELB2IpAddressTypel| AHE Y S Eo{F LI}

=

Tools for PowerShell V4

oAl 1: O] MM E ZE WHEHM IP T4 FEE 'IPv4'0|M 'DualStack' L 2 HZEErL|C}.

Set-ELB2IpAddressType -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-

east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f"

-IpAddressType
dualstack

dualstack

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| SetlpAddressTypee & X 5tHA|

=
o

-l .

Set-ELB2RulePriority
CH2 ZE o Al= Set-ELB2RulePriorityf| A2 &dg EoiFLICH
Tools for PowerShell V4

of& 1: Of GIFIoI M RIHE ElAL] FAIQ ME9|E WHBLIC

Set-ELB2RulePriority -RulePriority -RulePriority @{Priority = 11; RuleArn =

'arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/test-
alb/3651b4394dd9a24f/ateb199fa5046f80/dbf4cedcef3ec6f8’'}

I
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0o
1z
0%

2.
—.

T

Actions : {Amazon.ElasticlLoadBalancingV2.Model.Action}

Conditions : {Amazon.ElasticlLoadBalancingV2.Model.RuleCondition}

IsDefault : False

Priority ;11

RuleArn : arn:aws:elasticloadbalancing:us-east-1:123456789012:1istener-rule/app/
test-alb/3651b4394dd9a24f/a4eb199fa5046f80/dbf4c6dcef3ecof8

« API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| SetRulePrioritiesE & Z3HAI 2.

Set-ELB2SecurityGroup
CH2 I E o Al= Set-ELB2SecurityGroupl| AHE WS Eo{FLIC}.

Tools for PowerShell V4

oflAll 1: o] oMol MHE XIHE 2 Mol 2oF & 'sg-07¢3414abb8811cbd'E ZF=7}&fLICH.

Set-ELB2SecurityGroup -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f" -SecurityGroup
'sg-07c3414abb8811chd’

2d.
.

T

sg-07c3414abb8811chd

« API M5 HE = AWS Tools for PowerShell Cmdlet & X (V4)2| SetSecurityGroupsS & &= 5HA|

- .

Set-ELB2Subnet
Cl2 ZE ofA|E Set-ELB2SubnetQ| AFR2 Wi Ho{EL|LC}.
Tools for PowerShell V4

oAl 1: o] IMoME XIEE = Mol MEUE ~-E LI

Set-ELB2Subnet -LoadBalancerArn 'arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/app/test-alb/3651b4394dd9a24f' -Subnet
'subnet-7d8a0a51"', 'subnet-c37a67a6"'

I
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=ed.
= 1.
LoadBalancerAddresses SubnetId ZoneName
{} subnet-7d8a@a51 us-east-1c
{3} subnet-c37a67a6 us-east-1b
- API M|¥ HE = AWS Tools for PowerShell Cmdlet 2 X (V4)2| SetSubnets& & X 5HM 2
Unregister-ELB2Target
CH2 ZE oA|E Unregister-ELB2Targetl| AFE 2 EoiELICH
Tools for PowerShell V4
ol 1: O] Mo ME KIHE CHA T E M QIAEA '-0672a4c4cdeae3111'] SEE F(AEL
CH.
$targetDescription = New-Object
Amazon.ElasticLoadBalancingV2.Model.TargetDescription
$targetDescription.Id = 'i-0672a4c4cdeae3111’
Unregister-ELB2Target -Target $targetDescription -TargetGroupArn
'arn:aws:elasticloadbalancing:us-east-1:123456789012:targetgroup/test-tg/
a4e04b3688bel970"
« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeregisterTargets= & Z35tHA|
2.
=
Tools for PowerShell V4E A& 8t Amazon FSx 0| Af|
ChE 3£ 04|7<1|01|A-|L Amazon FSx0{|A AWS Tools for PowerShell VA& A& 3510 42 =25t
LRI ALIE[RE F8iste YHE EoiELCH
U2 U2 T2 IR0 LHE T E0|H HEAE N SH&| Aisor &L|CH 242 7 MH[A
FrE AYUMOR &5 WHE EoiFH 2 ALIZI2o HHEAEN R = HYS & = JU&L
Ct.
Zb oAl TN A4 FEof Cet 21371 ZE |0 UM, 0{7|0M HEIAE N &5 ZEE HHS
T AstE wYof Ciet XIEE & = UsLch

Amazon FSx
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0lo

1z
0%
x

|

e XAlFOd
==

XFO
a3

-l

I

Add-FSXResourceTag
CH2 ZE 0 Al= Add-FSXResourceTagl| AHE Y Eo{F LI}
Tools for PowerShell V4

oA 1: O]l MM = XIHE 2|AL0| EZE FIHEFLICH

Add-FSXResourceTag -ResourceARN "arn:aws:fsx:eu-west-1:123456789012:file-system/
fs-01cd23bc4bdf5678a" -Tag @{Key="Users";Value="Test"} -PassThru

2d.
—.

T

arn:aws:fsx:eu-west-1:123456789012:file-system/fs-01cd23bc4bdf5678a

« APl M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| TagResource& & Z5tM 2.

Get-FSXBackup
CHS = o Al= Get-FSXBackupll AS ¥HE EoiELICH
Tools for PowerShell V4

oAl 1: o] AMoM= X|IHE T A|AR DO CHsll o4& O] F W&l WA S THMSLICH

Get-FSXBackup -Filter @{Name="file-system-id";Values=$fsx.FileSystemId} | Where-
Object CreationTime -gt (Get-Date).AddDays(-1)

Z=e2d.

= 1.
BackupId : backup-01dac234e56782bcc
CreationTime 1 6/14/2019 3:35:14 AM

FailureDetails

I
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FileSystem : Amazon.FSx.Model.FileSystem

KmsKeyId : arn:aws:kms:eu-west-1:123456789012:key/flaf23c4-1b23-1bde-alfl-
el234c5af123

Lifecycle : AVAILABLE

ProgressPercent : 100

ResourceARN : arn:aws:fsx:eu-west-1:123456789012:backup/backup-01ldac234e56782bcc
Tags : {3

Type : AUTOMATIC

Get-FSXFileSystem

CHE ZE o Al= Get-FSXFileSystemQ| A2 &S Hof

Tools for PowerShell V4

T

- APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeBackupsS & ZHAM|2.

It
L
o

oAl 1: O] oMol MHE XIHE filesystemldol| CHEF B S BFetEL|CH

Get-FSXFileSystem -FileSystemId fs-01lcd23bc4bdf5678a

2d.
.

CreationTime

DNSName
FailureDetails
FileSystemId
FileSystemType
KmsKeyId
a9f0-e1234c5af678
Lifecycle
LustreConfiguration
NetworkInterfacelds
OwnerId

ResourceARN
fs-01cd23bc4bdf5678a
StorageCapacity
SubnetIds

Tags

Vpcld
WindowsConfiguration

: 1/17/2019 9:55:30 AM
: fs-01cd23bc4bdf5678a.ktmsad.local

: fs-01cd23bc4bdf5678a
: WINDOWS
: arn:aws:kms:eu-west-1:123456789012:key/flaf23c4-5b67-8bde-

: AVAILABLE

{eni-07d1ddal322b7e209}

: 123456789012
: arn:aws:fsx:eu-west-1:123456789012:file-system/

: 300

{subnet-7d123456}
{FSx-Service}

: vpc-41cf2b3f
: Amazon.FSx.Model.WindowsFileSystemConfiguration

bal
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- API M¥ HE = AWS Tools for PowerShell Cmdlet & & (V4)2| DescribeFileSystems& & & 5}
NL.

Get-FSXResourceTaglList
CH2 ZE o Al= Get-FSXResourceTaglListo| AFE WS HoiELICH
Tools for PowerShell V4
ofl Al 1: o] MM E MBE 2lAA ARNOY CHEH Ef2E LEdsfL|ct.
Get-FSXResourceTaglList -ResourceARN $fsx.ResourceARN

2d.
.

T

Key Value

FSx-Service Windows
Users Dev

P

ol

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2Q| ListTagsForResourceE & =X
M.

New-FSXBackup
CHS A= 0 Al= New-FSXBackupll A ¥HE EoiELICH
Tools for PowerShell V4

oAl 1: o] IMoM=E XIEE oA AlAHE S| S ddehL|ct

New-FSXBackup -FileSystemId fs-0blfac2345623456ba

£
BackupId : backup-0blfac2345623456ba
CreationTime : 6/14/2019 5:37:17 PM
FailureDetails
FileSystem : Amazon.FSx.Model.FileSystem
KmsKeyId : arn:aws:kms:eu-west-1:123456789012:key/flaf23c4-1b23-1bde-alf3-
el1234c5af678

£
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Lifecycle

ResourceARN

: CREATING
ProgressPercent : 0
: arn:aws:fsx:eu-west-1:123456789012:backup/

backup-0blfac2345623456ba

Tags : {1
: USER_INITIATED

Type

« API NIE HME

New-FSXFileSystem

CIS 3

oAl

Tools for PowerShell V4

olA| 1: o] oAM= =& %|CH
300GB Windows It A|

AFso 2 ZQIEL|CE.

£ New-FSXFileSystem@| Al&

EH = AWS Tools for PowerShell Cmdlet £ Z=(V4)2| CreateBackup2 & Z3HAMIL.

LS Eo{ELICt

8MB2| X{E[H 2 X|¥ote XHE MEHIo| HMAE 5{85t= M
HS %gﬂ LICE Af ot A|AEI2 X|HEl Microsoft Active Directoryo|

New-FSXFileSystem -FileSystemType WINDOWS -StorageCapacity
300 -SubnetId subnet-la2b3c4d5e6f -WindowsConfiguration
@{ThroughputCapacity=8;ActiveDirectoryId='d-1a2b3cs4d'}

2.
—.

T

CreationTime
DNSName
FailureDetails
FileSystemId
FileSystemType
KmsKeyId
afaa-123456789abc
Lifecycle
LustreConfiguration
NetworkInterfacelds
OwnerId

ResourceARN
abcdef01234567890
StorageCapacity
SubnetIds

Tags

Vpcld

: {2}
: vpc-la2b3c4d5e6bf

: 12/10/2018 6:06:59 PM
: fs-abcdef01234567890.example.com

: fs-abcdef01234567890
: WINDOWS
: arn:aws:kms:us-west-2:123456789012:key/al234567-252c-45e9-

: CREATING

{3

: 123456789012
: arn:aws:fsx:us-west-2:123456789012:file-system/fs-

: 300

{subnet-1la2b3c4d5e6f}
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WindowsConfiguration : Amazon.FSx.Model.WindowsFileSystemConfiguration

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateFileSysteme& & &= 5+ Al
o

-l .

New-FSXFileSystemFromBackup
CtZ ZE o Al= New-FSXFileSystemFromBackupl| AI& #ES HoiFLIC}.
Tools for PowerShell V4

ofAl 1: O] |M|0|AME Z7|& Amazon FSx for Windows File Server 842104 A{ Af Amazon FSx It &
AABRIE HMEHLICE.

New-FSXFileSystemFromBackup -BackupId $backupID -Tag @{Key="tag:Name";Value="from-
manual-backup"} -SubnetId $SubnetID -SecurityGroupId $SG_ID -WindowsConfiguration
@{ThroughputCapacity=8;ActiveDirectoryId=$DirectoryID}

£3:
CreationTime : 8/8/2019 12:59:58 PM
DNSName : fs-012ff34e56789120.ktmsad.local
FailureDetails :
FileSystemId . fs-012ff34e56789120
FileSystemType : WINDOWS
KmsKeyId : arn:aws:kms:eu-west-1:123456789012:key/flaf23c4-5b67-1bde-
a2f3-e4567c8a9321
Lifecycle : CREATING
LustreConfiguration
NetworkInterfaceIds : {}
OwnerId : 933303704102
ResourceARN : arn:aws:fsx:eu-west-1:123456789012:file-system/
fs-012ff34e56789120
StorageCapacity : 300
SubnetIds : {subnet-falae23c}
Tags : {tag:Name}
VpcId 1 vpc-12cf3baf

WindowsConfiguration : Amazon.FSx.Model.WindowsFileSystemConfiguration

- API MI¥ HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)2|
CreateFileSystemFromBackup2 & Z&HA| 2.
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Remove-FSXBackup
CHS Z = o Al= Remove-FSXBackupl| AHE ¥ HoiELICH.
Tools for PowerShell V4
oAl 1: o oMol M= XI-HEl backup-idE A7 LICE
Remove-FSXBackup -BackupId $backupID

2d.
=.

M

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSXBackup (DeleteBackup)" on target
"backup-0bbcale2345678e12".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) . Y

BackupId Lifecycle

backup-0bbcale2345678e12 DELETED

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteBackup2 & Z35HAIL.

Remove-FSXFileSystem
CH2 ZE o Al= Remove-FSXFileSystemQ| AHE &g EoiELICH
Tools for PowerShell V4

olx 1: o] iAol M= XIHE FSX I A|AH IDE A|7HELICH

Remove-FSXFileSystem -FileSystemId fs-012ff34e567890120

2d.
.

M

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-FSXFileSystem (DeleteFileSystem)" on target
"fs-012ff34e567890120".

£
e
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

FileSystemId Lifecycle WindowsResponse

fs-012ff34e567890120 DELETING Amazon.FSx.Model.DeleteFileSystemWindowsResponse

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeleteFileSystem2 & X 5HMIL.

Remove-FSXResourceTag
CH2 ZE o A|= Remove-FSXResourceTagl| AFHE &S Eo{FLICH
Tools for PowerShell V4

oAl 1: o]l Mo ME KIHE FSX ThY AJAE] 2|AA ARNO| CHEH 2|lAA EfTE MHE LICH
Remove-FSXResourceTag -ResourceARN $FSX.ResourceARN -TagKey Users

2d.
= .

M

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSXResourceTag (UntagResource)" on target
"arn:aws:fsx:eu-west-1:933303704102:file-system/fs-07cd45bcbbdf2674a".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'): Y

ol

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UntagResourceE & Z3IMIL.

Update-FSXFileSystem
CH2 ZE o A|E= Update-FSXFileSystemQ| AFS &g HoiFLICH
Tools for PowerShell V4

ol Al 1: O] o AM|oll M= UpdateFileSystemWindowsConfiguration2 &35 FSX It A|AE! XI5 Y
o 2E 7|ZHE ool EgLCH

$UpdateFSXwinConfig = [Amazon.FSx.Model.UpdateFileSystemWindowsConfiguration]::new()
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$UpdateFSXWinConfig.AutomaticBackupRetentionDays = 35
Update-FSXFileSystem -FileSystemId $FSX.FileSystemId -WindowsConfiguration

$UpdateFSXwWinConfig

2d.
—.

T

CreationTime

DNSName
FailureDetails
FileSystemId
FileSystemType
KmsKeyId
alf2-el234c5af678
Lifecycle
LustreConfiguration
NetworkInterfacelds
OwnerId

ResourceARN
fs-07cd45bcbbdf2674a
StorageCapacity
SubnetIds

Tags

VpcId
WindowsConfiguration

- APl M8 HE
(@]

L.

Tools for PowerShell V4E A}

L=
T UEFMQI AlLEE[R

ol CHHE T2 I2H0{| A
4E Aoz $E6s
Ct.

= AWS Tools for PowerShell Cmdlet & Z=

IS ISES Amazon Glacier0i A< AWS Tools for PowerShell V4E At
s{5l= U S HoiEL|C)

: 1/17/2019 9:55:30 AM
: fs-01cd23bc4bdf5678a.ktmsad.local

: fs-01cd23bc4bdf5678a
. WINDOWS
: arn:aws:kms:eu-west-1:123456789012:key/flaf23c4-1b23-1bde-

¢ AVAILABLE

{eni-01cd23bc4bdf5678a}

: 933303704102
: arn:aws:fsx:eu-west-1:933303704102:file-system/

: 300

{subnet-1d234567}
{FSx-Service}

: vpc-23cf4bsf
: Amazon.FSx.Model.WindowsFileSystemConfiguration

(V4)2| UpdateFileSystem& & =5+ A|

28t Amazon Glacier 0| A

otof ZrdE +st

=H= 1

2B 20| T A0 LA ABSHOF FLICH T2 T MHEIA
2 HoIFM B ALEIe o HYAE T BT B £ AsL

Frlof Iend, of7|o M ZEAEN HF I EE HHS

Amazon Glacier
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=1 =

X0
L

Get-GLCJob
Clg 3=

Of| A= Get-GLCJob2| At &fEd

Tools for PowerShell V4

oA 1: X|IHE 2ol ME HEE BtetErLICt 2 do| d3Xe = %FEEIW Read-GCJobOutput
cmdlet2 A&36t0{ 2t 2EIX(0}70|E E= QHER| S5)E 2EZ ItU A|IARCR JIXE £
A& LIt

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"
=e2d.

= —1.

Action : ArchiveRetrieval

Archiveld : 0909j...X-TpIhQJw

ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b

ArchiveSizeInBytes : 38034480

Completed : False

CompletionDate : 1/1/0001 12:00:00 AM

CreationDate : 12/13/2018 11:00:14 AM

InventoryRetrievalParameters :

InventorySizelInBytes : 0
JobDescription

JobId : oplx...JSbthM
JobOutputPath

OutputLocation :
RetrievalByteRange : 0-38034479
SelectParameters :

SHA256TreeHash : 79f3ea754c02f58. .
SNSTopic

StatusCode InProgress
StatusMessage :

Tier : Standard
VaultARN : arn:aws:glacier:

« API M8 ME

= AWS Tools for PowerShell Cmdlet

.dc57bf4395b

us-west-2:012345678912:vaults/test

=} PN S
[ = A Y [ == A Y

Z(V4)Q| DescribeJob=

XotML2.
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New-GLCVault
Ct2 T E o A|lE New-GLCVaulto| At 2 HoiZL|Ct.

Tools for PowerShell V4

o)
20
(o}
o
u

oA 1: MER ALEE M EEE YHELICH -Accountld Tt2+O|E{0] 2L 0] MBS E[X|
cmdlet2 2Rl AEE LIEtL= 7|28l & AFSELICH

New-GLCVault -VaultName myvault

2.
—.

M

/01234567812 /vaults/myvault

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| CreateVaultE & Z35HMIL.

Read-GLCJobOutput
CHS ZE o Al= Read-GLCJobOutputl AHS gdg HoiFL|CH

Tools for PowerShell V4

oAl 1: XIHE HLM 7IMH == of of &l of7t0|E EHIXE CI22E6t FEHXE C|A3 9|
ool MEELICH Oh22E Al A= S(QJE 8?)0| A5 ELICH HstE B -Select '*'E

= =
AIEsto] M NS Téet MA SEHES vty + Usch

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zg2XLiW" -FilePath "c:\temp
\blue.bin"

« API M|& HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetJobOutputZ & Z35HMIL.

Start-GLCJob
CIS I E of|A|E Start-GLCJobl| A2 &E{E EoiFL|Ct.
Tools for PowerShell V4

oAl 1: AFXI7I AR X|HE 2EE0|M 0+9+0|'='
GLCJob cmdlet2 AF235104 2HQ] AEHE & 0lE

Py
GCJobOutput cmdlet2 At&35t0{ O7t0|E E2HAE 2 It A|ARISE 71 XE 5= U&LICt

£
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Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

=a24.
= —1.
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/oplxe. . .I4HqCHkSISbthM

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2Q| InitiateJob2 & Z3HAMIL.

Write-GLCAxchive
Cl2 ZE o A|E Write-GLCArchivel| Al g2 HoiFL|Ct.

Tools for PowerShell V4

oAl 1: B oA E X[HE S Eol| Y= =510 07102 IDSF AN E M3 S greterLict.

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

£
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

oAl 2: EH A& 7z o 2HXE ASA AEL X|EE 2E0| YRZEFLICH Y2EE Zf ot
ofl il cmdlet2 T O|&, S ot7t0|E ID, ot7to|E 9| AHAhEl M3 S LHE-ILICH

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

=24

= —1.
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E61U_. ..Ejk_HhjAxKA e@5f7...4e34f5
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C:\temp\Folderl\filel.txt _eRINlip...55Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

« API M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| UploadArchiveE & Z3HMI2.

AWS Glue Tools for PowerShell V4& Al 8t of|A|

CtS T E ol XM=t &7 AWS Tools for PowerShell V4E AF235104 22 £3stT LUHIRIO| A|
LIZ|@E 735t WS Eo{ELICH AWS Glue.

steie Ch @ Z2 2ol WHs FE0/H HHAS 2 MHSHOF BLICH A T MulA
H4E NMHOR 55 WHS HOIFEH B ALIEIQ0] HHAE FE FHYUS & 4 s
.
2t of Aol TR A4 T=ofl ChEH YA7H ZEEI0] Y20, 047(0lM HHAE O TH TEE M5
T AMsHs Wl chat xI2S #2 4 st
=5
e XFOA

—1 =
%o
|

New-GLUEJob
Cl2 ZE o A|E New-GLUEJob2| AF2 EEHE HoiFL|C}.
Tools for PowerShell V4

oAl 1:0] o Ml= AWS Gluedl M Af Zf S A HeL|ct BHE O|F 22 &4 2lLiCtglueetl.
AWS Glue= Python EEE= ScalaZ 2 E &A™ Sl 24 A3 REE X[ELICE O] of x|
oM E & A3 RIE(MyTestGlueJob.py) 7t
= $DefArgs H-0f X|HE CIS Sl Al El|O] 518 5= DefaultArguments Il ZH0|E{Q]
PowerShell B0l MEELICt. $JobParams #4=2| Lt2tO|E{= AWS Glue API & Z Of &4
(https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-jobs-job.html) Z=X{|0f| A El CreateJob
API0| M 7t Z LILCE.

$Command = New-Object Amazon.Glue.Model.JobCommand
$Command.Name = 'glueetl’
$Command.ScriptLocation = 's3://amzn-s3-demo-source-bucket/admin/MyTestGlueJob.py'
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$Command
$Source = "source_test_table"
$Target = "target_test_table"

$Connections = $Source, $Target

$DefArgs = @{

'--TempDir' = 's3://amzn-s3-demo-bucket/admin'
'--job-bookmark-option' = 'job-bookmark-disable'
'--job-language' = 'python'
}

$DefArgs

$ExecutionProp = New-Object Amazon.Glue.Model.ExecutionProperty
$ExecutionProp.MaxConcurrentRuns = 1
$ExecutionProp

$JobParams = @{

"AllocatedCapacity" = "5"

"Command" = $Command
"Connections_Connection" = $Connections
"DefaultArguments" = $DefArgs
"Description” = "This is a test"
"ExecutionProperty" = $ExecutionProp
"MaxRetries" = "

"Name" = "MyOregonTestGlueJob"
"Role" = "Amazon-GlueServiceRoleForSSM"
"Timeout" = "20"

}

New-GlueJob @JobParams

« APl M| HE = AWS Tools for PowerShell Cmdlet & & (V4)2| CreateJob= X 5HM 2.

AWS Health Tools for PowerShell V4& At of| A

Ct2 I E o KMo =2t &7H AWS Tools for PowerShell VAE AF23510{ 242 &6t UHHE{Ql A
LI2|RE F3st= e E0o{ELICH AWS Health.

HY2 oinZ 220l 23 et Z=0|H HHAEN| S& Astiof FLICH 22 IHE MH[A
HrE HYUMoR FEots YHE EoiFH 2 AlLtE|20| HHEAEN X = HHE 2 & A&
Ct
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7h Z3txlo] Qlom, of7 |0l M HEAEN & A EE MH5}
2
=

Get-HLTHEvent
Cl2 ZE o A|E Get-HLTHEventQ| Al WhtHg Ho{EL|C}.
Tools for PowerShell V4

ofl A 1:0] =2 AWS Personal Health Dashboard0i|A{ O|HIE E BHEHEFLICEH AF& A= -Region
t2tO|E{E F7+5t04 O/ SR (HXILoF S8) 2ITM MH|A0 AH8E = = O|HEE E
A X2, -Filter_Region Zt2t0|E= EU(HH) X 0= MP(LEI) 2T (eu-west-2 L us-west-2)0f
ZZE o|HIEE ZE{RIBLICE -Filter_StartTime ZtZtO|E{= O|HIE T} AR E|= AlZH HRIE 7|
o2 ZIE{]3t 1, -Filter_EndTime I}2tO|E{= O|HIET} SR E|E AlZt HYIE 7|22 EERE
LICt X|&E -Filter_StartTime 2| LIl AIZFE|04 0|2 El -Filter_EndTime B¢ LHGIM ZLIE

=
RDSO CHEH OflotEl R X| HE| OWIE 7} T2 HHerELIC,

Get-HLTHEvent -Region us-east-1 -Filter_Region "eu-west-2","us-west-2" -
Filter_StartTime @{from="3/14/2019 6:30:00AM";t0="3/15/2019 5:00:00PM"} -
Filter_EndTime @{from="3/21/2019 7:00:00AM";to="3/21/2019 5:00:00PM"}

2.
.

M

Arn : arn:aws:health:us-west-2::event/RDS/
AWS_RDS_HARDWARE_MAINTENANCE_SCHEDULED/

AWS_RDS_HARDWARE_MAINTENANCE_SCHEDULED_USW2_20190314_20190321

AvailabilityZone

EndTime : 3/21/2019 2:00:00 PM

EventTypeCategory : scheduledChange

EventTypeCode : AWS_RDS_HARDWARE_MAINTENANCE_SCHEDULED
LastUpdatedTime 1 2/28/2019 2:26:07 PM

Region : us-west-2

Service : RDS

StartTime : 3/14/2019 2:00:00 PM

StatusCode : open
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« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DescribeEventsE & Z5HM 2.

Tools for PowerShell V4& A28 IAM Oi| K|

CtS 2 E Ao HE 1AMt &
ClAILIEZIRE F3stE WHE EoiELICt

CiFE TEaol A WalE T ol A S0l 23 AlMsior BLICH &S i AMlA
12 HoiZm B AlLE2o| 7

FElof Rlem, of7|o M ZEAEN S F I EE HHst

Add-IAMClientIDToOpenIDConnectProvider
CHS ZE o AlE= Add-IAMClientIDToOpenIDConnectProvider2| AIE WS HoiELICH.

Tools for PowerShell V4

ol 1: o] HH 2 EEI0|HE ID EE= CHA my-application-IDE server.example.comO|Z}
= 7|Z& OIDC M3 Aol F=7tghLct.

Add-IAMClientIDToOpenIDConnectProvider -ClientID "my-application-ID"

-OpenIDConnectProviderARN "arn:aws:iam::123456789012:0idc-provider/
server.example.com"

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
AddClientldToOpenldConnectProviderE & Z35HA|2.

Add-IAMRoleTag

CH2 ZE o A|= Add-IAMRoleTagl| AIS WS HoiELICH.
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oA 1: o] ¢ilXi|= ID 2| ME[A 2| dgof 2§ FIHELICH
Add-IAMRoleTag -RoleName AdminRoleacess -Tag @{ Key = 'abac'; Value = 'testing'}

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| TagRole2 & ESHAIL.

Add-IAMRoleToInstanceProfile
C}2 ZE of|Al= Add-IAMRoleToInstanceProfilel| Al HEdE HoiEL|C}.
Tools for PowerShell V4

oA 1: O] HHE webservertt= 7|&E CIAEIA T 2104 S3Accesstt= A& F7HEHLICE
| o

QUAHA Z2Uelg 4d5t2{™H New-IAMInstanceProfile HHES ALSELICIH O] HHES A
835104 QIARA Z21lg MM T 0|8 Qe 4738t & EC2 QIAE A0 E"Q T A&

Cl. 0|2 £+=&5t24™ InstanceProfile_Arn FE= InstanceProfile-Name I
New-EC2Instance cmdlet2 AF&35H0{ A QIAEIAE A|ZFEHLICE

_,_
]
1=
il
to
fo
oo
M

Add-IAMRoleToInstanceProfile -RoleName "S3Access" -InstanceProfileName "webserver"

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AddRoleTolnstanceProfile2 &
ZHR

Add-IAMUsexTag
CH2 ZE o Al= Add-IAMUserTagl| AIS WS HoiELICH.
Tools for PowerShell V4

oAl 1: o] A= ID 2| Mu|A | AFE XA EfTE FIHELICH

Add-IAMUserTag -UserName joe -Tag @{ Key = 'abac'; Value = 'testing'}

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)Q| TagUserg & Z=35HMI2.

Add-IAMUsexToGroup

CH2 Z = o Al= Add-IAMUserToGroupl| AFHE &S Eo{FLIC)

A
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oA 1: Ol BH2 BobO|Zt= ALEAIE AdminschE T&0i| FIHefLiCH
Add-IAMUserToGroup -UserName "Bob" -GroupName "Admins"

« API M|¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| AddUserToGroup2 & & 5tML.

Disable-IAMMFADevice
C}2 T E of|A|= Disable-IAMMFADevicel| A2 B2 Ho{&L|C}.
Tools for PowerShell V4

Of|All 1: O] 232 QR4 B35 1234567890125 7} Xl AL Xl Bob1 4=l 5t =90{ MFA C|H}O]

Disable-IAMMFADevice -UserName "Bob" -SerialNumber "123456789012"

of Al 2: O] HH2 ARN arn:aws:iam::210987654321:mfa/DavidE 7Tl AtEXt Daviddt ¢4
ZAE 74 MFA CIHIO|AE HIZ M EiLICH ©, 7 MFA ClHIO|A = AEHA|M &M E[X| f &L
Ch. 7FAF CIHIO|AE 0475| EAHSIH Get-IAMVirtualMFADevice B E30f LIEILSLICH S

Ust AFEXLE ?[2F M 7Hef MFA ClHIO|AE 2H4d5t2{TH THX{ Remove-IAMVirtualMFADevice
BHS AS35t04 O™ C|HFO|AE AFX|GHOF B LICH.

Disable-IAMMFADevice -UserName "David" -SerialNumber "arn:aws:iam::210987654321:mfa/
David"

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| DeactivateMfaDeviceE & Z= 3t
M.

Edit-IAMPasswoxrd
CIS 3 E o A|= Edit-IAMPasswordl| AL B S HoiEL|C}.

Tools for PowerShell V4

OfF 1: O] WYL WS M= AR %2 B HWHELICH Ol HHL 1AM AISRIEH =
58 4 UaLIch AWS AR(RE) X1 EHo =z 27018 mo| Bao| 3 &M Bo|

:|Il|
1]
k3
i
%
r
Ani

InvalidUsexrType 2

£
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Edit-IAMPassword -0OldPassword "MyOldP@ssw@rd" -NewPassword "MyNewPessw@rd"

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ChangePassword& & Z= HAl|
o

L.

Enable-IAMMFADevice

Ct2 3T E o A|= Enable-IAMMFADevicel| At EEi2 HoiZL|Ct.

Tools for PowerShell V4

oA 1: o] BH 2 UH B35 9876543210982 AtEt0q 5t=H 01 MFA C|HEO[AE & E3tst 1 O
HtO|AE AL X} Bobdt AR LICH 07|0lE ClHFO|AL| XME F ZETH =ACHZ Z & ELICH

Enable-IAMMFADevice -UserName "Bob" -SerialNumber "987654321098" -
AuthenticationCodel "12345678" -AuthenticationCode2 "87654321"

of | 2: O] o= 7tef MFA C|HIO|AE A st n EAsteiLict & ¢l WHE2 7t ClHIO|AE

M35 T $MFADevice #1501 C|HFO|A O] ZHA| & Base32StringSeed fE &=

QRCodePng £ 2 A 35104 ALKl A X EQ||0] OH%EHIOIIS% ?@é*# Ag&Llct obxla
: UM 3 4|

22 AFE R Davidol| CIHHOIAS BT5HT Rl WS 2 ClHtolAE AjwatLict T8 By 7t
A MFA CIHHO|A 0| %18 & ZEE & MIHZ AWS E#5t0f ClttolA Bt S7I3herLic

$MFADevice = New-IAMVirtualMFADevice -VirtualMFADeviceName "MyMFADevice"

# see example for New-IAMVirtualMFADevice to see how to configure the software
program with PNG or base32 seed code

Enable-IAMMFADevice -UserName "David" -SerialNumber -SerialNumber
$MFADevice.SerialNumber -AuthenticationCodel "24681357" -AuthenticationCode2
"13572468"

« API M8 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| EnableMfaDeviceE & Z5HMIL.

Get-IAMAccessKey

Ct2 ZE o Al= Get-IAMAccessKey 2| AIE WS HoiEL|C}.

I

551


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v4/reference

AWS Tools for PowerShell (H{7 4) A
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Tools for PowerShell V4
oAl 1: O| HHE2 BobOI2t= IAM AFEXIL| KM A F|E LIGELICH IAM AFEXEL| Al ! HAMA

— Bo
7l LIEE = Qi&LICH Al HMA 7|18 EASH 42 New-IAMAccessKey cmdlet2 AF& 5t
0 A HAM|A 7|E Md5HoF gLCt.

Get-IAMAccessKey -UserName '"Bob"

2.

M

.
AccessKeyId CreateDate Status UserName
AKIAIOSFODNN7EXAMPLE 12/3/2014 10:53:41 AM Active Bob
AKIAI44QHS8DHBEXAMPLE 6/6/2013 8:42:26 PM Inactive Bob

« API M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| ListAccessKeysE & E5HAMIL.

Get-IAMAccessKeyLastUsed
CHE ZE o Al= Get-IAMAccessKeylLastUsed2| AIE #EHE HoiELICH.
Tools for PowerShell V4
ol 1: MSE AMA 719 &A% ALSXRl O|F 2 OHX[2 At HEE ghetELCh
Get-IAMAccessKeylLastUsed -AccessKeyId ABCDEXAMPLE

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetAccessKeylastUsedE &%=
SHMI2.

Get-IAMAccountAlias
CHS 3 E o Al= Get-IAMAccountAliasQ| A2 EHEd2 Ho{FL|Ct.
Tools for PowerShell V4

oA 1: o]l BHF2 AWS Aol CiEh 7" EBE S BrergrLct.

Get-IAMAccountAlias

£
e
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2.
—.

T

ExampleCo

« APl M2 HE = AWS Tools for PowerShell Cmdlet & & (V4) 2| ListAccountAliasesE & X5t Al
o

L.

Get-IAMAccountAuthorizationDetail

CIS T E of|A|l= Get-IAMAccountAuthorizationDetaill| AFE HEdE HoiEL|C}.

Tools for PowerShell V4

oA 1:0] oAM= AWS HH 2| At ZHo| CHEt Het Fo{ MF HEE 7t AEAHL I8
Ol 045t 2 I 35104 HHEHEl ZHA|O| QA S22 EAIELICH 0 & S0], UserDetailList £

AL RFOll CHE A5 & 2 EAIZLICH RoleDetaillist X GroupDetaillist £430IA SA
o HEE =g aLin

$Details=Get-IAMAccountAuthorizationDetail
$Details

2d.
.

M

GroupDetaillist : {Administrators, Developers, Testers, Backup}
IsTruncated : False

Marker :

RoleDetaillist : {TestRolel, AdminRole, TesterRole, clirole...}
UserDetaillList : {Administrator, Bob, BackupToS3, }

$Details.UserDetaillist

£
Arn : arn:aws:iam::123456789012:user/Administrator
CreateDate : 10/16/2014 9:03:09 AM
GrouplList : {Administrators}
Path :/

UserId : AIDACKCEVSQ6CEXAMPLE1

bal
-
o}
+
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UserName : Administrator
UserPolicylist {3
Arn : arn:aws:iam::123456789012:usexr/Bob
CreateDate . 4/6/2015 12:54:42 PM
Grouplist : {Developers}
Path : /
Userld : AIDACKCEVSQ6CEXAMPLE?2
UserName bab
UserPolicylist {3
Arn arn:aws:iam::123456789012:user/BackupToS3
CreateDate 1/27/2015 10:15:08 AM
GrouplList : {Backup}
Path : /
Userld : AIDACKCEVSQ6CEXAMPLE3
UserName : BackupToS3
UserPolicylList {BackupServicePermissionsToS3Buckets}
« API M8 HE = AWS Tools for PowerShell Cmdlet & X (V4)2|
GetAccountAuthorizationDetailsE & XM 2.
Get-IAMAccountPasswordPolicy
CH2 ZE o Al= Get-IAMAccountPasswordPolicy Q| AHS &g EoiFL|CH
Tools for PowerShell V4
oAl 1: O] oilMl= TIRH HI'H | ef = HEof CHEt ME HEE BHatEfLICh AH™of chal| HolEl & &
Yol gz 22 BYL NoSuchEntity 27 & BraterLct.

Get-IAMAccountPasswordPolicy

2d.
—.

T

AllowUsersToChangePassword : True
ExpirePasswords : True
HardExpiry : False
MaxPasswordAge : 90
MinimumPasswordLength : 8
PasswordReusePrevention 1 20
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RequirelLowercaseCharacters
RequireNumbers
RequireSymbols
RequireUppercaseCharacters

. True
. True

False

: True

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetAccountPasswordPolicy &

SESS RS

Get-IAMAccountSummary

CHE ZE o A|E Get-IAMAccountSummaryl| AFHE &S Eo{FL|CH

Tools for PowerShell V4

oA 1: ol fX[= AWS A Ee| X IAM AEHE| ArSZ 1t

clgg-igu

Get-IAMAccountSummary

2d.
—.

T

Key

Users

GroupPolicySizeQuota
PolicyVersionsInUseQuota
ServerCertificatesQuota
AccountSigningCertificatesPre
AccountAccessKeysPresent
Groups

UsersQuota
RolePolicySizeQuota
UserPolicySizeQuota
GroupsPerUserQuota
AssumeRolePolicySizeQuota
AttachedPoliciesPerGroupQuota
Roles

VersionsPerPolicyQuota
GroupsQuota

PolicySizeQuota

Policies

Value

5120

10000

20
sent 0

5000
10240
2048
10
2048

100
5120

M IAM EE| EEE ol CHet HEE

o
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RolesQuota 250
ServerCertificates ]
AttachedPoliciesPerRoleQuota 2
MFADevicesInUse 2
PoliciesQuota 1000
AccountMFAEnabled 1
Providers 2
InstanceProfilesQuota 100

MFADevices 4
AccessKeysPerUserQuota 2
AttachedPoliciesPerUserQuota 2
SigningCertificatesPerUserQuota 2
PolicyVersionsInUse 4
InstanceProfiles 1

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetAccountSummaryE & &5t
M.

Get-IAMAttachedGroupPolicylist
Ct2 ZE o Al= Get-IAMAttachedGroupPolicylListQ| AM& WS HoiEL|C}.
Tools for PowerShell V4
of Al 1:0] BHE2 AWS AH0IM 2t IAM 250 AZE el HHo| 0|F1 ARNsAdmins 2

HEetefLICH O50f ZefEl Qletel Aol S58 Eo{™ Get-IAMGroupPolicyList HHEE At
23t |c}
o Hd .

Get-IAMAttachedGroupPolicylList -GroupName "Admins"

=a4.

= —1.
PolicyArn PolicyName
arn:aws:iam::aws:policy/SecurityAudit SecurityAudit
arn:aws:iam::aws:policy/AdministratorAccess AdministratorAccess

- API N2 HH

Z5HMIL.

rr

AWS Tools for PowerShell Cmdlet & Z(V4)2| ListAttachedGroupPoliciesE &
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Get-IAMAttachedRolePolicylList
CH2 ZE o A|= Get-IAMAttachedRolePolicyListo| AFE &S Eo{FLICEH

Tools for PowerShell V4

oflAl 1: o] H2 AWS HZH 2| 0|§ 0| SecurityAuditRole?Q! IAM &0l 1A= 2t
& 20| O|S I} ARNS HHetghL|Ct dgtoll Z&HEl QIEtQl Mo SE 8 HiP{M Get-

IAMRolePolicyList B E AMSELICH.

Get-IAMAttachedRolePolicylList -RoleName "SecurityAuditRole"

Z=ed.

= —1.
PolicyArn PolicyName
arn:aws:iam::aws:policy/SecurityAudit SecurityAudit

« API M2 HE = AWS Tools for PowerShell Cmdlet & & (V4)2] ListAttachedRolePoliciesE & Z&
StM2.

Get-IAMAttachedUserPolicylist
Ct2 ZE o Al= Get-IAMAttachedUserPolicylListo| AFE &S Eo{ELICt
Tools for PowerShell V4
of| Al 1:0] HHE2 AWS HZHoM 0| 0| 2l IAM ALEXIBobod| CHEH 2|3 &AM o] O|§ 1 ARNsS

gEEHEFLICH IAM AL KFol| A Z & El Qletel HAMo| S5 8 HEi{MH Get-IAMUsexrPolicylList &
E'.=I° APQEFL“:L

Get-IAMAttachedUserPolicylList -UserName "Bob"

2d.

M

—.
PolicyArn PolicyName
arn:aws:iam::aws:policy/TesterPolicy TesterPolicy
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« APl M8 HE = AWS Tools for PowerShell Cmdlet & & (V4)9| ListAttachedUserPoliciesE & &
SHMI2.

Get-IAMContextKeysForCustomPolicy
Ct2 ZE o Al= Get-IAMContextKeysForCustomPolicyQ| At WHdg EoiFLICt
Tools for PowerShell V4

jsonoll A= HE HHAE 7|8 7S LICH of2] M E KSsted

ofldl 1: o] oAl E NS E &=
S5 MSgLct

—
Hex=2 AEE 4 =5
$policyl = '{"Version":"2012-10-17", "Statement":
{"Effect":"Allow","Action":"dynamodb:*",6 "Resource":"arn:aws:dynamodb:us-
west-2:123456789012:table/", "Condition": {"DateGreaterThan":
{"aws:CurrentTime":"2015-08-16T12:00:00Z2"}}}}"'
$policy2 = '{"Version":"2012-10-17", "Statement":
{"Effect":"Allow","Action":"dynamodb:*",6 "Resource":"arn:aws:dynamodb:us-
west-2:123456789012:table/"}}"'

Get-IAMContextKeysForCustomPolicy -PolicyInputlList $policyl, $policy2

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2]
GetContextKeysForCustomPolicyE & X 5HAMIL.

Get-IAMContextKeysForPrincipalPolicy
CHS ZE o A|E Get-IAMContextKeysForPrincipalPolicy Q| AFS gtdg HoiFL|CH
Tools for PowerShell V4

oAl 1: o] dllxlE MSE G jsonodl

A= 2E A “AE 712k IAM UE|E|(AFE R/ FE S)of 42
E HHE JIXMHZLICH -PolicylnputListe| Z< o] 2t 552 €22 FEE ULZ MY = U
&LCt.
$policyl = '{"Version":"2012-10-17", "Statement":

{"Effect":"Allow","Action":"dynamodb:*", "Resource":"arn:aws:dynamodb:us-
west-2:123456789012:table/", "Condition":{"DateGreaterThan":
{"aws:CurrentTime":"2015-08-16T12:00:002"}}}}"'

$policy2 = '{"Version":"2012-10-17", "Statement":
{"Effect":"Allow","Action":"dynamodb:*",6 "Resource":"arn:aws:dynamodb:us-
west-2:123456789012:table/"}}"

I
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Get-IAMContextKeysForPrincipalPolicy -PolicyInputList $policyl, $policy2 -
PolicySourceArn arn:aws:iam::852640994763:user/TestUser

- API MI& HE = AWS Tools for PowerShell Cmdlet & Z(Vv4)2|
GetContextKeysForPrincipalPolicyE & Z35HM|I2.

Get-IAMCredentialReport

CH2 Z & o A|= Get-IAMCredentialReportQ| AFHE &S Eo{FLICH

Tools for PowerShell V4

T mo|=ZztRlof HIAE BIQl HiPE 2 £ LIt &

Ct. O Fo| ZF 2 &t ALS%tof CiEt M2 HE ol
EE ’.;.itE -_r"E'-EI I—IEP I ME E2{M HX{ Request-IAMCredentialReport cmdlet2 At

25101 ETME Mok ELICH EOME B EX1EE A2 -AsTextArray CHAI -
RawE AFEELICt -AsTextArray AR|X|0{= -SplitLines HE T S{SELICI. £240| T

W ESE2 MHIAAPI B ZE XML, -AsTextArray E= -SplitLinesE AI&3HX| o=
ZZL NET StreamReader Z2HAE AI235l04 .Content £H0A EIAEE FE3H{of &L|Ct.

Request-IAMCredentialReport

=a4.

= 1.
Description State
No report exists. Starting a new report generation task STARTED

Get-IAMCredentialReport -AsTextArray

2.
—.

T

user,arn,user_creation_time, password_enabled, password_last_used, password_last_changed, passw
root_account,arn:aws:iam: :123456789012:root,2014-10-15T16:31:25+00:00, not_supported, 2015-04
A,false,N/A,false,N/A,false,N/A
Administrator,arn:aws:iam::123456789012:user/
Administrator,2014-10-16T16:03:09+00:00,true,2015-04-20T15:18:32+00:00,2014-10-16T16:06:00+C

£
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A,false,true,2014-12-03T18:53:41+00:00, true,2015-03-25T20:38:14+00:00,false,N/

A, false,N/A
Bill,arn:aws:iam::123456789012:usexr/Bill,2015-04-15T18:27:44+00:00,false,N/A,N/A,N/
A,false,false,N/A,false,N/A,false,2015-04-20T20:00:12+00:00,false,N/A

« API M2 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetCredentialReportE & &5t
M.

Get-IAMEntitiesForPolicy
CHE ZE o Al= Get-IAMEntitiesForPolicy2| AFE ¥ HoiELICH.
Tools for PowerShell V4

oAl 1: O] (M= arn:aws:iam: :123456789012:policy/TestPolicy Z=H0| @1ZAE IAM
O, 9g U AMER S5 ghetehLch

Get-IAMEntitiesForPolicy -PolicyArn "arn:aws:iam::123456789012:policy/TestPolicy"

2d.
—.

M

IsTruncated : False

Marker

PolicyGroups : {}

PolicyRoles : {testRole}
PolicyUsers : {Bob, Theresa}

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListEntitiesForPolicy & & &= 51l
o

-l .

Get-IAMGroup
CtE ZE 0 Al= Get-IAMGroupl| AHE &S Ho{ELICH
Tools for PowerShell V4

oAl 1: Ol H|MlE &0 &8 2 E IAM AIEXIC| 288 E& 504 IAM 1& TestexrsOf CHEH Al
H XHEZ dhakst o}

oL=

$results = Get-IAMGroup -GroupName "Testers"
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$results

Group IsTruncated Marker

Amazon.IdentityManagement.Model.Group False
{Theresa, David}

$results.Group

£
Arn : arn:aws:iam::123456789012:group/Testers
CreateDate : 12/10/2014 3:39:11 PM
GroupId : 3RHNZZGQJ7QHMAEXAMPLE1
GroupName : Testers
Path : /

$results.Users

2d.

T

=.
Arn : arn:aws:iam::123456789012:user/Theresa
CreateDate : 12/10/2014 3:39:27 PM

PasswordLastUsed : 1/1/0001 12:00:00 AM

Path : /

Userld : 40SVDDJJITF4XEEXAMPLE2

UserName : Theresa

Arn : arn:aws:iam::123456789012:user/David
CreateDate : 12/10/2014 3:39:27 PM

PasswordLastUsed : 3/19/2015 8:44:04 AM

Path :/

UserId . Y4FKWQCXTAS52QEXAMPLE3

UserName : David

« APl M| HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetGroup2 & Z35HM L.
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Get-IAMGroupForUser

S 3=

Tools for PowerShell V4

ofl X[ 1: O] o|M|= IAM AFE At David7t &8 IAM 1

Get-IAMGroupForUser -UserName David

2.
—.

T

Arn
CreateDate
GroupId
GroupName
Path

Arn

CreateDate :

GroupId
GroupName
Path

Arn

CreateDate :

GroupId
GroupName
Path

- APl M2 H
o

-l .

o=

HE AWS Tools for PowerShell Cmdlet & =

Get-IAMGroupList

CIS 3

O Al= Get-IAMGrouplListl| AIE

Tools for PowerShell V4

ol Al 1:0] A=

Get-IAMGrouplList

sxlof HelEl 2E IAM 1

YHS HoiFLCh

mE—Je
= —

: arn:aws:iam::123456789012:group/Testers
12/10/2014 3:39:11 PM
: RHNZZGQJ7QHMAEXAMPLE2
: Testers

8/

: arn:aws:iam::123456789012:group/Developers
12/10/2014 3:38:55 PM
: ZU2EOWMK6WBZOEXAMPLE3
: Developers

8/

O A|= Get-IAMGroupForUser®| AF2 g Ho{FLICt

: arn:aws:iam::123456789012:group/Administrators
: 10/20/2014 10:06:24 AM

: 6WCH4TRY3KIHIEXAMPLE1L

: Administrators

8/

FLICH AWS A,

(V4)Q| ListGroupsForUserg &%

StAl

bal
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02
x

2.
—.

T

Arn

CreateDate :

GroupId
GroupName
Path

Arn

CreateDate :

GroupId
GroupName
Path

Arn

CreateDate :

GroupId
GroupName
Path

* API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2] ListGroups &

arn:aws:iam::123456789012:group/Administrators
10/20/2014 10:06:24 AM

: B6WCH4TRY3KIHIEXAMPLE1
: Administrators

:/

arn:aws:iam::123456789012:group/Developers
12/10/2014 3:38:55 PM

: ZU2EOWMK6WBZOEXAMPLE2
: Developers

:/

arn:aws:iam::123456789012:group/Testers
12/10/2014 3:39:11 PM
RHNZZGQJ7QHMAEXAMPLE3

. Testers

:/

HxotMlR.

Get-IAMGroupPolicy

CHE Z = o Al= Get-IAMGroupPolicyl| AFHE &S Eo{FLIC)

Tools for PowerShell V4

of|A| 1: O| M= Testers 1 E01 CiiSH PowerUserAccess-Testersct=
of CHEt Ml% HEE YtetgLICt PolicyDocument E

B3

Ay Sk=1
oL

URLZ QI3 & E

UrlDecode .NET HIMEE Al25t04 C|ZEEL|CE

$results =
$results

2.
—.

T

GroupName

Testers

PolicyDocument

%7B%0A%20%20%22Version%22%3A%20%222012-10-17%22%2C%0A%20. . .

PowerUserAccess-Testers

Qlatol B

L|C}. o] oAM=

Get-IAMGroupPolicy -GroupName Testers -PolicyName PowerUserAccess-Testers

PolicyName
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[System.Reflection.Assembly]: :LoadWithPartialName("System.Web.HttpUtility")
[System.Web.HttpUtility]::UrlDecode($results.PolicyDocument)

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"
1,
"Resource": [
"arn:aws:ec2:us-east-1:555555555555:instance/i-b188560f"
]
}
]
}

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| GetGroupPolicyE & Z3sHAIL.

Get-IAMGroupPolicylList
CHS ZE o A|= Get-IAMGroupPolicylListQ| AHE &g Eo{FLICH.
Tools for PowerShell V4

ol 1: Ol OlXl= & Testersofl Z &l QletQl Mol S8 gratgLIct a0l HAZ= &zl
& MxZ2 71X{2P{H Get-IAMAttachedGroupPolicylList BS AL EtLICH.

Get-IAMGroupPolicylList -GroupName Testers

2d.
.

T

Deny-Assume-S3-Role-In-Production
PowerUserAccess-Testers

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2| ListGroupPoliciesE & ZstMIL.

Get-IAMInstanceProfile

LIS 3 E o A|= Get-IAMInstanceProfileQ| A2 EfEd€ Hoi{FL|Ct.

A
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Tools for PowerShell V4

of| Xl 1:0| 0d|Nlec2instancerole= $4AH AWS 7|0 HHO|El QIAEA T2 Ul QUo| B HMEE
gretstL|Ct.

Get-IAMInstanceProfile -InstanceProfileName ec2instancerole

2d.

M

="
Arn : arn:aws:iam::123456789012:instance-profile/ec2instancerole
CreateDate 1 2/17/2015 2:49:04 PM

InstanceProfileld : HH36PTZQJUR32EXAMPLE1

InstanceProfileName : ec2instancerole

Path : /

Roles : {ec2instancerole}

« API M5 HE = AWS Tools for PowerShell Cmdlet & & (V4)2| GetinstanceProfile2 & Z= Al
o

-l .

Get-IAMInstanceProfileForRole
Ct2 T E o A|lE Get-IAMInstanceProfileForRolel| Al i HoiFL|Ct
Tools for PowerShell V4

oflX| 1: O| o|M|= ec2instancerole W& HAZHEI QIAEA T2 Ul Q0| M|E HEE drEtehL
Ct.

Get-IAMInstanceProfileForRole -RoleName ec2instancerole

£
Arn : arn:aws:iam::123456789012:instance-profile/
ec2instancerole
CreateDate : 2/17/2015 2:49:04 PM
InstanceProfileId : HH36PTZQJUR32EXAMPLE1
InstanceProfileName : ec2instancerole
Path : /
Roles : {ec2instancerole}
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A2 Ao

A

= o

« APILAIR HE=

AWS Tools for PowerShell Cmdlet & Z(V4)2] ListInstanceProfilesForRole=
SE IS

Get-IAMInstanceProfilelList

LIS 3 E o A|l= Get-IAMInstanceProfilelListQ AFR e E HoiFL|Ct.

Tools for PowerShell V4

oAl 1:0] ofiMl= B0l HelE lABA Zzutelo| AME ghErerLIC AWS A,

Get-IAMInstanceProfilelist

£3:

Arn : arn:aws:iam::123456789012:instance-profile/ec2instancerole
CreateDate : 2/17/2015 2:49:04 PM

InstanceProfileld : HH36PTZQJUR32EXAMPLE1

InstanceProfileName : ec2instancerole

Path :/

Roles : {ec2instancerole}

« API M|¥ 2 E = AWS Tools for PowerShell Cmdlet &

(@)

-l .

Z=(V4)Q| ListlnstanceProfilesE & Z= Al

Get-IAMLoginProfile

CHE ZE o Al= Get-IAMLoginProfilel| A2 S HoiELICEH

=

Tools for PowerShell V4

A
o
Q

oflX| 1: O| oMl &5 MM It IAM AF2 X} Davidod CHaH &5 AjAZ 0| &
ghetuct.

Get-IAMLoginProfile -UserName David

2.
.

Y]

CreateDate PasswordResetRequired UserName

I
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12/10/2014 3:39:44 PH False pavid
« API M|& HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetLoginProfile & E5HMIR.
Get-IAMMFADevice
[t ZE OAl= Get-IAMMFADevicel| AME ¥ S Eo{FLICH
Tools for PowerShell V4
= HEE e

=L
N

oAl 1: O] od|A|= IAM AF2 X} Davidol| Al &EE MFA C|HFO| A0 CHE Al
| C|HFO|A 9| MM 4 ST} of = AR

O| iAo HE SerialNumber?| =
2 & = &Lt

Get-IAMMFADevice -UserName David

=egq.
= 1.
EnableDate SerialNumber UsexrName
i David

arn:aws:iam::123456789012:mfa/David

4/8/2015 9:41:10 AM
SESCIYS TN

Z(V4)2| ListMfaDevices& &

ME = AWS Tools for PowerShell Cmdlet &

- API M8 E

Get-IAMOpenIDConnectProvider
{ A= Get-IAMOpenIDConnectProviderQ| AF2 ¥E Ho{FLIC}H

CIS 3

Tools for PowerShell V4
0 Al 1: O] 0dX|== ARNO| arn:aws:iam: :123456789012:0idc-provider/
st M2 X E 2 vrstst o),

accounts.google.com®@! OpenID Connect M3 A of CHEt ME HEE
£ M2 o] MBS YAo sl HolEl 2E Ze2t0|ME IDE Z&5ie MLt

ClientIDList =S

Get-IAMOpenIDConnectProvider -OpenIDConnectProviderArn
arn:aws:iam::123456789012:0idc-provider/oidc.example.com
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AWS Tools for PowerShell (H{7 4) A

ClientIDList CreateDate ThumbprintList
Url
{MyOIDCApp} 2/3/2015 3:00:30 PM

{12345abcdefghijk678901mnopqrst98765uvwxy}  oidc.example.com

2 & AWS Tools for PowerShell Cmdlet & &= (V4)2| GetOpenldConnectProviderg

Get-IAMOpenIDConnectProviderList
CH ZE 0 Al= Get-IAMOpenIDConnectProviderListo| AHE Y S Eo{F LI}

Tools for PowerShell V4

I.

ol

oAl 1: O] oAM= TR AWS |0l 2 o|El =& OpenlD Connect M3~ 2] ARNS S 52 gt
g LICH.

Get-IAMOpenIDConnectProviderlList

L

=a4.
= .

arn:aws:iam::123456789012:0idc-provider/server.example.com
arn:aws:iam::123456789012:0idc-provider/another.provider.com

« API M5 HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListOpenldConnectProviders&

Get-IAMPolicy
CHS ZE o AlIE Get-IAMPolicyo| AFHE &HE Eo{FLICH
Tools for PowerShell V4

oAl 1: O] o M|= ARNO| arn:aws:iam: :123456789012:policy/MySamplePolicy?! & C|
& HHof et ME HEE gretefLct.

T oL =

£
e
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AWS Tools for PowerShell (7 4)

T

« API MIE HE

Get-IAMPolicy -PolicyArn arn:aws:iam::123456789012:policy/MySamplePolicy

2.
—.

Arn
AttachmentCount
CreateDate
DefaultVersionId
Description
IsAttachable
Path

PolicyId
PolicyName
UpdateDate

Get-IAMPolicylist

Cl2 3=

Tools for PowerShell V4

oflAl| 1:0] oMl
scope=
ZergrLlct.

M

INESEEIPN

. arn:aws:iam:
0

: 2/6/2015 10:40:08 AM
vl

Ol Al= Get-IAMPolicyListo| A&

% AWS HHoll M AL8 7Hs 8 M 3719 #EIS
=

fhesz T|EYS

:aws:policy/MySamplePolicy

¢ True

2/

1 Z27SI6FQMGNQ2EXAMPLE1
: MySamplePolicy

1 2/6/2015 10:40:08 AM

2= AWS Tools for PowerShell Cmdlet & & (V4)2| GetPolicy & & Z=5HAMIR.

WS HoiELIch

all O|H AWS Z2[d8 X

L— HA —

Get-IAMPolicylList -MaxItem 3

24.
.

Arn
AttachmentCount
CreateDate

Description
IsAttachable
Path
PolicyId
PolicyName
UpdateDate

. arn:aws:iam:
: 0

1 2/6/2015 10:40:08 AM
DefaultVersionId :

:aws:policy/AwWSDirectConnectReadOnlyAccess

vl

: True

2

. Z27SI6FQMGNQ2EXAMPLE1

: AWSDirectConnectReadOnlyAccess
1 2/6/2015 10:40:08 AM

bal
-
o}
+

il
I
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Arn : arn:aws:iam::aws:policy/AmazonGlacierReadOnlyAccess

AttachmentCount : 0

CreateDate . 2/6/2015 10:40:27 AM

DefaultVersionId : vl

Description

IsAttachable : True

Path :/

PolicyId : NJKMU274MET4EEXAMPLE?2

PolicyName : AmazonGlacierReadOnlyAccess

UpdateDate : 2/6/2015 10:40:27 AM

Arn : arn:aws:iam::aws:policy/AWSMarketplaceFullAccess

AttachmentCount : 0

CreateDate : 2/11/2015 9:21:45 AM

DefaultVersionId : vl

Description

IsAttachable : True

Path : /

PolicyId : S5ULJSO2FYVPYGEXAMPLE3

PolicyName : AWSMarketplaceFullAccess

UpdateDate : 2/11/2015 9:21:45 AM
of&l 2:0] ol M= SR AWS HToIM A8 Y 4 U= &S F 7Hol 14 Bl HM =g
BLICh -Scope locald AtE3tod 17 g8 Yo 2ot 5248 X etefunt

Get-IAMPolicylList -Scope local -MaxItem 2

2d.
—.

T

Arn
AttachmentCount
CreateDate
DefaultVersionId
Description
IsAttachable
Path

PolicyId
PolicyName
UpdateDate

Arn
AttachmentCount

0
: 2/12/2015 9:39:09 AM
v2

arn:aws:iam::123456789012:policy/MylLocalPolicy

¢ True

2/

: SQVCBLC4VAQUCEXAMPLE4
: MyLocalPolicy

1 2/12/2015 9:39:53 AM

arn:aws:iam::123456789012:policy/policyforec2instancerole
1

bal
-
o}
+

il
I
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AWS Tools for PowerShell (-7 4) At dEAM
CreateDate : 2/17/2015 2:51:38 PM
DefaultVersionId : vll
Description :
IsAttachable : True
Path S/
PolicyId : X5JPBLJH2Z2SOEXAMPLES
PolicyName : policyforec2instancerole
UpdateDate : 2/18/2015 8:52:31 AM

« API M[¥ HE = AWS Tools for PowerShell Cmdlet & Z(V4)2] ListPoliciesE & Z3stMIL.

Get-IAMPolicyVersion
CH2 ZE 0 Al= Get-IAMPolicyVersionQ| A& WS 2o{&LICtH
Tools for PowerShell V4

olAl 1: O] o X|= ARNO| arn:aws:iam::123456789012:policy/MyManagedPolicy?! =*4
9| v2 H{Tof CHEF M2 B E BHEHEILICtH Document 42| XM EMe= URLE QIZEE|H Of
oMol MHE UrlDecode NET HIMEE A& 5t0o4 C|ZEELICE

$results = Get-IAMPolicyVersion -PolicyArn arn:aws:iam::123456789012:policy/
MyManagedPolicy -VersionId v2

$results
=4
= 1.
CreateDate Document
IsDefaultVersion VersionId
2/12/2015 9:39:53 AM %7B%0A%20%20%22Version%22%3A%20%222012-10. . . True
v2

[System.Reflection.Assembly]: :LoadWithPartialName("System.Web.HttpUtility")
$policy = [System.Web.HttpUtility]::UrlDecode($results.Document)
$policy
{
"Version":"2012-10-17",
"Statement":

{
"Effect": "Allow",

£
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0o
1z
0%
x

"Action": [
"ec2:DescribeInstances"

]I

"Resource": [
"arn:aws:ec2:us-east-1:555555555555:instance/i-b188560f"

- API M|¥ HE = AWS Tools for PowerShell Cmdlet & X (V4)2| GetPolicyVersion2 & Z35HMIL.

o

Get-IAMPolicyVersionList
CHE Z = o Al= Get-IAMPolicyVersionList2| AFE WS HoiELICH.
Tools for PowerShell V4

of| Al 1: O] o|Al= ARNO| arn:aws:

: 123456789012:policy/MyManagedPolicy?!
M| A THS B T S22 gt
&t

iam::
guch 5 ™ol cHet HX EME 7HX{221™ Get -
T e B9l Vers