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{
"RequestedInstancePools": [
{
"InstanceType": "c5.24xlarge",
"Count": 1
},
{
"InstanceType": "m5.24xlarge",
"Count": 2
}
]
}
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Reply from 172.16.0.130:

Ping statistics for 172.16.0.130

Packets: Sent = 3, Received = 3, Lost = 0 (0%
Approximate round trip time in milliseconds

Minimum = @ms, Maximum = @Oms, Average = 0ms
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aws ec2 run-instances \
--image-id ami-abcdefghil234567898 \
--instance-type c5.large \
--key-name MyKeyPair \
--security-group-ids sg-1a2b3c4d123456787 \
--subnet-id subnet-6e7f829e123445678
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ping 10.0.1.5
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Pinging 10.0.1.5
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https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128

Ping statistics for 10.0.1.5
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/aws-outposts-high-availability-design.html
https://docs.aws.amazon.com/whitepapers/latest/aws-outposts-high-availability-design/aws-outposts-high-availability-design.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/local-network-interface.html
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/outposts/latest/server-userguide/disaster-recovery-resiliency.html

M

AWS Outposts Outpost MH ALS
Z2EZ AZE AAFA CHAt ZE CHA A
UDP 1024-65535 MHIA &3 IP 53 DNS AH{
UDP 443, 1024-65535 MHIA 23 1P 443 AWS Outposts AMH|A
d3 d=xRlE
TCP 1024-65535 MH|A &3 1P 443 AWS Outposts S
AczEQlE
AE) HIKME et 2 AF8 3504 MH|A 33 VLAND #H24E 94742 M| 8H5lE B Outposts AH|A
2130 M AIZHEl Ol R HIR2E HAZAE Z|xlo| HEZ! HE QI3 2 AWS Outposts 512 8Hiok gFL|C}, L8t
Outposts 2™ 2| HEZ HEQF M MH|A B3 VLANS Z QHIRESI=S| SE ECfEES HAIM
o2 &{2sHok LICt 24742 &4l Outpost MHIA 21T 0 O} RHF2E 2 AR LXK 2H EFfZIe

MH|A 213 VLANS 2 CHA| 3{ |o{oF &L|Ct.
ZZ2EZ AXE AAFA CHA ZE
UDP 1024-65535 MH|A 213 1P 53
UDP 443, 1024-65535 MH|A 213 IP 443
TCP 1025-65535 MH|A 23 |P 443
UDP 53 DNS AMH 1025-6553
5
UDP 443 AWS Outposts MH|A 443,
23 A= Z0lE 1024-6553
5
TCP 443 AWS Outposts MH|A  1025-6553
2l AEZOQIE 5

CHef =4

=
T

DNS AMH

AWS Outposts MH|A
23 A= xQIE

AWS Outposts MH|A

dI3 A=XQIE

MH|A 213 |IP

MH[A B3 IP

MH[A B3 IP

30



AWS Outposts Outpost M AFE A

OutpostQ| QIAEAE MH|A BT E AME 504 CHE Outpost2| QIAE &=
Ch 24 71|0|E-?1|0| = 24 HESRT QEHO|AE S&t 2t*E S & &304 Outpost

Outposts MHH UELZ EA| sHZE
ol MAElAEE AFR5Hed AEH7} DOWNS! AH|A 30| EXIE siZsts o £&o| ELic.

Z=7| 87t

1. UIADHO|AM|A ConnectedStatus X|EE AWS Outposts 2 L|E{ &g L|C}.
2. HWHZO[1£cCt Bo™ MH|A 237 &4 E ZAuch.

3. MHIAZIJ &4E O3 Mo BHAHE 2t2stod dEE sl ast o ChA| dEEFLICH

1A, =218 234 5¢

1. M3 E QSFP Etfo|=Z0tR #H0|EE AEstn A=K & LICH EXM7E X&EH 7tsE B2
CHE QSFP 20|30t 70|22 AtE3tod E|AEELICE.

Outpost AlH{2| QSFP E 20|30 7{0|E0| Mchz F2E[QI=X] = lgf Lt

70l= 1(LNI)O| 22| X[of| EFEFS| FAFE[RI=X] ERlgfL/ct

7I0l= 2(MH|A B 3)7F 22|X[of EFEFS] T E[0] [U=X| &l

o bk~ w0 DN

3 EAIS =l 22 L™l AQ{X| et AAE 2tz ELICH

Outpost AEHof| CHEH %22 21242 dEst 1 OhS BHAEE ~gfLICH

1. Z3IE E|AEELICE.

a. o

o
o
|>
Im
i
2t
ogk
i
C
o

OH
ol

hH C

HER=Z = 12 31


https://docs.aws.amazon.com/outposts/latest/install-server/authorize-2.html
https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html#w8aac17c15b7
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https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html#w8aac17c15c11
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https://docs.aws.amazon.com/linux/al2/ug/ec2-net-utils.html
https://docs.aws.amazon.com/linux/al2023/ug/networking-service.html
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https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html
https://docs.aws.amazon.com/outposts/latest/install-server/authorize-3.html
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https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/outposts/latest/APIReference/API_StartCapacityTask.html
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https://console.aws.amazon.com/outposts/home
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "outposts:GetSite",
"Resource": "arn:aws:outposts:us-east-1:111122223333:site/

os-0abcdef1234567890"
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"outposts:StartConnection”,
"outposts:GetConnection"
1,
"Resource": "*"
}
]
}
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aws cloudwatch get-metric-statistics \

--namespace AWS/Outposts --metric-name InstanceTypeCapacityUtilization \
--statistics Average --period 3600 \

--dimensions Name=QutpostId,Value=o0p-01234567890abcdef
Name=InstanceType,Value=c5.xlarge \

--start-time 2019-12-01T00:00:00Z --end-time 2019-12-08T00:00:00Z

£ A83104 AWS Outposts APl & ZZ AWS CloudTrail

AWS Outposts = AFZ Xt AWS CloudTrail, 248 = MH|A T} £33 Zhjol| CHEH HZ =S KB o=
AWS MH|AQF SEHEILICE. CloudTrail201 CHE API

SESOHE AWS Outposts 2 ZH&{gHLICt 24
HMElE S &0|= AWS Outposts 2£ 2| &1 AWS Outposts APl Zr40i| CHSt I = S &0| Z & EIL
Ct. CloudTrailoll A = ZE8t HEE AI26to] =HE 22X, 23O0| —’F%*E._' AWS Outposts IP T4, 28
Of =T AlZt L F7I MR HEE EOI" = &Lt

DEOME EE 21 F0s 2ES LT AEXof e W7 Z/ELICH AtH ZHE 0|8
St ChE &2 & TEe + &Lt

- LUS FEMSKHZ JEXAMER B QB2 =X 07,

o
« 1AM Identity Center AFE Xt E CHAISH0{ 20| O|F 0% =X| 0{F LIC}.

« g EE= HOE ol AAERIS| HA| Rt EHE ALE5t0 0| HEIR=X] 0457,

n

2 AWS MHI20IM QHFE K| 0f=

CloudTrail2 AWS HHEE2 MAe il HHo| A &3t E|H CloudTrail O|HE 7[S0 XIS 2 MM A
&t 2~ QIALICEH CloudTrail O|HE 7|22 x|k 902 ZH AWS 2|F9| 2| O|HIE| CHaH 27|, 74 gl
CIReEct 7tsstn, £X0| 2758t |2 EE MIeuct RHAMIEH MHe AWS CloudTrail AFR A

M Q| CloudTrail O|HE 7|5 &g HZSML. O|HE 7|8 E7|= CloudTrail 2 =2 0| 21| X| &t
&Lct
AWS A& XLk 90 Soto| O|HIEE X|&XMo 2 J7|E6t2{H FX E= CloudTrail Lake O|HIE | 0|

Bl AE0{1& A J&Lict

CloudTrail2 AF&3t0{ API 52 22 90


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
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AWS Outposts O|HIE of ||

CH o XMl= SetSiteAddress 242 A|9d5t= CloudTrail O|HEE E0o{&ELIC}.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/example",
"accountId": "111122223333",
"userName": "example"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-08-14T16:28:16Z"

}

}
},
"eventTime": "2020-08-14T16:32:237",
"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": {
"SiteId": "o0s-123ab4c56789de@1f",

"Address": "x**"
1,
"responseElements": {

"Address'": "***",

"SiteId": "os-123ab4c56789de@lf"
1,

"requestID": "labcd23e-f4gh-567j-klm8-9np01q234r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
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"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-retirement.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-retirement.html
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https://docs.aws.amazon.com/outposts/latest/install-server/install-server.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/shipping-outposts-server.html
https://aws.amazon.com/service-terms/
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-requirements.html#facility-power
https://docs.aws.amazon.com/outposts/latest/userguide/outposts-requirements.html#facility-networking

AWS Outposts Outpost M AFE A

« 58 Clo|E{et A4S 45l Outpost 21 ofl A ErLICEH

- T JtS BX| AZHE x|A8HELICH

- §X| &2l Bole MY 32 FXIE Mo =2 MEN(ZCHIt ZiCH7H et K| oM AL

« §X| 22| 7[ZF LHof of| & x| 28t A& ol CHA e = UESF 042 29| AlZtES ol ELICt

- etdo 2 WP WELC M g2 KX #El 772 TE 5o Ar&Atet 10| 7|tHR[E #ElF U
C}.

- T2o| | E F AWS Support ME{0{M AHHIE 24445104 AWS Outposts & 221 MH|ATF A=-M 5
IX| &eolg @ ™grLct

HESL3 944 o|HE

Outpost2t AWS 2| EE= Outpost & 2|7 7Ho| MH|A 23 422 et o 2 HER3 |RX| 2
7t EE|H YAER 3[A UES|T CIHIO|A = EtAL 913 S SR HIEXHI oM & % = RUE
HES St E= EMEREH AS22 SFELUICH MH|A 83 40| #7|= S2toll= Outpost

ool 24 HESIT 822 MEHELICH

Outpost A{H{ 2] Amazon EC2 QIAEIA NI HERZ LU QAEHA AEZX| EE2 /& HAXoZ
SsH 24 UERI L INIE Sl 2EZEHM HMAE = J&LICH OHEH7HR|2 Amazon ECS &
AR == ZH2 AWS MH|A BlAaAE BHM AL A>ELICH J2{L API 78 &2 X{sHEILICH
0 € SO0{API &, AlE, SX| Y BSE7 & S5HX| &t 2 —1‘— U&LICH CIABA X|E Y 2Z3& ZECh7
U St 2HE AL FHA|IEIH @1Z20| BHetz|™ AWS 2o 2 FA|ELICH 72 o|4 o474 SHA|SHH K|

9 237 24 £ AsLICH

ke

Y MY BA Es HERT A4 &4AZ2 25 MH|A @371 SEE B = OutpostE A58 AH
ol & 2|2 Health Dashboard EHLIC}. SEHO| MM E|lE AR T AFSAItE MH|A 213 SE o2
2 AN AWS £ 9iELICt XEMI8E L2 2 AWS Health A2 MBE A 2| Health DashboardA|ZH 6t 7| &
AHZXSHAL2.

HEE MHlA X #E7F HESZ AZ0 IS 0/E B ot
2l 2X ALtEl22o| S e MEHELCt

J_'—l' bdy

42 A ZXIE Flotod & AHA

0jo
ro

- HERIZ /X 2E|E el = Us B2 MHIA 39| 715 K| AlZtE MEHELICH HEL=ZTt
STFEUEX] Folets HHE 7| 2El Z2 M A0 ZFAIZILICH

.

- USRS RA 228 22 + olE 32, SHIE £l 2217102 BVs0l Hula B2 e
Qg BUEZST BRIT KA B2l 7I2H0] BUHE MulA Z27} HAEIX| toW HHE HES
3 %I 22l BRI Z7 (ol of AZiElolEE it

HESI3 o4 o|HE 96


https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
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https://aws.amazon.com/blogs/mt/monitoring-best-practices-for-aws-outposts/
https://aws.amazon.com/blogs/networking-and-content-delivery/debugging-tool-for-network-connectivity-from-amazon-vpc/
https://aws.amazon.com/blogs/compute/deploying-an-automated-amazon-cloudwatch-dashboard-for-aws-outposts-using-aws-cdk/
https://aws.amazon.com/blogs/compute/deploying-an-automated-amazon-cloudwatch-dashboard-for-aws-outposts-using-aws-cdk/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
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NSK thumbscrew HEX tool included with NSK Use hex tool to crush IC behind the label to destroy data by
turning crush screw at least 3 turns
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