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"severity": "$.detail.severity",
"Account_ID": "$.detail.accountId",
"Finding_ID": "$.detail.id",

"Finding_Type": "$.detail.type",

"region": "$.region",

"Finding_description": "$.detail.description"
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"AWS <Account_ID> has a severity <severity> GuardDuty finding type <Finding_Type>
in the <region> region."

"Finding Description:"
"<Finding_description>.
"For more details open the GuardDuty console at https://console.aws.amazon.com/
guardduty/home?region=<region>#/findings?search=id=<Finding_ID>"
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”

]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
},

AWS 22 HH 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonNimbleStudio-LaunchProfileWorker$jsonEditor

Amazon Nimble Studio ZE[Rt et M

"Sid": "GetLaunchProfileInitializationDependencies"
}

1,
"Version": "2012-10-17"

AWS Z2|3 224 AmazonNimbleStudio-StudioAdmin
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AmazonNimbleStudio-StudioAdmin 24 |AM EOt Q150 ¢dZAE £ U&LICt
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« cloudwatch - Nimble Studio7} CloudWatch X|EE& Z4M& £ QI 2 &hL|C}.

"Statement": [
{

"Sid": "StudioAdminFullAccess",

"Effect": "Allow",

"Action": [
"nimble:CreateStreamingSession",
"nimble:GetStreamingSession",
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:DeleteStreamingSession",
"nimble:ListStreamingSessionBackups",
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"nimble:GetStreamingSessionBackup",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetEula",
"nimble:AcceptEulas",
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListStreamingSessions",
"nimble:GetStreamingImage",
"nimble:ListStreamingImages",

"nimble:GetLaunchProfileInitialization",

"nimble:GetLaunchProfileDetails",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents",
"nimble:ListLaunchProfiles",
"nimble:GetLaunchProfile",
"nimble:GetLaunchProfileMember",
"nimble:ListLaunchProfileMembers",
"nimble:PutLaunchProfileMembers",
"nimble:UpdatelLaunchProfileMember",
"nimble:DeletelLaunchProfileMember"

1,

"Resource": "*"
I
{

"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

T

]

I
{

"Effect": "Allow",

"Action": [
"ds:CreateComputer",
"ds:DescribeDirectories",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
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"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems"

1,

"Resource": [

nmin
iF
"Condition": {
"StringEquals": {

"aws:CalledVialast": "nimble.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "cloudwatch:GetMetricData",
"Resource": "*",

"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/NimbleStudio"

}

1,
"Version": "2012-10-17"

AWS Zt2|3 %4 AmazonNimbleStudio-StudioUser
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ol

AmazonNimbleStudio-StudioUser H2HE |AM E ot QI

14350 ARLC|2 APRXPQP ?©4Z2 =l Amazon Nimble
2| AAO] CHEF HMA HEHS Eo{ghL|Ct

O| M*Hofl= Ct= HEho| L etx|oq /&L C}.

« nimble - AR LC|2 AL X}t StudioAdmins 7t /&S Nimble 2|A A0 HMAE =~ UEF T LICH
=2 A

« ss0- AF/LCI AL ARC|R20] = OHE AHERIL| OIS 2 = ULSF gLCh

AWS Z 2|3 M 41


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonNimbleStudio-StudioUser$jsonEditor

Amazon Nimble Studio ZE[Rt et M

+ identitystore - ARLC|Q2 AFEAI7F ARLC|204 U= CHE AKX OIS 2 £ U S FLich

>
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« ds - Nimble Studio7} AFLC|22F AWS Managed Microsoft AD @14 El0]| 7}4 @3
g+ UZE HE L.

* ec2 - Nimble Studio7t 7+ &l VPCO| 7t {3 AE|0|ME AEE = ULSF BfLICH
M2 o

« fsx - Nimble Studio7} T+43El Amazon FSx 250 714 KT AHO|ME HAZAE £ QT E &hL|C}.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterfacePermission",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”
1,
"Resource": [
nn
1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
}
.
{

"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

min

AWS 223 &2 42



Amazon Nimble Studio

TR} OFLU A

]
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{
"Effect": "Allow",

"Action": [
"nimble:ListLaunchProfiles"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"nimble:requesterPrincipalld": "${nimble:principalId}"

"Effect": "Allow",

"Action": [
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:DeleteStreamingSession",
"nimble:GetStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:ListStreamingSessions"
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"nimble:ownedBy": "${nimble:requesterPrincipalId}"
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"Version": "2012-10-17"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "identity.nimble.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
},
"StringLike": {
"aws:SourceArn": "arn:aws:nimble:us-west-2:123456789012:studio/*"
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* ACTION_1: CreateStudio
 ACTION_2: GetStudio
* ACTION_3: DeleteStudio

"eventVersion": "Q"
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipallID:EXAMPLE-Session",

"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {

’

"sessionIssuer": {
"type": "Role",
"principalld": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:25:492"

}
}
.
"eventTime": "2021-03-08T23:25:497",
"eventSource": "nimble.amazonaws.com",
"eventName": "CreateStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"displayName": "Studio Name",
"studioName": "EXAMPLE-studioName",
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"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User",
"adminRoleArn": "arn:aws:iam::111122223333:r0le/EXAMPLE-ServiceRole-Admin"

},

"responseElements": {3},

"requestID": "EXAMPLE-requestID",

"eventID": "EXAMPLE-eventID",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

"eventVersion": "Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",

"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE-
Session",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:44:25Z"

}
}
I
"eventTime": "2021-03-08T23:44:257",
"eventSource": "nimble.amazonaws.com",
"eventName": "GetStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {

"studioId": "us-west-2-EXAMPLE-studioId"
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},

"responseElements": null,
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": true,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

"eventVersion": "Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipalID:EXAMPLE-Session",

"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE -
Session",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:45:14Z"

}
}
I
"eventTime": "2021-03-08T23:44:147",
"eventSource": "nimble.amazonaws.com",
"eventName": "DeleteStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {

"studioId": "us-west-2-EXAMPLE-studioId"
},

"responseElements": {
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"studio": {
"adminRoleArn": "arn:aws:iam::111122223333:r0le/EXAMPLE-ServiceRole-Admin",
"displayName": "My New Studio Name",
"homeRegion": "us-west-2",
"ssoClientId": "EXAMPLE-ssoClientId",
"state": "DELETING",
"statusCode": "DELETING_STUDIO",
"statusMessage": "Deleting studio",
"studioEncryptionConfiguration": {
"keyType": "AWS_OWNED_CMK"
},
"studioId": "us-west-2-EXAMPLE-studioId",
"studioName": "EXAMPLE-studioName",
"studioUrl": "https://ss0111122223333.us-
west-2.portal.nimble.amazonaws.com",
"tags": {},
"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User"

+
"requestID": "EXAMPLE-requestID",

"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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