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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resource": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"

},
{

"Effect": "Allow",

"Action": "secretsmanager:ListSecrets",

"Resource": "*"

}
]
}
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Type: AWS::MWAA::Environment
DependsOn: MwaaExecutionPolicy
Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
AirflowVersion: 2.5.1
DagS3Path: dags
NetworkConfiguration:
SecurityGroupIds:
- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true

=, 7|& Amazon MWAA #Z0f| M Oto|e0|M5t= Z< AWS SDK for Python(Boto3)2 At&dt=
CtZ Python A3 ZIEE SAI5t0] 2142 SXE = UsLCH A ZEEE CORECE = /&L o

Python A3 & E

# This Python file uses the following encoding: utf-8

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX-License-Identifier: MIT-0

1EHAl M B8 dY 8
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Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify,
merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

from _ future__ import print_function

import argparse

import json

import socket

import time

import re

import sys

from datetime import timedelta

from datetime import datetime

import boto3

from botocore.exceptions import ClientError, ProfileNotFound

from boto3.session import Session

ENV_NAME = ""

REGION = ""

def verify_boto3(boto3_current_version):
check if boto3 version is valid, must be 1.17.80 and up
return true if all dependenceis are valid, false otherwise
valid_starting_version = '1.17.80'
if boto3_current_version == valid_starting_version:
return True
verl = boto3_current_version.split('.')
ver2 = valid_starting_version.split('.")
for i in range(max(len(verl), len(ver2))):
numl = int(verl[i]) if i < len(verl) else O
num2 = int(ver2[i]) if i < len(ver2) else O
if numl > num2:
return True
elif numl < num2:

1EHAl M B8 dY 9
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return False
return False

def get_account_id(env_info):

Given the environment metadata, fetch the account id from the
environment ARN

return env_info['Arn'].split(":")[4]

def validate_envname(env_name):

verify environment name doesn't have path to files or unexpected input

if re.match(r"~[a-zA-Z][0-9a-zA-Z-_]1*%$", env_name):
return env_name

raise argparse.ArgumentTypeError("%s is an invalid environment name value" %
env_name)

def validation_region(input_region):

verify environment name doesn't have path to files or unexpected input
REGION: example is us-east-1

session = Session()
mwaa_regions = session.get_available_regions('mwaa’')
if input_region in mwaa_regions:
return input_region
raise argparse.ArgumentTypeError("%s is an invalid REGION value" % input_region)

def validation_profile(profile_name):

verify profile name doesn't have path to files or unexpected input

if re.match(r"~[a-zA-Z0-9]1*$", profile_name):
return profile_name

raise argparse.ArgumentTypeError("%s is an invalid profile name value" %
profile_name)

def validation_version(version_name):

1A M 238 10
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verify profile name doesn't have path to files or unexpected input
if re.match(xr"[1-2].\d.\d", version_name):
return version_name
raise argparse.ArgumentTypeError("%s is an invalid version name value" %
version_name)

def validation_execution_role(execution_role_arn):

verify profile name doesn't have path to files or unexpected input
if re.match(r'(?i)\b((?:[a-z][\w-1+:(?:/{1,3}|[a-20-9%]) |www\d{0,3}[.]]|[a-z0-9.
\-1+[.1[a-21{2,4}/)(Z: [M\s O <>T+|I\((["\s O <>T+| (\(["\s () <>T+\) ))*\))+(2:\(([M\s () <>]+]
A\CIMN\sO<>T+\)))*\) [[M\s  TONINI{D; :\""., <>2«n””77])) ", execution_role_arn):
return execution_role_arn
raise argparse.ArgumentTypeError("%s is an invalid execution role ARN" %
execution_role_arn)

def create_new_env(env):

method to duplicate env

mwaa = boto3.client('mwaa', region_name=REGION)

print('Source Environment')

print(env)

if (env['AirflowVersion']=="1.10.12") and (VERSION=="2.2.2"):
if env['AirflowConfigurationOptions']

['secrets.backend']=='airflow.contrib.secrets.aws_secrets_manager.SecretsManagerBackend':

print('swapping',env['AirflowConfigurationOptions']['secrets.backend'])
env['AirflowConfigurationOptions']

['secrets.backend']="airflow.providers.amazon.aws.secrets.secrets_manager.SecretsManagerBackenc

env['LoggingConfiguration']['DagProcessinglogs'].pop('CloudWatchLogGroupArn')
env[ 'LoggingConfiguration']['SchedulerlLogs'].pop('CloudWatchLogGroupArn')
env['LoggingConfiguration']['TaskLogs'].pop('CloudWatchLogGroupAzrn')

env[ 'LoggingConfiguration'][ 'WebserverlLogs'].pop('CloudWatchLogGroupArn"')
env['LoggingConfiguration']['WorkerLogs'].pop('CloudWatchLogGroupAzn')
env['AirflowVersion']=VERSION

env['ExecutionRoleArn']=EXECUTION_ROLE_ARN

env['Name']J=ENV_NAME_NEW

env.pop('Arn')

env.pop('CreatedAt')

env.pop('LastUpdate')

1Al A 28 4
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=

env.pop('ServiceRoleArn')

env.pop('Status')

env.pop('WebserverUrl')

if not env['Tags']:
env.pop('Tags')

print('Destination Environment')

print(env)

return mwaa.create_environment(**env)
def get_mwaa_env(input_env_name):

# https://boto3.amazonaws.com/vl/documentation/api/latest/reference/services/
mwaa.html#MWAA.Client.get_environment
mwaa = boto3.client('mwaa', region_name=REGION)
environment = mwaa.get_environment(
Name=input_env_name
Y['Environment']

return environment

def print_err_msg(c_err):
''"'short method to handle printing an error message if there is one'''
print('Error Message: {}'.format(c_err.response['Error']['Message']))
print('Request ID: {}'.format(c_err.response['ResponseMetadata']['RequestId']))
print('Http code: {}'.format(c_err.response['ResponseMetadata’]['HTTPStatusCode']))

#
# Main
#
# Usage:
# python3 clone_environment.py --envname MySourceEnv --envnamenew MyDestEnv --region
us-west-2 --execution_role AmazonMWAA-MyDestEnv-ExecutionRole --version 2.2.2
#
# based on https://github.com/awslabs/aws-support-tools/blob/master/MWAA/verify_env/
verify_env.py
#
if __name__ == '_main__"':
if sys.version_info[0] < 3:
print("python2 detected, please use python3. Will try to run anyway")
if not verify_boto3(boto3.__version_ ):
print("boto3 version ", boto3._ version__, "is not valid for this script. Need
1.17.80 or higher")
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print("please run pip install boto3 --upgrade --user")
sys.exit(1)
parser = argparse.ArgumentParser()
parser.add_argument('--envname', type=validate_envname, required=True, help="name
of the source MWAA environment")
parser.add_argument('--region', type=validation_region,
default=boto3.session.Session().region_name,
required=False, help="region, Ex: us-east-1")
parser.add_argument('--profile', type=validation_profile, default=None,
required=False, help="AWS CLI profile, Ex: dev")
parser.add_argument('--version', type=validation_version, default="2.2.2",
required=False, help="Airflow destination version, Ex: 2.2.2")
parser.add_argument('--execution_role', type=validation_execution_role,
default=None,
required=True, help="New environment execution role ARN, Ex:
arn:aws:iam::112233445566:r0le/service-role/AmazonMWAA-MyEnvironment-ExecutionRole")
parser.add_argument('--envnamenew', type=validate_envname, required=True,
help="name of the destination MWAA environment")

args, _ = parser.parse_known_args()
ENV_NAME = args.envname

REGION = args.region

PROFILE = args.profile

VERSION = args.version
EXECUTION_ROLE_ARN = args.execution_role
ENV_NAME_NEW = args.envnamenew

try:
print("PROFILE",PROFILE)
if PROFILE:
boto3.setup_default_session(profile_name=PROFILE)
env = get_mwaa_env(ENV_NAME)
response = create_new_env(env)
print(response)
except ClientError as client_error:
if client_error.response['Error']['Code'] == 'LimitExceededException':
print_err_msg(client_error)
print('please retry the script')
elif client_error.response['Error']['Code'] in ['AccessDeniedException’,
'"NotAuthorized']:
print_err_msg(client_error)
print('please verify permissions used have permissions documented in
readme')
elif client_error.response['Error']['Code'] == 'InternalFailure':
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print_err_msg(client_error)
print('please retry the script')
else:
print_err_msg(client_error)
except ProfileNotFound as profile_not_found:
print('profile', PROFILE, 'does not exist; check the profile name')
except IndexError as error:
print("Error:", error)

2EHA: {2 &2 2|44 0to|1el o]

Apache Airflow v2& HIO|X{ HHH ZIZ|AQIL|C} Apache Airflow v10iM OFo|ZBo|MElE R 23
EE 2lAAE FHI|SIT DAG, 27 At 2 E2{Qlol| CHet 48 AL S & QlsHok &L ct. o|EHA|
5l24™ Docker@t Amazon MWAA ZZ 2{L4E AIE3l0d 24 2 Aol E2|X| B{F 2] Apache
AirflowE T435E 30| Z&LICH Amazon MWAA 22 2{L{E Amazon MWAA 32 ZZHZ =X
st W™YE QIE D o|A(CL) REEIEIE MBFLIct

Apache Airflow HHM 2 84388 MOt requirements. txtHA HIE --constraint URLE & X
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QIFEZ g|AAE glo|2Blo|MEtE™

1. aws-mwaa-local-runner Z|Z X|E2|2] £ E MM Amazon MWAA EZ BH{LH2o| AFEE =X
grLCt
= .
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b. AEX XY 2HX L MME 7|ZE Apache Airflow v1.10.12 848 Z{a9l0} &7 HEZR
$t 22 O|E DAG £ Z &ZLICH Apache Airflow v2+2| ZE 2| 28] Ated|of CHEF XHA|
b LHE 2 Apache Airflow A & AIO|EQ| 2= #E|E TN .

5. I EE 2|lAA0 CHE 2 HE A2 AAIEH &0ll= aws-mwaa-local-runner 2|Z X|E 2|29
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job ¥ log El|o|21t #t24E CIO|E{E Oto|22lo|ME &= U&LICt e CIARHA 2OE
airflow-{environment_name} 21 & Ot2H2| CloudWatch LogsOfl KZ & LICt. O™ AlZHof &
U RIAEA ZEOE Hp{H siE 202 M 84 21 JE0f EASHoF LI ##d HI2E £0(7]| ¢
ol HE 2F ol 20t f7|= XWo| E&LIC

7|Z& Amazon MWAA 20l M Oto|22i|o|M5t= B2 HIEHHIO|E| C|O|E{HIO| A0 &7 HM|AE
£ 9l&LICH DAGE A&3tod 7|Z& Amazon MWAA &t ZE0{| A MEYSH Amazon S3 HZ!2 2 H|EtH| 0]

EAE LHE LHOF BLICH XtA| 223 gt EoiMd oto|ad|o|Met= B Cha EHAHE AFE5t0{ Apache
Airflow HEIHO|HE LHEH == JU&LIC

CIOIEE LHEH Foi= A 230 DAGE &350 OIOIEE 7K E = UELICH LHELHZ| & 7}
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1. B A&75t04 Amazon S3 HZ!E M4 AWS CLI 504 LHEH H|O|E{ & K& & LICH uUID
regionE ALSAtS| HEZ mAgLCt

aws s3api create-bucket \
--bucket mwaa-migration-{UUID}\
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--region {region}
(® Note
Hof ME St 40 20| glzet dlo|EHE oto|el|o|Mst= &
o| 7|2 &A= 3IE FH55t= WOl E&LICH
2
® Note
AHA| 22l g 80l A oto|aeio|Mste ol MEEX| et&LICt
71E BZHO| MY 32 AT S HAMS F7hst0f 1EH0IM MAIE BIZIol 47| HAA
Tet2 Fo{gct
JSON
{
"Version'":"2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject*"
1,
"Resource": [
arn:aws:s3:::mwaa-migration-{UUID}/*"
]
}
]
}
3. amazon-mwaa-examples Z|ZX|EE2|E =5t O0to|28|o|M AILIZ|22] metadata-
migration 3t/ C|EE 2|2 O|S & LICtH
git clone https://github.com/aws-samples/amazon-mwaa-examples.git
cd amazon-mwaa-examples/usecases/metadata-migration/existing-version-new-version/
H HELC| OB & K& 57| I3 S3_BUCKETO! CHEF 2XHAE gt2

export_data.pyOlA LHE
A48t Amazon S3 H{Zle 2 wAl|ghL|Ct.

= =
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S3_BUCKET = 'mwaa-migration-{UUID}'
metadata-migration C|HE{2|0{ M requirements. txt Tt FH&LICH 7|E &ZHof H?_
F

UE B2 requirements.txtoll X|HE FI} 2F A S AHS

LT ALY mdol o|o| U= E
F7tect 7|&E 7 A IHo| gi= B metadata-migration CIEEE[M XS
Ar&stH ot

6. 7|& @0l AAZE Amazon S3 %! 2| DAG C|ZE{2|0i export_data.pyS SAELICH XA
ZEl™ ..*7401|A'| ool Bllo|Met= B AF8 Xt /dags EL0 export_data.py2 SAHELICEH

S.
ol
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UC |0|EEI requirements.txt2 7|& 31 ¢4ZE Amazon S3 HAISE SAE S &4
£ %504 M requirements.txt HEE

I_

7. a}
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=

o
272 0| Yool EEl & Apache Airflow UI0] HA|A 504 db_export DAGL| YA| EX|E At

I EZ27 A= S EC|HELICH

HIEFCHIO|E{7F mwaa-migration-{UUID} Amazon S3 tHHZ!2| data/migration/existing-
ol=

9.
ME Lol ZEx(of U=X]

version_to_new-version/export/Z LHELHX 1 ZF EJO0|E0| &

EHQIgrLICH.

42t M BrE2 2 HIEH| Ol 7t 27|

M 2Zo = HEIC|OIEE 71X 28{H

=2
1. import_data.pyOIA CtSol CHEt EXMYE 22 AFEAtS MEZE WA LI
= 8%

« 7|& Amazon MWAA &tZ30{ A Oto|2di|o| M6t

S3_BUCKET = 'mwaa-migration-{UUID}'
OLD_ENV_NAME="{old_environment_namel}'
NEW_ENV_NAME="'{new_environment_name}'

TI_LOG_MAX_DAYS = {number_of_days}

MAX_DAYSE I EZZ7} M &40 SAtetE 21 mto| YU+E Ko{&LCt.
O

-« XtA| 22l B Eoil M oto|aBo|MstE B

S3_BUCKET = 'mwaa-migration-{UUID}'
NEW_ENV_NAME="'{new_environment_name}'
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2. (MEH AtE) import_data.py AUEt 2 20 SALELICH 2E &Y 208 SAtstzi™
getDagTasks &+ & st CtF T = =20l ZEA|EI CHE ti.state = 'failed'E &K
%I-L_||:|.
=] N

def getDagTasks():
session = settings.Session()
dagTasks = session.execute(f"select distinct ti.dag_id, ti.task_id,
date(r.execution_date) as ed \
from task_instance ti, dag_run r where r.execution_date > current_date -
{TI_LOG_MAX_DAYS} and \
ti.dag_id=r.dag_id and ti.run_id = r.run_id order by ti.dag_id,
date(r.execution_date);").fetchall()
return dagTasks

o)1
0

3. MeEtdo| Ad AEE -5 D ChE WM E FIHELICH M HAME S35 Amazon MWAAE
Apache Airflow HEIH|O|E{E LHE ' Amazon S3 HHZ!M 11 7|& 21 aF0i|M 5] QIAE
A ROE SAE £+ UELICH 2E RIE| EARIE AFRAF HEZ WA|ELICH

(® Note

A 22l 8 Z0l| A Oro|zio|Mst= B2 &20f| A CloudWatch Logs 221 FHetE 4
X|5HoF &fLICt.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:GetLogEvents",
"logs:DescribelLogStxreams"

1,

"Resource": [

"arn:aws:logs:us-east-1:111122223333:109g-
group:airflow-{old_environment_name}*"

]

}I
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{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::mwaa-migration-{UUID}",
"arn:aws:s3:::mwaa-migration-{UUID}/*"

]

}
]
}
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