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« Windows Server 2008 R1 SP2, 2008 R2 SP1
* Windows Server 2012 R1, 2012 R2
* Windows Server 2016
* Windows Server 2019

« AA FE BME 2|3l GitHub % GitHub Enterprise 2|2 X|E 2|0{l= Strategy Recommendations
+%7| 2cto|UEL} SRY = U= 2lEXIES Helel 71l HMA EZ 0| Qlo{of &Lct E|ZX|
EC HRZE 78 HMA EEE Mdste wEdof CHE XEMIEH LI& 2 GitHub Docs 2| Creating a
personal access token2 & ZX3HAMIR2.

Porting Assistant for NET T& ALE ol CH3H .NET 2|ZX|E2|E £41524™ Porting Assistant
for NET O|&] H7I =72 A E Windows A|AEIS XS5l oF g LICE XHAIEH LHE 2 Porting
Assistant for NET A2 A 2| Getting started with Porting Assistant for NETZ & Z3IMI2.

« O|O|E{H|O|A EME |8t Strategy RecommendationsE & 433} 35t2{8 AWS Secrets Managero]|
Hot olE HEE l2daloF B LCt XHAIEH LHE 2 Strategy Recommendations G| O|E{H|0|A B4

oA,

-

r

m F
o

mo
o2k 0|

- Strategy Recommendations AWS Application Discovery Service £ AF&35t7| 0l E AF2 304 AWS
Mlgratlon Hub 2&0M Mu{ & ofZ 2|7 o|M0fl CHEF CIO|EHE =Z&lsHoF §LICH Cts & & 5tLt
E A835to{ |o|HE =&E £ JU&LICt

« Migration Hub 7tX4 27| - Migration Hub 7}X27|& Ar&stH 2T 2f|0|A A & o ZE (A 0|
Mof cHet HE E Migration HUbZ 7tX{E == U&LICH RtA|IEH L& 2 Application Discovery
Service AH& B A Q| Migration Hub ImportE & Z5HMI L.

« AWS Application Discovery Service Agentless Collector — Agentless Collector= VMware 7+&f
Alof| cHet ME E = &5t VMware 0{Z2F0[AA LT AFAM[EH LHE 2 Application Discovery
Service AF& B A2l Agentless Collectorg & Z=5HMIL.

« AWS Application Discovery Agent - Discovery Agent= A|AR! HE QU A|AR 7 HEQTZ H4ZA
ME MEE A6 7| 8 2Za0lA M 2 vMsof A x|5te AWS AZEQo{lL|Ct RFA|IEH
LH &2 Application Discovery Service At& AEAM2| AWS Application Discovery AgentE & =5t
M.

- Strategy Recommendations Cl|O|E| =& 7| - {7} VMware vCenteroi A EAEE[T ALERI7F X
NA HEtE M3 ste B Strategy Recommendations7t M QIHIEE|E AIS2E 7HKE &=
& LICt. Strategy Recommendations 2&2 & E HEE A&35t0{ HIHE K| F Lt
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® Note
Migration Hub 7tX2 7|7} 83 Mo E =2 E|RI= K| & 16t 2{2 Migration Hub 2& &A1 &
O| A MHE MEAFFLICH 7t M2 MEH7F 25 LhEE|o{oF §LC.

Migration Hub Servers

Dashboard Server list Network
Discover

|Senm-rs m Visualize network Group as application Actlons + Explone data in Amazon Athena €

Applications

T

Data Collectiors

Tools Server Info Source Applications Migration status
Agsess LinuxS2 Import Not started

1EtA|: Strategy Recommendations £=%Z|7| CIZ2E

Migration Hub Strategy Recommendations OfZ 2710/ H|0|E{ &7 2= d|0|A VMware &
Aol dx|g = Q= 7H ofZ 20| A QlL|C}. Strategy Recommendations OfZ 2|7 0| Ci|O|E] ¢
&7|= Amazon Machine Image(AMNEE AFEE £ JU&LICH =&7[S| AMI HTIZ AL& 3101 AWS
OHZ 2|70l E BIt5t7{LI CHE O|RE £&7|E CIRECY LRt eigLch o MME L5
Amazon EC2 QIAE1A0f Strategy Recommendations = £!7| HIZ 2 0|5 & £ l&LIC.

ol MMoME £E7|E VMware 7Z30{A 714 Al 2 HZ 5tE O AF235HE £ %E7] OVA(Open
Virtualization Archive) It 2 CI2 2 CE5t= WS MAHELIC

&7/ OVA LA CIREE

1. oM 48 AWS HHEE AL 510401 Strategy Recommendations A% 27121 AWS Management
Console 3t https://console.aws.amazon.com/migrationhub/ Migration Hub 2&2 L|Ct.
2. Migration Hub 2& B M &0 M S MEdEFLICEH

Migration Hub Strategy Recommendations | O|X|0{ M HIO|E{ =& 7| CI2 2 =& MEiFLICtH
4. OHEZZIFIOIM HIOIEE 7tXMis B 7IX7| HESI CIREEE MEE =2
O|E 7tAM 2 7|0i CHEr AFM[EH L& 2 Strategy Recommendations £ H|O|E{ 7t
M.
5. TE AE 7IK27| HEZ Z2l6t1 S22 MEHSE0{ Migration Hub7F A& 0l M AMH|A 44
EH(SLR)S MAEt 4~ QI & &fLIC}. Strategy RecommendationsE &S M%E mf SLRS A4 A5
OF gL|CH RFMIEH L8 2 Strategy RecommendationsOll CHEH AMH|A 9474 o4&t Al BEHHE & X
SHAAIL.
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2EHA|: Strategy Recommendations <= £!7| Hi &

O| MMoi| M= Strategy Recommendations O Z 2|71|0|M C|O|H =&7|& HiZ5t= WS dHE L
Ct. oHZ 2|70l BIoIH =& 7= MM A~ Sl ofEZ|F|0|ME A|H5tD, A4 I E BME ¢

et T, Cllo|E{H[0| & & E st ol 0| E gl CloIE = &7|LCH.

HlOjA TZHE |8t Strategy Recommendations= KTLO ZEQILICH 7|& T2 A&

A
_I_Ix=l

N
=
HH
0%
T

o= & 7tX|7F &Lt

VMware vCenter Server0l| 7t4& A 2 HiZ & LICEH XFM[EH LI& 2 vCenter0i Strategy

o

Recommendations =%&|7| Hij = T+
H7lste4= AWS O E 2| 0| 0]
Machine Image(AM)E& At2& &+ Q|

o

Recommendations = %&7| HZ B2

H

>
>

mo > rr mo |o
0

X
A% Strategy Recommendations = %&!7| Amazon
LICh REMIEH LH& 2 Amazon EC2 QIAE A0 Strategy

(0]

vCenter0| Strategy Recommendations =& 7| H{&Z

Mlgratlon Hub Strategy Recommendations O Z 2|71|0|M C|O|EH = &7|= 2= 8i|0|A VMware £
Ao dx[E £ U 7t ofEBto[AA LI O] MM M= VMware A0 M =& 7| OVA(Open
Virtualization Archive) I+ 4 7t4& HAIC 2 HiZ 6= W8 MHEELICH

CH2 ™xto A= VMware vCenter Server £ Z30{| A{ Strategy Recommendations =%!7|& HiZ5t= &
g dHEELICH

vCenter0i| =&!7| Hi =

vCenter0l VMware & 2|Xt2 21918 L|C}

2. 1AM CIR2EES OVA 2 HHEELICH OVA I ol = Strategy Recommendations API
of HMAStHE O AASE = U= =E7IQ CLIZI Z& E[o] [U&LICEH

mol

CtS 2130 OVA IAUS CIREEE = U&LICH

https://application-data-collector-release.s3.us-west-2.amazonaws.com/ova/latest/
AWSMHubApplicationDataCollector.ova
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VM| HE A2 Ch31 Z&Lch

Strategy Recommendations = Z!7| VM At

« RAM - |4 8GB
« CPU- %A 474

(@ Note
MER 7|8t Ha =dH0| 25 =& & 2|4 HHe =&7|E AH835t2{™H =F&7| OVA
I HZdE & £E7IE Yadlol=& Lt ¢Haslol= BEof B8 X|E2 Strategy
Recommendations =&7| ad|o|=E MME & E5HM L.

Amazon EC2 A B A0 Strategy Recommendations =%£!7| Hi 3

Hotsted= AWS o Z2[FH 0|M0] Q= B Strategy Recommendations OHZ 2|7 0|4 HIO|E{ =& 7|
Amazon Machine Image(AMI)E AF2E £ &LICH

1

0|0

2 Mxte= £E7| AMIOIA Amazon EC2 QIAEAE A|ZH5l= W2 MEEstL|Ct.
£ %|7| Amazon EC2 QIAEIA Hi|Z

https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.

2. 3t oEo| B R Zo= A 2|T0| EAIELICHA: O/F S5 (2350[)). Strategy
Recommendations0i| A AtE5t= 2 S0l ERo H= EIXS MEFELICEH ol2{8t 2| |58
2 AWS 28t F X 9| Strategy Recommendations endpoints& & = 3sHHIL.

3. EfA Fofo|O|x| ofzHoll A AMIE AMEAFHL|CEH

4. W A% EECH20M 374 o|0|X|E =g LICEH

5. dM 2 MElstD HlwolM AMI O|§ 2 MEfgfLCt.

6. O|&2Z AWSMHubApplicationDataCollector2 23&FL|C}.

7. H™E AKRTE7031634444050|T AMIS| AA T FFEH ZAILICH

8. O| AMIOIAM QIAEIAE A|Zt5lE{H RI5t= QIAEIAE MEHSH O} A|EHS MENSHL|CH 248

A&3tod QIARIAE AlE st Yol CHEN ZtMIEF LIE 2 Amazon EC2 AFE HE M 2| AMIOI| A

QIAEIA AR RESHHIE.
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Strategy Recommendations = Z!7| Amazon EC2 QIAEA ALY

- RAM - =|A 8GB
« CPU- %|A 474

Strategy Recommendations AMIO|= Strategy Recommendations AP101| 4 M| A
= T &7Iet CLIZF Z2rE|o] &L

@ Note
MER 7|8t HHa £=Ho| 25 Z & E 2[4 HEHo| =EIT|E Ar&stn
Strategy Recommendations ==& 7[& Amazon EC2 RQIAEIA R H{| Z &t —?—
EStM L. daslol= dedof 28t X[E2 Strategy Recommendations

ot= ol ALY = U

Mg xsHe.

3Et7|: Strategy Recommendations =& 7|0 2210

o] MMof|M= Hi ZE! Migration Hub Strategy Recommendations O Z 2|7 0| M H|O|E =& 7|0l 21
Rlste WS dIEELICH =E7|o 2aelsts Y2 =&7|E uf=Z et 2o et E2t&LIc.
« vCenter 7|8t 204 HHZEl £=Z&7|0| 23 2IEL|C}.

« Amazon EC2 QIAEIAR HIEE £Zl7|of 20l

vCenter 7|8t 2301 HHZE =& 7|0 23l LICt
vCenter 7|gt 8730 HHZ El Strategy Recommendations 5= & 7|0l 2221524 ™

1. Ch3 BHES AL85t0 SSH 2Et0|UE=Z +~E 7|0l AZELICH

S E
_=
&5 E Hgstor &

Qfstats HAIXIZE LIEILIH 718 &3 aq1@WSde3g LBLICH A 22013 f
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Amazon EC2 QIAEAZ HIEE £&Zl7|0of| 2190l

Amazon EC2 QIAEIA Z HiE El Strategy Recommendations =& 7|0l 2121524

- [t BHES AS5t04 SSH 2EI0|UEE =& 7|of dZAg LIt
ssh -i "Keyname.pem" ec2-user@CollectorIPAddress

Keyname.pem =& 7| AMIO|A Amazon EC2 QIAEAE A[ZHE M MdE Zztols! 7| L|Ct

4TH7: Strategy Recommendations =& 7| A%

O| MMoM=E BHE collector setup BHEE AFE 5104 Migration Hub Strategy
Recommendations OfZ Z|71|0|M T|0|H =&7|E Fdst= WS dHEELICE ol Fd2 2Z
of X% E Lt

collector setup BEES AFS5t2{™ HX C}S docker exec BHE AL&3+0{ =& 7| Docker 7
EO|L40l bash & A4S M5l oF g LCt.

collector setup BH2 OIS TS ZF HES = AASHX|E 2 BES 7oz AAE +

T A&

« collector setup --aws-configurations-AWS T#4& MAEL|CH

« collector setup --vcenter-configurations -vCenter #+42 MMELICtH

® Note
vCenter 7t MH2 =& 7|7} vCenterti M SARE|= FA202 7tsELICEH 2L HH
collector setup --vcenter-configurations% Ar&3t0q vCenter 48 MHE &

Mz M8 + &Lt

« collector setup --remote-server-configurations- 7 M #8S HYELICH

o= =
« collector setup --version-control-configurations - H{Z #2| F42 MH&eLICH

Amazon EC2 QIAEAAZ HIZEl £Zl7|0of 220l 15
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SAol 25 77| 74 4N

1. CIS YHH

o
Io
il
gt
r
n

collector setup

ol dBE Chz AWS 780 CHEF HEE UHELICtAWS 74 43,
vCenter 7 Mo dBE CHE vCenter T4 HEE L=FLICH
HA MH 74 dHo MEE 2 ¢4 M 71 HE

HE 2| 78 480 dBE 2 HH 2El 78 82

2

F

OII

|l
1

ClO|E| =& & 2I5H &3 Windows Z! Linux A &
UEE Windows ! Linux AHHE &H|gFLICt.

|&lof 2t =& 7| HIo|IEHE =&

AWS A M

BH L= collector setup BHS MEE M AWS T+ HHStE{H collector setup --
aws-configurations

1. Have you setup IAM permissions... &0 Y(0i)& I=ZFLICt. Strategy Recommendations AHS
Kl 2l o4&t o| BEFA|of [TF2F AWSMigrationHubStrategyCollector EEI& M2 ALE35to{ &
7o HMAE ALSAHE ST M o243t HetE A gLct.

2. O EtAHof el =ET|of HMASHT| 2|5 Medst MRXUP A= AWS HHOo| AN A F(oF ot
7|8 @248 L|CtStrategy Recommendations A& A} &l 4%t
3. Z2I™(d: us-west-2)& 23&FL|Ct. Strategy RecommendationsOlA AF2 3= 2| S0 E
Qo &= 22 MEdStLICE o|2Et 2| S5/ 2 AWS ek &= 9| Strategy Recommendations
endpoints& X HM|L.

4. Upload collector related metrics to migration hub strategy service? 2201 Y(0)& =23&L|C} X|
E HEE MY x|¥E AWS ME5HE o ==0| ELuich

5. Upload collector related logs to migration hub strategy service? 20 Y(0i)& =4gLIct 2
ol MEE MXMst X|HE AWS ME5tE ol =&0| ELc.

CHS ool M= AwWS T80l CHEF oMl F 52 27 eto] EALIE LIS EoiELICH

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

AWS 74 16
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1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default

collector will upload metrics. [Y/N]: Y
Upload collector related logs to migration hub strategy service? By default collector

will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully
Start registering application data collector

Application data collector is registered successfully.

vCenter 743 AX

collector setup BH E= collector setup --vcenter-configurations @& AIE Al

vCenter 4 ™

1. VMware vCenter 22t 15 E Al&35t0{ 21E3lEd= Z2 Would you like to authenticate using
=
=

VMware vCenter credentials Z 201 Y (o)

® Note
VMware vCenter 29+ Q15 & AF235l04 215524 CHA Mol VMware =77} A x|
o{ Qlo{of grLcCt.

ol2dstL|ct. 2 CF2 VMware vCenter| AF2 X} O]

>
Im
C
A
=
<
O
D
=
®
%
_|
k>
IR
rr
C
Y
>
fjo
I

2. Windows MHHE F43t2{= E<? Do you have Windows machines managed by VMware
1 Y(ol)& U=3IgLct.

vCenter 714
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® Note

Windows #4723 A7} Active Directory TH|QI0| &3t= Z<2 CLIE AF8304 ¥ M
T2 MBE I AR Xl O|EE domain-name\username L 2 235l oF EILICt. 0 E &
01, =M@l 0|& 0| exampledomainO|1L A& X} O|F O| Administrator®! Z3< CLIO| 1245t
= A2 Xl 0|& 2 exampledomain\Administrator & LIC}.

3. Linux AlHHE FMsl24E 7 Setup for Linux using VMware vCenter Z201 Y(0i))& 248
Ct.

Linux2| AtEX} O|E2 &t 5 & U™ELICH

4. vCenter 2|5 MO CHEt HA M 2ot 0158 M™HstEdi= Z2 Would you like to setup
credentials for servers outside vCenter using NTLM for Windows 2! SSH/Cert based for Linux &
=0l Y(o)& =dgrLct.

5. vCenter 2|20 M Z2|=l= Windows A|AEI0|| CHEE 2 oF 215 0| vCenter Windows A|AE 0]
CHet 2ot 0152 F4E M MBS E 2ot 2151 S U F2 Would you like to use the same
Windows credentials used during vCenter setup 220 Y(0)E =24&L|Ct 2 K| 2t N(ot

LR)S Y=Lt

1D

Y(ol)= Est™ Chsnt 242 22 0| LIEFELICH

a. Are you okay with collector accepting and locally storing server certificates on your behalf
during first interaction with windows servers? & 20 Y(0)E =24gFL|C}.
b. SSH 215& F/435t24™ Enter your options EE0{ 12 =24gFL|C}.

SSH 2152 M85tz MEfst A WEE 7| EoF Q152 Linux MEHO| S AtsHok &f LICt.
REMEH LHE 2 Linux MEHOIAM 7] 7[8F 915 27 BeE B EstAAIL.

CH2 ool A= VMware vCenter 430 CHSt of|Al| &S 2 & 5101 &

P
Luul
rir
=
00
fjo
HL
2
C
ink

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

vCenter 714 18
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NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: vy

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

vCenter 7' 19
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Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

7 M 74 MY

collector setup BE = collector setup --remote-server-configurations @A Al
g Al 9174 Me 74 9

1. Windows MHHE F/d35tEd= B Would you like to setup credentials for servers not managed
by vCenter using NLTM for Windows ZZ01 Y(0)& =38 L|Ct.

WiIinRM2| AFE XL O|ET &S E =AELCt.

® Note

Windows #Z3 M7} Active Directory TH|QI0]| &£35t= Z<2 CLIE AH&3t04 4 MHH
T2 NMEE ) AH2 X 0|1B S domain-name\username2 2 A&l oF ELICH K& &
04, =Ml 0|Z 0| exampledomainO| 1 A2 X} O|& O] Administrator®! Z3< CLIof| /245t
= A2 Xl 0|& 2 exampledomain\Administrator & LIC}.

Are you okay with collector accepting and locally storing server certificates on your behalf during
first interaction with windows servers? Z&01 Y(0)& 23&L|Ct Windows Server 1 M= C|
SlE{2| /opt/amazon/application-data-collector/remote-auth/windows/certso
MEELCH

MAE M 2O 915 S Windows Mo ZALsHoF BHLIC AFMIEH LIS Windows AEHOIA #
7 M T4 AT EHede AT SAAIL.

EERTESS 20
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2. Linux MHHE F435t2d= &< Setup for Linux using SSH or Cert 220 Y(0)E =24gFL|C}.
3. SSH 7| 7|¢t 2152 F 44524 Enter your options E20{ 12 248tL|C}.
SSH IE 2 ALE5t7|2 MEiSt A2 MYEl 7| 2ot QIE S Linux ME{0l S AtaHoOF & LICH RHA
3t LI 2 Linux MBI 7| 7|8t @l =

4. QIBM 7|8t Q15 E F 445242 Enter your options &E0i| 28 /=248 L|C}.

OIF A 718k O1F Adoll CHE KFMIEH LI Linux Mol M QIE M 7|8t Q15 M8 Mg &%
sthle

CHS ofolM= A A 8ol Ciet ofd| =& Z&stod ZATlE LSS EoiELICH

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

HH M 7 21
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Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.
Your Linux remote server configurations are saved successfully.

B Bal T A

collector setup BH E= collector setup --version-control-configurations B
AL Al B BHE| A M

8.

Set up source code analysis? ZE0 Y(0)E =3gLCt.

Git M = ZQIEE F443t2{™ Enter your options ZE0{ 12 23&tL|Ct

GIT M A=ZQIE Z github.comS 248tLICT.

GitHub Enterprise Serverg T ‘35t2{™ Enter your options ZE0{| 28 =23 L|Ct.

GIT server endpoint: git-enterprise-endpoint2t Z 0| https:// 10| AE{Z2}0|= A= Z O
EE =gct,

Git username} 721 MMIA tokens U=IEFLICH

C# A& EM35ted= A< Do you have any csharp repositories that should be analyzed on a
windows machine? & 20 Y(0)E =g L|C}.

@ Note

Porting Assistant for NET & At&rof CHsH .NET 2|Z X|E2[& &495t24™ Porting
Assistant for NET O|4] H7} =72 M™El Windows A|ARIZ XS 3t oF &L|Ct REAl
8t LI& 2 Porting Assistant for NET A% A 9| Getting started with Porting Assistant
for NET= &=35HML.

Would you like to reuse existing windows credentials on this machine? 2 &0 CHal C# &

A 2ME /5 Windows A|AEIO| O|F0 --remote-server-configurations &= --
vcenter-configurations Ao U2 XMIE Eot 150 SUSH Eot QIS 2 AL 85t 4
< Y(oi)& =gt

(L

E

VMWare vCenter Windows Machine 22t 2152 A& 35t2{ Choose one of the following options
for windows credentials0il 12 Q/=248rL|C}.

M EoF OIS S 3steds B9 N(OtLIR)S =L

Windows A|AEIO| IP FAE 3{FLICH

HH el 74 22


https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
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CHS ofolM= BT 2te| 8ol et ol =& Z&stod ZAZlE LSS EoiELICH

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>
Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:
1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>
Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

HO|E =& & sl 223 Windows 2! Linux M &H|

(® Note
vCenter H ot Q152 A& 3104 Strategy Recommendations OHZ 2|70 HIO|E £=&7|8 M
i5t= dol= 0| A7 2 eisLct

HA M 78S M™Y8t & collector setup command = collector setup --remote-

=

server-configurations &2 A& 3t= B Strategy Recommendations O Z 2|71 0|4 H|O|E
F=&717t HE Mol HIO|IEE =& = UEE HZE AHE ZFdIatof FLCt.
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@® Note
ZZlO|H IP FAE AF85H0] Mol 2188 = U=X| & elstiof gfLict ¢ A 2512
Virtual Private Cloud(VPC)E &3l 832 & 5t= 2ol AwS CHet AtAIEH X|=E2
Virtual Private Cloud AF& MBEME & XM 2.

4 Linux AHE ZHISH2d™ 22 Linux AH EH| MM S HZ5HM 2.

274 Windows ABHE ZHI5HE4™ Windows MEOIA #2174 b 44 A MME B shM 2.

74 Linux A £&H]|
Linux MBH0AM 7| 7]8F 15 M

A MH A2 A8 M Linux® SSH 7| 718k 9152 M= = MEfSH AL Strategy
Recommendations O Z 2|7 0| T[O|E{ =& 7|0 CIOIE{E =& &= JUH O HHE =&5t0d
MM 7| 7|8t o152 st ofF & LICt

Linux AMEHOAM 7| Z7[EF 215 M
1. ZElo|Ldel ChE E{ 0| M id_rsa_assessment.pubZt= O|E 22 MM EI HEZ| 7|8 SAFELICH

/opt/amazon/application-data-collector/remote-auth/linux/keys.

2. SAMEIHER FIE ZE ¥ AAE|O| $HOME/ . ssh/authorized_keys moi| F7}ELICH,

ANEE = UE THYUO| gl= B touch = vim BHEE ALE 504 Mg gLlct.

07} HEt & 755 OlstRIx| &QlgfL|ct 7772 B &35t X| et &LICh.

Linux MEOIM Q1B M 7|8 Q15 A

HE M 8 7 W LinuxE 218 M 7[8t 0I5 S MHEHSE S MENEH 3 Strategy
Recommendations OHZ 2|7|0|M | O|E{ £=&I7[0|M CIO|EE +=&E &= UH CIS EHE &3l ok
st|CH

= -

of Z2|7 0| Mol Chslf 215 712 (CA)ol o|0| dHE(of (e B¢ ol S HEFLICH
Linux MEH0IA QIS A 7|8 015 A%

1. 2E ¥4 MH| AL E & U= ALEXL 0|F 2 SAELICH
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2. || HEE 7|& CAoll S AL LICH
F&7|ol HEE| 7|= OIS fIXIoM & = J&Lc
/opt/amazon/application-data-collector/remote-auth/linux/keys/id_rsa_assessment.pub

OIZ A& MAd5tEiEt o] HE2| 7|18 CA F7HsH0F BHLICH

2|
3. O™ EFA0M &8 ABSME +E7Ie| e ARl SAFELICH

/opt/amazon/application-data-collector/remote-auth/linux/keys

CI5 MOl 0|& 2 id_rsa_assessment-cert.pub040F & L|C}.

4. M EHAOIM QB T OlF 2 =FLct

Windows MEHOM 27 MH 74 HH

27| dHoM A M 2 H™E I WindowsE MY S MEHSH 4 Strategy
RecommendationsOlA CIOIE{E =& E &= U7 CIS BHE =& sHoF &L|Ct.

® ¥4 MM M- E|= PowerShell 23 ZE 0] CHaH RHMIS| LOotEE{H O] mEE {2AM|2.
0| A3 Z|IE &= PowerShell #Z42 &35t 4 0|el 2 & Q15 WS HIE MeterL(Ct
O|= Windows NT LAN Manager(NTLM)0{| At& £|H 'AllowUnencrypted' WSMan ZEEZ2
false2 75t01 M2 MHE E|ALH7} dE 3t EEfEHE =26t 5 & LICH Microsoftof A
M3st A3 RIEQI New-SelfSignedCertificateEx.ps12 AFE3t0d A&l MBE QIS M
E dMEhct.
HTTP 2lAL47t Rl 2 WSMan QIARAE 7|&E HTTPS 2lAL4et &7 M7HEuc a2
ChE M HTTPS 2lAL47t M ElLIch TCP ZE 598601 CHE QlutR = Wate 72|z M4F
LICE OFX|2F EAof A WinRM AMHIA 7 CEA] AIRFEILICH

Windows 2008 AEHO|M 4 ¢d4E S8l CIo|E =& A™

1. CI2 H2S AR50 Mol A x|=l PowerShell2| A2 &HQIgtL|Ct.

$PSVersionTable

2. PowerShell H& 0] 5.10| o}zl 42 Microsoft dE A2 WMF 5.1 A x| & A X|&lof k2 WMF
512 CIRE=st1m Mx[ghL|ct.

HIOlEl + e 515 2 A8 28] 25


https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
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3. M PowerShell 0| CI& HHEE AF&310{ PowerShell 5.10| A x|z|o{ U =X| &QlgFL|C},

$PSVersionTable
4. Windows 2012 O|&0{M 4 A4S S35l O|O|E 12 MYl WyES MHESHE=E ChS BHAHE
[HELICtH
Windows 2012 0| & 2| M0 4 odA2 Sal Tlo|e =& M-
1. ChZ URLOMIM Mx| A3 EEE CIREEELICE

https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1

2. L[} URLOIA New-SelfSignedCertificateEx.pslE CIREZE3t1 WinRMSetup.psle
CI2EC s S ZEH0| AR EE Eoid&L|C}.

L O 2L

https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-
SelfSignedCertificateEx.ps1
3. MXg 2t28e{H CIR2ZE 8 PowerShell AR EE ZE oZ2(AH 0|M MHe{oll A A&listL|ct

.\WinRMSetup.psl

(® Note
Windows Remote Serveroil A Windows Remote Management(WinRM)7} MCHZ M| x| of
2 72 g MiHolM ClolE{E Estedm 50 AmatLich of 7 ZElo|L2l CHe il
ol M Mol sl st= QIS ME ArA[SHok & LICEH
/opt/amazon/application-data-collector/remote-auth/windows/certs/ads -server-id.cer
RIS ME AAEH = OB =& Z2MATLCHA| A= E [7FK| Z7|CHR L C

=&7[2F M7t C[o|E ~El& 2l B[ =X] =Lt

BEE AEstod #E 7|k M7 HIO|H =& floll EEIR=X] FlgfLch

o o

m

Ojo

P

collector diag-check

®)

| BE2 M 8ol Cigh dzdo| TIE HALE sstu Aofsh HAtol CHet =S MS o
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https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1
https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-SelfSignedCertificateEx.ps1
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-a ZEOM HEE ALESIH HA7 22! £ DiagnosticCheckResult.txt I 0l £240| & A|ELICH.

collector diag-check -a

s M| IP FAE AEsto{ B Mol M T ol Chsll TIEE HALE e + A&LIch

CHE OfRlE BRI A

0
|0

| €338 EoiELICH

Linux AH

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows A{H{

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded

HIolE + a2 *ls 58 Fel 27
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0S version check succeeded

Start checking Windows architecture type...
Windows Architecture Type Check succeeded

All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

CHS oXl= 24 A E¢f Q15 0| X & B2 EAEE 2F HAIXIE 2o{ELICH

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

5Et7|: Migration Hub 2& 0| A Strategy Recommendations& AHS
5t0 HE AL 71K 27|

M| M04| M= Migration Hub 2 £ 01| A Strategy RecommendationsE At&3510{ X2 2 00|28 0|
M HE AEE 7K e WS MPEELICH

—-O 4L O

1. oA M8 AWS HHEHE AL 510401 Strategy Recommendations A% 2721 AWS Management
Console 3t https://console.aws.amazon.com/migrationhub/ Migration Hub 2&2 L|C}.

2. Migration Hub 2& B A &olM ™22 MEHEHLICH

3. Migration Hub Strategy Recommendations H O|X|0|A HE ALE 7HXK27|E MEHFLICH

4. Migration Hub7t 7H|"H0i| MH|A @14 gl (SLR)2 MY = UL E &{&5t= O

4 |

= 1
MERSLICE SLROM| CHEF RFA|EH LI 2 Strategy Recommendations0il CH8F AMH|A 9473 o35 A}
2 MMg HESAL.

5. OIo|E & T4

a. OIOlE| 24 T4 HOIRIOIM CHE 24 B0l B8 MOl 2AE Meisfor BTt
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i.  Strategy Recommendations OfZ 2|71 0| Ci|O|E| =& 7| - Strategy Recommendations
F=&7|E A&304 VMware vCenteroi A EAEE|= VMO CHet HEE XIS 2 AM

o 4 QI&LICH Ol SME AS5HH F7F MMS 3% LTt eiaLch

i. =8 7tX27]- M2t ofZ (7 olMol| CiEt HIOIEE JHHX S 2 7t 224H Strategy
Recommendations 7t A2 7| HIZS!E AFZELICH 7IX27 | .Ez*.% 12 VMO CHEE AFE
hsdt HEE g 4 2l JSON YL,

iii. Application Discovery Service - Application Discovery ServiceE At&35t0{ 2L &|0|A
ofZ |70l I Mol et HEE =&EE = U&LICH Migration Hub 2£2| =7 Al
Mof|A AM = otefel ode] S M SolM MEe £ A&LICH ol & S04, Application

Discovery Service Agentless Collector, AWS Discovery Agent = 7}X{27|(CSV I+
o| #2)E MeE £ Qe

b. At EflOlE o= TIOIE] 22 MMolA| MEBH AFEHOY e} AR 7HS B M7} 2 LieIE

LICt.

c. SEEofEe7olM diolEf =E 7| otefoll= et oiZ2IAH 0|M CloIE +=&7|7t LIEE
LICH Cllole =&7|& MHetX| o2 B ClolH =&7|E 22 EE EF% HHEZE = A&
LiCt REMIEH LH& 2 1EH7: Strategy Recommendations =&|7| CH2 2E & 2EHA|: Strategy

Recommendations =%£!7| H{Z MME X 3IA2.

® Note

HMEF HY MEE 728 F |4

&t stLto| ol E 2|7 0|M Cl|o|E =&I7|E
L} ofZ 2|70 HIOlE] 7}K 27| stok gfLict =& 7|8 MHGHK]
27 0| =& CIO|EHE F7tsted 2 OHZ2|7|0|M HIOIE] 7I KL 7| HIZ2Ig A

88 = UgLict LISl Ho|E AAE o FIHE £ &Lt

5 %
g4 o7 O E
=74
- O

d. $S5 7IX27|8 MEIS B 7127 ME HEM M| 7HKM 7| F7HE MEdstLCt.
e. 7IXM27| 0|0 7IXK{27]2| 0| & =&L|Ct.
f. S3HZ! URIO YZ2EE 71X{27]| JSON 1ol S3 B{Z! URIE =38tL|Ct.

/A Important
S3 HZ! 0|§ 2 5 At migrationhub-strategy2 A|A5HA{= o ELICH
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a.

b.

H MxXi=2

7|2 4™ X8 Ho|X|oH HIZL|A =& Z 0io|aeolMd 7|2 e x|-gELC.

- =2 O

Strategy Recommendations= X|&3t 7|2 A7Hof| 2} o 2|7 0|41t Ci| o|E{H| o[ A E nOf
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CHS S MEELICH
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version":"2012-10-17",
"Statement":[
{
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"Sid":"ListBucketsInConsole",

"Effect":"Allow",

"Action":[
"s3:ListAllMyBuckets"

1,

"Resource":"arn:aws:s3:::*'

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

]I

"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://docs.aws.amazon.com/security/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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* GetServerDetails

+ GetServerStrategies

» ListApplicationComponents

* ListCollectors

» ListlmportFileTask

* ListServers

* PutPortfolioPreferences

» StartAssessment

» StartimportFileTask

» StopAssessment

» UpdateApplicationComponetConfig

* UpdateServerConfig

DE OHE EE 21 ¥2ols M2 YANH ASAtol BEt HiErt ZHELICH D HEE 083
I o

=
o
H OS2 A HEY =+ A&l

CloudTrail2| Strategy Recommendations & & 80


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentDetails.html
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{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/..."
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

}
}
3,
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
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"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {

"serverId": "ads-server-006"
},
"responseElements": null,
"requestID": "@7D681279BDO4AED",
"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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