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Amazon Managed Blockchain(AMB) Access BitcoinO|2H F
qoI7tR?

Amazon Managed Blockchain(AMB) Accesst= Ethereum %! Bitcoin& H= 2
M Hyperledger Fabric Z2|&J {3 E A&5to{ Z2t0|H! EEAMQ HESITE
2 2Ed, B HHE(HE) 2 MEE[A TS BHIHE API U E HEE
|77FX| HEZ S5AQlol &roig Chfeh & ol MEfgFLICH HAMA Ko{7t S ALS AtE| 9
? 2™ 2EI™ ZEtol8! EFHMC HERZ oM MEIE = JU&LCH EESHE API 22 S8l

%“‘._+ zelEo| | 20| Floft QIZEto M FAMHR & EHHE MSst22 258l ofEE7olMdS

AMB Access= 2 E|E1| 1E 25X HERT HMA API 2 M EEXQ = L HEXACH
IX| R&o| 28xQ 2l=Zet MHIAE NMEBELICH M8 EEXQI QZEIE AP%%PE A 2

= 7

Z HE 2| Ethereum '=’§7<1| | - =9} ZZ}0|8! Hyperledger Fabric EE Q! LEQTE M50 A
& + A&t a2{Lt AMB Access BitcoinZt Z 2 CtE HIHE API 7[|BH 4 &2 7|2 E5XQAU =
= QEZI7L 1 Zhofl 2R El= API AIS F2| Bitcoin = E £E5/2 2 FHELICH

Bitcoin2 LEQ3 2| 7|2 25 3tH Q! Bitcoin(BTC)0l M EA|ZIX| o2 QHE St peer-to-peer 2t E2H

S 282 HEK{IYLICH Bitcoin HIEX{IE 712!, 2& 7|8, EEH I 3|A}
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« =2 7§'E&: Amazon Managed Blockchain(AMB) Access Bitcoin
« Amazon Managed Blockchain(AMB) Access Bitcoin A|%f3}7|
« Amazon Managed Blockchain(AMB) M| A Bitcoing AFE 8t Bitcoin AHS AbE|
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Z= 2 7i": Amazon Managed Blockchain(AMB) Access

Bitcoin

(® Note
O| 2L MOoi| A= Bitcoin0l| E=2Ql JiHS & &1 QUCtD 7HEELICH ol2{Et 7Hdol=
24 =2, EZHEM, proof-of-work, X|Zh, H{E 2! & Zztol8! 7|, et So| L& EL|ct
Amazon Managed Blockchain(AMB) Access Bitcoin2 AF& 37| 0] Bitcoin 7HEF A A &
OFAE{2l Bitcoin® AEst= Zd0| E&LIC.

Amazon Managed Blockchain(AMB) Access Bitcoin =EE& Z &8t 2 £ Bitcoin QIZ2IE T2 H|X
et 2ElE 2R 810| Bitcoin E5A|Qlof| CHEt HHE|A AMAE XMSELICE o]l 2EI- ME[AE
A2 5109 Bitcoin HIEX/F 0| 210 2C|HE gfAlo 2 HA|A S A A M HIES HzE £+ Q)

&Lt

AMB Access Bitcoin2 AH& 5™ Bitcoin Core 220|HEE AMFI= A = EE &3l Bitcoin HESR
30 HMAE = A2, Wallet 7|5 0| H[EH3tE|o] /{1 0421 JSON B Z 2 A[X{(JSON-RPC) &
£ & X|¥ELICt Bitcoin JSON RPCs & & 5104 Managed Blockchain0il A 22|35} = Bitcoin =2t &
21504 Bitcoin LI EH S &5 2 &8& &= U&LICE Bitcoin JSON-RPCs AM& 32 Amazon Managed
Blockchain MH|AE AFE 3104 Cl|O|E{ 22| & Bitcoin HIEX|F 0| ERHAM XMES £ 8504 O|O|EIE

ein ERMMME £ + &L

>

/A Important
Bitcoin FAE MM, X 22|, A & HEISts A2 ALSAte| MU LTt T8 Bitcoin &4
o| 2EIxof CHEHMT 20| Y&LICH AWS £ Amazon Managed Blockchain0l A Bitcoin =
EE Ar85t0 HHEZE|HL 3 EF 2 E ERHMMOo] CHsH MU X|X| &Lt

Amazon Managed Blockchain(AMB) Access Bitcoin AF&04| CHEH 1
o4 At 2 KB ALE
« X|HE|E Bitcoin HIERA

AMB Access Bitcoin2 CHE HEZ| HEXIE X[ LIC

1B AR 2 AE A 3


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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o M proof-of-work & 2|2 2 3 E| 1 Bitcoin(BTC) &S 3tH| 7t &t
S5AULICt Mainnete| EZHAMM2 AKX 2H(F, A BIE0| & dE)S 7HXIH TL‘I%E—l ESH|
2lof 7|SELIch

+ Testnet - Testnet2 E|IAE 0| AFR T|= CHA| Bitcoin 2 S X QILICH Testnet 212 AlA|
Bitcoin(BTC)Zt H7H0|H YRt™ o 2 Zfo| Qi&LLCt.

® Note
ZZlo|H! HIERIa = RIHEIX| ef&LICH.

« X|HEE 21

CHE 20| AH|&0 X|ElE 2L

2T o|§ ac 2™

0|5 S8 (HX|L|oF 5&) IAD us-east-1

OtAlot EHEH (T R) NRT ap-northeast-1

OtAlOF EHE (M) ICN ap-northeast-2

OfAlof EHE(&I7IEE) SIN ap-southeast-1

FHOIYHE) DUB eu-west-1

SHEET) LHR eu-west-2
 Service endpoints

CH&2 AMB Access Bitcoin2| AH|A A= ZQIEQIL|CH MH|AQL A HEAH X[ El= 2™ & 5t

Li7t 28 E A= ZQIEE AMSSHoF BLCE.

* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

+ testnet.bitcoin.managedblockchain.Region.amazonaws.com

0d: mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com

- M= Ol X[HEX| =

AMB Access Bitcoin2 Bitcoin(BTC) OHO|'d€ X|&d5t K| et &LICt.

2 AFE 2 AIEF ARE 4
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« Bitcoin JSON-RPC £ &9| MH X4 MH

SEE M MBE HE 4 ME Z2MA
&, Aol AWS &QIE 1AM E ot —’F—xﬂ':'._*
£ A AWS AtE ZH(HAMA Z[ID

Amazon Managed Blockchain0i| A Bitcoin JSON-RPCs&
ME35to QIS EIHTTPS 1282 Sall E£E + A&LICH
Bitcoin JSON-RPCE 2 &¢& & &LICH Oo|E A 5tEdH

2 Hot M A F|)S XS8Hok & LCt.

}OI'

/A Important
« ALEX} CHH o Z 2|70 MH0i| ECI0|HE AtH ZHEES Z&6HX| O A2
o IAM HA 2 Al235104 70 Bitcoin JSON-RPCsO| CHEt HMAE FNIBHE 4= 9isLCt

. Al ERMXM XNZ0F X|HELICE
sendrawtransaction JSON-RPCE Al 235}04 Bitcoin & 4l|Q] AEHE AUO|0|Estes ESHEME

NEgct
« AWS CloudTrail 22 x|
Bitcoin JSON-RPCE 2245l Z CloudTrailg A& £ USLICERPCs AHAISH LI 2 £ At
o &t

0 Amazon Managed Blockchain(AMB) @ A|A Bitcoin O|HIE 2Z AWS CloudTrail 444
M.



https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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Amazon Managed Blockchain(AMB) @4 M| A Bitcoin A%

Amazon Managed Blockchain(AMB) Access Bitcoin2 X2 AF&3t7| Zoflo| MlAd9| EbA|of [ 2}
AWS HE S MMELICt OfS &0l MHE AMB Access Bitcoin A& S Al&H st WS A ELICH

M

-all-Un PN
AWS E #2 AFR%5}7| Foilo] Ylo4ok BFLICH AWS A,
of 7t AWS

ofl 7+ 13+ Amazon Managed Blockchain(AMB) Access Bitcoing® AWS MH|AZ & § Z & AWSO|
7t RIS 2 S8 AWS A ELICH AFE 8 MH[Aof CHaHABF FFE LI

7t AWS H™E o|0| l= B2 CtE B7AZ o|SELICH AWS AHHo| gl d<0le Chs HEitol ket
HEE BFEMR.

AWS HEE HdotedH

o

1. https://portal.aws.amazon.com/billing/signup= 3L|C}.
2. 2ot XA AE 2 [HEAMLR.

S WA 5 M EE HAE HAKIE 2D M FIHER 20l 3= 8 2shs B0l s
.

off 745 AWS HAITAWS HIH RE A8l MNELIL 2 APQXMIHI“ Aol e
AWS MHIA U BlA A0 UKL ﬁérm UBLICH Hotk 2 A

MAet HEr2 7S 1AM ALSKE A

AMB Access Bitcoing M5t At SIZ{T LR E #HeEld 2842 &S 5185t= 0| /U=
AWS Identity and Access Management (IAM) 29+ FX|(AFE A EE= 28)7F 24040k ELCt.

IAM E ot X2t Bitcoin JSON-RPC 2 £ 2 =& & U&LICt. Amazon Managed Blockchain0i[ A
Bitcoin JSON-RPCsE & & M ME HM 4 ME T2 MAE AL25104 QISEI HTTPS 142 S35

[}

S yal-Upn = A 6


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

AMB HAM|A HIEZ Q!

JHeER 7Hol=
SEY = UsLICH &, AEH AWS &2IEl IAM E2F =4 B Bitcoin JSON-RPCE Z&E & U&L
Ct. O|Z A oted™H S &1t &7H AWS Rt SH(AHUAMA 7] 1D L 2oF AMA Z))E HMSstok g LICt.

IAM AFZ XS MAMSHE 2Edol CHEE REMISH LI 2 HHo| A IAM AL R MAS ZZRSHAM2 AWS. A
X0l A et B oddst= Wiol CHEE REAIEH LHE 2 IAM AFZ RO 3
S XHof|7| AMB Access Bitcoin 2] HetE2 £045t= O AFSE = e HEt HAol ofl=

O 2 T AL

o
5t Al Amazon Managed Blockchain(AMB) Access Bitcoinf|l CHet 24 & 7|

M x| 2l 4 AWS Command Line Interface

OF%| MX|5HK| &t 2 A2 E{O/Le| AWS B|AAR E QS
gtLict. REMIEE LHE . %A BT o] AWS CLIA x| &=

=13
[= =]
L o4
[ |

(® Note

CLI HMAE iMs HAMA 71D L HIY HMA F[7F B gFLICH 7hSstohE & 7| HMA
7| CHAl AAl 20F Q1B HEE ASSHMR. FAl 2ot QIS E HMA 7| IDQ} HIE HMA 72
T E[X|BF 2ot Q15 0| B2 E[= AlZHE I-HEH_HE Hot EZ 0| 2 E|of U&LCt REA[EF LK
222 IAM AFHE MBEMO| AWS EIAANM RIA| XH3 S AIE S & ESHAIL.

AMx| & 34 AWS Command Line Interface


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

AMB M|~ HIEZ QI R THol=

Amazon Managed Blockchain(AMB) Access Bitcoin A|Z} 3}
7|

O] MM 9| step-by-step AF&ME AFE 5104 Amazon Managed Blockchain(AMB) Access Bitcoin2 AFHES
5tod 22 s™ste LHE LotFLICH o] tiXMoMeE & 7tX| AP =742 =5l ok B LICH AMB

=
Access Bitcoin 2 AF25t= Z3420| 710|290 MX MME ZHE 5104 O|g48t AFM =7HS etEsi=
x| 2 It M. RtAMIEH LHE 2 Amazon Managed Blockchain(AMB) 24 AM|A Bitcoin 4% EHg X5t
MAI2.
FA

« Bitcoin JSON-RPCsO| M| A St7| I8 IAM Z=H MM

- E AI8304 AMB Access RPC & 7|0l M Bitcoin #44 T2 A EE(RPC) 2 AWS
Management Console

£ AME75104 awscurloll A AMB Access Bitcoin JSON-RPC 2% AWS CLI
Node.js0i| M Bitcoin JSON-RPC 3 4= &l
oA AMB HA|A HIEZ QI AF2 AWS PrivateLink

Bitcoin JSON-RPCs0f| M| A SI7| 28 IAM 2 A A

Bitcoin Mainnet 2! Testnet| HHEZ| A= ZQIE o BAM|AS0{ JSON-RPC ZEE s+ 52{H
Amazon Managed Blockchain(AMB) M| Bitcoin0l CHEH 24 & 8F IAM 80| U= AFE X IP:' 53
(AWS_ACCESS_KEY_ID % AWS_SECRET_ACCESS_KEY)O| 9{o{ok &LIct. o] A

E{0| Dol M CI S W2 ASi5lod F Bitcoin EZQE| 2F HAASE IAM HES MM ELIEF

cat <<EOT > ~/amb-btc-access-policy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,

"Resource": "*"
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}

3
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

® Note

0|71 od|A|0f| A= Bitcoin MainnetZ} Testnet 2504 CH8t Al
ZOIEO| HMASIEA™ CHS Action HHEE AFSELICE

I>
o
mo
Pl
OH
o
-
o
am
0%
R
N

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

Mg MEs £ siE HAMS |AM ALSAto| edghol st o] M E Lct
ol M IAM MH|AZ AWS Management ConsoleO|S 5104 IAM AFE X}oi| A & S E
AmazonManagedBlockchainBitcoinAccess &0l HAME edZgrL|Ct RHA[EH LIS g 4

S IAM AL KA EEE HESHAMIR.

£ A873104 AMB Access RPC T 7|04 M Bitcoin 3 T2 AIX &

£(RPC) 28 AWS Management Console

AMB M| AE AWS Management Console At& 31040 4 ZERPCs)2 HES T MEE £
2 (=1 o

LIC}. 0|28t RPCs A}2 5™ Bitcoin LIE /I 0IAM C[O|E{E i1, M1
Ct.

Example

CHZ oMol = getBlock RPCE AM&35}04
00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed09blockhashoil CHEH &
H

2B JIKQL WS HoiSLICH 2% EAIE W4 E XAl Yo 2 iRy LIEE OE RPC %Y

H= -
5 Sl Meisin Tes ped e ELc

1. https://console.aws.amazon.com/managedblockchain/ 2|8 E 5|0l &2 L|Ct.

2. RPC WZ|7|E MEHSFL|CE.

22 RPC 0i[A| 9


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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3. Y MMM EEANQI LIERIBITCOIN MAINNETZE MEHSHL|C}.
4. RPC MlgetblockMEZRE MEAEHLILC.
5. EEHSE

00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edo9E &=2i5}
I MNE HEZ 9& MEiEL|Ct.

6. 1Y CtE RPC MES ME{ELICH
7. ol=o|x|el SF Mol A7t EAIELICH O3 OHS TA| HA| EBMMES SAtstod =7t E4
£ sdstHL ofEE|F 0|l HIZL|A 2 X0 AEE + A&LICH

KEMIEH LI 2 AMB Access Bitcoin0i| A X| 25 = RPCs.

£ AME3504 awscurlol A AMB Access Bitcoin JSON-RPC 2%
AWS CLI

Example

Bitcoin JSON-RPC7} AMB Access Bitcoin IEZQIEE S & TS ME HT 4(SigV4)E AHE 5104
IAM AL XL Rl BHoZ ov‘ﬂoﬂ MEBELICEH awscurl WHEE == SigV4E AF835H0{ AWS MH|A
2

of e ¥ MESH= ol 20| & = U&LICH RHMEH LHE 2 awscurl README.md & &5t A A
Q.
223 #M|A|ol Agrst ghe2 AFR 5109 awscurl2 A x|EHLICH macOSHI M= HomeBrew 7 A E|= O

EZZ|A ol LCt,
brew install awscurl

AWS CLIE o|0| dx|stT T8t B2 IAM ALS At Xt 31 7|2 AWS 2[T0] #Fol M-
awscurlofl BMAE = &LICH awscurlE AFE75t04 getblock RPCE % £ &}04 Bitcoin Mainnett
Testnet 250 L2 MEFLICE 0| 2 &2 HEE HAMsl2{E 25 slAld dtiZst= EAHYE ntat0l
E{E =gt

C2 B2 params HIYO| E5 SHAIE AL835t0{ SIHE AME §H 252 ME45104 Bitcoin
Mainnetol| Al 25 3l Cl|O|E{& ZAMELICt O] KMo M= us-east-1 AEZQIEE AFSELICH
0|2 M 3% 3= Bitcoin JSON-RPC 2! Amazon Managed Blockchain(AMB) Access Bitcoin0il A x| 3t
E AWS EIMe Z HIE £ QaLCh 8 W0l ME Z CHl|5Hod MainnetO| OF =l Testnet HIE 3
ofl CHaH 2% & 4= mainnet testnet AU&LICEH.

awscurl RPC O/ || 10


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme

AMB A4 H|E 3 QI JHE L 7Hol=

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab2t9dd16234a30950d38ec6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

£l M7 HE @HE S50 2 E EMMME SHA| SFo| ZEELICH CHF o E

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height'":799243,"version":664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40c961435abb41bc5700fe2833ecadc4abfc2f615ddc1b8",
"time":1689684290, "mediantime" :1689681317, "nonce" :2091174943, "bits":"17053894",
"difficulty":53911173001054.59,

"chainwork":"00000000000000000000000000000000000000004f375cf72ff64e2404c1589c",
Tx":2135,
"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

"nextblockhash":"000000000000000000038f0@5ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

Node.js0i| M Bitcoin JSON-RPC & =&

HTTPSE AF23}0q Bitcoin Mainnet & Testnet IEZQIE 0 M A ST Node.jsC| 7|£ https ZE

2 M&73t0{ JSON-RPC APIE S E35t7{L} AXIOSSt ZH2 EtAL BtO|EHE{EIE AF83to] MEE TS
NMEE £+ &Lt CHS oMol A= AMB Access Bitcoin 2= 2 1 E.0f Bitcoin JSON-RPC 24 &
S3ste YHg RoiELID

Example

O| oMl Node.js AT BIEE AASIIM CHE A =72 ME Lt
1. A|lAEI == A 22X (nvm) & Node.js7F A&x|E[0{ Q{0{0F & LICt 0S| CHEF x| X|&EI2 0
70 =elg = /&Lt

2. node --version @HE AIE35I0{ = HT 14 O|&4 S AIS
2 nvm install 14 HWHE AFESHCHS nvm use 14
&L|C}.

Node.js RPC oA 1


https://nodejs.org/api/https.html
https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm
https://github.com/nvm-sh/nvm

AMB A4 H|E 3 QI JHE L 7Hol=

3. 873 B4 AWS_ACCESS_KEY_ID 2! ofl& A&t ¢dAE X124 SHo| £ & z|o{ok
AWS_SECRET_ACCESS_KEY #fL|Ct. £ 7 gd40{= AMB Access Bitcoin QIE ZQIE 7} Z & E|o{of
AMB_HTTP_ENDPOINT &hL|LC}.

CHS BEE AFE5t0q o|2E H+-8& Z2to|MEo|M EXtEZ LHEHLICH S EXE0M 2 X
EAE ZtE 1AM AL A AlE e M gfe = HhE LD

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

>

§ =

|,||:

HZEI7|E AH835104 L2 package. json IFUD} index.js ABEE

rok
o

2E
7

=&

o 2

=7
of

L
o
JrorY
> 1o
I rio

-

package.json

"name": "bitcoin-rpc",

"version": "1.0.0",

"description": "",

"main": "index.js",

"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"

1,

"author": "",

"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "MA1.4.0"

index.js

const axios = require('axios');

const SHA256 = require('@aws-crypto/sha256-7js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

Node.js RPC 04|l 12
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// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain',

region: 'us-east-1',

sha256: SHA256,
18

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1ee1",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda8ld7e2a3dd146f6ed?9"]

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/"';

// parse the URL into its component parts (e.g. host, path)
const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

Node.js RPC 04|l 13
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try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)
} catch (error) {
console.error('Something went wrong:

, error)
throw error

rpcRequest();

O|F MZ I E£ AxiosE AF275104 Bitcoin QIEZQIE0| RPC RS 5t 2A AWSSDKV3 EFE
AHE35to A8t M BT 4(Sigv4) SIEZ sHE @™ol MEELICH I =8 Asse{H ot 5
st C|AE{2|o| M E{0|dE Y1 ClSS A™siLct.

npm i
node index.js

{"hash":"00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faecab1lfa88c4c630f0elfPalc24d0082dd0el0d369e13212128f33",
"time":1232346882,
"mediantime":1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e903e9",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faecablfa88c4c630f0elf@alc24d0082dd0el@d369e13212128F33"]},
"error":null,"id":"1001"}
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AEXRtel 2380 04715 AMB Access Bitcoin Z2&£2 AFEE = UL 524 AMB Access Bitcoin
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AM2X7FRAlo| 18t HElE 2 £ UEE &2

Ol olMI= IAM AL RE7F REAIO] AL A} IDOY| AZE Ql2tel & #E2[H HHME 2 & UTS 5i8st=
YHME Ydste ¢S 20iF L of YHMol= 2&0IM E= AWS CLI EE= AWS APIE AHE 5104
HEA

-~

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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® Note
Bitcoin2| H{E 2| A= ZQIEof HMAmainnetdt JSON-RPC E&testnet2 =&5tc{™
AMB Access Bitcoin0| CHet Z4&d 8t IAM H3H0| U= AFE AL AHE ZH(AWS_ACCESS_KEY_ID
2! AWS_SECRET_ACCESS_KEY)O| Z#tL|C}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AccessAllBitcoinNetworks",
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"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"

1,

"Resource": "*"

Example Bitcoin Testnet HIE 304 HAMASIZ| 28 IAM 2

O oMo M= ALZREL| IAM AHERHOY|A| Bitcoin testnet LIE I 04 CHEF AWS HIE AMA HEHS

FOo{gLCH.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
]I
"Resource": "*"
}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

O] Z%, managedblockchain::GetWidget &2 AL& 304 my-example-widget BlAA0 A
|AE -’F {5 mateojackson AFEX HEE 4Ol 0| EsHoF & LICt.
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E Zds5t7| fIsH HIo|H o|HIE 2T & A|Z5H7| 2|8t AWS: :ManagedBlockchain: :Network 2]
LA RYE REELLCH

ExampleZd| 2| 2 & AMB Access Bitcoin A= ZQIE Q& O| Of|0|E] O|HE 21 &=

st-1 2|™9e| F™my-bitcoin-

CHS oMM E put-event-selectors X2 AF&310{ us-
245t W E2 2o{FLICH

trailol CHEt A&l 2E AMB Access Bitcoin IEZQIE @&
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aws cloudtrail put-event-selectors \

--region us-east-1 \

--trail-name my-bitcoin-trail \

--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 1}1'

T =5 £ O™ oflAMof XIHE FXoi| AZEE S3 HII2 AL
Ct2 2 E CloudTrailoll M &8t ME O] CloudTrail HIO|E| O|HIE 20 52 H0i&

T EHL OoO-1-— o |
Access Bitcoin QIEZQIE & 5}L}01| Bitcoin JSON-RPC 2%0| O|F0{X=X|, ™0 &= 5' P =
(o]

2, QEE T AR QFo| =™ E Az & V|EF 2T MR HEE Foleh = &Lt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",

"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
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"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {
"jsonrpc": "2.0",
"method": "getblock",
"params": [],
"id": 1
},
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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