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aws license-manager create-license-asset-group \
--name "Windows Server Group" \
--description "License asset group for Windows Server instances" \
--license-asset-group-configurations UsageDimension=vCPU \
--associated-license-asset-ruleset-arns arn:aws:license-
manager:region:account:ruleset/ruleset-id \
--client-token unique-token
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aws license-manager update-license-asset-group \

--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-
group/group-id \

--name "Updated Windows Server Group" \

--description "Updated description for Windows Server instances"
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« delete-license-asset-group BHE ALS
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aws license-manager delete-license-asset-group \
--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-

group/group-id
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--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-
group/group-id
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aws license-manager list-license-asset-groups \
--max-results 50 \
--next-token token-from-previous-call
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aws license-manager list-assets-for-license-asset-group \

--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-
group/group-id
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aws license-manager create-license-asset-ruleset \
--name "Custom Windows Ruleset" \
--description "Custom ruleset for Windows Server tracking" \
--rules '[

{
"RuleStatement": {

"InstanceRuleStatement": {
"MatchingRuleStatement": {
"Attribute": "Platform",
"Values": ["Windows"]

}
1"\

--client-token unique-token
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aws license-manager update-license-asset-ruleset \

--license-asset-ruleset-arn arn:aws:license-manager:region:account:ruleset/
ruleset-id \

--name "Updated Custom Windows Ruleset" \

--description "Updated description for Windows Server tracking"
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aws license-manager delete-license-asset-ruleset \
--license-asset-ruleset-arn arn:aws:license-manager:region:account:ruleset/
ruleset-id
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aws license-manager get-license-asset-ruleset \
--license-asset-ruleset-arn arn:aws:license-manager:region:account:ruleset/

ruleset-id
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https://docs.aws.amazon.com/cli/latest/reference/license-manager/create-license-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-LICMLicenseConfiguration.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
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1. https://console.aws.amazon.com/license-manager/0l| A License Manager 2& 2 ¥JLICl.
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* ram:EnableSharingWithAwsOrganization
* iam:CreateServicelLinkedRole
* organizations:enableAWSServiceAccess

* organizations:DescribeOrganization

Ct= MAHE S8 Number of accounts per organization for License ManagerO CHEt
stCrare
=

A 2T ES FHA 7|2 2[CH e 2 =3 & &Lt
License Manager2| X|#HE|= H'H &2 2 =2lgiH

1. describe-organization AWS CLI BHE AtE5t0{ U E ALE5t0] TE| Q| ARNZ EQIgfLCt.

aws organizations describe-organization

{
"Organization": {
"Id": "o-abcdel2345",
"Arn": "arn:aws:organizations::111122223333:0rganization/o-abcdel2345",
"FeatureSet": "ALL",
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https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/general/latest/gr/licensemanager.html#limits_license-manager
https://docs.aws.amazon.com/cli/latest/reference/organizations/describe-organization.html
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AWS License Manager
"111122223333",
"MasterAccountEmail": "name+torgsidentifier@example.com",

"MasterAccountArn": "arn:aws:organizations::111122223333:account/o-

abcdel2345/111122223333",
"MasterAccountId":
[

"AvailablePolicyTypes":
"SERVICE_CONTROL_POLICY",

{
"Type":
"Status": "ENABLED"
}
]
}
}
2. get-resource-shares AWS CLI BHEEZ AtE5t0{ 242 ALE5t0{ ZE|9| ARNS =FQIFLCH
aws ram get-resource-shares --resource-owner SELF --tag-filters
tagKey=Service, tagValues=LicenseManager --region us-east-1
{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"name": "licenseManagerResourceShare-111122223333",
"owningAccountId": "111122223333",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"tags": [
{
"key": "Service",
"value": "LicenseManager"
}
1,
"creationTime": "2023-10-04T12:52:10.021000-07:00",
"lastUpdatedTime": "2023-10-04T12:52:10.021000-07:00",
"featureSet": "STANDARD"
}
]
}
3. enable-sharing-with-aws-organization AWS CLI BE 2 At&5t0{ AWS RAMLCIS 1} 2|44 37
g gdsg
IHA| Zeld etolda 3% 35


https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-shares.html
https://docs.aws.amazon.com/cli/latest/reference/ram/enable-sharing-with-aws-organization.html
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aws ram enable-sharing-with-aws-organization

"returnValue": true

Ilst -aws-service-access-for-organization AWS CLI H&EE A& 35104 Organizations S5 AMH|A 2
oF =|7t License Manager0i| CH3H & 45t E|of U=X| 0I5t AWS RAMCHS 2 s&8E = U
&Lt

aws organizations list-aws-service-access-for-organization

{
"EnabledServicePrincipals": [
{
"ServicePrincipal": "license-manager.amazonaws.com",
"DateEnabled": "2023-10-04T12:50:59.814000-07:00"
1,
{
"ServicePrincipal": "license-manager.member-account.amazonaws.com",
"DateEnabled": "2023-10-04T12:50:59.565000-07:00"
1,
{
"ServicePrincipal": "ram.amazonaws.com",
"DateEnabled": "2023-10-04T13:06:34.771000-07:00"
}
]
}
/A Important

7t Z=|ojo| &elg et@shs O 2ICH 6AIZH AWS RAM O] Z& 4 l&Lich o] Z2 A2
£ fEsHoF ALY £ AsLICH

4. associate-resource-share AWS CLI BEZ AF&3t0] License Manager 2|24 S|RE Z 210 A4
745t L| |:|.
=Hd .

aws ram associate-resource-share --resource-share-arn arn:aws:ram:us-
east-1:111122223333:resource-share/alb2c3d4-5678-90ab-cdef-EXAMPLE11111 --
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https://docs.aws.amazon.com/cli/latest/reference/organizations/list-aws-service-access-for-organization.html
https://docs.aws.amazon.com/cli/latest/reference/ram/associate-resource-share.html

AWS License Manager Add a permission2|

principals arn:aws:organizations::111122223333:0rganization/o-abcdel2345 --
region us-east-1

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"associatedEntity": "arn:aws:organizations::111122223333:0rganization/o-

abcdel2345",
"associationType": "PRINCIPAL",
"status": "ASSOCIATING",
"external": false

get-resource-share-associations AWS CLI BEE AF&5t0{ ElaA S/ HZE2| status7t 2IX|
&Qlg 4~ l&LICH ASSOCIATED

aws ram get-resource-share-associations --association-type "PRINCIPAL" --principal
arn:aws:organizations::111122223333:0rganization/o-abcdel2345--resource-share-
arns arn:aws:ram:us-east-1:111122223333:resource-share/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 --region us-east-1

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"resourceShareName": "licenseManagerResourceShare-111122223333",
"associatedEntity": "arn:aws:organizations::111122223333:o0rganization/o-
abcdel2345",
"associationType": "PRINCIPAL",
"status": "ASSOCIATED",
"creationTime": "2023-10-04T13:12:33.422000-07:00",
"lastUpdatedTime": "2023-10-04T13:12:34.663000-07:00",
"external": false
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 update-license-configuration(AWS CLI)

» Update-LICMLicenseConfiguration(AWS Tools for PowerShell)
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 update-license-configuration(AWS CLI)

» Update-LICMLicenseConfiguration(AWS Tools for PowerShell)
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« delete-license-configuration(AWS CLI)

» Remove-LICMLicenseConfiguration(AWS Tools for PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/license-manager/update-license-configuration.html
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AWS License Manager Add a permission2|

License Manager®| At 2t2|& 2tOo[MA 3

AHA| #2138 2to|MA 7Al0| EH|E|H 22t A|Z HFLIE0| ¢Z2E = JU&LICH J28{H 782 0|&E
ot M 2laA0| HIZE Y AMete = J&gLlct &9l Ar&Xt= XIHE AMIOIM EC2 RIAEIA
E HESHA AIEE = o, #Elkt= 7|8 A3 License Manager CHA|EEE &3 2H0[4MA QI
EEE FHE = AGLICH AlZ XMoot CHAIEE S22 Sl A8 E-E O 2H MEE = U&L

/A Important
AWS = 2 ZEQ|0{ SZ UM | ZAt ZE2M A &O{5HX| A&LICH D2 AHE EF
Helo| e EH 2ho|MA AHekof| o|7{5tod FEIE AE3HAH olaitD License Managerol| 4= %!
Mol A& LY.

>0

met |

AHAN HAE AYREE BEE WX HSELICH AHEAE A8 XI?_
Molstm, License ManagerE HIZE £ 3H: S Al AFS R H 77 S &
ZlLICh StE MEte 748t B2, License Managertl A ElA&A7F AR EIXR| EE & & = U&LIC

5% M7} SR EIH 2H0o|MAT} ZBIAET AL THs 3 2tolMA E2 pHatElLID 7|2xoz
F=HME M7t BX|E|H 2to|MdA T EE[ARlo E2 gHEHEILICH OBt BX(|E QIARA Z3

(includedStoppedInstances)O| TrueE MHEE B2 SX|E QIABHAE HE FXE|T 2tO[M
MBS 2 HLHELICH o= 2ho|MA Z=7Hof 2t A1™ & EHoi| ZtAH[@0| QIAR AN BIO|MAE &

=
sliof st d<ol fSELCH

o >

ZE0iC 2 U 75 F40f Chst M2 4HAl0| L2 22, License Managers CHS 1} 2t
H7HLIES R|FLICt

rlo
hrd
®
=

bl

« AtA| 22l 2to|MAE AMIZH =8 2 2P XA E= T|EF AT EQ|0{e| BlO|[MAE FH
A2, AMIo] 2to|MA HEIZ Q1488 F ZEM O EGH ASE = UZE HAE £
Olg{et AMIZRE S| 2 & HiZ= ALV} o F & F7} 2 & 5t K| Lot = License Manage
M AIs2 2 FXMEL|C} Systems Manager XS 3t VM 7K 7|/LHE LI 7| & Packer S2
AMI 75 H7{LIE0| 2to|MA =g e = U&LCH.

« Amazon EC2 A|Zt &I Z 2! &l AWS CloudFormation - 2F0|MA H 212 AMIsO| Z23HE Zd0| 7|
2 gMo| ot B EC2 A|Z EIZ B! EE = CloudFormation B Z 20| M AMEHX] miztOlE{2 X|H
Q —“.*— ol&L|Ct. OIE—|°F HESIS ALSE HHi_ License Managerg At&35t0{ =XELICt XHA]

22| 2tolMA IDs K| stod EC2 Al RIES! EEE

S
ﬂ||ﬂl
om -

=}
o
o
o
9
i
> -

e
I
9_
9'|_-
I
S
0z
lo
Pal
a -
=

AHA| 22l 2tolMA A 41


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/vm-import/latest/userguide/
https://www.packer.io/docs/builders/amazon.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/marketplace/latest/buyerguide/what-is-marketplace.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/what-is.html
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* Ssm.

* Ssm

* sSsm:

* sSsm:

* Ssm

* ec2:

* ec2:

GetInventory

StartAutomationExecution

:GetAutomationExecution

SendCommand

GetCommandInvocation

:DescribeInstanceInformation

DescribeImages

DescribeInstances
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* ec2:StartInstances

*» ec2:StopInstances

* license-manager:CreatelLicenseConversionTaskForResource
 license-manager:GetLicenseConversionTask

* license-manager:ListLicenseConversionTasks

* license-manager:GetLicenseConfiguration

* license-manager:ListUsageForLicenseConfiguration

« license-manager:ListLicenseSpecificationsForResource

* license-manager:ListAssociationsForLicenseConfiguration

* license-manager:ListlLicenseConfigurations
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https://snapcraft.io/docs/network-requirements
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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aws ec2 describe-instances --instance-ids <instance-id> --query
"Reservations[*].Instances[*].{InstancelId: Instanceld, PlatformDetails:
PlatformDetails, ProductCode: ProductCode, UsageOperation: UsageOperation,
UsageOperationUpdateTime: UsageOperationUpdateTimel}"
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describe-instances B0 CHEF S XM LIt &1 2 UsageOperation 22 2t
of #tRAEl M3 HE I EQILICI UsageOperationUpdateTime2 T ZE7 YHIO|E
FAL|CH XM LHE 2 Amazon RDS API & Z 9| Describelnstances MM &AM L.

> Iz 0o
|> rlo

m o
\d

r

"InstancelId": "i-0123456789abcdef",

"Platform details": "Windows with SQL Server Enterprise",
"UsageOperation": "RunInstances:0800",
"UsageOperationUpdateTime: "2021-08-16T21:16:16.000Z"
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https://docs.aws.amazon.com//vm-import/latest/userguide/vmimport-image-import.html#import-vm-image
https://docs.aws.amazon.com//vm-import/latest/userguide/vmimport-image-import.html#import-vm-image
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AWS License Manager
1. QUAEAQ|BlO|IMA R
ARNS Z CHA||E LICE.

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances:0002 \

--destination-license-context UsageOperation=RunInstances:0800
2. ElO|MAE HEst & WindowsE & d3tstedH 2 AMA 2l Windows Server KMS AME{7}F RFHA]
KMS MHHE 7I2|7|=5 XI5 oF & LICt Windows QIAE A0 2015104 Chs WS M#E

LICF.

T

slmgr.vbs /skms <your-kms-address>

Windows ServerE BYOLO| A 2}0|M
E1A O] KMS AH

Windows ServerE BYOLO{| A 2FO|MA
E AWS KMS MHE AtISo 2 MEHErL

QUAEAO| ZIO|MA RS BYOLO|M BHO|MA ZF o2 HEt5tE{H Chs WA M-S0 ARNS
#Hetsleds QA A Ol ARNS 2 CHAIELICE.
aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances:0800 \
--destination-license-context UsageOperation=RunInstances:0002
Windows Server2t SQL Server& 25 BYOLO|M 2tO|MA ZFO 2 B4t
SAlof o2 MES MEHE = JA&LICt 6| E S04 stLte| 2to|MA f- BHEI S 2 Windows Server
2 SQL Server 2T & HEHE = &Lt
Windows Server QIAEIAO| BLO[MA RS BYOLO|A] 2HO|MA ZEo 2 #8351 SQL Server
A EEOR wHEhsl 2T OHS WS A stol ARNS wHatslzis Qla

StandardE BYOLO{| A 2FO[A
EAAO| ARNC 2 CHX|EFL|LCT.

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances:0800 \
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--destination-license-context UsageOperation=RunInstances:0006
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7. EtoldAa R HE Fdol BFEst=X| #Qlstn #HEh AR S MEHELICH

E A836tod 2lo|MA R #E AWS CLI

oM EtO|MA R BiEtE AlZ5iE{H QAR A Ol ZlO|MA R O| MEEHR| & I8t CHE E2tolMA
-|C-’r%§ HE S 5o 2Qft 5o 2 48 AWS CLISHoF gFLct Metet 75 &0 CHet XhAIEF LK
2 License Manager0i| M Linux0ll Mg gt 5 8 MM2 X5t
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AWS CLIE dx[etn AEM=X] =g LIch RMEH LHE 2 ERI, YHIolE E M7 AWS CLI & F
d2 HESM 2 AWS CLI.

/A Important

EY HAS AT OIS BAHOM Zest RE £398 4 AWS CLI SIES E 40| 0| E 5l
OF & £ Q& LIC} create-license-conversion-task-for-resource AWS CLI &2
£ AlgE HEto| UeXK| EQIELICEH REAISH L2 BHOo|MA ZE|AHE IAM HAH MM EHlg

AN

SRl QUAEAIAQL AZAEI ElO|MA RS EQl5e{™ CHS AWS CLI B S AlSEtLICH QIARA ID
E BIo|MA fR8E A™Hsities QABAQ| IDE WwA|EL|CE

aws ec2 describe-instances --instance-ids <instance-id> --query
"Reservations[*].Instances[*].{InstancelId: Instanceld, PlatformDetails:
PlatformDetails, UsageOperation: UsageOperation, UsageOperationUpdateTime:
UsageOperationUpdateTime}"

CtEZ2 descrlbe instances B&of Cigt 8 XM ILICt UsageOperation {2 20| A9t £HEA

=3 FAEQLICH RunInstancesQ| A& 2 72 QIAE AT AWS M| F EIO[MHAE AIE

st 9/&'%% LIEFHLICEH UsageOperationUpdateTime HF Z =71 UO|O|EE AlZHILICH R}
NIt L2 Amazon RDS API & Z 9| Describelnstances MM g FHESHMIR.

"InstanceId": "i-0123456789abcdef",
"Platform details": "Linux/UNIX",
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"UsageOperation": "RunInstances",
"UsageOperationUpdateTime: "2021-08-16T21:16:16.000Z"

Red Hatol| X|24x|= B

Red Hat Enterprise Linux(RHEL) A Z0l|l= Ct& g42to| X[HELICt Zf wHEtoll= §d A4 2 oha 2t
O|MA ZHEIAEJ LWRSH F71 QT AHEO| JUZ += U&LCh

HA 2 AC|0|E MH|AE A8 3= SAPE RHEL( AWS 0l A EHO AWS Marketplace)0dl A HA & 40|
O|E MH|AE AH&3HE SAP& RHEL(0I A Red Hat0oll A EtOf AWS Marketplace) 2 8

CLI & oA

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context
"UsageOperation=RunInstances:0010, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<sc
\
--destination-license-context
"UsageOperation=RunInstances:00g0, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<de
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of et CHst ME ZE IDs(OFE B 0lA ZE)7t AU &LICH AWS Marketplace . EC2 describe-
instances SEHO0|IM QIAFAS| ZHIE XZF ZE IDE =QISHMR.
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X| XMZ& ZE IDs. At&3lok st= &5 2 2|™of et CHELICH HAE A85t= SAPE RHEL &
Marketplace2| Update Services 5 & &9Ql5l01 siiE 50| FUQUX| &QISIA 2.

HHetEl Folle XY 30| 2e8o| Zetol! 7|so thal 18 S =0l gie 8t HA 2! H|0|E AMH]
A(EFOHAE: AWS AWS Marketplace)& At&6t0 QIARAE SAPE RHELE CHA| B8t o= gigLCt
REMIEE LI 2 X[ 7 o|A MH 2 FEFAML.

HA ! O|0|E MHIAE AM28tE SAPE RHEL(0IAM EoOH AWS Marketplace)0ll A Red Hat 5
( AWS 01| A Red Hat0| A E-O§ AWS Marketplace)2 2 g4&t

[0

Red Hat 715 (0| A Red Hatoll 2|3 EtOHE AWS Marketplace)2 20| FFOHE 4 QU= SaaS 715
LIEFHLICH AWS Marketplace. 3K & 7He| SE T Ql&LICH.
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CLI HE of|x:

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \

--source-license-context
"UsageOperation=RunInstances:0010,ProductCodes=[{ProductCodeType=marketplace, ProductCodeId=<sc

\

--destination-license-context "UsageOperation=RunInstances:00g0"

It

F1:

« HA 2 AO[0|E MH|A7 ZE&E SAPE& RHEL(0IA EHOf AWS Marketplace)lE= A& 5 AWS
of 2k Ch 8t AWS Marketplace A& ZE IDs(OFAZ20|A FE)7F U&LICH EC2 describe-
instances SEH0I|A QIAEIAO| Z2HIE XME ZE IDE EQISHMR.

50
I
T

 Red Hat #5(2| Red HatollA ZtOH AWS Marketplace)oll& QAR A FIHE ME ZE7}
Ct.
« MH:SaaS NME ZEE= EC2 QIARAN HAAELX| Ao 2 TTZH2 create-license-conversion-
task-for-resource CLI HHE S EE M & MEB Z=E Z&5HK| gtofof gLCt,

HEHE Fol= x| 20| EeEro| Zetol8! 7Sl csl 818 S50l 9= & HA ! Uo|0|E AMH]
A (EHONRF: AWS AWS Marketplace)E AH&610{ QIAEIAE SAPE RHELE CHA| BH48Heh 4= giaLCt,
AME LIS x| Ho|A MAE 2 XML,

Red Hat 20| M A Z 8 (LI)O| A RHEL(0| A Red Hat # 0O AWS Marketplace) £ &t
CLI B of[A:

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \
--source-license-context "UsageOperation=RunInstances:0010" \

--destination-license-context
"UsageOperation=RunInstances:00g0@, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<de

It

g

« RHEL(2| Red Hat0llAM EtOH AWS Marketplace)0ll= 6cd5fxzrad0cu2j23p692xytz(NA & Global) 2t
6t1yup6mik9ng3ge36n33xghw(EMEA)EHE F 7tX| A& ZE IDs. AA8 8l of 5t= & =2 7o [t
2t CFE LICH RHEL for SAP with HA 2! Update Services 7152 MarketplaceOllA| Q1504 o{H 7

SQIx| golotMl2.
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« AWS RIAEIA & Red Hat Enterprise Linux(RHEL)0|=

2k

AWS License Manager

Z3HLI) AWS O 2 8t

—

Add a permission2|
£ Red Hat Enterprise Linux(RHEL)0{|A Red Hat 2} 0|4

CLI EE of|x:

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \

--source-license-context
"UsageOperation=RunInstances,ProductCodes=[{ProductCodeType=marketplace, ProductCodeId=<source
\

--destination-license-context "UsageOperation=RunInstances:0010"

CC

-

rr

SOt Z&LCh

aws license-manager create-license-conversion-task-for-resource \
--Tresource-arn <instance_arn> \

--source-license-context
"UsageOperation=RunInstances:00g0, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<sc
\

--destination-license-context "UsageOperation=RunInstances:0010"

g

& Red Hat Enterprise Linux(RHEL) AWS 0i|= 6cd5fxzrad0cu2j23p692xytz(NA & GIobaI)QP
6t1yup6mik9ng3ge36n33xghw(EMEA)ZHE & 7HX| A& ZE IDs. Al

S3alloF 5t= S 2|x0] rr
2} CFEL|Ct. EC2 describe-instances SE0f|A{ QIAEIA O

gE2
SAAO| 2HIE X|E ZE IDE EQIsHMI2.

M2 = Runinstances EE =
Runinstances:00g00| /2 £ A&

A £ U&LICH ol AUAEATL 22 AWS ME AMIZ Red Hat
Enterprise Linux(RHEL)OM| A A|ZE[RI=X| OfLIH LIS 0| FEo 2 #HRtE|I=X|of| 2t St &
LICF. EC2 describe-instances S E0|A QIAEIAO| ZHIE Al HUS EQIGHMIL2.

CLI B oA

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \

--source-license-context "UsageOperation=RunInstances:0010" \
--destination-license-context "UsageOperation=RunInstances:00g0"
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 Red Hat 5 (2| Red Hat0llA ZtOH AWS Marketplace)oll= QAR AN FIHE ME Z =7 &L
C}.

o M- Sq3aS NE T EE= EC2 QIAEAN AL K| oo 2 1ZHE create-license-conversion-
task-for-resource CLI @@ 2 S £ M & NME Z=EE E&5HK| obotofF gFLICH.

 Red Hat 5 (2| Red Hat0llA EHOH AWS Marketplace) CLI @&9| 3 EX7t +S8fof gLICH S
Uet ZEO| CHE HHH U= +52 ot & X|HE|X| f&LCt.
Red Hat 5 (2| Red HatO| A E-OH AWS Marketplace)0llA Red Hat 20| MA ZEH(LNS 2 B8t

CLI HE of|x:

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context "UsageOperation=RunInstances:00g0" \
--destination-license-context "UsageOperation=RunInstances:0010"

F

It

a1

QIABIAL BlolMA WE Solg Madsty| Tol FX| Aehodof SHLICH DAL BholMA HEH Ko
BHRE[HL Almfat7| Tol QAHAE AISSHHLE BRI A o ELICH ol 2E atolda

S HEol ot 2+ At SYELcH
CH& Ol CHS Marketplace M& & 5tHLtQl B2

« HA & UOI0|E MH|ATF ZEEl SAPE RHEL(2| Red Hat0ll A EHOH AWS Marketplace)
« RHEL(2| Red Hat0i| A £ O AWS Marketplace)
+ Red Hat #5(2| Red Hat0o{| A Et0§ AWS Marketplace)

JHCIE 12 CLI H™EE 55517 Toll Marketplacedl M &M 25 0| Qlo{of &fL|Ct T X| efe
0 B3t QHO| HEL|HL MIiE = U&LICH &1 & 2| CLIOA 2Ho|MA Bt Zedg MAE i
License Manager= 1242 CH& HMEO| A S22 2 55t2{D 5t K| L &LCt.
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Ubuntu Pro2 g4&t

CIAEIAE Ubuntu LTSO|A Ubuntu ProZ g4&t5t 7| of| QIAEIA | KAl AMH{0d| A EPOW EZE
Z4M3ET Ubuntu Pro 22H0|Q1EE Mx|ISIEE o} 2H} QIE{L MM AT LA E|0{ lo{oF EFL|LCt.

&t A r
RtM[EH LHE & License Manager E2tO[MA R&of CHE BHet M ZH EHRE ’E._’F_éf*'/\lo

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances \
--destination-license-context UsageOperation=RunInstances:0g00

2. QIAEA Lo M CHE BHE S A&5t04 Ubuntu Pro 75 & EfO]| CHEH ME HEE Mt AAIR.

pro status

3. £ Ao 2IAE A0 &8 Ubuntu Pro +50| EAIE|EX| 0I5 AA|L.

pro status
STATUS DESCRIPTION
Common Criteria EAL2 Provisioning Packages
Security compliance and audit tools
Expanded Security Maintenance for Applications
esm-infra enabled Expanded Security Maintenance for Infrastructure
fips NIST-certified core packages
fips—-updates NIST-certified core packages with priority security updates
livepatch yes enabled Canonical Livepatch service

Enable services with: pro enable <service>

Account:
Subscription:
Valid until: Fri Dec 31 ©0:00:80 9999 UTC

Technical support level: esse

Ubuntu Pro 75 A7

A

F2 Ubuntu LTSO|A Ubuntu Pro2 HH&tstE O|oF AF2 8 £ Q& LT} Ubuntu Pro
ol M Ubuntu LTSE HEtSl o St AR X2 22 KMESHoF Lic XHMEH Liee x| 7 o|A
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
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License Manager2| Ei|'Z1A| 48t

AME Atiof 7tE ME S8 QIARAS HIHAIE HEE £ U&LICH modify-instance-placement
AWS CLI BEE Ar&5t04 CHZ B A| ZHo| T2te &= /U &LCH.

o
* ST

* Dedicated Instance

M SAE EHIHAA fR8o= MEHst =|':'=| HEo| QLAEHAE AEE = A= 718 SHO| U= TE =
AETLQU0{0F EFLICH ME ZAEE AFESt= &0l chEt REAMISH LH& 2 Amazon Elastic Compute

o2 0|S5te{™ H ol 5tLt O|Ato| SAE BlAA OE0| Qlofof &

o
R=)
AE BAA OEOR AIRSIE{H CIAEAO SAE B|lAA OE0] 1ZAE A1t

S YE 2to|MA MET} Qlofok grLICH REMIEH LI License Manager2| ZAE 2|44 O F BHE
x A

e Linux 8T I EE= 2E HIHAA| 80| AM &2 ELICT
« 28 H|IHAA|0|E= Windows BYOL Z2A| I EE
« Windows Server 20|MA T8 HH I == 2 E HYA| FEM HEFLICE

« X|HE|E 2 E SQL Server ofC|AM &

|

QIAEAO|A IR ELICH 3 xIEH =l gl 2i8t 2R S E A
28 & giaLich

« Windows Server 0|2|2| B}O|MA & ZAX| I EE M2 SAE LU SAE BAA JE0M FHEE
X| et&L|Ct

EAAIE BHE5t24H QUAE AT} stopped AEHO| {040k EFLICI
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-instance-placement.html
https://docs.aws.amazon.com/
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aws ec2 stop-instances --instance-ids <instance_id>

CIAEIAE Qlo| E|IHAA|0|A default EE= dedicated B A2 ¥4Z35t24H Ot
Ct.

Ojo
02

i
fjo
>
02
ot
C

default

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy default

dedicated

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy dedicated

QIAEIAE 0| Bt Aol M XS HHXIE AL 5104 host EILIAIZ HZsE™ O3 WS A&
=

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy host --affinity default

HAE Ol EHAA MM EHE M8 ZAEE Y22 6101 host E|idA|z HAStE{H OIS &

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy host --affinity host --host-id <host_id>

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy host --host-resource-group-arn <host_resource_group_arn>
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o [QIARAIRIARA = Amazon 25 AMIOIA A|ZHEILICEH BYOL AMIOIM XS A|ZHEl QIARHAE
MBsHAAIL.

o ST QUAEIAQIAEA]ZI BYOL AMIMIM AR EIAE X HESHR| 23H&LICH QIAEIA0|A SSH
Oof O|MEZt A& SQIX| EelgL|ct

+ CreateLicenseConversionTaskForResource 242 ZHMO 2 S &5t SO 2 F
(InvalidParameterValueException) 7} & &7 & LICt. ResourcelD - QIAE AT} 2lO|MA REE #HE

ot= Ol & otX| i 2 SEHRILICEH

« EC2 RQIAEA[RIABAIE SX|5tX| ZF&LICH EC2 Stoplnstances. ol CHgt 30| /0{oF L
Ct.

EHO|MA f& #HEto= ofed B AHI7F ZEELICH Windows Server QIAEIA S BYOLO|AM ZHO|MA &2
SO HEstH QARAO AM MEO| MEMO = HH|0|EEE BV} &L 3HXIE KMS A
H7F AWS KMS M Z MEE|X| gt 4= &Lt

o| EXIE s{Z5t24 EC2 Windows QIAEIA O A Windows XZE 215 0| AufEt 0| = Foi¢
LI77t?9o| EtAHE £=&5t0{ Systems Manager AWSSupport-ActivateWindowsWithAmazonLicense
Automation TS A& 310 WindowsE &3t st7LE QIAE AN 2015104 =522 AWS KMS
MHE HEtst A2,

CIAEIA = Amazon 225 AMIO|A A|ZHEILICH BYOL AMIOIM ®Z AlEHE

JIEER EFOI SE(BYOL)E 2lo|MA fES HEH5tE{™ 72 AMIo| A Amazon EC2
k& oF B LICE. Amazon Machine Image(AMI)Oﬂ)\‘I MZ AR E QIARAE Ef
HHeter = A& LICH REAEH LI 2 License Manager 2H0|MA S&0]| CHE B

H

20
lI|>

L|C}. QIAE

[

ABA[QIAEA]T BYOL AMIMIM AR EIR=X] BESHK| ZFY
E7 M™ SQIX| gelghct.

2tolMdA /Y ?'_?‘.Joﬂ 13 5tE{H HX] QIABIATL 2210l AEfO|T Systems Manager0oll M & 2|5} 04
QIHIERIE % LICt. AWS Systems Manager 00| E(SSM of|O|ME)= 2 Aol Cit
M HE7t ;_é:; Z| OIHIE 2|2 QIAEIAO|M £ EFHLICH RIMIEF LI 2 AWS Systems Manager At
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https://aws.amazon.com/premiumsupport/knowledge-center/windows-activation-fails/
https://aws.amazon.com/premiumsupport/knowledge-center/windows-activation-fails/
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-awssupport-activatewindowswithamazonlicense.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-ssm-agent.html
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CreatelLicenseConversionTaskForResource 22 AXMroZ &5 S0

Q F(InvalidParameterValueException) 7t & Mz &L|Ct ResourcelD - QIAE AT} B}O|

MA RS HEse ol RE6HX| &2 SEjL/C

EHo|MA R HE S s™Sto{H CHe AARATE SX|E SE{of0F FLICH KHAMEH LIE 2 Amazon
EC2 At MHE M| License Manager 2t0|4MA R2304| CHEF BB AP =7 U QIAEA SX| EA 5
ue AxAMR

EC2 QIARIA[RIAHAIE SKX|etX| R &LICH EC2 StopInstances.Of CHEF HEF

CH&F QIABIAOIM StopInstances EC2 APl 5f¢d2
AEAOM SX| WX|S SHAI5 5 2 wist T A|AT
8 MMM A FSo|HL SXIE QA A CHE

License Managerl| SAE E|lAA OF

Amazon EC2 M2 SAEE 1170 M0|EC2 QIAEA 222 Zt& E2|M MHAULICH SAE B|A&
A JER2 B HNE BElEls M8 3AE ZFLC QIAHAE A|ZH5tH License Manager7t £
AEE 95t A8 M™Hol et Y SAEM QUAEIAE AIZELICH 7|8 M8 SAEE

AE BAA :LEOH Z7t6t 1 License ManagerE S35 AtS&HEl SAE HEIE 8T + U&LICH
REMIEH LHE S 2ot E 24T Amazon EC2 AFHR MIEA Q| M2 SAEE HXAM L.

POI'

E XI5 2 -0| ZAE glAA :Eow ol

PN IAHAE AlSHSHE 20| 7H8 8BS EDtetE B
? Amazon EC27t AFEXAHE CHAIGH M SAEE e = QE=EX| {2 & LIEFLICE

« SAE X5 Al - Amazon EC27} AFEXFE CHAISH0] OIALE SAEE SHME = UEX| 048R E L}
EILLICH AF85HX| fE SAENE Af 2 QIAEAT} Qi&LICH

« SAE XS &7 - Amazon EC27} 0| 7| x| ot7| Zof7} & MEt SAEM M SAEZ QIARAE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesStopping.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesStopping.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Stop_Start.html#disable-stop-protection-on-running-or-stopped-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
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5 EAE DlAA OF0IM SYUSH QAEA REE 71T QIAEADE A|ZFS{0F B LICH

LHE

* License Managerti SAE B[AA OF MY

+ License ManagertlAd EAE E|AA I8 3§

+ License Manager®| 3AE B|AA 20| M2 SAE 7}

+ License Manager®| 3AE B|AA JE0|M QIAEIA A|Ef

« License Managerol SAE B|AA OF

E e

>

« License Manager®| A E E|4AA O50]

1z
Pl

« License Managero|Ad EAE E|4&A OF

License ManagertlA SAE BlAA OF MY

License Manager7t & ZAEE HEE = ULST SAE BlAA OIS FEELICH 71 H|#E 2t
O|MAE =|CHEH &85l stLF o4 o 2 NS d=l s
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url-ec2-user;instance-types.html#ec2-nitro-instances
https://console.aws.amazon.com/license-manager/
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6. (MEAY) F7F DY B ZAE ElAA DM AIFE + Ues QaEHA THEE|E MEHE
LICF.

7. XA #rElE gto|dAol F Fo EE &% J(gh XtA| 2 E|E 2to[AE St o] MEiELICEH

8. (M= AHY) B2l B2 B & otLt Ol FIhefLCh

9. MAd(Create)S MEHEILICY.

License ManagerdlH SAE B|lAA OF 228

AWS Resource Access Manager & At&310{1E S5l ZAE ElAA IEE SREY &= UELICHAWS

Organizations. EAE B|lAA OF A 22/ 2tO|MAE SR & FEH HAEH2 3/ 2AE
ElaAs AE0 M QUAEAE AIRHE £ USLICHL M ZAEE SAE BlAA OIS AR Al™o &
SELCH B Aol QAEHAE ARELICH REMEH LI 2 AWS RAM AHE HHAME FHZ5HAA|
o

License Manager2| ZAE 2[AaA JEM ME ZAE F7t

AWS Management Console AWS CLIEEE= AWS APIOIM EAE BlAA JF0 7|&E ZAEE FIIE
T UELICH SAEE FIISHE{H M SAE U FAE Z|4AA OFE HHs AWS HE L7 K04
Of &fLICH ZEAE BlAA OF FST0i|A KA 2l 2to|MA I QAHA RS 585t R F

Jtot= EAEE O|E{E @ F AFEIH x|t ok gfLICtH

FAE BlAA OF FIHE = UE M8 32E 0= MEHo| glaLich 2lA4 T2 Fof CHEr RHAl
| _

A
3t LI 2 AWS Resource Groups A2 MEME X 35HA L.

Elas 50 M8 ZAEE 17l Ol F7tst2{™ CFS BHHE sdtMAIL.
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2. ZAE PlAA IES MEABILICH
JE0

-y
& S=0iM T8 SAEE F7l3RiE SAE 2|44 080 0|82 22

RS L
I

FAEE FUtste Ol 1~28 Y dE = UM, o|F 0= M8 £2AE S50 LIEILLICH

License Managerl| 2AE B|AA TE0M QUAEA AIE
RQAEAE A [ SAE EZ|&A IES XIHY &= UELICH 0| S04 CHS run-instances BHEE
ABE & UBLICH Zof = 47 7| KA B2l 2lolMAE AMIZH 2 ZsHoF BLICH

aws ec2 run-instances --min-count 2 --max-count 2 \
--instance-type c5.2xlarge --image-id ami-0Oabcdef1234567890 \
--placement="Tenancy=host, HostResourceGroupArn=arn"
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https://console.aws.amazon.com/license-manager/0l| A License Manager &0 221218 L|LC}.

2. 3AE ElAAOES MENELICE

3. M8 ZAEE N7Hsl2dE ZAE 2|AA9| 0|2 E&IELICH

4, T8 ZAEE MEFLICH

5, ZAE EB|lAA OF0MMME ME SAEE MEELICH EE SAE D, 3AE §Y, 34AE
dE EE 7H8 GYER M8 SAEE AME + U&LITH

6. M7HE ME{ELICH

7. M7 ChA[ ME4stod = QIgrLICt
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* ec2:CreateNetworkInterface
* ec2:DeleteNetworkInterface
* ec2:DescribeNetworkInterfaces
* ec2:CreateNetworkInterfacePermission
* ec2:DescribeSubnets
- Directory Service - € C|HE{Z|E 2t2[&LCt
* ds:DescribeDirectories
* ds:AuthorizeApplication
* ds:UnauthorizeApplication
* ds:GetAuthorizedApplicationDetails
* ds:DescribeDomainControllers
* Route 53 - 2t &S # & LICH
« route53:DeleteHealthCheck
* route53:ChangeResourceRecordSets
* route53:GetHostedZone
* route53:ListHostedZonesByName
* route53:ListHostedZones
* route53:ListHostedZonesByVPC
* route53:CreateHostedZone
» route53:DeleteHostedZone
* route53:ListResourceRecordSets
» route53:GetHealthCheckCount
« route53:AssociateVPCWithHostedZone
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* ec2:CreateVpcEndpoint

* ec2:DeleteVpcEndpoints

* ec2:DescribeVpcEndpoints
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* ec2:DescribeSecurityGroups

AWS KMS 2tO|MA M| A3 S Hof| CHEt 7| 2434

K& KMS 7|2 AME 304 Microsoft RDS License Serverl| 22| At74 8 ¢35
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JSON

{
"Version":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xo0le/RoleName"
}I
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Condition": {
"StringLike": {
"kms:ViaService": '"secretsmanager.*.amazonaws.com"

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/aws-
service-role/license-manager-user-subscriptions.amazonaws.com/
AWSServiceRoleForAWSLicenseManagerUserSubscriptionsService"

},

"Action": "kms:Decrypt",
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"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Condition": {
"StringlLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com"

}
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0| 7| s & Al%35tEd™ CHZ License Manager APl 2 RHMo 2 $E5t= HEH0| LI

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"license-manager:CreatelLicense",
"license-manager:CreatelLicenseVersion",
"license-manager:ListlLicenses",
"license-manager:ListLicenseVersions",
"license-manager:GetLicense",
"license-manager:DeletelLicense",
"license-manager:CheckoutlLicense",
"license-manager:CheckInLicense",
"license-manager:ExtendLicenseConsumption"”,
"license-manager:GetLicenseUsage",
"license-manager:CreateGrant",
"license-manager:CreateGrantVersion",
"license-manager:DeleteGrant",
"license-manager:GetGrant",
"license-manager:ListDistributedGrants"

1,

"Resource": "*"
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AWS 7H™H0| i 0| /R oM o= 2to|MAE AFEE &= U T F License Manager?t S & 3t
= A2 AZEQ o] ofZ2|FH 0| MO0| License Manager APIE S && £ QU E IAM &2 MM AWS

Marketplacedt|OF & LIC}.

AWS Management Console & AI&3047t 9= 20l AH| FAl A4 ZHE HiEst= F2 AWS AHHE

1 oo= - O
License Managere AF2AFE CHAI5104 AWSLicenseManagerConsumptionRoleE RIS Z M4
grLich REAMIEH LI 2 AWS HIHOo| Qe ISV T HE I8t A X4 B 7HX 7| BHHS & =5y

-1 O O = 1L

Al2. oMo & MAISHE{E CIS of| X2t Z 0] AWS IAM create-role B2 AWS CLIAFE &L|C}

aws iam create-role
--role-name AWSLicenseManagerConsumptionRole

--description "Role used to consume licenses using AWS License Manager"
--max-session-duration 3600

--assume-role-policy-document file://trust-policy-document.json

M3E trust-policy-document.json It CtE Of| A2t Zotof 5tH, AHEXF 1R 2| AWS A X
ID7F E2 U2 A AHSZ Cixl|zlo{oF & Lct.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "openid-license-manager.amazonaws.com"
}I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"ForAnyValue:StringLike": {
"openid-license-manager.amazonaws.com:amxr": "aws:license-
manager :token-issuer-123456789012:123456789012"
}
}
}
]
}
o+ e
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/ram/latest/userguide
https://docs.aws.amazon.com/ram/latest/userguide
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_UpdateServiceSettings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/manage_delete-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/manage_update-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/manage_update-secret.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/manage_update-secret-value.html
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aws organizations deregister-delegated-administrator --service-
principal=license-manager.amazonaws.com --account-id=<account-id>
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aws organizations list-delegated-administrators --service-principal=license-
manager.amazonaws.com
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AWS License Manager

aws organizations deregister-delegated-administrator --service-
principal=license-manager-linux-subscriptions.amazonaws.com --account-

id=<account-id>
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2| El ZE|R2 H3 Moz

2 El’% D#E#% IéHgl.o;i xlX-IE| 7;”X-IO| |

aws organizations list-delegated-administrators --service-principal=license-

manager-linux-subscriptions.amazonaws.com
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AdCH
= O
FR|: 74

A2:

SubscriptionName : #59| 0|&L|CH

&4xH AWS 2| 9| 2 E AWS Organizations 0lA A% Q1 ElHE & 2
AEA $

N
= Lt

=T

S9o| ol Lct.

AEE 4 ol BtoldA TAol & SelLin

I
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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« CloudTrail X|& MH|A & &
« CloudTrailoil CH&F Amazon SNS &2l 7144
« 0424 2|70l M CloudTrail 21 ut! gt7| 4 0424 H oA CloudTrail 21 Tl 7|

'I'

5 E License Manager %242 CloudTrailol M 2ZE|H AWS License Manager AP| & Z=0f 2 A&}
ElLICt 0o & £010i| CiEt £ & CreatelLicenseConfiguration ListResourceInventory %
DeletelLicenseConfiguration Z¢2 CloudTrail 21 Tt Uof &=2 M8 gLIct
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License Manager 21 1}l &= 0|3

zgE : E2E ALZREO U HE LIE
% uteti|E Soil cHeh YE7F S04 AU&LICH CloudTrail 21 Tt
AR EQO|AT OtLIE R &Y =MZ EAIEX| S&LICH

o2 EdE = A ste FA LTt CloudTrail 21
Q E
X

Ct=S2 DeletelLicenseConfiguration Y2 HE0{F = CloudTrail 21 = 0| LIEFH of AL

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAIF2US5EXAMPLEH5APG",
"arn":"arn:aws:iam::123456789012:user/Administrator",
"accountId":"012345678901",
"accessKeyId":"AKIDEXAMPLE",
"userName":"Administrator"

}I
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventTime":"2019-02-15T06:48:3772",
"eventSource":"license-manager.amazonaws.com",
"eventName":"DeletelLicenseConfiguration",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.83",
"userAgent":"aws-cli/2.4.6 Python/3.8.8 Linux",
"requestParameters":{
"licenseConfigurationArn":"arn:aws:license-manager:us-
east-1:123456789012:1icense-configuration:1ic-9ab477f4bEXAMPLES5f3ec@8a5423f77"
I
"responsekElements":null,
"requestID":"3366df5f-4166-415f-9437-c38EXAMPLE48",
"eventID":"6c2c949b-1a81-406a-a0d7-52EXAMPLE5Sbd",
"eventType":"AwsApiCall",
"recipientAccountId":"012345678901"
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"
}

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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* license-manager:
+ license-manager-user-subscriptions:

« license-manager-linux-subscriptions:

ol A:

* license-manager:CreatelLicenseConfiguration
* license-manager:ListlLicenseConfigurations
* license-manager-user-subscriptions:ListIdentityProviders

* license-manager-linux-subscriptions:ListLinuxSubscriptionInstances
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awslicensemanager.html#awslicensemanager-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awslicensemanager.html#awslicensemanager-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awslicensemanager.html#awslicensemanager-policy-keys
https://docs.aws.amazon.com/license-manager/latest/APIReference/Welcome.html

AWS License Manager Add a permission2|

« AWS License Manager AF& A 715 API & &=
« AWS License Manager Linux 75 API & =
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"Action": ["license-manager:actionl", "license-manager:action2"]

JlelcslEE AR 504 043 TS XIHE £ F UaLICH ofE S0{CHE T 20| OIB0] List 2 Al%t
T|E= 2 E License Manager APl 21242 X|&& £ l&L|ch

"Action": "license-manager:List*"
£ License Manager API 242 X|'dstE{™ Ot 20| * 2t UEFIEE ASSHAAIL.
"Action": "license-manager:*"

License Managerg& AF&3t= ISVL| HEH 0 Al
License Manager& &3l 2tO0|MAE HIZ35t= ISVHl= Ch2t 22 ®Eto| 2L ct

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"license-manager:Createlicense",
"license-manager:ListlLicenses",
"license-manager:CreatelLicenseVersion",
"license-manager:ListlLicenseVersions",
"license-manager:GetLicense",
"license-managerx:DeletelLicense",
"license-manager:CheckoutLicense",
"license-manager:CheckInLicense",

"kms : GetPublicKey"

]I

"Resource": "*"
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https://docs.aws.amazon.com/license-manager-user-subscriptions/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/license-manager-linux-subscriptions/latest/APIReference/Welcome.html
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X101 AL ALEIE CHR O A2XRFS| AWS HIHOIM AFRE 4= Q& LICH AWS ZHE2|3 &=tof| CHEH KA
B I8 2 IAM ALE MEMo| AwS ZHE[E HAMES HEFAIL.

AWS AMHIAE= AWS 2218 M E 7X| 22|t Holo|EFFLICH AWS ZEIE EHMoME HetS
HEY & YELICH MHI20M MIZ F71 HEhE AWS 2El™ ZHof F7tstod MER 7|58 X
HELICH O] Rl UHO|EE HHo| FAE ZE ID(AHEX, 2 & X &)l MEFLICH MHl&E
MZ2 7|50 A E|AHLt AH e ALY £ U2 m AWS ZEIE HAol Aol o|EELICH MH[&
= AWS ZE2|3 Mo M HEE MG K| fon 2 YA ACo|ER QIEH 7|E HEto| 24 E|X| g
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= CHE 917| T8 AMAE MBH
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| 22 License Manager7t At AHE CH 415101 API S Mo 2 &304 2to[MAE 2|
e AR E AWSServ1ceRoleForAWSLlcenseManagerRoleolEl'._
ZAELICH MU|A 23 Agol CHEF AbMIEH LHE =2 T 0o g o| HErE(E) FXstMIR.
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HEN

Qs Mt MM License Manager7t X|1HE 2lAAM CHS &2 225 T {8 FLICH
xHod 2lAA ARN
iam:CreateServicelLinkedRole arn:aws:iam::*:role/aws-

service-role/license-
management.marketp
lace.amazonaws.com
/AWSServiceRoleFor
Marketplacelicense
Management
iam:CreateServicelLinkedRole arn:aws:iam::*:role/aws-

service-role/license-
manager .member-acc
ount.amazonaws.com
/AWSServiceRoleFor
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xHod
-1 |

s3:GetBucketLocation

s3:ListBucket

s3:ListAllMyBuckets

s3:PutObject

sns:Publish

sns:ListTopics
ec2:Describelnstances
ec2:Describelmages
ec2:DescribeHosts
ssm:ListInventoryEntries
ssm:GetInventory
ssm:CreateAssociation
ssm:GetCommandInvocation

ssm:SendCommand

ssm:SendCommand

2lA&A ARN

AWSLicenseManagerM
emberAccountRole

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws: :sns:*:*:aws-

license-manager-service-
*

arn:aws:ec2:*:*:instance/
*

arn:aws:ssm:*:*:managed-
instance/*

AWSLicenseManagerServiceRolePolicy
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xHod 2| AA ARN

ssm:SendCommand arn:aws:ssm:*::document/
AwWSLicenseManager-*

organizations:ListAWSServiceAccessFo *
rOrganization
organizations:DescribeOrganization *
organizations:ListDelegatedAdministr *
ators

license-manager:GetServiceSettings *
license-manager:GetLicense* *
license-manager:UpdatelLicenseSpecifi *
cationsForResource

license-manager:List* *

of AMo| H&of CHEF HBtE 2t MME AWS Management Console® = 5t All

R AWSLicenseManagerServiceRolePolicy.

AWS 2|3 H3: AWSLicenseManagerMasterAccountRolePolicy

APl 242 S E% £ AWSServiceRoleForAWSLicenseManagerMasterAccountRole U5 2t
£ MH|A 44 qstol dZELICH MH|A 213 8ol CHE RhMIEH LI 2 License Manager — # 2|

-

gt MEt A2 License Manager7t X|I'HE 2|AAM OHS 22 225 S 5{S & LIC

xHod 2| AA ARN

s3:GetBucketLocation arn:aws:s3:::aws-license-
manager-service-*
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Xto
=

=~

s3:

s3:

s3:

s3:

s3:

s3:

s3:

s3:

s3:

s3:

s3:

4

ListBucket

GetLifecycleConfiguration

PutLifecycleConfiguration

GetBucketPolicy

PutBucketPolicy

AbortMultipartUpload

PutObject

GetObject

ListBucketMultipartUploads

ListMultipartUploadParts

DeleteObject

athena:GetQueryExecution

athena:GetQueryResults

2lA&A ARN

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*/re
source-sync/*
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xHod
-1 |

athena:StartQueryExecution

glue:
glue:
glue:
glue:
glue:
glue:
glue:

glue:

GetTable
GetPartition
GetPartitions
CreateTable
UpdateTable
DeleteTable
UpdateJob

UpdateCrawler

organizations:DescribeOrganization

organizations:ListAccounts

organizations:DescribeAccount

organizations:ListChildren

organizations:ListParents

organizations:ListAccountsForParent

organizations:ListRoots

organizations:ListAWSServiceAccessFo

rOrganization

ram:GetResourceShares

ram:GetResourceShareAssociations

ram:TagResource

2|AA ARN

*

*

*

*

27 g ATHML
232 BESML
2712 ATHMR
27 g ATHML
232 AESML

*
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xHod 2| AA ARN
ram:CreateResourceShare <
ram:AssociateResourceShare x
ram:DisassociateResourceShare X
ram:UpdateResourceShare *
ram:DeleteResourceShare <
resource-groups:PutGroupPolicy *
iam:GetRole =
iam:PassRole arn:aws:iam::*:role/
LicenseManagerServiceReso
urceDataSyncRole*
cloudformation:UpdateStack arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*
cloudformation:CreateStack arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*
cloudformation:DeleteStack arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*
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xHod 2| AA ARN

cloudformation:DescribeStacks arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*

1 CHZ22 AWS Glue 2 dof CHsl HelEl 2| A fLch

 arn:aws:glue:*:*:catalog

* arn:aws:glue:*:*:crawler/LicenseManagerResourceSynDataCrawler

* arn:aws:glue:*:*:job/LicenseManagerResourceSynDataProcessJob

* arn:aws:glue:*:*:table/license_manager_resource_inventory_db/*
* arn:aws:glue:*:*:table/license_manager_resource_sync/*

* arn:aws:glue:*:*:database/license_manager_resource_inventory_db

* arn:aws:glue:*:*:database/license_manager_resource_sync

o Ao] ZH=Hof CHEF HEtE Ee{m HlMHE2 AWS Management Console?} &= 5 Al

R AWSLicenseManagerMasterAccountRolePolicy.

AWS 2|3 HH: AWSLicenseManagerMemberAccountRolePolicy

O] H&2 License Manager7t AF& X2
AWSServiceRoleForAWSLicenseManagerMemberAccountRole CH&1504 FA4El 2| 704 A
CHO[MA HEIE I8t API 2 E AHMo R SEE = UL S 0|§0| XIHE MH|A 14 &0l ™

ZAELICH REMIEH LI 2 License Manager — #A¢ A 48 B2 F XA,

o5k M8t A2 License Manager7} X|HE E|lAA0|M CHS &g 2265 5{8ELICH
xHod 2lA&A ARN
license-manager:UpdatelLicenseSpecifi *
cationsForResource
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2 2lAA ARN
license-manager:GetLicenseConfigurat *
ion

ssm:ListInventoryEntries *
ssm:GetInventory 55
ssm:CreateAssociation *
ssm:CreateResourceDataSync *
ssm:DeleteResourceDataSync *
ssm:ListResourceDataSync *
ssm:ListAssociations *
ram:AcceptResourceSharelInvitation *
ram:GetResourceSharelnvitations *

of Ao HAHoi CHEF HEHE Ee{m MMHE AWS Management Console R & 5t Al

2 AWSLicenseManagerMemberAccountRolePolicy.

AWS 2|38 H3: AWSLicenseManagerConsumptionPolicy

AWSLicenseManagerConsumptionPolicy H2{& IAM IDO| 91Z2& = Q&LICH O] HA2 Bto|
MAE AE5t= O 2R B License Manager AP 240 M| AE = = HEtE Fo{LICh xpAlE
LH8 2 License Manageroll A EHONKE7| 2hZ 8t BlO|MA ALS EHRIS

0

O] Matio| MEtE2 Ee{ AWS Management Console0i| A
AWSLicenseManagerConsumptionPolicyE & X stMI2.

AWS ZHE|3 HAY:
AWSLicenseManagerUserSubscriptionsServiceRolePolicy

Ol HAM2 License Manager7t API 22 ZHMO 2 S E510{ AFSAL 7|8 75 E|AAE #EE
! =
—

UL = AWSServiceRoleForAWSLicenseManagerUserSubscriptionsServicezt
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HIA 9472 d&tofl AZAELIC RIMIEH LI 2 License Manager - AFE A} 7|8 715 48t EHd S Rt x5
AAI2.
ofgh ME MM License Manager?t X|HE B|AA0M CHS &Y 2RSTE S{EELICH

xHod 2lAA ARN

ds:DescribeDirectories
ds:GetAuthorizedApplicationDetails
ec2:CreateTags
ec2:Describelnstances
ec2:DescribeNetworklInterfaces
ec2:DescribeSecurityGroupRules
ec2:DescribeSubnets
ec2:DescribeVpcPeeringConnections
ec2:Terminatelnstances
route53:GetHostedZone
route53:ListResourceRecordSets

secretsmanager:GetSecretValue

ssm:Describelnstancelnformation
ssm:GetCommandInvocation
ssm:Getlnventory
ssm:ListCommandInvocations

ssm:SendCommand

arn:aws:ec2:*:*:instance/* '

arn:aws:ec2:*:*:instance/* '

arn:aws:secretsmanager:*:*:secret:li
cense-manager-user-*

arn:aws:ssm:*::document/AWS-
RunPowerShellScript 2
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xHod 2| AA ARN

arn:aws:ec2:*:*:instance/* 2

C —

' License Manager= M& Z E7} bz0vcy31o0qlzk5tsash4riik, 77yzkpa7kvee1y1tt7wnsdwoc EE&=
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2 License Manager= EiZ1 O|& 0| AWSLicenseManagerO|1 Z{0| UserSubscriptions®@! QIAE
A O| AWS-RunPowerShellScript EA{0|A{EE SSM A&l HAES Al = A&LICH

=SEOE2 T AAH

ol Aol Haol CHEF T2 E2{™H MME AWS Management Console?t &= 5HA|
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AWS £ 2[3 M
AWSLicenseManagerLinuxSubscriptionsServiceRolePolicy

O 22 License Manager7t APl 242 HHXMO 2 S E610{ Linux 75 E[AAE ZEE = U
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xhoq = Resource

ec2:DescribelInstances T AtE Q13 *

ec2:DescribeRegions e AtE Q13 *

organizations:Desc S ALY Q1S *

ribeOrganization

organizations:List N AL Q1S *

Accounts

organizations:Desc T AL g *

ribeAccount

organizations:List S ALY Q1S *

Children
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xHod
-1 |

organizations:List
Parents

organizations:List
AccountsForParent

organizations:ListRoots

organizations:List
AwWSServiceAccessFo
rOrganization

organizations:List
DelegatedAdministr
ators

secretsmanager:GetSecretValue

kms:Decrypt

=7

SHEH AFEH @12
SHE AL 9ig
e At i3
e Ate i3
e Ate i3
StringEquals:

"aws:ResourceTag/LicenseMan
agerLinuxSubscriptions": "enabled"

"aws:ResourceAccount": "${aws:Pr
incipalAccount}"

StringEquals:

"aws:ResourceTag/LicenseMan
agerLinuxSubscriptions": "enabled"

7

"aws:ResourceAccount": "${aws:Pr
incipalAccount}"
StringLike:

"kms:ViaService": [ "secretsm
anager.*.amazonaws.com" |

Resource

arn:aws:s
ecretsman
ager:*:*:
secret:*

arn:aws:k
ms:*:*:key/*

AWSLicenseManagerLinuxSubscriptionsServiceRolePolicy
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