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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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"iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

]I
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Red Hat 7|8t Linux0l X GPG =& M x|st24™
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https://d1wkOtztpsntt1.cloudfront.net/linux/latest/inspector.gpgoil A Ct2 2 = 8t L|C}.

- CIS HIAEON|XM 7|8 SA5104 inspector.gpgileE IHol 204 H&LICH CHRO 2 E &=
2 Z&sHoF gLlct.
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2.

Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHY9bdXAD68yhp2mONyH3B0z1le/MXI
8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhelL rQu95dwDgMcwo0
gf9m1ikKVHjdVQOqgNH1B20FknPDXxMDRHcrm1JYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMg3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tr
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2i07mSTAIRECTANTZzYzfp5v7uD7w8Dk@X
10rfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIOxMYfQJ421uATHYyYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAjgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0]a8D7sCkKG+8LuyMpcPDyqptLrYPprUWtz2+qLCHgpWsrku7ateF
x4hWS@jUVeHPaBzI9V1INTHsCx9+nbpWQ5Fk+7VII8hbMDY7NQx6fcse8WT1P/0x/
HIkKzzqQQaaO0f5t9zc5DKwi+dFmIbRUyaq22xs8C81U0DjHunhjHdZ21cnsgk91S
fviuaum9aR4/uVIYOTVWNnjC5]13+V1czyUt5FaYrrQ50v@dM+biTUXwve3X8Q85Nu
DPnO/+zxb73z3QCHXnuTbxZTjvv1600i8//uRTnPXjz4wZLwQfibgHmk1++hzND7
wOYAQ2]Js6v5FZQ1LQA0d7g2wuAlpg4MrolXzziDfy/9ea8B+tzyx1mNVRpVZY4L1
DOHyqGQhpkyV3drjjNZ1Eofwbfu7m60DwsgM15ynzhKk1lJzwPJFfB3mMc7qLi+qgX
MJtEX8KJ/iVUQStHHAG7daL1bxpWSI3BRuaHsWbBGQ/mcHBgUUOQIyEp5SLAdg9OFs
VP55gWtF7pIqifiqlcfgG@Ov+A3NmVbmiGKSZvfrc5KsF/k43rCGgDx1RVEgZvyI
Lf09+3sEI1NrsMib@KRLDeBt3EuDsaBZg0kqjbhgJUesqiCy

=iEhB

inspector.gpgE M& 8 CIEEE|o| BHE ZEZEM CHE B2 AL& 5104 Amazon Inspector
Classic HEZ| 7|& 218 7|2 7tX{ZLICt.

gpg --import inspector.gpg

O| BE2 Ct3n 22 4t E grerguch

gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported

gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
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S BAAM 2522 7| gt Mo{ §LIth. O
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3. 7I|-2t2 o|x EHAle| 2t 2 CHA|st o Cf
gpg --fingerprint key-value

Ol FHolM Ch3 1} H|x et A& HhetefLch.

pub  4096R/58360418 2015-09-24

Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>

st X2 EXAIE2 0| oi|AMlod| EAIE! DDA® D4C5 1@QAE 3C20 6F46 6DCO 2474 @960
5836 @418(9+) ot SUshoF gfLct. gtetEl 7| X[Z2 o| HWo|X|ol| HIA|El X|21 Hlw &Lt =
X|20| Yx|aoF rLict. Lx|5HX| &S AL Amazon Inspector Classic 0|O|ME Mx| AT EE
£ Mx|5HK| &1 AWS Supportol] 22|35 &A|2.
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2. install.sig 2! Amazon Inspector Classic x| It S X{Z& &l
Cte HYES M™siod MBS =QFLICH & THUo| 25

gpg --verify ./install.sig
E£2§2 CtS o Zotok gfLct.

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
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There is no indication that the signature belongs to the owner
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Amazon Inspector Classic
od signature from "Amazon Inspector <inspector@amazon.com>"
Mx| AJRIE AlSHS A
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apg: .
Primary key fingerprint: DDAQ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836 0418
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E8 83 C53AF78CBAT7C F5A247 E9B8 86 FC E9 68 EE 0B 36

1.

o & @b

CI22E3 AWSAgentInstall.exe(2)E 0IR4A LEZ HELE Z &6t 4 (Properties)
g gLt

C|X|=d M (Digital Signatures) &2 MEiSHL|CT

M S Z0{ M Amazon Services Web Services, Inc.& MEHSH £ M8 HEE MEASHL|C}

et 20| MEHZ|o] QK| pfo™ o ’ig MEHE & Q1B M 2 7|(View Certificate) & MEHEFLICE.
NE HE g MEls CHE, MEIZ[0] JIX| §i2 B EA| EECIR S8R0 2F(AINE MEHE
L|Ct.

X2 (Thumbprint) Z=7t 2 W7 K| ol2i2 A3 E8H £ X|E(Thumbprint) ME4EFL|CH 28

24 ot ol ™A XIE Zkol EAIELICH
- ote ol x|2 zZtol S gt SUeHx| &elgfL ot
E8 83 C53A F7 8C BA7C F5 A2 47 E9 B8 86 FC E9 68 EE 0B 36

SUSICHH, CHREE 8 00T E HX| AJEETI HEOISE XS H MXIE = J&Lct
- ofch M2 HE Fo| X2 20| flo| gt SUFHX| et 2 B AwSAgentInstall.exeE A
StX| OFAAI2.
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/A Important
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EC2 QAEA AlZHof CHEF L8 2 Amazon Elastic Compute Cloud MBEME R EHAAIL.
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NFS 111, 2049, 4045, 1110 111, 2049, 4045, 1110

Kerberos 88, 464, 543, 544, 749, 88, 464, 749, 750, 751, 752
751

RPC 111, 135, 530 111, 135, 530

WINS 1512, 42 1512, 42

DHCP 67, 68, 546, 547 67, 68, 546, 547

Syslog 601 514

QUM MH|A 515

Telnet 23 23

FTP 21 21

SSH 22 22

RDP 3389 3389

MongoDB 27017, 27018, 27019,
28017

SQL AH 1433 1434

MySQL 3306

PostgreSQL 5432

Oracle 1521, 1630

Elasticsearch 9300, 9200

HTTP 80 80
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Amazon Linux

* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1
* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

e CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Workstation
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Workstation

Red Hat Enterprise Linux

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Server

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Server

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 1
Server

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Server
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* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2. Level 1
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Workstation

Ubuntu

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2
Workstation

Windows
* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Member Server Profile)

 Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Member Server Profile)
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Windows
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Windows
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Controller Profile)

Server 2016 (CIS Benchmark for
Level 1 Domain

Microsoft Windows 2016 RTM
Controller Profile)
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Windows
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Server 2012 R2
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(CIS Benchmark for Microsoft Windows 2012 R2,
Controller Profile)

Server 2012 R2
Level 2 Domain

(CIS Benchmark for Microsoft Windows 2012 R2,
Controller Profile)

Server 2012 R2
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(CIS Benchmark for Microsoft Windows 2012 R2,
Server Profile)
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Server Profile)

Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 1 Member Server Profile)
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Server 2012 (CIS Benchmark for Microsoft Windows 2012
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Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 1 Domain Controller Profile)

non-R2,

Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 2 Domain Controller Profile)
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Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
Level 1 Domain Controller Profile)

Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
Level 1 Member Server Profile)
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AlX|E Amazon CloudWatch Logs. AWS Lambda assumesOll 7| & £ Q= IAM &0 2
gLICh ol & §04, O] IAM &0l CtE ME YA g £+ U&Lch.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelLogGroup",

o
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"logs:CreateLogStream",
"logs:PutLogEvents"

1,
"Resource": "*"
}
]
}
7. MEAIEE HESH £ [Create function] S ME{EFLICY.

Amazon Inspector Classic & &l(2£)0]| CHE SNS A A

Amazon Simple Notification Service(Amazon SNS)E 75 A= ZQIE £&= ZI0|HEN HAIXKIE
Hile ¥ MHIALICH Amazon SNSE AHE 3104 Amazon Inspector Classicol CHEH 22l MHE

= U&LICH
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Access policy - optional(A[A T2 - ME ALY MM StEherLct &3t = Ohg
ZFHlol| HAIXRIE M&ste BIHE S8 &Lt

a. Choose method(&5 MEHO|AM 7|22 MEARFLICY.
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= E

Hottd= 2IT™el AH'Hol|l CHEF ARNS J=dFLct.

« US East (Ohio) - arn:aws:iam::646659390643:root

« US East (N. Virginia) - arn:aws:iam::316112463485:root
« US West (N. California) - arn:aws:iam::166987590008:root
* US West (Oregon) - arn:aws:iam::758058086616:root

* Asia Pacific (Mumbai) - arn:aws:iam::162588757376:root
* Asia Pacific (Seoul) - arn:aws:iam::526946625049:root
* Asia Pacific (Sydney) - arn:aws:iam::454640832652:root
* Asia Pacific (Tokyo) - arn:aws:iam::406045910587:root
* Europe (Frankfurt) - arn:aws:iam::537503971621:root

* Europe (Ireland) - arn:aws:iam::357557129151:root

* Europe (London) - arn:aws:iam::146838936955:root

Amazon Inspector Classic € 2i(2£)0 CHet SNS FA| Md HZ Latest 95


https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-topic.html

Amazon Inspector Classic At

0o
1z
0%
x

* Europe (Stockholm) - arn:aws:iam::453420244670:root
* AWS GovCloud (US-East) - arn:aws-us-gov:iam::206278770380:root
* AWS GovCloud (US-West) - arn:aws-us-gov:iam::850862329162:root
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"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:inspector:*:*:*"
}
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"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:sns:*: ¥ %"

[}
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"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam: :444455556666:user/Alice",
"accountId": "444455556666",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
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"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:54Z"

},

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam: :444455556666:user/Alice",
"accountId": "444455556666",

"userName": "Alice"
}
}
I
"eventTime": "2016-04-14T17:12:342Z2",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",

"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"resourceGroupTags": [
{
"key": "Name",
"value": "ExampleEC2Instance"

1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666

oclRMp8B"

1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",

"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Tf0",

"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"

:resourcegroup/0-
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"SchemaVersion": "2018-10-08",

"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/0-PmNV@Tcd",
"AwsAccountId": "111122223333",

"Types": [

"Software and Configuration Checks/AWS Security Best Practices/Network Reachability

Recognized port reachable from internet"
1,

"CreatedAt": "2020-08-19T17:36:22.169Z",
"UpdatedAt": "2020-11-04T16:36:06.064Z2",
"Severity": {

"Label": "MEDIUM",

"Normalized": 40,

"Original": "6.0"

},

"Confidence": 10,

"Title": "On instance i-0c1@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",

"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0c10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-@af64c8a5eb3@ca75 and IGW igw-e2@9d785",

"Remediation": {

"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}
.
"ProductFields": {
"attributes/VPC": "vpc-a@c2d7c7",
"aws/inspector/id": "Recognized port reachable from internet",
"serviceAttributes/schemaVersion": "1",
"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQwe",
"attributes/ACL": "acl-154b8273",
"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/0-rqtRVOud/run/0-Ck2F6tY9",

Amazon Inspector7} 2f 748+ UHEAQ1 T At Z41} 7 Latest 132



0o
1z
0%

Amazon Inspector Classic At

"attributes/PROTOCOL": "TCP",
"attributes/RULE_TYPE": "RecognizedPortNoAgent",
"aws/inspector/RulesPackageName": "Network Reachability",
"attributes/INSTANCE_ID": "i-0@cl@c2c7863d1la356",
"attributes/PORT_GROUP_NAME": "SSH",
"attributes/IGW": "igw-e209d785",
"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/0-PmNVQTcd",
"attributes/SECURITY_GROUP": "sg-@af64c8a5eb30@ca75",
"attributes/ENI": "eni-078eac9d6ad9b20d1",
"attributes/REACHABILITY_TYPE": "Internet",
"attributes/PORT": "22",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{
"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
I
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"

}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"

1,
"RecordState": "ACTIVE"
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