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Console

1. AYE! 22X AWS Management Console 20 21215t 11 https://console.aws.amazon.com/
inspector/v2/home Amazon Inspector &2 JL|C}H.
AWS 2| MEfT|E AL& 310 Lambda E&E AHE & 5HE 2|2 MEFLICEH
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CHS ¥ 2 A4 InvokeInspectorLinuxSsmPlugin-do-not-deletel| 122 IDE EoiELIC|

aws ssm list-associations \

--association-filter-list "key=AssociationName,value=InvokeInspectorLinuxSsmPlugin-do-
not-delete" \
--region your-Region

ol Ml BE 2: M 2t A2 ZESIE S A4 YHI0IE

CHS ¥ 2 A4 InvokeInspectorLinuxSsmPlugin-do-not-deletel| 122 IDE A& LICH
schedule-expressionl| L& 6A|ZHHIM MER ZHF(01: 12A1ZHe 2 e = J&LIC

_

aws ssm update-association \
--association-id "your-association-ID" \
--association-name "InvokeInspectorLinuxSsmPlugin-do-not-delete" \
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--schedule-expression "rate(6 hours)" \
--region your-Region

(® Note
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Amazon EC2 A ZH0| & 443t £/ Amazon Inspector0ll A Windows Z|AA04 CHEH A SSM €

Z InspectorDistributor-do-not-delete, InspectorInventoryCollection-do-
not-delete, InvokeInspectorSsmPlugin-do-not-delete& & LICt Windows €|

A A 0| Amazon Inspector SSM £ 21 M X|5t7| 2/ InspectorDistributor-do-
not-delete SSM 1ZA0|= AWS-ConfigureAWSPackage SSM £ At AmazonInspector2-
InspectorSsmPlugin SSM Distributor Tl 7|X|7} AL ELICH REM|EH L& 2 Windows& Amazon
Inspector SSM Z22{1 212 &AM L. QIAEA H|0|E{E %5t Amazon Inspector ZAF ZIHE
MM35H7| @51 InvokeInspectorSsmPlugin-do-not-delete SSM 2122 Amazon Inspector
SSM E24¢2I2 6Alzt ZtFc 2 AAHFLICEH ot X2t cron EE= rate E34AIZ 504 O HHE A
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Bt LI 2 AWS Systems Manager At& ME M Q| F =: Systems Manager2| Cron 2! Rate A2
EHXS7{L CHS RIS [EAM 2.

CIS 3 E x| & StLIE MEHSH0] rate E$44] EE = cron E 3448 AFE5104 Windows QIAEIAO| A
HFT|E 7|2 6AIZH0IM 124|122 2 HAE £ U&L|CH

CHS ol M= InvokeInspectorSsmPlugin-do-not-delete 212201 AssociationldE AHE 3l OF
LICH CHS AWS CLI Hd 2 A#5t™M AssociationlDE AAME = /&LICH

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(@ Note
AssociationldE Z|XEHo|22 MA| Z+of Cist 7] IDE ZA4sloF &L|ct AWS 2|X. a3 ct

S TS AMsH0d Windows RIATIA0| CHEH ALSRE XIE AZH YRS MEsHHE 2 2iHo
A F7|E HAY £ UsLD

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectoxrSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * 2 *)"
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« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

ololx| 4

« "application/vnd.docker.container.image.vl+json"

« "application/vnd.oci.image.config.vl+json"

O|0|X| A&

« "application/vnd.docker.image.rootfs.diff.tar"

« "application/vnd.docker.image.rootfs.diff.tar.gzip"

« "application/vnd.docker.image.rootfs.foreign.diff.tar.gzip"
« "application/vnd.oci.image.layer.vl.tar"

« "application/vnd.oci.image.layer.vl.tar+gzip"

« "application/vnd.oci.image.layer.vl.tar+zstd"

« "application/vnd.oci.image.layer.nondistributable.vl.tar"

« "application/vnd.oci.image.layer.nondistributable.vl.tar+gzip"

® Note
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JSON

"Version":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Allow Q to use Encrypt Decrypt GenerateDataKey and
GenerateDataKeyWithoutPlaintext",
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :GenerateDataKeyWithoutPlaintext"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:us-east-1:111122223333:codesecurity-
integration/*"
}
}
}I
{
"Sid": "Allow Q to use DescribeKey",
"Effect": "Allow",
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"Principal": {

"Sexvice": "q.amazonaws.com"
},
"Action": "kms:DescribeKey",
y
"Resource": "*"
},
{

"Sid": "Allow Inspector to use Encrypt Decrypt GenerateDataKey
GenerateDataKeyWithoutPlaintext using FAS",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectoxrCodeSecurity"
},
"Action": [

"kms:Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey",

"kms : GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"

},
"StringLike": {

and

"kms :EncryptionContext:aws:qdeveloper:codesecurity-scope": "111122223333"

}

"Sid": "Allow Inspector to use DescribeKey using FAS",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/inspectoxrCodeSecurity"
},
"Action": [

"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.us-east-1.amazonaws.com"
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Oracle 1521, 1630 NA Medium Informational
PostgreSQL 5432 NA Medium Informational
Print services 515 NA High Medium
RDP 3389 3389 Medium Low

RPC 111, 135, 530 111, 135, 530 Medium Informational
SMB 445 445 Medium Informational
SSH 22 22 Medium Low

SQL Server 1433 1434 Medium Informational
Syslog 601 514 Medium Informational
Telnet 23 23 High Medium
WINS 1512, 42 1512, 42 Medium Informational
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* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock
* s3:PutObject

* s3:PutObjectAcl
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5. HZ A Mol HES MEfFLIC
6. CISolix BBES SREERE SAELIC
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "allow-inspector”,
"Effect": "Allow",
"Principal": {

"Service": "inspectoxr2.amazonaws.com"
}I
"Action": [
"s3:PutObject”,
"s3:PutObjectAcl”,
"s3:AboxtMultipartUpload"”
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

},
"ArnLike": {

"aws:SourceArn": "arn:aws:inspector2:us-

east-1:111122223333:report/*"
}
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"aws:SourceAccount": ["111122223333","444455556666","123456789012"]
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"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333:report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"
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E 7|7} gl B2 AWS Key Management Service 7HEtAF QFHLHMOIM 7| MA S HESIMR.
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4, 7| XA EHoj A TEIS MEHEHL|CH 7] AR TR H{EO| E0|X| otoM™ HX| XA Hy|Z2 H
g2 MEHSof g LiCt
5. OhS ol BBES FRIEEZ SAELIC
{

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
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"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z2",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "YES",

"exploitabilityDetails": {

O|HE AZ|Ot 10

0


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html

Amazon Inspector — At

0o
1z

02
x

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"
.
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",
"fixAvailable": "YES",
"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": '"NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d0@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",
"packageManager": "0S",
"remediation": "apt update && apt install --only-upgrade linux-image-
aws",
"version": "5.15.0.1026.30~20.04.16"
1]
.
"remediation": {
"recommendation": {

O|HE AZ|Ot

101



Amazon Inspector — A8 YA
"text": "None Provided"
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1l"

.
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

Amazon Inspector ZAF A0S 2 Z|= EventBridge 2! A4

Amazon Inspector ZAF ZA1t9| 7kA|dE =0|7| 2|3l EventBridgeE AFE835t04 XIS ZTAH 2ot 4 &2
HAE S22 EHES dEE = U&LICH o] FX|0| M= CRITICAL & HIGH /.;!745 Z AL ZAtof
CHEH 222 o|HIY, Slack EE= Amazon Chime2 2 ELHE 2o cisi AEEHL|Ct Amazon Simple
Notification Service FME A&t C}3 Y =XE EventBridge O|HE 7 3&]0f @145t = &eds ¢
of=LCt.

Amazon Inspector At ZZ0HE 2 E|= EventBridge 2! 44 102



Amazon Inspector — A8 YA

1EtA|. Amazon SNS A L A=EEZQIE M

s o2l MXEe{T HX Amazon Simple Notification ServicedlAd FME MAs D A= ZQIEE
grLich RhMIEH L8 2 SNS MEME FHEFHAM L.

0| %= Amazon Inspector ZAF 21 C|O|E{E B {IxIE HHEILICH SNS A= O|HE #FElg
ol

MMEE S0 == M5t 0| EventBridge O|HIE TF2&lof| F£71E = Q&LICH
Email setup
SNS FA| M

1. Amazon SNS 2 & (https://console.aws.amazon.com/sns/v3/home)| 21 QI8 L|C}.

2. EHAMFHO|M FHME MEHE OIS FH| M S MEHFLICE
3. M MM MMM EES MEHFLICH =X Ol 2 YT LICHO:
Inspector_to_Email). 7|El M|¥ HE = MEH AL LCEH
4. FHN MES MEELICH 2™ M Fxlof CHet M2 HEJF & E A ool FELICH
5. 75 MMM 5 MM MEHEFLICE
6. a. ZZEZ HwFolAM olH
[=F-Xe)

b. 2

ME

Slack setup
SNS FA| M

1. Amazon SNS 2 & (https://console.aws.amazon.com/sns/v3/home)| 21 I8 L|C}.

2. B EOIM FXIE M OHS T MAS MBI

3. FH Y MMM EES MEHELICH =X OlF2 L= ELICHO:
Inspector_to_Slack). 7|Et M| HE= MEd AP ULICH T MES MBSt A= 2 QI
E MMg 2 gLict

Amazon Inspector At ZZ0HE 2 E|= EventBridge 2! 44 103


https://docs.aws.amazon.com//sns/latest/dg/sns-getting-started.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home

ol
nx
0%
x

Amazon Inspector — At

ME o E 2|7 0|4 E2H0|1E L Amazon Q Developer 7%

1. https://console.aws.amazon.com/chatbot/2| ZH&! OfZ 2|7 0| £ 0 Amazon Q
DeveloperZ O|S&fL|C}

2. TEE Ze0o|HE ZolMd M 2EI0|ME 7S MEYELICH

3. Slacks MHEE OHS 78S M=stod QlghL|ct

ZyEoz Zelsty 23 EAS MEHsto] Zato|E!

Mol M IDS SAHELIC

—_

d. 9o M% ofZ2|7 0|4 L AWS Management Console Amazon Q Developer & 04 A Slack
oM SAFEH A IDE Z2tolS! AH'd ID E=of E0f F&LICt

e. OFY A0l gic B2 MM HIERE AEsI0{ IAM A& & ddst == MEYELICH

o
A2 off 22|71 0|4 2] Amazon Q Developerod|
E,

f. S EESo|M L7 HEHS MHENFLICY.
CHEH IAM 23 Rl ZES1QlL|Ct, O H&E CloudWatch ZE, O|HIE, 23, Amazon SNS &
Mol Zedt 7| & Ltd Het2 M3 E L CH

g. M 7IEDIY M=o 2 Amazonlnspector2ReadOnlyAccessE MENELICE

=

xH
O|Z10f SNS FX|E MEE [ AFR 8t 2|He MENEH O M A8t Amazon SNS FX|E M
EHSHO4 Slack Aol €2l EL|ct.

5. TS MEELICH

Amazon Chime setup
SNS FA|| 44

1. Amazon SNS & & (https://console.aws.amazon.com/sns/v3/home)0ll 221 QIgL|C}.

2. EMEOIM FHE MEE O TR YYS MEELCH

i

Amazon Inspector At ZZ0HE 2 E|= EventBridge 2! 44 104


https://console.aws.amazon.com/chatbot/
https://console.aws.amazon.com/sns/v3/home

Amazon Inspector — At

ol
nx
0%
x

3. FH YE MMM EES MEHELICH =X Ol 2 L= ELICHO:
Inspector_to_Chime). 7|El M| HE = ME) AL QLICH T MES MEisto] = &L

Ct.

e ofZ2|7i 0| E2t0|21E L Amazon Q Developer T3

1. https://console.aws.amazon.com/chatbot/2| ZHE! OfZ 2|7 0| £ 0 A Amazon Q
DeveloperZ O|S & L|C}.
TE ZEH0[HE Tl A A

ChimeES MEfet CtE F8E M

L HIIH
S
rO
m
-1
0%
jo
rz
1

Q'I_I
r
_lTI_

a A WO DN
al
0%
;
r
0z
HL
o2
2
_>._
:I:
.
=]

a. QEZ MO BAME|H e Jlo 2
2l)& MEELICH

b. URL SAtE MEiSio{ @& 3 URLE 2T E o SAHELICE

6. 2| ZHE! ojZ2|71|0]M L AWS Management Console Amazon Q Developer 2 0llAM S A}
URLE Webhook URL ZE=0f £04 &L

7. OFEl &0l s A HEtoIM HESIS AR 3t0] IAM HE S MASE S MetELICH

02

Oto|Z 2 MBSt 1 Manage webhooks(Webhook 2

=
8. MMEHEZEZIo|M LB HEHS MEHFLICH RHE O E 2|7H0[M 2] Amazon Q Developer0i| CHEt
IAM H2 I ZS12]L|C} CloudWatch BE, O|HIE, 2, Amazon SNS FA|of 28t 17| &
Ltd Met2 MSELICcH

=
9. O|Ziol SNS FHME e i ArE e 2|E MEIS CHE Y8 Amazon SNS FH|E MBS

10. T2 M=

2EH7|. Amazon Inspector ZAF Z21Hof| CHE EventBridge & A4

o 0k~ w0 DN~

E ZEE Ar&3stod 2 lgtLct
Amazon EventBridge 22 (https://console.aws.amazon.com/events/)& IL|C}.

SH A4 BHol A TAIS MEEH O TR Mg MeEtEh D
A El

=1
i
lo
S
o

0 mx

nrog
I
]

M oo

k=)
£
m
2 B

o
[E
Im
=
il
02k
2
x
Rl

Amazon Inspector ZAF Z1}

i

o 2|&= EventBridge T+=! A 105


https://console.aws.amazon.com/chatbot/
https://console.aws.amazon.com/events/

0o
1z
0%
x

Amazon Inspector — At

7. ChZ JSONZ HEZ|0| 20 E&LICH

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
}
}
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"bomFormat": "CycloneDX",
"specVersion": "1.4",
"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
"component": null,
"properties": [

{
"name": "imageId",
"value":
"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"
I
{
"name": "architecture",
"value": "armé64"
I
{
"name": "accountId",
"value": "111122223333"
I
{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"
}
]
I
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a@b24161daaa®@d535c699"
I
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+deblQu3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deb1l@u3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
},
{
"type": "application",
"name": "liblz4-1",
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"purl": "pkg:dpkg/liblz4-1@1.8.3-1+debl@ul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
1,
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62a16f78a5"
},
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+deblQul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef00dff8da77901b1085"
1,
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+debl@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl@u3.src.dpkg",
"bom-ref": "cd2@0cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3”
},
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

Amazon Inspector &4 115



Amazon Inspector —

1%
ol:l

og
1>

Amazon Inspector@| SPDX 2.3 SBOM & 4! of A

{
"name": "409870544328/EC2/i-022fba820dbl137c64/ami-074eal4c@8effb2d8",

"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"

]

I
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",

"comment":
"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
1,
{
"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

+

{
"referenceCategory": "SECURITY",
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"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"
1,
{

"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/hunspell-en-US@0.20121024-6.amzn2.0.17
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.sxc.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae@883973d6cea5e7e@79d544fe5"
I
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.67
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"
I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",

"downloadLocation": "NOASSERTION",
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"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0ODBC-devel-2.3.1-14.amzn2.sxc.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021al13fc9f81237d2"
}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c@e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
},
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f841f1903",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"
}
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Console

1. X4 53H2 AH&35tod 228t CHE Amazon Inspector 2 & (https:/
console.aws.amazon.com/inspector/v2/home)2 &L|C}.

2. HOIX| &% Aol Qe AWS 21T MET|E A& 5t04 SBOME LI 2247 QE 2
e MEfELC

3. EtA ZofM SBOM LHELHZ|E MEHSFL|CH
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«  AWS Command Line InterfaceE AF&35104 2|AA 9| sBOME LHELHE{M CHS HHEE A
LIC}.

0%
I

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=amzn-s3-demo-
bucketl,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123
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« Amazon Inspector 2 7|0} Xt5 2 A43} of x|

Amazon Inspector2| Amazon EventBridge 7|& A 7|0}
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>

"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",

"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",

"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
*Details of an Amazon Inspector event type*
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}

Amazon Inspector ZAF 21} O|HIE A F|O}F of A

C= 2 Amazon Inspector ZAF 221404 CHEF EventBridge O|HIE A F|0FO| o QIL|CH Z=AF Z1}t OfH
E £ Amazon Inspector7} Z|AA & LM AZEQ o] £ EEE HERT BAME AlEe 4

o dHELICH ol REe| o|HEN CiE CHES 2 LS W dst= Yol cheh X|&2 Amazon
EventBridgeE AF2 104 Amazon Inspector ZAF Z41to]| CHEF AL A}F XX SH MAS XML,
ChS2 XA AT OHES Ajgsts T elLich
« detail-typeE ()2 M™EELICt Inspector2 Finding
« detail® ZAt ZOtE MHFLICE
« detail.resources.tagse 7|-gf CIOIE{ 7t & ElE= IXILICH
242 LE{Ystod Chsh BlAA0] CHEH ZAF 7T} OJHIE Av|ntet ZAF 7T RS 2Ol 4 laL
Ct.
Amazon EC2 package vulnerability finding
{
"version": "0Q",
"id": "4d621919-f1f4-4201-a0e2-37e4e330ff51",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-04T17:00:367",
"region": "eu-central-1",
"resources": [
"i-12345678901234567"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "In snapd versions prior to 2.62, snapd failed to properly

check the destination of symbolic links when extracting a snap. The snap format

is a squashfs file-system image and so can contain symbolic links and other file
types. Various file entries within the snap squashfs image (such as icons and
desktop files etc) are directly read by snapd when it is extracted. An attacker who
could convince a user to install a malicious snap which contained symbolic links
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at these paths could then cause snapd to write out the contents of the symbolic
link destination into a world-readable directory. This in-turn could allow an
unprivileged user to gain access to privileged information.",
"epss": {
"score": 0.00043

},
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:59:44.356 UTC 2024",
"fixAvailable": "YES",
"inspectorScore": 4.8,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "UBUNTU_CVE",
"score": 4.8,
"scoreSource": "UBUNTU_CVE",
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"version": "3.1"

iy
"lastObservedAt": "Wed Sep 04 16:59:44.476 UTC 2024",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 4.8,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:L/I:L/A:L",
"source": "UBUNTU_CVE",

"version": "3.1"
},
{
"baseScore": 7.3,
"scoringVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H",
"source": "NVD",
"version": "3.1"
}

1,

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-29069",
"https://ubuntu.com/security/notices/USN-6940-1"

1,

"relatedVulnerabilities": [

"USN-6940-1"
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1,

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/
CVE-2024-29069.html",

"vendorCreatedAt": "Thu Jul 25 20:15:00.000 UTC 2024",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2024-29069",

"vulnerablePackages": [

{

0o
1z
0%
x

"arch": "ALL",

"epoch": 0,

"fixedInVersion": "0:2.63+22.04ubuntu@.1",

"name": "snapd",

"packageManager": "0S",

"remediation": "apt-get update && apt-get upgrade",
"version": "2.63"

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {

"awsEc2Instance": {
"iamInstanceProfileArn":
"arn:aws:iam::123456789012:instance-profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": [
"1.23.456.789",
"123.45.67.890"
1,
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 16:57:40.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"

+
"id": "i-12345678901234567",
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"partition": "aws",
"region": "eu-central-1",

"type": "AWS_EC2_INSTANCE"

1,

"severity": "MEDIUM",

"status": "CLOSED",

"title": "CVE-2024-29069 - snapd",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Wed Sep 04 17:00:36.951 UTC

Amazon EC2 network reachability finding

"version": "Q",
"id": "9ebl1l603b-4263-19ec-8be2-33184694chb92",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-09-05T13:06:56Z",
"region": "eu-central-1",
"resources": ["i1-12345678901234567"],
"detail": {

"awsAccountId": "123456789012",

"description": "On the instance i-12345678901234567, the port range
22-22 is reachable from the InternetGateway igw-26lbab4d from an attached ENI

eni-094ad651219472857.",
"findingArn": "arn:aws:inspector2:eu-
central-1:123456789012:finding/FINDING_ID",

"firstObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",
"lastObservedAt": "Thu Sep 05 13:06:56.334 UTC 2024",

"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-261bab4d",

"componentType": "AWS::EC2::InternetGateway"

3, {
"componentId": "acl-171b527d",

"componentType": "AWS::EC2::NetworkAcl"

2024"
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3, {
"componentId": "sg-0d34debf87410f2d9",
"componentType": "AWS::EC2::SecurityGroup"
[ PE
"componentId": "eni-094ad651219472857",
"componentType": "AWS::EC2::NetworkInterface"
3, {
"componentId": "i-12345678901234567",
"componentType": "AWS::EC2::Instance"
1]
},
"openPortRange": {
"begin": 22,
"end": 22
},
"protocol": "TCP"
},
"remediation": {
"recommendation": {
"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::123456789012:instance-
profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-02ff980600c693b38",
"ipV4Addresses": ["1.23.456.789", "123.45.67.890"],
"ipV6Addresses": [],
"launchedAt": "Wed Sep 04 17:41:24.000 UTC 2024",
"platform": "UBUNTU_22_04",
"subnetId": "subnet-12345678",
"type": "t2.small",
"vpcId": "vpc-12345678"
}
I
"id": "i-12345678901234567",
"partition": "aws",
"region": "eu-central-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
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"status": "ACTIVE",

"title": "Port 22 is reachable from an Internet Gateway - TCP",
"type": "NETWORK_REACHABILITY",

"updatedAt": "Thu Sep 05 13:06:56.334 UTC 2024"

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5325facf-alaa-7d97-6bce-25fde6f6d2fc",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:55:38Z",

"region": "eu-central-1",

"resources": [

"arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/

sha256:84f507df33c6864d49c296fb734192696e4ch6f78166ac51ac8b9b118181085d"

1)
"detail.resources.tags.testkey": "allow",
"detail": {
"awsAccountId": "123456789012",
"description": "Possible denial of service in X.509 name checks",
"epss": {
"score": 0.00045
},
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",
"firstObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"fixAvailable": "YES",
"lastObservedAt": "Wed Sep 04 16:55:38.411 UTC 2024",
"packageVulnerabilityDetails": {

"cvss": [1,

"referenceUrls": [
"https://www.cve.org/CVERecord?id=CVE-2024-6119",
"https://ubuntu.com/security/notices/USN-6986-1"

1,

"relatedVulnerabilities": [
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"USN-6986-1"

1,
"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2024/

CVE-2024-6119.html",
"vendorCreatedAt": "Tue Sep 03 00:00:00.000 UTC 2024",
"vendorSeverity": "medium",
"vulnerabilityId": "CVE-2024-6119",
"vulnerablePackages": [
{
"arch": "ARM64",
"epoch": 0,
"fixedInVersion": "0:3.0.13-Qubuntu3.4",
"name": "libssl3t64",
"packageManager": "0S",
"release": "Qubuntu3.2",
"remediation": "apt-get update && apt-get upgrade",
"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",
"version": "3.0.13"
},

{
"arch": "ARM64",

"epoch": 0,

"fixedInVersion": "0:3.0.13-Qubuntu3.4",

"name": "openssl",

"packageManager": "0S",

"release": "Qubuntu3.2",

"remediation": "apt-get update && apt-get upgrade",

"sourcelLayerHash":
"sha256:1567e7ea90b67fc95ccdeeec39bdc3045098dee7e@c604975b957a9f8c0e9616",

"version": "3.0.13"

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {

"awsEcrContainerImage": {
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"architecture": "arm64",

"imageHash":
"sha256:84f507df33c6864d49c296fh734192696e4cb6f78166ac51ac8b9b118181085d",

"imageTags": [

"ubuntu_latest"

1,

"platform": "UBUNTU_24_04",

"pushedAt": "Wed Sep 04 16:55:28.000 UTC 2024",

"registry": "123456789012",

"repositoryName": "inspector2"

I

"id": "arn:aws:ecr:eu-central-1:123456789012:repository/inspector2/
sha256:84f507df33c6864d49c296Tb734192696e4cb6f78166ac51ac8b9b118181085d",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2024-6119 - libssl3t64, openssl",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:55:38.411 UTC 2024"

Lambda package vulnerability finding

"version": "Q",

"id": "9eadd7la-e49c-9864-6ba9-2a5d3f83c88f",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:50:377Z",

"region": "eu-central-1",

"resources": [

"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:
$LATEST"

]I
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"detail": {

"awsAccountId": "123456789012",

"description": "Flask is a lightweight WSGI web application framework. When
all of the following conditions are met, a response containing data intended for
one client may be cached and subsequently sent by the proxy to other clients. If
the proxy also caches “Set-Cookie® headers, it may send one client's “session’
cookie to other clients. The severity depends on the application's use of the
session and the proxy's behavior regarding cookies. The risk depends on all these
conditions being met.\n\nl. The application must be hosted behind a caching proxy
that does not strip cookies or ignore responses with cookies. 2. The application
sets “session.permanent = True' 3. The application does not access or modify the
session at any point during a request. 4. "SESSION_REFRESH_EACH_REQUEST® enabled
(the default). 5. The application does not set a ‘"Cache-Control® header to indicate
that a page is private or should not be cached.\n\nThis happens because vulnerable
versions of Flask only set the "Vary: Cookie® header when the session is ac",

"epss": {

"score": 0.00208

1,

"exploitAvailable": "YES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Sat Aug 31 00:04:50.000 UTC 2024"

1,

"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",

"firstObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",

"fixAvailable": "YES",

"inspectorScore": 7.5,

"inspectorScoreDetails": {

"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"version": "3.1"

iy
"lastObservedAt": "Wed Sep 04 16:50:37.627 UTC 2024",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N",
"source": '"NVD",
"version": "3.1"
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15

"referenceUrls": [
"https://www.debian.org/security/2023/dsa-5442",
"https://lists.debian.org/debian-1ts-announce/2023/08/msg00024.html"

15
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2023-30861",
"vendorCreatedAt": "Tue May 02 18:15:52.000 UTC 2023",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Sun Aug 20 21:15:09.000 UTC 2023",
"vulnerabilityId": "CVE-2023-30861",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "requirements.txt",
"fixedInVersion": "2.3.2",
"name": "flask",
"packageManager": "PIP",
"version": "2.0.0"

}

1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",

"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",

"packageType": "ZIP",

"runtime": "PYTHON_3_11",
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"version": "$LATEST"

},

"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2023-30861 - flask",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:50:37.627 UTC 2024"

Lambda code vulnerability finding

"version": "Q",

"id": "e764f7be-f931-ff1b-204b-8cab2d91724b",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2024-09-04T16:51:01Z",

"region": "eu-central-1",

"resources": [
"arn:aws:lambda:eu-central-1:123456789012:function:VulnerableFunction:

$LATEST"

1,

"detail": {
"awsAccountId": "123456789012",
"codeVulnerabilityDetails": {

"cwes": [
"CWE-798"
1,
"detectorId": "python/hardcoded-credentialsevl1.0",
"detectorName": "Hardcoded credentials",

"detectorTags": [

Amazon Inspector ZAt 41} O|HIE A 7|0} 0| A|
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"secrets",
"security",
"owasp-toplQ",
"top25-cwes",
"cwe-798",
"Python"

1,

"filePath": {
"endLine": 6,
"fileName": "lambda_function.py",
"filePath": "lambda_function.py",
"startLine": 6

1,

"ruleId": "python-detect-hardcoded-aws-credentials"

1,

"description": "Access credentials, such as passwords and access keys,
should not be hardcoded in source code. Hardcoding credentials may cause leaks even
after removing them. This is because version control systems might retain older
versions of the code. Credentials should be stored securely and obtained from the
runtime environment.",

"findingArn": "arn:aws:inspector2:eu-

central-1:123456789012:finding/FINDING_ID",

"firstObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",

"lastObservedAt": "Wed Sep 04 16:51:01.869 UTC 2024",

"remediation": {

"recommendation": {
"text": "Your code uses hardcoded AWS credentials which might
allow unauthorized users access to your AWS account. These attacks can occur
a long time after the credentials are removed from the code. We recommend that
you set AWS credentials with environment variables or an AWS profile instead.
You should consider deleting the affected account or rotating the secret key
and then monitoring Amazon CloudWatch for unexpected activity.\n[https://
boto3.amazonaws.com/vl/documentation/api/latest/guide/credentials.html](https://
boto3.amazonaws.com/vl/documentation/api/latest/quide/credentials.html)"
}
1,
"resources": [
{
"details": {
"awsLambdaFunction": {
"architectures": [
"X86_64"
1,
134
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"codeSha256": "07jkFEmfPB+CK3Y6Pby5zW9gjG
+zusAagRRMGS8B27c=",

"executionRoleArn": "arn:aws:iam::123456789012:role/service-
role/VulnerableFunction-role-f9vs5mg8",
"functionName": "VulnerableFunction",

"lastModifiedAt": "Wed Sep 04 16:50:20.000 UTC 2024",
"packageType": "ZIP",

"runtime": "PYTHON_3_11",

"version": "$LATEST"

},

"id": "arn:aws:lambda:eu-
central-1:123456789012:function:VulnerableFunction:$LATEST",

"partition": "aws",

"region": "eu-central-1",

"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "CRITICAL",

"status": "ACTIVE",

"title": "CWE-798 - Hardcoded credentials",
"type": "CODE_VULNERABILITY",

"updatedAt": "Wed Sep 04 16:51:01.869 UTC 2024"

(@ Note

detail 2t 2 ©Y ZAF Z1tof CHEt JSON M HEE A= BrErerLICh HiE L2l o4 ZAL
Vi

ANt E X|Hst= ™A 2 8 FE2 gHetst x| et&LICH

Amazon Inspector £|& A7H 2tF O|HE A 7|0} oA

Ct22 & AZH 2t= 0l CHEt Amazon Inspector O E O] EventBridge O'HE A Z|0} 0| M ILICt. Of
O|HIE = Amazon Inspectordl M 2lAA F stLbo]l CHEH %[ AHS 22 & ZA0f MA=IL|CH

Chee 2|% A7 2R O[MIES Algsts T=glLich

« detail-type EE7} Inspector2 Scanfz AME|0{ J&LICt.
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« detail Zix|olE sHE AMZE 843 (0d: CRITICAL, HIGH, MEDIUM)O| Qe Z=AF A1t 8 RIMIT
MHE35t= finding-severity-counts &7} Z & |0 Q& LICH
otz M & StLIE MEASIH 04 2= AFH O|HE AF|OLE E2|l4AA REEE QI = JU&Lct
Amazon EC2 instance initial scan
{
"version": "0Q",
"id": "28a46762-6ac8-6cc4-4f55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:35Z",
"region": "us-east-1",
"resources":
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": 0,
"TOTAL": 0
"i-087d63509b8c97098",

o
"instance-id":
"version": "1.0"

Amazon ECR image initial scan

"fdaa751a-984c-a709-44f9-9a9da9cd3606",

{
"version": "Q",
"id":
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",

7 2t2 o|HE AZF|Of oiA|
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"time": "2023-01-20T23:15:18Z2",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": @

},
"image-digest":
"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",

"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-02-23T18:06:03Z",

"region": "us-west-2",

"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"

1,

"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {

Amazon Inspector Z[F AZH &2 O|HIE AZ|OF oA
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"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": @,
"TOTAL": @

I
"version": "1.0Q"
}
}

O

Amazon Inspector & #H 2| O|HIE A F|0} oiA|

CtE2 M& Y2/l CHEt Amazon Inspector O|HIE O| EventBridge OHIE A Z|Of 0| M| L[C}. Of OfHI
E &= 2laA0 CHEt Amazon Inspector A7H 2 H|7t HEE M WHELICH OS2 M 2| ofH
EE AMWstE et

« detail-type EE7} Inspector2 Coveragel = MHEE|0{ QU&LICEH

« detail AA0l= BlAAS| M AZH HENE LIEIHLHE= scanStatus 24&|7F & Elo{ J&LICE.

AA EH

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:39Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
.
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
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}

= S AHS A5 O[WIE T} 9IE ZEIRtol A
MSELICH OHS TEE RS H495H O[WIEE Ayt

 detail-type EE7} Inspector2 AutoEnable2Z AHE|0] Ql&LICH

 detail AXME XS s O|HET Mut 0|RFE LB LICH

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "Inspector2 AutoEnable",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2024-08-21T02:36:487",
"region": "us-east-1",
"detail": {
“version”: “1.0.0”,
“AutoEnableStatus”: “Failed”,
“Reason”: "The number of member accounts enabled with AWS Inspector has reached
the maximum limit of 10,000"
}
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Linux & Windows& Amazon Inspector SSM Zc{1

O| &M= Linux & Windows QIAEIA M| CHE Amazon Inspector SSM Z2{1012 MHEBLICEH

Linux& Amazon Inspector SSM £241¢!

Amazon Inspector= Amazon Inspector SSM £241212 A& 504 Linux QIAE A0 CHE A5 AL
AME =&EFLICE Amazon Inspector SSM Z2{1QI2 Linux QIAEIA 9| /opt/aws/inspector/
bin C|EEZ[o RIS 2 PX[ELIC A& ool O|F2 inspectorssmplugin@lL|Ct.

Amazon Inspector= Systems Manager Distributorg At&35t0 QIAR AN E22{3Q12 i Z & L|C 4
5 HAAM AHE =3 3524T Systems Manager Distributor 2! Amazon Inspector0il A Amazon EC2 2!
ABA 2 MKME K[43l ok BHLICH Systems Manager Distributor0il M X| 45t 2 ®|Alof CHEt &}
Mgt L& 2 AWS Systems Manager At B MM X[ == o7 (x| E34F L ot 7|HIME R xSt

NL.

Amazon Inspector SSM Z2{1 QoM =& Tt A& HALE O[o|EE & EI5H7| 2|5 Amazon Inspector
= It C|HEEZ|E ddeulct. olg{e WY C|AE{2|ol= /opt/aws/inspector/var/input &
/opt/aws/inspector/var/output?} L& EL|CH

/opt/aws/inspector/var/output®| packages.txt ItU0l|= S HAIZ ¢ ZHE 7| x| 2
A Z27F MEELICE Amazon Inspector7t QIAEIA 0| S YUEH TZ7|X|E ofed M B X|gt B2
packages.txt ItYoll= siiE WZ|X[7F 274dEl 2 {x(7} LI EE L Ct.

Amazon Inspector= Z242210f| gt 238 /var/log/amazon/inspector C|E{Z|0] XEH &L
C}.

Amazon Inspector SSM 24191 XA

inspectorssmplugin ItUO0| =2 AMX|El B SSM @& InspectorLinuxDistributor-
(=)

do-not-deleteE S5l CtS AP Z+40f inspectorssmplugin I} S CHA| M x|5tE{D A|TE
L|Ct.

-I'

Amazon EC2 AZHE H|EMHSSIH 2 E Linux 3AEN|M £E84{210| RS2 2 M| 7{E L|C}.

Windows & Amazon Inspector SSM Z2{ 12!

Amazon Inspector0f| Al Windows QIAEIAE AZHSE2{TH Amazon Inspector SSM E2{1
Qlo| E &Lk Amazon Inspector SSM &84 212 Windows QIAEIAO| C:\Program
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https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms
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Files\Amazon\Inspectord| AtSS 2 Mx|E|H A& 7IS¢E HiO|L4{2| Q| 0|2
InspectorSsmPlugin.exe®lL|C}.

Amazon Inspector SSM E2{12l0f| A =& CI0|EE MY st7| lal CHSa 242 oY 2Ix|7 &S
ElL|cH
=

* C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgrambData\Amazon\Inspector\Logs

@ Note
7|2X2 2 Amazon Inspector SSM £2{1012 2t M=2|HCI F 2 M =22 AE
L|C}.

(® Note

Windows QIABRAE 7| SAE BE| 28 MHOZ A A&t gLt
ssm:PutInventory & ssm:GetParameter HEtQ 2 FMHE g2 M5t 7{LE AL 3l of
grLlct

= .

olo
o

Amazon Inspector SSM Z&{1Q! XA

InspectorSsmPlugin.exe TtUO| A2 AX|E B InspectorDistributor-do-not-
delete @142 &3l Ct= Windows A 7H 7FZ40] InspectorSsmPlugin.exe IS CHA| AX|
st241 A= FLIC Amazon Inspector SSM E2{1212 M|7H3t2d= &< AmazonInspector2-
ConfigureInspectorSsmPlugin EAMOIM A7{ 24 S ASStH ElLICH E2F Amazon EC2 A ZH
£ H|&g3t5t™ Amazon Inspector SSM £2{1210| 2 & Windows EAE0M XIS 2 XM HE L
C}.

(® Note
Amazon InspectorE H|& A3} 61 7| Z10{ SSM 01| 0| EE X748t Amazon Inspector SSM
E£2{3 212 Windows A E0] o} IX|ZF Amazon Inspector SSM £ QIS 2 H[0O|HE
ELHX| et&LICH REAM8H LI 2 Amazon Inspector HIE A8l MME EHZ M 2.
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~ZES)o] XA BMIM(SBOM)= 2ZEQ01E EEStE Ol ERE 78 24 BI0[E8E| 2 25
= Ao 2 2 Ex 358 55 QLICH Amazon Inspector SBOM M4 7|(Sbomgen)= OF7+0|E, ZIE{| 0|
ol0lX|, CIMEE|, 2 AAH], HutAE Go 2! Rust HHO|L{Z|0f| CHEH SBOME A etE =7 ILICH
Sbomgen2 M x|l T{7|X|of| CHEt HEJI Z&E Tt LS AZHELICE Sbomgenoll M &2 TS &
o™ m{7|X| O|&, X & 7|El HIEIH|O|E{E FE & LICt. 27 CHE Sbomgene IHZ|X| H|EFCH O[H
E CycloneDX SBOML 2 Bt gfL|Ct. AF& Xt= Sbomgen2 AF&3+04 CycloneDX SBOME I+ =
= STDOUTLZ MAMFIT M EFX|E /3] SBOME Amazon InspectorZ M&E 4 U&LICH =
gt B = mio|=2telo| YR 2 Z1H|0|L] O|O|X|E AFS 22 AFHSH= CI/CD S & el Y& E Sbomgen
2 A8 =& &L

KHElE M7 (x| 3
Sbomgen® CHe TZ|X| R&oil Chet QM= IS S EIgtLIct

+ Alpine APK

+ Debian/Ubuntu DPKG
* Red Hat RPM
- C#

+ Go

+ Java

* Node.js

« PHP

+ Python

* Ruby

* Rust

K|HEl= ZE|o|Ld o|O|X| 7t HA

Sbomgen2 =& A&3 DockerfileZt 7|& 0|O|X[2] Hl= 0|22 AZH5to] 2ot ZXE MAE = U
o
2A
—

=
&L|CH REAIEH LI & Amazon Inspector Dockerfile ZHAIE & & 5HA

)
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/software-bill-of-materials-sbom.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/software-bill-of-materials-sbom.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
https://docs.aws.amazon.com/inspector/latest/user/dockerfile-checks.html
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Sbomgen A x|35t7|
Sbomgen Linux F Ao MBH AHEE = JU&LICEH

SbomgenO| 2Zoi| 7HA|E! O|0|X|E & 445t24T Docker7t Ax|E|0f 040k ELIC}. .tar THAUZ LY
Ed o|0|X|Lt 2 ZE| ol Bl XA EE[HM EARE 0|0|X|E 2445t= Ol= Docker7t HR5HX|
ef&LCt

Amazon Inspectore= Z|AFH CIS HERN 0] AHYE A4 FE A|AERIO|AM SbomgenS AME de HEE
LICH

« 4x I0{CPU
+ 8GB RAM

tedH

ol

Sbomgen& (&) M x|
1. OF7|Elx{of &= SHFE URLMIA |4 Sbomgen zip T+ S CIR2ZEEHLICH.

Linux AMDG64: https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/
inspector-sbomgen.zip

Linux ARM64: https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/
inspector-sbomgen.zip

o
N
30
Iy
[w
o

EE = Amazon Inspector SBOM M4 7| zip I} 9| 0| HEE CIREE
| -

P

o O
g &= slidELict

0jo

HHEE AI8stod 2=

N
r

unzip inspector-sbomgen.zip
3. FEZCIEEZIMMCHE TS =IEL .

H

oOlI
ol

H &l

t= =Ll

ol

+ inspector-sbomgen - SBOME 43517
« README. txt - Sbomgen AHS AP L|C}.
« LICENSE.txt - O] ZI+oi= Sbomgend CHEt A Z EQo] EFO|MA T E04 AU &LICH.

* licenses - 0| &0 = SbomgendM AtEst= ME HHE| 7| X| 2| 2fo[MA HE T S04 QU
&LCH

« checksums.txt - O] ZtY2 Sbomgen =72 SHAIE MSELICE

+ sbom. json - Sbomgen =7 & CycloneDX SBOM&IL|C}.
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https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator-versions.html
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a7t 28 g0 22 2 Sbomgen HZE ZHe| F

« WhatsNew.txt - O] I}oj= @<F 2
2 &olg £ &L

2 HE AZ M AL E it
4, (ME4AME) CHE HYE ME5tod T7o| AME|Yut FHALE =HQIFLIC
sha256sum < inspector-sbomgen
«  ZAIE checksums.txt It EEIXQ H T M L.
A

5. CIS BBS A8stod Z7ol 4™ et FoftLich

chmod +x inspector-sbomgen

6. Ct= BH2 A&A5I0{ Sbomgen0| M3 =2 MX|L[RA= K| &lghL|Ct.
./inspector-sbomgen --version
CtSot sAteE &3 30| Z A|Z|o{oF & LCt.

Version: 1.X.X

Sbomgen AFE 57|

Ol EHHH M= Sbomgen2 AL E == = CHFeh Bidof Cha dHELICE 7|2 XS oM E S5l
Sbomgen AL o] CHEH AtA|S| 2ot= = U&LICE o248t HME E2i™ 1list-examples A
2 AdEct.

ol

./inspector-sbomgen list-examples

ZiEi|o|LA o|O|X|oi CHEF SBOM ‘dd & At &3

Sbomgeng A& 3t0{ ZIE| 0| O|O|X|ofl CHEt SBOME st AnE U= £ = U&LICH

O| 7|52 container &t HHS AIE5tod EMste &=~ &LCH
2 of A:

CHS ALIB0IM image : tage OIO|X| ID2 HF* 1, output_path. json2 MEsedE &3 22
HHE £ &Lt

# generate SBOM for container image
./inspector-sbomgen container --image image:tag -o output_path.json
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A A2t s 2 0|0|X| 27(2 AIE o et EetELct o|0|X|7t &5 Sbomgen
Mso| gA=E HotolLlet & AAel 37 EHE Eo{ELICt. olOIX|7} & 4+5 o|O|x| &
C CeEc, Y2 AlZHE EBFSELCH

9} Sbomgen &7 ScanSbomE AF&3HE < Amazon Inspector 271 APIE= 5,0007H 0|4t o] T 7| X|
7} 3= SBOMs %25t x| St&LICH 0] AILt2l2 0l A Amazon Inspector 2 ZH API= HTTP 400 S &
2 dtetghict.

o|O|x|of CHEZF O|C|oq I
Sbomgen0{| A O|& X|2|5

U £ CIMERI7H ZBE B --skip-files Q48 ALG o]

of: el 27 Atz

ZiE|o|Ld o|O|X| 22 Ot 2L {2 Qs e 4 AU&LICH
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« InvalidImageFormat - &2 & &4/o| 74E/|0[L1 O|O|X|E &4 & TAR I, OHLHAE m =
= 7o U2 AZHE [l SrAEh(ct

&t X| 2t = Content-Length i, & X & OHLIHAE ClO[MAE
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- ImageValidationFailure - ¥x%|
1} Z+2 #HE||o|Lq o|0|X| M QA CHEH MM = 2EIx Z

= AIf$t SHA256 A3 44 = eln
Ol Z&0| Auigh my 2raigh|ct.

« ErrUnsupportedMediaType - O|O|X| 7t 240 X|HEIX] éE Olclo{ 0| =& El g &
Merlct X1 El= Olclo] 8ol Cigt RhMlE Li82 X[ El= 2Y #A 2 D|clof RS X6t
MNE.

Amazon Inspector= application/vnd.docker.distribution.manifest.list.v2+json O|

Clol §8E XIEHK| &t&LICH 2Lt Amazon InspectorE OILIHAE SE& X[EL|Ct oL m|

AE FS5Z AE5t= O|0|X|E AHE M --platform Qo EA AISE EHES BAIHSRE K|
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Sbomgeng At&3toq C|RE{2| & 0}7t0|E0AM SBOME & = /U &LICH 0| 7|S2 directory

L= archive 3t B S AL 5H0{ d5tE

2 A& LICt. Amazon Inspector= CHREE§F git 2|E
XEEI2 22 Z2ME ZH0|AM SBOME2

2
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C|2E{2| L o}70|=0{| A SBOM 244 145


https://docs.aws.amazon.com/inspector/v2/APIReference/API_scan_ScanSbom.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#ecr-supported-media
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# generate SBOM from directory
./inspector-sbomgen directory --path /path/to/dir -o /tmp/sbom.json

HZ oAl 2
CHE ALIZI2 of7tolE oA SBOME MME5tE 59 WS Eod&ELICE . zip, .tar
ofztole &HAlok x| HEILICEH

(=]
=
A

# generate SBOM from archive file (tar, tar.gz, and zip formats only)
./inspector-sbomgen archive --path testData.zip -o /tmp/sbom.json

Go EE= Rust Aut(El HiO|L{Z2[0l|A SBOM 4

Sbomgeng AP%3P04 HutdEl Go &
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binary 5t¢ BHES S EHEE = UA&LICH
./inspector-sbomgen binary --path /path/to/your/binary
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# generate SBOM from mounted volume
./inspector-sbomgen volume --path /mount/point/of/volume/root

23 of A

CHe ZE EZE --exclude-suffix 2147} 2l S5 0t Z2 8 MolstHM ERE 8 w
SBOME MMsl= 5t HHBES B0{ELICE --exclude-suffix 2l S0 CHE ot(of: 2

el i Diclof IOl ZEHE HL §3| RSELICH BRIt XIHE HOME BrE By :|E+'
ElElE AZOIM MOIEIDZ AZH AIZID HZE| A8 S Y £ UL

# generate SBOM from mounted volume with exclusions
./inspector-sbomgen volume --path /mount/point/of/volume/root \
--exclude-suffix .log \

--exclude-suffix cache

CHA 280 2E U ZAZ = ¢l Z22 M gtElLICH o|E S04, o] Z&E /mnt/volumeo]
EE EES /mnt/volume/var/lib/rpm/rpmdb.sqlitetliM AZHE I ZZ = MAHE SBOM

oM /var/lib/rpm/rpmdb.sqlite2 HFsHELICH
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SBOME AMAEH= Zd 2|0d = Amazon Inspector 27H API0|A] 8 HHo| HZdo 2
&g =+ UA&LICH Amazon Inspector= SBOM2| LHE & H7}étod F[2f4 0] A
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(® Note
0| 7|52 AL83l2dHoll InspectorScan-ScanSbom CHEH 217| #8to| AWS H/H U= &M
Of R{o4oF gfLCt.

ol 7Is2 &4d3tsted™ - -scan-sbom 2145 Sbomgen CLIO| TIE & LIC} - -scan-sbom QI+ E

St

Sbomgen 5t2| W™ archive, binary, container, directory, localhost & &tLtol| M e
ol&LCH
AAEH .
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® Note
Amazon Inspector 2ZH API= 5,0007 O|&f S| TfZ7|X|7} Q= SBOMs *{ 2[5t X| ei&LCt. O]

AlLEE|201 M Amazon Inspector A7 API= HTTP 400 SE S BtetgLict.

CH2 AWS CLI QI8 AI23t04 AWS Z 2 E £ = |AM Q& E S35 Amazon Inspectoro] QIE & =

&Lt

--aws-profile profile
--aws-region region
--aws-iam-role-arn role_arn

CHS &4 B4 Sbomgenoll M3 3+0{ Amazon Inspectorod| ¢l

AWS_ACCESS_KEY_ID=%$access_key \
AWS_SECRET_ACCESS_KEY=$secret_key \
AWS_DEFAULT_REGION=$region \
./inspector-sbomgen arguments

& 3 Alg X|™H35H2d™H --scan-sbom-output-format cyclonedx @14 EE& --scan-sbom-

=
utput-format inspector QI+E AFSELICH.

19
0
b
=]
]

0| W2 |4l Alpine Linux 212|201 CHEt SBOME 445t 1, SBOMS AZHst 1, &
JSON moi| 7|2 &fLct.

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your profile \
--aws-region your_region \
--scan-sbom-output-format cyclonedx \
--outfile /tmp/inspector_scan.json

H2d of x| 2
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O] HH2 AWS X123 ZHE &4 #HE AL&304 Amazon Inspectord] 1&g LTt

AWS_ACCESS_KEY_ID=$your_access_key \
AWS_SECRET_ACCESS_KEY=$your_secret_key \
AWS_DEFAULT_REGION=$your_region \
./inspector-sbomgen container --image alpine:latest \
-o /tmp/sbom.json \
--scan-sbom \
--scan-sbom-output-format inspector

T oA 3

O] HHE2 IAM A &of CiEt ARNZ2 A& 3+04 Amazon Inspector0d| @15 & LIt

./inspector-sbomgen container --image alpine:latest \
--scan-sbom \
--aws-profile your_profile \
--aws-region your_region \
--outfile /tmp/inspector_scan.json
--aws-iam-role-arn arn:aws:iam::123456789012:r0le/your_role

F7t AFHHE ALE5H04 B K| 7S &4
Amazon Inspector SBOM M7 |= AHE Sl BHE 7|¢to 2 A HolEl AT E ME gLt
718 A4 a8

Zt Amazon Inspector SBOM 44 7| 5t BHE2 CIE €2 7|8 29 IES AISSE MEF L
C}.

« directory &2 < dio|H2l, Z2Jef Y 1o TF|X], dockerfile A7HL] 2 &
* localhost &9l BHE| AR 0s, ZEIEHY 0] WF|X|, FII HIZAIAH A0 O &
2 He <

« container &} cos, Z2 Y o{ THF|X|, F7I | A|AE] dockerfile, HFO|LAZ|

A9l OE

=+ 270U

E A7l 28 olele| AFHLAE =& S6E{H --additional-scanners M1t F£7He A7l O]
2 A2 ASELLCH OS2 0|18 sdste 22 EoiF = oM ULICH
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# Add WordPress installation scanner to directory scan
./inspector-sbomgen directory --path /path/to/directory/ --additional-scanners
wordpress-installation -o output.json
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ct

ajo
rlo
=5}

2 FEE 5522 oft] 29MHE FIlste EHE 2oiF = ol BZLICH

./inspector-sbomgen container --image image:tag --additional-scanners scannerl,scanner2
-0 output.json
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ot

Z|cH ot 37|18 =H5H0{ ZHE|O|L] AZH %X}

ZiE{o|L] o|O|X|E M5t ®2|E M Sbomgene 72X S Z 200MB 0|59 IS AZHEFLICY.
200MBELCH 2 mol= 7| X| HELE|O|EA7t 72| Z&E|X| f&L|Ct 200MBE &1t 5t

Rust HHO|L4Z|E QIHIEE[E [ w20 YWME = JU&LICH 27| MEtE Z-etE{H - -max-file-
size QI+E ASELICH O|FA StH IS8T TUS Z&SIES AMEtE2 =2l C

| L|C}.

z
5lod ZlAA A2 E0|7| QG Mete £ = US
of A

CHS M0 ME --max-file-size QI~E A St I 2 7[E 2l S EoiELICH

# Increase the file size limit to scan files up to 300 MB
./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \

--max-file-size 300000000

Sbomgen2 CI/CD @0 I8t £2iA| ZAE Zele = U 3T TI-ME EAZ|E EAIELICH

INFO[2024-02-01 14:58:46]coreV1.go:53: analyzing artifact

|
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/
INFO[2024-02-01 14:58:46]coreV1.go:62: executing post-processors
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x

o TAE EAIZIE HIEEEE + A&LICH

[e]l]

--disable-progress-bar QI+E Al

./inspector-sbomgen container --image alpine:latest \
--outfile /tmp/sbom.json \
--disable-progress-bar

Sbomgen=2 At&35t0] Z2tolH! B|X|AEE|of QI&

Zztolsl BIRIAEE| 15 A BHE MSstH Zetol8! B XKIAEE| oA

SBOMS MAIE + laLlch ol2{8 1A BES C}3 ¥YS S MBE + M'aucr
HAIE Xt4 SEE AL8 30 215(THE)

ol &2 AFEstE{™ ZE|olH BIX|IAEE|of 1B 8lok & LICE o|& 04 Dockerg AFE st B¢
Docker loging @& docker loging Ab&35to{ ZiH|O[L] BIX[AEE[ QB E = AU&LICH.

1. ol BIXIAEE[H 2IBELICt o & £0{ Dockerg AFE35t= 2 Docker login BHEE At
835tod BIX|AEZ|M QIEE = U&LCH.
(o] =

=
2. ZiElo|d BIX|AEE|o] 215 E & BIX|AEE|0] = ZiE|0[LH o|O]|X|0 Sbomgens At &L
Ct. CHZ O E AL83tEd™ image: tagE AZHE O|0|X|2| O|ESE HITAHIL.

./inspector-sbomgen container --image image:tag

CHEtE YRS A8 e 215
O ¥Edo| A AL Al O|&2 mt2t0IE 2 M35 SbomgentlM E & M Hot ¢t el2dg Q75
£ HAIX|IE ZAIELICH

-

CHS | & AI251EdH image:tage A 78 0|0|X|Q| O|E2 2 HIF 1, your_username i O]
O/X|of HMAE 4= ALEXL O|F 22 HbELICH

./inspector-shbomgen container --image image:tag --username your_username
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M8 A
HICH=HE s ALSE QIS
ol ol A &% E= BXIAEE EEE . txt ThU0f MEELICH
(® Note
2 AFEAE O TS eiE +2F QlojoF BfL|Ct mtelol= &5 = EE0| & Sof| ZH K|
OO & LICt.

= 0lE AM83t2d™ your_username
of =

my L1

MEX O|IELZ, password. txtE &% = EE0|

FEl . txt TFUZ, image:tage AZME 0|0|X|2] O|E 22 HIEL|CH

oo
rok

INSPECTOR_SBOMGEN_USERNAME=your_username \
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-shomgen container --image image:tag

Sbomgen2| 0| A| =

CHZ 2 Sbomgeng At&35t0o{ QIHIE 2[of| F7+E ZiE|0|LA o|O|X|ofl CHEF SBOMS| of &L C.

Z1E{ 0|4 o|O|X| SBOM

{
"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber":

"urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,

"metadata": {
"timestamp": "2023-11-17T21:36:38Z",

"tools": [
{
vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":

"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl"
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}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090c1141leffl7e50"
},
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@b61de2f2119"

}

}
1,
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",
"purl": "pkg:pypi/dnfe@4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
},
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
},
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
},
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

Sbomgen?2| o A| &2
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3,

"name": "amazon:inspector:sbom_generator:duplicate_purl",
"value": "pkg:rpm/fedora/python3-dnfe4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

I

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcomps@@.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

},

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

},

{

"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

1,

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

1,

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcompse@.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"

[
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Amazon Inspector SBOM 447[2| O] B

O] X0 M= Amazon Inspector SBOM ‘d437(|2] 0| HHTof CHEH 1T & MBS ELICH Sbomgen A
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Linux AMD64 1112 bef68671bc532e41b5
29500b62d7af836012

HB ARLIES, L2 3cd967308d41ad0ce8
f437762fb

4f11d7037efad43f44

2c4edf7ba28774c4fa
706fb7622e4fbab45b
b3ad3958¢c9

Linux AMD64 1.11.1 809eb7cb80d24fbf6f
fdd124438d53a90763

Linux ARM64 1111 22226924913ebd610
442949490

057f9e4c9970aedadb
da0685e7e02436fd52
23fbe81cec65138551
c63ed77bal

Linux AMD64 1.11.0 5172a5556¢f46f9fbc
5cf1d35bd382919fb6

Linux ARM64 1.11.0 b41acalec938db3a75
530060b0cf

c9e2da7b076dc89dc3
9a962a7dd9c7d1fd29
230a4eec7eb95f951d
6a179093d0

Linux AMD64 1.10.1 9e33622a7874adfe71
9ab7db75a1e44f4b5f

O™ HH™ 155


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.11.0/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.9.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.3/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.2/linux/arm64/inspector-sbomgen.zip
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https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.8.0/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.3/linux/arm64/inspector-sbomgen.zip

ol
nx
0%
x

Amazon Inspector — At

ZH
A~

o SHA-256 |34

17
T
I

Mkl

c44ba9bf1cfeb3ea2d
6d0b15d25
816800a50

4524384 74f2f77¢390
bac41aedcb

RN
~
N

Linux AMD64

RN
~
N

Linux ARM64

d37c5b1605bf82260d
a0b0f36311c83b1646
a4327c3fd8169ba4b3
a978470c9c

—
~
—

bObeb602a
6ae439d4e
307bd99682bc8a4 19f
d7d5e78a278bfc718e
b18e00b05e

Linux AMD64

—
~
—

Linux ARM64

95ff2d9df2fcd1982d
d705df1e763f57a0b4
99b6fe06801e9a8086
9e2e464831

i
o

a6316c2ecd5fde7091
d1099335f45f0e2400
b3977c92ee4d72bd1e
0359320e61

Linux AMD64 1.

—
N
o

Linux ARM64

9751ba5e5c6¢c6¢c0aef

7d29b1c4adbd4088da
3a07bb77eaa7de3f04

aa33ad8562

O™ 159


https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.2/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.1/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/1.7.0/linux/amd64/inspector-sbomgen.zip
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Package: zliblg

Status: install ok installed

Priority: optional

Section: libs

Installed-Size: 168

Maintainer: Mark Brown <broonie@debian.org>

Architecture: amd64

Multi-Arch: same

Source: zlib

Version: 1:1.2.13.dfsg-1

Provides: 1libzl

Depends: 1libc6 (>= 2.14)

Breaks: libxml2 (<< 2.7.6.dfsg-2), texlive-binaries (<< 2009-12)
Conflicts: zlibl (<= 1:1.0.4-7)

Description: compression library - runtime

zlib is a library implementing the deflate compression method found
in gzip and PKZIP. This package includes the shared library.
Homepage: http://zlib.net/
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Package: tzdata
Version: 2021a-1+debllul®
Architecture: all
Maintainer: GNU Libc Maintainers <debian-glibce@lists.debian.org>
Installed-Size: 3413
Depends: debconf (>= 0.5) | debconf-2.0
Provides: tzdata-bullseye
Section: localization
Priority: required
Multi-Arch: foreign
Homepage: https://www.iana.org/time-zones
Description: time zone and daylight-saving time data
This package contains data required for the implementation of
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standard local time for many representative locations around the
globe. It is updated periodically to reflect changes made by
political bodies to time zone boundaries, UTC offsets, and
daylight-saving rules.

MinimOS I 7| x| Z&IM

O| MlMofl= Minimus O|0|X| I 7| X| A= Mo X|HEl=
Mgt LHZ 2 Minimus EAIO|EE & XSIAML2.

M|k

HEL F2 §40| ZE /o] J&LICH &

(® Note

Minimus O|0|X[2] < Amazon Inspector SBOM 44 7|= /1ib/apk/db/installed Tt
ol M I 7| x| HEtHIO|EHE =& & LICt

:t'::|
N
A
o
aji
g
nx
A
rn
N
:rl_l
N
A
lo
o
i
fjo
P
1]
o
r
o

™ A=A - dR[E 2 I 7|X[2e] ol &

(=]
=
a4 W7|X| Mg - dR[E Z m7|x|e] &

CHZ 2 Minimus O|O|X| mto| I = Z=ZtlL|C}.

P:ca-certificates-bundle
V:20241121-r1

A:aarché6s

L:MPL-2.0 AND MIT

T:
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o:ca-certificates

Amazon Inspector SBOM M7 |= Z25tD dAMet S&5H 22 F/d5te ChYet ZE 2 @104
O Z QT E K|MELICH SBOME M5tH AZEQ0o{o] FMHE oldli5te Ol E20| Z/2 2 F
ofME AldstT Hot ZEFEE EE + U&LICH Amazon Inspector SBOM 47|= Ctgat 22 =
22 odof & md "HAIS X[HELICH
=4
Go 3&d AT
z=232f IR XHEEE EFAL g ESE ToIMEF oz=ZZtos!l X
2 104 =PN; OlE|[HE  X|¥ o 59 ol T
=
X
Go Go go.mod g At S AR SHE ALY S ARE o
o2 o2 o2 o2
HA HA HA HA
go.sum of|
g AtE SiE AR SHE ALY SHE ALE
Go ole ole ole ole of|
HA HA HA HA
Binaries
of g A s Ae Ay O
GOMODCACH o1 o1 o1e L
_ HA HA HA
E e At 2
RS g At SHE AR SHE AR
RS RS RS

go.mod/go.sum

go.mod 2 go.sum LS AFE510{ Go Z2ME|M S&HE Holstn EZLICEH Amazon
Inspector SBOM ‘4 7[= Go =+ A2 HTof k2t o248t mt S CrEH #a2lgulct

F27Is

« go.modOiM B&HEE =EELICHGo =7 #|Ql HZ0[ 1.17 0|42l BL).
¢ go.sumdl BEHHEE SEELICHGo =7 A2l B{T10] 1.17 0|52l B<).
. MOIEI DE BAM U B4 HNHE Ast7| 9UF go.mod B A

O

ES SRR
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0l Al go.mod I+

CtZ2 go.mod It U 2| oi| Al iL|Ct.
module example.com/project

go 1.17

require (
github.com/gin-gonic/gin v1.7.2

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8el23
)

Ol Al go.sum I+

CtZ2 go.sum Tt A o| oi| Al iL|Ct.

github.com/gin-gonic/gin v1.7.2 hl1:VZ7DdR1@sghbA61VGSkX+UX02+J0aH7RbsNugG+FA8Q=
github.com/gin-gonic/gin v1.7.2/go.mod h1l:ILZ1Ngh2f1pL1ASUj7gGk81GFeNC8cRTaN2ZhsBNbXU=
golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123 hl:b6rCu+qHze

+BUsmC3CZzH8aNu8LzPZTVsNTo640ypSc=

golang.org/x/crypto v0.0.0-20210616213533-5cf6c0f8e123/go.mod hl:K5Dkpb@Q4ewzZW/

EzW1QphgJcUMBCzoWrLfDOVzZzpTGVQ=

(® Note
Olg{st 2t mal2 m{7|X| URLO| Z&El E248 MM
AMAME I A EQ|o] THF|X|o] IZH?_F HMEE X|Hs=
EZEE £+ UESLICH RHMIEH LI 2 GitHub & ALO|
Go Hfo|L42|

Amazon Inspector SBOM ¥ 7|= ALt UEl Go O[22 B

HYELICH

LICt O] URL2
ol Ar8 e =
O|E 9| package-url

AZEQ{REEE
Q1o M ScanSbom APIO]|
MMS 2 =M Q.
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@
o
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1
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(@ Note
Amazon Inspector SBOM *”*"7IE 34 Go AUt YHE A& 35tod +FEl Go HO[LA 2|0 M
T AR HME HR{stT HILE = UTSE X|HELICH KbAIE LHRO Go & ALO|E oM Ch
2Ec I MXE EFZEoWIO Red Hatll Z2 CtE 32 YA 2| Go =7 #MQI2 M85t E<=
HiZ 2 HIELC|O|E 7+8 ol FAHA xto|= lsh It "cs'-‘;z—f%}x ofg + gLt

=22 7|

olr

« Go HIO|HZ|M & SEHE HE F&

- HtolLd2| Lol =& E S&58E & LICH

« Hio|H2| Ao Yol AIZElE Go =7 QI HXE A X|stD FEEELICE
GOMODCACHE

Amazon Inspector SBOM Md7|= Go 2 & FHAIE A7HSI0 Ax|El SE Mol CHst HEE &L
Ct. Ol FHA|= CIREESH RES K& 35t0{ 042 H=of g

= 7|

olr

Fx= oA
CI= 2 GOMODCACHE X 9| of L]t
~/g90/pkg/mod/

### github.com/gin-gonic/gin@vl1.7.2
### golang.org/x/crypto@v0.0.0-20210616213533-5cf6c0f8el23
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@ Note
ol #Z= & M7|X| URLO| Z 3
M AZEL o] IF|X|of CHE HEE X

I
= U&LICH REAIEH LHE 2 GitHub & AlO

ZEEl £ YHELict of URL

SEt L2 2ZEQo| HBES Y4
Mate o ASE 4 Qo
=

IE
[H ScanSbom API0]| Z & E!
9| package-url MME FHZEFAM L.

22 mFR & XEEese EFAC i ESE oM F ozZztold! RHHH
2l 104 =S OlE[HE  X[|¥ o = o Zoia
Java Maven Hut SHE AR ST AP of SHE AFE  of
El Java = = B
OH%E' i ) i ) O4| ) i 01|
H 0] Ad( SHE AR SlE AR SHE ArE
arfwarl, S s =
ear)
pom. xml
® Note

F|efd Wt &2 Maven Central 2|2 X|E2|2F X|2&LIC} JBoss Enterprise Maven
Repository2t Z+2 ElAl 2| Z X|E 2= $HAH R|HEIX| eb&LICH.

Amazon Inspector SBOM *”*"7|E At A El Java OHE E2|7|0|M L pom. xml THUS EA4504 Java
SEE AHE eAELICH HAupUE o EE[A0|MEE & 2

SHAIE MAdst D, HHICIE pom. propertles IS FES D, HE pom.xml ILS 7 FE BAE
L|C}.

SHA-1 SHA| 2 M (AT LE jar, .war, .ear THUO| ZB2R)
Amazon Inspector SBOM M7= HutUE Java OE|HE QS| 2ZAM FMME HE57| 6] Z2
MEO|RE .ear, .jar ¥ .war o CH3H SHA-1 SHAIE =& StE2{D gFLICt.
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F22 7

- DE HutYUEl Java OE[HEOf CHE SHA-1 SHAIE A&7 LICH

OtE|HE of

CHS & SHA-1 OtE[HE 9| o ]LCt.

{
"bom-ref": "comp-52",
"type": "library",
"name": "jul-to-slf4j",
"version": "2.0.6",
"hashes": [
{
"alg": "SHA-1",
"content": ""
}
1,
"purl": "pkg:maven/jul-to-slf4je2.0.6",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "test-0.0.1-SNAPSHOT.jar/BOOT-INF/1lib/jul-to-slf4j-2.0.6.jar"
}
]
}
@ Note

E

O| o}lE|™HE = m{7|X| URLO| Z & E E24g MAetLIC} O URLS AZEQO{ARHZEE MM
= Ol A& = 2 ScanSbom API0|| Z &

24
g M AZEgof miZ|X|of CHEF HEE X5t
|E

2 = A&GLICH RHAMEH LHE 2 GitHub & AFO|E 2| package-ur | A=I% HESHAMR.
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pom.properties

pom.properties I}U2 Maven ZZHME0|M mF|X| 0|5 L W7 |X| HHS Z& st TZME MHE}
CIOIEE M&E = O AFRE LICE Amazon Inspector SBOM MM 7|&= o IS & EM5to{ Z 2
XM eE Xil:l% l%=IL_||_—_|.

FRIIs

- I{7|X| otE[HE, ii7|X| 2 & X WZ|X| HHEE 7 & EMstn FEELICL

O Al pom.properties I+

CHH2 2 pom.propertiest o of X L|CH.

#Generated by Maven
#Tue Mar 16 15:44:02 UTC 2021

version=1.6.0
groupId=net.datafaker
artifactId=datafaker

|2 m{7|X| URLO| Z &=l =242 MAMEIL|CH O| URLE AZEQ0{ RHEEE AiAdst
E<fof m{Z|x][of EH?_ MEE X|’H5l= ol A& &= /20 ScanSbom APIO| Z & E
L| 2 AtO|

Ct. RtAIBH LI 2 GitHub & AFO|E Q| package-url M E ZZSHM|R2.

S pom.xml 7+ & £ X2

Ao U El Java OHZZ|7H0|MHE AZME I pom.xml L& EAE AN|Q|52{H - -skip-nested-

pomxml Q=& ALSELICH

Al T oL of7[ole ZEXME G
et FElo 1 & LICH Amazon Inspector SBOM 244 7|&= pom.xml I
SEHE S0 2 ZXEE|Q 57 A oot HutUE jar T+ LHS| T
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F22 7

* pom.xml ZtU0|A T F|X| OtE|HE, I{Z|X| 2 & X T

K| E|= Maven B1¢| 2! Ef1

ES& M2 CH2 Maven HY 2 £ Z = L|Ct.

L]
I
=
=]
°

e e
T3
oz
o O
]]_('D

o

N
P
to
N

E4E M2 Maven Ei <optional>true</optional>2

He{7} A= pom.xml T Of A

CIS2 Y7 U= pom. xml TFU Ol of M| IL|CF.

<dependency>
<groupld>jakarta.servlet</groupId>
<artifactId>jakarta.servlet-api</artifactId>
</version>6.0.0</version>
<scope>provided</scope>

</dependency>

<dependency>

<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.28</version>
<scope>runtime</scope>

</dependency>

27} 1= pom.xml It O A

CtE2 Y7t = pom. xml T Q| of M| LICE.
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<dependency>
<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.17.1</version>
</dependency>
<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>plain-credentials</artifactId>
<version>183.va_de8fldd5a_2b_</version>
</dependency>
<dependency>
<groupId>org.jenkins-ci.plugins</groupId>
<artifactId>jackson2-api</artifactId>
<version>2.15.2-350.v0@c2f3f8fc595</version>
</dependency>
® Note
o243t Zt M2 W Z|X| URLO| =&t & £332 MHeLICt O| URL2 AZERI0{ MEE
Mg AxEQ|o] HF7|X|of CHE HEE X[H5t= O A8E = U2 ScanSbom AP|01I
ZEE = UELICH RMEH LI 2 GitHub B AFO|E Q| package-url MME FHESHML.
. A
JavaScript &4 A
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x_1
Javascrip Node node_modu SHE AlE ST At o of| of|
t Modules les/ NS NS ) | ~
Ry S A MY MY of
NPM e, FeE i A o A= A= L
oie o
HA 2 _ - _ - -l
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HA 2 HA 2
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YARN package- &l AIE  of G AY  SHE AFE of
1 Bre= Bre= =) L
ock.json ) A%
il Sl Abg
’ gis o
v2, and
v3) / "
A%
npm-
shrin
kwrap.jso
n
pnpm-
lock
.yaml
yarn.lock

package.json

package.json I}Y2 Node.js TEMEO| SHA| LA @ AQ|L
7+ Z 8 E|0] Q& LICEH Amazon Inspector SBOM 47| O IS AZM5t04 i 7|X| O[St T F| K|
KIS Aot

= 7|

olr

- JSON It X E 72 244510 IF|X| O|§ L HT FE&
4 o

—
- Ztolsl gfol = zEtol| WF|XIE Mg

0| Al package.json It

CHH2 2 package.jsonIt o] of M| lL|C}.
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{

"name": "arrify",

"private": true,

"version": "2.0.1",

"description": "Convert a value to an array",
"license": "MIT",

"repository": "sindresorhus/arrify"

}

(® Note

Ol Ztel2 m7|X| URLO| Z & El £ SJFLICE Ol URLE £2ZEH{MEEE H8F
mf &~ ZEL)of WF|X|of CHE HEE X|Yste Ol A8 " = /2 ScanSbom API01| zad
1=

K| =l
= U&LIct REMIEH LI82 GitHub & AFO|E Q| package-url MM S EH Z5HM 2.

package-lock.json

package-lock.json It
S22 MMHELICH ZE S5H0 6t¢l S54o| Ha et HTE K&t 2t EoM dEde 2

gfLICH O] T2 Yo SE5E0 Y 582 7L = U&UCh
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ol Al package-lock.json I}

CH2 2 package-lock.jsonIt O of A L|Ct.

"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "71.0.0",
"core-util-is": "1.0.2",

=
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"extsprintf": "A1.2.0"
}
1,
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
1,
"yallist": {
"version": "3.0.2",
"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dzlti7k="
}

(® Note
Ol It mf7|X| URLO| 2 & &l E32 dHeLICt O|URL2 AZEQ{ MZEE MHE
[ AZEQof TiF7|X|of CHEt HEE X|™H5t= Ol A E = A2 ScanSbom API0i| Z & E
T UELICH XEMIEH LHE 2 GitHub B AFO|E Q| package-url MME FHESHM L.

npm-shrinkwrap.json

—
shrinkwrap.json It 2 XSS 2 MELICH O|ZHAH otH 2E LM 2 5t o| 2=t
HEE K& stod EHEol Uty g E&E = U&LIch o2 i SS5-E0 e S8 FEL
Ct.
FR7Is

- JSON I} X 9| package-lock HE 1,2 X 32 & EM5to{ WF|X| Ol L HH FE
- IR B&5 M ZX|7F X|HE(package-lock. json2 Z2EM Al 7t SEMHE HXS=2ZE T
Tt e B Eo M A ElE THFIXIE AlEE = UR)

« npm-shrinkwrap.json It20| package-lock.json Tt L ECt S4M2t

of| A

CHH2 2 package-lock. jsonTt o of A L|CH.
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"verror": {
"version": "1.10.0",
"resolved": "https://registry.npmjs.org/verror/-/verror-1.10.0.tgz",
"integrity": "shal-OhBcoXBTrlXW4nDB+CiGguGNpAA=",
"requires": {
"assert-plus": "~1.0.0",
"core-util-is": "1.0.2",
"extsprintf": "/1.2.0"

}
1,
"wrappy": {
"version": "1.0.2",
"resolved": "https://registry.npmjs.org/wrappy/-/wrappy-1.0.2.tgz",
"integrity": "shal-tSQ9jz7BqjXxNkYFvA@QNuMKtp8=",
"dev": true
1,
"yallist": {

"version": "3.0.2",

"resolved": "https://registry.npmjs.org/yallist/-/yallist-3.0.2.tgz",
"integrity": "shal-hFKQu36Dx8GI2AQcGoN8dz1lti7k="

pnpm-yaml.lock

pnpm-lock.yaml T2 Mx|E S&4 HXO| HZEE RKI6t7| s pnpmodl 2l8H A A4E LI
et e BSEMHE HE 2 FAELICH

CH=2 2 pnpm-lock.yamlIt o] of A IL|Ct.

lockfileVersion: 5.3
importers:
my-project:
dependencies:

=
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lodash: 4.17.21
devDependencies:
jest: 26.6.3
specifiers:
lodash: 74.17.21
jest: 726.6.3

packages:
/lodash/4.17.21:
resolution:

integrity: sha512-xyz
engines:

node: '>=6'
dev: false
/jest/26.6.3:
resolution:

integrity: sha512-xyz
dev: true

® Note
o| o2 m{7|x| URLO| Z & 29
[} AZEQo{ IfZ|x|ofl CiEt HEE x|
= U&LICH ZHMEF LHE 2 GitHub & At

ZetE| E2dg MASH|CH Ol URLE A
o

L

o H [

Mot ol MAEE = U
|E

yarn.lock

Amazon Inspector SBOM M7 |= AUt UEl Java OlE|HES| FAYEI FHHEE £
MEQ| .ear, .jar ¥ .war Tpof CHEF SHA-1 SHA|E +=EStE{D gFLCt.

FR7Is
« D E HuU=l Java OLE[HEOf CHSH SHA-1 SHAIE MAIEL|CE.

o{| K| SHA-1 OlE|HHE

C22 SHA-1 OlE|ZE o| 0d| LI},

"@ampproject/remapping@npm:~2.2.0":

ZEQo| ARHEEE MMEH
H ScanSbom API0{| Z &=l
9| package-url AME EHZHA L.
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version: 2.2.0

resolution: "@ampproject/remappingenpm:2.2.0"

dependencies:

"@jridgewell/gen-mapping": 70.1.0

'@jridgewell/trace-mapping": 20.3.9

checksum:
d74d170d06468913921d72430259424b7e4c826b5a7d39ff839a29d547efb97dc577caa8ba3fb5cf023624e9af9d0S
languageName: node

linkType: hard

"@babel/code-frame@npm:~7.0.0, @babel/code-frameenpm:~7.12.13, @babel/code-

frameenpm:~7.18.6, @babel/code-frame@npm:~7.21.4":

version: 7.21.4

resolution: "@babel/code-frameenpm:7.21.4"

dependencies:

"@babel/highlight": 7~7.18.6

checksum:
e5390e6eclac58dcef@ldsafl8eatlfd2f1325528661ff6d4a5de8979588b9f5a8e852a54a91b923846f7a5¢c681b217
languageName: node

linkType: hard

(® Note
0| OlE|HE = If7|X| URLO| Z& & £ e LICt Ol URL2 2AZEQo{ RHIZEE Y
g Az EQ o] IfF|X|of CHEF HEE X[|™5t= Ol AHEE = /20 ScanSbom APIO| Z &
2 & AJ&LICH RHMIEH LI 2 GitHub & AtO|E Q| package-url MM S FHZESIML.
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X
Nuget Packages. alfiE At&  SHE AFE o i A o
config A= A= ) Bre=
.NET e At
packages. SlilE AtE  SHE AR QIS A AL
lock.json A& = A=
.CSproj
Packages.config
Packages.config I}2 O|H HTIO| Nugettl M ZEHME FSEHE #ElSte O AHE 5= XML It
LLICt o47]ols & HTE Z8féto ZEMENM XSt ZE W7[X[7F LEEELICH

X
<
—
-
A
1]
-
MO
AL
>.
OII

A5tod 7RI ID X HAE =&

CH2 2 Packages.configito| oi| A LICt.

<?xml version="1.0" encoding="utf-8"? >

<packages>

<package id="FluentAssertions" version="5.4.1" targetFramework="net461" />
<package id="Newtonsoft.Json" version="11.0.2" targetFramework="net461" />
<package id="SpecFlow" version="2.4.0" targetFramework="net461" />

<package id="SpecRun.Runner" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow" version="1.8.0" targetFramework="net461" />
<package id="SpecRun.SpecFlow.2-4-0" version="1.8.0" targetFramework="net461" />
<package id="System.ValueTuple" version="4.5.0" targetFramework='"net461" />

</packages>
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@ Note
o| I m7|X| URLO| Z &
M AZE o] WF|X|of CHEt HEE x|
2 Q& LICH REMIE LI GitHub & AtO

ZehEl £242 MAISILICH O| URL2 AZEQ|0{ R{ZEE MAE
Mete O A2 E 4= /2 ScanSbom APIOf| Z&HE
I

E 9| package-url MME & Z5IML.

*.deps.json

* deps.json I}YU2 NET Core ZZMEO|M MME|H A2, Y L HEIY SH5Me ZEst2E
S&dol Thet RiMEH HEE ZefefLict o] md2 HE ol S2HIE HHS| S&54Hg 2cst=o &
_IC_T‘»_%l-X-II:|7|.OI'—x| Ol_é

.deps.json I+

CH22 .deps.jsonIt ol of M| L|C}.

{

"runtimeTarget": {
"name": ".NETCoreApp,Version=v7.0",
"signature": ""

.

"libraries": {
"sample-Nuget/1.0.0": {

"type": "project",

"serviceable": false,

"sha512": ""

I
"Microsoft.EntityFrameworkCore/7.0.5": {

"type": "package",

"serviceable": true,

"sha512": "sha512-
RXbRLHHWP2Z3pq8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMgQ+oTO9wWA8/RLhZRn/
hnx1TDnQ==",

"path": "microsoft.entityframeworkcore/7.0.5",

.NET
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"hashPath": "microsoft.entityframeworkcore.7.0.5.nupkg.sha512"
1,

® Note
O It 2 m7|X| URLO| Z&El E3E MEeLICt O| URL2 AZEQ0{ AEEE HME
M AZESo] {7 |X|of CHEt HEE X|H35t= Ol AHE & 2 ScanSbom API0| Z & E
£ A&LICH XEMEH LI 2 GitHub & AtO|E Q| package-url MM E FX5HMIL.

packages.lock.json

7

rot

packages.lock.json T+ Z[4l HHTO| Nugetdl M NET Z2MEof CHE S&0| He
2 ¥ I= ol AF8El0] 042 Bt EoMH ST HTO| Y| H A EIE S gLCh.

- AY 441 Mo 44 2F K|
- W7|X| O|F & HelE HHE FE

0| Al packages.lock.json It

CHH2 2 packages.lock. jsonZt o oi M lL|Ct.

{
"version": 1,
"dependencies": {
"net7.0": {
"Microsoft.EntityFrameworkCore": {
"type": "Direct",
"requested": "[7.0.5, )",
"resolved": "7.0.5",
"contentHash": "RXbRLHHWP2Z3pg8qcL5nQ6LPeo0yp8hasM5bd@Te8PiQi3RjWQR4tcbdY5XMqQ
+0T09wA8/RLhZRn/hnx1TDnQ=="",
"dependencies": {
"Microsoft.EntityFrameworkCore.Abstractions": "7.0.5",
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"Microsoft.EntityFrameworkCore.Analyzers": "7.0.5",
"Microsoft.Extensions.Caching.Memory": "7.0.0",
"Microsoft.Extensions.DependencyInjection": "7.0.0",
"Microsoft.Extensions.Logging": "7.0.0"

}
I
"Newtonsoft.Json": {
"type": "Direct",
"requested": "[13.0.3, )",
"resolved": "13.0.3",
"contentHash": "HrC5BXdl@@IP9zeV+0Z848QWPAoCr9P3bDEZguI+gkLcBKAOXxix/tLEAAHC
+UVvDNPv4a2d1810ReHMOagPa+zQ=="
},
"Microsoft.Extensions.Primitives": {
"type": "Transitive",
"resolved": "7.0.0",
"contentHash": "umlKU5kxcRp3CNuI8o/GrZtD4AIOXDk
+RLsytjZ9QPok3ttLUelLKpilVPuaFT3TFjOhSibUAso@odb0aCDj3Q=="
}
}
}
}
(® Note
ol Tl T7|X| URLO| £#E £24g MAsLICH Ol URLE 2T EFo| R EE MMy
M Az EQfo{ miZ|X[of CHEt HEE X|Hét= ol AHEE £ A2 ScanSbom AP|01I z3E
T UELICH XMIEH LHE 2 GitHub B AFO|E Q| package-url MME FHESHMR.
.CSproj

.csproj IYe XML L NET Z2MEo| z2ME 2 EME|L|CI 047|0]E Nuget TH7|X|, =
al g

2HE 44 3 Ye 7ol CHE &7 ZeEL

= 7

olr

« XML 7ZE T2 2Mstod 7R HZE FEFfLICH

.csproj I+

.NET

O
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0o
1z

02
x

C22 .csprojotY ol o M lLct.

<Project Sdk="Microsoft.NET.Sdk">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<RootNamespace>sample_Nuget</RootNamespace>
<ImplicitUsings>enable</ImplicitUsings>
<Nullable>enable</Nullable>
<RestorePackagesWithLockFile>true</RestorePackagesWithLockFile>
</PropertyGroup>

<ItemGroup>

</ItemGroup>

<ItemGroup>

<PackageReference Include="Newtonsoft.Json" Version="13.0.3" />
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

</Project>

.csproj It

CtZ22 .csprojutd ol oifafliu|ct.

<PackageReference Include="ExamplePackage" Version="6.*" />
<PackageReferencePackageReference Include="ExamplePackage" Version="(4.1.3,)" />
<PackageReference Include="ExamplePackage" Version="(,5.0)" />

<PackageReference Include="ExamplePackage" Version="[1,3)" />

<PackageReference Include="ExamplePackage" Version="[1.3.2,1.5)" />

@ Note
olz43t Z mel2 m{7|X| URLO| Z&HE &34 MAFLICH O| URLE 2ZEQo{ EEE
SO M Az ES)of 7| X|ol CHEF HEE X|Hst= Ol AHEE & /2 ScanSbom API0]|
ZE + QJ&LICH RHME L& 2 GitHub & AFO|E Q| package-url MM E H ZsHM L.
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PHP &4 A7H

0o
1z
0%
x

z232f IR XHEEE EFAL g ESES  ToIMF o zZZtols!l X
2 104 =PN; OlE|HE  X[|¥ o 59 Zcia 2
x4
PHP Composer composer. aig AE  SHE AtE  of A o
lock A= = =
of o
/ ST AtE S ALE S AtE
vendor/ Qi = =
C
omposer/
i
nstalled.
json

composer.lock

= composer 2C|0|E HH S A™E [ composer.lock ItU0| XIS 2 MoEH
=
—

E OO% =
A0 SUE HEe| S5 H0| AL F EFELICH ol Y2tk A=ZE

0l Al composer.lock It

CHH2 2 composer.lockI} ol o M IL|C.

{
"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",

0
T
)
OR
I
0x
[>
™
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// TRUNCATED

I
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
1,
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
® Note

O™ mF7|X| URLO| Z&E £240| MMHELICH Ol URL2 AZERo{ MZEE MAHE
AZEQ|o{ I7|X|of CHEt HMEE x|H %}E ol AL8 & = /2 ScanSbom APIO| Z&HE =

M S
A& LICH REMEH LIE 2 GitHub 2 AtO|E 2 package-url Mg EESHAMIR.

/vendor/composer/installed.json

/vendor/composer/installed. json It vendor/composer C|HEZE|0] o HX|E 2

E m7|x] ! H7|X| HHEe| ZH M S5 NS ELCH

FR7Is
- TZ&8HE C|O|Eof CiEt JSON B4 72 &4
- 50§ A HH FE

0 Al /vendoxr/composer/installed.json I}

CI=2 /vendor/composer/installed. jsonIt ol of M| ILICt.
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"packages": [
{
"name": "nesbot/carbon",
"version": "2.53.1",
// TRUNCATED
I
{
"name": "symfony/deprecation-contracts",
"version": "v3.2.1",
// TRUNCATED
},
{
"name": "symfony/polyfill-mbstring",
"version": "v1.27.0",
// TRUNCATED
}
]
// TRUNCATED
}
(@ Note

O| It Y2 mf7|X| URLO| £ & E £348 MHELICH Ol URL2 AZER|o{ MEZEE MHde
[ AZEQ|o{ mfZ|X|0oj CHEF HEE X|H5tE O AF2E &= /2 ScanSbom API0]| Z &=
= A&LICH RMIEH LI 2 GitHub B AFO|E9| package-url MME FHZESHAM L.

2732 mF|IR#E# XHEE  EFAQ g ES  ™MolMF L oxzgiols!l Af
alelo]  alxt olElmE x| o 5 LTI
X_4I
Python pip requireme SHE At SHE AR AP AE  SHE AE o
nts.txt 93 ols A= A=
Poetry o]
Poetry.lo T AIE S AR ST A SHE ALE
Pipenv ol ol ol ol of|
ck HA T HA T HA T HA T
ofl
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Z22H HZ7|X| & K== s Al I EL d™o|™MEF - =ZZholdl N
2l 210 =IPN; OlE|HE Xl& S = Zoia 7
x4
S|
Eqg/ Pipfile.l ST ARt &l AFE ST AL S AR of
Wheel ock = = = A=
egg- T AE  HT MY T AE T A
info ol ol oS =
/PKG- ) ) ) )
N ST AR BT AFE BT AN ST AME
o1 o1 o1 o1
HA HA HA HA
.dist-
info/
METADAT
A

requirements.txt

requirements.txt ItYU2 Python ZEMENM ZE2ME FHHE2 X|Hst= ol el A=
AlelL|ct. o] mtealo| Zt Eofle HHA™ AMF =740| & |X|7} 2 & E|o] U&LICE Amazon Inspector
SBOM ¥ d7|= o| ot 2 T+ & EAM5t0o SEHS HetstA| AHstn st 2 astg Lt

F22 7

+ BT RIE R} (==
I.

« AMO4 Ol EX
= Bl

® Note
HZ X|"EHAF <= Y =>& X|HE|X| ef&LCH

O Al requirements.txt I+

CH2 2 requirements. txtIt ol o M L|CH.
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flask==1.1.2
requests==2.24.0
numpy==1.18.5

foo~=1.2.0

# Comment about a dependency
scipy. # invalid

(® Note
O| Itel2 m{7|X| URLO| 2 & El £232 T LICH Ol URL2 AZEQ{AMEZEE MMHE
[ AZEQ|o{ m7|X|of CHEF HEE X|Hst= Ol AFRE = U2 ScanSbom AP|01I ZeEE
2 AFOIE

= A&LICH REME LI 2 GitHub & 9| package-url Mg FHEFIML.
Pipfile.lock
PipenveE 2E m7|E &tZ(HE, 1™, 1™ siA)el ¥XMS 25 MBsteE ZFLIC
Pipfile.lock2 H=§t HTO FE&5MH2 &t AH™ =8 &0|5tAH & LICt. Amazon Inspector
SBOM 47| o] g ¢lof S4 4T QI8 HHe LiydsLict

FR7Is

Ol Al Pipfile.lock Tt

Ct=22 Pipfile.lockIt O] of| M ILICEH

{
"default": {
"requests": {
"version": "==2.24.0",
"hashes": [
"sha256:cc718bb187e53b8d"
]
}
},
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"develop": {
"blinker": {
"hashes": [

"sha256:1779309f71bf239144b9399d06ae925637cf6634cf6bd131104184531bf67c01",
"sha256:8f77b09d3bf7c795e969e9486139c2c5e9c39d4ee@7424be2bc594ece9642d83"

15
"markers": "python_version >= '3.8'",
"version": "==1.8.2"
}
}
}
@ Note
O| mfd2 mWZ7|X| URLO| Z& &l £2I8 MHELICt O| URL2 2AZEQ|0{ MEEE MdE
[ AZEQo{ IHF|X[ol CHEt MEE X[H™Hdl= O A8 &= /2 ScanSbom API0]| Z&HE
£ U&LICH ApAMIEH LHE 2 GitHub & AFO|E 9| package-url MM E EESHAML.
Poetry.lock

M el 27| & ZFQLICH Poetry.lock T2 X&tst H{To| S&ME
|5t H| & LICH Amazon Inspector SBOM AA37|& o] ot ol REAIEH &M

ES eIt
o FZ3IE OOIE{0f CHE TOML Al &8 M
- ZEHOIEYHHE FE

ol Al Poetry.lock Tt

CH=2 2 Poetry.lockIt ol of M| LIC}

[Lpackage]]

name = "flask"

version = "1.1.2"

description = "A simple framework for building complex web applications."
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category = "main"

optional = false

python-versions = ">=3.5"

[[packagell

name = "requests"

version = "2.24.0"

description = "Python HTTP for Humans."
category = "main"

optional = false

python-versions = ">=3.5"

O mtel2 mZ|X| URLO| Z& & £242 YHHLICH O URLE £AZES{MZEE Y&
ME-.—JIO-I 7| x|od| I:H%._F HEE x|™st= ol A8 E =+ AU 20 ScanSbom API0i| Z &2
L| 2 ALo|E

Ct. AtAMIEt LH8 2 GitHub 2 AHO|E Q| package-url MME FHZEFAML.

M MAH ol Ax|El Python TH7|X|2|] 42 Amazon Inspector SBOM MM 7|= .egg-info/PKG-INFO
2l . dist-info/METADATA C|EEZ|0oi /= HIEHIOIE oY & 2AM2 X|HELICH olzd8t ot
2 X[ WZ|x[of CHEt XkMIEH HIEFHIOIE{E MIS & LICH.

0{| A| PKG-INFO/METADATA I} &

C}S 2 PKG-INFO/METADATAIL} I O] of K| L |C}.

Metadata-Version: 1.2

Name: Flask

Version: 1.1.2

Summary: A simple framework for building complex web applications.
Home-page: https://palletsprojects.com/p/flask/
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ol
nx
0%
x

® Note
O] I 2 mZ7|X| URLO| Z&El E3E MHeLICt O| URL2 AZEQo{ AEEE HMHE
I AZEQof Tf7|X]|o] IZH?_F HEE x|™stE O A8 = A2 ScanSbom APIO| Z&HE
£ A& XEMEH L& 2 GitHub & AtO|E Q| package-url MM E FX5HMIL.

xz232 IR E  KEE EFAQ Y SE ™MoME o ZEiold!l Xy
A 2104 =P OfE|™ME  X|H o & Zoia H
x4
Ruby Bundler Gemfile.l ST AFE  SHE AtE  of S At o
ock A= A= ) A=
S AL of|
.gemspec T A SHE AME QS S AtE
= = = of
HA 3 HA 3 _ - HA 3
globall S AtE
installed S Ate  SHE AR QIS A ALE
Gems A= A= A=
Gemfile.lock
Gemfile.lock IS D E Mo HES HAMS &It ZE E0M SLUS HTO| ASEI=X]
golgtLct.
FR7Is
- IDBZEY LU FLHE HTO| Gemfile.lock ItYE & 24
- M2 m{7|X| O|F L WX HH F&
0| A| Gemfile.lock It
CI22 Gemfile.lockIt O] oi| A L|C}H

=
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1z
0%

GEM

remote: https://rubygems.org/
specs:

ast (2.4.2)

awesome_print (1.9.2)

diff-lcs (1.5.0)

json (2.6.3)

parallel (1.22.1)

parser (3.2.2.0)

nokogiri (1.16.6-aarch64-1linux)

(@ Note

O| It Y2 mf7|X| URLO| £ & El £2348 MMHELICH Ol URL2 AZESR|o{ MEZEE MHde
[ AZEQ|o{ mfF|X|oj CHEF HEE X|H5tE O AF2E &= /2 ScanSbom API0]| Z &=
A OlA |

= A&LICH REMIE L& 2 GitHub & AFO|E Q| package-url MM E FH ZsML.

[ == A Y

.gemspec

.gemspec It gemoi| CHEF MIELHO|E{7F Z & E RubyGem I+ IL|CH Amazon Inspector
SBOM d47|= O] ItUE 7= E445t04 gemod| CHEF AtA[Et HEE =& FLCH

= e

= 7

olr

- gem O|§ % gem HTIE F & Mt =

A

HZE A2 XIBEX| E&LCH

.gemspec I}

CHE22 .gemspecTt O] of ALt

Gem: :Specification.new do |s]|

=
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S.name = "generategem"
s.version = "2.0.0"
s.date = "2020-06-12"
S.summary = "generategem"
s.description = "A Gemspec Builder"
s.email = "edersondeveloper@gmail.com"
s.files = ["1lib/generategem.rb"]
s.homepage = "https://github.com/edersonferreira/generategem"
s.license = "MIT"
s.executables = ["generategem"]
s.add_dependency('colorize', '~> 0.8.1"')
end

# Not supported

Gem: :Specification.new do |s]|

S.name = &classl
s.version = &foo.bar.version
@ Note

O| mtYU2 m7|X| URLO| Z&El EHS YEELICH O|URLE AZEQo{ Mz EE H&T
[ Az EQo{ mZ|X[of CHEF HEE X|HEst= Ol A S " & {20 ScanShom API0f| Z&f &
T A&LICH REMIEE LIE 2 GitHub & AO|E 2] package-url M4 g F ZotM|2.

MA™o 2 Mx|El gem

Amazon Inspector SBOM M 4d7|= Amazon EC2/Amazon ECRS| /usr/local/lib/ruby/gems/

<ruby_version>/gems/ % Lambda®l ruby/gems/<ruby_version>/gems/2t Z2 E& C|3|
E2[o] A= HYXMo 2 MX|E gem AZHE X|HELICH O|FHHA 5tH MHMo 2 MXI|E ZE T35

AN - L— 1

g Aldstn e ZO5 e = U&LICH

FO
N
or

=
=
&= |:| '|E|0'||A‘| 7(,'|° 'l_OE ‘Elx-l‘in_l BEE gem= 4] EI O_I'_L' A 7H |_=|=|-|——||:|'.

ir
e |
. Totto = Mx|E 2 gemoll CHE HIEIHIOIE] W BN HEE £
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CIEEE = of x|

CHE2 CIEEE +x 2| of M Lct

### /usr/local/lib/ruby/3.5.0/gems/
### actrivesupport-6.1.4

### concurrent-ruby-1.1.9

### 118n-1.8.10

® Note
Ol #Z& & W7|X| URLO| ZBEl £ 4FLICE Ol URLE £ZE{ M= EE H8
[ Az ELo] IHF|X|of CHEH HEE XIHEst= Ol AL E = /20 ScanSbom APl Z & E
I

£ A&LICH XEMEH LI 2 GitHub & AtO|E Q| package-url MM E FESHAIL.

x2aef IR XHEEE EFR Al i ES&  ™oldE zZgtols!l Ry
2 404 2| &t OfE|HE  X|¥ Ao &4 Zoia H
=
=
Rust Cargo.tom Cargo.tom g AtE S At SHE AE ST ALE o
e e e e
1 1 HA HA HA HA
ofl
Cargo.loc SHE AFE ST A o N ALE
oo oo oo o]
k HA HA _ HA
T AtE
Rust off T MY RS N ALE
binary =) NS
(built
with
cargo-
aud
itable)
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Cargo.toml
Cargo.toml I}Y2 Rust ZZMEO| O{L|HAE m}pUQ|L|C}

F2 7|

olr

- Cargo.toml IS & BA5tD FE50{ Z2ZME 17 |X| O|F I HH S AlEFL|CEH

O Al Cargo.toml It

CH22 Cargo.tomlIt Yol of Al iL|Ct.

[package]

name = "wait-timeout"

version = "0.2.0"

description = "A crate to wait on a child process with a timeout specified across Unix
and\nWindows platforms.\n"

homepage = "https://github.com/alexcrichton/wait-timeout"
documentation = "https://docs.rs/wait-timeout"

readme = "README.md"

categories = ["os"]

license = "MIT/Apache-2.0"

repository = "https://github.com/alexcrichton/wait-timeout"
[target."cfg(unix)".dependencies.libc]

version = "Q.2"

[badges.appveyor]

repository = "alexcrichton/wait-timeout"

@ Note
0l Tt m{7|X| URLO| Z&E &E2ig M
m AT EQof i7|X|of CHEH HES |
= U&LICH RHAIE LHE2 GitHub 2 A

MEgLICt Ol URL2 AZEQo{ MEEE HME

"&E O AFRE = A2 ScanSbom API0{ Z & E
| E

tO|E9| package-url MME EHZ35IM L.

Cargo.lock

Cargo.lock U2 BHE HAE 7t Z2HMETJ deE Mot SYsH HEHO| ASE=5 L
CH.
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=R 7|s
- Cargo.lock ItYE & BASI0d 2E BEE Y FHE HTE AHEELICH
0 Al Caxgo.lock I}
CH22 Cargo.lockIt ol of M| L|C}.
# This file is automatically @generated by Cargo.
# It is not intended for manual editing.
[[package]]
name = "adler32"
version = "1.0.3"
source = "registry+https://github.com/rust-lang/crates.io-index"
[[packagel]
name = "aho-corasick"
version = "0.7.4"
source = "registry+https://github.com/rust-lang/crates.io-index"
® Note
ol it T7|X| URLO| LBl H212 M LICH O| URLS AZEY 0| B ES MAE

I:I
M AZTEL o] IF|X|of CHE HEE X

I=| _—
|’H5t= Ol A E = 20 ScanSbom API01| zeEE
T U&LICH AFMIEH LI 2 GitHub & AIO|E

v
9| package-url MME FHZEFAM L.

cargo Z At 7S 8t Rust HHO|LAZ|

Amazon Inspector SBOM M4d7|= cargo-auditable Et0|EHE|Z2 Y= El Rust HIO|LAZ|0MH S
S8 sHELICH o|EH ot HutUE HIO[LAZ|0M BEHE FE2 M35t T FEH HE

£ Mg,

F2R 7
« cargo-auditable 2t0|EE{Z|Z ZE=E Rust HIO|LAZ|0IM E S5 HEE F&8LICH

- HtolLd2of Z &=l

OHI

&-gofl Cigh HIEtH|olE X HE HE & AMefLICH
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® Note
Ol It mf7|X| URLO| Z&E £22 dHFLICH O|URL2 AZEQ{ AEZEEE MME
M AZEfof T{7|X|0f IZH?_F HEE x|™stE o A8 = A2 ScanSbom APIO| Z &HE
T U&ELICH XMIEH LI 2 GitHub B AFO|E Q| package-url MME FHESHM L.

XHE|X| of= OtE|HE
O| MMMz RIHE|X| ot= otE|HE o CHa MEELICEH
Java

Amazon Inspector SBOM M 7|= HRIAE & Maven 2|ZX|EE|0M 7K S&5440d CHEE F S
ZrX|gk X|§48rL|CH Red Hat Maven 2! Jenkins@t Z2 Z2t0|8! EE= AFE Xl X|H Maven 2| ZX|EE|
= K[HE[X| et&LICt FFd2 M5t A 2 X[6t2{™ Java BS5HE HIQIAER Maven 2| ZX|E 2

ol 7kx{etof gfLICt CHE E|ZX|EE[e| SEM2 F A AZHO|AM CHRX| & LICH

JavaScript
esbuild HE
esbuild A El HHE 9| 32 Amazon Inspector SBOM 47| esbuildE AFE5t= ZZMEoof CHEt
S&E 2ME K| H6HK] e & LICH esbuildof| A S-S El _/.\_A ol = Y=g Sbomgen Hdol| EEt
SE& HEHOIEH(Z45M 0l§ 2 ) 7F ZE |0 UX| f&LICH HEXOl At E dop{H HET
z Z MlA Tol node_modules/directory ! package lock.jsonit Z2 HE Z2ME mUZ
AZHELICE.
package.json

INF ko PN IS

Amazon Inspector SBOM Md7|= FE =& package.json It 20| S&4 HHE AHS
&LCt ol 2 WF[X| O|F L H™ HL|Bt X|'dst x|t 2t 5] & QlE mF[X
|

&LICH Yt A AN E dopdH siEE HH

Dotnet

PackageReferenced|M &8 HA E= HT HYUE A5t Z< W7|X| &2l
EME AFSElE HEE {7 |X| HTE &elste [0l o of2{ &LIch
Sl e xte I HT CHAl 18 7tsE W7 (X HAE HRIE xIHE = U&LICh
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_inspector-scan_ScanSbom.html
https://github.com/package-url/purl-spec
https://repo1.maven.org/maven2
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Go Hfo|L42|

Amazon Inspector SBOM d47|= LUE IDE Aol & #HE YUE ZEeia2 YE=Fl Go HHO|LE
E AZMSIR| gt &LICH olgf8t 2l= Z22 = Amazon Inspector SBOM 244 7|7} HIO[LAZIE el &
A0f M5t A OHESH K| Rot=F ELICt I K| HEE FEE += 7| HEo EEY# Go HtO[L

217t XIHEIR| & LICH Bas S48 A s Go HOILEITH WE IDE Z#3 7|2 MEoz
4c E|9IE K| SOIBLICH

Rust HIO|L4 2]

Amazon Inspector SBOM 7 |= Rust HtO[L{2|7} cargo Z Al 75 2tO|EEHE|E AF&Stof 2=
ZL0iE HIO[L42|E AZMEILICEH Of 2tO|EB{E|E ALE 3R] 2= Rust HFO|LHE|0l|= HEE 54
FE0f 223t HEH OIE{7} & LICH Amazon Inspector SBOM M7= Rust 1.7.32E{ A|EH5HK|
Bt Linux B 9| Hio[L42]of| CHEH AP HutUE Rust T+ ®Q HEE FEELICH TR ATHE
?I5H cargo ZHAF 7S € AF& 35104 Linux0ll Rust HHO|L{ZIE& F 5 &Lct.
@ Note
Rust =7 #|Ql HMO| FEEICELE = M@ RbA|of| CHEF F S XK= X[RHEIX| &L
Ct.

Amazon Inspector SBOM 47| ZZ MOl 0| Z A|AEH HAAM

Amazon Inspector SBOM 7|z AT EQ||o{ {2 E(SBOM)E A
ool M x| El= T Z|x[of| CHEt s
o|ZAARS| AZHE X|§H5t0q €
2 MM5HH 2|4 7| ARLO| -_r“S% Olalist, O ZAIAR M Q40| ek g AT, EFAL &

ZEgfofol CHEt 7HAlEE HEE &+ A&LICH

K= o ZAAH

O ZA|AE HEM2 0SS W7 |X| BE[XHE Sl HXIE I{7|X| 0|4 2= SBOM MEE & EFLICH
Ol &5 Mx|et Z2 CHA| ghedol HHEZ E o Z 2|70l 222 Sl =& E/LICH Amazon Inspector

SBOM d&g7|= Ch5 ol ZA|AR ol CHEr AZHE K[RELICEH

O ZAIAE ofZ 2|70l

7-Zip 7-Zip Ot7}O|HH(HHA 21.07 0|4

R
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ol
nx

02
x

of| AIAE

Apache

Atlassian

Curl

Elasticsearch
Google

Java

Jenkins

MariaDB 2! MySQL

o Z 2|7 oM

Apache httpd

Apache tomcat

Jira Core

Confluence

Jira Software

Jira Service Management
Curl

Libcurl

Elasticsearch

Chrome

JDK

JRE

Amazon Corretto

Jenkins (EH%1 2.400.* 0]4})

MariaDB Server (10.6+, 11.x, 12.x)

Oracle MySQL Server Server (8.0, 8.4, 9.4 O|

&)

XIHEl= o Z Al

[>
i
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0
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| ZAIAH

Microsoft applications

Nginx
Node
Node.JS
OpenSSH
OpenSSL
Oracle

PHP

o Z 2|7 oM
PowerShell

NuGet CLI

Visual Studio Code
Microsoft Edge
SharePoint Server
Microsoft Defender
Exchange Server
Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

Nginx

Node

node

OpenSSH (HZ& 9 2! 10)
OpenSSL

Oracle Database Server

PHP (EHX 8.1 0| 4})

XIHEl= o Z Al

[>
i
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ol
nx

ol ZAlAEH o= |7 ol
WordPress core
plugin
theme

piN

7-Zip O Z A|AE ZE|M
| El= ofZ A olM

« 7 Zip Ot 70| (HHA 21.07 O 4})

oIr

= 7

+ 7-Zip BFOIL{ZIE ZIAHst04 MICIS BT HEE FEELICH

(@ Note
5| HO|HEIM XM &E HE k2 AMLict

b}
o
i
rr
M
L
i

- Windows

L]
O 0O 0O 0O 0O 0O 0O 0O
N
O
H
(@)
(=]
H
Q
3

:/Program Files/7-Zip/7z.exe
:/Program Files/7-Zip/7za.exe
:/Program Files/7-Zip/7zz.exe
Files/7-Zip/7zx.exe
:/Program Files (x86)/7-Zip/7z.exe
:/Program Files (x86)/7-Zip/7za.exe
:/Program Files (x86)/7-Zip/7zz.exe
:/Program Files (x86)/7-Zip/7zx.exe

of| Ml PURL

R
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CHES2 7-Zipe| Ii7[X| URL oA ILICE.

pkg:generic/7zip/7zipe25.01

Apache Of| 2 A|AE! Z=|M

o] MMoj M= Apache httpd 2! Apache tomcat O Z 2|71 0|AMof CHEH MIE HEE MZELICt
Apache httpd

X|HEl= o E (A 0| M

+ Apache httpd

Z|2F M WIHE Apache httpd H{Z1 2.0 O|AFof| Bt X &L |C}.

* /include/ap_release.

h = E445t01 H|o[X] ALt EXtY, Ofo| AER 22Xt &
Hx| AEX EXtEo| 2 E LR 32 E

2H
A~

P

e
o
rir
I3
Il

N

Ot

-

Amazon Inspector SBOM dd7|= &3 E Hto| 38 MR Z20i|M HX|E AZHELIC.
Unix

* /usr/local/apache2/include/

Windows

* /Apache24/include/
* /Program Files/Apache24/include/
* /Program Files (x86)/Apache24/include/

R
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O Al ap_release.h It

CH22 ap_release.h IO LB 2 Eo{F &= oA LCt.

//truncated

#define AP_SERVER_BASEVENDOR "Apache Software Foundation"
#define AP_SERVER_BASEPROJECT "Apache HTTP Server"
#define AP_SERVER_BASEPRODUCT "Apache"

#tdefine AP_SERVER_MAJORVERSION_NUMBER 2

#tdefine AP_SERVER_MINORVERSION_NUMBER 4

#tdefine AP_SERVER_PATCHLEVEL_NUMBER 1

#tdefine AP_SERVER_DEVBUILD_BOOLEAN 0

//truncated

of| Ml PURL

CtZ2 Apache httpd OHZEE[AH 0|49 THZ|X| URL of| M| Lt

Sample PURL: pkg:generic/apache/httpde2.4.1

Apache tomcat
X|HEl= ofZEl7H 0|M

» Apache tomcat

@ Note

)

|2Fd WIH= Apache tomcat EHH 9.0 O] &foi| Bt 2 EL|C}.

R
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213



Amazon Inspector — A2 AMEA

=2 7s
« catalina.jar I} =2 Z0{ META-INF/MANIFEST.MF I LHOAM B EXIQo| Z&HE A
X 22 E FEFLCH

Linux

+ /opt/tomcat/lib/
 /usr/share/tomcat/1lib
« /var/lib/tomcat/1lib/
macOS

« /Library/Tomcat/lib/
« /usr/local/tomcat/1ib
Windows

* /Program Files/Apache Software Foundation

* /Program Files (x86)/Apache Software Foundation/

O Al catalina.jaxr/META-INF/MANIFEST.MF ot&!

CHH2 2 catalina.jar/META-INF/MANIFEST.MF Z}o| LHEE EoiF &= oM L|C.

//truncated
Implementation-Title: Apache Tomcat
Implementation-Vendor: Apache Software Foundation

Implementation-Version: 10.1.31

//truncated

R
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of| Xl PURL

CtZ& Apache tomcat OHEZ 2|70l 2| THF|X| URL oA iL|Ct.

Sample PURL: pkg:generic/apache/tomcat@l®.1.31

Atlassian 0| 2 A|A B Z43M

O| Mo M= Atlassian MH A ZF 2! o Z2|7i[0]Mof| CHE MF HEE MSELICt
Atlassian Server Products

X|2El= ofEE[7A o]

» Jira Core

* Confluence

=22 7|

olr

« Jira Core -0l Maven POM £ 8 7 & EMatlassian-jira-webappdtod HH HEE =&§!
L|Ct.

- Confluence -0l A Maven POM £82 7+ & £4dconfluence-webappdtod HM HEE FE& L
Ct.

x| st &3

o
ol
rr
I3
I

Amazon Inspector SBOM M&7|= 3& x| B2 Hx[E AZHELICEH
Linux

« /opt/atlassian/jira/atlassian-jira/META-INF/maven/com.atlassian.jira/
atlassian-jira-webapp/pom.properties

» /opt/atlassian/confluence/confluence/META-INF/maven/
com.atlassian.confluence/confluence-webapp/pom.properties

of| Ml PURL

R
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C}=S 2 Atlassian A A& 2| 17| X| URLs.

// Jira Core
pkg:generic/atlassian/jira-core@l®.0.1?distro=1inux

// Confluence
pkg:generic/atlassian/confluence@9.2.7?distro=1inux

Atlassian Applications
X|#El= ofZ e[ 0|

» Jira Software

« Jira Service Management

F27Is

- Jira Software - jira-software-application JARS &3l Z XI5t Maven POM & M0oiM HH

- Jira Service Management - jira-servicedesk-application JARZ &3l Z X|3t11 Maven
POM &40l A B Z&ELIC

x| =4

=

e
o
Ukl
Il

Amazon Inspector SBOM ¥d7|= 3& Hx| 2ol Hx[E AZHELICEH
Linux

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
software-application/jira-software-application-*.jar

« /opt/atlassian/jira/atlassian-jira/WEB-INF/application-installation/jira-
servicedesk-application/jira-servicedesk-application-*.jar

of| M| PURL

CH= 2 Atlassian OfZ 2|70l 2| I{F7|X| URLs.

// Jira Software
pkg:generic/atlassian/jira-software@l®.3.9?distro=1linux

R

Atlassian 01| 2 A|A & Z43 M 216



Amazon Inspector —

0o
1z

02
x

// Jira Service Management

pkg:generic/atlassian/jira-service-management@l®.3.9?distro=1inux

Curl 0| T A|AE ZJ2 M

Of H40i| A= Curl & Libcurl O ZE[F|O4d0f| THE M BEE

Curl

X|pxl= of ZE|7H 0|

%ﬂ

N

o
g'l_l
rir
MK
O

« Unix - Linux 2! macOS

 [usr/local/bin/curl

2 7|s - Curl

» curl HHO|LE|E AAISo{ HHIC|= HH HEE FEFLICH

@ Note

E3] ol A& mt . rodata AM(Linux8| ELF HFO|LHZ|®), . rdata M4(Windows2| PE
HFOIL{2I8) === _ cstring Al4(macOS2| MachO H}O|LHZ[8)HAM HE EXIPES ZHAHE L

Ch.

Curl version string

CHZ2 Curl Hio[L2lol Z & X Xt ol of &ILC.

curl/8.14.1

HHE A5 {5 EXFF0|A Curl 0] 8.14.1 FEF

of| M| PURL(Curl)

L|Ct.

i
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1z

02
x

CHS2 Curl M T o] mi7|X| URL oAl & LICH.

Sample PURL: pkg:generic/curl/curle8.14.1

Libcurl
X|HEl= o EZ2|AH 0|

e Libcurl

X|pdat

HE

e
o
rr
Ul

« Unix — Linux 2 macOS
» [usr/local/bin/curl/curlver.h
Z2 7|s - Libcurl

« £ ZAAlcurlver.hdtodof CHEF FHIC|IE H™H HEE FE & LICHLibcurl.

® Note

E3| Mo|El, LIBCURL_VERSION_MAJOR LIBCURL_VERSION_MINORZ!
LIBCURL_VERSION_PATCH Hds=0l| M HXE FE&LICE.

Libcurl version string

CHZ2 curlver.h Tt U] ™ g4 of| A IL|CT.

#define LIBCURL_VERSION_MAJOR 8
#define LIBCURL_VERSION_MINOR 14
#define LIBCURL_VERSION_PATCH 1

HZ8.14.12 0|48t E0M FEE|04 Libcurl HME AEEHL|C}.
oi| Ml PURL (Libcurl)

CHS2 Libcurl HA ool 7| x| URL oA LICt.

R
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Sample PURL: pkg:generic/curl/libcurle8.14.1
Elasticsearch 0| Z A|AHl Z&IM
X|#El= o EE[AH 0|4

» Elasticsearch

(® Note

okA T7J}= Elasticsearch & 7.17.004| 2t =L |C}.

ﬁ

=22 7|

olr

« Version - elasticsearch-<specific.version>.jar 9| ¢&F & £ 04 Elasticsearch HH
ZAtH0| 2 &E META-INF/MANIFEST.MF It LiE o MX| {2 2 & FE & LICH

2H
A~

Ral
e
ol

P

rr
M|kl
Ok

Linux — /etc/elasticsearch/1ib, /opt/elasticsearch/lib/% /usr/share/
elasticsearch/lib/

* macOS - /usr/local/var/lib/elasticsearch/1lib/

« Windows — /elasticsearch/, /Program Files (x86)/Elastic/elasticsearch/lib/%!
/Program Files/Elastic/elasticsearch/lib/

0 Al elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF I}

CH2 2 elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF T} o] of /L]
Ct.

//truncated

Manifest-Version: 1.0

Module-Origin: gite@github.com:elastic/elasticsearch.git
X-Compile-Elasticsearch-Version: 8.19.0-SNAPSHOT
X-Compile-Lucene-Version: 9.12.1
X-Compile-Elasticsearch-Snapshot: true

R
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//truncated

of| Al PURL

CH2 2 elasticsearch-<specific.version>.jar/META-INF/MANIFEST.MF I} 9| mj7|X]|
URL O M| L C}.

pkg:generic/elastic/elasticsearch@8.19.0-SNAPSHOT

Google 0| Z A|A R ZH|M
X|HE[= ofEE[7 0|4

» Google Chrome

* Puppeteer (puppeteer 2} 0|2 E{E2| X[, puppeteer-core= Z & L|X| &I S

® Note
Puppeteer= puppeteer 2t0|E2{2|E& K| LICt. Puppeteer Z0{= Z & E|X| ot &LICE.

X|¢El= olE[HE
Amazon Inspector= CtZ 0| A Google Chrome HE & &g L|C}H.

« chrome/VERSION It Y(HUE A A)
« chrome.exe It (Windows Chrome A %|)

 puppeteer Z}(AX])

X|3El= Z ofE[HEof CHEH Sbomgen chrome It EE = puppeteer IHU S 2l
LICt. puppeteer A x[2| Z<2 Y Chromium HZ2 puppeteer HZ0]| 2t =&IELICH RtAIEH LHE
2 Puppeteer & AIO|ENM X[ E[= HEFRHE HAESHAR.

PUPPETEER_SKIP_CHROMIUM_DOWNLOAD &3 #H7t truez HHEE[H BIHE HUHF D
skip_chromium_download=true %X} 7} Puppeteer T{7|X| URLOY| F7}E/LICH

chrome/VERSION H{%1 mH 2 of ]|

TR
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Cl=22 chrome/VERSION B m o] of &lL|C}.

MAJOR=130
MINOR=0
BUILD=6723
PATCH=58

of| Xl PURL

CHE 2 chrome/VERSION A mdo| mf7|X| URL Of| M| LICE.
Sample PURL: pkg:generic/google/chrome@l31.0.6778.87

puppeteer H{7 I oi A

CHH2 2 puppeteer B T} 9| 0o IL|C}.

{
"name": "puppeteer",
"version": "23.9.0",
"description": "A high-level API to control headless Chrome over the DevTools
Protocol",
"keywords": [
"puppeteer",
"chrome",
"headless",
"automation

of| M| PURL

CI=2 2 puppeteer A ol o| 7| X| URL 0| M| IL|C}.
Sample PURL: pkg:generic/google/puppeteer@23.9.0

of| Al PURL

CE2 puppeteer HA T o CHet AL 7| BHER7E 4= T 7|X| URLL| of &IL|Ct

pkg:generic/google/puppeteer@22.15.0?distro=1inux&skip_chromium_download=true

TR
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Java Of| T A|AEH &M

K| Hxl= o E (7 o]

e Oracle JDK
* Oracle JRE

 Amazon Corretto

F27Is
« Java dX| EXtEE FEELCL
- Java TEIQO| ZT&E C|HEZ 22 E AlEEL|Ct.

« B2 YURANIE Oracle JDK, Oracle JRE Z! Amazon Corretto2 A48 L|C}.

Amazon Inspector SBOM M7|= Ct& x| A2 L E3F 0| Java Mx[E AZHELICt

macOS: /Library/Java/JavaVirtualMachines
Linux 32-bit: /usr/1ib/jvm
* Linux 64-bit: /usr/1ib64/jvm

Linux (generic): /usr/java and /opt/java

Cl=2 2 Oracle Java Z2|A 2| of| &lL|C}.

// Amazon Corretto

IMPLEMENTOR="Amazon.com Inc."

IMPLEMENTOR_VERSION="Corretto-17.0.11.9.1"

JAVA_RUNTIME_VERSION="17.0.11+9-LTS"

JAVA_VERSION="17.0.11"

JAVA_VERSION_DATE="2024-04-16"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming
java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.compiler

R
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jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.foreign jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom jdk.zipfs"

OS_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:7917f11551e8+"

// 3IDK

IMPLEMENTOR="0racle Corporation"

JAVA_VERSION="19"

JAVA_VERSION_DATE="2022-09-20"

LIBC="default"

MODULES="java.base java.compiler java.datatransfer java.xml java.prefs java.desktop
java.instrument java.logging java.management java.security.sasl java.naming

java.rmi java.management.rmi java.net.http java.scripting java.security.jgss
java.transaction.xa java.sql java.sql.rowset java.xml.crypto java.se java.smartcardio
jdk.accessibility jdk.internal.jvmstat jdk.attach jdk.charsets jdk.zipfs jdk.compiler
jdk.crypto.ec jdk.crypto.cryptoki jdk.dynalink jdk.internal.ed jdk.editpad
jdk.hotspot.agent jdk.httpserver jdk.incubator.concurrent jdk.incubator.vector
jdk.internal.le jdk.internal.opt jdk.internal.vm.ci jdk.internal.vm.compiler
jdk.internal.vm.compiler.management jdk.jartool jdk.javadoc jdk.jcmd jdk.management
jdk.management.agent jdk.jconsole jdk.jdeps jdk.jdwp.agent jdk.jdi jdk.jfr jdk.jlink
jdk.jpackage jdk.jshell jdk.jsobject jdk.jstatd jdk.localedata jdk.management.jfr
jdk.naming.dns jdk.naming.rmi jdk.net jdk.nio.mapmode jdk.random jdk.sctp
jdk.security.auth jdk.security.jgss jdk.unsupported jdk.unsupported.desktop
jdk.xml.dom"

0S_ARCH="x86_64"

OS_NAME="Darwin"

SOURCE=".:git:53b4al1304b0 open:git:967a28c3d85f"

of| Al PURL

CF=2 2 Oracle Java ZZ|A 9| 17| K| URL o M| lL|C}.

Sample PURL:
# Amazon Corretto

R
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pkg:generic/amazon/amazon-corretto@21.0.3
# Oracle JDK
pkg:generic/oracle/jdkell.0.16

# Oracle JRE

pkg:generic/oracle/jre@20

Jenkins Of| 3 A|A B Z42 M
X|HE|= ofE 2|7 0|

« Jenkins 304

® Note

kA W7LE= Jenkins {71 2.400.* O|&Hof| M E|L|C}.

ﬁ

FRIIs
« H™ EXtE0| & E META-INF/MANIFEST .M It A& 2101 jenkins.war ZFL0 A Jenkins H{7
MEE FEFLCH

Amazon Inspector SBOM M7 |= E81E Mto| 3& A& 20 M Jenkins MX|E F&LICH.
Linux

« /usr/share/jenkins/jenkins.war
* /usr/share/java/jenkins.war

macOS

« /opt/homebrew/opt/jenkins-1ts/libexec/jenkins.war

Windows

* /Program Files/Jenkins/Jenkins.war

 /Program Files (x86)/Jenkins/Jenkins.war

R
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of| M| b

Ct22 Cctst 22|A0] CHEF jenkins.war/META-INF/MANIFEST.MF It 9| of| &IL|C}.

Manifest-Version: 1.0

Created-By: Maven WAR Plugin 3.4.0

Build-Jdk-Spec: 21

Implementation-Title: Jenkins war

Main-Class: executable.Main
Implementation-Version: 2.516.2
Jenkins-Version: 2.516.2

Manifest-Version: 1.0
Jenkins-Version: 2.414.1
Implementation-Title: Jenkins
Implementation-Version: 2.414.1
Built-By: kohsuke

Created-By: Apache Maven 3.8.6

ME PURLs

CtS2 Jenkins LTS & 2[A HZF 2.516.2 & Jenkins Xt &3t MH &2|A HT 2.4149| mf7|X| URLs &

LICE.

LTS: pkg:generic/jenkins/jenkins-core-1ts@2.516.2.1
Regular: pkg:generic/jenkins/jenkins-core@2.414

MariaDB ! MySQL 0|2 A|A

MariaDB
K| El= o E 2|7 o] M

* MariaDB Server (10.6+, 11.x, 12.x)

= 7

olr

« CilO|E{H|0]|&E IHEI S ALE 5104 C|O|E{H|Of& M HEO|L2| & &l Zh ol M B

gLt

MariaDB 2! MySQL O Z A|AE Z=M

225



Amazon Inspector —
+ ClolE{HolA Mt Mx|7h Z8HEl Cl2iEial B2 E AlgsLich
& ZHX|E AF25104 MariaDB2H MySQL Mx|E Atso2 28 LCt
MX|E F&Lich

. HlOJE| 7Igt e g
O| 3 E MariaDB x| ZZ01A

SBOM 7|

Linux
 /usr/bin/mariadbd

 /usr/sbin/mariadbd
 /usr/local/bin/mariadbd
Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)

macOS
* C:/Program
Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

« C:/Program

Windows
Files (x86)/MariaDB/include/mysql/mariadb_version.h (MariaDB)

* C:/Program
Files/MariaDB/include/mysql/mariadb_version.h (MariaDB)

* C:/Program

of| Al PURL
CHS 2 MariaDB A 2| T 7| X| URL 04| | lL|ct

# MariaDB Server
pkg:generic/mysql/mariadb-server@l®.11.8
4

2 7

MySQL 0| ZA|A

X|¢El= o E2[AH 0|
« Oracle MySQL Server Server (8.0, 8.4, 9.4 0|4

TR
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F22 7

. O|O|E{H|0|A L] THE1S AFE 504 O|O|E{H|O|A MEH HIO|L42] L S0 TtUMAM HA ME=E =5
gLt

. O|O|E{H|O|A M Mx|7} Z&t= C|2E|E| B2 E Alwdsh|C}.

- OOl 7|8t mtd R ZX|E AHE 35104 MySQL2 MariaDB A x|& AtSS 2 FE&LICH

SBOM MM7|= Z&E4

Dm

HMeto| & MySQL M x| B2 oM HX|E ar&LICt.
Linux

* /usr/local/bin/mysqld
* /usr/bin/mysqld
* /usr/sbin/mysqld

macOS

* /usr/local/mysql/include/mysql_version.h (MySQL)

Windows

 C:/Program Files/MySQL/MySQL Server/include/mysql_version.h (MySQL)
 C:/Program Files (x86)/MySQL/MySQL Server/include/mysql_version.h (MySQL)
of| Xl PURL

CH2 2 MySQL A 9| TZ| x| URL Od| | lL|ct,

# Oracle MySQL Server

pkg:generic/mysql/mysql-server@8.0.43

Microsoft applications 0| 2 A|AE| Z=M
K| E|= Microsoft O Z 2|71 0|4

* PowerShell

R
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=
e

NuGet CLI

Visual Studio Code
Microsoft Edge
SharePoint Server
Microsoft Defender
Exchange Server
Visual Studio

.NET Runtime
ASP.NET Core Runtime
Microsoft Teams
Outlook for Windows
Microsoft Office
Microsoft 365

2 7|

olr

PowerShell - pwsh.exe It AE ZHALS0] YHICIE HTH HEE FEELCH

NuGet CLI - nuget.exe It€E ZAtS0{ AHIC|E HTH HE

Visual Studio Code - Code.exe ItY 2 ZHAISt0{ HIC|IE HHM

Microsoft Edge - msedge . exe ItE ZAHAI5H04 HIC|E HH HEE FE&LICH
(@]

SharePoint Server - Microsoft.SharePoint.d1]l It Z4AI5t04 |
grLICH,
=

Microsoft Defender - MsMpEng . exe It S ZHAI5t0{ UH|IC|E HT HEE FE&LICH
Exhange Server - Exsetup.exe I} UE ZAISt0] YHIC|IE HT HEE FEELICH

Visual Studio - state.json It 2 & 2445104 catalogInfo.productDisplayVersion &
EollM HE 2xtde AME LIt

NET Runtime - x| ZZ0{ M Microsoft.NETCore.App.deps.json I}US HAMF 1 C}S 1}

U Z2 HEHOM HY EXtEE FEFLICHL

Microsoft.NETCore.App/<VERSION>/Microsoft.NETCore.App.deps.json

ASP.NET Runtime - x| Z20|M Microsoft.AspNetCore.App.deps.json LS AM5t T
Cte oY 22 iEHM HE EXAtEE FEELICH

R
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Microsoft.AspNetCore.App/<VERSION>/Microsoft.AspNetCore.App.deps.json

+ Outlook for Windows - Windows HIX|AEEZ|IE & EM5t1D CIS X2 EE| 7| HEHE F&

grLct.

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft
\Windows\CurrentVersion\AppModel\PackageRepository\Packages
\Microsoft.OutlookForWindows_<VERSION>_<ARCH>__8wekyb3d8bbwe

 Microsoft Teams - Windows X |AEE|IE & A5t CIS HIXIAEE| 7|0 HEE FEE
Ct.

HKLM\SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion
\AppModel\PackageRepository\Packages\MSTeams_<VERSION>_<ARCH>__8wekyb3d8bbwee

« Microsoft Office 365 / Microsoft 365 - Windows S| X|AEE|E 8 EA5tT 2 dIX|IAER| 7| G
2ol g FEELICH

- BIXIAEE| 7|

KEY_LOCAL_MACHINES\SOFTWARE\Microsoft\Office\ClickToRun\Configuration

. HIXIAER| &

« VersionToReport - Microsoft Office H{Z

L

x

« ProductReleaselds - A& IDs. x| Office M&S Al#st= ol ASEHLUICt MEZ IDsproduct

IDsOi| CHEF AEAIEF LHE 2 Microsoft & AO|E Q| MME FEFHAMIL
+ Microsoft Office Suite - C}2 A& S AAFSHo{ AXIE Z Office OHZE|F|0|MHE +=EIELICH

» EXCEL.EXE — Microsoft Excel

» WINWORD.EXE — Microsoft Word

* POWERPNT . EXE — Microsoft PowerPoint
* OUTLOOK . EXE — Microsoft Outlook

Windows B X|AEE|2| HH H3 = MAR|El Z Office OHEC|7H 02| AT &+ U= HT |
ALSELCH

ol

oAl state.json I}

CFE 2 MX|El Visual Studio HHE =&l Ol AFEE state. json T O] o &IL|C}.
j

=3

R
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{
"icon": {
"mimeType": "image/svg+xml",
"fileName": "product.svg"
3,

"updateDate": "2025-11-06T05:05:35.6517471Z2",
"installDate": "2025-11-06T05:05:35.6527436Z",
"enginePath": "C:\\Program Files (x86)\\Microsoft Visual Studio\\Installer\
\resources\\app\\ServiceHub\\Services\\Microsoft.VisualStudio.Setup.Service",
"installationName": "VisualStudio/17.14.19+36623.8",
"catalogInfo": {
"id": "VisualStudio/17.14.19+36623.8",
"buildBranch": "d17.14",
"buildVersion": "17.14.36623.8",
"localBuild": "build-1lab",
"manifestName": "VisualStudio",
"manifestType": "installer",
"productDisplayVersion": "17.14.19",
// truncated

of| Xl PURL

CtZ2 Ztoll cigt 7| x| URLL| of| &I L|CtMicrosoft Applications.

// PowerShell
Sample PURL: pkg:generic/microsoft/powershell@7.5.3

// NuGet CLI
Sample PURL: pkg:generic/microsoft/nuget@6.14.0

// Visual Studio Code
Sample PURL: pkg:generic/microsoft/visualstudiocode@l.104.2

// Microsoft Edge
Sample PURL: pkg:generic/microsoft/edge@l40.0.3485.94

// SharePoint Server
Sample PURL: pkg:generic/microsoft/sharepoint@23.38.219.1

// Microsoft Defender
Sample PURL: pkg:generic/microsoft/defender@4.18.23110.3

// Exchange Server

R
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Sample PURL: pkg:generic/microsoft/exchangeserver@l5.2.2562.17

// Visual Studio

Sample PURL: pkg:generic/microsoft/visualstudio@l?7.14.19

// .NET Runtime

Sample PURL: pkg:generic/microsoft/dotnet@8.0.18

// ASP.NET Core Runtime

Sample PURL: pkg:generic/microsoft/aspdotnet@8.0.18

// Microsoft Teams

Sample PURL: pkg:generic/microsoft/teams@25241.203.3947.4411

// Outlook for Windows

Sample PURL: pkg:generic/microsoft/outlookforwindows@l.2025.916.400

// Microsoft 365 / Office 365

Sample PURL: pkg:generic/microsoft/office@l6.0.19127.202647?

product_ids=0365HomePremRetail

// Microsoft Word

Sample PURL: pkg:generic/microsoft/word@l6.0.19127.20264

// Microsoft Excel

Sample PURL: pkg:generic/microsoft/excel@l6.0.19127.20264

// Microsoft PowerPoint

Sample PURL: pkg:generic/microsoft/powerpoint@l6.0.19127.20264

// Microsoft Outlook

Sample PURL: pkg:generic/microsoft/outlook@l6.0.19127.20264

Nginx Ol 2 A[AE] ZH=lM

X|pEl= of ZEl7H 0| M

* Nginx
x|plsts B3E
XHEls ESES ohan &L

Ny
iy
i3
Z

Nginx 0| ZA|A R ZEM
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Linux

* /usr/sbin/nginx

* /usr/local/nginx

* /usr/local/etc/nginx

* /usr/local/nginx/nginx

* /usr/local/nginx/sbin/nginx

* /etc/nginx/nginx

Windows

+ C:\nginx\nginx.exe

« C:\nginx-x.y.z\nginx.exe(x.y.z& &12| H{71)

macOS

* /usr/local/etc/nginx/nginx

F2 7

olr

O| A M2 Hio|H2|E AAlSto] AHICIE HAE HEE FE&LICH o2 A It .rodata A
M(Linux2| ELF HFO|L42]), . rdata M4M(Windows2| PE HIO[L42|) EE= __ctring A44(MachO H}O|
HE) oM Y EAtE S AMELIC

CHE2 Nginx HtO[L42]of| Z & &l H™ E Xt 9| of Lct,
nginx version: nginx/1.27.5

Nginx 2 AlEst7| 2|51 1.27.5 H{T0| ZEELCH
of| Al PURL

CHS 2 Nginx2| T 7| X| URL Oi| M| LCt.

Sample PURL: pkg:generic/nginx/nginx@l.27.5

i
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Node.JS THE} ] Z=lM

X|#H=l= o EE|AH o]

« Node.JS& == HE} Hio|L{2]

* Jusr/local/bin/node

* /usr/bin/node

* /nodejs/bin/node

+ ~/.nvm/versions/node/*/bin/node
 ~/.local/share/fnm/node-versions/*/installation/bin/node
» ~/.asdf/installs/nodejs/*/bin/node

+ ~/.local/share/mise/installs/node/*/bin/node

» ~/.volta/tools/image/node/*/bin/node

Windows

» C:\Program Files\nodejs\node.exe
» C:\Program Files (x86)\nodejs\node.exe

+ ~\AppData\Roaming\fnm\node-versions\*\installation\node.exe

macOS

 /opt/homebrew/Cellar/node/*/bin/node

= 7|

oIr

O| ZHM2 HIO|L{EIE HAISHo] UHICIE HA HEE FE&LCH "io|2| A~ T+ . rodata A
M(Linux2| ELF H}O[LA2l), . rdata MM (Windows2| PE HIO[L42]) E£& __ctring AlM(MachO HtO|
HENAM H EAtES dAghlct.
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H& XL o

CE2 Node.JS HEHY HiO[L{Z|0f| Z & El HT E X2l of Lt

node.js/v24.11.1

HEF A2 AlEESH7| 280 Node.JS HHT0| £&24.11 . 1E/LCH
oAl PURL

CH2 2 Node.JS2o| I 7|X| URL O M| &L|C}.

Sample PURL: pkg:generic/nodejs/node@24.11.1

OpenSSH | ZA|A ] Z4=3 M
X|HEl= ofZE[70|M
« OpenSSH (K% 9)

« OpenSSH (K% 10)

XHElE £ E Linux/macOS

e

 /usr/sbin/sshd
« /usr/local/sbin/sshd

X|HE|lE E3E Windows

e

C:/Windows/System32/0penSSH/sshd.exe
C:/Program Files/OpenSSH/sshd.exe
C:/Program Files (x86)/0penSSH/sshd.exe
C:/0OpenSSH/sshd.exe

= 7|

olr

* sshd HIO|L{E|E AAteto] HHIC|IE HE HEE FEFLICH

- HtO|L42| Al Y . rodata MM (LinuxQ| ELF HIO|L42l, __cstring AlM(MacOs2| Mach-O Ht
O|L42]) =& .rdata AM(Windows2| PE HIO|L{Z)0Il A T BEAtEE &L ch

OpenSSH 0| ZA|A R Z=M 234
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H& XL o
CHS2 OpenSSH HEO|LAZ|of| Z2&El HH EXtE Q| of AL/Ct

OpenSSH_9.9p2

OpenSSH T2 48351 7| f|5 9.9p2 H{T0| FEELICH
o{ Al PURL

CHS2 OpenSSHE| 7| x| URL O A| &L|C.

Sample PURL: pkg:generic/openssh/openssh@9.9p2

OpenSSL 0| F A|AE| Z=| M
X|HEl= ofZ2[70|M

OpenSSL 2to|E2{2| & 7He mf7|X|of| CHEF X|§42 3.0.0 Ol BEAE S 4| OpenSSLE LEE &
ZEY0IZ MBHELICH E3t AZE0{= AIRHE] A EIE [hatob BLICH AFSXF RIR = E3
El OpenSSL #4¥1t 3.0.0 O|2Ho| K2 K| HEIXK| et&LICEH

‘I

Amazon Inspector SBOM M&7|= MX|El ZF OpenSSL QAR A CHE 7| THF|X| HEE FEE
Ct.

= 7

olr

« OpenSSL 3] THAAM 7|2 SEMVER HX EAIQEE FEEHLICH
« OpenSSL Mx|7} & E C|HEE B2 & AlMEELICtH

Amazon Inspector SBOM M7= EE Tt 38 HX| B20M opensslv.h TtUS A 7G04
OpenSSL Ax|E &&LICtH
Linux/Unix A x| ZZ o ]|

CH2 2 Linux/Unix2| x| Z2 of N lL|Ct.

/usr/local/include/openssl/opensslv.h
/usr/local/ssl/include/openssl/opensslv.h
/usr/local/openssl/include/openssl/opensslv.h
/usr/local/opt/openssl/include/openssl/opensslv.h

TR
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/usr/include/openssl/opensslv.h

4

o

Amazon Inspector SBOM Md7|= opensslv.h IS & £

S FEELch

=
= T

to M Holg atot Y HE

# define OPENSSL_VERSION_MAJOR 3
# define OPENSSL_VERSION_MINOR 4
# define OPENSSL_VERSION_PATCH @

of| Al PURL

Ct=2 OpenSSL H™ Q| I 7| X| URL oi| A L|Ct.
Sample PURL: pkg:generic/openssl/openssl@3.4.0

Oracle Database Server Z42/M

K| E|l= ol Z 2|7 0| M

* Oracle Database

X|HEl= E3E Linux

« /opt/oracle
 /u@l/app/oracle

(® Note

#|ekAM TJt= Oracle Database Server A 19 O|Abof ot 24 =L |C}.

= 7

olr

» Oracle HIO|LHE2IE HAISI0] HHICIE HTY HEE FEELICH
- HiolZ| A% Y . rodata MMM HE EXEE B &LICHLiInux2| ELF HEO[LAE[o] B2).
- HZ HE = RDBMS HH EXtEE Z3fets &Y HAIS WHELICHL

HH 2XHL of

HO
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C}= € Oracle Database HHO[LAZ|0d| Z& & ™ 2R 0| o Lt
RDBMS_23.7.0.25.01DBRU_LINUX.X64 240304

Oracle Database HHME Al¥4517| 2|8l 23.7.0.25.01 HH™O| FEFLICH
of| A PURL

C}& 2 Oracle Database2| I Z7|X| URL O/ & LIC.

Sample PURL: pkg:generic/oracle/database@23.7.0.25.01
PHP Of| 2 A| A& Z421 A
X|El= ofZEl7 ol

« PHP (HH%1 8.1 0|4})

olr

= 7|

« HHIC|= HX EXEE ALE5H04 PHP HEO|L 2| A~ oAU HEH HEE FEFLICH
« PHP HtO|HE[7F L& El CIMEE| Z2 & AEeLIct
« , 2ot Z2 EF PHP HIO|LE] php8.1 php8.2% HEO| X|HE HXIE K522 XL

Ctphp8.3
Amazon Inspector SBOM ‘d47|= ESHE HMEto| 3 & PHP Mx| A20i|M EX[E FH&LICH

Linux

« usr/bin/php8.1 through /usr/bin/php8.9

* /usr/sbin/php8.1 through /usr/sbin/php8.9

 /usr/local/bin/php, /usr/bin/php, /usr/sbin/php

« /usr/local/bin/php8.1 through /usr/local/bin/php8.9 (HH& 0| X|HE H}O|LAE)

macOS

» /opt/homebrew/bin/php
* /usr/bin/php

TR
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* /usr/local/bin/php
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0%
x

Windows

 C:/php/php.exe
« C:/php8.1/php.exe through C:/php8.9/php.exe (HZT0| X|HE CIHEZ])

PHP HH™ FZ& oA

rl‘ﬂ

Amazon Inspector SBOM d47|= Chg THHE Ar&5to UHIC|=E HT EXE S 24504 PHP Bt

O|LAZ|HIM HH HEE FEELICH
X-Powered-By: PHP/8.4.12

8.4.12=0| IHEHO|M FEE[0] PHP HHTE AlEEHLICT
oAl PURL

Ct&2 PHP & Q| {7|X| URL Oof| M| Lt

pkg:generic/php/phpe8.4.12

L

RIMEE 74 24

« WordPress 3.0
« WordPress Z{1 9!
« WordPress Ei|O}

« WordPress 201 - /wp-includes/version.php ItYE & £2445+094 $wp_version B0 A

« WordPress Z2211 92! - /wp-content/plugins/<WordPress Plugin>/readme.txt I+t &
£ /wp-content/plugins/<WordPress Plugin>/readme.md I}UE FE £445t0{ Stable
EiZ1E HH EXEE FEFLICH
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« WordPress E|O} - /wp-content/themes/<WordPress Theme>/style.css I}YUE & E4

5t0{ T MIELH|O|E{ oM TS FEELICH

0i Al version.php I+

CHS 2 WordPress 201 version.php Tt 0| of M| L|Ct,

// truncated

/**

The WordPress version string.

*

* Holds the current version number for WordPress core. Used to bust caches
* and to enable development mode for scripts when running from the /src directory.

*

@global string $wp_version
*/

$wp_version = '6.5.5"';

// truncated

of| Al PURL

CH=2 2 WordPress 2042| m{ 7| X| URL ol M| I L|C}.

Sample PURL: pkg:generic/wordpress/core/wordpress@6.5.5

Of| A| readme. txt T

Ct2 2 WordPress Z2{1Q! readme. txt Tt 2| o A L|C}.

=== Plugin Name ===

Contributors: (this should be a list of wordpress.org userid's)
Donate link: https://example.com/

Tags: tagl, tag2

Requires at least: 4.7

Tested up to: 5.4

WordPress O ZA|AE ZH2M 239
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Stable tag: 4.3

Requires PHP: 7.0

License: GPLv2 or later

License URI: https://www.gnu.org/licenses/gpl-2.0.html

// truncated

of| M| PURL

C=2 2 WordPress Z2{1Q/2| mi7|X| URL 0| M| & L|C}.

Sample PURL: pkg:generic/wordpress/plugin/exclusive-addons-for-elementor@l.0.0

OAl style.css It

CH2 2 WordPress Ell0F style.css TF 9| of| IL|C}.

/*

Author: the WordPress team

Author URI: https://wordpress.org

Description: Twenty Twenty-Four is designed to be flexible, versatile and applicable
to any website. Its collection of templates and patterns tailor to different needs,
such as presenting a business, blogging and writing or showcasing work. A multitude

of possibilities open up with just a few adjustments to color and typography. Twenty

Twenty-Four comes with style variations and full page designs to help speed up the

site building process, is fully compatible with the site editor, and takes advantage

of new design tools introduced in WordPress 6.4.

Requires at least: 6.4

Tested up to: 6.5

Requires PHP: 7.0

Version: 1.2

License: GNU General Public License v2 or later

License URI: http://www.gnu.org/licenses/gpl-2.0.html

Text Domain: twentytwentyfour

Tags: one-column, custom-colors, custom-menu, custom-logo, editor-style, featured-
images, full-site-editing, block-patterns, rtl-language-support, sticky-post,
threaded-comments, translation-ready, wide-blocks, block-styles, style-variations,
accessibility-ready, blog, portfolio, news

*/

WordPress 0| Z A|AE] H&HM
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of| Al PURL

CHS 2 WordPress Ell0Fe| 7| X| URL Ol M| JL|Ct.

Sample PURL: pkg:generic/wordpress/theme/avadael.0.0

Amazon Inspector SBOM 7| SSL/TLS 1M A&

0| Ml Mof A= Amazon Inspector SBOM A4 7|E AF&35104 SSL/TLS CIBAE QIHIER|SHE LS

MHEFLICEH Sbomgen A HO|El 2x[Q| QIS Mt A RI7F ME§t CIZEEZ|E 74445104 SSL/
TLS CIBME QHEZ|Z PHELICH Ol M2 AFHE X7 SSL/TLS QIS ME CIHEE|SHSH D B2 E
CIZEME AlHE = QIT & 57| @8t ZdULIC CA QIBEME &8 QHE 2|0 & EA|ELICEH

Sbomgen 21E M AZH ALE

--scanners certificates QIF+E AIE35}0 4 SSL/TLS Q1B CIHER| =& & H3IE = UE
LICtH Q1M A2 CIE AL 2 E &= UELICE 7IBMoE QISM A2 & 45 E|X| t&L

CH.

Sbomgen AZH Q! otE[HME O [}t 042 X0 IS ME HMELICH 2E B SbomgenO|
CS S EAE s THUolM QIBME &5t AIZ#LICH

.pem
.crt
.der
.p7b
.p7m
.p7s
.pl2
.pfx

localhost O}E|THE 3

RIBM AFHLA7} M3t E|o] T OlE[HE R&O| localhost?! 3 Sbomgene * 7t H|0{ QUX| &
2 /etc/*/ssl, /opt/*/ssl/certs, /ust/local/*/ss1l & /var/lib/*/certsOiX Q& A
E Ht=™Mo 2 &Lt AF8X7H M3 8 ClEEE|= ol§0| XI'HE CIZE 2o #7Hg10] RFES

SSL/TLS QIBM AFH 241
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2 AMELICH YUt o Z CA/AAE QIS ME o|28t ZZof HiX|Z|X| ek &LICH ol 8t QIB MHE
pki, ca-certs == CA EC0| U= 7t B&LICH 712 localhost APH BE20I T LIEIE = U&

L|C}.
C|2E{2] 2 74E{|0|L] O}lE|HE

Cl2Ef2] £ ZE0|Lf OfE|HEE AZHE [ Sbomgenoll A OEIBE o] BE 2xlof U= QS
g HMBHLICH

oAl B A7 BH

CtE2 oAl Q&AM AZH BHELICE stLte 2 CIEE 2o 2l 5 MEH Z & 6= SBOME

= el
Ch &= OHE B2 2 CI=E 2ol 218 M2t Alpine, Deblan Rhel mZ7|X|7F & E SBOMS &M
gLICH E CHE HE2 38 AUBM /Xl U= 1B A7t & E SBOME ‘4 &g Lict.

# generate SBOM only containing certificates in a local directory
./inspector-sbomgen directory --path ./project/ --scanners certificates

# generate SBOM only containing certificates and Alpine, Debian, and Rhel 0S packages
in a local directory

./inspector-sbomgen directory --path ./project/ --scanners certificates,dpkg,alpine-
apk, rhel-rpm

# generate SBOM only containing certificates, taken from common localhost certificate
locations

./inspector-sbomgen localhost --scanners certificates

22 QIEM ZA AT 7N 240/ 27k GIULICH ABM7} SR EIH B2 LWE AEsts £t
aas 2 AL 0la) 0}
T O=E =2 T AAHE

"bom-ref": "comp-2",

"type": "file",

"name": "certificate:expired.pem",
"properties": [

{

"name": "amazon:inspector:sbom_generator:certificate_finding:IN-
CERTIFICATE-001",

"value": "expired:2015-06-06T11:59:59z2"
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"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/expired.pem"
}
]
},
{
"bom-ref": "comp-3",
"type": "file",
"name": "certificate:unexpired.pem",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/etc/ssl/unexpired.pem"
}
]
}
Flobd CHE 8 249 of
--scan-sbom Z2i212 Amazon Inspector SBOM M4 7|E A& F(etd AZHE 9|5 2t
SBOMO| Amazon Inspector2 M&ELICE CHE2 F UM I8 74 2400 CHE QIS M ZAF 2ot
of &ILCt.
{
"advisories": [
{
"url": "https://aws.amazon.com/inspector/"
.
{

"url": "https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/
sec_protect_data_transit_encrypt.html"

}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
},
"bom-ref": "vuln-1",

"created": "2025-04-17T18:48:20Z7",
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A8 HMEM
"cwes": [
324,
298
1,
"description": "Expired Certificate:

: The associated certificate(s) are no longer
valid. Replace certificate in order to reduce risk."

"id": "IN-CERTIFICATE-0Q01",
"properties": [

{
"name": '"amazon:inspector:sbom_scanner:priority",
"value": "standard"
I
{
"name": "amazon:inspector:sbom_scanner:priority_intelligence",
"value": "unverified"
}

]I

"published": "2025-04-17T18:48:20Z2",
"ratings": [

{
"method": "other",
"severity": "medium",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"
}
}

15
"source": {

"name": "AMAZON_INSPECTOR",

"url": "https://aws.amazon.com/inspector/"

I
"updated": "2025-04-17T18:48:20Z"

Amazon Inspector SBOM /7| 2to|MA =M

= 71—

Amazon Inspector SBOM MA17|& A x E Qo] RHZ E(SBOM)L| 2to|MA HE

2 xxzl= C
= St =3
Ol ElLict R2E AMA ¥ T2 ey dof Hbtofl AN X|El= D7 (XM 2Ho[MA HEE +FIFHL
CH MM E SBOMOIM EZESHE 2Ho|MA E34AS AFE5HH 2lo|MA o|FE o|3HE
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0lo

1z
0%
x

2FO|MA HE £~ F

23 of A

CHS oo M= CIRE 2|0l M 2fojMA HE

./inspector-sbomgen directory --path /path/to/your/directory/ --collect-licenses

SBOM T 24 of|A|

CHE oMo M= Y HE SBOMS| 7+ 24

"components":

{

"bom-ref":

ncomp_zn’

"type": "application",

"name": "sample-js-pkg",
"version": "1.2.3",
"licenses":

{

}

]I

"purl": "pkg:npm/sample-js-pkgel.2.3",

—

CH &

Alma Linux

1= oS Z232fY 2104

i PN =N,

RPM

S 2oiELch

"expression": "Apache-2.0 AND (MIT OR GPL-2.0-only)"

24 AlA 7| X[7F x| E LI

2HO|MA HE AA

* /usr/lib/sysimage/
rpm/rpmdb.sqlite

* /usr/lib/sysimage/
rpm/Packages

Type

0S
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nx

0
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CHe

Amazon Linux

i 7| x| 2k elxt

RPM

2tO|MA ME AA

[usr/lib/sysimage/
rom/Packages.db

Ivar/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/varl/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

Type

0S

X|H=ElE W7|K|
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1x

0
x

CHe

CentOS

Fedora

mj7|x| 2t2lxt

RPM

RPM

2tO|MA ME AA

[usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

[usr/lib/sysimage/
rom/Packages.db

Ivar/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

Type

0S

0S

X|H=ElE W7|K|
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1x

0
x

CHe

OpenSUSE

Oracle Linux

mj7|x| 2t2lxt

RPM

RPM

2tO|MA ME AA

[usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

[usr/lib/sysimage/
rom/Packages.db

Ivar/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

Type

0S

0S

X|H=ElE W7|K|
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1x

0
x

CHe

Photon OS

RHEL

mj7|x| 2t2lxt

RPM

RPM

2tO|MA ME AA

[usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

[usr/lib/sysimage/
rom/Packages.db

Ivar/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

/usr/lib/sysimage/
rom/rpmdb.sqlite

/usr/lib/sysimage/
rom/Packages

/usr/lib/sysimage/
rom/Packages.db

/var/lib/rpm/rpmdb
.sqlite
/var/lib/rpm/Packa
ges

/var/lib/rpm/Packa
ges.db

Type

0S

0S

X|H=ElE W7|K|
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0
x

CHe

Rocky Linux

SLES

Alpine Linux

Chainguard

mj7|x| 2t2lxt

RPM

RPM

APK

APK

EfO|MA HE AA

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

* /usr/lib/sysimage/
rom/rpmdb.sqlite

* /usr/lib/sysimage/
rom/Packages

* /usr/lib/sysimage/
rom/Packages.db

* /var/lib/rpm/rpmdb
.sqlite

* /var/lib/rpm/Packa
ges

* /var/lib/rpm/Packa
ges.db

/lib/apk/db/
installed

/1lib/apk/db/
installed

Type

0S

0S

0S

0S

X|H=ElE W7|K|
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0
x

CHe

Debian

Ubuntu

Node.js

PHP

Go

Python

Ruby

Rust

2ro[MA

SPDX 20|

Amazon Inspector SBO
MA BHAMOR EFES|

SPDX ¥ ¢

MA E3{Al

mj7|x| 2t2lxt

DPKG

DPKG

Javascript

Composer I 7| X|

Go

Python/Egg/Wheel

RubyGem

crate

2tO|MA ME AA

/usr/share/doc/
*/copyright

/usr/share/doc/
*/copyright

node_modules/*/

package.json

* composer.lock

» /vendor/c
omposer/i
nstalled.
json

LICENSE

* .dist-info/
METADATA

* .egg-info

* .egg-info/
PKG-INFO

* .gemspec

Cargo.toml

Type

0S

0S

2 gy

=32y

=232y

ZZJgid

272y

= ) =

2404

2104

2104

2404

2404

2404

X|H=ElE W7|K|
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ZE 2to|MA O|F2 SPDX ¥ 2 4! Aldxtol ofEELICH 0 & S0{MIT Licenses= MITE &<
=L |c}
= .

)
1o
ru

OIMAE AND Qi&tAteL ARTE & QU&LICH O oA BEoM=E BE e Al x|Hst

o
22 HoiELich
MIT AND Apache-2.0

M-SRt XIE EtolMA HEFAL

A& RF X|H 2ol MA0E LicenseRef-CompanyPrivate® Z 0| LicenseRef HF A7 &L
Ct.

AR X|E of 2 HF A

AR X 0i| 2|0 = AdditionRef-CustomException® Z0| AdditionRef- HF A7} &L
Ct.

I{Z7|X| URLOI|EH?

IH7|X| URL £ = PURLS CHE st I 7| X| 2| AA”RINM AZEQo IF7|X|, +48 24 2 E2lo|ER
2|E A e O A Els EEsHE HAQULICH Ol HAS AE85IH AZEQ{ ZZMENM S
Mg & BEM o #gelst 7|7t O #|1YRIH, E5| AZEQ|o| IR E(SBOM)E MAME ) S &Lct

L
PURL tZ = URLI} RASHH o2 7+ A2 F+&ELICE

* pkg - 2lE{E HFA

- type - 7 |X| £

* namespace - 1&8}

- name - {7|X| O|F
 version - If7|X| T

« qualifiers - F7} 7|-2} m|o]
« subpath- I{7|X|o| I} A=

7| X| URL 252
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of| Xl PURL

CHE2 PURLO| o€ H EAIZlEX| 203 = o A|LICH

pkg:<type>/<namespace>/<name>@<version>?<qualifiers>#<subpath>

QlHF PURL

>
|
Im
)
2
5
N

L8t PURLE npm, pypi == mavendt 20| dHE mF7|X| (| ZA|AR0| HX| =
XU 7E AE LIEHE Ol AFMBELICH AZEQo| 18 QA E Al E mf7|X| 2| AlA
2t UX|5HK| o2 &= U= HEHH|OIEHE ZAELICH e PURLE AUt E 1

2 WordPress2t 22 E3HE0| O|27|7HK| CHE et AZEQ|o{ ZEME O REELICEH

ot UE Hio|LHE], & S E, ASX X|H AZE

T2 AFE At

« HutUE Hio|LEIE X|stH Go & Rustoll &&fLct,

- IfF7|X|7} 7|& WZ|X| 2E|xtet HZAE|X| &t 2 &= U= Apache & WordPress@t 22 ®l EHES
Nk i

« ZHO|HEMo R VL E AZEQo| E= SA IF|X|7t s AARE HXZE = UTSE 5104 A

Xt XY BHA 2ZEQ0{E X|HELIC

—_

of| M| &4
CHe 2 B PURL EAlo| of A Lt
pkg:generic/<namespace>/<name>@<version>?<qualifiers>

ol
=

rII

FPURL 42| 7t of|A|

1

! Ut PURL &A19| 7} of| R ILC}.

0jo
rlo

oy
=

I E Go HiO|L4Z]

o
0jo
rlo

GoZ HmYUE inspector-sbomgen binaryE LIEFHL|CH
pkg:generic/inspector-sbomgen?go_toolchain=1.22.5

At U E Rust HHO[|LAE|
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0o
1z
0%
x

CHS 2 Rust2 ATt UE myrustapp HHOIL{ZIE LIEFHLICE.
pkg:generic/myrustapp?rust_toolchain=1.71.0

Apache ZTZ2HME

Ct2 2 Apache HIAH O|A ofgfe| hitp Z2EMEE LIEFHLIC.
pkg:generic/apache/httpdel.0.0

WordPress 4 X E )[04

Cl22 304 WordPress 2AZEQ|0{E LIEFAL|CY.
pkg:generic/wordpress/core/wordpress@6.0.0

WordPress Ei|Of

CH22 AMEAH XI5 WordPress E|0HS LEEHRLICE
pkg:generic/wordpress/theme/mytheme@l.0.0

WordPress Z {19!

Ct=22 AF2 X X2 WordPress Z241912 LIEFAL|C.

pkg:generic/wordpress/plugin/myplugin@l.0.0

Amazon Inspector SBOM MM 7|0 SHEE|X| A2 HHE EFX E&=
HEZ&E HH &Z A

Amazon Inspector SBOM M7= &4 UMM EH S&-HS AHEE0] A|IAH LHolM X[El=
OlE|MEE &1 7 & EAMELICH {7 |X| ZE[Xt7t ot HH HUE & letHLL SH FEE 7
OS2 HMg FE5H7LL, BlIX| Z 3|8 ®elstK| ot&LICH Z2ZME AA olE|HEO| Ho|El LY

A2, pa ckage json, pom.xml EEE requirements.txt2}
Z2 W7 |X| oLHAES| F&5E2 ALK &2 HA E= He| 7|8 HE 2 AH&stod X EL(ct
Ol &Aof= ole{8t & 40| ofEAH EY &= U=X[ofl CHEt ol A7 Z & Elo] U&LCH.
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oy A

Amazon Inspector SBOM 7| = 4 A OIE|HEM BL5EE FESX|CF HH H E= 8 &
ZE sHM5tR|E et&LICH F ek AZH 2 SBOM HE T E =02{H Z2ME F& Mol sHEE 9

Ol A HX AMERE A8 st 20| E&LICH

f

Java

Javal| B Maven Z2HME £ HT HP|& ALE3t0{ pom. xml LA M SHEE Hlg = A& L

CH.

<dependency>
<groupId>org.inspector</groupld>
<artifactId>inspector-api</artifactId>
<version>(,1.0]</version>
</dependency>

He|= 1.0 Ol5te| 2E HAO| AL = F R[EE Lt J2{Lt 0| & QlE A 0| ot B
Amazon Inspector SBOM #d7|= § 22|A0 OHEE = gico 2 i HTME &5 K| etaL
Ct.

JavaScript

JavaScripte| 2% package.json Itol= CtS0t fFASH A He|7t Z&8E = JU&LICH

"dependencies": {
"ky": "A1.2.0",
"registry-auth-token": "A5.0.2",
"registry-url": "76.0.1",
"semver": "A7.6.0"

A ARt E RIHE HEELD S AL 22 HEo| HE =S XI-EF Lo
El HZ 0] otl 2 Amazon Inspector SBOM M4 7|= 0|8 £+ EI&HK|

x| ol LE X7 LdE + U&LICH

HE ALE 255



Amazon Inspector —

Python

Python2| B requirements.txt IR0l 22 EF40| U= &F0| Z&E £+ U&LCH
requests>=1.0.0

>= Q4MAE 1.0.02CH 2 7{LE 22 HTO| LI & X|HELICH O &7 A2 Yt HHMS

X|Hst x| 222 Amazon Inspector SBOM M4 7|= F N EAME 26 HEE tEMo 2 =&E

A oA

T H/\ﬁL’lE'I--

Amazon Inspector SBOM M7 |= HIE =M E= ARAFN Z2 HIEE E= 258 HT AHEKE
X5t X| i &LlCt.

pkg:maven/org.example.com/testmaven@l.@.2%20Beta-RC-1_Release

(® Note
Beta-RC-1_Release®t Z2 H|EZ HOIAI A2 EZ 20| A HA &El§ Ex5tX| §f2
[H Amazon Inspector & X| ATl LS| [k g HItE &= igLICt

Amazon Inspector0ll A CycloneDX WA H O|A ALE

L

0K
5 o

Amazon Inspector= SBOMI} 74 AHEE = U= CycloneDX HIIA T O|A & &4 O[FE A
L|Ct. o] Bt = CycloneDX SBOM2O| 7t @40 FI7HE £ UeE BE AR XI™H 71/2L &40
CHEH MHEELICH REAMISH LI 2 GitHub ¥ AFO|E 0 A CycloneDX property taxonomyZ & X &HM|2.

>

amazon:inspector:sbom_scanner HZAHO|A E&FH

Amazon Inspector 271 API= amazon:inspector:sbom_scanner LA HO|AE AI3IH CHS
#2548 MIgLich

54 ME
amazon:inspector:sbom_scann F|efHo| CISAS| LEiZl A EE F[FY 7IE 2
er:cisa_kev_date_added a0 F7HE AlZ|E LIEFLICE

Python 256


https://github.com/CycloneDX/cyclonedx-property-taxonomy
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amazon:inspector:sbom_scann
er:cisa_kev_date_due

amazon:inspector:sbom_scann
er:critical_vulnerabilities

amazon:inspector:sbom_scann
er:exploit_available

amazon:inspector:sbom_scann
er:exploit_last_seen_in_public

amazon:inspector:sbom_scann
er:fixed_version: component
_bom_ref

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:is_malicious

amazon:inspector:sbom_scann
er:low_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

amazon:inspector:sbom_scann
er:path

Ad404
=o

CISAS| LeqZl of & &l Fof g st =0] et
Flofd ol ot &= AlZ|E LIEFLICH

SBOMOIM L 74El lZf et M2 Fofgol &

=

SBOMOIM L 7AE =2 AT FofHol & 7
A
0.

S 7N QA0 T3t AT HHAES RTE
LICHO!: 243 @4 ZARE: W7 oA o

2.

OpenSSF7t FEE e 7H QAE A€o R
IC

AHSt=X| {F E LIEHLICH

SBOMOI|M 2 ZAE &2 MZ T Fof-go| & T
AN
0.
SBOMOM L 7AE S7F M Fofdol & 7
AN
0.
CHe 7R §E2 & ddste oo Z= 2L

Ct.

amazon:inspector:sbom_scanner H&AHO|A EFE
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2 Ad A4 04

=S =o

amazon:inspector:sbom_scann II""E.J FlefdEg *ﬂ" O H&EE= M
er:priority ILct Zf2 LiERl&=2 2 'IMMEDIATE',

'URGENT', 'MODERATE', 'STANDARD'&{L|C}.

amazon:inspector:sbom_scann XEE Fefgo| M= AHSI= Ol A

er:priority_intelligence El= el”z|dAof ERQLICEH 242 'VERIFIED
' I = '"UNVERIFIED' I L|C}.

amazon:inspector:sbom_scann EXM FM QAT AME|X| St O|Rof CHst A

SRAERAIEY HAEEZ MBELICHOl: P4 24 HUE: pur
M3 et &)

amazon:inspector:sbom_generator HIZAHO|A E&FH

Amazon Inspector SBOM M4d7|= amazon:inspector:sbom_generator WAL O|AE ALE S}

HChEn 22 £492 M3guh

2 A AMOd

=S =&

amazon:inspector:sbom_gener QIHIE 2| CHa A|AEISl CPU oF7|ER{(x86_
ator:cpu_architecture 64).

amazon:inspector:sbom_gener Amazon EC2 QIAEA IDRILICE

ator:ec2:instance_id

amazon:inspector:sbom_gener Amazon EC2 QIAEA 3
ator:ec2:instance_type

amazon:inspector:sbom_gener Amazon EC2 Amazon LinuxM| A 2to|= THx|7t

ator:live_patching_enabled B LR =X iR E LIEt = 22 2L
Ct.

amazon:inspector:sbom_gener Amazon EC2 Amazon Linux0ilAM 2l0|2 T{k|E

ator:live_patched_cves S35 I x|E CVE S5 QlLCt.

amazon:inspector:sbom_generator HIQUAHO|A EFH 258
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amazon:inspector:sbom_gener
ator:dockerfile_fi

nding: inspector_finding_id

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:image_arch

amazon:inspector:sbom_gener
ator:image_author

amazon:inspector:sbom_gener
ator:image_docker_version

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:duplicate_purl

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:kernel_component

amazon:inspector:sbom_gener
ator:running_kernel

amazon:inspector:sbom_gener
ator:layer_diff_id

Ad404
=o

T4 Q49| Amazon Inspector ZAF 221} 7}
Dockerfile ZAFQ 2t210| /S S LIEFHLICE.

Ziefo|d o|O|x| 7 mt ol &5t= sHA| L]
CholO|x| IDEt = Bf)

A ).

ZiEl|olLA o|ofx|2| o} 7= & &l L|Ct.
ZiEi|o|Ld ol Ol x| =g RHL|C.

ZiEo|L] o|O|X|E YWEStE O AR K= £
A LICE

|&fof ot A0 =X 7[R E &
LHEH LT,

z0 n
0|0 N
mo o

CHE ATHUOIA B e B
LIt

I 7|X| PURLS L}

IHIEE| CHe AlAaRIel 744 OIE.

QIHEE| CHE AlARIe] 7 .

=M m7|X[7t HE 7 ARIX| 04F & LiE
L= F2 afuch

A= o7 |X|7t A& Sl 7' HRIX| 0{F & LIE}
LieE £ 2hduct

US| K| o2 ZdEf| o[ o|0|X| AIE 2l sHAl

amazon:inspector:sbom_generator WA HO[A £
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amazon:inspector:sbom_gener
ator:replaced_by

amazon:inspector:sbom_gener
ator:os_hostname

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener
ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:file_size_bytes

amazon:inspector:sbom_gener
ator:unresolved_version

amazon:inspector:sbom_gener
ator:experimental:transitiv
e_dependency

amazon:inspector:sbom_gener
ator:metadata:host:hostname

amazon:inspector:sbom_gener
ator:metadata:host:kernel_name

amazon:inspector:sbom_gener
ator:metadata:host:kernel_v
ersion

Ad404
=o

#RH Go 2EE ChAsHE gLt
QIHIE B| CHA AlATO| $AE O|F.

I 7|X| S27I E01 U= THLS H2 AL
)

(od: /var/lib/dpkg/status

JE 1

-1

E

M 7|X| S22t FEE Yo F=.

X|HE otE|HE S| mtYU F7|E LIEHHLICH

4

{7 | x| 2tE|Xt7t & RletR| 2f2 HH EXtE S
LHEHHLICEH

i 7|x| grelxtel 7t S&dS LIEFL|CH

AZHEH A|ARIO| 3 AE O|EQILICY.

—

24 AMA <] 74 O|F(0dl: Linux, Darwin,
Windows_NT).

24 AA el HE HY EArE L.

Y ool M mi7|X| Ol HTE FEE 4

amazon:inspector:sbom_generator HIQUAHO|A EFH
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amazon:inspector:sbom_gener
ator:metadata:host:cpu_azrch
itecture

amazon:inspector:sbom_gener
ator:metadata:host:bootdisk_id

amazon:inspector:sbom_gener
ator:metadata:host:boot_id

amazon:inspector:sbom_gener
ator:metadata:host:boot_time

amazon:inspector:sbom_gener
ator:metadata:host:system_id

amazon:inspector:sbom_gener
ator:metadata:host:system_s
erial

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:hardware

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:ipvé

amazon:inspector:sbom_gener
ator:metadata:host:network_
interfaces: name:ipv6

amazon:inspector:sbom_gener
ator:metadata:host:sbomgen_
tag: key

Ad404
=o

A|AEIO| CPU O 7|EdR{(04|: x86_64, arm64).

BT AAE] AL Linux 2| Machine-id,
Windows 2| MachineGuid).

AAE] HYf oo st=flo Y7 HE lL|Ch

HEL3 QlE{H o|A 2] MAC =AQlL|C}.

QIE{m|o|A0] EEE IPv4 FA(E)QILICEH

QIE{m|o|A0l EEE IPv6 FA(E)RILICEH

--tag CLI 2I~& Soll M =lE AER Zo| Ef
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amazon:inspector:sbom_generator HIQUAHO|A EFH
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amazon:inspector:sbom_gener
ator:metadata:imds:provider

amazon:inspector:sbom_gener

ator:metadata:imds:instance_id

amazon:inspector:sbom_gener
ator:metadata:imds:instance

_type

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_location

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_partition

amazon:inspector:sbom_gener
ator:metadata:imds:instance
_managed_id

amazon:inspector:sbom_gener
ator:metadata:imds:tenant_id

amazon:inspector:sbom_gener
ator:metadata:imds:vm_id

amazon:inspector:sbom_gener
ator:metadata:host:open_por
t: port:protocol

amazon:inspector:sbom_gener
ator:hardened_image:vendor

Ad404
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IMDS(aws, azure)& &3l &4 X|El 2R

RbILICE.
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=
Amazon EC2 QIAEIA ID EE&= Azure VM O|E
L|C}.

QIAEIA 2% (0d: t3.micro, Standard_D2s_v3).

2ot E IHE|M(aws, aws-cn, aws-us-gov
AWS for B &= AzurePublicCloud for Azure).

Amazon EC2 Systems Manager #2|& A&
A ID(AWS 2t shiEh.

Azure E|'AE ID(AzureBt S{%).

Azure VM 1157 AlE#HXHAzureBH SHE).

HELY 2lAaA (0 EC2)2| WE ZEE LIEHH
LICE.

dzHE Zeo| o|o|x|e| 2 A

amazon:inspector:sbom_generator WA HO[A £
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Amazon Inspector 2ZHZ CI/CD mto|Z 22l S&F

Amazon Inspector CI/CD & &2 Amazon Inspector SBOM 4 437|2} Amazon Inspector 274 APIE &
£35t04 ZiEf|o|Ld o|O|X|of| CHEt £[FMH E 1 MHE MAELICH Amazon Inspector SBOM M4 7|= of
7}0|E, Z4El0|LA O|O|X|, CIHEE], 24 A|AH, HItUE Go L Rust HHO[L{Z|0i| CHaH A~ Z E 9|0
AtR HAMA(SBOM)E MM BFLICE Amazon Inspector 271 API= SBOME A ZH5H04 BHX|El F[oF M
off CHE MR HEJ 28 E ETME MAEHLICH Amazon Inspector Z1E{| 0| O|O|X| AZHE CI/CD
to|ZetRlof SE5tod AZEQ| 0] FAHS AMG T FAE ETME MA5H0 HiE ol /&2
ZAStD HEE = U&LICEH CI/ICD &2 d™stedH E22{a2l8 AF&3SH7HLE, Amazon Inspector
SBOM d47| & Amazon Inspector 274 APIE AI&35t0 AL Xt X3 CI/CD S &2 d8e = &L
Ct.
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on

o
o [T
o

M|k

>

« Amazon Inspector CI/CD S8 2 M3 =S AWS HH 4™

» Amazon Inspector Dockerfile Z4A

 Amazon Inspector AZHE AtE 35104 AAE Xt X|7d CI/CD Ito|Z 2Rl S8 M

» Amazon Inspector Jenkins Z2{1 21 A&

+ Amazon Inspector TeamCity Z22{1 2! AL
 GitHub 41} & 74 Amazon Inspector AHZ

« GitLab 74 249} &7 Amazon Inspector AFHS

« Amazon Inspector? B 74 CodeCatalyst 23 AFHS
X

-

+ CodePipelinedll A Amazon Inspector AZH X4 A&

E2410l S3

Amazon Inspector= X|HE|= CI/CD £ M2 I8 E2{32l2 M3 gL ch Z- oz E e o|A0i M Of
o8t 241218 MxI8t C}2 O|& AF® 3504 Amazon Inspector AZHE THO|Z2IQI0| HE EHAIZ F

7He = U&LICH E8{2Ql YE BAH o= MS 8 o]0/ X0 Amazon Inspector SBOM MM 7|E

Al#sH O, MM El SBOMOIA Amazon Inspector A7H APIE A& EFLICEH

CHS2 Amazon Inspector CI/CD S& 0| £2{12lE Sofl & Sst= U 4ol Cigh 72 Lt
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1. Amazon Inspector 271 APIO]| CHEt HMAE 51 AWS HHE SI=FE F &L XIE2
Amazon Inspector CI/CD S 2 AIS3IE=S AWS A A MME & EFHAML.

2. ORI Z R 0| A0 A Amazon Inspector Z22{1912 M&|&FL|CH

3. Amazon Inspector SBOM 37| HIO|LHE2|& XI5t F+-EELICH X|=2 Amazon Inspector
SBOM 7| MME FHZESHAM L.

4. Amazon Inspector 2ZHE CI/CD LO|Z2}Qlo| e EHA[Z FItstn AZHE FdeLICt
£{1210| ZIE|0|L4 O|O|X|E YBc = 2
1345t04 CycloneDX2t 3 B E|= SBOME %
6. 12{™H &1

Amazon Inspecto

7. Amazon Inspector 271 API &2 CSV, SBOM, JSON & HTML &Alo|
X

o
é:El SBOME Amazon Inspector A7ZH AP| IEXZQIEZ M&EL|C}.
ZHAPIJIEZQIE = ZF SBOM 7+ 49| ¥t 2 WItghLct.

S F|0 ﬂ|>' M

|ﬂ o [y |
LICt. 2 1 Moi= Amazon Inspectordf| A BE 748t 2 E F[ekdof CHE ME HEIF ZFE|o] U&L
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X|HEl= ClIICD &8 M
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 Jenkins &2

« TeamCity =229/

« GitHub &4

AR X8 SE

Amazon Inspector0ll A CI/CD £FM& E2{102I2 M33tX| 2= ZE<2, Amazon Inspector SBOM 4
712t Amazon Inspector A7 APIE &7H AFE5101 AFE AL X[ CI/ICD & 2 MdEE &= A&LICh
et AR K™ SE 2 AF& 30 Amazon Inspector SBOM 847 |E Sdll M3kl SMHE AIE3t
o AZHE O|M ZHE = JA&LCh.

CIS 2 AF2 Xl X| Amazon Inspector CI/CD S& 0| 2 &35t= & Aol chgt 7He Lct.
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2. Amazon Inspector SBOM 37| HtO|LHE2|& XI5t F-dELICH X|=2 Amazon Inspector
SBOM AHA—|7| A-IIA=|<> xl-xo|.A1|o

3. Amazon Inspector SBOM M7 |& A& 3stod Z4E| 0| o|O|X|o| CHEH CycloneDXQt Z&tkl=
SBOMZ Mgt

4. M GE SBOMO|A Amazon Inspector AZH APIE AI&5H04 Ffd E 0 ME MAEHLICH

MR X’H SEE MYst= Yol chgt XIE2 Amazon Inspector AZHE AF& 510 A& X} X|™H CI/
CD mjo|=Z gl S§f Mg MME FE5HM L.

Amazon Inspector CI/CD &8 2 AFESIE 5 AWS HE &A%Y

Amazon Inspector CI/CD S&& Ar&3t2d™H AWS A
Amazon Inspector Scan APIOf| CHEH AHM|A HEHS HO
S FAe| &g tEsto{0d 7St AWS A, &

Mol 7t st of g LICt. ofl= CI/CD piplelined|
{5t= IAM & 0| 2{0{oF AWS A &L|ct. Ct
2|t A EAHE MMt T, CI/ICD S &2 I8 IAM

of ol0| 7t et A2 2 HL{E AWS A+ U&LICICICD S 2 2[EH IAM g 7 4.

|

of 7tlstedm AWS H &

1. https://portal.aws.amazon.com/billing/signup2 jLIC}.
2. 2o XA A E [HENM L.
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https://portal.aws.amazon.com/billing/signup
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ofl 7+ AWS AIFAWS AT RE ASRHO| MNELICH RE ASKIOIHE AFo 2E
AWS AMHIA D BlA20] HAAE HEto] YLiCH Eot =i Azl AL XfolA| #El HAlA
HEHS BTHT, RE ASAIE AL S0] 2E AS UNIA HEHO| TR BYS £HsE X

LICt.

AWS = 7t Z2MATI 22 E F 20l o|H S EHL|CH M| E K| hitps://aws.amazon.com/2 &

OISt m Lf HEg Meisto] Bl AN B52 Holstm AN HEE + UaLIch
ZHE|RE HM A HEHO| = AHSA &8

4ol RE AHEKHE Af%a | A= 5 22| AHERLE AWS AHE S AWS
[m]

HOoFAWS A R E AL}

1. FE AMSKE MBIt AWS A O|HIY FAE 2=235t0 HHEH AFRFAWS Management
Console20i 221 L|C}. C}S HO|X|olA HIZHEE =T LIC.
FE MEXIE ME5t04 EO0QI6t= Ol =20 HRotH AWS 291 AHE MBEXMO| FE ALEXL
E 2018 XML

2. RE MEXe| CtE QB (MFA)S & M5tELICH
XIE2 1AM AL HEM| AWS H Y FE ASAHEE)0l CHEt 7Hef MFA CHHO|A S MSHE 7
Z3StMR

ZHE[At HMA HEHO| U= AFS A A
1. IAM Identity CenterS & As}&HLICt

X|&2 AWS IAM Identity Center AtE MEHAM 2| AWS IAM Identity Centerdd &S &= 5HML.

2. 1AM Identity Center0i| A AFE XFoi|AH| 22| HAM|A HEHES FoiFLICt

X4 ZH LA IAM Identity Center CIRE{E| 2 A8t Yo CHE Ri&ME AHE AWS
IAM Identity Center EAML| 7|22 S =2 ALK HA|A F4Z IAM Identity Center C|EE{ 2| &
ZoM2.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
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ZE| KM A HEro| UeE AHSAtZ 210l

« |AM IDentity Center Ar&XIZ2 2 215t2{2 IAM Identity Center A AIE MMHE M O|HIY F4
E MEE 232 URLE M8 E LIt

IAM Identity Center A2 XS AF25t04 21Q16tE O] = 20| Ze 6t AFE AEHA o] AWS HA|
A | 23018 FZTSAML. AWS 292!

Z7F RO HM A B B

1. 1AM Identity Center0flAM Z|A HEH M D A E M2 & HEt MEE MEELICH

X| &2 AWS IAM Identity Center AF® A M O] Create a permission setE & X 35HM 2
2. MEXE a0 g5, 250 Single Sign-On HAMA HEHS SEEHLICH

K| &2 AWS IAM Identity Center At& AEM| I8 F7IE HFEHMR.

Cl/CD S&& ?[et IAM ¥& 74

Amazon Inspector 2ZHE CI/CD mtO|ZZ|Qlof| S&stE{H 2 ZE Qo] HE HAMA(SBOM)E A ZH
St= Amazon Inspector A7H APIOf| CHEF HMAE 3E5t= IAM HAZ Mdslof gFLlct O O S
Amazon Inspector 271 APIE A&5t7| 5] A-HAM e = QU= IAM ol sHE YA g od4
g = AsLot

1. o 232! AWS Management Console 5t 11 https://console.aws.amazon.com/iam/ IAM 2& 2

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
CI/ICD &2 2l IAM dE 74 267



https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
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"Action": "inspector-scan:ScanShom",
"Resource": "*"
}
]
}

Cts2 MEfghL|ct
H2 O|F(0: InspectorCICDscan-policy)dt B4 AFEF QI MHES 225 O HAM HHES
MEHSHLICE O] HAHE2 Ot EHAH0| M Mg edghof 2 E LCt
IAM 2& 9| B M FollM HEg S MENSH Ot A A Mes MEigLICE
MEIE 4 2l EEl RHOIM AFSE K1Y AIZ WS M3 £ O3 HHS YiF LD
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "sts:AssumeRole",
"Condition": {3}
}
]
}

Che g Meyatc,
B FT0IA A Ml RS T sto] MEsT Chee MEBLICH

o4& O|F(0dl: InspectorCICDscan-role)dt MEH ALE QI MBS 1245t IS Create Role=
MEASHL|Ct

Amazon Inspector Dockerfile Z At

O| EF 20| A= Amazon Inspector SBOM dE7|& AL&stod 2Ot F|ofdE fitste HXE 70
2! £ X| Dockerfiles & Docker Z4Ei|O[L{ O|O|X|& A ZHstE ol CHoll B ELICH
A

Amazon Inspector Dockerfile Z4A
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« Sbomgen Dockerfile ZHAF AHE
- X[ El= Dockerfile ZAH

Sbomgen Dockerfile HAF AHE

Dockerfile AAFE Dockerfile BF= *.DockerfileO|2tE= T} 0| ZAHE| T Docker O|O|X|7} A ZH
2 xRisez2 £8EL|C

--skip-scanners dockerfile 214+E& A& 35}04 Dockerﬁle JAE HIEH5te = J&LIcH E8t
Dockerfile ZZAFE OS EEE EFAL THF|X| S AFR 758 RE A9t Aete £ &Lt

Docker A} & of K|

CHS oAl -2 Dockerfilet Docker Z1E{|O|L1 O|O|X|, OS &! EtAF T Z|X[oi| CHEF SBOME MM 5=
Hg Eo{ELICt

# generate SBOM only containing Docker checks for Dockerfiles in a local directory
./inspector-sbomgen directory --path ./project/ --scanners dockerfile

# generate SBOM for container image will by default include Dockerfile checks
./inspector-sbomgen container --image image:tag

# generate SBOM only containing Docker checks for specific Dockerfiles and Alpine,
Debian, and Rhel 0S packages in a local directory

/inspector-sbomgen directory --path ./project/ --scanners dockerfile,dpkg,alpine-
apk,rhel-rpm

# generate SBOM only containing Docker checks for specific Dockerfiles in a local

directory
./inspector-sbomgen directory --path ./project/ --skip-scanners dockerfile

oAl ot 4 24

ClSe ot 7 240 CH8t Dockerfile ZAF 21O of| L|C}.
{
"bom-ref": "comp-2",
"name": "dockerfile:data/docker/Dockerfile",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:dockerfile_finding:IN-DOCKER-0QQ1",

Sbomgen Dockerfile ZHAF A& 269
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02

"value": "affected_lines:27-27"
}

1,
Iltypell: Ilfilell

"advisories": [
{
"url": "https://docs.docker.com/develop/develop-images/instructions/"
}
1,
"affects": [
{
"ref": "comp-2"
}
1,
"analysis": {
"state": "in_triage"
},
"bom-ref": "vuln-13",
"created": "2024-03-27T14:36:39Z7",
"description": "apt-get layer caching: Using apt-get update alone in a RUN
statement causes caching issues and subsequent apt-get install instructions to fail."
"id": "IN-DOCKER-00@1",
"ratings": [
{
"method": "other",
"severity": "info",
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"

}
1,
"source": {
"name": "AMAZON_INSPECTOR",
"url": "https://aws.amazon.com/inspector/"

1,
"updated": "2024-03-27T14:36:39Z"

Sbomgen Dockerfile Z4AF AFS
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® Note

Sbomgeng --scan-sbom £ ¢i0| ZHHMo 2 S E5tE B ™Al Dockerfile ZAF 241}

oF = & A&Lich

K| El= Dockerfile Z4A}

Sbomgen Dockerfile A= C}

0jo

=0l sl X|2ELICH

 Sudo H}O[|L{Z| T 7| K|
« Debian APT S E!Z|E|

0|24 Zt Dockerfile AALS| MZ = S22 CFS FA el Eol Li2t AU&LICH

(® Note

COhS Ao dBE HE A2 HA 2™ A€ 7[gte = ghuict

Sudo H}O|L42| I{ 7| K]

(@ Note

Ol HAte| AMZtE S22 ZE Lot

ETTY & AME XME S=Ho| ghAst o0
2 Docker Docs & AFO|EO0|M Userg &%
=3 P
o =

O| ZR$t B GosuZE AIE38tE W0l £

2 ™RI5 HLE A

Sudo HFO|L2| T 7|X|E ST = o
- M. AbS AR

&otx| ot= Z0l E&LICH RhAIE
0l Sudo HtO|LAE] THZ|X|2F FAFEF 7|

K| == Dockerfile Z4AF Yz


https://docs.docker.com/build/building/best-practices/#user
https://github.com/tianon/gosu
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Debian APT S E!Z|E|

(® Note

ol ZAtel M2tE SEe F3Lict

CH= 2 Debian APT S E ZIE| AFE0] CHEF 28 Ak L|C}.

e M L XIE 25l T Run 201 apt-get BHE ZF

Docker Z1E{0|L4 LHF o] Bt RUN £0 apt-get BHEES ZE 5= XW0| E&LICH apt-get
updateBt FS2 = AISstH 7le EXM7F YlstT £ apt-get install BHO| Ame = U&
LIt XA LH& 2 Docker Docs & AFO|E 0| M apt-getE & Z5HAIL.

@ Note
AMEEE I A SZE2 Docker ZIE|O|L] AZ E 047} 2|4 H{ 0| ol A< 0= Docker Z1E 0|
L LHE O ek &~ U&LICH.

HICHEI S YA 2 APT BHEE RELCIEALS

APT BEE RECIEIE OEtECR AFoﬁFE ol Z&LICH APT BHE REICIEIE 2T APQ-XF
72 MAEIRIeH HEHo| et S5F0| EEt&ILICH AtMIEH LHE 2 Debian & AHO|E 0| A Script
Usage and differences from other APT ToolsE & Z 31 M|2.

(® Note

Ol AAte| M S22 2Lt

Dockerfile2| 7| ME £ sl= I YE Hot &5 2 ZFFELICH Sbomgen Docker I ZHALSE S8l Ct
So Z2 s IYE Eot S E AlHE £+ Q&L

« AWS HAM|A 7| IDs- AKIAIOSFODNN7EXAMPLE
« AWS 20t 7| -wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

K| == Dockerfile Z4AF =


https://docs.docker.com/build/building/best-practices/#apt-get
https://manpages.debian.org/stretch/apt/apt.8.en.html#SCRIPT_USAGE_AND_DIFFERENCES_FROM_OTHER_APT_TOOLS
https://manpages.debian.org/stretch/apt/apt.8.en.html#SCRIPT_USAGE_AND_DIFFERENCES_FROM_OTHER_APT_TOOLS
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» DockerHub 7HQ! HMA EZ - dckr_pat_thisisa27charexamplel234567
 GitHub 7HQl HM|A EZ - ghp_examplev6lwY7PjlYnotrealUoY123456789
« GitLab 7HQ! HMA EZ - glpat-12345examplel2345678

T E 716 0|L4

(® Note
Of AAtel &zt ot7HE FEUC

Docker ZIE{|O|L{= FE HEt Q0| A&st= Zd0| E4LICH FE H§H Qio] A#E &= e ZE| 0L
SF TRE0| AR A HEH HEZ VB o2 ofE2[F0|ME FFSHE A0l E&LICH RFAM[EH LK
2 Docker Docs & AIO|E 0| M Userg HZ3HHIL

(® Note
| AAtel 7 E 852 =58
oit] BHE RECIE| = T2 2o HELYHE 20t 7|22 P22 X222 A™sx| ofe
g2 E51 AIRE £~ Q& L}
oH=E=E O SO =2 T AAHE

NODE_TLS_REJECT_UNAUTHORIZED=0

Node.js ZZ2AM|A 7} NODE_TLS_REJECT_UNAUTHORIZEDE 02 = %504 A
S|t TLS Q15 M ASo| HIgMSHEILICH REMIEH LIE 2 Node.js 8 AHO|E Ol M
NODE_TLS_REJECT_UNAUTHORIZED=02 & Z 3N L.

GIT_SSL_NO_VERIFY=*

GIT_SSL_NO_VERIFYE H’H%J HEfO M git BHE ZEMAE AYSHH Git2 TLS 215 M &EQIZ
AL=ELIC} RHMIEE LHZ 2 Git & AFO|E 0| A Environment variablesE & Z35HM| 2.

PIP_TRUSTED_HOST=*

PIP_TRUSTED_HOSTE A% st AEH0oi M Python pip S A& Pip2 XIHE THICIHMM TLS
QB M Bolg HELICH REMIEH LIRS Pip 2 AFO|E A —-trusted-hostE EH & SHMIS.

K| == Dockerfile Z4AF 773


https://docs.docker.com/build/building/best-practices/#user
https://nodejs.org/api/cli.html#node_tls_reject_unauthorizedvalue
https://git-scm.com/book/en/v2/Git-Internals-Environment-Variables
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
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NPM_CONFIG_STRICT_SSL=false

Node.js npm HHEE T Z M| A7} NPM_CONFIG_STRICT_SSLE falseZ %504 A3z Node
Package Manager(npm) S EZIE|E TLS 215 ME AS&tX| &1 NPM BIX|AEE|ofl @4ZEELICt Rt
Mgt LH& 2 npm Docs | AFO|E 0| A strict-ssI€ &R SHAIL.

npm --strict-ssl=false

Node.js npm HHEE T2 M AT} --strict-ssl=false Zei12t &7A A& T|®H Node Package
Manager(npm) REZIE|E TLS 215 MHE HS5HK| ot NPM BIXK|AE 2|0l AZAELICH RIMIEH LHS
2 npm Docs & AO|E 0| M strict-ssI€ & ZHMIL.

apk --allow-untrusted

Alpine Package Keeper R EZ|E|7} --allow-untrusted Zci2 2t E7H A& E|™ apk= AHO| &1
AL AZ[E £ gl IF(X|E EXIFLICH RHAIEH LI 2 Apline & AFO|ENIM CHE E|ZX|EEIE &
Z3tM

apt-get --allow-unauthenticated

Debian apt-get I7|X| RFEZIE|E --allow-unauthenticated Zci22t &7 A&5HH apt
get2 W7|X[e| REHE HASHK| 2t &LICH RHMIEH LHE 2 Debian & AFO|E 0| M APT-Get(8)& ’E.*
Z3tM

pip --trusted-host

Python pip S E2|EIE --trusted-host Zci22} &7 AMSH X|HE SAE O|EO0| TLS IS AM

E
AZ 2 AELICH XEMIEH LI 2 Pip & ALO|E 0| M --trusted-hostE & Z35HMIL.

rpm --nodigest, --nosignature, --noverify, --nofiledigest

K| == Dockerfile Z4AF 7


https://docs.npmjs.com/cli/v10/using-npm/config#strict-ssl
https://docs.npmjs.com/cli/v10/using-npm/config#strict-ssl
https://gitlab.alpinelinux.org/alpine/apk-tools/-/blob/f9eaeb6429325eeb5a17ed771fd477be9227fe15/doc/apk.8.scd#L114-115
https://manpages.debian.org/stretch/apt/apt-get.8.en.html
https://pip.pypa.io/en/stable/cli/pip/#cmdoption-trusted-host
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RPM Z|g+ Z§7|X| 2K} rpmO| --nodigest, --nosignature, --noverify, --nofiledigest
EEHILQF 2 A™YEH RPM IHZ | X| B E|Rt= HZ|XIE AXIE M 7K A, MB £= otUo| &
ME AASER] et&LICH REAISH LI 2 RPM & AO|EOiM CF2 RPM O+ H 0| X|E &&= 5HA|

EL
yum-config-manager --setopt=sslverify false

RPM 7|8t TH7|X| 2|X yum-config-manager7}t --setopt=sslverify Zci1E falseZ MY
5tod M™E|T YUM I 7| X| ZE[RH= TLS QB ME HB K| b&LIC REMIE LHE2 Man7 & AtO]
E oM CHE YUM i+ I O[X|& EHZFHAIL.

yum --nogpgcheck

RPM 7|8t Z§7|X| t2|X} yumO| - -nogpgcheck Zcia et &7 A ETH YUM THZ|X| B 2[Xt= 7|
X2 GPG ME HALE ZALAELICH RtAM[E LHE 2 Man7 & AFOIEMM yum(8)2 EESHMR.

curl --insecure, curl -k

curlO| --insecure = -k Eci2ot 7/ AME|T TLS QIEAM S 0| HIEHSHELICH 7|[8Xo
2 curloM MYsE 2 E EoH A2 MM&o| &5y | Mof| EoF MEQIX| & elg 7HEILICH O] &
CIEHAHIE ALF| 1 AL gio| EIELICEH XtAMIEH LHE 2 Curl & ALO|E O

Mg AM5HH curl2 &
M CF2 Curl O 0| X

wget --no-check-certificate

wgetO| --no-check-certificate Seia 2t &H MM TLS QIEM ZS0| HIEHstELIC.
KEMIEH LI 2 GNU & ALO|EOf| M CHS Wget O+ H[O|X|E & EFHAML.

ZiEl 0|4 Li OS miZ|X| G| O|E{H|O]& A7 = ¢l

(® Note

Ol AAte| AMZtE S22 JE Lot

S A 7| X| Clo|E{H|0| A & X|7{5tEd ZiE|o[Ld o[0|X| AZ Ef|o{o HA| QHEEIE AZSHE
S0| E0{&LICt. o|2{Er Cl|o|E{H|o|A = ZiE| ol Y= BHAH oA 22 Fo{of & LICH.

N[O

OS m7|X| cllo|E{H|o| A0 CHEF M7 HAt= CHE TZ[X| 2FEIXtod| CHa X[24EL(CH

Alpine I 7| X| 7|TH(APK)

K| == Dockerfile Z4AF 775


https://rpm-software-management.github.io/rpm/man/
https://man7.org/linux/man-pages/man5/yum.conf.5.html
https://man7.org/linux/man-pages/man8/yum.8.html
https://curl.se/docs/manpage.html#-k
https://www.gnu.org/software/wget/manual/wget.html#index-SSL-certificate_002c-check
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MR[E AZEQo{of CHsll APK 7| X| ZE[XHE AFE St ZE|0| O|O0|X|= HE S0 APK A|AHE
ool MHEIX| §E =5 sfioF BLICH RtAM[EH LHE 2 Arch Linux & ALO|E 2| APK ZfE| A|AE mhd M

=RER-ELY T
Debian Package Manager(DPKG)

Debian, Ubuntu EE = Distroless 7|8t 0|0|X|2F Z 0| DPKG I{Z|X| Z2|XIE A& 35t= ZAE|o|L{=
Efl0|L{ 2= S0i DPKG O O|E{H|O| A 7F M7 EIR| k= X| & QlaloF FL|CH REAIEH LHE 2 Ubuntu
Y AFO|E Q| DPKG EE| A|lAH! Il MBEME & XSHAIS.

RPM I{7|X| & Z|XHRPM)

Amazon Linux E£= Red Hat Enterprise Linux2t Z 0| RPM Z{ 7| X| & 2|X}(yum/dnf) & AtE5t= ZE]
Ol{= ZH|0|4 2= F0f RPM | O|E{H|O|A T} M HE|X| 2Lt =XK] & Ql5HoF & L|Ct REMIEH L2
RPM & AIO|EQ| RPM Z 2| A& It MHEME F XM L.

Amazon Inspector 2ZHE A& 5104 AFE XL X|& CI/CD TpO[Z 2t Q!
=51 AHA
OoOH OO

Cl/CD &5 Moi Amazon Inspector CI/CD £2{12I2 A& &= = A< Amazon Inspector CI/CD
ZO212 AF85HE 20| E4&LICH ClI/ICD £F Mol Amazon Inspector CI/CD £2{QI2 A& £
e 742, Amazon Inspector SBOM A437|2} Amazon Inspector 271 APIE &7 AL 3104 AL R} K|
M CIICD &2 MdE &= A&LICt Ct& HH M= Amazon Inspector AZH1H AFE A} X&) CI/ICD
mto|=Zztel S&S Mdsts Yol CHal A=EEL(C.

ok

® Tip
el o 2 SBOME MMstn AZHSE{= 4

(Sbomgen)& At&35toq 3B A9t 4THHIE THLE

Amazon Inspector SBOM 2441 7|
o

o
=)
= A&LICH

1EA. 715 AWS 7AH[E

Amazon Inspector 271 AP10]| CHEF HAMAE AWS AY MBSH=E FHELICEH RHME LI8=2
Amazon Inspector CI/CD S& 2 AISSt=5 AWS AN MYt

fl

2E+A|. Sbomgen HFO|LAZ| A%

Sbomgen HO[|L{2|& XI5t FHELICH XtME HE = Sbomgen HX[E FHESHAR.
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https://man.archlinux.org/man/apk.8.en#System_files
https://manpages.ubuntu.com/manpages/trusty/man1/dpkg.1.html#files
https://rpm-software-management.github.io/rpm/man/rpm-common.8#FILES
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/cicd-custom.html#generate-scan-sbom.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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3E7|. Sbomgen AFHE 57|

Sbomgeng At& 301 AZH5tEd= 7] O[L4 O[Ol X|ofl CHEt SBOM ZtUE A &dgfLICt.

CtS & A8 E &+ U&LICH image:ide AZHE O|0|X|2| O|E 22 HIZLICEH
sbom_path. json2 SBOM £EH 2 MEE ¢|x|2 HiELICH.
o[ A

./inspector-sbomgen container --image image:id -o sbom_path.json
4Et7A[. Amazon Inspector A7H API 21 5 &

%8 EDME A

OK
il

5t04 MM =l SBOME AT L

fok
1)1
i

a0

inspector-scan APIE 2HXo =2
Ct.

CtZ ol E MEE &= /U&LICH sbom_path. json2 OE?J CycloneDX £ & SBOM I} 49| |{X|Z Ht
2 L|CH ENDPOINTE AWS 2|7 $H&l QIS Elo| API JIEZQIE R HIELICH REGIONE Y 2|Xo =z
HF = L|C}.

ol A|

aws inspector-scan scan-sbom --sbom file://sbom _path.json --endpoint
ENDPOINT-URL --region REGION

AWS B L A= ZQIEO| MA |52 2T A A=XQIES HESIMLR.

(® Note
SEtHIQL 4EHHIE HIHE B20lE Ol BHHIE R ZSHM2.

--scan-bom Zci1E AI835t0o{ B HRIo = SBOME MMStT AZMEHLICEH

CtS & MEE = U&LICH image:ide A7HE O|0|X|2| O|E2E HFELICH profile2 Y =
2ot HELICH REGIONE sHY 2|2 HiELICE /tmp/scan. jsong tmp CIEEZ|0]| U=
scan.json It ol 2|{x|2 Ht&E LICt,

0| A|

3EH7|. Sbomgen A2 5t 217


https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html#inspector-scan-endpoints
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./inspector-sbomgen container --image image:id --scan-sbom --aws-profile
profile --aws-region REGION -o /tmp/scan.json

AWS B L AEZQIES| MAM FSE2 2|8 L A= ZQIEE XA L.

APl £3 4
Amazon Inspector 221 API= CycloneDX 1.5 &4 E=&= Amazon Inspector ZAt Z3t JSON S £ F|
M HIME £33 4= QE&LICEH --output-format ZCiE AFE35t0{ 7|27 S HEE = UE

L|ch.

CycloneDX 1.5 &4 £249] of

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
Ilvaluell. Illll
I,
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
Ilvaluell. II@II
I,
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
Ilvaluell. II@II
I,
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
Ilvaluell. II@II
15
"tools": [

"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
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02
x

}
1,
"timestamp": "2023-06-28T14:15:53.760Z"
I
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",

"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.

"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"

}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",
"id": "CVE-2021-44228",
"source": {

"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
I
"references": [
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
}
}
1,
"ratings": [
{

"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"

iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",

1||’
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"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"

.
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
},
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
.
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
},
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00:00+0000"
.
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
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M

2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"advisories": [
{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
.
{
"url": "https://support.apple.com/kb/HT213189"
},
{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/"
},
{

url": "https://logging.apache.org/log4j/2.x/security.html"

"url": "https://www.debian.org/security/2021/dsa-5020"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"

url": "https://www.oracle.com/security-alerts/cpujan2022.html"

"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"url": "https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"
.
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"
},
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"url":

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/ ™"

}I
{

"url":

"url":

"https://www.oracle.com/security-alerts/cpuapr2022.html"

"https://twitter.com/kurtseifried/status/1469345530182455296"

"https://tools.cisco.com/security/center/content/

CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"

}I
{

"url":

1,

"created":
"updated":
"affects":
{
"ref":
}
1,

"https://lists.debian.org/debian-1ts-announce/2021/12/msg00007

"https://www.kb.cert.org/vuls/id/930724"

"2021-12-10T10:15:00Z",
"2023-04-03T20:15:002",
L

Ilcomp_lll

"properties": [

{

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

iy

"amazon:inspector:sbom_scanner:exploit_available",
"true"

"amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"2023-03-06T00:00:00Z"

"amazon:inspector:sbom_scanner:cisa_kev_date_added",
"2021-12-10T00:00:00Z"

""amazon:inspector:sbom_scanner:cisa_kev_date_due",
"2021-12-24T00:00:00Z"

.html"
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{

"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"

Inspector @Al £34 of

{
"status": "SBOM parsed successfully, 1 vulnerability found",

"inspector": {
"messages": [

{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."

}

]I

"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": 0,
"low": O
1,
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
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2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",
"references": [
"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html”,
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRukKNEbd",
"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@07.html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z",
"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": '"NVD",
"severity": "critical",

"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
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"cvss2_base_score": 9.3,
"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

},
{
"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,

"epss": 0.97565,
"exploit_available": true,

"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"

1,
"affects": [

{

"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-

core@2.12.1",
"fixed_version": "2.15.0",

"path": "/home/dev/foo.jar"

Amazon Inspector Jenkins E22{1Q! A

Jenkins E2{1 212 Amazon Inspector SBOM 2437| HFO|L1 2|2t Amazon Inspector A7H APIE At

8301 HE ZE Al #AME ETME B2 E b Z Mof YIFHE ZAtetD sHEE &= /U&LICH
Amazon Inspector Jenkins Z241212 A& 3tH Jenkins IHO|Z 22104 Amazon Inspector F|2F4 A
Rlofdof =0 AlZtTof et mho|Z Rl Aldo AT 5L

HE FIHE = &LIct E B X|E F<
& LICt. Jenkins Z2{a Q19| |4l B
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AlTH3I =2 Amazon Inspector 2k AHE e
Jenkins O Z 2| 0| A (https://plugins.jenkins.io/amazon-inspector-image-scanner/) 0| A & Q1&
Mot |C}
=2o0oH-H
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o
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o
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285

Jenkins Z2412!


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#sbomgen-supported
https://plugins.jenkins.io/amazon-inspector-image-scanner/

ol
nx
0%
x

Amazon Inspector — At

/A Important
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Kindo{| A1 AWS CredentialsE AEHSHL|C},
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ZF7+8t CtS Rung MEHEFLICE,
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ZZMEH Y= EHAHE F715H0{ =04 Amazon Inspector AZH F 7}

1. 7 10| X|0{| M Build Steps7tX| OFEHZ A E 3504 Add build step2 MEAEIL|CH O3 CHS
Amazon Inspector Scang MENEHL|C}.
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2. % 7tX|inspector-sbomgen A x| &8 (Automatic E£= Manual) S| A MEAELICH XIS SMS
A5t Ee{12l0| %[ HHEES CIREEE = QJ&LICH Eet g4 2[4 &4, 2ot UO|0|E

9 1 $30| QUEX| BQIBtLIC
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piN

HT 9| Inspector-sbomgeng CH2 2 =5t2{ Automatic2
M = CPU OIZ7[HIME RtS2 2 HX[EfLICH

rlo ﬁo
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O mo  of

IT 4o
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o
o

|5 Amazon Inspector SBOM 444 7| HtO|LHE2|& M stE{T ManualE M
MENSHE 42 0|0 CH2 2 = 8t Inspector-sbomgen H{X 2| M&l| HZ

2 o
‘{fkrzkz
¥

>.
=~

8t LI 2 Amazon Inspector SBOM 4437|104 A Amazon Inspector SBOM 2444 7|(Sbomgen)
E XSt 2.
2 2t=2304 Amazon Inspector 270 &= EHAH| 2482 2t= & LICH

OlO|X| IDE YUFLICt ol0|XlE 24, 7 == of7t0|E 2IRof /g = U&
x| O|&2 Docker O|& X|HE 7=l wetoF ELICH LHEH O|0|X|E EMdte B
12

melo|l Z= & MSstMK. ctE ol0lx|& oAl o|O|X| ID B2 2 & Z stk

= Lict. olO
< 04| &t tar
i. E2ZEE 4 7HE|0|Le] B NAME[ : TAG|@DIGEST]

i. tar ZtYo| AR /path/to/image.tar

A2 HEE 2 AWS EIE MEfEfLICEH

(MEH AL ET M OlE|HE 0|0 = T2 HA Sof MAE olE[HE Q| A2} K| 0|5
£ Q=2dgtLICt O|2 S35 0|8 15 AlYEstn elg = U&sLCh
£ 5tLt o|4 X|™EtLicE =3 7|2 2l

(MEH AL m AL 7|0l M 22001 M X efe CIHEE]
of aZHet L7t gie CIAMEE|el E2 0l EME IedstM 2.

(MEH AR Docker E9F Q1B 753_‘?'__°_I A< Docker AFEX} O|F2 MEHFLICE Z4E[O|L4 O[O

i.  (MEHAFE) AWS XHZ3 ZHO|M IAM ALSAHE 7[Bto 2 QIS E Rt AWS BEHE2 XY
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g. (MEH ALE) F b LA ZL EEEHE MEIEILICE Ol SME ALSstH AZME F ol US
Zitste 39 YETL AIfS=X| iR E 2ol = JUeLch 2 & 2t0| ot Z oM AZHE|
£ FaM of 2HAQI0| HETH MBELICH EPSS Mo AR 42 0~1Y = /JU&LICH &
et F|f Mol gf2 =5t UET Auist D EPSS M7t 2tEC 2 2 E CVEZL 2&
ol EAIELICE

4. xag e,
Jenkins 41913 mO|Z 2} QIZ AtE5t0] L =0 Amazon Inspector AZH F7}

Jenkins 419184 T O|Z 2t Q1E AFE5t0 At&S EE= =852 E =0 Amazon Inspector AZHE FIHE

= A&LIcH

SBOMGen M1 mlo|Zz}2l

mo

ASo=Z CI2EC5e{H

« 2= 0f Amazon Inspector AZHS F7t5t2d{H CHS H|X| +E2 AFSELICEH IMAGE_PATHE O|
O|X| B2(0d: alpine:latest)E, TAM_ROLES 12 H M 78t IAM & 9| ARNSE, ID=
Docker At73 S ID(ZZI0|E] BIZX|EZ|E AIE5lE BR)E HIELICH MEfXo 2 F[oFy A

2 gdststn Zh Az ol i 2k 2 XIEHE = U&LiCch

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step(L
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"’,
archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests
iamRole: 'IAM ROLE', // IAM role ARN for authentication
credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to

exclude from scanning

// Vulnerability threshold settings (updated parameter names)
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threshold

thresholds

issues

build

SBOMGen 1213

isSeverityThresholdEnabled: false, // Enable/disable build failure on
vulnerability count

countCritical: @, // Max critical vulnerabilities before build fails
countHigh: @, // Max high vulnerabilities before build fails
countMedium: 5, // Max medium vulnerabilities before build fails
countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

epssThreshold: ©0.7, // EPSS score threshold (0.0 to 1.0)

// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in

// NEW FEATURE: Auto-Fail CVEs - always fail on critical security

isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail

1D

Moo|ZzplQle #4502 CIREE5E{H

« =0 Amazon Inspector AZHE F715tE{H CHZ oA FES AASELICtH. SBOMGEN_PATHE

SEFA[O A 4

A X8t Amazon Inspector SBOM M417|9| ZE 2, IMAGE_PATH= O|0|X| ZAZ(04:

alpine:latest)E, TAM_ROLE2 1&t7H|0f M 43t IAM & o] ARN2E, ID= Docker AtZ3
S ID(Z2to|Y EIZX|EEIE MEFle E9)E HtELICH MEiMo 2 F|ofd UHAH|ZtE -5t
st 2t alZt ol CHEh gt XIEE &= /JU&LICh

(® Note

Sbomgeng Jenkins CIZE{Z|0] Hi x5t £2{2219| Jenkins CIRIE|Z| B2 E MIELICH
(H: fopt/folder/arm64/inspector-sbomgen).
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pipeline {
agent any
stages {

stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"’,

archivePath: 'IMAGE_PATH', // Path to your container image or tar file
awsRegion: 'REGION', // AWS region for scan requests

iamRole: 'IAM ROLE', // IAM role ARN for authentication

credentialld: 'Id', // Docker credentials (empty if public repo)
awsCredentialId: 'AWS ID', // AWS credential ID for authentication
awsProfileName: 'Profile Name', // AWS profile name to use
sbomgenSkipFiles: '*.log,node_modules,/tmp/*', // Files/directories to

exclude from scanning

// Vulnerability threshold settings (updated parameter names)
isSeverityThresholdEnabled: false, // Enable/disable build failure on

vulnerability count

threshold

thresholds

issues

build

countCritical: @, // Max critical vulnerabilities before build fails
countHigh: @, // Max high vulnerabilities before build fails
countMedium: 5, // Max medium vulnerabilities before build fails
countLow: 10, // Max low vulnerabilities before build fails

// EPSS (Exploit Prediction Scoring System) settings
isEpssThresholdEnabled: false, // Enable/disable EPSS-based failure

epssThreshold: 0.7, // EPSS score threshold (0.0 to 1.0)

// NEW FEATURE: CVE Suppression - ignore specific false positives
isSuppressedCveEnabled: false, // Enable CVE suppression feature
suppressedCvelist: '', // Comma-separated list of CVEs to ignore in

// NEW FEATURE: Auto-Fail CVEs - always fail on critical security

isAutoFailCveEnabled: false, // Enable auto-fail CVE feature
autoFailCvelist: '' // Comma-separated list of CVEs that always fail

D
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}
}
}
Z{aQloz= 2ok Fofdg grElstr| @IEt §40| ZE |0 U&LICH

Ax|E CVE 558

AZHS MHIHE AR IBH0] Ol #9432 EHRIE 4 2UaLiTh 02 2E 0| UEE BRIl AT S
SHE4Et EAIEIX| o 220 748 4 aLich

isSuppressedCveEnabled: true,
suppressedCvelist: 'CVE-2023-1234,CVE-2023-5678"

|27 shed Yot AlTfshex| 2OlE o S& CVES RAIELICH 2F S siZE Hoola x| =2
of Q&S Z7taHoF BLICH Ol #(2F 42 SX| S B0l F7H3H FOIZ CVEE 04TH3| Hot 2 1 iof
gt

isAutoFailCveEnabled: true,
autoFailCvelist: 'CVE-2024-9999'

Ol 5t B adstet Mol BAIRI0| B4 WET MuBLICH HEsME o s M 2917t g2
2ot 2x0f CHEHME! Ol SH2 Madshol BLICH O] SH2 Hotg JrHststy| 9Is CHE BE UA
2t AmS RpE ol

7Et7|. Amazon Inspector Ff4 2 1A = Q|

1. ZZHEO| A E=E k735 |C}.

2. HEJ 2 ElH AnoM E3 FAS MEFLICH HTMLE MEistH 2142 JSON SBOM
£ CSVHHUES OREEE =+ = SMO| MSELICH &2 HTML E M2l of 2 LCh.
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( Download SBOM )( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. J

Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar sha256:5977be310: daf7’

Vulnerability by severity
Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component
CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_ 147

CVE-2022-4450 High ine/openssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openss|@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium ine/openss@1.1.1g-r0' _648distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7

(® Note
Z£2{302I2 o™ ml2tO|E O|§ 2 KIHEE O AJEIEE AT &= U&LICH ag Lt
220/ ol2{3t uf2t0|E{E 214 matolE|2 Hool= stets Zmot EAIELCH ofE S0
isThresholdEnabledE Al835t= A< metO|E{E isSeverityThresholdEnabled2
UCllolEstetes A7t EAIELICH

CHE 2 Jenkins& Amazon Inspector 271 Z22{1212 ALSE M H4e = U= E 7ix| el 2
Fuch.

ANAEB5H=ZE Al EEsts o2 2F

QF:

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

HIEH
o H

ol
==
X

AWS 7|’d0{| aws_secret_access_key CH3ll aws_access_key_id X & 7tX{SLIC}
aws_access_key_id 2! aws_secret_access_keyE ~/.aws/credentials0i A& gLICH
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tarball, 2Z EE= 74 AA0|M 0|0|X| 2= AlTH

=.
L

2024/10/16 ©02:25:17 [ImageDownloadFailed]: failed to load image from
tarball, local, or remote sources.

@ Note

O| 2 F = Jenkins E2112l0| ZIE||0|L4 O|O[X[E &4& + Si7HLF, Docker A EI0{ Al ZAE|O|LA
O|OIXKIE & & + gi7Lt, &3 ZH|O| BlX|AE 2|0 ZE|O|A O|O|XIE &E =+ = B
FAHS o

=]
=
ol g = A&t

« Jenkins £ 2! AL XA AZHSte{= o|O|X|of CHEF 17| HEHOo| U&LICH.
« AZH5tE{E 0|0O|X|7}F Docker @UTIOf| Q4&LICt.

« 274 0|0|X| URLO| Zd&rstL|Ct.

f
A BIx|AEE|of CHelf QB EIRELICHBHE stE B2).

Inspector-sbomgen A2 2F

R

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

HH.
=i

H

ol
[
ox

CtS Axtol et EXE siZ Lok

1. Jenkins C|ZE{2[0| 2HFIE OS OF7|E®] Inspector-sbomgen= HHX| & LICt XtA|EH LHE 2
Amazon Inspector SBOM M437|8& & X 3IAM2.

2. chmod +x inspector-sbomgen BZEE AFE5t0q HiO|LAZ|0l| A” THEHE Fo4ErLCt.

Mo
2
glz
I
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3. EH{aelof 2HIE Jenkins Ml B2 E MISELICHO: /opt/folder/arm64/inspector-
sbomgen).

4. T MEST Jenkins 22 AlSErL|CH

Amazon Inspector TeamCity Z 2412 AF2

Amazon Inspector TeamCity Z2{1 212 Amazon Inspector SBOM 4437| HIO|L{2|2} Amazon
Inspector A7H APIE At8350{ EE B A| 4 AME EOME M2 2 X Tof /&2 ZASt

0 ZAE £ Q&LICH Amazon Inspector TeamCity Z2{1912 A& 8 TeamCity IHO|Z 2}210]
Amazon Inspector F| AZME FIHE = JU&LICH E3 BX|E FFHo| =9 alZtof 2} m}to|
z ol Aglof HZ &L AIHst =S Amazon Inspector 24 AZHE 448 4= &LICEH Amazon
Inspector TeamCity Z241219| Z| &l HE2 TeamCity OFZ!Z 24| 0| A (https://plugins.jetbrains.com/
plugin/23236-amazon-inspector-scanner)| A 2 Qlgh = & LICH Amazon Inspector 2ZHE CI/CD

={1=
oto|Z2tRlol E&5te AFAIEH 42 Amazon Inspector AZHE CI/CD IHO|Z 2 Q0] S8 & X35l
M. Amazon Inspector0i| M X|25t= G AMA L Z2 T2 Y 2o SE]E2 X[t 2 AA 2 =

Z i 210{E 2 XML, CHS B7HI0iAHE Amazon Inspector TeamCity Z22{1218 MAeE &
ol CHal AHEELICt.

L

1. B MJ™ELC AWS HH.

» Amazon Inspector AZH API0{| CHEF HMHAE 51&5t= IAM HE AWS AH 2E F/9gLIct
X|El2 Amazon Inspector CI/CD S &2 ME3IE=8 AWS A A MME XM L.

2. Amazon Inspector TeamCity Z2{12!2 M x|&LICt.

a. CHAIEEO|M 2| > Z2{a9leZ o|SELCt.
b. Amazon Inspector 2712 Z4 At |C},
c. Zf{aelg gx[guct

3. Amazon Inspector SBOM A 7| AMx|&LICt.

« Teamcity Mt C|2E{2[0il Amazon Inspector SBOM 4437| HtO[L{2|& M x|&LICt. K]
Sbomgen HX[57| MME FZSHMR.

o
rlo

4. Amazon Inspector 27ZH BlE CHAE =2 M Eof FJ}EhLC}.

a. T Ho|x|o{ M Build Steps/t x| ol2f2 A3 E 5104 Add build step2 AEHEF C}2 Amazon
Inspector ScanS AMEHEFL|C}

b. CIS ME HEE 295104 Amazon Inspector A7H Bl= EHHIE FAEFLICY.
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C.
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Step name2 F7+&LICtH

£ 7tX] Amazon Inspector SBOM 47| Ax| & (Automatic == Manual) S 04| A{ MEH

gLt

« Automatic2 A|AE] & CPU ot Z7|E Ao 2t =[4l BT 2] Amazon Inspector SBOM 4

g7|& 22 EF Lo

« Manual2 At&3t2{ O|Tof CH2 2 =8 Amazon Inspector SBOM M&7| HHTQ|

B2 E KXSalioF gLch.

RtAMIEt LHE 2 Amazon Inspector SBOM ‘43 7[0 A4 Amazon Inspector SBOM 2437

(Sbomgen) MX|E HZEAM L.

0

o|O|X| IDE YELICt olO0|XlE 24, 7 == of7t0|E 2[R0l /IS
O/X| Ol 2 Docker O|& XIS =2 [Hetok & LICH LHEEH O|0[X|&§ &
tar It UO| Z= & XM SstMlR. CtS ol0IX|E oAl O|OIX| ID B== &=

c RPEE ¥A 7

71E]| O|L1 2] Z3<: NAME[ : TAG|@DIGEST]
e tar ItYO| ALR: /path/to/image.tar

I

|48t +~& =16t H
ool He7t 3Lt
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A5 E AUFLICH ZE|o]

IAM @3gto| A 1EHAH 0| A 5 2380l ARNS =T LICEH

A 2HE HH AWS 2| MENBHLC.

(MBS ALE) Docker @15 2| 3 Docker AHE AL O|& 1 Docker

L4 o|O|x|7t =z2to|t! Z|ZX|EE[H U= BBt O] 22 =™stM

(M4 ALEH AWS B0l AWS HAIA 7| IDSHAWS ot 7|8 I24gtL|Ct X2 AWS B
2 7|8t 2 Q&= d<oltto| 2ds sdg Lt

(MEH ALE) AMZEE e F|ok M QUAHIZLE KIHELICH AZH B0 X
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( Download SBOM )( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. ]

Information

Image name Image SHA

file:///Users/naveshal/Downloads/alpine.tar ha! 7be3

Vulnerability by severity

Critical High Medium Low

1 4 2 0

Al vulnerabilities (7)
Vulnerability Id Severity Component

CVE-2022-37434 Critical i ib@1.2.12-r1?arch: _64&di 14.7

CVE-2022-4450 High i P 1.1.19-10 h: _64&distro=3.14.7

CVE-2023-0215 High i Pe 1.1.1g-10’ _64&distro=3.14.7

CVE-2023-0286 High i P 1.1.19-r0 hs _64&distro=3.14.7

CVE-2023-0464 High i P 1.1.19-10 h: _64&distro=3.14.7

CVE-2022-4304 Medium it Pt 1.1.1g-r0 _64&distro=3.14.7

CVE-2023-0465 Medium i P 1.1.19-r0 _64&distro=3.14.7

GitHub =41} & 74 Amazon Inspector AHE

Amazon Inspectorg GitHub actions®t &7H Al&3t04 GitHub %3 & Z0{ Amazon Inspector F|2f 4
AME F71E £ Ql&LICH o] E8{2 212 Amazon Inspector SBOM M 437]2F Amazon Inspector
AZHAPIE ME5I0{ HE FE A Mt ETME HE52E Hix Mo /IS ZAetT A
= AgLct EB B X|E Ftgo| eof Mo et TEEE HE5HHL HIHEHE S Amazon
Inspector A AME T HE £+ Q&LICH Amazon Inspector 2Q49| %4l HE2 GitHub & AHO|
Eoi|M =elg = U&LICH Amazon Inspector 2ZHE CI/CD IHO|Z2}Q10f| S & 6t= AHAlEH &2
Amazon Inspector 2ZHE CI/CD utO|ZEIQlof S&& HESIM L. Amazon Inspectoroi M x| &=
i

=
P AN A z2aefd Hof F52 X2z 2E AAH 2 =208 21018 HZstML.
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GitLab 7 242} &7 Amazon Inspector AFHS

Amazon InspectorE GitLab CI/CD T+ 2 42} &7H AF& 3104 GitLab Z 2 X E0f| Amazon Inspector
FFE AME FIHE £ Ql&LICt o] E2E{2 22 Amazon Inspector SBOM 24 417|QF Amazon
Inspector A7H APIE AtE5t0 EIE B2 Al &AME ETME MEst2 2 HiZ Mof !IRS ZASt
T AE = UsLICH E8 B X|E FAEo| o alZtrof et FIEEE HBst7-{L AIistE
£ Amazon Inspector F M AZHE FHE = UELICH Amazon Inspector 743 49| Z| & HEHR
GitLab ¥ AtO|E0|M &l £~ Q&LICH Amazon Inspector AZHE CI/CD ItO|Z 2 Qlof| S8 st
REMIEH 2 Amazon Inspector AZHE CI/CD ZHO|Z 2 Rloj| S & & & Z35HMIL. Amazon Inspector
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https://github.com/features/actions
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
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https://github.com/aws-actions/vulnerability-scan-github-action-for-amazon-inspector
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https://docs.gitlab.com/ee/ci/components/
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://gitlab.com/guided-explorations/ci-components/aws/amazon-inspector
https://docs.aws.amazon.com/inspector/latest/user/scanning-cicd.html
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ZAMotD HAER = U&Lct £ B X|E FoFgo| ot Mo 2t HTEEE U3 5HHLt AT)
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CodePipeline®| A Amazon Inspector AZH Q4 Al

?|3EZE AWS CodePipeline 0ff F[F4 AZHE F7151040] A Amazon Inspectorg AIE & = U&L
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"Effect": "Allow",

"Principal": {
"Service":

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"

1,

"Resource": "*",

"Condition": {
"StringlLike": {

"gq.amazonaws.com"
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"kms:EncryptionContext:aws:qdeveloper:lambda-codescan-scope": "account-id"
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"StringEquals": {
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"aws:SourceAccount": "account-id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",
"Principal": {
"Service": "g.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account-id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:qdeveloper:Region:account-id:scans/*"

"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:GenerateDataKey"
1,
"Principal": {
"AWS": "role-ARN"
I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "inspector2.Region.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:qdeveloper:lambda-codescan-scope": "account-id"
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{
"Effect": "Allow",
"Action": [

"kms:DescribeKey"
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1,
"Principal": {

"AWS": "role-ARN"
.
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": "inspector2.Region.amazonaws.com"
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)

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"
]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

]I

"Resource": "*"

5 & Amazon Inspector 2|AA0] CHEF A HAM|A 5
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "inspectoxr2:*",

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {

"StringLike": {
"iam:AWSSexrviceName": "inspector2.amazonaws.com"
}
3
}I
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

3
]
3
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Instanceldentification”,
"Effect": "Allow",
"Action": [
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"ec2:DescribelInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
]I

"Resource": "*"

}I

{

"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"

1,

"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectoxrScan': "*"
}
}
}I
{
"Sid": "CreateSnapshotsAnyInstanceOxVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
},
{
"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",
"Action": "ec2:CreateSnapshots"”,
"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion’: "true"

}

}

}I

{

"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
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"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
}I
{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedFoxrScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectoxrScan': "*"
}
}
}I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

HEI= o d 5 A8
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"StringEquals": {
"aws :ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecxryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
}I

{
"Sid": "DecxryptSnapshotBlocksSnapContext",

"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
},
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms :EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
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"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
{
"Sid": "ListKeyResourceTags",
"Effect": "Allow",
"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"
}
]

MH|A A HE2 =502 e TR It gi&LIct AWS Management Console AWS CLI, EEE
1 A

AWS API0{ A Amazon Inspecto

Amazon Inspector0| A{= AWSServiceRoleForAmazonInspector2Agentless ‘I |& A4 g
£ HUSIT T 3185t X| i &LICH MH[A A4 de S et Folls ChYE 7HAM7F g S HEg £
A2 B E A 0|ES HAE = &LICH 2Lt IAME AL85to] g ol dHE WEE = JU&LICH
REMEF LI 2 1AM AL DB MO MH[A A4 g HES FXRSAL.

OIOIME Gl AZIS 9Bt AHIA @17 42 Axl

MH|A 44 dgo| Eedt &4 T MH|ATHH ol EHe gie dRoe s dge Axss A
ol F&LICt MetM MaMez ZLEZ S 7HLE RX(ISHK| &f= OIALE E|E|7L =S = LI

/A Important
AWSServiceRoleForAmazonInspector2Agentless Q&S Atx||5l2{™ o 0|ME Qi
AHE AEE £ e 2E EITM A7H ZEE of0|ME 7|22 MH sl of &Lt

IAME AH85H04 £ S22 MHlA 9478 9f8r2 AR 5E{Ed Cf

o
m|o
o°="
kel
-_>L

kO

HEI= o d 5 A8

370


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Inspector — A8 YA

IAM 2& AWS CLI, EE= AWS APIE At&3t0{ AWSServiceRoleForAmazoninspector2Agentless Ad
HIA 0143 A2 AXIFLICH XEMIEH LEE 2 1AM AFE AE Mo MH[A 94748 238 ATK|E & ZHA

L.

>
Rll
=
Qv
[

Amazon Inspector At74 & 3! HA

CtE HEE AP%%N# Amazon Inspector &/ IAMS 2 =gt [ & ME o~ = LAl EXE TIT
sto =™E £ JUsLct
=H

o LH QIR 9| AHEIO LH Amazon Inspector 2|AA AWS AT o] BMASIES 51835t 0 Al&LICH

Amazon InspectorOi| M S e HeH0| i

AUS Y Heto| Qittes QLRI EAL|H ZHUS Y = UL E YA S Ud|o|EsHofF & LICH.
CtZ 2| oAl 2 F = mateojackson IAM AL X7t 2& 2 A& 510 7t my-example-widget 2|4

o
A0 CHEF MR HEE 2241 3 K| 7HA inspector2:GetWidget 80| Q2 ol A& L|Ct.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetWidget on resource: my-example-widget

o
>.

OI AL, inspector2:GetWidget ¢

Af I835l04 my-example-widget BIAAN| HMAE = Q)
£ mateojackson AL A HAMES UO|0|ES

|Esf{oF grL|ct.

o i

T 20| Zedt AR AWS ZE|XKto|H 2o|5tM 2. ZEIXte 291 A1Zd ZHE N2 8H AFRFIL|C}.
iam:PassRole2 &5t 5 QIS L|X| &S

iam:PassRole &g +~8list &=
HEE = U HAg HOIo|E

(0]

M= M AMHIA 98 = MH|A HAZE JgE dEstE Cldl 71E HE S s A
| 2040

& LICH O|% 7| 524 &2 AMH|Ao| MEE HEto =1

T
>
2
2
L
o
1
7'0 o

CtE o 2 ®= marymajor2h= IAM ALERI7F 2& 8 AFE 3504 Amazon Inspector0i| M EfAIE
TStEd T St= Aol e LICh St XITH &S +=~SHE{™ AH|A HFE 0| 2048 HEHO| MH|A
ofl {040 BLICt Mary= AH[AO| Q&S MY HEHo| gi&LCh.

A 4 371

Ho


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

0o
1z
0%
x

Amazon Inspector — At

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ok

Ol 2%, Mary7| iam:PassRoleXf ¥ g A& = UL S Mary2| EHE 0| EsHoF & LICH.

0

T 20| 28 B2 Aws ZHE[RIo A EolstMe. #rElxte 23] A4 ZHE S eh At Lot

LH Q|5 2| AFZFO| LH Amazon Inspector 2IAA AWS H X of HMASEE SHEstD 4
&Lt

REMIEF LIS 2 CHE 8 & xR,

- Amazon Inspector0il M 0|28 E42 X|5H=X| 0{EE 2otE 2{T Amazon Inspectordi A IAME
Ag3tE B Mg BESMIR.

« &% AWS AIY Brol 2l4A0] CHEE HMA HEFE MESche SHE LotEEH IAM AIE HTMO|
AR CHEO| IAM ALS KLU A HAMA HEH M2 FHZE AWS AHE SHMIL.

« EFALO]| BlAA0]| CHE HMA HEHE MBsHe WHE LotEE{H IAM AL MM O| EFALZE AWS
A& Agstof CHer HMA Het MES S AWS ANEEZSHAL.

« ID HHYO|ME S5 HMA HEtS MBS YHE LotEE{H IAM AFE MM | 2[F0f A ©

SE ALE R H| HAMA HE MB (D HHE 0| M) B XRFHAMIL.

. ARA AE UL CHE AT BlAA FIH A AS Ol OIS YOHEEAH IAM AS M
Mol IAMO| T EA HH B|AA HMAE FESIMS.

Amazon Inspector 2 L|E{&!

2 LIE{2I2 Amazon Inspector 2! 7|EF AWS & F M 0| , IS E
HEolL|CI. & Amazon Inspector® ZLIE{RIStD, M= BAME 208

7| et =XIE F:E = U= =7 E AWS MBS ELCH.
« Amazon EventBridge= O|HIEE AFE5t0{ OHEE[AH|O|M 7 QLA E &7 &= AWS MH[A
O|EZ &% 7ts¢t O|HIE 7|8t ofZE|F0|1ME o &H *FE £ QY&LIC} EventBridge= OHE

Amazon Inspector 2 L|E{& 372


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html

Amazon Inspector — A AMTE A
2/7110|M, Software-as-a-Service(SaaS) OHZ 2|7 0| M, AWS MH|A 2 ZB2olM AAIZEOIO
EZI2 N33EE MH[AOAM 2 M3t= O|HIEE ZLIE{Z5tD O|HE 7|8t o} F|HIXE 5 =
AAI:I L’ll:l-

« AWS CloudTrail=0i| 2|5 EE=E CHAISHo] -8 E API 5 & 1! #H3d O|HEE ZHX{5H= AWS AH|
AQILICH AWS AH. CloudTrail2 AFEAH7F X|1H 8 Amazon S3 HZ!O| 21 I MEsIEZ2 &

ol

E3HMER U HHEAWS, 3E0| £™-E AAIP FA, SEO0| &M A7|E AlEe £ QlaLCh.

m
>

£ AFE7304 Amazon Inspector APl & £2Z AWS CloudTrail

Amazon Inspector= Amazon Inspector AWS AMH|AO|A IAM AFE A} EE= 38 EE=7 =&FH 2
ol glZEE M335t= AWS CloudTrailMH| A2 S&FELICH CloudTrail2 Amazon Inspector0d| CHEF
ZEAPI Y 3 E£E O[HER ZMELICH HMEl= 2™ EE 0= Amazon Inspector 2&£E2FH
9| A% 2 &3} Amazon Inspector API & ¢dofl CHEH 2| £ Z0| ZEELICH £X g Y435tHH Amazon
Z 33 CloudTrail O|HEE X|&X 22 Amazon S3 HZlof| HIZ & & Ql&LC.
2 720l O|HIE 7|20 M CloudTrail 2& 2| 2|4l OHEE 2 £ l&LICH

CloudTrailo A =8t HEE AME3to{ CHEE &g + A&LICH

Inspector O|HHEE
KX'|° __I.LA'| OI. | o],

« Amazon Inspector01| HHQH

CloudTrailodl CHEF RFAIEE LI 2 AWS CloudTrail At AHAME EXSHMIL.

CloudTrail2| Amazon Inspector &

et AWS AE ol M & ASHELICEH Amazon InspectorOi| A & &S 0| 224 5424
ol A CHE AWS AH|A O|HIEQ} &7 CloudTrail OIHE 0| 7|S ElL|C} 0f A
Hotn T2 2E 8 o UELICH AWS HE. KHAEH LIE2 CloudTrail O[HIE 7|
|1E &Z=MQ.

CloudTrail2 A
sct =2 o

|‘—| |I11 m|o

a2 oHESE B

S A83sto{ O|HE

Amazon Inspector0ll CHEH O|HIEE AWS A X Z & to40f O|HEE X|H ™
MABtLICH CloudTrail2 £%{g AF236104 Amazon S3 HZ!lez2 21 mtY
£oM ENYS MMM J|Exo 2 B E AWS Z2|Fof EYYo] M=EL|C

of U= 2E 2ITe| O|HEE 25t X|IHEl Amazon S3 H{ZICE 21 I} E'

CloudTrail 21 373


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

ol
nx
0%
x

Amazon Inspector — At

CloudTrail 220 M £ZEl O|HIE C|0|E{E F£7t2 BMstT ZXIE F AWS MH|A SIS CIEE
T8 = UGLICH RME BEE o529 FHE FZ5HAR

. EE MM IR

« CloudTrail X| & MH|A 2 SF
« CloudTrailoll CHEt Amazon SNS &l 74
0424 A&l CloudTrail 21 1}l
0424 2|1l M CloudTrail 21 Thel

5 & Amazon Inspector 22 Amazon CloudTrailoll A 222§ LICH. Amazon Inspector7t

+8s 4+ Qe 2 E =Y Amazon Inspector AP| E ZE0f| 2 MEHE[0] A& LICH o & S0
CreateFindingsReport, ListCoverage %! UpdateOrganizationConfiguration 22 %
Hro=Z Z35H CloudTrail 21 mholl 50| MAFL|CH

EEE 23 ¥S0ls 28 MU ALK B8 HEst ZaELC ID HEE 083
2 I F o

- QEE FE MEXE =X otLIH IAM ALERE A BH2Z }EX| 07,
= 2ol AHERIof| CHEF A 2o Xt ZHE AHEsto LHEIMEX| 047

=
. CHE AWS MHI20IAM 2HFE=X| o5

REMIEH LI 2 CloudTrail userldentity 2 A& EHZEFIML.

Amazon Inspector 21 I} &= 0|sH

Eg|dolzt x|ggt s3 HZlol| o|HEE E:L oAz e + UA st= FH LIt CloudTrail 21
ool stLt ol el 20 50| ZeE & UELICH O|HEE ZE AAZRE EHU @FE LIEHY
LICH O|HEN = @EE e, 2] dmt I AlZh 2 nteto|H Soil chigh 2 7F ZefE(o] d&LICh
CloudTrail 21 T} Y2 THEE—! API 2| S E9| FE A8 EP|0|AT} OfLIEZ &7 =AZ EA|ZX]
&Lch

CloudTrail2] Amazon Inspector AZH HE

Amazon Inspector 272 CloudTrail2t &g ElLICt. 2 & Amazon Inspector 271 API 7‘—.*?:1% Ze| o
HEZ 2 Z4ELICH Amazon Inspector?t CloudTrailoll 22 5H= Amazon Inspector 27H API Q49|

£ E 2 Amazon Inspector APl & Z 2| Amazon Inspector AZHE EZFHA|2.

CloudTrail 21 374


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html

Amazon Inspector —

0lo

1z
0%
x

C}2 2 ScanSbom EHA3E H 04 £ CloudTrail 21 & 50| LIEFHH o K| L|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T16:02:34Z",
"eventSource": "gamma-inspector-scan.amazonaws.com",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"

"arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
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"components": [
{
"name": "packageOne",

"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"

]I

"bomFormat": "CycloneDX"

.

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Amazon Inspector ZAF ZA1tEF HE{>I5t24H EE{ EA|E0] "aws/inspector/
ProductVersion": "2"& F7I&fLICt. O] EE= Security Hub CSPM CHA|E =04 A
Amazon Inspector Classic Al Z1E A&},

Amazon Inspector ZAF 221} of A

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z",
"LastObservedAt": "2023-05-04T18:18:437",
"CreatedAt": "2023-01-31T20:25:38Z",
"UpdatedAt": "2023-05-04T18:18:437Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

3,
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {
"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}
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"ProductFields": {

"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instancelId": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"
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"RecordState": "ACTIVE",

"Vulnerabilities": [

{

"Id": "CVE-2022-34918",
"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {

"Name": "NVD",

"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",

"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z2"
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},
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"

},
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]
},
"ProcessedAt": "2023-05-05T20:28:38.8222"
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