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AWS Systems Manager Incident Manager 7+ &4 4

Al F AWS = 2025 118 72 E{ AWS Systems Manager Incident Manager01| CHet &
T o fEE X572 AEM oM 222 Incident Managerdll 22 7|58 f 0|4 F7+5HK]
of 2|L|CtH & Incident Manager2| 2ot 2! 718 oi| A& £XF AWS & ZJ0|H 7|E Incident
Manager ZLZ#2 Incident Manager7} 00| &3t 2l A M HAXOZ MHIAE HE AIRE £

Incident Manager=  O|& MER2 7|5& F7I6tK| o= = QIAEHE E|E |8 CigtE olshste=
30| ZLELICE CHetof CHEF RHAEH LIS 2 B E R ESHAA|20H0[ 1 3[0]M SFLHA.
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AWS Iz zto] 2 EXME 22lstE{™ AWS Systems Manager OpsCenterg M&3t= 0| E&L
Ch AtSsHE Ho|E & SH 7152l B9 AWS HE L HERF HHELI} MSste £FMHE A8t
£ WO0| E&LICH AWS £F M o} F[HIEQ 7|E AE BEIRts &Y 27 Abgol et 7t Mgt &
Mg HUE = A&

DE|{ £F M0 SEst7| /e Ch3 oto|aef|o|M 7Ho| =& AIiE =T &LICH

« AWS Systems Manager OpsCenter2 0}0|12{|0|M
« Jira Service ManagementZ 0O+0|1240|M

« ServiceNowZ 0+O|22{0[4M
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AWS Systems Manager OpsCenter= 0+0|22{0|M

O] 7}O|= & Incident Manager@ OpsCenter 7+2| £ At0|&E 0|ali5t0{ OpsCenter7t 28 27 At
gto A=X| 048 E ZA™S T AWS Systems Manager Incident Manager0i A OpsCenterZ 0O}0| 17|
O|Mste= WS M3 st= ol =&o0| ot

7|52l AWS Systems Manager OpsCenter= 2 I X|L|o{et IT METH7F AWS ElA AL} g El
H & &= (Opsltems)E 21, TASHT, sHAE = U= 5Y IXIE AWS Systems ManagerA
gFLICH OpsCenter= AWS ZlAA0| F&e Okl EXol WZ A AIZHMTTR)E £0|28 A
H A& LICEH OpsCenter= AMH|A T80 ZX Opsltems &AI5tT EESt5tE & Aol ZF Opsltem,
2 Opsltem Opsltems & &2 2[AA0| CHEE HEIAE T AL O|0O|E{E NS ELICH OpsCenter=
Systems Manager Automation & & £|01 Automation THS 2 A8 350 EXME ZTAtstD SHAE &=
U&LICH MEf L AAHZ OpsltemsOl CH5H XIS 2 MMHE Qo B AME 8 5 Q&LIC Eft

OpsCenter®| Wi A 7|58 AL&5t04 HH ZHol Opsltems S ol ZH2|& 4= Ql&LCH.
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LICt. &, CloudWatch ZE 7t ALARM & Ef7} E|7{Lt EventBridge7t O|HIEE HA| AWS MH|A &t=
O| O|HEE XEIE [ OpsCenterOpsltem2 AHS 22 MM T T Ol2{8 MHIAE #+HE £ U&L
Ct. Opsltems RIS E M5t =5 CloudWatch ZE & EventBridge O|HEE F45tH B 2£0f
MAWS ElAA ZME ASSHA RIEHst D sHAE &= &Lt
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BEM2 nast QIAEHE i 7152 ME2&LCt ol 7|52 =ZI0| AWSS AEIE o Z 2|7 0| M
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424, AWS Systems Manager OpsCenter= 20t 22! Ms X{3l, 2lAA ZHof, e 23 2 AEy
47310} ZH2 day-to-day 28 2ol CiEt 2 %] g5 (Opsltems)2 ZrElstE ol 8 Suct
OpsCenter= Amazon CloudWatch & Amazon EventBridgeE &35 AWS 2|A A%} & & £[0{ Systems

Manager Automation B15 2 A& 304 Opsltem2 XIS 2 MstT =8 = Q&LICt OpsCenter
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7. AEH MR HE X[H Ho|X|ol| M CtE 2 =d'Lct

« AEHO|E - 0|8 24(0: im-migration-infrastructure)

» ApprovalEmail - £¢! 222 &2 o|HY FAE U=4F LICH RequireManualApproval & T}
EHO|E{7} true 2 MHEE Z01 B ALSE).

IsPrimaryMigrationRegion - ABZ HIZ 3l2{= A'Eo| & Bl 2| true@!X| MENS D, O K]
foMHE MEASILICEH false

MEFEFLICH

Dw

8. Ct

%
9. AR M T HO|X[0l|AM CHSS MEAFLICEH

l'|1

Cloud Formation & %=

1MAES M=

CloudFormation 0{f CREATE_IN_PROGRESS &E{7} EA|EIL|CH. AEHO| &ZH|CREATE_COMPLETEZ|H
AEf7F 2 HAEL|CH

(® Note
04E—| 2|01 CloudWatch ZE = EventBridge 7#210| Q= Z4< oto|zelo|lMe =& 3t
= Zt 2|704|0| CloudFormation A B4 HHEZ & L|C}.
AWS XX 7t ChE AH™ HiEZ o B2 5 7H2| CloudFormation StackSetsE At §HLICH

- 7|& StackSet - A™EE & 2|70f CHal IsPrimaryMigrationRegion2 true2 A
- 2 X StackSet - Ct2 2 E 2[T™0i CH3H IsPrimaryMigrationRegion2 false2 AH

x

P

|2.

ol

X|&2 CloudFormation AF2 A A 2|CloudFormation StackSets 2 & X

£ A-&3}10q4 CloudFormation BlZ2!€ HYEZ 32424 AWS CLI

AE el 3 Hmi 2|Tol| Cisl Chs BB S AFSELICH

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail, ParameterValue=your-email@example.com \
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ParameterKey=IsPrimaryMigrationRegion, ParameterValue=true \

--capabilities CAPABILITY_NAMED_IAM \
--region us-east-1

SUS AHo| F7t 2|1™e| ZLRE IsPrimaryMigrationRegionZ MHEELICHalse.

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \

--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail,ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion,ParameterValue=false \

--capabilities CAPABILITY_NAMED_IAM \
--region us-west-2

>
U
0%
i
1]}
o

FQlotedH:

aws cloudformation describe-stacks \
--stack-name im-migration-infrastructure \
--query 'Stacks[@].StackStatus' \
--output text

CHS EtAH 2 FIE3 7| CREATE_COMPLETE Zof| @H2do| ghet= 7k x| Z|CHalL|Ct.
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AlSH A BHE dF Al
= O 1O O 1

& oto|aBold MM E SUE KA EZE WELICH

« A A L& X2 - Incident Manager CHS A& 2 Hez FHE 2 E CloudWatch B2 E=
EventBridge Tt2l2 AMstn 74 7ts8H HIXIZ + :

- T8 SQ(ME AR - 7[2XMo 2= 0to| a0l TI™SHT| Mo 24 A|2H MEH A|Zte 2 HAIX
&0l0| Z8tL|CH Amazon SNS & 2l2 CloudFormation HHZ 01 X|HE O|HY FAZ MESEH
LICH 2 & 742 Amazon S30| ¥4 x| OtO|12l|O|ME 2|lAAS MA SE2 =8 AEE 25l
XE-ELIC} RequireManualApproval € false 2 A4%35t040| EHHE ZAL4E £ A &LICH

- gHd Al gto|ado|M - =8 &2l0| true2 HHE A= &¢2I2 7|CtE Chg 24 748 Amazon
S30f eiedst o Oto|2Ello|Me & gtLICt. false2 MXIS T} 2] 2l olo|aB|o|Me 2 HiZ Z
sHst|Ch
oH .

0x
o
C
[ul

/=3 m2ho|H
=AM 25 CH2 T2t0|E{7F 2Bt
AutomationAssumeRole(E )

CloudFormation AE40{ A IM-Migration-Automation-Role 2443 &S| ARNRILIC}.

ApproverArn(Z <)
oo|1gilo|ME HESHD £2l8 £ U IAM & EF= AR XS ARNQILICH,
S3BucketName(& )

CloudFormation AEHO{| A A A48+ Amazon S3 HHZ! 2| O|E lL|Ct.

SNSTopicArn(Z& %

CloudFormation AEHO{| A A A48t Amazon SNS FX| 2] ARNIL|C}.

MaxNumberOfAlarmsToMigrate 5= MaxNumberOfRulesToMigrate(AEd A&

Bl Aol ool gy|o|ME ZICH 2[AA £=lLICH &8 441, 5, 10, 50, 100, 500, 5000,
10000, 25000, 5000. 7|£Zt: 10000.

BatchSize(AMEH AL

Zt Hi &0l M A 21T 2lAA £=QlLCH K& 8 Zt: 25, 50, 100, 200, 250, 300, 350, 400, 450, 500.
7122k 100. Al M= Al %|C 10071 2] x BatchSize 2IAAE K| EHL|CH
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RequireManualApproval(41&4 ALgh)

oto|2 o] Mol &5 &£02I0| EREHX| iR E ANofst= B2 ZLLICH true(Z|EZHZE A5t
M 2|AA S5 92| Amazon S3 fx|2t £0Q1, HE EF= FAE et AISst MY 2 2371 =& E
Amazon SNS 22! O|H| 20| £=AI=EIL|CE Amazon S3 false2 A4%d5tTd Z4AH Ol HHod & AlSH A7}

Aso = FHELICH Q&8 2L true, false. 7|12 2f: true.

Z& 2 AL83tod O0to|1ef|o|MstE{H

w N =

® N o o &

. https://console.aws.amazon.com/systems-manageroi| A Systems Manager 2& & iLIC}.

. 2% B FHolM X SEHE MEELICH

. MM O|F(AWS-MigrateIncidentManagerCloudWatchAlarms B &= AWS-
MigrateIncidentManagerEventBridgeRules)2 ZAH&rL|C}

xt&3 A& (Execute automation)= AMEHEFLICEH.
. CloudFormation A E4
o

—

E£39| mt2t0lE gt UL
C
—

tAIE 745 falsed™ RequireManualApproval@ 2 A& LICT

. RequireManualApprovalO| true(Z7|22H)E HHEE 3¢ 40| =5 AEE 7|Ct2|H o|HY

22 2 Eluct oM Yoll= AtSE M- Z& m o|X|ol CiEt &2 @37t |0 /&L Ct.
Amazon S3 HZ!o| E|lAA S 58 AES CH3 O|H Y 213 == 2& 0| X|0of| A 24 Alzt 0|LH01|
&0, HE E= FAFLICH oto|ado|M2 &2l Fo|BF ZI”E LICH false2 M3 otH W] = 0Ot
o|azlo|Mol AtsSe 2 FIELICE

A YE7t d3o = HEE kK| Z[chE LT

£ At&3stod Ooto|zoj4dstEd™ AWS CLI

CloudWatch BE 9| B

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerCloudWatchAlarms" \
--parameters '({
"AutomationAssumeRole": ["arn:aws:iam::123456789012:role/IM-Migration-
Automation-Role"],
"ApproverArn": ["arn:aws:iam::123456789012:role/Admin"],
"S3BucketName": ["im-migration-logs-123456789012-us-east-1"],
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"SNSTopicArn": ["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-

Approvals"],
"RequireManualApproval": ["false"]

A

--region us-east-1

40

EventBridge T+%/2| &4

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerEventBridgeRules" \

--parameters '{
"AutomationAssumeRole": ["arn:aws:iam::123456789012:ro0le/IM-Migration-

Automation-Role"],
"ApproverArn": ["arn:aws:iam::123456789012:role/Admin"],

"S3BucketName": ["im-migration-logs-123456789012-us-east-1"],
"SNSTopicArn": ["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-

Approvals"],
"RequireManualApproval": ["false"]

A

--region us-east-1
Amazon S30{|M BlAA SE52 HAESE{H:

# For CloudWatch alarms
aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/CloudWatch/

review_CW_alarms_to_migrate_123456789012_us-east-1.json ./

# For EventBridge rules
aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/EventBridge/

review_EB_rules_to_migrate_123456789012_us-east-1.json ./

RequireManuaIApprovaIOI trueR HYHE B2 2lAA S52 AEStD O|HY & E= AHS3 A=t
& H|o|X|ol M &2l FTE Z2l5t04 oto|ad0|ME &I LICH false2 M35t 8 £ Oto|a

E1|0|*40| sz TIdELICE

AWS Systems Manager OpsCenter2 0+0|Z12{|0|M
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3EHA|: ofo|pylo|M =Hol
olo|alo|ME et2st & B|AAT 2HI27| &5 8t=X| &elgLct.

—_= =

[HE E2|7 - 0jo|2240| M El CloudWatch ZE 5= EventBridge 7% & &L

E #4350 HAE LRI MdgLct

tt = O|HE7}I EE|7{E I OpsCenter0ll A OpsltemO| AHS 22 M &

« Opsltem 44 &Ql-F2 £
=X| &QlgrL|Ct. OpsCenter

« 7T 0fE H35 - 2l Incident Manager 782 &Zt = & 0| Opsltemoi| S2H=2H| EE E|R =X
golgtLICE. (CloudWatch ZE o2t 5.

4EH7: Incident Manager 2|A A HE|

CloudWatch A& %! EventBridge &l2 HS3 XS 2 0t0|1o|o|ME & MEHX O 2 Incident
Manager E|AAE HE[5H0{ MH|ANM 25| LEEEE £+ Q&LICH

SA ME, CHS A=, ¢d2fx{, A=A L 7|} Incident Manager EIAAE AMA|SHE 8dod| CHEF XEAl
Bt X[E 2 MME & Z5M the section called “Incident Manager EIAA HE|”

CloudFormation A EH AFK|(MEH ALEH)

{5to4 ofo|agyo|ME |5H MAI=EI |IAM 23&, Amazon SNS FAf| &

H —_=
= U&LICH

CloudFormation AEBHS AMK
Amazon S3 HZ!E XN HE

/A Important
AEHAPK o oto|aef|o|HE 2 E BlAA 0| #iedo| & El Amazon S3 HHZIE H|¥{oF &L

Ct. Zx|7F £ & El Amazon S3 HHZ!2 AFAX|E CloudFormation = Qi&LICE.

CloudFormation AE4g AFK||5t2d{H
aws cloudformation delete-stack --stack-name <your-stack-name>

DUEE X EX siE

CloudWatch Logs - 0+O|12|0|M & &2 CloudWatch Logsoll 2ZELICt.
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 CloudWatch B&: /aws/ssm/incidentmanager/cwmigration

 EventBridge +3!: /aws/ssm/incidentmanager/ebmigration

Amazon S3 i L X -

oto|zzeiol4

Mo 2 F440| Amazon S30d dHd

migration-logs-{AccountId}-{Region}/

### backups/

# ### CloudWatch/

# # ### {AccountId}/
# # ### {Region}/
# #

# ### EventBridge/

# ### {AccountId}/
# ### {Region}/
#

### review/
### CloudWatch/

# ### review_CW_alarms_to_migrate_{AccountId}_{Region}. json

### EventBridge/

### {AlarmName}_backup.json

### {RuleName}_backup.json

### review_EB_rules_to_migrate_{AccountId}_{Region}.json

(o]
=

o

—

=
2

A

A

« Amazon SNS 20| £=AIZ|X| ot

S oot

aws sns list-subscriptions-by-topic --topic-arn <sns-topic-arn>

22 nto|go]M 4
AIS3HE CHA| Al &L}

18

E 4 M}
oto|ago|ME E

« Amazon S30{|A{ BHQ4 74 AH-

Almj| - CloudWatch LogsHlA REA|EH 2

Lot

2 ( RequireManualApproval=true?! Z3<) - Amazon SNS F&| 7

7 HAIXIE &2

olstm

HiX| 27|& £04

AWS Systems Manager OpsCenter2 0+0|Z12{|0|M
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aws s3 sync s3://im-migration-logs-123456789012-us-east-1/backups/ ./backups/

- 2lAaF

e

# For CloudWatch alarms
aws cloudwatch put-metric-alarm --cli-input-json file://backups/
CloudWatch/123456789012/us-east-1/MyAlarm_backup.json

# For EventBridge rules
aws events put-targets --rule MyRule --targets file://backups/
EventBridge/123456789012/us-east-1/MyRule_backup. json

Q: 62! ol AkS3t AlZho| ZHE|H ofE A ELtR?
A: £212 & X| T8 F2 24A|7h =of At S& AlZho| ZabElL|CH S TEt0IEZ XtSEHE o
Al AlZte = Q&L

Q: 2™ Ztol E|l&~A & oto|as|oldE &+ ULER?

A:OtLIE. Zf E|X2 2IME KtSE A™lE ALEstod W= nto|zgio|4daloF Bf LT,
(@]

A: Oro|1Bjo]4d AlZE2 BlAA sof et EetELCh

- ~10070 BE/73: 5~10&

I

« ~10007 BE/HA!: 30~60&
« ~100007 ZBE/TF=l: 2~4 A2t
Q: OpsCenterZ 0t0|1Ei|0| M8t & MZE I} RX|E|LIS?
A: 0. Incident Manager CHS #H&E & &0 +HE AZE &= Cloudwatch ZE oto|zg|o|M
AlZ

o EE&|1 23t OpsCenter &t =&0i AAS2E O EELICH O|= EventBridge T+Z!0]|
MEE|X| et &LCH.
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A: otL|2. Oto| 2ol XI&S &t HEol= A Q20| g5t x| ot&LIct et oto|z 2o
% OpsCenterg& AF&35tH Q20| eh g L|Ct. XFM|EH LHE 2 Systems Manager 2= AdEME %

XStM2.
2 glAA

« the section called “AWS Systems Manager OpsCenter2 0}0|12{|0|M”
« AWS Systems Manager OpsCenter AFE A A

- Systems Manager X5 &}
« the section called “Incident Manager CllO|E{ LHE LY Z|”

- the section called “Incident Manager 2lAA HE|”

Jira Service Management2 0OtO|12{[0|4

C g
me

Jira Service Management(JSM)= EO| O|HIY, RHE, = ME, A 5 oiq RS S5 HH 2

HoME £ FH e U HEE = UTE X[HEHE IT MHIA BE|(ITSM) £2FMLICE Jira
BHEZ 7|8t 2 FHEl Jira Service ManagementE AF23HH JHE oM IT, HRO| O|2 7|7 X| =& ™
Mol Bo| REE Mot U= U QAIHE| CHE 51, HE AR S HiZ st 1, RH4HE FX5 D, X|
A2 MBstn, T EZE RS & UELICE Jira Service Management0l| = DevOps HIAEZEE 8
o2 MAE CHZ| ol AE, F2 IAEHE 2|, HE | 2 MY gl AF(PIR) Z7IsT 22 Al
HE ztal 7|sol ZEElof Qlem, 7IE CI/CD THo|Z 2t A A S35HE #85t0 £5 &g L
Ct.

Jira Service Management= Amazon CloudWatch 2! Amazon EventBridge2t & & £/0{ CloudWatch
A=t ALARM & EN7} E| 7L} EventBridge7t O|HIEE HA| AWS MHIA &t= ZE2Q| O|HEE A
& [l Jira Service Management & 2l2 AtSSE AN = U&LICH Jira Service Management & &
g X522 MMETE CloudWatch ZE ! EventBridge O|[HE S T35 BH ZSHE oM AWS

2lAaA 2 BXE MEEHA TITHStD sHAE 5= U&LICE Jira Service Managementi= C|A IR &3
g2 5tod CH7| Y L ol A Ao o] HAHof 2t o2 AHE(OIHIY, SMS, T3t S8, 2HIY FA|)S
Soll & AFEFol| Al 2 &Lt

7|Z CloudWatch B2 2! EventBridge 7#%!0|2t S & &l 39 AWS Systems Manager Incident
ManagerCH 4! Jira Service ManagementE AE5tE S e S 2 YO0|Est= K0l E&LICH 34
Atlassian B M &= Jira Service ManagementE CloudWatcht & &

EventBridge2t S&5t7| 28t REMIEH X[&lE MBS ELCt.

3t 12 Jira Service ManagementE
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https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-eventbridge/
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s LE Mt 27 Jira Service Management CHZ| od|ef, ol AZeio| M M2 5l Xt S8 &1 &
2 QAIEHE #E[E 7tAS5tE CHY et 7|52 MBELIC 122 CHE Atlassian B A{0f| A o248t
7ls 7ol Cist ME HEE HZE = UsLCh

- 22 3 CHT| A

F7t X|Ho| Eedt B 7|ls A™ #ElR E= Atlassian B FEE R A REAIEH LIE S E2lSHMIL2.

ServiceNowZ 0O}0|2gy|0|M

ServiceNow Incident Management= H|XL|AO| O|x|= G2 ZASI6IHM &t x| 2 SH +
HARO| MH|A 2US St E MAIE A ITSM ZEQILICH Incident Manager®t OFEH7HX|2
ServiceNow Incident Management= Xt S3tHEl M&2 X[H L LHEE o AZAD0|M ZEM|ALL Z
27|52 SHITUANEHEE BT, ZASID, HEE £ U= FX3HE Kt S&HEl AA"EE XMSELU

Ct.

ServiceNow Service Operations with Incident Management and Event 22| 2 =2 Amazon

CloudWatch®} £&t£|04 CloudWatch ZE 7+ ALARM A4 E{7} =T ServiceNow O|HIE/Z 1 4l QIA|H

EE XIS ZE MMHE &= &LICH Webhook| A AlOps O|HIE 2|2 ServiceNow QIAIHEE RIS
OS2 HMSESF CloudWatch ZEE F45IH HY ESHE M AWS 2|AA 2 ZXE L&A

ZIEHStD sHAE = U&L|Ct.

7|& CloudWatch BE7I9t S&HEl < ServiceNow Incident Management ! AlOps O|HIE QIEIZ|F
=
|

A ESHES A MESHES 0|28t 8§ 2 Uol0|E AWS Systems Manager Incident Manager 3t
70| E&LICH 34! ServiceNow dHME ServiceNowE Amazon CloudWatchet S &6t {8t At
Mgt X|&E MS3ELIc
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https://www.atlassian.com/enterprise/contact
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
https://www.servicenow.com/products/incident-management.html
https://www.servicenow.com/products/event-management.html
https://www.servicenow.com/products/event-management.html
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ServiceNow Incident Management= XS sHE CIAIHE MAd1l 874 CIAIHE 77 L7 0|4 &2, Ol
7| oflef, ol AZeo|Md HA St Z2 QUAIHE 22|E 7iMst7| f1E S
ZH2 C}Z ServiceNow ME MO 0248t 7|5 F Mol CHEE MIE HEE 2t x8 ¢

7t X|2o| Hedt 42 7I& A™ #elxt EE= ServiceNow B FHE Ao A RHA[EH LIS 2 2l5HAl
o

PagerDuty 2 0O}0|18{|0|A

PagerDuty= Z 20| QIAEHEE & X|, CHE L & X|st= O 20| £l= QAIHE #e| ESHE LIt
Incident Manager2t OFEH7FX| 2 PagerDutye= 2 ElO| AWS E|AAQN BHEAE S8 22 X2l

of TZoflA DIxl= &S E£0le Y /UXIE MSELICH

PagerDuty= Amazon CloudWatch & Amazon EventBridge®t & & |04 CloudWatch Z = 7} ALARM
A EfZE MEHE[7{Lt EventBridge7t O|HIEE HA| AWS MH|A 5t= 2EQ| O|HIEE M|
PagerDuty LIAEHEE XIS 2 HME = UELICH PagerDuty QIAEHEE XIS E HMSIES
CloudWatch Z& & EventBridge O|HIEE F4dotH B EHEZ0|M ElAA EXE 2155 RIES
o A AWS = A& LICEH

7|Z& CloudWatch Z= & EventBridge 7#%10(|2t S & El B PagerDutyE CHA! AFESHE S O|2{E &
g2 YOl 0| E AWS Systems Manager Incident Managerst= Zd0| £2&LICH &4 PagerDuty A A

0 M= PagerDutyE CloudWatch®t &5t PagerDutyE EventBridge®t & & st= 2o CHE Xt

Mgt X|EE M3 gt

AsS3sHE QIAHE Mt &4 PagerDuty= CHZ| of|2F, ol AZB|0|MH H&, 70071 0|4 Q| out-of-box
ZSE SO ¢ 2 ANEHE 728 JHM5t7| fIFt ChY st 7|s2 M3 FLIch £ PagerDuty Z3
Z Lol &3 728 AEA X5t D, #ME EHE 74511, Al 2 XAHSEHE 28504 QAIEHE i
A2 7I4sHE = U&Lct

- ALSAE EE]

- B A
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https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/administer/on-call-scheduling/concept/designing-escalation-process-oncall.html
https://www.servicenow.com/be/contact-us/sales.html
https://support.pagerduty.com/main/docs/introduction
https://support.pagerduty.com/main/docs/amazon-cloudwatch-integration-guide
https://support.pagerduty.com/main/docs/amazon-eventbridge-integration-guide
https://support.pagerduty.com/main/docs/manage-users
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. B FE Y
. B8 5 nA AN

. O‘Hﬁ;-'E‘”OlA._:l R4RH AHAA

FIF X|Ho| et AR 7| A™ BEIR £ AWS-IM-help@pagerduty.com0i| AtM|EH LIS B2

Incident Manager Cl|O|E{ LHE L} 7|

0| Z=R|0IA = Python ATRIEE AF2310{ QIAHE BZE U QIAIHE 5 BMS LI W
MBEBFLICH AWS Systems Manager Incident Manager. A3 RIEE FI EMEE B SO 2
O|E{E 7 X3} E JSON It Z LHEHL|CE.

- OS2 288 A QAHE Bl2E
- Etd2tel o|HE
- B ES
- &od
- ASE MY
- Hob ZA AT}
. Ej2

- Systems Manager2| CIA|HE & M M

INTS e

AlEtst7| Mo, CHE Abg S = Qlsof gfLCH.

« Python 3.7 0|4 M%|E
« AWS CLI MA$H X4 SHo 2 714 H
 CIS Python I 7| X|7} Ax|=I{&LICE.
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pip install boto3 python-dateutil

rot

2 IAM ™

o Lt

O| 23 BIEE Ar8stedd ChE Teto| {ofok gfLCt.

Systems Manager Incidents T8t

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:ListEngagements",
"ssm-incidents:GetEngagement",
"ssm-incidents:BatchGetIncidentFindings",
"ssm-incidents:ListTagsForResource"

1,

"Resource": "*"

Systems Manager T8t

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:GetDocument",
"ssm:GetAutomationExecution"

1,

e
>
>
£
r
ro
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"Resource": "*"

' C|O|E{ol CHsl CHS 1t

Z2 CIHEE F2 & d-ELch

incident_manager_export_YYYYMMDD_HHMMSS/

### incident_records/

#  ### 20250309_102129_TAD_Service_A_Lambda_High_Latency.json
#  ### 20250314_114820_SecurityFinding_SecurityHubFindings.json

# #it# ...
### post_incident_analyses/

### 20250310_143022_Root_Cause_Analysis_Service_A.json
### 20250315_091545_Security_Incident_Review. json

HHE# ...

LHE L7 | AT EIE Al

7|2 AMEHY

=

Incident Manager ClO|E{ LIEL{Z| A3 &
SHAAIR.

Zlof el ATEIEE AlSS

7|2 MHoR AREES A

n
0jo
0F
o
A
Ijo
[
mjo
:
oll

--region
--profile

--verbose |, -v

2| E =0 M| EL|Cthere. A3

83otof LIELHZ|E AFE R X|HE &+ U&LICH

2E

o 7122
AWS 2| us-east-1
AWS Z2Z 0|5 J|2 Zax
N2 2 g3t FALSE

LHELZ| # =

28
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Incident Manager
=M Ae 7|2k
--1limit LHE'H =|CH QIA|HE 5 Mgt eig
--timeline-events- CIANEHEY =|CH EFIEIR! Of 100
limit HE
--timeline-details- CIAHES =|CH Ef 2RI Of 100
limit HE M HE
--related-items-1i CINEHESG z=C A &=+ 50
mit
--engagements-limit QUAHES =|CH &0 = 20
LHEE 20 M EM 50

--analysis-docs-1i
mit

8stod 54 2|0l LHELHZI:

o

AR RIE Z20tUS A
python3 export-incident-manager-data.py --region us-east-1 --profile my-aws-profile

EHAE XM&ta 7H LHELHZ]:

AtAEt 22 g
python3 export-incident-manager-data.py --verbose --limit 5 --timeline-events-limit 10

o2 LHELHZ|:

ok

x4 x.”

CH 2 olo|E| MEo CHE E4x
python3 export-incident-manager-data.py --timeline-events-limit 50 --timeline-details-

limit 25
sy Ty 7
CIAIEE HZE JSON 7+ &
Zt CINHE B2 & mtdols Chg F27F 2 E[of Q&L
S
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{

Incident Manager
"incident_record":
// Incident summary from list-incident-records

// Complete incident record from get-incident-record

+
{

"incident_summary": {
1,
"incident_source_details":
"from_incident_record": {3},
"from_incident_summary": {3},
: {
"aws.ssm-incidents.custom",
"human_via_console",

"enhanced_details":
"manual",

"source":
"source_analysis": {
"source_type":
"creation_method":
"automation_involved": false,
"human_created": true

}
.
"summary": {3}, // From list-timeline-events

"timeline_events": {
"detailed_events": [
{
"details": {} // From get-timeline-event
1,

1,

"summary_only_events":
: {

"total_events_found": 45,

"metadata":
"events_with_details": 25,

"limits_applied": {3}
{

1,
"related_items":

"items": [],
: {2

"metadata":
I
"engagements": {
"engagements": [],
"metadata": {}

iy

4
2

30
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L1,

Incident Manager
"automation_executions":
[1,

"findings":
"tags": [1],
"post_incident_analysis": {
: {3

"analysis_reference": {3},

"metadata"
"2025-09-18T...",

iy

"export_metadata": {

"exported_at":
"us-east-*",

"region":
"incident_arn":

}
}
CIANEHE & 24 JSON #+Z
Zt 2M EM otedol= oS0l ZEELICH
{
"document_metadata": {
// Document metadata from list-documents
{
"@37fc5dd-cd86-49bb-9c3d-15720e78798e",
", // Full JSON content

b
"document_details":
"Name" :
"Content": "...
"DocumentType": "ProblemAnalysis",
"CreatedDate": 1234567890,
"ReviewStatus": "APPROVED",
"AttachmentsContent": [],
other fields from get-document

//
1,
"export_metadata": {

"exported_at": "2025-09-18T...",
"us-east-*",

"region":
"document_name":

H
e

1}
il
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Incident Manager 2lAA HE|

E O o|4 AF83IX| &t B2 LIHX| Incident Manager EIAAE HE|SH= AWS Systems Manager
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Ct.

o
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1. Amazon Simple Notification Service 7 At FLHA{0||A{ Amazon SNS FA| 4o HHHE =& st
AL,
(@ Note
FHME MM T HESH0] HMA HEZ AO|0|EFLICE.
2. MMt FHE MEIS D FKH|2] Amazon ElAA O[E(ARN)2 arn:aws:sns:us-
east-2:111122223333:My_SNS_topic Z2 BACE M2 35HLE SAISHAAIL
3. HES MY O3, 7|2 0120 £t HMA HEHS TAHEH AMA MM MMS S
Ch.
4. CI2 BHES EGHO| 2 Hfdof| F7HELct
{
"Sid": "IncidentManagerSNSPublishingPermissions",

"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"
I,
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",

"Condition": {
"StringEqualsIfExists": {
"AWS:SourceAccount": "account-id"
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start-incident

* list-response-plan

* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

* list-related-items

* update-related-items

» update-incident-record

* update-timeline-event

Z1% F01 QIAHES] M MLolM HUS Ast2{E! ChS HAS ABHUAIR. cli-optionsE
B ZHY DE SMOE HHF AL,

@aws ssm-incidents cli-options

o A:

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "ssm:StartAutomationExecution",

"Resource": [
"arn:aws:ssm:*:111122223333:document/{{DocumentName}}",
"arn:aws:ssm:*:111122223333:automation-execution/*"

]

}I
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-

AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"

Automation AssumeRole ™8t
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https://console.aws.amazon.com/systems-manager/incidents/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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{
"Effect": "Allow",
"Action": [
"ssm-contacts:StartEngagement"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"
}
}
}I
{
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": "ssm-incidents.amazonaws.com"
}
}
}
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_StartIncident.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_GetResponsePlan.html
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_GetIncidentRecord.html
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_ListIncidentRecords.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UpdateIncidentRecord.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_StartEngagement.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_CreateOpsItem.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-calledviafirst
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1. https://console.aws.amazon.com/systems-manager/ AWS Systems Manager &2 LILCt.
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4. O|F0| HEES dHst= o|F2 LUZELICHO: IncidentResponseRunbook).
5. HWE7| S MEisty HES MEiFL|CE

6. CIs 2H=E W7o 20{ E&LIC

description: This runbook attempts to restart an Amazon EC2 instance that caused an

incident.

schemaVersion: '0.3'

parameters:
IncidentRecordArn:

type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[0].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
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Api: GetTimelineEvent
incidentRecordArn: '{{IncidentRecordArn}}'
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventDatal}}'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode?2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events['"rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}"'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.Instanceld"’
Type: String
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description: This step parses the CloudWatch event data.
- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

Instanceld: '{{JsonDecode2.Instanceld}}'

description: This step restarts the Amazon EC2 instance
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{
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"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:111122223333:document/
IncidentResponseRunbook",
"arn:aws:ssm: *: :document/AWS-RestartEC2Instance",
"arn:aws:ssm:*:111122223333:automation-execution/*"

1,
"Action": "ssm:StartAutomationExecution"
},
{
"Effect": "Allow",
"Resource'": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
}I
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
},
{
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Resource": "*",
"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"”,
"ec2:StartInstances"
]
}
]
}
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CHg OlOIXI= O R Mol MAdst MBMolM £33 BHIE 240l Enots $HS HoiEL
CF. 2t Bl EFIARME 3 Arel HIAIKISH B LEIEILICH
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/set-alarm-state.html
https://console.aws.amazon.com/systems-manager/incidents/home
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Runbook steps

00:00:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59

CloudWatch A2 20| 2E ME MEE 2P{H JSONDecode2 tHH|E &t%8t 2 242 %56t
AAI2.
/A Important
O| Rt& MO 38t 2|AA A AL & RX|5HX| ote EI /\E 25 Melsior gLct. o4
7l0E BlAA H & 2 QIA|EE, CloudWatch ZZE 0] CHer B4 AFEE, O] RKF& A0l A] A 4S8t

IAM 238} 5 Incident Manager EI_/.\_QOH CHEt §48 AHEO| 37‘—?: |L|Ct.

XF& M: Incident Manager0llA 20t QIA|EHE 2HE|

AWS Security Hub CSPM Amazon EventBridge 2t Incident ManagerE & 7H AtE35t0{ AWS S AR Of
A O[O M 2ot QIAEHEE AlHE5t 0 22" = U&LICt. O] Ak& M| A= Security Hub CSPM
M AHSS 2 B ZA 2O E 78S 2 CIAHEE MM 5HE= EventBridge HAl2 T8t WS
eFLHELICH.

® Note

O| Xt& Mol M= EventBridge Security Hub CSPM2 AF& 8fLIC} O[248t MH|AE A8 5HEH

HIZo| &g +~ A&LCt
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NS Ta

« Security Hub CSPME A& L|Ct AtAMlEH LHE2 2 AWS Security Hub CSPME & XA 2.

« Security Hub CSPMO| X Z=AF ZOHE M/ d35H7{LE LOIO|EFLICEH REAMIEH LI 2 AWS Security
Hub CSPM2| Al ZUME HAStM L.

« Incident Manager7t E9t CIA|HEE MME [
3t LI 2 Incident Manageroi| A RQIA|IHE &H

ol K& MollAls AFK &0l THEIE AFE 5104 EventBridge 28 MAIELICH AL R} xIH THEIS
Ab2 504 RIS MAI5H2IT AWS Security Hub CSPM AFS M A 0| ALS R K| THEIS AL 504
FE M HEAL.

EventBridge T+%| A4

1. https://console.aws.amazon.com/events/0ll A Amazon EventBridge 2&2 JLIC}.
2. EMEFOM TES MEELICH
3. TE S MEiELICE
4. TEof CHsH o|§ 0t HBS L=FLct
TE2 sYet 2 SYE o|HE HAQS|CHE &1 SYE O|§ S 7HE == &L
5. O|HIE HAOM 7|22tE MEIELICE
6. TE F80A o/HE I{EO| U= HEIS MEELIC
7. CISS MEfgLch
8. O|HE é(Event source)0lAl AWS O|HIE EE = EventBridge ZHE L] O|HI E (Events or

9. O|HIE miEloiAM o|HE mE

=] QFAlS MEHSH|C}
10. O|HIE AAO0|M AWS MH|AE MEHSHL|C}.

—

11. AWS MH|A 0| A Security Hub CSPME MEHEFL|CH

12. O|HIE R 0i A Security Hub CSPM Z=AF 221} - 71X 7| MEHEHLICH

13. 7|2X S =2 EventBridge= EE gf 810 O|HIE THEHE FEerLICE 2 Sdof CHal 2 ## ##
SMo| MEfEL|CH o248t EEE MCl|o|Esto] Bt E0l 71 E 2 PES O|x|= £ Z0tE 7|8t
OSE QAHEE MM AAR.

14. Ct&2 St

15. CHAM S oM AWS MHIAE MEHEFL|CEH
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-all-findings.html#securityhub-cwe-all-findings-custom-pattern
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-all-findings.html#securityhub-cwe-all-findings-custom-pattern
https://console.aws.amazon.com/events/
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16. CHA MEHO| M Incident Manager CHS H|&lS MENEHLICH
17. CHS 7HElo| B MYE QAIHES HIZESIOZE AISE IS A =S MEHFLICE.
o

= =1
18. EventBridge= 7% Al8of LO 3 IAM &S AMAIE 4 QiaLch.

19. (M= ALE) 2ol CHsl StLt ol & ol Efa & U= stMIR.
20. CtSS ME{ELICH
21. FEO A

7} Incident Manager

o 741}
QINEE A% BAZ MY

Ol O EventBridge T#5l8 BHEQIom 2 Mol &
of QIAHESE MBI} Ol2{3t QIARIES 25

g & A&LCH
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Incident Manager®| 2|AA EfA

Ef2= S MEo| AWS 2[™ X[ E 2| Incident Manager 2|4 40
E{LICH CHS A&, QAEHE 7|5 U Hd=fx{ol i E EZE

=
38 F7HE = ULt =X ME R&Mol| Ei2E FIte =&
Aoz o ElAAE ERetD oliE HMAE Moig = U&LICH Z Bfa= AL A7 Helete 7|9t

9'|_l

0

9'|_l

T
30

o Il
rz

g J¢
1
2

m
il
o

ol
r
o
Fu
M
il

Pl
ol
Q'I_l
2
o
)
rok
0%

e
MEM 2t 2 Y ELICH Zf Incident Manager 2|44 R0 CiEt 2742 EFS= B2 7| MEE
DotstE Zd0| E&LICH YR E B FI MEE AL85HH O] 2lAA R Y HMAE ECt g7 el
& 4 laLich Blol met 2l4AE HASHT WEIRE 4 USLICH TS AFSstod 2440l of
B QUM AE Klofahs Wil CHEH RLAMIEH LIS 2 IAM AFG MBAIS| B8 ALE 5104 AWS ElA A0
CHEH HM|A KMo{E EHESHMIL.
CHE AIElE BHE M QIAEHE 7|2 Ao M El2E X[Ee & A&LICH o|2{Et Ef 2= CHE A& 2
A83t04 QIAHEE BHE I QIAHE 7|50l MEE LI

(® Note

Ef20i= o|0|EX 2|0|7t gi&LICt ela= ¥Hs| EXtEZ siAELICH

Incident Manager 2& & Al&5t04 Ei1E FIts5t 7L MHE = U&LICH CHE 23 BIX2 B 7|
9l Zhg F7hst7| Qg Weot Bi2E %7t U MAsH7| 218 HEO| ol 24 Holxlol Bl Yol
FAELICH

v Tags - optional

Key Value - optional

Q. Environment X Q. Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

El28 T2 e L AICZ AIE5t2dH CHE API 2 AFS EFLICE.

« TagResource
« UntagResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
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» ListTagsForResource

/A Important
CHS A&, AANHE 7[5, A=A, Ch7| 478 & 1o, X HME MEE Bla=E Elad AR

A AGME BT 7HE £ &L
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_ListTagsForResource.html
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o| E oF AWS Systems Manager Incident Manager

9 E 2ot AWS 0| x| &=2{uth AwWs 12
ot = FHE dlolE ME X HELZ ot7|=&2| 0|

oh - AWS £ AWS AMHIA OflM M EIE QIZBtE =5 g Aelo| aLiTt AWS 22t
LE.AWS EBHE SRS ALBE 4 2l MHIAE A A= AWS FH E4 T
233 mﬂgg sigtol 538 HIIMOR HAS3D =R ELzZRI
S+ Z2a AT Y

U
o]
H0
In
H
0

- ZEIREQ[ Hot- ALSRe| MUR2 AE5tE AWS MH|A0f et A-EELICH 8k Fstes :rLIMOI
- (=1 gl

Clo|E BEIZE, FAtS] 7T ALY, 2ted HE I 7™ E HIXR S 7|Et 400 CHSHM T 20| U&L
Ct.
| B M= Incident Manager AFE A| 2] 2E ZRIE MEst= Y E olal|st= o =& 0| E L.
2 FMoMMeE Eot U FH &+ FSEE SFSITS Incident Managerg 7835t WS 20{&L
} ?_ Incident Manager EIAAE ZLIE{RISI D E535t= Ol TS0/ AWS MH|A = CHEE AIE
st= Y g otE Lot
=AM

+ Incident Manager®| G| O|

E
o O CHE X124 B 3! HA|A # 2| AWS Systems Manager Incident Manager

+ Incident Manager0lM S & L CHS HIE ALS

« o Cigt 7 £+ HAE AWS Systems Manager Incident Manager

- 9| 5724 AWS Systems Manager Incident Manager

- of lzZ 2} E ot AWS Systems Manager Incident Manager

« AWS Systems Manager Incident Manager 2! /E{H|0|A VPC QIE X QIE ZrJ(AWS PrivateLink)

« Incident Manager2| 4 & F|ofd B4

- 9| ot 28 Atef| AWS Systems Manager Incident Manager
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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Incident Manager?2| G|O|E{ E=

AWS 3 & 2] ZE o I:'||0|E-| 250 M8 IL'-P AWS Systems Manager Incident Manager. 0| 2 &
of dHE CHE AWS = E M™¥sie % HolzptE HE5E Mol J&LIct AWS E2EHRE. A
Ext= o] l=2tof ié%'il ZHIxo0f CHEt A HetS |XIE Mol U&LICH AE5HE AWS

MH|A of 2ot M pHE| EfA T o CHEE AMUT AFS Kol Al Q& LICE T|O|E] 2O Alod| #HEH A}
MI%F LH82 H|0|E ZEI0[HA| FAQE A M. &2l Clo|E E3.of CHEF AEAIEH LIS 2 AWS
otE2I9/AWS S5 MY ZE S GDPR E23 HAEZE B =M.

COolIE E3 & 5 A4 8- 2 551 AWS HH AWS IAM Identity Center == AWS Identity and
Access Management (IA =

M)E AR '5tod THE AL RHE A4t 20| S&LICk Ol A 3% 74 A
SR RHAlo| TR E S5 ol&sts o RS HEE Ro{HLIC E3 O8N Ze wHoz o
OlEIE H 23t 2ol B&LICH

o« ZH H|Xof| C}E Q1B (MFA)S AF2HLC.
« SSL/TLSE A&35t0 AWS 2|lAA0t SAISLICH TLS 1.2 Z40|M TLS 1.32 HAEErLICH

« E AE2510{API L AIEX 5 2ZE MHEHLICH AWS CloudTrail. CloudTrail £AE AL 35104
AWS E S 2 x5t wedod CHst XEAMIEH LI 2 AWS CloudTrail AF2 A A 2| CloudTrail &2

fjo

« LIFol ZE T2 20oF Mo{2t A AWS 255 £FME ALSRLICHAWS AMH|A,
H

F

2t ClO|EIE M5t D

rr

ol =&0| £l= Amazon Macie?t Z& 1

]
ol

- HHE QIEH|O|A EE= APIE AWS S0l HMAE [ FIPS 140-3 A ¥ &35t 20| Hedt 3
L FIPS QIEZQIEE AISELICH PR 7tset FIPS A=ExQIEof CHEt REMIEH L2 i HE
ME| EE(FIPS) 140-32 2 XM,

DZio| oMY FAL ZR2 JV|UHEL 2% HEE ElOL O|§ THES Z2 Af A HAE

Zicof 2d5tK| of= 20| E2&LICt 047|0= Incident Manager EE= 7|EF AWS MH|A ol M -E—%

= =

| £4&
AWS CLI, APl EE&= AWS SD sE A8 35}H0q 7%*°.=1o+“ 74$7+ EE*%.'LIEP O|E0| AHE El= E
e T 230 A2 E = AsLICH F M
%’-IéH A4 23S YRLO| Z &S = of

T_T
b
rr

= E = =
ol URLE XMBE M aHE M 401| EH°F 0*4% .:1%%}7

71252 2 Incident Manager= SSL/TLSE AI&35l04 T4 SQI CIO|EE &5 5HELCt.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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ClOIE &f 52t

Incident Manager= AWS Key Management Service (AWS KMS) 7|& At& 3104 Incident Manager
2AAE S SHErLICE of CHEt REMIEH LI 2 AWS KMS 7HEE R OFHLHAME AWS KMSE R SHAIL.
AWS KMS &= 2t 718 40| 2 StEQo{2t AZEQ|01E e sto FEIREo| XA 2 FHE 7|
| A|lAEIE MBS ELICH Incident Manager= X|HEl 7|18 AF83504 CIO|EHE 5355t AWS &
7|2 Ar&350o4 HIEIHIOIEE & £ 3HEILICE Incident ManagerE At25tEd™ &5 st MHS & st
SX MEE P™E3loF & LICt Incident ManagerE AF&3tE{H HIO|E & & 3t7F B & LCH.

POI'

AWS 457 7|& ArE5t0 X MEE 2= 3t5t Lo MAF XtA T2 22l™ 7|18 AE835to{ =X
MEQ| ZIME &5 3 AWS KMS & £ Q&LICH Incident Manager= LI 0o MAE HIO[E{E &5 3}
5t7| @8t CHE &= 31 AWS KMS 7|2t X|#4EFLICH AWS KMS. Incident Managere= 742 AWS KMS

S 9
—

7| M A, AR XIH 7| AE04, SHA| 7|8 HIAIX| @15 T E(HMAC) = 7IEt R&2| 7|7t /=
7|2 x|t K| et&LIC 12 22| 7|18 AI2StE B2 AWS KMS 22 = AWS KMS APIE AFE
5tod o | 7|18 SL0oA M5 T Incident Manager7t 12 2| 7|18 AL 3HE &2 Moist
= 7| EME FolgfLCt. Incident Managerg A&t 5 35t0l T2 2E2[d 7|8 A& st 8 AWS
KMS TZ4 2|8 7|& 2lAaaet 58t 2|Fof Qlo{ok &HLICt. Incident Manager0i|Af Ci|O|E{ & & 3}

£ dYste Lol CHEr RhMIEH LIE2 £ H[ot7| OFHALE HZsHAIL.

AWS KMS 24 22 7| AH8oll= F71 F 0| RFatELICt XtAEH LHE 2 AWS Key Management
Service 7HY At MHEM S| AWS KMS 7HE - KMS 7| & AWS KMS 222 XML,

_l.rl-J

/A Important
AWS KMS key (KMS 7|)& At&3to{ S| ME2t Incident Manager CIO|E{E & S 3t3HX|0F
LISol EX MEZ AX|5H7 |2 AXEH B2 KMS 7|12 HIZAstetHLE AXIsE7| Tol SH| Al
EE Ax|atoF ghLict.

Incident Manager7t 28 2| 7| Al 36104 C|O|E{E & 536t & 5
Mol Ctg MM 22 FIHsHok ®LICH AHolM 7] HAg M-S =

2F ot 2 2{™ AWS Key Management Service 7/ A} SFHLHA{ S| AWS KMSO{|A 7| 2 A EE EZ5HA
Q. Yol CtF HetE M3 ErLICt

« Incident Manager7t 217| & Zted2 4=&l5t04 A %0l A Incident Manager AWS KMS key & &
2 & ULSE HSEFLIct

« Incident Manager7t KMS 7|& At&3t04 Het R0{E M5t 7|18 MY = UL E S{EFLICH
CF, Incident Managerg At& g TEHO| = Aol Eot M| E CHAlstod S Z

CllolE] & =5t 128


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://console.aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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o
é_l_

rr
N

SEhLich M& 2of X|HE 29 FA|7F KMS 7| 2! Incident ManagerE AF& & H$Ho| §F
Incident Manager MH|AMM 2= BT SE0| AlufgrLct,

{

"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-lead"
},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"ssm-incidents.us-east-2.amazonaws.com",
"ssm-contacts.us-east-2.amazonaws.com"

]
}
}
}
Principal Z2t2 =X MEE HMe IAM EoF FA|Z v MAIL,
Incident Manager= 33t 2d2 Q&0 AWS KMS Lt ZE QENM 255 ZHEHIAEE AISE
LICt O] & &3 AHAEE AFE35H09 Incident Manager?t KMS 7|& A& 3= CloudTrail 21 O[HE
E Algdg o= QI&LICH Incident Manager= CHS ot 22 255t ZEIAEE AMSELICH

* contactArn=ARN of the contact or escalation plan

off CHE At2 B L MM A EHE| AWS Systems Manager Incident
Manager

AWS ldentity and Access Management (IAM)&
05t Ol =20l AWS MH|A E|l= IL|CE 1AM

EIXUP AWS 2|AaA0f CHEE HMAE o
tE2|RF= =7t Incident Manager 2| AAE A %6|'_'|:_

rH B

ez

0l

EEICPN

=
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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Add a permission2|

£ B2 QlE) HEto| Roik|=X|(HE UZ)E Mo{ELICH IAM2 =7} HIE &
AWS MH|A Ql&= Lot

=

- OHY

- IDE S8t 218

. M2 AR50 HAA 22|

+ AWS Systems Manager Incident Manager 4 A IAMZ AL& 3= HHE

« o CHE Xtd B 7|8 2 of Al AWS Systems Manager Incident Manager

« Oof CHEt 2lAA 7|8 2 of X| AWS Systems Manager Incident Manager

Incident Manager0l A WA MH[A ESEl CHE|AF of &}
Incident Manager2| MH|A 474 o4&t

AWS of| CHEt el EAY
AWS Systems Manager Incident Manager At

AWS Systems Manager Incident Manager
2 27 7z

74 =04 Ol oH
-1 O O x 1

CH&f

ot Y2 dgtoil et cHELICH

AWS |dentity and Access Management (IAM)E AFS

ol ABE %

o MH|A AFER} - 7|s50i HMAE £ is B BElRtolA HE 2 X (B ZAWS Systems Manager
Incident Manager Xt74 5 & HMA EX| 5HZ)

o MH|A EE|R} - AFSAF HMA 2™ U HEE & ME(AWS Systems Manager Incident Manager
M IAME AHE5HE W FX)

o 1AM Z2[X} - HMAE B E|5H7| Q8F 2 =FAd(of CHEE A7 5 7|8 H& of M| AWS Systems
Manager Incident Manager & X)

IDE &%t 215

RIEE2 A4 58 X3 ZHZ AWS Ar&35tool| 2aelst= L ULICH AWS HH FE AFEA, IAM

AR E= IAM &2 =5tod IE st of g LCt.

AWS IAM Identity Center (IAM Identity Center), Single Sign-On 2/5 EE & Google/Facebook At &

Bt 22 KE 3H £A0| X SFE AE5to] HEH O|M AHE BHo2 218 = JU&LICH

2Ql5t= Widof CHEt AHMIEH LIS 2 AWS 201 AF8 HBEMO| AWS H™Hol| 2 015t= HEd A

ME XML,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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Z202Y LA HHAE fleis | gE5t A2 MHEE = Q= SDK & CLIE AWS MBS
LICH REAISE LI 2 IAM AL -E M| API 2 HEAWS Signature Version 4 MMZ & Z5HMR.

AWS HH R E AL}

2| AA0]| CHEF REFEH MAM|A HEHO| U= AWS A theroot AHR

E Y4EE m 25 AWS MH|A &

Atete stLbel 22l XHd BHSE AWS 7=||7<MI7“§. LICh YAl EfA T RE AEKIE AI- 3t
Xl ot2 He 75| HEELICH RE ALK A1 30| HR3H 22 IAM AFE ABPMO| 2E A
SX At SHo| Zeft 2ol MMS FEFAL.

7HE E2 WHE QIZF A XA A1 5YH S S Ao HHHO|ME ALE5H0d (A At S™HE
AWS MH|A AFE5lodo] HMASIEE @F5tE JAL|CE

H {2 o|M Xt BH2 AE{ZEto|= ClAEZ|, ¥ A2 Y ZZA E= A E BY LA KA F
HZ AWS AMH|A AE 5104 Directory Service 0] M| ASHE AFERFILICH HHE[O|M IDE= KAl &t
A ZYE M3ste dEgs s LICH

S US4 HAA BB I% ?I3H AWS IAM Identity Centerg& FMELICH AFME HE = AWS IAM
|dentity Center AF& A A{Q| What is IAM Identity Center?E & XA 2.

IAM AFEXF 2 OF

IAM AFERH= BHY 7HQl EE= off Z 2[AH| o[ Mof CHEt % M Heh2 7t IDYILICE &7| Rt EHo| U=
IAM ALE A CHAI A Xt23 BHE AE5te [0l Z&LICH RHMEH LHE2 1AM AL MEMO| xtH 5
B S=Xteto| HCE 0[S ALE 501 IAM AFE *E*Dé Mo| Al Xt SHZ AWS ALE 510401 HAM|A
S & QIZH AL XA @7 & & EFHAIL.

IAM I E2 IAM AL8A 252 XI'Est D Cht 2 AL RH ZlEholl oHEt 22| HEtS of 7| BhSLICh &
Mgt LHE 2 IAM AHE MEAO| 1AM AFERE ALS At MIMES HESHMIL.

IAM &

IAM & 2 LA KHH BEE MSstes 4 WEH0| U= AH SHLICEH ALE X0l A 1AM 4 EH(Z
)2 MEtot7ALE E= API AU S SE5t0 et S T & UGLICH AWS CLI AWS RHAIEH LIE
2 1AM AF8 HBMO| e & dHE XML,

IAM 422 HICIZIOIM LS ML, YA IAM ALSF #3H, DAF AR ML, DR MHIL HAA
9 Amazon EC201A A EIE ofE |7 0l440l RBELICH AHAIEH LIS 2 1AM AHR M Aol D3t A
& BlAs HHAS BEFHMR

a0 i,

ID

=5t Of
[y —_

i
0l
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

SESTEIEUPN

0| ofl0d = Amazon Web Services 7/ 2] IAM A& XH0| H| Incident Manager CHS 7|& & 3tLtQ!
exampleplano CHEt AAMA FHetE Foiste{ FLICH 8t AL A7 TS A= E F7H, YO(0|E
o AKIGHE & 518 5t2 D g LICH.

O] M2 ssm-incidents:ListResponsePlans, ssm-incidents:GetResponsePlan, ssm-
incidents:UpdateResponsePlan ! ssm-incident:ListResponsePlan TS AL X}oi|A|
Fo{grLct.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action": [
"ssm-incidents:ListResponsePlans"

1,

"Resource":"arn:aws:ssm-incidents:::*"

"Sid":"ViewSpecificResponsePlanInfo",

"Effect":"Allow",

"Action":[
"ssm-incidents:GetResponsePlan"

T
>
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1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan”
}I
{
"Sid":"ManageResponsePlan",
"Effect":"Allow",
"Action":[
"ssm-incidents:UpdateResponsePlan”
]I
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan/*"
}

off CHst 2laa Z7(8F A of| K| AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager £ Incident Manager CHE 7| &l &! @1=2Fx{of| CHBl EB|AA 7|
ob MEk Mg X|HELcH

FEE

[

oz
mo

N

[
ol
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x| et &LIC AWS RAM.

\J

CHE A= o|Lt ¢d=i%{E BtE &= WS 2 olE22{™ Incident Manager0ll M CHE 7I1&E MM 2! 724 4l
Incident Manager0Oi| A Q42 x{ Mo & FH MME FHEFHAMR.

Z %] 9| Incident Manager CHE & HAM|A x| &

CtZ o0 = o0-abcl123defs5 Z&| IDE 7HE Z&| L] AL XA myplan CHS HEZ Ar835t0{ M
ME CINEHEN CHSE = U= HErES Fo{FLich.

Condition 8§ & StringEquals Z711} AWS Organizations £ aws:PrincipalOrgID =71
7101 =7 7|E AFEELICH olg{et =7 7(oi| CHet AtMIEH LI82 Ao 27 X|H g Fxgfuct

JSON
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "OrganizationAccess",
"Effect": "Allow",
"Principal": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": "o-abcl23def45"

},

"Action": [
"ssm-incidents:GetResponsePlan”,
"ssm-incidents:StartIncident”,
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems"”,
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan"”,
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

H ot F|0ll | Incident Manager 212H & HAM|A HEH X2

Ct2 oAl A= ARN arn:aws:iam: : 999988887777 :root2 E &8t EH Ot F&iof#H 42

mycontactOf CHeh £0{E MHEE = = HetE Fo{Lch

JSON
{
"Version":"2012-10-17",
"Statement": [
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{
"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"
}I
"Action": [
"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement"”,
"ssm-contacts:ListPagesByContact"
]I
"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact",
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"
]
}
]
}
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o>
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C2 Al X2 of ol M= aws :SourceArn 271 7|2 AF2510{ CIA|EHE B|ZEQ| ARNS 7|HIo 2

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}
}
}
}
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https://aws.amazon.com/compliance/shared-responsibility-model/

Incident Manager Add a permission2|

|

« Incident Manager 0i|'&f 2 oF & Algi|
4

« Incident Manager 0|2} £ ot 28 Al

Incident Manager 0i|2t £ ot 8 Abz]

Z|A HE HMA FE

Het2 Hodg i 7+ 04 Incident Manager 2|AA01 CH3H o4 HetE ZH=X| 2™ ELICH sHE 2l
L2A0M SHEE HUS AHE MHEFLICH et 22 s™iste o 2t T8kt 2odshof & Lot
Z| A HE HMAE F35tE WOl 2F E= oMol o|E 2 Q5 e = Q= 2o 2ot &
2 z|A5E = Qs 2EXel et

C20t 242 TFE AI83510q Z|A HEF HMAE FEE £ Q&LCH

« 1AM AE{E|of CHEH A & MEE ZHE AS5t0] AWS 2la A0 CHEE M| A |0 https://
docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
+ AMHIA mof B

SR MM B 2
A X E &35 Incident Manager7t C|HFO[A0]| 242t 504 EASHE & QIFLICH C|HIO|AE &
A5t 57| ™o ClHFO|A XE 7 2&Hst x| & Qls P*'AIO O|= 7| 5t™H & M3t S0 Incident Manager7t

42t
R E ClHIO|ALE AtZol|H| 2d=He 7Hs 40| Eo{SLILCH.

ot ollaZelold A& E H7I1Mez HAESH0 QAHE &l Al 45
2 #SHE 2 SHAAIR. H2AXE HIIMOR HES0 QUL B
AEHE gb M Al S RFof| A 1:-| O|A 2| x| 2totof & A #ad o AZdB|0

_rH1_|rIJ
e
HL n

Slof CHall HPE Sl AERE %5% Zfote P% MY AMEE MEste WE Iedal EAlR. 0
7l st Riget HEI e E + e AT Mol SHE TS EE A #ofst 5 & + U&LICH

Z 2|#H 0|M0i M Amazon

Slack *{&! ol Z 2|7 0| 2] Amazon Q Developer0il A O Z
Sl M o E2[AH 0|2

AH
o o
Q Developerg T+5t= Ol AFS &= IAM & o] Met2 ASELICH O|E

Incident Manager O 2 0 281 ALgi| 163


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

Incident Manager Add a permission2|

Amazon Q Developerd| A CHES B X7} Slack A'E 2 & 44315104 Incident Manager APIs & X|E 1
b A 0

— [ O = ==
BHZ M 22 518 SRl ol HYS 55

AWS =1 E z|A MEHE |K|

AWS = AWS ZHedof| AP%
Cl. o|g48t B|AAE %A
I 2ot 7|50 HMAE

ek
4
30
rr
2
jn]
o
m
rﬂ
n Io
g
il
[>
ok
rC

HAo £ 7 U EHI0IS BN
50| AHSAFO QIAEIATL OfRf3t =

> o>
Iy
r
o

« AWS CLI - AWS Command Line Interface (AWS CLI)= B Z Mo| HH S AL835H0{ AWS A{H|A
OF AlS KRB A QI OZ AA ;ouq AWS CLIE YO|0|E 24T AWS CLIE Mx|ste=
ArEeH [ SUe WHE MY .24 HAFEM o E ZU S M50 2 AMAof g

£ Zo| E&LIct M| B-Eo Cig REAIE LIg8=2 AWS &

QIE{H O|A MX|E HZEtML. AWS

« AWS Tools for Windows PowerShell — Tools for Windows PowerShell2 .NET& AWS SDKO{|A |
Zsle 7|15 7|Ete 2 T EEl PowerShell 2§ MEQILICH Tools for Windows PowerShell2 A
235l PowerShell W2IZ0of| A AWS 2|AA0| CHEE 22 AT ZIERZ RHASH £ Ql&LCH X7 |X
© 2 Tools for Windows PowerShell2| U0/ EEl HFO| ZIZIAZE i 2ZH2 A FQl e
ClolE3H{of & LICt XtAMIEH LH& = Windows AWS Tools for Windows PowerShell 04| A 24| 0| E. EE

= Linux EE= macOS AWS Tools for Windows PowerShell 0 A {H[O|EE & X SIHAMIL.

>.
o_|-|'
—
Q'I_l

=

I=|
B TS 2|4 250 B M A

r

JE QIEHO|A A8 HBMO| H

Hed

—

rk

Ellx

FHJ

Systems Manager £ 9t 28 AL|

Incident Manager 0|2} £ ot 8 ALz

IT RHAF Algde F{HIAA QL Hoto| 58 £MHQILICt Systems Manager 2| &AE AlBd5t0{ HOot &
ENE Hotetm &AHAM F|F QAo CHa =xIE F|5HoF & LICE. Incident Manager 2| A A9 2[AA

ot oL
J&S BFEAA|2. Resource GroupsOil CHEF kM| LHE 2 AWS Resource Groups AHE AEA{9|
G 2 4

A2 AWS CloudTrail

AWS CloudTrail & Incident Managerol A ALE A}, g EE= AWS AHIATL =T 21Ol BZEE

MEguct ol =28t HEE AL 35H0q Incident Managerdll =& E 2% AWS CloudTrail, 2% 0|

1A
O
THE P T4, QS S AE, H0| +dE AT L FIHMT HEE &g + J&LUCh &t

Incident Manager of|2} = oF =& Ab| 164


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html

Incident Manager Add a permission2|

LA
I.

=2
[=)
x

ok 1o

o x
jo F°|'
ot

AAIR
AWS Eot #T B LIEE

Trusted Advisor 01| HA|El EoF M1 AL E H7[Mo 2 &QlghL|c AWS HH. O|= describe-
trusted-advisor-checks& Al235t0{ T2 O BAlo 2 35t H ElL|C

AWS ZHe|3t &g O|xl= 2Y EXM= AWS MU|A A EH CHAZ = o HA|ELICH Health

E AI&3t04 AWS Systems Manager Incident Manager AP1 & £Z AWS CloudTrail £

8 Zto] SRE JIE oY FAE HIXoZ DLIEIZEHAAI AWS HIE. AWS £0] 0HY F
AB A 3t0] ASRIOIH BHS DIA 4 Q= M2 2ot SHol chai H3g =2 ZieiLic

Dashboard& Safl 7H'E AHM = 28 EXI7t AIA[ELICH RtM[EH LIS 2 AWS Health @BAME HZX

Amazon Web Services: 20t T2 M|[A Q| 7THR (B A])

AlEst7): ElaAE FEE AWS [ EoF B Al E(AWS E2F E2 1)

IAM 22 At

O| H ot B A2l AWS CloudTrail

Incident Manager 0|2} 2 oF & &4 ALz

165


https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html

Incident Manager Add a permission2|

Incident Manager0ll A 2 L|E{Z

AWS Systems Manager Incident Manager= 2LIEHZ 2 224 7|52 M3 5t= O AHIALt SEE
L|C}.

CloudWatch X|E&

CloudWatch X|EZE AF23HH AWS Systems Manager Incident Manager 2 @12| G| O|E{ 2 A0 CH
gt SHE K|EEtD ot SEE AMAY CIOIE MEZ HME = A&LICH 0248t X|EE AE5t
0 A|ARIO| | A CHE ™| T U=X| e = U&LCt RtAIE LI&2 Amazon CloudWatch&
A& 73109 Incident Managerdl M X|E 2 LIEE EHHE BT AAIL.

CloudTrail 21

AWS CloudTrail & AtE35t0{ APl & AWS of| CHet XtAIEt HEE A ELICt APIs Amazon
Slmple Storage Service0l| O|248t &€ 21 TUZ XM&E £ Q&LICt 0248t CloudTrail 21
ME5HH O{iH SEO| O|F M ERXR], ZES AAIP T4, S ESH AR, SES A7 S HE
E =g = &Lt CloudTrail 2104 = Incident Manager2| API 294 S &of CHEt HEJH =&
ElLct XEM[EH LHE2 & AF& 35104 AWS Systems Manager Incident Manager APl & 22 AWS

CloudTrail MME & XFHAM2.

Trusted Advisor

AWS Trusted Advisor = AWS E|AAE ZLIEE5H0{ M5, ot Eot A HI8 2882 7HM
ste ol ==20| ELich 2E APRXP: 471 2] Trusted Advisor HALE AL & 4= U&LICH HI=
LIA E= AE{Z2I0|= K| ETHE EREH ALE A= 507 Ol o] AALE AEE == U&LICH
Incident Manager2| Z3< S A‘Il o| 40| & O|&o|E AFE35to] 2T Fof =%x| L 8H S XIH
5t= AWS 2| X| Trusted Advisor & QI8 LICH KtAIEH LHE 2AWS Support AHS MBS AWS

Trusted AdvisorE 2 X5t AA|IL.

Amazon CloudWatch& Al& 3t04 Incident Managerdi| A X|&E 2L
=k

Incident Manager= Amazon CloudWatchoi| M 2LIE{ZE = = EAH X2 E AMSEL|ct o|2{et x|

EE AS50{ QIABIE U CHS HE SME ALY £ st
olz{8t K| Eols ChE ol ZELICH

. QX 7|7H SOF HFAY

o

Amazon CloudWatch& AI&¢H X|E ZL|E{& 166


https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

Incident Manager Add a permission2|

- SiiE QIAEHE| iS5t sHAst= ol A2l= Algt

- HZEE QAHE =

Incident Manager X|£& Z2L|E{R5l01 G 4EE & olali5t 2|0| U= =XIE F|5t04 UAIH

E 8o R*Y 2248 =Y = U&LICH Incident Manager X|EZ & 2 E Incident Manager 2|0 A
ArEE = U&LICE Incident ManagerE 222 E [ SX| MEof X|HE ZE 2|T2| X|EE Amazon
CloudWatchol M & == QU&LICH T QUAIHEof CHEt ZXI7F F ST 2710 HIAIE X|EE 2 = U

&LICt o|2{8r X|&of CiEr 71 2F 2 Si&Lich

L L- HAHKH

/A Important

I MM o|HIES| F2 ASCIIZt otl EXHE AF&35H0d TriggerDetails®| source 2t Ol&
£ X|™H8t 42, H| ASCIl HIAE E X|&5X| 8t= Amazon CloudWatch X|E 0| A SHE OI IE
O| X|E7I EDE|X| &%&LICH sources SDKEEE AWS CLIE AIESE S T2 ey A

o
o=zt NSE + J&LIch

Systems Manager= CtS X|E £ CloudWatchZ & gL|Ct.

PNE: At
NumberOfCreateIncidents MME CIAIEHE £,

S =8t A3 (8! xH), [ResponsePlan ],
[Impact], [Source], [ResponsePlan , Impact],
[ResponsePlan , Source]

THel =

Amazon CloudWatch& AI&¢H X|E ZL|E{& 167


https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TriggerDetails.html#IncidentManager-Type-TriggerDetails-source

Incident Manager Add a permission2|

>
0%

INE: =

HEE QAEHE =

OII

NumberOfResolveIncidents

S =8 3 )8! RH), [ResponsePlan ],
[Impact], [Source], [ResponsePlan , Impact],
[ResponsePlan , Source]

Chel. =
TimeToFirstAcknowledgement CIANEHE MM Alzkat QIAIEHEOf CHE %[E &2 Al
M 7to| AlRL.

s&8 X (2! ®3), [ResponsePlan ],
[Impact], [Source], [ResponsePlan , Impact],
[ResponsePlan , Source]

m

FR|: =

ro

TimeToResolveIncident AEHETF MME A™ED SHAE! A AFO[C] AlRE.

K58 A (8! RH3), [ResponsePlan |,
[Impact], [Source], [ResponsePlan , Impact],
[ResponsePlan , Source]

s N

CloudWatch 2£0{| A Incident Manager X|E £ 7|
CloudWatch &0l M Incident Manager X|E & 2 2{™

1. https://console.aws.amazon.com/cloudwatch/0| A CloudWatch 2& & jLC}.

A oM X|EE MEffLCH

2
3. IncidentManager U|AHO|AE MEHFILICE,
4

X|E EHof M At 2 MEHSE CI2 X|E S MEASHLICEH

CloudWatch X|E ZFdoi CHEF AEMIEF LH2 2 Amazon CloudWatch User Guidel| Ct2 A& & x5t
M.

CloudWatch 2201 M Incident Manager X| & 27| 168


https://console.aws.amazon.com/cloudwatch/

Incident Manager Add a permission2|

* Metrics

« Amazon CloudWatch X|E A2

e

XE =t

Incident Manager X|E &= IncidentManager HIAHO|AE AE5tH CHS RHBHH X EE MSE
L|CF.

— = O

By Response Plan S A" A XE £

By Impact Level HZE =EHE HAE XIEE 2 = A&

By Source CloudWatch ZE &= EventBridge O|HEE S35 5
SOE MM QIAEHES XIEE E F %J%L—IEF.

Across All Incidents ARl AWS 2[He| B E QIAIEE Cist &A XEE
= T A&l

Response Plan name and Source CHE H=lot AAo| ZH Zgfof CHet &A XIEE = =
A& LICE.

Response Plan Name and Impact CHE A= AT &0 2t Tghof Cigt &A X|&E

Level E & &= &Lt

E A8 3104 AWS Systems Manager Incident Manager APl & 2
Z AWS CloudTrail

AWS Systems Manager Incident Manager & AF&AFAWS CloudTrail, @& EE=71 =& 8 2 doi CH
3t B|ZEE MSB3st= MulAaQlet SEHEILICH AWS MH|A. CloudTrail2 Network Managerd| CHEH 2
E API 3 E2 O|HEZ HXFLICH X El= ZE0E= Audit Manager —=-'—-">01|A-| Tt = E0 Audit
Manager API 2f4of| Ciet 2= =& 0| Z&ELICH CloudTrailol M =&et HEE Ar&310{ Incident
Manager0l| =& E @&, LHEO| +=E IP T4, REO| sAE AlZt I F7H MR HEE &olg = )

&Lt

X|E A3 169


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Incident Manager Add a permission2|

DEOMHE EE 21 F0le RS LT AEX o] &eh Y7 Z&/ELICH AtH ZHE 0|8
St ChE 2 & TEe & &Lt

« QEE FE MSKE YEX|AIEXR EO QIS0 R =X 08,
- 1AM Identity Center A+ XIE CHAISH0{ 2% 0| O|F

L o
. of8r i HCiHOIM ABAHY] UAI K2 BT AFR5H04 230| MAEIUE K| 0.

AN —

ORI =X| o F LIt

=
« CHE AWS AMH|A0M 2F

>~0II

H=X]| 048

CloudTrail #HHg& MAHE AWS A oA &4 §+EID4 CloudTrail O|HE 7|Z0 A5 2 M A
& = QU&LICH CloudTrail O[HIE 7|22 x| 90 ZFH AWS Z|To| #E| o[HIEof CHEH 27|, A E—J
CI2EC7 7tsst, =80l 27IsEt t2EE Xl%i LIC} RbMSH MHES AWS CloudTrail AFHE 4

B M| CloudTrail O|HIE 7|5 2/d2 X 3IM . OHIE 7|8 E7|= CloudTrail 2 20| £t E|X| &f
&LCt.

Mo

AWS Hd K| 90 S¢erel o|HIE
Bl AE0{§ & J&Lict

N

1

u

24 FX = CloudTrail Lake O|HIE O 0|

[e]]}

7|15

CloudTrail &%

CloudTrail2 F£X2 Al&3l01 Amazon S3HZICE 21 ItUE MEE = U&LICH B AF8 3104
MHEE 2 E F™ AWS Management Console 2 CtE 2| IL|Ct AWS CLIE A&3t04 B 2
MEECHS B FHME YEE = UELICH AEHe ZEHM 52 AXFEE CHE 21 FX

AWS 2| & ddste Aol E4LICH B 2™ £XHg ddste 42 FHol AWS 2Tl =22
Zl OHERF 2 £ RA&LICH FXoi| CHEr XtMIEE LHE 2 AWS CloudTrail A B M| AWS #H|E
of Cier = dd & %ol Cisr F£4 &S HZshM L.

CloudTrailol M £ MM5tod ZIg S0l 22| O|HE Q| AHE StLFE Amazon S3 HHZIe2 £ &
2 MEE = UK, Amazon S3 AEE|X| 20| £HELICE CloudTrail 2 201 8+ XHA|IE

T =

22 AWS CloudTrail 2 22 & ZX35tM L. Amazon S3 20 28t XtA|IEH LIS Amazon S3 2

CloudTrail Lake O|H E Cf|O|E{ AE 04

CloudTrail LakeE AF&35tH O|HEof CHEH SQL 7|8t # 2|8 A™E & Q&LIC} CloudTrail Lake
= & 7|8t JSON &Alo| 7|& O|HIEE Apache ORC &Aoo 2 H#HEHEtLICH ORCE HHE H|O|E
AMoi| £|2M5tEl A 7|8t AEZ|X| FAILICH O|HIE = O|HIE H|O|Ef AE0{Z2 EH |04, OfH
HO|E AE0{z= 112 O[HE MEHT|E XMEsto{ MEHFI 7|&E S 7|Hto 2 ot= ¥HE 27tsE

O|HE A= M|L|Ct O|HIE H0|E AE0{0f X&sl= ME4T|= o{ O|HIET} X|&EE[1 FE|

|rn

E ME35tod API & 2Z AWS CloudTrail 170


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors

Incident Manager Add a permission2|

of| AtE 7S 8HX|E FNo{&LICt. CloudTrail Lakeod CHEF XEA|EH LI 2 AWS CloudTrail At MH
M| AWS CloudTrail Lake 212 2 X 5HMIR.

CloudTrail Lake O|HIE Gi|O|E{ AE 04 & Z{2[0]= HISO| & lTLICH O|HIE H|o|E AE0{E M

=2 od

AME Il O|HIE O|0|E{ AE0{0f| AFRE 02 2SS MEHEL|CH 92 Mo e} O|HIE Zo 7|

L XY HI8 o|HIE Hjo|E AE0{9| 7|E X %|cH E & 7[zho| A ELICE. CloudTrail 2 =0
et AtMIEH LHE 2 AWS CloudTrail 2 22 T M.

CloudTrail2| Incident Manager # 2| O|H E

OlM &= 22| 2o CHst HEE HI-S—E. LICF AWS #H|&. 0|8 ZHEE
L|C}. 7|2X 22 CloudTrail2 &2| O/HEE 24 8tL|Ct.

AWS Systems Manager Incident Manager = 2 & Incident Manager Z1IEE Z22! =& &2l 0]
HIER 7|Z LIt Incident Manager?t CloudTrailoll 24 35t= AWS Systems Manager Incident
Manager Z1IEE Z2|2] 2 =52 AWS Systems Manager Incident Manager AP| & =& & X 5tAll

[=R—}
(@]

- .

Incident Manager O|H E oA

OHEE= BE AAZEHE| O T 0 LIEHHH SHE API 9], &HQd kot
Sof &t HEIt §0{ J}&LICt CloudTrail 21 T2 HE 2 APl 2
LIBZ O|HIEJ &Y =ME EAIL[X| St&LICH

Ls H

CIE2 2 StartIncident &g MHES= CloudTrail 21

o2
m|o
T
_?._
r|r
2
Rl
I°
C
]

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef©01234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
},
"eventTime": "2024-04-22T23:20:10Z",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",
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"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

iy
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
iy

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdefl1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

C}2 2 DeleteContactChannel 2 S A= CloudTrail 211 &5 &8 E0{ £ 0| A|QL|C.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef@",
arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef01234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
},
"eventTime": "2024-04-08T02:27:21Z",
"eventSource": '"ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelId": "arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
},
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"responseElements": null,

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",

"recipientAccountId": "12345678901234567"

}
CloudTrail Bi|Z & Z&I=x0{ g8t XFMEH LIE 2 AWS CloudTrail AHE AE A 2| CloudTrail t|ZE 2
HIxE FHZTSML.
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"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of_principal_creating_response_plan"
},
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey*"

1,

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {
"Sexvice": "ssm-incidents.amazonaws.com"
},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey*"

1,

"Resource": "*"
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"ssm-incidents.amazonaws.com"

"kms:GenerateDataKey*"],

"secretsmanager.us-east-2.amazonaws.com"

{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service":
},
"Action": ["kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService":
}
}
}
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