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«  |AM IDentity Center Ar&Xt2 23 215t2{2 IAM Identity Center AFSAHE MM E M O|HIY F=
2 M&E 232 URLE AFSELICE

IAM Identity Center AtEXIE AL& 5104 2015t = Ol =& 0| 22358 AWS Sign-In AHE AH
MO AWS MM A ZEo| 2212 R XML,

7L ALK A HAMA HEH e
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X|&2 AWS IAM Identity Center At& B A 2| Create a permission set& EHZESHMIR.
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Jgol gEstn, 2E0 Single Sign-On HAM|A HEHE SEEHLICEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
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o ZEO| M8 EE dEtol CHS IAM AWS ZEI1- HMS FIHELICH
AWSLakeFormationDataAdmin

® Note

O| AWSLakeFormationDataAdmin M2 @ E AWS Lake Formation 2| A A0 CHEt
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{
"Version":"2012-10-17",
IAM AP X} EE= od8F 1M



https://docs.aws.amazon.com//IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
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"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"

]

}I
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations",
"ram:AcceptResourceShareInvitation"”,
"glue:CreateDatabase",
"glue:DeleteDatabase"

]I

"Resource": "*"

}
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https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
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® Note

AWS Identity and Access Management (IAM) HX S 2 QI35 Amazon S3 HHZ! O|§ 2 1R 5H
OF &rL|Ct RFMIEH L& 2 Amazon Simple Storage Service AH& MEAM Q| B{Z! 0|& x|

-l .

ol 7Ho|= ol A= 0| Mol SR B 71X 7| HEFS AEY 0 ChS T} 22 Amazon S3 22 U &
24 HZle XL

Zdarn:aws:s3: : :amzn-s3-demo-source-bucket

_| H
- 23 % arn:aws:s3:::amzn-s3-demo-1logging-bucket

KMEF LIE 2 Amazon S3 AHE MEB A L] HZ! HE57]

mfn
ikl

FESHMIR.

ClOIEl AE0f M4

HealthLake C|O|E{ AE0{= Bt AWS 2| LHoi| = FHIR R4 TIO|E{ 2| 2|ZX|E2[IL|CH AWS
A2 Hlo|E{ AE0{7} 07§O|7HLt Bt &= & LIC} HealthLakeE 5 7HX| Cl|O|E|{ AE0{ #HEH E0f
MeErg x|gdghuct

® 32
HealthLake CI|O|E{ AE0{E M45l7| Tof HealthLake 2|4 A0 MM L= BE[E AMEHE
A= AWS Z 20| MH|A Ao HE(SCPs)E HESHAIR. SCPs IAM #&t0| SHIEH HHE
B0 = HealthLake C|O|E{ AEO0{E Y3 HoE MY5HK| ZtH & = U&LICH
HealthLake Cl|O|E{ AE0{& MJ& [} datastoreID7t HMHELICE O] Mol SIEE 01| M
JIM 27| Het2 MXE datastorelID [MHE AL 3HoF & LCt.
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HealthLake CO|E{ AE 018§ Hstt{™ MM E A EStM RHealthLake Cil OB £AE0{ &,

I U O|0|Ef AE0{Z 7tX 27| T0il HealthLakeOl Amazon S32| 121 2! &34 B{Zlof| LM AE £
A= HetE S 045l oF B LICt HealthLake HAM|A FHEHE £ 0{5t2{T HealthLakeOf| CHEH IAM AH|A
ofstg MAlstD, detol AlZ| HAE F7}5104 HealthLake =& g Het2 Fodstn, dgtof Mt
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS HealthLake TR 7H0|E

tH27| HYs dde moi cisiol

9| Amazon ZlAA O|S(ARN)S X|HEL
ClDataAccessRoleArn. IAM Q3% al r

= ZHoi| CHEF REMIEF LIE2 IAM HE S H Z6tAL.

E
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Hets *E“é‘* Foll= 7t 7| 2l Sofl tUS Clo|E 2AE0{= 7tx{E EHI7F & LT XAl
=

1. OFR MMSIX| o2 A< £3d 21 utdof CHEr CHA Amazon S3 HHZ!2 M d&LICH. Amazon S3
HZ2 MH[AQF S2 '?_F AWS Z|70i Qlo{of 5t ZE S0 CHsH HE R HMA XFEHS 70k
stL|CH AFM|SH LI 2 Amazon S3 T{EZ! H M| A RHEH M%% AXSML. Amazon AR FF= 1
7

AR KMS 7|2 %*§_§P01|E ArZsHoF BLICH KMS 7| At 0| CHEF AEA|IEF LH& 2 Amazon Key
Management ServiceE® 2 Z5tM2.

2. HealthLakeO CHEF C|O|E] M A MH|A d8t2 MAI5H T HealthLake MH|AO CHS AlZ| &43H
£ A85l04 0|2 =T =+ U&= TEE R 04T LIC}H HealthLake= O|& AF& 3104 £33 Amazon
S3 HZ!E E/-dELct.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"healthlake.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "accountID"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhir/datastoreID"
}
}
}



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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3. Amazon S3 HZ!of| HMAE 5=
amzn-s3-demo-bucket& HZ!

JSON

"Version":"2012-10-17",
"Statement": [{

"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",

"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,
"Effect": "Allow"

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"

1,
"Effect": "Allow"

"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"

1,

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
f4c4t3ef4L6e83"

1,
"Effect": "Allow"

3]




AWS HealthLake I RE 7Hol=

LHELHZ| Zrdof| CHE et 4

HIO|E{ AE0{0|M Zt U E LHELHZ| ol HealthLakeOll Amazon S39| £24 H{Zlof| HMAE £ Q)
TetE F 0480k B LIC} HealthLake 2AM|A THEHE F045t2{H HealthLakeOl CHEF IAM AMH|A
Mstn, edgol AZ| HAME F7}1510{ HealthLake =& 38 HEtE F£045t1, Adgof HeH ™

232501 Amazon S3 HHZ!of| CHE AAM|A HErs Fo{FfLich

22 ek

>

HealthLakeoll L @12+ 0|0| A4AJ3H 79 2482 KHALS 8t 110| FA0fl LIQE Amazon S3 HZ! Ly
HLH7(of CHE 27} BB Rofg 4 QIALICH IAM & I A2 Fato CHEH REMIEH LIR 2 1AM
B O HAS AEFML

HealthLake= U|O|E|Z SDK LHE 7| 281 FHIR R4 $export 22 25 X|RELICE Al
835ttd= LHEWZ| APIO| 2} E = ol IAM 242 XM S3sHok g LICh o|ZFA 3tH allow 2
deny P&t HE 2 M2|& = AU&LICH HealthLake SDK 2! FHIR REST API LIELHZ|E =2
= X gtste{™ HE o IAM Edof 7HE HEHE X E5HoF B LICH A& Xtof|H| HealthLakeod| CH
B A HMA HEHS B04dtE B IAM AFS A HEH HE0| R K| of&Lch.

AWS CLI & AWS SDKs Al &:

3l AWS CLI SDKE Al235104 O|O|E{ AE0{0f|A TIO|E{E LHELHE O] AIRE £ Qe 7|8
HealthLake &2 CIS 1} Z&LICH AWS SDKs

* StartFHIRExportJob
* DescribeFHIRExportJob
* ListFHIRExportJobs

FHIR APIs Al2:
CHZ IAM 242 HealthLake O|O|E{ AE040{ M Cl|O|E{& LHE L1 FHIR 242 AF& 35109 LY
X

1 =
HU7| Hde FAAMAM)SHE ol AHE S & $export U&LICH

POST:

* StartFHIRExportJobWithPost

GET:

LHELHZ| Het 4 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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* StartFHIRExportJobWithGet
* DescribeFHIRExportJobWithGet
* GetExportedFile

DELETE:

+ CancelFHIRExportJobWithDelete
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",

"iam:AttachRolePolicy"
]I
"Effect": "Allow",
"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": "*"
"Condition": {
"StringEquals": {

"jam:PassedToService": "healthlake.amazonaws.com"

’

EEI RS
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LHELHZ| HetE dEstedH

3.

O & M5t x| et 2 B2 tlo|H AE0{of| A LHE R Cl|O|E{of CHEt CHaf Amazon S3 HA!E A4
gFLICh Amazon S3 H{Z!2 MH|A St SUEH AWS 2|THof lofof 5tH ZE SMof Cial H==
MM A RHEFE 70k %*L—lEF AEMIEE LHE 2 Amazon S3 HE 2] HA|A X}EF AFQ% HZESHMR.
Amazon &% = T A% KMS 7| &= 5t0f AtE3HoF & LICH KMS 7| Ar&0oi| CHEt AFAlIEt
LI &2 Amazon Key Management ServiceE & Z35tM| 2.

E{ HMA AHH|A s 8 MAISH T HealthLake

. HealthLakeE= O|E Al
7| Eedof CHst Mk M

OFE! MAd5tx| of 2 ZR HealthLakeod CHE | O]
o

740
ST

MH[&0of Ctg A2 HMES ALEsto U = U= TEHE Fo{EL
501 £2 Amazon S3 HZ!E EFEELICH ofl A o|D0] 448 )
HCHAl AFE 5t CFE BHAH 0| A Amazon S3 H{Z!0| CHEF THEHE Ro{E &=

w

AU&LICE.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"healthlake.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "accountID"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhir/data store ID"
}
}
}
]
}

CIlO|E] HAMIA A& ol £24 Amazon S3 HHZ!0l| HMAE £ = HEH HMS FILEHLICEH amzn-
s3-demo-bucketE H{Z! O|E 2 Z HFELILC}
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,
"Effect": "Allow"

"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"

"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"

]I

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56¢c-4216-a250-

f4cb43ef4L6e83"
]I
"Effect": "Allow"
H
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A x| AWS CLI

AWS CLI &= HealthLake 71X 27| & LHELHZ| & £42 MESI D LIPEst= Ol 2 FLIC
HealthLake SDKs.

1. AWSCLIE CIRZcstn 7T LICH 8 X|E2AWS Command Line Interface AFS A Ao

o A TS| M| EE= YHO|0|E AWS CLI
« A|ZH5t7| AWS CLI
2. AWSCLIconfig I ‘+°' { 2H2[Kte| HHEI T2 EHS
O| ZZ2IAUES AFSEILICH Z=[A HEHO|E=E Eot %";'Oil (e =8 52l 2Hednt
7tZEI HE O] IAM °4°E*E H5l= do| E&LICH & 1o CHEt X
Command Line Interface AFE AP o| 744 2! x4 %E';' el MHEg EERSHM L.

0II

[default]

aws_access_key_id = default access key ID
aws_secret_access_key = default secret access key
region = region

3. CtZ help BHES AIEsto AEE &QlgLCt
aws healthlake help

AWS CLI 7} SHtE2H F+ & Z<20f Cigt AWS HealthLake 7FEfet MBI AL 7St BB F
S0| EAIELICH

AWS HealthLake At& A

=
=

FH

O| A}F& MU= 7|2 HealthLake 2 4E AFE35104 FHIR R4 Cl|O|E{E HealthLake Cl|O|E{ AEO0{E
7FXMELICt CHE 2 2 FHIR RESTful APIs. AF&AME OFx|24™H W|O|E|E HealthLake Z & AF& 504
FHIR ClIO|E{E€ LHEHL|C}.

M =7

M| AWS CLI 19


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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£ AlE35104 O|0O|E{ AE 01 22| AWS HealthLake

AWS HealthLakeZE Al235tH FHIR R4 2|A A0 CHEF Cl|O|E] AEO{E MAd5t T gtE|E 4 Ql&LCt.
HealthLake Cl|O|E{ AE0{E MAM5 T RESTful API AI=EZQIEE S5H FHIR HIO|E E|ZX|E2|E At
& = A&LICt Synthea 2LE A4 FHIR R4 HEl C|O|EHE A 8e [ HIO|EH AEOE 7HKREE
(AT BZE) MEHE = QUELICH REMIE LI 2 AFT ZEE H|0|E A BHE FXFHAAL.

® 32
HealthLake= FHIR2| AWS SigV4 E£= SMARTEH=E 5 7HX| 89| FHIR HIO|E{ AE0{ HEt
204 M2k X|®IgLICt HealthLake FHIR CIO|E{ AE0{E MA57| Mof| HEt o m2k =
StLHE MEHSHoF BFLICH REAIEH LIS 2 CIO|Ef AE0{ HEt 204 T2 TS FHESIHAIL.

24 HealthLake CIO|Ef AE0{2| FHIR 2% 7[5 (S%)E &2 7|5 TS AME LI

Ct= Mol M= HealthLake 22 E L|O|E|E &2 ALE 5104 ,SDK ZE A& 35+0{ FHIR G| O|E
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Console. AWS SDKs
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 HealthLake CI|O|E{ AE 0{ MM

HealthLake CO|E{ AE0{ £ 7} X{2 7|

HealthLake Cl|O|E{ AE 04 L}

HealthLake Cl|O|E{ AE 040 Ef1 K|

HealthLake Cl|O|E{ AE 04 AlK||

HealthLake Cl|O|E{ AE 0] AMAd

CreateFHIRDatastoreE Al&3t0{ FHIR R4 ALY S &435t= AWS HealthLake Cl|O|E{ AE0{E
MMEFLICH HealthLake OIO|E{ AE0{= FHIR CIO|E{E 7IXM 21, #2lstD, AMst D, LHELHE o
MEELICE Synthea 2LE LA FHIR R4 & E GO|E{E MHE [ HIO|E{ AER 7 HLEF (A
2C) MEHE = QI&LICH XHMEH L1882 At ECE H0|E A B E HESAMAIL.
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AWS HealthLake TR 7H0|E

® 3L
HealthLake= FHIR2| AWS SigV4 E£= SMARTEH=E 5 7HX| 82| FHIR HIO|E{ AE0{ HEt
2o M2F 2 X| e LICH HealthLake FHIR HIO|E| AE0{E 45t 7| Mof| HFt Fof M2k F
StLHE MEdSHoF B AEMIEH LI 2 CllO|Ef AE 0 HEH 2o T EHRS éraor*'xlg.

HealthLake C|O|E{ AE0{E AMAd5lH RESTful API I=EZQCIEE S5l FHIR OIO|E 2|ZX|E2IE At
8& = A&LICH HealthLake CIOJE] AE0{E HMF * 7I% dES 20 dEE ZEFHR &

HIIS(EH)E &e + J&Lich

CHZ = AWS CLI & AWS SDKsOi| CHEt of| X[ etof| CHel Z2 A|X{E NS ELCH
AWS Management Console. AtA|EH LIS 2 otE E2{™H AWS HealthLake API
CreateFHIRDatastore MME B X3FHAL.

HealthLake Ci|O|E{ AE0{E 4d5t2{H

MM 7|2 DHof et H+&E MEELICH AWS HealthLake.
AWS CLI 2! SDKs

CLI

AWS CLI
Oi| Al 1: SigV4-enabled HealthLake G| O|E{ AE 04 244

reate-fhir-datastore 0JN|0flA-{= AWS HealthLakeOl| A AH CO|E{ AE0{E AAd

cr
ote dHE HoiELCh

Ct=
b=
healthlake create-fhir-datastore \
--datastore-type-version R4 \
--datastore-name "FhirTestDatastore"

a

=
(7]

T3
i

)

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",
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"DatastoreId": "(Data store ID)"

of| X 2: FHIR X|® HealthLake Cl|O|E{ AE 0{0|A{ SMART 2444

C}S create-fhir-datastore OX|0|A{= AWS HealthLake0ll A FHIR K| CI|O|E{ AE 04
oM A SMARTE MAMsIE e EoiELICt.

aws healthlake create-fhir-datastore \

--datastore-name "your-data-store-name" \

--datastore-type-version R4 \

--preload-data-config PreloadDataType="SYNTHEA" \

--sse-configuration '{ "KmsEncryptionConfig'": { "CmkType":

""CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId'": "arn:aws:kms:us-east-1:your-account-

id:key/your-key-id" } }' \

--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json8| Z2HI=:

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]1}"

}

2.
—.

T

~
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"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastorelId": "(Data store ID)"

}
KM B L2 2 AWS HealthLake ZHEAF QFLHA Q| FHIR T|O|E{ AE0{ MM Sl DL |EHZE X
SHMI2.
« API ME ME = AWS CLI & 2 X 9| CreateFHIRDatastore MM 2 & X 5HAMIR2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
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- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.

:param datastore_name: The name of the data store.

:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.

:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.

:return: A dictionary containing the data store information.

try:
parameters = {"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
and identity_provider_configuration is not None

)8
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:

logger.exception(
"Couldn't create data store %s. Here's why %s",

datastore_name,
err.response["Error"]["Message"],

raise

CtS I =0 M= SMART on FHIRO| & A3} El HealthLake CI[O|E{ K& Ao ml2tO|E 0f A|E
Hoi&EL|CtH

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}

}
# TODO: Update the metadata to match your environment.

HIO|E{ AE0f M4
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metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",

"foo",
1,
"grant_types_supported": ["client_credential", "foo"],
"registration_endpoint": "https://ehr.example.com/auth/register",

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],

"management_endpoint": "https://ehr.example.com/user/manage",

"introspection_endpoint": "https://ehr.example.com/user/
introspect",

"revocation_endpoint": "https://ehr.example.com/user/revoke",

"code_challenge_methods_supported": ["S256"],
"capabilities": [

"launch-ehr",

"sso-openid-connect",

"client-public",
1,

}
# TODO: Update the IdpLambdaAzrn.

identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),
}
data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

« AP| M8 HE = AWS SDK for Python (Boto3) APl £ = 9| CreateFHIRDatastore & & &= 5t Al

(@)

L.

HIO|E{ AE0f M4
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® Note
GitHubofl . Bt Li0| l&LIC AWS ZE of 2|ZX|EZ|0IM MA o|& &1 M
9 M YHS HABMEL

SAP ABAP

SDK for SAP ABAP API
® Note
GitHuboll Cf Bt 2 LH0| &Lt AWS ZE of 2|ZX|EZ|M XA o2 &1 MY
9 A WS HABMEL
TRY.
" iv_datastore_name = 'MyHealthLakeDataStore'

oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

CIOIE{ AE0{ MY 27


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples

AWS HealthLake TR 7H0|E

« API M|& HE = SDK for SAP ABAP API & Z ©| CreateFHIRDatastoreE & X 5tMI 2. AWS

© Xl 7+
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(® Note

CtZ ™Ato M= AWS Sigv4 Het 20{E A& 35104 HealthLake Ci|O|Ef AE0{E A ErLICH.
HealthLake 2& 2 FHIR O|O|E{ AE 040 M SMART &2 X|&5tX| & &LICt.

AWS Sigv4 H&t 2048 A835104 HealthLake C|O|E]{ AE0{E Md5te{H
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Ct. XEAM|SH LHE S 2 olE B AWS HealthLake AP £ = 92| DescribeFHIRDatastore MME & =X
StAR.

HealthLake CIlO|E{ AE0{2| £ME 71X & Y
HMA 712 M™ofl et HlwFE MEIEFLICH AWS HealthLake.
AWS CLI & SDKs
CLI
AWS CLI
FHIR Cl|IO|E{ AE0{E MH3I2{™

2 describe-fhir-datastore Oi|X|0{ M= AWS HealthLakeOl| A T|O|E{ AE0{9| &4
3= g Ho{EL|C)

mo £1

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6¢c513ce899f9%4f66a59"

T
i

)

"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
I
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY™",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R&4",
"CreatedAt": 1603761064.881,
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"DatastoreId": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

KM B L& 2 AWS HealthLake 7HEE R QFLHA S| FHIR H|O|E{ AE0{ MM 2l R |EHZE X
StM2.

« APl M8 ME = AWS CLI @3 & X 9| DescribeFHIRDatastore MM & x

tMl.

ol

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(

HolEf AE0{ &M 7HX 27| 30


https://docs.aws.amazon.com/healthlake/latest/devguide/working-with-FHIR-healthlake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/describe-fhir-datastore.html

AWS HealthLake TR 7H0|E

"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)
raise
« API M5 HE = AWS SDK for Python (Boto3) API & Z= 9| DescribeFHIRDatastore & & Z= 3}
M.
(@ Note
GitHubOll I Bt 2 LI 0| A&t AWS ZE o 2| ZX|EZ|0IM A o E &1 MY
LA™t WHE HI/IEAR
SAP ABAP
SDK for SAP ABAP API
@ Note
GitHuboll | E£2 LiE0| U&LICH AWS = of Z|ZX|EZ[0M A o & &1 HH

9 A WS L.

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.
ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
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DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.

MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_notfound_ex.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE 1lv_error TYPE 'I'.

RAISE EXCEPTION lo_validation_ex.
ENDTRY.

« API M5 ME = SDK for SAP ABAP API| & X 9| DescribeFHIRDatastoreE £ ZXsHAM| L.
AWS
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HealthLake O|O|E{ AE 04 L} Y

o|O|Ef AE0{ &FEHO]| BH7|QI0] AL X} A& o] 2 E HealthLake HIO|E{ AE0{& LtY¥st=
ListFHIRDatastores Ol AFS & LICH CHS HIF0AME 2 AWS SDKs2| AWS Management
Console AWS CLI & Z = of|xf|off CHet MERIE NS ELICH REMEH LI8 S otEE{t AWS
HealthLake APl 2t X 9| [ istFHIRDatastores MME &HZSIMIL.

2 E HealthLake Cl|O|E{ AEO0{E LI QE5tE{H

A& 7|2 ol e Hw+& MEELICH AWS HealthLake.
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AWS CLI & SDKs
CLI
AWS CLI
FHIR CllO|E{ AE0{& LI Y5t ™

CIS list-fhir-datastores MA0MHE HHE AL 5= & AL X7 AWS
HealthLakel| CIO|E{ AE0{ AE{E 7|HIoZ AN E ZE25te WHE BEoiFLICH

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

T
i

~

"DatastorePropertiesList": [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
},
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

CloIE{ AEO0{ B
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KM B L2 2 AWS HealthLake 7HEAF QFLHA{ Q| FHIR T|O|E{ AE 04 MM 2l 2| |[E{Z &
SHMI2.

« API ME HE = AWS CLI @& & X 9| ListFHIRDatastores MM & & T 3HM|2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token
datastores

None

[]

# Loop through paginated results.
while True:
parameters = {}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response['"DatastorePropertieslList"])
if "NextToken" in response:

CloIE{ AEO0{ B
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next_token = response["NextToken"]
else:

break

return datastores
except ClientError as err:
logger.exception(

"Couldn't list data stores. Here's why %s", err.response["Error"]

["Message"]

raise

« API M2 HE = AWS SDK for Python (Boto3) API & Z 9| ListFHIRDatastores& & Z= 3} Al

o

.

(® Note
GitHuboll Cf B2 LI Ol Q& LICH AWS FE off B|ZXIES|0IM Al ol 37 A
Q! AlSiSE S HIKUEAM 2.

SAP ABAP
SDK for SAP ABAP API

(® Note
GitHuboll Cf B2 LiZ ol l&Lich Aws I = of 2lZXIE2/0IM HAl ol 31 MH
U Agse Wy HelEML.

TRY.

oo_result = lo_hll->listfhirdatastores( ).

DATA(lt_datastores) = oo_result->get_datastorepropertieslist( ).

DATA(1lv_datastore_count) = lines( lt_datastores ).

MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE lv_error TYPE 'I'.
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RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

(=]
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
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HealthLake Cl|O|E{ AE0{0{ Ej1 K|

TagResourceE& At&3ot04 HealthLake H|O|E AEo-loﬂ Ef2E x|&E | C}. C}2 M= AWS
Management Console 2! AWS SDKs2| AWS CLI & Z = of|Al|ofl ChEt HxtE M-S LIk REAISH LK
82 olE 2™ AWS HealthLake API & % 9 TagResource MME 2T SHAI2.
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HMA 7|2 A™Ho et HFE MEIELICH AWS HealthLake.

AWS CLI & SDKs

CLI
AWS CLI
Clole AEo{of| EfO & F7t5t2iH™
CHZ tag-resource GM 0= HIO|Ef AE 00l E{E FI5te WS 2o FLIC
aws healthlake tag-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263e16fd56b6d8ebdbe" \
--tags '[{"Key": "keyl", '"Value": '"valuel'}]'
Ol BH2 £232 M5t X| k&Lt
REMIEH LI 2 AWS HealthLake 7HEt A} OHLHA{ Q| TI|O|E{ AE 0404 Ef T F7IE & ESHMIL.
« API M® HE = AWS CLI BE & Z 9| TagResource® XM L.
Python
SDK for Python(Boto3)
@classmethod
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_TagResource.html.html
https://docs.aws.amazon.com/healthlake/latest/devguide/add-a-tag.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/tag-resource.html
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def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->

None:
Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_azrn,
Tags=tags)

except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

« APl M| HE = AWS SDK for Python (Boto3) APl & Z 9| TagResource® & ZE M.
(® Note
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/TagResource
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
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TRY.
" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
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AWS CLI
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CHS list-tags-for-resource MAIME X|IHE CIO|E{ AE0{Q} HAE EfOE LIJE
L|CF.

aws healthlake list-tags-for-resouxrce \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263el16fd56b6d8ebdbe"
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https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListTagsForResource.html.html
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ntagsn: {
"key": "value",
"keyl": "valuel"

KM LH& 2 AWS HealthLake 7He Rt QLA 2|HealthLake 0| M ElAA EfT X|™H
2. AWS HealthLake
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o
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- API M8 HE = AWS CLI B& & X 9| ListTagsForResourceE & EsHA2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthlLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
)
return response["Tags"]
except ClientError as err:
logger.exception(
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https://docs.aws.amazon.com/healthlake/latest/devguide/tagging.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/list-tags-for-resource.html
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"Couldn't list tags for resource %s. Here's why %s",

resource_arn,
err.response["Error"]["Message"],

)

raise

- API M| HE = AWS SDK for Python (Boto3) APl & = 9| ListTagsForResourceE & &= Al
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TRY.
" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
DATA(lo_result) = lo_hll->listtagsforresource(

iv_resourcearn = iv_resource_arn

).

ot_tags = lo_result->get_tags( ).

DATA(lv_tag_count) = lines( ot_tags ).

MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE 1lv_error TYPE 'I°'.

RAISE EXCEPTION lo_validation_ex.
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/ListTagsForResource
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« API| M5 HE = SDK for SAP ABAP API & Z 9| ListTagsForResource& & X 5tM L. AWS
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_UntagResource.html.html

AWS HealthLake TR 7H0|E

AWS CLI & SDKs
CLI
AWS CLI
HlolEf AEO{0M E}2E | 7{5tE{™

CHZ untag-resource A0 HE CIO|E AE0{0|AM Ef2E AMHstE B2 2o FLICH.

aws healthlake untag-resouxce \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

b91723d65c6fdebld26543a49d2ed1fa" \
--tag-keys '["keyl"]'

Ol BF2 g3g ddstx| et&Lict

KtMIEF L& 2 AWS HealthLake 7 R} SFLHA{ S| TO[E{ A E0{0f|AM EfT HM7HE B ZSHMR.

A
- APl M8 HE = AWS CLI E&E & Z 9| UntagResourceE & X otM|2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
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https://docs.aws.amazon.com/healthlake/latest/devguide/remove-tags.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/untag-resource.html
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try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:

logger.exception(
"Couldn't untag resource %s. Here's why %s",

resource_arn,
err.response["Error"]["Message"],

)

raise

AWS SDK for Python (Boto3) APl & X 9| UntagResource & & = 35HA(2.

rr
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TRY.
" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/

fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys

).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/UntagResource
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

o
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDatastores.html
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HealthLake Cl|O|E{ AE0{E AfX|5tE{H
HMA 7|2 d™Hof et HwE MEIELICH AWS HealthLake.
AWS CLI 2! SDKs

CLI

AWS CLI
FHIR O|O|E{ AE 0|2 AtK||5tE{H

CtS delete-fhir-datastore OXMoiMH= AWS HealthLakeOll M CIO|Ef AE0{2t 2E 2
HXE AtK|steE 2 g HoiFLCH

L oHd= L

aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

M

2d.
—.

{

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",

"DatastoreId": "(Data store ID)"

AFAIEE LHE 2 AWS HealthLake 702 &} 2HLHA{ S| FHIR CIO|E{ A E 01 <https:/
docs.aws.amazon.com/healthlake/latest/devguide/working-with-FHIR-healthlake.htm|> 24+ 2!
DLIEZE XM 2.

« APl M5 ME = AWS CLI & E X 9| DeleteFHIRDatastore MM E XX SHM 2.

Python

SDK for Python(Boto3)

@classmethod
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def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:

Deletes a HealthLake data store.
:param datastore_id: The data store ID.

try:

self.health_lake_client.delete_fhir_datastore(DatastoreId=datastore_id)
except ClientError as err:
logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

raise

« API M8 HE = AWS SDK for Python (Boto3) API & = 9| DeleteFHIRDatastore& & & 5t Al
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/DeleteFHIRDatastore
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
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TRY.

iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).

lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.
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SE I MY (Kts 1 HE
{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription”
]
1,
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<datastoreld>/r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<patient id>"

]
+

"channel": {
"type": "event-bridge",

"endpoint": "<your event bus arn>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/
StructureDefinition/backport-payload-content”,
"valueCode": "id-only"

Subscription ZlAA AMK||
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DELETE https://<baseHealthLakeURL>/Subscription/<your subscription resource id>

E AE310{ FHIR 7+ 5 A AWS HealthLake

CHE 70|20 MEE AFE38t0d FHIR 52 st YHE 2 0iELICH AWS HealthLake.
FHIR 752 4452
1. SubscriptionTopicZ& PHSLICH
75 FA 2laa9] of:
{
"resourceType": "SubscriptionTopic",
"url": "http://example.org/FHIR/SubscriptionTopic/encounter-create",
"version": "1.0.0-fhir.r4b",
"title": "encounter-create",
"status": "unknown",
"description": "Example topic for new encounters",
"resourceTrigger": [
{
"description": "Encounter Create",
"resource": "Encounter",
"supportedInteraction": ["create", "update"]
}
]
}
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« HealthLake= OAuthE AlE5t04{ REST 3 A= ZQIEE CSFLICE 2t REST 32 75

£ MME M channel._type.extension[*]0| A client-id, client-secret & oAuth-endpoint-url€ &

oHioF &FL|ct,

CM_CMK HIO|E{ £2E0{& AtEst= B2 KMS 7| EA ofAl:

{
"Sid": "AllowEventBridgeToUseKMSKey",
"Effect": "Allow",
"Principal": {
"Service": ["events.amazonaws.com", "healthlake.amazonaws.com"]
1,
"Action": ["kms:GenerateDataKey*", "kms:Decrypt", "kms:DescribeKey"],
"Resource": "*"
}

EventBridgeE A& st= 3%

« CM_CMK O|0|E{ AE0{events.amazonaws.comE ALS3tE AR KMS 7| S AZ|EL
Ct.

« EventBridge 2l4&A HAO0| MH|A 29O Fx|healthlake.amazonaws.comZ AE|5H=X| &0l
glct.
=]

« CM_CMKE At83t1 EventBridge7t AEZQIEQI ZL C|O|E{ AE0{ KMS 7|2t 5 Y& KMS
7|2 EventBridge HAE =35t U=X| EHQlELICt

- EventBridge H{£A0{ HealthLakeOl| A 244 &l O|HIE 9t UX|5t= EI0| 5Lt 0|4 U=X| &elgt
L|Ct.

EventBridge Z'd EHAO1| CHE 2|4 A 2 0dA:

"Version": "2012-10-17",
"Statement": [

{
"Sid": "allowHealthlakeToPutEvents",

"Effect": "Allow",
"Principal": {
"Service": "healthlake.amazonaws.com"

+

"Action": "events:PutEvents",
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"Resource": "arn:aws:healthlake:us-east-1:111122223333:event-bus/
FhirSubscriptions-bus"

}

HealthLakeOll A O|HIEE 4= 2I3t= EventBridge %! OHIE m{E19] of:

{
"detail-type": ["FHIR Subscription Notification"],
"source": ["healthlake"]

}

® Note

HealthLake= Ct& 5 7tX| AAE K| ELICH
« “healthlake”: +504BF SHE

X
Eluict
« “aws.healthlake”: HealthLake AMH|A OIH.iIE% £ AlsHL|CE.

FHIR 7= O|HIE Aol CHEt 38 e E AL “healthlake” 2 ALSELICH
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"resourceType": "Subscription",
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"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
I
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld/r4/
SubscriptionTopic/<your topic id>",
" criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<patient id>"

]
1,
"channel": {
"type": "event-bridge",
"endpoint": "arn:aws:healthlake:eu-west-2:111122223333:event-bus/FhirSubscriptions-

bus",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "id-only"

0%
<}
™
o
i
-
a

event-bridge YIEZQIE & full-resourceHO|2E &

"resourceType": "Subscription",
"meta": {
"profile": [
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"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-

subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
"_criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<patient id>"

]
.
"channel": {
"type": "event-bridge",

"endpoint": "<your event bus arn>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"

Rest 3

rest-hook AEEZQIE A id-onlyHO|ZE REO| XT&E 5.

"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructurebDefinition/backport-
subscription"

= Ho|Z= oA
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]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",

"_criteria": {

"extension": [

{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<your patient id>"

]
.
"channel": {
"type": "rest-hook",

Il_typell : {
"extension": [
{

"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]

iy
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",

"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "id-only"

= Ho|Z= oA 61
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}

rest-hook A L full-resourceHO|2E R30| T & E 15,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/test-patient-id"

]
iy

"channel": {
"type": "rest-hook",

Il_typell : {
"extension": [
{

"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

.

{
"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

.

{

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

= Ho|Z= oA

62



AWS HealthLake

}

JHeER 7Hol=

]
},
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",
"payload": "application/fhir+json",
"_payload": {

"extension": [

{

"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",

"valueCode": "full-resource"
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{
"version": "Q",
"id": "<your-id>",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",
"time": "2025-09-04T723:43:50Z2",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",

"notificationBundlePayload": {

"resourceType": "Bundle",

"id": "<BUNDLE_ID>",

"type": "history",

"timestamp": "2025-09-04T23:43:50.3417919342",

"status": "requested",

"entry": [

{
"fullUrl": "urn:uuid:<HANDSHAKE_RESOURCE_ID>",
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"resource": {

"resourceType": "SubscriptionStatus",

"id": "<HANDSHAKE_RESOURCE_ID>",

"status": "requested",

"type": "handshake",

"eventsSinceSubscriptionStart": "0",

"subscription": {

"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/

<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"

.

"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>"

{
"version": "Q",
"id": "<your-id>",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",
"time": "2025-09-05T00:18:43Z",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "c74ea02a-9c69-4e34-85d6-e72720189574",
"type": "history",
"timestamp": "2025-09-05T00:18:43.393688851Z",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:173135e3-3c80-4b90-al0a-e0@lals20fdea”,
"resource": {

FETR T EN=ITP]
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"resourceType": "SubscriptionStatus",

"id": "173135e3-3c80-4b90-al0a-e01als20fdea”,

"status": "active",

"type": "event-notification",

"eventsSinceSubscriptionStart": "-1",

"subscription": {

"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/

<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"

},

"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",

"notificationEvent": [

{
"eventNumber": "0Q",
"timestamp": "2025-09-05T00:18:43.3937752342",
"focus": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19",
"additionalContext": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19/
_history/1",
"id": "8f4e9cla-2b3d-4e5f-6a7b-8c9d0elf2a3b"
}

A 2las L3 HEO| of Lt

"version": "Q",

"id": "dl142bed8-db3f-445f-c4db-a843ad84121a",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",

"time": "2025-09-05T00:18:437",

"region": "us-east-1",
"resources": [],
"detail": {

FETR T EN=ITP]
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"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "3d42c70f-4fa9-4b1a-98a7-43c0d0441115",
"type": "history",
"timestamp": "2025-09-05T00:18:43.845821667Z2",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:1d005a09-al5c-4010-9675-1e8043ce@8a8",
"resource": {
"resourceType": "SubscriptionStatus",
"id": "1d005a09-al5c-4010-9675-1e8043ce08a8",
"status": "active",
"type": "event-notification",
"eventsSinceSubscriptionStart": "-1",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
},
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",
"notificationEvent": [

{
"eventNumber": "0Q",
"timestamp": "2025-09-05T00:18:43.8459707542",
"focus": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"additionalContext": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5/
_history/1",
"id": "7a8b9c@d-le2f-3a4b-5c6d-7e8f9adblc2d"
}
]
}
},

{
"fullUrl": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"resource": {

"resourceType": "Encounter",

"id": "82776529-59a0-4d63-bedb-82f6726d65b5",
"status": "finished",

"class": {

"system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
"code": "AMB",
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"display": "ambulatory"

.

"subject": {
"reference": "Patient/test-patient-id"

},

"meta": {
"lastUpdated": "2025-09-05T00:18:43.219652906Z",
"versionId": "1"

}

.
"request": {
"method": "CREATE",
"url"™: "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5"
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"inputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"

1,
"outputDataConfig": {
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"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3a0ba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-
a99d-c48c655ed545"

},
"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

.
"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

},

"numberO0fScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": ©0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0
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--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"

=L
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f"
}

XM B L8 2 AWS HealthLake 7HE A QFLHA{ S| FHIR H|O|E{ AE040] It 7127 |E &
SHMI2.

- API M2 HE = AWS CLI B&E & Z 9| StartFHIRImportJob MMEZ T SHMIL.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_import_job(
self,
job_name: str,
datastore_id: str,
input_s3_uri: str,
job_output_s3_uri: str,
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kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake import job.
:param job_name: The import job name.
:param datastore_id: The data store ID.
:param input_s3_uri: The input S3 URI.
:param job_output_s3_uri: The job output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The import job.
try:
response = self.health_lake_client.start_fhir_import_job(
JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,

},
DataAccessRoleArn=data_access_role_azrn,
DatastoreId=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise
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(_I) Note
GitHubofl . Bt Li0| l&LIC AWS ZE of 2|ZX|EZ|0IM MA o|& &1 M
9 M YHS HABMEL
SAP ABAP
SDK for SAP ABAP API
(_I) Note
GitHuboll Cf Bt 2 LH0| &Lt AWS ZE of 2|ZX|EZ|M XA o2 &1 MY
ol ARGt E HWHE HIKEAMER
TRY.
" iv_job_name = 'MyImportJob'
" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'
" iv_job_output_s3_uri = 's3://my-bucket/import/output/’
" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"
" iv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'

oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(

iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.
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aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f
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{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192at392f8cebe7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Data store ID)"
}
}

KM B L2 2 AWS HealthLake 7HeEAF @FLHA S| FHIR T|O|E{ AE040f It 7K@ 7|E &HZ
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AWS CLI E3 2 = 9| DescribeFHIRImportJob MM 2 & ZE M2

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:

Describes a HealthLake import job.
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:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.

try:

response = self.health_lake_client.describe_fhir_import_job(
DatastoreId=datastore_id, JobId=job_id
)

return response["ImportJobProperties"]
except ClientError as err:

logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

« API M[¥ HE = AWS SDK for Python (Boto3) API & Z 9| DescribeFHIRImportJob2 & &= &}
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TRY.

iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n405p6"’
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oo_result = lo_hll->describefhirimportjob(

iv_datastoreid = iv_datastore
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) =
IF lo_import_job_properties IS B
DATA(1lv_job_status) = lo_impor
MESSAGE |Import job status: {
ENDIF.

_id

oo_result->get_importjobproperties( ).
OUND.
t_job_properties->get_jobstatus( ).
lv_job_status }.| TYPE 'I'.

CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).

DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.

MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
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Note

MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_validation_ex.
ENDTRY.

M= = SDK for SAP ABAP API &=

£ 32 4 Qi L7t? o] Ho|x|e|
ME &ELCH

HealthLake 20| = FHIR 7} X 27| ¢ ME

AWS CLI AlE
ClJobStatus. AtA|EH LI

stodet 22 7tXR7| 5 542

9| DescribeFHIRImportJob2 & Z&HA|2.

QEZ Aol U= T=H KB FIAE A

HE M8E = gigLUct CHAlet EHE
DescribeFHIRImportJob Q& L]

20| H0o|X|2] AWS CLI HXE & ZX5IML.
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AWS HealthLake TR 7H0|E

FHIR 7} X2 7| Q] L}

ListFHIRImportJobsE Al&35l04 &4 HealthLake CIO|E{ AE0{0] CHEF FHIR 7t 27| XS LI
QgL cH2 M= AWS Management Console %! SDKs2| AWS CLI & AWS Z.E oi|A|of| CHEt &
X2 MBI ELICH AFME LI8 S LotEEd®H AWS HealthLake APl & X 0| L istFHIRImportJobs Al

HMA 7|2 d™of et HwE MEIELICH AWS HealthLake.
AWS CLI 2! SDKs
CLI

AWS CLI

HiEH
o H

o
rir

2 E FHIR 7K 27| B2 L5t

CHS list-fhir-import-jobs XM= BB S AEsH0{ AE HEE ZE 727
Y =ES E= YHYE 2o UL

aws healthlake list-fhir-import-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-after (DATE like 2020-10-13T19:00:00Z ) \
--job-name ""FHIR-IMPORT" \
--job-status SUBMITTED \
-max-results (Integer between 1 and 500)

T
i

)

"ImportJobPropertiesList": [
{

"JobId": "c@fddbf76f238297632d4aebdbfcoddf"
"JobStatus": "COMPLETED",
"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastoreId": "(Data store ID)",
"InputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"

’
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},
"JobOutputDataConfig": {
"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a®@c599ec@-FHIR_IMPORT-
c0fddbf761238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645chb-
e564-4981-8672-9e012d1ff1a0"

}

.
"JobProgressReport": {

"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": 0.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerError": 0,
"Throughput": 0.0

I

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"

KEMIEH L2 2 AWS HealthLake 7HEEAF QFLHA S| FHIR | O|E{ AEO{2 Il 71X 27|18 &HZ
SHMI2.

« APl M2 HE = AWS CLI B # =X 9| ListFHIRImportJobs A4S FHESHMIR.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.
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AWS HealthLake

JHeER 7Hol=

def

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

list_fhir_import_jobs(

self,

datastore_id: str,

job_name: str = None,

job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,

) -> list[dict[str, any]l]:

date.

date.

Lists HealthLake import jobs satisfying the conditions.

:param datastore_id: The data store ID.

:param job_name: The import job name.

:param job_status: The import job status.

:param submitted_before: The import job submitted before the specified

:param submitted_after: The import job submitted after the specified

:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =

self.health_lake_client.list_fhir_import_jobs(**parameters)

jobs.extend(response["ImportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
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JHeER 7Hol=

else:
break
return jobs
except ClientError as err:

logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],

)

raise

« APl M| HE = AWS SDK for Python (Boto3) API & Z 9| ListFHIRImportJobs2 & &= 3t Al

2.

(@ Note
GitHuboll . B2 Lig 0| J&LICH AWS ZE of E|ZX[EE|oM T ol E 1 dF
3 deste HHE HHIHEAML

SAP ABAP
SDK for SAP ABAP API
@ Note
GitHuboll 4 Bt 2 LH& 0| A&LICH AWS ZE of EIZX|EE[0M TA o & B MY
3 dste FHE HHIHEML

TRY.

iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6'
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirimportjobs(
iv_datastoreid = iv_datastore_id

IHMHR7| &Yg LhEstT| 88


https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/ListFHIRImportJobs
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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).
ENDIF.
DATA(1lt_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« API M5 HE = SDK for SAP ABAP API & X 9| ListFHIRImportJobsE & Z3tM 2. AWS

® 01|x1| =25

T & L7t? o Ho[X|e] 2B AFO|=HO| /= II=EH ME FIE A
&g

AWS 2&

® Note

FHIR 7}Xd2 7| 2] M E = HealthLake 2&0|AM Al 8 &= Q& LICE CHAlIQE T E AWS
CLI AF838t0d 2 E FHIR 7} M2 7| 242 Lt¥ListFHIRImportJobsgfLICt RtAIEH LIS
O| I O|X|2] AWS CLI {N|E & XM L.
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AWS HealthLake JHEER}E 710l =
0 A FHIR 2[A&A 22| AWS HealthLake
FHIR R4 RESTful APl & & & &2 AF&3}04 HealthLake O|O|E{ AE 040 M FHIR 2[AAE Z 2[R L

A | -
g e

Ct. CtE MMo M= FHIR E[AaA BF2[of A
I.

2 E HealthLake X[ FHIR R4 RESTful API

AS 228 MAHELICH HealthLake Cl|O|E|{ AE0{ 7|51 X|&5tE FHIR ALY Q| 2 E£0f CHSt XEA|8t
LIS MMg X stM 20 Ciet FHIR R4 7|5 A3 AWS HealthLake.
(@ Note
O] Zof L}IYUEIFHIR 4% =22 o|=2 H|O|E{ 2t {8t HL7 FHIRR4 E&E 2 43622
F=E|QELICH HL7 FHIR MH|A 2| 30|22 AWS CLI 2/ AWS SDKs S5 MZ2E|X| &t
L|C}t REMIEH LI FHIR R4 RESTful APl A& A 2| RESTful APIE & X35tM L. R4 RESTful
CIS Eol=0M X|Hsl= FHIRR4 &35 &0 LIQFE|0o] YU&LICH AWS HealthLake. HealthLakeO|
M X|#stE FHIR 2|l4&A 3ol CHEF AtA[E LI 2 MME FXRSIMREA 7.
0ol M X|¢45HE FHIR R4 &= X8 AWS HealthLake
4z %8 =l
A AlAE AS XS
capabilities AMAHE0| CHEt 7|8 MHEE 7S LICt of CHEF FHIR R4 7|5 & AWS
HealthLake 2 (E) & Z5tM L.
batch T 4% 20l 2lAA HMEE HOIO|E, MY E= AXELICH FHIR
ClAA HERIZ(E) A XFHA 2.
R sF AS EHR
create MH &2 ID2 M BIAAS MMSFLICH FHIR ElAA MAS2(E) X5t
N2
search UL ZIE| 7|&of et 2 342 ZHMSIL|CH FHIR E|AA ZAHS
(B) #x=3tMlL.
history EY glaA Yo Oigh ¢4 7|85 2 AMELICE FHIR 2lAA 7|8 ¢
718(8) BZEAML.
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AWS HealthLake TR 7H0|E

AE A =L
QIABA =& 43 &
read E2lAAO| FHX AEHE & LICH FHIR 2lAA 217|8(8) HZESHAMIL.
history £ 2laAo] cHEt HE 7|88 el&LICH FHIR 2l4&A 7|5 217[2(8)
SIS (Ko
vread 2lAA0| & HM HEHE el&LIch HHY FHIR ElaA 7|18 87|18
(B) #xstMl
update IDE 2|AAE UHIO|EELICHEE M E|AAQI B MA). FHIR 2[4
A YO O|EZ(E) HZFIML.
delete 2IAAES AXEILICH FHIR 2lAA ATKZ2(8) 2T sHAI2.
=X
* FHIR E|&4 dd
« FHIR ElaA 2]7|
« FHIR 2[4 7|5 917
« FHIR E|AA AH|0|E
« PATCH 2 AL&3104 ElaA =7
« FHIR E|lA&4 HEZ
« FHIR ElAaA ALK
- A4 5E A SAY

FHIR 2| AA A

FHIR create &% A& HealthLake Cl|O|E{ AE0{0| A FHIR 2IAAE MMEHLICH XIMIEH LIE =2

FHIR R4 RESTful APl B Mcreatel| MME F XM L.

AL

FHIR 2l4A 8 A4d5t2{p

1. HealthLake region & datastoreld &2 T&ELICH XFMFH L2 CIO[E{ AE0{ £ 7t
O 7| EHRIS A RS AIAIQ.
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AWS HealthLake TR 7H0|E

PR SHALA

fjo
g2t
_}o

2. Resource dd8E FHIR 82 ZHELICH RIMEH LIS =71 7| EHH

3. HealthLake region 2of CHall +=&E Z2t2 AF835t0 2ol CHEt URLE &L
CtdatastoreId. 24det FHIR Resource &8 T Z&giLCt CF2 oA A& URL B2 E
Hi{H SALHES A3 EELIC

1

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource

4. QX CHEt JSON 222 74345104 A 2|A A0 CHEF FHIR CIO|E{E X|™EHLIC}. o] KMxlo| 2
A FHIR Patient 2IAAE AESIEZ 0l E 2 ME & LIClcreate-patient. json.

o

{
"resourceType": "Patient",
"identifier": [
{
"system": "urn:o0id:1.2.36.146.595.217.0.1",
"value": "12345"
}
1,
"name": [
{
"family": "Silva",
"given": [
"Ana",
"Carolina"
]
}
1,
"gender": "female",
"birthDate": "1992-02-10"
}

5. ™2 BHYLICE FHIR create &% &2 FHIR TEF 204 Al AWS ME BT 4 EE= SMART
oF &7 POST LEE AEELICH TS MMM E curl EE= HealthLake 2& 2 AHE 5107
HealthLakeOll M FHIR Patient 2|&AE MHELICH A oAME EoiH SAI HES A3 EF
L[CF
Sigv4

Sigv4 H8t K od

curl --request POST \
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JHeER 7Hol=

'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient' \
--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header 'Accept: application/json' \

--data @create-patient.json

SMART on FHIR

IdentityProviderConfiguration C|O|E{ &Alof CHEt SMART on FHIR T8t £04 of| A

2iL/ct.
{
"AuthorizationStrategy": "SMART_ON_FHIR",
"FineGrainedAuthorizationEnabled": true,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-

lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}
S EXHE PEH £0d Lambda®ilA] HEHS EEE 4 A&LICH XME LIS OAuth 2.0 2
Chelg AR,
AWS Console
@ Note
HealthLake 2&2 AWS Sigv4 T8t 048 X[ LICt.
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AWS HealthLake TR 7H0|E

1. HealthLake & 2| # 2| A< mo|x|of 22 IEFL|C}.
2. 2| A-H MMM ClESE MEYELICE

 OlO|E{ AE01ID - #E| EAtEE HHe Olo|e AE0{ IDE MEHELICH

- 2| {8 -8 MEHELICICreate.

. BAA 8% - MME FHIR 2|lAA S8 2 MESHL|CH

- 28 B2 - M 2l420] CH8 FHIR GIO[E{E X|&35t0d 28 0] CHEt JSON EES TAIEHL
Ct

Blan MY QIF HE +F T4
-amzn-healthlake-fhir-validation-level HTTP &

FHIR 2|AAE ’é',“g%* [ MEHX{O 2 x
€ X|H5l0d EIAAO| CHE HE &2 7 HE £+ USLICH = AWS HealthLake A CHS AS =
=g K[ELCt

e strict: B|AAEBAAQ|ZIERLI QA OF= T2 IIQ| Qi AR R4 AP0 et AES =L Ct. O]
S

=0l chet 7|8 45 +& LIt AW

e structure-only: E|l&A = R40] CHaH ASEH FEE T2 0 U2 F AR LICH
« minimal: ElAAE EH R4 |AFto 2 AFELICH AM/BMo| 2ed X

AHArol| AmliEh 2|AaAE ZAF

Al CHEtE lO|E| AE0{0f &=
LIC}. o] B sliiE ATHE 2 A{5l5l7| {8t Healthlake®d &S Z&SIEE 2|AAT Y

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}]}"
}
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AWS HealthLake TR 7H0|E

st CtE HTTP 8 Sl E "true" 242t &4 =& ElL|Ct.

x-amzn-healthlake-validation-issues : true

® Note
R4 Abgoll et R E HAlo2 £ E E CloElE olEt 2877 U AL o4l A
x| 28 4 AaLich

FHIR 2|AA 217

FHIR read &3 Z2& HealthLake Cl|O|E{ AE0{0| M 2|AA Q| 34X AEHE ol&LICt AFAIEH LI
2 FHIR R4 RESTful APl dEMreado| MME HZtM L.

FHIR EZ|&AE ¢{o{H

1. HealthLake region 2! datastorelId &{2 =& LICt XtAlEH LHE 2 H[O|EH AE0{ £4 7K
27| g AT AAIR.

2. ©4ZEl id 22 Resource &1 =& & FHIR 82 AMHELIC RIME LIBS =7 7| B2
SETTSNEY

3. HealthLake region 2/of CH3H %!
Cldatastoreld. FHIR Resource
E Ho{H SA HES A3 E8LCH

&35tod %ol Chet URLE Fd&fL
ol phed & ZEEHLCHd. OFS of| Aol A T URL B2

=l rﬂ
0 £y
jo
>

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. QM2 BHLICH FHIR read &35 222 FHIR M8t 5204 Al AWS MY B{F 4 EE= SMARTS}
B GET 28 E AEELICE CHE curl X0 M= HealthLakeO| A FHIR Patient 2[AA9]
— ICt A 6ME E2{H |SAI HES AT EFLICL

SigVv4

Sigv4 #3t £od

curl --request GET \
'"https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id'
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JHeER 7Hol=

AWS HealthLake
aws:amz:region:healthlake' \

--aws-sigv4 ! :
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header 'Accept: application/json'

SMART on FHIR
4lof| CHEt SMART on FHIR F&F £ 04 of| A

IdentityProviderConfiguration GIO|E{ &

LICt.

{
"AuthorizationStrategy": "SMART_ON_FHIR"
. true,

"FineGrainedAuthorizationEnabled"

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\"
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://

ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\"
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential

\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/

register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://

ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://

ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],

\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",

\"permission-v2\"]}"

}
Lict REAIEH LH& 2 OAuth 2.0 2| &

3E
e ’E.*.’F_éH;MI_?_
AWS Console
1. HealthLake 2& 2| # 2| & HO|X[ol 22 l&FL|Ct
47 MHoi| A CHE 2 MEIRLICEH

MEdEFLICEH

2. FEl dE M
e olole| 2E01 IDE M

« ClO|E{ AEO0{ID - #HE| EXES M
E MEHEIL|CIRead.

- A2l RE-E
. Bl42 RE -2 FHIR 242 &2 MeighD
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AWS HealthLake TR 7H0|E

« Z|AAID-FHIR ElAA IDE &l2d&tL|Ct.

3. Al S MEHELICEH

FHIR 2|42 7|5 2{7|

FHIR history &% &2 HealthLake HIO|E| A E0{0llA S FHIR 2|4 40| 7|28 ZAgHLICH

O] &= 2ZE AFE35t04 AlZhO| X['Hof| 2t FHIR El&A Q| LIE O] o{EHAH HELURE=ER

U&LICH 8t ZA 29 32i5t0 H MF Q| B|lAA MENE &Qlste O RSELICE FHIR 4%
2 create, update L E delete £&6tH Z|AA 0| 7|2 H{ZF0| MEELICH RMEH LIS FHIR
R4 RESTful API % E’;'A'Ihlstoryol MME A ESHM 2.

@ Note

EHEFHIR 2l&a4A 80 history CHal SEOIR Y =+ U&ELICH SEOIRSIE{HE A& 3t
o AtE| & ogrg:!- LICFAWS Support Center Console. AFHH|E A st2{Ho| 23221 AWS A
St At MM S MEHSHLCE,

FHIR 2lAA 7|22 9o

1. HealthLake region % datastoreld #{S =& LICH XpMEH LI 2 CIO[E{ AE0{ £ 7t
O 7| EHRIS A RS AIAIQ.

2. O1ZE id 2 Resource 1T £=&E FHIR f82 ZHELICH RIMEH LIS =7 7| EHplg
EESIMAIL.

3. HealthLake region 20 CH3H +=ZIE 2t AH&35t04 2 0f CHEH URLE 7L
Cldatastoreld. FHIR Resource §&, ¢1ZAE! Ql idME®] Z4M mipto|e{ T = &gtL|ct S
oMo MA URL ZEE EoiH EA HEZ A3 E 8L LY.

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource/id/
_history{?[parameters]}
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FHIR history & 3 X&0] CH3H HealthLakeOll A X| 2435t A mi2tO|E

mt2kO& ME

_count : integer Ho|X|e| =CH ZAAM A £=L|ct MHE 2
HE = E&= ClojlE AE0{of 7| 2Mo 2 &
S5l Al0H 74 A2 4+ 5 O M2 +8 ¢

= T = =
gHerLict.

_since : instant XEE A™HA E= O o|F ol dHE 2lan

_at : date(Time) E*W Al’J Z2hofl XIHE 7|2 S0 EH AIH

Pl
2t
o
-
:I:
I
—
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n
I
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w
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c
0

A‘Idateol P % HZSFAM L.

4. Q™S EHYLICH FHIR history 4% 82 FHIR Mt 2040 AWS M HT 4 E&=
SMARTSH &7 GET 2 AF2ELICt ChS curl WAMOIME _count AM ul2lO|E{E AFESH
04 HealthLake2| FHIR Patient 2|A A0 CHEt HO|X|E 1007H2| 74 A ZHatE ghetghL|Ct.
A oM E EoiH A HEZ A3 EFLICH

SigV4

Sigv4 HEh £04

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration C|O|E{ & 4lof CHEt SMART on FHIR T8t 04 of| A
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https://www.hl7.org/fhir/R4/search.html#date
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html

AWS HealthLake
"AuthorizationStrategy": "SMART_ON_FHIR"
i i . true,
arn:aws:lambda:your-region:your-account-id:function:your-

"FineGrainedAuthorizationEnabled"
"IdpLambdaArn": :
, \"jwks_uri\":

lambda-name",
"{\"issuer\":\"https://ehr.example.com\"

"Metadata": i
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://

ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\"
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential

\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/

register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://

ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://

ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],

\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"

\upermiSSion_VZ\u]}"
2 OAuth 2.0 #¢| &

history &% %&09| gt
HE |:|'|7F_'I 7| % Z3 5F P‘* _CP_EHE.J H-l".;'% OFx |“*9§ HStH,
g #xs

FHIR R4 MBEMResource Bundlell MM
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HealthLake O O|E{ AE0{0{| M E|AA Q| H{FY 217|2 4£8stL|C} o A5
I FHIR 2|AAQ| LIRS & £ U&LICH

KA FHIR 2

A R

s

FHIR vread =
HES2 AMN85HH EM AlzHof U
e 3 vread HealthLakee &4 2|AA HEHH| O]

[e][]

AHE

fjo

(® Note
210l FHIR history &% %8
E{o| %Al HEE gheterLCt.
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https://hl7.org/fhir/R4/bundle.html

AWS HealthLake TR 7H0|E

HealthLake= X|HElE ZF 2lA A0 CHEHOIM A ZHEIE X|EtCtn M
QiCapabilityStatement.rest.resource.versioning® L|Ct. 2 & HealthLake Cl|O|E{ AE 04
£ 2 E 2|lA A0 Resource.meta.versionId (vid)E Z&&LICH

FHIR history &3 X &0| € M3lE A (ZIBXM2 2 10/25/2024 0|F o M4 E Ojo|E| AE0{2| &
@ E= o|™ Olole AE0{2| &0l 2t Bundle 8EHOI= location @42| vid YR 27+ 3
ElLICH CHS oMM E R 2 vid EAIELICH. MA| oAME EedH of x| HE/MHE SEH(ISON)2

SEXS YIRS

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/ history/1",
..}

>
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o
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GET https://healthlake.region.amazonaws.com/datastore/datastorelId/x4/Resource/id/

_history/vid
4. M2 EHLICH FHIR history &3 &2 FHIR ™3t 204 Al AWS M HZT 4 L& SMART

Q 74 GET QA2 M2 LICL CI2 vread 4% X220 AM K|t Patient 2lAA HEH| O]
E|{ HXQ| FHIR 2|A A0 X|HE 2HX7| Qe BHY QIAEA S BHEHSHL|CHvid. CHS of| Aol A
MM URL ZZ2E Et{H SALHEES A3 E&LICH

SigV4

Sigv4 T3 £ 04

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/

_history/vid' \

HEHE 715 97| 100


https://hl7.org/fhir/R4/capabilitystatement-definitions.html#CapabilityStatement.rest.resource.versioning
https://hl7.org/fhir/R4/bundle-definitions.html#Bundle.entry.response.location
https://build.fhir.org/bundle-response.json.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

JHeER 7Hol=

AWS HealthLake

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration O|O|E{ ¥ 4{0oi CHEt SMART on FHIR FH&h F04 of| X
Lct.

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

EXt= HEF £04 Lambdaol HEHS €Y E + ASLICH KAEH LIS 2 OAuth 2.0 2| &
2 A
=

pdate &3 HE2 7|& 2la20f CHEh M 23X HEE ddstHLE XIHElof CiEr 2|4t of
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://hl7.org/fhir/R4/http.html#update

AWS HealthLake

TR 7H0|E
1. HealthLake region 2! datastoreld &{2 =& ELICt XtAlEH LHE2 HI0|EH AE0{ £4 7K
o7| Teig AE AR,
2. 9ZEl id 2t 2 Resource YO|O|EStD =&E FHIR 82 ZHELICH RIME LIE2 =7 7|
Celg AT,
3. HealthLake region 2/of CHalH =ZIEl 2t 2 AF8 304 2ol CiEt URLE T AL
Cldatastoreld. FHIR Resource 93 L #3d &= Z &8 LICtid. CHS o Ao MA| URL B2
E Eoi{H SAL HEZ A3 EFLICH
PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id
4. QHoi Cigt JSON EEE #4510 =&E FHIR CIO|E| YCI0|EE R|HELICH o] Hxto| =X
& oedg 2 MEELICtupdate-patient. json.
{
"id": "2de@4858-bab5-44c1-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
1,
{
"use": "usual",
"given": [
"Jane"
]
}
1,
"gender": "female",
"birthDate": "1985-12-31"
}

5. 232 BEYLICE FHIR update 4% &2 FHIR & £040M AWS MHE BT 4 EE= SMART
oF 74 PUT QEE AFSELICH CHS curl 1|*|01|A‘|'_ HealthLakeO| A Patient 2IAAE O
O|EgfLICE ™Al 6ME EE{H SAI HES 23 EFLICEH

2|4 dlolE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS HealthLake TR 7H0|E

SigVv4

Sigv4 H8t K o4

curl --request PUT \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id"’

\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \

--data @update-patient.json

QYL J|E BlAAT HUHO|IEEI ZZR 200 HTTP &Ef I EE BHatst 1 M 2|AATF MM E
Z4d o H

S 201 HTTP &Ell Z=E HrerefLch
SMART on FHIR

IdentityProviderConfiguration G|O|E{ &4l0f CHEt SMART on FHIR T8t §04 of| A
uct.

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html

AWS HealthLake TR 7H0|E

ZEXE et F04 Lambdaol HetE €Y + U&LICH REME LIS 2 OAuth 2.0 He| B
e HXtEAIR

. HealthLake 2&2°| #2| A% H|o|X|of| 21l L|C}.

A

2. He| 4 MMM ChE & MEfgfLich

« HO|E{ £E01ID - #E| EXtEE Y& TI0o|E AE0{ IDE ME{ELICE.

£ MEigL|Ctupdate (PUT).

8-
-+ Blas R - HOO|ESHHL G FHIR El&4 RES MEFLCH
- QY 22 - 2448 UOlO|EY FHIR CIOIHE X|Ystod 2ol CHEr JSON 228 79
ghulct
=

£75 HH|O|E S AR 301 = 1M FHIRO| ofl 2 Al 7444 7|Zof mat 7= BlAAS HElole
& 4 QlasLichid. MEE UEI0IEE MEIE o Mol thet B =2I2 s Zsh| 9ol 2las 8
o id CHEF EE ZM 7|52 ALGStof Mg SaEL

MEH7L +=dste 22 dMer x| &5 ol what EerELuc

. Ul ¥2 9ig, 2% B20l id MBEIX| &S MH7} FHIR 21448 MadstLc

. Ux| ¥ 913, id MTE U 214A7t0] OFE EXHSHK| ShBid: MEE 45 522 UClo|EE &
5 58 MM Malgro

. Ux| #= 9ig, id MBE I ol0| ZH: M7t 409 Conflict 279t 8 AUCI0O|EE &8
=

. Y| H2 17, BlAAid7 MBEIX| 98 OR(ElAATH id MZED &2 BlAA0 UxIF): Muls
919+ 20| YIS ElA A0 CHSH UHOIEE £ B LIC 2lAA7 HEIO|EE HL MHES B
ghatiof §LICt200 OK.

« One Match, 2|AA 7} id MZEIRIK|OH 3He 2lAAQ x|

31X ot 2: M7t 2EF0|E ID AFO|
Jt2x0|Holl A SX|7IHS S LIEFLIE 409 Conflict QB E H

|
£ uhEHrLICt OperationOutcome
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https://console.aws.amazon.com/healthlake/home#/crud

AWS HealthLake TR 7H0|E

« 042 LX| &= MH7I E2t0|HE Q| 7|£0| 7F2 2 0|H OperationOutcomeL £ SE 5| MEE|X|
orot=22 LIEFLHE 412 Precondition Failed @FE uretebL|Ct.

CHS oMol = O|E 0] peterO| 1, AR 0| 20007 12 140|H, T}
Patient Z|AAE YOIO|EELICE.

POI'

7} 1234567890¢!

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

clAaA Ao|o|Eol Cigt A& & 71

A IR

FHIR 2| AAE UOO|EE [ MEHZ{O 2 x-amzn-healthlake-fhir-validation-level
HTTP SlC{& X['E35tod 2|la20i et AE +&E T8 = AUELICH= AWS HealthLake TA CH&

o strict: 2|lAAE EB|AAQZ2E 4 F= ZELO| QIe B2 R4 A 2t S E LICEH O]
S

=
« minimal: ElAAE EH R4 FEIE FAISIHM XAt 2 ASEILICH HAM/EMof| 2Hest X
(o] =]

Aol Aufet 2|laA s HAF F1E Z8st =S Yolo|EFLICH
z4A HE +ELE YOo|EE Elas s AM HPol Ee 't HEol AuistHEH T T o|E AE0
of =&=E & A&LICH 0| B2 aid A& EAM=tst7| /2 Healthlake'E HEE Z& SIS 2l4aA

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}1}"
}

st ClS HTTP 8 Sl E "true" 242 &4 & ElL|Ct.

x-amzn-healthlake-validation-issues : true

Blas UMo|Eo] et AE =& 74 105
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® Note
R4 AP0l [t HRE HASR £ 7T ClOEIE O3 2R 7 s B oA THZ HAsH
x| 2% £ sl

PATCH 24 AIg5l0qd 2|lAa4A =™

A
T EE DM EE MAE 5H AE Y22 5t 2[AAE £HE + A&LICH O] 512 CHE0|
iL

Qs Heol §3| RSHLICH

. CHFE B|AA0] CHE CHA d0i|o|E 3
« HEQI CHHE AT Z A

AWS HealthLake = F 7tX| & I{X| A E K[ LICH

JSON I{ X|(RFC 6902)

JSON ZQIE{ 2 & AtE5t0{ E|AA X9 2REE A E Y22 XIEELICH
Content-Type: application/json-patch+json

FHIRPath T X|(FHIR R4 AL2f)

FHIRPath Z34|E AI83t0 2HIx A HAHE 7IECE A E HY 2= X|Hstod x| M E0i CHE
FHIR LIO|E|E M2 S 42 MSFLIc
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AEH

A Rl Y

L

PATCH HTTP HIMEE AF83t04 FHIR 2|&A MM PATCH 22 2 £ &= Ql&LiCch

PATCH [base]/[resource-type]/[id]{?_format=[mime-type]}

IHX| 22 batch E= RO/ FHIR HE U 522 X E £ transactionYL 22 x| &
U2 HUQLHOZ CIE FHIR 43 28(dY, ¢17|, UdIo|E, At X))ot AR E = JU&LCt

ALk ME

add 2lAA0 A 2 F7¢

remove 2| AAAM g AH

replace 2lAaA9| 7|E 2t HH 7|

move gt /Ix[oM 2t 2 M7Hst D CHE {Ix[ol =71

copy gt /X[ M CHE RIXIZ 2t S A

test CH&r @Ix|e| Zho| X|'HEl 7ot S YK HAE
#2728

JSON I x|= JSON ZQIE F&Z(RFC 6901)2 AFS = LICE.
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JHeER 7Hol=

Z2 ofA| =k
/name/0/family O|§o| WU A
/telecom/- S 41 Hiod =71
/active FEsZEE A
/address/0/ X ] 40| F Y
line/1

of &

ofc] S AHEE XY JSON R 23

PATCH [base]/Patient/example
Content-Type: application/json-patch+json
If-Match: w/"1"

op": "replace",
"path": "/name/@/family",
"value": "Smith"

"op": "add",
"path": "/telecom/-",
"value": {
"system": "phone",
"value": "555-555-5555",

use": "home"

op": "remove",
"path": "/address/0"

op": "move",

M

JSON IH %]

o
=
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JHeER 7Hol=

"from": "/name/@/family",
"path": "/name/1/family"

},

{
"op": "test",
"path": "/gender",
"value": "male"

.

{
"op": "copy",
"from": "/name/0Q",
"path": "/name/1"

}

PATCH [base]/Patient/example
Content-Type: application/json-patch+json

[
{
"op": "replace",
"path": "/active",
"value": false
}
]

HHEO| JSON IH |

base64Z QAT E JSON WR| HO|ZEE ZFstE= HIO|LE| E[AAE AFSELICH

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Binary",
"contentType": "application/json-patch+json",
"data":
"W3sib3Ai0iJhZGQiLCIwYXRoIjoil2JpcnRoRGFOZSIsINZhbHV1IjoiMTk5MCOWMS@wWMSIOXQ=="
},

JSON x| &4
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"request": {
"method": "PATCH",
"url": "Patient/123"

]

FHIRPath T x| & 4]

XI#4ElE e

A4 ME

add 2IAAN M 24 F7t

insert SE9o| §H /X[ 24 el

delete 2lAANM 24 M7

replace 7|1& 49| gt Ht3#7|

move S5 U4 RYHE
2

FHIRPath Il x| = FHIRPath £3141€ Al235t0{ CIS 2 X|HELICH.

o OlHlA 7|BF HM|A: Patient.name[0]

« E ANE8t ZE{2lwhere(): Patient.name.where(use = 'official')

- 22 Z%|: Patient.telecom.where(system = 'phone' and use = 'work')
o B SH A™: first(), last()

ry ook
pal
ok

FOl: exists (), count()

n
0%
0z
o

M- Observation.value

o

ZI1X FHIRPath I x| 2

FHIRPath THx| %4/



AWS HealthLake

JHeER 7Hol=

PATCH [base]/Patient/123
Content-Type: application/fhir+json
Authorization:

{
"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" 3},
{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
1]
}

HE O| FHIRPath IH |

O 2H0|E] 2lAAE Q| &2 BIAAEZ A%HL|CHmethod: PATCH.

"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Parameters",
"parameter": [{
"name": "operation",

"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" },
{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
1]

.
"request": {
"method": "PATCH",
"url": "Patient/123"
}
1]

FHIRPath I x| & Al
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}
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Content-T of
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If-Match orH e
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HTTP/1.1 200 OK
Content-Type: application/fhir+json
ETag: w/"2"

>

40
=

0z

application/json-patch+json  JSON I{x|9| &
$ = FHIRPath I X|application/fhir+json 2|

ETagE AI83H MY Z 7S Ad(o|E

HZ HEQ &7 Lo EE E[AAE dtetefL(ct.

Last-Modified: Mon, @05 May 2025 10:10:10 GMT

"resourceType": "Patient",
"id": "example",
"active": true,
"name": [
{
"family": "Smith",
"given": ["John"]

}
1,
"telecom": [
{
"system": "phone",
"value": "555-555-5555",
"use": "home"
}
1,
"meta": {
"versionId": "2",
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JHeER 7Hol=

7|5 JSON I X|

S BRI K| HE(HO[LHEIE S
HE ERHZM X|HE(HFo[LHEIE Sdt)
23 FIH M7, nA, O, SAf

EHAE

« HM THE2 MEFE ZHE PATCH 22 x| E|X| ob&LCH.
(o]

« HHE0O| JSON I X|= base64 QT T ZEI=xQ} &7 Hio|L42| 2|4
h

PATCH %o CHEr REMIEF LI 2 CHSE AR otMIR.

« FHIR R4 THX| HBXM

« FHIR R4 FHIRPath i x| A}
« RFC 6902 - JSON Il x|
« RFC 6901 - JSON ZQIE

FHIR 2|4

I:IEEl
= o

FHIRBundle2
£ 71T 5 7IX| R8Ol HHEES AWS HealthLake K| ELICE.

HMelgch 2la
INEMo 2 &

(=2
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Yo ote 5 RE

1
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1
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https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/Bundle
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/A Important

E D% 5% Bundle El&A FZE AFSEILICH Y8 RHO|HS

£5
Rall
i
min
Ac]
o (m
i
2t
[End
rII

CHS GloME o2 Bl R & X o| e EBMAMME HES HoiFELICH

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [
{

"fullUrl": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065",
"resource": {
"resourceType": "Patient",
"id": "new-patient",
"active": true,
"name": [
{
"family": "Johnson",
"given": [
"Sarah"

}
1,
"gender": "female",
"birthDate": "1985-08-12",
"telecom": [

{
"system": "phone",
"value": "555-123-4567",
"use": "home"

}

]

.

"request": {
"method": "POST",
"url": "Patient"

}

},

{
"fullUrl": "urn:uuid:7f83f473-d8cc-4a8d-86d3-9d9876a3248b",
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"resource": {
"resourceType": "Observation",
"id": "blood-pressure",
"status": "final",
"code": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "85354-9",

"display": "Blood pressure panel"
}

1,

"text": "Blood pressure panel"
I
"subject": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"
},

"effectiveDateTime": "2023-10-15T09:30:00Z",
"component": [

{
"code": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "8480-6",
"display": "Systolic blood pressure"
}
]
},
"valueQuantity": {
"value": 120,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"
}
.
{
"code": {
"coding": [
{

"system": "http://loinc.org",
"code": "8462-4",
"display": "Diastolic blood pressure"

i)
k>
[>
T
i
on

117



AWS HealthLake

JHeER 7Hol=

]
I
"valueQuantity": {
"value": 80,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"
}

]
},
"request": {
"method": "POST",
"url": "Observation"
}
1,
{
"resource": {
"resourceType": "Appointment",
"id": "appointment-123",
"status": "booked",
"description": "Annual physical examination",
"start": "2023-11-15T09:00:00Z",
"end": "2023-11-15T09:30:00Z",
"participant": [
{

"actor": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"

}I

"status": "accepted"

]
},
"request": {
"method": "PUT",
"url": "Appointment/appointment-123"
}
1,
{
"request": {
"method": "DELETE",
"url": "MedicationRequest/med-request-456"
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]

FHIR 2| 248 S8 AEE|Z HET

FHIR 2|24 & SE AEE|Z2 HEZ 5T

1. HealthLake region %! datastoreld Zt2 = &ELICH AtME LIE2 CIO[H AE0{ £4 71K
27| EHeIS HESHAAIL.

2. HealthLake region 2of CHall =& &l 2t 2 Ar&5to{ 2&of CHEt URLE T/ &L
CltdatastoreId. URLO| FHIR 2|44 €& XI™5HK| OtAAIR. T oMo M & URL B2
E EoiH SA HESZ A3 EFLICH

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

3. ZtHTTP SAE method 240 YR Z X|X5lo{ 2ol CHet JSON EES LIt CF 2 of
Mo ME Bundle ElAAQS| batch 8 435 222 AIE5104 M| Patient & Medication
BlAAE MABLICH 20f Mhat DE T4 MMl FA0| FIHEILICH 0] MAto| SHY TUS
2 XM& g LICtbatch-independent. json.

{
"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z2"
1,
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.7242"
1,
"text": {
"status": '"generated",
"div": "Some narrative"
1,
"active": true,
"name": [
S2 QdEE|R HER 9
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{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",

"birthDate": "1974-12-25"
.
"request": {

"method": "POST",

"url": "Patient"

"resource": {
"resourceType": "Medication",
"id": "med0310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]

S2 QdEE|R HER 120



AWS HealthLake TR 7H0|E

},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
.
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},
"denominator": {
"value": 1,
"system": "http://terminology.hl7.o0rg/CodeSystem/
v3-orderableDrugForm",
"code": "TAB"
}
}

},

"request": {
"method": "POST",
"url": "Medication"

—

£ EHL|C} FHIR Bundle Hi x| 882 FHIR M8t 5204 A| AWS ME H{™ 4 EE= SMART
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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SigV4
Sigv4 H3h §£0d

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/"' \

--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header 'Accept: application/json' \

--data @batch-type.json

SMART on FHIR
IdentityProviderConfiguration OIO|E{ & 4loi| CHE SMART on FHIR F&F £ 04 of| A

Lt

{
"AuthorizationStrategy": "SMART_ON_FHIR",
"FineGrainedAuthorizationEnabled": true,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-

lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://

ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential

\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/

register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://

ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://

ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],

\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",

\"permission-v2\"]}"

}
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
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MBE = Bundle HiX| &8 2o AN Z MM E Patient L Medication EIAAE BEo{F &
scte BEabebL| o).

H =2 =

HEO| 1R PUTs

AWS HealthLake = Ct& 22| ot2tO/EHE A8 3to HE LHOM =717 HO[0|EE X|ELICH

=
« _idCtE 3 stLtet A ALSE = J&LICH
 _tag
+ createdAt
+ _lastUpdated

HEAH ZHE PUTs AFB 5t 2= #Hl Weto|eE 7|E 2lAALF H|1m 5o AWS HealthLake
Hytstn Ux| ZOE J|Hlo 2 T k|2 F|&L|Ct

ALtz HTTP AHEH 7l = x|

ID7t MBEIR| 2 2laa 201 MH&E = 4 M EIAAE MMELICE

M D7} U= BlAA(YRISHK] & 201 MMH XHE IDE M 2[AAE MHFEL

=) Ct.

7|1Z ID7} e BIAA(EFY YX]) 200 OK Ux|etE BIAAE AUO|O|EF L
Ct.

7|1& ID7t UE BlaNEE 4Kl 409 SE QFRE gretErLIct HE A o] ¢

=) &LCt.

7|1 ID7t U= ElAA(D LX) 400 HRE H QFRE gretELICt HE A o] ¢
&Lct.

odgq 2laa Ul =AH 412 A =74 Aj QFRE gretErLICt HE A o] ¢
&Lct.
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ZHE HAo|EJ ZEE OF HE dNMAME ZH0| &L= 4
BlAA_lastUpdated=1t2025-04-207t 476 LO|O|EELICE

<ot FHIR ID7t @l Patient

{
"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z"
1,
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"id": "476",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
b
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",
"birthDate": "1974-12-25"
b
"request": {
"method": "PUT",
"url": "Patient?_id=476&_lastUpdated=1t2025-04-20"
}
},
{

"resource": {
"resourceType": "Medication",
"id": "med0310",
"contained": [

{
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"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",

"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
I
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
},
"ingredient": [
{

"itemReference": {
"reference": "#sub@3"
.
"strength": {
"numerator": {
"value": 5,

"system": "http://unitsofmeasure.org",
"code": "mg"

.

"denominator": {
"value": 1,
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"system": "http://terminology.hl7.org/CodeSystem/v3-

orderableDrugForm",
"code": "TAB"
}
}
}
]
.
"request": {
"method": "POST",
"url": "Medication"
}
}
]
}
FHIR E[&AE B AEE|Z HEZ

1. HealthLake region 2! datastorelId &{2 &g LICt XtMlEH LHE2 HI0|EH AE0{ &4 71K

07| LIS A RS AN,

2. HealthLake region Rof CHall =& El 72t 2 ALEsto @&of CHEt URLE T/ &L

=l
CldatastoreId. FHIR ElA&AA 382 URLS| Bundle Y52 = &e&hL|C} CFS od| A0 A A

OII

URL ZAZ2E Hp{H EALHES A3 E8LC}.

POST https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Bundle

3. %o CHEr JSON EE & 7445104 21 E5HE FHIR 2IAAE X|HELICH CHE X0l
HealthLakeOl M & 7H2| Patient SIAAE O3 LICt O MRle| S mtale 2 A& E

Ctbatch-single. json.

"resourceType": "Bundle",
"id": "bundle-minimal",
"language": "en-US",
"identifier": {
"system": "urn:o0id:1.2.3.4.5",
"value": "28b95815-76ce-457b-b7ae-a972e527db4af"
},

"type": "document",

L

Crol olE{E|2 a2
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"timestamp": "2020-12-11T14:30:00+01:00",
"entry": [
{
"fullUrl": "urn:uuid:f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"resource": {
"resourceType": "Composition",
"id": "f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"status": "final",
"type": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "60591-5",
"display": "Patient summary Document"

iy
"date": "2020-12-11T14:30:00+01:00",
"author": [

{
"reference":
"urn:uuid:45271f7f-63ab-4946-970f-3daaaa0663ff"
}
1,
"title": "Patient Summary as of December 7, 2020 14:30"
}
},
{
"fullUrl": "urn:uuid:45271f7f-63ab-4946-970f-3daaaad663ff",
"resource": {
"resourceType": "Practitioner",
"id": "45271f7f-63ab-4946-970f-3daaaad663ff",
"active": true,
"name": [
{
"family": "Doe",
"given": [
"John"
]
}
]
}
}

EPEEEETIEE
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[}
| M-

4. 2%g 2Lch FHIR Bundle 2M RES AWS ME B 4 ME Z2E 21} 874 POST 2
= gLich oS ZE dAAME HZ282 2 curl HHEE T E MSELICH

>0
olo
L]
=

Sigv4 #&t £ 0]

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Bundle’ \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @document-type.json

SMART on FHIR

IdentityProviderConfiguration O|O|E{ ¥ 4]oi CHEt SMART on FHIR FH&h £04 of| K
Lct.

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"
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S EXt= HEH 20{ Lambdao] HEHS &2HE 4 QA LICH RHAIEH LIS OAuth 2.0 849] B
e HEFAAL.
MHE Bundle M /8 2Ho| Atz WHE F 72| patient E|AAE HoiFE= SEHE
ghefuct.

O =Z x-amzn-healthlake-fhir-validation-level HTTP
A0 CHEH B £ES THY + ABLICL 0| AB +F2 HE Lo BE MY

SICHE x[H€3stod 2 TES
AWS HealthLake 34Xl C}S A5 =& K| LICH

|
3 AH|0|E 2ol CHa ™ ELCt.

o strict: BlAAE BIAAQ|ZRIL QA L= IR I0| Qe AR R4 AFXO] [It2F ABE/LIC}. 0]
=9| 7|2 A5 =& Lct AWS

>

 structure-only: 2

e minimal: 2lAAE E™R 3
AAro]| Alufst 2|l AAE A B0 E T &SI E Uol|o|EE/L|CH.

ZLx dE sECE HEZE 2lacs AM el o 2o Ft AF ol AulistHEt T Clo|E AE 040
&2 = U&LICL 0| B2 ElacEs siE AMIHE EAMEH6H7| 28t Healthlake'd & &2 Z &5t S
UOo|EEIH HE 8H Lo @=0= Ct21 20| OperationOutcome E|AA7F L BHEILICH

{
"resourceType": "Bundle",
"type": "batch-response",
"timestamp": "2025-08-25T22:58:48.8462873427",
"entry": [
{

"response": {
"status": "201",
"location": "Patient/195abc49-ba8e-4c8b-95c2-abc88fef7544/ history/1",
"etag": "W/\"I1\"",
"lastModified": "2025-08-25T722:58:48.8012454457",
"outcome": {

"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
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"code": "processing",

"details": {
"text": "FHIR resource in payload failed FHIR

validation rules."

}I

"diagnostics": "FHIR resource in payload failed FHIR

validation rules."

EstClS HTTP 8Y Sl = "true” 20 7 = &ElL|Ct
x-amzn-healthlake-validation-issues : true
(® Note

R4 Atfol et ¥R E BAe 2 ~EE Ho|EHE ol2et 277t UE B
X2 + A&Lich

40
2
o
L
Hu
o
1z
_o'l_l

HE S "HIAIX|"0oi| CHEt A[8tEl x| &
HealthLake= LHF & T2 M|AE message S8l FHIR HHE f&0i CHet ABHEl X[HE MSEL
Ct. O X[ &2 BllIFHA| 2 A|IAEI0 M ADT(Admission, Discharge, Transfer) I|E&

oM HIAR| HES CHA| ZBHE == gi= ALIEZIRE I A EIR{&LICE

/A Warning
Ol 7|52 BAIH AWS HH 51& F50| ER3HH FHIR R4 HIA|X| o|0| MAH E= X F
28 MEstX| t&LICH HAIX| HEE AEst7| ™o Aol CiEr & 8=tE ¥ stedH

AWS Support0l| Z2|3tA| 2.
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EE HAIX| M2l F2 *0[H

HIAIX| HE(FHIR AFY): & i & =2 CHE 2|AAE X MessageHeaderst= 0/0{0F EF LICEH
ElAaA0lE I request ZHA|7 MessageHeader O|HEof (2} M EZ| 2f 0| A ELICH
« HealthLake X 2|: Z 2|AA %501

ghLCt 2lAaAE HIAIX] o|O] A

T
0
0
2

Aso 2 8estod HAIXK| HES HiX| HE R wdEt

== —

g
| EE AE PENS MBEHK o1 SHMoR MElEU

S MEH ALY

* FHIR R4 HIAIX|&E XE2| #&l0| MBEIX| &=

. CAA ZHERMIMME 244

. BlAAZHEEVLHAS
=

=
. HAIH AT 518 S

ANEE2
oK HIAIX| HE 7=
{
"resourceType": "Bundle",
"type": "message",
"entry": [

{
"resource": {
"resourceType": "MessageHeader"
"eventCoding": {

"system": "http://hl7.0rg/fhir/us/davinci-alerts/CodeSystem/
notification-event",

"code": "notification-admit"
.
"focus": [{"reference": "Encounter/example-id"}]
}
},
{
"resource": {"resourceType": "Patient", "id": "example-id"}
.
{
"resource": {"resourceType": "Encounter", "id": "example-id"}
}
]
}
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@ Note
Zt 2laas JHE PUT A S Solf MEE AxEH SEIMeZ MEELICH A FHIR HAE
olfl MA = &= FAY A0l HRE B ME ™ol HAIX] HES AT X 2[5t 7HLE of

Zcl7old =& A5 FHELICH

HIS 7| WS ERM

AWS HealthLake = Z|CH 5007H2| E|AA T U ETHMMEE MEE £ transaction U= HIS 7|
Bundle £8 2 x|¥

gLICH HISZ7| ERMME XM ZE 351 HealthLakes= -IEI% 2|3l o|& cH7|dof &
I SA| Z2ZURLS UHEHEFLICEH O] URLE AFE35H0{ HEHE & QIS 8E S AME + &Lt O]
= FHIR HIS 7| HE T{EE [ELIC}.
HIS 7| ETHEHME AL 3HoF Sl B

e ERNZM|M 10070 o] & | ElAaA(S 7| MEHE MEsHor B LICH.
- ERAM 27 222 W7 K| 7ICk 2l SeF o Eel7oldE AHESER] eferdm BfLICH

- MelFE oltiH oiF el & 2|aAE MElsHoF ZLic

/A Important
E2 Zis EMMMO| #2E % 902 S0 AHBE 4 2l&Lich 0] 909 7|Ztol KLt EE
URLO| I O] & A& Hretstx| pf&LICt of 7(zt LHoll ZntE HAMstu MBS SEE

AAE LI

(® Note

S7|Bundled &2 %|CH 1007H2| 2|AAE transaction A& X|[HtH 7|2 X2 2
EQlL|C} Prefer: respond-async 3l 80| 2l&Atransaction?t 10071 O[4+Ql
Bundle 82 M Z3H HealthLake7} 422 Unprocessable Entity @F& BHEHErLCH
K89 HEbatch2 HIS7| M2l X[REIX| 2 &LICH Bundle YR HIST|IMoE MEE
£ transaction A&LICHZE|CH 5007HS] 2] AFE).
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HIS7| EBAMM ME

HIS7| EHMME ME5t2{™ Prefer: respond-async SI{E A& 3504 C|O|E{ AE0{ HE=EZOI
Eof PO TRHEE _‘?'_H;'.*I—lEF HE o= R& 0| Qlo{oF & LICtHtransaction. &2 HHEbatch2 H|
S7| HE MeElof

HealthLake= MZE A| HEO| CHEt 7| S S sELICH S0 435t HealthLakes= 2 URL
O] Z& &l content-location 8& &2t &7 HTTP 202 AcceptedE Btet&LICt.

H|S 7| Bundle R&82 MZ3l24™ transaction

1. HealthLake O|O|E{ AE0{ 2 E EOof POST 2 & EHLICH

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

2. HE 80| 2 2o g JSON EE& #+ & LCttransaction. Ol Hxto| SM Y mide 2
XMEEL|Ctasync-transaction. json.
{
"resourceType": "Bundle",
"type": "transaction",
"entry": [
{
"resource": {
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",

"family": "Smith",
"given": ["Jane"]

]I

"gender": "female",
"birthDate": "1990-01-15"
.
"request": {
"method": "POST",
"url": "Patient"
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"resource": {
resourceType": "Observation"
"status "final",
"code": {
"coding": [
{
system": "http://loinc.oxg",
"code": "85354-9",
"display": "Blood pressure panel"
}
]
I
"subject": {
"reference": "urn:uuid:example-patient-id"
}
I
"request": {
"method": "POST",
"url": "Observation
}
}
]
SHE MSEELICE FHIR Bundle ERAM 82
LEE ASELICH CHE ZE ofof

: respond-async 2 &7
FHIR T8t 204 A| AWS M&H BT 4 EE= SMARTQ! POST
TE MEFLICH

Prefer:
HHE T

Me 2822 curl
Sig\V4

\

Sigv4 #&t £ 0]
curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/"' \

--aws-sigv4 'aws:amz:region:healthlake

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
"\

application/json
"\

--header 'Accept:
--header 'Prefer: respond-async
--data @async-transaction.json
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SMART on FHIR

IdentityProviderConfiguration O|O|E{ ¥ 4]oi| CHE SMART on FHIR FH&h £04 of| A

2L|CH.

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

—

EXt= HEF £04 Lambdaol HEHS €Y E + ASLICH KAEH LIS 2 OAuth 2.0 2| &
o
=

A&LICH SH BEE2 OperationOutcome 2lAAQILICH

HTTP/1.1 202 Accepted
content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/

Transaction/transactionId

"resourceType": "OperationQOutcome",
"issue": [
"severity": "information",
"code": "informational",

HTTP 202 AcceptedE EH&HEILICEH content-location & sHo=
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"diagnostics": "Submitted Asynchronous Bundle Transaction",

"location": [
"https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/

Transaction/transactionId"

]

2o seel £2 URLE AI235to] EZHREM AFEN

HS7| ERHRHME X|E 8t £ content-location SE
E stolgtL|ct. 22 URLO| GET 232 ELct.

(® Note
FHIR K| CI[O|E{ AE0{2| SMARTS| ZL, Het H0{ EZ 0= EZHXH
Transaction 2|AA &0 CHEt read ™eH0| & E|o{oF & L|C} FHIR

of CHt XtM|Bt L2 MM Bt X 5HM|2HealthLake0| A X| 5= FHIR OAuth 2. 2| 9|

He

OL 1—= 11

SMART.

i
Pl
0o
o
T
[ul

Z£2 URLO| GET 282 EHdLct O 2 oMo MHE curl BEE =+

SigVv4
Sigv4 T £0d

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

Transaction/transactionId' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header 'Accept: application/json'

SMART on FHIR
FHIR ™8t 2040 CHEt SMART. ™&t 204 EZ0{|= Transaction 2lAA 80 CHE read ™
8to| & =|o{0oF &L},
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curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/

Transaction/transactionId' \
--header 'Authorization: Bearer $SMART_ACCESS_TOKEN' \

--header 'Accept: application/json'

El’% EO'"A‘IE 7|-§?_|' %";}'% g%‘ﬂ'l—llil-

SH ZE £

HTTP &Ef olO| SHEE

202 =& E EZHMMO| CH7|¥o| /2 OperationOutcome "SUBMITTED" RIEH
st

202 <=2t E-AMME XE B OperationOutcome ZIE"IN_PROGRESS"
NES

200 OK EZMMOo| MBMoZ 2¢  Bundle 8 Z & transaction-respon

2E|RA&LICEH se
AXX/5XX EZEM ATy OperationOutcome 227 M HEI}I U=

S dlxoME 2 SH /8 2EoiELICH

ERM 7] 5(202)

{
"resourceType": "OperationQutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "SUBMITTED"
}
]
}
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JHeER 7Hol=

EMM X2Z](202)

{
"resourceType": "OperationQutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "IN_PROGRESS"
}
]
}

EZHRAM 2+2(200)

{
"resourceType": "Bundle",
"type": "transaction-response",
"entry": [
{
"response": {
"status": "201",
"location": "Patient/example-id/_history/1",
"etag": "W/\"I1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
.
{
"response": {
"status": "201",
"location": "Observation/example-id/_history/1",
"etag": "W/\"I1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
}
]
}
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{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Transaction failed: conflict detected on resource Patient/
example-id"
}
]
}
=2 el

782 HIS7| HEtransaction2 CH7|E0| UK HAet ME =ME Mel=[X] &L

HealthLake= A& 7tSEH 83 A AIAE RSt E 7(8F e 2 #2|E Z[XMEE LI

/A Important
MEE =Xtz 2| S E=A Mo o|E 5t K| OFHAIL. 6| § S04
AE MEstn 2™ 10A| 120 ERMME BE XNEstE d< EAMME BE ERAM A 0|0

2z E =+ A&LICH ol EE7oldE Ch31 Zo| dAISHMIL.

AAEH

« out-of-order %{ 2| L|C}.

. EYURLE A8 310{ 2t EBMME SRIxoR SXBHLIC
. ALS MElo] 20| 528 L HBEIFOIM £F AlBAS THE LI

e 2t ™ Is
HIS7| ESHRME %[CH 2] &~ 500 olL|e
CIO|E| AEO{E =|C EF S0l EGHEME 500 of|

AN

T
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- HIS7| ERIME20] HolE [t SUet API S MEHE SR ELICHService Quotas.

— — =
- ERM Aol CHEH 2212 FHIR 2|4 201 CH8 @17((GET) 2 ST API S AMEHE 38
ghulct
- EF SO EMMME B0l oM 7|E ERMAMO| 22 E K| & ME|M 277 HH
LICt.
LF *E|

'EHMM HEOS| FR HEN ZFE ZE FHIR 2l&A & #AHY Yo 2 XE[ELICH Yo 2E
BlaATt dEetHL HE 2| 20| #{2|=|X| gfotok &rLCH.

2|
S

M
mjo
ot
glzl
o
1z
9.'—'
rr
]
_|
N
Ral
T

= HealthLake7t S7|XMo 2 HIHEstE NE 2579
L

Al HES ASstD ETMMMO| T7|Fo| FIHE|7| Hol| S7(Ae2 27 E HHE
gL ME 27 0lE ERE FHIR ElAaA AS 2F, XHEX| b= 2laa |, 500712 =Hed A|dt
ot 87 Prefer: respond-async &l AHE S0| Z & ELICH C|O|EH AE0{0f CH
ZHAH M St ol =5 HealthLake=E& BHEHELICHT hrottlingException. A&
LRI LUSH ERMO| CH7 [Pl FIHE|X| f&LICh

ok

SRS

MEl 2F = EBMAMMO| Ci7|Fo F7tE[D £2- URLE Soff BHetEl ol gdgLIch o470l CHE
o] ERHAMO| URQI B[AAE £HE ERMMM SET MEl & MH 27 7F ZEELUICH 2| 2
oY dstH ERAMO| 2lA A0 CHsl 2lAA HE0| +-LIX| E&LICH EZF URLE 2F MR H

E 9} OperationOutcome E7HE gtEHgrLICH

FHIR BlAA AMX

FHIR delete &% A2 HealthLake O|0|E{ AE0{0| M 7|E FHIR 2|AAE M|7{&FL|Ct. KFAIEH LY
22 FHIR R4 RESTful APl A AMdeletel| MME 2 X5HM L.

FHIR E|&A& K| 6HEH

1. HealthLake region 2! datastoreld #t2 &FLICH AFMEH LIS 2 CIO|EH AE0{ &4 7+
27| BHelg XS AAIR.
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https://hl7.org/fhir/R4/http.html#delete
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2. AHAZAE id 42 Resource & A|5tT =& FHIR 88 ZHELICt RIMSH LI =74 7| E
22 XA

3. HealthLake region 2of CHall +=&E Z2t2 AH835t0 2ol CHEt URLE &L
CldatastoreId. FHIR Resource & & &34 = Z&&hL|Ctid. CHS od|A0iAM A& URL B2

£ Eoi{H SAHES 23 E8LCH

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. X2 EHLICH FHIR delete &3 22 FHIR Mt 204 A| AWS ME H{F 4 &= SMART
QF &4 DELETE & AF28tLICt. CF2 curl ol Ao A= HealthLake O|O|E{ AE0{0l M 7|E
FHIR Patient 2|AAE M|7{ELICEH ™A 6N E EE{H SAI HEES A3 E8L|CH

Sigv4
Sigv4 T8 £ 04

curl --request DELETE \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient/id'

\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header 'Accept: application/json'
MHE 2l4&A7) HealthLake HIO|Ef AE {0 M MHEIRS S & QI5HE 204 HTTP A Ej 2=
g vhErErLICH AR 20| ATsHE 20| Azt O|R 8 LIEHLIE 400 Y40 HTTP At
IS E A Foloch

SMART on FHIR

IdentityProviderConfiguration OIO|E{ &40l CHE SMART on FHIR T8+ £ 04 of| A
0I|_||:_|.
= .

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://

g2lAaA ARK| 141
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ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}
$EXHE M8 20§ Lambdaol A HEHS HTE £ A LICH KIAIE LIS 2 OAuth 2.0 )
Chelg BESHAAIR

AWS Console
1. HealthLake 2£ 9| #|2| A3 1| 0|X|oi 22 IEFLIC}H
2. He| A Mol CHES 2 MEfELICE

HO|Ef AE0{ID - #E| EAtEE WHe Hlo|e AE01 IDE MEiFrLICEH
- el 78 -8 MEiEfLICiDelete.

- BlaA Y- MY FHR 2l44 RES MEIFLICEH

« B|AAID-FHIR 2lAA IDE ¢l238tL|Ct.
3. #Ho| Aglg MEfSL|CE

Z740] 2 FHIR 2lAA AbK||

ZHE ANE SHFHIR 2|44 IDE 22X AFRst{s BlAA0 TS CHE Ald HE T} Qle &
2ol 535 RSLIC

7R AR E AHS3HE =215 FHIR ID7F obd 244 712 0f et 7IE Bl4aA S AXE 4+ AL
MEHE AR 232 HEIg M 2laA S et B2 AN 7152 AL 504 A2 8510 230
CHEH BrQ =215 IDS 2QIstLict

AR AN S WA

Mol B2 ZAIEH Qx| B2 Sof Mt ZatELC
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1. YR &5 IS MH7E LB AXIE Alstn Mtz SEELICH404 ERetX| f= 2lasol F
? A2+ A6F, 204 0|0| A E 2lacrol F2 2HEA QIR).

2. YR[st= = otLt: MHIE LR[etE ElAL0(M AUl AHE AFLICH

3. 0] LR FF: 220|HEL| 7|E0| 26| M=HMO[X| LSS LIEHHE 412 AT = AW 2 7
£ gretetLict

CHE ALtz

AWS HealthLake = CI21t 22 SH IEHSZE X7HE AKX 2 ®2IELICt

xHOH

A
[=) =

o

rot

. M J|ZO| Y B BlAAE MTHOR AYSH AIAHS EF AN KD 0HEIHR|Z ALK
S 2E# %204 ZHX QIS S HHEE LI

ID 7|8t ZZHE ALK

Z 7} ut2t0|El(createdAt, tagiEE )idE AFESI0{E J|tto 2 TR AMX|E +dslE 4
% _lastUpdated:

. 204 2HIX Qig: 2|AA T} 0|0 AKX E|A& LICE.
. 404 B2 = QS 2lAAT EXEIK| &S
« 409 BE: IDE Yx|5HX|B CHE miZlOEE Yx|6HX]| &S

id7t MB X[ 7L} createdAt, E= 0[2|9| TtZtO|E{E AFE35t= AR tag_lastUpdated:

. ofE BlAATH HA JIFE D YRI(7IF0| H25 THHOIX| 22)
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* OllM ETag sl AL Al HT §& If-Match

. T 3 AR EHR AbOloll AEHE 144 YElolE
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SIS

!
4

Axe] of

CHE o AloME & 7|IE0 ek &AL 2|AAE ATAgLCH

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

oledaCt

Ojo

1 22 #R 2lAAE AAIELICH

o

£ 2 "peter"L|Ct.
« AAEUS 2000 12 1L Lict
S =

1234567890 L|C}.

2 Ak

1. §H M J|1E2 AE5t04 of] Yx| EF2 YXIStT 412 LR E YX[FLICH

2. 8Al =™ AMElste o 2RE 42 HX #ElE fI8] ETag SIHHE ne{& L

3. 2R 82 MH™sH MelLct
- 4042 A2 AM J|E 7|z
« 4120 AR: 7|22 o A 2 X|™HSIHL HA S = A

4, A =hqnt Ax B Zhol| E|AAE HE = U SAIH0| =2 BFolM Eto|Y S=0i| ChHd]
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AWS HealthLake IR} 7Ho|=
ol 752 &= 0|2 7I50| AZte ZNtE ZoHE £ 2 o7 A2 53 LI o/ 2F
u S HEM 7|2 0| 41K HealthLake= SHES Hd5t= CHal HE 2|AAE HHeteE
LICH 6 & S MAIZ R S0 £ 55 2 to|ZetRlez Qs e -+ U&LICH HEY 7|
£ A8 8 HealthLake7} CIOIE] YRS RXISHEM ZHEAI0l 017 2RI AMElsts SetolgiE
of Z2|7|o|Mol et BEE MSE = U&LICH

78

POST /<baseURL>/Patient
x-amz-fhir-idempotency-key: 123e4567-e89b-12d3-a456-426614174000

{
"resourceType": "Patient",
"name": [...]
}
SH AlLIEZI2
AN EHm 23201 H-8E)
« MElaAlt H3HoE MdE
- SEO 2AAIDEE
5 2409 FE)
. SYUst HS4 77 AxIE
. HHEHE P2 BlAA
o M ElAATF HHEIX| S
LRE (400 ERE 2F)
- EZFEUUID
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AWS HealthLake 2| ETag

AWS HealthLake = FHIR Z|&A 0| St A S A[4 A|0{0i| ETags AtE5t0] SA| =HE 2[5t O
Ol et g fXlste AElE = /U= HFAHLIEE MSELICH ETag._ |/\A9| Ed HTZ LIEt
Li= o8 AMYEXE, HTTP SIHE S35l tHE #al Al*E“OE EFE"*
OfZ 2|7|0| M2 ETags AH&35H0{ o| =

= AlL2[20M C|o|E FA-EE EEE = %'%L—llj.

72 of| Al

// Initial Read

GET /fhir/Patient/123
Response:

ETag: w/"1"

// Update with If-Match
PUT /fhir/Patient/123
If-Match: w/"1"
{resource content}

// Create with If-None-Match

PUT /fhir/Patient/123

If-None-Match: *

{resource content}

// Succeeds only if resource doesn't exist
// Fails with 412 if resource exists

St ALI2|2

MZ 8 2124(200 OK =& 204 No Content)
 ETag7t S4A I LR

xtofo| o]z 8 Ci 2 AlstE
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(® Note
O| 0| dESt= FHIR search &% &2 9|2 H|O|F &2 ?8F HL7 FHIRR4 E&EE
EToIES FEEIUELICH HL7 FHIR MH|[A 2| 30|22 AWS CLI 2! AWS SDKs &3l A
S I K| t&LICH AFMIE LI 2 FHIR R4 RESTful APl A% Msearcho| MME XML
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£ AH8310q HealthLake O|O|E{ AE0{& ZAA45t2{™M GET

1. HealthLake region 2! datastoreld Z{2 =& ELICH. RtAIEH LIE2 OB AE0{ &4 7HA
Q7| el AT S AN

rio
mjo

2. HZEid S AMstn =& FHIR E|lAA R¥E AHYLICL AME 82 = 7| H

3. HealthLake region 2o CHal &=l Zt2 At83t0 &0l CHEt URLE &L
CltdatastoreId. FHIR Resource 31} X|HE|= AM Iiet0|E T E & efL|Ct.
M| URL B2 E Hi{H EA HEZ A3 EELCH

CHS od|A|of| A

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/xr4/Resource{?
[parameters]{&_ format=[mime-type]}}

HL

SHLICH CHS curl
I A& oM E E

4. FHIR M8t 204 A| AWS M H{™ 4 = SMARTZ AI2360{ GET 2HE
0| A0l A= HealthLake CIO|E{ AE042| & Patient ZIAA =& HHEHEHL
HE2AHES A ESHLCE

r

SigVv4

Sigv4 T8t §04

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_total=accurate' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration Cl|O|E{ & 4]0 CHEF SMART on FHIR F&t £ 04 0i|A|
olL|ct
= .

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",
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"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

i Lambdaoil HetE Y = UELICE XrMIEF LIE2 OAuth 2.0 2| E

mo M
pal
rr
)
rok
4
(@]

(@ Note
HealthLake 2& 2 Sigv4 ™2 F 048k X|2gfLICE. SMART on FHIR T8t £0{=
AWS CLI 2 AWS SDKs &3 X|HELICt

1. HealthLake &2 #{2| A& H|o|X|0oi 22 QI LICt.
2. HE| ™ Mol CHEE MEIEHLICE
- OO|E{ AE0{ID- #2| EAtUE MMHE H|o|E{ AE0{IDE MEHEFLICE.

o FHE| fY -E MEiEILICtSearch with GET.
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of: GETS 2 M

CHS '?:'1_% 836t EH FHIR El&aA R AMSHE o|lME MBS ELICHGET. o] tAoMHE 2F
H

URLsO A A miet0|E & X-shs Uy

(® Note

HealthLake 24 & Sigv4 #&t F2o40t X|248FLICE SMART on FHIR &8t 2oi= AWS CLI &
AWS SDKs S5l X|2ElL|C}.

HealthLake= FHIR R4 ZAM mtzt0|E o] 5t &S RIHELICH AEAMIEH LI82 A oietO|
E{ EHHE FXSHMAIR,

Patient (age)

B2 FHIRMIM ™ol 2lAA O] OFL|X|Pt Patient 2lAA ROl 242 RA{ELICH C}
2 o{M|E AFE35104 19970 Efo{t 7HOIE AMSIT7| {8l birthDate LA eq ZAAH H|1W7|E A}
&350 Patient 2l4&A R0l CHEF GETZ B AAME Q- ELICEH

GET https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient?
birthdate=eql1997

Condition
CHS O|X|E AF83H0{ Condition BlAA RS GET LT LICH HAME2 HealthLake G| O]
E{ AEO0{0|M 2 B48t728920025|= SNOMED o|=2 ZEJ} & & 71 & L|CINormal

pregnancy.

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Condition?
code=72892002

DocumentationReference

CIS oAM= (Patients)oll CHE DocumentReference BlAA RO CHEH MY &7 FIEHES
20 Ol AIMEIE XMYer20] CHEF GET LTS Mdste Weds 2o{ELct

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl1@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8
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Location

CIS OIMIE Al83104 Location ClAA RS GET QLHELICH CIS QM2 FTAO| AUAREZF T A|
0|5 EAEO0| L& El HealthLake CIO|E{ AE0{Q| & %k|E Bt&LICH

GET https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Location?
address=boston

Observation

CtS oM & Ar&35t04 Observation 2lA&A S0l CHE GETZ|H AM 2HS
ZAMe value-concept A m2lO|E{E AF610d 2 #H8H2669190055/= &
CINever smoker.

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0Observation?
value-concept=266919005

POSTE AI&30{ FHIR 2|A&A A

FHIR search &% &g P
Ct. POSTE AF25tE 42 HealthLake= URL
9@01|A_| = L_-I' AI' gEF ‘JI\‘E HAEL—“:I'.

POST %1} &7 Al 35104 HealthLake C|O|E{ AE0{E M
e 2 220M AM i2to|EeE K| HsHR[BE B

® 32
7Rl Al HE (PN = B35 CHe 742 HE(PHI)7F 23 & HA9| A< PIl 2 PHIZH POST
LY EELURE FIE|T TS ol F33EEz Hot DY A3lE REE AE5tY| fisH
£ S E3fLch

CI=22 FHIR R4 &3 search 22 A235}0q HealthLake O|O|E{ AE0{POSTE ZAMSt= o ML
Ct. O] oMol M= JSON 2 220 HM mlgl0|EE X|Hste WHg EoiELCt

£ Al23l0{ HealthLake Cl|O|E{ AE0{E ZHM52{H POST

1. HealthLake region % datastoreld #{S = &ELICH XpMEH LI 2 CIO[E{ AE0{ £4 7H
27| Be BEAAL.
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2. QAZE id e AMSIL £Y FHIR Bl44 SES AHBLICH XAHME LIS S 71 7| Treig
HESAAL

3. HealthLake region 20 CHEH %!
Cldatastoreld. FHIR Resource
M URL Z2E E2{MH SAIHES A3 EFLICH

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/
_search

4. AMEY FHIR CI0|E{E X[Hsto 2ol CiEh JSON 22 & T JFLICt o]l Hxte| Sx4
Observation Z|AAE HAMSt0o{ HHIE L2 X0| gis #AE & &LCt ol FE HEiE X
H35ted™ JSON 28 EEvalue-concept=2669190050|A{E Never smokerAdZEiL|
22 search-observation.json(2)2 X% gfLICt.

value-concept=266919005

5. 232 EYLICI FHIR search 4% =& FHIR Mt £04 A| AWS ME BT 4 EEE SMART
ot &M GET RLEE AHSELCt
(® Note
POST 2% 2&0f A metO|EE AE5to] LEE = E 2| Content-Type
application/x-www-form-urlencoded YE 2 AFEErLICH

CtS curl MAM0 M= Observation 2lAA 0] CHEF POST Z(8t M @ HE s&TLICH
RHE2 value-concept AM m2tO|E{E AFE5t0{ 22 266919005 LIEtU = o|2 ZEE &
LICINever smoker. T&| OXE Ee{H SA HHEE AF EEHLICH

Sigv4

Sigv4 T8t 04

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
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--header "Content-Type: application/x-www-form-urlencoded"
--header "Accept: application/json"
--data @search-observation.json

SMART on FHIR

IdentityProviderConfiguration C|O|E{ &Alof CHEt SMART on FHIR T8t £04 of| A
L.

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",

\"permission-v2\"]}"

}
ZEX= HEF F04 Lambdaol HEE ST E = UA&LICH KFAM[EH LIS 2 OAuth 2.0 2| &
He FRFAAR.

0: POSTZ Z4AH
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HealthLake= FHIR R4 AM mtetO|E Q| st EES XIHELICH RiMet L2 A4 TiefO|

Sl=EER-E SIS

Patient (age)
FH2 FHIRMM HolE 2|4&4A RFO| ofLIX|B Patient 2lAA RO QAR HAMELICH C
2 oM E ALE5t0q Patient 2laA fof CHEE POSTZ(EH AME S LICH CHE A of Ao

X

£ eq AM HW7[E ALE5H0{ 199701 Ejo{ir 7HQlES HAMELICE.

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/
_search

AMOI A 1997 A4S X[HsttAH 2 EE0 Ohg R4 E FIHELICHL
birthdate=eql1997

Condition

CI22 AF235104 Condition ElAA S8 2 POST &sHL|Ct. 0] AL HealthLake OIO|E{ AE
o{0iM o|l& F =Tt ZFE QIXIE 3&LICH72892002.

o

FefLICH CHE 2 23 URLL| of &iLCH.

fjo

Q™ URLY 2H EES X|H5H

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Condition/
_search

AMsteis oz ZEE X[HeteiH 2 E=20i| CHS JSON 48 FIHefLich

code=72892002

DocumentReference
DocumentReference 2lAA R0 CHE POST 2 E [ HealthLake2| & AF2404 ®{ZI(NLP)

AnE 2o O3 2ol 2o F42 xIYELch

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
DocumentReference/_search
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JHeER 7Hol=

Z& DocumentReference AM mIZt0|EHE X|'H5te{H MM A xSHMEM ni2to|E &
2| EAHU2 o] M mi2tO|E{E AF235H04 S NLP AT E MMStE ol A8 ElE

OHE
Amazon Comprehend Medical APl 2td& Z4 A&k |C}.
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lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal|

0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

CtS oXME ALE5t0 Location 2|44 REE POST LT LICH HM2 FAO| UFE T A| O
g daLict

H AE0| L8 El HealthLake O|0|E{ AE0{9] & x|

=
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2% URLD 2% B28 XIZsfot #LICH CHE2 23 URLS) ol

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location/
_search

HHMBostonIME X|HeteiH @ 20l TS 248 FIHELICH

address=Boston

Observation
2404l CHEF POSTZ|HF HAES

C}2 of|ME AF235l04 Observation BlAA &
£ 266919005 LIEL = 9o|l=

value-concept A mt2tO|E{E AHE 504
smoker.

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0Observation/

_search

MEELICH
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value-concept=266919005
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IRt 7hol=
AWS HealthLake0l|= O|X| UCIO|EE BlAA0] CHE Lzt DRIO| 2t E WAIS MEHS £~ Ql= TS
O ZE|o] A&LICH JHLRI= 'O[HIE Lt QoM MEe 7|2 S& £= 'Z st detdg =3
g = AELICH 25 datd2 7| 521 A eIHA AH|0|EJt U= BlAA0 CHE 2|4A A9 N-1
HHE M Aol Z& g = UTSE St A QIHA AHO[0|ETJf ot & IR EIX| 22 E2
o Aol ZE 2|lAATH ZHQ B AL ALel| AILI2[20 AF8E &= J&LICH D42 x-amz-fhir-
history-consistency-level 273 S|HE AtE35t0{0| SE 2 MOo{E = U&LICH

CH7| B2l AM QHA UO|0[ETL /e BIZEE 8 sto] UXISle ZE BZEE ghetx-amz-
fhir-history-consistency-level: strongst=5 MMELICH UCIOIE X|&F EAAE A

M3 of st Z20| S48 ArgE LI

35 e
AM oldA HHO|EE $t2Ft B|Z =0t Btgtx-amz-fhir-history-consistency-level:
eventualst=§ MEELICH detd =&F0| X[HL[X| 22 FL2o| 7|& S&L|ch

ALE of

1. ClaAE YOo|EE M:

POST <baseURL>/Patient
Content-Type: application/fhir+json
x-amz-fhir-history-consistency-level: strong

"resourceType": "Patient",
Ilidll: I|123I|’
"meta": {

"profile": ["http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"]
1,

"identifier": [
{
"system": "http://example.org/identifiers",
"value": "123"
}
1,

"active": true,
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"name": [
{
"family": "Smith",
"given": ["John"]

}
1,
"gender": "male",
"birthDate": "1970-01-01"
}
2. FT& M

GET <baseURL>/Patient?_id=123

2] AR

. %20 ACIO|EE BIAAE SA| M50} st 74 Z2IE URA AR
. ZZIE{QI LA 0| ER K| oS Uk Aol |F YA AR

- BZEE{QI JFAIAT BAHA As WEF 7Ho| AIEHM S TE{EHMIR.
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E A235104 FHIR O|O|E{ LHE LHZ| AWS HealthLake
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® Note
FHIR R4 $export 22 A& 35104 HealthLake CIO|E{ A E0{0{lM FHIR CIO|E{E LHE

A
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T A&LICH RHM|EH LIS 2 FHIRE AL& 5104 HealthLake CllO|E LHZ LHZ| $export EFHE
HEstAAIR.
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FHIR LEELhZ| &7 Al

StartFHIRExportJobZE Al83l04 HealthLake O|O|E{ AE0{0{M FHIR LHELHZ| Xt S A|=tErL
Ct. CS oI+ = AWS Management Console 2! AWS SDKs2| AWS CLI & 2 = of|x|of CHEF ™MitE
MSELCH REME LIS S YotE E{™ AWS HealthLake API E ZE 9| StartFHIRExportJob Mg

—| E
XM L.

(® Note
HealthLake= °|Z O|O|E] &2 |3t FHIR R4 ALY X|IEFLICE 2t 2= AHef |O|E]
= FHIR R4 &Alo 2 LYE LN &L},
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AWS HealthLake

AWS CLI 2! SDKs

CLI

AWS CLI

HIEH
o H

rr

FHIR LIELHZ| ErdE A|=H5

CHE start-fhir-export-job OX|0{ A= AWS HealthLakeE AF& 304 FHIR LHELHZ| &

UE AlEste gHE 2odE LT

aws healthlake start-fhir-export-job \
--output-data-config '{""S3Configuration'": {"'S3Uri'":"s3://(Bucket Name)/

(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-

b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \
--data-access-role-axrn arn:aws:iam: :(AWS Account ID):role/(Role Name)

T
i

-~

"DatastoreId": "(Data store ID)",

"JobStatus": "SUBMITTED",
"JobId": "9b9a51943afaedd0a8c@c26c49135a31"

KM B L2 2 AWS HealthLake ZHEAF QFLHA Q| FHIR T|O|E{ AE 040 M Tt LHELHZ | E &

M.

« APl M8 HE &= AWS CLI E™d & =X 9| StartFHIRExportJob MM & & Z5HAL2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake

client.
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:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.

try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":
kms_key_id}

iy

DataAccessRoleArn=data_access_role_arn,
Datastoreld=datastore_id,
JobName=job_name,

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],

)

raise
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9| StartFHIRExportJob2 & Z= Al

« APl M2 HE = AWS SDK for Python (Boto3) API & X

(@}

L.

A4 XA

® Note
C o E[ZX[EE0M M| o E ¥ HF

GitHuboll o B2 Li& 0| AU &LICH AWS 2
3 AdsteE YHE HIKIEAMER

SAP ABAP
SDK for SAP ABAP API
@ Note
GitHubOll { Bt 2 LHE0| A&LICH AWS ZE of E2|ZX|EE|0|M ™A of & 21 M

3 A WHS HIYZ M.

TRY.
" iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’

" iv_kms_key_id = 'arn:aws:kms:us-

east-1:123456789012:key/12345678-1234-1234-1234-123456789012"

" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/

HealthLakeExportRole'
oo_result = lo_hll->startfhirexportjob(

iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(

io_s3configuration = NEW /awsl/cl_hlls3configuration(

iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn

iv_datastoreid = iv_datastore_id

).
DATA(1lv_job_id) = oo_result->get_jobid( ).

MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/StartFHIRExportJob
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

APl N|§ &&= SDK for SAP ABAP API & Z 9| StartFHIRExportJob2 E = 35HMI2. AWS
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
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6. CloIE LHELHZ|E MEdgfL|ct

@ Note
WWE L= Set Ho|x| dE o {0 %] ID SALE M={EfLICt & AL&5t04 JobIDE
AMEdto LHELHY| 5 88 QEE = UGLICH AWS CLI. RAM[EF LIE 2 FHIR LIE
7| 5t &8 77| BHE HZst Al

FHIR LHELHZ| 2 S8 71 K{ 27|

HealthLake Cl|O|E{ AEO{0|AM LHELHZ| 2tH £ E 71K = DescribeFHIRExportJob ol Al2
grLict. Ch2 o= AWS Management Console & AWS SDKs2| AWS CLI 2! 3 = of|xl|of| cish A&}
£ MBLict RIS LI 2 2ol 2 248 AWS HealthLake API & X 9| DescribeFHIRExportJob

o= =2
Mg BESHL.

@ Note
HealthLake= 2|Z OIO|E{ & & {8t FHIR R4 AFZE K|
= FHIRR4 @Alo2 LHE LW EIL|CE.

r*°

AgfLICH et 2 4 e SlolE

FHIR LHELH7| 2tQdS Admdst= dbe

HMA 7|2 A™Hof et HwE MEIELICH AWS HealthLake.

- 2O

AWS CLI 2! SDKs

CLI

AWS CLI
FHIR LHELHZ| 2 HE HB5t= Bl
CH2 describe-fhir-export-job 0 A0l A= AWS HealthLake0l| A FHIR LHELHZ| &4

o| &AS RH= HHHS HodE Lo}

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd@a8c0c26c49135a31
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html#HealthLake-DescribeFHIRExportJob-request-JobId
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html
https://hl7.org/fhir/R4/index.html
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2.
—.

T

-~

"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"
}

o
"DatastorelId": "(Data store ID)"

KiM|EF L& 2 AWS HealthLake 7HE R} SFLHA{S| FHIR Cil OB A E040i[A T LHELHV|E &

ZotMR.

« APl MIf HEE= AWS CLI B& & X 9| DescribeFHIRExportJob MM &%

Al

[e][}

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)
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def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

« APl M| HE = AWS SDK for Python (Boto3) API & Z 9| DescribeFHIRExportJob2 & &= 3t

Ng.

@ Note
GitHuboll 4 B} 2 LH&O| &LIct AWS ZE of E|ZX|EZ[0M TA ol E &1 MY
U Mste WS BRI

SAP ABAP
SDK for SAP ABAP API

(® Note
GitHuboll & B2 L& 0] A& LICH AWS FE o 2|ZX|E 2|0 TA| o & 1 47
9 MEss S RN
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https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/DescribeFHIRExportJob
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/hll#code-examples
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TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- API M|§ 2= SDK for SAP ABAP AP % % 9| DescribeFHIRExportJobS & Z=5HAIS.
AWS

© ol 784
IO E|- ;"7(."5 A

2e tE & Q& LII? ol Ho|x[e] 2 EZ% Ato|=Hiol RIE TI=H ME F2E A
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AWS 2&

(@ Note
FHIR LHELH7| 2] M2 = HealthLake 2& 0| A AI2E £ Qi&LICE CHAlQL &THE
AWS CLI AFE 351042t 22 LHELHY| 2] &4 2 DescribeFHIRExportJob L& L
ClJobStatus. XA LI 20| I|0|X|2] AWS CLI 6{XNIE B Z35IAML2.

FHIR LHELHZ| 2] LI

ListFHIRExportJobs& AL&3}04 HealthLake Cl|O|E{ AE 040 CHEF FHIR LHELH 7| &S LI g
LICt. CH2 Hl+= AWS Management Console 2! SDKs2| AWS CLI & AWS Z = of|A|ofl CHEt MR E
MSgrLich REMIEH LI 2 2ot 224 AWS HealthLake APl £ Z 9| [ istFHIRExportJobs MME

o= 2

xl-x°|.k||o

@ Note
HealthLake= 2|= C|O|E{ &2 ?[2t FHIR R4 At2F S X|RErLICE M2t 2 & & El o|O|E
= FHIRR4 g4lo2 LHE LHEILICE.

FHIR WHELH7| &S LId5te{™

r

HMA 7|2 o et Hlw & MEELICH AWS HealthLake.

- =2 O

AWS CLI & SDKs

CLI

AWS CLI

s

(][]
rr

P

list-fhir-export-jobs OIR0IAlS S AL 504 AR 4ZS LHELH7| &HY

o
=
S52 E= YS 2o ELich

DE FHIR LHEW7| &le LY

aws healthlake list-fhir-export-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z )\
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ExportJobProperties.html#HealthLake-Type-ExportJobProperties-JobStatus
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRExportJobs.html
https://hl7.org/fhir/R4/index.html
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--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

£
{
"ExportJobPropertiesList": [
{
"ExportJobProperties": {
"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"
}
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192at392f8cebe7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastoreId": "(Data store ID)"
}
}
]
}

KM B L8 2 AWS HealthLake 7HEt A QFLHA{ S| FHIR T|O|E{ AE 040 M It LHELHZ|E &

ZotMIR.

« APl M8 HE = AWS CLI E&E & X 9| ListFHIRExportJobs MM & Z3HML.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake

client.

def

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

list_fhir_export_jobs(

self,
datastore_id: str,

job_
job_

name: str = None,
status: str = None,

submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:

Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.

:param job_name: The export job name.

:param job_status: The export job status.

:param submitted_before: The export job submitted before the specified

date.
:param submitted_after: The export job submitted after the specified
date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
HELH7| =] Lt 170
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parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

« APl M| HE = AWS SDK for Python (Boto3) API & Z 9| ListFHIRExportJobs= & Z5tAll

8.
® Note
GitHuboll Cf B2 LI 0| Y&Lich AWS I of 2|ZX|EE|oiM HA| ol § &1 M
N HYSE WS 2N 2.
SAP ABAP
SDK for SAP ABAP API
® Note
GitHuboll Tf B2 LHSO| Q& LICH AWS F = of 2[ZX|EE|0fM & of & &1 A%
2l AdlstE WS I EML.
TRY.

iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
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iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1lt_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_export_jobs ).
MESSAGE |Found { lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« API M5 HE = SDK for SAP ABAP API £ Z 9| ListFHIRExportJobs& & XM 2. AWS
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AWS SDKsE A28 HealthLake 2= 04X

CH2 ZE X0l M= HealthLakeE AWS AZ E Q|0 7HE 7| E(SDK)Q &7 AL 5lE Wi 2o
ELct

steie Ch 2 Z2 2ol st T= 0l HAE O 2 Aok BrLICH Bele THY Mula
H4E MY sEoE wHe EO#—’F—D#, T ALtE|2 0| HEAEN B B 8 4 aLic

AWS SDK ZHEE X} OtLHA & FE of|&l o] FA| S22 MMS HESHMRAWS SDKOI Al HealthLake
AE. ol FA|oll= AlEFSEZ|of CHEt HE 2F 0| SDK HTof| CHet M2 HE T Z 3 E|of U&LICH
E 0of| Al
« AWS SDKsE& A& &t HealthLake2| 7|&= oA
« AWS SDKsE A& 8t HealthLake &%
» AWS SDK EE= CLIS} CreateFHIRDatastore 274 AHE
« AWS SDK EE= CLI2} DeleteFHIRDatastore & 7H AHE
« AWS SDK EE= CLI2}F DescribeFHIRDatastore B 74 AFHE
« AWS SDK = CLI®} DescribeFHIRExportJob EHA| AFS
+ AWS SDK EE= CLI2}F DescribeFHIRImportJob B 74 AHS
+ AWS SDK K& CLIS ListFHIRDatastores & 74 AFHS
« AWS SDK = CLIS} ListFHIRExportJobs E7H AHS
« AWS SDK EE= CLIS} ListFHIRImportJobs B 74 AHE
« AWS SDK EE= CLIS} ListTagsForResource B 7H AHE
. AWS SDK = CLIS} StartFHIRExportJob EHA| AFS
« AWS SDK = CLIS} StartFHIRImportJob E7H AHS
« AWS SDK = CLI%t TagResource &7 AHS
« AWS SDK S = CLI2H UntagResource E7H ALS

AWS SDKsZ Al28t HealthLakel| 7|& oAl
CHS I E of| K| A= AWS HealthLake SDKsO|A 2| 7|2 AL E AWS A5t &S HoiE Lt

of| K|
+ AWS SDKsE A28t HealthLake 2
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« AWS SDK K= CLISt CreateFHIRDatastore & 7 At

+ AWS SDK E & CLISt DeleteFHIRDatastore & 7 AHE

« AWS SDK EE & CLI2} DescribeFHIRDatastore & 7H AHE
+ AWS SDK EE= CLI2} DescribeFHIRExportJob & 7H AHS
» AWS SDK == CLI2}F DescribeFHIRImportJob & 74 AHS
« AWS SDK EE &= CLIS} ListFHIRDatastores &7 AHS

« AWS SDK EE= CLI2} ListFHIRExportJobs & 7H AHE

« AWS SDK EE= CLI2t ListFHIRImportJobs & 7H AFS

+ AWS SDK K& CLISt ListTagsForResource 74 AHE

« AWS SDK EE&= CLI9} StartFHIRExportJob &7 AHS

« AWS SDK EE= CLI2}t StartFHIRImportJob & 7H AHE

« AWS SDK = CLI2H TagResource E7H AHE

AWS SDK EE £ CLISH UntagResource &7 AHE

AWS SDKsE A} &3t HealthLake &

CHe 2= oMol M= AWS SDKsE AH& 5104 7 HealthLake 5r218 +85Hs WS o4 LICH
2t oll Aloili= GitHuboll CHEH 237+ Z3HElof Y LIC od7lof M 2= M3 U Mol het XI&IS &
g 4 st

Y o R AMSElE RSt 3 E(0f UBLICH HA S8 AWS HealthLake

of| A

« AWS SDK E = CLI2t CreateFHIRDatastore &7 AHE

+ AWS SDK K& CLISt DeleteFHIRDatastore & 74 AHS

« AWS SDK S = CLI2t DescribeFHIRDatastore 71 AL
+ AWS SDK EE= CLISt DescribeFHIRExportJob B 7H AHE
+ AWS SDK EE= CLI2}F DescribeFHIRImportJob B 74 AHS
+ AWS SDK E& CLIS ListFHIRDatastores & 74 AFHS

« AWS SDK = CLI9} ListFHIRExportJobs EH7H AFS

« AWS SDK = CLI9} ListFHIRImportJobs &7 AFS

« AWS SDK EE= CLIS} ListTagsForResource & 71 AlE
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« AWS SDK EE= CLISt StartFHIRExportJob B 7H AHE
« AWS SDK EE&= CLI2}F StartFHIRImportJob & 7H AHS
)
)

« AWS SDK EE &= CLI2F TagResource &7H AFHE
« AWS SDK EE & CLISF UntagResource &7H AHR

AWS SDK EE= CLI2} CreateFHIRDatastore &7 Al
Cl2 T E OfA|E CreateFHIRDatastorel| Al W E Hod FL|C}.

CLI
AWS CLI
oAl 1: SigV4-enabled HealthLake Cl|O|E{ AE 04 M

Ct2 create-fhir-datastore M X0 A= AWS HealthLakeO|A{ A CI|O|E{ AE0{E MM
She Wg BEoiFLICH

aws healthlake create-fhir-datastore \
--datastore-type-vexrsion R4 \
--datastore-name "FhirTestDatastore"

T

2d.
.

{

"DatastoreEndpoint":
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastoreId": "(Data store ID)"

"https://healthlake.us-east-1.amazonaws.com/datastore/

ol Al 2: FHIR X|® HealthLake Cl|O|E{ AE 0{0|AH SMART 4444

C}S create-fhir-datastore O A0 A= AWS HealthLakeOllA{ FHIR K| O|O|E{ A E 0
oA M SMARTE MAMste &dE EoiELICH.

aws healthlake create-fhir-datastore \
--datastore-name "your-data-store-name" \
--datastore-type-vexrsion R4 \
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--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { "CmkType":
"CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId": "arn:aws:kms:us-east-1:your-account-
id:key/your-key-id" } }' \
--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json?| ZH=:

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]}"

}

2.
.

Y]

-~

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastoreId": "(Data store ID)"

KM L& 2 AWS HealthLake 7HE A QFHLHA S| FHIR CIO|E{ AE0{ MM Ll D L|EHEE & X
SHMI2.
« API M8 ME

AWS CLI 24 &t = 9| CreateFHIRDatastore MM & X 5HA| 2.
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Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.

:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
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and identity_provider_configuration is not None

):
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

Ct2 T E0{ M= SMART on FHIRO| & 443} El HealthLake O|O|E{ K& A o] m2tO|E]| of| A|E
Hoi&EL|CtH

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}
}
# TODO: Update the metadata to match your environment.
metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",

"foo",
1)
"grant_types_supported": ["client_credential", "foo"],
"registration_endpoint": "https://ehr.example.com/auth/register",

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],
"management_endpoint": "https://ehr.example.com/user/manage",
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"introspection_endpoint": "https://ehr.example.com/user/
introspect",
"revocation_endpoint": "https://ehr.example.com/user/revoke",
"code_challenge_methods_supported": ["S256"],
"capabilities": [
"launch-ehr",
"sso-openid-connect",
"client-public",
iF
}
# TODO: Update the IdpLambdaArn.
identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),
}
data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration
)
« API M5 HE = AWS SDK for Python (Boto3) API & Z 9| CreateFHIRDatastore & & &= 5} Al
2.
@ Note
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TRY.
" iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

« APl M|I& HE = SDK for SAP ABAP API & X 9| CreateFHIRDatastore& F X 5tM 2. AWS

AWS SDK 7H R} SHLHAM & FE ofK[e] TA| =52 MMdS ’E.*ZF_éPHIOAW DKO{| A HealthLake
ArE. o] FH|oll= Al&fst7|of CHEF HE 2t 0|7 SDK HZo| CHer M[F HE ?:.EIO-I A&LICE.

AWS SDK EE= CLI2F DeleteFHIRDatastore &7 Al

CI2 ZE o Al= DeleteFHIRDatastorel| AFE wed2 Hod FLC},

CLI
AWS CLI
FHIR CIlO|E{ AEO0{& AFX|5}2{ ™
C}S delete-fhir-datastore OM0HE AWS HealthLakeOll A CIlO|Ef AE 09t 2E 2
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aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

T
i

-~

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",

"DatastorelId": "(Data store ID)"

RtMIBH LHE 2 AWS HealthLake 7 A} OFLHA{ 2] FHIR G| O|E{ AE 04 <https:/
docs.aws.amazon.com/healthlake/latest/devguide/working-with-FHIR-healthlake.htm|> 24 2!
ZLEZE FZsHMR.

« APl M5 ME = AWS CLI & 2 X 9| DeleteFHIRDatastore MM 2 XX SHMIR2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:
Deletes a HealthLake data store.
:param datastore_id: The data store ID.
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try:

self.health_lake_client.delete_fhir_datastore(DatastoreId=datastore_id)
except ClientError as err:
logger.exception(
"Couldn't delete data store with ID
datastore_id,
err.response["Error"]["Message"],

%S. Here's why %s",

)
raise
- API M|¥ HE = AWS SDK for Python (Boto3) API & Z= 9| DeleteFHIRDatastore &
o
(® Note
GitHubOll o Ef2 Li& 0| &Lt AWS ZE 0of Z|ZX|EC|0lAM HA o E 1
9l M3ste WS HYRMS
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SDK for SAP ABAP API
(® Note
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TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
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MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).

lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.

MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« API M| HE = SDK for SAP ABAP API & Z 9| DeleteFHIRDatastore& & X 5tM 2. AWS

= 11

AWS SDK 7HEr R} OHLHAM & FE of[A[e] MA| S/ 2 MM M 2AWS SDKOI| A HealthLake

= 1 =
ArE. ol FHof= AlZFst7|ol CHEF 2 2F O|F SDK HHTol| CHE MR HERE ?:.E|01 A&LICH

AWS SDK E= CLI2t DescribeFHIRDatastore &7 AtS
Ct2 T E O A|E DescribeFHIRDatastorel| Al W2 EHod FLC}.
CLI

AWS CLI

FHIR OIO|E{ AE0{E MHSIE{H

C}S describe-fhir-datastore O|X|0fAHE AWS HealthLakeOll A C|O|Ef AE0{2] &M
g 3te weHg Ho{EL|Ct.

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6¢c513ce899f9%e4f66a59"

M
i

)

"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
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3,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
I
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R4",

"CreatedAt": 1603761064.881,

"DatastoreId": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

KEMIEH LHE 2 AWS HealthLake 7HEF A} CHLHA Q| FHIR CI[O|E{ AE0{ MM L T LIEHZIZE & X
SHMI2.

« API ME ME = AWS CLI H&3 2 X 9| DescribeFHIRDatastore MM & X 5HA|2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
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return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)

raise

« APl M8 HE = AWS SDK for Python (Boto3) API & Z 9| DescribeFHIRDatastore & & = 5t
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TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id

) o

DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).

IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.
ENDIF.

CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

lv_error = |Validation error: { lo_validation_ex->av_err_code }-

{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

« API M5 ME = SDK for SAP ABAP API| & X 9| DescribeFHIRDatastoreE £ X sHAM| L.
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C}2 describe-fhir-export-job 0X0| M= AWS HealthLake0l| A FHIR LHE LH7| &4

ol £Mg e Wy 2oiFLch

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd@a8c0c26c49135a31

T
i

~

"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"
}

1,
"DatastoreId": "(Data store ID)"

KEMIEH L2 2 AWS HealthLake 7HEAF @FLHA{ 2| FHIR H|O|E{ AE 040 M It LHELHZ | E &
M 2.

« APl ME HEE AWS CLI B & Z 9| DescribeFHIRExportJob A/ME EXFHA|2.

ol

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.
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:return: An instance of HealthLakeWrapper initialized with the default

HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:

logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",

job_id,
err.response["Error"]["Message"],
)
raise
« API M8 HE = AWS SDK for Python (Boto3) APl & = 9| DescribeFHIRExportJob2 & & 3}
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TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(1lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- API M|E M E = SDK for SAP ABAP AP % % 9| DescribeFHIRExportJobS & Z=5HAIS.
AWS
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AWS SDK &= CLI2F DescxribeFHIRImpoxtJob & 74 AL

CH2 ZE o A|E DescribeFHIRImportJobl| AFE {2 Hod FLCh.
CLI

AWS CLI
FHIR 7t 7| 2fdE2 M= ¢

C}Z describe-fhir-import-job OX[0 M= AWS HealthLake& At&735t04 FHIR 7t 2

7| 5edo| £4dg stastes WY 2oiELich

aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f

M
i
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"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8cebe7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastorelId": "(Data store ID)"
}
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Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

« API M[¥ HE = AWS SDK for Python (Boto3) API & Z 9| DescribeFHIRImportJob2 & &= &}
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@® Note
GitHuboll { Bt LI 0| /& L|CH AWS ZE of Z|ZX|EZ|oMH MA| o E 31 MY
Ll ASSE S HIKIEAR

SAP ABAP

SDK for SAP ABAP API
@® Note

GitHuboll . B2 LI 0| Q)& LICH AWS ZE ol 2|ZX|EZ|0M MA| o & &1 AN
Ll ASiSE S HIQKIEAR
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n4o5p6"
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.
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« APl M|& HE = SDK for SAP ABAP API & X 2| DescribeFHIRImportJobS & XML
AWS

AWS SDK 7H& Rt OFHLHAM & F £ oAl A S 52 MEE FEsHM2AWS SDKOI|A] HealthLake
AE. ol FXofl= AlZFst7[of CHEt ZHE 2F 0| SDK HEof CHE MR HE X ATL_?:. Tlo{ &LCH.

AWS SDK EE= CLISH ListFHIRDatastores &7A AL
CHE ZE o A|= ListFHIRDatastoresQ| AFE WHiE 2o FLICH
CLI
AWS CLI
FHIR Cl|IO|E{ AE0{E LI d5t2{™

CH list-fhir-datastores XM= HHEE AL 5= WD AFR X7 AWS
HealthLake2| GIO|E{ AE0{ AE{E 7|2 AN E ZE{ 35t WHE BEo{FLICH

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

M
i

"DatastorePropertiesList": [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
1,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
I
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",
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"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

KEMEH LHE 2 AWS HealthLake 7HE &F QFLHA{ S| FHIR HIO[E A E 0] & B 2 L[EE
StM 2.

o
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« API M5 ME = AWS CLI & X 9| ListFHIRDatastores MME & X35HM2.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token = None
datastores []1
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# Loop through paginated results.
while True:

parameters = {}
if next_token is not None:

parameters["NextToken"] = next_token
response =

self.health_lake_client.list_fhir_datastores(**parameters)

datastores.extend(response["DatastorePropertieslList"])
if "NextToken" in response:

next_token = response["NextToken"]
else:

break

return datastores
except ClientError as err:
logger.exception(

"Couldn't list data stores. Here's why %s"

, err.response["Error"]
["Message"]
)
raise
« API M8 HE = AWS SDK for Python (Boto3) APl £ = 9| ListFHIRDatastores& & &= 5t Al
o
(@ Note
GitHuboll I B2 Lig 0| /&LIct AWS ZE of Z|ZX|E2|of M HMA| ol &1 A%
ol AlSlists HHEHS HHQIE M| 2.

SAP ABAP
SDK for SAP ABAP API
(@ Note
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TRY.
oo_result = lo_hll->listfhirdatastores( ).
DATA(1lt_datastores) = oo_result->get_datastorepropertieslist( ).
DATA(lv_datastore_count) = lines( lt_datastores ).
MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

« AP| M5 ME = SDK for SAP ABAP API & X 9| ListFHIRDatastores& & X 35tA|2. AWS
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AWS SDK = CLISF ListFHIRExportJobs &7A AHS
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CLI

AWS CLI

HiEH
o H

o
rir

ZE FHIR LHEWZ| MY E LSt
CtS list-fhir-export-jobs MA|MHE BHES AFE5H0{ A-D AZE LIELHZ| &

|
(=) | - (=) =
SEES2 He= WHE 2o ELICH

aws healthlake list-fhir-export-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \

I
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--max-results (Integer between 1 and 500)

£
{
"ExportJobPropertiesList": [
{
"ExportJobProperties": {
"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"
}
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192at392f8cebe7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastoreId": "(Data store ID)"
}
}
]
}

KM B L8 2 AWS HealthLake 7HEt A QFLHA{ S| FHIR H|O|E{ AE 040 M It LHELHZ|E &

ZotMIR.

« APl M8 HE = AWS CLI E&E & Z 9| ListFHIRExportJobs MM & Z3HML.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

£
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def

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

list_fhir_export_jobs(
self,

datastore_id: str,
job_name: str = None,
job_status: str = None,

submitted_before: datetime
submitted_after: datetime

) -> list[dict[str, any]l]:

date.

date.

Lists HealthLake export jobs satisfying the conditions.

= None,
None,

:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.
:param submitted_before: The export job submitted before the specified

:param submitted_after: The export job submitted after the specified

:return: A list of export jobs.

try:

parameters = {"Datastoreld": datastore_id}

if job_name is not None:
parameters["JobName"] = job_name

if job_status is not None:
parameters["JobStatus"] = job_status

if submitted_before is not None:

parameters["SubmittedBefore"] = submitted_before

if submitted_after is not None:

parameters["SubmittedAfter"] = submitted_after

next_token = None
jobs = []

# Loop through paginated results.

while True:

if next_token is not None:

parameters["NextToken"] = next_token
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response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- API M|& HE = AWS SDK for Python (Boto3) API & Z 9| ListFHIRExportJobs2 & X 5HA

2.

(® Note
GitHubOll . Bt 2 LiE0| Q/&LICt. AWS ZE of 2|ZX|E2|0|M HMA| o & 31 M
9l ASSE S HIKHEAM L.

SAP ABAP
SDK for SAP ABAP API
(® Note
GitHubol| { Bt LI 0| Q)& L|CH AWS ZE of S|ZX|EZ|0A M| o E 3t1 MY
ol AlSliStE S HIQKIEAM 2

TRY.

iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"

IF iv_submitted_after IS NOT INITIAL.

oo_result = lo_hll->1listfhirexportjobs(
iv_datastoreid = iv_datastore_id
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iv_submittedafter = iv_submitted_after

).
ELSE.

oo_result = lo_hll->listfhirexportjobs(

iv_datastoreid = iv_datastore_id

).
ENDIF.
DATA(1t_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_export_jobs ).
MESSAGE |[Found { 1lv_job_count } export job(s).| TYPE 'I'.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

* API M5 M= = SDK for SAP ABAP API & X 9| ListFHIRExportJobs& & ZE M K. AWS

AWS SDK 7HEr R} OHLHAM 2! FE of|A[e] HA| SE2 MM & Z5HM2AWS SDKOI| A HealthLake
A2, O] FH|ol= AIEFSEZ|ofl CHEF HEQF O™ SDK HHZXof CHEF MIE HE E% Z|0{ U&LICE.

AWS SDK &= CLIQF ListFHIRImportJobs &7H AL

Ct2 ZE 0 Al= ListFHIRImportJobso| AFE WS Eof FLICI

CLI
AWS CLI
HE FHIR 7}X27| 5t g Lihste Uy
CtZ 1list-fhir-import-jobs MMM E BHEE AL sto] HH AZE BE 7HX{27|
Y 552 E= g S 2o ELICH
aws healthlake list-fhir-impoxt-jobs \
= 200


https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html

AWS HealthLake TR 7H0|E

--datastore-id (Data store ID) \

--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z ) \
--job-name ""FHIR-IMPORT" \

--job-status SUBMITTED \

-max-results (Integer between 1 and 500)

M
]

"ImportJobPropertiesList": [
{

"JobId": "c@fddbf76f238297632d4aebdbfc9oddf",
"JobStatus": "COMPLETED",
"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastorelId": "(Data store ID)",
"InputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
1,
"JobOutputDataConfig": {

"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a®@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645ch-
e564-4981-8672-9e012d1ff1a0"

}

.
"JobProgressReport": {

"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": ©.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerError": 0,
"Throughput": 0.0

b

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"
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KEMIEH L& 2 AWS HealthLake 7HE AF OFLHA S| FHIR H[O|Ef AE 012 MY 7t 7|E
StAlR.

« API M|® HE = AWS CLI B&E & Z 9| ListFHIRImportJobs MM EHESHMR.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake™")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.
:param submitted_before: The import job submitted before the specified
date.
:param submitted_after: The import job submitted after the specified
date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
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if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],

raise

« APl M| HE = AWS SDK for Python (Boto3) API & Z 9| ListFHIRImportJobs2 & Z= 3t Al

.
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SAP ABAP
SDK for SAP ABAP API
@® Note
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TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1istfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { 1lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« API M2 HE = SDK for SAP ABAP APl & Z 9| ListFHIRImportJobs& & X 5tM 2. AWS
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AWS SDK 7He R} SFLHM R FE ofxef A =52 MMHS ’E*E%PHIOAW DKol M HealthLake
ALE. o] FH|ol= AlZfet7|ol Ciet HE el 0|7 SDK Ao CHE M[F %EIN A&LICE.

AWS SDK EE= CLISF ListTagsForResource &7 AL
CH2 ZE 0 Al= ListTagsForResourcef| AIE &g Hod ELICH.
CLI
AWS CLI
ClolE{ AEO0{Q| Ej2E LIY¥sledH

CtZ list-tags-for-resource Ao HE XI'HE HIO|E{ AE0{2t HAAE EfOE LIGE
LICH.

aws healthlake list-tags-for-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263e16fd56b6d8ebdbe"

2d.
.

T

-~

"tagS": {
"key": "value",
"keyl": "valuel"

KEMIEE LI 2AWS HealthLake 7Her R OHLHA 2| HealthLakeO| M ElAA Ef1 X|1HE T ESHA
2. AWS HealthLake

- APl M8 HE = AWS CLI B & Z 9| ListTagsForResourceE & = 5HAM|L.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

raise

« API M| HE = AWS SDK for Python (Boto3) APl & = 9| ListTagsForResourceE & = Al

.

(@ Note
GitHuboll . B2 Lig 0| J&LICH AWS ZE of E|ZX[EE|oM T ol E 1 dF
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SAP ABAP
SDK for SAP ABAP AP
® Note
GitHubOll - Ef2 Li& 0| J&LICH AWS ZE 0of Z|ZX|EE|0A HAM o & H 1 A
3 AlstE S H/AEMR

TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’

DATA(lo_result) = lo_hll->1listtagsforresource(

iv_resourcearn = iv_resource_arn

).

ot_tags = lo_result->get_tags( ).

DATA(lv_tag_count) = lines( ot_tags ).

MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.

CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.

MESSAGE 1lv_error TYPE 'I'.

RAISE EXCEPTION lo_validation_ex.

CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).

lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.

MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_notfound_ex.

ENDTRY.

« API M5 HE = SDK for SAP ABAP API & Z 9| ListTagsForResource& & X 3tML. AWS

AWS SDK 7HEE Rt QHLHAM R I E ofA|o| A S /2 MME T StML2AWS SDKO{| A HealthLake
AtE. o] FXlofl= AlErstZ|of CHel HEQ 0|7 SDK HHZAof CHe M8 HE T Z 8 E[o] /&Lt

AWS SDK EE &= CLI2H StartFHIRExpoxtJob E7H AIE

CH2 I E 0 Al= StartFHIRExportJobo| AFE WS Eo{ FLICI
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AWS HealthLake

CLI
AWS CLI
FHIR LHELHZ| 242 A% St B
Ct= start-fhir-export-job 0iX|0{H= AWS HealthLakeE A& 3504 FHIR LHELHZ| &f
Y2 AlEhsteE W E 2o{E L Ct
aws healthlake start-fhir-export-job \
--output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"axrn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"}}' \
--datastore-id (Data store ID) \
--data-access-role-arn arn:aws:iam: : (AWS Account ID):role/(Role Name)
=ad
= 1
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "9b9a51943afaedd@a8c@c26c49135a31"
}
REMIEH LI 2 AWS HealthLake 7H AF QHLHA Q| FHIR ClO|Ef AE0{0f| M Y LHELHZ & Ff
Z3tM 2.
- APl M8 HE = AWS CLI B & X 9| StartFHIRExportJob MMEZ &AM 2.
Python
SDK for Python(Boto3)
@classmethod

def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.
:return: An instance of HealthLakeWrapper initialized with the default

HealthLake client.
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health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.

try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":
kms_key_id}

}I

DataAccessRoleArn=data_access_role_azrn,
Datastoreld=datastore_id,
JobName=job_name,

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],

)

raise
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« API M[¥ HHE = AWS SDK for Python (Boto3) API & Z 9| StartFHIRExportJob= & Z= Al
K.
® Note
GitHubOll Cf Bf 2 LHE 0| /&Lt AWS ZE of 2[ZX|EZ|0|M TA o & &1 MHY
9 A WS HABMEL
SAP ABAP
SDK for SAP ABAP API
® Note
GitHuboll . Bt 2 L& 0| &LICH AWS T = of 2|ZX|E 2|0 K| 0| & 3t 1 X
9 A WS HABMEL
TRY.
" iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’
" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'
" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'
oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

« APl M2 HE = SDK for SAP ABAP API & Z 9| StartFHIRExportJob2 & X 3tMI2. AWS

AWS SDK 7HErAF OFLHA] 2! = ofA|e] MA| EEL MME 7‘5.*2.56M1IOAW DKO{| A HealthLake

ALE. o] Frllols AlEtst7|of CHEH HE QL O|F SDK ™Mo CHE ME HEE F:. Zlof Ql&Lich,
AWS SDK EE &= CLI2H StartFHIRImpoxtJob E7H AIE

CH2 ZE o Al= StartFHIRImportJobl| AFHE WHE Eof FL|CH
CLI

AWS CLI

HIEH
o H

P

[e]]}
rr

FHIR 7} M2 7| Erd2 A|ZEH

Ct& start-fhir-import-job X0 M= AWS HealthLake& At&3t0{ FHIR 7t 27| &f
U AlEtete WS HoiELIC

aws healthlake start-fhir-import-job \

--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \

--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"axrn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"
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£
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f"
}

KM B L2 2 AWS HealthLake 7HEERF QFLHA S| FHIR Tl O|E{ AE040f It Y 7X@ 7|E &Z
SHMI2.

« APl M® HE &= AWS CLI 8 & X 9| StartFHIRImportJob MM & & XSHMIL.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_import_job(
self,
job_name: str,
datastore_id: str,
input_s3_uri: str,
job_output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake import job.
:param job_name: The import job name.
:param datastore_id: The data store ID.
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:param input_s3_uri: The input S3 URI.
:param job_output_s3_uri: The job output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The import job.
try:
response = self.health_lake_client.start_fhir_import_job(
JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,

iy

DataAccessRoleArn=data_access_role_arn,
DatastoreIld=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

raise

- API M5 &&= AWS SDK for Python (Boto3) API £ = 9| StartFHIRImportJobS & =5t Al

.
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SAP ABAP
SDK for SAP ABAP API
(_I) Note
GitHuboll Cf Bt 2 LH 0| &Lt AWS ZE of 2|ZX|EZ|M XA o2 &1 MY
9 A WS HABMEL
TRY.
" iv_job_name = 'MyImportJob'
" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'
" iv_job_output_s3_uri = 's3://my-bucket/import/output/’
" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"
" iv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'

oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(

iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
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RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- API M|E % E = SDK for SAP ABAP AP % 9| StartFHIRImportJob2 & X 3tM| 2. AWS

AWS SDK 7HE R} OHLHAM & FE of|A|e] HA| SE2 MME ’E.*ZF_%MIOAW DKOJ| A HealthLake
AME. 0| FH|ole AIESHZ|of CHEF HE QF 0|7 SDK B{ZTdoi CHEt MIE %EI01 U&LLCt.

AWS SDK EE = CLI2I TagResource &7 AFS
CH2 ZE 0 Al= TagResourcel| AHE WS Eo{ FLICH
CLI

AWS CLI

ClolE AEo0{of Ei2

Z=7ts5t24H
CHZ tag-resource GAM A= HIO|E{ AE0{0ll EHE FIt5te WS 2o FLICI

aws healthlake tag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c831f4307f263e16fd56b6d8ebdbe" \

--tags '[{"Key": "keyl", "Value'": "valuel"}]'

ol BE2 £ ddstx| ef&Lch

AEMIEH L2 2 AWS HealthLake7HENRF OFLHA{ S| T|O|E{ AE 040f| Ef 1 F7I1E HXSHMIL.
« API M2 HE = AWS CLI B F X 9o| TagResource & HX5HAIR.

Python

SDK for Python(Boto3)

@classmethod
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def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->

None:
Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_azrn,
Tags=tags)

except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

tMl2.

[e]]]

- API M| HE = AWS SDK for Python (Boto3) APl & Z 9| TagResource& &=

(® Note
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TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’

lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error:
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.

CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).

lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.

MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

{ lo_validation_ex->av_err_code }-

« APl N2 ME = AWS SDK for SAP ABAP AP| £ =

[o][]

9| TagResource& &AM L.

AWS SDK 7HY A} SHLHA I ZE offAl| o] ™A S5E2 MES HEstHMAWS

R (=] DKO IA‘l HealthLake
AME. o] FAol= Al=tat7|of CHEE HEQF 0| SDK i CHEE M[F HEE E?:. |of U&LICH.
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CLI

AWS CLI
Cllo|&f AE0{0i M B & A|7{5t2d™

CHZ untag-resource (A0 MHE CIO|E AE0{0|AM Ef2E AMHstE B2 2o FLICH.

aws healthlake untag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdebld26543a49d2ed1fa" \

--tag-keys '["keyl"]'

0| Haie =242 MAISR| ot&LC}.

[=N=)] LS H

KEAIEF LK

0l
ro

WS HealthLake 7HEf X}t OHLHA 2| T O|E{ AE 0{0f| A Ef 1 A7

SEXS RN

A
« API M52 HE = AWS CLI E&E & Z 9| UntagResourceE HESHMIR.

Python

SDK for Python(Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
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try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

« API M5 HE = AWS SDK for Python (Boto3) API & Z 9| UntagResourceE & X 5HA| 2.

@ Note
GitHuboll . Ef2 Lig 0| J&LICH AWS ZE of E|ZX[EE|oM T ol E 1 dF
U MHste WS BRI

SAP ABAP
SDK for SAP ABAP API
(® Note
GitHubOll . Bt 2 Li&0| Q&LIcH AWS ZE of 2|ZX|EZ|0M A ol & 51 M-
ol AlStE HHE HIKEAM 2
TRY.
" iv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/

fhir/alb2c3d4e5f697h8i9j0k112m3n405p6"’
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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{ lo_validation_ex->av_err_code }-

AWS HealthLake
|Validation error:

DATA(lv_error) =
{ lo_validation_ex->av_err_msg }|
MESSAGE lv_error TYPE 'I'.

RAISE EXCEPTION lo_validation_ex
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex)

|Resource not found: { lo_notfound_ex->av_err_code }-

lv_error =

{ lo_notfound_ex->av_err_msg }|
MESSAGE 1lv_error TYPE 'I’

RAISE EXCEPTION lo_notfound_ex

ENDTRY.

« API M8 HE = AWS SDK for SAP ABAP API & Z 9| UntagResourceE & X 5HM2.
5M‘I|OAW DKO0i| M HealthLake
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£ 38 AWS HealthLake

CHS AWS MH|AE=9 21 S8 Elo] & Rhedof 22|, sQL # 2| & S0l Hlo{st2 & AWS

HealthLake & K| &L|C}.

« Amazon Comprehend Medical2 7|7 & & 2t0|E2{E2|E AlE 3501 HealthLake2| H|HEE o|= EIA
EOiIA‘I o|0| /= AE CIlOIEHE FE 5= HIPAA X2 Xt240{ X 2| AHIA(NLP)ILICH RHAIEH LY

2 Amazon Comprehend Medical 7H2 X} OHLHMHE & ESHMIL.

« Amazon Athenat EZ& SQLE A& 3t04 Amazon Simple Storage Service(Amazon S3) EHZ!0f|
M HealthLake CI|O|EHE &Y BME &= U= CHstE 22| MU|A Lt XHA[EH LH& 2 Amazon

= T AR
Athena JHE At OFLHME E ZsHMIR.

H

A
 HealthLake& &8 Xt210{ %{2|(NLP)
« Amazon AthenaE& Al &35}04 HealthLake Cl|O|E{ 2|

HealthLake& & & Xt2101{ X Z|(NLP)

AWS HealthLake = FHIR DocumentReference BlAA S| MY E HHEE C|O|IEHHE 7+ & 84,

3 OHE 57| fI8 S& Rtedod MEI(NLP) 2to|EEHE|E MSELICH

_l

® 3=
HealthLake2 £3f NLP= 7|E220 2 THX &L r.% AMStSlcdTHE AF2 5109 X[ ALRIE
AMstedmHol| 2321 AWS H A st A

M| Z & LICFAWS Support Center Console. A E
Mg MENEFLICE.

HealthLake & & NLP= Amazon Comprehend Medical DetectEntities-V2, InferICD10-CMZ!

InferRxNorm APl g S &35104 XS &LICH &2 AW E DocumentReference ElAA0| &

ZHo 2 FIIELICE Amazon Comprehend Medical APl 2240| SIGN, SYMPTOMR/EE= QI EMHE Z

X5t FHIR Linkage E2|A&AE DIAGNOSISHMELICEH A Condition 2! Observation 2lAAE
SIGN, SYMPTOMEE= &S 2 AMEE AE{E|0| A MEDIAGNOSISE|MH Linkage E|&AE AHE 504
LA B A0 AZAELICH
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https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-welcome.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://hl7.org/fhir/R4/documentreference.html
https://console.aws.amazon.com/support/home#/
https://hl7.org/fhir/R4/linkage.html
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® Note
HealthLake S NLPO|A A48t FHIR 2|4 A0 CHEt GET 28 K| E|X|BF FHIR API
search 7|5 R|E|X| &t&LICH HealthLake®2t Athenal| &2 AF25104 NLP &t A
M5t 2ol CHE REMIEH LI 2 MM E I ESHAMI2SQL QIEIA 3l 22|,

St

« HealthLake & NLP 2t0|E2{Z|

« FHIRRESTAPI 43 X8 Al

« HealthLake S& NLPO| CHEt Z4A mi2tO|E
« HealthLake S& NLP i 2%

HealthLake & NLP 2t0|E2HZ]

HealthLakei= Amazon Comprehend Medical 2}O|E2{2|& At&3t0{ DocumentReference 2|44
SE0M &2 Cl|o|IE{E R FELICH Amazon Comprehend Medical API 2f@] DetectEntities-V2,
InferICD10-CMY = O HENE S92 InferRxNorm ZX[ELICt Zf Zhd2 MZ CHE QA
O|EE M3SELct

A 210{ x|

Amazon Comprehend Medical APl 242 Fo{ HIAEZ Fl o= AME{E|Bt Z X|&fL|C}.

« DetectEntities-V2: &4 EIAE 0| M Ct3H 0|2 AE{E|E HAlstD AEE| HF, x|, AZE M
ot 2 EY HEE HretgLct
ol o|&tx MENE A Z ZXRIstD, MA EZ 7|7 (WHO)L| HEH Hod
ofl trhet CDCOI =2 4% 4 ME{2| ICD-10-CM X|A] 7|8k o| M sHE 7HE Algdxtol s THA
E odZgfLict
« InferRxNorm: Xt Bi| Z=0i LtEE AEE|R =2 Z X|5t1 National Library of Medicine 0 A
RxNorm H|O|E{H|O|A o] M5t THE AlEXtof| QA g LICt.

Zt APl Zdof x|zl EM %SIGN, SYMPTOMZ! IL|CIDIAGNOSIS. EA0| & X|=|™ HealthLake
Clo|E| AE0{9| 042] ¢ k|0l FHIR £t &txto 2 FJIEL|C},

NLP 2to|=22{2] 222
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HE0| F7tEl= AR

« DocumentReference: Amazon Comprehend Medical API & 49| ZA1}= DocumentReference
BlAA R LM 32 ZF EMof extension 2 F7HELICH E&Oo| Zits F OE2E LHEL
Ch & 7|8e 2 Aol M &2 & U&LICHURL.

* http://healthlake.amazonaws.com/system-generated-resources/

* HealthLakeOl| A &t 7Ltol| FI7HeF 2lAA FEALICH
 http://healthlake.amazonaws.com/aws-cm/

« Amazon Comprehend Medical APl 32| 2 A| £230| HealthLake Cl|O|E{ AE 010 F7IE[=

S xILICt.
* Linkage:0| 2lAA RS S8 NLPL| A2 FIHE|HLE MMELICH SXoi CHE GET 232 o
AE 2|lAA S5 2 Linkage BHEHEILICEH HealthLakeO| AHE F7HLinkagef=X| &Ql5te{H £t

El "tag": [{"dlsplay"' "SYSTEM_GENERATED"}] 7|-Zt H|0{& &' &LICt Linkage2| FHIR
Abof CHBH REMISH LHE 2 FHIR R4 A ALinkageo| MME & Z5HAM2.

« Amazon Comprehend Medical 49| At 2 M E FHIR 2|44 S ILICEH

« Observation: & Amazon Comprehend Medical APl 2fedo| Z1t9} E40| SIGN EE= &
DetectEntities-V2 InferICD10-CM [HO| ZAut7t ZEELICISYMPTOM.

« Condition: Amazon Comprehend Medical APl 2f49| Z1te} £E40| @l DetectEntities-V2
InferICD10-CM B E EZ & & LICIDIAGNOSIS.

o

« MedicationStatement: M= Amazon Comprehend Medical API 249| Z1t 7} Z &L

C}InferRxNoxrm.

FHIR REST API 4% &2 Al

7|2% 2= Amazon Comprehend Medical API 40| M ZX|El S82 GET 8 A| Btete|X| et &L
Ct. S8 NLP 2 o] ZIE Ei{H CFE FHIR 2(&A R0 ID CHall e4ZIE X[ st of & LICt.

* Linkage

* Observation

* Condition

* MedicationStatement
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https://hl7.org/fhir/R4/linkage.html

AWS HealthLake

JHeER 7Hol=

DocumentReference 2|44 |
Comprehend Medical API &f

&LCh.

Q|5 9| HealthLake &% NLP 2] Z1

A RE A=
o] A7t TEHE ZO R ID LBHTI GET 2 AR50 AR e 4 9

XX =0l Amazon

HealthLake S & NLPO{ CHst A mietO|E]

Cl2 E 0= HealthLake S8 NLP2| ZH4M 7}

HealthLake NLPOi| CHt Z4AH o2t 0| Eq
A mlzto|E

detectEntities-entity-category

detectEntities-entity-text

detectEntities-entity-type

detectEntities-entity-score

infer-icd10cm-entity-text

infer-icd10cm-entity-score

infer-icd10cm-entity-concept-code

infer-icd10cm-entity-concept-description

infer-icd10cm-entity-concept-score

infer-rxnorm-entity-score

AWS CM &% LI O] DetectEntities 5| &% L2 74
A EHAE

AWS CM % b LH 2| DetectEntities 5| & & LY Q|
AWS CM &%} LH 2| DetectEntities 5t &% LS| 74
A M

AWS CM &% Li 2| InferlICD10CM 5t2| &% LH2| 74
M EHAE

AWS CM EZE LHO| InferICD10CM &+ &% LH2| 74
AN M

AWS CM &% LHO| InferICD10CM 5+2| &% LHo| ¢l
EE| 7|ld 32 =

CM E& LHQ| InferICD10CM 319 &% LIS AWS 7H
A 7HE M

AWS CM &% Li 9| InferiCD10CM 5| &% LHo| 7H

A 7N He

AWS CM &% LI 9| InferRxNorm 5+ &% L o] 7HA]|

A
P8

R
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Z4AH o2l o|E of CHEt L x| &= FH&LICt

infer-rxnorm-entity-text AWS CM &% LI 9| InferRxNorm ot & & LHo| FHA||
HAE

infer-rxnorm-entity-concept-code AWS CM &% LI 9| InferRxNorm ot & & Lio| QlE
El 7id 2=

infer-rxnorm-entity-concept-description CM =& LHQ| InferRxNorm 3+2| =% LS| AWS JHA|
7 A

infer-rxnorm-entity-concept-score AWS CM & & LiO| InferRxNorm 5| & & Lo 7Hxi|

e M

HealthLake= EntityText L7} SUft 7HA Q| EntityCategory Q! 7|21 x|t S+ 4
M2 MBELICH ChS E0|ME HealthLakeOll M X[H5t= S+ AM mi2t0/E{E HHEELICH
A4 mh2ho|E
It 20| & HtetEl UX| &5
detectEntities-entity-text-category DetectEntities 5+ = & 01| entityText 2! entityCat
egory2t 25 Yx[st= JHA 7t StLE O|& e 2.
detectEntities-entity-type-score DetectEntities 5F?| = & 01| entityType ! entityScore
ot 25 Ux|5t= JHA 7L StLE O|4 U= B2
detectEntities-entity-text-score DetectEntities 5| & & 01| entityText & entityScore2t
25 AR|st= THA 7L StLt o4 U= B2,
detectEntities-entity-text-type DetectEntities 5t?| & & 0| entityText & entityTypezt
25 Ux|st= 7HA 7L StLE o4 U= B2,
detectEntities-entity-category-score entityCategory ! entityScore®t 25 Ux|5t= 70X 7}
StLt o4 U= E=2.
infer-icd10cm-entity-text-concept-code InferlCD10CM 5| & & ol entityText2l KX

x|5t= 2
E{E|7} stLt o4 91 ST QME{E|o]| CHE T = &
x|3tE= conceptCodeZt 3tLt O|4 U= B2,

4 mhako|E 225
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JHeER 7Hol=

AHA o2k 0[E

infer-icd10cm-entity-text-concept-score

infer-icd10cm-entity-concept-description-

concept-score

infer-rxnorm-entity-text-concept-code

infer-rxnorm-entity-text-concept-score

=l

[

FEl LR

oo

=
=

InferlICD10CM 52| =& 0] entityText2t &
AM7F St o4 i Mot UX|SHE Y 7H7<+|0+| CH
8t conceptScore7} tLI 0|4 Q= BL.

InferICD10CM 3+ =& o] 7HA| LHoi| 7He M 2

conceptScore2t Y x|5t= 7H'F0| 5tLt O|& Ri= 4

.

InferRxNorm 5| & & of| entityTextet L x[st= QUE
E|7} tLt o4 ! FEQF UX|st= Y EE|o]

CHEt conceptCode7} StLt Of&F Q= B

InferRxNorm 5| & & ol entityTextet Lx[5t= 7HA

7b StLt Old 41 M=of Lx|5t= sHE 7HA|of| CHEt
conceptScore7t 5tLt O|& = <.
infer-rxnorm-entity-concept-description- InferRxNorm &+| &% 2| JHA| Lol 7HE M &
concept-score conceptScore?2t Ux|5t= 7H'0| stLt o4 /U= 3
2.
HealthLake & & NLP 0| 2%
Od| Al 1: HealthLake Ci|O|E{ AE040f =& = Patient B|ZE=
CI22 o|2 ME7tetol Patient MEFS 7|HIS R § 4 7[5 29| of &LCt
® 4 dolH
CHS ofixlel HIAEE 8t EEIX0|H E3 4 4Y HE(PH)E Z&6HK| ot& Lt
1991-08-31

# Chief Complaint
- Headache
- Sinus Pain

23 0| Al
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- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
- Nasal Discharge

- Cough

# History of Present Illness
Jerénimo599 is a 4 month-old non-hispanic white male.

# Social History
Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.

# Assessment and Plan

Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 0.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

21 20| ME = DocumentReference E|AA0|A base64 EAICZ CIFCIELIC O] EM7F
HealthLake0ll = %! %] Amazon Comprehend Medical AP 40| 2t 2 £|H A1t E H 7| 2|5l
DocumentReference ElAA S| CHE GETREHE AIRE £ l&LICH

A

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

0]

% 0l Al 227



AWS HealthLake TR 7H0|E

Amazon Comprehend Medical API 2@10| A4 Z &% CtS 1} extension AAZEE LHol A Ol248t 7]-2t
H0{& A &LICH "url": "http://healthlake.amazonaws.com/aws-cm/"

= X -

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"

},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The AWS HealthLake integrated medical NLP operation was successful."
}
Ctg B2 =8E 9|8 7|50| 2|44 R0l 2t HealthLake Ci|O|E{ AE0{0| ETE|= S E 20
ELich
DocumentReference
o A Bt DocumentReference |44 R0 CHet 20 E Ee{H §H 2laAido7t B El=

=
GET 2T stMl2.

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-

eea9586¢c46ed
M3B5tM 200 HTTP 8 T =2 CHS JSON SEH(HH 2 2ld &)= 7HXSLICh.
CH22 http://healthlake.amazonaws.com/system-generated-resources/ £ &£ lL]|
oiS S 50|58 & OlA

C}. A7} —.—7|-L1nkage/e366d29f—2c22-4c19-866e-@96@393793535| MNE=E
LIC}. HealthLake7} % Observation 2! Condition BlAA S0 FE J|Ht ZAL AN E £
7tet RI%IE &lE == U&LCt

24 EH

1 B2 MEfELICE

rk

O3t 2|44 R0| oA +HEQU=K| &Ql5HEH

{
"extension": [

{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {

"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

I

{

228
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"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {

"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@9@c5"
}
},
{

"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {

"reference": "Condition/0854el1f3-894d-448e-a8d9-3af5b9902baf"

}
}
15
"url": "http://healthlake.amazonaws.com/system-generated-resources/"
}
Linkage
Ol B Linkage ElaA S0l Ciet Z0HE EeiH S 2|AAIDO7I MBS El= GET 2HS
SHMI2.

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/e366d29f-2c22-4c19-866e-09603937935a

d3s5tH 200 HTTP & ZEet Ot 242 &2l JSON 8EHE 7HXSLICh

SHol= item 247 i?:.*.%! LICt 047|M 7|-2f Ho{=8& s=™st= Ol A8 El= 8§
DocumentReference =2 "type": "source" LIEFLHH "type": "alternate" 7|-Zt H|
01 of2Hoi| Condition Observations L} dE L|C}.

meta 4 X Y F|-2t HWo{"tag”: [{"display": "SYSTEM_GENERATED"}]Q! = EA|E
LICt Ol Olg48t BlA AT} HealthLakeOll A MAH RS S LIEFRLICE.

"resourceType": "Linkage",
"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"

0]
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}
1,
{
"type": "alternate",
"resource": {
"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
1,
{
"type": "source",
"resource": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",

"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.3272",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}

}

Resource type: Observation

0| M Bt Observation 2lAA R0 CHst 2 E BEe{H EH 2[AAIDO7 MSEl= GET £

HE st L.

GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical APl 2 ¢12| A1} = code, metal! SAZ +HEL
ClmodifierExtension.

code
R9 24 lLCtCodeableConcept. AHAIEH LI 2 FHIR R4 B M CodeableConcept 2l
M2 XML
HealthLakeE CtE1 22 M 7tX| 7|-2f W[01& F7HEfLICH
L7 0i|Al 230


https://hl7.org/fhir/R4/datatypes.html#CodeableConcept

AWS HealthLake TR 7H0|E

- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": URLO|
£ Amazon Comprehend Medical APl 2t & X5t B2, 0| B2 InferICD10CM &I LLC}.

« "code": "A52.06":A52.06F O|= &Y EA| ME{Q] X|A! 7|HIo|M B2 £ E JHHES A
H5l= ICD-10-CM 2 EQJL|C}.

- "display": "Other syphilitic heart involvement": 097|AX "Other syphilitic
heart involvement"& 2&ZX[2|ICD-10-CM ZEof CHEh 71 AHILICH

CS Z 2l JSON SEHO|E code 2 AR ZLEHEIL|CE

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"

}
1,
"text": "Other syphilitic heart involvement"
}
€ E ICD-10-CM ZE7I SHt2Ch= 2| AT E 0|5HstE{H modifierExtension RLAE
A= LI
meta

meta 240= Amazon Comprehend Medical API 2f40{| o|af F7IE MT HE 7} code 240
Z 2t z|0] QI=X| 042 E LIELH= HIEIH|O|E{ 7} 2 & E[o] /& LICt.

CS Z 2l JSON SEHO|E meta AR ZLEHEIL|CE

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}

modifierExtension

QHE A 231
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modifierExtension 2A0|E code 240 U= SEHE I
20| Zetz|o] Y&Lch EEE._F 2ot 3 B Linkage 2lAA RS
O

DocumentReference0 CHEt &3 & CtA| MZ 35t 7|-4f 047} Q

EI_'.:_ =& 0l CHEh XkA[EH LY
= o ALS k= el

F7HEl Zt coding 2401 CHal entity-score 27} modifierExtensionoﬂ entity-Concept-
Score F7HEILICH 7|-2k Ho{2| Z+ Ztof CHall =7t EA|ELICH o] B entity-scoreO|
4= Amazon Comprehend MedicalO| B X| &z of| 5 = A== +EQLICE o B
entity-Concept-ScoreO| 4+ Amazon Comprehend MedicalO| ¢IE{E|7} ICD-10-CM 7H'H
of 22t H 2|0 JUCt= & &l =Z LY.

C= &2l JSON 2H0|E modifierExtension A0 ZTsHEL|CEH

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icd1l@-entity-
score",
"valueDecimal": 0.45005733
.
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icd1@-entity-
Concept-Score",
"valueDecimal": ©0.1111792
1,
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

},

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

A JSON 8

"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
I,

0]
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"resourceType": "Observation",
"status": "unknown",

"code": {

"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",

"display": "Other syphilitic heart involvement"
11,
"text": "Other syphilitic heart involvement"
},
"meta": {
"lastUpdated": "2022-10-21T719:38:30.8792",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
},

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-
score",
"valueDecimal": ©.45005733
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792

I
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
I
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"

}

0]
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Condition

ol B+ Condition SlAA S&of CHst Z0tE HEe{H EX 2[AAIDO7 MB &= GET 2™
£ StMI2.

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd

Amazon Comprehend Medical API 2 19| Z1l= code, metall A2 =HE L

CtmodifierExtension.

code
Rl 4 lLCtCodeableConcept. AFAIEH LI 2 FHIR R4 B AMCodeableConcept ol Al
ME FZML

HealthLake= CtS1t 22 Al 7+X| 7|-2f mo{E F7t+&FLICt
- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": URLO|

£ 7 Amazon Comprehend Medical APl 212 & X st= A<, 0| B InferiCD10CM]L|Ct.

. "code": "I70.0":A52.06= 0= ZH x| ME|Q| X|A] 7|HolM &S 4 Ql= THES Al
3= ICD-10-CM 2= Q]L|C}.

- "display": "Atherosclerosis of aorta": 047|A "Other syphilitic heart
involvement"E 2E ZX|9| ICD-10-CM Z =0 Cist 71 MHElL|C}.

Ct2 2 JSON SE0IE code 2 AR ZTEHELICH

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}
1,
"text": "Atherosclerosis of aorta"
}
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S=HE ICD-10-CM ZE7} 2HI2CE RE | MZE|T E 0|a5t2d™ modifierExtension LA E

o
ALSELCt
meta

meta 240{|= Amazon Comprehend Medical API £f@40i| 2|3l F7HEl ME HE 7| code 240
Z&E|o] UK R E LIEHHE HEHIO|E{7} Z & E|0] Q& LICEH

meta 240 Z&HE|L|C

rir

Ct& =& JSON SEHo

"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z2",
Iltag": [{
"display": "SYSTEM_GENERATED"
}]
}

modifierExtension
modifierExtension 2A0|= code 240 e Y E FZEO| AME|E &0 CHEt XEM[EH LK
20| & z|of U&LcH =8t Ant 3 23 Linkage ElAA 82 MM E O A= el
DocumentReference0 CHEt @3 & CtA| A& 35t= 7|-2f Ho{7F U&LICE.

FIHE Zt coding 2401 CHEl entity-score 2 7F modifierExtensiono| entity-Concept-
Score F7HEILICH 7|-2k Ho{2| Z+ Ztof CHall =7t EA|ELICH o] B entity-scoreO|
%= Amazon Comprehend MedicalO| Bf X| H=tof Chsl| 2= M ~#EQILICH o B2
entity-Concept-ScoreO| 4 Amazon Comprehend MedicalO| ¢IE{E|7} ICD-10-CM 7H'H
of H&S5HH AZElo] QCh= & Al =ZFL|C.

Cl= %21 JSON 2E 0= modifierExtension 240 T &HElL|CE.

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-

score",
"valueDecimal": 0.94417894
.
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-

Concept-Score",
"valueDecimal": ©.8458298

}I
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{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

A JSON 8

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Condition",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl1@/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
1,
"text": "Atherosclerosis of aorta"
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:30.8772",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
1,

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
Concept-Score",

LE Al
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"valueDecimal": 0.8458298

.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "b@06d343d-ddb8-4f36-82cb-853fcd434dfd"

Od|Xl| 2: MedicationStatement 2|AA S8 0| DocumentReference & E A

chee om MEvtelol B MEE JlHo = B o4t 7S ol ofLich

A &8 ClolE

Ol xe] HAEE B ERIA0|H 25 Oy 4E HE(PHI)E Z&fstx| ef&LICH

Tom is not prescribed Advil

CIS B2 £EE 9|7 7|Z0| 2|AA §8of 2} HealthLake OIO|E{ AE 040 ETE|E 9SS Hof
ELIC}H
DocumentReference

ol A B+ DocumentReference 2lAA S| CHst A E E2{H EH 2|AAIDQI7 MB &=

GET 2HE %HHI&.

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

0]
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MEZ5HH 200 HTTP SE =9 Ch2 3 22 &2 JSON SE 0| EAIELICH

7|-Zt H0421= Amazon Comprehend Medical API 2f@40i| 2|5H0]| otol 2lAA RE
O| F7lextensionE/AZE "url": "http://healthlake.amazonaws.com/
system-generated-resources/"LIEM'HLICEH M Linkage 2l4&4A §&10t 024
MedicationStatement ZIAAE 2 £ U&LICH

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/cbf6afl0-b0b9-451c-bdde-99611e3498a8"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a01f6c8-5f3a-4122-80ab-405312f96aa2"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c01656b"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b"
}

0]
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}
15
"url": "http://healthlake.amazonaws.com/system-generated-resources/"
}
Linkage
oM Bt Linkage 2l4&A S| CHEt A0t E 2™ § 2|AAIDY7I M3 El= GET &S
SHMI2.

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/394bb244-177b-4409-8657-26b20ed56dd7

335t 200 HTTP S T =9t O+ JSON SHE 7t SLICh

SHME=E item 247 ZFEELICE 047|M 7|-4f H0{= MedicationStatement ElAA RES
+™M3E Ol AH8 Zl= 5 DocumentReference &5 & "type": "source" LIEFRHLICH

meta 24 L N F|-gF Ho{Ql &£ & = JU2m"tag": [{"display":
"SYSTEM_GENERATED"}], Ol= O|2{8t 2lA AT} HealthLakeO| A MM E|IS S LIEFAL|CE

"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/cbf6afl1@-b@b9-451c-bdde-99611e3498a8",
"type": "MedicationStatement"

}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7",
"type": "MedicationStatement"
}
.
{

"type": "alternate",
"resource": {

0]

H Ol Al 239



JHeER 7Hol=

"MedicationStatement/4a01f6c8-5f3a-4122-80ab-405312f96aa2",

AWS HealthLake
"reference":
"MedicationStatement"

Iltypell :

}
.
{

"type": "alternate",
"resource": {

"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c@1656b",
"MedicationStatement"

"type":
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d@ab027f5e0b",
"type": "MedicationStatement"
}
.
{
"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.501Z",

Iltagll: [{
"display": "SYSTEM_GENERATED"

1]

}

}
M EX BAAIDO7} ME2

MedicationStatement
oflA Bt MedicationStatement ZlAA 3ol CHEt Z0tE 2

£ GET 22 stMl.
GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/

240

MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7
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MedicationStatement 2|AA &2 Amazon Comprehend Medical InferRxNorm API 40
ANE &g = UYUs /AXIQYLICH ZATHE medicationCodeableConcept, metal! AR £+ E

L|ICtmodifierExtension.

medicationCodeableConcept

fEol 24 QLICtCodeableConcept. AFAIEH LIE2 FHIR R4 4B AMCodeableConcept ol Al
ME XML

HealthLake= CtS 1t 22 M| 7+X| 7|-2f H0{E€ F7}+&HLICE.

- "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/: URLO|
£ 7 Amazon Comprehend Medical API 22 & X dl= <. 0] B InferRxNorm &l L|C}.

« "code": "731533": 047|AM 731533+= RxCUIEIZE 3= RxNorm 7H IDRILIC}. RxCUI

- "display": "ibuprofen 200 MG Oral Capsule [Advil]": 0{7|AM ibuprofen 200
MG Oral Capsule [Advil]E RxNorm 7HE0i CHEH M QIL|CE

Cl= %21 JSON &0l = MedicationStatement AP T 8HE|L|CE.

"medicationCodeableConcept": {
"coding": [
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

meta LA E Amazon Comprehend Medical API & 4oi| ofs F7t&l AT HE 7t code 240]
ZgE|o] UK 4R E LIEHLHE HIEHIO|E{7} Z & E|0] Q& LICEH

CS 2l JSON SEHol= meta A8 ZEEILICH

"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z",
Iltagll: [
{

"display": "SYSTEM_GENERATED"
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}
]
}

modifierExtension

modifierExtension 240= 21t & 23 Linkage 2laA RES HdEs5ts O
DocumentReference AF&El HE0i| CHEF B3 E CHA| MBS 3t= 71-2f Ho{7F =& E|of /&L
Ct.

"modifierExtension": [

{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",

"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"

}
}I
{

"url": "http://healthlake.amazonaws.com/source-document-reference",

"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"

Amazon AthenaZ A2 304 HealthLake O|O|E{ 3|2

HealthLake 7tX27| ¢ &0 S&E FHIR JSON Cl|0|E{= ETL Z2MAE 7HXI0 Apache Iceberg
Z El|0|2 EAo 2 MEELICH 07| Z FHIR 2|44 |82 Athenall 7HH E|O|E 2 EAIEL
EP. 0| Sl A8A= HA LHEH Ee ¢10| SQLE AF83504 FHIR C|O|EHE #HEIE &= U&Lct
Ol= & olet nt&rXt7t FHIR CO|E{& #2|5tod ZHE HE5HHL 7 E TIlE = UESF §t7| W
20 L LICH AthenaOilA Apache Iceberg EIO|= 0| 2 & 5t= & A0 CHEF XHM|EH LHE 2 Athena
A& MdHEAMO| Apache Iceberg E|0|2 ZZ|E & X FHAMIL.

(® Note

HealthLake= Athenafl| HealthLake O|O|E{0f| CH§t FHIR R4 read &% X && X[®ELICH
KEMIEH LI S FHIR 2lAA 217| Bl & XS AIAL.
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https://iceberg.apache.org/
https://iceberg.apache.org/
https://docs.aws.amazon.com/athena/latest/ug/querying-iceberg.html
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O| MM 0| FAH|0]| M= HealthLake OIO|E{ AE0{E AthenaOl @1ZA5t= &, SQLE AL 504 FH 2[5
= WY FI7 EME Qs 40HE CHE AWS MH|ASF HAZASHE WS M-EHLICH.

|

« Amazon Athena A|&t5}7|

« SQLES AE3}0q4 HealthLake Ci[O|E{ 2|

. EXI5F m

S ZEEE A8st= SQL #E| oA

Amazon Athena A|&H517]

HealthLake® Amazon Athena®t &g 5te{H HetS M3l ok & LICt O|&H| 5t24H Athena AFE XL,
O& £ 9ES 48351 HealthLake CO|E AE0{ LHO| Q= FHIR 2|2A0] THEF AM|A HEHS
£ o045l oF g LICt.

« A&XH & & ©80i HealthLake CI|O|E{ AE 040 CHEF HM|A HEH £ 04(AWS Lake Formation
=)

« Athena A& M

ArEXH I8 5

& 2&to] HealthLake G| O|E{ AE0{of CHEH HAA HEH F04(AWS
Lake Formation 2

=)

® HZEALt: HealthLake 2|At

HealthLake & 2|k} W2 AL= AWS Lake Formation2| Cl|O|E{ &|o|= &2 Kl L|Ct. Lake
Formation2| HealthLake Ol|O|E{ AE 040]| CHEt MM A HEHS EodgtL|LCt.

-

Z} Of|O|E{ AE 0101 CHE AWS Lake Formation 2& 0] & 7H2| &S 0| EA[FELICE & 7tX| &
A4 I LT 2|44 B3 0|F2 4 7I2-HEE EAIELULICH 4 2laa 3as HEE
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MEX}, I8 F& 2% 0| AthenaO®ll M CI|O|E{E #H2|g 4 QlofiH 2|AA C|o|E{H|o| A0 CHEt AH
TetE 2oid{of gLICt 1 CFS E|0|= 0 Select X! DescribeE £ 043l 0F & L|C}.

157 HealthLake Ci|O|E{ AE 04 E|&A 23 O|O|E{H|0| A0 CHEt DESCRIBE T3t £04

1. AWS Lake Formation 2& ¥ 7|: https://console.aws.amazon.com/lakeformation/

2. 7|2 M 20| Clo|E{H|0|AE MEFLICE

3. clolEf#lol2 molxlofA 7@ UBE EAIE CIOIEf AE0{ 0| Holl UE BIEI2 HES M=
3I-L_||:|_

4. EAMES MEHELICH

5. T F0{E MEELICH

7. IAM MEX} EE HEO|M of2HZ SHA E(ME ALE 7L Athenadll A REIE = U= IAM ALE
A, g EE OES AMELUC

8. LFE|O EE FIEt20 BlAA FHE0|A WHE OO|E] FEZR T ElAA SME MENEHLICY

o
9. CIOIE{HOlA0A OF2HS SHAFE(")E AFR 510 UM AE BRE HealthLake HIOIE] AE04 Ci O]

10. 2l4&A 33 Mt FtEQ| 2laA &3 Mt dHES MEdghLct.

TEt 20471 H3stH Het £o{ M3 b7t LIEFEL|CH 23 fo{dt HEtE2 Eo4™ dlo|& tifo|3
TEt2 MEfELICH EIO|Z M AL, I8 L HE S &Lt HE &4 ofelol LhEE MHo| A
EI|_||:_|.
= .

O|M| CH&folf ‘HBF F 015 A& Stoq Cl|o|E{H|0|A 2| 2= E|o|=oi CHali 1= I HdHZ FoisH{of &L
CH.

2CEHA|: HealthLake CI|O|E{ AE 04 E|AA 213 0| 2 E E|0|E0] CHEF HMA HEtH Eod

1. AWS Lake Formation 2& ¥ 7|: https://console.aws.amazon.com/lakeformation/

2. 7|2 M 2F0|M Clo|[E{H|0|AE METLICE

3. ClO|E{H|o|lA HO[X|oM 7|2 B2 EA|IE CIO|Ef AE0{ O|F Hof e BtC|2 HES MH
gLk
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6. CllolE #Het 04 mo|x|2| 2ot FAoM IAM AFE Xt EEE g S MEfgfL|CH

7. 1AM AFEXRH EE= AE 0l M of2HZ 3HAME (M) E AESL7HLE Athenadll M REIE = U= IAM AFE
Xb,OE e S dMELIch

8. LFEZEE= 7tE

o
H
L}
>
>
N
In
2
E

HHE Olo|H 7tE 2 g
9. CIOIE{H|O|A0A o2 % St& E(")E AFE 504 HM|A THEHE F 048 HealthLake H OB £ E0
CllolE{|o| & & M=YFLICEH
10. ElO|E0IM 2 E E|O|ES MEHSI0] ZE Ef|0|E 2 HealthLake ALS At SR EfLICE
11. ElOIE H&t 7t=E 0| 0|8 HetollM M L MElS MERSHL|CH

12. Mt H0o{E MESHL|LCY.

b

Het Hoi=2 MEHSIH HEF Eoq &
Clo|E| AEO{0AM FHEIE £ 8list

HHLAZF LEERSFLICEH. OA| X[ El AFE X7t Athenal| HealthLake
U&LCt.

0
0

1

Athena A|ZH5}7]

(® HealthLake A& X}

HealthLake AF2XI= Athena 24 AWS CLIEE= AWS SDKsE A2 5109 HealthLake &H2| Xt
7t 3R 8 HealthLake Ci|O|E{ AE0{& F 2| LICH

Athena& AtE3t0{ O|O|E| £AE0{E F2[otedE CHS Ml 7HK| 2 HE sHof gfLICt.

- Lake Formation2 S35 IAM At& X} EE= 23& 0 HealthLake Cl|O|Ef AE 040 CHEF MM A HEHS
EofgrLct RiM[Et LHE2 MEX, & EE= 80l HealthLake Ci|O|E{ AE 0{04| CHEE M| A FHet
£ 04(AWS Lake Formation 2&)& & Z35tAM 2.

+ HealthLake CI|[O|E{ AE0{0f CHEt 2] 2 &S MMELICE.

b B — |
« 2| 20 E MEHE Amazon S3 HZE X|&HEHLICE.

AthenaZ A|% 352424 AmazonAthenaFullAccess 2! Am azonS3FuIIAccess AWS ZHE|E HMS ALS
A, OE E= Ao —’F7F°*L—|EF AWS #E[d HHME ME5tE JA2 M ME|A AL S AlEtstE E2
el |Ch AWS 223 HA2 2 E AWS TZH0| AP%%" £ Qlooz EX Al Abd|of CHal =A™
gt HEHE Foi5tR| A2 = % % LICH IAM HM S A8 3504 HEtE MHste 49 &2 s™st= o
ZIQ sk HEto 2o{EtLICH IAM 2 Z|A HEt X ol et AFMIEH LIS 2 IAM AFE MEA Q| XA et
MBS HEFAML.
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/A Important
AthenaO{| A HealthLake Cl|O|E{ AE 0{E F 2|5t24T Athena ATl HHH 3& AFE 3l oF & LICE.

AP a82 2lAA0|22 IAM V[ YHME AEeto & &Y of CHet HMAE Mo{E = U&
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TXZ QI&l Cllo|E{E AthenaZ 04t HIO|E| RE 2 Z 7FX{SLICt O|z{8 CIO|E| R&0i| HMAE £
A= SQL HEIE MYste Yol CHEr AtMIEH LHE 2 Amazon Athena AHE B Mol 528 R &
SH X7t = FE HiYE 2 FESHM L.

SQLE M

olo
rok

et 22l 246


https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-procedure.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-procedure.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
https://docs.aws.amazon.com/athena/latest/ug/rows-and-structs.html
https://docs.aws.amazon.com/athena/latest/ug/rows-and-structs.html
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@® Note
ol &Hle| 2E oMM E SyntheaE AL 35t0d MAIEl 744 O|O|E{E AR EFLICH Synthea
ClOIE7t A EEEI HIO|EH AE0{E M5t Lol CHEF XEMIBH LIS 2 MM S T 1A
QRHealthLake H|O|E{ AE0{ A,

Blas 980l 2t 240] Chsh FHIR AYE FHCIBIEIE HolgtLIch 249 siCldBlEl=0 247}
LbEbe 4 QI 3140|518t} 43HS HOISLICH SQL HEISE AAE 0 0| meisHor FLICH oS
S0 2lA4 RE: EXOIM B x| 248 ATBZ& LI

AE HIYEE HXELICEH

[{

id = null,
extension = null,
use = official,
_use = null,

text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,
prefix null,
_prefix = null,
suffix = null,
_suffix = null,
period = null

]

Athenadllf 2144 REO| 0B £ EEIEX| HolstHH E0lg U FolM sz S8 T
Lich Of HHIOl QA0 HMASEH & E7|HS ASY 2 aLich S given WOl Zhofl

MAsteE ZHEHSE o M ILCHamily.

SELECT
name[1].given as FirstName,
name[1l].family as LastName

sQLg A3t #zl 247


https://hl7.org/fhir/R4/patient.html

AWS HealthLake TR 7H0|E

FROM Patient
« @A: MaritalStatus FHIR AFZ2 ZIC|LE|E|E 2 MHEELICle. .

0| 24 & JSONS 2 Zx{EL|Ct.

{
id = null,
extension = null,
coding = [
{
id = null,
extension = null,
system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,
_system = null,
version = null,
_version = null,
code = S,
_code = null,
display = Never Married,
_display = null,
userSelected = null,
_userSelected = null
}
1,
text = Never Married,
_text = null
}
Athena0llM El4A REO0| ofZH S EEIREX| Eolstedp Hlolg U RolM ST RES ZA4E
LICt JSONZ| 7|-gf mjo{ofl HM|ASEAH M BET7(HE ALSE = U&LIC 0| otL|Z| 2o
HHE RIH AT HRstX| f&LICt ChE 20| Zhol HMASHE ZHEHSH of| &ILICHtext.
SELECT
maritalstatus.text as MaritalStatus
FROM Patient
JSON HM|A 2 HMof CHEF XEM[EF LI 2 Athena AFE AE A 2| JSON #HE|IE HEFMR.

sSQLE A&t #e| 248


https://docs.aws.amazon.com//athena/latest/ug/querying-JSON.html

AWS HealthLake TR 7H0|E

Athena Data Manipulation Language(DML) # 2| 22 TrinoE 7|¢t2 2 g L|C}. Athenas Trino2| 2
= 7|52 XIHstX| e &t XH0[7F U&LICH ARM|EH LHE 2 Amazon Athena AHE AE A Q]

DML #{2[, &= & AN E HZstM .

CL§t Athena= HealthLake O|O|E{ AE049| F{Z|E MHE M wME £+~ = o HIOIE fKRES
K& LICH Athenall OIO|E{ f&0i CHEF REMIEH LH& 2 Amazon Athena AFR A AMO| Amazon
Athenal| O|O|E &2 & X 3tMI2. Amazon Athena

AthenaOl A SQL 2|7} &S 5t= ghAlod| CHEF RHAIEH LIS Amazon Athena AL AdTE Ao
Amazon Athena& SQL & X E & X35HM L. Amazon Athena

Zt B2 AthenaE AF835t0{ X|IHE ElAA Y 2 #ted QA E AMGtE W o] o & Eo{&ELICt
Element: Extension
2= ClO|E AEO0{M|M ALE AL XY EEE MM5t= O extension AFSEILICEH

O| oMol M= Patient ElAA R0 U= extension 2£42| 7|50 HMASHE BHHE Hod
ELict
= .

HealthLake Cl|O|E{ AE0{E AthenaZ 7} 2|AA 3ol @
O] L Xelemente 7HHX0|E 2 AF|OL0|AM 25| X|&E = Qf
7| 25l HiYE LHe| e AE BAIYEE MEEL|C

2THCHEA T2
Fa H
=

E2ME
LICE. o|2fet HE 82 *Els

o  MHP|M 2 extension dHE QAE = + U&LICH array<string>&Patient, 214
A ZE2 A85t04 HiP ol R 401 HMAE = UELICEH 2L BAtES| A0 HMASEAHE

A& 3HoF & LICH son_extract.

-

CIS2 &KL E|o|E0] U= extension 249 BFl &5 QlL|Ct.

[{
"valueString": "Kerryl75 Cummeratal6l",

"url": "http://hl7.0rg/fhir/StructureDefinition/patient-mothersMaidenName"
},
{

"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"

1,
"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"

}I

sSQL2 AEE 2| 249


https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html

AWS HealthLake
"http://synthetichealth.github.io/synthea/disability-adjusted-life-years"

{
"valueDecimal": 0.0,
"url":

1,
{

"valueDecimal": 5.0,

"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years

}

]

Athena= O|E EXIYEE FZgLCh.
1l patient-birthPlace QAJ} £

R &8 JSONO|HEI T
patient-mothersMaidenName %!
0] MM ASHE{H CHE HHE QIEA

ol sQL #Hz| Mo M=
S MASH= HES Hod=LCH 0|3t @

gEEoIZES2
5HOk &FLIC}. json_extract

=2 2 74 AHSH

AMES
SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient
JSONI} A El FZ|ofl CHEF XEM|EH LI 2 Amazon Athena AR MHA{ 2| JSONO|AM H|O|E F
2 #EsMe.
Element: birthDate (Age)
Age’= FHIROIA 2t 2 ol @47} oblLCh T2 2 AW 7IZ2E WEIYsHs HAQl
5 7tX| o LCt.
B2 AT otLIEE SQL #HElbirthDated|E AHELICH 247t FHIRO| o€ A =& EIRI=
x| golsted® slolg U KoM Hlol2 0|82 HAMELICH A REUS ¥ 4 aLith
Ol A 1: o178 2t Al
LE AI835t0q O|2et 7+ RAE F
Y= HtetgfL|Clage

o| ME sQL #HeloME=E LHE sQL =+ current _date

Syear®fL|Ct. 27 CHZ O|& WA & XH| AA|

SELECT
(year(current_date) - year(date(birthdate))) as age

FROM patient

250
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https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html

AWS HealthLake TR 7H0|E

of| K| 2: O|710]| EjO{%t2019-01-011 QI Al E ZE{2IEL|Clmale.

SQL F2|= CAST &£+ E AI23510d birthDate LAE §38o 2 FI|AEISHE WtHal WHERE 9|
4 4

F7I1EE 7Itte 2 EEZSt= DATEYHE HoiELICH QA= 7|I2MezE fE EXAtEE s HE

OZ SYCASTLZ £=ZI5H{oF SfLICIDATE. 213 CIS < HAKIE AFES
= Ql&LICI2019-01-01. & AL2610{ WHEREA O] & M| 7|&E F71e ANDF U&LICH

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Location

O| oKX= £ A| O|E0]| Attle™ Q! Location ZlAA S8 L] {x| HAE Eo{FL|Ct.

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Condition

I240{ ®2[(NLP)= DocumentReference Condition E2lAA M U= Al
7o 2 M EIAAE MMELICH M ElAATE MM E|M HealthLake= Ef2E

SYSTEM_GENERATED meta 2240 F7I&LIC} O] MZ SQL #E|lE XA E|o|EE M5t

7t M|7HEl SYSTEM_GENERATED Z1 £ EtEt5HE WS HoiFL|CH

HealthLake2| S & A}2104 X{Z|(NLP)Oi| CHEF XtA[EH LHE 2 MM E X 6tM|2HealthLake S

U2 R T ELE Y& EXe 2EAE TIE O|0|EE MEELICH HealthLake
A

7414

=3t
=

XF940{ %{EZ|(NLP).

SELECT *
FROM condition

SQLE A8 & #E|
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WHERE meta.tag[1l] is NULL

XHE BAIY 24 Lol ZHAsto] HE|E FIIE ZEEE £ &Lt
modifierextension 240 271 MEE M5t= Ol AF&E DocumentReference El&A
of CHEt M5 HEJF Z& |0 Q&LCt CHA| 23 X|BF json_extract& AL&3t04 AthenaZ &
AHEZ 7112 SHE JSON 2401 HA|ASHoF g L|Ch.

Ol MZ SQL #HE|lE EME 7|tz MMEI REE HMConditiondte &S EoiEL]
CtDocumentReference. CASTE AI2504E LIKE H|E 4= QT = JSON RLAE BAIYZ A

SErck.

SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[1l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE '%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"

Resource type: Observation

2lAA YOl 2HE2 EHAL ClHEO|A EE= 7|EF FX|of CHEF & zur ZHERSE oM E XMEELY
Ct. HealthLake2| & & AF10{ H2[(NLP)= Observation E[AA0

M DocumentReference 2lAAE MAEHLIC} O] ME SQL -?JEIOH'_ WHERE meta. tag[l]
is NULL FA40| £7}|04 SYSTEM_GENERATED ZAu7} = &=L |C}

SELECT valueCodeableConcept.coding[1].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"
-- WHERE meta.tag[1l] is NULL

ol ¥e 2 71X &LICtstruct. [t M E7|HE AF2510] LIE @40 HMAE £ Ql&L|Ct.

Resource type: MedicationStatement

ofr

MedicationStatement= B Xt 7} AL U HLE AL SO[7H{LE &= AL E ofof CHEr M HEE M
5t Ol AHSE = UE FHIR 2l&A RERILICH HealthLake2| S& S|2 X101 X{E2|(NLP)=
DocumentReference 2|24 R0l e EME 7|82 2 M MedicationStatement 2| AAE M
gch M 2laA 7 MM E|™ HealthLake= Ef1E SYSTEM_GENERATED meta 2401 F7+&HL

SQLE MEE #HE| 252


https://iceberg.apache.org/spec/#schemas-and-data-types

AWS HealthLake TR 7H0|E

C}. Ol 4% SQL A2l AMRE ALS 5t HY BXHE 7|Z 2 WE{YSHT HealthLake2l S 3
NLPOIM %7} BlAAE S HEIE MAsHs WHS BoiFL

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b" ;

reference =

HealthLake2| & & X104 X{ZI(NLP)O| CHEt RtAM[EH LIS S MME & X 5tM QHealthLake S S&
XFe40{ X Z|(NLP).

=Xt
— =

|.

e

EEE A8ste

saL #Z| oA

rob

m

&7 Amazon Athena SQL #HEZ|E A2
Hoi&LCt.

Cle om0l M s =5t ZE|2in) 5104 HealthLake Gl O|E{ &
b &

E0{of A FHIR CIOIEIE &&= ¥

=2
=HE=

AH A4
S o

Example@!7 &7 CIO|E{E 7|ete 2 EHE{E 7|

[

X ZSEE e M= SHE &K QI SHE AlYEst=E ZJol e LICE ol ME F2|= Trino
M E7|Y LE ALE510q HealthLake H|O|E{ AE01Q| O|O|EHE EE{@json_extractste S
Ho{ELICt
SELECT
id

, CONCAT(name[1l].family, ' ', name[1].given[1]) as name

, (year(current_date) - year(date(birthdate))) as age

, gender as gender

, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[l].display as maritalstatus

, address[1]

, address[1]

.line[1] as addressline
, address[1].

city as city

.district as district
, address[1].
, address[1].
, address[1].

state as state
postalcode as postalcode
country as country

, json_extract(address[1l].extension[1],
, json_extract(address[1l].extension[1],
, telecom[1].value as telNumber

, deceasedboolean as deceasedIndicator
, deceaseddatetime

'$.extension[@].valueDecimal') as latitude
'$.extension[1].valueDecimal') as longitude

ofl x|l 2
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FROM database.patient;

Athena 28 AE5l0{ 2T E F7I2 MGt CIREEE £+ UaL|CH
Example8t A+ 2 2+24 =740 CHEt TE 44
CHZ of|Xl| #2l= HealthLake CIO|E{ AEO0{0|AH &2 EXo| 2 E A Z7HE 3t M@= WHe

HoiE LIt

SELECT
patient.id as patientId
as conditionId
' ', name[l].given[1]) as name

condition.id
CONCAT(name[1].family,
condition.meta.tag[1l].display
json_extract(condition.modifierextension[1],
category[1l].coding[1].code as categoryCode
category[1l].coding[1l].display as categoryDescription
code.coding[1].code as diagnosisCode
code.coding[1l].display as diagnosisDescription
onsetdatetime

severity.coding[1l].code as severityCode
severity.coding[1l].display as severityDescription
verificationstatus.coding[1l].display as verificationStatus
clinicalstatus.coding[1].display as clinicalStatus
encounter.reference as encounterId

encounter.type as encountertype

’
4

’

'$.valueDecimal') AS confidenceScore

4

’

FROM database.patient, condition
WHERE CONCAT('Patient/', patient.id)
ORDER BY name;

condition.subject.reference

Athena 2& 2 AF85to{ A E FI7IE S HLE F71 242 Qi CIREEE = A&LCt
Example2tAt & ghzd 2HEHo| CHEF e MY
CtZ oAl #{2l= HealthLake G|O|E{ AE 0404 M 274 El At 2 & 2 2HEE 31 HEstes Y
2 2o{E Lt
SELECT
patient.id as patientId
, observation.id as observationId
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, meta.tag[l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
oA 22| 254
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, status
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, code.coding[1l].code as observationCode
, code.coding[1l].display as observationDescription
, effectivedatetime
, CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, observation
WHERE CONCAT('Patient/', patient.id) = observation.subject.reference
ORDER BY name;

Example2tAt I 2t21 Mxfof CiEh EE{® =24 Y

HlL|Ct Ch= SQL oA #2l= FHIR Patient &
e O04&LICt. CH2 SQL #2l= HealthLake

rlIIo
Hr 0

EtRtet HXHE Hddst=E A2 ozl ZRF
Procedure 2lA&2A 0
CllolEe| AE 040 QU Z
SELECT
patient.id as patientId

, PROCEDURE.id as procedureld
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name

oi|l A #Hz| 255
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, status
, category.coding[l].code as categoryCode
, category.coding[1].display as categoryDescription
, code.coding[1l].code as procedureCode
, code.coding[1l].display as procedureDescription
, performeddatetime
, performer[1]
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

2
L
=

ExampleZ A} & 224 Z{of CHEr EEE = dd

EX7L SR A B U+E EE2 E= ZJ0| S ELICE AthenaZs AL 35HH HealthLake Cl|O|E &
E0{o %= Patient 2! MedicationRequest ZIAA RS ZF A= SQL FHZIE 2HE
°|4>LJEP

AA EH .

L

ClS SQL #HEl= AthenaZ 7HXK{2 Patient 2! MedicationRequest EIO|2& X QIgfL|Ct =5t M
EI7[HE ME5lo] MY S 7HHE §F o2 FYELICH

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, status
, statusreason.coding[1l].code as categoryCode
, statusreason.coding[1l].display as categoryDescription
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference

oi|l A #Hz| 256
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ORDER BY name

Athena 2&& AF8st0d AT E - HU FIF EME Qo CI22EE + U&LICH

g

52 ofg 17|

=

x

rlo

Example MedicationStatement Z|AA &0

CIS oA H 2= SQLE AF236104 AthenaZ 71X S E JSONS FA6lE HHE HoiELICH #
2l= FHIR meta 24 & AF&35+04 HealthLake2| & Ate104 A 2[(NLP)O1| 2|5 2|2FF 0| FIHEl Al7]
E LIEPHLICH B8 json_extractE AFE3510{ JSON BEAMY HIE LHO| CIO|E{E AMEF LT REAl
gt L& 2 Koo 2| EHHE FESHAAIL.

SELECT

medicationcodeableconcept.coding[1].code as medicationCode

, medicationcodeableconcept.coding[l].display as medicationDescription

, meta.tag[1].display

, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;

Athena 2& 2 AF&5t0{ O|2et 2 E CIRECESHHLE H-EE £ /U&LCH
Example§7 &Y |3oi CHet ZE

Ol M= S TIEHS &2 18~75M|2| Xt 2EE ¥ = YHS 2EoiELCt

SELECT patient.id as patientlId,
condition.id as conditionId,

CONCAT(name [ 1 ]J.family, ' ', name [ 1 ]J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterlId,

CASE

WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type

WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type

END AS encountertype,

condition.code.coding [ 1 ].code as diagnosisCode,

condition.code.coding [ 1 ]J.display as diagnosisDescription,

observation.category [ 1 ].coding [ 1 ].code as categoryCode,

observation.category [ 1 J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,

observation.code.coding [ 1 ].display as observationDescription,

effectivedatetime AS observationDateTime,
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CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 1,
'$.valueDecimal'
) AS int
) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

o

At&stod A& YRS HL FIF EME QI TH22EE + U&LICH

mo

O|X| Athena &
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2 L|E{Z2! AWS HealthLake

DLEZ 3 2229 |=|o} A|§|A-| e Ms
HealthLake.= HealthLakeE 2 L|E{2!5t 1, O]&0|
F& = U E S MHIAE AWS MBS EFLCE.

« AWS CloudTrail= AWS 74|7<401| ola = AHE :Haa { I APIEE Ol 2t
~ 5=35

== . o
AWS, Esol -r°”5| AAIP FA ZEO| %“‘”* Al7|E AMEder £ Q&LICH REMIEH LI 2 AWS
CloudTrail AHE MEME IS AIL.

« Amazon CloudWatchE AWS Z|AAQ AWS Of|A A&l5tE OHZ || 0|ME AAIZISE B LIEE

gLICH XEE & L FM5 10, AFEXF XI'H CHAIE e+ e, X|IEE X[Z 7t 7W‘"
st ol7zlol| T EHetH AP RFOIA LB AL X 2|2 $I%+E% FEE HAYEE == JA&LIC o & S04
CloudWatchOi| A< Amazon EC2 QIAEIAO| CPU AI2EF F = E 10 EZeE XFE

=1

o
OZ M QUAHAE AlZter = Q&LICH REAIEH LIE 2 Amazon CloudWatch A
SHA2.

« Amazon EventBridge: OHZ 2|7 0|ME Ctf et AA S| L|O|E{2t HH HEE = Ue= ME{ElA OfH
E HA MH[AQILICE EventBridge= AHA| OHE 2|7|0|M, MH|AE A X E9)0{(SaaS) OHE 2|7 0|
M 2l AWS MH|AQ| AlA|ZHC|O|E] AERIZ X232, siE EllolE'la Lambda S2| CH& o2
2t ELICH 0|8 Sall MHlAMM Y st= O/HEE ZLIE{RstT O|HIE 7|Et o} 7[R E 7
S8 £ U&LCt RHMIE LI 2 Amazon EventBridge AHE AEME HZESMR.

SXt OILHME HZ

A

« E AF83}0q HealthLake APl & 2Z AWS CloudTrail

* Amazon CloudWatch& Al&3t04 HealthLake X| & 2 L|E{E

« Amazon EventBridgeE At&3t04 HealthLake O|HIE ZL|E{Z

E A2 35104 HealthLake APl 3= 2Z! AWS CloudTrail

AWS HealthLake £ HealthLake0l| A AF&XF AWS CloudTrail, 24& EE= MH|ATF 8T ZFedof
st HlZEE XM35E AWS AH|A 2 SEHEILICH CloudTrail2 HealthLakeOll CHEH 2 E API 358
O|HIER Mx|&tL|C}. 9”7‘(—|E|: 3 £0{= HealthLake 2& 2| 2 £ 1} HealthLake API 2 40f CHEH =
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* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob

* ListFHIRImportJobs

* StartFHIRExportJob
 ListFHIRExportJobs
 CreateFHIRDatastore
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 ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

* DeleteResource

* ReadResource

* GetCapabilities

* SearchWithGet

* SearchWithPost
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AWS HealthLake 21 1t = 0|3l

tl ol x| Et S3 B{Zlo]| O|HIEE 21 U E Q2ds 4~ QA st T YULICE CloudTrail 21
otelol= stLt O|A S| 2O EF0| T8 E £ UELICH OHEE ZE AAZREO| H @HE LIE
L @73 2, 2] Imtet Az, @& nieto|E Sofl cHdt HE 71 04 U &LICE CloudTrail 21 It
U2 HEZIAPI A S EO| FE AE EYO|AT} OILIEZE E™ =ME EA|Z|X| S&LICH
Ct CreateFHIRDatastore 2& E0{F £ CloudTrail 21 50| LIEFH of A IL|CE.

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_role580074395690222150",
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"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA2B3ZHOADD20J4AHJX",

"arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

1,
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:15Z7"

}
}
},
"eventTime": "2020-11-20T00:08:16Z",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Netty4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITIUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe@-14dd-44cc-9f0a-fdf59b26c66b"
},
"responseElements": {
"datastoreId": "datastorelD",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
.
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
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"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "691207106566"

Amazon CloudWatch& Al &35104 HealthLake X|E ZL|E{E

Al OIOIEE +EI5t04 27| 7ts 3t A A[ZHol| 7H77t2 X|EE X 2|5t= Amazon CloudWatch& At
835104 HealthLakeE T LIE{EE &= QI&LICE 0|28t SHl= 15717t EREDE 7|8 HEE AFS
tod €l o Z2|AH|0|M EEE MH|A T} oA Az QeEX| MA|XHo 2 f & ntotst 4 l&L|ct

o UAAHZLE F ATt sHE AHIZI0l SFE M LBIS MEFHHL ZXIE FIGtE ZEE 4™

o
£ Ql&LCt RHMIEH L2 Amazon CloudWatch At AEME & X 5HAL.

ol

mor im

X|E&= 2 E UIO|E|E HealthLake Ztdoi CHaH 2 EL|CE.

CHE FE 0= CloudWatcholl 211 &l HealthLake X|E X! Xt 20| L} A E[of Q&LICH 222 ALERL7L
XI’ggh olo|e Hele| Hie =2 EAIEL|CH

C}= HealthLake X|E = CloudWatchol £ T E|L|C}.

CloudWatchol £ 7 &l HealthLake X| &

XE =ES

= I APIO| CHEt 3 & 3. Ol HIE E= XIHE O
O|E AE0fof CHa E0E = U&LIct
EH2|: 7H
F &8 &7l: Sum, Count
A3 24, O|o|E{ AE01 ID, GIO|E{ AEO0{ R
2

MEX0| QX g3t API 2F Lt
THel: 7H

CloudWatch(X| X&) 263


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_Operations.html

A 7h0|=

=13
=

AWS HealthLake

)
T

INE:3

S =8t SH: Sum, Average

i, CIO|E{ AE0{ ID, IO|E{ AE

Xto
=1 =

7|&E:

x4
o

K

100

oF

EH: 74

S =8t SH: Sum, Average

i, CIO|E{ AE0{ ID, LIO|E{ AE

Xto
= e

> .
E™M7|E:

100

oF

M 2%

EHRL: 7H

S =& &7: Sum, Average

i, C[O|E{ AE 0] ID, G[O|E{ AE

Xto
==

— .
E™M7|E:

100

oF

I(throttle) 27

g&

S

&Lt

o

FE| K|

=1
=

of =

=

S =& &7: Sum, Average

A, IO|E{ AE0{ID, HIO|E{ AE

264

)

1T
arc

CloudWatch(X|



AWS HealthLake TR 7H0|E

INE: =k
Latency MEX 2FE AMelste o H2lx B2 ZE!
AlZtAL|CY.

Chel: 2g|x=
F & &74l: Minimum, Maximum, Average, Sum

£%47|F: 2], dlo|e{ 2E0{ ID, CIO|E{ AE

k

o R
CtZ HealthLake &2 CloudWatchofl 21 EL|C}.
CloudWatchofl & 1l HealthLake X}
N ME
At LY AFZ = API A1 Y
DataStorelD LHE| AL E[= HI0|E 2E0{ IDRILIC.
DataStoreType QLN A El= CIO|EH AE0 R

AWS Management Console AWS CLI, &&= CloudWatch APIE At& 3104 HealthLakeOll CHEH X|EE

7t &= U&LICH Amazon AWS A Z EQ|o{ 7HE 7| E(SDK) &= CloudWatch APl =7 & StLIE

S 3l CloudWatch APIE AF8 & = Q& LICH HealthLake 2 & 01 = CloudWatch APIS| ¥ A| CIOIE{E
Z|gteo 2 Je=Z 7t F AIELC

CloudWatch& Al & 35t04 HealthLakeE 2 L|E{&5t2{H 2§t CloudWatch TEHO| Q1040 & LIC}. At
Mgt LHE2 Amazon CloudWatch AHE B X 2| Amazon CloudWatchol| CHEH Xt 2 S &1 HAl|A
22§ F=5tHIR. Amazon CloudWatch

HealthLake X|E £ 7|
X|E E7|(CloudWatch &)

1. o 232! AWS Management Console 3t 1 CloudWatch &

2. K|EE MEiSlD B E K|EE MEis IS AWS/HealthLake S MEHEHLICE.

HealthLake X|ZE 27| 265


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.aws.amazon.com/cloudwatch/home

AWS HealthLake TR 7H0|E

3. A2 X% Oo|FS MEe Ot S Jeizol FIHE M=FLICH

4. Em He| kS MEigrL(ch MEISE I M elof CiEF X[ & JH7F 2 Z o EA[ELICH

CloudWatch& Al&35t0{ AE MY

CloudWatch A2 &= X|dE 7|7+ ¢t B X|EE Z Alst Amazon Simple Notification
Service(SNS) FA| EE&= Auto Scaling 2ol S &2 EU= stLt o[&o| S =~ erLICt. o2&t
A2 X[™Het ofed 7(zk ¢ x| HE YA ZLol| E X[E ol 4t 7|E e Z &Lt CloudWatche 4
=2 Hef7t HZEE [ SNS HAIX|IE B =% U&LICH

(® Note

CloudWatch B2 = &El7 BHE k0] X|Heh 7|7h S X|&ElE FRoE 2HS SEELICH

X|E 2 7|(CloudWatch 2&)

1. CloudWatch &0 2aelg Lt

2. UEE MEiE S o F ddg MEighLct

3. AWS/HealthLakeE MEHE CI 2 X[EE MEHFLICE

4. Azt HRolM ZLEHZE AlZt HRIE MEiEt = CISE MEiE LT

5. O|F Y MHs =gLct.

6. Whenevero| M >=8& MEHS T Z|CHZtS =38 LICt

7. ZBE MEjol| ZZ3E2 M CloudWatchoil M O|HIYE ELHES 3t 2] MAMHolo| ZE 7} gh M
& [fotct HEf7t EQI AR E MEHFLICH 23 ME oM HYRE S MEISHHL M =
S MElstn M HYZ S8 YMELIc

8. E D|Z|E7| MMoM ZEE O|2| & & A&gLct ZE7 B EAMH FE MyYS MEighL

n

Amazon EventBridgeE Al & 3t0{ HealthLake O|HIE 2 L|E{E

Amazon EventBridge= O|HIEE Al&35t0{ OHEEZ|7|0|M 7 RLAE ME Z8se MHE|IA MH|A
2, 8% 7ts8 o|HE 7|8t o EE|F0|ME O &H #FE = U&LICH EventBridge2| 7|&2 O[H
EE HYyo= eteYste 722 dM5te JYLICH AWS HealthLake &= 4 E #4732 EventBridge

0

= AH
-~ o

0%

266


https://console.aws.amazon.com/cloudwatch/home
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html

AWS HealthLake TR 7H0|E

2 X&™Mo 2 MEFLICH kAT LHE 2 Amazon EventBridge A& AR M 2] Amazon EventBridge

® Note

HealthLake O|'HE & Amazon EventBridgeZ 2 L= &S 2 otE 2™ AWS for Industry =
279| 8 Amazon EventBridge & AWS HealthLake2 & X 35HAIL.

A

. EventBrldgeE M& El HealthLake O|HIE

« HealthLake O[HIE 2 X

EventBridge £ T™& £l HealthLake O|HIE

CtE ZolE XM2lE 28l EventBridge2 ™& El 2 E HealthLake O|HIE 7} LG E|0f & LTt

HealthLake O|HE % State

ClO|E{ AE0{ O[HE
CIO|E{ AE 01 M CREATING
HIo|Ee AE0] &4 ACTIVE
ClO|Ef AE 0 AK|| DELETING
clO|Ef AE 0 AKX DELETED
HIO|E AE 04 A4 Almj CREATE_FAILED

AEMIEH LIE E olE2{™ AWS HealthLake APl 2f X 9| datastoreStatus MME BIX35HAML2.

M7 &Y MEFH SUBMITTED

M7 &Yy TI™ & IN_PROGRESS

EventBridge 2 T& El HealthLake O|®H

267


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/blogs/industries/amazon-eventbridge-integration-for-aws-healthlake
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DatastoreProperties.html#HealthLake-Type-DatastoreProperties-DatastoreStatus

AWS HealthLake TR 7H0|E

HealthLake O|HIE % State
RRE MEE VMY FHY COMPLETED_WITH_ERRORS
IHHR7| 2y 2= COMPLETED
7tM27| 24 Alnj FAILED

KEMEH LI € 2ol 2 4™ AWS HealthLake APl 2 X 9| jobStatus M2 EZSAMEL.

n

LHELHZ| 2 MEE SUBMITTED

LHELHZ| 2t 2™t & IN_PROGRESS

CFRE AZE LHELHY| 2 COMPLETED_WITH_ERRORS
LHELHZ| 2 2t = COMPLETED

LHELHZ| 2Fd Almj FAILED

KM LI 2 2otE i AWS HealthLake APl & X 9| jobStatus MME FHZSIMIL.

HealthLake O|HE X

HealthLake O|HE = HIEIH|O|E M2 HEE X3 st= JSON *x 2| A L[Ct HIEIHIO|HE =
O E AME504 O|HIEE ChA| st 7Lt AtMIEH LIE S 2otE =+ U&LICH ¥1ZEE 2 & HEH|o[H
o= 02 o= _=;_5 X ofzl Efo|E0of LIFELICH REAM|I8H LI& 2 Amazon EventBridge AFHE A
HA2| AWS AMH|A O|HIE HEIHIO|EHHE HZEFM R

® Note

HealthLake O|'HEE Amazon EventBridgeZ 2 L= &S 2ot 2™ for AWS Industry =
279| 8 Amazon EventBridge S & AWS HealthLake2 & X 35HAIL.

HealthLake O|HIE & 268


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ImportJobProperties.html#HealthLake-Type-ImportJobProperties-JobStatus
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ExportJobProperties.html#HealthLake-Type-ExportJobProperties-JobStatus
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events-structure.html
https://aws.amazon.com/blogs/industries/amazon-eventbridge-integration-for-aws-healthlake

AWS HealthLake TR 7H0|E

ClO|E{ AE0{ O|HIE
Data Store Creating

AEH - CREATING

"version": "Q",

"id": "514ad836-bb8a-4523-al@b-fa2756c3bdb0",

"detail-type": "Data Store Creating",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T08:58:127",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",

"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

Data Store Active

AEH - ACTIVE

"version": "Q",

"id": "d57105bc-0d2d-4009-b34d-453e2567c599",
"detail-type": "Data Store Active",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T09:16:517",

"region": "us-east-1",

"resources":

L
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"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",

"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

Data Store Deleting

AYEH - DELETING

"version": "Q",

"id": "d135eelf-el4a-4730-8766-7b98f822c94a",

"detail-type": "Data Store Deleting",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T12:44:47Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Data Store Deleted

AEN - DELETED
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"version": "Q",

"id": "6d880b86-e115-4947-81a9-494db704571a",

"detail-type": "Data Store Deleted",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-05-12T12:58:037",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Clo|E{ 2E0{ O|HIE - HIEtC|O|E EE

ol& Type A

version =AY EventBridge O|HIE A Z |0} b
Moot

id 2R 2 E O|HIEof CHaH MAME B

M 4 yuiDlLCH.

detail-type EA ME 50 o|HIES| RAEL
Ct

source At O[HEE M%t MHIAE A
HerLct
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ol& Type =

account =R OBl AE0{ AFAIC| 12K}
2l AWS HE IDRILCE.

time =Rt O|HIE 7} g5t AlZHIL|CH.
region =AY o|O|E| AE0{2| AWS E|IHE

ALt

resources HH (= Rt Q) ClO|E| AE0{2| ARNZ X &
St= JSON HHI I L|C},

detail ZHA| o] .i of l'-H?_F HE Z &5
= JSON ZH&|L|Ct.
detail.datastoreld EAIY AEl 444G o|HERI AZAE O
O|E{ 2AE 04 IDQIL]LCE.
detail.datastoreName =AY ClO|E{ AE 04 O|& ILIC}.
detail.datastoreTy = At HO|E{ AE0{ FHIR QL
peVersion Ct.
detail.datastoreEn =AY lO|E| AEO0{ AEZQIEQ|L]
dpoint Ct.

2 O|HIE 7tx{27|
Import Job Submitted

AFEH - SUBMITTED

"version": "Q",

"id": "25e606f7-800c-dasl-45df-0e68587250c9",
"detail-type": "Import Job Submitted",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",
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"region": "us-east-1",
"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job In Progress

AFEH - IN_PROGRESS

"version": "Q",

"id": "cc886b49-2737-19c4-7che-84ac9429ab73",

"detail-type": "Import Job In Progress",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"
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}

Import Job Completed

AFEH - COMPLETED

"version": "Q",

"id": "36c865ef-dasl-76ef-c882-3ba8dad8656b",

"detail-type": "Import Job Completed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Completed With Errors

4'E{ - COMPLETED_WITH_ERRORS

"version": "Q",

"id": "b61387d7-bffe-4f01-8291-65dc4be52ccl”,
"detail-type": "Import Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",
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"region": "us-east-1",
"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Failed

AFE] - FAILED

"version": "Q",

"id": "c4d65575-d1a7-4040-9c6c-c225bf6723c5",
"detail-type": "Import Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"
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}

] o|HE 7tx{27] - HIEtH|O|E EE

OI& Type Tl

version EAY EventBridge O|HIE AZ|O} B
Mot

id N eE 2 E o|HEof cHal H&E B

™ 4 UUID L.

detail-type =AtE ME 5l olHES UL
C}

source =AY O|HEE MMHEt MHIAE 4
B8t}

account EAtA CllO|B{ AE0{ ARXIC| 12K}
2l AWS HE IDILICE.

time BAtA O|HIE 7} gr st A|ZHIL|CE.

region =AY olo|E| AE0{2| AWS EIHE
Ald$tL |},

resources HH (= Rt &) HlO|E{ AE0{9| ARNS Z &
5t= JSON HHIQlL|C}.

detail ZHA O|HIEO| CHet HEE Z &5t
= JSON Z4x|lL|Ct

detail.jobId BRI ArE] 244 O|HIEQ} AZAE! 7t
XM27| & IDRIL|CH

detail.submitTime PR 7IXM27] Zrdo| MEE Azt

ULICt.

HealthLake O|HIE & 276



AWS HealthLake JNELR} 7HO|E
Ol& Type MY
detail.datastoreld =AY AEl 444 o|HEE MAdE O

O|E{ AE0{QlL|C}.

detail.inputDataCo =AM 7tX2 FHIR mtlo| &=
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A ZE Lt
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Export Job Submitted

AFEH - SUBMITTED

"version": "Q",

"id": "f8af7d04-2221-4f02-a@la-6fc3ae4@3bab",

"detail-type": "Export Job Submitted",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T0Q1:50:51Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}
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Export Job In Progress

AFEH - IN_PROGRESS

"version": "Q",

"id": "7bb7e39c-707d-4a83-8532-cee015299100",
"detail-type": "Export Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",

"resources":

L

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Completed

AFEH - COMPLETED

"version": "Q",

"id": "d7629aa7-e63a-4b84-858c-96a62b57ebc8",
"detail-type": "Export Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

L
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"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Completed With Errors

AYEH - COMPLETED_WITH_ERRORS

"version": "Q",

"id": "5fa5@bc5-50e3-4bc4-b66a-1b1d2f7b07a7",
"detail-type": "Export Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}
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Export Job Failed

AEH - FAILED

"version": "Q",

"id": "49fce45e-7e02-4846-8582-e7f19ca®39ch",

"detail-type": "Export Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:42Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}
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"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS

HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"

},
"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
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"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T19:33:37Z",
"mfaAuthenticated": "false"
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"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-06-30T20:31:157",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [

"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

iy

"responseElements": {
"grantId": "EXAMPLE_ID_@1"

},

"requestID": "EXAMPLE_ID_02",

"eventID": "EXAMPLE_ID_03",

"readOnly": false,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

.

"invokedBy": "healthlake.amazonaws.com"
.
"eventTime": "2021-06-30T21:17:37Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

.

"responseElements": null,
"requestID": "EXAMPLE_ID_0Q1",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [
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{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

},

"invokedBy": "healthlake.amazonaws.com"
1,
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
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"eventName": "Decrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l"”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
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arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-07-01T18:36:14Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-07-01T18:36:36Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"healthlake:*",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"iam:ListRoles"
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1,

"Resource": "*",

"Effect": "Allow"
}I
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "*",

"Condition": {
"StringEquals": {

"iam:PassedToService": "healthlake.amazonaws.com"
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"Version":"2012-10-17",
"Statement": [
{
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"Action": [
"healthlake:ListFHIRDatastoxes",
"healthlake:DescribeFHIRDatastoxre",
"healthlake:DescribeFHIRImpoxtJob",
"healthlake:DescribeFHIRExpoxtJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SeaxrchWithGet",
"healthlake:SearchWithPost",
"healthlake:SeaxrchEverything"

1,
"Effect": "Allow",
"Resource": "*"
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_HealthLake.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://aws.amazon.com/about-aws/global-infrastructure/
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ExampleT™&t £0{ ERA E20| & E FHIRREST 2™ A&

o X Lambda &&= FHIR X| & Cl|O|E| 2E012| SMARTEZ & E FHIRREST &S AEst= W
S Ho4ELICt O Lambda & & Tt Yol CHE step-by-steps XIE2 MME HESFMRE
A8 735t0{ Lambda &+ 2443 AWS Management Console.

FHIR REST APl 2&0f| &8t CllO|E{ &
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import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
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if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)
logger.info('Auth response: [{}]'.format(auth_response))
auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])
auth_payload["nbf"] = auth_payload["iat"]
return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()
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7|2 S20iM g+ olF 2 U LICH HEFH0M Python 7|8 HELY S MEHELICE.
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Execution role(&& 23&)0i M Create a new role with basic Lambda permissions(7|& Lambda
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import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-

secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'
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auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()
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ExampleOi| CHEF HA|A HEHS £ 0{5t= Lambda & &A1& 23& GetSecretValue

AR o] IAM U S F7tGetSecretValuedt™ ME Lambda &7t 2 &5 ol ERE HEHO|

=
Fo{ELCt

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secret-name-DKodTA"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS HealthLake TR 7H0|E

HealthLakeOl CHEF AH|A &2 HHSIE{H(IAM 2&)

1. ol 232l AWS Management Console 5t https://console.aws.amazon.com/iam/ IAM &2 ¥
L|Ct.
2. IAM Z2&9| BfM FolM g2 MENFLCH
3. OHCE 9 s MEdgtL(Ct
4. A2 AE(E| M TO|RIoIM AFR R} XIE AlZ| e MetstLch
5. OHCE AFSKF XIE AlZ[ HMoM CtEot 20| ME YA g YOO|EFLICH your-
account-idE AE HEE HfF 1 77| E= LHEUWZ| 2ol AF8E I0|EH AE 049
ARNZ F7+&fLct.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"
},
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
east-1:123456789012:datastoxre/fhir/your-datastore-id"
}
}
}
]
}
6. 2|2 CtES MEIgrLCt
7. #3571 HOIX|olM HealthLake AHIATH # Q8 RS MEstL |t MM Sropipd Mt &
MOl BT TS ZAE LIt
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html#permissions-executionrole-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
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LICt. 22t0|HE ofZ 2|7 0|M2 fhirUser 222 TR AL ALE LIEF = FHIR 2|&A 9| URIZ

ZIZaHok ELICI Patient, Practitioner £ RelatedPerson S&8& X|HE £ U&LICH HEt

Hoi Mu{o| SEHo|E AFSX7F HMAE £ = CIOIE{E Holdt= user/ HRIE ZEELICE FHIR
o|aA 2e|ot pHEE Helof CHal HolEl 222 AFSELICE

A
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'

user/(fhir-resource | '*').('read' | 'write' | '*')

CHS2 MEstE HE £0iE AF25H04 Cl|O|E HMA B3 FHIR 2lAA REE FIIE X|Hsts ¢y

o| of L|C}.

« fhirUser7} @l AR PractitionerME3tE TEt £040] 2t AFE X7} BMAE £~ U= EAF
20| ZA™ELICE of CHEF MM AfhirUser= EHXE7F LEFO|fhirUser2ME & X 5HE B0

oF 5{SELICt

Patient.generalPractitioner : [{Reference(Practitioner)}]

« fhirUser7} Patient == 0|1 Q™M & Z=E|= X7t RelatedPerson®t CHE AR
fhirUserMIE3IE Mt Hodof 2t R - E &txtolofl fhirUser CHEE BM AT A™ELICH @&
El patient 2lAA0 X|HE A7} UE B HMAT HEELICH

Patient.link.other : {Reference(Patient]|RelatedPerson)}

FHIR 44 2 M0{AM SMART 7}x{ 27|

SMARTE Z2}0|21E 7} HealthLake O|O|E{ AE 047} X|5tE HEt H0{ A EXZQIE URLs 2! 7|s
S a8 = UTE St M BEME HO|FLIC ol HE = ECI0|MET} SHIE HEXZQIEZ HEl
2o 238 MY 51 HealthLake CllO|E{ AE0{7} X|&3te HEt Hod 2HE st o =30| H

Z2}0|AE ofZ2[71 00| HealthLakeO]| FHIR REST REE 83 XMoo= +&i5tE{™ HealthLake O
O|E] AE0{0fA] Holeh HEH Fo 2F A S sEsloF &LICH o] 20| dSsteiH ERA EE
(‘Her F0d)0] Estx| f&LICH

HealthLake CI|O|E{ AE010] CiEt AM BEME 27 5te{H
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2. HealthLake region 2of CHal =&E ZtE ALE3t0 &0l Tt URLE FEE L

CtdatastoreId. URLS| AMEXEQIE/ well-known/smart-configuration0i& F7}&L
Cl. CHS oAl M M| URL B2 E EE{H SALHES A3 E&LICH

https://healthlake.region.amazonaws.com/datastore/datastoreId/t4/.well-known/smart-
configuration

3. MEHTMA4MBZZEZT GET HAE A85t0d S ELict AWS T X E E2iH =
MHEEZ A3 E¢&HLC}

curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/.well-known/
smart-configuration \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

HealthLake Ci|O|E{ AE0{29| AM E M= C|O|E{ AE0{9| AL Z 7"'9-|5._| 7lsat
token_endpoint& 7l authorization_endpoint L& 3t
ELch.

"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [

"launch-ehz",

"client-public"

]
}
20| E ofZ2|FH0|ME AlZH5tE{™ authorization_endpoint & token_endpoint7t
DT e
- HEt Ro{A=xQIE - FEI0|QE OHEE|7H0|M EE= AL XI0f|H HEHE Foist= O LRt
URLQILICE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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. EZ A= EOIE - 280[9IE OB EIHOIMO| SAISHE Ol ASSHE HEH H0d Muol 9l
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FHIR X|2 HealthLake O|O|E{ AE0{2] SMARTOIAM FHIR REST APl 2HE +&8ig ¢ auau:r. EP
2 oMol ME Het 2o sllc{of JWT 7t Z & El 22H0|HE of Z 2|7 0]M o

2 C|2Yste WHE 2o{ELIct 220/ E ofE2|70|MH &0l a2l &
MHZEE ERA EE grotof gL|C} FHIR x| HealthLake Cl|O|E{ AE049| SM ART01IA-I FHIR
REST API 282 B lf HEt 2of sll{e| ERAt EES AFSELICH

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

et B2od 5ol M ESQAF ES0| &h7dE| T AWS IAM AHZ2 30| ZH K| K| et 7| HEof
HealthLake= FHIRO| A SMART & A3} 8t HealthLake OIO|E{ AE 047} MM E I} X|XEl Lambda
&+E S EFLICE Lambda &0 2|5l EE0| 83X 2 C|ZEE|H CHE oAl 2 E 0| HealthLake

"authPayload": {
" "https://authorization-server-endpoint/oauth2/token", # The issuer
identifier of the authorization server
"aud": "https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/", #
Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been
authorized

iss":

"uid": "100101", # Unique identifier returned by the auth server
"scope": "system/*.*" # Required, the scope of the request
b

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request
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 HealthLake$operations& FHIR R4

ofl Cigl FHIR R4 7| A& AWS HealthLake

&M HealthLake Cl[O|E{ AE0{Q| FHIR &% 7|S(S2)2 & ot{MH alle 7ls MHES M5l oF &L
Ch 7|5 dE2 A M 7|sof Cigt BB £= T E= Hele A 70l C d

LIch FHIR capabilities AS 22 HealthLake CIO|E| AE0{ 7|5 2 X|245H= FHIR AFQ| &
ZHMsL|C} HealthLakeE FHIR R4 2lAA0]| M2} FHIR StructureDefinition
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HealthLake Cl|O|E{ AE040f CHSt 7|5 MHE 7HK B
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1. HealthLake region %! datastoreld &{2 =& LICt XtM|EH LHE2 H|0|E AE0{ £4 71K

27| gHelg BTt Al

RLE T 4L

2. HealthLake region 2of CHall =& &l 2t AL&5to 2o EH?J
a = .S oMol A URL &

CldatastoreId. EE8F URLOY FHIR metadat
E2E Eo{H SALHES 23 EFLICH
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https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/metadata

3. Y2 BYLICI FHIR capabilities &3 &2 AWS ME HTM 4 ME ZZ2EZ 1 &7
GET 2HE AMEFLICH CFE curl 01|X1|01IH'—01IH X| %8t HealthLake H|O|E{ AE0{0f CHEt 7|
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https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/structuredefinition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/metadata \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

HealthLake Tl O|E{ A E 0{oi| CH3H 200 HTTP & ot 7|5 MHS wh| HLICH XFAIEH LIS
2 FHIR R4 MY MCapabilityStatementl| MME HZESHAM2.

HealthLakeOl CHE FHIR Z 21t HAS

AWS HealthLake £ 7|2 FHIR R4 ALZS X|@4ELICH 7|8 FHIR R4 AtollE FHIR Z 214 0]
8HE|o] USLICH ZRER FHIR 2|lAA SHOM 7|2 2144 S8 it Mot T W/Es =3
At&stod 2t 7 ARl 2|4 Holst= ol MSELICH & E0{FHIR Z2EE2

A2 HES Z2 Ee HEE AEE & JELICH ElAAE o] Z20US XY + A&LICH

E HealthLake Cl|O|E{ AE0{E FHIR ol A S K|§HELICE

>

(@ Note
HealthLake G|O|E{ AE040{ C|O|E{E F7I& M= FHIR Z2 0t FIIE EHe 7t gi&LCt
EIAAE FIH5HL UOIO|EE [ FHIR Z2 02 X|MH5HK| gtom™ Bl AAE 7|2 FHIR

R4 A 7|0Fof CHEH AR ZHS EL|C}H
FHIR 2l4A7} 48t FHIR Z2 1YL HealthLakeZ2 7+ 7| &Mol| 2|4 A0 ZEHELICH
[2tM FHIR Z2 0 U2 7t 2= 52t HealthLakeol A ASELICEH.

FHIR Z2Z2 73 7t0|=0f x|&E|o{ QI&LICH FHIR 3 710|E(1G6)e S T2 FHIR &S
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https://hl7.org/fhir/R4/capabilitystatement.html
https://hl7.org/fhir/R4

AWS HealthLake

JHeER 7Hol=

oM X|25t= FHIR =2 Z AWS HealthLake

ol T3 oA
™

0|= Z04 3.1 http://hl7.org/fhir/us/
core/STU3.1.1/

O|= 304 4.C https://hl7.org/fhir/us/
core/STU4/index.html

O|= 304 5.C https://hl7.org/thir/
us/core/STUS.0.1/i
ndex.html

Ol= 3204 6.1 https:/hl7.org/fhir/
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= _summary=true ,

_summary=false
_summary=text , L]

C}_summary=data

B x|

gfLlCt _total=none .

LICtNumber, String,
Quantity, Token, URI,

Reference . H& 7|&

Date= 20231 128 9% O|%

of Y& ool AEo{odgt

74

A mt2ko| &
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O|& M oi| M| 7l
K|HELICH =|cH 5702 H&E
&S KI§EUCH
_count ZAMEHEO| HO|X|E BFEtE] Patient?_ %|CH HO|X| 2 7|= 100 L
= 2las =8 FNo{gLct. count=100 Ct.
chainini 2ZE BlAAS| QAE M Diagnosti
gL = oddE HME & X cReport?s
EElaA Lol A2 | ME ubject:Pa
[ )= tient.nam
e=peter
reverse CIAAE FHZFE=ECLA R Patient?_
chaininc && 7[HlIo 2 2|AAE HM has:Obser
(_has) gt vation:pa
tient:cod
e=1234-5
_include
AM Z2|_includedME AFE5tH X|HE F7I FHIR 2lAA T BHEHEN &= QI&LICE _includeE&

A8stod oz HAE ElAAE ZTEELICH

Example- _includeE At&35t0{ Xt EE= 2tXte| JEE & oiH

include X|HE

RS LIEpLIC

FIEt I EE X|™Y5tE Condition 2|44 O%‘% AMst Ot Y Tl subjecto| & BHEHSIES
2fLIC} Condition 2l& jectE BAF ElAA RE EE I8 2424

|>
Oﬂ
2
X
0
c
o
.

HEAS 9isl ofxlel B4 Exte QIRUE(X| YALICH HEIE HBEHoR aHstEH A2 22X
0| MCHZ Q13 TE|9=X| 2 QIghLct

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Condition?code=49727002&_include=Condition:subject

_include:iterate +HX%}
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_include:iterate StHXAIE AIESIH F +ZF0M X E ZAAE MM ZE ZEE 4 Q&L

Ct. of:

GET /ServiceRequest?
identifier=025C0931195&_include=ServiceRequest:requester&_ include:iterate=PractitionerRole:prac

£ ServiceRequest, 212! PractitionerRole(2 &AL # X & S3ll)2 gtetst CHS 1Y PractitionerRole
MH Mo 2 ZEgrL|ct o] 815Xt HealthLake2| 2 E ElAA RO AL E £ /&LICH

_include=* &=Hx}

_include=* A= AM ZAntollM XY Hxsts ZE EIAAE RIS ZE ZEStE A UEFEY

LICt. ofl:

GET /ServiceRequest?specimen.accession=12345&_include=*

=7t 3E HEE WENOE XIMY LR o] HESHE BE 2|AAO: B, oA, EE St &
U x|5t= ServiceRequestE grgterL|Ct O 8HHRI= HeaIthLakeQ_I DE Q|AA S350 AFRE £ Q)
&Lt

_revinclude

AM 2|2|_revincluded|HE At
_revincludeZ AIE835t0f &t Ek

[0 oo
g'l_l
iz

Example- _revincludeE At&5t0 £ EAtet HAEE 2Had 8 L & 2lAAs RYS L ESedH

ol AMg £listedH x| _id A metO|E{oll AlHRIE X|&Patientstod 7HRIS
OfF & L|Ct 2H C] 7 X Encounter:patient L& AF235t0d £7| FHIR 2|AAE X|™HEL
ClObservation:patient.

ok

P2 2l olx|el S+ EXts QARG EIX] I ELICH HEIE SSH2 2 ssted™ el 2t
(@]

| M2 13 S E|AR =X = IErLCt.

12 0F

o

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0Observation:patient

_summary
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#E2|_summaryolME AFR 5t AL XE7E FHIR 2lAA Q| 59 Zlgt

M 2 Q¥E = JUauct. o3
2t & 5tLIE T8 e 4+~ USLICHtrue, text, data, false.CIE RDE 72 f&36k| oke XHo
2 ®2lELct. gHetE 2|AAE metattag' SUBSETTED 'O 2 EA|Z|0q B|AAT} E2tME S LIEFH
L|Ct.

true: 2lAA9| 7|2 HOo| A 'summary(2) 2

text: 'text, 'id', 'meta’ AP BtEtst T A Q| E

S gheterLich

HlI

data:'text LAE Mt ZE &
=
B

i1
e
e

false: E|I&A(B)Q EE

Et AM QMo M= _include E& _revinclude A mt2t0|E{QF AEE &= _summary=text

—

H&LICH

Example- Cl|O|E{ AE 0{0{|A{ Bt X} E|AAQ|“HIAE” Q@ AE 7t LICE

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?

_summary=text

_elements

AM 22| _elementsOIME AI26IH EX FHIR 2lAA RAE @&E £ &LICH BHetE glAaA
£ meta.tag' SUBSETTED' 0| 2 E A|Z|0] B|AAT} %%E%% LEHLICEH,

o

_elements II2tO|EE BIAAS| RE =&
SEE0Z FHELICH LJYPEE 2 FEHEILICH _elements IF2F0OIE] Zfol &2 E @ AT}

A2 MHe il LAE FAlStD Ee A4 REE QA E vhEHELICEH

1M HolEl @49 Zo|HER FEE 7|8 24
iz

o o
i o

_elements= EEHE 2|AAEM ZETJ} QI HIEHE A A)O|E MR E|XK| &t LICH nclude.
Chol AM 9 HoMES _summary 244 m2t0|E{9t Z8te 4 _elements Si&LICH.

= |3

Example- HealthLake O O|E{ AE0{0{ M Bt X} 2|AA O] “AldX} “gad” “R/lF” QA& 7HX{ZLICt

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_elements=identifier,active,link

_total
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A 23] totaldlME A
ZElL|Ct. HealthLake= 7444
Amatch)Bundle.total®l & & BrEHgiLIC

o QHE 244 IEtO[E{et YxISHe Blas 27t uHE
CHolofl A LxISHE BlAA(HM RET} QI BHEHEl B4

Om 0
ob
[

_totalE accurate, none T2t0|E{ ZtE XIHELICE _total=estimate X|E|X| t&LICH
CHE ZE 2 R&E6HK| &2 XWeZ MElEUCh _totaleE ZEE 2lAAHEM 227} Q1 gHEHE 2
AAV0lE MEE|X| St&LICH nclude.

Example- Cl|O|E{ AE0{2| & &A} 2[AA =8 7S LICt

GET https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient?
_total=accurate

_sort
A 2B|_sortOME AL8 I Ayt EX & M2 HYUELICH ZE HER TRE MY FA S
=2 7lEoz oM 290l mel BHELC YH FHE 28 24 12 DIEoio LI CHE 2

E d2 RESK 82 Aoz Me[Euo
B AM 2ol =|0H 5700 R AM mEt0(EE AFSE + JUELICH MEiMoz - MFALE AL
8sto L&tz LIEH = UELICH MHE 7[EXMez @EA=o 2 YEELUOHL

XHEls Ed M oi2t0le 82 QLICNumber, String, Date, Quantity, Token,
URI, Reference AM otgto|e 7t SHE QLAE B ASte 40| AM nizto|es MEol| X[

X| &LICEH 0 & E04, ElAA REO|'0|&'0f CHEF A4 & X2 HumanName Cl|O|E{ & 4{0| S E
7io2 7t=g|= Patlent.name QAE YFLICH W2l '0|E'E 7|E2 R &Kl E|lAAE HHEs e A

2 KIHEX| et& LT

Example- Cl|O|E{ 2E010i| A Bt} E|AAE 7HX D HHAEUS V|EQE 2

[

0
Hu
02
[
g
r
n

&t

£
O

GET https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient?
_sort=birthdate

_count
I 2tO/E_count= B H|O| X[l M BHEt&HoF St= 2|AA =0 CHEF M X[E2E M o|FLICt.

z|cH | O[X| 2 7|= 100LICH 1002 CH & 22 *EStX| E&LICH _count=0= X|H=X| St&L
Ct.
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Example- At E|&AAE M5t M H|0|X| 27|18 252 MHEELICEH
GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?_count=25

Chaining and Reverse Chaining(_has)

FHIROIA 32 S e o4

o
= o = =

04 oizd 7He| 7HE Z{2[of CHEt ER e E0(1 THYRtet AHSKto|A C|o|E AME O HE[SHA BHE

L|C}.

&3 MAE HO|EE ¥ 2t 28%o|1 HUES LHS MSst
I m}

7 =&0[ 10074 o| & ol A& tretst= &8

732 HealthLake = 4xxE& EHEH510{ O|O|E{ AE0{7} 2 H
ZErT|o{ 0424 H|O|X| OHHO| Y MSIX| AESE &

Example- 212 - 2txt O|& 0| Z[EQl 2tXIE = 5t= Z &= DiagnosticReportE 7+x{Z LILCt.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/DiagnosticReport?
subject:Patient.name=peter

o

Example- Y& 14 - &K £ 7IXELIch 07| B A BlaA s 2| ZET} 123401 ShLE
= k= Z4 Al

A AN
o — —_ -
Olgfof grarof olal Rz 2H& 2 At AA mietolE el 2t At 2lAA 8 B EFLICH

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_has:0Observation:patient:code=1234

ZM BHERE 2X1Y 718 HEof AR ELICH HealthLake©] BE ZA sHEiRtE 28 7|8 2318 A
SELICH oI S0i, 244 ZTbol Y 4 :contains UL Cf 2 2xtY Beof &2 2xteds
ZEstE® REY 4 YLt

P R SO Type

:missing E A elgt 2= utZt0|E Composite
exact =AY

Z 3t EA
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A SR Type
‘not EZ
‘text EZ
sidentifier HlHTA
024 URI

HAMoIM dx[st=ol SEE Mo{g = U&LICH HE, W A & HEE
(=1 = = |
— —

*¢ Ql&LICt CF2 E o= HealthLakeOll A X| &5t

24 Hlm | L

= O

eq 2laA 0| oigtolE Zho| M3 = 2t Z&Lich

ne 2|0 migt0lE Zhol M3 E gfot 2%l b &
LICt

gt 2lAA 90| mat0lE gtol M3 gtect Fuct

It 2laAo| utetolE ghol MSE 220t A& L
Ct.

ge 2l o mi2tolE Zto| M3 & g2 3Lt
Z&Lch

le 2laAo| utetolE gtol M3 & gf 2ot 2L
Z&Lch

sa 2lAAo| mtetolE 22 MSE 2L olFof A%
===
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?=-I|A_II-I lell_jl A4

= O
eb glaAo| oigto|E g2 M3 E 4EC HH B
ZEL|C}.

HealthLakeOll A X| ¢35t K| &t = FHIR A4 1t2O|Eq

HealthLake= Ct& FEof LIQE met0/E{E ®Mele ZE FHIR A oi2t0|e & X[&efLich FHIR A
A mhet0lE{e] TA| S 52 FHIR A mtetd|E BX|AEEE HASHAIR.

KHElx| f= A hetolE

HE 74 9lxl-2

!

Consent-source-reference

HE M A|X| 7o &t x}
HE & Resource-content
HHE EfQUAEHT ZlAA 2|

FHIR$ 2d(Ed &fd'ol2tE )2 FHIR AFZ Q| & CRUD(Create, Read, Update, Delete)

21
o o|Alo 2 SHEE|E 4 M & g42L|ct ol 8t Y2 "$" MTALR AL & REST
APl ZE2 M83t0{ =&85t7| o 7Ll HIZ 2™l S& 8 X 2|, olo|E #He 2 cHE &d g 7ts 5t
A gLch AAR &, BlAA RE & £ EH BAA QUAHANM $§ &2 $£5104 FHIR O
OlEQt &= 2 &5t= foitt YHE M3E = U&LICH= 098] FHIRE AWS HealthLake X|¢4&f L
Ct$operations. AtAIEH LIE2 ot2lol ZF 7HH H|O|X|E & Z3HM

=S|

« HealthLake0i| CH8F FHIR R4 $attribution-status % 4

E M853toq 2|44 RF MK $bulk-delete
$bulk-member-match HealthLakeO| CHEF & ]
HealthLakeO| CH 8t FHIR R4 $confirm-attribution-list = ¢
HealthLakeOil CH&F FHIR R4 $davinci-data-export &f 24
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AWS HealthLake JHEER} 70| =
« E A510{ N EM MY $document

E Ar835tod 2lAA HF K7 $erase

£ A835tod X} O|o|E] 7HX{2 7| Patient/$everything

E A83t0q ValueSet ZE 4 $expand

« FHIRE A}-83}04 HealthLake Cl|O|E] LHE L 7| $export

+ HealthLake0l| CHEF FHIR $inquire ZFd
« E AI835t04 7H'E M5 HE A $lookup
» $member-add HealthLake0d| CHEF ZF Q]

« $member-match HealthLakeOd CHEF 22

+ $member-remove HealthLake| CHE &2

- E AME5tod Xt & 2[AaA K7 $purge
 HealthLake0ll CHEF FHIR $questionnaire-package = &4
« HealthLake0| CHEF FHIR $submit &f ]

E A835l04 FHIR El&4A HE $validate

HealthLakeOll CH8t FHIR R4 $attribution-status &

EH HHo| o{EC|RM o EE HAMS5I0q Btxtet HE ZE O{EZ|RM ElaATt ZEEI HES
EHEfLiCh o] U2 FHIR HlH £4(ATR) S5 1G 2.1.0 #810| 2 lL|C},
A=EQIE
POST [base]/Group/[id]/$attribution-status
Y metolH
A2 Ot 22 ME™ gt O0|e & 58 &L
ut2t0lH 7 =ES
memberld A| B4 X} O{EZ|FM #Ei7t 2HE HE{2| Memberld
patientReference BHlHHA AR AARIO| EH AL 2|A A0 CHEF B E
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AWS HealthLake

JHeER 7Hol=

® Note

memberId &

0x
[kl
kO
0%

"resourceType":

"parameter": [

{

"Parameters",

"name": "memberId",
"valueIdentifier": {

"system": "http://example.org",
"MBR123456789"

"value":
}
},
{

"name": "patientReference",

"valueReference":
"reference": "Patient/patient-123",

{

"display": "John Doe"

[

Ch
=

0l0

Aot frEE 0E

Resource
NS

o
SEREE

Organization/Pract

itioner/Practition
erRole

ZtCI'2elE|
1.1
0..1

0..1

&2 ?lol E=& N335t HLE & CF MBS E patientReference = JU&LICEH

Location
Group.member.entity
Group.member.extension:coverageReference

Group.member.extension:attributedProvider

$Operations
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JHeER 7Hol=

Resource tc|e|E Location
BE ZAA 0.1
AZ ©Ct

(= — N e |

{

"resourceType": "Bundle",
"id": "bundle-response",

"meta": {
"lastUpdated": "2014-08-18T0Q1:43:332"
},
"type": "collection",
"entry": [
{

"fullUrl": "http://example.org/fhir/Patient/12423",

"resource": {
"resourceType": "Patient",
"id": "12423",

"meta": {
"versionId": "1",
"lastUpdated": "2014-08-18TQ1:43:31Z"
I
"active": true,
"name": [
{

"use": "official",
"family": "Chalmers",
"given": ["Peter", "James"]

}
1,

"gender": "male",
"birthDate": "1974-12-25"

}
I
{
"fullUrl": "http://example.org/fhir/Coverage/123456",
"resource": {

"resourceType": "Coverage",

"id". 1"

// ... additional Coverage resource details

Group.member.extension:associatedData

363
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JHeER 7Hol=

}I

{
"fullUrl": "http://example.org/fhir/Organization/666666",

"resource": {
"resourceType": "Organization",
Ilidll: I|2I|
// ... additional Organization resource details

}

-

2F HTTP & El L
FREHU Y 400 TE OIS RF LEt0E £ 7=
JEEAEHE T 404 X8 25 ID7t EMSR| ef& LI
oi=2
HA 2
AL EAAE HE S 404 RIYE At HZE7H EXR| gb&LCt
ol
HA 93

HEr Foi H Hot

SMART He| 2F A

Zol0|MEE OF 2l4aA U oERRM EAAE 218 £ Qe MEFH HEtol Qlofok gL

CH.

AWS HealthLake = ClO|E{ AE0{ LM EH RO D E E|AAE AXE = UEE $bulk-

delete XtdE X|MEfLICH O 2 Y2 CHZ0| P F20 &3 RSEHL
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C A ZA U HE 4

« 2 OlOo|E| =&Y F7| &2
7

POST HIMEE At

235104 $bulk-delete

Rtoi=2 5=
I-E—?—E

POST [base]/[ResourceType]/$bulk-delete?isHardDelete=false&deleteAuditEvent=true

Parameters

mt2tolE Type T
isHardDel & oL
ete
deleteAud &2 otL|
itEvent
_since =AY No
start =AY No
end EAA No

of A
27 oAl

o
>

false

true

GO &

Eo{ M
Algt

Ho|E| &
Eo{ MM

=dstHEe IastModified NP = 7|H._F°

0|24 A= ObZh AlZtS MEHSH0S
lastModified A2t 7|1EC 2 2|AAE

HELch 20 A AEE + A&LICH

IastModlfled AZtE 7|22 B|lAAE
xl-/\ |_||_—_|.

$Operations
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JHeER 7Hol=

POST [base]/Observation/$bulk-delete?isHardDelete=false

SEal o

)

"jobId": "jobId",
"jobStatus": "SUBMITTED"

}
stef Aef
CHE AtR Shedol A EHE 2folshadn:

GET [base]/$bulk-delete/[jobId]

A2 A M Ef HEE pHErerLIct
{
"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",
"submittedTime": "2025-10-09T15:09:51.336Z"
}
=X}
[« |

$bulk-delete XHd:
1. CHE Q| E|AAE XEISH7| IS HIS 7|22 2
. CIo|E| R4S 25 ACID EZHAM

RH
. BlAa ArK| =9 B B MEf £
=

D O A OWDN

> b
|
|m
ikl
Pl
H1
In
o
Q'I_l
In
|
2
H1
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A 2

42 KM $bulk-delete ZQd M E 9 &7H StartFHIRBulkDeleteJob &
DescribeFHIRBulkDeleteJob2 2 2 4 & L|C}.

Rt Abe

 isHardDeleteE true2 HHEstH 5t AKX E 2lAATH AM AN EE= _history #HE|0 E AL
x| ef&Lct.

« O] Y E Soll AMElE Elaces #E| ol dAMo =z HMASHK| R + AU&LICH

AWS HealthLake = 0424 M x| 2XHS H x4
o2 X|BHLICH O] 2t E5H o7 7|2 T 2 QAo Z O £ L XM HQ HMEE Al
5tod of2] 2|2 AlABIolA £4 Ho| HE{o| 1R AUAIE 2 8X0R YURIAY £ aLith 0] 7|

52 th# & payer-to-payer C|O|E{ W2 HIH M8 LU CMS 75X &4 @F AFgHol Z£%{0|H FHIR

AeFE mELICH

@® Note
$bulk-member-match 22 34X AE™Mo|T HAE = U= 7|8 FHIR A S J|Hto 2
BHL|C AFFO| ek M EHof [F2Fo| APIC| S =D} QI
AH= AWS HealthLake Z2|A M2 9 #24 FHIR AFY QC|0|EE ZLIE{26t0d S&hof Q&

£ D& = U= HE AEE 2N HEZ |K[ets Wo| E&LICH

O| Ztde Ct20| LR Ao 535 &L

« ZINSEE 7|7t SOt ER HH o= %2

. XIZQ 7F CHE B ME F7

@

« CHH 2 CMS ' &= CIO|E g 27 A X

- ol HES3 HMite| FHH IS EE 22X 2 UX|AIZLICH

Ty
mjo
ﬂ
k>
LOL
Q'I_l
Kl
Ho
02
Fol
o
0x
X
rx

« CHEF OHE AlLt2|I201M API &

$Operations 367


https://build.fhir.org/ig/HL7/davinci-epdx/OperationDefinition-BulkMemberMatch.html

AWS HealthLake TR 7H0|E

AEH

$bulk-member-match 2912 POST HIMEE AI5104 I8 2AAHM ES 5= HIS 7| &¢¢]
LIC}.

POST [base]/Group/$bulk-member-match

tod %t &

[e][]
m
1]
[T
ot
ok
1
30
o>
r
_lTI_

A Ct A&

i
rok
o
0jo
jo

CHE LR 23

ffo

GET [base]/$bulk-member-match-status/{jobId}

X|pEl= mtetolE

HealthLake= C}2 FHIR $bulk-member-match Zt2tO|E{E K| EHLICt

il nl = Type ol A

MemberPat B Xt of| UXIAIZL Mol QIS A HE 7} =& E &
ient A ElAAlLCt

CoverageT Mg He of| ZIE dZES UXIAIZ|= O AHEE XME HY|
oMatch 2lAAULICEH

CoverageT M8 HQ ot S Z2EMA Soi 1A M He| 2laa
oLink LIC}.

Consent =9 of e 20{E {8t 59| 2lAAT MHEELICH

Ol 82|7} ER35HK| &t 2 7HH $member-m
atch Z=dn CtELulct

CHE M LR &Y MES ?I8 POST 2F

CtS od= CHE R LX| M S MESHT| @8 POST 2EE EoiELICH 2 HHE E
MemberPatient, CoverageToMatchZ Consent 2|4&A g

MEd™ 2 e EELICtCoverageToLink.

POST [base]/Group/$bulk-member-match
Content-Type: application/fhir+json
{

HE
£ Z 36t MemberBundle Il2tO|E{Q}
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"resourceType": "Parameters",
"parameter": [
{
"name": "MemberBundle",
"part": [
{
"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
"family": "Smith",
"given": ["James"]
}
1,

"gender": "male",
"birthDate": "1950-01-01"
}
},
{

"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-id",
"value": "cov-0"
}
1,

"subscriberId": "sub-0",
"beneficiary": {

"reference": "Patient/patientl123"
.
"relationship": {

"coding": [

{
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"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",

"code": "self"
}
]
I
"payor": [
{
"reference": "Organization/orgl23"
}
]
}
},
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{
"system": "http://terminology.hl7.0rg/CodeSystem/consentscope",
"code": "patient-privacy"
}
]
I
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/patient123"
},
"performer": [
{
"reference": "Patient/patient123"
}
1,
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"sourceReference": {

"reference": "http://example.org/DocumentReference/consent-source"
},
"policy": [

{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"
}
1,
"provision": {
"type": "permit",
"period": {
"start": "2024-01-01",
"end": "2025-12-31"

},
"actor": [
{
"role": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/provenance-
participant-type",
"code": "performer"

]
.
"reference": {
"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "9876543210"
},
"display": "Old Health Plan"

}
.
{
"role": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/v3-
ParticipationType",
"code": "IRCP"

iy

$Operations 371



AWS HealthLake TR 7H0|E

"reference": {
"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "0123456789"

},
"display": "New Health Plan"

}
}
1,
"action": [
{
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/consentaction",
"code": "disclose"
}
]
}
]
}
}
I
{
"name": "CoverageTolLink",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-link-id",
"value": "cov-link-0"
}
1,
"subscriberId": "new-sub-0",
"beneficiary": {
"reference": "Patient/patient123"
},
"relationship": {
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",
"code": "self"
}
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]
I
"payor": [
{
"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "0123456789"
I
"display": "New Health Plan"
}
]
}
}
]
}
]
}
Z2j0| ZEE 22 E 5 SH

Aol 2zk|H SEHE MY HEHO|ES Y| ZoE ERste M el 28 elaart Z&El

FHIR It2t0|E{ 2|AA7F Z&HEL|C}

"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",
"submittedTime": "2026-03-20T18:45:26.321Z2",
"numberOfMembers": 3,
"numberOfMembersProcessedSuccessfully": 3,
"numberOfMembersWithCustomerError": 0,
"numberOfMembersWithServerError": 0,
"output": {
"resourceType": "Parameters",
"meta": {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/pdex-parameters-multi-
member-match-bundle-out"
]
.
"parameter": [

{

"name": "MatchedMembers",
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"resource": {

"resourceType": "Group",
"id": "groupl",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Matched members group</
div>"
I
"contained": [
{
"resourceType": "Patient",
"id". "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
"family": "Smith",
"given": ["James"]
}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [
{

"system": "http://hl7.o0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",

"code": "match",

"display": "Matched"

]
.
"quantity": 1,
"member": [
{
"entity": {
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"extension": [

{

"url": "http://hl7.o0rg/fhir/us/davinci-pdex/StructureDefinition/

base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
]I

"reference": "Patient/patient123"

"name": "NonMatchedMembers",
"resource": {
"resourceType": "Group",
"id": "Group2",
"text": {
"status": '"generated",

"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Non-matched members

group</div>"
},
"contained": [
{
"resourceType": "Patient",
"id". "1",
"identifier": [

{

"system": "http://example.org/patient-id",

"value": "patient-501"

}
1,
"name": [
{
"family": "Carter",
"given": ["Emily"]
}
1,
"gender": "female",
"birthDate": "1985-06-15"

$Operations

375



AWS HealthLake TR 7H0|E

1,
"type": "person",
"actual": true,
"code": {
"coding": [
{
"system": "http://hl7.0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
"code": "nomatch",
"display": "Not Matched"

]
},
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
1,

"reference": "Patient/patientl123"

"name": "ConsentConstrainedMembers",
"resource": {
"resourceType": "Group",
"id": "group3",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Consent constrained
members group</div>"
I
"contained": [

{
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"resourceType": "Patient",
"id". "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-502"

}
1,
"name": [
{
"family": "Nguyen",
"given": ["David"]
}
1,
"gender": "male",
"birthDate": "1972-11-22"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [
{

"system": "http://hl7.o0org/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",

"code": "consentconstraint",

"display": "Consent Constraint"

]
I
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.o0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
]I

"reference": "Patient/123"
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UX| &F0| Q7L o4 Ux| & =0| AlEE Huqol CHEt & ETF ZFE|0] U&LICE.
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"policy": [{ "uri": "...hrex-consent.html#sensitive" }]
« XY ZE2EHXME RE2 LICt deny HEH7L C|O|E S/ & FHLISHA HEIM&LICH

"provision": { "type": "deny" }

$davinci-data-export2t S&f

0| M EtEHSt MatchedMembers & E2|lAAE $davinci-data-export 2dnt &4 =1 AL 5404
CHEF M C|O|E{E ZHAHE $bulk-member-match & Q&LICH.
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C NG HH OF: S 7 H2lo] ATistH B2 LIHA| HHE A% EiH MAE AR 220t

= =
&7H NonMatchedMembers 1&0] @7 ME HEJF TEELICH o & 04, X7} birthDate I}
2tO|E{7} S2HEl MemberBundleE CIS 2 F

"errors": [
{
"memberIndex": 1,
"jsonBlob": {
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "invalid",
"diagnostics": "MemberPatient.birthDate is required"
}

1,
"statusCode": 400

—

FEAMF HEE HEf EYA=ZQIEE S A + UA2H OIS S ZEEFLICHL

rr
Mt

« numberOfMembersWithCustomerError: A5 F= 23 @F 7} ol B £=QlL|Ct.

[ |
« numberOfMembersWithServerError: Mt & 2| {7 &= HH £=L|C}.

24 xFod

L- 1 A

re

« the section called “$member-match” - 7H2d Huq{ OHE! &4l |Ct.

« the section called “$davinci-data-export” - 15 ZIAAE AFE3104 CHEF CllO|E] LHE LY.

« the section called “$Operations” - X|HEl= 20| Mxl| S5 Lt

HealthLakeOll CHet FHIR R4 $confirm-attribution-list &

MALRFOI A AHIRIZEC Ol &4 S8 2 HAY L7t
M HHE M7, 4EHE "2F'oE H
O| 22 FHIR HIHH £ 4(ATR) S & IG

1= 2 LIEFELICE O] X2 S50iM HIE
Qlstod o{EE|RM |52 otFElgf L
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A=ZQIE
POST [basel/Group/[id]/$confirm-attribution-list
o

mt2t 0|7t ERskK| f &L

POST [base]/Group/[id]/$confirm-attribution-list

0lo
L

2ol HIA|X|Q & HTTP 2012 BHetstL|Ct.

Ch
=

0z
I
00

HTTP Status Code: 201

"resourceType": "Parameters",
"parameter": [
{
"name": "message",
"valueString": "Accepted."

"resourceType": "Group",
"id": "fullexample",
"extension": [

{

"url": "http://hl7.org/fhir/us/davinci-atr/StructureDefinition/ext-

attributionListStatus",
"valueCode": "final"
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]
// ... other Group properties

2F HTTP & El i
FREHU Y 400 T8 0 QF LEt0E E= 7=
JESaAEHE T 404 X|GE O& D7t EX5tR| et&LCt
o K=
HA 2

HEh Foi H Eot

O| A2 $confirm-attribution-1istZ2CI0|HEN 1 & SIALAE £HE = = M7 HEE
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HealthLakeOll CHEF FHIR R4 $davinci-data-export =]

$davinci-data-export 22 O|2 H|O|E{E LHELH= O| AFSE = U= | 7|*' FHIR &e4¢!
LIC AWS HealthLake. O] 242 HH & 4d(ATR), PDex 32 At HM|A, Payer

APIs § o] LHELHZ| ¥ & X[ ELICH DaVinci #31 710|E2| 2F M S %—’_.F—%}_'.:_% MA=E E
& FHIR $export 2| & HHLICY.

Eeil=
« HS7| X2 EZ FHIR HIS7| & T{EE EL|ct.
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GET [base]/Group/[id]/$davinci-data-export
POST [base]/Group/[id]/$davinci-data-export

2 mtetolH

ot 20l FtC| 22l E|
patient 0.*
_type 0.1
_since 0.1
_until 0.1
exportType 0.1
_includeE 0..1
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hl7.fhir.us.davinci-atr ,hl7.fhir.
,hl7.fhir.
,hl7.fhir.
us.davinci-pdex.member 712k

us.davinci-pdex
us.davinci-pdex.p2p

hl7.fhir.us.davinci-atr

=& ClOo|E{7t M7HE & EHol M CARIN BB 2.x
ExplanatlonOfBeneflt DAAE ZEEX 04

R|HgrL|ct 7|22, false.
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KHE= BlAA S8 x|™Hst LHE 7| 8ol 2t CtELCH ATR LHELH7|ol BR CI2 2lAA

 Coverage

* RelatedPerson

* Practitioner

* PractitionerRole
* Organization

* Location

PDex LHELHZ|(Provider Access, Payer-to-Payer, Member Access)2| A2 0| £ 2oz ZE &
A 3 ZaY 2laa 0| X[HELICH X[HElE Elad RYO| TAH SF/2 US Core 73 710|=
(STU 6.1), CARIN EF HE F% 7}0|= L Da Vinci AF £21 x| 73 7I0|EE HZEFIAML.

HELZ| fE8

$davinci-data-export 22 Cts LHEZ| 82 XIHELICH exportType TtEIOIEE AFS
5o LHE 7| 82 xIHg ot

LHEWZ| 3 8 ClO|E & AlZH A&t
hl7.fhir.us.davinc HH &M S8 £ ogd glAA =
i-atr

hl7.fhir.us.davinc S = A HAMA AP H&E Aol a2 E 54
i-pdex Bl CllolH

hl7.fhir.us.davinc  Payer-to-Payer 1 &t HY S et 54
i-pdex.p2p B G| O|E

hl7.fhir.us.davinc HH HA|A API HH{ o XFA| FEf S| O|E 54

i-pdex.member
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® Note

PDex LHELHZ|2| B2 ATR El&A |R%(,, Group, Patient, Coverage, RelatedPerson,
PractitionerPractitionerRole, Organization)dl= 5 A|Zt AM|Eto| M E|X| b &
LICtLocation. O[243t 2|AA = @dF0f 2HAH[Qi0| 4o Z & ELICH.

ATR(hI7 .fhir.us.davinci-atr)

ATR LI LH7| S8 ASsHe il 4 S5 ClOJEE LI £ AsLICH o] LIZLH7| 882 A
85104 18 LY WOl O{EEIRM B B AAE FMBILICH RMEH LIS Da Vinci ATR LHELH7|

Group, Patient, Coverage, RelatedPerson, Practitioner, PractitionerRole,
Organization, Location

Al HEE 2 MEE[X| et&LCt YRt ZE Slacs et 2HAgi0] LHE LHEILICE.

PDex LHELH7| &%

D E PDex LHELHZ| RE2 K|l SYst Z2 2 ZEE 22 S SRELICE KtAE L& 2 Da
Vinci PDex Provider Access APIE & ZX3HMI2. XMLl T2 Z ot Z4&Lch

« US Core 3.1.1,6.1.0 2 7.0.0

* PDex At SQI(HH KM A= X|HEX| 2EF)

OH k
« CARINBB2.x 7|2 Z2L: &3 e&t 7|2, 2|2 2Rt 7|2k, & NonClinician, 7+5, 7|2

SZA HMA(h17.fhir.us.davinci-pdex)

HIERZ L SZXA7H P& E &t

2tAH CIOIEIE AME 4 A&Lch

Payer-to-Payer(hl7.fhir.us.davinci-pdex.p2p)

AL 2 HEE m XIS¢Q! Zte| HiolE et e g-s gLt
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HH HMA(h17.fhir.us.davinci-pdex.member)
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ExplanationOfBenefit 2|AA & 2|

ExplanationOfBenefit (EOB) 2|A&A = meta.profile A¢10] 2} PDex LHELHZ [0 Z & E[7H
Lt M| ElL|Ct

« CARIN BB 1.x Z21}20| /= ExplanationOfBenefit ZIAA = LHELHZ |0l M AL ElLIC.
« meta.profile Z/&0| @& ExplanationOfBenefit 2|lAAE LHELIZ |0 A A Q| ElLICH.
« CARIN BB 2.x 7|2 Z21}0| Q= ExplanationOfBenefit 2|AA = & A ZFELICH

- A5 OlO|E{7} & El CARIN BB 2.x ZZ2E 0| = ExplanationOfBenefit 2| &A= 72X 2 K|
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- total 249 2ZE =75}
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- meta.profile7} 7|& T2 T 4| AclolEE
H{Z10| CARIN BB 2.x 7|2 HE S 2 H|0|EE
HIolEf AE 09| 7|& BlAAE =™HEIX| St&LICH

LHEH 2| AA = O|O|Ef AEO0{2 CHA| R X|E[X| f&LICEH

o C
Py

=
- ZzoYU HAS2 UHEHZ| M2l Sof erdgict
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« Patient

 Coverage

* Organization

* Practitioner

* PractitionerRole
* RelatedPerson

* Location

* Group

olzfgt @l Y 1T B Elast H o4 HlolEfofl CHEH E4 AHMAEE XBst22 MU
ATR LHELHZ|0l= AlZt ZE{2lo| M & K| of&LCt.
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ChS oXo M= CHfet LHELHZ| 2ol Chall LIELHZ| 2 HE AlZfstE E'EE EoiELCH

ATR LHELHZ|
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GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
_type=Group,Patient,Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

POST https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Group,Patient, Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

Content-Type: application/json

{
"DataAccessRoleArn": "arn:aws:iam::444455556666:r0le/your-healthlake-service-role",
"JobName": "attribution-export-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://your-export-bucket/EXPORT-JOB",
"KmsKeyId":
"arn:aws:kms:region:444455556666:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
}

ExplanationOfBenefit R{F H|O|E{ X|7{E &8t S 2 At HMA LHELHZ|

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
_type=Patient,Observation,Condition,MedicationRequest,Explanation0OfBenefit&exportType=hl7.fhir.
pdex&_includeEOB2xWoFinancial=true

Payer-to-Payer L{E L} 7|

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Patient, Coverage,ExplanationOfBenefit,Condition, Procedure&exportType=hl7.fhir.us.davinci-
pdex.p2p&_includeEOB2xWoFinancial=true

Am

o etxtol HiH HMA LHELHZ|

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
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_type=Patient,Observation,Condition, ExplanationOfBenefit,MedicationRequest&exportType=hl7.fhir.
pdex.member&patient=Patient/example-patient-id

AH C}

Mkl
0lo

= =

{
"datastoreId": "eaee622d8406b41eb86c0f4741201Ff9",
"jobStatus": "SUBMITTED",
"jobId": "48d7b91dae4ab4d00d54b70862f33f61"

}

olAA 2HA

xHod
1=

rlo

A

g

=5 Lo HAHE 7|Ete =z E[AAE LHEHLICH

Group (Attribution List)

### Patient (Members)

### Coverage # RelatedPerson (Subscribers)
### Practitioner (Attributed Providers)
### PractitionerRole # Location

### Organization (Attributed Providers)

BIAA AA

Resource AA 2R ME
Patient Group.member.entity O{EZ|RM S Fo| HEl & X}
Coverage Group.member.exten 2R " A S Z=efet HE He

sion:coverageReference

Organizat Group.member.exten 2Rt S8t =

ion sion:attributedProvider

Practitio Group.member.exten EHRE7F S5 o0 AF R
ner sion:attributedProvider

Practitio Group.member.exten EHRE7F S8t ZE|ML HE
nerRole sion:attributedProvider
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AWS HealthLake

)
T

1K

oF

<
<

Resource

Coverage.subscriber

RelatedPe
rson

PractitionerRole.location

Location

REA|

Group

ol
r

%0
A

(e}

-

Kl

GET [basel]/export/[job-id]

.Al._
K-

by

O

=

Kl

DELETE [base]/export/[job-id]

K-

Ly

<+

-

(o)

-,

Kl

 SUBMITTED -

10| A2 XMoo 2 #2| ZSLLICH

Xto
=

« IN_PROGRESS -

ol o

* COMPLETED -

00
ml
Kl

: NDJSON(Z HIEZo 2 72 JSON)

IR

E]

.ndjson
« QIR XIHE SIHA X EE

| [=3

OEI §|'7<(>|'D=|-

E]

2F ME|

T HTTP 400

F

(=3
=

il OperationOutcomeXt}

of CH5
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et Roi oR

off X|HE 1AM &0 LH'=’ LH7| Zfd e s&le = Qe £28H HEt0| DataAccessRoleArn Q&
(=] N
—te

== o
Lich 2238t S3 I KMS Hete| A S52 LY

AN
LHZ| Zrdofl CHEr HEl B3-S BERSAL.

o0 45 2F

patient It2tO|E{Q] EAI27} ot lLICH Patient/id, Patient/id,
StLt o|&fof At & =T RESHR| AL XIHE 2E M £36HK| k& LCt
exportType It2tO|E 240| XIHEl= LHELHZ| K& 0] ot L|Ct.

_type mtEtOIE{O= XIEE LHEUZ| R0l Ciall X|#H=X| o= 2las RE0| 2 E(0f UE
LICF.

_type Tt2tO|E{0 h17.fhir.us.davinci-atr LHELH7| R&Eo| 28 2laA K8 (Group,
Patient, Coverage)O| @i&LIC.

_includeEOB2xWoFinancial Il2tO|E] k0| &8t E£0| ot lLct.

Clas HdE 2F

- XIEE & ElaATt Co[E AE0qol| EXHSHX| & LTt

- XYE OE Blaa0] HHIL RS

» StLE O|4 ol O&F HH7t C|O|E 200l Qi BHAF 2|&AS FEELICH
Eeot 5l et £o4
+ EZE FHIR W&t R0 HAHLIE M8

» CllOIE UMl gt 1I S3 2 KMS 2ol 223 IAM HEF0| Rlo{ok gfL|Ct Ee s Heto| A
S52 HWELH7| = ol CHer HEl dEE HRSHAL.

= 1 -

D e AFE|

78 MBI 27| 27] 2 XME| AlZhe x(A8tsts O 2R 2las fEEF 2 - ELICH

« Azt 718 EHE{R: B2 LHELWZ]o _since T}EOIE AE
X

o At ZEZ: & Mo CHEF CllO|EDt 2R E B patient TtEHOIEHE AFS & LICH.

o M BLIEE: 2 LHE LT[0l CHEF 2Hd AEHE M7 Mo =2 &0l

o Q@F X2l Alu{Et Brdof CHEF MAEE MAIZ 22| 73

« A ZE| QAL PDex LHELH7|2] AR BlAA RS MEHS [ 5 LA| ZE{E DE{HM2.
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« AT CllO|E M7H: RHF HE 0| 2ol Cllo|E{7} B8t _includeEOB2xWoFinancial=true

T o
- Zzot e 2laso] HHEE 2ot 10| IEX| #elstn, & 7ol cie Z=mhof CHat
ABstn, z=otd HH #E[E AH8stod LHELW Y| SE & Fo{gfLICH

patient Z}ZF0|E{0 Z|CH

500
HEL7ls 18 7 srdo2 ot ABHELICH

 PDex LHELZ|= 549 &t & il olo|EH = XEHE|LICH

=2 & O|o|E| §48H2 CARIN BB 2.x ExplanationOfBenefit = 2 Z/0{| Bt X ElL|C}.

« DaVinci HH &M 22 |G

« Da Vinci X|=Z ¢! HIO|E{ & IG

« CARIN &H|RF =5 X|Z QI C|O[E{ WE IG

- 0|5 F0o{ F# 710l=

FHIR CHZf C|O|Ef AM|A Apef

M

AE35H0o{ A EM 4 $document

AWS HealthLake = O|AN| =& 2|A A0 CHEF $document U2 X|HSERE HXE BE B|lAALS}

TAS BY ST s WIIXIZ HEYsol T UN BME M4Y £ LT 0] T2 O
2 £ #sof st 0|2 ohE I oMol AT QILICt

. EESE UY B M MY

. S 2 BHAS DB
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https://build.fhir.org/ig/HL7/davinci-atr/
https://hl7.org/fhir/us/davinci-pdex/
https://build.fhir.org/ig/HL7/carin-bb/
https://www.hl7.org/fhir/us/core/
https://hl7.org/fhir/uv/bulkdata/

AWS HealthLake

AEH

JHeER 7Hol=

RO
= H

bal
o
Lul
rir

GET/POST [base]/Composition/[id]/$document
X2 El= motetolH

HealthLake= CF2 FHIR $document It2tO|E{E K| EHLCt.

o2tolE Type i ALy AH
persist 2 ot false ME7F MEE 2M ™ X% 5ok st

HE
EX| {F & LIEtU=E &

0| A|

GET 2%

GET [base]/Composition/180f219f-97a8-486d-99d9-ed631fe4fc57/$document?persist=true

Ii2tO/EE AL8 S POST 278

POST [base]/Composition/1801219f-97a8-486d-99d9-ed631fe4fc57/$document
Content-Type: application/fhir+json

"resourceType": "Parameters",
"parameter": [
{
"name": "persist",
"valueBoolean": true
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ME 2
sole 74 WATE DE BlAATH ZHEBA RHO WS BlAAS HHELID
{
"resourceType": "Bundle",
"id": "180f219f-97a8-486d-99d9-ed631fedfc57",
"type": "document",
"identifier": {
"system": "urn:ietf:rfc:3986",
"value": "urn:uuid:0c3151bd-1cbf-4d64-b04d-cd9187a4c6e"
},
"timestamp": "2024-06-21T15:30:00Z",
"entry": [
{

"fullUrl": "http://example.org/fhir/Composition/180f219f-97a8-486d-99d9-
ed631fed4fcs57",

"resource": {

"resourceType": "Composition",
"id": "180f219f-97a8-486d-99d9-ed631fedfc57",
"status": "final",
"type": {
"coding": [
{

"system": "http://loinc.org",
"code": "34133-9",

"display": "Summary of Episode Note"

]
},
"subject": {
"reference": "Patient/example"
.
"section": [
{
"title": "Allergies",
"entry": [
{

"reference": "AllergyIntolerance/123"
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JHeER 7Hol=

},
{
"fullUrl": "http://example.org/fhir/Patient/example",
"resource": {
"resourceType": "Patient",
"id": "example",
"name": [
{
"family": "Smith",
"given": ["John"]
}
]
}
I
{
"fullUrl": "http://example.org/fhir/AllergyIntolerance/123",
"resource": {
"resourceType": "AllergyIntolerance",
"id": "123",
"patient": {
"reference": "Patient/example"
I
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "418689008",
"display": "Allergy to penicillin"
}
]
}
}
}
]
}
53

2

$document &

1.
2.
3.
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JHeER 7Hol=

FLCH

xtS
o H

O| true2

Es

Mol BEIYELICH

FRFE) Ee K|

1 H

| 2 X HEE ClolE 2AE0{0] X
k=

—
(%

MME
xtodq
1 k(=

32

o

z
LICE.

—

|.

=

$document

MHE

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

$document
FAM ZIAA LHOM K|
12 g @F =72 A2l

7/ ®a

1.

4. X< mi2tO|E{ 7} true2

2. Ela2/id

AWS HealthLake

o

N
4

—
1o

IME x5t L.

MO
=o

LH€ & FHIR R4 7+ $document

I.

—

=

N

§

—

=

AFQFOq| CH

xHod
=

Fo BlAA BT A7 $erase

©°

AE

$document

L
__o=._

ol

e

wr

—
1o

oF

stedg x

$erase
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=
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AWS HealthLake

7|5 A

Xto
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.I

4 2[AA T JAH
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A&LICE O
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7| el

SEY HOIE MH 27 A
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https://www.hl7.org/fhir/R4/composition-operation-document.html

JHeER 7Hol=

AWS HealthLake

POST [base]/[ResourceTypel]/[ID]/$erase?deleteAuditEvent=true

POST [base]/[ResourceType]/[ID]/_history/[VersionID]/$erase

HMHE &
Parameters
It 20| & Type o 7|&zk A
deleteAud EHE ofL|2 false true@! A HAAE LA OJHEE AMA|
itEvent gLICtH
of A

LY oA
POST [base]/Patient/example-patient/$erase

SEolof

-~

"jobId": "5df47e2f51ff3c731847678cb8cad48e",

"jobStatus": "SUBMITTED"

[

H
QlatE{™:

Aol-

m
I

2

I.

A
m
==

]

ol o

A

7

GET [base]/$erase/[jobId]
397

40

bal

xFo{S KHO4 AFEY| X
| -1 H O o

(o]
rlo

"36622996blfcecb7el2ee2ee085308d3",

"datastoreId":
"jobId": "5df47e2f51ff3c731847678cb8cad48e",
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"status": "COMPLETED",
"submittedTime": "2025-10-30T16:39:24.160Z"

1. Olo|e F2dEE EFst7] flall HIS7 M2 2 #E]
2. ACID EZHMM R X

3. Y HEf =H HMB

4. X|EE 2laa0 iy HYE SFHMe = MARLIC
5. X &30l cHet ZE MR ZAL=Z ZF

6. ZAt O|HIE S| MEAX] AP X| 7

FAPNI=SA

$erase U2 AFZXLID, EFRUARE Al B|AA ME HEJ} ZEEl DeleteResourceZ2 224 ELICE
Mst Arg

« $erased ElAAE HAM AN tE=  history #HE0l EAIZIX| SE&LICEH

- MAElE ElaaE MEl Bol dAHez AMASHK| ZE + A&LICH
oz

« ClAATIFF Moz MHEH AEE|X| FHO| FA| ZHELICH

£ Al835loq #Xt Clo|E| 7kXK{2 7| Patient/$everything

Patient/$everything 22 siE et 2tZEl CHE Patient 2lAAQ EH FHIR 2AAE 3
st ol A8 ELCtPatient. 42 X0l AH ™A S| Z =0 CHEE HM|A HEtS MSSHHL SS At
74 tRtet HrAE HF CIO|E LR 2EEE £=dst= o AISE = /U&LICH HealthLakeE SH 2txtof
Patient/$everything CHSHE X|HELICHd.

Patient/$everythinge= Of2l OiX[et Z 0| ZEE £ U= FHIR REST API 24 lL|Ct.

GET request

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything
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® Note
St 2lAAE BlAA Y 8l glAA HE MY ELICH.
SE2 4 2 AMELICIBundle. total.

Patient/$everything It2}t0|E

HealthLake= CtS #E| Zt2t0|EE X|ELICH

ot2hOl& Mg HE

SES) KIHE A 0|2 9| 2 E Patient HIOIEIE 7S LCH.
2|E XHE S I 0|Mo| ZE Patient H|OIE{E 7HX4SLICH.
since X|HE <t o|F 0|l ZE Patient CilO|E{E AO|0|EgLICTH
=8 EH™ 2lAA Yol gt Patient OIO|E{E 7HK{SLICH

7Y Patient GIO|E{E 7tX{2 1 H|O|X| 27| R|&HEL|CH.

Example- X4l A%t ™ O|F 2| 2E £} O|O|E 7127

Patient/$everythinge= start ZEIE AI&35t0{ § ™ 0| 2| Cl|lO|E{Et 2| =+ U&LICH

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?start=2024-03-15T00:00:00.000Z

Example- X|’'HE & ™M 0|T 2| 2 & Patient H|O|E{ 7t X427 |
2t Xt Severything2 end EEIE ALE5t04 & ™ 0|7 2| HIO|EEH #E[E = U&LICH

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?end=2024-03-15T00:00:00.000Z

Example- X|'JE £ O|F0f YC[0|EE 2 & Patient H|O|E{ 7t K427

Patient/$everything= since ZHE AI&3dto] 4 E™M 0|Fof ¥Cl|o|EE Cl|o[EHEt 2 2[&
£ A&Lct.
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GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?since=2024-03-15T00:00:00.000Z

Example- £ 2|44 R0 CiEt Patient Ci| 0| 7HX{27|

Xt $everything2 _type EEIE AH&35t01 SHof

| &
HEZR FEE SEoM o] 2lAA REE XHE = UL

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?_type=0bservation,Condition

Example- Patient Cl|O|E{ 7}X{ 27| & H|O|X| 27| x|
2t Xt Severything2 _count& M&5t0{ HO|X| 37|§ HAHE += U&LICH

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?_count=15

Patient/$everything start % end &4
HealthLake= Patient/ $everything start & end # 2| Zt2tO|E{ol| CH3H CHS ot 22 2|4oA
g X|§ELC

Resource 2AA @A

Account Account.servicePeriod.start

AdverseEv  AdverseEvent.date

ent

Allergyln AllergyIntolerance.recordedDate
tolerance

04| <F Appointment.start

Appointme  AppointmentResponse.start
ntRespons
e

AuditEvent  AuditEvent.period.start

I
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JHeER 7Hol=

Resource

7|12

[ -

BodyStruc
ture

CarePlan
CareTeam

Chargelte
m

Claim

ClaimResp
onse

Clinicall
mpression

=
Communica
tionReque

CoverageE
ligibilit
yRequest

glAA 24

Basic.created

NO_DATE

CarePlan.period.start

CareTeam.period.start

Chargeltem.occurrenceDateTime, Chargeltem.occurrencePeriod.start, Chargelte

m.occurrenceTiming.event
Claim.billablePeriod.start

ClaimResponse.created

Clinicallmpression.date

Communication.sent

CommunicationRequest.occurrenceDateTime, CommunicationRequest.occurr

encePeriod.start

Composition.date
Condition.recordedDate
consent.dateTime
Coverage.period.start

CoveragekEligibilityRequest.created
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JHeER 7Hol=

Resource

CoverageE
ligibilit
yResponse

Detected|
ssue

DeviceReq
uest

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

Al
(=]

I.

olok

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

Zola

glAA 24

CoveragekEligibilityResponse.created

Detectedlssue.identified

DeviceRequest.authoredOn

DeviceUseStatement.recordedOn

DiagnosticReport.effective

DocumentManifest.created

DocumentReference.context.period.start

Encounter.period.start

EnrollmentRequest.created

EpisodeOfCare.period.start

ExplanationOfBenéefit.billablePeriod.start

NO_DATE

Flag.period.start
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JHeER 7Hol=

Resource
Goal
Group

ImagingSt
udy

D045}

— 1

Immunizat
ionEvalua
tion

Immunizat
ionRecomm
endation

Invoice
List

MeasureRe
port

Olcfod

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

olAA QA
Goal.statusDate

NO_DATE

ImagingStudy.started

Immunization.recorded

ImmunizationEvaluation.date

ImmunizationRecommendation.date

Invoice.date
List.date

MeasureReport.period.start

Media.issued

MedicationAdministration.effective

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted
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Resource 2IAA @A

Molecular NO DATE

Sequence

Nutrition NutritionOrder.dateTime

Order

BHEX| Observation.effective

2HR} NO_DATE

Person NO_DATE

Xt Procedure.performed

&3 Provenance.occurredPeriod.start, Provenance.occurredDateTime

Questionn QuestionnaireResponse.authored
aireRespo
nse

RelatedPe NO_DATE
rson

RequestGr  RequestGroup.authoredOn
oup

ResearchS  ResearchSubject.period
ubject

RiskAsses RiskAssessment.occurrenceDateTime, RiskAssessment.occurrencePeriod.start
sment

ol
=

VAl

Schedule.planningHorizon

ServiceRe ServiceRequest.authoredOn
quest

AH
(=]

M|kl

©.receivedTime
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Resource 2IAA @A

SupplyDel SupplyDelivery.occurrenceDateTime, SupplyDelivery.occurrencePeriod.start,
ivery SupplyDelivery.occurrenceTiming.event

SupplyReq  SupplyRequest.authoredOn
uest

VisionPre VisionPrescription.dateWritten
scription

E Ar&35t04 ValueSet ZE AM $expand

AWS HealthLake = O|X| 40| =&!8t ValueSets0ll CHEF $e
ValueSet ZIAA(S)0| ZEE I o| FA S22 AME £ &LICH o] 2 ¢
off &3l & LIct

2 el 7tset 2E ZE AM

. NS QIE{HO|A0] AR THS B M E Al
(o]

A

2
0p
2

FHEIANE LHO‘||A‘| Lk

[ |

$expand Q2 GET X POST HMEE 25 A&5t04 ValueSet E[AANAM EEE = JUELICH

GET/POST [base]/ValueSet/[id]/$expand
GET [base]/ValueSet/$expand?url=http://example.com
POST [base]/ValueSet/$expand

X|Hxl= oetolE

HealthLake= FHIR R4 $expand It2+O|E{Q| 52| &lgte K| ELICH
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It2HO|E Type ol =l

url uri ofL|2 &t &8t ValueSetQ| Al URL

id id ot et xkst ValueSet 2lAA ID(GET EE= POST &t
Ho| 32)

filter EAtA No Ac &E Zn ZEe{d

count M oL gtetst I E £

offset M ofL gretstz| Mof|l AUHE dxlste T E =L
C ZE2l & x| 2 oot M E|0] 22
ValueSetl| EE R E|X| of2 MA| 2EI=X0f=
MEL|x| et&LCt

of A

IDEd GET 2%

GET [base]/ValueSet/example-valueset/$expand

[z}

EIE A28 URLE GET 24

GET [base]/ValueSet/$expand?url=http://example.com/ValueSet/my-
valueset&filter=male&count=5

T2l 0|E{E AFR 3 POST (D 7I1E)

POST [base]/ValueSet/example-valueset/$expand
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "count",

"valueInteger": 10
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1,
{
"name": "filter",
"valueString": "admin"
}

T2t 0|E{E AFR 3 POST 2&(URL 71F)

POST [base]/ValueSet/$expand
Content-Type: application/fhir+json

"resourceType": "Parameters",
"parameter": [

{

Ilnamell: Ilurlll’
"valueUri": "http://hl7.0rg/fhir/ValueSet/administrative-gender"

"name": "count",
"valueInteger": 10

—_

i EAE ATt LEEl expansion 249 &7 ValueSet 2| AAE HHEFEHLICEH

"resourceType": "ValueSet",

"id": "administrative-gender",

"status": "active",

"expansion": {
"identifier": "urn:uuid:12345678-1234-1234-1234-123456789abc",
"timestamp": "2024-01-15T10:30:00Z",

"total": 4,
"parameter": [
{
"name": "count",

$Operations 407



AWS HealthLake TR 7H0|E

"valueInteger": 10

}
1,
"contains": [

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "male",
"display": "Male"

},

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "female",
"display": "Female"

.

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "other",
"display": "Other"

},

{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "unknown",
"display": "Unknown"

}

[a

SEol= ctgol| ZEELct.

+ expansion.total: =& El ValueSete| & I E ¢
- expansion.contains: & E FEQ A|AE] FE 2 EA| ZfO| HHA

- expansion.parameter: & QHof| AFEE|= Tt2t0|E

$expand Ed ALrol CHEH RFMIBH LHE 2 FHIR R4 ValueSet $expand MBME & ZSHAL.

FHIRE AH873}04 HealthLake ClIO|E| LHELHZ| $export

FHIR $export 2212 Al 35}04 HealthLake C|O|E{ AE0{0{ M CHE S 2 CO|E{E LHE'H £ USL
Ct. HealthLake= POST & GET 282 $export ALE35t0{ FHIRZ X[HFLICH & AFE5t0{ LIE LY
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AWS HealthLake

JHeER 7Hol=

® Note
FHIRE Al

AA 340F L EHEL|C}
AWS 7:||7C-I A‘|H|A ol-l:I-EH.‘éI- LH
Service Quotas Et

o m

HealthLake= CtS1t &2 M| 7tX| 8ol C

0%

HealthLake CHE $export &

L—H H L—H AMOd

= O
7l &
5
AAE! HealthLake FHIR MBI 2

E CloIEE LHEHLICE.

= A ElAA S8t d4E 2
29N AA FHES LESI{ EE F
Atet 2t2dEl 2 E OO E LY

B |CH
|8 E X 2t

N & IDE
2= 2

o

Sesteie Lo ﬁ?.FOI Rl 1AM A8 18
= £ matolelE ZasHol pos@ucr.

504 0|R0{Zl 2 E HealthLake LHELHZ7| 2
Amazon S3 HAIS 2 LHE LH$export &EILICt. 0{7|M ZF Amazon S3 Z4A|0f|= E

A0o{ofF 3tH L9l $export

2 c
s B

ndjson @Ale 2 HJEJELTL
FHIR 2|

r

LEES 7ol €2 = U&LICH RMEF LIS

-
MO

POST https://healthlake
. region.amazonaws.com/dat
astore/ datastoreld /r4/$export

POST https://healthlake

. region.amazonaws.com/dat

astore/ datastoreld /r4/Patient/$expor
t

GET https://healthlake. region.amazonaw
s.com/datastore/ datastoreld /r4/Patie
nt/$export

POST https://healthlake

. region.amazonaws.com/dat

astore/ datastorelId /r4/Group/ id/
$export
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LHEL MY T2
71 &

S4

o

GET https://healthlake. region.amazonaw
s.com/datastore/ datastoreld /r4/Group
/ id/$export

AlEfst7| ™ #EH| A

HealthLake& FHIR REST APIE At&35t04 LIELHT| @8 E ste{H OIS 27 Mg S SFsHof gL
Ct.

- 2L 2UE SBHE O BRE B0l U ABR, 28 SE AUE HHsHOLHLIT AN
P3|

AR
2F LIE2 $export 2 HEF F018 HZHAMIR.

« O|O|E{E LHE Y Amazon S3 B{Z!0f CHBt HealthLake YAM|A HEHS 2 0d5tE MH|A gt2 AMA
ok fLlct. =8t MH|A 248 2 HealthLakeE AH|A E Ot Ix{li X|HatioF ghLict. #8t Ao
CHEE REMIEH LI 2 MME R ESMLIE L] Zedofl CHEr #8F A,

FHIR REST APIE AtE350 LHELH7| 2HE HEXHo 2 +&5ie{H IAM EE= OAuth2.0. AH|A
& 4040k BfLICH

IAMZ ALE35to @& Tek F0oq

2f =|o{oF ELICH REMIEF LIS

|-I=I

$export LHE & W ALEXt, 28 F= G&ol IAM o] H=iof
2 LEL}7| Ztdo] cist HEt A3 Chels AR 5HAIA

= - 2O -

FHIR(OAuth 2.0)0{ A SMARTE At&3t0f & M3t 504

FHIR X|2 HealthLake G|O|E{ AE0{2] SMARTOMIAM $export L&
olo{of &rL|Ct. XtM|IBt LI 2 HealthLake2| FHIR 2|AA B12lo CH
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(@ Note
GET 20| $export U= FHIR2 HEUZ| 2 HAM mtelg 7| fla S st 215 L
= EfA EZ(FHIROMAM SMARTS! 2<)0| 27 LIC $exportAM FHIRS A& 3504

o2 48A|2F SOHCIREEE GET &= U&LICH.

Hid

gy
HC Tl

$export 235l

O| MMM E FHIR REST APIE A235tod LHELHY| Q&S & mf +3lslof st 4 HHAHIE MEs
L|ct.

AWS HHol| 2 2F0| B E|X| A= $export T=2 MSSHK| o1 POST 2&H5t0 HE
ElAEst= dol E&LICH

(@]
Il

0zt

k=]
=

ted™ C

0jo
fjo

sl oF 2Lt

[e]l]

—

 K|¥ElE =X QIE CHEt POST 28 URL$exportlME X|HELICEH

N

. E2eF &l otetoleE XIggLo

w

L net0/HE Holste 2 BEE2S RIEELICHL

1B X|El= A =EZQIEQ| POST 27 URLS$exportHE X[ ELILCE.

HealthLake= Al 7tX| &2l CHE LHELHZ| AEZQIE ™S X|HEFLICH OiF HELHZ| RS
StedH X[kl M A=xQIE F stLtof CHsH POSTZ(EF @ & sof & LICH Ot ddAolMdeE 2F
N

URL$exportO|ME X[HE {x|E E0oi&LICt

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
$export

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
Patient/$export

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
Group/id/$export

POST 2 EXIE0|M CtS2t Z 0| X|HElE AM TtetO|HE AL E &+ A&LICH
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JHeER 7Hol=

KlHxls A4 oetolE

HealthLake= CHZF LHELHZ| @ HoiM ClS 2t

S Aoz 2™E MEs7| ™ol 1=

Ol&

_outputFormat

_type

_Since

_until

oL

ofL|

ofL|

2 application/
fhir+ndjson ,
application/
ndjson , &L
Ctndjson.

|_
flm =
mek HL
=
o =
)
1
2
2

b
M

> H
AL
M H

=0
0

il

1

MO T
Py
EU
>

|_

>

mn
Lo A

1
R
°
C
0
o
1o

E=
o rin
L]

o I —

P

ol

|0 mo HI
fl
1>

o |
T
<
©
» 29 0
o
ay 10
oy Hu
T M
0 W

I
ol
rr

E
>
m
==
©

0% ok T

°o 2
S I
> |H

Bl

E_
5 T
|0 r rin of

hu

o 1> B R o
o & Ho [> rr &
o 2 o 40 0 m
oo M 2 o
o >
=554
IR
o 2
]Iﬂg-?-

o

ST EFUATE e
2 ofFoll 38 24
£ gL L2 LY

EAR
7|8 ?IEF & Alzt

&_type=Me
dicationS
tatement,
Observation

&_since=2
024-05-09
TO0%3A00%3A00Z

& until=2
024-12-31
T23%3A59%3A597
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JHeER 7Hol=

Ol&

5]
1
-~

2EHA|: E= sle] mhetole x1-

FHIR REST APIE At

5tod LHE LN 7|

ZHI= E}Ql: application/fhir+json
A

M3S AHE: respond-async

m]
o

nx

ot
o

|£ X9l sincedt

|2t 7H ALS
2lLICH 2laa R
of orx|2Zt2 2 40|

EEl AlZto] gis 89

S e Ml E L.

N
o

tn

2HE ot O3 sl mheto|EHE X|

of|

YatioF BfLct.

Key(Z1) 42 A 7t
DataAccessRoleArn of| HealthLake MH|A 93 arn:aws:i
&Fo| ARNQILICH At am:: 444455556
k|l MHIA Q&2 666 :role/your-
HealthLakeE AMH|A healthlake-se
Hot FANZE X|H3HoF  rvice-role
ghLCh.
JobName oL LHELH7| %92 0|&  your-export-
Lt job-name
S3Uri of OutputDataConfig 7| s3://amzn
ol dlL|Ct LHEH  -s3-demo-
CIOIEHE CIREEE bucket/ EXPORT-
JoB /
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Key(Z|) =7 AH 43
CHA B{Z!2] S3 URIY
L|C}.

KmsKeyld of OutputDataConfig arn:aws:k

71| L2 it ms: region-of-
Amazon S3 HHZ!2 & bucket:123456789
St O A El= 012 :key/1234abcd-
AWS KMS 7|2| ARN 12ab-34cd
2JL|ch. -56ef-123
4567890ab

Example FHIR REST APIE Al235l0f £+ &= LIELH7| Mo EE

FHIR REST APIE At&st0{ LIELHY| @™ E stedH Ch31t 20| EE 2 X|HsH ok &LIct

{
"DataAccessRoleArn": "arn:aws:iam::444455556666:r0le/your-healthlake-service-role",
"JobName": "your-export-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
}

content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
export/your-export-request-job-id

HE2

0lo
HO

~
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"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

LHELZ| & 2el

HE El$exportsto] T LHELIY| 2| EE At

LHELHZ| L& 0| dSstHE AHE35t0 28
1 R LHELZ| S HE $export FAE £+ U&LICH

REST APIE At835t0] LIELHT| @S FAStH F4 HEE MEE MMM LHEH Hlo|EH F20

CHSHAEF @ = 0] HEL|cH

CHe FHOIME B8 2 LH7| Q30| HEHS THHQ L 2|48 4 9

LHELHZ| 38 F|4
LHEL7| @S #|A52{M DELETE QS 5t1 2% URLA 24 ID
DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/youx-

export-request-job-id

T

20| dSstH S +AgLCH

{
"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",
"datastoreld": "your-data-store-id"
}
}

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",

415
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"diagnostics": "Interaction not supported."

}

HEWZ 28 438

LHE 7| 2% o| HEHE 7tXK{22{™ export XE AI&3+0{ GET L& LIClexport-request-
job-id.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-
export-request-id

JSON %E.*OHE ExportJobProperties ZiA|7} & ELICt o{7[ofl= CtSa 22 7[:.4f mo{7} =

O|& 2 A ot
DataAccessRoleArn ofL|2 HealthLake MH|A 21 arn:aws:i
& o| ARNQILICEH At am:: 444455556
SE|l= MH|A 982 666 :role/your-
HealthLakeE AH|A  healthlake-se
2ot =X Z X|H5H0F  rvice-role
gt
SubmitTime oL LHELHZ| 24O XM[E  Apr 21, 2023
El L ct. 5:58:02
EndTime ot LHELHZ| 4ol &t2  Apr 21, 2023
E AlZFdLCE. 6:00:08 PM
JobName ot LHELHZ| 232 0|& your-export-
Lct, job-name
JobStatus oL sEiecSn LS
L|Ct.
SUBMITTED |
IN_PROGRESS
| COMPLETED

$Operations 416



AWS HealthLake

JHeER 7Hol=

e
1
=)
1z
02

Ol&

OutputDataConfig 24
Aol L ILICt. LY
2 O|o|EHE Ct2
ECE 0o HZ 9
Amazon S3 URIQIL]
Ct.

S3Uri o

KmsKeyld o OutputDataConfig

7o L eLct,
Amazon S3 HZ!&
St O A El=E
AWS KMS 7|2| ARN
Lt

HL

Example: FHIR REST APIE AF85to] =™ E 4 LHELH7| Eo| 2&

MIstH oS0 22 JSON 82 A Eulct
{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-expoxrt-job",

"jobStatus": "SUBMITTED",
"submitTime": "Apr 21, 2023 5:58:02 PM",
"endTime": "Apr 21, 2023 6:00:08 PM",
"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab" "
}
},

7t
HA

_WITH_ERRORS |
COMPLETED |
FAILED

s3://amzn
-s3-demo-
bucket/ EXPORT-
JOB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab
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"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
}

HealthLakeOll CHEF FHIR $inquire =]

$inquire XA S Sal o|™ol MESH AT B 2o o] AENE &g £+ &Lt o] 2
2 Da Vinci AF™ £Q1 X[ (PAS) 734 710|EE F3#15+04 $4A| Tt Ho{ 2HE AMSH=E EESHE
FHIR 7|Et K3 E2E X|S&rLct.

Rt= HEAI
=S o™

- HEIME: gelsiedies 2ot X2 HEIF Lo E FHIR HES 2L

r
n

M HealthLake= CllO|E{ AE0{0f A SHE ClaimResponseE Z4A4%!

I
>
=

. 7ML bR 21T BB Sof AEf7H ZMELICH

-

e |
- S X e Fo{ JEN(CHVIE IS, $2E, HRE S)8 F4Hel 8 WL

(® Note
$inquires= 7|&E W& Foi AEHE AMF|
= ™85t AL Mool ESHK| f&LICt

rr
O
Al
2
olo
1A

FedelL|Ct. O|O|Ef AE 02| B|AA

API = ZOIE

POST /datastore/{datastoreId}/r4/Claim/$inquire
Content-Type: application/fhir+json

QYL 2 T &stE FHIR HE 2|AA0{oF gLC.
« Bundle.type: 0[0{0F & "collection"
« Bundle.entry: CtS2 At835t0{ &5 5tLte| 2aIY 2laAE Z&sHok gLct

 use = "preauthorization"
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e status = "active"

 BE Blas: UM BESHE BE 2l4AT} HE EE|0{ok BLICH

m

@ Query-by-Example

0l2d HEO| B|AA L ZdM EIZ 2l i3t 2

ok
L
]
T
D

0
5
—
Q

o
(D

S

2
OH
|-[[
i
Pl
00
Q'I_l
2
glzl

ClaimResponseE & &L|LC}.

L 2las
Resource Zic|d2lE| Ry =L
23 1 PAS 28I 29 Zolstt{= AHH Mt 2o
gzt 1 PAS £&{ x} &} et QT ESH HE
ZE(EEA 1 PAS 28 S|At =7 =2E 3|Ab
ZE(MSA 1 PAS 28 =% RYE MES 2| MH[A XMS
N}

HealthLake= CH2 2 AF23104 ClaimResponseS ZdA4tL|C}.

. Zelol #at &%
. Bolelol H3 BlA B E
. 2oyl BER AE
. B0l MAE LR(AIZH EE])
© Xy 72l
2E 2ol S #Atet ZE(0fof FLICH BAF AlHO| gis ALY HA HElE HBEX|

5Q
my rin
r
o
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JHeER 7Hol=

QHE A

POST /datastore/example-datastore/r4/Claim/$inquire
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Bundle",
"id": "PASClaimInquiryBundleExample",
"meta": {
"profile":

inquiry-request-bundle"]

iy

"identifier": {

"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",

"value": "5269368"

.
"type": "collection",
"timestamp": "2005-05-02T14:30:00+05:00",
"entry": [
{

["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-

"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim-inquiry"]

I
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code": "professional"
1]
},
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
},

"created": "2005-05-02T711:01:00+05:00",
"insurer": {
"reference": "Organization/InsurerExample"

}I

$Operations
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"provider": {
"reference": "Organization/UMOExample"

}
}I

{
"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

}I

"name": [{
"family": "SMITH",
"given": ["JOE"]

11,

"gender": "male"

}
},

{
"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

I
"name": "Provider Organization"
}
},
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"name": "Insurance Company"
}
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ts

84X} HEH H0oq AEHO| ClaimResponse, A 7|£1F U x|5tE B 0424 ClaimResponse
QYO B E HE EAA(E|E0HD)
SO o ZEl AlZHo| Ef AR

8t ClaimResponse 21}

21t MEH
queued et 204 20| ot 2 AE EHF SLICH
complete et 204 Z%(disposition &2/7HE &Ql)
error 2| ol 2F 7} eSS L|Ct.
partial BEE Heh 7o
{
"resourceType": "Bundle",
"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"
I
"type": "collection",
"timestamp": "2005-05-02T14:30:15+05:00",
"entry": [
{

"fullUrl": "http://example.org/fhir/ClaimResponse/InquiryResponseExample",
"resource": {
"resourceType": "ClaimResponse",
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"id": "InquiryResponseExample",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claimresponse-inquiry"]

},
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
I
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
I

"created": "2005-05-02T11:05:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
I
"request": {
"reference": "Claim/MedicalServicesAuthorizationExample"
},
"outcome": "complete",
"disposition": "Approved",
"preAuthRef": "AUTH12345"
}
I

{
"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim-inquiry"]

},
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
.

$Operations 423



AWS HealthLake TR 7H0|E

"use": "preauthorization",
"patient": {

"reference": "Patient/SubscriberExample"
iy

"created": "2005-05-02T11:01:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
I
"provider": {
"reference": "Organization/UMOExample"
}
}
},
{

"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

I
"name": [{
"family": "SMITH",
"given": ["JOE"]
1,
"gender": "male"
}
},
{

"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

},
"name": "Provider Organization"
}
3,

{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",

"resource": {
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JHeER 7Hol=

"resourceType": "Organization",
"id": "InsurerExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-

insurer"]

iy

"name": "Insurance Company"

-

QY d4Hol fEtX| pfHL HEO| Aue mf gretELCt

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "error",
"code": "required",
"diagnostics": "Reference 'Patient/SubscriberExample' at path 'patient' for

"CLAIM' resource not found(at Bundle.entry[@].resource)"

}

401 Heto| eis

0IF X7 0| F2HEHLt RE5HA| oS mf BHEELIC
{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "forbidden",
"diagnostics": "Invalid authorization header"
}
]
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}

JHeER 7Hol=

403 =X|E

CIZ = AL R0 H QHEE 2|AA0] HMAE

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Insufficient SMART scope permissions."
}
]
}
400 &2 £ Qle 8%
Z{2|oi| CH3 Lx|5HE ClaimResponseE 32 = Qi A< dtetELICt
{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "not-found",
"diagnostics":

"Resource not found. No ClaimResponse found from the input Claim
that matches the specified Claim properties patient,
Bundle.entry[0@].resource)"

]

insurer, provider, and created(at

415 X|{E[X| &= OIClof 7

Content-Type 347t application/fhir+jsonO| Of'2 [ BtEHElL|CE

{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "value",
"diagnostics": "Incorrect MIME-type. Update request Content-Type header."
$Operations
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]

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "throttled",
"diagnostics": "Rate limit exceeded. Please retry after some time."
]
}

o XMeh3| stLte| 2o 2|lAA S Zehslof §Fuct
 AXEQE gIAAT HEO| Z & E|o{oF EFL|CH

PAS 20¢ #2| =22l F£56loF gFLict.

e Claim.use 040f §fLIC}. "preauthorization"

Claim.status 040F EfLIC} "active"

M

£ ZC: patient, insurer, provider, created

« DE 2|AAE Y PAS #E| T2 LS &456HoF &hLCt.
o EQF X BIAATE Qlo{of ELICHEA B =&, SZX = &)
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AWS HealthLake IR 740l =
- WA & ZE= HE HolM =5t siA] 7t sl of & LICH.
g5 A
NS AQF
SlAA = KEt HEF 2 007H
HE 37| Mgt %|CH 5MB
L Het
$inquire H U2 ALS5tE{™ IAM 2 &of CtZ 0| JU=X| =elgLICt.
« healthlake:InquirePreAuthClaim- & £ &3l2{™
FHIR &1%|2| SMART
Z| 4 Hae Hel:
 SMART v1: user/ClaimResponse.read
 SMART v2: user/ClaimResponse.s
S8 73 &1 AE
A =&}
|1 o T
F9|E& X|£35t™ HealthLake= C}HZ2 A& 5104 ClaimResponseE ZAMerLICEH
- 22 FoYol Bt HE
- 2 oo B SIAHEE
- Q2 o SZA X
- 22 SO oA HMEE (Al HE)
CtE x| 0424 ClaimResponses A4 7|&1t UX|5H= ES HealthLakeE YxleteE ZE 20 E B
grefLich |4l ClaimResponse.created EFHARIE AL 5t0 z[&] EHE Al sH{ok & LICH.
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HoolEE EEIY

SUst AFM HEt £2o4(od: 28I v1.1, v1.2, v1.3)0f CHEF 042 UCIO|EE AMESH B $inquire &
U A |Z& 0 ek =&l ™0 42 El ClaimResponseE A ELICEH

oH
n
b
z
N

ClaimResponse& H&tgrL|C}
AE £ AL UOI0|ESHK| i g
=
=

S5t R| i S

H S
- M et F0o{ MEIE EE|HEX| &S

1. Provider submits PA request
POST /Claim/$submit
# Returns ClaimResponse with outcome="queued"

2. Payer reviews request (asynchronous)
# Updates ClaimResponse status internally

3. Provider checks status
POST /Claim/$inquire
# Returns ClaimResponse with outcome="queued" (still pending)

4. Provider checks status again later
POST /Claim/$inquire
# Returns ClaimResponse with outcome="complete", disposition="Approved"

24 xFod

- 1 -~

e

« Claim/$submit - A AFR M8 2o

QXM MESHHL 7|ZE HE 2o 2% Ho|o|EFLICH.
 Patient/$everything - A Heh Fof ZAEIA o)

$Operations 429



AWS HealthLake TR 7H0|E

£ Ar8stod 7 MF HE A4 $1lookup

AWS HealthLake £ O|X| CodeSystem Z|A 201 CHEt $1ookup XS x|tz 2 T =9 ZH2 AlY
HEE M33tod ZE A|ABIS| EH JHHo| CHEt ME HEE HME £ QlaLch o] 22 ChS 0|
Lot B0 E5| RSELIC

- §H 0|7 ICof CiEt ME HE AM

. 28t 204 CIOEZ Y4 oAt B K|
INE=

$lookup EU2 GET L POST HAMEE 25 A25l04 CodeSystem ZIAAMM 558 4= Q&L
Ct

GET [base]/CodeSystem/$lookup?system=http://snomed.info/
sct&code=73211009&version=20230901
POST [base]/CodeSystem/$lookup

X|#H=l= oekolH

HealthLake= FHIR R4 $lookup It2t0|E{Q| 519 &E S X FLIC.

ot2tole Type I Ay

code code of 371 s I I =(0dl: SNOMED CT9|
"71620000")

system uri ol A= A|AEIS H A URL(MI: "http://snomed.inf
o/sct")

version 2R No T AAHS &Y HH

$Operations 430


http://snomed.info/sct
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of|

GET %3

GET [base]/CodeSystem/$lookup?system=http://snomed.info/

sct&code=716200008version=2023-09

POST 2%

POST [base]/CodeSystem/$lookup
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "system",
"valueUri": "http://snomed.info/sct"
I
{
"name": "code",
"valueCode": "71620000"
I
{
"name": "version",
"valueString": "2023-09"
}
]
}
ME 8%

22 7 MR HEIF Z e E ntetolH 2l4aa

{
"resourceType": "Parameters",
"parameter": [{
"name": "name",
"valueString": "SNOMED CT Fractures"
},
{

"name": "version",
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[
| M-

"valueString": "2023-09"

"name": "display",
"valueString": "Fracture of femur"
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
I
{
"name": "value",
"valueCode": "263225007"
I
{
"name": "description",
"valueString": "Fracture of neck of femur"
}
]
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
I
{
"name": "value",
"valueCode": "263227004"
I
{
"name": "description",
"valueString": "Fracture of shaft of femur"
}
]

& 7tstt 49 ohE melolEvE 28 E

L|ch.
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name =AM ILC AMAHEIO|E
version EAtA L AAE HA
display =AM g o| EA| 0|8
designation BackboneE Of 7H'ofl ciet F7F e L|ct.
lement
property BackboneE el FIt £-(Hel, A 8)
lement
SE

$lookup =rd:

1. 24 m2to|E{(code L system)E ASELICH
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« $1lookup HealthLake0l| M £ 2|5t X|2F O|O|E AE 040 BA|MO 2 XHEE[X| 22 CodeSystemso]
Mol e

$1lookup Zed Aboll CHEF REAIEH LHE 2 FHIR R4 CodeSystem $1ookup MAHME XML,

$member-add HealthLakeOl| CH&H 2+

FHIR $member-add &2 18 244, E5| HH £ S50 H
DaVinci HHH &4 73 710|=

o
ne
4
o
E— -
0=
E
aty L
0x
mo A
i O
]
ol ]
N
4o I
ro
[
02

U A=XQIE

POST [base]/datastore/{datastoreld}/r4/Group/{groupId}/$member-add
Content-Type: application/json

Parameters
xteie Ch2 metole| =& 0| e FHIR It2tO|E 2| AAE 2§ Ct.
o2tole M

CtS mietole =8 & StLEE A8 E

1
30
o>
r
ful

24 1: | 1D+ 22 NPI
memberId + providerNpi

memberId + providerNpi + attributionPeriod

SM2: A EE + SEREZE
patientReference + providerReference

patientReference + providerReference + attributionPeriod

oet0le MF 82
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NAR: BR AL AlLAE

{
"name": "memberId",
"valueldentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
}

A|AE: hitp://terminology.hl7.org/CodeSystem/NPI

{
"name": "providerNpi",
"valuelIdentifier": {
"system": "http://terminology.hl7.0rg/CodeSystem/NPI",
"value": "1234567890"
}
}

patientReference(A1E4 AL
FIME &R 2lAAof Chet A A= QlLc

& Ex

-~

"name": "patientReference",

"valueReference": {
"reference": "Patient/patient-123"

providerReference(A1&4 ALg)

=AF 2laaof ot Y &= LCH.

O

CEE

=0
o
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{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"
}
}

attributionPeriod(A1EH4 AFEH

A7 SE Aol HEEE 7(zh Lot

8. 7|2t
{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"
}
}
2 oA
HH ID & SSANPI AL
{
"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueldentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
I
{

"name": "providerNpi",

"valueIdentifier": {
"system": "http://terminology.hl7.o0rg/CodeSystem/NPI",
"value": "1234567890"

}
}I
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{
"name": "attributionPeriod",
{

"valuePeriod":
"start": "2024-07-15",

"end": "2025-07-14"

ESNE S

o2k

= At

el
OH

Kt

o

"resourceType": "Parameters",

"parameter": [
{
"name": "patientReference"

{

"valueReference":
"reference": "Patient/patient-123"

’

}
iy

"name": "providerReference",

{

"valueReference":
"reference": "Practitioner/provider-456"

}
.
{

"attributionPeriod",

Ilnamell .
{

"valuePeriod":
"start": "2024-07-15",

"end": "2025-07-14"

437

HTTP Status: 200 0K
Content-Type: application/fhir+json
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"resourceType": "OperationOutcome",
"issue": [
{

"severity": "success",
"code": "informational",
"details": {
"text": "Member Patient/patient-new successfully added to the Member
Attribution List."
}

—

to

3
0lo
i

[la]
il
0
20)
Mo

7

A

HTTP 4'Ef: 400 E R E 273

{
"resourceType": "OperationQutcome",
"issue": [

{
"severity": "error",
"code": "invalid",
"details": {

"text": "Invalid parameter combination provided"

}

}

]
}

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
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"code": "not-found",
"details": {
"text": "Resource not found."
}
}
]
}
HE &=

HTTP &fEl: 409 &=

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "conflict",
"details": {
"text": "Resource version conflict detected"
}
}
]
}
HRE 54 JE

HTTP &EH: 422 2| 2758 AEE|

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"text": "Cannot add member to Attribution List with

must be 'draft' or 'open'."

}

status

'final'.

Status
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$member-match HealthLakeOd CHEF ZHed

AWS HealthLake = Ol &X} 2|4 A0f CHEF $member-match &g X|sta 2 ol= 7l Q17
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Ol 2tede 2txto| 7HQl MEE QX|5tHM CMS 7 48 A5t

wEE olotH ot= ol MLt

a
a

n
02
rok
z
E
o
b2
lo
>
Hu
e
1
0X
=0
A

$Operations 441



AWS HealthLake TR 7H0|E
. CMS #H &4 27F A

. o2 WIESIZ0IM HEE T Ay £

o
A
B

A+EH

POST HIMEE AI835t0q & X} E|AAMAM $member-match &S SEE 4+ U&LICH
POST [base]/Patient/$member-match

X El= ThetolH

HealthLake= Ct2 FHIR $member-match It2}O|E{E X|ELICt.

mt2tolE Type T 7|12k AH

MemberPat LN o — UX|AZA ROl TS A

ient MBI ZEE B Elaa

CoverageT ME HeY of — 7|E dlzEQ dx[AIZ|=

oMatch MEY HME He Z|liaa

CoverageT ME He oL — & Z2MA Sof dEeE o

oLink 2 He 2laA

9 s° ofL| — Teh 2048 /et s9| 2l
of| A|

ut2t0|eE AHEEF POST 23

POST [base]/Patient/$member-match
Content-Type: application/fhir+json

"resourceType": "Parameters",
"parameter": [
{
"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
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"name": [
{
"family": "Jones",
"given": ["Sarah"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
I
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/1"
I
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/subscriber-
relationship",

"code": "self",
"display": "Self"
}
]
I
"payor": [
{
"reference": "Organization/payer456"
}
]
}
},
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
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"code": "patient-privacy"
}
]
.
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/1"
},
"performer": [
{
"reference": "Patient/patient123"
}
1,
"sourceReference": {
"reference": "Document/someconsent"
},
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"

}

-

stoie Y|t Z7t ZEE LEt0lE 2lAAS BHEELIC

"resourceType": "Parameters",
"parameter": [

{

$Operations 444



AWS HealthLake

JHeER 7Hol=

"name": "MemberIdentifier",
"valueIdentifier": {

"system": "http://hospital.org/medical-record-number",

"value": "MRN-123456"

}
1,
{

"name": "MemberId",

"valueReference": {

"reference": "Patient/patient123"

}
1,
{

"name": "matchAlgorithm",

"valueString": "DEMOGRAPHIC_MATCH"
1,
{

"name": "matchDetails",

"valueString": "Demographic match: DOB + Name"
1,
{

"name": "matchedFields",

"valueString": "given,birthdate,gender,family"
}

[
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STRONG_MATCH
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matchDetails =R OHE T2 M A0 CHEE M|E &

(EXACT_MATCH,
DEMOGRAPH
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* system/Patient.read

+ system/Coverage.read

« system/Organization.read (EZ8)
« system/Practitioner.read (Z71%)
- system/PractitionerRole.read (Z718)

« system/Consent.write (E715)

F Mel
e oE 2F =4S Melguoh
* 400 Bad Request: X & $member-match 2 Y(EME ¥ E= E met0|E 5

$member-remove HealthLake0d CHE &H2d

k

$member-remove Y2 2 FHIR HHH £8 S{(2 & | )01|A‘| HHE AMHE = U&LCh
AWS HealthLake. O] 2fd2 DaVinci 2 &£ 13 710|220 U2 0|H HH £ &elstr| /8t =
M2 MAE X|ELCH

MH A

- AWS HealthLake FHIR H|O|E{ AE 04
« HealthLake Z4oi| CHEt 2 s IAM HEF

. ZOHEE 0|7 MEHO B £4 SR(OE 2l42)
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POST /Group/{id}/$member-remove
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application/fhir+json
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Parameters
22 ChEot 22 MEX ot2t0|E 7t Qe FHIR Zh2t0|H 2|&AE F2FgfLct
It 20| & g 2lE| Type Al
memberld 0..1 Al X} N7 "ol HEL|A AR}
providerNpi 0..1 A%} T&EE SZA2| NPI
patientReference  0..1 A At 2laAo] CHEE &Y &=
providerR 0..1 A 3= Xt 2lA A (Practitioner, Practitio
eference nerRole £ & Organization)od| CHEH &
ME=x
coverageR 0..1 Bl HHA Mg He| 2laao] st &=
eference
X|zlE oetole] =8
Xekls oi2tolH 22 chaot Z &L

memberId & - X|HE HEO| CHE 2 E 0{E

E X4

memberId + providerNpi- S8 &

patientReference &
patientReference + providerReference -
g LICH.

patientReference + providerReference +
lof et £ 42 MAHELICH

1O T1o=2

23 ofA|

"resourceType":
"parameter": [

{

"name" :

"Parameters",

"patientReference",

H-32A =

ElRME AM7AE L

gtoll CHt oER|RME MHE LI

M - XHE el ZE 48 MAHFELICH

EH #x-MBA ZE ol CHst o{ERIFMES MAH
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iy
{

[}

0[0
it

"valueReference": {
"reference": "Patient/12345"
}

"name": "providerReference",
"valueReference": {
"reference": "Practitioner/67890"

0[0
it
0z
OH

~

"resourceType": "Parameters",

Ilpar

{

ameter": [
"name": "result",

"valueBoolean": true

"name": "effectiveDate",
"valueDate": "2024-06-30"

"name": "status",
"valueCode": "inactive"

"name": "message",
"valueString": "Member successfully removed from

attribution list"
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"resourceType":

L

"OperationOutcome",
"issue":
{
"severity": "error",
"code": "not-found",
"details": {
"text": "Patient with identifier 'http://example.org/fhir/ident
not found in system"
},
"diagnostics":
identifier and try again.",

.|

=

to| 2 olo|

ifiers|99999'

"Cannot remove member from attribution list. Verify patient
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AWS HealthLake
["memberId"]

["Group.status"]

"expression":
}
]
}
54 S5 213 4EN422)
{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"coding": [
{
"system": "http://hl7.o0rg/fhir/us/davinci-atr/CodeSystem/atr-error-
codes",
"code": "list-final",
"display": "Attribution list is final and cannot be modified"
}
]
},
"diagnostics": "Cannot modify attribution list with status 'final'. List
modifications are not permitted after finalization.",

"expression":

}
]
}
R &l %94(400)
nHElDIE] 80| R&5HA| 9L RRE HAIY f HrEHELIC
& o wreELc

"OperationOutcome",

"resourceType":

"issue": [

{
"severity": "error",

"code": "processing",

451
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"diagnostics": "Multiple members found matching the criteria"
}
]
}
2 Ate|
- EY miet0lE A8 7hsstH 7MY A M mhetole ZE g At8stod |5k X| 8f 2 KMHE S K
gfLict
. EHOI2E ME|: MHE AT7| Mo o{EZRM 22 ME) =l
. 2% MY XE|: JHSE BE OF I7dol MHE 27 *E TH
- Bx A5 ™G 7| ™ol R E=E ZE BlaATt EXNEEX| EQIBLCH

- B OOIEHMH Y &+
« X OOlE =8 37| e

ELXOI BXF HZE K| Al

POST [base]/Patient/[ID]/$purge?deleteAuditEvent=true

Parameters
ut2tO|E Type = 7|27k M
deleteAud & ofL|2 false true@l 3 HAZAE Z AL O|HIEE ALK
itEvent grLICt.
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il nl = Type Il 712 |l
_since =R No OlolE| & Q245 H = lastModified A|ZHE 7|EtS
Eo{ MM 2 2|AAE 3E AIZ 0t AlZHE MEY
AlZt ELICH AZt e SE 8 ALEE £
ole
HA
start =X No dlolEf & 3 Al 0tz AlZte Meistod
Eof MY lastModified AlZHE 7|22 2 B|AAE
AlZt M&LCH 2o 84 ARE = U&LCH
end k! No N ME Q2 Al BE Ot AlzhE ME45H04
AlZt lastModified A|ZtS 7|t 2 B|AAE
=18 m
o A
3 oAl

POST [base]/Patient/example-patient/$purge?deleteAuditEvent=true

SE 2| of
{

"resourceType": "OperationQutcome",

"id": "purge-job",

"issue": [

{

"severity": "information",
"code": "informational",

"diagnostics": "Purge job started successfully. Job ID:
12345678-1234-1234-1234-123456789012"

}
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m
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GET [basel/$purge/[jobId]

2 & MEf HEE ghEterLICt
{
"datastoreId": "36622996blfcech7el2ee2ee®85308d3",
"jobId": "3ddlc7a5b6c@ef8cl10f566eb87e2ef9",
"status": "COMPLETED",
"submittedTime": "2025-10-31T18:43:21.8227"
}
=X}
[« |

Ird2 KHAMIE $purge B HEQF &7 StartFHIRBulkDeleteJob & DescribeFHIRBulkDeleteJob2

« MHE elacs AM SEo| EAIZIX| ef&LICH
- MH S E = Ao = HMASHK] ZE + U&LICH

. BX} LEO| BE BAAT ¥R OZ ANHEILICE

HealthLakeOl CHEF FHIR $questionnaire-package &

$questionnaire-package U2 FHIR 20 ME S HHASI D X2l5t= O EEt ZE S
Ho| & E ZHXMQIHES AMEILICH O Y2 Da Vinci A RIZ3! & #3|(DTR) T8 740
CE F35t0 o|2 I E2 0| UM @7 Aol & S LA HHZ S st
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AWS HealthLake TR 7H0|E

- 2F M H U FE HEAEQ A HRF MEX|(E)E AlYHste I2t0HE MESELICH
« AM: HealthLake= M EX|2t ZE 54 M(ValueSets, CQL 2HO|E8{E| §)2 =& LIt
7|1X: BE ElaATt £ o

C

- SH: HHE A OlolH +Es E ™A WZ|XIE &Lt

EZ3E

ALE AL

o AT S0 MEM: AIH 401 23of Zosh i MHE £~F|

« M2 HO 2 AE: X2 ME HR 2T AES S5sle O EHest EMq = E
« A H|O|E{ & XIZAAH AMEE L4 HlolE X3}

« SX QAL 8tx}l OlO|E & =R ZZlo| O|2| MAT HEX| HHZ

APIQIEZQIE

POST /datastore/{datastoreId}/r4/Questionnaire/$questionnaire-package
Content-Type: application/fhir+json
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FE2FOIE{QF 74 FHIR m2t0|E 2lAA7F E 8 E[o{of & L|Ct.

mt2+0|E Type 7t ElE| =k

coverage HMEg He 1. (E=) EAM0i| CHEF HH 3 M8 Helg A
St7| @3t ME He| ElAA(E)

questionn canonical 0.* Htete EH M2 TAHE)Q HAl

aire URL(E)(HE 2 Z&E = UR)

order Resource 0..x 2|4 A (DeviceRequest, ServiceRe

quest, MedicationRequest, Encounter
, Appointment)& FE350{ ZHEHAE
A4 XA

= O
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It 2+0|E Type 7| ElE| ME
changedSi dateTime 0..1 U BRO0| Ef AR E o|Fo0f #43
nce El 2lAaA8 BhEghL|Ct

oZt0/e 28 73
Ct& & stLt O|& 2 XMBsHof B LICHE s 2|0= coverage).
« St} O|& 29| questionnaire Al URLs

« StLF O|& 2| order ElAA

o8 5

Fol
rob
o

o
aT

* coverage + questionnaire
* coverage + order

* coverage + questionnaire + order

2 oA

POST /datastore/example-datastore/r4/Questionnaire/$questionnaire-package
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"id": "example-coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/example-patient"
},
"payor": [{
"reference": "Organization/example-payer"
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1,
"class": [{
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/coverage-class",
"code": "group"
1]
I
"value": "12345"
1]
}
I
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/home-oxygen-therapy|2.0"
},
{
"name": "order",
"resource": {
"resourceType": "ServiceRequest",
"id": "example-service-request",
"status": "active",
"intent": "order",
"code": {
"coding": [{
"system": "http://www.ama-assn.org/go/cpt",
"code": "94660",
"display": "Continuous positive airway pressure ventilation (CPAP)"
1]
},
"subject": {
"reference": "Patient/example-patient"
}
}
I
{
"name": "changedSince",
"valueDateTime": "2024-01-01T00:00:00Z"
}
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&= FHIR Tt2tO|E 2lAA
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QuestionnaireRespo 0..1 0|2 MAX|HL FEMOZ t2E SE(EHE

nse st= 49)

2Zlol= 22| 0.* MM B RE U =742 2 Fo| ZEHE cqQL 2Ho]
=R TS

ValueSet 0.* E 2 El ValueSets(& & 0| <4001 8 MEHO[ F
o
)

ExampleS & 2| of

{
"resourceType": "Parameters",
"parameter": [
{
"name": "PackageBundle",
"resource": {
"resourceType": "Bundle",
"id": "questionnaire-package-example",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-dtr/StructureDefinition/DTR-
QPackageBundle"]

I
"type": "collection",
"timestamp": "2024-03-15T10:30:00Z",
"entry": [
{

"fullUrl": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"resource": {
"resourceType": "Questionnaire",
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"id": "home-oxygen-therapy",
"url": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"version": "2.0",
"status": "active",
"title": "Home Oxygen Therapy Documentation",
"item": [
{
"linkId": "1",
"text": "Patient diagnosis",
"type": "choice",

"answerValueSet": "http://example.org/fhir/ValueSet/oxygen-diagnoses"

}
I
{
"fullUrl": "http://example.org/fhir/Library/oxygen-prepopulation",
"resource": {
"resourceType": "Library",
"id": "oxygen-prepopulation",
"url": "http://example.org/fhir/Library/oxygen-prepopulation",
"version": "1.0",
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/library-type",
"code": "logic-library"
1]
1,
"content": [{
"contentType": "text/cql",
"data": "bGlicmFyeSBPeH1nZW5QcmVwb3B1lbGF@aWOu. . ."
1]
}
1,

{
"fullUrl": "http://example.org/fhir/ValueSet/oxygen-diagnoses",

"resource": {
"resourceType": "ValueSet",
"id": "oxygen-diagnoses",
"url": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"status": "active",
"expansion": {
"timestamp": "2024-03-15T10:30:00Z",
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"contains": [

{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",
"display": "COPD with acute lower respiratory infection"
1,
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J96.01",
"display": "Acute respiratory failure with hypoxia"
}
]
}
}
1,
{

"fullUrl": "http://example.org/fhir/QuestionnaireResponse/example-
prepopulated",
"resource": {

"resourceType": "QuestionnaireResponse",
"id": "example-prepopulated",
"questionnaire": "http://example.org/fhir/Questionnaire/home-oxygen-
therapy|2.0",
"status": "in-progress",
"subject": {
"reference": "Patient/example-patient"
},
"basedOn": [{
"reference": "ServiceRequest/example-service-request"
1,
"item": [
{

"linkId": "1",
"text": "Patient diagnosis",
"answer": [{
"valueCoding": {
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",
"display": "COPD with acute lower respiratory infection"

]
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}
]
}
I
{
"name": "Outcome",
"resource": {
"resourceType": "OperationQutcome",
"issue": [{
"severity": "information",
"code": "informational",
"details": {
"text": "Successfully retrieved questionnaire package"
}
1]
}
}
]
}
Y e2E=
HealthLake7t 2 & *2|st= &H
£ 5 &3™H $questionnaire-package HealthLakeE CH2 BHAHIE =& LCH
1. a2 X|Z Q! AlH: coverage It2tO|E{0| M At L E¥ =& E FELICE
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&LCh.
3. B4 47 MEX|S HCiZste ol Bt BE WS S0 HMELI
. CQL 2tol=Efal- A 2R U Z7in URg Q3 2F

Pl
H
r
oN
4r 4o
(@)
0
Q)
3
(@)
D
o
(Vp]
|_I.
3
(@)
D
m
ne
|>
il
|E
M
N
EX!
[o)
Hu
1z}
m
o

$Operations

461



AWS HealthLake

JHeER 7Hol=
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400 HRE 2%
2% @50l Aujstm grerElL(cH
{
"resourceType": "OperationOutcome",

"issue": [{

"severity": "error",
"code": "required",
"details": {
"text": "At least one of 'questionnaire' or
'coverage'"
}
1]

54 BAAE HME 4 912 Y BHERElLICH

{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "warning",
"code": "not-found",
"details": {
"text":
could not be retrieved"
}
1]
}

401 HEH0| 9

e
Ol

A4 5Ho| +E
403 Z2X|E

QIZE AL RO REE Blaso] HMAE 4 i Mt

'order’

must be provided along with

"Referenced Library 'http://example.org/fhir/Library/missing-library'
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500 Internal Server Error
Oo7|x| t2 M @771 eh g ml gHEtElL|Ct.

501 KX S

QHE 50| of & THE|X| o2 WP HHEFELI
Hz 74

UM 45

- coverage It2tO|E] E(1..* LI EIE])

L7
« questionnaire EE= & StLt 0|4 S XMS35HOF order §fLICEH.
- ZE M8 W BlAAE RES FHIR 2lAA0{0F FLCH
- DE FE 2lALAE RFFFHIR 2|2A040F BFLCH.
« M4/ URLs SHIE &4|0|o{oF gFLCt.
=

o
L5 8 1SO 8601 dateTime0|0{0F BfL|C}.

QuestionnaireResponse A5

 status7} X3l of & (in-progress, completed, amended)
_|

« TZE AMXE MHME AR Y|S0k ELICEH
« basedOnE R%8t F& 2|AAE Bt X6l of ghLCt.
« subjectE REE A 2|lAAE B A& ofF FLICH
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2las 55 XA
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HE 37| MEt Z|CH 5MB
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« healthlake:QuestionnairePackage - 22 3 &5t2{™
« healthlake:ReadResource - 8 ZTAl L FH Z|LAAE HMetE{H
« healthlake:SearchWithPost - QuestionnaireResponse 2! &2 Z|AA S ZHAM5HE{H

FHIR &2{oil CHEF SMART

=

b

| &

[z}

 SMART v1: user/Questionnaire.read user/Library.read user/ValueSet.read
user/QuestionnaireResponse.read

« SMART v2: user/Questionnaire.rs user/Library.rs user/ValueSet.rs user/
QuestionnaireResponse.rs
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QuestionnaireResponse At 2 &IEH
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"resourceType": "Parameters",
"parameter": [

{

"name": "coverage",

"resource": { /* Patient's insurance coverage */ }
.
{

"name": "order",

"resource": {
"resourceType": "ServiceRequest",

"code": {
"coding": [{
"system": "http://www.ama-assn.org/go/cpt",
"code": "94660"

]

r
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Znt: #AF HHO|E It EHRE| ZIE ZEZ DI2| M, Sit7| Rz DEXI7F 27

AE Ael 2: §E HE ZAFHY AN

AuE: 7 £+ E ol S=XtollH &8 Hrle| dEX|7F 2L

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Coverage resource */ }
b
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme-request|3.1.0"
}
]
}
Au: 2 E S0 & HEs| A 3.1.02| Dell 2 HEX|E ghErghuct
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AWS HealthLake
ArE At 3: ¥HI0|E & el
AlLt2|2: A= OHx[2 Z2 o] HOIo|EEl MEX| ElAA7 JUeX] &l
{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
resource": { /* Coverage resource */ }
.
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/medication-request"
.
{
"name": "changedSince",
"valueDateTime": "2024-03-01T00:00:00Z"
}
]
}
At 20243 3 1 O|F0of| =HE 2| AADEBFESHHLE HEE|X| 2f2 2 gl o7 |X|E ghaterL]
C}.
AME AMtE 4: 048] FE
ALtE|2: 3ZR7F ME CHE HEX7HEQE = /Ue o] MH|A 2EE MEF LT
{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Coverage resource */ }
.
{
"name": "order",
resource": { /* ServiceRequest for imaging */ }
.
{
"name": "order",
"resource": { /* ServiceRequest for DME */ }
468
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{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme|2.1.0"
}
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2. 8 &0 M changedSince &€&

AHFE HMASHE MEX|C| AL changedSinceS AL 35104 H|O|E| M& 2 £ ASELICEH

{
"name": "changedSince",
"valueDateTime": "2024-03-10T15:30:00Z"
}
O clo|EEl 2] ot 504 X1 A[Z+o CHAE AL TS E LI

{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"beneficiary": { "reference": "Patient/123" 3},
"payor": [{ "reference": "Organization/payer-abc" }],
"class": [{ /* Group/plan information */ }]
}
}

O|ft: HealthLake7l X|2 Q1 MEX| X 2F AH¥E AlHste ol =&0| Ll

a4 x+od
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e

« Claim/$submit - 2t2F B} &7 AHH HEH 2o 2 ME
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* ValueSet/$expand - B {dE40f CHEt ValueSets = &

HealthLakeOl CHE FHIR $submit &

$submit XS S 522 IS RIZKHH| AFH HEH 204 2 E MAMoZ MEE &= USL
Ch. O] 24 Da Vinci AHM &2l X[§(PAS) 73 7I0|EE F345l0{ AFH £ MEE Tt EEEHE
FHIR 7|Et K3 E2E X|Z¢rL|ct.
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AWS HealthLake HEf Rt 7t0|=
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« A5: HealthLake= PAS 27 AIEE 7|E2 2 NE& H5&LICH
« X|&M: BZE B|AAT} HealthLake GIO|E{ AE 0404 K& EIL|CE
. SE i7" MEfol F2tai0l SE S vt
- ZEMA: HE F0{ 2™ XIZ ol efal| HIS7|MHe 2 XMelELIcH
APIQIEZQIE
POST /datastore/{datastoreld}/r4/Claim/$submit
Content-Type: application/fhir+json
2% 7=
HE QT AL
LHE2 28 Z&5HE FHIR HE 2|AA040F ELC.
« Bundle.type: 0[0{0fF & "collection"
« Bundle.entry:E At&5t0{ &S| stLto| ERY 2|AAE Z sl oF BLICH use =
"preauthorization"
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PAS Z2{E[ML

PAS PractitionerRole

PAS ServiceRequest

PAS DeviceRequest

PAS MedicationRequest

PAS DocumentR
eference

POST /datastore/example-datastore/r4/Claim/$submit
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType" "Bundle",
"id" : "MedicalServicesAuthorizationBundleExample",
"meta" : {
"profile" ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-
request-bundle"]
},
"identifier" {
"system" : "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value" : "5269367"
},
"type" : "collection",
"timestamp" "2005-05-02T11:01:00+05:00",
"entry" : [{
"fullUrl" "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
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"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim"]
},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
.
"use" "preauthorization",

"patient" : {

"reference" : "Patient/SubscriberExample"
I
"created" : "2005-05-02T11:01:00+05:00",
"insurer" : {

"reference" : "Organization/InsurerExample"
I
"provider" : {

"reference" : "Organization/UMOExample"
},
"priority" : {

"coding" : [{

"system" : "http://terminology.hl7.o0rg/CodeSystem/processpriority",

"code" : "normal"

1]

},

"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {

"reference" : "Coverage/InsuranceExample"
}

1,

"item" : [{
"extension" : [{
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"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",

"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
1]
}
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I,
"display" : "Initial"
1]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",
"valueString" : "1122344"
.
{

"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",

"valueString" : "33441122"

1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
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1]
I
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"

]

"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",

"address" : [{
"line" : ["111 1ST STREET"],

"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
1]
}
},
{
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"fullUrl" : "http://example.org/fhir/Organization/InsurerExample",
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}
I
{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage"]

},
"status" : "active",
"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
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1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"]

.
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
militaryStatus",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
"code" : "RU"
1]
}
1,
"identifier" : [{
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]
},
"system" : "http://example.org/MIN",
"value" : "12345678901"
1,
"name" : [{
"family" : "SMITH",
"given" : ["JOE"]
1,
"gender" : "male"
}
1]
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"resourceType" : "Bundle",
"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"
},
"type" : "collection",
"timestamp" : "2005-05-02T11:02:00+05:00",
"entry" : [{
"fullUrl" : "http://example.org/fhir/ClaimResponse/
PractitionerRequestorPendingResponseExample",
"resource" : {
"resourceType" : "ClaimResponse",
"id" : "PractitionerRequestorPendingResponseExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-

claimresponse"]

},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
.
"use" : "preauthorization",
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"patient" : {

"reference" : "Patient/SubscriberExample"
},
"created" : "2005-05-02T11:02:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
},
"requestor" : {
"reference" : "PractitionerRole/ReferralPractitionerRoleExample"
I
"request" : {
"reference" : "Claim/MedicalServicesAuthorizationExample"
},
"outcome" : "queued"
}
I
{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {

"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-claim",
"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-claim]|

2.1.0"
]
I
"identifier" : [{

"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",

"value" : "111099"

}

1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
I
"use" "preauthorization",

"patient" : {
"reference" : "Patient/SubscriberExample"

iy
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"created" : "2005-05-02T11:01:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
.
"provider" : {
"reference" : "Organization/UMOExample"
},
"priority" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/processpriority",
"code" : "normal"
1]
},
"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" : [{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
1]
}
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I,
"display" : "Initial"
1]
}
},
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"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",

"valueString" : "1122344"

I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",
"valueString" : "33441122"
1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
]
I
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"
]
}
]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile": [

"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-requestor",
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"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-requestor|

2.1.0"
]
I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",

"address" : [{
"line" : ["111 1ST STREET"],
"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample"
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile": [
"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer|2.1.0"

]
I
"identifier" : [{
"system" : "http://hl7.org/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
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"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}
.
{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta": {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage",
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage|2.1.0"

]
},
"status" : "active",
"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
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"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta": {

"profile": [

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"”,

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary|2.1.0"

]
I
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

militaryStatus",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
"code" : "RU"
1]
}
1,
"identifier" : [{
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]
},
"system" : "http://example.org/MIN",
"value" : "12345678901"
1,
"name" : [{
"family" : "SMITH",
"given" : ["JOE"]
1,
"gender" : "male"
}
1]

$Operations 486



AWS HealthLake TR 7H0|E

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "invalid",
"diagnostics": "The provided payload was invalid and could not be parsed
correctly."
1]
}

S YT ALY HeF F0oi 20| o|0| MEEIUE wf Bt ELICHE S MEo| H#XIF).

{
"resourceType": "OperationQOutcome",
"issue": [{
"severity": "error",
"code": "processing",
"diagnostics": "PreAuth Claim already exists"
1]
}
® s
$submit Y2 HSHULICH SUE 2HE ofe] HAMEMNT M HEt o4 20| &
E|X| & LICH CHAE ALEstod Rel ME 2| &EE $inquire EQlstEtE 412 277 EA I
ELcH

422 Melg + = A

FHIR &0l Aufg m ghehEuct
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"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "required",
"diagnostics": "Bundle contains more than one preauthorization claim"

« Bundle.type 040F &LICt. "collection"
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« Claim.use 040f g L|C}. "preauthorization"

L~ LC: patient, insurer, provider, created, priority
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« SMART v1: user/Claim.write & <all_resourceTypes_in_Bundle>.write

« SMART v2: user/Claim.c & <all_resourceTypes_in_Bundle>.c or system/*.*
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HealthLake= C}2 FHIR $validate It2tO|E{E K| EHLICE

It 2t0(E Type Tl A

resource Resource o HAEE 2lar

profile canonical ofL| A5 T2 Eo| HA URL
mode code oL S P E: createfE £ update

F{E| Et0|E 7k 4= CHo[HE E|laA

ot2tolE Type I AN

profile canonical ot ZHae 2 Eo| MAl URL

mode code oL HAZ 2 C: create®E update
od| M|

ID & utetolE Ho|z=& AFEEE 2[4 401 CHEF POST 23

POST [base]/Patient/example-patient/$validate
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "resource",

"resource": {

"resourceType": "Patient",
"id": "example-patient",
"name": [

{

"family": "Smith",
"given": ["John"]
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1,
"gender": "male",
"birthDate": "1990-01-01"
}
},
{
"name": "profile",
"valueCanonical": "http://hl7.o0rg/fhir/us/core/StructureDefinition/us-core-
patient"
I
{
"name": "mode",
"valueString": "create"
}

—

2lAA % 4l mizto|E| Ho|2E0f CHE POST 2%

POST [base]/Patient/$validate
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
"name": "resource",

"resource": {

"resourceType": "Patient",
"name": [
{

"family": "Doe",
"given": ["Jane"]

}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
},
{
"name": "profile",

"valueCanonical": "http://hl7.o0rg/fhir/us/core/StructureDefinition/us-core-
patient"
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},
{
"name": "mode",
"valueString": "update"
}

D U B 2|44 HO|ZEJ} Qs BlAA0 ChEF POST 2

POST [base]/Patient/example-patient/$validate?profile=http://hl7.0rg/fhir/us/core/
StructureDefinition/us-core-patient&mode=create
Content-Type: application/fhir+json

"resourceType": "Patient",
"id": "example-patient",
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,

"gender": "male",
"birthDate": "1990-01-01"

2lAA 23 ol XX 2|lAA HO|2Z=0] CHE POST 28

o2
a

POST [base]/Patient/$validate?profile=http://hl7.0rg/fhir/us/core/StructureDefinition/
us-core-patient&mode=create
Content-Type: application/fhir+json

{
"resourceType": "Patient",
"id": "example-patient",
"name": [
{

"family": "Smith",
"given": ["John"]
}

1,
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"gender": "male",
"birthDate": "1990-01-01"

tod2 HE ZAntel &7 OperationOutcome ElAA S

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Validation successful"
}
]
}
A8 2R/ U ME 8H
{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "required",
"details": {
"text": "Missing required element"
},

"diagnostics": "Patient.identifier is required by the US Core Patient profile",

"location": [
"Patient.identifier"

]
.
{
"severity": "warning",
"code": "code-invalid",
"details": {
"text": "Invalid code value"
.

"diagnostics": "The provided gender code is not from the required value set",
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"location": [
"Patient.gender"
]
}

=Xt
o T

$validate &d:
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- create: CZ|AAE MM S WAMEH ASELICHM 2la).

- update: 2|AATF YOHO|EE|= ARH &QIFLICHTIE 2lad).
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HealthLake= CMS Zl= APl 30 sHES
HealthLake Cl|O|E{ AE0{2| 7|& 7| UR
=]

HOR APISES RS £

o H|H =
g
O|2{Et 45 REH A=XQEQ FR SX2 0

A 22MACIZQEE AI25E EZ FHIRQUEZQIEE AMRSE ZEAPIEE2 SUSHA
Sgtict st 0|2 EHEHMO| CloudWatch X E2 EF &= whAlQlL|Ct
KHE|ECMS 45 22 M A= ZQlE

CMS H=E o435 2EMHAdEXQE AL of

/provideraccess/v2/

T4
X|Z2loM X|Z2Q!2  /payertopayerdx/v2/
= T4
0| I8 MH|A /priorauthservice/
v2/14
M3 e8M S EOIE &5 WA

E Z HealthLake API 3 &:

/patientaccess/v2/r4

baseURL/patientaccess/v2/r4
/Patient/123

baseURL/provideraccess/v2/
r4/0bservation?patient=123

baseURL/payertopayerdx/v2/x
4/Practitioner/456

baseURL/priorauthservice/v2
/r4/ExplanationOfBenefit?
patient=789
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baseURL/resourceType/[id]
baseURL/resourceType?[parameters]

]
Ho

CMS & EH A EZQRIE ME:

baseURL/interoperability-endpoint/resourceType/[id]
baseURL/interoperability-endpoint/resourceType?[parameters]

Az 22MACEQE AZE= 7|2 URLT 2lAA SF ALO|of ZIEHS| AFQUEILICH A5 284 Q=
ZOIE AR 0|29 RE {2 3| APl &1} MESF| 5UsHH S X|ELIC
AFE o K|

curl -X GET \
https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/r4/Patient/123 \

-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

A AMA &2 2EI AEXZQIE(CMS FHE):

curl -X GET \
https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/r4/
Patient/123 \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

FO

- 7|2 URL2 Ct2 Zo| X[ELICH https://healthlake.us-east-1.amazonaws.com/
datastore/abcl23

A= ZQIE H.’=!: /patientaccess/vZ/r4

A=xZQIE & CloudWatchURIType=patient-access2|oiM RIS 22 FX{E
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CMS ™ &4 E &8t &4 El CloudWatch X|E

e
CMS &% 224X A= ZQIEE A5 ™ HealthLake= CMS 211 7 AFEE X|2I5H7| I8l F7t
At B & AHEl CloudWatch K| EE AFS o2 LHEHLICE o248t X|BE = F7F 74 Qi0| 5&&}
ID, OHZ 2|7|0|M L CMSH URI KEHEZ API AFSZ S FXEHLICH
A= HFEAI
1T O O T
AS 2EMACCZQIEE AFE5I0{ APIE S ESE B2
# This call...

curl https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/r4/
Patient/123

Automatically generates metrics with:

URIType: "patient-access"

Sub: extracted from your bearer token (SMART on FHIR datastores only)
ClientId: extracted from your bearer token (SMART on FHIR datastores only)
- Plus all standard dimensions (Datastoreld, Operation, etc.)

HOH O O R
1

L

FIHIEL 7E2 HREX| ELICH 42 28E A=ZQEE AISStH SYE XREII AISL=
7

(® Note

FHIR G| O|E{ AE0{2| H| SMARTS| B< URITypeit 0| A& WA E2ZE CMS HFHZ
API AF2ZF2 FXE £ Ql&LICH Sub 2! ClientId#te o|3Et 20| Z &= HRX}
EZ1 g7 FHIR 2150l SMARTE A% T AL & £~ Q&LICH

MZ2 X|E xHH

7|& xt(Datastoreld, DatastoreType, Operation) 0= &% 2E8MH A=XZQIEE AISE
[ CtE At0| RIS 22 FIHEILICEH
N ME of| A 2t AA
URIType CMS #d & HF patient-access , 43 2EHAEEQE
provider-access , d20M RS2 ZEE
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SR =k oA\ Al 2k
payer-to-payer ,
prior-authorizatio
n

St E RPN PN EA R AL S RHRAEHE| AR}

Clientld of Z 2|7 0| ARt portal_app ,
ehr_system

A& 7tsE XE

- CallCount-& API 2 & =+

- X|4 AlZh- LE|X CHRIo API SE Al
« UserErrors - 4xx 22I0|1E 2F =+

- SystemErrors - 5xx M 2F

e NEH-ANEHE 9% =

- 4L O

+ SuccessfulRequests - 338 API &

CloudWatcho| M X|E FE|
CloudWatch Insights # 2| oA

OHEC|HO|MHMEE R E B A HM|A API ZE S FE|EHLICE.

SELECT SUM(CallCount)

FROM "AWS/HealthLake"

WHERE Datastoreld = '75clcf9b@d71cd38fec8f7fb317c4cla’
AND URIType = 'patient-access'

GROUP BY ClientId

k>
>
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LH2 & AWS HealthLake API & =& & X

|

+ AWS HealthLake 1= ZQIE Ol SHEHEF

+ HealthLake& Synthea AIX ZEEl O|O|E{ & Al

+ AWS HealthLake iZ T 2™ E

« 22X 32 AWS HealthLake

« AWS SDKO{| A HealthLake Al
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* Service Quotas

2 MH|A0| TlgHo R Algsts URLYLICH 2E # A

MHIAQIEZQIEE SAE U ZEE Al
HlA 2ol FIYHo| ZEElo] &Lt CHREL| AWS MHIAE S 2|Fof 3t A= zelE
E MB35t H i E AL X|HELICH CF EolE MH|A JEZQIET}L LIYE|o] U&LICHAWS
HealthLake.

2™ olg 2™ A=ZQIE ZIZ2ESR

O= S5 us-east-2 healthlake.us-east-2.amazonaws.com HTTPS

(273}0|

Q) healthlake-fips.us-east-2.amazonaws.com HTTPS
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(® Note

™ Itstt g

2FO| 732 Service Quotas 22 AF25t0 Y
CF. RbA|SH LH%% Service Quotas AFE MBPEMO| &EHE 571 2

2™ ol 2™ A=zQlE TZEE
Ol 8% us-east-1 healthlake.us-east-1.amazonaws.com HTTPS
(BHX|L|o}
SN healthlake-fips.us-east-1.amazonaws.com HTTPS
0= M8  us-west-2 healthlake.us-west-2.amazonaws.com HTTPS
(2EIZ)

healthlake-fips.us-west-2.amazonaws.com HTTPS
OFAIO} Ef  ap-south- healthlake.ap-south-1.amazonaws.com HTTPS
B (FH 1
0l)
OfA[O} B  ap- healthlake.ap-southeast-2.amazonaws.com HTTPS
HY(AE  southe
L) ast-2
FHLICHE  ca-centra  healthlake.ca-central-1.amazonaws.com HTTPS
) -1
FHOIY eu- healthlake.eu-west-1.amazonaws.com HTTPS
HE) west-1
SHEH eu- healthlake.eu-west-2.amazonaws.com HTTPS
=) west-2

Service Quotas
MH|A S22 AWS A™o| 2laA, 2 A E=of chst 2[cHZte 2 HolE Lt

Sync Write APl £ £ HO|ZE 3 7|of H|2{|5t0d B7t6tH, Zt 1IKB S E2 71 82 4
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-81DF8464
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D24A74BA
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-BD4B2AD7
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D5F94141
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-3EA1D6C3
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-529B6D50
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-B8DBC278
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-D16BCD46
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-E217A52D
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-40DE76FB
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-2CB9F0B5
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-198C5778
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-A7AC6F3E
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-B94D535B
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-9EB60712
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-98AD4FBA
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-611058A1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-6FDC6068
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-7366BBDE
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-442A6C60
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-DDD1A3D1
https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-5E2BA274
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https://console.aws.amazon.com/servicequotas/home/services/healthlake/quotas/L-DEBEEE9B
https://synthetichealth.github.io/synthea/
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AWS HealthLake MZ T Z2™E

CtE 223 HAIZ X2t Z 0| HealthLakeE CHE AWS AH|A2F &7 ALE5tod EAME Tsted &
A& LICH

HealthLake S & £ 4]

o O] ZEICH AEH OHZ 271|041 AWS HealthLake - 15: Amazon Quick2 At2e £A4 gl oL |E{ 2],

» AWS HealthLake H# 3t E C|O|E{Z Amazon SageMaker AIE AIE35104 0| S8 Al RS
SEct

« AWS Al MHIAE At85104 RIX| HM & 4Z XA TJefz & FHELICH

HealthLake O|HIE ZL|E{Z

« Amazon EventBridge2t S AWS HealthLake.

2 A 12 AWS HealthLake
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x1|01| Ciet 2A si2 =42 MSELICH of MMof LIEE|X| g2 E/7F 2 7AE|THo| Ho[X|2] 2E
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https://aws.amazon.com/blogs/machine-learning/population-health-applications-with-amazon-healthlake-part-1-analytics-and-monitoring-using-amazon-quicksight/
https://aws.amazon.com/blogs/machine-learning/building-predictive-disease-models-using-amazon-sagemaker-with-amazon-healthlake-normalized-data/
https://aws.amazon.com/blogs/machine-learning/building-predictive-disease-models-using-amazon-sagemaker-with-amazon-healthlake-normalized-data/
https://aws.amazon.com/blogs/machine-learning/build-a-cognitive-search-and-a-health-knowledge-graph-using-amazon-healthlake-amazon-kendra-and-amazon-neptune/
https://aws.amazon.com/blogs/industries/amazon-eventbridge-integration-for-aws-healthlake/
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 FHIR APIs

GlolE] A 0] &Y
EX: HealthLake ClIO|E{ £2E0{& ddstedm oW ChE 277 L= LICH

AccessDeniedException: Insufficient Lake Formation permission(s): Required Database on
Catalog

2022'A 112 1420il HealthLake= M CIO|E{ AE0{E MMSIE= O 228 IAM HEtE C
LIC} REAM8H LI 2 HealthLakeE AFE SIS IAM AFEXF L= 48 A (IAM Z 2[R BHHE & X5
AMAIQ
= —.

EX: AWS SDKsE A2 35104 HealthLake C|O|E{ AE0{E A& ] CIlO|E{ AE0{ MY AEl= 0

O EE o 4 9 MEHE HHEFELICH

DescribeFHIRDatastore == ListFHIRDatastores APl EE0{AM o] = & £ 9= O|O|E]
AEO0| MEf7} EIEtE|= 32 AWS SDKE |4 X o 2 d|o|EgtLCt.

VM7 &

2A: dlo|E{7} FHIR R4 & 4l0| ol AR0| = HealthLakeE A& AF2E £ QILIR?
FHIR R4 & A!o| CJ|O|E{ 2+ HealthLake C|O|E{ AEO{Z 7} XHE £ UYU&LICH 7|& ME| OO|E{E FHIR

R4 EAloZ2 HEtSE Ol E20| 2 = UE IEL] S&2 AWS HealthLake IEL{E & Z5HAMI2.

A FHIR 7tX 27| 2 efo| et o|f& FAUUL?

™ .ndjson A9l ZINEY 2O)7t U= EC7 MYEXIEH IHE BHZEE
KA R| 28 £ 9J&L|Ct o] AL 7} 4 Zlol Amist 2= oL HAESF & 5 HM| FAILURE
ZC{7t MMEL|CH XFMT LIRS & AF235104 FHIR O|0|E{ 7} X2 7| AWS HealthLake EHE &=

7tXM27| 2rdo| Aufst o|fE E45t24™ DescribeFHIRImportJob APIE AM& 5104
k=] =|
=

AE B2 Ami= YA CIoIH 37| E& HealthLake #2&2 &1t
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https://docs.aws.amazon.com/healthlake/partners/
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« JtNM27] A Ef7E @ E2 DHLHAE DM 83 M2 2 7HXX| 2 ot o

manifest.jsonCiEt M2 E COMPLETED_WITH_ERRORSE QIEfL|C}.
« 7tX27| 2 4E7t FAILED Ol HIAIX|7} gle B2 & £ 9IX|2 0/S35t0{ OfL|HAE T}
Uof HMAFL|ICtmanifest. json.

Zt o124 mlof cHal 7t xd7[ofl Auist 2|A 0] Cier l2d Y 0| 0| /e Al &2 n}
ol &Lt SEol= 2] dlo|E 2| {x|ol sHEst= & 5 (lineld), FHIR & 2|

(UpdateResourceResponse) X SE 2| &t Ell I E(statusCode)7t Z & LICE.

>

dE £ U2 ChEo fFAHE & &L

{"lineId":3, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "d1agnostics":"1 validation error detected:
Value 'Patientl23' at 'resourceType' failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}]1}, "statusCode":400}

{"1lineld":5, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "dlagnostics":"This property must be an
simple value, not a com.google.gson.JsonArray", "location":["/EffectEvidenceSynthesis/
name"]}, {"severity":"error", "code":"processing", "diagnostics":"Unrecognised

property '@telecom'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@gender'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@birthDate'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@address'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@maritalStatus'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@multipleBirthBoolean'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@communication'","location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}"')]","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.0xrg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.status':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,
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Element 'EffectEvidenceSynthesis.population': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http.//hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.exposure': minimum required =

1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://
hl7.org/fhlr/StructureDeflnltlon/EffectEvidenceSynthesis, Element
'EffectEvidenceSynthesis.exposureAlternative': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error"," :"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDeflnltlon/EffectEv1denceSynthesis, Element 'EffectEvidenceSynthesis.outcome':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown

extension http://synthetichealth.github.io/synthea/disability-adjusted-
life-years","location":["EffectEvidenceSynthesis.extension[3]"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown extension
http://synthetichealth.github.io/synthea/quality-adjusted-life-years","location":
["EffectEvidenceSynthesis.extension[4]"]}1}, "statusCode":400}
{"lineId":7, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":
[{"severity":"error", "code":"processing", "d1agnostics":"2 validation errors detected:
Value at 'resourceld' failed to satisfy constraint: Member must satisfy regular
expression pattern: [A-Za-z0-9-.]1{1,64}; Value at 'resourceld' failed to satisfy
constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}
{"1lineId":9, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":
[{"severity":"error", "code":"processing", "dlagnostics":"Missing required id field in
resource json"}]}, "statusCode":400}
{"lineId":15, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":
[{"severity":"error", "code":"processing", "dlagnostics":"Invalid JSON found in input
file"}]}, "statusCode":400}

code
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- 380 SE2 23 npo| 380f resourceType M3 EI7I REHX| ofcto MHEErL|CH
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- 9ol SER &= ntol R &3 2|AA ID7F ZEE|o{of StCh o AREEHLICH,

=Hl siZ 515



AWS HealthLake TR 7H0|E

T

- 1530 @/21 To| SEH THUO| REE JSON HA0| ofLizhs ZeLict

FHIR APIs
ZX: FHIR RESTful APIsOi| CH&t &t £0{E 7 5F5t24 o{= A| sH{oF & L|mt?

A8 O|O|E AE0f HEl Fof MEE AHELICH

E AL835t0{ Sigv4 ™3t H 048 M5tE{M CH S o x|t RALSH AT RIEE AWS SDK for Python
(Boto3) e grL|Ct,

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigVé

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//!

resource_path = "Patient"

requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official","family": "Dow", "given": ["Jen"]},{"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}

region = 'us-east-1'

#Frame the resource endpoint

resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")

# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Call data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

22X 1 223 KMS 7|2 &5 35HE H|0|E| AE 040 FHIR RESTful APIsE Al=2¢E [
AccessDenied 277} wMst= 0
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AEXF E= 248 0| HIO|E AE0{0 HMASIE{H T2 2E[HE 7[2 IAM HA B F=of CHEE HEHO|
ZIQELICH AF A 12 #EIY 7|18 AHS5te ol 228 IAM #EHo| Qlo{oF §rLct. AFZ ATt
HealthLakeOll T ZH 22|38 KMS 7|E AI8E = U= HEtE F20o{5t= HEtS FASHU ALE SX(IE
A2 HealthLakeE= AccessDenied @7 E gHetEhLIC.

HealthLakeO|= 1124 | O|E{0]| {M|A ST, HIO|E AEO0{Z 7tX2 M FHIR E|AA s
H Al FHIR ElAAE 535518 £ Qe H8H0o| lofof & L|Ct RIMEH LI Heh 28| sHZES & x5}

ML AWS KMS.

2/: 10MB 2ME AL 5104 HealthLakeOll CHEH FHIR POST API 240 413 Request Entity
Too Large LR E HtetgrLict.

AWS HealthLake 0fl= X|21 AlZt & A[BH Az B71E 2 X[5H7| /161 5MBL| S7(4] Mo 2 A4H|0|E
AP| AM[gH0| Q&LICH CHE 7HXK4 27| APIE AF83109 Binary ElAA S8 E AF&35104 Z|CH 164MB2]

C
ez EME £EE + AaLich
NLP S&
2X: HealthLake2| S X104 2| 7|52 74247 o{ZH| s ok ErLI7t?
2022 112 14U E] HealthLake C|O|Ef AE0{9| 7|2 S&t0| #HA (& LICH

&4%H CIO|E| AE04: $4X 2 E HealthLake Cl|O|E|{ AE 0= base64 213 T DocumentReference E|
AA0|M AFR10] HEI(NLP) AHE 2 SEHELICH &, M DocumentReference EIAAE NLPE AFS
5lod EME|X| fo 2lAA R HIAEE J|HOZ A DocumentReference ZlAA 7 MAIE|X|
ot&LICH 7|& DocumentReference ElAA9| A2 NLPE Sall & E ClIOIE & ElAAE ot
X8t 2023 H 23 202 O|F0il= YOOI EE|X| et &Lt

M CIO|Ef AE04: 20234 28 20 O|F 0 4 4El HealthLake Cl|O|E{ AE 0{= base64 212
DocumentReference Z|AA0|A AF10{ R{Z|(NLP)E &5t K| 2f&LICt.

HealthLake NLP S& 2 7{2{TE AL&3t04 X|¢ AtE|E A& LICFAWS Support Center Console. At
g & M5tz 201 AWS A Chg Atell MM S MESFFLICH Ated L Abed| 2te| ol chEt
REMIEH LI 2 X[ AFE ABMa| X3 Abadl 2 Ate 22| 42 XML,

4

o O

ZAX: >5& NLPO|M 2|& 4= 9= DocumentReference E|AAE 3o pdm o= AH| sH{oF & L|7t?

DocumentReference ElAAT} RE5HK| 8t 2 A HealthLake= S& 2|2 NLP &3
of M35te Cidl A8 27 E LIEILHE &2 MSELICE NLP X2l 80| A5 2F

M8 DocumentReference B|AAE & oE{M M F| cm-decoration-status 2! 4 Zf
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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VALIDATION_ERRORZ} 74 HealthLakel| FHIR search 4+ & AI& = Q&LICH O] AMol=
QFO|EME MYHSIE 27 HAIXI 8H HE @77 Y8 2 E DocumentReference ElA&AA
7t L}EELICH HE 2F 71 /= DocumentReference BlAAQ| &% ZIiC X &= CF2 of K|t KA

gL

"extension": [

{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}
]
(® Note

NLP O = 2|0]440]| 10,0007 O|&to| S 2
VALIDATION_ERROR £ 2l&LICH ol A
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SQL &

=X: M olo|E] Bilo|3 &2|xtE F7HE permissions error:
lakeformation:PutDatalakeSettings [l Lake Formation2 && O|fE FUULIN?

IAM AFE X} EE= 2480l AWSLakeFormationDataAdmin AWS & 2[& ZzHo| =& E Z< Af o]
EH 2lo[3 Z2lXtE F7te &= elgLch 82 Z&dte LR 7t 2dgLC

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy
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AWS ZZ|E A2 IAM AL X EE= & E AWS Lake Formation H|O|E{ ti[0|3

ZE|RIE F7}5HE O AdministratorAccess ZRELICH IAM AFE X EEE

g0l AWSLakeFormationDataAdmin 0| X & & 2<% 20| AlmgrL|ct.

AWSLakeFormationDataAdmin AWS £ Z|& E&0{|= AWS Lake Formation API 2401 CHEF HA|

X HE 7} 28 E|o] Q&LICHPutDatalakeSetting. AdministratorAccess 218 Hxg AWS
AHE 510404 CHEF ™A HMA FHEHO| Q= BHEIXFE AWSLakeFormationDataAdmin o] o|5H |

B+ UBLich

o

2X: Amazon Athena SQL S&2 AI238E 2 7|Z HealthLake C|0|E{ AE0{Z Ofo|12{|0|M35t2d
2 o{== | SHoF EFL|7t?

2022'A 113 14 O[T of 4 El HealthLake H|O|E £ E0{= Ar S5t X[EF SQLE AF&5t0{ Athenaof
M #E|E &= ei&LICH AthenaE M&5t0{ 7|&E H|O|E| 2E0{E FEI5t24T TX{ M G0l AE0
Z ool gilof4dat of ErLCh.

HealthLake C|O|E{E M O|O|E{ AE 042 OFO|1&|0|M5HE{HH

1. M OC|O|E{ AEO{E MAMErL|C}.
2. 7|&9| H|0|E{& Amazon S3 HZIo 2 LHEHL|C}.

3. Amazon S3 HHZ!0|M M H|0|E|{ AE0{2 H|O|E{E 7IA{ZLICt.

® Note

Amazon S3 HZ!2 2 H|O|E{E HELH F7I 0| dgtLIcH 7t 232 LHELHE o
E{o 37| ket ZatELIct

2x: sQL S&2 {8t M HealthLake HIO|E|{ AE0{E 448 mf H|0|E] AE0{ HEf7I0IM BIFEE]
X| et &LICtCreating.

M HealthLake CI|O|E{ AE0{E M5tedn st=Cl OB AE 0] HEH7} MMM HAEX| =
AR E MEFIE S AthenaE Cl|O|E&HofF B LICH AWS Glue Data Catalog. AtA|IEH LI& 2 Amazon
Athena AF2 MHAMO| AWS Glue CI|O|E{ FIEF 2 1 2 step-by-step A B|0|EE &HZESHAMIL.

£ 43%2o= I 0|= AWS Glue Data Catalog®t ¥ HealthLake ClIOJE{ AEO0{E MEE £ U&
LICH.
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https://docs.aws.amazon.com/athena/latest/ug/glue-upgrade.html
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0|Z1 HealthLake Cl|O|E{ AE0{& A|7H3IEAHE A& 5104 X[H AHIE & LICFAWS Support
Center Console. A& MA3te{Ho| 2118 AWS HHEHCHS Alel| MAS MEHEILICH REAISH L
2 K A AP X3 Ated| 2! Aty 2| MAS BFERSHAIL.

2X: dlo|E{E A HealthLake Cl|O|E{ AEO0{2 7}X{ &2 & Athena 2£0| &t 55tX| ot2
X 28 = U&LICt o]

ClO|E{E AH HealthLake TIO|E{ AEO{2 7}X{ % 0i= C|O|E{E S A| AFR5
= OIO|E{7} Apache Iceberg Efl0|E 2 +=TE AlZtE 5{183t7| QI8 2Lt
o

=
LES ol CEAl A= 5HA]

EX: Athenall A At E CHE AWS MH|A0| QA5 24T oL 7| sliok 5tLtR?

Athenal| AA A1t E CE AWS MH|A % S [ SQL ZAM R 2[9] json_extract[1] YR EE
AMEE M M7 M = Q&LICE O]l EXNIE sHZSEAHE 2 UO|0|E 8ok B LICICATVAR.

ME 2 Eol2(8XM) E= E7(SM)E ddsicd & mo| EXM7F L g +~ AU&LIcH

jn

AWS SDKO{ M HealthLake Al

AWS £ Z EQ|0] 7HHF 7|E(SDKs)E 2|l AZElE 042 Z2a2fd 20{of A8 E =+ U&LIcH Z
SDK= A7t MdZ ot= 21o{= oHEE|F0[ME &H 725 = UL SF st AP, ZE oM & HdE

ME MBgLct.

SDK &M 3E oA

AWS SDK for C++ AWS SDK for C++ ZE Of| K|

AWS CLI AWS CLI 2= of|x|

AWS SDK for Go AWS SDK for Go 2= oA

AWS SDK for Java AWS SDK for Java Z E 0i/A
AWS SDK for JavaScript AWS SDK for JavaScript Z.E 04|
AWS SDK for Kotlin AWS SDK for Kotlin 2 E. 04X
AWS SDK for .NET AWS SDK for NET ZE oA
AWS SDK for PHP AWS SDK for PHP ZE O{| A

AWS SDKs & 520


https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
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SDK AHAM AC ofF|

AWS Tools for PowerShell AWS Tools for PowerShell 2= oA
AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) Z.E 0|
AWS SDK for Ruby AWS SDK for Ruby ZE 0iA

AWS SDK for Rust AWS SDK for Rust ZE Of|A|

AWS SDK for SAP ABAP AWS SDK for SAP ABAP ZE O A
AWS SDK for Swift AWS SDK for Swift ZE 0| A|

© ozl 7+
o3 olxIE &2 4 Y&LIT? ol Ho|x| 5HEro| W= X 23
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=
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https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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AWS HealthLake & 2|A

2l AG|0|E 7} E2|AE AlZ|7F LtoF I&LICH AWS HealthLake. & 2|A0] CHEF X}

S
2 FHE HZstM L.

HE ALY =k S
$bulk-member-match Z ] AWS HealthLake = O|A| o 2026'A 48 1
o Hi x| 2HEE HIS Y|

Mo 2 x{Z|5t= $bulk-mem
ber-match X2 X|E
LICt O] 22 S35 o|= 7|t
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