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Open and recent issues (16)

View events that might affect your AWS

Open and recent issues (16) Scheduled changes (0)

Last update: February 20, 2022 at 11:16:34 PM
UTC-8
us-east-2

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8

Your account health

Stay informed of important events affecting your AWS resources.

Operational issue - EC2 (Ohio)

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
S i Start ti
Clear filter ervice arttme
EC2 February 20, 2022 at 11:16:24 PM UTC-8
1
Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio)
us-east-1 Issue

Account specific

Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM

UTC-8

ui-gas-2 Description

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity

Notifications (3)

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

Affected resources

B issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.
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Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1

Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X |

| Clear filter

Event - et Event Region / Start time o Last update Affected
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7 uTC?
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7
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Event log

Q

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue

Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue
Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue
Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nngratinngl jccig

Lambda operational issue

Details Affected resources
Event data
Event

Lambda operational issue

Status
Closed

Region / Availability Zone

us-east-1

Category

Issue

Description

Back to list view [F]

Start time
October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Affected resources

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.
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« AWS Health APIZ AI&35l04 eventScopeCode T}ZIO|E{E gHetEtLICH O|HIE = PUBLIC,
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https://docs.aws.amazon.com//health/latest/APIReference/API_DescribeEventDetails.html
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

Q, Add filter Any event v
< February 2024 >
Sunday Monday Tuesday Wednesday Thursday Friday
1 29 30 31 1 2
2 Upcoming 2 Upcoming
1 Completed
30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view

EKS planned lifecycle event (us-west-2)

Ewent status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed
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Scheduled changes (1) m Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred
more than 7 days ago.

Q. Add filter ] 1
Event v Status Region / Zone info Start time hd End time ¥ Affected resources v
Lambda planned lifecycle event S @ X
. 4 Pendmg 100%
4 o

0 Unknown 0%
Affected resources 8 Mot fy status

able t

Resouree data is typically refreshed cvary B © Resolved
24 b € Mo actions required

0%

Affected resources (4) Download ¥

Q, Add filter 1
Resource 1D / ARN A Resource status Last update time
arn:aws:lambdacus-east-1:9595866086 1 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [ (@ Pending 3 months ago
arnzaws: dazus-sast-1 11:function:SpringClean-XUG3HHSR-FeatureCheckerFunction-cwZkePWULAGY [ @ Pending 3 menths ago
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Enable organizational view
Key benefits
== ;
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
Manage AWS Organizations [£ | | View documentation palsoropnizationaliview 1w documentation
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Open issues

Scheduled changes

Other notifications

servic

Event log

Amazon EventBridge 743
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1. https://health.aws.amazon.com/health’home AWS Health CHA|[EEE 3L|C}.
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https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
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https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html
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https://health.aws.amazon.com/health/status
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Service history | List of events
The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q. Add filter 1
Event v Status Region / Zone Info Start time v Endtime Vv Affected resources Vv
(] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending
o DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending
(@] DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending
EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every B O Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com
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HE|H A= ZQIEQ} IHA|E A= ZQIE BE AWS Health G|O|E{Z BtEHefLICE. & K|2F %[ Al
AWS Health C[O|E{= HE|H A= ZQIE|MEF AFEE = UAELICH HA|E AEZQIEQS| O
O|E{E ZA= ME|E A= ZQIEQ} Ux I%MI ZlLIct HE|E A= ZQIET HAEH ZE @3
ZZ2 R E CHA| AEHSH=E X0l E&LICH

o2 K|t 724ZE0| AWS Health O|HE H|O|E{E =2 a2 gl gt Al
O HM

Cl2 ZE ofXMoMeE 2E2YH A= ZQIEof CHE DNS = 35|E AWS Health Al2510 M 2| =z
CIEQ MY B|ME ZAXMELICH =0| MEE AWS Health AF2 5104 X[t 77Ho| O|HIE | O|E{of CH
StEIOME ZAAMsiL|Ct HE|EH JIEXQIEYI HHAL|H I EJ} KT EZEZ2E CFA| A|ZFEFL|CY.

=X

« O2: JavaE Al236l04 x|t 7247Ho] AWS Health O|HIE |O|E{ 7444
o Ol2: Python2 A8 3t0{ X[t 7@17H2| AWS Health OHIE H|O|E{ Z4M

Cl2: Javag AF&35t0{ X[ 747FH2| AWS Health O|HIE | O|E{ ZAH
MM =

Gradle2 AMx|aHof gfLICt.

Java O K& AtE5tE4H

1. GitHubollA AWS Health T7}2A JAEXZQIE HEZE CIRECSHAA|IL.

2. Ol2 ZEME high-availability-endpoint/java C|EE{EI2 O|S & LICt.

Cl2: Z23eid Yo 2 x|t 79 S0to| OfHIE CofE] A =


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. C2 BYHE U3sto o2 E AT
gradle run

Example: AWS Health event &23

AL oNl= AWS A™EA K|t 7L S0to| 2|2 AWS Health O|HEE dtatstL|Ct CF= od Ao
M £=d0{& AWS Config AH|A 0] CHEH AWS Health OHIE 7} ZEHEILICEH

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcde4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-095-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.
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For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.
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For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS
Support [1]. Additional sample queries to retrieve the relationship information
for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})
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Ol2: Python2 AF&3t04 X[t 74 7H2| AWS Health O|HIE H|O|E{ 244

MAH X

!

Python 32 A X|5HoF & LICt.
Python 0| X[& AtE5tEdTH

1.  GitHubO|M AWS Health 17184 AEXZQIE HZE CIREESHAAL.

2. O2 ZTZME high-availability-endpoint/python CIZE{Z|2 O|S & L|C}.

pip3 install virtualenv
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virtualenv -p python3 v-aws-health-env

(® Note
Python 3.3 0|4 9| B virtualenvE Ax|5t= CHA LIZ venv 2E 2 AF85H0{ ¢
& EEE BE ?)%LIEP REMIEF LI 2 Python ¥ AFO|E 2| venv - Creation of virtual

environmentsS & X5t AAI2.

python3 -m venv v-aws-health-env

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

export AWS_SESSION_TOKEN="your-aws-token"

7. CIE BBES L™stoi 2 E A-ELICH
python3 main.py

Example: AWS Health event &2

rm

ok
1
rlo

FLICH ChHE &

c oAM= AWS Ao M X 7 S0t |2 AWS Health O|HIEE HHEH
AWS EoF of2lof CHet AWS Health O|HE E dt&tshL|C}.

INFO:botocore.credentials:Found credentials in environment variables.

INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/

AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Q@e35e47e-2247-47c4-

a9a5-876544042721",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,
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tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS Support [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/

security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]

https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
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https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

deactivate

Python Z2[AA

. Health. Clientoil CHEF XtM|EH LI Python(Boto3)SAWS SDK AP| 2t X & R ZX3HAIA|2.

- O| CIZ20iAM DNS Aol ALE =li= EtolE2{E|of| THEF AtM|EF L& 2 dnspython &% & GitHub2l
a4 FAEE HZFHEHAL

KF& M: Java®t 74 AWS Health API AFZ 04 K|

CHS Java 2 01|X1|01|A-|" AWS Health 22t0|MEE X 7|8t6t1 O|HE I AE{E[o] CHEt HEE A

AWS Health API2t S&lste{H &8 At SHO| H e L|Ch AWS H/H1t (A E 2E IAM ALE XL
9| 7| Wlo1& AEE =+ U&LICH

AWSCredentials QIAEAE BHE T X7|5 8 L|C}.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(

"Cannot load the credentials from the credential profiles file. "

+ "Please make sure that your credentials file is at the correct "

+ "location (/home/username/.aws/credentials), and is in valid format.", e);

2CHAH|: AWS Health APl Z22}0|E Z 7|8}

O|™ BEHAHIM =7|8t8t R4 S K| E AL 35109 AWS Health 22I0|Q1EE THELICH
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import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

[0

3CHA|: AWS Health APl 22 Al 5104 O|HIE ME 7tx{<2 7|

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;

import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;
import com.amazonaws.services.health.model.EventFilter;
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DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();

// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonlList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));
describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
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System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);
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for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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HA e AL
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x| of57t AHELICH o] SrHo.2 ola) AWS Aol HIBO| WY 4 SsLICh ID 7Y HHE 4

dgotALt HEE M= OhE XIED HE A S [HEAML.

AWS ZE| HAMEZ AI&5tD 2|A HEISZE e - AFSK L 2 E0of HEH 2048 Al2H5HE{H
ol2 QHEAO| AL ALEi|of| CHEH HEtES F045tE AWS 22|38 HAS AL ELICEH oM AL E £+

U&LICHAWS A™. AFS Aol 2= AWS 12 2H2|™ " g Holsto] HetE FItE2 £0le X
o]l Z&Lct. xuﬂor LIS IAM AFR MEA o] AWS 22|38 &2 E= AWS ZI20f| Cfst 2h2sd &
A2 XML

F|A HMEF MG - IAM HME AL85104 HEtE M-St 42, M2 sdsts o 28 Mot
Lo LICH O|FA sted™ %A HEo R ATl EH ZHHM §H 2laAo] CHaH +HE = U
£ U2 HolFLICH IAM2 At835to] HEtE M5t WHdol CHE XHMISH HE = 1AM AFS M
Mol Q= IAMS| A Ol HEtE HASHMR.

IAM HE 0| 1S AL& 510 MM A =71 HMFt - HMol| =S F7H5H04 2] & 2| A0 CHEF A
MAE AMEHE = U&LICH o & S04, SSLE AF835to] 2E &S M&sliof dtotn x|Hst=s
MEHE EE = UE&LICH AWS MH|AQL ZHE EHE Sdll AA8ElE B2 =2 AH85to{ M
HIA Efdof CHEF MM A HEHS F 048 =& U&LICH CloudFormation. AFA|IEH LIS IAM ALE A
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B2l IAM JSON A @4 Z7E FHESHML.
IAM Access AnalyzerE S35l IAM 2 Z & Ql5t0{ et™stD 7|SXQl Het 2% - IAM Access
Analyzeroi| M= IAM H2 210 -I(JSON)QP S A7 oM EFEEE MER 2 7|E HAMZS
EQIELICH 1AM Access S50 A~ 7t
o4 etMEl T 7|5 &40l Xc;li_ll-I% RMEIE =2 .=.EI—|EP. leﬂ LHE2 IAM AFE HBEAM2| IAM Access
Analyzero M HE HE S FX5HM L.
CHS QIE(MFA) ZE -0 M IAM AF2AH EE= R E M
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AWS Health

AWS Health 2& Al

Add a permission2|

Qlo{ok FL|ct olg#t HEt2 AWS HIZ ol AWS
T & s{838tok LIt 2|& e HEECH A A
AH

off AZAE JHX|(IAM AFE R} L= 248h)od| CHEH

AWS Health 2&0i| AM|AstedEH =|4 HEF ZF Ol
Health 2lAA0f CHE MF HEE LS
3I%40| HOl Q|F 7|HF XS Ot=0H 240

O|=CHZ % SstK| ek&LICH

0|24t AE{E|7F AWS Health 2£ & H& AF2E = TS sl2{H CFHS AWS 2™ HAQeIE o4
g £ Q& LICFAWSHealthFullAccess.

AWSHealthFullAccess MHA2 AEE|0f C}S0f CHst ZE HMA HEHS FoighLict.

AWS Health ZZlo| ZE H&oil CHa AWS & 27| 7|5 4435 e HIE A3
« AWS Health & 2| AWS Health CHA|EE

« AWS Health API 2f ¢4 &l 22

« AWS Z%|o| 2=l Aol cie HE 27|

- oz A™el 2 F EHe|(0u) B 7|

Example: AWSHealthFullAccess

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{

"Effect": "Allow",
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AWS Health
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(@ Note
7} ZZlo| CtE HIXofl CHEt O|HEE AWS Health 2 £ AT E
Health_OrganizationsServiceRolePolicy AWS ZZ|& HAME A& =T U&LCt
REAMIEt LHE2 of CHEE AMH|A 44 238 AL AWS Health EHHE HESHA AR
AWS CLI EE= AWS APITH S E5t= ALERI0HE 2|4 2& HEHES 88 ER7F gLt I chal
dstod= APl 2t A X[Sh= ol B HMAE = JUEE §FLICH
REMIEE LHE 2 1AM AL AE M| AFER0IA| HEt FIHE FZSHMAIL
MERXRIZL RHAo| 1 RFt HEE 2 = UEE &
O oAM= IAM AL X7t REAIO| AL XL IDOY| 1A E! el & #E|d HAME & = UL S 585t
YHE ddste YUS 20iE Lt of WMol = 2&0M = AWS CLI EE= AWS APIE AHE 5104
ZZ2320Y %*MQEOI U2 AEY = U= Heto| ZEELICH.

~
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Health CHA|2 = & AWS Health APl 4 A|A

AWS Health CHA|EE= 2 & AWS AHEWM AL & = U &LICEH AWS Health API= AWS Business
Support+, AWS UE{ZZ}O|= R|H EE AWS S8 28 ZT0| U= AHWMB AL E £ &LCH.
REMIEH LHE 2 X[2 BEHHE FERSIMAIR,

IS AE{E|0f] AWS Health CHA|EE
C}.

(o]]]

IAME AL 5l04 AE{E|(AFR A},

8 o HEEC
2l AWS Health API0f| M| A S 4= QlE HEH ?

P
|

=
[ ]
A OlA
T AAH

r

712X o 2 |IAM AI2X= AWS Health CHA|E E == AWS Health API0| M| A S 4= Q14 LICH IAM
MM T ALK}, AFRAF I8 £ odstof 93745104 AFR KHol| H| 1™ AWS Health 22 0| CHEH H
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AWS Health CHA|EEE & = U= HEHO| U= IAM AFE RH= Amazon EC2 RIAEA IDs,
EC2 CIAEIA |IP A 2 l8t Hok oF 2|7} 75"8 AWS Z|AA IDSE EZEE = X[ olof =
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« 748 A - DescribeEvents & DescribeEventDetails 2t 22 2242 AF23H0{ 7% 2] AWS Health
O|HIEO| CHEF HEE 7K 2 = U&LCH

« 2 AY - ZEofl &3l = HH 2| AWS Health O[HIEOf CHEF HEE 47| 2134
DescribeEventsForOrganization 2! DescribeEventDetailsForOrganizationt ZH2 =]
ol&LCH
AA EH .

A&

1]

A
T

fjo

A& 7tseh APl 2ol CHEt REAIEE LHE 2 AWS Health API 2 EE R ZSHAAIR.

oll

7HE =

IAM HZ 9| Action LA E health:Describe*(2)2 MHE & Ql&LICt O|FHAH st A
Health CHA|2 = Zloi| HM AT 5= Q& LICH AWS Health.= eventTypeCode & MH|AE 7 | o=
O|HIEof CHEF HAM|A A0o{E AWS Health X|EHLICE

CHM|A M
0| M2 22 AWS Health CHA|EE 2! 2= Describe* AWS Health API 2 Q0] CHEt HAM|A HEHS

FoELICt o E E010| WS MESHE IAM ASRH= 0 AWS Health CHA[E Z0f HAM[A AWS
Management Console 311 DescribeEvents API 212 &£ & AWS Health = A& LICtH
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Add a permission2|

AWS Health
Example: A& MH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource™: "*"
H
}

UM A g

Health API %2

Example:

JSON

M AL X=0l| A AWS Health CHA|

Xtolg SEE 4 el

AAMA HE

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
}H

I:il:EE/\

WS Health CHA|E2 = 2 AWS Health APIO]| CHEF HMAE HERLICEH O] HAME A}
AWS Management Console 812 AWS
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=X E7

of gt =% 27| & d8l5t248 AWS Health 2! AWS Organizations XF4of CHEt HMAE 58
AWS HealthdlioF & L|C}.

IAM E20| Action 240= CHS Hato| Z & E|o{ok EhLCt.

* iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

Zt APIsOl| E 8t Z&hst MEHS olal5tEd™ IAM AFS MM 2| AWS Health APIs 2! 2 2lofl A & o|
B AUE AESMR
® Note
Z 20| AWS Health APIsOf| M| A5 2T 2| HEHo| AtH ZHE AS5HoF & LICH AWS
Organizations. AFAIEH LI 2 7|I™H 7F AWS Health O|HIE ZlH| EHHE & ESHAAIL.

AWS Health ZZ] 2 7|0of CHEF HMA S

O] W& My =X H7| 7|50 228 ZE AWS Health 2 AWS Organizations 2101 CHEF HAM|A
T2 FoigLct.

Example: AWS Health Z2] 27| M A 58

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
health.amazonaws.com/AWSSexrviceRoleFoxHealth*"
}

e

AWS Health ZZ] 2 7|of CHEF HMA 7HE

MOd=
= o1
Ea

|

ol 4

of| CH

AWS Organizations 2401 CHEt HMAE 7{F 5t X|2F 7HEH H|ZH 2| AWS Health
E 5{8& Lt

o J:’.'é

Example: AWS Health Z%] 27| A

>

7

JSON

"Version":"2012-10-17",

T

EE:

>
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"Statement": [

{

"Effect": "Allow",

"Action": [
"health:*"

]I

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{

"Effect": "Deny",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

health.amazonaws.com/AWSSexviceRoleForHealth*"
}

T

I.

>
bal
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(@ Note
S RoistedE A EE &0l 0]0] IAM HH0| /= Z2 ST Hof AWS Health
SE T gUe 271 £ e

AWS Health & DescribeAffectedEntities & DescribeEventDetails APl 2210i| CHE IAM =742 K
BfLCt 2lAaA 4l & 7|8t RS AF2504 AWS Health API7F AFAF, 08 EE= 04'%*01| HLHE= 0]

HEE MEHE = A&LICH

=7 3t24d™ IAM 224 0| Condition E5 & YUOIO|ESI7HLI Resource KA E
o T7HE AI25t04 EX AWS Health O|HIE EEE J|HIOZ HMAE ATHE =
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i Ct
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In
]
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ok

= A&LICH

* eventTypeCode

* service

I.

o2k

a

®

» DescribeAffectedEntities 2! DescribeEventDetails APl 22 2|AA £=F HEHE X
Ct. o € 04, 53 AWS Health O|HEE 3{&35I7{LI HEst= HAMS MM +=

« DescribeAffectedEntitiesForOrganization & DescribeEventDetailsForOrganization APl &4
2 BlAA == HEE X|5FR| ot&LCt.

Ls H

o KIMIEH LIS AMH|A £Q! 2FZ 9| AWS Health APIs 2! 2 Zloj| Al &= &Y 2lAA A X
H7|E &X5HM L.

Example: 24 7|8t =74

O H2 M2 AWS Health A2 E 2! AWS Health Describe* API Zroi| CHEF M A HELS B
043t X|2F Amazon EC22t #ZAEl 2 E AWS Health O|HIEof CHEF HM| A= HE R LICE
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:sexvice": "EC2"
}
}
}
]
}

Example: 2lAA 7|8 =74

CIS HAM2 g0t SUSHK|R Resource A4S CHAI AFSEHLICEH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource": "*"
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},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example: eventTypeCode Z= 74

O] & 22 AWS Health CHA|2 = 2 AWS Health Describe* API 240 CHEF HMA HEHS
H 045t X|0tet Ux|st=2l ZE AWS Health O|HIE 0] CHEF HA|AeventTypeCodes 7HE
CFAWS_EC2_*.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringLike": {
"health:eventTypeCode": "AWS_EC2_*"
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}

/A Important
DescribeAffectedEntities 2! DescribeEventDetails 212 5 &gt [} AWS Health O|HIE of| 4
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A& XL A AWS Health CHA|E E £ = AWS Health APl 242 AL & HEHo| s 89
AccessDeniedException @& 7} LIEFLFLICH
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"Version":"2012-10-17",
"Statement": [
{
"Condition": {
"StringEquals": {"events:ManagedBy": "event-
processor.health.amazonaws.com"}
}I
"Action": [
"events:DeleteRule",
"events:RemoveTargets",
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor
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"events:PutTargets",
"events:PutRule"”

1,

"Resource": "*",

"Effect": "Allow"

}I
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"

}
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListDelegatedAdministrators"”,
"organizations:DescribeOrganization"”,
"organizations:DescribeAccount"
1,
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
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https://console.aws.amazon.com//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor
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"Sid": "OrganizationWriteAccess",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelLinkAccess",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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Enabling organizational view (CLlI)

H7|E AH8 M 82{T EnableHealthServiceAccessForOrganization APl Xt212 AEsHH
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AWS Command Line Interface (AWS CLI) EE= AtA| 2 EE AFE5t0{0| &Y 2 =& = U&L
Ct.
® Note

« AWS Health APIE &£ 5l24™ Business, Enterprise On-Ramp == Enterprise Support
2ol loqof EfLct.

- 07 SE(HE|LIoF 58) 2| A=ZQIEE ALSSHoF FLCt.

Example
CS AWS CLI BE2 AWS HHolMo| 7|52 & &Lt o] BHE2 ol AE == 2est H
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aws health enable-health-service-access-for-organization --region us-east-1
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
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ClS A= o X0l M= EnableHealthServiceAccessForOrganization APl 24& & &8 L|C}

Python

import boto3
client = boto3.client('health', region_name='us-east-1"')
response = client.enable_health_service_access_for_organization()

print(response)

Java

Ctg ool M= A Java 2.0& AWS SDKE AMEE = U&LICEH

import software.amazon.awssdk.services.health.HealthClient;
import software.amazon.awssdk.services.health.HealthClientBuilder;

import software.amazon.awssdk.services.health.model.ConcurrentModificationException;

import
software.amazon.awssdk.services.health.model.EnableHealthServiceAccessForOrganizationReques
import
software.amazon.awssdk.services.health.model.EnableHealthServiceAccessForOrganizationRespor
import
software.amazon.awssdk.services.health.model.DescribeHealthServiceStatusForOrganizationRequ
import
software.amazon.awssdk.services.health.model.DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
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https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
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AWS Health
DescribeHealthServiceStatusForOrganizationResponse statusResponse

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status
statusResponse.healthServiceAccessStatusForOrganization();

if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);
System.out.println("EnableHealthServiceAccessForOrganization is in

progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already

Wait for the action to complete before trying again.");

in progress.
n +

} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED

e);
}
}
}
AEMIEE LHE 2 Java 2.0=2 AWS SDK 7HEM A} OFLHAE &I RSHAAI2.
# HHo| 2l
=

=}
[=3

Ol 7|2 & 4435t Health_OrganizationsServiceRolePolicy AWS #E|
AWSServiceRoleForHealth_Organizations AMH|A @473 9&r0| &9 & E| A Ho| M

L[Ct.
(® Note
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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Viewing organizational view events (Console)
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Disabling organizational view events (CLI)

Example

CHS AWS CLI B2 A™olMol 7|52 HIg dEHELict

aws health disable-health-service-access-for-organization --region us-east-1
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https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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https://github.com/aws/aws-health-tools
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https://status.aws.amazon.com/
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Ct2 OIHIE= O|=F S (HXIL|ot 5)2| Amazon EC20] CHEF 28 X E Eo{ELIC.

"version": "Q",
"id": "fd9d4512-1eb0@-50f6-0491-d016ae56aef0",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-02-15T10:07:10Z2",
"region": "us-east-1",
"resources": [],
"detail": {
"eventArn":
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©1b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",

"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and

Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page'": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
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https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
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{
"detail": {
"eventTypeCategory": [
"issue"
1,
"service": [
"EC2"
]
1,

"detail-type": [
"AWS Health Event"

1,

"source": [
"aws.health"
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"detail": {
"eventTypeCategory": [
"accountNotification",
"scheduledChange"
1,
"actionability": [
"ACTION_REQUIRED"
]
},
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
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"detail-type": [
"AWS Health Event"
iF

"source": [
"aws.health"

Example0d|: 0424 AH|A 2! AWS Health O|HIE & HFoi Ciet 2 & O[HIEN CHEt #& ™

Ct= O|HIE m{E2 Amazon EC2 Auto Scalingissue Amazon VPC & Amazon EC22| Al 7}X| AWS
MH|A0] CHEt accountNotification, & scheduledChange O|HE R& HFO| O|HEE 2L
E{25le #&lg Mgt Amazon EC2. Amazon EC2

1= ood™

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"
]
},
"detail-type": [
"AWS Health Event"
1,
"source": [

"aws.health"

]
}
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https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com//chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com//chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
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CtZ2 Slack Mo LIEILE= O|1F SR (HX[LoF £8) 2lT2] Amazon EC2 & Amazon Simple

Storage Service(Amazon S3)01| CHEt & 7t X| AWS Health O[HIE 9| of {L|C}.

aws AWS APP 11:46 AM

ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
t AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:346:40 GMT
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of O[HIE0] CHEt SEHOR EC2 QIAEIAMM AHS O Shef Al
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Amazon EC2 RQIAEIA O CHEH o &l O|HE | SEHSHE 2 YE AIS3te = U&LICH 7 AWS OfH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
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Add a permission2|

3. M S MEELICH

4. JSON ®iZ EHEHLIC.

5. LCIZ JSONE SAIsHCHE HR 7|0 72 JSONT} HEE L|C}.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [
mgn
]
},

{
"Effect": "Allow",

"Action": [
"ssm:*"

1,

"Resource": [
nmgn
]
},

{
"Effect": "Allow",

"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
},

{
"Effect": "Allow",

"Action": [
"iam:PassRole"
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1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"

}
]
}
a. Resource I}Z0JE{2| Amazon 2|4 A O|E(ARN)O AWS A IDE 24%fLct.
b. ¥ O|IF= HIFHU VIS MEE T U&LICH O Aol M=

AutomationEVRoleg AL ErLICEH
Next: Tags(CtS: Ef1)E MEHEILICY.
(MEH AR Bl E 7| 2F HIOZ AL 504 HIEIH|O|E{E H&ol| FIHE &= Ql&Lct

Next: Review(CtS: HE)E MEHEILICY.
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O] BHME o] HEo| +=E = U= HUS BoFLICH RMAE HEE IAM A& dEAM 2| IAM B2
dE(EE)E HEHHAIR

AWS MH|AO0f CHEH &S MM SHEdH

1. o 232l AWS Management Console 5t11 https://console.aws.amazon.com/iam/ IAM 2&&

LICF.

2. EMHoM S WEE & g dee MEELD

3. AE[E £ = AEE| Y MEH(Select type of trusted entity)0ll M AWS MBI A (service) S A1EH
gLk,

4. Ol HgE Y5 {8 MH|A0f CHsl EC2E M=HErLICH.

5. CtS: HEHS ME{ELICH

6. AutomationEVRolePolicy2t Z2 et HH 0|FS L= Ot HH ol folers Mg



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://console.aws.amazon.com/iam/
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8. (M= ALE) ENE 7| 2t HIo{2 AE35to{ HEIHIOIEE J&of FIte £ U&LICH

9. CtS: HEE ME{gLICH

10. & O|E 0l AutomationEVRoleg LUZELICE O| O|F2 ALS AL 4 IAM EHR o ARNO]
E A= ol s Yatok gfLict.

11. (MEH AL Role description(@3gh A3H)of| edghol| CHEF MHES I=4gLct.

12. HES AES COHS UE M2 MEdgL|CH

2
[e)]]

REMEH LI 2 1AM AL DB M| AWS AH|A0f CHEF 28 M S AL,

orx|efe 2 st ‘E.'%*Oﬂ CHEE A2 HH S AO|o|EE +~ U&LICH O]l HRIE 2tz sHokpt
=2 =3

EventBridge 2£0{A O

12
of

Agof cHEt M= HA JHolE

1. of 212! AWS Management Console 5t11 https://console.aws.amazon.com/iam/ IAM 2& 2
LICE.

2. EfMFoM dEgS MEIFLICEH

3. AWS A ™| A& | Fo|M AutomationEVRolelt Z0| 24t 18 o| 0|2 MEHEFLICH

4. Q| ghA| RS MES = Q| 2hA| HES MEELICH

5. M ZAMo| L CI3 JSONS SAtstn 7|2 HAME MHeh ot A8t JSONS 1 RFE2|0d|

ofg&LICt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

Y,

"Action": "sts:AssumeRole"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/

AWS Health Add a permission2|

L

L

6. AEZ HH AH0|EE MEELICE

REAEH LHE 2 1AM AHE HBAM0I|M g Mz HH =51 7|(2E)E HRsHAAR.

EventBridge0il CHEH & M4

of k2t EventBridge 2&0IM 722 M5tH ALE SX[E o "Rl EC2 QlARHAS| K| &

CHS ARt
Az E RHSEE = &L

Systems Manager At& &40 CHEt EventBridge T2 BHED{H

1. Amazon EventBridge 2 & (https://console.aws.amazon.com/events/)2 3L|LC}.

2. EM % o| Events(O|HIE) of2ioll M Rules(Tt2)E MENEHLICH

3. TE e Ho|x|oMq #EIQ o|En MBS U=FLICE

4. THE HO|(Define pattern)0ll A O|HIE THEd(Event pattern)2 MEHSH CHS MH|A Y AFH HO|E
I &(Pre-defined pattern by service)2 ME{EL|C}

5. AMH|& ZZXH(Service provider)oll AWSE MEHEHL|C}

6. AH|A O|S0llM AEHS MEfBFLICE,

7. OHIE QYO|M S &E| O/HEE MEHFFL|CH

8. 5™ MH|IAE MEHE CHS EC2E ME4FLICH

9. 5 oHE Y HFE MEE CtS scheduledChangeE ME4ELICY.

10. EH O|HE RY ICE MEHE O3 O|HE Y€ I=E ME{ELIC

0 £ £0{ Amazon EC2 EBS k| QIAEAO| AR
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDZE MEiEfL|C}. Amazon EC2
E

ABA AEO0] X[ QUAEAO| 742 AWS_EC2_INSTANCE_RETIREMENT_SCHEDULEDE MEHE!
L|C}.

o
—

11. [2E 2IA2A(Any resource)]S ME4EHLICE

O|HIE miH2 Ct5 ol RAMELICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
https://console.aws.amazon.com/events/
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Example

"source": [
"aws.health"

1,

"detail-type": [
"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}
12. AAE ZE[X}L AISE EM CHE S T LICH o MEio| CHe oM SSM At S3HE MEHEFLICE.
13. [BXM(Document)]HlA [AWS-RestartEC2Instance]E MEHEHLICH

14. AS& Tet0lE Fd2 BRI oS 3 HET|E MEELc

15. 1243 42 ZEof {"Instances":"$.resources"}S 2d&fL|Ct
16. & | Z=of {"Instanceld": <Instances>}S(8) Y& LICt.
17. 7|18 Q& A8 S MEist Ch3, M4 IAM D& (M: AutomationvRole)S MEEFLICY.

CHe 2 CFHS oAl 22 ZA{olo{of ELct.

EventBridgeoll CHEF =] 44 109



AWS Health Add a permission2|

Targ et Remowve
Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEvRole L J
(@ Note
Ll EC2 %! Systems Manager &t AME| #HE 4 E 7[E IAM G&0| i 89 Y
et S50 EAILIX| t&LICH REMIEH LI 2 AFH Z7 MMHE B ESHYAIL.
18. HM(Create)2 MEAFILICE.
HAEHoMH 720 Yx|5HE O|HET} YMet= ZER EventBridges O|HEEZ X|HE Y2 ™

SELCH

EventBridgeol| CHEt 72! 44 110
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Reference: AWS Health events Amazon EventBridge £ 7|0}

CHE-2 AWS Health OIHIE0f CHEH 27|t ILICH Ml L TetalEle] LIS 5 HAf BlolZol A
sHolgt 4 aLich 4B HolZEE £7|0h B0l Foll MIZELICH

AWS Health O|HE A 7|0}
AWS Health O|HE A 7|0}

-\_L|'E|'|:||E-| AMOd

= O

!
b

version EventBridge o
H-| K-I L 7(H ‘0’

id EventBridge  Of
O|HIES| 1
7 AR

detail-type Al

£ HEo of
&4
o

LICF. AWS
Health
Abuse
Event

source O|HE HA of
oA AWS
Health Ot
Eo| AL K|
HElE= 2t

2 gLch.

Reference: AWS Health events Amazon EventBridge £ 7|0} 111
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'ME HE miZlole 28l A S
(® Note
O|HIE ARNS EX
AWS AE EE= 2[Tof
15K f&LICt
MH|A AWS Health O|HIE o] AWS of

MH[A FE S = Lot
0 € £01, Amazon EC2,
Amazon Simple Storage
Service, Amazon Redshift,
IE = Amazon Relational
Database Service
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Hste= ol =80l Euct
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12345678910-11 Zt0] 0424
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'MF EE oteto|e 28X
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i410] AWS Health O|HIE of
o| Ot X|2f UCH0|E AlZ+H
LICtDow, DD MMM YYYY
HH:MM:SS TZ.

OOI'

lastUpdatedTime

|

statusCode AWS Health O|HE o] AEH¢ o
L|C}.

X|HEl= gt = open,
closed, upcomingO| Z & &
L|C}.

eventRegion O] AWS Health O|HIEXM & o
Hote FEe de 2T

Ct.
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'ME HE' m2tole 28X A T
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'MF EE oteto|e 28X =k

e
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eventMetadata AWS Health O|HEOf X3& ofL|2
= e F7I o|HE HEH| O]
E

« <metadata key 1> — H|E}
oIO|E 7|-2t mH o EAF:

”. &

“keystring1”: “keyvalue1”

O|H E O|EtT|O|E{2| |-k
I 0{E= AWS Health O|HE
£ ™&8H M0 olsl 4
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o m
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M ket
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'MF HE' ietole 2= =k

affectedAccount AT E gt= A-He AHE IDY

O| &fEl O|HIETIO] LF Ol A
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ions £|0 2| AY E= 2
E Zelx A" R fAEE
AL account E=9| Ztu} ct

g =+ AU&LUch

>
0
el
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0x

Zt2 ACTION_REQUIRED |,
ACTION_MAY_BE_REQU
IRED EEE & = &L

CFINFORMATIONAL .

HEAL O| HEtCO|E |52 o[
EE etEE olsi & A xtoi

Ciet 22 Aol

o2 gAsiEU s

o
(0424) 2t = OPERATIONAL ,
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SECURITYZ QL|CIBILLING.

OH

A 2R

[H0

7H AFEN O|HIE - Amazon EC2

~

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",

e
1

oL

oL

Z 7K ArEf O|HIE - Amazon EC2 2 2X]
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"resources": [],
"detail": {
"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68 ",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

7’53 AWS Health O|HIE - Elastic Load Balancing APl ]|

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {

7|48 AWS Health O|HIE - Elastic Load Balancing APl 2A| 124
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"eventArn": "arn:aws:health:ap-southeast-2::event/
AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,
"page": "1",
"totalPages": "1",
"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

H 22 AWS Health O|H E - Amazon EC2 QIAEIA AE0{ EZIO
X{5tof CHEF 85 O|HIE

"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:57Z",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",

here"
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"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"

11,

Ilpagell: II1II’
"totalPages": "1",
"backupEvent": "true",

"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

H &8 AWS Health O|HIE - Amazon EC2 QIAEA AR S|

{
"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2026-01-27T01:43:217",
"region": "us-east-1",
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED_90353408594353983",
"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED",
"eventTypeCategory": "scheduledChange",

"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
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"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",

"latestDescription": "A description of the event will be provided here"
1,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",

"keystring4": "valuestring4",

"truncated": "true"
I

"affectedEntities": [{
"entityValue": "arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdef0",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",
"status": "PENDING"

1,
"affectedAccount": "123456789012",
Ilpagell: Illll’

"totalPages": "1",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

H & AWS Health O|HE - Lambda A& E £ F=7| o|HE

"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T01:43:217Z",
"region": "us-west-2",
"resources": ["arn:lambda-1-101002929", "arn:lambda-1-101002930",
"arn:lambda-1-101002931", "arn:lambda-1-101002932"],
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT_90353408594353980",
"service": "LAMBDA",
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"eventTypeCode": "AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{

"language": "en_US",

"latestDescription": "A description of the event will be provided here"
11,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",

"keystring4": "valuestring4",

"truncated": "true"
1,

"affectedEntities": [{
"entityValue": "arn:lambda-1-101002929",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",
"status": "PENDING"

[ PE
"entityValue": "arn:lambda-1-101002930",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:05:12 GMT",
"status": "PENDING"

[ PE
"entityValue": "arn:lambda-1-101002931",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:07:13 GMT",
"status": "PENDING"

[ PE
"entityValue": "arn:lambda-1-101002932",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:10:59 GMT",
"status": "RESOLVED"

11,
"affectedAccount": "123456789012",
Ilpagell: Illll’

"totalPages": "10",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"
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of: AWS Health 21 ot &=
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CtZ 0dlAl= DescribeEntityAggregates 2dE E0{F = CloudTrail 21 &S L|C}.

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T0Q7:06:15Z"

11,

"invokedBy": "AWS Internal"
},
"eventTime": "2016-11-21T0Q7:06:28Z",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},
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"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",
"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
]I
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