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https://www.ripe.net/manage-ips-and-asns/resource-management/certification/resource-certification-roa-management
https://www.apnic.net/wp-content/uploads/2017/01/route-roa-management-guide.pdf
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https://account.arin.net/public/secure/dashboard
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cidr-authorization-context Message="$text_message", Signature="$signed_message"

ct

1jo
rlo

T4 HRIE Z=H|MTsts oA L.

aws globalaccelerator --region us-west-2 provision-byoip-cidr
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AWS Global Accelerator FHEERE FLHA

Global Acceleratoroil A HAIZH{E|O|E{2 BYOIP T4 Al

BYOIPZ F4 HeIE F7tst
HH el 0|E{= BYOIP IP
cllO[Efofl StLtel IP =48
dedBolEZ stLtel 1P F

CHAIE 223§, BYOIP IP T4 AMEIZIO|EE s 7|E
8 HBY & RlLIC AWSO F2 Rl Bl Jinie B e
5 LICH 2709 Z=A HQIZ IR 7B, ZH =4 [0l M
o]

StLt 0|42 BYOIP IP FAE MEsIT T 7|E A2 0[EE HUlOIEE =T U&LICH KHAIEH LY

2 A4 e{eloEHE YUOIO|ESIoq IP 4 #HE MEE FHEotM 2.

M

L

oH

2 3R BYOIP FAE M85t WLch ChE A™ollM 3Lt o4 o &7} CIDR FA7t
2, 8lLt FE & 259/ BYOIP IP FAE M=E [l Z) BYOIP CIDR S0i|M stLIE MEig
£ A&LICH 2712 SR BYOIP FAE ASStES MBS 32, §F F4 2F Yt AE0| ARE

CIDRO{|A] 7}&42tofF BFLICt KM LI 2 Global AcceleratorOf| A WAF 7|3 HAH|A FA MMHE 32X

HYM P FAO CHE IR IP FAE ALE5t0 HMZ{P0|E{E MMH5te B 7HX| M0 YU&LICH.

oll

+ Global Accelerator 2£2 AFE3510{ AL HYHO|EE M LICH RMEH LI 2 CI=2 2 & X5HAM2.
o QHMIE{Z|O|E] AM

« Global Accelerator0Oll A AFE X K| 2l L& HAMIP{D|0|E] M

« AWS Global Accelerator0ll A A A& AEEZQIE F7}

+ Global Accelerator APIE AFE3504 MY O|EIE MAEELICEH CLI AFR oK E H|Z 8 REM|IEH LK
22 AWS Global Accelerator API 2 = 2| C}22 & X stMI2.

» CreateAccelerator

» CreateCustomRoutingAccelerator

T
\l

OHAMIPP|0|E{E UO|0|ESIo] IP A H

F

AWS Global Acceleratoroil M A Z{|O|E{e| T IP "/\EA-I BYOIP =48 Y8t &, LI5S0l
MY O|E{E UOIO|ESHo T4 HRIQICHE IP FAE AEE = JUELICEL IR IP

H M2 0|E{E «dH|0|E 8104 AWS Global Acceleratoroil/\‘l M3 P FAE M AEE == UE
L|CF.

AmazonO| &% et HM IP FAT HAE = e HM IP FAR E[EE & UX|E HEE S22 H
102! O|LHoi| Z|=doF &rLict 100| X|LIH 22 HX 1P = IP
MEZEL|CH O3 Ct2 BYOIP A E Global Accelerator7t €28t IP TAZ YA EE HAM 2 O

HMIE{RO|E{Z BYOIP T4 AIE 106


https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_CreateCustomRoutingAccelerator.html

AWS Global Accelerator FHEERE FLHA

E1E AO|o|EstE B, Amazon IP T4 Z0|M M IP FA7F S ELICH IP F=A ElS2|7|of Cist
AME 82 EHIP T4 HE ME EEE7IE BE oHHIO

o| MiAof

—

I-I:I ." E—H

'|E Global Accelerator2 L} IP £4A 7}X{27|(BYOIP)E AF2E [ IP FAE HAE5
HEXNIStD EXMIP FTAE HEE Mol @7 AtE L 2rotof & AHE S LR L

c 0

rgk—

oo
0

MR O|EIE UHIO[E5H0d IP FAE HZsHs W

HMIP{Y|O|E{Q| IP A E HAESE{H HAHDO|E{E TS LIS IP FAMM M IP TAE MENE
LICt. T BYOIP &4 % = Amazon IP &4 E0M FAE MEHE £ QIEX| 048 0f CHEt S M2
CHMIE{EYO|E{7F H& IP A0 CHaH o|O| 7k U= AFE 2! 7|EF 2 Qlof| 2t et &Lt

Alstst| ol 4 MB1EI0lE] 5 IP F4 HZol CHa 27 A8 U Qofok B AFEHE HE sof B
=3

S FAoM=E HLe{2l|olEE Yolo|Est= HAtE MSELICH

fjo
ot
P
ol

 Global Accelerator 2£ 2 AFE35lo{ HMHYIO|E{E YO|O|EELICH RIAMIEH LHE2 CtS
NL.

o OHAMIE{R|O|E{E O|0|E EFLC}.
+ Global Accelerator0ll A AFE A K| 2t & HAMIP{2|0|E HE

« Global Accelerator APIE Al 35104 MR O|E{E YOOI EELICE CLI AHE o|XMIE HIZE AHAl
3t LI 2 AWS Global Accelerator APl 2 Z=9o| CI22 & X 5lAM|2.

» UpdateAccelerator

» UpdateCustomRoutingAccelerator

MR O|EIE UHIOIE5H0d IP FAE WA Mol @7 AE

HAEEO|EE YH|I0|ESt0d StLE == 2702 MM IP FAE HAY M= OE Ao RalsHM 2.

. EZ A3 OlElot AHS A} XIF BHRE AMEIRIOIE ZF ol ChE BYOIP FAE WHE 4+ g
LItk Lt S 2740l BYOIP £ A2 a2{al0IEiE A8t ol 31T AEaIoElE B4 o

Ct. 3t X|2F BYOIP =AE AF&35H7HLE BYOIP AE HAEG T
SIS HME{H|O|E{E UOIO|EE = U&LIC

BO|E{7} Q= 7L, Global Acceleratoro| A & &8t X% |p
F 4= Ql&L|CH HME{E|O|E{e] BYOIP M |IP FAE Global
2 HZASE gHof CHst L8 2 clS 3 Z&Luch.

Lt o|& 2| BYOIP T4} %'0+0|= st

£ StLt EE= 270| "X P F
e BYOIP HX P FTATI 274 Q=
_l_—I—E I' OI'EE = 3 OI'L-I'Dl_I-

Accelerator7} &8t M |p F

L
i

Al

e} HIIIII
O}'L

=
74
o

i J

T oo M

>

IP =4 dOo|E 107


https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateAccelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_UpdateCustomRoutingAccelerator.html

AWS Global Accelerator FHEERE FLHA

. BYOIP —’F—_/.\_E HZ4s £ 10 O|LHof| HHZAst A2k FAE EH Global Accelerator H™ IP =
H473s Q 1 M™ |Pp A7} Global Accelerator IP

7t %%EL—IEP

« CHAl Global Accelerator X IP TAE AI2SIEE S BYOIP HA IP TAE HAS £ oiaL
C}. Global Accelerator0fl A HAdle{2{|O|E{Qt &H7H| Sl 2712| A P FTAE AL25t2{H A A

A O|EHE MM EHLICE
« 27HC| BYOIP FAE A&35t= HABHHOIE7t U= B, & T4 & SHLIE CIE BYOIP AR H
A = U&LICE 5HX|TF HMHPHYO|EE MAE [ BYOIP F4AE F7IE et Sst MEHo| ME
ZIL|C} o & S04, 27} X|2| CIE BYOIP FAE M5 E HHAHH O|E{E YU|O|ESE B, F
= Global Accelerator0i| £7}El CHE BYOIP 4 HL|of &3H{ofF FLIC

|->

AE b,

- WAl HE BYOIP FAE 748t A<, HHBEOIEHS HHM IP FLAE UO|OIEE M At A™H F
AE AEE = JUELICH

o 3tLIO| EX AILIE|0IAM BYOIP TAE AO|0|E & I} Global Accelerator7F L0/ EE A Z
o R & UTSE Amazon BH IP FLE HE6H0F E = U&LICH Amazon EH IP FLE
1)H M8 0|E{2| BYOIP HA IPv4 FAE UO|0|Estod CHE HIX(F, Xl HIX BYOIP F4)2
BYOIP A8 AM&5t1 2)H M| o|E 2| F Hmi HA IP 47t Amazon 01| = <02t S
SFS HFe A olaA
o= =2 T /\/\|=|L’|E|-

Amazon MM P FAE HE5K| tegds B, Ol Amazon IP AR |22 = UX|TH 4|
b7 FLICH HE AHE 2 El=2(HH M e42lolEel el
X|BF 102 0| AotstH Amazon IP FA7H A 7tsTHIP 4 £

Y IP F4 HE A =lE27
HMIE{E|0|E{2| ¢EH Amazon IP FAZ E|EE2{H CHSS &gt

« M FaE HEE el BYOIP X IP FAZ HMEHO/EHE MO|o|EELICH

O| YCllo|EE =85l ™ Global Acceleratore &2 Amazon HAM IP FA L S{4EHLICH

IP =4 AUC|0|E 108



AWS Global Accelerator FHEERE FLHA

AWS Global Accelerator0fl A Z2I0|1E IP A HE

AWS Global Accelerator0i CHeH E2I0|HE IP F

LS HME{R|O[HE
ME A=z oleol mat CHELICH 22HOIE IP F4
=

22
= —_ =1
2T WMo E& e

i Zlof CHol BHE ZEI0|UES| &4 IP FATF EEELIC

AR XM 2t E A2 0|EHe| JIEXZRIEN| = &4 ZE0[UE IP FAT EEFLICEH &0

Qe IAM SEI0IHES AA IP FAE HEY £ U EF HHME{D|O|Ee| d=EZQIEN =

Application Load Balancer, Amazon EC2 QIAEIA Hot 75 0| = Network Load Balancer2t= 37+
X 80| AU&aLICH EC0|HE IP FA EBESZ AERQIEZM FIIEE § BlAA0 CHE 2F

Aot Mg AbEEO| U&LICE REMIEH LHE2 EEI0[ME IP FA EESE HEH A XZQIEZ FHES

M.
Global Acceleratore CHZ 2| IE X QIE R0 CHEF E2I0|UE IP A EEE X|5HK| et &LICE.
. HOoF JZ0]| g1= Network Load Balancers

S PN

rofl CHEH AHMIEH LHIE 2 A MR 0B DEZRIEZ A FIHE[= 2[4 A0 CHE

m [
>
HL
I
2
.
ok
Ral
128
wO
x
ok
>
0o

Ju
g'l_l
rr
0%
IE

- 2ElOlMIEIPF

« SCIOIME IPFA EESZ ENI L EQF T F0i CHEF 2 Al
- ECI0IME IP FAL EZEOE HEt AEZQRIE

Global Acceleratorol M Z2I0|HE IP A E&of CHst X|& & A
st ALE

AWS Global Accelerator0il A 22I0|1E IP A EZEE FH|stD AF2E [ Ct=2 9| X|&! & X8t A
°|'0‘|| 9_| o|'k|| .

XIE e A 109



AWS Global Accelerator FHEERE FLHA

Zelo|ME IP F

k>
HL
rH
fjo
2
N
ok
8
rr
o
Ojo
lo
>
0%
2
Jo
lo
9'|_|
x
fo

SElOIE IP FAE HESE A= Eoleo| EBiTIE £7lsT Bt sty| Hof 2ot 18T e
LQE DE Hot 7S UH|0IE5t0] 518 SB0f ALK B2HOIIE 1P A LE A0} B
=3

Global Accelerator IP =24~ CH&I AWS WAFO A EEI0[HE IP FAT7I EAIE = U&LICt ZEt0|
AE IP AL HEE 2[5l Global Accelerator& 435t AWS WAFO|(7t) Global Accelerator0 A
R X| et= Application Load Balancer2| @14 E AtEtst= 5 &4d3t5tH ZEt0|HE IP FATF AWS
WAFO]| LtEFEF LY,

Z2}0|HE IP T4 EZEE Global Accelerator7t X|HEl= ZE AWS 2™ X|HEILICH X E
= 2I™ S8 2 AWS Global Accelerator0il CHEF AWS 2|1 7124 MME FHXSHAI2.

M HHZ{Z|O|EE st XM= A=ZQIE0 CHall 72X 2 ZEto|HUE IP A EZEO0| &Y
stEILICH SEto|UE IP FA EEQ| 7|B2 AEXQIE R0 et CHELICH

Ct

QIE{ 2474 Application Load BalancerE Global Accelerator®| EZQIEZ M AL st= <, M
Accelerator0i| CisH EE2I0|HE IP F4A EEO| 7|2Xo 2 EstELICH AL 0|EHE dde
M £= LISol| HMZ{EO|EE HESI0 SMHE HIFHS ST MENE = &LCt

LHE Application Load Balancer === EC2 °|_ EAAZ Global Accelerator®} &7 AHE 35t AL, ¢
EEXQEo= &4 EC0|HE IP T4 EEO| EHstE|0 U&LICH

Global Acceleratoro M RIEEXZQIEZ M EQF 1 & 0| U= Network Load Balancerg F7t5tH 2t
O|HE IP FTA EEO| 7|[2XMo 2 &Ml E|X| &f&LICH

20 f2lstM .

LHE Application Load Balancer & EC2 QIAEA &

A&LICH o233t A=ZQIEof CHE S M2 HIZH3tE + gLt

AWS Z2£ 2 A8 3504 M M E{E|0|E{E M4

EH=H ZCl0IME IP FA EE SM0| 7|E2XS
£ Network Load Balancer0i| CH3l 7|E2X2

e QEZQIEQS| ZEIOIUE IP FA EE

sl= <, Application Load Balancer 1=
2 gM3ELCH M2 2ot OF =z 0l

XI E’iéL—IEP SME FIet = oA

AWS CLI EE= API 24 S AFE 5o | HHE{R|O|EHE M+dst

|
SMg X|MsR| o2 AL, Fo0|HE IP T4 HES 93 7|

2
o =
- QIE{! 24 Application Load Balancer QIEZRIE|= 7|22 ZEI0|HE IP T4 EEQ|
g d3tE|of AUy&LICt

A e A 110



AWS Global Accelerator THEERF OFLHA

=

7} = Network Load Balancerdll& 7|2Xo &2 ZE|0|

rO

EIPTAEEOQ

7|1& Ad2{io|E o] B2, ECIO|ME IP FA EE QIO| AEZQIEE ZEOIME IPFLAE EE
|.'— O'IIE;\,J;OlEE |:|:|‘ %I- A OIAL_||:|._ 01% %

= A& & Application Load Balancer 21= E PIEE M
AELICH M AEXQIER H#HetstE{™ Ct
7 E

Application Load Balancer QIEXZQIEZ Hgteh ¢
E HE 7|80 U MA=EZQIER Ef

— =
Adstod 7| & =X QIENMH EEIOIUE IP FA
O|Sst= ol E&LICH

I-II

or O & A=xQIEJ} Q= 7|E Application Load Balancer EE = Network Load Balancer2| 39

K| Global Accelerator0] S s HHAIEE MO 2 St S ZEC WHM AE=EZQIEE FJI5tT
=

ZC0|UE IP =& EEO| EEStE(0] JIeX| HAF LD JH TS AEZQIEL IISRIE =F
5to1 2Et0[UE IP T4 HEO| HFStE[X| pf2 ZE WHM|M ELIO0|UE IP =& EE0| =
EE HHME EgfEE MHF| o|S LI

- JIE BN |IPFLAAERQIES BR, ECI0[UE IP FA BEECZ EC2 QAHA JEEQRIER

=
Ei=EE o|E = U&LICH HA EC2 QAR A A= X QIE E Global Acceleratoroll F7+8H CHS

AN=EZQIEO| JIFRIE RS0 BN IP FA S EQIEOM EC2 QABHA JERQIER E|
g MHs| o|SHLICH

ZE0|MHE IP F

>
HL
b
0
u
2
M
Hl
ro
Im
2
o
o
FO
-
Rl
0%

ZP0|HE IPTA EZE0| AIE £ A=A XQIE Ro=E EX @F AHEH0| l&LCt >0|
MM MHEE F7F 27 AFE ol k2t Application Load Balancer, 29 1& 0| = Network Load
Balancer 2! Amazon EC2 QIAEIAQ} ZH2 ol CIEO|M O| EME ABE == U&LICH AFEX} K|

= QIEX
detee HAelEolEe =X QlEo= 4 SCEI0IUE IP AT EEELICH

O| MMoMH= ECHOIME IP A EE0| 2€45HE HENUM FIHstEds A EEZQIE ]
MB&Lch A=z QIEO| Mx|| @7 Aol CHst REA|SH LIE S HAM 0| A= 2 QI
Iz 2lAA CHE @7 AME MME B ZFHMS.

mH

Eté_r 2zto |°+E IP & HEO| 2 Atelol Ciet REMIEH LIS 2 ZEI0|IE P 4 2EZECZ ENI &
(=] x
= pf g

Z2I0|HE IP FTA EE EME2 A25t2{H Global Accelerator?| IEZ QIEof CHEE KA @7 AME
Q|0{| = Global Accelerator0fl EEXZQCIEE FIIE [ CHE AFE 0| R2|5HAMI2.

Zelo|ME IP FA EZEof CHs 27 AFEF 111



AWS Global Accelerator FHEERE FLHA

El24 %4 IP _7|<_/\

- 71

Global Acceleratoroi A Et2dA] |p A IE Z QIE o= E2}0|
LIC}.

rO

EIPFA BEO| X|HEIXK| &

Network Load Balancer IEXZQIE

Global Accelerator0i| ®II= i 91 E 2 A{ Network Load Balancer 2| AAE F£7}1& [l 22I0|MHE IP
FAhBEZ M85 E %’- ZCI0ME IP FA EE2 CIST 2 A0l XHEX| &=Lt

£ Mol falstA L.

Eot 2E0| 9= Network Load Balancers
« TLS 2lAaL47} d4E 2o 1 & 0| U= Network Load Balancer

« EC2 CHA S Z IPv40lA IPv6 NATZ S| HEtg +&5t= EoF 1 & 0| /= Network Load
Balancer

CE 8t Network Load Balancers2| 3, CH4 0| Network Load Balancers@t S8t VPCO| o= B
of2k ECI0|UE IP A EEO| X|&E/LICH EEi=E2 Network Load Balancer0| M CHA S 2 =1
e ok ghLCt.

Et2d4xd 4 EQ3 QIE{mo|A

ZCIo|ME IP FA HEE X|25H7] 25 Global Acceleratore AEZQIE T} Qe ZH MEUlof CH
off stLHA!, AWS Aol B2 HE Q{3 QIE{H 0|AE Y/ HELICH Global Accelerator7t EF24%4
HEZ QE{HO|AZ X S35lE Wedol CHet AFMEH LIE2 2CI0|ME IPFA EESZ ENI &
2ot I 50 CHEr 29 AlelE A ZSHAIR.

Ztol8! MEHIO|AERZQIE

Global AcceleratorE At&3+04 Z2t0|H! MEYI9| Application Load Balancer, Network Load
Balancer £= EC2 RQIAEAE TS =2 X|HE = UX|E A=Z IET}L ZEHEI VPCH HAZAEl 2

E{4 HOo|E9 0|7} Qlofof rLCt AtAIEH L& & AWS Global Acceleratortl M VPC Y48 Eotg
SEXC RS

E2H=|0| Global Acceleratoroi| MHEF ME | =
&L|c} st ol Z2|AH o) Mo CHEH ERfEE
70| MHESH FHEIAR=K] EQIFLC

51& S50| 2E0|HUE IP FA F7¢

£ Ste{H Z2tol8l MEUIZ A8 S
ZHE2H 385t Lt HESFEE 2

rr
"
o
N
02
O

[
o
N
HL
_9_
I
I

ok

FAE HESE ACRQER EajT FutetT 22T Hof 2

p 2 2
QP DE Hot TS UH|0IE50] 518 S20f ALK 22H0IIE P FLB X

112


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html

AWS Global Accelerator FHEERE FLHA

FLICH HESIT AMA Hoi SRACL SLIOFRHIRE) EBiToB MBELICH +4(Ql8He
=) E2iT2 TE{sior st B2, Bot TE2 AL ok BhLIT

HEZI HMA Mo{ FSF(ACL) +A

HES3I ACL2 HMeH20|E{0 M EEI0|ME IP F4A EEO| &dstEl &
Egfj=lof MEL|Ct st X|2F E2HE!0| Global AcceleratorE Esl S =2 |
CIHI2E L o} RHRE #AIS 2 F/gsloF JLCt.

VPC MELT} ¢S
2, S0 ZHIR2E)
%

£ & &s5tt4H™ AC

0E E04, Al AA ZEE AE3= TCP L UDP Z2H0|HE 7} Global AcceleratorE S35 2l
EEQE HAALE S 5{E5lt{H =X QIE S| MELIZ YA TCP £ UDP ZE(ZE H¢
1024~65535, L4 0.0.0.0/0)2 &35t= OFRHIRE ECHEE 51835t WERXZ ACLT HAZE L

Ch. 8 Y|t QU2 E FAIZE ¥ 1024-65535, A4 0.0.0.0/0)2 AAI3fLICt.
2ot 3F 2 WAFO| CHall CHZ 2| AtEol R 2l5HAM .

E 1= A 85tH HTTPo IE 80 L= HTTPSE X E 4431 20| EC210|¢d
Acceleratorg Sall H4E = U e TEE Xo{ge = U&LICH.
Holt 122 Global Accelerator| ERfE!Dt QIAEI AN SEHE THEZ

A E25l= D E EpfEof M2EL|C}.

« Amazon EC2 2IAH

HA
L= EEMIPFAS

> 1o

rr
T
T

AWS Global Accelerator0f| A Z2I0|UE IP TAE EESt

AWS Global Accelerator2(=) Amazon EC2 QIAEIA Network Load Balancer 2 Application Load
Balancer0f CisHf E2t0|ME QS| AA IP FAE CHEHA| ‘=’—’.'_‘—°.=.*L—IEF.

. EC2 QIAEA A= EQIEQ| EL, 2a0|HEL| 1P FoAE BE EfTof chsh ZETLICH

« Z2I0|ME IP A EEO0| U= Network Load Balancer A= Z 91E 0| AL, Global Accelerator=
Network Load Balancer2t & 71 At&35t04 THZ!Q| IP Sl|lHoi| 22 E2ctO[HES| IP FTAE ZEAIF
OHEZE|F|0|MO| HMAE = UZSF FLCH.

« Z2I0|ME IP FA EZE0| 9= Application Load Balancer IEZQIE 0| 4L Global Accelerator
£ Application Load Balancer2t &7H At&35+04 #l A S0| HMAE = JUTS HE ZCI0IMEQIP
FA7F ZEE X-Forwarded 3, X-Forwarded-For2(&) M3 & LILCt.

HTTP 2% S HTTP SE 2 slle] Z=8& AH&5t04 HTTP HA|X[of CHet HEE MEF LT sl 2
EE 2802 F2E 0|5-2 ¥olH CR(FHEIX| 2IF) ¥ LF(E HtE)2 FEELICH HTTP &l 2=

I




AWS Global Accelerator FHEERE FLHA
ol E& TE2 RFC 2616, HIA[X| S0l Ho|z|of /& LICt o E2|AH 0| MM HE| AF8E[= HIE
FHTTP ST M3 =2 &LIcH Y5 HIEE HTTP SllGIE X-Forwarded HFAME 7HX|1 1&
L|C}.

Application Load Balancer= £0{12= TCP @122 ZT =5t WMol= CHarol CHEF M 1AS2 H 57|
HE0 CHY ZE(0: QUABA ZAH|O|L] EE= Lambda ZE)7HX| EctO0|ME IP FAE EESHK| &
&LICt. TCP THZI0 M CHatofl EA|El= AA IP A= Application Load Balancer@| IP A~ IL|C}.
&t X|2F Application Load Balancer= &2 THZ!2| 8E FAMAM ¢l E2I0|UE IP FAE MHs D
M TCP HZie Sl Wolc 2 238 HUH7| Holl HTTP siciol A stol #al 210IRIE IP FAE
HEFLICH

X-Forwarded-For & 3l{2o| @Al2 i1t Z&LiCt
X-Forwarded-For: client-ip-address

Ct=So| o Xl= IP A7 203.0.113.721 22}0|HE0| CHEE X-Forwarded-For %8 &llEHE EoiEL|
Ct.

X-Forwarded-For: 203.0.113.7

Ct=2 2| of K= IPve =47} 2001:DB8::21f:5bff:febf:ce22:8a2e ! Z2t0|1E 0 CiEt X-Forwarded-
For 28 s|lHE EoiFLICH.

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

Zo0|HE IP A EE9| 0o|™H

Global Acceleratorol A EH A= X QIE0of CHEF ECI0IVUE IP TA EEE FHE
Global Accelerator2 T43El OE'-‘?'- OHEZ|7o|MHe| B2, ECIOo|ME IP A EEO| &
IP

£ A2 3to] 22| Safolels P FA0) AMAE £ ALt
0§ £0{, 22I0|UE IP FLTL UE B2, 2E0|HE IP FLE 7|t¢+0§ %ﬁl% ~HE = U&E

L|C}. Application Load Balancer®| £9F &1} Z2 IP F
g £ QaLICt 22l 22to|ME IP FA MEJ ZEE
£ Ar83t0{ i Application Load Balancer IEXZQIE &

2|70| MM AFEXLO| IP FAM 1R 2ZXE MEF £+ A&LICH Appllcatlon Load Balance e
Network Load Balancer &t 1ZE! 2ot 1 50| Hot 715 H2lo|M ZCI0|ME IP FAEZES AI2E

-

Eclo|E IP F4 EEQ| 0™ 114


https://tools.ietf.org/html/rfc2616#section-4.2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-update-security-groups.html

AWS Global Accelerator FHEERE FLHA

£ Q& LICH RHAIEH L2 AWS Global Acceleratoroi A 22}0|HE
ZSIML. EC2 QIARA A=EZOIE M HHeEl ECHO0IME IP FATF EEELICE

ZCl0|ME IP A BEEO| M35l E|o UX| 2 AEZQIEO| AL, AX| U E 2T 0{AM Global
Accelerator MH|AMM AFB5t= IP A7 22 DO AA FAZM Q™ AFEXRIC| IP FAE CHA
gHLICH Ef=o] HME{HOIE] F|o| AARICSZ O|SSIEZE ZCI0|HEQ| IP A & 2CI0|QE X%

1E X
Eot Z2 el 2cto|MEL| 2 HE = EEEIX| et &LICH Ol B2 ofEE|7 0| HEE

Ls H

HAIO|ERL Z2 BE MEXITHAIEE & = o EE[7Ho]Moi| Mg & Lct

—|°|

E.E'.OlO-IE P A _I;I_Z.I_<_0| H=QE=EZQIEO

[ AFSStE 24 IP FAE LE{RE

9| A2, Global Accelerator7t S x|of M EEHE S HEE
= LIC}. Global Accelerator & E1& HESH0 £012
HZlof &4 IP F4(ZEH0[AUE | ol gdztEl B2, ECt0[MUE IP FA0(|7| &)od CHet
HEE & = U&LIch xtAIE LHE 2 Global Accelerator XX| MOl (x| 2! IP F4 22| & AWS
Global Acceleratordl M 38 23 74 2 ALE MME FZEFHM 2.

=
oL
-

SE0|HE IP A EZEo0Z ENI L 2ot OS50 CHst 28 A

AWS Global Accelerator0f A 22I0|HE IP TA EES A6t AR, B L EQI3 QIE{H 0o|A
(ENI) 2 2ot T Foi CHEt o] MMo| HEQI B ALHE 5ol SLICH

ZClo|ME IP FA HEE X|25H7] 2l Global Acceleratore AEZQIE T} Qe ZH MEUo CHaH
SHLEA AWS 7=||7é‘>'0| EtzdX | EQ|3 QIE{HO|AE MMELICH EF2dX HERT QIE{H0|AE VPC
oM 7H4 HEXF 7= EllleE =2lM HERZ 74 2 ALICH Global Accelerator= 0|2t

Lt
Ef2dxd |4{E9|3 QIE|H|0|AS AFR5l04 HAZIHO|E] £|of TS NS ZOIEZ EFTS 2l Elst
LICH o248t Ao 2 ERj=Elg 2R EstE Ol X|HElE A= ZQIE = Application Load Balancer(LH
E gl ol 24Z), 2ot 71 E 0| Q= Network Load Balancer ! Amazon EC2 QIAEAQIL|CE

(® Note
Global Accelerator0| A LIE Application Load Balancer == EC2 QIAEA AIEXZQIEE
F7tstH Z2to|E! MEUlo| M CHAE X|ZH5104 CIE{L! ERZlo| 7t4F Z2l0|E! 22

o
E(VPCs)Q| AEZQIEZ X S5 AT & 5 Q&LICH KFAIEH LI 2 AWS Global
Accelerator0l A VPC 9172 E0t2 & Z5HAMI2.

Global Accelerator7} Et2dX HE Q3 QIEH|O|AE AIE5HE WY

[«

A EZE0| &43sHEl Application Load Balancer &= = Network Load Balancer 2=
?, 2E WAHM7} = MEY £=0f [}t2} Global Accelerator7t Ao d5t=

ENI 2 Eot mad Aty 115



AWS Global Accelerator FHEERE FLHA

Bt HE Q3 QIEH 0|A =7t Z™HELICH Global Accelerator= 74|74 0| 42| O|E{7} 2o
=2 Application Load Balancer EE = Network Load Balancer2| EF23% | EQ|3 QIE{H|O|A 7} 3t
Ol4 U= ZF MEHol| CHaH B2 HES|T QIEH| O|AE St MM FLICEH

Ct= ol oXolME oledet 2& SdE dBELICH

« O{A| 1: Application Load Balancero] ME A & MEU Boj| Et2d™ | EQ|3 CIE{H O|A T} Q)
T 2. WHME HMHY O/ A =EEQIEZE M F7I5tH Global Accelerator= ZH MEH0d| 5t
L 27H0| Btadx HE |3 QIE{HO|AE M dgfLCt.

L

« oA 2: 0| E S04, MEHA & HELBO| EH2EXQI HERT QI 0|AT /= ALB1E A 4D
BlO|E{10f F7t8F Chg, MEHIAQL MEHIBO BH242Ql HE |3 QIE{H|O|A T = ALB2E
Miz{gi|o|E{20]| F£7I5t= 7B, Global AcceleratorE stLE MEYAS} StLEE MEYBO| /= 2
7Hol B2l | E9{3 QIE{H| O] ADH A8 L|C},

- oA 3: MEUIAL MEHBO| EF232Ql HER|T QIEH0|A T} Q= ALB12 M {20104
F7t8t 2 MEYI9F MEYICO EF24XQ] I EQ|T QIE{H 0|A T} Q= ALB2E %%E-IE{IOIHZ
ol &7t5t= A<, Global Accelerator= stLte= MEYIA, StLt= MEYB, stLte MEHICO @
= 3719 Ef@!"—"lo._' HEZ CIE{HO|AE MEFLICH MEHIAS| Et2IMOl HERT °|E-|1HIO|
A HAZEO|E{1 2t HMP{2||0|E2 250 ECf=EIS S ELICH

o x| 31+ Zo| SUet MELIo| A= ZQIET} 048] HME{B 0| Flol U= B2, A {0l 7+
off B3 HIER{T QIE{m|O|A7F RALS ELICH

Global Accelerator7t st =2lX B2 HEQ T QIEHO|lAE B SAE ME|F ESE
o e B Hol| XM LHEHLHXR| at&LICH 7H8d g = MEYIMH E =

Ls H

A
QIE{H|O|AZ M EAIZ|IE CHE AWS AH|A S} OFRIZIRIZ HE T FA BHEHNAT) Hl0

0

>
e
1°
m

J

A
==

m o
fo
ol

HAMIP{D|O|E{Q| A EEZQIEM|M AFESHE MEYU =8 H7}504 Global Accelerator7| 24438 Et2d
M UHEXT QEH oA =& ZAHELICH HEHBO|HE Mdst7| Tof 23t BHEM HERKA
QIEH O|A, & B MEUY 5tLt 0|40l 047 IP FAE ISt IP T4 37t 8F0| SEEX| &
QIEtLICE ofr IP F& 70| SE5HK| 2t 2 B, Application Load Balancer =& Network Load
Balancer & 212 El Global Accelerator 238 | E Q|3 QIE{H|O|A0] e Et 04R IP =4 S7H0|
AU MELZ WSt HLE AFE 5ok & LCH

Global Acceleratorti| A 7|7H o HAMZ{H|O|E{0f U= AEEZQCIEN|AM EFEEM I ERF QIE{H O|A
E ME35K| ot Wo 2 &#Qlx|M Global Accelerator= QIE{m|O|AE AMA|EHLICEH

ENI 2 Eot mad Aty 116



AWS Global Accelerator FHEERE FLHA

Global Accelerator0f| M M8t HoF O &

Global Accelerator & 2ot I &S AISE [ ClSo| MEQ 2 AlY|E AEELICH.

- Global Accelerator0fl A M8t 2ot I8 |X| ZEl6te CHE 2ot OE9| AA IESE M A
& = UX|B Global Accelerator= VPCOl| X|HE CHA S 20t ERfElE MEELCY
- Global Accelerator0i| A ‘B8t 2ot & H2lg Y5t 42, A=EXQET HIHYO| E +
U&LICE O] B, AWS X|HEl0] 22|50 X|HE B ML
- Global Accelerator= Zf VPCO| CHEt &4 2ot OS2 HMELICH §H VPC Lol dl=ExQIE
1 x4 ol

off CHal MAE Bt W E L3 QIE{T| oA E BHHA LIEST QE{H0|ATH AZAE Ao
ZAglol ZF SYUS Eot OB S AISELIC

—_

/A Important

Global Accelerator= B2 HE (3 CIE{H O|A QI HAAE
oM 0|E SXIstxlE et X|2t o248t 2 Fof CHEt 2ot OF

HMP{YO|E{| AEEZQIE 0| CHEL ECIOIVE IP TA EEE oF% R/EEHK| 22 A2, o] MMo| x|

Zlof 2t StLt O| & o] AEZQIEE ALEXIC| ECI0|HE IP FTAE BEES= HEXQIER FII5t10

B42t3tLICt. Application Load Balancer, 29t 1& 0| = Network Load Balancer E£= 2% |IP 4

A= EQIEE SEHOIQIE IP T4 HEO| Qe siY 2 Waik M EQIE Ei EC2 QIARA ol

EOIEZ BB & MEHS £~ Ql&LC}.

Of 4440i A= AWS Global Accelerator Z2& & AH835t01 AEXQIES FItstn Bgtsts YHs o

HEFLICH Global Accelerator2 API 242 AL 52424 AWS Global Accelerator APl 2 =& &I X SHA|

.

ZClOIME IP A EES ASSIESE AEXQIE B4E

AEXZQIEE ZSCIOIME IP TA BEEE MMT| A ES HEstE Zdo| E4LICH

« MA=ZQIE FI}: HX| 2EI0|HE IP FTAE EZE57| Q6 &M35st M| EE giHdM EE= EC2
CIAEIA Q= Z OIE E Global Accelerator0d| F=7t&hL|C}

- ECEl ST X5 2AH OIS AEZQIE 715 %|E 7450 7|E Q= 1A M RIE
2 EfjE g MHMT| o|sELICt.



https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/global-accelerator/latest/api/Welcome.html

AWS Global Accelerator THEERF OFLHA

. XY 5 EAE: 2EI0IME IP FA HECR A0 EFTS M A= ZRIER 0|SE $ TAO|
ol =

—
01|”EH§ HSoteX| HAERLICH O Oh3 oY =X RIE Q| 7IEXIE Z=HsH0d

CtS ol MM tHAlof et A= ZQIEE BEHELICEH

ZCI0|E IP A EE2 Global Accelerator7t X[ HEl= 2 & AWS 2|0 R|HEILICH X[HEl=
2| 552 AWS Global Accelerator0d| CHeF AWS 2|7 712 M MME R XFHM 2.

/A Important
ZZ0|ME IP FAE EES
Accelerator 22}0|E |
St & UO|O|EE|RER

ZoI0|ME IP FTA EZEOoRZ AEEZQIEE FUI5t2{H

1. https://console.aws.amazon.com/globalaccelerator/home| A Global Accelerator &2 {3 LILC}.
H Mgy ol mo|X|of M HAe{el|o|E{E MEYELICE
2lA L MMM 2|ALHE MEHFLICH

2

3

4. A=xZQIE OF MMM A=ZQIE
5. AEZQIE MMoM AEZQIE F7}
6 o

=
2 HirolMd 2E0IHE IPFAEE

A= ZQIE F7I Ho|X[e| A=XQIE g X|&ste= o
CEEQIEE MEAFILICE

7. 18R EEOM 7|E AEZRIEN HHE JHE X0l HIH 2 AHE MEHELICH o & S04,
Sl Application Load Balancer?| 7t & x|7} 255Q! 4<%, MX{ M Application Load Balancer2| 7}
SX|E 52 YUY = UELICH RHAM[EH LIE2 A=EZQIE JIESX|7I EBE E5S #Elsi= &
He FE5M

8. ZEQft AR ZCIOIME IP FA EENM FTAEES MEHELICH

9. HZAANE MES MEIELICH

O3 CHS ole48t EhAo et s Ste 7IE AEZQE(ECIOIME IP FA EESE MAUEEQIE

2 nAste AEXQIE)E HESo 7|E A=EEQEQ| 7HFX|E £04 ECHEO| A=EEZQIER 0|5

st= JAE &Lt



https://console.aws.amazon.com/globalaccelerator/home

AWS Global Accelerator FHEERE FLHA

o

N
P
e
[N
i
ro
|m
lo
|m
&
JH
mo
A
o
A

—_

1. AE=ExZQIE OE HO|X|0|AH ZEI0|ME IP FA EEOQ| QE 7|ZE AEXZQIEE MEHSHL|CT

2. HWElg MEdEtL|CE.

3. de=xQlE HE Ho|X|e| 7tE x| Heof $4A| =AIELCH H2 AE QU=ELICH o & S04, 7|
E A xOlEQ| 7IE X7} 25501 AR, M A= ZOIE(ZEI0|HE IP FA BZE 28|l 7B RIE
2202 2 248t £ Ql&LCt

4. HHZA AE X{ES ME4EHLICE

MASZOIEQ| JIEX|E W £&2 MX5t0{ 2o EpfElo| Zt2 BEEOoZ HAES & e 2! M

AEZQIEQ| 7IE%|E 7l& ZHGI0{ D E ECHEE MAS| HErs £~ &Lt

o€ £0f, 75 %|7} 20022 M El 7|E Application Load Balancer2 Al 5t 7V & %71 52 MHE
ZcI0|ME IP =4 EE0| #/d3HEl Ml Application Load Balancer IEXZQIEE

B ZI&LICH M Application Load Balancer@| 7S x|E€ = 0|1 22l Application Load Balancer?| 7+ &
%€ EUoZM EEHEE #eH Application Load Balanceroll A A Application Load BalancerZ M %!
Mo 2 vietghL|ct. ol Al:

212 7FS x| 190/M] 7tE %] 10
« el 7S x| 180/M 7H& %] 20
o e 7IE x| 170/M 7tE5 %30 &

CEEQIEQ| 7IZX|E 022 £0|H 2E E2iE(0] 0ilX| AlLtE|20iA)0| EEIOIVE IP F4
BEE E&st= M Application Load Balancer IEZQIEZ 0|5 & L|C}.

A= ZOIEO| Chet PAS S A= EoIof CHEH ESHT/0| BEIOIHE IP FAE BESX| TS
siiob o= 9, BeolodE IP 4 HE0| gk o oz seln 2atolod

o H
ro
|m
lo
N
O
A
i
o
[ph]

ASZLQIE Bz 119



AWS Global Accelerator FHEERE FLHA

AWS Global AcceleratortiAd 22 & ZL|E{E

Amazon CloudWatch, & 21 L AWS CloudTrail& (&) A& 5104 AWS Global Acceleratoroi| A 4
ME{R|0|EHE HLIERE £ J&LICH 0§ E04, Ela Y A= XQIE EXE sidstn, Eciz of
| ERE

HE 2Mota, Ao ot HEE 7tME & &Ll

= ot &l HME £ AELICt
- 3§ B0 MY O|EHZE E0{2E= ECHE ECt0|MER E0t7tH= Ec=lol CHEt AFME HE
E M3gucC B Y7t EME slidstn TRl ZHALE I8t HEE MSste ol
FEELIC = Amazon S3 AEZ|X|E MA5tD AF3HoF BHLICH)

(® Note

Z&0|M E= AWS CLI%(%) ArZE M 25, 0|F MR (2EIZ) 2IT12] Global Acceleratord|
CH3t CloudWatch X|£ & 238 = QI5HoF & LICE AWS CLIZ(E) A8 & 8%, --region
us-west-2 I2tO|E{E Z &5t BHEH| ALSE 0|17 MP(2ElH) 2lrE XIHsM L.

=S|

« AWS Global Accelerator2 Amazon CloudWatch AFE

« AWS Global Acceleratordl M 8 23 74 U ALS

« AWS CloudTrailZ (&) AtE35+04 AWS Global Accelerator API & 21

AWS Global Accelerator2 Amazon CloudWatch Al

AWS Global Accelerator2 (=) 2/dl2{2l|O|E{0i| CHsH Al HIO|E Z2IEE Amazon CloudWatchoi| H|A|
&fLICh. CloudWatch& Ab85Hed OIFA%F HIOIE+ ZOIE0 CiEt SHE THE AlAL HlolE HEez

M7tXE = A&Lict O|§ R|EEtn FLCH ZLEHZY He2 M X EE dZst 1, Alzhol| HE sf
g Hrol UL ZM OO/ ZRIEE Y E. LICE ol & S04, X|HE 7[zH S A 2{B[0|HE Set

CloudWatch 2 L|E{& 120



AWS Global Accelerator FHEERE FLHA

EfEE 2LEHZE + U&LICH Z OolH ZRIEos (EE EIHARZ ot FY ER|(ME AL 7L

A& LICH.

® Note
=&0|MH E= AWS CLIS(E) AHEE I 25, 0|3 ME(L2I7) 2IT2| Global Acceleratoro|

CHBt CloudWatch X|& 2 238 = QI5HoF & L|CE AWS CLIZ(E) AH8E 4<%, --region
us-west-2 It2tO|EHE Zfsto WA AL E 0|12 MBE(E|H) 22 XIHeAM .

K|EE Ar83t0{ Z7| Global Accelerator 2 ZX|E siZ5tT EEiZo| =X QIE| A8t £ 8
Eho| BtetE|l=X| R & ZHE & &LICH RS2 2 24 E|E CloudWatch X|EE& £ 11 E{ 0|
Network Load Balancer@t Z2 A=EZQIE0] 0|& MM 5t=X| & QIELICt. Global Acceleratorof A 21l
EXQIEZ, Global Accelerator0l A CtA| 2Et0|HE R O} RHIRESHE X|E 7} Q04{0F 5tH, 2= Ui
HMet 22 A=EXZQIEN CHAHME S YT XIZE 7t 4010k B LIC}. Global Accelerator0f| M & & =| X[ 2t
2 Ot R E|X| 7L 2E WMol =25 X| Rot= ECHE2 ECiEo| o4 X EE SUSIES 779

Ol 51&st=X|, 2 & HE0| HMAE 51&st=X] Fsor &S LIEF = JU&LICH

m

KIEE AL 5t04 AIARIO| A THR £ 35| D QUK 2OIE 45 QBLICH 08 Soi, XIHE XIEE
2 LIE{R5t7] QI8 CloudWatch B2 & M4I8H TS XIE7} 518 SIS Hoid B2, ZxI(0f: Ol

FAaz B ELY|) E FE + J&Lich

Global Accelerator= 2% 0| HHE{E|0|EE Ssll ME == FLR0l|E CloudWatcholl X|EE& 2L
§

Ch 20| HME{B[0|EE S8l T == B2, Global Accelerator= 60X ZHZH2 2 X|EE FHS D
TS LICH AL 0|EHE Sall & El= 20| gi7LE XIZof CiEt HoIE{7t el B2, RIEE 2

T E|X| ef&LCt

KFAIEt AAHE Amazon CloudWatch AF2 A 7F0|EE X SHAMIL.

LiS

« Global Accelerator X| &

« HMzgo|E{Q| X|E R} &

A

MHO
ol
I

 Global Accelerator TCP RHA4%

« Global Accelerator X|Z 0] CHgt EA|

o HAe )| o|E{oil CHEr CloudWatch X|E 27|

CloudWatch 2 L|E{& 121


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS Global Accelerator FHEERE FLHA

Global Accelerator X|E

AWS/GlobalAccelerator WA HO[AOE= CE 22 X|E7F ZEHELICH

NE: AY
ActiveFlowCount Global Accelerator0f| A 4 Al2{2|O|E{0]| CHEH 2 E2I0|HE M A=

CIERZO| SAITCP X UDP 24722 & 4. HH D O|E{0l|l M S= K|
= TCP 29| B2, A=EZQIE0| TCP &S oi= E20|UEE H

QS 2oz 7+’<5||,||:}.

Ol XIEE A8 5tod A= ZQIEOf HMASHE B4 ALSRHHZ 2
£ Of ¥ ofsHst ALt E2HTIS x{2lst7] Qs BlaAE ot of
Sx| 02 E BHY £ aLict

* Accelerator

* Accelerator, Listener

 Accelerator, Listener, EndpointGroup
* Accelerator, SourceRegion

* Accelerator, DestinationEdge

* Accelerator, TransportProtocol

* Accelerator, AcceleratorIPAddress

Flows_Dropped_No_E A& 7t58H IPv6 AEZQIET} glo{M AtXM|E & TCP IPve THA 5§
ndpoint_Found . 08 E0{, FULAH |IP T4 RO HMZZ|0|E{7} Qi HAZ
HOlE{e| A= ZRIEOf CHEH IP T4 REE IPV4E HEE E<2, 0l

f 1
St AEo| graE &~ QlaLct

3 StLih e [ IPve ECfEE sAlste R &

o
=
ol ol Az olEle] B2,

Global Accelerator X|E 122



AWS Global Accelerator

THERE QLA

XE

HealthyEndpointCou
nt

A O

= O

- EFJEIZ2 NZ2St= IPve HEZQIE TV} Qe MM O|E{E 0 R|E
E 2%hct.

« A2 FHEIA=EZOIET Qe HMEYOIEHE AXNME & 58
E 2n%hct.

SH: fLsHH 88t SA= SumLICH

N

* Accelerator
* Accelerator, Listener

* Accelerator, AcceleratorIPAddress

He SEfZ 2tFE|E & Q=X QIE == Global Accelerator= &
A2 O|E{oll M AEZQIES| HENE HY|IH2 = HIFLICH ol2{8t
SEi HOI2 RSz AYELICH ol2{et &Ef Felo| ddxlE Y4
o A7l AEZQIES L A=ZQIE S| B £l FMof et

SrEELICH RKEAEH LHE2 HAE B O[E{of S H Ol AMA HF M|
Mg EZstMR

E1 7|z 74 Y EYsHE A4S olEHe| B2,

SH: 7tE &8 SH = Minimum % Maximum®L|Ch

* Accelerator
* Accelerator, Listener

* Accelerator, Listener, EndpointGroup

Global Accelerator X|E

123



AWS Global Accelerator

THEFR

oL

XE

NewFlowCount

EZ dHEIMTCP

T 7|&: 00] ofll Zfol e E2.

* Accelerator

* Accelerator,
* Accelerator,
* Accelerator,
 Accelerator,
* Accelerator,
* Accelerator,

* Accelerator,

Listener
Listener, EndpointGroup
SourceRegion
DestinationEdge
TransportProtocol
AcceleratorIPAddress

NetworkProtocol

x

luD

P

Global Accelerator X|E

124



AWS Global Accelerator

THERE QLA

XE

ProcessedBytesIn

Ad404
=o

TCP/IP 3 S
A=EZQIEO CHEt 2E

& 710 MElE, S01E
Ecf{=o| ZeELc

21 7|&: 00| ot Zkol| U= B2

SH: fLstH R88 SH= SumLCt

* Accelerator

* Accelerator, Listener
* Accelerator, Listener,
* Accelerator, SourceRegion
* Accelerator, DestinationEdge
* Accelerator, TransportProtocol
* Accelerator, AcceleratorIPAddress

 Accelerator, NetworkProtocol

EndpointGroup

A

Global Accelerator X|E

125



AWS Global Accelerator

THERE QLA

XE

ProcessedBytesOut

Ad404
=o

TCP/IP 3l & HM {2 OlE{o| A 2!, LI7}
= QIEXQIES| EEE, OlO|L{A HE| &2 E

oorr
j]
mjo
He
ok
o
r
[ul

H1 7|&:00] ot 2tol e E<.

* Accelerator

* Accelerator,
* Accelerator,
* Accelerator,
 Accelerator,
* Accelerator,
* Accelerator,

* Accelerator,

Listener

Listener, EndpointGroup
SourceRegion
DestinationEdge
TransportProtocol
AcceleratorIPAddress

NetworkProtocol

Global Accelerator X|E

126



AWS Global Accelerator

THERE QLA

XE

PacketsProcessed

UnhealthyEndpointC
ount

Ad404
=o

AEf EQl EB|El S A=XQIEE Q7= ECHEE
Accelerator7t M 2{2{|0|E{of| CHaH % 2|8t T ZHZ!

A
7|zt Lol EcfE 2&S HR|OtZstE ol 20| 2 = U&LICH

Bu7lE: 74 A EdstE HAeelolE e F2.

* Accelerator

* Accelerator, Listener

* Accelerator, Listener, EndpointGroup
* Accelerator, SourceRegion

* Accelerator, DestinationEdge

* Accelerator, TransportProtocol

* Accelerator, AcceleratorIPAddress

M4 MEIR 2HFEE B ASERIE 4,
] X

21 7|E: 74 W HasE B0l B

EA: 71& @28t EHE Minimum 2! Maximum&lL|C}.

* Accelerator
* Accelerator, Listener

 Accelerator, Listener, EndpointGroup

Global Accelerator X|E

127



AWS Global Accelerator

THERE QLA

XE

TCP_AGA_Reset_Coun

t

Ad
=

0%

£, Ol X|EE M85

5t Zet0|YME JEEQIER RMEH S CtA| MESt=X]
=

=
g = A& Lo

04 Global Accelerator7t 22I0|HE 142 B =
7

2
!
]

Global Acceleratoroi| A 444 =l TCP RST W7t X A sfZ2oi CHer &k}
M8t LI 2 Global Accelerator TCP A AKX 2| s &= 5HAM2.

He
ks
N
i
Im
il
1K
[)

* Accelerator

* Accelerator,
* Accelerator,
* Accelerator,
* Accelerator,

* Accelerator,

A1 2t0] 00| ot F2.

>

g SH= SumLct

Listener

Listener, EndpointGroup
SourceRegion
DestinationEdge

AcceleratorIPAddress

Global Accelerator X|E

128



AWS Global Accelerator FHEERE FLHA

XE )

TCP_Client_Reset C ZCI0MENM A=EEZQIER MEE & AHAA™E(RST) IZ! = O X|
ount EE A235t04 E2}0|HE 7| Global Acceleratort 2| A4S Yo E

= QEX| Ee AZA0| 7% &tH E7|of RHEHEE|IEX]| iR E ZAH
= (o]

17 MATS MAsHE SEIOIUES WHE 1) THAINE e

ol #8gfLct.

o g
nr =2

ol

Global Acceleratoroi| A A44El TCP RST W7 L A sfZ2of CHer &kt
M8t LI Global Accelerator TCP X{AI% 2 X| &

21 7|&: Eci=o| {1 2t0] 00| ot B2,

SH: fLstH R88 SH= SumLCt

* Accelerator

* Accelerator, Listener

* Accelerator, Listener, EndpointGroup
* Accelerator, SourceRegion

* Accelerator, DestinationEdge

* Accelerator, AcceleratorIPAddress

Global Accelerator X|E 129



AWS Global Accelerator

THERE QLA

INE:3

TCP_Endpoint_Reset
_Count

ol E20l 4

Global Accelerator0i| M M= TCP RST H7} &
2 Global Accelerator TCP A 2X| sHAS & XM L.

Mgt Li8

ZQRIEO|M 2EI0|ME
EE A5t Zetol

(o] P2
ARE

2
1E A= X Ol
(=3

=23 XH*"’S‘(RST) mZ! == o] X|
= Al7|2 AMsls

=
[

1

M siZol ChEk &t

* Accelerator

* Accelerator,
* Accelerator,
* Accelerator,
* Accelerator,

* Accelerator,

ATl olEe| X| & A+

HMHEo|E el X|IEE E

At#

Accelerator

Listener

Zto| 00| ol B2

Listener
Listener, EndpointGroup
SourceRegion
DestinationEdge

AcceleratorIPAddress

oHMI2{Ri|0|E{H2 K| E CO|EIS TE{ZIBLICH 422 0lE] ID(
M2420lE{ ARNS| OHX|} £52)2 HM2H2|0|ES xR E LT of
£ E04, ARNO| arn:aws:globalaccelerator::012345678
901:accelerator/1234abcd-abcd-1234-abcd-1234a
bcdefgh 21 B, 1234abcd-abcd-1234-abcd-1234abcdefgh

2(8) xIEgfuc.

BlALEE X|E O|lo|IeHE EHIFLICH 2lAL] ID(2|ALH ARNS]
OFX |2 22)2 2|AHE XI™HELICH o & §01, ARNO| arn:aws:g

dizfeilolE{e| X| & At

130



AWS Global Accelerator

THERE QLA

EndpointGroup

SourceRegion

A4 04
= o

lobalaccelerator::012345678901:accelerator/12
34abcd-abcd-1234-abcd-1234abcdefgh/listener/0
123wxyz Q! AL, 0123wxyz2(E) KIHELICH.

(9}

KT

OlE
[

as

HE X|E O0|HE LEZELICH AWS Z|TeE =
|HELICt O|E £04, us-east-1 (25 AEX}).

Im e

= a8
X

o |n

OZ 2|70l AEZQIE T} Al =01 AWS 21X 2| X2 Qoo AA

MHEZ X|E Clo|HE HHIELICH &4 B2 O S oH—HLI—IEL

NA - O|= 4! FLtCt
EU-8H

AP — OFA|O} EH I QF
KR - CH&tEI=

IN- QI

AU - QAEH Z|ot

dizfeilolE{e| X| & At

131



AWS Global Accelerator FHEERE FLHA

NG =LS
DestinationEdge Z2ct0|ME EBiEE MSB35t= AWS x| 270|M9| X2 il Y
& AX[HEE X|E Olo|HE EEHAFLICH CHa AX|= Ct St L
Ct
« NA-0O|= & FHLtct
e EU- OE—|
« AP — Ol Alo} EHHQF
« KR-LC{stal=
« IN- OI_I—I—
« AU-2AER |0}
- ME-&&
- SA-'E0|
« ZA - HotzZ 2|7}
*Cietst= 2 el &2
Transport UDP E= TCPRI M& Z2EZHZ X|& C|0|HE EEZELICH
Protocol
Accelerat HMIP{P|OIE Q| IP &, & HMY OB € E HHIP F4 & 5tLt
orIPAddress E 7|Z2 =2 X|& |0l E EEHZELICH

[

Global Accelerator TCP AHAI% 2K | i

i I
>
x

p

]

op

i

_|

O

Ls)

2

2

0

3

O

Lv)

A

w

3

1

i

HT

!

o

T

Ani

Zt HAMIP{P|0|E{= Global AcceleratorOf| A 284S
CS2 Global Accelerator7t TCP R{MHEE T& ot txQl o|RLIch

« Global Accelerator= FIN SHEM|O|3 EE= RHAEHEE A& 35H0{ EE210]( 2
S B2 M TCP HAS 23l do 2 EAIELICt 2Cl0|ME e A= ZQET &8I TCP HZEMM
Cllo|E] mHZ! 2 M&ste 7B, Global Accelerator= @1Z20| &35 /T EBfZIE £8H8 £ Q182 Lt
EtLHE TCP MMYEE YMFLIC

- $F&F Azt =1t 7|Zto] X[t & 2210 =
Acceleratoro| A TCP RS THZ!E 415104 @420| 0|4 F=5tK| &t S 2 LtEHHLICY.

O_I_

r

%
[m
kA
Ir
s
In
Hel
o
[m
N
E
o
o
M
2
op
Q'I_l
rr
ox
o
@)
(@)
O
o

Global Accelerator TCP AMA% 2| s 132



AWS Global Accelerator FHEERE FLHA

IO|HE E= AEXQIERQIO| A E L5 5H= S Global Accelerator7t
st= A2, Global Accelerator= TCP R E MASEHLICT

- TCP M EM0|7 &oi 2
o 7|zl et 2 WAl =4

oH M2 O|E{0f| CHEF AGA_Reset_Count X|E £7} 9t2%40l 4L, O|= ZEI0|E = A= Z QI
E 7} Global Accelerator2 C|O|E{E S EX[7{L PFEE HAEE MEMT| IHE LT,

AGA_Reset_Count X|EOM S35 S7I5t0 S7H20| 2A7L Y, AFAHLUCIR EE HEA AdeEx
CIEQt Z2 A=EXQIE Fo| 2 X|E HE Ao UX|StE Z I =
0{ Global Accelerator TCP A& 0| EE|HEIRE = U&LICE Ol EME ZAlst= Ol &
™ AWS X|HE| BOlFHMIR.

Global Accelerator X|E0{ CHet S 7|

CloudWatch= Global Acceleratoroll A Al X|E O|O|E| ZQIEE 7
7'!

7gtez SHE MSELLCH S

He XIgEl 7|ztol 43 X[ ® HIOIE-IOI EALICH SHE 2&HstH tl._5?_5._ Cio|Ef AER2 X|E O
St Ao 2 AEELICH RHH2 X EE T RtAH AEsts o|F/2L WLICH ol & &0, RE((OY
Haledei ol

=

Ax|= ‘EU )2l AWS AX| E91I0|*=|01IA-| HOIE7} MBS &= HHAedel|olEof CHall A E|E HIO|EE

[t 2 R8Y 4 s KIE/AH T80l oM ULic

o F HMPBOIE IP T4 220 M M3 El= EBHZ(M: ProcessedBytesOut)2| &2 2215104 DNS
80| SHtEX| & QlgLct.

- ArEA EfZlol X2 B2 E =felstn 2H(0: S0lMM S0I2) = —;LE':"'(Oil' 5F EE 9
Lol S0|2) EeiEol &S ZLIEZELICE 0|& A% 5tEd™ DestinationEdge & SourceRegion
xted0| EM Zto 2 MHEl MEH0I M ProcessedBytesin & ProcessedBytesOut X| EE & QI8
Ct.

o HMPPOIEMM HIHY AEXZQIE =8 B 1 o{H A=EXQIE O F0f £35t=X| &lg Lt
A= ZQIE JFO| M2 B2, EAM7t YHlste A=EZQIET; %!E ?i'EEO.JE IL-E—% bt

= Ol §5| f8&Lct ol A5t NSl
F

UnhealthyEndpointCount X| £ & & QIgtL|C},

o M| O|E{0d| CHEt CloudWatch X|&E E 7|

CloudWatch 2& = AWS CLIZ(E) AHE5t04 M| 0|E{Q| CloudWatch HEZ!IZ 2 21E 5= Q
&LICH 2&0M X ZLIEHZ JeiZ2 M ZAIELICH ZUEZ Jeiz= HM2{E|0|E{7t &
Stz|of U LEE £4lstE A=oiet olo|H ZRIEE FE AIFLICH.
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ZE0|M E= AWS CLIZ(E) MEE M 25 0|= ME(R22[7d) 2I1X12] Global Accelerator0i| CH et
CloudWatch X|EE & QI5HoF & LICH. AWS CLIZ(E) MEE B2, --region us-west-2 T}Zt0|E
E z&stod BHol A8 E 0|5 ME(22ld) 2Ide X oﬁwl.u

CloudWatch 2& & Al83510{ X|EE & QI5t2{™ Amazon CloudWatch AFE A A Q| EHA|of| 2t
GlobalAccelerator WA H O|AE MEHRILICEH RFA|SH LI 2 AFR 7158 X E E7(E &ZT5HAMIL.

AWS CLIZ(E) Ab23tod X|E ol ChEt EH 2 Pt

X™E x[® & Aol cHet SHE F38t24H of2ll get-metric-statistics & AFS & LICH.
CloudWatch= ZtZto| IRt Aol ZEtE WL of X|EEAM MR LICH §E H A7t £IX| &f2 At
ol ZE2 MBS SHE AME == RELICH RIE dY Al ASE Rt SUE RHHE KISt ok

gLt

CHS ool M= SOI(NA) CHE SUX|olM MBS ste HHedel|olE e d<ol BE, #E|E & HIolE
Lt g LICE.

aws cloudwatch get-metric-statistics --namespace AWS/GlobalAccelerator \
--metric-name ProcessedBytesIn \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=Accelerator,Value=1234abcd-abcd-1234-abcd-1234abcdefgh
Name=DestinationEdge,Value=NA \

--start-time 2019-12-18T20:00:00Z --end-time 2019-12-18T21:00:00Z

Ct

0jo

2 BEol £ oM LiCt.

"Label": "ProcessedBytesIn",
"Datapoints": [

{
"Timestamp": "2019-12-18T20:45:00Z2",
"Sum": 2410870.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:47:00Z",
"Sum": 0.0,
"Unit": "Bytes"

.

{
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"Timestamp": "2019-12-18T20:

"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 1560.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 1343.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 35791560.0,
"Unit": "Bytes"

48:

43

49:

:00z",

1002,

0ez",

00z",

oez",

1002,
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5 & 23§ AL835tH AWS Global Acceleratorof A HA 22| 0[E{ 2| LIE {3 QIE{H 0| A0 A &2
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® Note
=&0|MH E= AWS CLIS(E) AHEE I 25, 0/ ME(L2I) 2IT2| Global Acceleratoro|

CHBt CloudWatch X|& & 238 = QI5H0F & L|CE AWS CLIZ(E) AH8E 4%, --region
us-west-2 It2tO|EHE E&fsto WA AL E 0|12 MBE(E|H) 2ldE XIHeAM L.

58 235 o] 7HX| Y7ol =F0| & =+ JU&LICH o & S0{, &Y EcliZlo| A=xIE 0| =& &
X| =5t O|RE sHZstH KILIXIA MEHMel 2ot O F #28 TiEtete ol 20| Ltk 8t &
EE2OEEA EFEMAMES0{ A=EERIEN & 5E ECfEHE ZELETZEE =& U&LICH
SEROMIAEE & 2ZO0 HERT 5&S LEHELICE A BZE=s 8 AXM 7[2H & §H 5
FEOUHERI 282 HUXMEYLICL5-FE2IP SO 424, Y Y Z2EZ S X|Hst= 57HK| &t
S FEE HgULICH M 7[2H2 58 21 MH|AY 58 EO ZEE HAlsHZ| ©of CIo|HE
EAlstE Alzhe| 7|ZhLICH A 7|z2h2 2[CH 12 LICH &, 2= 1220 O X3 HAE = UK]
Bt z|4 1E0tCH AAE L

CloudWatch 21 Q=22 58 2ZE1E M8 M MBEIH, 227 Amazon S30 &% A A|E o=
M=t AHMIEF LI 2 Amazon CloudWatch 2 22| 21 oA EoHEl 232 F X 5HAM|2.

1o -

® Tip
Amazon Athena 2! Amazon QuickSightE Global Accelerator & Z 1 O|O|E{2t &7 AFE St
M ofE2[A oMol M2 BAME sHEst T, 2ot FofdS AEst D, Ar& X7t ol EE|7H0|M

of HA|ASHE Yol CHEt TR 8 BS 4 AUALICH XHMIEH LIS 2 T+ Amazon Athena 2!

Amazon QuickSightE Al 23104 AWS Global Accelerator 38 21 249 &l A|Ztsl2lE AWS

SZIHA=ZE BZsAL.
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
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Amazon S30| 8 21 HA| 435}

AWS Global Acceleratoroil M & 21 & g3l stcd™ o MAte| BHAHE WELICEH o] &e| F7t A
MoMeE 58 208 AAIST HMAE = UE S Amazon S3 HZE Tt HEtE2 MYst= B
HE CchELICh
AWS Global Acceleratoroil M & 218 &+d3l5t2{™
1. AWS HH™HoM &8 230 Ci$t Amazon S3 HHZ!S A &FL|C,
2. 58 E0E 895st= AWS ALEXtofH R Et IAM HAE FIterLICH XtAEH LHE2
Amazon S30i| 32 21E HAl5tE IAM 238 MME 2 XTSHAI2.
3. 21 mUoi AHEE Amazon S3 HHZ! O|&1t MFALE CHZ 2| AWS CLI BB E Al=-iFLICH
aws globalaccelerator update-accelerator-attributes
--accelerator-arn
arn:aws:globalaccelerator::012345678901:accelerator/1234abcd-abcd-1234-
abcd-1234abcdefgh
--region us-west-2
--flow-logs-enabled
--flow-logs-s3-bucket s3-bucket-name
--flow-logs-s3-prefix s3-bucket-prefix
Amazon S30{|M EE? 21 2 E XM
23 02 SS5E SENJLICE Amazon S3 2£2 AI86 21 mtdE dH & F0| AET 58
EI A= EAEUCH TtUE OREEsE 89, 452 siMaiol 2§ 2O B2 EE 2 = U

Amazon S30{ 8 21 7|A|

AWS Global Accelerator@|

E5 23 7|Z 383 HZ!od Amazon S30{ HA|ELICH 58 2
O gFAEE Mo XMEEE o

= IE=
10| 21 mt Y ZHR|oi| A AIE LI
SE& 232 & A E Amazon S3 HHZ!E M/d35t24TH Amazon Simple Storage Service AF& X} 7}
O|E9| & Him{ S3 HHZ! 4517|188 & ZSHMI.

SE 21 #8435 37
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sE 27 ¢

SERIOcEE RO YIAEE LG ZEO 0IUZ SEECIS EO LUS 58 ZHHe =z
Amazon S3 HHZ!of| AIAIEfLICH &, 21 me2 520ict 2 -Erd 2 21 1ofl= O] 58 St 7|
E=E|IpPFA Eff=ElofCciEt 22 20 B2 E7F ZEEL|C

23 o] %|cH 37|= 75MBRILICH 23 142l0| 5= o|Lijol It 27| St o T2t B, 52
230 58 2O BllZE F7IE SE5H Amazon S3 HZ!0 AIAISHCHS A 23 mhS MAEHL]
CH.

1M A dEE Imof et 2YHE EH 7R E AH8stod X[ E
ol M ELICH HA 24 72 Chee S48 AFS LT

s3-bucket_name/s3-bucket-prefix/AWSLogs/aws_account_id/globalaccelerator/region/yyyy/
mm/dd/

o7tz 20 ot 0|2 5& 239/ ID, 2l X WEEIRE et Alzhod et 2 ELIct. ot
A =

Y o|E2 Ct2 o A2 AEFL

Sl !

aws_account_id_globalaccelerator_accelerator_id_flow_log_id_timestamp_hash.log.gz

2o ool E & ut o|F F ol cHer ChF Aol felstAl2.

AL

fjo

AS

o

« E}QUAEBZT = YYYYMMDDTHHMMZ & A L|C}.

« S3 HA HFAtol &2fAl()E RIHsHH 211 ot HZ! 20 7 X0 TS Z2 01T i Al(/) 7t
P

s3-bucket_name//AWSLogs/aws_account_id

CtZ 2| o A= 2018 112 232 00:05 UTC, 1234abcd-abcd-1234-abcd-1234abcdefgh°| ID
7h AE YA OIEI| AWS I 1234567890120 4 Y E & 210f CHEt 21 mtUo| £
Tt It o|§E EoiELICt

amzn-s3-demo-bucket/prefixl/AWSLogs/123456789012/globalaccelerator/us-
west-2/2018/11/23/123456789012_globalaccelerator_1234abcd-abcd-1234-
abcd-1234abcdefgh_20181123T0005Z_1fb1234.10g.gz
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HUSE 23 ItYUM|= client_ip, client_port, accelerator_ip, accelerator_port,
protocol@l ot 7Ho| 5-F & ti|Z =7t = QEEE &=0| ZEELICH HHEH|O|EHS BE &
E 21 02 E24MH accelerator_id % account_idolM EAHE 5 &Lt

Amazon S30| & 2 E A AlstE IAM 38t

IAM 3&O|Lt AFE Rt Z2 IAM E o FX|= Amazon S3 HHZI0| 58 218 HAIE £ U= S=28

Tetol {ofok gfLICH IAM HHol = CtS2| Heto| e k|o{ok §LCt.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DeliverlLogs",

"Effect": "Allow",

"Action": [
"logs:CreatelogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*"

"Sid": "AllowGlobalAcceleratorService",
"Effect": "Allow",
"Action": [

"globalaccelerator:*"

]I

"Resource": "*"

"Sid": "s3Perms",
"Effect": "Allow",
"Action": [
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"
1,

"Resource": "*"

Amazon S30i| HlA| 139
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/
*n
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
},
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
}
]
}

= 25 5HR] E 7L HZlof| CH$t GetBucketPolicy &
PutBucketPolicy #&t0| i B2, 58 21 42 AuiELct o] B2, HI! 4R %x= HA o
3 MEXte| AWS H Y IDE KIgsHoF gLICH REAIE LIS =
Amazon Simple Storage Service At& dHAL| Amazon S3 Z2£2 M E50{ HI! HHM FIIE =X
StML. HZ!0| o] HAHe2ZRE 58§ EOE s 4l5t= B2, Resource 24 3 LIE2 2 HH 9|
AWSLogDeliveryWrite & MBHof F7+FL|Ct

.

o & E04, CF2 Q| HZ HA S ALS 5 AWS A8 123123123123 L 4564564564562 1og-
bucket(2)E HBHE HZ!9| flow-logs(2)2 HEE EC0| 28 EOE AAIE = J&LICt
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{
"Version": "2012-10-17"
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject"
"Resource": [
arn:aws:s3:::log-bucket/flow-logs/AWSLogs/123123123123/*"
arn:aws:s3:::log-bucket/flow-logs/AWSLogs/456456456456/*"
1,
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
.
{
"Sid": "AWSLogDeliveryAclCheck"
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl"
"Resource": "arn:aws:s3:::log-bucket"
}
]
}
(@ Note
7HEd AWS HH ARN CHAI 23 ME MH|A 2o FX|0f AWSLogDeliveryAclCheck &
AwWSLogDeliveryWrite #&t2 F0{5t= 0| E&LICH.
ste{H 2t CMK 7| A
At235104 Amazon S3 HZ!of CHEt M & ¢
22 75l

SSE-KMS B{Zl10} &7 Al
MK+ &7 AWS KMS 22| 7|(SSE-KMS)2
SE 207} 0| 21 1Y & £ T = CMKe| 7| HaHo] of

318 A<,
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"Allow AWS Global Accelerator Flow Logs to use the key",
141
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"Sid":
"Effect": "Allow",
"Principal": {
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"Service": [
"delivery.logs.amazonaws.com"

]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*"

o

Amazon S3 21 Ut H

H

LA

rot

32 9|0f =, Amazon S3= ACL(YAM|A KMo 55)E AL8st0d & Z0|M d&et 2
{| CHEt HMAE BE|EtL|Ct 718X o 2 HZ! ARAE ZF 27 ohdof CHE FULL_CONTROL
HeeUch 23 M8 ARK7 HE! AfKet CHE FR0= HEto| gigLich 2O HME A
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AWS Global Accelerator2 (=) T/&d& M e{gi|o|Eoi Cigt 2 u}%% AlZHE %|CH o] ' Metst
LICH egtdo 2 27 mtdof= X[HEHE 7|7t St AR o[ 7t HATE 2ol CHEt "‘“='7P ZEE|
01 U&LICE. Global Accelerator= LMo 2 270 EAIE/= O|HER —'?'—E-I AlZF Oo|LHo SHE 7|2t

= o
ol 21 m}YU2 Amazon S3 HZlo 2 FMESLICH Y™ 7|zt SetUR r=pE 2 oY =L 10
HZE Z|CH 24 A|ZHHR| R|QdE =& &LICH EO 50| 7<|°=|_:':_|‘:|=| Global Accelerator= I}l 0|0
JlP°'0| MEE Skt AlZHO| of el % 0| W lSiE 7|zt Umiet A|ZHo| £ 8 Els 21 ol 23

27 ute MAIS I Global Acceleratore= 21 I Z&8E|&= 7|7 S0 @A dhotH 2 E dlx|
27|00l HAlg{ef|o|E{ol| CHEF HEE S&HefLict.

Global Accelerator= 222 &858 X| S 44|72t ol 20 A2 HHMO 2 HMESHT| AIZHE L
Ch O ®of 28 21 0t 7HXE 4 l&Lch.
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E 2O dzIEs ez FEE EANYEE, O30 2 FALch

ok

<version> <aws_account_id> <accelerator_id> <client_ip>
<client_port> <accelerator_ip> <accelerator_port> <endpoint_ip>
<endpoint_port> <protocol> <ip_address_type> <packets>

<bytes> <start_time> <end_time> <action> <log-status>
<globalaccelerator_source_ip> <globalaccelerator_source_port>
<endpoint_region> <globalaccelerator_region> <direction> <vpc_id>

™ 1.0 EAlol= VPC AlERIR! vpe_idO|(7h ZEE|X| oE&LICH vpe_idE(E) £&3ss HE 2.0
& Al2 Global Accelerator7t 22I0|HE IP A BEECZ AEZQIERZ ERfEIE2 MESE ) MMEL

n

.

Ctgol ZolMe & Ea d2Ee HEE AFEeLICH

zc AN

version SE 21 HH

aws_accou 58 219 AWS AHE ID.
nt_id

accelerat Efj=Elo| 7|8 El= A4 O0lE{Q] ID.
or_id

client_ip LA IPv4 EEE IPV6 T4
client_port AANTE

accelerat HMIP{R|OIE{S] IP =4
or_ip

accelerat HAMIP{E|O|E{e| ZE
or_port

endpoint_ip EcHEO|CH& IP =&
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Zic MY
endpoint_ Eoi=Eo| e ZE.
port
protocol EZHEO|IANA Z2EZ #HE XMEt HE: EEE QIEH ZEEZ HSE
& ZESMLR
ip_addres IPv4 EE= IPV6.
s_type
packets % 7|2t & MESE o] = W3] 7t O(Xﬂi)‘& 4%, 282 SXI=RIBH Y
M 7|zt S¢S ¥ =2 mWZlo| EAIEX| ety&LICH
bytes X 717t & HSE HIOIE ==,
start_time 1% 712t o| AZF AlZH(EHR: Unix =)
end_time X 7|ttel B= AlZHES: Unix X)
action Eei=ot oiAE 2.
ACCEPT: 7|S &l EBiE2 B2t & = HERT ACLUIM §{EF&LICH
e #A g4 ACCEPTRILICH
log-status SE 219 2Z HHEK:
OK: CIO|E{= MEAE CHAtof| HAXMo 2 2Lt
SKIPDATA: 21X 7|7t & Y8 58 2O HZEE HUHFR&LICE ol WY
2 8 MEt EEE e @77 #eld = &Lct
globalacc Global Accelerator HE {3 QIE{T |0|/\01|A‘| AEstE IP =4, 2EI0|ME IP
elerator_ FA BEO| 2MEE B2, 0| g2 -(slo|&E)e 2 ™ ELICEH
source_ip
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Zic MEH
globalacc Global Accelerator H|E |3 QIE{H|O|A T} AHESt= ZE. FEI0|UE IP =L
elerator_ HEo| gdstEl 42,0l 42 0M2R) o2 MHEELICH

source_port

KEMIEE L2 2 AWS Global AcceleratorOl A 22I0|ME IP T4 EZE MME
I.

endpoint_ A= ZQIET} X8 AWS 2|,

region

globalacc LEE MeElFE AX| 270|M(EM X[H). ZF x| 270|MHoll= 3kt L =2

elerator_ o= & El 35 (0d: DFW3)7t ‘/?A'QL—IEF A IZEE Mo 2 X 2

region Aol B2o| ZEE LIEHLHE X &3 28 &3 3 I =0 & SFLCt
(Ol28t efofz= & & ol HEE = UsLTt)

direction E = 2EF. Global Accelerator 4| E 2|3 (INGRESS)Z E£0{2 7L} 20|
E(EGRESS)E gr&tr|= EeZE LIEFH LT
vpc_id DB Al23X}. Global Accelerator7t ZEI0|ME IP 4 EESE QIE X QIE0f
EffEe TS M HM 2058 20| £ E.=.|.|c+_
Lot EHHIAEN MEBEX| e B2, dIZEoE s E=of Cist - 7|71 EAIELICH

AWS CloudTrail2 (&) A& 3t0{ AWS Global Accelerator APl 2 &
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AWS Global Accelerator2(£) Global Acceleratorol| Al AF& A}, @48 EE= AWS AH|A T =85 2HQ
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I

"sessionIssuer": {
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"type": "Role",

"principalId": "A1B2C3D4ES5F6G7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:03:142Z2",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListAccelerators",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": null,

"responseElements": null,

"requestID": "083cae81-28ab-4a66-862f-096elexample",

"eventID": "fe8blcl3-8757-4c73-b842-fe2a3example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}

+
"eventTime": "2018-11-17T21:04:497",
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"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP"
},
"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
I
"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:03:52Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreateAccelerator",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"name": "cloudTrailTest"
I
"responseElements": {
"accelerator": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"name": "cloudTrailTest",
"ipAddressType": "IPV4",
"enabled": true,
"ipSets": [
{
"ipAddressFamily": "IPv4",
"ipAddresses": [
"192.0.2.213",
"192.0.2.200"

}
1,
"status": "IN_PROGRESS",
"createdTime": "Nov 17, 2018 9:03:52 PM",
"lastModifiedTime": "Nov 17, 2018 9:03:52 PM"
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}
1,
"requestID": "d2d7f300-2f0b-4bda-aa2d-e67d6e4example”,
"eventID": "11f9a762-8c00-4fcc-80f9-848a29example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:05:27Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "UpdatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
I
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{
"fromPort": 81,
"toPort": 81

]
I
"responseElements": {
"listener": {
"listenerArn":

"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-

all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80

"fromPort": 81,
"toPort": 81
}
1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
},
"requestID": "Q08ef93c-b3a3-44b4-afb3-768example”,
"eventID": "85958f@d-63ff-4a2c-99e3-6ffbexample”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},

"sessionIssuer": {
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"type": "Role",

"principalId": "A1B2C3D4ES5F6G7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:06:05Z7",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "Describelistener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234"
},
"responseElements": null,
"requestID": "9980e368-82fa-40da-95a3-4b0example”,
"eventID": "885a02e9-2a60-4626-blba-57285example",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

24",
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}
}
},
"eventTime": "2018-11-17T21:05:47Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListlListeners",

"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",

"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample"
I
"responseElements": null,
"requestID": "08e4b0f7-689b-4c84-af2d-47619example,
"eventID": "f4fb8e4l-ed21-404d-af9d-037c4example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
I
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
1,
"eventTime": "2018-11-17T21:06:247",
"eventSource": "globalaccelerator.amazonaws.com",
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"eventName": "DeletelListener",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",

"requestParameters": {

"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-

all4-5d7fexample/listener/abcdel234"

},

"responseElements": null,

"requestID": "04d37bf9-3e50-41d9-9932-6112example",

"eventID": "afedb874-2e21-4ada-blb@-2ddb2example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": '"globalaccelerator.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator*"
}
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{
"Version": "2018-08-08",
"Statement": [
{
"Effect": "Allow",
"Action": [
"globalaccelerator:CreateAccelerator"
1,
"Resource":"*"
}
]
}
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":{
"ForAnyValue:StringEquals":{
"aws:RequestTag/stage":"prod"
}
}
},
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