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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
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https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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« Firehose API Operations= Amazon Data Firehose7} X[t 7|EXQl 2td M EQIL|CE
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/sdk-for-go/api/service/firehose/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/developers/getting-started/python/
https://aws.amazon.com/developers/getting-started/ruby/
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https://github.com/aws/aws-sdk-java/tree/master/src/samples
https://docs.aws.amazon.com/cli/latest/userguide/
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://console.aws.amazon.com/firehose/
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« AWS CloudWatch Events

* AWS Cloud Metric Streams

« AWS loT

» AWS Eventbridge

* Amazon Simple Email Service

* Amazon SNS

- AWSWAF & ACL 21

« Amazon API| Gateway - 2HMA 23

* Amazon Pinpoint

« Amazon MSK EE7{ 21

« Amazon Route 53 Resolver #H2| 21
» AWS Network Firewall Alerts Logs

» AWS Network Firewall Flow Logs

» Amazon Elasticache Redis SLOWLOG
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* Fluentbit

* Fluentd
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Firehose AEZ|O 2 H|0|E| M&E HESHM L.

fjo
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* Amazon OpenSearch Serverless
* Amazon Redshift
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« Datadog

* Dynatrace
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« HTTPRIEZQIE
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* MongoDB Cloud
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https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
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Amazon Kinesis Data Streams2| AA M3 1M
Ct=2 1t ZH0| Firehose AEZIo2 MEE XM&5 Amazon Kinesis Data Streams2| AA MAHE 7
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/A Important
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Kinesis Producer LibraryE Al&3+04 Amazon Kinesis Data Streams 28 AHA}F 7HE 2 17| Al
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7|Z Hlo|E{ AE 20| Qe AR MME MEHF0{ Amazon Kinesis 2£0|M M| AEZIS MAEHLICH
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(® Note

Kinesis O|O|E{ AE 22 Firehose 2EZI9| AA R T M= AR, Amazon Data Firehose
PutRecord % PutRecordBatch Z¢i0| H|&E M3l EL|Ct. 0| B Firehose AE Z0] CI|O|E
£ Z7}5t24™ Kinesis Data Streams PutRecord 2! PutRecords &2 Al 8tL|Ct.

Amazon Data Firehose= Kinesis 2AE 20| LATEST {x|0lM CIO|E{E 17| Al

= 21 &FEI-L—“:I'. Kinesis
Data Streams | x|0| CHEF RFAl|ISF LY

8 2 GetSharditeratorg & XA 2.

Amazon Kinesis Data Streams2| AA A% 14


https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetShardIterator.html
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Bt 7 0|4 Q| Firehose AE 20| S8t Kinesis AEZI0|M 218 £ YU&LICH CHE Kinesis OHE |7
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—
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https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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/A Important
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« Amazon RedshiftE Firehose AEZ|0| CHAfo 2 A%X5l T AWS Lambda &%
ClZES Hets T & MENSH B

« Amazon OpenSearch Service, Datadog, Dynatrace, HTTP Endpoint, LogicMonitor, MongoDB
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Firehose AE 20| B MM 2 CtS1F Z&LICH.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
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Firehose= HHIH A|Zt ZtZ4& 602 O|2t
S3 CHAMOf CHEH HE|IE ZEE A
I AlZh 72V42 60 O|Rto 2 MEHSIHTH

]IolI

Destination

, 2 TR 77 (X,
E o2 7|&d)

Amazon S3 1~128(5) 0~900(300)
Apache Iceberg Ef| 1~128(5) 0~900(300)
o|=
Amazon Redshift 1~128(5) 0~900(300)
OpenSearch 1~100(5) 0~900(300)
Serverless
OpenSearch 1~100(5) 0~900(300)
Splunk 1~5(5) 0~60(60)
Datadog 1~4(4) 0~900(60)
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Destination HEHZ 37|(MB, & 2t2 7|242k) HHE 2H4(x, 3
3 ot 7|Eg)
Coralogix 1~64(6) 0~900(60)
Dynatrace 1~64(5) 0~900(60)
LR 1 0~900(60)
Honeycomb 1~64(15) 0~900(60)
HTTP IEZQIE  1~64(5) 0~900(60)
LogicMonitor 1~64(5) 0~900(60)
Logzio 1~64(5) 0~900(60)
mongoDB 1~16(5) 0~900(60)
newRelic 1~64(5) 0~900(60)
sumolLogic 1~64(1) 0~900(60)
Splunk Observabi 1~64(1) 0~900(60)
lity Cloud
Snowflake 1~128(1) 0~900(0)
g dE 7Y
Ctg MlMol= Firehose 2AE R 112 Mo CHEt RhAISH HE 7 L& E|0] U&LICH
» Mt & =3} - Amazon Data Firehose= Amazon S30i| M TS E C|O|EE &= 3t5t7| /5 AWS
Key Management Service(AWS KMS)E A28t Amazon S3 M & ¢ 5312 K|4ELICH REAISH
LHE 2 AWS KMS 228 718 AF88 M & 2F 3 3HSSE-KMS)E AF835t04 HIO|Ef ES & & X3t
MNE.
« @7 E7 - Amazon Data Firehose= 2| & &t ¢EdEl @ {7FE 2101 7|SELICH 8 OO
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&LICH RtAIBH L& 2 CloudWatch LogsE AF&5t0{ Amazon Data Firehose 2 LIE{ 3 HH#E & X
StAAIL.

/A Important
MEAXO 2| Firehose AE ’é'i*ci &0l Amazon Data Firehose 2 & 22 & 4stst= A
O Z&LICt O|FH stH A2 E XME| E= S0l A B2 2F MHF HEo| HMAE

= U&LICH

Zest 2E Hetol chsh o] IAM HE S At

« T8t - Amazon Data Firehoset= Firehose AE% of| 2%
LICt B8t Heto| AISo 2 el A A2 BHE 7L}, Amazon Data Flrehose01| CHaH 24 &l

g2 MEE o+ J&LICH g2 Flrehose01| S3 HZ!, AWS KMS Z|(H|0|H & 537t &4

7|1E A9 S

stEl 4<2) & Lambda & (O[Ol Bi&t0| 2835t E FA<)E H|REF CFFE MH[A0] CHEF MM A

TEHE 2045t= O AFREILICH 2£0| XI2| EAIRIE o|8al g2 e = U&LICH RHME

LIE 2 IAMO|E?E XML

® Note
IAM 238 (Rt 2|E ARt Z &) Firehose AEEIS OHE [ ME4SH g T[22 MMEL
C}. Firehose AE R AALI CHA S A5 B2 1AM UE S =502 UO|o|EsHoF &L
Ct.
- EfT - EiE F715104 AWS E2|AAE 7D, HIE2 FA5tD, HMAE Mo{eh = JU&LICt.

CreateDeliveryStream & 40| EfE X|'HSt= ZE<$ Amazon Data Firehose=
firehose°TagDeliveryStream Aol M Tl Het I E 3 0F04 ASKtAH Ei 2 E S
ME HEto| e x| &lgLct of HetE MB5HX| o™ IAM 2|44 Ef2 7t U= M Firehose &
EZg Mdstede 20| 31 20| AccessDeniedException -?r o A AuiFilct

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/
x with an explicit deny in an identity-based policy.

CtE oXl= AHEXRL7L Firehose 2AERE HHstn EfIE MEE + ULSF 5183t ME Hoq

St

ERER Y %8


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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MZ H|0|E{E AF235}0q Firehose AEEZ EHAE

AWS Management Console & AI&35t04 A|ZB|O|MEl £ 4] E[7{ CIO|HE =& = U
2 HEtMoM 23 2 EE MESH Firehose AE R0 ME BHZ=E d&Lct a22H
.l

=2 O
AE OO|EE AT MAMs Ze Q10| Firehose AEZ|O| T ME HIAEE 4= U&LICH

Ct22 AlE8o|Mde Cilo|E 2] of &Lt
{"TICKER_SYMBOL":"QXZ","SECTOR" : "HEALTHCARE", "CHANGE":-@.05, "PRICE":84.51}

O| CllO|E{& T™&3HH E & Amazon Data Firehose © 20| MEL|X|0 Cl|o|E{7} AHA
. OleHEt 20| WMSHKR| A5 5t7| Yl HME 2L HE

Amazon S3 HIAE

Ch= ™xtof 2k Amazon Simple Storage Service(S3)2 Firehose AEZ 2 E|AEFLICY
Amazon S3& AFE 35104 Firehose AE & HAE

1. https://console.aws.amazon.com/firehose/H| A Firehose £ & iLIC}.

2. E’d Firehose 2E &l MEAFILICI. O|O|E| &2 AlE5E{™ Firehose 2AEZ|0| &4 AEH040}
stL|CE.

OII

3. [Test with demo data]0i| M [Start sending demo data]& ME45H MZ A1 E|7{ CIO|EHE &L
Ct.

4. FHO| X[HE el ololE7t S3 HALZ MEE|n U=X| FlFfLIch HElel HHE Foi| it
et M A 7F HZlol ZAIZZ|7HK] H 20| 22 + U&LICH

5. HAE7} &=%|™ [Stop sending demo data]E ME4SH AHE Q0| & MsHX| &t =5 g LICt.
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https://console.aws.amazon.com/firehose/
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Amazon Redshift2 A E

CtS &&Ho] [H2F Amazon Redshift2 Firehose AE 22 BH|AESHL|C}.
Amazon RedshiftE AF235}0q Firehose AEZ HAE

1. Firehose 2E 2|2 Amazon Redshift 2t{AE{0]| E|0|£ 0| EA|Z|Z7|E Z|CHRILICH SQL QIE{H| O]
A E S35l Amazon Redshiftol @12835t10 CIE 22 AYSH ME OIO|EHE +=&5t= HIO|E2 BtE

LICH.

create table firehose_test_table
(

TICKER_SYMBOL varchar(4),
SECTOR varchar(16),

CHANGE float,

PRICE float

);

2. https://console.aws.amazon.com/firehose/0l A Firehose 242 3LIC}H

3. =M Firehose AEZI2 MESSHL|CH O|0|E| T4 S AlZH5E{TH Firehose 2 E 20| 24 AFEJ 040
4. MZ MME firehose_test_table E|O|22 7I2|7|= = Firehose AEZIQ| T4 ME HEE

5. [Test with demo data]oll A [Start sending demo data]E ME45H MHE A1 E|7{ HIOIEHE &L
Ct.

6. =tHO| X[&E el Clo|E7L ElOlE 2 TSR UeX| gL HHE F4oil et Al ol
ElO|20 ZAIZ|Z7HX| & 20| A& & A&LICH

8. LCIZ H|0|EE 7I2|7|=Z Firehose AEZ!O| CHA M
9. (ME4 AlE) firehose_test_table E|O|E2& AtA|ELICH
OpenSearch ServiceZ EHAE

Ct= X0 -2t Amazon OpenSearch ServiceE CH& S 2 A& 3104 Firehose AERI2 E|AER L
Ct.

Amazon RedshiftZ E|AE 61


https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://console.aws.amazon.com/firehose/
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OpenSearch MH|AZE AI&3}04 Firehose AE R HAE

1. https://console.aws.amazon.com/firehose/0| A Firehose 2&2 &3 L|C}.

2. &d Firehose AERE MEMEILICE CIOIE & & Al%fotcd™ Firehose 2EZ 0| & 4fE{0{0F
FLCH.

o

3. [Test with demo data]oll A [Start sending demo data]E ME4SH HE A1 E|7{ HIOIEHE MM EL

OI8tL|Ct. RFA|

4. 3ol x|&E et Clo|E{7F OpenSearch Service THIQISCZ HM& LT QYUEK| &0
e THRIAM EAM

8t L& 2 Amazon OpenSearch Service 7H& X} FLi A 2| OpenSearch Servic
AME A ZSAR.
5. EHAE7JI 2= E|M [Stop sending demo data]E MEISH AHS L2 0| &5t X| ot 5§ #FLICH

SplunkZ HIAE
C= Zxhofl 2l SplunkE CHA S 2 AF2 5104 Firehose 2E 2|2 E|AE g L|CE.
Splunk& A83t04 Firehose 2E & HAE

IS 0

1. https://console.aws.amazon.com/firehose/0ll A Firehose 2&& LIC}.

2. &M Firechose AEZE MENELICI O|O|E MEE AlIE5tE4H Firehose AE 20| &4 AE{0{0F

3. [Test with demo data]0ll A [Start sending demo data]E MEHSH MEZ R{1 E|7{ CIIO|E{E AL
ct.

4. Splunk QIHIAZ C|O|E{7t MEElD UEX| EHOISHMIL. Splunke| ZHAH0{ A2 E
sourcetype="aws'firehose'Json ' & index="name-of-your-splunk-index"7} Rl
L|Ct. Splunke| O|HIEE A= BhEdodl CHEt AFAIEH LHE 2 Splunk B ALl ZM Oiw2dS
ZtM L.

ot O

ElAE HIO|E{7} Splunk QIR AN EA|Z|X| b= B< Amazon S3 HZ!of| Mgt o|HIET} Q=
K| =I5t MR. SplunkZ CIO|E{7t TS E|X| of S 3 FHESHML.

s 3 =
5. HAEE 22 35tH [Stop sending demo data]& MEISH AL Q0| S| L= 5 g LCt.

i 20

0

Apache Iceberg E|0|2 2 HIAE

ChE & xtoll 2t Apache Iceberg ElO|22 CHA 22 AL235104 Firehose AE R E|AESHLICH

SplunkZ E|AE 62


https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://console.aws.amazon.com/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
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Apache Iceberg E|0|Z 2 AlE3510{ Firehose 2E & HAE

o

1. https://console.aws.amazon.com/firehose/H| Al Firehose &2 iLIC}.

& Ef{040F

AMAIBHL |

2. &/ Firehose 2E&E MEAFILICE CIO|E{ &2 AlZ5IE1H Firehose AEZ!0| 4
gt

3. [Test with demo data]ollA [Start sending demo data]E MEYSH MZ A1 E|7{ TIO|EHE M
Ct.

4. 3stHO| X|El2 et o|O|E{7t Apache Iceberg E|0|2 2 M&EE|D Ql=X| = QlgL|CH HHZ +

goil ek M & 7F HEA ol ZAIZ[Z(7HK] 2 20| ZE = JU&LIC

—_

5. HAE H|O|E{7} Apache Iceberg E|O|2 01 EA|Z|X| &t = B Amazon S3 H{Z!0]| Azt O|HIE

7t A= x| FHlstM 2.

Pl

=2
[=)

0]
oy

6. E|lAEE 2235 [Stop sending demo data]E =4 O| Br A5} K| Ot T 2 3t

Apache Iceberg Ef[O|E 2 EAE
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Firehose AE 2O Z [H|0|E

O| MMe Ctofst H|0|E] AAE AF23510] Firehose AEZIOZ H|0|E|E ME = B2 A4t
M2 A8stE B, Al AlZHZ LHo{ Amazon Data FirehoseZH? Al

T

Ct. Amazon Data FirehoseE
off MHEE JH 80{E &5

® Note
UR AWS MH|AE SLE 2|H0l| U= Firehose AEZ0M|2F HIA|X|2t OHIEE HH =
&LI|Ct Amazon CloudWatch Logs, CloudWatch EventsOfl CHEH CHA 2 A8 I Fi rehose
AER0| EMoE EAE[X| b= B2 Firehose éEE'OI CHE MH|AQt S8t 2[7of QU
EX| AWS loTEQIFLICH Z 2|9l MH|A =X QIEof CHEt AHA|IEF 2 = Amazon Data
Firehose endpoints(Amazon Data Firehose ¢ = E O_l_)% AASM L.

Ct2 OIO|E{ AAO|A Firehose AEZIOE H|O|E{E EH £ Q& LIC}.
=X
« HIO|E{E ™& 3T S Kinesis 00|ME T4

AWS SDKE AI&35t04 OIO|E M&
Firehose0 CloudWatch Logs T&
Firehose0| CloudWatch Events &

 Firehose AWS loT £ O|O|EHE TEEE 74

CIO|E{& M&3HE S Kinesis 00| ME 7
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awsAccessKeyId & &5 & Zthe section called “0{0|ME F4 MH x[E").
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assumeRoleExternalld ). O|H & & 3tLIE AFE51040| &g e HEto| U= CHE A

SE =
O| AtERte| AWS At ZHE X|HELICH

A = 65


https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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AEXR|HE XHE 58 S =K A

AMNEX XM XHZH 2H 22 XE MAStT userDefinedCredentialsProvider.classname 2!
userDefinedCredentialsProvider.location 743 MZ&0{M EeiA 0|E 1} Kinesis 0 0|FE
HRIC| jar ZRE XIHE = U&LICH o|g48t F 71X| 7+4 M™Hof CiEt AE2 the section called “Of|
O|ME M MM x|H” MME HZ5HM.

4 8 I ZAE MM5E{H CFS of|2F 20| AWS CredentialsProvider QIE{HH|O|

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");

public void refresh() {

AWS = MZ T& YHE FI|Meoz $E6t0{ HO|O|EE RAtH FHE 7IMSLICH A4 5E 32
7t =B F7| S A& O E R4 3FE MISsHES st O EHI MEO| X4 ZBE Mz 1 Xl
AEE ZELICH EE XE 58 SR @H(HEEX| ohe) A4 5HE M358 e 89
O| HMEE HI® & = JU&LIT

M QAR A AZAELICH REMIEH LI 2 Amazon EC2 AHE B M| QIAEIA | QIZE FESHA
2. 94 EXM7t U= B Amazon EC2 AHE HBAMO| QIAHA A4 BX| siES &AM

MNEX XIHE XA 3T SR 4Y 66


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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0| &f&42 Amazon Linux QIAEIAOfoF SR ElL|C}. CI S

sudo yum install -y aws-kinesis-agent

Oo|TE v20.00/42 2Y
HZEollE Java 1.8 0|4 0]

MM 7t Amazon Linux 2(AL2) 21 AFE{ol Ax|ELICt o oo|HME
ZrLICh e #t Java HEO| ot & gle B2 o0|HE M| ZEA|

A0|AM SHE B 0| Ax|E LI Amazon Linux 201 CHEE AFA|EH LI 2 https://aws.amazon.com/

amazon-linux-2/2 & Z35tM 2

« Amazon S3 E|ZX|E2|0|M o o|HE HH5t
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M2xxel 4 HHE Ct2= =6t ARIFLICH
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MEE ™x|st7]|
Enterprise Linux &' Amazon Linux 2 °._|¢E'|/\01IE MBELICH CHS BE™E2

_—— =

[H 20|, Red Hat
At235104 00| HE H

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-

latest.amzn2.noarch.rpm
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12 AR

gl JIII]

o B{Ee
e 7 2

HS E X|HELICEH o E
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sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-

agent-2.0.1-1.amznl.noarch.rpm

Ml Java 1.7 M8t U YI0|=EE H5HX| el B2 Java 1.71F Z8tE[= Of|O|TE HH
1xxE CIREEE £ ‘BJ%I—IEP o|& S0{CtE HES AH&35t0{ M0|ME KT 1162 CIREEY
= &L ct
sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm
ooldE CIRZE U Mx 67


https://aws.amazon.com/amazon-linux-2/
https://aws.amazon.com/amazon-linux-2/
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CHS B S AH&Est0{ 2|4 0l O|MEE CH2=Ed + U&LICH

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.zrpm

« GitHub 2|ZX|E2|0{|M o|0|ME MAist= gt

It

1. HX ofo|HE HHof et 28t Java HEO| Dx[E[o] [U=X| & lghL|Ct.

2. awslabs/amazon-kinesis-agent GitHub Z|ZX|E2|0|M 0| HEE CI2Z = 8hLC}.

3. CO2zECIHEEE[Z o|Sst oS BHEES ddsl olo|HEE MAXIFfLICH

sudo ./setup --install

« Docker ZIE{|O|LH0{| A Oof|O|HE M™H

amazonlinux Z1E{|0|L4 HIO|AE SHME ZIH|0|L{0|M Kinesis O|0|MEE ARE = Q&LICH Ct
2 Dockerfile2 AF235104 docker buildE A&sL|Ct.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]
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https://github.com/awslabs/amazon-kinesis-agent
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html

Amazon Data Firehose TR 7H0|E

EROR FBLICH T 12IE0HAHE M THUS AL IHUS ZE0lMsHH o OlFE T}
HMChE FHE X obaLict

{
"flows": [
{
"filePattexrn": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

7|12 AWS Z2|T™2 L|Ctus-east-1. CHE 2|2 A8 S0[2tH 21T A=EXZQIEE X|™H5H 7
M It Yol firehose.endpoint HHEE FIHELICE RIAMIEH LIE2 M0|HE T4 A X[ Al
%

sudo service aws-kinesis-agent start

3. (M ALE) AIAE A[Zf Al Of|O|HET} AR E|= 5 T ' LICH
sudo chkconfig aws-kinesis-agent on
247l o] O] E = HHBMHM AlAE MH[AZ A SLICH X|HE mtdE XMz ZLET
L

5t X|MEl Firehose 2EZ|SE H|O|E{E ERILICt o0|ME #S2 /var/log/aws-kinesis-

agent/aws-kinesis-agent.log0l 7|SE/L|C}

oO0|HME 74 EE XM

O| MIO|IMEE F 7IX| o|F 7+ MHQl filePattern, deliveryStreamat F7} 7|5 MI3sts
1B 1M NS K[ELICH /etc/aws-kinesis/agent.json0iM O|F L MEHXM 14 MM &
X¥eg = A&Lch

T mtdE HEe wotct ctg HEES 0|5 o o|MEE SX|RICH A|ZF5HoF &Lt

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start
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sudo service aws-kinesis-agent restart

CtS2 Ldutrel 74 d™educt
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h.emitMetrics
71822k true

cloudwatc CloudWatchoi| CH8l 2| AEXZQIE
h.endpoint

7|24} monitoring.us-east-1.amazonaws.com
firehose. Amazon Data Firehose2| 2| A= ZQIEQIL|C},
endpoint

7|82k firehose.us-east-1.amazonaws.com
sts.endpoint AWS Security Token Service2| 2|™ A= ZQIEQL|C.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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ssingOptions 2| SM SEULICH XMEl SM2 X™HE & ME TI—EELICH RtAEH LHE
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deliveryStream [Z£*] Firehose AE 2| 0| &lL|C}.
filePattern [Z=] HO|MEJ 2LIE{REHOF 5t= EP 0oil CHBt globILICt. Of mHE4 T}
Ux|5tE LS HO|MET} RSS2 ME5t0 ZLIE{R R LICH O] If
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/A Important
O O|ME= of WiEdt YUx|st= Tt U2 MEIRILICE o O|MET
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initialPosition Id & 2M0| MZ AlEHE Yx|LICt & 442 START_OF_FILE
2l END_OF_FILE uCt
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JHeER 7Hol=

S EREYS

maxBuffer

AgeMillis

maxBuffer
SizeBytes

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine

StartPattern
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7|22t END_OF_FILE
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Zt H<: 1,000~900,000(1% ~ 158&)
7|22 60,000(1&)

Firehose AEZOZ HEL|7| M ol 0O|ME 7} H|O|EHE HIHESl= ZICH 2
7|(HFO|E) I L|Ct.

Zk #49l: 1~4,194,304(4MB)
7|=Ztk: 4,194,304(4MB)
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TEHY ME
skipHeaderLines DLE>E otdE AIEE M ol 0|METI & B8 MU= &2 7K
=Lt

7AI- I:HO| 0 olAI-

truncated H|ZE 3 7|7} Amazon Data Firehose d|ZE 37| Agt2 =0Heh
RecordTer OO|ME7I &8 EMEI HZEE RI2&= O| AF 5t EAFLEQLICH
minator (1,000KB)

021 7He| 28§ 7 M™E X|H5t04, o O|HMETL o8] T CIHEE[E ZLIE St 02 AEE]
OSZ OO|EHE EUHWES 788 = A&Uct 2 M oMol AO|IFEE F 74| e C|HEZ)

E 2L|E2lst1 ZtZt Kinesis Ol0|E{ AE 2! Al Firehose 2EZ|0 2 H|0|EHE EHLICH H|O|E{ &
E &1 Firehose AEZ|0| Z2 2[Tol| U2 ER7t 8= = Kinesis Data Streams 2! Amazon Data
FirehoseOll M2 CI2 AIEZQIEE X|&E £ l&LICH.

{
"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",
"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
b
{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"
}
]
}
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of CH8t REMIEH LHE 2 Kinesis AgentE

HF

Amazon Kinesis Data StreamsO{|A{ 0 O|HEE A5}
A2 3104 Amazon Kinesis Data Streams0i| A7 |& & X

o
FO L

HHI

OO|HEE AT O|Ef AHH *12]

PLE{ZIs I M 2 EM8 BT EZE Firehose AEZICZ EHILN7| ™of o O|FHE 7} AFM & 2|
£ l&LCt oY EE0f dataProcessingOptions #A MHE F715t04 0| 7|52 M +
U&LICH stLt |4 o ME| SME FIHE = /U2, F7IE SM2 XHE = ME = FLICH
ofO|MEE CI2 &2l SM2 K|HELICH ofo|EE @Z AA0|22, M2l M2 O 7t o =&
g 2 Q& LICH ol0|ME & Kinesis Agenttl M CFRZE & 4= Q& LICH

S R=FS
SINGLELINE
E HiE 24 UMY S =Y SHE AE|s] of2] £ HZEE B £ HZEZ MHEtE LT

{
"optionName": "SINGLELINE"
}
CSVTOJSON

T= 7122 FEE SA0M JSON Ao = HZEE HEELICH

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

[Z4] Zt2to] JSON 7| 2t #ollA] 72 A8 &l BE o|E LI ofE Sof ["f1",
||_F2 ]% | 3|.D=| E‘”iE "V1 V2u7|_ {nfln <My n, lI.F2lI . IIVZII}E II:|_:|§I_|-E'=I.| L—ll:l'

delimiter

HIZ=M TE 7122 A8l EXAtEQLICH 7|=222 |E ()L
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https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
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LOGTOJSON
23 Ao JSON HAlo 2 BZEE HEHELICH X|HE[= 23 A2 Apache Common Log,
Apache Combined Log, Apache Error Log 2! RFC3164 Syslog&/L|LC}.
{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

L4123 ¥S BALICH R&3 A4S O ZaLt

« COMMONAPACHELOG - Apache Common Log &4llL|Ct Zt 21 g =os 7|EX
Z "%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
/o{response} %{bytes}" IE10| QU &LILC}.

« COMBINEDAPACHELOG - Apache Combined Log &AIQILICtH ZF 210 g Sol= 7|2
Mo 2 "${host} %{ident} %{authuser} [%{datetime}] \"%{request}\"

Ol A

%{response} %{bytes} %{referrer} %{agent}" IHEIO| QU&LIC}

« APACHEERRORLOG - Apache Error Log &4IILIC} 2t 21 gFolls 7|EXo =z
"[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid

Ol

%{threadid}] [client: %{client}] %{message}" IE10| YU&LIC}.

 SYSLOG - RFC3164 Syslog FAIILICH 4 20 g =ol= 7[2MeE "${timestamp}
%{hostname} %{program}[%{processid}]: %{messagel}" THEIO| Q&LIC}.

matchPattern
RIBE 2 g4l chet 7|2 HEIS HBSIRUCL ST XIS BAS ASIHE 2
z g xIxse

2 o|dHE 0|83 2 S0 22 FEELICE matchPattern
customFieldNamesT &7 X|&35HoF &L|Ct.

customFieldNames

ZtZto| JSON 7| Zf ¥olM 7|2 AF8 El= AL8 At XY 2= O|§LICH o] 8- & A8 38tod

matchPatternoiA FE¢t ol HE O|§E Holat7LE AT Fo|E 23 F49| 7|8 EE=
O|&§& MHEelgfLct.
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Example: LOGTOJSON T3

CHZ2 Apache Common Log &S 2 JSON A0 2 et =

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
ek ™.
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

H
[

o
fo

{"host":"64.242.88.10","ident" :null, "authuser":null, "datetime":"07/
Mar/2004:16:10:02 -0800", "request":"GET /mailman/listinfo/hsdivision

HTTP/1.1","response":"200", "bytes":"6291"}

Example: At A X" EE7} /= LOGTOJSON 74

CI=2 LOGTOJISON F+449| EE & of| Al L|C}.

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"customFieldNames": ["f1", "f2", "f3", "f4", "f5", "fe", "f7"]
}
o] o d¥e Ar83tH o[ oflxl| o] &Y BH Apache Common Log & 50| C+S 1 ZH0| JSON EA{2
2 WHeHELICH

{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Maxr/2004:16:10:02 -0800","f5":"GET /

mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example: Apache Common Log &
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Ctg &8 742 Apache Common Log
76
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JHeER 7Hol=

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example: 0421 & &i|Z = &t

Ctg 38 782 X £0| "[SEQUENCE="E A|&35l= 042 E HIZEE 7 & SMFLICH
HIZEJ 3t E IZEZ HEtELICH OHCIS 8 FE 7|52 J|go 2 HZE0|A g0
Ct. & F 22 XI™E customFieldNames gtoll OHE Z|o{ JSON &4lo| 8t £ BZEE
Ct
{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [
{
"optionName": "SINGLELINE"
},
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1],
"delimiter": "\\t"
}
]
}
]
}
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A= LOGTOJSON T4

AA -
H Apache Common Log & =2 JSON &4

Example: € x| T{EO|
CH 2 OFXIZ T=(HHOIE)7} A2FE|0f 9o S

£ LOGTOJISON T4 2| of| M| LCt.

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern”: "A([\\d.]+) (\\S+) (A\\S+) \\LCL\\w:/T+\\s[+\\-1\\d{43})\\1 \"(.
+2)\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]
}
Bk M.
123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200
HE =

{"host":"123.45.67.89","ident" :null, "authuser" :null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

QUHIXAO| 0| O|ME CLI HH AS
AL Abi} ST Wato| Lt 9la

= L=
CHS Z o= AWS Kinesis 0|0 E &HQi2 £

|3 Yeio] Yyrxiol

LICH.

AS AbE) e
AAED AR Al OO
|25 AIZ] Al of O] sudo chkconfig aws-kinesis-agent on

EJ} AFE o2 ARt

LICH
oj|Oo|ME o] AFERE &

I_IL' | SEIE % sudo service aws-kinesis-agent status
QlgfLict.

oo|MEE XL . L

sudo service aws-kinesis-agent stop
Ct.
LRI of O|ME CLI HHE ALE 78
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ALE ARE: BE

O #IxlofM ofo|HE
ol 21 mdg &L
Ct.

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

O0|HEE MAHE LI

P sudo yum remove aws-kinesis-agent
Cr.

Kinesis Agentol M M&e [ =X sHZ

i
ar

0 Amazon Kinesis AgentE AtS & [lf 2 dlst= Letx el 2X|of CHer 24l sH2 HEet £F M

=
—
£ M3gfck

2A Solution

Kinesis Agent7t WindowsOlM & Windows& Kinesis 0| 0| M E &= Linux Z2ZHE & Kinesis Of

StX| §f= OlRE FURIIR? O|MES CtE AZ EQo{QLCt.
2l Kinesis 0| O|ME 7} =24 X|7HLt Ol= CH7H Kinesis0l| M A|Et5t 7| [HE ILICE Kinesis
RecordSendErrors 7t &7}+5tLt Data Streams2| WriteProvisionedThroughputE
22 xceeded X|EL} Firehose AE 9| Throttled

Records X|EZE &QI5tAL. O] R|E = 00l 78t £
%7t e AEZ| X8t =240 §tCt= o|O|IL|Ct. Rt
Mg L2 € Kinesis Data Stream limits 2! Firehose AE

ANgt2 =lgt o= Kinesis OO|ME 7| CHE S| 22 [t
SIS FHE[o] UEX] = RISHMIL. Kinesis

A IS EIYRE [ X|edo| eMsta
Kinesis O0|ME = 40| & TS FAerLICH 2

O nds o 2 oz SgEel EMe

java.lang.OutOfMem Kinesis 0| 0| E 0= M I 2EE AMEIE HEE|
oryError Of2|E sfiAstedH oY 7 SE5tX| b2 m & MELICE /usr/bin/start-
H 3toF Lt R? aws-kinesis-agent 2| JAVA_START_HEAP &

Kinesis Agentol M & e [ 2x sHZ
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
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=A Solution
JAVA_MAX_HEAP 2 =2|1 M0|MEE CHA| A|ZHEH EA|
o

IllegalStateException
connection pool shut down
of| & sHZAstE{™ o{EH| s{of stLt
272

Kinesis 00| ME Q| CIE EX|= o
A CIHIZE & ALR?
Kinesis 00| M E = O H| F/435FLE

27?

ol Kinesis O{O|HE 7l 55 o
BULIL?

]
i

AWS SDKE Al

Amazon Data Firehose APIE
04 Firehose 2 E Zl0j| L|O|E{E A& &

Al AlZFE LHO{ Amazon Data Firehose2h?

HIZE MH2E &X

Kinesis 00| ME0|= THAH {2 E2EEE RE[E 20| 5
E3IX| et&LICH /etc/aws-kinesis/agent. json
oA LEt ofo|ME T4 ME 2| maxConnections
maxSendingThreads & =2 EAMIR. 0| E=9| 7|2
2 M3El=s HELY Z2 MM 128 ILICH 11 o 0]
HME F/d d™oi cigt RHAlEH L& 2 AgentConfiguration

/etc/aws-kinesis/log4j.xml O A{ DEBUG EId 2

& gdste = &L

maxBufferSizeBytes 2| 3 7|7} S5 Kinesis 0f
O|MEE O At O|O|E{E & LIt o|EH 5t Bl =
Eo| M& AlZto| £E0{ R &83HX|B Kinesisol| CHEt = 2
H 7t 7ttt

Ol A= mied E|ed3o| &R A E|o] st
fileFlow’s filePattern OCtOHEIE|E TS
StLt# olo{oF EFLCt ALE B2 logrotat

g 1|5 WIA == Eﬂ.—T’.E x+E|01I EH°+ XM1I°F L2
SHMIR.

5t0q G| O T™&

aZAWS SDK, .NET, Node.js, Python &&= RubyE AF235}

A&t
I.

Javas
A OIA |
T ?AIE

LIC}. Amazon Data FirehoseZE XS AI235te B2, &
| | AEE 70 801 5|= 20| E&LICH RHA|

Bt LI Amazon Web ServicesZ 7Hgt A

Ol fNlE 7ts8t ZE of2E &l
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https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developers/getting-started/
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Amazon Data Firehose API= Firehose AE 2l0] O|0|E{& M&36H7| I8t & 7HX| 2, PutRecord 2}

x|
PutRecordBatchZ M| ZgLICt PutRecord()E & & LHoj stLto| CO|E| HIZEE ELfT
PutRecordBatch()= 8t & LHof o HIOIE{ HIZEE B == U&LICH

PutRecordE& O|& 6t £t A 7| 2F¢]

ClOlE X{%&0ll= Firehose AE & O|& 1} HIO|E H{IH(<= 1000KB)':'._ Ao ™ ELICt. Amazon Data
Firehose= I} S Amazon S30| 2EE517| Xof o4t HZEE dZ X267 IHE BlZE £ 7|
S E F7lalof & £ UELICEH Firehose AE 2l0f 8 EHoj & BZEM H|O|E{E NMAEste{HCIS =2

=

EE ArSEch
PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

RKMEH ZE ZAHAE = AWS SDKOY| 2 El ME FEE & XstMe. 23 & S5 F20 et RhAl
gF LI& 2 Firehose API 24 0| gt FX|E A XM 2.

PutRecordBatchE 0|88t &z A 7| &

lO|E A& 0= Firehose 2E 3 O|E1 B|Z E S50+ /o™ ELICH Amazon Data Firehose= It
UE Amazon S30| 2E3517| Tof o4 HIZEE U X257 HEA BZE & 7|5 E FUIsHof
& = A&LCt Firehose 2AE R0 Bi|Z = Ui X|2 CIOIEHE X3 5t2{H Ctg =& AFSELICH

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

PutRecordE O| &8 EHed A 7| =] 81


https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
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KiMet ZE HEAE = AWS SDKO| ZHE ME IEE HESHML. 2 & S5 F=0f CHEt xHAl
gF LI&2 Firehose API 214 0| gt FX|E A EsHM 2.

Firehose0| CloudWatch Logs ™5

CloudWatch Logs O|HIE = CloudWatch 7= ZE{E A& 3510 FirehoseZE & E = JU&LICH XA
&t L& 2 Amazon Data Firehose§ AIS 8t 715 ZEHE FESHAMR.

= =

CloudWatch Logs O|HIE = 2t FEl gzip
Firehose CH&Ofl & 6t24™ Fi |
o= sHME = UA&LICH

110 02':

O =2 FirehoseZ M&EL|CH &= siA|= 27 O|H
A 7lsE Ar&3t0d CloudWatch Logse| &5 A&

Al

~
F=
=

rehose&

/A Important

Firehose= #ZH Amazon OpenSearch Service CH& 2 2 CloudWatch Logs& M& st AS
K| 45t R| et &LICt Amazon CloudWatch= 0481 21 O|HIEE 3L} 2| Firehose B|ZEZ

74
25t Amazon OpenSearch Service= 5tLES| B|ZER E 0t £ O|HIEE HolEY £

17| 2 ULICH cHAl CloudWatch Logs0ll A Amazon OpenSearch ServiceOll CHEH 75 ZIE]

=
AMEE I = U&LICH

>.

CloudWatch Logs &% i

FirehoseE At&35t04 CloudWatch LogsE T™& 5t &f & sliA|El ClO|E{E Firehose AE ] CHA
2 & 3le{e 8 Firehose Cl|O|E{ 3 Al B4t (Parquet, ORC) EE= S IIE|M IS AIE E*L—lEP.
Firehose 2E 2|0 CH5H &= HAIE & dstatoF & LICt.

AWS Management Console AWS Command Line Interface === AWS SDKs.

(® Note
A2EZOM &F A 7152 gd5tsts 82, siE 2E 22 Vended Logs7t Ot
CloudWatch Logs -_rLE ZIE{oi| 2k AF EFLICH CloudWatch Logs®t Vended LogsE 25 %!
ot Ol A2 ElE AEZIM &= sl 7|52 &448H5HH Firehose 2 2] Vended Logs =%

o AlmigrL|ct. of & Z:T- A 7|52 CloudWatch Logs0ll 2t M EL|Ct
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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CloudWatch Logs &% S{All & HIAIX| F&

& E SHKE EYstetH HAIX| FET e
% &l|A|E CloudWatch Logs BIZE o1| M AR
25t EHlAlxl Zc LHO| Zelxpt x|_4 C}.

AUELICEH HAIX| ZEE AEE [ Firehoses &

| So| 2 & HIEC|O|EE EH
&5t= B Splunkoi| M
|X| =& A& 3t7HLE A

> lo Mo

El Splunk EH* oZ E||0|E'|§
£ gd3stsliok gLich chg2 o

>.

"owner": "111111111111",
"logGroup": "CloudTrail/logs",
"logStream": "111111111111_CloudTrail/logs_us-east-1"
"subscriptionFilters": [
"Destination”
1)
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
1,
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
1
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}
]
}

122 HAIKI 252 AR S SN £ ME &,
{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

CloudWatch Logs &% sHA|l & HIAIX| £& 83
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https://console.aws.amazon.com/kinesis
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html
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https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
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https://console.aws.amazon.com/kinesis
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put X210| CloudWatch Logs0i| A puts 11Z40| CloudWatch LogsOlAM 2@ X| St CIS 2F

QK| et of A E[LIR? HA|X[7} gtetE LIt

Put to Firehose failed for AccountId: <accountI
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source

types.
Firehose= &% siA| 7|S2 2l 01 Firehoses ZE B2 E=2| &= iAol CHE X|EE L
O XIEE LESLIN? EHLch Z712H1&), SHERA), g™ HAE M=t
C

0 DecompressedRecords AlI§ L= 83 &
DecompressedBytes A EE= 832 =8 F5H0k
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https://console.aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessingConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessorParameter.html
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For Kinesis Data Streams and Direct PUT
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{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK
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+ KafkaRecordValue — base64 Q13 = & H4etEl C|O|E{ I O|2 = IL|C}.

Ct=2 2 Lambda Z1t £29 of &JL|C}.

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": '"<Base64 encoded Transformed data>"

K| E[= Lambda HAE!

Olz{st ERFZRIE= AWS Lambda &4 £ MAIStT A2 3510{ Amazon Data Firehose O|O|E{ AE !
O| O|O|E{ & HEtste WHe Bo{E L.

Lambda 2£& LCl.

2. g MMHE MEiIS CF2 Use a blueprint(EF Z2IE AMR)E MEHEHLICH
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= &Lt

« Amazon Data Firehose 2E &S 2 M&El B|ZE X El(Node.js, Python)
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https://console.aws.amazon.com/lambda/
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ZIEE 2 {™ AWS Serverless Application Repository

1.  AWS Serverless Application Repository2 0|& & L|C}.
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https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://aws.amazon.com/serverless/serverlessrepo
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
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{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

ANEet 35 28 F4Lc
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LambdaZ}l Bt&tSt HTTP @F I E.
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Amazon Data Firehose2| I}E|M AE 2|2 C|O|E
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/A Important
S mtE|M'J2 M Firehose AE 2 MMl
2| #M3lE|X| o2 7|E Firehose &

2l MM Al Firehose 2| 2£2 Soll 8 TtE|MHI S & MsH5t D 5= 2o
12 Amazon Firehose AE 2] MM 2 2 X 3P 2. Firehose A E C
SR 3™ mE|M Y

g £E e Cha Y 24 MMO| EHAIE [EMR
Mo Z AI23SHE Firehose AEZ[04|BF X2 E| 7| 2 IL|Ct

M THEIM 7|9t S3 MFA EFAIS
olE3t0f 7442 UHIO|EE £+ AU
A ct.
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/A Important
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e AEE]
£ HIgMHste == st

IE[M'E 7] O|3H

Sx gE|MY 2 AF25t04, TtE|M 7|12 J|dto 2 H|0|E{E Eestn AEZ|Y S3 O|o|E{of| A CHA O
|k

OlE{ MEE MMELICH TE|M 7|2 AFRSHH B Ztof 7185104 AE 2| HIOIEE EHEZE &=
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Alo| H|O|E] HIZE0AM TtE|M 7|8 FEELICH M= jq 1.6 O X|HELICEH

« AWS Lambda &% -0| HIMEE= X|™E AWS Lambda &2 AF235104 TE|MH o] Ze 8t o|o|E
L E FE5tD BHEEhLCt
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https://stedolan.github.io/jq/
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/A Important

SH IEIMIE A8E B2, OIE-I?_ it % StLt 0|2 F4sto{ CIOIEE EE st
H 3 H 1

olztel TR B wHo2 AERIY CIOlE 9| 55 TE|MES TA52{H, THEIM 7|2 A28 To|
E oz = meto/se g MEist o X|-EE 2 me|d 79| gfS l=dsioF &Lct
CtE ME ClolE B2 == Qe 2 =442 Ar8stod B3 =of Cish otE|M 7| & Holst= EHS
Ho{ELICt O|O|E{= Base64 FAISE QI ZE|0{0fF B LICE CLI XM E & XS == UASLICH
{
Iltypell: {
"device": "mobile",
"event": "user_clicked_submit_button"
},
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

0|€& E™ customer_id IlZ

IO|E{ EE= event_timestamp IIZIOIE{E 7|2 Z O|0|E{E 235}
CE MEHE & OIA O B 2

MEHSE = Q& Z} 9| customer_id It2t0|E] EE= event_timestamp IZt2t0]
E{o| Zt2 AtE35}04 E1|_'?'_E7F ™ S3 HFAIE ZA™HstE JAULICt. . type.device EFHAI0| /U=
device®t(dt) 20| ZHE TtZtO/E{E MEHE =& JU&Lct 8 ZtE|ME 232 0424 7+X| mtetO|
E{ol 2t EetE = A&t

otE|M 7|o| Cllo|E mEt0IEE =S COF S 2 miet0IBE R &S jg EHACEZ HWEHLICLOS &

ol= mEt0|EE jg EHAISE O EE LHEO| Lot AU&LICH

ul2to|E iq Al

FH
2

customer_id .customer_id
device type.device
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https://docs.aws.amazon.com/cli/latest/reference/firehose/put-record.html#examples
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year .event_timestamp]| strftime("%Y")

month .event_timestamp| strftime("%m")

day .event_timestamp]| strftime("%d")

hour .event_timestamp]| strftime("%H")
ZHEL 0] M, Firehose= ?12| LEZH U AIE5t0d Z | Z=2| CIO|EE 7IE2 2 utet0EHE E7t
gfLict

AWS Lambda & +& At&st01 LE|ME 7| 4

of= L= of 531 El O|0|E| M| RZE == JSON 0|9|9_ ut P40 Ol|O|E{o| B2 &' AWS Lambda
THE MSK XE ZEL I AE5I0{ BIZEE &S SHAl, S 53 £= wHEtstod TE|MFof E
Qe OO|E HEE FE6t1 Htete = Us |—|EP 0| #4XH Firehoselt &7 A2 7t58t 7|Z& wdgt
Lambda & =2| &% 7|sLICt sHY C[o|E EEE HEH & 2, HEtet O g S Y8t Lambda &
+E AE5tod 8™ mE|M'Jol| AL = U&LICH

CH=2 2 Python2 £ El Firehose AE & 2| Lambda & 2| 0 A2, =0l E=247 K| 2 E 217 &l
IEE NSt SR =M TEIM'E 71§ FEELICH

from _ future__ import print_function
import base64

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

4

# Create return value.
firehose_records_output = {'records': []}

# Create result object.

AWS Lambda & & AH&5t04 IHE|M'E 7| 4d
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# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('sY"'),
"month": event_timestamp.strftime('%m'),
"day": event_timestamp.strftime('S%d'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

GoZ El Firehose AEZ! 2| L
45t HlZEMM TtE|IMHE 7|E FE&ELCH
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package main

import (
Ilfmt n

Lambda & 2| olAlZ, 20| EXIXI ZE 7| BIZEE
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"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

AWS Lambda & & At&5t0 THEIM'E 7| dY 99
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response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}
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"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hourl}/"

Amazon S3 H{Z! MFALE AHE5tod HIOIE H& 100
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Firehose= TIEI Q! Al @] E3dAlE HWote
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s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

SHM IEIM'Fe| A2, S3 HA MFAtol| CHE E A A ALS5HoF &LCh: !
{namespace:value}, 0{7|M YA H O|AE partitionKeyFromQuery EE&=
partitionKeyFromLambdaO|7{L}, & CtY = A&LICE QlEtRl & EA4E AFS5to] &4 H|0|H
of CHEr THE|M F7|E& MEote B Os YACE X|YE EFHACE T YE[= S3 I MFA 42

X|Z&5HoF & LIC}: "partitionKeyFromQuery:keyID". AWS Lambda & 42 AF2310{ AA OO
E{ofl CHEt THE|M 7|18 MAIStE AR Ol HAICE X|ME EHACR A= S3 HZ! MFAZ
2 X|™3sfof gLICh: "partitionKeyFromLambda:keyID".

® Note
Hive 2Bt SAE ALE5H04 S3 HZ! MFAL 42 x|

{PartitionKeyFromQuery:Customer_ID}.

w

£ A&LICH: customer_id=!

KEMIEt LI 2 Amazon Firehose AE 2| M A 3l Amazon S3 ZHA| o] AF2 R} X&) M F ALo| “CHAboi CH
8t Amazon S3 MENS R XML

Amazon S30{| C|O|E{ & Al M & 8 7= F7¢

M E 72 7128 845H5t04 Amazon S30i MEElE Z4%o| Bl AtOlo| M & T 7128 %7t
# % &L Amazon S32| 24X & T2 EASHE ol 9.8 |c+. 55| ZAE clolEfol 5 Tl
Mg 28 mE S eUc HEIMRE Bal(SA THEIME 8 FHofl T Clolefol Mot

#) Al 72 BA T2 M2 Sof B2 S0lM M2 B0l RIHE7| mE L

LA HlolEo S TE|ME F7t

EAE Cllo|E(H: Bt Pu tRecord 2l putRecordBatch API &2 EAHE o O|HE, 20 &=
HlZE)0| & TtE|IMH'EIE M &= /e, Et 0|24F ClolE{= M Eatllo{of & LICH CtE 2=
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(® Note
JSON HlZEQo| 2AHE siAE M= z40| K| E|E JSON &Aoo 2 X2 x|o{of & L|Ct.
JSON ZiF|= 22 7|37} 9Lt Al B2 FE(JSONL)EIX| 842 B Zof Qlo{ok BHLict.
JSON ZiX| HfE2 R =8t &=30]| of L|Ct.
SHIE l2dof of: {"a":1}{"a":2} and {"a":1}\n{"a":2}
AZE Aol of: [{"a":1}, {"a":2}]

IIH)l

/A Important

ClOIE7t EAE 32, MK Cl|o|E7 EaliE E0i2 M LEMIE HEE + U&LIch

/A Important

Firehose®| A Data Transformation 7|s& Al&35t= 4<% Data Transformation 2101 & 3H
7t M ElLICH Firehose2 £0{2 &= Cl|O|E{= Deaggregation(£3t) - Lambda& & & Data

Transformation(Cl| O|E{ #48t) - Partitioning Keys(ZHE|M 7 9| =M Z & 2|E LIC}H

M IOEIME 27 24 siZ

Amazon Data Firehose7} Firehose AEZIO| H|O|E B|ZEE & EMe = AL X[HE TE|M
7|18 FESK| 25t7HLE S3 HF A ghofl Z&E E3HAIS HWIISHK| 26l B2, ol HIo|E{ dlZEE

102



Amazon Data Firehose TR 7H0|E

SH O EMIo| 283tk & 2ERSE g W X|HsHoF t= S3 27 HA MFAZ M&EL
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Ch olgfgt B2 27 /&0 et HaElEL o MEE Aol oY BIZES &H, L7 E T
ot idste ol = &0l &l @F 2 YE T ZefEL/ch

WII
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AHE BEA| x|l oF B LICH Firehose 2 E 2|0l CHEH S MPEIH o% gyt x| ot B2 SIRE
HZ MFALE x|HeteE W2 ME) AFF QL

SH™ ntE|MEE @I HIH | O EH
Amazon Data FirehoseE Al &5t7| ™ol =4l AEZ|Y
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@ Note

SHM EIMJdols FHHE 7ISE A8Y = gi&Lich

1 I}E|AH O] EE §}EI':'=| Firehose= #+ME HHE TIEZ 7| & AlZho et XIHE ZHE|Mo]| &
o2 HHZIS O 0| B|ZEE Amazon S3 A2 2 T4 8tLICt. Firehosee
Ebel 7—*.'7<1|E 7"' 57| ?la Lol M CHE A {3 2 AFS ' LICH of e, 22 E s x| 2
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H{7} H 37| &gt EE= I AlZt 2240l =25, Firehose= H{IH O|O|E{7F Z&HEl ZHK|E M
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Firehose= Z TE[MEZ HIH 3 7|Lt 2tH0| SFE/W ZF HI{ CI0|IHE B Y AA =z MSELICH &
A mE|MO| 27} Firehose AEZIE 3HE Q1 5007101 EEH5™ Firehose AEZIO| LIHX| |2 EE K|
HEl S3 2 F HZ! ™5 AH(activePartitionExceeded) 2 ™&E LICt. Amazon Data Firehose Limit &4
£ AM&35tod X|HE Firehose 2AEZIE %|CH 50007H2] # 4 THE|MTHX| O] #E &S 2T g:gg
£ Q&LICH mE|MOo| o 2R5HCHH O BE2 Firehose AE RIS M504 O ME AERI| 2 &

g IEME BMAIZ = A&LICH
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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Amazon Data FirehoseOl| A 23 Cl|O|E{ &4l gd&t

Amazon Data Firehose= Amazon S30 G|O|E{E& K& 35t7| Mo =3 Cl|O|E{ 2| Al JSONO|A
Apache Parquet EE&= Apache ORCE B#H2te = QI&LICH Parquet ¥ ORC= S7HE & 2F5t 1 JSON

22 #7I1ZE HAD UL o A2l ST O W2 ¥ WA HlolE HAILICH HEE TRE %
(CSV) EE= T RSHEI HIAEQL ZH2 JSON 0/2]9| @I24 34l HHBtsiEd= 742 AWS Lambda 2 At
85t04 HA| JSONSZ HEHE 4 A LICH RIMIEH LIS 2 A4 lOJE| WE Belg HASHAAIR.

Amazon Data FirehoseZ HZEE M4t 7| Mol HIZEE FAlstes A0 E O|o|E EAlg Hist

= UA&LIcH

ot

Amazon Data Firehose7} 2| Z E O|O|E @Al g48t5te{™ OIS 371X 2471 2 L|CH

Deserializer

Amazon Data Firehose= 22 C|O|E{2| JISONZ2 212 2{™ | X|Xt(Deserializer)7t 2 & LICt. Ct=

SHMAL & 78 & otLIE MEE +~ U&LICH

4E+ JSON EAME 7.5*% (1=
foX |
=

» Apache Hive JSON SerDe
* OpenX JSON SerDe

JSON SHA| A AMEH

21231 JSONof| CtZ 1t 22 Aol EAARYZ I X3 El F OpenX JSON SerDeE ME4SHAIR.

* yyyy-MM-dd'T'HH:mm:ss[.S]'Z, O| £ 2& Z|CH 9Kt2I2 £ EE = UF - ofl:
2017-02-07T715:13:01.39256Z.

* yyyy-[M]M-[d]d HH:mm:ss[.S], 0| £ 22 Z|CH 9Kl 2|2 #+MHE = U - 0d: 2017-02-07
15:13:01.14.

« Epoch & - 04]: 1518033528.
« Epoch Z2|Z= - 04: 1518033528123.
« B5 A4 epoch = - 0f: 1518033528.123.

Deserializer 105


https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe= Ot E(.)E ZE()E HEHE = A &LICH EBF JSON 7|E deserializing st 7|
Mol ARKR HEHE &= Q& LICH. Amazon Data Firehose™| A Of ali M| X}(Deserialzer)0ofl AFE & = Q!
= SMof cHst XEMIBH LI 2 OpenXJsonSerDeE & E5HAI2.

o{HH SHA|XFE MEHSHOF & X| 22712 OpenX JSON SerDeE AFESHAIR. B, Of SHAIXFZE K| 245t
x| ot= EtYARMZ I} glo{ofF B LICt

ol LSt & Al 99| EFUABRMZ 7} Q= 73S Apache Hive JSON SerDeE AHE 5HA
Q. 0| deserializerE ME{SIH, AIE S EIQUARMT HAIZ X|HE = QU&LICH Joda-Time
& 20 et EFUdARE FAIZ XIHSHM 2. AHAMEH LIE 2

DateTimeFormat &4/
DateTimeFormat A

S 2 millisE AM&35t09 epoch LEIX HHR{O| EIUARMEE FEEME = QlgLch HAE K|
M5t K| ot 2™ Amazon Data Firehose= 72X Z java.sql.Timestamp::valueOfE AFSEL
Ct.

Hive JSON SerDe& CH5& 518t x| ef&LICH

. o 0|=9| OtE

= =E(.).

« uniontype &4

- A7|0kof| =R FHA0| UK EAFE2 JSONQI HE. &
{"a":"123"}0|™ Hive SerDe0ilA 2 F 7} gt A48tL|C}.

mn

0{ A 7|07} (an int)@l B<L JSONO|
Hive SerDe= S E! JSONE EXIEZE ._5._ ‘Rl or&LICH o & S04 {"a":{"innexr":1}}7} U2

A Z|of

Amazon Data Firehose0l= sld ClIO|E & sliMst= WE A™EstsE 2 7[0b7F HegfLIch AWS
Glue% At &304 AWS Glue Data Catalog0i| M A 7|0tE M gfLICt. 221 Amazon Data Firehose

Ol A7|0+E & ZEF CHZ 0|8 A& 3510 23 OI|O|E & SHAMFLICH STt AF7|0HE AHE 50
Amazon Data Firehose2l 244 AZEQ[0{E 2F FHE = UGLICH RtA[E LI 2 AWS Glue 71
Kt OFLHM S| AWS Glue CIIO|E{ FIEF2 T *M 27| R ESHMIS.

(® Note

AWS Glue CIO|E{ ZIE 220 M MEE AF|0t= = OIO|E *+ZoF YXISHO
X| etom HEHE O|O|E{7} A 7|0t RIHEIX| o2 48 EEHE 4 &Lt

A7(ot 106


https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
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= A83dt= B JSON HO|Ee| FZ & Br¥stE A 7|0F2] STRUCT &S ALSSHAIR.
STRUCT #&2| EXME JSONE MElstE LH2 Ol HAIE X M.

/A Important
37| Mgto] X|-HE|X| o2 HI0|E f&e| A< § &o| 2 E O|o|Eof cHet AKX MEH2 32
MBI L|C}.
CHAR EE= VARCHARZS| ZI0|E X|%Xd5}™ Firehoses= €21 H|O|E{E 212 [ X|XMHE Zo|2 &8
A AEtLIcH 7|8 dIole EXtdo| o 7] B« HEE|XR| et&LCt

Serializer

FirehoseOll= CIO|E{E CHA & & Al X{Z & Al(Parquet EEE ORC)Q 2 HEHSHE A2l YA 2o

Al
-ChE F /%8 & siLE MHE £ &Lt

« ORC SerDe
» Parquet SerDe

AEld dER A=

0{MH serializer& MEHSI=LEE= H|RLIA QF AFEO| &2 EILICH 5 7HX]| serializer S4404 CHEE REA|
8t LI 2 ORC SerDe®} Parquet SerDeE &HZESHAMIL.

HIZE E4 ?'_"TJ% 243} 5t Amazon Data Firehose CH4'S Amazon OpenSearch Service,
Amazon Redshift E£ Splunk2 A%et = gi&L|ct &4l v4gto| & A4St | Firehose 2E 29| O
2O 2 Amazon S3EH AFE = JU&LICH O MMoMeE 2& 2 Flrehose APl oM BIZE
A HEE gdstste WHE 2oiELICH E M85t R E HEE d-sie Yol o=

34
AWS::DataFirehose::DeliveryStreame CloudFormation® Z35tM| 2.

ZE0|M BZE A HEr 43

Firehose & AEZE M5 7L HO|o|Ee I 2&0|A HIO|E P& HE S &8st = A&
Ct. olo|E| &4l gd8to| E A5 E|™ Firehose AEZ|Q| CHA© 2 Amazon S3BH A48 4= Ql&LICH B
ot A HEtE E 4385 Amazon S3 Y E2 HIEESHELICE J2{Lt Snappy S HEt ZEMA

Serializer


https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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UL Z X522 0|F0{ZILIC}. Amazon Data Firehose7} 0] ZL0{ AL& 5= Snappy2l Zdj|o|&

12 HadoopJ—P SeHEILICE &, Snappy & & Z1HE AL&3t1 Athenaoi| A Of C|O|E{ol| CHEF HE|E

g &= U&LICH HadoopO| AtE5t= Snappy Zi[0|Y ZBY2 BlockCompressorStream.javag &
o

>

B> o lo
o |

P

X

o

H|O|E] Firehose 2E & 2| H|O[E] 4| Bgt & H3}

-_—

off 2321 AWS Management Consoledt 1 https://console.aws.amazon.com/firehose/ Amazon
Data Firehose &2 iLIC}.

2. AUC|0|E & Firehose AE 2l MEHSIHLE RF&A: 24 0| A Firehose AE 2! AMAd 0| Zxtof et
Firehose AEZE MZE BHELICE.

3. Convert record format(ZlZ = & A B48t) of2ioll A Record format conversion(Zl 2 E & 4| &
£ 2 Enabled(ArE)E &g LICt.

MEdBHL|Ct £ S Mol CHEE XEMIEE LI 2 Apache Parquet 2! Apache

5. AWS Glue E|O|E& MH5t0 &4 BZ =0 CHEF A 7|0HE RIFEELICH 2|7, |O|E{H| 0|4, Ei|
ol ¥ Elo|E HTXg M

Firehose APIO| A B2 E Al #HE 22

Amazon Data Firehose7| &i21 Cl|O|E{2| ¥ 4lE JSONO|M Parquet EE= ORCE Bi2t5}

T £ 3l2{™ ExtendedS3DestinationConfiguration &= ExtendedS3DestinationUpdate 2|
DataFormatConversionConfiguration2 X|&35tM| 2. DataFormatConversionConfigurationg X|’'835&=
4% o= Meto| M ELot.

- HIE P4 HELE AL ESte B2, BufferingHints0| Al SizeInMBsE 642 Ct %2 7t 2 HYE
- ‘Bi'ﬁl—lEP. SA HErs gd3t6tX| ple B 7|22 5T A HErE gdEsti 20
1280| LT},

+ ExtendedS3DestinationConfiguration 2= ExtendedS3DestinationUpdate 2|
CompressionFormat2 UNCOMPRESSEDE A%datof & LICt. CompressionFormat| 7|22t
UNCOMPRESSEDQILICE. k2t A ExtendedS3DestinationConfiguration0| A X|& 8t X| f2 MENEZ F
O{E ELICt X|HSHX| etotE OIOIEE 7B XS 2 Snappy &2 AH& 5104 serialization T2 M| A
S0 =ELICt. Amazon Data Firehose7t 0| B0 AtE3t= Snappy2l Z 0|2 & A2 Hadoop
u SEHEILICH &, Snappy & ZHE ALE5HD AthenaollM O Ci|O[E{ofl CHEH 2| M™E = A

=

= %OE T AA
&LIC}H HadoopO| AFE3HE Snappy Zi0]| 2 ZBHE2 BlockCompressorStream.javaZ & EsHAMI2.
serializerE 7 H& M CHE & 32 MEIE = J&LICH

Firehose APIOIAM B2 E &§A] g3 22| 108


https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://console.aws.amazon.com/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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CIO|E 4 fHE 2F &

Amazon Data Firehose= H|ZE9| & B4 £ & deserialize?} 27ts8 E<(ME€ £04 OIOIE{7}
A 7|0kt LXISHR] b= BR), Amazon S301| 2LF HFALE 20{A{ &LICH O] 7|7t H1lisi= B2,
Amazon Data Firehose= Y72 RMA|EE £&5t0{ 0|F & 0| RIEH=EIL|CH Z+zho| Alufst B|Z =0
CH3H Amazon Data Firehose= CHE A 7|02 JSON EAME #&LICH

"attemptsMade": long,
"arrivalTimestamp": long,
"ErrorCode": string,
"ErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string

CIO|E] YA #HE 2F *El 109
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Amazon Data Firehose2| O|0|E{ & 0|5

Firehose 2E B = O|0|E{E M&otH MEE Ciyol XAtS2 2 Clo|E7t M&ELICH Chs = C
et g2 29| Oo|H M&S HdBELICH

Destination Mg 82

Amazon S3 Amazon S3Z H|0|EHE & E [ Firehose= Firehose AE 29| H{I
2 fMof| et 042 =4l B ZEE AR LICH O3 CHE Amazon S3
X2 BlZ =8 Amazon S30i| &S ELICH 7|2X 2 2 Firehose
T2 7|% 90| ClOo|HE A= LICt BlZE ALO[of| Af & 7 & 7|_._
E A235t24H Firehose 2& 74 L= API Ot2HO/E{0M] 7|52 &
Hetstod Ml & &8 7|28 F7HE = U&LICE Firehose2t Amazon
S3 CHAF AFO|2| Cf|O|E| M4 TLS(HTTPS)E 5 34E/LIC}

Amazon Redshift Amazon Redshift2 C|0|E{& & 5t= @< Firehose= HA{ =41 O
O|EE oM s &Aooz S3 H{Zlof M&EHLIC 22{™ Firehose
£ Amazon Redshift COPY H& 2 Al=350{ S3 H{Z! 2| T|O|E{E
Amazon Redshift L2 H|X{'dEl Z2{AE EE= Amazon Redshift
Serverless 24 1§90 2 ZE & L|CI. Amazon Data Firehose7} 01
B =4 HIZEE Amazon S3 X2 2148t & Amazon S3 ZHA||
£ Amazon Redshift Z 2 H|X'dEl F2AE E= Amazon Redshift
Serverless 2 &0 SALE = UA=X| EHQIStML. AtMEH LIE2
Amazon Redshift COPY B H|0|EH 4| mi2t0|E & & Z=5tML.

OpenSearch Service & OpenSearch Service & OpenSearch Serverless2 H|O|E{& & 37|

OpenSearch Serverless 2|5l Amazon Data Firehose= Firehose 2 E 2|0o| H{IH{Z! 2 Adof [t 2}
=AM HIZEE HHZELICH 33 CFE OpenSearch Service E’-E—l*
E{ EE&= OpenSearch Serverless Z42Mof| o4t 2= E Q= AE7|
2|8t OpenSearch Service &= = OpenSearch Serverless CH& o:‘g%
MAEFL|C} 2|2 =2 Amazon Data Firehose2 ELH7| Hof 2|2 =7}
UTF-82 QIF Y E|o] EHY & JSON Zx|of ZEEIi=X] & elso |=E*
LICh IE3 Y3 CHO2 ARIE|s THA|M QIHAE o|25) CHE %
g 37| {I8i ME OpenSearch Service 2{AE{0f| CHEF rest.acti
on.multi.allow_explicit_index SMo| true(ZIBZHZ
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Destination Mg 82

M E|o{of B LICt REMIEH HE = Amazon OpenSearch Service 7Hg
Xl otLf M 2| OpenSearch Service Configure 12 SM2 XA L.

Splunk SplunkZ Cl|O|EH& & 3t7| 2/5H Amazon Data Firehose= ™& =
I:IPOIEE HAZAFLICH & HIE EXet 242 dlo|Ee 712 7|5 & |5t
= 82 0| A dsHok °*L—IEP Splunk7t ZE FE 7|3 & #&
—E—@.BPEE T E[o{oF BfLICH S3 2 F H{Z/(S3 )0l & El O[O
E{Z C}A| SplunkZ EI=210|2 624 Splunk A A0 AHEE £HA|
E [MELict

HTTP =2 QIE K== EtAL MHIA S2R7F 2R EHHTTP J=EZQIEZ C|0[EE
M&ste 42, SEE Amazon Lambda AH|AE AFE3t0 =41 Bl|=
CE MH|A SEXte| SEIAM oldsts Al dxlets Aoz
HEStE B8 dHE = USLICH S8E[E 2= FAlol CiEt &
Mgt 82 tiat o2 MEfSt HTTP AIEXQIE Q| EtAL AMH|A SZAE
of| 7l 22|3tMI2.

Snowflake Snowflake Z Cl|O|EHE T&5t7| /5 Amazon Data Firehose= LHS

Mo 2 1% SO Ho|E{E HIHE!5tD Snowflake AE 2| API &
2 Ar8304 Snowflaked| CIO|EHE & UELICEH Z7|2XMo 2 &Ql5
Oi==0ich Z2{ A=/ Snowflake EflO|2 01 Z{S)ElLIC}. &

HEZE= Sl
S E8 +d35tH™ Firehose= O|0|E{7t Snowflakedll {2 E|= o A2
AlZtE £H5t= CloudWatch X[ E& L2 R LICt 24X Firehose= E
2 JSON =B BZE u1|0|§':§ X|245t0 JSON HiE2 X|H5HX|
of&LICH /24 HO|Z2E7t R =8 JSON ZH|QIX| &olstn EEQFt
ZUSEL S22 E £ o|AFo|Z EX glo| Z T HE|ARE=X]
QA Ly,

Zt Firehose CH&toll= 1R e HIO|E ™& BIE 7t &LICE REM[E L2 HIHE BIE 74 MME

AZSML.

= 2=

Amazon Data Firehose= O|O|E{ T1&0f |4 Bt H(at-least- once) A|HEIZ AFSEFLICE Cl|o|H &
AlZto| ZLtE|= So| ¥ A&, e dlole M& & 0| FI#E A< Amazon Data Firehose0d|
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o

MHEE AMAIE5HH S50| g = A&LICEH Ol= Amazon S3 CH4, Apache Iceberg Ef|0|E& &
Snowflake CH&' 2 AN| 2|8t Amazon Data Firehose7t X6t 2 & CHA 3o M EL|Ct.

=X

- AWS AHI™E & 2™ ZF M& ol
(o]

« HTTP RIE ZQIE TE 2% 3 SH Ao Cist ofsh

- HlolE ¥& A M2

« Amazon S3 Zix]| O|& &EAl M

« OpenSearch Service QI=A W 4

« HlolE T& LA SXI & 7K

AWS A& 4 2|™ ZF HE o|aH

Amazon Data Firehose= AWS 7| Zt HTTP PIE X QIE CHA S 2 O| Ol|O|E{ H& & K| stL|ct. Cf
Mo =Z MEHSE Firehose AE R HTTP AIEXZQIEE MZ CHE AWS A ™ol & = U&LILCE.

Amazon Data Firehose= AWS Z2|& Zt HTTP = Z QIE CHA S 20| O|0|E] M& T K|t 8t
AWS 2|T 9| Firehose AEZI0|M CIE 2| HTTP YIEZQIER CO|0|E{E MEE 4+ AWS &L

S
Ch. EE8F Firehose 2E 22| LI|O|E{E AWS E2|T IR S| HTTP AEZQIE HY 22 HEE = USL
Ch 0§ SO{ HTTP =X QIE URLE ¥Hst= O ez MEsto] 2Zi0lA M A&
LICH o|248t AlLtE|22| 32 ®& HIE0| F£71 OlolE & F0| Hai & = U&LICH REAEH LHE
2 “On-Demand Pricing”(2C|MHE ) H|0|X|2| CI|0|EH MES FEFAML.

fu
£
o
et
1

0

HTTP AIE X QIE ME& @& &l S ALQFo| CHEF 0|5

Amazon Data Firehose7t AFF& A} X|H HTTP A= EZQIE 0| HIO|EE HEMoZE ME5H7| i
o248t A= X QIE 7} £ Amazon Data Firehose 2% & S A2 AI&35l0 2HE £==5 11 8
Eh2 ELjof &LICt o] MM A= Amazon Data Firehose MH|A T} AFE R X[ HTTP fIEZQIEof
ELHE HTTP 23 9| & Al A1t Amazon Data Firehose AMH|A 7L 0f 4 6HE HTTP SE 2| Al AFY
ofl CHaH A ErLICH Amazon Data FirehoseOllAM 2% A8t AlZtE =057 MK HTTP QIEXQIE
32 O|LHof| 2ol SE5Hok ELIC Amazon Data Firehose= SH2 A2 E436X| e 8E

=
—
= M& duz Zh3 g

AWS AlE A 2| 7k

of
o

=

5
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28 HA

Z2 2 URL Ztzt0lE

Ol Bt URL ZEQ| AR Z AIEXI7F A & LICH Amazon Data Firehose= £=35HX| &t
TAHE CH2 0|8 MEFLICH hitps CHAEH X|HELICH M4 AR 74 S0l URL M 2Ho| M8
LICE.

@ Note

HTTP A= ZQIE H|0|H T&of CHsHA = A Z E 4438 X|EL|CH

HTTP &l - X-Amz-Firehose-Protocol-Version
O| SIHE AF835t0 LE/SE A9 HHE EAIFLICH #AH 1.00] R L8 HAULICE
HTTP 3|4 - X-Amz-Firehose-Request-Id

ol sl Zt2 CIHZE X EF MH SHoz A8Y + U= =238 GUIDO'LIEP O“EEO.JE
T2 ol slHel e, 7ts 2o
2 2HE oz H Al=a

H1
ol
e
[e]]]
N
=0
Ral
in.l
r
ul

HTTP &l - Content-Type

Content-Type sllH2| 2t2 &4 application/json®lL|Ct.

HTTP 3l - Content-Encoding

QLYS MEE I GZIPE ME30{ EES YF 5= Firehose AEZE T8 = U&LICH Of
0| gMstr|H, & zhEodl ek Content- Encodlng slciel 2t gzipe 2 MAELICH ¢=o0|
g 43 E|X| ot 2™, Content-Encoding ST AH&l| 7} Q& LICH.

HTTP &l - Content-Length

Ol 3l & Ao 2 AFEELICH
HTTP &l - X-Amz-Firehose-Source-Arn:
ASCIl 2XlY¥ Aoz El Firehose AE 2/9| ARNQILIC}. ARNS 2|, AWS
a| g|l=
[

AEID Y AEZ 0] |Z S LICH o & £04 arn:aws:firehose:us-
east-1:123456789:deliverystream/testStream®L|Ct.

Ori’k

i

ar
=
=

r
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HTTP 3| - X-Amz-Firehose-Access-Key

O| slHoll= API 7| EE= CHE X4 SHo| ZEELICH ME AEZIE OFE7LE HC|o|EE [ API
7|(21& EE)E EHL HOlO|EE = U&LICH Amazon Data Firehose= HAMA 7(9| I 7|E
4,096HI0|E 2 K| et&L|Ct. Amazon Data FirehoseE= O{iH &Aoo 2 = 0| 7|8 SHAISIE{E AR E

§tX| et&Lct 7 E 7|l= O E of &l Zholl SAHEILICEH 2Lt Secrets ManagerE A& 5t04

LS H
718 TASHE Z2 2ot 45 = S5 JSON ZiA HAIQl {"api_key": "..."}S(8) [atof &
L|CF.
I g2 Yo|Mo|rd JWT EZ2 EE= ACCESS _KEYE LIEH 75440 Qd&LICH AlEZQIEof
CtE ZE X4 SH(0d: ALK O] X &3) 0| HRdt AR, ZE HEQ| g2 =X QIET} 14
5= @AI(JSON EE= CSV)e 2 E | HM|A F| LHoA| &M & atoF & LICH & 2EI=7} ol
2|9l B2, O] 2E= Base-64Z QAT E &= &LICE Amazon Data Firehose= Tt EE 22 =
Qs QR gskK| of T s 2sixs ahE AFR L

HTTP &llH - X-Amz-Firehose-Common-Attributes

L

Ol slHoll= A 2 L/EE 2 Lol 2 E tlZ=2t 2#3E 38 4 (HEHolE)0] ZEHE L
CF. OIE Firehose A= 8/ 21& [LH AMSR7E B TAIBILICH 023 &4 242 O A7|0HE A
ez

&304 JSON ZHX| 2

OE
L_IIJ

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"A{1,256}%$":
type: string
minLength: @
maxLength: 1024

CHE2 2 oiluct.

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

}
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JHeER 7Hol=

EE 37| ARt 8t &= ™ 2|CH 64MiB7HX| 7Hs & LI
7
220f= Ch23 22 JSON Schema(YAMLE EHA)E AL28H B JSON 27+ =8t

"$schema": http://json-schema.org/draft-07/schema#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000

Lo

0]
0
o

>
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bytes; the maximum length of this field is therefore
1365336 chars.

type: string

minLength: 0

maxLength: 1365336

required:
- requestId
- records

CtE2 1 ofduct.

"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
},
{
"data": "aGVsbG8gd29ybGQ="
}
]
}
SCF 54 Al
oH O
R YUMAI 7R SF
2ol ofg LTF AMEE E5LX| 26t B, Firehose MEHHE 0|8 E2 910|500 AEf Z =7}
U= JAXMEH Mel=lct
HEl 2=

HTTP & Bl ZE= BFEA[ 2XX, 4XX == 5XX B {of| R{0{oF & L|Ct.

Amazon Data Firehose MHE= EIC|EMBEXX 4B 2E)E [MEX| A &LICH B|ZEE HTTP/EPY|
MEZXoZ MEFH Hoz 73 EleE W2 85 A= 2008 QLICH 82 = 413(27| Z1H2 A
T AIHE ZHFE|H, Ol ZEJ FEEH HZE X7 2F HIICE MEE(X| t&LCH OHE 2
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JHeER 7Hol=

E8EIcE AL It QFE HFLH, 0% MHEY WO AT Y1

Ct.
- 2HX /Y
8= Y 2ZHIEX R 2 o E 2|7 ol M/jsonLIC}.

HTTP 3l - Content-Encoding

ZHE= QY2 ALSstX| efotok FLICH BE2 BIEA| &5S Eo{oF FLICH

HTTP &l - Content-Length

S 20| A= AL EtEA| Content-Length 347} Qlo{oF & L|CH
=M
SE 2&9| 37|&= 1MiB 0|5t040F gLCt.

"$schema": http://json-schema.org/draft-07/schemai#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
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type: string
minLength: 0
maxLength: 8192
required:
- requestId
- timestamp

CtE2 1 of uct.

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."
}
Success case (HTTP Response Code 200)
{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090903599
}

7 385 AMe
2 E 2F AellolA Amazon Data Firehose AMHHE X4 B = S 1E|&E S ALE5t0{ S B=Z
E HiX|S| &S ChA| A|=RFLICH RIE{ Al (15%)Q 7| B A|ZH1E)S AF& 504 RHA|= 7t
SO T =11, O|F MAIZE mHotC X[E{7} FIHE SA(ZT7| R E A|ZH (5(2) » retry_count))
= M%ﬂoﬂl SO I EL|CH M X AlZt2 z|CH 28 7ZtHo =2 X|EHEILICH K& S04, 'nHmi RHA|
T Al ¥ = A|ZE2 Z[CH(120, 27n) * £ XH2{(0.85, 1,15) 2 LICH.

OIF WA Aol M RIHE TetOlEls HABE 4 UaLICH X+ YR X YT 2IFo ABElE Mt
£7| QT AlZh Zh HRI Alg &4 U KB WSS AWS Firehose ABME A ML

O|=of CtA| A= & Mot Bl ZE7 P& s AMA 7] WEE 42 YU 0|EE Firehose 2E
2 Fdof ek HEE = U&LICH Amazon Data Firehose MH|AE Z|[440| &E{o 2 042 H2o]
MAIELO| 2 SUet 2 ID(request-id)E AFSEFLICE O %4 7[&2 HTTP AIEZQIE AHHof
M3a8 MHSHMZ AI8F £ QU&LICH Firehose 2E 2| 70| 2t 51& E Z[CH AlZHo] x|t
S0 QHo| MEEX| ote A2, AER 7 Mof el HZE HIRIE 27 HElof MEixioZ H
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of| A

CWLog &4 2%9| of:

"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090901599,
"records": [

{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [

{
"id": "0123456789012345678901234567890123456789012345",

"timestamp": 1510109208016,
"message": "log message 1"

"id": "@0123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"

m

Z} Amazon Data Firehose CHAOFCH T8t Cl|O|E T™& Al X 2| & Al0| U&LICH.

OpenSearch, Splunk, HTTP A= 2 QIE S C} 28t CiAtof CH5H Firehose 2E 212 MAE [, M&0f
ATHE CI|O|E{E YU £ U= S3HA L MHEELICH ™S Alml Al Firehose7t CI|O|E{E W45t =

of| A 119
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Poil CHEF REAMIEE LHE 2 o] mlo|x|ef 2t3d CHY MME HZstM Q. TSEIX| R HIOIHE HHd
A= S3 HHZ!ol| CHEt A FEt o ol CHSHA= Firehoseoll Amazon S3 CHAS M| A FHEF
01§ EXStMIR. Firehose7t (a) 2EZ CHY 2 2 C|0|E{E &SR] Z5t 1 (b) TS Alufod| et
4 S3 %ol o|OlEf A2 7|0l Auidt B2, HIOIE7t CHe e 2 MEE|7HLE ] S3 @[ 7[5 m
R AER ME 2 AtAlA LA SX[FFLICE

18

1L 4 o

S

1=

Amazon S3

S3 HZloi| CHet olo|E] &2 o] 7tX| O|RE AIHE = JUELICH o|E S04 HZ!O| [ O|&f ERY5t
K| et 7L}, Amazon Data Firehose7| 22 IAM & o] HZ! HM|A HEHO| eIALE, HIERT Eol &
o|2} R ALt O|HIE T} gt MstE AR lLICH 0|28t =710l Al Amazon Data FirehoseE T&0f A3
77k K| Z|CH 24 AlZE SO A& RHA|=E &HLICH Amazon Data Firehose2| Z|CH | O|E{ AE 2[X| Alzh

2 24 AN ZHALICEH 24 Al7H HAH HIO|H MEof AufE Z< CIo|HE e Eulct

=
[

S3 HZloi| Ciet Ci|o|E &2 o8 7HX| O|R 2 AmE + U&LICH

HHZ!0| . O|& EAH5HK| et &L|Ct.
« Amazon Data FirehoseO| M £=&I5t= IAM @& of= BHZl0i| CHEE M| A FHEHO| Q& LICH.
HEXI X7} g & LI

HTTP 500 E£= Z|Ef API Aluijet 242 S3 277t Wi &LICt

0|48 A< Amazon Data Firehosee= &2 RHA|E & LICE.

« DirectPut 2A: MA|E = X|CH 24 A7 SO A& EL|CE

 Kinesis Data Streams EE£& Amazon MSK AA: RHA|E = AE 20| Ho|El H&E HAJX| 7|8 A|
& E L},

Amazon Data Firehose= Lambda A 2| E£= T30 B48t0o| Ao g Bt Auljdt 2|2 EE S3 27/ H
Zloz &Lt CHE Zof AlLIZIR0ME BEZ 7(ZHol EZE [77HK| S3E H& RHA| = ELCt.
Firehose7l S30{| |2 EE M3 ™Mo Z ME5IH S3 ZA| mfo| MME|T BEE fl3ZE A Al AIs52
2 HME2 MALSD S3Mo 2 MElE BZEZE SYUS S3 A ntd S Ao|o|EFLIC.

Amazon Redshift

Amazon Redshift CH&H 0l CH5H Firehose 2E 2 MM A| RHA|E 7|ZH0~7200%)2 R|HE &= /J&LIC.

0424 7tX| O]/ E QI3 Amazon Redshift T2 H|XH ' E E2HAE{ EE= Amazon Redshift Serverless &t
Y OESZ O HO|E M&0| Ame 4~ Q&LICE 0| & £0] Firehose 2E 20| A2 = SE{AE 7
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o, 28AH = &Y 59 RX| el Y, HER3 Toll S0| olg7t & = J&LICt olz{&t =
710l A Amazon Data Firehose= X|&El )\|7F St MA|=E &35t 0| Amazon S3 ZHA{|o| 74 Hi

x| TAHELUCH AE AA | WE &= errors/ 02| HLHAE THUZ S3 HZAl0| MEE|H, Of
E =5 M7 A8E £ J&LIC OHLHAE IHUZ C|0|[HE =522 COPYst= 2o CHst
LHE2 OHLHAEE AFS et CIO|H It X|HE FHEFAMR

Amazon OpenSearch Service 2 OpenSearch Serverless

OpenSearch Service 2! OpenSearch Serverless CH& 2| B2 Firehose 2E & M A| KA Z|ZF
(0~7200%)2 X|HE = U&Lch

0424 7t X| O|5* £ OpenSearch Service A E EE= OpenSearch Serverless Z&/Mo 2 9| H|0|H
M&Eo| MuiE +~ /&LICt 0 & S0 Firehose AE 29| 2R El OpenSearch Service 2{AE E&
OpenSearch Serverless Z4=|M 74, OpenSearch Service £ 2{AE{ &£ = OpenSearch Serverless Z
HMOl RX| 22| T, HEST &of == 0|2t RALe O|HE 2 S0 O|&f7t & &= JU&LICE ol
gt Z710| Al Amazon Data Firehose= X|'HEl AlZt S AL E s&stT EH QHA @HE 74
ELICH ¥ EME AmazonOpenSearchService_failed/ Z2HE S8l S3 HZ!o| &£, Of
== M7l A = UAsLICH

NM

OpenSearch Service2| A€ Zt EA{2| JSON 4|2 CtZ1t Z&LCt

"attemptsMade": "(number of index requests attempted)",

"arrivalTimestamp": "(the time when the document was received by Firehose)",

"errorCode": "(http error code returned by OpenSearch Service)",

"errorMessage": "(error message returned by OpenSearch Service)",

"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",

"esDocumentId": "(intended OpenSearch Service document ID)",

"esIndexName": "(intended OpenSearch Service index name)",

"esTypeName": "(intended OpenSearch Service type name)",

"rawData": "(base64-encoded document data)"

OpenSearch Serverless®| 3% ZF 22| JSON A2 Ct1t Z&Lct

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
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"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
}
Splunk

Amazon Data Firehose= SplunkZ H|O|EHHE ™&E [ Splunk2FE &I 7[CtEILICH /77t &
ASEHLE el KM AlZh LHoi| &2l HIAIX|7F =36 K| &£ 2 F<, Amazon Data Firehose= AMA|T
71zt FI2EE AEELICH RHAIZ X|&AlZtOo| Bt=2 E 7 K| A= & LICH 1 CFHE Amazon Data
Firehose= O|& CIO|E ™& Alm{E 7FHF5t1 H|O|E{& Amazon S3 HZ!Of| B AEfL|Ct,

Amazon Data Firehose= SplunkZ H|O|EHE & E MHOICHZ|Z A= O|E AA|ZO|E &F#gi0]) =

QI AMIBt Azt FHRE{E CHA| AR EFLICH O3 OFS Splunk2 R E| =41 2212 7|CHEILICH RHAIZ 7|

7+0| B2 £|0{=, Amazon Data Firehose= & Q12 £ AI5HLE &0l M|t AlZholl ==& w77k x| &2l
Z|CHRILICE &l AlZHo| =18t Z42 Amazon Data Firehose= MA|T FH2E{0f AlZtO] Eo} Q=

EQIELICH AlZto| 2 B ChA| A|=5t0d EQlg =415t L RHA|Z AlZHO| B2 E|I=X] &2l
M7t R| =2 Bt ELc.

m@ Ral m

20l 4 Alofl MTfste ZI0| WAE 4 9l RYUSH HlO[E| ®& 2F & oblLich CIOlE T 279
CHE R0l CHgh LHE 2 Splunk ClIO|E & 2@ F & Xt 2. 2E Hl0|H TE 27 = AL X
S AlZHo| 0ECH 2 3R MAI 2X &g EE[HE LI
e 2F tlZ=9 of Lt
{
"attemptsMade": 0,
"arrivalTimestamp": 1506035354675,
"errorCode": "Splunk.AckTimeout",
"errorMessage": "Did not receive an acknowledgement from HEC before the HEC

acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",
"attemptEndingTimestamp": 13626284715507,
"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIXOC45Mi4x0DguMjEQIDE3MisxNisxLjE2NyAyNTIzMyAXxNDMzIDYgV
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"EventId": "49577193928114147339600778471082492393164139877200035842.0"

HTTP Y= ZQIE CHa

Amazon Data Firehose= HTTP AIEZQIE 4 S 2 O|0|EHE ™& 35t o] CHA o SEHE 7ICt
ZILICH @F 7t 2 M5 AL S AEH AlZE Lol SE HIAIX|I7F £&H6HK| ot 2 <2, Amazon Data
Firehose= KA 7|7t FIR2E{E AlIZHE | Ct. RfAIZ X|&AlZto| Bt=2 & 7 K| RA[Z= & LICH 2 cf

= Amazon Data Firehose= O|E Cl|0|E{ & AlTHZ 7tF3t 1 O|0|E{& Amazon S3 H{Z!0d| BHd &t
L|C}.

0P>

Amazon Data FirehoseE= HTTP AIEZQIE CHA S Z H|0|E{E ™S E mwolChZ|= AT O|E AT
Ol & ztgiol) el Mgt Alzt 7H2EE CHA| A[ZELICH O3 CHE HTTP AIEXZQIE CHA oM 85
ol £2t&t7|2 7ICHRILICH RMAIZ 7|ZH0| BFZ £|0{=, Amazon Data FirehoseE S22 £ 418 7Lt
gt Mgt Alztol EEE x| B2 7|ctRIL|CH 25 AlZHo] =18t 2292 Amazon Data Firehose
= MAIZ 7H2E{0f AlZtO| Hol JU=X| QI LICH AlZtOo] H2 B2 CHA| A|=5t01 8EE 4157
Lt A AlZh B2 71 & 1E 77 X| =2|& gHE gL Ct.

SE 4 4of Amfsts 20| $AE 4 2 KU HOIE HE QFE obHLICh CloE XS 2 R0
CHE S0l CHE LIS 2 HTTP A= Z0IE COlE| i Q58 AHZMR
Cl22 27 dlZ=9o| o lLCt.

{

"attemptsMade":5

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0Q,
"dataIld":"49607357361271740811418664280693044274821622880012337186.0"

Snowflake

x

Snowflake CH&F O] 4 Firehose AE RIS M

= M ME AFET o2 ZHAIT 71ZH0~7,200%) S XIHE
4 QA LICH RHIAIE 7|ZHe] 71222 60 L
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Snowflake E|0|E 2 O|0|E{ & Al 22 El Snowflake CHA T4, Snowflake S E HE T EHolf 52
= 7PX| O|REZ AIfe = UELICH RMAIZE = e 2LFol= AL HEO| JHREIII ei&Lct. o
£0{ H|o|E0f =& F7I 40| Q!0{A Snowflake7t JSON lHIOIE % HEst= 82, Firehose=
ES‘E’ MAI=3HR| et &LICH CHAI JSON HO|ZE BAMZ Qe ZE Al Alnj 224 {2 S3 2 F
E{Zlof| A5 L(Ct.

OFE 7R |2 R E HE, E|o|2 = O|o|EHI0|A R QI & 0| AlmlistE B Firehose= MA|Z
StX| &t 11 S3 HHZIoi ClIO|EHE Z|F & LICH RHAIZ 7|ZH2 Snowflake MH|A B[, LAMQI HERT
ZAgt So =2 QIft 2 Fofot M ELICH 0248t =710l A Firehosee XIHEl 7|ZH St MA|Z=8t & S3
o IO|E{E& M&ELICt Aufst 8|3 E & snowflake-failed/ E2C{ 0| MEE|o] £5 &ML 7|7} 7HsEL
Ct.

Cl2 e s30i Mashs 2zt Bl =of CHE JSON oM Lich.

"attemptsMade": 3,
"arrivalTimestamp": 1594265943615,
"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,
"rawData": "c2FtcGx1lIHJhdyBkYXRh"

Amazon S3 ZiA|| O|& ¥ Al 1A

Firehose7t Amazon S30i| CIO|E{& &35t S3 ZHA| 7| O|& 2 <evaluated prefix><suffix> & A

£ 20, ~M0O|AH= <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> &4/ [} & L|C}. Of
SA2 12 AR E|H Firehose 2E & 2| 70| HZEE MWOCH 14 S7HEFLICE Firehose 2E & T

M(of: S3 HZ! 0|, HHE BIE, &, ¢dE3h2 ?'_4?;'* & l&LICt O] 42 Firehose 2& E&
UpdateDestination API 42 A&3t0f &

i
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iu}

<HG7HE HFA>2| B2 Firehose= YYYY/MM/dd/HH EAlof 7|2 AlZt HFALE
FAE HIO =21 AE X2 E Mot Al X LM &2 Al() stLtE =
Ch. HEIY Al Btk E3HAIE ZE 5t AAEXR X|H HFALE XMH5tH O 7XE HE
LICH AFE R X HFALE XM 5= Yol CHEr XkM|EH HE = Custom Prefixes for Amazon Simple
Storage Service Objects(Amazon Simple Storage Service Zi&|2| AF2 X} X|H HFAHE 2T A2,
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Z|2Mo = AlZE HFA 2 HO|Ao| AFE E[= AlZHCH=E UTCOIX|BH H5t= A|ZCHE HEE = U&
LICt. o & E0{ UTC CHAl U2 EFEAIE AFE5HE{™ AWS Management Console E== API Tt2t0|E
M7 (CustomTimeZone)H| A A|ZICHE OtA|oHEZ 2 T8 &= QU&LICEH LS S 50i= S3 HF At
T’d Al Firehose7t X|2st= AlZtCHIb Z & E|0] RU&LICH

K| El= AlZHCH
CHS2 Firehose7t S3 HF AL T4 Alofl X[t Az S5 LcH

Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
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Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
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America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
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America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqtau
Asia/Aqtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
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Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
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Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley

Australia

Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill
Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
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Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo

Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
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Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis
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= S3 2ol CHH 2 s3:PutObjectdll CHEt Effect”: "Deny" HEHE M5l HHES YA
Moz FUHgLcH O3 chg AEZ 4 S T 7HL0d: T4 OpenSearch =M@l 117]) Firehose 7t
CHeloll & == Q= THehE MAHELICH CHE ool cHet HehE Yollo|EstE{™ Controlling Access
with Amazon Data Firehose(Amazon Data FirehoseE A& 8t M| A M 04)0f| A SHE CHAF ol CHEF Al

Mg EQIStM2. Ol & Zd0o| 22 Z|™ Firehosel| AE 2] 40| SEHE|MH Firehose® CloudWatch
X|EE Sdll 0| ZLIHZEE = A&LICH
/A Important

Firehosel| AEZ| ME 2 UA| SX|& e, AEZ] ME0| AH7HE| T C|o|E{7t ooz ME
2 MR AER AA(: Kinesis Data Streams 5= Managed Service for Kafka)7} | O|E]
E EES TS F4E[o{oF FLICH AAT} DirectPUTQ! A< Firehose= 24 A|ZF S Ci|O|E
E HEEFLCt dlole E& 7|7t0| Bt2E[7]| Mol AERIZ RHIH5t0{ CI|O|EE ME K| e
o

ClOIE{7F £ AE £ &Lt

r

Hlole H& LAl x| X Ri7H 139


https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
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https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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https://iceberg.apache.org
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
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"version":"2016-04-01",
"deviceld":"<solution_unique_device_id>",
"sensorId":'"<device_sensor_id>",
"timestamp":"2024-01-11T20:42:45.000Z",
"value":"<actual_value>",
"position":{

"x":143.595901,

"y":476.399628,

"z":0.24234876
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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https://docs.aws.amazon.com/streams/latest/dev/kpl-with-firehose.html
https://docs.aws.amazon.com/glue/latest/dg/compaction-management.html
https://aws.amazon.com/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://docs.aws.amazon.com/athena/latest/ug/optimize-statement.html
https://docs.aws.amazon.com/athena/latest/ug/optimize-statement.html
https://docs.aws.amazon.com/athena/latest/ug/vacuum-statement.html
https://aws.amazon.com/blogs/big-data/the-aws-glue-data-catalog-now-supports-storage-optimization-of-apache-iceberg-tables/
https://iceberg.apache.org/docs/1.6.0/reliability/#concurrent-write-operations
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-kms-encryption.html
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L62
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L63]
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html
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https://docs.aws.amazon.com/glue/latest/dg/populate-otf.html#creating-iceberg-tables
https://iceberg.apache.org/spec/#version-2
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-getting-started.html
https://docs.aws.amazon.com/lake-formation/latest/dg/notes-s3-catalog.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-s3-tables
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-s3-tables
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https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
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Firehose A E 2|1} AWS Glue Data Catalog & €8t A’ == WAt H™H 2! Firehose 2AEZ 1t STt
2722 Ee OE EIHHME AFSE &= l&LCt

Amazon S3 TableZ2 &35t E2£2 A& 3504 Firehose AE &2 M 3dt= B Amazon S3 Table
FHEF2 00l Y stE FIE 2O E MEIELICE CLIZE AF83510q Firehose 2AE RS MYsE B9
CatalogConfiguration 230X CatalogARNE arn:aws:glue:<region>:<account-
id>: catalog/sZtablescatalog/<s3 table bucket name> ¥A{1b &M AFSELICH XbA|IEH

LH& 2 Amazon S3 tables™| CH3H Firehose AE & A2 R ASHM L.
(® Note
Firehose = Iceberg Eil0|£0f CH3H AFQ, ?=‘.'|3||0|E L ArK2t= Ml 7HR| 24 E K[ ELICH X
HEl 20| 1S Firehose= 7|2MO 2 4 st0od Z A HIZEE M &

S EEELCH i 7|E HZEE +Hotc{™ ZEI0|HE| 7|& AH83stod 7|E
HZSHE "YoloIE" 2 g xIFELC

—

Apache Iceberg E|0|22| B2 4l HIZEE CIE 4 HOIEZ Y st LA 8 4l o
HIOIE, &KX S9| 242 K| 5HoF BfLICE O] 242 Firehose7t ER8t HEE F2 EMSt 1 7HK
LEE JQ EHAE Fdsto] =&E £ U&LICH XpMFH LI 72727 BHHEHE HESHAAIR.

7% 7 74

= 74 ol 2| Elo|E0f CHEF YOIOIE L AKX - IR F|E AA BIZE0{M Apache Iceberg Efl0]£ 2]
A2 DRSHA AESt= StLt ol el HEQILICH 5 7 O|&of E|O[E0d| A £ 2rdpt =3St= Al
LiZ|2o| 42 1R 7|18 7+dE 27t elguct S EHO|=o Y|0O|EL & X 2 S s StE{H
ZIQst Elo|20 ChEt 17 7|18 FA5HofF BLICH UOIOIE & A| E|o|E22| 0| +2HE B2 A&
oB #g A 0 b o

= —
IEOI 3H—h'_-°|_| 82 1® 71§ 74 + U&LICH UH0|E FHel B
ol
I=

>

Firechose AEZ| MO| UL 2 EHO|2E I/ 7|18 F M5 7HLY, Icebergtl M A XS 2 create table
IE = alter table 221 &0f| identifier-field-ids& MAM& £ @
E FMSe T2 MEd AHEQLICH AER MM SOl EHOIEY 1R 5’|§ -_rLoBW 0*0'34 Firehose

LS — L—
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-firehose.html#firehose-stream-tables
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
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= ER3E|0|=Z2| identifier-field-idsE& &Ql5t1 O|E I & 7|2 AASELICH & O FHE]
= AH|0|E I AfK| 2efo| £ & E jo|E &0l AuiELCt.

™ Cllo|EH& YOl|o|Est7LE AfAE Elo|& 2| Ci|O|E{H| 0| A 0|E ElO|E OI&,

o

x

i

0
-LI-IO
9,
_‘Z”._

: I Ch FdolM= Z E|olgof CHsl stLte| & S8 7HE &= U&LICH FI1 & AlLtEl
20 CHsH o] Mg Foe EeIt glaLch ME AIZ 22 S of| A2 Z ol E|o|Z 2] ClIo|E{ 7+ &
SEX| s B2 2F HA HMFME X|HEY =& /JU&LICH
[
{
"DestinationDatabaseName": "MySampleDatabase",

"DestinationTableName": '"MySampleTable",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"

1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"

Firehose= M3E & 0|§0| Tl HO|S0|M DR F2 18 7|9 F482 RIELIct aeut
HrstE QolE2 1REt 7|2 XIHEX| f&LICH o & E0{ ¥ 0|F _idO| 21420z /Y= B2
tw>1d%PEIE 3t 7|12 ZHFE|X| et&LICH _idol(7} XA Elo|20M nRet B HOo

£ 7 Z Liel IRlof 270l AFSELICIE. |4 | °"0|': &S LO|E OiEtIHXR|LICH oS odl Ao
ME & o|&0| &7|0F Ao D7t ZEM _id2 () &7I0tol R&EF 17 7ILICH
L

"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" 3},
{ "name": "name", "type": "string" }
]
}
.
{ "name": "user", "type": "string" }
]
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]

O} oimolAlE 2149 ATt BHE FEA BE0IM AFRE7| 20l _ide(s) A7lotol 23t T
2 7|7} obglLct.

[
"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" },
{ "name": "name", "type": "string" }
]
}
},
{ "name": "_id", "type": "string" }
]

MAIZ 7|2k X8

Amazon S30i| X Firehose?} Apache Iceberg Ei|0]£2 01 M HIO|E{ 27| Zdof| A5
Ar&35to RHA L 5tE 7|7t8 = HRIE XIHE = U&LUICH KHAIZE =™85t= Al
7,200E 7t K| Mg = Q&LICH FirehoseE 72222 300X 52 MA|Z &L|Ct.

M EE &2 An Ex
MAIZ Z7|zto| Btz &l Fo AEB ME[ &

St 5 FirehoseE T-dsl{oF &LICt Of 2Fd
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27 HAIX| Y

a

Iceberg.NoSuchTable FirehoseZ7t ZA5tX| L= El| O[S0 AL}
O|&0| v2 &4l0| otELICt. Firehose= V1 &
Alo| E|O|E 2 X|§5tX| et&LCt,

0|
L

Iceberg.InvalidTableName null E= g1 E|O|E O|§ 0| ME E|7L E|O|=
0| v2 &4l0| ot ELICt. Firehose= V1 &4Al9]
ElO|E& XIYstR| et&LCH.

S3.AccessDenied MM =7 EHA[o M MM E IAM d&hof| 22§t
Teta A2 HEHo| Qe X| #QlEhL|ct.

Glue.AccessDenied AP =7 A M AP E 1AM
(@)

—
HEHT AIE| o] QX 2ol

B BlE A

Firehose= 4lEl= AEE|Y HO|EE HEE[M Y™ IT7|(HH Z7)E L™ AlZHHT 7+3) S¢t
28t & Apache Iceberg E|0O|E 2 &S ELICH HHIH 3 7|= 1MiB~128MiB ALO|, HI{ 7+ 42 0%
~900% ALO|2 MEHE o= QIELICH HIH TIE 7t0| #2858 S3 M7| 7 E20{E 1, HIO|E Tt 9
A7(7t HX &= H[80| E0{E 1, HE| HEIYO| Wit X|X|2H x| AlZto| Zo{&ELICH HIH EIE g}
Ol o™ O|o|E & Al X[ AlZHO| B ot &Lt

g d8 79

Firehose AEZ| M S =5t O 2 2 W 22 = U&LICH Firehose &
8t 20f= Clo|Ef &2 A& 31 Apache Iceberg El[O[20 M HIO|EIE £ & QU&LICH

Firehose7} TF & Iceberg El|O|£01 CIO|EE & st =5 stc{™ CHZ 0| A| JSONITF ZHo| 2E ] 714
oM EFY Cllo|E{H| 0| A2t El0|E S T4 ot7 |2t otE ELICH B El|0|= 2| B2 Firehoseod 2t

M SlE 1A 150
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g HEE XM335t7| flst JQ

E344| 3l Lambda &7 23K ek&LICH
Lambda2t 7 MB3t= B Fir 21

ehoset= JQ EE & Lambdaoil A &

rlIIO
ne
> o
T
0

[
{
"DestinationDatabaseName": "UserEvents",
"DestinationTableName": "customer_id",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

O| ofAlo|| M= Firehose7t 2 & 23] B|Z=& UserEvents Cl|O|E{#H|O|A | customer_id E|O|
gofl 2t LIk B ElolZ 0l A COIELL AR Afeig £35124M JSONQuery HIAME £
Lambda HAMEE Ar&5t04 ZF =41 B|Z=0f CiEt 22 Firehoseol A3 3HoF g LICH.

=M HAEE CHLE Iceberg El|O|E20 2R E

Amazon Data Firehose= BlZ = 0| 2EHIX0 et AERO| £ A Y ZEE CHYE Iceberg EO|EZ
2t EE = & LICE Amazon Data FirehoseOllAM M&E E BZE= =MOE |RXIZ[X| f&LIct ot
2 ME U™ Yz =E MAsH EZ&LICt

= =

"deviceId": "Devicel234",
"timestamp": "2024-11-28T11:30:00Z",
"data": {
"temperature": 21.5,
"location": {
"latitude": 37.3324,
"longitude": -122.0311

}
iy

"powerlevel": 84,
"status": "online"

"devicelId": "Device4567",

FA B ZEE CHYE Iceberg ElO|Z0f 2t & 151
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"timestamp": "2023-11-28T10:40:002",
"data": {

"pressure": 1012.4,

"location": {

"zipcode": 24567

}
},
"powerlevel": 82,
"status": "online"

O| of|M|0f A deviceld ZEO0|= Devicel234 L Device45672t= 5 7HQ| 7hs 8 2f0| U&L
C =4 M2 29| deviceld ZE=7} Devicel2349! A, O| BiZEZ Devicel2340|2tE 0|8
Ol Iceberg ElO|20] 7|&5t1, =4 B|Z=9| deviceld ZE=7} Devices567Q B2, Ol HIZEE
Device4567(0l)2h= Ol 2| Ello|20f 7|S st At FLICtH

Devicel234 2 Device45677t Q= BlZE0l= Y Iceberg ElO|2 2| CHE dof DHEE|= CHE &

E NEJI UE &= JU&LICH A BZEo=s SHE JSON FZE 7HE = U2, 0| JSON B =
LHF 0l deviceIdO| ME & JU&LICH CHE MM M= 0|28 ALIE|20A HAE 228 HE
E Firehose0l XS 35tod BIZEE CIE HO|EE 2t Ess YHS dTELC

JSONQuery E 4] A& 35104 Firehosed 2t E HE S

FirehoseOll B2 E 2t & HE
2 M85t ZAluct o
EH AFEHOI Operation

nlk
st Z3AIS AR50 24 |¢§

MEste 7H ZHEHSH D HIE 2880l W2 JSONQuery E 34
Alg Al235tH Database Name, Table Name It2tO|E], 22|12 M
| t JSONQuery E3Alg Xﬂ-?'si.*L—I C}. Firehose= A& A7 XIS

MRS HEE FEst0d MRS E Bt YR LICH

o
B
kU

Database Name IIZtO|E{= CHA OIO|E{H|O|A 2| O|&E K| ELICI Table Name ItZtO|E{= CH
& Ello|£2| O|&2 X|I'd35t1, Operation TtEIOIEE & AEZ BHIEE CHA ElOIE0 A B2
EZ A x| ofL|m CHA Eo|ES| Z7IZ BIZEE =™ £ = AXEXR| iR E LIEILE MEIA mfz}

O/E{ILICt. Operation EE0{= insert, update &= delete & tLt2| gLO| {ofof & LICE.

olz4t Al 7Hx| THEbOIES ZhZboll CHaH &% 2t 2
HAIZ KIHE 4 B oS S0 BE

A2 MEsttis B9 ClolEH|0|A O|F2 EH
Ol§2 4l BllZ=2| E=0iM 7tx{2tof st

A
(al

StLE A HZENM 2 7IKHE SH E
2| Y|ZEE IoTeventsts B O|O|E{H| O]

“IoTevents”7t & == U&LICH CHA H|O|&
ElO|2 O|E2 8™ E3A0| E £ U2, =4

=
N

o
>
ro |m

P

n oy
i o

JSONQuery E3AIZ A& 5t04 Firehose0l| 2t HE XS 152
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i XK=

CtS oMol M= Database Name0ll 237 Zf, Table Name0i| &% Zf, Operation0fl =22 22 AL &L
Ct. Operation Zt2 X|'dst= A2 MEH AL ILICEH 0] Z2t0| XIHEIX| 22 B2 Firehoses 7|22t
E A HEZEE i Ho|Z0| MBZER A FLch

Database Name : "IoTevents"
Table Name : .deviceld
Operation : "insert"

o
r

deviceld == JSON HIZE LHo| SXE|0] (= B Table Name2 SHE EE HEJI X

.event.deviceId(2)& X|&gfL|Ct.

- &2 update L= deleteR X|Hst= B Firehose 2AEZZ A& [Mf CH& HIO[E 0|
19 7|8 XI™HSt7LE, Iceberg0ll M create table EE £ alter table S A&E Y identifier-
field-ids& A3l of & LICt O|& X|&5tX| LS Firehoseol 2 77t &dst S3 2F H
Zloj| Clo|e & T™&ELICH.

- Database Name % Table Name #{2 CH4 CO|E{H|O|A O|F L HIO|Z O|F 2t HE5]
x| oF EFLICE Ux|5HK| ot = 7L Firehose0l 2 77} &Mt 1 S3 2 F HZ!of HIO|EHE

A I EE CHY HOIER 2t ete HAIZ AYste S A28 71T AlL2[27F /U8 = U
&LICH o & E0{ ZE0i| A, B == FEhE 2L0| Z & E B2 TablexetE CHY E|O|2E EIRESHES
TEIS Holet AL, FIHHCI £82 Ha Akl AEZ HIEE EZE = UELICH o & S04,
MlZE9| device_id EE 7}0[| 12l B, Z2t0] “modem”@l C}& EE device_type2(E) F75}04

CHA EO|8 Yol £71HQl ZEE EMYE &= Ql&LCt 0|28t B Firehose2| AWS Lambda &2
ME3t0] AA AERIE MBS Lambda B2t B~ £2{0| YR 2 £t 2T HEE M3 E = UsL
C}. Firehose0| Al AWS Lambda & =8 AF835t01 £A AERIS HEHSHE WS O[3H5H2{P Amazon
Data Firehose|A AA O|O|E] B8 E H XML

FirehoseOllH A4 AEZ HEZ Q|5 Lambdag& AI835t= B £20l recordId, result 2 data
IF = KafkaRecordValue It2tO|E{7F Z & E[0{0F B LICt recordId mf2tO|E{0= 2 AEE &

ATt ZEE[0] QT resultE HEF 83 08 E LIEILHTH, data= Lambda & 2| #4&HEl £240]
Base64Z Q1F Y E[0] ZFE(0] QYU&LICH RMIEH LIS 2727 EHplg HZTSHMAL.
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https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
https://iceberg.apache.org/spec/#identifier-field-ids

Amazon Data Firehose

JHEER} 70| =
{
"recordId": "49655962066601463032522589543535113056108699331451682818000000"
"result": "Ok",
"data": "1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1"
}

Lambda & 9| 282 AEE]
FirehoseOi X|

% CHe Blo|2= 2t st

& (=]

M35tE4™ Lambda & 2| £230] metadataoil CHEt
0i A= Kinesis Data Streams& E-||0|E'| AAR M
O|E{ MM E F7156t04 IoTevents O|O|E{H|O|A

= T
= & Firehose0l| X|A|3t= WS Ho{ELIC}H

EI-I:! ."

7F MM
%}= Firehose A E 2l

E &5t
{
"recordId": "49655962066601463032522589543535113056108699331451682818000000"
"result": "Ok",
"data":

"1TiwiI6ICImYWxsIiwgImdgU21TiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1"

"metadata":{
"otfMetadata": {

"destinationTableName":"Devicel234"

"destinationDatabaseName":"IoTevents"

"operation":"insert"

Or&t7FX|2 CHS ol Al= Amazon Managed Streaming for Apache KafkaZ Ci|O|E
&5t= Firehose2| Lambda £2301 H|E}C|O|E MME F

AAR A}
MIME F715104 IoTevents C|O|E{HO|A Q]
Devicel2340|2}= EO|E0] A &l

IACE MUSIEE Firehoseol X|Al5HE B H

B — I-

HE HEo{ELict
{
"recordId": "49655962066601463032522589543535113056108699331451682818000000"
"result": "Ok",
"kafkaRecordValue":

"1TIiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHVOZXIgU2NpZW5jZSIsICIzZW1"

"metadata":{
"otfMetadata":{

"destinationTableName":"Devicel234",
"destinationDatabaseName":"IoTevents

AWS Lambda &+£

5 ALEdtod 2t HE
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"operation insert"

O| ol Alof| CHEF Y2 ChE 1 Zr&Lch

« destinationDatabaseName CHA C|O|E{H[O|A S| O|§ & LIEHHH B4+ EEQILIC
« destinationTableName CH4l EfO|E2| 0| & LIEIL{H &+ EEQIL|C

« operation® 7+=8t 20| insert, update, delete®@ MEH HEQlL|C} ZtE X|HGHK| o™
7|82t insertLICH

(® Note
« &YE update = deleteZ X|H5HE B Firehose AEZIS MY 1 CHY Efl0[= 0
1R 7|8 XI™5tHLL, Iceberg0l A create table == alter table 2)S A& [ identifier-
field-ids& A&sHof LIt O|F X5t X| L2 FirehoseOll 2 77+ Y5t 1 S3 2 F H

Zloi| C|O|E & TS ELICH

« Database Name Eli Table Name gt CH4' Ci|O|E{H[O|A O &l E|0|=' O|& 1} H&35|
ol x|sHoF & LICt. YUx|SHK| ot= Z Firehose0l 2 F 7} &hAist 1 S3 2 F H{Zlof H|o|E{E
MEELICH

OI'
2_
H
N
0
FIF

* Firehose 2E 2l0{ Lambda 248 &2 JSONQuery E 3 A<, Firehose=
MX{ Lambda £232| HIEIH|O|E EEE = 215}04 Eﬂ:_r'_E% MAs CH4 ElO[E2 o{EA|
ot EEX| 28 CHE JSONQuery 34 Ao E=0i| M FEHE HETF JUe=X| =RlFLct

Lambda EE = JSONQuery E314l0| 2Rt 2R HEE MI3HX| ot B2 Firehose=
O|E B E|0|8 AlLIZ|RZ 7t-H5tn 17 7| 0 B E|o|8 HEE #&LCH

RHMIEH B 24 BT =8 T lceberg OIS 2 Bt EIS BESHMIR. Firchose7t 219
S HEE YA 25T A2 S KT oY HlolZ0 YRIATIX| R XIHE S3
9% HZo2 Hlo|EE M&E LI
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https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
https://iceberg.apache.org/spec/#identifier-field-ids
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AMI | ambda &%

O| Lambda & $+&

= EZYIEE FE 2M5tD U+ EEE F7I5t0{ £ H|o|20 ClolH
7|55t Y2 XIHst= ME Python ZEQLICE of ME I=E AL&35tod 2t B MHEool Cist
IHIEPHIOI B MME FIME = J&LICt

import json
import baseb4

def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn'])

firehose_records_output = {3}
firehose_records_output['records'] = []

for firehose_record_input in firehose_records_input['records']:

# Get payload from Lambda input, it could be different with different sources
if 'kafkaRecordValue' in firehose_record_input:
payload_bytes =
baseb4.bb4decode(firehose_record_input['kafkaRecordValue']).decode('utf-8")
else
payload_bytes =
base64.b64decode(firehose_record_input['data']).decode('utf-8"')

# perform data processing on customer payload bytes here

# Create output with proper record ID, output data (may be different with
different sources), result, and metadata
firehose_record_output = {}

if 'kafkaRecordValue' in firehose_record_input:
firehose_record_output['kafkaRecordValue'] =
base64.bb64encode(payload_bytes.encode('utf-8'))
else
firehose_record_output['data'] =
baseb4.bb4encode(payload_bytes.encode('utf-8'))

firehose_record_output['recordId'] = firehose_record_input['recordId']
firehose_record_output['result'] = 'Ok'
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firehose_record_output['metadata'] = {
'otfMetadata': {

'destinationDatabaseName': 'your_destination_database'’,
'destinationTableName': 'your_destination_table',
'operation': 'insert'

}

}
firehose_records_output['records'].append(firehose_record_output)
return firehose_records_output

RE ZLEE

Apache Iceberg El|O|€ 2 C|0|E{E & E [l Firehoses AE R £+&0IM CHS 1 Z2 CloudWatch

XEE ™SELICH

INE: ME
DeliveryToIceberg.Bytes XIHEl AlZt St Apache Iceberg E|O|2 2 ™M&El OIO|E

O| H}O|E ~L|Ct.

CHe|: HEOIE

DeliveryTolceberg. Firehose7} Apache Iceberg E|O|20] & 5tE{D ATt
IncomingRowCount HIZE Lo

chel: 7H
DeliveryTolceberg. Apache Iceberg E|O|2 0] §3HMo 2 MEE & =LICH.
SuccessfulRowCount

EHe: 7H
DeliveryTolceberg. M&of Alufsto] S3 B Aol A& E & +=Lct
FailedRowCount

CHe: 7H
DeliveryTolceberg. FirehoseOl| A 7+& |4l Bl|Z = 2| Bt A[ZH(Firehoseo|
DataFreshness UZAE A|MEREH HRMK|)JLICH o] Aot AlZtECH |4

Ol Y2 =& 25 Apache Icebergdll & E|A&LICH
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I|E AMO4

= SLS
DeliveryTolIceberg.Success Apache Iceberg E|O|E0| H3XMo 2 7{BlEl & =L
Ct.
JQProcessing.Duration JQ EFHAE A= o 22 AlZFL|Ct.
Chel: 2Elx

X|#HEl= lo|E #3 ol

Firehose= Apache Iceberg7t X|#st= 2 & 7|2 CIO|H &8 L 5§ dlo|E RS XI@ELIC Xt
Nt ME= A7|0F 2 Oo|E £35S 2 x35tM L. O|Zl Oo|E|E -E—XF%'E M&E = Firehoseoll M
X|¢stE 213 R (7|2 Base64, MIME Base64, URL &I Z}2 Ot 8t Base64, Hex)2 A&
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MapType

"destination_column_0":
{"WP50030kuIQcDPcsvpllygF1lxza0Sq@wUlgTwuIeCEzgVneGxA" : "PO3ReF3auyDgbfonx9Cd8NTmcQngnw7JuZ0CWw]
"destination_column_1": "{\"{\\\"destination_nested_column_0\\\": \
\\"18:56:14.974\\\", \\\'"destination_nested_column_1\\\": 241.86246}\":
\"M07kAvYdHVBh61F7RzfxtEd39YQI33LnM2NbGS67DOFFsRUyUUujKT5VnK7Wtfz1mHNeIix6FAY9cYpwTdedgr9XnFwGe
\", \"{\\\"destination_nested_column_@\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 562.56384}\":
\"9G1xhDCt95LxBo51HybBZihq0qf6EU8jrDu7NMpxtGB2dY6q6kXpvxIrFuMdqHCIKIZIcDikwgglLniUm8kgE4d
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 496.03268}\":
\"keTJZYLNVLRB5@DMKzEI6MOAM4mueyNnAIm2YVnYdDwy xUpPgkb72Q6L1iX0B9s8gCjZ6trW6C1PFkOKNBIpxYsj5Tc5Xs
\",\"{\\\"destination_nested_column_0@\\\": \\\"18:56:14.974\\\", \\
\"destination_nested_column_1\\\": 559.0878}\":
\"mGOZET84BUF28E312UCIWgmypyQFSUODHINAMANF3LJEutbooZWcBt97PP5AHaopNvC8pQZ4mGXB9hmVmjUNmuj5Qanyx
\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 106.845245}\":
\"aidoVYrzu8gcLRkVVUyTKCN9gqTUFYi8uJQsrXEFEY11f90017JhAtg9QKG5BBU67Ngb95ENSNKQYyCHNImSu5x4hMnmHLU

\"}"
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}
DecimalType
{
"destination_column_@": 9455262425851.1342772,
"destination_column_1": "9455262425851.1342772",
"destination_column_2": 9455262425852
}

BinaryType(base64-default, base64-mime, base64-url-safe, hex)

"destination_column_0": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80wD4I\/93x5tyh+0y
+k5cM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqOGzIMoA
+CBAWXfIuiG420ISQP5iAX5xFG\/
mOfkM5zYothje80GX1tdthcCLEWYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdJ1HhUDjoAXg
+4cv1y27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9Zr jD0eGVg0ZP8Ky7Za40E\/0K8]
+qABF6XV712iA6pVtTNIFVX6Ey3ssNYvno+LYF5ZsySs2rB5AbVM73RTOPqdS\/c\/
r3MEqoEqt+nPx6eGam4WSA+Qswztt7aldr1X6yK7xJeIJ@rT1IDBo@ZUaw@11lykyY
\/8Bvy+4byoP1lmr4Z5yhN1z372T0Okx7eDR6xMv+vDVsDBtItVazDwHgDy4lr
\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b9ydjR9z+fCSdG
+VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBAFF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX\/
W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF\/Tv2DUub465hzgpal Pur3+MB
+kfdN2YXUFgb
+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7JIYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo
+bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8+EYmcUIVBIXcNdke4zoUfhVQoruwi
\/kFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUgR0a2tGK5\/
pQY24v+JqOU\/jQ99GSh1U283nZ850t20cbtMAgD\ /WsTSEh61NtORaIZHTA7\/HcH\/
fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLer5T5UkKT74zn9Eq3HYH1Q5]pyDUX
+im7mtelsprfl+A24kksVU\/MD9aP9N8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL
+gGNHFKDRL6WGIThuYcx9LucolZ1lyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLINA9MNRUC73EAEm
+NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",

"destination_column_1": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80@wD4I\/93x5tyh+0y+k5c\r
\NM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA+CBAWXFI\r
\NnuiG420ISQP5iAx5xFG\/mOfkM5zYothje80GX1tdthcCLEWYBiP@S1wXcEQuMeRTfwclAcOfTOBz6R\x
\nzdJ1HhUDjoAXg+4cv1ly27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9ZrjD0eGVg0ZP8Ky7Za40oE\/oK\1
\N83j+qABF6XV712iA6pVtTNIFVX6Ey3sSNYvno+LYF5ZsySs2rB5AbVM73RFOPqdS\/c\/r3MEqoEqt+
\r\nnPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJOrT1IDBo@ZUaw@1l1lykY\/8Bvy+4byoPlmr4Z5yhN1z
\r\n3ZTOkx7eDR6xMv+vDVsDBtItVazDwHgDy41r\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9Sb
\r\n9ydjR9z+fCSdG+VRv35nz5kdqdKy8YIrynYs4e0Ocjh8jH3UwVYrYQcnWkBATfF7Xk9CoPVnL3ciHZ
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\r\ntyiZ0aTGIjor00xX\/W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF
\/\r\nTv2DUub465hzgpalPur3+MB+kfdN2YXUfgb+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVP
\r\nNR11ExGIAuc7JYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo+bjtai4ndRCGcuCaxT8KkOcXs\r
\NnS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8+EYmcUIVBOXcNdke4zoUfhVQoruwidzDU\/k\x
\nFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\r
\n\/pQY24v+1qOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsTrSEh61NtO9RaI3ZHTA7\/HcH\/fgr9jsTtxDg
\r\nZhabTBwwDwX0@z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLexr5T5UkKf74zn9Eq3HYH1Q5]pyDUx+\1
\nim7mtelsprfl+A24kksVU\/MD9aPIN8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL+gGNHFKDRL6WGIfhuYc
\r\nx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM+NO\T
\n5wxPzBRSjhCHZpf8SrYITWI17K3XzGOFPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1lni89+Rw=="",
"destination_column_2": "AsYhnHD_Ra54hIT11daNV9gl0jtWPEfopH-
PjgUKHYB6K7UcYi4K19b8@wD4]_93x5tyh-0y-k5cM1jVRImfIkIuLx19ERBiPPLhf4-
y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA-
CBAWXfIuiG420JSQP5iAx5xFG_mOfkM5zYothje80GX1tdthcCLA6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUDjOAX
gABF6XV712iA6pVtTNIFVX6EYy3ssNYvno-LYF5ZsySs2rB5AbVM73RfOPqdS_c_r3MEqoEqt-
NPx6eGam4WSA-0Oswztt7aLdrlX6yK7xJeIJOrT1IDBo@ZUaw@1l1lykY_8Bvy-4byoP1lmr4Z5yhN1z3ZTOkx7eDR6xMv -
vDVsDBtItVazDwHgDy4lr_hQNeNedPKrozc8TY9k7wZre_6V21Ca3BmT8Uu9b9ydjR9z-fCSdG-
VRv35nz5kdqdKy8YIrynYs4e0cjh8 jH3UwVYrYQcnWkBAfF7Xk9CoPVNL3ciHZtyiZ0aTGIjor00xX_W5dGe9_4YChs6LbL
MB-kfdN2YXUfgb-
xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7JYAoUrJUkx5Hf16PekPDhqt7 -
yJwCB8qxhTTryxo-bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8-
EYmcUIVB9XcNdke4zoUfhVQoruwidzDU_kFafoulo5DEoMOyaHIN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDS
Jg0U_jQ99GSh1U283nZ850t20chtMAgD_WsrSEh61Nt9RaI3HTA7_HcH_fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7
im7mtelsprfl-A24kksVU_MD9aPIN8_QDsQ13gkhOn5KwFMz3BC2Vw5gL -
gGNHFKDRL6WGIfhuYcx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM-
NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMPOcvSX06yyICcep2HBYGbFf1lni89-Rw==",
"destination_column_3":
"02c6219c70ff452e788484e5d5d68d57d8253a3b563c47e8a47f8f8e050a1d807a2bb51c622e@ad7d6fcd30018271
}

TimeType(OFO|3 2% B9 Epoch, LocalTime Java Z4&|)

"destination_column_@": 68175096000,
"destination_column_1": "18:56:15.096"

TimestampType.withZone(OFO|Z 2% E2| Epoch, OffsetDateTime Java Z4&|, LocalDateTime Java
ZHA)

"destination_column_@": 1725476175099000,
"destination_column_1": "2024-09-04T18:56:15.0997",

Clole /& oA 160



Amazon Data Firehose

JHeER 7Hol=

"destination_column_2":

}
DoubleType
{
"destination_column_0":
"destination_column_1":
}

BooleanType

{
"destination_column_0":
"destination_column_1":
"destination_column_2":
"destination_column_3":
}
FloatType
{
"destination_column_0":
"destination_column_1":
}
IntegerType
{
"destination_column_0":
"destination_column_1":
}

"2024-09-04T18:56:15.099"

9.18477568715142,
"9.18477568715142"

true,
"false",
1,

0

0.6242226,
"0.6242226"

II7II

TimestampType.withoutZone(OFO| 2 2% EF2| Epoch, LocalDateTime Java Z4&|, OffsetDateTime
Java Zixl|, ZonedDateTime Java Zixi|)

"destination_column_0":
"destination_column_1":
"destination_column_2":

1725476175114000,
"2024-09-04T18:56:15.114",
"2024-09-04T18:56:15.11472",

OHo|E| 83 o |
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"destination_column_3": "2024-09-04T18:56:15.114-07:00"

}
DateType
{
"destination_column_0@": 19970,
"destination_column_1": "2024-09-04"
}
LongType
{
"destination_column_0": 8,
"destination_column_1": "8"
}

UUIDType(UUID Java ZH&)

{
"destination_column_@": "21c5521c-a6d4-48d4-b2c8-7f6d842f72c3"
}
ListType
{

"destination_column_0":
["s1FSrgb@1GDxfn2iYTOEt1P47aHSjwmLZgrdrlIgRs@dmbeCcQoalr4Xhi2KIVvmus9ppFdpWIcOHNJI@omhAPhXHQynNs

"destination_column_1": "[{\"destination_nested_column_0@\":\"bb00f8e6-
db82-4241-a5c5-0d9c@d2f71a4\",\"destination_nested_column_1\":907.35345},
{\"destination_nested_column_0@\":\"2c77b702-d405-4fel-beee-fb541d7ab833\",
\"destination_nested_column_1\":544.0026}, {\"destination_nested_column_0\":
\"68389200-d6b1-413d-bcd9-fdb931708395\",\"destination_nested_column_1\":153.683},
{\"destination_nested_column_0@\":\"bc31lcbhaa-39cd-4e2f-b357-9ea9ce75532b\",
\"destination_nested_column_1\":977.5165}, {\"destination_nested_column_0O\":
\"b7d627f9-0d5b-41b7-903a-525488259fba\",\"destination_nested_column_1\":434.17215},
{\"destination_nested_column_0O\":\"@6b6ecle-1952-4582-b285-46aaf40064b8\",
\"destination_nested_column_1\":580.33124}, {\"destination_nested_column_0\":
\"f0@4b3bbf-61lad-4c5c-8740-6f666Ff57c431\",\"destination_nested_column_1\":550.75793}]"
}
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« Amazon Data FirehoseE A8 35104 Amazon S32| Apache lceberg El|O|E 2 A A|Zt C|O|E| AEE|
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« Amazon S3 Tables Z! Amazon Data FirehoseE Al &350 O|O|E|{ AEE|YE /8t IO|E d|o|3

o

163


https://aws.amazon.com/blogs/big-data/stream-real-time-data-into-apache-iceberg-tables-in-amazon-s3-using-amazon-data-firehose/
https://aws.amazon.com/blogs/big-data/stream-real-time-data-into-apache-iceberg-tables-in-amazon-s3-using-amazon-data-firehose/
https://aws.amazon.com/blogs/big-data/streamline-aws-waf-log-analysis-with-apache-iceberg-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://aws.amazon.com/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
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Firehose AEZlof Efj1 X|X

Amazon Data Firehose0| A 2438t Firehose AE 20| 1 )8 HEIHIO|E{E E 1 HENZ &EE £ Q

=0 =2
gLIct i = AE R0l CHolf HolEl 7|-2f Ho{LICH Ef2 & MEste W2 AWS E|AAE #Elst
T X ol & Z& et CIo|EE Fdste ZHEsh kB Z2fet S it

CreateDeliveryStream2 & 3507 M| Firehose AEZ|Z M I E|TE X = U&LICE 7|E
Firechose 2AEZ|9| AL CtZ M 7tX| 2L E AE5tod EfOE F7t, Lt U MHE = U&LICH

» TagDeliveryStream

 ListTagsForDeliveryStream

» UntagDeliveryStream

Ef12| 7|2 AL Of3H
Amazon Data Firehose APl 242 AFE35l0{ CIS 22 & & U&L|Ct

+ Firehose 2EZl0f| Ef2& F7}ELICH
+ Firehose 2AE &lof| CHEt EN2E LIAFLICE.

« Firehose AE 20| M E}2E X|7{ELIC}.

Ef1E AFE7510d Firehose 2AERIE E7E& = USLICEH 0E E0{, 8B, ARK £ BEHEE
Firehose AEZIS —'?'—%"E* = &L L'-P. Zt 2o cHal Z|2t Zfol 7S°|E|7| HE EHFE EF
E [m]

ChS2 % 7hK| ef2o] o Lot

Project: Project name

* Owner: Name

* Purpose: Load testing
 Application: Application name

e Environment: Production
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
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CreateDeliveryStream 40| A Ef2E X|'Hst= E< Amazon Data Firehose &=

firehose: TagDellveryStream Aol F7HQl HEt Q1B E s&sto] ArEXH0|H EfE A
g Heto| AR HUELICH o]l HEHE MSstx| o IAM 2|4 EfT 71 = M Firehose 2E

2 dM5teds 30| S 20| AccessDeniedException 2/ 2 B 74 AluiEL|Ct.

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/x
with an explicit deny in an identity-based policy.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
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JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

1,

"Resource": [
"arn:aws:firehose:us-east-1:123456789012:deliverystream/delivery-

stream-name"

1
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"Version":"2012-10-17",
"Statement": [
{
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"Principal": {
"Service": [
"firehose.amazonaws.com"
]

3},
"Effect": "Allow",
"Action": "sts:AssumeRole"

H
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= B2 AWS GlueF7I&LICt. E|0|2 2] ARN2 3H= dhedol| CHEF REMIEH LHE 2 AWS Glue 2[AA
ARNS.

"Sid". "",

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/b",
"arn:aws:glue:us-east-1:123456789012:table/b/easd"

actions: ['glue:GetSchemaVersion'],
grantee: options.role,
resourceArns: ['*'],
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JSON

"Version":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
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"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
]I
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-
name"'

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms :EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},
{
"Effect": "Allow",

"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxeam:log-stream-name"

]
}I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I

"Resource": [

FirehoseOl Amazon S3 CH&F O] CHEH HA|A FEH £ 04 175



Amazon Data Firehose TR 7H0|E

"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"

]
}
]
}
?1e| HEol= Amazon Kinesis Data StreamsO| CHEF HMAE 5B st= BEET UELICH Kinesis
Data StreamsE Cl|O|E| AAZ AFESIX| b= 82, O BBES MAHE = U&LICH Amazon MSKE

4 M
0
>
C
o

AAZ MNEote B2 i 22 ChSo Z 0| CHAlg

"Sid":"",
"Effect":"Allow",
"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"

1,

{
"Sid":"",
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

1,

{
"Sid":"",
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeGroup"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3TablesAccessPermission",
"Effect": "Allow",
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"Action": [
"s3tables:GetTable",
"s3tables:GetTableData",
"s3tables:GetTableMetadatalocation",
"s3tables:UpdateTableMetadatalLocation"

1,

"Resource": [
"arn:aws:s3tables:region:account-id:bucket/*",
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

"Sid": "S3TableBucketAccessPermission",
"Effect": "Allow",
"Action": [

"s3tables:GetTableBucket"

1,
"Resource": "arn:aws:s3tables:region:account-id:bucket/*"
"Sid": "GlueCatalogAccessPermission",

"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable"
1,

"Resource": [
"arn:aws:glue:region:account-id:catalog",
"arn:aws:glue:region:account-id:catalog/s3tablescatalog”,
"arn:aws:glue:region:account-id:catalog/s3tablescatalog/*",
"arn:aws:glue:region:account-id:database/*",

arn:aws:glue:region:account-id:table/*/*"

"Sid": "S3DeliveryErrorBucketPermission",

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
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"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::error-delivery-bucket",
"arn:aws:s3:::error-delivery-bucket/*"

]
},
{
"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
I
{

"Sid": "KMSPermissionForS3TablesEncryption",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.amazonaws.com"
I
"StringLike": {
"kms:EncryptionContext:aws:s3:arn":
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

}
}
I
{
"Sid": "RequiredWhenUsingLambdaForDataTransformation",
"Effect": "Allow",
"Action": [
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"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,
"Resource": "arn:aws:lambda:region:account-id:function:function-
name:function-version"
1,
{
"Sid": "CloudWatchLogsPermission",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:region:account-id:log-group:log-group-name:log-
stream: log-stream-name"
}
]
}
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Lake Formation @4 M| A A0

AWS Lake Formation 4 AM|A X0

CEE ME35tE B2 Firehose T4 d&tollE IAM M2 Qo=
AWS Lake Formation A}Z3 & H 0

o0 1

ol 2221 AWS Management Console 31 https:/console.aws.amazon.com/iam/ IAM & & L|C},

HAg A8 Ohs A TET|0MH JSONS MEYELICH ed7/Av 7| Het, o|o|E FHE 29| B||0|S
Uo|o|E Heh S| Amazon S3 HetE Foist= CHE Qletel WAE FIHELICH
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3TableAccessViaGlueFederation",
"Effect": "Allow",
"Action": [
"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"
1,

"Resource":

[

"arn:
"arn:
"arn:
"arn:
"arn:

]
},
{
"Sid":
"Effec
"Actio
"s3
"s3
"s3
"s3:
"s3:
"s3:
]I

"Resou

aws:glue:us-east-1:123456789012

aws:glue:us-east-1:123456789012

:catalog/s3tablescatalog/*",
aws:glue:us-east-1:123456789012:
aws:glue:us-east-1:123456789012:
aws:glue:us-east-1:123456789012:
:table/*/*"

catalog/s3tablescatalog"”,
catalog"”,
database/*",

"S3DeliveryErroxBucketPermission",

t": "Allow",
n": [

:AboxtMultipartUpload"”,
:GetBucketLocation",
:GetObject",

ListBucket",
ListBucketMultipartUploads",
PutObject"

rce": [
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"arn:aws:s3:::<error delivery bucket>",
"arn:aws:s3:::<errox delivexry bucket>/*"
]
}I
{

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/<stream-name>"
}I
{

"sid":

"RequiredWhenDoingMetadataReadsANDDataAndMetadataWriteVialakefoxrmation",
"Effect": "Allow",
"Action": [
"lakeformation:GetDataAccess"
]I
"Resource": "*"
}I

{
"Sid": "RequiredWhenUsingKMSEncryptionFoxrS3ErroxBucketDelivery",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resourxce": [
"arn:aws:kms:us-east-1:123456789012:key/<KMS-key-id>"
]I
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms :EncryptionContext:aws:s3:axrn": "arn:aws:s3:::<error delivery
bucket>/prefix*"
}

}
Y,
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{
"Sid": "LoggingInCloudWatch",

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name>:log-
stream:<log-stream-name>"
]
},
{
"Sid": "RequiredWhenAttachinglLambdaToFirehose",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function:<function-
name>:<function-version>"

1

2o = Amazon Kinesis Data StreamsOll CHEt HM| A Lambda &+ & L AWS KMS Z|of CHEt
HMAE 51&3t= 20| U&LICE O|2{Et EIAAE AFE5HK| et E2, diY 22 MHE = UsH
Ct. 27 22 0| #4432 Amazon Data Firehose= CloudWatch 21 1§ L AEZIOZ H|0|E T
& QRL HHLICH O| SME AIESiB{H 20 02 W 210 AER| 0|28 A&l oF &LICH 2O 1
= A

|m>|

1l 23 AEE O|§ CloudWatch LogsE AH& 304 Amazon Data Firehose £ LIE{E MME &=
StAlR.
Q12! HAojM <error delivery bucket>E Amazon S3 HHZ! O|§ 22 HtFaws-account-

idD EIME 2|l4aA0| REEAWS AHE HE I 2|Te = HhELICH

IAM 2342 9|0]| = Firehose X& d&hof Ze st HEHE Fo435H0F & LICH AWS Lake Formation. XFA|EH
LHE 2 E|o|E0f CHEt HEt H0{E HXSHML.

Mrig MAMSH E |AM £ € https://console.aws.amazon.com/iam/0lA &1 AWS MHIAE(E) AIE|
g = As AHE| ¥ 2 Y0 IAM JE S MdgLict.
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o
« Amazon Redshift Z 2 H| X< El Z 8{AE{ EE&= Amazon Redshift Serverless 21 12 0i Ci &t VPC
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Amazon Redshift CH& & Al S I Amazon Data Firehosee= &7+ 9%|Q! S3 H{ZI2 2 C|0|E{E
MEELICH MEiXo 2 O|0|E] & 53510 AREH AWS KMS 7|2 A E £ Q&LICH 28{™ Amazon
Data Firehose= S3 H{Z!2| O|O|E{E Amazon Redshift ZZH|X 2 E Z2{AE| =& Amazon Redshift
Serverless 2] 1§02 EC§fLICH @F 20| #43tE|H Amazon Data Firehose= CloudWatch
2338 Y AEZOE H0|E ME 2LFE EHLICt. Amazon Data Firehose= X|'4E Amazon
Redshift At& %} O|F L & Z & AFE5to{ Z2H|X{'JEl F2{AE E= Amazon Redshift Serverless
2 OEo HMAS D, IAM &2 AHE5t0 X|HE HZ, 7|, CloudWatch 21 J& X AEZ0f A
MIAZLICE Firehose AEZIE MAME [ IAM &2 _n_-rr°|' 4040k B LIC}.

oﬂ||

F
15}

OII

CHS HM A HEE 0|85 Amazon Data FirehoseO| S3 H{Z! & AWS KMS Z[0f] HAM|AE 5~ QT

£ §LIC S3 A2 ARSI &2 B2, Amazon S3 2 S 50i s3:PutObjectAclS F7+35}04,
Amazon Data Firehose0ll A &8 Z4x|of| CHEH 2 & °”H|é Het S HZ AR Ko A FoigfLct. Of
X ZMoi &= Amazon Kinesis Data StreamsOil CHEt HMHAE 518 5t= BB E L UELICH Kinesis Data

StreamsE O|O|E| AA R AIE5IX| &t A, 0 HHEES NMAHE = U&L|CH
JSON
{
"Version":"2012-10-17",
"Statement":
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[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

}

},
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecords",
"kinesis:ListShards"

1,
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"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-
name"'

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

]I

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-

stream:log-stream-name"
]
},

{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"

1

CHE AWS AHIAT} 212200 HNIASES 5185t Wil Chet RS LIS 2 1AM AHE MBS
AWS MHIA0 CHEH PIEHS 2IQlgH ot8t MAS HE MR AWS .

F = Amazon Redshift Serverless 21 O &

|_|'I

Amazon Redshift ZE2H|X <= S AEH
of| CHEF VPC HAA

Amazon Redshift Z2H|X{'d EAE| == Amazon Redshift Serverless 294 Z1& 0| Virtual Private
Cloud(VPC) LHoi| /o™ HER] IP FAE S8l SIHHo = MM|AE = Qlo{of & LICH EFH Amazon
Data Firehose IP &4 & RHEH 3HA|5H04 Amazon Redshift T2 H|X'd 22{AE{ &= Amazon Redshift
Serverless 24 2 & 0of Ciet HAM|A HEHS Amazon Data Firehose0ll S04t M 2. Amazon Data
Firehose= Al Z+ 7+& 2|&OtCt 5tLtS| CIDR 288 AL E LY.
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JHeER 7Hol=

AWS GovCloud(0|2 S
)

AWS GovCloud(O|= M

=)
FHLICHE S

FHLICH M52 72)
of Alo} EfT (& B)
of Alo} EfZ(Z ko)

ot Aot EfE F(5told 2t
HtE)

of Alo} EHZ(M )
of Alo} EHT (A7} E =)
of Alo} EHE (A= L)
of Alo} EHZ (XI5t 2 E})
of Alo} EHZQ(E )

of Alo} EHE QKAL)

Ot AloF EHE & (EH=)

CIDR EE
13.58.135.96/27
52.70.63.192/27

13.57.135.192/27

52.89.255.224/27

18.253.138.96/27

52.61.204.160/27

35.183.92.128/27
40.176.98.192/27
18.162.221.32/27
13.232.67.32/27

18.60.192.128/27

13.209.1.64/27
13.228.64.192/27
13.210.67.224/27
108.136.221.64/27
13.113.196.224/27
13.208.177.192/27

43.208.112.96/27
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JHeER 7Hol=
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S3(HI0lF)

Middle East (Bahrain)
HAZ(ZE

ot ZIZH & o2 F)
FHE(Eet)

o= 2|7}H(71|0| ZE}R)
S S(UAE)

o|AEtH (ElotH[E)
OtAlo} EfE L (HHHE)

OFAloF EHZ (2| OfAl
oh

CIDR EE
43.212.53.160/27
52.81.151.32/27
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IP A & sl Aol CHEE XFAMISH LI 2 Amazon Redshift A|ZF 7}0|E Q] 2 E{AE{0] CHEF HA|A H
st 2o EHAIE B ESHMIR.

Firehose0l| I{E 2! OpenSearch Service CHAMOf| CHEH HA|A HEH £ 04

OpenSearch Service CHA 2 AL &2l 2 Amazon Data Firehose= OpenSearch Service 2 AE]
2 O0|EHE& M&EstE SAlo Auist EMU 2E EME S3 HAO| WidstL|CH @F 2Z0| &8st
£/ Amazon Data Firehose= CloudWatch 21 18 U AEZIC 2 H|0|E M& @FE EdL|ch
Amazon Data Firehose= IAM Q& 2 A& 35t0{ X|'dEl OpenSearch Service =M1, S3 HZ!, AWS
KMS 7|, CloudWatch 21 2§ L AEZ|0of| HMABLICE Firehose 2E S A8 mff IAM A&
H&stm 24o{oF &Lt

CtS HMA HEMS AHE5H04 Amazon Data Firehose7}t S3 HHZ!, OpenSearch Service =H|¢! &!
AWS KMS Z|of| HM[A S 4 AU F BfLICE S3 HAE ARsHX| §f2 B2, Amazon S3 2 S50
s3:PutObjectAcl2 F7gfLICt O|F A 5™ Amazon Data Firehose0Oll Al T1& 8t ZHA||of CHE 2 E

HM|A HEHE HZ AR KO H R o4& L|Ct. O] HAof|= Amazon Kinesis Data Streams0i| CHEF 1Al
= ol
2

AE 525t HYEL QUSLICE Kinesis Data StreamsZ O|O|E{ AAR AI2SIX| St B, O H
HEE MHE = U&Lict

CHE AWS MH|A T} BIAAN HMASIES 5{E5te Yol CHEE REAMIEH LIE 2 IAM AFE MM 9|
AWS MH|AO| CHEE HEHE Qe 48 M2 & ESHMS AWS

£ Al 2| OpenSearch Service 22{AE{0f CHEF HM[A HEHE Amazon Data Firehose0l| £ 043t=
B2 the section called “OpenSearch Service CHA S 2 WA HHE ME” MME A ZSIAQ.

Firehose0ll VPC2| OpenSearch Service CHAH0f| CHEF UM A FHEH F 0]

OpenSearch Service =H|2!0| VPCO| 2= B 0| MMofAM HHFt &S Amazon Data Firehose
0off £0q35H{oF grL|Ct. =Bt OpenSearch Service THIQ12| VPCOI| HMAE 4= QT E 3124 Amazon
Data FirehoseO Ct= T™&t2 F 043t oF & L|C}.

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces
* ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission
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e ec2:DeleteNetworkInterface

/A Important

F|A5HR| OFMIR. O|2HEF TS F A5 M
[HOCH Firehose A E 20| 45 0| X3tz 7Lt
OpenSearch MH|A EH@Ie 29| Tl|0|E] & 0| & X|E LCY.

/A Important
zZetolsl VPCo| i 22 C|O|EE T™Est7| lal MEHE XIEE m= MEE HEUo| A
& 7tsE IP FAT7H 23| A=K HELICH XIEE MEUo| A8 7tSEH IP FAT Qs
B Firehose= Z2t0|! VPCOIAM ClIO|E &S 2I8F ENIE ddstHL FIHE + gieH

& 0| KMot x|AHLE Aloigh Lt

Firehose AE 2|2 445t 7L} AO|0|ESt= A< OpenSearch Service THQRIS 2 C|O|EE & E
[ Firehose7t AF& & 2ot I & X|HELICt OpenSearch Service ZH R0 AH& 5= WAt S8
gt HOot OE S AMESHHLICHE B0t D82 AL E = Q&LICH CHE Eot a8 8 x-S

= 2ok 1&0| OpenSearch Service =HIQ12| 2ot D& 0f CHEt Ol RHI2E HTTPS EEHEE 5
= x| =QIgtL|ct E 3 OpenSearch Service ZHIQI2| £ ot 1 & 0| Firehose 2E2g & [
st HoF I EO| HTTPS EcH=lE &3l ofF & LICt. Firehose 2 E 21} OpenSearch Service T H|
Sof SUE ot 1B ALBEHE B2 Hot 18 olutes 70| HTTPS EEH =g 5{S5HEX
goch 2ot & 7 &]of 28 XtMIEF M2 = Amazon VPC dE M2l E O g &

Firehose0ll I{E 2] OpenSearch Serverless CHAH0f| CHEH YA A FHEH FHod

OpenSearch Serverless & 2 AF& &2l < Amazon Data Firehose= OpenSearch Serverless Z
HMOZE H0|EE MESt= SAlo Auist EMU 2E EME S3 HA| B etL|CH @F 2EZO0|
& M3}t =|™ Amazon Data Firehose= CloudWatch 21 & L AEZICZ HO|E{ ME LR &
ZHLICH Amazon Data Firehose= IAM Q&2 A& 304 X|El OpenSearch Serverless Z&|4M, S3

HZ!, AWS KMS 7|, CloudWatch 21 1& L AEZlof M AELICE Firehose AEZI2 M35 |
IAM Q&2 ERst 2Jo{ofF g L|Ct.

CIS HAMA 22 AFE 35104 Amazon Data Firehose?} S3 HHZ!, OpenSearch Serverless =2l 2!
AWS KMS 7|0f] HMAE = UEF FLICH S3 HAE ARSHK| 22 B, Amazon S3 2] S50
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s3:PutObjectAclS F7}gLICH O] A 31T Amazon Data FirehoseOll A &8t ZHAflof CHet 2 E
ol Al 2 o4gtL|Ct. 0] Ao = Amazon Kinesis Data StreamsOi| CHEF U Af|
J&LICH Kinesis Data StreamsE HO|E{ AAZ AIESHX| e B9, 1 E

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:AboxtMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"
}
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3,

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-name"
}I
{

"Effect": "Allow",

"Action": [

"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxeam:log-stream-name"

]
}I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I

"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"
]
},

{
"Effect": "Allow",

"Action": "aoss:APIAccessAll”,

"Resource": "arn:aws:aoss:us-east-1:123456789012:collection/collection-
idll
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Qo] M} &tyA|, Ct2 0 22 £|Asto| HEto| HIo|E| BMA XMool &2 E|= = Amazon Data
Firehose& T 43&fofF &L|Ct
[
{
"Rules":[
{
"ResourceType":"index",

"Resource": [
"index/target-collection/target-index"
1,
"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

1,
"Principal":[
"arn:aws:sts::123456789012:assumed-role/firehose-delivery-role-name/*"

CHE AWS MHIATE 2[4
AWS MH|Aof CHEF Het

A
S 2lolE o MMS HESHAIR AWS.

Firehose0ll VPC 2| OpenSearch Serverless CHaHoi] CHEF HM[A HEF £ 04

OpenSearch Serverless 20| VPCO| 4= A< Amazon Data Firehose0l| 0| MMof| A HHE
Het2 HoisHok gL|C} EE8F OpenSearch Serverless Z42IA10| VPCOf| HM|AE 4= QT = 524
Amazon Data Firehose0fl Ct& T&t2 gLCt.

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

e ec2:CreateNetworkInterface

off HMASHEF 51&ste Lol CHer XEMIEH LIE2 IAM ALE DB A2
(0]

Firehose0ll VPC 2| OpenSearch Serverless CH4F01| CHEH QHA|A S £ 04

194


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Data Firehose TR 7H0|E

e ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important
Firehose 2AEZ|E ddst T o= siE HetS FA5HK| OML. olz{8t HEtE FAstH M
HIA 7} ENIsE 2{E2[5t 7L YO|o|Ested & MotCt Firehose AEZ{9| 445 0| XSt/ HLE
OpenSearch AMH|A EHRIS 29| H|0|E{ & 0| SX[ELICEH

-t

/A Important

= 3o|4! VPCO| CHA O 2 CIO|EE T st7| Yo MESS XIS me MEiE Mol A
8 758 IP R4 23| USK| HFHLICH XIHE MEL| A8 TS IP FAT} gl

stiP &
< Firehose= Z 20| VPCO|AM OIO|E| &S I8t ENIE MHE5HLE FIIME &= ile X
M&0| Mot 7L AlufghL|ct.

Firehose AE &S M5t 7HL} o*HIOI 5l= 32 OpenSearch Serverless ZEMo Z H|O|E{E ™
&g [ Firehose7t AFE & 2ot I &2 X|I'HELIC} OpenSearch Serverless Z=| 04| A A& 5t

o SUSHEHOt IES AL oP7-ILP CIE 2ot JES MEE = JU&LICH CHE ESt OEE X
A< i 2o I & 0| OpenSearch Serverless Z2IMO| Hot 750 CHE OFRHIHRE HTTPS E
=2 3{&st=X| &QIgLICt. 28t OpenSearch Serverless A& MO| H ot 1 & 0| Firehose AEZ
2 7ge mf X|I"et 2ot AF S| HTTPS E2iE S 3{&3HoF & LICt. Firehose A E &1t OpenSearch

=
[
Sk

Serverless A3M B 50l SUEF Eot IE S M5t 42 Eo O& QHIRE #=|0| HTTPS E2f
2 525X &QlELICH 2ot & 7 Elof 28 RAHMIEH HE = Amazon VPC ME M| EoF 1 &
T2 XML,

Firehose0i| Splunk CH&0f] CHEt HA|A B 50

Splunk CH& 2 AFE &< I Amazon Data Firehose= Splunk HEC(HTTP Event Collector) 1=
CIEZ Of|O|E{E ™S ELICH 8 X[ 8 Amazon S3 !0 S H|O|E{E W5t H, ME{Mo =
Amazon S3 Mt & 2 250l &£ REF AWS KMS 7|E AFEE = /J&LICH 2F 2Z40| &8stz
Firehose= CloudWatch 21 AEZ O E H|O|H ME @7 E 2 HLICt. O|0|E #H4E AWS Lambda Of
E A8 =& J&Lct
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AWS ZE WHME Al 35t= B Classic Load Balancer 5= Application Load Balancer®! x| £ Q|
grLIC}. EE$F Classic Load Balancer®| 49 £ 7| Bt2 E H|& 358 7|zt 7|8t AE|F7| MME AIS A
A3t1, Application Load Balancerl| A< Bt= 7|7t2 %|BHZL(7Y)2 2 A sH{oF §FLICH O] 212
25t E gedof cist RHMIEH HE = Classic Load Balancer EE£ Application Load Balancer| 7|zt
7| MM 1M E B RSHAIR.

Firehose AEZZ MMHE e IAM HE 0| %'010# grLICH Firehose= O] IAM & & AFE5H0{ X|™H
El 3!, 7|, CloudWatch 21 18 L AEZlof| CHEF BHA HEHS U&LICt

i

CI2 HMA MHEE 0 oH Amazon Data Firehose7} S3 HHZ!0l| BM|AE =~ U= & FLICH S3 H
712 AR5HK| A2 B, Amazon S3 2 S =0 s3:PutObjectAclE F7}5+04, Amazon Data
FirehoseOl| M & & Hx1|01| CHEt R E HA|A HEHE HZ! AKX A BodgtL|Ct. EEdto| A2 @
7 222 28l CloudWatchoil CHet M| A 82 Amazon Data Firehose0ll £ 045} T Ci|O|E{ B4&t2
¢l AWS Lambda o CH3t HA[A HEHE R 0o{FLICtH H&0i= Amazon Kinesis Data Streams0i| CH
gt HHAE 5185t WHE L YA LICH Kinesis Data StreamsE O|0|E{ £AZ AME5HX| &= B2
O BHEES MHE = Q&LICH Amazon Data Firehose= Splunkoll HAMASHT| {5 IAME AHE 5t
x| ef& LTt Splunk AMAE sl HEC E2E ALS R LT

JSON

"Version":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
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"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-
name"'

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:*"

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,
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"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"

1

CHE AWS MH|A T} BIAAN HMHASIEE F{E5HE Aol CHSE XEAMISH LIE 2 IAM AFE MHAM 9|

AWS MH|A0f CHet HEt
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>

VPCO A Splunk0 Al

Splunk £3#E0| VPC L{oi| QST HEEZ] IP FLE S5l STHHE A
8t Amazon Data Firehose IP &4 E & A 504 Splunk & 3H & 01
Data Firehose0l 5045l Al|. Amazon Data Firehose= 34Xl C}2 CIDR EEE A2 8tL|Ct.

o
o
2y
x
>
e
o
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>
3
Q
N
(@)
-}

=ik CIDR EE
0= 88(2350|2) 18.216.68.160/27, 18.216.170.64/27, 18.216.17
0.96/27 \

0= S2(HX|L|ot S58) 34.238.188.128/26, 34.238.188.192/26, 34.238.19
5.0/26

0= ME(ZE|lZLof S  13.57.180.0/26
)

0= M2 (L2l7H) 34.216.24.32/27, 34.216.24.192/27, 34.216.24
.224/27

AWS GovCloud(O|= & 18.253.138.192/26
)

AWS GovCloud(O|= A 52.61.204.192/26
)

OtAlO} EH B (EE) 18.162.221.64/26
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2|1 CIDR EE
Ot Alo} EH B F(FHIOI) 13.232.67.64/26
OF Alo} EfH (M) 13.209.71.0/26

OfbAJo} EfTEQF(A7IZ2)  13.229.187.128/26

Ot Alot EHE (A= L) 13.211.12.0/26

Ok Alo} EH'EF(EH=) 43.208.112.128/26

O Alo} EHEF (=) 13.230.21.0/27, 13.230.21.32/27

ILtCHE R 35.183.92.64/26

FHLICE M (AR 40.176.98.128/26

QEZAIEZE) 18.194.95.192/27, 18.194.95.224/27, 18.195.48
.0/27

FHE(OILUEE) 34.241.197.32/27, 34.241.197.64/27, 34.241.19
7.96/27

SHEET) 18.130.91.0/26

sH@2l) 35.180.112.0/26

SH(2am Q) 18.100.194.0/26

FHRASEE) 13.53.191.0/26

Middle East (Bahrain) 15.185.91.64/26

HAZ(BE 78.12.207.64/26

HotHZIFH A TS F) 18.228.1.192/26

SHE(EEtD) 15.161.135.192/26

o= 2|7} 0| ZE}R) 13.244.165.128/26
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Amazon Data Firehose JHEER}E 710l =
2| CIDREE
OfAlo} ENB (A7) 13.208.217.0/26
S3(H 0| 52.81.151.64/26
B=('FAk) 161.189.23.128/26
OfAlof EfEEQF(X}ZLEEL)  108.136.221.128/26
& & (UAE) 3.28.159.64/26
O|AEtA (R otH|E) 51.16.102.64/26
sHF 2lsl) 16.62.183.64/26
ofAlo} EH B (stolclzt 18.60.192.192/26
HEE)
OfAlO} EHB Y (HHE) 16.50.161.192/26
OfAlo} EH (L BIOIAl  43.216.44.192/26
oh
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"Version":"2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
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1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-demo-bucket/prefix*"

}

}I
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
]I
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxream/stream-
name"
},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name:log-
stream:*"
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AWS Z|H VPCE IDs

0= 85(2350|2) vpce-0d96cafcd96a50aeb
vpce-0cec34343d48f537b

0= SF(HX[LIoF S5 vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8
vpce-0c2cfc51dc2882422
vpce-06ca862f019e4e056
vpce-020cdalcfa63f8d1c
vpce-0b80504a1a783cd70
vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12

vpce-02bfb5966cc59b2af
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vpce-049b52e96¢cc1a2165
vpce-0bb6c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
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vpce-0d711bf076ce56381
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Amazon MSKO{| M H & ZF HE

Firehose H|'d(0d: A B)0i| M Firehose AEZIZ M5t AATFCHE AWS H™E(HIE A)2] MSK
HAEQ! Z2 ChE 70| /o{ok gLct.

HHE A:

ol IS
[>
m
M
rx
Jm
o
jul
Il
B

X
mjo
rx

Juj
Q'I_l
=
FO

1. Amazon MSK E£0|M Z2H|XHE 22
2. HE3 MdHoM HEE MEISI0{ CHE VPC H14E & d355HMIR.

3. Hob MM SHAE BM HES Metsr g}

L

EHAE0] oF 2 HAOo| L HE|0] UX| A2 A2 Firehose MH|A EOoF F=X|| & 4
Firehose A} #|& S3 L

BHo| Rl A RS2 AABLIC

b. Z2iAEo0 o|0| & Aol Ue B 7IE Aol CtE HEre FItetMle

—

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/DO-NOT-TOUCH-

mskaas-provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN
of the cluster

},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam::us-east-1:role/mskaasTestDeliveryRole"
.
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
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"Resource": "arn:aws:kafka:us-east-1:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

iy
}
4. AWS 2ot FX|of HH Bo| 29 F| IDE L=FMIL.
ZHN|ol Firehose AEZ|0| HIO|E{E &R I [H AH8 & Apache Katka A2 X|HGHMIR.
Firehose AEZ|0| MME|T LtH O] FXE HHIO|EE == gi&LIct

6. HZE M XHYS H=HELIC

A B:

iU
o

LMl 2.

2. AA0IAM Amazon Managed Streaming for Apache KafkaZ® ME4SHA 2.

—

1. Firehose 2£0|AM A% BE AI2 5104 Firehose AEZ| MAS M
A

3. AA MHolM Amazon Managed Streaming for Apache Kafka 22{AE{0fl 1 AS| Amazon
MSK ARNS ZstM 2.

4. ZFH o] Firehose AEZIO| CJ|O|E{E £Zg I AFR

Firehose AEZ|0| HEE|1 LA o] =AE HO|o
=
[

5. & AEZ| 0|&0] Firehose 2AEZ|9| 0]

& Apache Kafka M2 X|H5HMIL2.
E

g =+ &L
L%

Firehose 2AEZIS A& | H™ Bolle 78 & FAloi cHE R HH Amazon MSK £ B AE{0]|
CHEH Q17| HM|A HBHS Firehose AE R0 2045t IAM HE(ALS Al 7|2Xo 2 MAME AWS
Management Console)O| Q!0{0F &fL|C}.

CH2 2 AWS Management Console0i| 2|5 M == LI QIL|Ct

IlSidll: mnn

’
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"Effect": "Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,
"Resource": "arn:aws:kafka:us-east-1:arn:aws::cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the
cluster
},
{
"Sidv: ",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource": "arn:aws:kafka:us-east-1:arn:aws::topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/mskaas_test_topic" //
topic of the cluster

},

{

"Sid". "",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeGroup"

iF
"Resource": "arn:aws:kafka:us-east-1:arn:aws::group/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the
cluster
iy
}
I CHEoR, HIC HE U R B4 wete AsE SMEHE 2 Y & aLIch XHMIE U
82 (M ALS) BT HE U A HE TN MMS BTHME.

AWS CLI &£ = Amazon Data Firehose APIsE At&3t0{ CHE 7% 2| Amazon S3 CH&f0| = & AWS
H™Ho| M Firehose 2EZlE MME &= U&LICH CFE MR AE A7 AR 8t Firehose 2 E 204 M
H™ B7} A58 Amazon S3 HHZ/2 2 H|0|EE TS E T H6tE 0l & Eo{FLICt.

of
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Grant Firehose Access to an Amazon S3 Destination(Firehose0ll Amazon S3 CH&H 0| CHEF M| A
e Foi)ofl AHE HHE AE5H04 HIH AGA IAM G S H- gLt

(@ Note
0| S HAM|A E&Mol| X|x= Amazon S3 HZ/S 7 | B7} ASSH_|Ch GHA|A =0
M Amazon S3 24 5501 s3:PutObjectAcl2 F%FO4 Amazon Data Firehose0l A
&3 7ol CHEF B E MM A HEHS HH Bof ='04°H-IE+ wit AE TE Al o] HE
O| 2 3fLICt Amazon Data Firehose= & Al “x-amz-acl” 3ll{E “bucket-owner-full-
control’2 A& gLt

OIF10f 433t IAM HZ O HHASES 51S5H24T HE B 50iA S3 HHZ! A2 MadsrL
C. CHE BE& B A0l of ULICH REAISH LIS 2 b2 A O LS K S8 ALS S AT oA
o

L.

JSON

"Version":"2012-10-17",
"Id": "PolicyID",
"Statement": [
{
"Sid": "StmtID",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/iam-role-name"
}I
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"”,
"s3:PutObjectAcl"”
]I

"Resource": [

"arn:aws:s3::
"arn:aws:s3::

tamzn-s3-demo-bucket",
tamzn-s3-demo-bucket/*"

Amazon S3CH& S Z Wit AE &
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3. 1EtA[OM T IAM & & 0235104 H ™ A0l A Firehose AE &S MdELICt

OpenSearch Service CHA& S 2 Wit HHEH M&

AWS CLI &= Amazon Data Firehose APIsE& A& 3104 CHE |7 2| OpenSearch Service CH&f 0| R
8t AWS H"H0l| M Firehose AEZIE e = U&LICH Chg Mxt= A AolM Firehose AEE
E 1 ™8 B7} 2578t OpenSearch Service CHA Of| CIO|E & M&SHE T 7dst= WEdof cit

oM E EoiEL|Ct.

mo rir

-

the section called “Firehose0i| I{& 2! OpenSearch Service CH 40| CHEF HM|A HEF Ho70f HAH
El EHZE AFE8tod A AOIM IAM R e MAISHLICH

2. O|T EHHA|olM BHE IAM & o] HMAE 58524 H ™ BollAM OpenSearch Service M2 g ot
ELICt CF2 2 JSON | A[IL|C}.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/firehose_delivery_role "
}I
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:123456789012:domain/cross-account-clustex/_all/
_settings",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_clustex/stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
roletest*/_mapping/roletest"”,
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_nodes",

OpenSearch Service CH& 22 Wit A TS 212
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"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
_nodes/stats",

"arn:aws:es:us-east-1:123456789012:domain/cross-account-clustexr/
_nodes/*/stats",

"arn:aws:es:us-east-1:123456789012:domain/cross-account-clustexr/
_stats",

"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/
roletest*/_stats",

"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/"

3. 1'-_-f7=||01|k| AMAMTHIAM 282 0|8 36H04 7| A0 A Firehose AE RIS MAMEIL|CH. Firehose
AEZIZ MM I AWS CLI EE&= Amazon Data Firehose APIsE AF2 3t DomainARN
OpenSearch Service CH4l ClusterEndpoint 2E=EE& X|HELICtH

® Note

CHE AWS H|"H2| OpenSearch Service CH& 0| /= 8 HH0 M Firehose AEZIE M4
5l24™ AWS CLI EE= Amazon Data Firehose APIsE AF&38loF & L|Ct AWS Management
Console & At&35t04 O[2{3t /72| wxt HHEH FHS HHE = eigLct

Ef1E AFE S04 Ul A Ko

IAM Xz o] MEHZ Condition SA(EE Condition E5)E AF835l04 Ej 7|9t ZHE 7(|Ete

=
Z Amazon Data Firehose 2210 CHEt HMAE MM ZEE £ QU&LICt CfS MM MME CHYst
1o Ad
=

HEFLICH Condition 49| AF titd

o
Amazon Data Firehose ZF240i| CH3H O|& &= &S
I3 QA AIEE £ e AYe dotEe{™ IAM JSON HA @ A TS FESIMIL.

I_

CreateDeliveryStream

CreateDeliveryStream 2 0|= aws:RequestTag =71 7|E AFE M. CHS 0ol M MyKey 2}
MyValue= EH10f CHEF 7|9t 12 Zt2 LIEPHLICH REMISH LHE 2 Ef 29| 7|2 ALEF OfsH MM &H X

StAMI2.

Ei 18 A 5tod AMIA o]

213


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestTag/MyKey": "MyValue"

]

TagDeliveryStream

TagDeliveryStream 2 40{= aws:TagKeys 271 7|2 AISIMIL
Of oi| L|C}.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}

. CtZ o of| A MyKey2 Ef1 7|

BIZE AFE3tod AAMIA A[o]
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}

UntagDeliveryStream

UntagDeliveryStream 0= aws:TagKeys =71 7|1& AF M. CHS ool A MyKey2 Ef
7(2] od| L.

JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws :TagKeys": "MyKey"
}
}
}
]
}

ListDeliveryStreams
ListDeliveryStreamsOl= Ef 7|8 HMAE AHSE = Qi&LIC
7|Ef 2

CreateDeliveryStream, TagDeliveryStream, UntagDeliveryStream,
ListDeliveryStreams O|2|2] 2 & Firehose 2 210{= aws:RequestTag =71 7|& AtEErLICt
CHE oflol M MyKey 2t MyValue= EH2Of CHEH 7|9t 1 2tE LEEFHLICH

ListDeliveryStreamsOIME firehose:ResourceTag 271 7|12 AF&35104 81l Firehose 2 E
2ol B & 7|H o2 HMAE Mo{FLCH.

CtE oflol M MyKey 2t MyValue= EH20f CHEH 7|9t 1 22 LIEFLICH O A2 O|§ 0| MyKeyOl
1 k0| MyValue®! E{1E 7}l Data Firehose AE 202t MEELICH 2lAA E{OE 7|HIS 2 HA|

Ef1E At25t0{ M A A|o] 215
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Holl CHEF ZEMIE LIS 2 IAM ALS DB M| Efi 2 E ALE 0 AWS E|AA 01 CHEF <4

Ht
O
mstile.

A& Klofst=

MA Mo{E

Amazon Data Firehose AWS Secrets Manager 0AM 2 215

Amazon Data Firehose=2} S& |0 2ot & S AWS Secrets Manager 0f] CHEH 2o HMHAE K|S 5t
T RS 3H uME AHSEELICH 0| &S S8l Firehoses THEFR! Al Secrets Manager0i| A 2 ot
t3 & ZJA5tod o|Tol 18 AEZ|Y CHatoll A%t HIO|E AERIE ©MEE = A&LICH o[
Al 3t# AWS Management Console == API Tt2tO|E{0AM AEE] 4 (I EE S0l 2o =7t
BIAER EAZX| t&LICH et 2ot S & ohMsHA #elE = D, &= IA BHElE ¢
ambda & & AL X} |50 Mot Lt 22 S XHE 5F 2| YoM sloid = U

|CF.

[}

1]
F_'F_ ol I'OI

o> st e =

T r—

REAMIEH LI 2 AWS Secrets Manager AFHE MEME BT AAIL.

=
- Hotets ofsh
. HO} OFs AHA4
—_— - iA1= OO
- HOoHAS AL
- Hotors wH
Hot &% ofa
Hot s = 43, AF8X 0| L 3ot 22 At 3F &, OAuth EZ = Secrets Managero|
S stE HAoE X¥ste 7B HIY HEY = &Lt

ClS ML ZHo| 2t chatoll CiStod 2o &5 7|-Zt H0{E 2HFIE JSON Ao 2 X|& &l oF gL|Ct.
Hot ot 5 7} ch4tof 2h= SHFE JSON ¥ Al0| obl 29 Amazon Data Firehose7} CH4Mod| 24351 X|
S2&hct.

MySQL % PostgreSQLZ ZH2 Cl|O|E{HIO|A S H Ot &F 5 & A

-~

"username": '"<username>",
"password": '"<password>"

AWS Secrets Managerg& At&3t0 €l 216
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
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Amazon Redshift T2 H|X{< 2{AE{ 2! Amazon Redshift Serverless 221 1 & 0| EHot &f 5 g4l

{
"username": "<username>",
"password": '"<password>"
}
Splunke| £t ef s &4
{
"hec_token": '"<hec token>"
}
Snowflake2| 2ot &5 34|
{
"user": ‘"<snowflake-username>",

"private_key": ‘"<snowflake-private-key>", // without the beginning and ending

private key, remove all spaces and newlines

"key_passphrase": ‘'"<snowflake-private-key-passphrase>" // optional

HTTP AEZQIE Coralogix, Datadog, Dynatrace, Elastic, Honeycomb, LogicMonitor, Logz.io,

S SiAl

MongoDB Cloud, New RelicQ| 29t &f & &4

"api_key": ‘"<apikey>"

0=
0>-

AWS Secrets Manager € AF&35t0{ At3 &8 = 7|& K& 5104 Amazon Redshift, HTTP =2 Q|

E | Snowflake, Splunk, Coralogix, Datadog, Dynatrace, Elastic, Honeycomb, LogicMonitor, Logz.io,
MongoDB Cloud, New Relicl} Z2 AE 2| CHArol| @1Z235HE 20| E&LICH.

b of & AHAA 217
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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Firehose AE 2| M A| 0|24t CHA ol CHEH AWS BHE| 242 S5l Secrets Managerz 152 T
et £ QlaLCh KIMIEH LIS ChA MY 2 MM X SHMIR. EE& CreateDeliveryStream 2!

UpdateDestination API 42 AI&3t04 Secrets ManagerZ 2152 F+4E =& U&LICH

T 1L AR H

Firehose= 23 3HE AFEst0d 20 23 & 7HAlSt D CHE ol AZ¢E ot Ol AEFLICH a2
| 102 0tCk FHAIE M2 D EL|CH

AEZO| £H F7| Sotoll= AN E K| Secrets Manageroll A 2o &S ZHAM 7|58 =5 MEHE £
A& LICH Secrets ManagerE At&etx| o Hot &t 5 & M5t 1 4CHH ALEX} 0|/ E EE= AP
71& 8¢ + AU&LICH

® Note

Firehose0il A 0| 7|S0f CHEF F7t HIE 2 Q4 X|TF Secrets Manager2| HA|A 2 | x| 2 2|0
CHet HI&2 T E L RHAM[EF HE= A

WS Secrets Manager 22 HO|X|& HZEHM L.

Hot ot ZHM=2 2|3l Firehose0l HA|A H8t Ho

L

Firehose7t 20 &f 3 & ZHMsted HoF f S0l HMAStE O] B8t Hetn Hot f S & A& 3t6t

& 7|& Firehosed| X330k AWS Secrets Manager L|C}.

AWS Secrets Manager & At&5t0o] 2ot &t 5 & XYt AMe M 2ot A&7t MY El= fIRIeE &
Z3te|= dol met 2 7Hx| e 40| [U&LIch

- Hot ST IAM e SUSH AWS Aol MEET 7|2 AWS ZEI- Fl(aws/
S 5tEl B2 Firehose7t =5tE IAM A& oll= EoF ef S o Ciet
secretsmanager:GetSecretValue 82 Qio ™ EL|CH,

secretsmanager)2 &

// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://aws.amazon.com/secrets-manager/pricing/
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IAM S&0] CHEt XHMIEH HE = AWS Secrets Manager0dl CHEE T8F 2 o & & Z5HMIL.
o

« HOFOtS 7} detn S Ut AF o M{EE|o] QUXIBH T2 2E[HE F|((CMK) 2 253 HE F, gt
£ secretsmanager:GetSecretValue 2 kms:Decrypt H&t0| 25 EHFL|CH E8 CMK
A2 1AM B 0| kms:DecryptE +&E = UL S 51EsHok &Lict.

- Hot oS 7t et ChE AWS AlMEo| MEZD 7|8 AWS 2EIYE 7|12 55 E dR 2ot 45Tt
#Hel™ 712 ¢S 5HE [l Secrets Manager7t Wit A% HMAE S{E3X| A2 20| &2 E7F
St AWS .

. Hot ot 7} b2 H ™o MEE 0] T CMKE 25 35HE A2 IAM gtof|= EoF ek Sof Cist

secretsmanager:GetSecretValue ™8t CMKO| CHEt kms:Decrypt HEHO| EgLICH 2
ot s ol glaa MM A CHE HHO CMK HHo|MHE 1AM Ad&of 23 MEts 51&5HoF &L

Ch RtA[EE HE = WAl AEH HHAE B ESHAR.

Hotefs A

DAeE BEot A3 E FIIMHMoE YO|O|Este AL XIHE -0 Mot Bt S E XAISeE I
Al AWS Secrets Manager St=5& 788 + A&LICH OSHH 7| EF S EHY| H e =
nAE = U&LICH O|E S5 &loH 22 2L = U&LICH REMEH LI 2 AWS Secrets Manager
A2 MM O] AWS Secrets Manager £ 0t ¢t5 W E & XML

irechoseE £ HE £ U& |
M EIE I Firehoseoll HEHE FoistE IAM L& S
ZIQgt B E HEHol CH3H O] IAM Q&S AFEEFLIC.

=

& ™of ClO|E & &S AL B4
ME35E{H, HX]| Firehose 2AE 2|2 MA 5 7Lt
A |

fjo
|-II
o
9'|_|
|.|'|
L
M

X Z3aHof & LIC}. Firehose= Firehose A E 2|0
0|2 £0{ Amazon S30i T|0|E{E &6t Flrehose AE 2| MAI5 10| Firehose AE 2|04 AWS
Lambda 7|S0| &€ M83lE Het AA HIAET UesE AlLIE|IRE 7HEEH EZ&LICH ol R ChSot &

0| S3 t{Zl0o]| HM|ASIT Lambda &+ & SEE = U= TEES Firehosedll £0435t= IAM H&E A
S3ofloF B LICt.

JSON

"Version":"2012-10-17",
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_examples.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_examples_cross.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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"Statement": [{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:<lambda
function name>:<lambda function version>"

3, {

"Sid": "s3Permissions",

"Effect": "Allow",

"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation",
"s3:GetObject", "s3:ListBucket", "s3:ListBucketMultipartUploads",
"s3:PutObject"],

"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/

*]
H

Firehose 2£2 AIE5tH 0|28 HE S MSots YHS MEHE

Metg 4 Qe

r
J

[l

4>
0
I>
rC
ful
inl
mjo
Ijo
pnd
oM
9'|_|
C
[

AMEH

—

o« 7|& IAM &
o ZE0|M A IAM T AN

IAM O=|o|'0-|| AN |:|I L-_HAI-

EH St Al
EFOIgFLICH. REA|SE LH%% Amazon Data FirehoseS &

L= Firehose 2&2 Sl AASAIE Cidlstod M g2 4de £ U&LICH
Firehose7} ALEXHE CHAISH0 IAM HE & st 0] HE 0= Firehose AE B F40f [t HR
TEtg Roists ZE ME U AE HMo| X522 ZEHELICL
Ol £01 AWS LambdaE At8350 &4 BFE HE 7|5 AISSHT S UYstx| of2 g« 2£2
e Yol ChE 22 YJELICH

{
STE 1AM S8 O
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"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1123456789012:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS"
}

(® Note
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDER%7} Z & El 34
Foistx| pfen 2 FAlsT QHHEfLICE.

Ls ——

Z &2 Firehose 2ER KIIE2E 44 Y HEY

Ct. O] Al2| =42 Firehose?} IAM 3&

JSON
{
"Version":"2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Sexvice": "firehose.amazonaws.com"
}I
"Action": "sts:AssumeRole"
H
}
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"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": [
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"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:us-east-1:123456789012:function:examplelLambdaFunction:
$LATEST"
}
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"Statement": [

—

{

[

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:ListDeliveryStreams"

1,

"Effect": "Allow",

"Resource": [

"

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,

"Effect": "Deny",

"Resource": [

g

WS Management Console 5t https://console.aws.amazon.com/vpc/ Amazon VPC
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Next: Permissions(CtS: T8HE MEHFLICH.
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AmazonDataFirehoseReadOnlyAccess HAg HAMSto{ &

/A Important
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1. https://console.aws.amazon.com/lambda/ AWS Lambda £ & L|C}.
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3. ME ZHHZ MEHFLIC.

4. & O|F2 =28 & HEI)Z Python 3.9 0|4 o2 MXMFLICH
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6. AY dE S2o|M 7|E G& A S MEIFLICH
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import json
import boto3
import os
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https://console.aws.amazon.com/lambda/
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10.
11.

12.
13.
14.
15.

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(
'firehose',
REGION

)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")
delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request
))
describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName='test-describe-denied"')
except ClientError as e:
error_code = e.response['Error']['Code"']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")
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Calling describe_delivery_stream.
AccessDeniedException

Access denied test succeeded.
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* DeliveryToS3.DataFreshness

* DeliveryTolceberg.DataFreshness

* DeliveryToSplunk.DataFreshness

* DeliveryToAmazonOpenSearchService.DataFreshness

* DeliveryToAmazonOpenSearchServerless.DataFreshness

* DeliveryToHttpEndpoint.DataFreshness
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2 AE5tMle."

S3.Method "XIEE gHol o] 2lAA0l HEEIX| ek&LICH SHHE Amazon S3 A

NotAllowed THetE HBSIEE HI! HAMg =HSAH."
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TableNotFound L|CF."

S3Z2 2 E| O|0|E{E £ AFsHOF 5= Amazon Redshift| CHAF E|0|E S
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"Records": [
{
"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T718:08:227",
"eventSource":"firehose.amazonaws.com",
"eventName":"CreateDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{
"compressionFormat":"GZIP",

"prefix":"prefix",
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900

}I

"encryptionConfiguration":{

=
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"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"

},
"clusterIDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

iy

"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

I

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:547",

"eventSource":"firehose.amazonaws.com",

"eventName":"DescribeDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

iy
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"responsekElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{

iy

"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{

}I

"limit":10

"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{

}I

"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

"eventTime":"2016-02-24T18:10:09Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"UpdateDestination",
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"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterIDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"password":"",
"username":"",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" : "arn:aws:kms:us-east-1:key"
}
I
"prefix":"arn:aws:s3:::amzn-s3-demo-bucket"
}

I

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",

O{|Al: Firehose 21 Il &=
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"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:127",

"eventSource":"firehose.amazonaws.com",

"eventName":"DeleteDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"

},

"responseElements":null,

"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",

"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"
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"RecordId": "RjB5K/nnoGFHqwTsZ1Nd/
TTqvjE8V5dsyXZTQn2IXrdpMTOwssyEb6nfC8fwflwhhwnItt4mvrn+gsqeK5jB7QjuLg283+Ps4Sz/
j1Xujv31liDhnPdalLw4BOyMOAmv7PcCuB2079RuMONhoakbyUymlwY8yt20G8X2420wuljlFathciserAt7QhDEvpw

"Encrypted": false

KEAIEH LI 2 Amazon Kinesis Data Firehose 7HgF A LA 2] Amazon Kinesis Data Firehose

Ma AERIOR HOE Ha S HESMS.

« API ME HE = AWS CLI @& & Z 9| PutRecord& & X 5HA[L2.

Java

SDK for Java 2.x

(@ Note
GitHubOll . Ef2 Lig 0| J/&LICH AWS ZE of E|ZX[EE|oM T ol E 1 HF
A A5t YHE HAEAMR

/**
* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
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}

try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}

« API M8 ME = AWS SDK for Java 2.x APl & = 9| PutRecordE & ESIAAIL.

Python

SDK for Python (Boto3)

® Note
GitHubOll { Bt 2 L 0| Q&LICH AWS ZE of 2| ZX|EZ0|M A o & 21 M

A dsts YHS HIHEML.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
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region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise
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- APl M|& HE £ AWS SDK for Python (Boto3) APl 2 %= 2| PutRecordE & = 5HAIL.

SAP ABAP
SDK for SAP ABAP API
(® Note
GitHuboll { Bt LI 0| Q)& L|CH AWS ZE of Z|ZX|EZ|M M| o E 31 MY
O ASiSE S HIKIEAM 2

TRY.
DATA(lo_record)

NEW /awsl/cl_frhrecord( iv_data = iv_data ).

DATA(lo_result) lo_frh->putrecord(
iv_deliverystreamname = iv_deliv_stream_name

io_record lo_record ).
MESSAGE 'Record sent to Firehose delivery stream.' TYPE 'I'.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

- APIOi| CHEF M5 HE = AWS SDK for SAP ABAP API £ Z 9| PutRecord& & ZA5HAIL.

AWS SDK 7HEt Rl OHLHAM L T E of|A|e] T S5 2 MME XM 22AWS SDKO| A Firehose At
&. o] FHoll= A&7 |of et HE 9 0™ SDK o Chet M2 HE T ZEE|o] &Lt

AWS SDK EE= CLI2} PutRecoxrdBatch &7 Al

CH2 3 E o A|l= PutRecordBatchQ| At HitHE Hod FL|C}.
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N oAle it T2 &Hst T =0|H HEAE 2HE A#SHoF §LICH CHS = oA
o= HEIAE LHoA O] &S = elg &= /U&LICH.

 FirehoseOl HZE E7|

CLI
AWS CLI

AEZ0| 0B HZEE ME Y'Y

CtZ put-record-batch | A|o| M= StLte|l AEEM| 37He| B|ZEE
Base64 &4lo 2 QI3 ElEL|C}

IB:

LICt Hlo|E{=

aws firehose put-record-batch \
--delivery-stream-name my-stream \
--records file://records.json

myfile.jsone| ZHI=:

[
{"Data": "Rmlyc3QgdGhpbmc="},
{"Data": "U2Vjb25kIHRoaW5n"},
{"Data": "VGhpcmQgdGhpbmc="}
]
=eq.
= —1-.
{

"FailedPutCount": 0,
"Encrypted": false,
"RequestResponses": [
{
"RecordId": "9D20J6t2EqCTZTXwGzeSv/EVHXxRORCw89xd+03+sXg8DhY0aWKPSmzZy/
CG1RVEyslulxbekKh6VofEYKkoeiDrcjrxhQp9iF7sUW7pujiMEQ5Lz1rzCkGosxQn

+3boDNURDEaD42V7GiixpOyLJkYZcaeli7Hz1CEoy9LIhMI8EjDSi40m/9Vc2uhwwuAtGEOXKpxJ2WD7ZRWtANY 1k
3,
{
"RecordId": "jFirejqgqxCL1K5xjH/UNmIMVcjktEN7617916X9PaZ

+PVa0SXDfUIWGOqEZhxq2js7xcZ552e0eDxsuTULMSqInZTbVfb6cQTIXnm/
GsuF37Uhg67GKmR5z9016XKJ+/
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+pDloFv7Hh9a30US6wYm3DcNRLTHHAimANp1PhkQvWpvLRfzbuCUkBphR2QVzhP90iHLbzGwy8/
DfH8sqWEUYASNJIKS8GXP5s™"

},

{

"RecordId":
"oy@amQ4005Y2YV4vxzufdcMOOw6n3EPr3tpPJGoYVNKH4AAPPVgNcbUgefolstEFRg4hTLrf2k6eliHu/9+YJ5R3

DTBt3qB1lmTj7Xq8SKVb01S7YVvMTpWkMKA86f8IfmT8BMKoMb4XZS/s0kQLe+gh@sYKXW1 "

}

KM LI 2 Amazon Kinesis Data Firehose 7He A LI A 2| Amazon Kinesis Data Firehose
ME AEZIOR O &2 HESHMNR.

—_o = 1L

« APl ME HE &= AWS CLI B & X 9| PutRecordBatchE &I X 3HAI2.

Java

SDK for Java 2.x

(@ Note
GitHubOll 4 Bt 2 L& 0| J&LICt AWS ZE of 2|ZX|EE[0|M HA| o & &#10 A
LA™t WHE HI/IEAR
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream

* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)

* @throws RuntimeException if there is an error putting the record
batch

*/
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public static void putRecordBatch(List<Map<String, Object>> records, int

batchSize, String deliveryStreamName) {

if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {

throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}

ObjectMapper objectMapper = new ObjectMapper();

try {
for (int 1 = 0; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords = batch.stream().map(record -> {

try {
String jsonRecord
objectMapper.writeValueAsString(recozrd);
return Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.toList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +

batchRecords.size());
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}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

« API M|E HE = AWS SDK for Java 2.x APl £ & 9| PutRecordBatch& & X 5HM|L.

Python

SDK for Python(Boto3)

® Note
GitHubOll { Bt 2 L 0| Q'&LICH AWS ZE of 2| ZX|EE0M A o & 21 M
L ASiSE S HIKIEAR

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and
region.

self.config = config

£
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self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)
self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

« AP| M|§ HE = AWS SDK for Python(Boto3) API & Z | PutRecordBatch& & Z3HAIR.
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Rust
SDK for Rust
® Note
GitHubOll I Bt Li 0| l&LICH AWS ZE of Z|ZX|E2|0A] M| o E &1 AN
9 MEsHs WS HARME
async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await
}
« API M5 HE = AWS SDK for Rust APl & X 9| PutRecordBatchE& & X 35HM|I2.
SAP ABAP
SDK for SAP ABAP API
® Note
GitHubOl| Bt 2 LH& O] /l&LIct AWS ZE o E|ZX|E2||A HA| ol & 3t A
1 A™SE HHE K EAM R
TRY.

DATA(lo_result) = lo_frh->putrecordbatch(
iv_deliverystreamname = iv_deliv_stream_name

it_records = it_records ).

I
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DATA(1lv_failed_count) = lo_result->get_failedputcount( ).

IF 1lv_failed_count > Q.
MESSAGE |{ 1lv_failed_count } records failed to send.| TYPE 'I'.
ELSE.
MESSAGE 'All records sent successfully to Firehose delivery stream.'
TYPE 'I'.
ENDIF.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

-« API M52 HE = AWS SDK for SAP ABAP API & Z 9| PutRecordBatch& & Z3HAM|L.

AWS SDK 7HEr R OHLHAM & FE of|A|e] A S/ 2 MM & ESHM22AWS SDKO|AM Firehose At
&. 0| FHlofl= Al=Fst7 ol CHEt HE o 0|7 SDK H{7of| CiEH M HE T o] Q&Lict,

AWS SDKsE Al &8t Firehose A|ILIEZ|2

CIE 2 E o X0 A= Firehose AWS SDKsO| A YEHE QI ALIZ|RE T35t &S HoiELCh
0| AlL}2|20l| A= Firehose LHOI A 0dE] &£ E S &5t7LE CHE AWS AMH|AQF ZHEHsto E3 &HY
g s 8sts HE HodELICH ZF AlLZ|20lE ™A AA I =of cist 21371 T (o] U&LicH
o17|0H ZEE MY ql Adlst= Widol CHEt XS 32 & YUSLICH

AlLIEZ|I2 = HEAEN SE MH|A EHUE Olslste Ol E20| HI=8 52 &9 BEE iz
ghLict.

C[PN

« Amazon Data FirehoseE AF&35104 7 B|Z E 2! HiX| B|ZE &

bl

Amazon Data FirehoseE AI&35104 78 H|Z E L HiX| HZ E X

CtE ZE oMol A= FirehoseE ALE35104 7HE B ZE & HiX| HIZEE AMEIStE YHE EoiEL
Ct.
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Java

SDK for Java 2.x

@® Note
GitHubOll { Bt LH0| /&LICH AWS ZE o 2|ZX|EC|0|M MA| o & &1 A
Ll ASSE S HIQKIEAR

ol oAM= 78 BlZE L Hi x| I EE Firehose0l EHL|C}.

/**
* Amazon Firehose Scenario example using Java V2 SDK.
*
* Demonstrates individual and batch record processing,
* and monitoring Firehose delivery stream metrics.
*/

public class FirehoseScenario {

private static FirehoseClient firehoseClient;
private static CloudWatchClient cloudWatchClient;

public static void main(String[] args) {
final String usage = """
Usage:
<deliveryStreamName>
Where:
deliveryStreamName - The Firehose delivery stream name.

mon,
’

if (args.length != 1) {
System.out.println(usage);
retuzrn;

String deliveryStreamName = args[Q];

try {
// Read and parse sample data.
String jsonContent = readJsonFile("sample_records.json");
ObjectMapper objectMapper = new ObjectMapper();

FirehoseOl |2 = 7| 320


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/firehose#code-examples

Amazon Data Firehose

JHeER 7Hol=

List<Map<String, Object>> sampleData =
objectMapper.readValue(jsonContent, new TypeReference<>() {});

// Process individual records.

System.out.println("Processing individual records...");
sampleData.subList(@, 100).forEach(record -> {
try {

putRecord(record, deliveryStreamName);
} catch (Exception e) {
System.err.println("Error processing record: " +
e.getMessage());
}
1);

// Monitor metrics.
monitorMetrics(deliveryStreamName);

// Process batch records.
System.out.println("Processing batch records...");

putRecordBatch(sampleData.sublList (100, sampleData.size()), 500,

deliveryStreamName);
monitorMetrics(deliveryStreamName);

} catch (Exception e) {

System.err.println("Scenario failed: " + e.getMessage());
} finally {

closeClients();

private static FirehoseClient getFirehoseClient() {
if (firehoseClient == null) {
firehoseClient = FirehoseClient.buildexr()
.region(Region.US_EAST_1)
.build();
}

return firehoseClient;

private static CloudWatchClient getCloudWatchClient() {
if (cloudWatchClient == null) {
cloudWatchClient = CloudWatchClient.builder()
.region(Region.US_EAST_1)
.build();

Firehose0l | ZE 7|
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}

return cloudWatchClient;

/**
* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}
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/**

* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.

*

* @param records a list of maps representing the records to be
sent

* @param batchSize the maximum number of records to include in each
batch

* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
* @throws RuntimeException if there is an error putting the record
batch
*/
public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or
delivery stream name cannot be null/empty");
}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int 1 = 0; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords = batch.stream().map(record -> {

try {
String jsonRecord
objectMapper.writeValueAsString(recozrd);
return Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.toList());
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PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());

}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch:
e.getMessage(), e);

}

n +

public static void monitorMetrics(String deliveryStreamName) {
Instant endTime = Instant.now();
Instant startTime = endTime.minusSeconds(600);

List<String> metrics = List.of("IncomingBytes", "IncomingRecords",
"FailedPutCount");

metrics.forEach(metric -> monitorMetric(metric, startTime, endTime,
deliveryStreamName));

}

private static void monitorMetric(String metricName, Instant startTime,
Instant endTime, String deliveryStreamName) {
try {
GetMetricStatisticsRequest request =
GetMetricStatisticsRequest.builder()
.namespace("AWS/Firehose")
.metricName(metricName)

.dimensions(Dimension.builder().name("DeliveryStreamName").value(deliveryStreamName).bui
.startTime(startTime)
.endTime(endTime)
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.period(60)
.statistics(Statistic.SUM)
.build();

GetMetricStatisticsResponse response =
getCloudWatchClient().getMetricStatistics(request);

double totalSum =
response.datapoints().stream().mapToDouble(Datapoint::sum).sum();

System.out.println(metricName + ": " + totalSum);
} catch (Exception e) {
System.err.println("Failed to monitor metric " + metricName + ": " +
e.getMessage());

}

public static String readJsonFile(String fileName) throws IOException {
try (InputStream inputStream =
FirehoseScenario.class.getResourceAsStream("/" + fileName);
Scanner scanner = new Scanner(inputStream, StandardCharsets.UTF_8))

{
return scanner.useDelimiter("\\\\A").next();
} catch (Exception e) {
throw new RuntimeException("Error reading file: " + fileName, e);
}
}
private static void closeClients() {
try {
if (firehoseClient != null) firehoseClient.close();
if (cloudWatchClient != null) cloudWatchClient.close();
} catch (Exception e) {
System.err.println("Error closing clients: " + e.getMessage());
}
}
}
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Python

SDK for Python(Boto3)
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import json

import logging

import random

from datetime import datetime, timedelta

import backoff
import boto3

from config import get_config

def load_sample_data(path: str) -> dict:

Load sample data from a JSON file.

Args:
path (str): The file path to the JSON file containing sample data.

Returns:

dict: The loaded sample data as a dictionary.
with open(path, "r") as f:

return json.load(f)

# Configure logging
logging.basicConfig(level=1logging.INFO)
logger = logging.getlLogger(__name_ )

class FirehoseClient:
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AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
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DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.

Error: {el}")

def get_metric_statistics(
self,
metric_name: str,
start_time: datetime,
end_time: datetime,
period: int,
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statistics: list = ["Sum"],
) -> list:

Retrieve metric statistics from CloudWatch.

Args:

metric_name (str): The name of the metric.

start_time (datetime): The start time for the metric statistics.

end_time (datetime): The end time for the metric statistics.

period (int): The granularity, in seconds, of the returned data
points.

statistics (list): A list of statistics to retrieve. Default is
['Sum'].

Returns:
list: List of datapoints containing the metric statistics.
response = self.cloudwatch.get_metric_statistics(
Namespace="AWS/Firehose",
MetricName=metric_name,
Dimensions=[
{"Name": "DeliveryStreamName", "Value":
self.delivery_stream_name},
1,
StartTime=start_time,
EndTime=end_time,
Period=period,
Statistics=statistics,
)

return response["Datapoints"]

def monitor_metrics(self):

Monitor Firehose metrics for the last 5 minutes.

This method retrieves and logs the 'IncomingBytes', 'IncomingRecords',
and 'FailedPutCount' metrics

from CloudWatch for the last 5 minutes.

end_time = datetime.utcnow()

start_time = end_time - timedelta(minutes=10)

period = int((end_time - start_time).total_seconds())

metrics = {
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"IncomingBytes": self.get_metric_statistics(
"IncomingBytes", start_time, end_time, period

),

"IncomingRecords": self.get_metric_statistics(
"IncomingRecords", start_time, end_time, period

),

"FailedPutCount": self.get_metric_statistics(
"FailedPutCount", start_time, end_time, period

)I

for metric, datapoints in metrics.items():
if datapoints:
total_sum = sum(datapoint["Sum"] for datapoint in datapoints)
if metric == "IncomingBytes":
logger.info(
f'"{metric}: {round(total_sum)} ({total_sum / (1024 *

1024):.2f} MB)"
)
else:
logger.info(f"{metric}: {round(total_sum)}")
else:
logger.info(f"No data found for {metric} over the last 5
minutes")

def _create_record_entry(self, record: dict) -> dict:

Create a record entry for Firehose.

Args:
record (dict): The data record to be sent.

Returns:
dict: The record entry formatted for Firehose.

Raises:

Exception: If a simulated network error occurs.
if random.random() < 0.2:

raise Exception("Simulated network error")
elif random.random() < 0.1:

return {"Data": '{"malformed": "data"'}
else:
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return {"Data": json.dumps(record)}

def _log_response(self, response: dict, entry: dict):

Log the response from Firehose.

Args:
response (dict): The response from the Firehose put_record API call.
entry (dict): The record entry that was sent.

if response["ResponseMetadata"]["HTTPStatusCode"] == 200:
logger.info(f"Sent record: {entryl}")

else:
logger.info(f"Fail record: {entryl}")

def _log_batch_response(self, response: dict, batch_size: int):

Log the batch response from Firehose.

Args:
response (dict): The response from the Firehose put_record_batch API
call.
batch_size (int): The number of records in the batch.
if response.get("FailedPutCount", @) > 0:
logger.info(
f'Failed to send {response["FailedPutCount"]} records in batch of
{batch_size}'
)
else:
logger.info(f"Successfully sent batch of {batch_size} records")

if __name__ == "__main__":
config = get_config()
data = load_sample_data(config.sample_data_file)
client = FirehoseClient(config)

# Process the first 100 sample network records
for record in datal[:100]:
try:
client.put_record(record)
except Exception as e:
logger.info(f"Put record failed after retries and backoff: {e}")
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client.monitor_metrics()

# Process remaining records using the batch method
try:

client.put_record_batch(data[100:])
except Exception as e:

logger.info(f"Put record batch failed after retries and backoff: {el}")
client.monitor_metrics()

ol ol 9 AT RIEf T3t F40
class Config:
def __init_ (self):
self.delivery_stream_name = "ENTER YOUR DELIVERY STREAM NAME HERE"
self.region = "us-east-1"
self.sample_data_file = (

/../../../../scenarios/features/firehose/resources/
sample_records. json"

)

def get_config():
return Config()

« API M|& HE = AWS SDK for Python (Boto3) API & Z 9| C}

» PutRecord
» PutRecordBatch
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ErrorCode: HitpEndpoint.DestinationException

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \'"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
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"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/
ronald-test",

"destination": "custom.firehose.endpoint.com..."

"deliveryStreamVersionId": 1,

"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
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Data Firehose £ AEXQIEE Il Q| AR HIO|E{7} §3™Mo 2 HME L8 SH AMYS M2
M.

CIE22 HX2E 8Ho Uitol R LRt T 2 et

« ZEEIJSON EE= o x| 28t EE: SEH S JSONCE MG J&|2dste 7Lt of & x| 2
st ZEJL JUSS LEHELICH SEOo| 28 = QIATE|0] UEX| EHISHML

« Q™ ID FE: 8ol 2 ID7F TE E|o UX| kS S LIEFALICH

- 2™ ID 2R 8H2| RequestiD7t &4l @ IDQF UX|SHA| &t &2 LIEHHLICH

o EfQUARME F2F SEO| EfARME EET ZefE|o] UK ASS LIEHRLICH EfJARE HEE=
= At 0| ofL|2} == Ato{oF & L|C}.

- 2HIX 2% 3] F2H SH o “content-type: application/json” SIlICA7F & £]0{ QUX| oSS LIEFL
LICH OHE 28= 82 58 &X| t&Lch
/A Important

= 2: Amazon Data Firehose= Firehose 23 2 SE Al 2= A=z 0l

E
OF OB E TS E & JA&LICH EtAL MH|AZ CHY E FdeteE 32, HEE =&
ol

A= ZQIE QL= CHE SHIE Amazon Data Firehose 28 A= ZQIEE A5l oF &
LICt. o & £0{ Datadog2| Amazon Data Firehose QIEZQIE = https://aws-
kinesis-http-intake.logs.datadoghq.com/0O|Z HE2 HEXZQIEE https://

api.datadoghq.com/&lLIC}.

FI 27 A A HolE oteiet &Lt

- @7 FL: httpEndPoint.RequestTimeout - HEZQIE T} 2EH &7 K| 38 0|4 A2 S LIEFHL
Ch CHY ARAR B CHY AEZQIES| SH AlZFE ESSHMIR. T £ARX7L ot B2 AR
Kol A 2ol5to SE AlZHE B SE £ Qe Wohol: 28T XMElg HIo|EE £0|7| {6 HEHE
SIEE E2)0| U=X| EQIFtA L.

- @& I E.: httpEndPoint.responseToolarge - 80| L4F ACt= R[S LIEtRLICH SH2 FHE =

5t 5k04 1MiB O|2tO|oqoF &L|Ct.
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Amazon Data Firehose
« 257 I E: httpEndPoint.ConnectionFailed
|EP HE URLA 2EF7L U74LE, Amazon Data Firehose0l| A ¢
EJt 4 o SE5tE Ol AlZtol 4R 28 ZElE=
C: httpEndPoint.ConnectionReset - 21Z20| A& E|Q k|2t Iz
RS2 LIEHHLICE.
CExQl

EE'A/\QE
E: httpEndPoint.ssIHandshakeFailure - T+ &l Q=

eF 3
OE Y=Y 5 QIS S LIEtHLICH
A—|I:I=|%I-|__||:|.'
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https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/public-access.html
https://docs.aws.amazon.com/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.aws.amazon.com/msk/latest/developerguide/port-info.html
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P2, F=A7F AFX 2| RACHE CHAl U EEl F<2 Firehose AE &TJHK
E

. A2 FHIF EXfSHEX] 2ol
ARt CHA| A A93HoF &L

l_l ol

BHIZ M A

OE|MY XY HIOIE + MEFHE ZotstHU e Xl HE s 50| =2[HL SEHE 82

DataReadFromSource.Backpressured zZf2 10| EL|C}.

fjn
jo

- BytesPerSecondLimit(Z=g HFO|E = k)0l =& 8t 3 DataReadFromSource.Bytes X| &

st Bt B7IE FSHAMIR.

18

» CloudWatch 271, CH&f X|E, Oi|O|E] BHE X| & & FA] HEF X|EE & Qlsto] B ¢S mtfstAl
(@]

-l .

X E Olo|E ¥H|o|E

ClolE Mz n&o| & =RE 7 Z&Lch

« FirehoseE AI2E B|ZEQ| EQUABIZE IE O Z O|O|E Z|AlIEE AHAMENLICH MoK} B2 =T}
Kafkal| E27{ 210 R X[E [ O| E}UABMZ I} SHIEH 7|FS &5 dt2{H, Katka TX| EF (A

|I=I

78 782 message. timestamp. type LogAppendTime 2 MHGAL.

EH
=

MSK Z22{AE 9142 2X|

Ct2 HRIHM = MSK EB{AE0| CHEH 42 AEE ASst= W2 MHEELICH Amazon MSK 2
2to|21Eof CHEt RFAIBH LI 2 Amazon Managed Streaming for Apache Kafka 7Hgt X} OtLHA{ Q]
Amazon MSK A& Al&H517|8 & ESHMIL.

MSK Z2{AE{0] CHEF 424 S wh

1. Unix 7|8HAL2 T&) Amazon EC2 QIARHAE dMdgLICt E2{AE0M VPC HAAD ALEStE

E MYE 82 EC2 QUAEATI SUS VPCOHIM A E[=X| &QIgFL|Ct QIARATL AE 75
5l SSHE M&EFLICH RIMIEH HE = Amazon EC2 AF& MHEAMQ| O] AHEME R ESHML.

2 AlS50 Yum I 7| X |2 JavaS A x|&FL|CH RHA|EF X2 = Amazon Corretto 8 AFR

MEMo| Hx| X[EE HZEFHAM L.

sudo yum install java-1.8.0
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https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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3. LCh= BHE HAstod AWS ZEI0|HAEE MXIFFLICH

curl "https://awscli.amazonaws.com/awscli-exe-1linux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

4. LC}S HYE A3E104 Apache Kaftka E2I0|HE 2.6* HXES CIR2RE=FL|CH

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. kafka_2.12-2.6.2/1ibs C|HE2|2 0|S6tD CIE HHE Al#st0{ Amazon MSK IAM JAR
ndg oheEC Lo

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. Kafka bin ZC{01 client.properties I} MAEL|CH.

7. awsRoleArng Firehose SourceConfigurationOliX AF& 38 248 ARNSZ HIF 11 QIS M ¢
X|E =HQIELICH AWS E20|UE A8XIIL HEE +2stE
ZEI0|ME AFE Rt 0470 XIHE A& 2 +=stz{n A= &ct.

[ec2-user@ip-xx-xx-xx-xx binl]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true
ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. Ch3 Kafka BHS M FHE LIUELICH 9170 HEQ B2, HEY exols
Bootstrap AEHE ALSELICH 4Z80] Zto| %l B9, Zato|s! Y= ZQIE Bootstrap MEHE A}
23tL|ct
oH .

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties
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https://aws.amazon.com/cli/
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JHeER 7Hol=

20| d&otH Ct= ofxi|et HIz st A E=24ELict

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.21$% bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties

[xxxx-xx-xx ©5:49:50,877] WARN The
isn't a known config. (org.apache
[xxxx-xx-xx ©5:49:50,878] WARN The

configuration 'awsDebugCreds' was supplied but
.kafka.clients.admin.AdminClientConfig)
configuration 'ssl.truststore.location' was

supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The

configuration 'sasl.jaas.config' was supplied

but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The

configuration

'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©5:49:50,878] WARN The
supplied but isn't a known config

configuration 'ssl.truststore.password' was

(org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx 05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to

node. ..
__amazon_msk_canary
__consumer_offsets

9. O AZREE AHSHE Ol 2H7H U B NTE REASY M7} KIHE ZEolM H4Z
g = UK ZHQIFLICH o] 2t S s stedH ChE BH 20| telnet E£= 0|2t RALEF REIE
E|E CIRECSto AEE = UGLICH

sudo yum install telnet

telnet <bootstrap servers><port>
Q0| 835 ts £330 MMELICH &, 22 VPC LHollM MSK S{AE{of| 14E &= 1
SEAEY M7 XIHE ZEO|M Y2 ¥ SEche S LIC

Connected to

10. 0| AuistH vPC £ T E0o| QIHIR2E #EIS HQIELICH o & S0 QHI2E #Eof TS
a2 548 AEE = J&LCh

Type: All traffic

Port: Port used by the bootstrap server (e.g. 14001)
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
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Source: 0.0.0.0/0

Ol EtAHo| ZAIE! CHE telnet 1S CHA| A|Z & LICH B 0{745| dde &= QiALt
Firehose 21Z0| A& Almlist= E< AWS Supportdll 22[5HMI2.
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https://aws.amazon.com/contact-us/
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« Amazon MSKZ Firehose AEZIO| AAZ AI235= 742 ZF Firehose AE 20| 7|2 &tetakre mlE|
MeE ol7| A2|ZF 1omMB/= 4! = B|ZE =27| 10MB&IL|C}.
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| 22, 88 otE|/M2 YE Mo = 180707} ElLICt mHE|Mof HIo|E{ 7+
|Ab 2H A5 E| K| of&LICH TFE|MO| O = 5HCHH O BEE Firehose

{2 TE|MS BAAIZ £ aLich

2
omn
_|>|

a1
m
= xoox
of rlo rin
> T o

Im o
o
il

o o :-
« Firehose 2E &0 3 WE|MJ0| EdstEH, 2 &9 TE|Mo| = 1GB2| ZICH M2 0l X[

« Z} AlEotct 2[Y Firehose 2E B 0| CHEH 2 O Z&LICH
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https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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- SHEIIFEEE), SEHET), otAof EHEA(ATIEE), Ot Ao} EFEF(A|=L]), OFA[O} EfEQF
(M), ot Alot Ef B F(ZHIO[), AWS GovCloud(O|= M), FHLICHAE), FHLICHE §): Firehose

HASFES), otAlol EfBL(S3), ot Alot EfE (AL, Hotm 2
2F), 8T (AN, = (HI0|E), 3(HIEl2l), AWS GovCloud(O|= &%), otZ2|7H(7i[ 0]
5

IZE}R): 500702| Firehose AE &

- fHEF 25, FEH(&H ), otAlor EHE F(sto|H|2tHEE), OFAlot EHE 2 (XtFt2EL), Of Alot EX
H(HWHE), ES(UAE), O|AEIA(ElotH|E), FHLtct ME(ZHEl), FHLICHE §), ot Aot EfH
(2 2i[O| Alot), of Aot EfHRF(ENS), HA|Z(FE): 1007H2| Firehose AEZ

- O] &8 Z1t8t B CreateDeliveryStream2 £ &5tM LimitExceededException 02
7b SrAgtLlct SHE 2o Ol #EEHE AT = U 42 ol &S =24 Service
QuotasE A& &= U&LICE Service Quotas AFE 0] CHEH XHM|EH LI 2 ST 7t EHS &

« Direct PUTO| CI[O|E{ AA 2 M EI B ZHZHO| Firehose A E 2|2 PutRecord & PutRecordBatch
%oi CHsh CHSa 2ol A E ggzEFe MBELich

- 0= SEMXILo 58), 017 MB(ulZ) 2 fH(otYME)| BL: B2 E 500,0007H/%, 2
A 2,0007H/%, 5Mib/Z.

- 7|EF AWS 2|7: 100,00074 BIZE/Z, 1,00070 L&/%E, IMIB/=E.

S Zste O £2 GO =8 2822 QIal Direct PUT 2E&

mazon Data Firehose= A2 E 30| L& E WX AERO| XM
gte erOE E7tAIZLCH MEl" 57+ W A2 E -0l W2t Firehose7t 2E 20| XHEIF S ¥
3= ~ECE Sols ol 92) 2R + AaLIC W2tk UE Clols +T 2IIEE A% HA
ZgLch Clole| 2 80| UR7| 2 HAEOM B7HE Ho2 o4 Z|7{Lt M AEZI0] 7|2 2IZ
HE= 52 *i2lzol Bot 2ol a2 A B8 LHELIC,

geraroll Hlallshe Ml 7HR| @2 ME ot aLCH Kl S04, 01T SR(HEILIL S5, 013 A
R(QBT) EE RH(OIYME)0| MEIY LS 10MB/ER S2IH LN F 2TYS 2F
4,0007H/Z= & 2|2 = 1,000,0007H/Z= 2 &7+&LCt
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
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. 7} srcraFo| AlSH

20| B57Ie £ U&LICE Firehose 8 222 MH|AH ™
I 37|2 7+E 7172 5KB(5120HI0|E) Q2

o= gfuct matM 22 Zol =41 Hlo|E{(HtO| E)od| CH3H
£+ H|80| { SetZrLIct 0o E E0{ & =4l 0| &0

5MiBQ! B, 5,0007H o4& 9| B2 EZ 5MiB2| CIIO|EHE 2= A2 1,000712] 2|2 =

FO| CIlO|E{& & 35h= Aol H|s H|&0| o Bto| SLct. RHAIEH LIE
mazon Data FirehoseZ & Z5HA|2.
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« Z} Firehose AE
FACE MEEHL

KDS F-dof et
« Base64 @/Z = 0|™ Amazon Data FirehoseZ MEE|= B2 E9| %|CH 2 7|= 1,000KiBIL|C}.

. PutRecordBatch 2 SET Z|CH 5007H2| B2 E = S EY 4MB S H &2 37|18 K|HEL

22, 7t8 ™& CHA 0| e A ATt DirectPut?! A< Z|CH 24 Alzt St Cl|OlE] &l
Ct. 7F Kinesis Data Streams(KDS) O| CH& 2 AISE = ¢l B HIo|HE

. g BYle 22 2 l0f 5740l 252 MBY 4 /oM, ol YZsHHl MBHEILIC

 CreateDeliveryStream

 DeleteDeliveryStream

* DescribeDeliveryStream

 ListDeliveryStreams

» UpdateDestination

 TagDeliveryStream

* UntagDeliveryStream

 ListTagsForDeliveryStream

 StartDeliveryStreamEncryption

. StopDeliveryStreamEncryption
. HI{ 7t73 SIE Q| Q= 60X ~ 900 L}

« Amazon Data Firehose0l| A Amazon Redshift2 M&E|E A2 271 HMATF 7FS 8 Amazon
Redshift 2 2{AE{8F X[HELICH

« MAIZ AlZH #42]= Amazon Redshift 2! OpenSearch Service & 25 0% ~ 7,200 L|C}.
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https://aws.amazon.com/kinesis/data-firehose/pricing/
https://calculator.aws/#/createCalculator
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
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CH&H 0l Amazon S3, Amazon Redshift &= OpenSearch Service@! @< Amazon Data Firehose=
AEE z|CH 57H2| O|8HZ Lambda £ &S 1S & LICH Splunkoi| CHeF &FZF2 AFES 1071 2] OfsH
A Lambda & LC}.

CUSTOMER_MANAGED_CMK ®& 2| CMKE At&3t04 ZICH 50071 2] Firehose AEZIE &
A& LICE.
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O|= A 3t 7|& Cllo|E| ZIEF 29} S3TablesC
atalog Ziol 2laA I E AISE EQ i0|
Firehose2} Amazon S3 TablesQ| S&f0| ZtASHEIL|
Ct. Amazon S3 TablesZ Firehose AEZ MHE H =X
StAL.

O|A| Amazon S32| Apache Iceberg Ei|0| £ 0il G| O|E{
HIO|A BH4ZE ALE S SAE = U&LICH

Apache Iceberg EO|E 2 CHY S 2 A& 3104 Firehose
AEZE MHE = &LICH Apache Iceberg E|O|=
of Clo|E MES(B) AZstA2.

Apache Iceberg El|O|20f X|#HE|= CIO|H &2 of
M7t FItEIR}GLICH X|HE= OolH |38 olai=
( )xe |.A-||o

Ok Alo} E{H (22l o|AloF) 0l A Amazon Data
FirehoseE MEE = A&LICH Amazon Data
Firehose B &2 (E) & ZstMI2.

Apache Iceberg Ef|O CHAto 2 AF250q Firehose
AEZIZ dME 5= Q&LICH Apache Iceberg EllO|2
of ClolE M&2(B) H=E5tM L.

2025 H 9 24

2025H 58 14

20244 11 15¢

2024H 9 30

20244 8¢ 222

2024'A 8¢ 22

2024'H 7€ 252
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-tables-integrating-firehose.html#firehose-stream-tables
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