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24.

25.

26.

27.

HM|A 7|8 ¥7{= SMB IHY SR HAMA Ao SF(ACL)2 7|ES = Y SRl ot

- 7|13 22 AMEstod I SRl ot HHE MBS =|M3tsiti™ V(2| =2 MEELICH
CHE 2ol B2 7|3 &3S &/dststH 55| Windows ZAEIAE M2t 2t2dsto] 50| &y

AR & 28 M2e MetsLch

- 5 AMYE IF H|EgMstsie
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(® Note
Tl HNA BES YWKIST| SI5H Ol243t MXS 45 HHEFHO|H SAlof ZAsHer 4 g
&Lt
= .

(MEH AR S30IM RES FHA| M2 D ES| B2 FHA| M2 B FE] 7t3 d™HE =S CHS
TTL(Time To Live)2 AFE35t0{ U SR FHAIE M2 I X[ AlZtE & £ Y EHRIZ2 ™
LICE TTL2 Ot x[2F {2 T F O|F Zhpdh AlZhL|ct TTL Z+40| Zotet & C|ZE{ 2ol HAl|lA
&2 File Gateway 7} Amazon S3 H{Z!0| A SHE C|ZE{Z|e] 2HIXE A

(@ Note

O| Z2t2 30= OItte = MYstH THEF 2| Amazon S3 ZA| 7 At F W E|7HL AKX 2= 8

< Ho|Efo] d50ol FE8Me T 0|E = UA&LICH
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le Gateway&

o o] XM= ECO|HEN L SRE E*XH%PJ_ Id S7E ALE3tL, Fi
Iﬁ EE 2JLE1||:||/\

EHAESIT, E|AE SXoz MME
VMS_II' 7|'O| E—I OIAF _u.lool.xl El_jl\_ﬁE
NFS(Network File System) & SMB(Service Message B ock) SaleloiEof EH st M‘I|°._F LHo: @
Gateway01| X|E|= NFS 2 SMB 22} 0|91E MME &t X |-A-||O

@ Note
AWS Management Console EE8t= I SR E B AMste Ol AFSE = U= oA BB 2 S
2o,
=S|
- ZCtO|AUE0| NFS I S 7 EXY - O|A| 2EI0|HE S| EEIO|E0| NFS It SR E B A5t
(]

Amazon S3 HHZ!oj 0| Of&E st €S otELICt.
- SEI0|E SMB ol FZH - O|X| SMB It B RE A5t ZECtO|EN] HMAE =
= E2to|Eo] o EStE e e dolgLct.

« 7|E AA7} U= HAAM Y SR ALE - NFS EE= SMBE ALE 38l File Gateway g0l A 24| 7}
A E Amazon S3 HZI0M U SR E LIEUL=E EHE LotFLict

 S3 File Gateway HAE - 0fEE EE2t0|E0] mfddt EEE S AT Amazon S3 HZA!O| RS2 2
EAE[=X| 2Ql5t04 HO|EQO|E HAESI= &S YotELICH

Z2l0|ME 0| NFS It 2% EFXY

CtS Mxtof 2l E2I0|1E Q| ECI0|E0] NFS It 2R & BN A5t T Amazon S3 H{Z!0i O|E OHE
ghLict.
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1.  Microsoft Windows 220|HEE A} 2 £ MMt Windows 20|
Eof o|0] d%|E! SMB ECI0|HEE AL235l0{ HMASHE Zd0| ELLICH NFSE A5t 82
WindowsOl| A NFS& MH|AE ZiL|C}.
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« Linux 20| 82,

sudo mount -t nfs -o nolock,haxrd [GatewayVMIPAddress]:/[FileShareName]

[ClientMountPath]

¢ Windows Z2}0 ZEEZEO0N M cmd.exe BHES

mount -0 nolock -o mtype=hard [GatewayVMIPAddress]:/[FileShareName]

[WindowsDrivelLetter]

04 € =01 Windows Z20|E0MH VMLl IP =47t 123.123.1.20|1 Tt S O|&0| test-
filesharet 7FAsiL|CH E8F E2}o|E T2 ofZsted st 76 EZ4'&L|CH o] A &
H2 ot &Lk
mount -o nolock -o mtype=hard 123.123.1.2:/test-fileshare T:
® Note
o S/ E BAE M CHS Arehof folstalAl2.
« 7|22 2 Windows= NFS S /0| AZE EIRHE AISELICH A2 EAX[7}F U™ &
ZE EMe o &A Alzh ZotELct St B A7 O et st D O|o|HE o & E &S|
D2 38 HFIEE0 = StE HAE AI85te 0| E&LICtH StE OI2EE AHS5t
2 H2A0IM -0 mtype=hard ALIXIE AFR5HoF BHLICH.
+ S3 File Gateway= NFS I} &3 2 X|#HotX| A&LICH NFS It SRE BEANE M=
%“é -0 nolock SME AtE5t04 Tt 3 S ELCt
« EC9 24X 7F Amazon S3 HZlofl EXEt D 0| 0| M2 Z2 ER7I YUE = U&LCh
0| B2 x| o|Fol|l & &eHAl7t Z& EIX| 2 2™ File Gatewaydi M= EHE = +
U&LICEH & E04 HZ!0]| test == test/cte A2 test/test10|2lE EH7t
ZEE|of U= B2, File Gatewaydl M= test/ 2! test/test1BF EILICEH
- ECtO|UEE MEEE = It SRE CHA| BT XlSHoF & = JU&LICh
« Windows Z2t0|UEE AISdt= 3¢ SM gi0| ount B2 AASo M &
mount SMZ2 AArgLIcH 8E0M MBeh x4 SME AE5to] THY SR 7 BIRHEI
=X| ZolsoF gfLICH EB FHAIE O] &F2 AE5HX| et USS #elstiok L
q Ol XIR7ITK| Z|4& 60Z 7 £ FLICH

Z2to|AE 0l NFS It S B A
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CHS EA

S3 File Gateway EHIAE

Z2I0|1E 0| SMB It =28 ErxH

Ct= ERtol k2t SMB It SR E B AstD E2t0[HE| HMAE ¢ A= E2to|=ol of & &LCt.
Z £ 9| File Gateway A Mofl= SMB 2210|HE M X|HE|= EFRY HEI0| EAIE/LICH 0lo{M 22 7t
X AHE5H=E BHEt FIF SMHER JU&LC.

CHSE Zeal & 7tx| 44 S AEs0{ SMB LU S/E B + JU&LICH

- BH ZTEIZE(cmdkey & net use)- BH ZFZEE AMESI0{ It SFE EHAELICH
cmdkeyE ALE3t0{ A4 BHS XME S CHS net useE ALE3t0d EEIO|EE EHAHGIT AIAH XY
HEl Zto] 914 *XI5t24™ /persistent:yes & /savecred AR XIE EEELICE AFESHE
£ 7 HAB 2 Microsoft Active Directory(AD) HAM|A EE= HAE ALEX HMAE 2[5 ECIOIEHE
SN E X o= of et Bt & LCt of|Ml= ofeoll 4& Lt

o O EFMT|( | EQ|F EB}O0|E) - Windows I EHAT|E AL 50 I SR E B ANFLICH Al
AR KHEE 7Ho]| HAAE RRIEX| 4R E X|H3t D HERI AHE 3HE E= HAIXIE EAlGE
g Md™E FUELICH

« PowerShell AT ZIE - AF2 X} X|™ PowerShell A ZEE MAI5t0d It 2R E EFRNEL|CH
ZIEo|M X|H5t= met0lEof| et AAR RHE & MPtol AA ¢dZo| XI&SE £+ U2, EHAE
oF 2 MK SR7F EAIZIHLE EAILX| 2E = U&LICH

(@ Note
Microsoft AD AFE A= 2Z A|AEI0f EF.%' =
A HErE 7HXR| D U= K| E|RHoi| A =elghL
HAE AFEXRIEIHE I 37 ERE AIE35H7
g LiCH

Ct.

Q2 EHRH5H7| ol SMB THY R0l ChE A
|
| M HAE ALK 258 JHRIT QR ZHol

HH T EZEE A28 Microsoft AD A2 AE 2|8t SMB I 2R E EfxH5tE{H:

—
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net use WindowsDrivelLetter: \\GatewayIPAddress\FileShareName /
persistent:yes
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cmdkey /add:GatewayIPAddress /usex:DomainName\UserName /pass:Password

3. BHILEZECISS YUHstod ot SRE EHAHELICH

net use WindowsDriveletter: \\GatewayIPAddress\FileShareName /
persistent:yes /savecred

BHEZFEZEE MK HLAE AEXE 2/t SMB It Y SR E B AistE{H:
1. oY SRE HASHT| M HAE ALK 22 E 74K QJeX| &elgLct
2. WY ZExE CHSS 2=245+04 Windows Credential Managerdl| HAE A4 SHS XL

cmdkey /add:GatewayIPAddress /userx:DomainName\smbguest /pass:Password

3. BHILFZEACIESS UHELICH

net use WindowsDrivelLetter: \\$GatewayIPAddress\$Path /user:$Gateway
ID\smbguest /persistent:yes /savecred

oY SRE A m oS ALl felstaAlL.

- EEQ 2|7} Amazon S3 HZlol| EXHSIT O|F0| ME &2 Bt /U2 = U&LICt O
32 Al ol ol #¥ aefAt ZHEIX| O File Gateway ME ECHEF & =+ AL
Ct. & E0{ HZ!0l| test EE= test/El= A2 test/test10|EtE EEH7F Z & E[0]
A= B2, File Gatewayl M= test/ & test/testl1BF EQILICH.
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BT X STE KTFHD ALY AN FOIE RAIEES 1Y B SUE Tl
of= 3t Zalo|oiE

LS - - =2

LICH

Windows File Explorer& At&35t04{ SMB It 3R E & RistE{H
1. Windows 7|& +21 Windows A & Xlof File ExplorerE 235t 7{L} Win+EE F&ELIC}.
2. EHAMFo|M L PCE MEHFLICH O Chs HAFE BolM WESRZ =Ecto|2 oiE S MEiFL

Ct.
3. UHESL3 =2to|= ofZE CHE A XRoM EBto|E 9| EEIO|E EAE MEHSHL|C}.
4. ZECOIM\\[File Gateway IPJ\[SMB File Share Name]2

st CHE} A XLodA SMB I Y SR E MEHSHLICE

5. (M= ALY ZHF = o|=of B R X|Ho| XIS E7|E wete FR0eE 7Y Al RidZE S MEEL

6. (MEH ALE) AFEXE7F Microsoft AD 20 EE= HAE HH ALEA A E USIEE ot A2
Aol CHE X178 ZSHE AFHE 3l @4 (Connect using different credentials)E AMEHELICH.
<

b= (Finish)& M={stod B x| & 2t=ghLict.

(® Note
H(.) 2X 2 Al’“OF" LIS EPO = CIEEE|l= Windows0l M 5422 EA|ELICH o|2{et
ol 2 CIAEEIE indows File Explorere| 27| &0l &74%l &5 =elgt2
MEASHOF B LICE.
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ES HEotH HAE ML A5 E HEY + USLICH 8t U SRl 7HAlo] MY E HIO|EHE
MZ nx|1 ol 2&0M T SRE AME = U&LICH

1. Storage Gateway 2 £ (https://console.aws.amazon.com/storagegateway/home) iL|C}.
2. EMIFMOUIF
o

%
3. Y & mOo|X|o|M =HslEd= SMB IHY

MEEFLICE
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2 odo| stolatS MENSEH O}
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4. HAolM Hote HYUS MEELICEH

- I SR MY HEZS MEHS S/ HMAE - LICH
o SHB/HEE AS A HE(Edit allowed/denied users)2 MEHSH AFEA L OES F7F £ 4
P g mi 3=

, 1&El ALE X} (Allowed Users), 745 El A& Xk(Denied Users), 31&E 1 & (Allowed
Groups) & 7HE &l & (Denied Groups) & X0l HE/HEE ALSK L JES = LICH M
HMHA HetE dEsteiH = FI HES, HMA HEFE MHSE{H (X)E AHSEfLICH

(® Note
JE0lE @ Xt MF A7} 2010k &fLICH 3& 7tsE &4l2 Ch&a 2 &Lt
DOMAIN\Userl, userl, @groupl & @DOMAIN\groupl.

Ot XS MEfgrLich

(@)}
2
104
ljo
fjo
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B 58 S50 25 Sctet U= &E

I y© HO _£
Jo

SMB It Y SR HMA Mol SFACL)S &
= AME835t0{ SMB It 37 MAMA et MME FHZSHM L.

4>
0
Iy
r
ful
>
Q)
—
mjo
N
r|r
HE
ro
=
-}

o
(@)

=

(7))

>
Q)
—

&

CHS EA

S3 File Gateway E|AE

71E ZA 7 U HZIM T B9 A

NFS EE= SMBE A2 3l File Gateway 50l A ZH&||7} A El Amazon S3 HZI0|AM I Y SR E LHE
= AELICH HOIEQ O] HollM MHE o] A E2 U A|AH ZEO[HET HMAE Y
NFS EE= SMB It A|AEIOIAM DU 2 EAIELICH Y SR0= EZE POSIX(Portable Operating
System Interface) HAM[A I HEHO| AFSELICH THUE Amazon S3 H{Z!0]| CHA| 2F &g = T 0|
2oist= &80 HMA HEHS 4 A ELuic

HHe HAMEKX| S3 HI| YEEE 4= YUSLICE 1Y ZRoIM O|FHH MZ F7HE AN E otz
EA5E{™ S3 HZ M2 &S &5l oF fLICH REA|EH LI 2 the section called “Amazon S3 H{Z!
Hi M2 D& EHHE X AAIR
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® Note
Amazon S3 HZ! 1700 & &X}7F |41 42 b2 AISHR| ef&LCh 2% CHH "Amazon S3 H
Zlof| oz] EIO|EE & &= JL?" MME 1 2lo{E M. Storage Gateway FAQ2| "Amazon
S3 HZ!of| 2RI 0E] 7H UE == ULIR?" MM E glo{ok & LICt

NFSE S3all AAMATH ZHX|of O |EH3|0|E-| 7|122te &2 824MH Amazon S3 File Gateway 22| A0
M HEHIOIE 7|27 HMES & ZsHMR.
SMBOIME ZH&| 7} o|O] RHXZ! Amazon S3 H{ZI 0| A Microsoft AD EE£= HAE HMA HEHS AL

ol 3FE LHEE = A&LICt SMB It S/ E S5 LIEH X = HIE /o = 42 C[REEZ[o
MPOSIX 25O HEtS ASFLICH A7 FE E2C ofg U2 AR FE HMA XN S5
(ACL)O| &4 & ELICH R E ACLS| B2 ARXt= smbguestO|1 EP i°*° 6660|1, C|EEEZl=
777LICE Ol QIS E HMA(Microsoft AD & HAE) 250 A MFL|CH

S3 File Gateway HIAE

HAtol et oiEE E2Ho|Eof| mhdut ZHE S At Amazon S3 HAM| At S22 LIEtL=
2I5to{ H|O|EQ{0|E EHIAEELICH

CHS
N

2

Windows 22} 0|21E 0| A Amazon S32 Il =2 =35l

1. Windows ZCI0|¢ENM Il SR E EHAiE =Ct0|EZ O|SELICH E2+0|E 0| 2oi S3 H
Zl o|&0| S|t

2. I EE E0 SILIE E2H0|2of| SAFELICE.

3. Amazon S3 Management Console0i| A OHEE HHZ! 2 2 O|S & LICt. X|'d 8t Amazon S3 BH{Z!0f
S ASH ot £2H7F 2040 gLt

AWS Storage Gateway 22| 2£2| I} S F HoM et 1Y SRE 2 + U&LICH

NFS & SMB 22t0|UE = THUol| T 47], 7], 44, OIF B 7| X M2V HHS & = U
Lct,

® Note

File Gateway= It SR0f CHEt ot= L= o= B3 E X[R6HK| E&LICH
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S30i|A File Gateway7t 2t S3st= 4 Ao CHEt CHS AFE O RelstAAl

e12 HIolEl= 2% 27| FHAlo M MSELICH CHA] &S CO[EE MEE & 82T 8301 M 7t
KetM FHAlof| F=7FEFLICE.

Zt A%t CllO|E{= CHAl 7| FHAIE A 5H0] £(XMsE HE|THE YZ2EE §3l S3
2 olole & &yt ColHE 282 G

LI},

trlE S30IM A E AMAHE LC

CIZMEEl= Amazon S3 2& 3 SYE =8 AS5t04 839 B A= 2relgEuict. B C[HEE
9| O|&§= HtE = U&LIC

MM o AIAR 2] ds5(0d: 1s -1)2 H
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A= A ef o ek FEkELIC
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Amazon S3 File Gateway Z 2|

o] Mol FX|o M= Amazon S3 File Gateway ZIAAE ZE[6HE o] CHet MEE M3 ELct
7 0|E€ 0] J—PE|01I'— Ho|EQ|olof I 28 L Amazon S3 EHZ!0f| HA|AE 4= Q= HEH Hof, Al

O|Efo] & mted SFoi CHEr HE & A HE

= o
U i S R0 EHE 2 HEf EAIZ| olsH7t ZEHELICH

A

- 7|2 HO|E 0| HE HE! - Storage Gateway 2£ & AIE35t0{ 7|0|E9 0| O|F, A|ZICH,
CloudWatch 21 28 5 7|Z H0|EQ0|9 7|2 MEE HE|st= gredof CHs 2otEL|ct.

« GHM|A Bl HEF 2o - JAM HE 2 AR50 H0|E °|0|01| Amazon S3 HHZ! & Amazon VPC =%
ClEof CHEt HMA HEHE MB5tD, §E 2ot M E LIS, AWS HE 7 HAlo| Tt SR E
Qi4dst= WS got=LCt

« I} Z R AMK| - Storage Gateway 2£2 AFE35104 I} I R E AX|EHE Yol cHal Lot L.

« HO|E® 0| SMB A7 HE! - HO|EH 0|2 SMB T} &R0 CiEt £ ot T2F Active Directory 215,
HAE HMA 2EH OF Het Y oY 37 7HA|EE FNo{5t= HOIESO| =& SMB X2 WE
St= W2 2otELCt

- SMB I} 57 MY HE - MH S S04 SMB Y SR 2| 0|, 24, FHAl M2 13, AEZ|X|
ZellA, ot LHIEUWY| 2 #+d5ts WS got=Lct

- SMB I} 37 HMA KBt - HEEIHL HEE ALEA E= OF2 F7t6H04 SMB 1t 3704 CH
Bt HMAE MEHst=E WS Lot

« NFS I S 7 Y HE - d-YE WESI0{ NFS Y S /2| 0|F, IHAI M2 T E, AEE|X]
oA, ot LHEUWZ| S8 Fd5ts WS otsLch

« NFS It =5 HEHOIE 7|27 HE - NFS It S 72| ot 2! ErHod| CHE Unix HEHE Z &3l
= 7|2 HEtC|0IH #t2 HES=E W2 LotaLct

« NFS It S 7 HAMA KEFH-NFS IY SR EHIP T4 E= IP H|0|AM E2t0|HE0| CHEF A
MAE MEtstes Y2 got=Lch

« Amazon S3 H{Z! ZHX| A

A Mz T - o SR S3 HA A FHAIE MZ IX|T FHAIE RS2
Mz X5 dEE Fdsts S &
F

« S3 Object Lock AFHE - Amazon S

ohgLICH
- I 29 M- THY R MEHE 21 sHAlSHE Wi Lot
+ 70l=210] Aeh - HOI=SIO| HEHE HI shAsHE WS YohgLIC
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« Amazon S3 File Gateway 2| CH{Z E 2| - HO|EL0|0 M At 5t= WIEX A CHAZ 9| &2 Ao
57| AWS 2|5 HO|ESolel HEE XMElF S 2 MEtsts Y2 Lot=Lct

S3 File Gateway?2| 7|2 H&E TEZ

Storage Gateway 2Z& 2 At&3510{ H|0|E 90| O|F, AlZtCH, CloudWatch 21 1& § 7|& HO|ES
ole| 7|2 MEE MEE = &Lt

7|& HolESole| 7|2 HE & HElstedH

1. Storage Gateway =& (https://console.aws.amazon.com/storagegateway/home)= 3L|C}.

HO|EHo|E MEfE CtE 7|2 HEE HEY HOo|ES0|E M=FrL|CH
X

stel EECHR MOl Aol ES0] B2 BES MetatLct

[ | -1

w0 N

o
HO|E 0| O|Fof HO|ESO| O|F2 =T LICt O] O|F 22 HA5tM Storage Gateway =&
O| =& H|Oo|X[0o] M HO|ESO|E &S &= U&LICH

(® Note
HO|ESO| O|§2 2~255%0{0F 5tH £EiAl(\ E= /)& Z&E + d&LICH
HolES o] o|§E #HEstH HOIEH 0| ZLIEHEE ¢lol dEE ZE CloudWatch

BEo| Aol Zo{ELICH BEE CtA| 24Z25tE4H CloudWatch 2&0{|AM ZF ZE 9
GatewayName= O|O|E g LICt.

5. HOIEH ol & AlZITHO| X HO|ESO|E HiZsted= ™ MA X|e| TX| AIZFCHE MEHEfL
CH.

6. 21O MY ut] MEo|M HO|ESo|e] HEHE R LIE{RISH7| /80 Amazon CloudWatch
A

Al
o o
£ YHES MEELcH O F 84 oM MEE + &L

- M23 38 84 -HOIESI0IE ZUEHZE M 21 288 dY#Lct
- JIE 2308 NS -SY EEOR SS0M 7IE 20 288 H=ELCH

- 2Z H[E 3 - H0o|E®|0|E ELIE{ZSt= Ol Amazon CloudWatch LogsE AtE5tX| i &L
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Y 7 & 200 CHer AL S HEH H0oq

S3 File Gateway7} A8t E|D AIMEl 3 57} 01l ZRE F7t5tT HO|EQ 0| 2 T}Y 2R AWS
A o CtEo| BiZ!e Z & 5t04 Amazon S3 HHZlof| CHEE MM A HEHE2 Hoig £ Ql&LICt Ot Al
Mo MHE IAM L& 2 AL25104 HO|EL0]0] Amazon S3 H{Z! & VPC AIEZQIEof CHEt UM A H
st2 M3stn, EXH 2ot X2 WX|stD, AWS AXo| HIH| IlY S RE HAZSIE WHS MYs

I ZTRE MR AASHE Wl HE KM LSS I 29 M4 MMS ML,

o| dadof= Y 7 & Amazon S3 HHZ!oi| CHEF HAM|A B HEHE Fofst= Yol CiEh F71 HE
£ M3st= oS FH7F L8 Elo] A&LICH

=
« Amazon S3 HHZ!0| HM|AE 5= Q= HEH 01 - File Gatewaydl Amazon S3 HZ!0| I} UE =2 =
st tHZlol HAZ25H= Ol AFE St 2 E HMA EZQIE K= Amazon Virtual Private Cloud(Amazon
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "storagegateway.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"s3:GetAccelerateConfiguration”,
"s3:GetBucketLocation",
"s3:GetBucketVersioning",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:ListBucketMultipartUploads"

1,

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket",

"Effect": "Allow"

"Action": [
"s3:AboxtMultipartUpload”,
"s3:DeleteObject"”,
"s3:DeleteObjectVersion"”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectVexrsion",
"s3:ListMultipartUploadParts",
"s3:PutObject”,
"s3:PutObjectAcl”

]I

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/*",

"Effect": "Allow"
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:DeleteObject"”,
"s3:DeleteObjectVersion"”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectVersion",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": "arn:aws:s3:us-east-1:111122223333:accesspoint/

TestAccessPointName/*",

"Effect": "Allow"
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B A2 BT 7|6 HMIAM BH) A8 S HTFHML
WA MH|& E2SE 22 S
ESE Clelx 2AiE NS U Werol HE ASIE} NEHOI L UE A= TS £33
TS Z¥ 4 s 2ot 2HQULICH oM AWSEA MHIA B2 ESE CHEIA 2HE XY 4
SSLICH Tk MELA FHEE B MHIAE 885 MulA) CHE HEIA(SIE S 5he Aulc
S NY SEY O WY 4 ASLICH I SH5HE MHIAE CHE D20 BlA A0 CHeh HMA H
BHo| gl WAlo2 A5 HEte ASSHE = ZAE 4 UALICH Ol WXIsH7| s AWS ofA]
= Aol BlAA0l THEF ML HEHO| 04Tl MulA ISIXLE AL 3104 BE MHIA0] CHE T OlE
g 2355 ol 280 Els T7E MBI

2lAA Ao M aws :SourceArn & aws:SourceAccount T X7 HEIAE F|E ALE3lo4 2
A0 CHE MH|AE AWS Storage Gateway XS st= Het2 A etste ol E&LICH F Y = 7
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aws:SourceArnQ| Zt2 It S 7t M2 El Storage Gateway 2| ARNO|0{0F &FL|C}.
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arn:aws:servicename: :123456789012: *.

Ct= o= Storage GatewayOlA aws: SourceArn & aws:SourceAccount T X7 ZHHIAE 7|
E ME835tod ESE CHEIRI 2XME L Xlste Y-S EO#EL—IEL

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "storagegateway.amazonaws.com"
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3},
"Action":
"Condition":

{

"StringEquals": {

"aws :SourceAccount":

},
"ArnLike": {
"aws :SourceArn":

"sts:AssumeRole",

"444455556666"

"arn:aws:storagegateway:us-

east-1:444455556666:gateway/sgw-123456DA"

}
}
}
1
}
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Amazon CloudWatch 723} AWS Lambda 7 E AF235104 XIS FHA| M2

Iy L8 T8

Amazon CloudWatch T+&l1t AWS Lambda &7HE ALE35I04 XS FHA| M2 & ™S 7452
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3. 1AM &2 MMt Lambda 1ambda.amazonaws . comOi] CHEH AZ| ZHHIE §{2&hL|Ct.
4. LCIS HAMg FIHEhLct
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "StorageGatewayPermissions",
"Effect": "Allow",
"Action": "storagegateway:RefreshCache",
"Resource": "*"

"Sid": "CloudWatchLogsPermissions",

"Effect": "Allow",

"Action": [
"logs:CreateLogStream”,
"logs:CreatelLogGroup",
"logs:PutLogEvents"

]I

"Resource": "*"

import json
import boto3
client = boto3.client('storagegateway')
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def lambda_handler(event, context):

print(event)

response = client.refresh_cache(

FileShareARN="'arn:aws:storagegateway:ap-southeast-2:672406474878:share/

share-E51FBS9C'

)

print(response)

return 'Your FileShare cache has been refreshed'

7. A# Aol CHaH M8 IAM &S MEIFHLCE.
8. =i AtE: Amazon S30i| CHiEF EE[7HE F 715t 1 ObjectCreated EE£ ObjectRemoved O[HIEE
MEYRFLICH
(@ Note

RefreshCachete CIHE ZZMAE A|ESH7| ™o &t ZZMHAE = 5HoF &hL|CH 3!
of Bt2 x| E MH57LE AXNISHHE 50| M5HE = U&LICH [MElM S3 EE|7HE At
235tX| ot 7Zd0| E&LICt CHAl CH=2 ol MHE Amazon CloudWatch 7212 AF2tL|Ct.
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10. CloudWatch O|'HEOf| CHEF M| EE|HE FIIstn Ha ddet A&l
11. Lambda #&& MEELICH HAEE MEHEFLICEH
12. S3PUTE ME5IT T MEo %7 E|AEE AFSXR X|HELICE.

13. HAE7| d3sHoF gLch 2E X &

LIC}.
14. Amazon S3 22 g1 MMt o|HIEQl Lambda &+ ARNO| U=X| &QlgL|Ct.
15. Amazon S3 & == AWS CLIE AtE3504 ZAE S3 HZ!o| Y= =FFLCH
CloudWatch 2£ 2 CI21} S A8t CloudWatch 238 MM EFLICE.

u'Records': [
{u'eventVersion': u'2.0', u'eventTime': u'2018-09-10T01:03:59.217Z",
u'requestParameters': {u'sourceIPAddress': u'MY-IP-ADDRESS'},
u's3': {u'configurationId': u'95a5lelc-999f-485a-b994-9f830f84769 "',
u'object': {u'sequencer': u'@0549CC2BF34D47AED', u'key': u'new/filename.jpeg'},
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AWS Storage Gateway

u'bucket': {u'arn': u'arn:aws:s3:::amzn-s3-demo-bucket', u'name':
u'MY-GATEWAY-NAME', u'ownerIdentity': {u'principalld': u'A30KNBZ72HVPP9'}},

u's3SchemaVersion': u'1.0'},
u'responseElements': {u'x-amz-id-2':
u'76tiugjhvjfyriugiug87t890@nefevbck@iA3rPU9I/s4NYQuXwtRL75tCyxasgsdgfsq+IhvAg5M=

u'x-amz-request-id': u'651C2D4101D31593'},
u'awsRegion': u'MY-REGION', u'eventName': u'ObjectCreated:PUT',
u'userIdentity': {u'principalld': u'AWS:AROAI5LQR5JHFHDFHDFHJ:MY-USERNAME'},

u'eventSource': u'aws:s3'}

{
u'FileShareARN': u'arn:aws:storagegateway:REGION:ACCOUNT-ID:share/MY-SHARE-
ID',
'ResponseMetadata': {'RetryAttempts': @, 'HTTPStatusCode': 200,
'RequestId': '6663236a-b495-11e8-946a-bf44f4l3b71f",
'6663236a-b495-11e8-946a-

'"HTTPHeaders': {'x-amzn-requestid':

bf44f413b71f', 'date': 'Mon, 10 Sep 2018 01:03:59 GMT',

'content-length': '90', 'content-type': 'application/x-amz-

json-1.1"
}
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u'account': u'MY-ACCOUNT-ID', u'region': u'MY-REGION', u'detail': {}, u'detail-
type': u'Scheduled Event', u'source': u'aws.events',
u'version': u'@', u'time': u'2018-09-10T03:42:06Z', u'id':
u'6468ef77-4db8-0200-82f0-04el16a8c2bdb’,
u'resources': [u'arn:aws:events:REGION:MY-ACCOUNT-ID:rule/FGw-RefreshCache-CW']
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import java.io.IOException;

import com.amazonaws.AmazonClientException;
import com.amazonaws.auth.PropertiesCredentials;
import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;
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import com.amazonaws.services.storagegateway.model.
UpdateBandwidthRateLimitScheduleRequest;

import com.amazonaws.services.storagegateway.model.
UpdateBandwidthRateLimitScheduleRetuzrn;

import java.util.Arrays;
import java.util.Collections;
import java.util.list;

public class UpdateBandwidthExample {
public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates

static long uploadRate = 100 * 1024 * 1024; // Bits per second, minimum 100
Megabits/second

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, null); // download rate not
supported by S3 File Gateways

private static void UpdateBandwidth(String gatewayArn, long uploadRate, long
downloadRate) {
try
{
BandwidthRatelLimit bandwidthRatelLimit = new
BandwidthRatelLimit(downloadRate, uploadRate);
BandwidthRateLimitInterval noScheduleInterval = new
BandwidthRatelLimitInterval()
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.withBandwidthRateLimit(bandwidthRatelLimit)

.withDaysOfWeek(Arrays.asList(1, 2, 3, 4, 5, 6, 0))

.withStartHourOfDay(Q)

.withStartMinuteOfHour(0)

.withEndHourOfDay(23)

.withEndMinuteOfHour(59);

UpdateBandwidthRateLimitScheduleRequest

updateBandwidthRateLimitScheduleRequest =

new UpdateBandwidthRatelLimitScheduleRequest()

.withGatewayARN(gatewayArn)

.with
BandwidthRateLimitIntervals(Collections.singletonlList(noScheduleInterval));

UpdateBandwidthRateLimitScheduleRetuzrn

updateBandwidthRatelLimitScheuduleResponse =
sgClient.UpdateBandwidthRateLimitSchedule(updateBandwidthRateLimitScheduleRequest);

String returnGatewayARN =
updateBandwidthRatelLimitScheuduleResponse.getGatewayARN();
System.out.println("Updated the bandwidth rate limits of " +

returnGatewayARN);
System.out.println("Upload bandwidth limit = " + uploadRate + " bits

per second");

}

catch (AmazonClientException ex)

{

System.err.println("Error updating gateway bandwith.\n" +

ex.toString());
}

E A25l0d HO|EQO] CHE=E &= NTF 2O|0|E AWS SDK for .NET

CHEE S At T2 Ao 2 AO|0|ESHH U™ 7|7 SO o2 E 2 e A5t 52
HIHHo 2 X502 Aste ZH-HE & Q&LICH OIS oMol E NETE AWS AZEQ|o] 7t 7| E
|E

=
(SDK)E A& 3t0f AlOIESH0lo| HoIZ &= 22 oIS o HeiE MotB LIt oA 2
AHE312{B1 NET 22 OfBEIH0IMS Mgshs WS B obob FLICK RHAIE LIS SAWS SDK

for NET 7Y Rt SFLHAMOIM A% 517 |E B R StAIR.
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using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{

static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-
east-1.amazonaws.com";

// Rates
static long uploadRate = 100 * 1024 * 1024; // Bits per second, minimum
100 Megabits/second

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, null);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();
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}

public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{
BandwidthRatelLimit bandwidthRatelLimit = new
BandwidthRatelLimit(downloadRate, uploadRate);
BandwidthRateLimitInterval noScheduleInterval = new
BandwidthRatelLimitInterval()
.withBandwidthRatelLimit(bandwidthRateLimit)
.withDaysOfWeek(Arrays.asList(1, 2, 3, 4, 5, 6, 0))
.withStartHourOfDay(0Q)
.withStartMinuteOfHour(0Q)
.withEndHourOfDay(23)
.withEndMinuteOfHour(59);
List <BandwidthRatelLimitInterval> bandwidthRateLimitIntervals = new
List<BandwidthRateLimitInterval>();
bandwidthRateLimitIntervals.Add(noScheduleInterval);
UpdateBandwidthRateLimitScheduleRequest
updateBandwidthRateLimitScheduleRequest =
new UpdateBandwidthRateLimitScheduleRequest()
.withGatewayARN(gatewayARN)
.with BandwidthRateLimitIntervals(bandwidthRateLimitIntervals);

UpdateBandwidthRateLimitScheduleReturn
updateBandwidthRateLimitScheuduleResponse =
sgClient.UpdateBandwidthRateLimitSchedule(updateBandwidthRateLimitScheduleRequest);

String returnGatewayARN =
updateBandwidthRateLimitScheuduleResponse.GatewayARN;

Console.WriteLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WriteLine("Upload bandwidth limit = " + uploadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());
}
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.DESCRIPTION
Update Gateway bandwidth limits schedule

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE

powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 100 * 1024 * 1024
$gatewayARN = "*** provide gateway ARN ***"

$bandwidthRateLimitInterval = New-Object
Amazon.StorageGateway.Model.BandwidthRatelLimitInterval
$bandwidthRateLimitInterval.StartHourOfDay =
$bandwidthRateLimitInterval.StartMinuteOfHour = 0
$bandwidthRateLimitInterval.EndHourOfDay =
$bandwidthRateLimitInterval.EndMinuteOfHour = 59
$bandwidthRateLimitInterval.DaysOfweek = @,1,2,3,4,5,6
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$bandwidthRateLimitInterval.AverageUploadRateLimitInBitsPerSec =
$UploadBandwidthRate

#Update Bandwidth Rate Limits
Update-SGBandwidthRateLimitSchedule -GatewayARN $gatewayARN °
-BandwidthRatelLimitInterval
@($bandwidthRateLimitInterval)

$schedule = Get-SGBandwidthRateLimitSchedule -GatewayARN $gatewayARN
Write-Output(" 'nGateway: " + $gatewayARN);

Write-Output(" nNew bandwidth throttle schedule: " +
$schedule.BandwidthRateLimitIntervals.AverageUploadRateLimitInBitsPerSec)

A& AWS Tools for Windows PowerShell API B 2013-06-30 145



AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

Storage Gateway 2 L|E{&

04 Amazon CloudWatch

o MMo| =X M= HOIE 0|2t HEHE BlAA BLIEHESE JAS £835
e Gateway 2&2 A& 35104

ot
£ A835tod Ho|EH0IE ZLIE{™ st= Yol CHsll B ELICE. Storag

7Ho|E%olol Cier X|EQF BEE £ + UELICEH (& S04 &47| X 27| Z ol AFSE HIO|E =, ¢
7| 2 27| Hdof A2E AlZH AWS 22 =0lM |0|EHE HAMet= ol ZE I7+<> £ & A&LICH
X|EE ArE5t0od HO|ESO|e] SENE FXst1 stLt Ol&f o X|E 7} Holgh AZf HIE Hofuts

2 0|2 YETE HEE MNE £ el

Storage Gateway= F7I 2 810| CloudWatch X|EZE& M3 LIC} Storage Gateway X|EE= 2F &
oF 7|EELICt O X|EE ArE5t0 7|§ HEo OHHIAﬁP_’ |0|E-?-1|0|7P oA A™HED U= H
& oot 4 g LIch E8t Storage Gateway= DaH& & £ X 2|8t Cloudwatch ZE & F 7} H|

2 9i0| XMZ¢rLICt. CloudWatch 204 CHEF REA|EF LHE Amazon CloudWatch 228 & x=35HA|
2. CloudWatchoil CH3t XtA|I8t 22 = Amazon CloudWatch AF2 MEAME B X SHAL.

|

CloudWatch A= 0|3 - ZE AEf & HE T MHE E & 35104 CloudWatch ZE0i CHEH 7|2 HEE
etotELCt.

o ™% CloudWatch A& MM -x7
HEWEH ANSSZ2 Fds5t=

File Gateway 88 Z2MAQ| UEE 2 E HE CloudWatch 4
9 %*OPEL—IEP.

« AF2X} X|H CloudWatch ZE M4 - EX I} J|1E 2 Al25lod EX x| EE ZLIE{2lst0 BE 4
EHE EEZ|H5tT ¢=S TSEs= ALSA X|H CIoudWatch A2 E dste WHE dotELIct

* S3File Gateway ZL|E{Z! - CloudWatch 21 L ZtAF 222 E1 Ho|EQIo|oM EnstE EX
HO|EQOl & ot SRIU AAH X[Zoi it HEE 3= WS gotaLc.

CloudWatch A& 0|5l

CloudWatch A2 = X|EQt E34AIE 7|22 HO|EL|0lof CH
Gateway 2 &0l M 7 O|E9)0|ol CHEF CloudWatch BEE &7 F
F|Ie GatewayE& ZLIE{Est= O Ar&El= X|Zof CHEt RHAIEH L

7 XIE O|HE & ZESHMIL. ZF ZEOCH ALARM & EH 243t 57_4% INES)= II:+ ALARM MEH01I
A‘l_ Storage Gateway =& 2| ZE oEf EAISO| W7tMo 2 HIF|S 2 AEfE AT oMo 2 &
A ZUE>E = J&LICH XSl 2Helf #Hstof et XIS 2 2 YS S8 BEE 7o
=+ AU&LIC} CloudWatch ZE 01| CHEt ZHAMIEF LHE 2 Amazon CloudWatch AHE B A0 M Amazon
CloudWatch A& AL 2 H XM L.

CloudWatch Z& 0|5H API {71 2013-06-30 146


https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#understanding-file-gateway-metrics
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#monitoring-file-gateway-resources
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#monitoring-file-gateway-resources
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS Storage Gateway Amazon S3 File Gateway AtE AEHA

® Note

CloudWatch 27| H&to| Qi ZEE = + i&LICh.

gdstEl ZH AHo|Ef)oloi| CH3H Ch= 1t Z 2 CloudWatch B2 & d4dst= /ol E&LICH
- =210 CH7]: 1582 LHol 37H2| H|O|E{ 2 2IE0f CH3H IToWaitpercent >=20

« WAl HE| B2 &: 202 LHoil 47H2| Cl|o|E{ ZRIE o CH&H CachePercentDirty > 80

- YZ cof Aulist utd: 58 o|Liof Hlo|E| £ QIE 17Hof CH3H FilesFailingUpload >= 1

. I B ALE 27} 52 o|Liol olo|E| Z2IE 17Hoi CH3H FileSharesUnavailable >=1
=]

- &Ef &2 52 O|LHoll 17H2] Cl|o|e| ZRIE0of CHEH HealthNotifications >=1 0| ZEE Fd
& +2HEl O|0|E{ X 2|2 NotBreaching2 2 A rL|C}.

® Note
CloudWatchoflA #H|O|EQ||ojof O[T 4T E} & ZI0| U= BB &Ef 4B FEE dHE =
A& LICE.

VMware L7+8 4 EB{AE 9 YE 2l VMware ZAE ZZE 9| H0|EF0le] B< o] 7t
o

V
CloudWatch ZE T Al&35tE Zd0| E&LICH

M o2l 58 o[Lioll 17He] HIo|E| ZQIE0i CH3H AvailabilityNotifications >=1 0| &
T A8 o S2HEl O|o|E{ %{2I2 NotBreaching 2 A& gtL|Ct.

H X
mu ofo

CHE E oAM= CloudWatch A= AFEHo CHEH AREghL|Ct.

State =l

M X|E s E3A0| HolEl AAIZL Lo &L
C}.

=5 XE £ EFHA O] HOlE YAIZLE Bloits
L|C}.

CloudWatch A& 0|3l AP| 7T 2013-06-30 147



AWS Storage Gateway Amazon S3 File Gateway AtE AEHA

State =

Hlole] 5 FEIH Y ARERAL, KIES ARE 4 o

= Ho|E o]0l CHEt ZHE 7} MAE|X| Ot LT,
M ZEE MA5tE{H 7Ho|ESolof CHEE AFR
At X CloudWatch & M MME = 5HA|
hod

Unavailable ZEO| AEfE & £ oiaLIcH ZLIEZ! ol A
OF MEHE Hi{H A28 £ Qi S MENEHL
C}.

HO|Eolof cHEt HE CloudWatch B2 &4

Storage Gateway =2&2 AI&35t01 M HO|EQOIE MEE I 27| HE Z2MAQ UREZE 2E
% CloudWatch ZEE AI5o2 MMSIZE AME &LCt. AbM[EF LHE 2 Amazon S3 File
Gateway 782 HZSHML. X Hmf HH2 gt Ho|E<)o|of cHal & CloudwWatch &
HE FII5t7ALI HUCIO|EStE{H CHF MR E s> LICt

rot
o
0N
M 30

7|& Ho|E<olof Ciall HE CloudWatch BEE F715t 7Lt HCl0|EstE{™

(® Note
Ol 7|52 A&3t2{™ CloudWatch & 50| R gfLICH O] HEt2 AHX 4 El Storage
Gateway M| YA A HAMo| URE XS FOo{E[X| A &LICH HE CloudWatch ZE2EE M4
5t7| Mofl 2ot HAMO| CHF HEtS Foist=X| =QIstMIL.

L

e cloudwatch:PutMetricAlarm- Z&E MM
« cloudwatch:DisableAlarmActions - A& &4 117|
« cloudwatch:EnableAlarmActions - Z& & 7{7|

« cloudwatch:DeleteAlarms - ZE AbK]|

1. Storage Gateway 2 & (https://console.aws.amazon.com/storagegateway/home/)= LILC}.

% CloudWatch ZE M4 AP| 7T 2013-06-30 148


https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html#configure-gateway-s3-file
https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html#configure-gateway-s3-file
https://console.aws.amazon.com/storagegateway/home/

AWS Storage Gateway Amazon S3 File Gateway AtE AEHA

1l

_'_
Y

2. mHo|x|e| 2IF0f = B M FolM HO|EHOIE MEHE CFS HE CloudWatch ZE & &&8E
O|ES{0lE MEErLICE.

3. HOIES0| M=F HE HO|X|oMH ZLIEHE &S Mgt

o
4. BHOM HY B dds MEELIC HY BE= A5z dYELICH

ZE MMof £ AHo|ESolof CHEt 2 & CloudWatch ZE 74 LIFELICH 0{7|M 5tLt 0]4f 2
SEE ME A Mxstn, FE HHE AHAML 10, M BEE d8g =+ U&LIcH

HO|Ef|o|of CHEr AF& A X|H CloudWatch A& 4

>.

L
m

-

CloudWatche &4 B4 Z4£|H Amazon Simple Notification Service(SNS)E AF835l0 ZE &
I e LH |_| |:_|.
[=F=)

o

4 7t S0t B X|EE ZH A5t od2] 7IZtofl X|HEl /A|IZLod| CHSE X
o 7F 7|7<0§

=

2 rro
mo

o o A M
ro

o \

* A A +&EFLICH o] 22 Amazon SNS FAIZ M& s g 3lLct
CloudWatch A2 & M [f Amazon SNS =M E dMHE = A &LICH Amazon SNSO| CHEF XA B
L& & Amazon Simple Notification Service 7H2 X} A4HA{ Q| Amazon SNSEF FURILIIM?E & &5t
MNe.

m 2 Hr HC

>
>

Storage Gateway &£ 0{| A CloudWatch ZE2 & Md5t2{™

1. Storage Gateway 22 (https://console.aws.amazon.com/storagegateway/home/)2 ILIC}.

2. EHAM Fo|M HO|IEQOIE MELF O BEE Y EE HO|EHO|E MEFLICH
3. HOIEf|o| MF HE HO|XK|oM ZLIEZE &S MEALICE
4. ZBEo|M BE Mg S MEI504 CloudWatch 2
5

oco=
CloudWatch 2£ 2 AI235104 ¥ste BE 88

&Lt

mo m

o M QAH|ZF AE: MEHEH X|E 0 I:HoH =
I.

S dHE AL E 7Ite = st ZBEQLICH XIET XE
El 0| B7t 7|zhof cHEt AAHIZLE =2 EZT

|
& A2 ZE I ALARM AEf 2 ™MetEL|C}.

M UA 2t BEE 4624 Amazon CloudWatch AtE B M| A UAHZ[E 7[He =

= O
CloudWatch A2 MAME XM
- O|& B X| ZAE: o|& E Xl I'_} 7+ Xl.u. Cllo|E{E otol|dst |§ ol relg MAMehLICE O]
A EFX| 977} 7} 3 | 7ZtS Al
= = A B AHA = o

=
o
H a4 *E L—IEP .":!Zi'Zkoﬂ CHet Zfol 25 E& ¢
| oil& 2t Hel2Ch =2 met B2 & Fdstst AL, EHe

, HRAEC AL 22 M BEE g8t =S MEfE + gLt

ALE XL X CloudWatch & M4 API {71 2013-06-30 149


https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://console.aws.amazon.com/storagegateway/home/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html

F

Amazon S3 File Gateway AHS A&
I.

3 M0l M X

A0
= o

tLE of&f of x|z o Z|&t

©

of AtE =l
524 Amazon CloudWatch Al

MA3te{T Amazon CloudWatch AFHE A A0i| A O]

HE
=

o

o

7

FX

=
7|8t2S 2 CloudWatch Z

F

A
o

CloudWatch %

o

=

0]

AWS Storage Gateway

i
Ly

Wy
N

ol

ol

4

LbE =

©

=
S

2

AEHSHL|CH Al
CIS 2LH

.l

L|Ct.
% Storage Gateway =& = =otZfLCt. .t

|.

—

AH A4S

2424 Amazon CloudWatch AF2 A4 A{0d| A
[N

©

(=N
oM HOo|EH0|E

Z4H = AHA
ol-=
LICH

o

| ZE 0{| M CloudWatch Z

EFAH X}

=
=
]
=

CloudWatch 2&0|M BEE

. EFM Eroi| A HIO|E S0

6.

__OH—
il
<

fo

A
o

tLt O]

o
API B4 2013-06-30 150

1Zl CloudWatch

=k
il

I.

Ll
(m

tH Ho|E2|ol2t

©

CloudWatch ZE 7} LIFEL|C}. 07| M

F LH2 2 CloudWatch Z

—

—

o

2

I

—

FREA

lo
[l

tod HO|ESOIE AfH|

iHE DE X502 AK|EL|CH

©

ke o." E-H

H
o

7ol E<io]oi| cH

x4

o
AH A
So

oA HO|ES]O|E

Rlsk L AFHISt

Ef AH X}
== i |

Storage Gateway 222 Al

7

® Note

MEX X|H CloudWatch BE


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create-alarm-on-metric-math-expression.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create-alarm-on-metric-math-expression.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Edit-CloudWatch-Alarm.html

AWS Storage Gateway Amazon S3 File Gateway AtE HEHA

S3 File Gateway 2 LI|E{&

Amazon CloudWatch X|E & ZrA} 21 AWS Storage Gateway £ AFH2 3510404 A S3 File GatewayFSx
o BAAE DLIE{-E £ Q&LICE CloudWatch EventsE A& 35H0{ It 20| 22 £|m o
=

g g2 sk J&Lich

oM ¥d

=X

« CloudWatch 21 J&§& AlE35104 S3 File Gateway 7} X 27|

« Amazon CloudWatch X|E Al

. T Sredoll ChEt Y )|

« 7O|E<O] X|ZE O3}

. Y 2 X|E Ol

« S3 File Gateway Z Al 271 0|5}

CloudWatch 21 1 & & AF8304 S3 File Gateway 71X 27|

Amazon CloudWatch LogsE AF&23t04 S3 File Gateway & 221 E|AA AEjof CHEE HEE 7IKS £
U&LICH 2O E A85H04 HOIEQOl0f 27} YU ME=X| ZLIE{RE = U&LICt 8 Amazon
CloudWatch 75 ZE{E AI25t0{ MA[Zte 2 21 ME %28 RIS55te 4 USLICH REMIEH LHE
2 Amazon CloudWatch AtE MEM|M 252 S8 23 HI0|E A

o & E0{ HO|EHO|E 2LIE{RSI 1, S3 File Gatewayoilkl Amazon S3 HZ!0l| IS Y2 E

= o AlnfstH 22l BT 2 CloudWatch 21 288 #4398 £ QI&LICH HO|EQI0|E & Adstet
Lt H Ol EQ)| 0|7} & % §PE|0-| AYE o 2ES FHEY = UA&LICH HOIEQOIE 2*’5@}2 [[H
CloudWatch 21 21 &8 FA4stE ol cidt REMIEH LH2 2 Amazon S3 File Gateway 743

& Z5tM L. CloudWatch E:L OO0 CHEF BRI HE = Amazon CloudWatch AFS A3 A 04| A
O3 Y20 AEZ S EXSIM L.

|

Ct=2 S3 File GatewayHl M E15t= 2/ of of LICH

"severity": "ERROR",

"bucket": "bucket-smb-share2",

"roleArn": "arn:aws:iam::123456789012:role/amzn-s3-demo-bucket",
"source": "share-E1A2B34C",

"type": "InaccessibleStorageClass",
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"operation": "S3Upload",
"key": "myFolder/myFile.text",
"gateway": '"sgw-B1D123D4",
"timestamp": "1565740862516"
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"source":[
"aws.storagegateway"
1,
"resources":[
"arn:aws:storagegateway:AWS Region:account-id
:gateway/gateway-id"
1,
"detail-type":[
"Event type"
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SEC & L8E = QU&LICH detail-type Storage Gateway Object Upload Event®lL]

Ct.

"version": "Q",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3"”,

"detail-type": "Storage Gateway Object Upload Event",

"source": "aws.storagegateway",

"account": "123456789012",

"time": "2020-11-05T12:34:567",

"region": "us-east-1",

"resources": [
"arn:aws:storagegateway:us-east-1:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-1:123456789011:gateway/sgw-712345DA",
"arn:aws:s3:::do-not-delete-bucket"

]I
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"detail":

{

"object-size": 1024,

"modification-time":

"object-key": "my-file.txt",
"event-type": "object-upload-complete",
"prefix": "prefix/",

"bucket-name":

[a

detail-type

source
HH

INPd;

event-type
prefix

bucket-name

"amzn-s3-demo-bucket",

"2020-01-05T12:30:00Z",
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2 OiHA MEEIE 8 48 4+ QU&LICH detail-type Storage Gateway File Upload
Event&IL|Ct.

"version": "2012-10-17",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3"”,

"detail-type": "Storage Gateway File Upload Event",

"source": "aws.storagegateway",

"account": "123456789012",

"time": "2017-11-06T21:34:427",

"region": "us-east-2",

"resources": [
"arn:aws:storagegateway:us-east-2:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-2:123456789011:gateway/sgw-712345DA"

1,

"detail": {
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"event-type":
"notification-id":

"request-received":
"completed":

[

detail-type

source
A

INPd;

event-type

notification-id

request-received

completed

"upload-complete",
"11b3106b-al8a-4890-9d47-ala755ef5e47",

"2018-02-06T21:34:42Z",
"2018-02-06T21:34:532"
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AoAH HMEEEE 48 & UELICH detail-type Storage Gateway Refresh Cache
Event &ILIC}.

{

"version": "2012-10-17",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3"”,

"detail-type": "Storage Gateway Refresh Cache Event",

"source": "aws.storagegateway",

"account": "209870788375",

"time": "2017-11-06T21:34:42Z",

"region": "us-east-2",

"resources": [
"arn:aws:storagegateway:us-east-2:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-2:123456789011:gateway/sgw-712345DA"

1,

"detail": {

"event-type": "refresh-complete",
"notification-id": "1cl4106b-al8a-4890-9d47-ala755ef5e47",
"started": "2018-02-06T21:34:427",
"completed": "2018-02-06T21:34:53Z",
"folderList": [
n
]
}
}
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https://docs.aws.amazon.com/filegateway/latest/files3/SQL-Backup-Best-Practices.html#SQL-Backup-Uploader-Threads
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https://aws.amazon.com/blogs/database/storing-sql-server-backups-in-amazon-s3-using-aws-storage-gateway/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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https://docs.aws.amazon.com/filegateway/latest/files3/encrypt-objects-stored-by-file-gateway-in-amazon-s3.html
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https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

"iam:ListGroupPolicies",

"iam:ListPolicyVersions",

iam:ListPolicies",

iam:ListUsers"

1,

"Resource": "*"
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CtZ oAM= AL AILE o] 2 E 2|A A0 M ListTagsForResource, ListFileShares
2 DescribeNFSFileShares 22 &g = UL ST HSELICH DA Z|AA0[ E T
allowListAndDescribeZ MHME 7|2} yesZ MHE Zt0| o2 A0t MSE/L|C}

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"storagegateway:ListTagsForResource",
"storagegateway:ListFileShares",
"storagegateway:DescribeNFSFileShares"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"aws :ResourceTag/allowListAndDescribe": "yes

"Effect": "Allow",
"Action": [
"storagegateway:*"

1,

"Resource": "arn:aws:storagegateway:us-east-1:111122223333:*/*"
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JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":[
"storagegateway:ActivateGateway"
1,
"Resource":"*",
"Condition":{
"StringEquals": {
"aws:RequestTag/Department":"Finance"
}
}
}I
{

"Effect":"Allow",

"Action":[
"storagegateway:CreateNFSFileShare",
"storagegateway:CreateSMBFileShare"

]I

"Resource":"*",

"Condition":{

"StringEquals": {
"aws :ResourceTag/Department™:"Finance",
"aws:RequestTag/Department":"Finance"

E1E AFE35tod 2laA0f CHEF HAMA SH| API {71 2013-06-30 263



AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

}

Windows ACLZ Al235l04{ SMB It 28 HMA X6t

=
Amazon S3 File Gateway= SMB It d SR E Sal| M & ot 2 C|HE{Z|oi CHEF HMAE o045t
£ 5 7tx| €, & POSIX HBt =& Windows A t

O] 4 Mol ME 2150l Microsoft Active Directory(AD)E A& 3= SMB I+ 701l A1 Microsoft
Windows M| A Ko FF(ACL)E ArSste Y-S MBELICH Windows ACLE AHE35104 SMB I}
e SRolM el & ECof CiEt M2 atE HEE &

rok
am
0
°
C
ful

CHS 2 SMB It S R0IAM Windows ACLS| H 7}X| 52
- File Gateway7| Active Directory =H|@l0ll ZQIE i SMB It Y 3704 CHSH Windows ACLO| 7|2
Moz MEfFEL|CE
+ ACLO| # 43t E|T Amazon S3 Z4A| HIEIC|O|E{ofl ACL EE 7t & X[ELIC
- Ho|EQIolz W = ECT £[ICH 107H2e] ACLE & KIELCH
« ACLO| &3tEl SMB Il Y SR E ALE3510{ HO|ES 0] BfollAM M El S3 2|0l AMASHEH 24|
E A

o
E0| &% EC{0MH ACL HEE &&8Lich

(® Note
SMB Il SR8 7|2 FE ACL2 ZF0|H ™A HMA HEtE F0{5tX|2F FE ACLS| T
g2 HEY = JU&LICH FE ACLE AIEstod Y 3/0f CHEF AMAE FMolg = AU&L
Ch oY SRE OIRE(ELH0|E IHE)E £ Ue FH e ot SRIM AAEXR7L nhdat EC
of CHall BFSaiM HE = U HetS d-8e = U&LIch IZE X ACLO| #X|=|=5 S3 H
2ol z|& ¢ EC]of o] HetE dH™Hste X0l E&LICE

M SMB It SR E MAE | CreateSMBFileShare APl 22 A& 3104 Windows ACLE & A35}&t
= UpdateSMBFileShare APl 242 A& 35t0{ 7|& SMB It 2 of Windows ACLE &

M SMB Tt 280i Windows ACL &35}

CHS Ef7loll et A SMB It Y S F0il Windows ACLE & /d3tgfLICt.

SMB I} Y S7 AAMA0 ACL AHE API {71 2013-06-30 264


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSMBFileShare.html

AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

SMB I} 25 MAE [} Windows ACLE &A35t5te{H™
1. File Gateway7} O} & QiCtH X|Z THEML. RHM|IBH LI 2 HO|ERO| MM S RIERSHA A
o

2. HOIE0|7} =HQlol ZRIE[of UK| &
DirectoryE AtE35t0{ AIEXI QIE5E FH=E5HM L.

.

o)
g
H1
ro
2
N

et A2, REMIEH LHE 2 Active

3. SMB I} SRE Y5t MAI2. RtAEF LIS 2 CIE MMEE HESHMR.

b. XNo{zle mt/CIHE 2] HAMA SM|A Windows UM A Ko SEES MEH
5 (MEHAE) It SR ZE oyt ZH0| ACLE UOIO|IEE HEHS2
248 AdminUsersListoll Zt2|Xt AFHEXHE F7FFLICEH

® Note
SMB I TR0l MHoIM 518 W HLE AR W18 SBS 748 T2 ACLE 3
o S22 RHROlsHs HMA HEHS Soistx| StasLic
518 U HRE ASK U I8 SS2 ACLECH UK BIIEIH 1Y SR E SRS
UNAT 4 = ABAHE MOIBILICH 518 SR ALRR = T8 0| AU HS HT
Sse gyoz ZHEEH ST ASKE IHU BRE MY 4 s
ASRTL T BRE ERIEH 5 ACLS AFSRIZE HMAE 4 /s S3 B EE B
£ mlofste 2ot MESE 238 MBI

6. FE EZrolzfol &< ZC{e| ACLE dO|o|EELIC 2&E4™ Windows File ExplorerE AM2 &t
01 SMB I} /2| E0| ACLS T+ &FLICt.

® Note

FE ot2fof U= 4l EC CHl RFEO| ACLE & B<0l= ACL HEH0| Amazon S3
o #X|=|X| ef&LICt.

PRI 8 I SR 2l RE otlol /U= &<l EHoi| ACL
ted HE 7t 24| HEtH O|E{ 2 Amazon S301 & X|ELI|Ct

SMB I+ ZF AAM A0 ACL AHE API {71 2013-06-30 265


https://docs.aws.amazon.com/filegateway/latest/files3/enable-ad-settings.html
https://docs.aws.amazon.com/filegateway/latest/files3/enable-ad-settings.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSMBFileShare.html#StorageGateway-CreateSMBFileShare-request-AdminUserList

AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

7. EHeoimet 84 AL

(® Note
2019 52 8 O|F0f A

ro
_t':l
e
OH
Jo
1o
0%
1
o
it
0x
1o
ok
1>
0
o>
L
ful

gdststn et MFMS R Yo|0|E5HH Storage Gateway7t S3 HHZ!o| ZE A& |
FLICH BHZIof A s=of 2t YH|0|EE 2= st O Alzho| AR = JU&LICH

7|1& SMB T+ Y 70l A Windows ACL &3t
Chg THAlof 2t POSIX #8H0| 2l 7IE SMB T+ ZR0iA Windows ACLE & A38t8tLICt

Storage Gateway 2& 2 At&3t04 7|& SMB It 70 Windows ACLEZ & d3l5

.|.
-
(1]
-l
2

E{2| HMA M0 Windows HAHA Ko SE2 MEHEFL|CE

(® Note
ACLE FE didlo] 48t X2 HEatX| ef&LICt 0] B2 HO|ESOIE A AIsHH
ACLE CHA| 2 dEstiof ot 7| = L|ct

d&2 gdststn HEtE MM 2 Y| 0| E5HH Storage Gateway”7t S3 HZ! 2| 2ZE ZHAM|E A
O|EgtLICH HHZ!o| A <=0 W2t UHIO|EE 22 8t= Ol Alztol A3 = U&Lich

Windows ACLE2 A& ol A8t AFE

Windows ACLE At&3t04{ SMB It S70il CHer UM AE Mofe M ChE Z2 AME g E B
oHoF &FLICt.

 Windows ACL2 Windows SMB ZZ0|HE & At&5t0{ It SR of HMAE [ CIESS 2K
Active Directory& At83t= Tt S R0 X|BELICH

* File Gateway= Z T+t C|=E{Z|oi CH3H XICH 107H2| ACL &= 2 K[ ELICH.

* File Gateway= A|AE HMA Ao S5 (SACL) =2l Audit & m
C}. File Gateway= 2| AAM|A X|o{ SF(DACL) & =2l Allow ! Deny

SMB I} Y S7 AAMA0 ACL AHE API {71 2013-06-30 266



AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

HAMA Ko] &= (ACE) HEte xII3HX| eb&Lict.

5
m>

+ File Gateway= 11

=
=
- SMB It SR 2| FE ACL HHE2 HOIESO|oEF oM, HOIEH O UHOIE & RAIE Al K]

® Note
S E of2fof U= &2 2 CHAl REO| ACLE 88 FR0= ACL #EH0| Amazon S30|
f®XI=lX| et &LCE.

0l2ist Z718 TEisto RS S a0 HLICH
£ Amazon S3 HZ!0oi| M AE 0{2] HO|ERO|E e A<ol= 4 AHO|Eo|otCt &
ACLES #4510 HEtE RXISHAAIL.

- IY SRE YAst 2 U Amazon S3 HZIOA CHA| 4 5E Boles SUEt FE ACLMEE
5t
=

AWS Storage GatewayOll Cist #H &=+ 435

EFAF ZEAFRFE o] 7 &4 T2 0| QEo Z AWS Storage Gateway 2| 2ot L AWS #H &
£ ItgrLIct o{7]of= SOC, PCI, ISO, FedRAMP, HIPAA, MTCS, C5, K-ISMS, ENS High, OSPAR
3! HITRUST CSF7F = & ElL|CH.

| HRlo] £5t= AWS MHEIA SE2 AE &+ Z233 AWS A3 H2[ LA

E ME50{ EIAL ZAF ETME CIREEE £ UE&LICH AWS Artifact. AHA|EH LIS ol ET A CH
S22 AWS Artifactofl A .

Storage Gateway AtE Al 1 & MU C|O|EH Q| BIH L, 3Ao| #HE &+ SE U HH HED
8ol et ZEE L AWS oM #E E0| E80| EI=E O30 22 2AAE M3 FLIcH

2| AELE 710|= -O| 2 7}O|E0|MH= oFZ|BIx{ 124 Ar&hod| CHall AdHstn &2
|& 2382 i=Z3st7] {8t BHE M3 gLck AwsS.

7
OF Ol H7& Z=4 Hi A A7 -0| Yol MHE 7|%10| AWS £ Al23510{ HIPAA &% ol Z 2|7

T == 20| API E{% 2013-06-30 267


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/

AWS Storage Gateway Amazon S3 File Gateway AtS A2

« AWS Config 7H At LM S| =2 ALE 50 E[AA HTL-0] AWS Config MH|AE 2|44 T4
O LHF =&, dA xI& ¥ 78S dott & Est=X| WL

« AWS Security Hub CSPM -0| AWS MH|A = 2ot 47| & L 2 Ate| & 0{FR E & 2l5|
T 20| AWS E|l= L 2ot & Eljof| et ZE Xl E7|E MSELIC.

rr

|

Resilience in AWS Storage Gateway

AWS 22 QlZ = AWS 2|8 2 712 g

fjo
ofM
0>
|0
Hu
1
H]
[
r
ful

AWS 2| = H|o|E| ME{7} FE{AEHZ L= © A7 2| 22K -°r| |JL[ct. =2|% o0& MIE{e] ZF

JE2 7t8 gA(AZ)ol2tn &LIc ZF AWS 2| 2 X|21M g Lol SEEIMe 2 BE|Eo] AE|

| %[ 371l AZZ FEELICE E[dE HY HIo|E| MEZ Ho|st= ChE Zet*E SSA}A 22l 2

o|Cts AZ dHAWS 2| = I REt 0|2 MSELICH 2 AZe SEMRI MY, 'z, 22 &

ot2 #F1 Uo M O|FEE ZXX| HEXTE Sl FdZAELICH 17180 SHEE T HHES
o) o

- = =
t= 82, MHI& A B|AAE 042 AZol| #8504 AR HEE =Y & JA&LIcH

A Olo|E 25 & SFELICH AZ 7F01IE€-EIE
7|14 sME +dst7

AWS 2| = 2I<_|__IL Azo|Qlmpl Hot FX =4
E ofl &
P& d&LICh BHAE 7} o -|Azo1| o+5|o4 ol

stELICH WE °-|E-L’é5'<">EAZ7._
Bt MH|A 2l BIAAE £H &

ot 11 2 gd Iz
™M HH, &2 EUHOIL, XIZ So| ZEXMERE 2AAE |:4  Aplstn B35 8 = J&LICH AZE
2|X&o 2 C}E2 AZQ} o|0| QlE 7HEI2tE Wo{xd QUX|BH 25 AHE 100km(600+Y) O|LHOl Q& LICE.

AWS 2|1 I 7H8 G0 CHEr RHMIEF LIS 2 AWS =24 QIZEHE B XS,

AWS 22 91X g} Q|0f = Storage Gateway= VMware vSphere 7}84(VMware HA)S X|H 6P04
st= o], 5tO|HHIO|X EEE HEQT HOZRE AEEX| I EZEE ES5FLICH RIMEH LIS
Storage Gateway®} & 74 VMware vSphere High Availability AF2 2 & X 5HM2.

=2} H ot in AWS Storage Gateway

#2|"8 MH[A Q! AWS Storage Gateway= Security Pillar - AWS Well-Architected Framework0l| 44
ElAws 22H HESQ|3 2ot M2 23 ELct

AWS 0| M HA[EH API ZEE AL835t0{ HIERIE S5l Storage Gatewayoll BM| AT LICH Z2t
O|AE 7} Transport Layer Security(TLS) 1.2& X|#atoF & LICt. 20|21 E = Ephemeral Diffie-
Hellman(DHE) EE &= Elliptic Curve Ephemeral Diffie-Hellman(ECDHE) Z2 Perfect Forward
Secrecy(PFS)7} L& &l & MEZ T K| 45Ok & LICE Java 7 0|4 of 2|4l A|ARIZ CHEE Of2{8t
ZEE X[HELct

=3 API {7 2013-06-30 268


https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com//filegateway/latest/files3/vmware-ha.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html

AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

St E2 AMA 711D L IAM {EFALF ZEE AR HM|A 7|E AFESto{ MEHSHofF &L|Ct &
= AWS Security Token Service(AWS STS)E AF235104 (A| 20+ X14 ZHES M50 2o MY
g = A&

(® Note

AWS Storage Gateway 0{Z20|1AE 2 7t4 HAIoE FZ5Hok 5tH ofH Ao 2 &
MAx|of| BMASHLE =HtE{D *lEéHA‘lh oF EL|ct el A o|E 0] YH|0|E HFH
LIZO| ot CHE Y2 ALE5to A AT EQ0E MXI5HHU AZEQ0o] IHF|X|E A

O|E3tE{x 5t HO|ERO|I7I LESE = MOEH HO|ESO| X[ E&= =™ 7|50 &

O/E = A&LICH

AWS H7|Mo 2 CVESE HE, 24 I +=™FLct. o|z{8t EX[ofl CHEt = At 2 Lt

QI AZEQ o] BEA F7|o| UL Z Storage GatewayOll SEE/LICE o248t = At S

152
OE

el

.|

e

o =
HMo 2 o HE Rl &El 7|2t St et Ho|EL) 0| UC|0|E ZE2MAL| YR E M EL
Ct. HIO|EQ0] YO|o|Eof CHEF REM[EF I8 2 2 &2 ALE5t0{ H0|ES|0] C0o|E &E|
AWS Storage Gateway === .
AWS 2 oF & Atg|
AWS &= AtAl| 2ot HAMZ Jietst T 34E ) nodsHor & o] 2o 7|52 M3 ELICH o 2Y
Atgl= el X|F o0 2tedgt 2ot £F M2 LIEFNX|[= E&LICH o243t Atgll= A& Aol &4
of MAHStX| etHLE S ESHX| &iE = U2 BE 70| ot T EES 20 AI&SHML. REMIEH L2

oM 24 2 2 L|E{Z] AWS Storage Gateway

Storage Gatewayi= Storage GatewayOll A AF& X} AWS CloudTrail, 3& == MH[ATF & T 2]
of Cigt BIZ=EE M3 5t= AWS AMH|A 2t SEHEILICH CloudTrail Storage Gatewayd| CHEt APl &
E£8 o|HEZ HXELICH X E =E0l= Storage Gateway E& 02| =& 1} Storage Gateway
API Zfdof Ciet 2= £ F0| ZEELICH FXE 45l Storage GatewayE O|HEE ZFfeh
CloudTrail O|HIEE X|&XO 2 Amazon S3 HZIoi| HHZ & = /l&LICH FHE FH5HK| k2 4
o = O[HIE 7|Z 0| M CloudTrail 2& 2| 2|4 O|HIEE & = J&LICt. CloudTrailo| A =&3t HE

Al &35t04 Storage Gatewaydl| =&l @M, QHEO0| =E IP F4, LEE e AR, 30| ==
AlZh 2 71 MHE HEE =elg = gL ot

I XFo

ol

CloudTrailod| CHt XEM|IBH LI 2 AWS CloudTrail At2 MEME EHXSHAMI2.

AWS H ot T e AL API {71 2013-06-30 269


https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceManagingUpdate-common.html
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceManagingUpdate-common.html
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

CloudTrail 2| Storage Gateway M=

CloudTrail2 AWS H &2 e m HZ-EoH &
3HI:I- il-EQ O||:H|E 7|§o| El.g AWS A‘“:”/\ |
HoM =2 O|HEE E1 HMS D CIREEE

O O|HE E7|E HZstML.

M3t E LICt. Storage Gateway0l| A & & 0| gt 245}
HE QF &7 CloudTrail O|HEN| 7|SELICI. AWS A|
£ &LCh REMIEH MHE 2 CloudTrail O|HIE 7|5

Storage GatewayOl| CHEt O|HIE & Z 35104 AWS 7%H0of| O|HIEE X|&Xo
AMA4BHLICE CloudTrail2 %2 Al85t04 Amazon S3 HZIZ 21 mtg M
7|28Moz FaoM FME MASH FX0o| ZE AWS 2™ ME|LIC

I =X AWS IlE|M
of A= ZE 2Tl O|HEE 25t X|IHE Amazon S3 HZICZ 21 mtUg MSELICH EF
CloudTrail 210|M £ZI=l O|HIE H|0|EE F7I2 M50 x| £|5t T2 CI2 AWS AMH|AE
T8 = UE&LCH XME L2 OIS A2 E HZEFAHIR
« FH MM
 CloudTrail X MH|A & S8
+ CloudTrailollA1 Amazon SNS &2 34
e 04 2|22 E CloudTrail 21 mHal 2t7| 2l odz] AHXE 2 22 E CloudTrail 21 mpg! g7|
M3HEILICH 0 & S04 ActivateGateway,

5 E Storage Gateway 22 2 k|0 %Y FAolMH 2
ListGateways % ShutdownGateway 2 U& XXM = 5 E5tH CloudTrail 21 Tt of &F0|
MME LI

DEOME EE 20 F0ls S HEE ASRof #eh Y27t z&ELICH ID EEE 0|85t
HOES 2 HEE + Jautt

- Q0| EE == AWS Identity and Access Management (IAM) AL X} X174 SH2 Z O|F0{Fi=X|
o2 L |Ct

- dg = OB oM AL ALS| YA At E BHE ALE5H04 2E 0| MM E|R=X] 042,

- R%FO0| CHE AWS MH[AO|M O|R 04X =X| 0{F LTt

REM|BH M>E2 CloudTrail userldentity 2 AE & ZEHMIL.

Storage Gateway 21 I} &= 0|3l

FX0|8F X|Heh Amazon S3 HHZ0| O|HEE 20 Ttz MEE + QU= st FEULICH

CloudTrail 21 Tt oi= 5tLt ool 20 50| Z&E = U&LICH O|HEE ZE AAZRE9

CloudTrail2| Storage Gateway SHE API H{7 2013-06-30 270


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS Storage Gateway Amazon S3 File Gateway AtS A2
Crd @S LIEHILH F =Y, 2fd et Alzh, 3 ntetolH Sof| ciet o
CloudTrail 21 I} Y2 HEZ API 2 5E2| FE A28 Erfo|A7} ofL|ER
of& Lt

7t £04 AU&LICH
H = ME EAZX]

H7

-1
=
=

CHS oMl E 22 E04iF £ CloudTrail 21 &= 0| LIEFHL|CE

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"
1,
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
1,
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
1,
"requestID":

"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FQKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"
1]
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Ct= ol = ListGateways 242 £ 0{F = CloudTrail 211 & 52 2 0{&LICtH

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

1,

" eventTime ":" 2014 - 12 - @3T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",
" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6

Linux / 2.6.18 - 164.el5 ",

requestParameters ":null,
" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",

" recipientAccountId ":" 444455556666"

3]
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o & EX °H7"°ﬂ B HEE #E 4 aLich 2z2i0la Hol=Siol —r—xl Sz M x|
L Jtast ZEHZof HHEZEl HO|EY OIS CHELICH 17184 2X|o] CHEt 22X 2 HE =
vSphere HA(ZL7} ) ESHEZ0M A& 2l HO|EL|0|E CHELICH

VMware

A
- 2A| sHZ2: Ho|EQ0| 2 ZZI2l EXA - Storage Gateway 2&0IM HOIEHO|7} LEZEICICZ &
AlE = e ZXME TIEste o chal 2otELct.

E=A| 5{Z: Active Directory E X - File GatewayE Microsoft Active Directory = H|210{ = QI5t2{ T
& [ NETWORK_ERROR, TIMEOUT 5= ACCESS_DENIEDSt Z2 27 HIAIX|ZF = AIEH o= AH|
afiof st=X| otELICt,

« 2 Z: Ho|EQ 0| E3l 2A - Storage Gateway E4SIE AT E [ LHE 27 HIAIX|7F EA|
El= Ao F[cHok & = x|oi CHaH 2ot&LCt.

- =AM HZE: 2xE0lA HO|EQO| EA - 2ZH0|A HO|ES O] 2] A] e 4igh £~ Qli= LutxQl
=M et7t Ho|Ef| ool x| e4Z35t0d HI A2 XIpsts Y dotFLIct

« A 1Z: Microsoft Hyper-V A% 221 2| - Microsoft Hyper-V Z&# & 0] Storage GatewayZ Hi
ZEm Y = e UErE el EX|of chal 2okt

Xl 31Z2: Amazon EC2 70|
U= el EA|of cHE

E9|0| 2| - Amazon EC20{ HIZ =l HO|EY|0|2 Eriet [y g Aist
A

g 32+ el

Py T AAHE

-E—Xﬂ - AWS Storage Gateway 5= 201 0O{ZZH0|H A0 A &b Al

W
>
>

1
z

A 3HZ: File Gateway =X - File Gateway2| CloudWatch 2101 LIEtLtE 2F 2! 4 Ef 239
= O =E20| &l= WEE &#&Lch

rie |Ho
ro
fjo
S
[o][]
[e][]

0

- EMoiE: It S7 EM - T+ SRoll o7 g2 EXTH L st F? FE + Js =0l Cf

off & of=LICt.

o

Mok |Ho

M sz o7t 2X - VMware HA 27301 HHZ =l Ho|EQ| ool 2X||7} whrist= 7B #|sHof
x|of CHal ot LICt.
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Z2X| siZQ: Storage Gateway 2& 0| A HO|EH 0| 2 ZE}Q!

CH2 X sHd HEE £ x 35104 AWS Storage Gateway 2£0iM HO|ER 0|7} 2 Z 2RI AEfQI A

S 2 EAMEl= Aol #[alof & =XIE A™HSAMR.
CtZ & StLt 0|4 2| O|R 2 HO|EQ 07t 2ERIRIo 2 EAIE = U&LCh
- 7|0|E%0|7t Storage Gateway AMH|A A= ZQIE0] HAZEE = igL|Ct.

« HOIES 0|7} oAl Z7|R| Bt H S = EIR&ELICH
« 7O|ESO|e AL E FHA| C|&= T AE sliiA| E= S HEIR7AHL ATRHELICH

HOIESOIE CHA| 222! ez ZIS2|2{H HO|EQ0IE 22t dEjZ BHE EX|E mthefstod
SHZ g LICH.

EAE MEBSHEE HO|ESO0IE FHFHLE HO|ERO|E W3t Flof HiX|E
Sledo| HMA FEIS AEELICH ZTEA| £ Y3t Storage Gateway0 &
o o| Egf=l LICH AEMISE 82 LIERT 2 &5iE 27 ALE S

Ho|EQo| EciZof CHsH SSL Ee= EHmHZ! HAHE T SIK| 22

HOIESOler Zhe| HIER{3 Eei=oi CHal SSL EEE B oI AATH M - S AWSE 2 (O]
Efo|7t EeEt MH|A A=EZIE 2t S &K AELICH HO|EHO|E CHA| 222! Ef=Z
T|E2l2d™ HALE HIE G3tatioF ZLict

MEE EE AZEQ|0{ MO 0|E & |IOWaitPercent X| E &0l

MEE E= AZEQ o] UO|0|E # File Gateway2| I0WaitPercent X|E7} 10 O| & IX| = QlghL]
Ct. O] B QIEA FHAIE RAMO| CHA| HESHE S0 HO|EQ0|el SE £E7t =2iE &= /JU&LIct

2l
KEMIEE Li2 2 2X| 81Z2: CloudWatch | E AF2 2 X SHAI2.

HO|EQ0|o| 5t0|THIO|X| SAEMNAM M EE= stES|0] o7} ehA 5T HO|E 0|7} of| 7| %] &k
H ZBEE|0] HZE0| 27 &= USLICH MY L HELRXT HAZEE S H5HH 7 O|ES 0|0 CHA| ¢
?Edél- A OI7.|| EIL_||_—_|.
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HOIEHO|7t CtA| 22+l &EN7} &|H Cllo|E S+ ZXIE FISHOF &FLICH REMIEH LIS 28 Aba|:
ClO|E] EF7E & XM L.

AZE WAl ClaFol EXMTE A=K FH L

HOo|EHolet AZBE FHA| C|AZ & stLt OOl MAH, #HE EE 7| ZHEIQIALE £ E F2 Al
O|ESo|7} 2=l &Ei7t E & U&LICH

5t0|I{H}O|XK{ SAEONM &S FQI FHA| C|lAZE MHE B
1. HO|EQ0|E SE&LICY.
2. C|AZE CHA| F7terLct

(® Note

SYE ClA3 L =of C|AZ & F7tslok g LT

3. ZHOIESO|E ChA| A[ZfEFLICH

FHAl Cl&T 7 2 ERAL DA E[RHL 717 ZHE B2

- 7|& S3File GatewayE M QIAEAZ Wi|of MYHE e 2 Mxtof w2k M HOIEQIOIE M
5t AWS EEtRE0M FHA| C|lAT HEE CHA| CHREEFFLCH

2X s1ZQ: HO|ESO|E Active Directory0l| ZQI5t= &

Ct2 X sHE HE & A8 3504 File Gateway& Microsoft Active Directory T H[ Q104 =
NETWORK_ERROR, TIMEOUT 5= ACCESS_DENIED2} Z2 2F MIA|X|7} £AlE|lE &
£ A™ErLich

1. 2= 0/A HO0|E90|& 50|Z{HIO|X EE| AZE|0{(VMware, Hyper-V EE& KVM) EE=
Amazon EC2 7|0|E{|0|& ssh& At&3dt0od H[O|EL|o] 24 &0l AZFLICH

AEE FHAl ClA ol EX7E A=K =) API %1 2013-06-30 275
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2.

e =AtE e=stod HO|EH o] 2&
A LICt. Storage Gateway 7+H4 AT
CH.

nping -d corp.domain.com -p 389 -c 1 -t tcp

® Note
corp.domain.comE Active Directory TH|9I DNS O|§ 2 2 H}t 11 3898 & ZH9|
LDAP ZE Z HiZL|Cl.
5t Lol M Bttt ZEE AR E=X| EQIFLICE

CHS 2 HOIEH 07t =HQl HE SR TEEY + AN Sl nping EIAE 9| of 2Lt

nping -d corp.domain.com -p 389 -c 1 -t tcp

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2022-06-30 16:24 UTC

SENT (0.0553s) TCP 10.10.10.21:9783 > 10.10.10.10:389 S ttl=64 id=730 iplen=40
seq=2597195024 win=1480

RCVD (0.0556s) TCP 10.10.10.10:389 > 10.10.10.21:9783 SA ttl=128 id=22332 iplen=44

seq=4170716243 win=8192 <mss 8961>

Max rtt: ©0.310ms | Min rtt: ©0.310ms | Avg rtt: 0.310ms
Raw packets sent: 1 (40B) | Rcvd: 1 (44B) | Lost: 0 (0.00%)
Nping done: 1 IP address pinged in 1.09 seconds<br>

o474 cc =
—_

CH2 2 corp.domain.com CHAMFO| @474 =] @1 = nping EIAE 9| of &IL|C},

=

0l

nping -d corp.domain.com -p 389 -c 1 -t tcp

Starting Nping 0.6.40 ( http://nmap.org/nping ) at 2022-06-30 16:26 UTC
SENT (0.0421s) TCP 10.10.10.21:47196 > 10.10.10.10:389 S ttl=64 id=30318 iplen=40

seq=1762671338 win=1480

Max rtt: N/A | Min rtt: N/A | Avg rtt: N/A
Raw packets sent: 1 (40B) | Rcvd: @ (@B) | Lost: 1 (100.00%)
Nping done: 1 IP address pinged in 1.07 seconds

nping EIAEE Al#i5tod Alo|ES07t EHIQ HEZ 2ol ZE2E £ Ql=x[ &0l API & 2013-06-30 276
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Amazon EC2 HO|E 90| CIAEIA Ol VPCO| MZ =l DHCP /M &2l

File Gateway7} Amazon EC2 QIAFI A A A SQ Z< DHCP SM MEJ}L SHIEA 28 E[1 Al
O|EQ| 0| QIAEHA T} Z & El Amazon Virtual Private Cloud(Amazon VPC)0l| (4 E|0o{ U =X| & ela
of gfLict XtMIEt HE = Amazon VPC2| DHCP E41 M EE H XM L.

HIO|EQI0|7} dig HEIE Asstod THQIS &OIE 4 Q=X 2O
Alol=SololA EHilE QlE 4 g B2 Alo|ERols SHelol Zelgh 4 gierLict,
dig #{2|E ddstedH:

1. 2=g0jA Ho|E 0|8 sto|mHo[X & 2| _/.\_ié-rllo-l(VMware Hyper-V EE£& KVM) EEE
Amazon EC2 7{|0|E9||0|& ssh& At&3dt0o4 HO|Ef|o| 2EH 2&0i| AZFLICH

2. ol =AHE U=stod HO|EH o] 2&S MEHEF O hE =60 AA8 7tsE ZE BFE U
(©) =1
=

—
defLICt Ho|ESo|7F =HIQlE &lE & Q=X E|AEStE{H OIS BY

dig -d corp.domain.com

® Note
corp.domain.com2 Active Directory =H QI DNS O|§2 2 H}ELC}.

ct

0jo
rlo

g3 SEHQ oLt

; <<>> DiG 9.11.4-P2-RedHat-9.11.4-26.P2.amzn2.5.2 <<>> corp.domain.com
;5 9lobal options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24817

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4000
;; QUESTION SECTION:
;corp.domain.com. IN A

;5 ANSWER SECTION:
corp.domain.com. 600 IN A 10.10.10.10
corp.domain.com. 600 IN A 10.10.20.10
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;; Query time: @ msec

;; SERVER: 10.10.20.228#53(10.10.20.228)
;; WHEN: Thu Jun 30 16:36:32 UTC 2022

;; MSG SIZE rcvd: 78

THQI HESE HY U o4 ol
EHQ HEEE T 7| M8 2 HYE|o UX| ot =MHQl HEER | AFE7I ZQE = JU=E S
E2et dgo| U=X| ZEFLICE 0|& E|AESIEA™ HO|EH 0l vMIt SYUEH VPC MHEHIC| CHE M
HE ZHQlof Zels E4AIL.
HOIEQI0I7F 7HE 7he THQ HEE R ofl ZOIEIQ=X| 2ol
HO|EQ 0| o{ZetoliAlt X|E2|Me 2 77t = el ZHEEE{o| HOIES0IE Z=elst= W0l E&
LICt HO|E9 o] oiEEt0o|ATI HERF XA Azt 2 2151 20X O|Liol| =M HEEE{Q S4
8 4 ol W THQ Tl T2 AAT AlZt ZIHE 4 AaLCh ol B Sof H o= 0] ofE2toled
A7+ 0= SFR(HXILoF S8)o AWS 2™ U1 =M ZAEEE{7H ot Alot ENEF(H7IEE)0] U=
B ZEZMATE AlZE ZHE 5= U&LICHAWS 2T
(® Note
7182 M Azt 2t2 20X 2 =2[24™ AWS Command Line Interface (AWS CLI)0| M join-
domain Y E AT AZHE =2|lE --timeout-in-seconds M2 Z&E £ USL

Ct. JoinDomain APl 3£ Al25t 1 TimeoutInSeconds II2tO|E{E L &H5l0d AlZtE =2
£ &Lt =|cH AMet AlZ 22 3,600 &L|Ct.

AWS CLI HH S Algisr | @ F7F M5 =/ A AWS CLI HAHE AF25t T UeEX| &l
Ct.

Active Directory7l 7|82 Z & Et{(OU)H|l M AFE X E Hd5t=%| =l

Microsoft Active Directory0ll 7| OU 0|2|9| {|x|oll A AFE A E éﬁ*&ﬁff JE S8 2477+ e
x| &olgtLict HOo|EY0|Z Active Directory THIRlof| ZQI5t24H MK 7|2 ouol M HFE]

7+ Qlojof gFL|Ct YL Active Directory 2732 MZ MM El ZHx|of EH3H MECHE OUE #EE
A RIEELICH HO|EQOl vMel M HFE A 7t 7|2 oudl AU=X| &elstEi HO|ES0lE = H
Qlofl =Ql5t7| Mol THQ! ZHEER M £ 502 HFEE] S MM EAA2. AWS CLIE A2
5t04 join-domain BHE A™AE s JU&LICH. I CHF --organizational-unitoll CHEF SMS
XA gt

TH EE 88 2 2F

bk
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AFE AME ddsts ZEMAE A AH|O|ZO|2t 1 gLct

Ol Mol MTEI CHE BE ZA U T42 AT 3 HOIELI0IE THQl| T2 £ gl FL
ZHQl HESR| O|HE 238 ZASHE X0l TALICH THQ! HESEI0| o[ HE Fojol 277 2
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=AM siZ: HO|E% o] Ed3t & LIF 27 &
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Storage Gateway & 45}
Al %I-g2|. Ox-lg IE 80
Cloud(Amazon EC2) ¢l
O|E%|0|= Storage Gateway A= °.__9P E*' F04 gdst 7
Gateway QIEZQIE0|| M1AY = = B2 HOIESO|l= LHF
SEELCH

LES F M HESZ Z=E SHELICH SEt0[UEH M ELH £
C

S5l 7 IOIE-?—JIOIOI 7haf -I’.“J(VM) _EE mazon Elastic Compute
A

M2 ME™MoZ £ AISHH 7|

%?': L|Ct. H|O|ES0|7} Storage
Q7 HAIXIE EAlIStH E2I0|HE

i
ro
}'L
o |
L
_|"I_
N
§
|m
3 Z
_¥_
m|0I-
_I.
fou
I=0 >

>

Os M2 HEE &

Z5t04 AWS Storage GatewayE & A3stsicdn & M LI 27 HAIX|7F E
AElE <ol FsHoF & =X

AIE BEHMI=.

® Note
Fll0|E HiZSHOF B LICH 22HE AMIE AL8 5= 7O|EROIE EEatsiiin 5t LT 2
For L dELICt

« AMIE CIRZESH7| ™of| HHE35H2d= SHIE HO|EQ 0| K8 MEHsHoF &hLiCt ZF Ao
E90| 9849 ova IIUD AMI= ME CHE2D 2 ME HF o] AFRE £ Q& LI}

HE2 ACZOIES ALS 50 HOIEH0IS BAEHE I} LMsH= OF o

=1 -
79
=
HE2 A= ZQIEE AL85tod HO[ES0IS BAISHE M) WS BAS QRE sHZstEw Ot
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L~ X E =0l

zojAo] HHEZE HO|EQ0|e] B2 24 WEtHIM ZE T Y] U=X| = IFLICH Amazon
EC2 QIAE A O] Hf2ZEl HO|EQ| 0[] B QIARAS| E Ot T F0{ A ;‘tE

Ch ZEJL ded U= X F2lstedH Mol HER AEZQIE oM &Y
HolESolet LTt MEUlol Rlofof FLICH o & SoiChs A B

o4z

o
212 I E 4430 CHEt HAZAE H
AESHL|C}.

telnet d4kdg@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443

HOIESO| RtAM7t RIEZQIEN HEE = A=X| &QlstE{™ HOo|EL|0|e] 2EH VM E&0] HAM[A
gL Cch=2=ZdolAao HtHZE Ho|ES0le] BR). E= HOIEHO| QIAEHAN SSHE MH&Ee = Y&
L|CH(Amazon EC201 HHZ El HO|EQ0|e| A2). JH OIS UHIERXT HZE HAEE MAFLICH HA
E7Jt [PASSED] & tetst=X| &elgfLct. RtAEH LHE2 HOIERIO|e| HESR I A HAEE &X
StMI 2.
(® Note
HolESo| 2&2| 7|2 202! AHEXt 0|2 adminO|1 7|2 &3 &= password ! L|C}.

4sps Hoto 2 Ho|EfololM HES A= zolE 2 MEEE HZlo| $HEX| o
= ol

SSL A}, &l& A HAAF EE= 7(EF FElo| &ated Hoto 2 Qs H|O|E9 0o A S E miZlo] &

2 = UESLICH SSL I A7t 95t A=EZQIE|M ol & 5tE Aot ChE2H +HEH SSL #E
Moz 7t AlostLich ZIg SQI SSL AA7F QIEX| & Qlste{H ZE 4432 7|2 &AM A= ZQIE
(anon-cp.storagegateway.region.amazonaws.com)0iX OpenSSL B2 A&#FLICt o] &

B2 HolEHolet Ut MELo]| /= AlAE0|AM A=tstoF B LICH

AT =0

$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -

servername anon-cp.storagegateway. Iegion .dMmazonaws.com
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® Note
regiong E HIELICH AWS 2|

rA
%

S SSL AAMIt gl B9 BE2 ChSo fAte SES greteuich

$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED(00000003 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com
verify return:1

Amazon Root CA 1

Server CA 1B, CN = Amazon

Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com

i:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
1 s:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
i:/C=US/0=Amazon/CN=Amazon Root CA 1
2 s:/C=US/0=Amazon/CN=Amazon Root CA 1

[N

:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2

i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

SSL ZA 7} ZI% S0I™ CHIH 20| HHE QIF A %2I0] SEofl EAIEILIC

$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -
servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com

CONNECTED (00000003 )

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-
southeast-1.amazonaws.com

verify error:num=21:unable to verify the first certificate
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verify return:1
Certificate chain
@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

g3 A=EZQIEE SSL QB ME QAetE B0l2 SSL #HEMOo|ZE HEELICH &, A=22l
Eof Cigr Alo|ES0|2] ot ZHI2E EcHE 2 HERXH I 2| LEtHo|M s~st= HAO|M X 2| =|o{ot
g LICH Of2{et HAls SSL AAt = A T AALY == J&LICh

HOIEH o] AlZF 5715 =2l

Al HAE R|LR|A 3 SSL $HEM 0|3 @ /77t &g = J&LICH 2
2 Ho|ESolel ZH VM Z&E A8 35t HO|EH0|9] Al STVISHE & E & Q&L AlZh H
A= 60% O|LHofofF BrL|Ct RtM[EF LIE2 HO|EQO| VM AlZF S7|3HE HESHMR.

Amazon EC2 QIAEIAO|AM EAEIE|E HO|EQOJHME AIAR AlZH #E| SME ASE £ 2iaL
Ct. Amazon EC2 H|O|ES)|0|2] Azt S7|8t7t M= OITOP" = [T F 5t24H Amazon EC2 @14
EAAJF ZE UDP 2 TCP 1232 S35l LS NTP M & S50 o428 = Q=X| Zelghot.

* time.aws.com

« 0.amazon.pool.ntp.org

* 1.amazon.pool.ntp.org

« 2.amazon.pool.ntp.org

« 3.amazon.pool.ntp.org

Amazon VPC QIE X QIEE AIE310{ 7O|EO|E EHste M &M=
SF M

Amazon Virtual Private Cloud(Amazon VPC) ¢l

| —
St= 2HA5l 022 st S &0l 9l A

E._'E% A&3to{ HO|EQ0IE EEEHE m &

4 T E 20

e ZEJ 2Z Yets(2Lh 0|40 HiZE HOo|EL0|e] B€) EE= £t J&(Amazon EC201| HH
ZE Ho|ES0|e] B) Lol ¥i] }U=X| ElELICt HO|EL|O|E Storage Gateway VPC 2=

Amazon VPC AEZQIEE ALE5l04 HO|EQ0IE E Mt mf wdst= 27 2 API {71 2013-06-30 282
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ZQlEof 73t o BRE ZEE H0|ES0/E HES A= ol=o

ELIC}. Storage Gateway VPC HEXZQIE0| ¢1Z25t2{M CtS L EJ} EFLICtH

« TCP 443
« TCP 1026
« TCP 1027
« TCP 1028
« TCP 1031
« TCP 2222
AEMIEH LI 2 Storage Gateway& VPC QIE X QIE M2 A ZJIMR
EE Bt Storage Gateway VPC QIEZQIEof| ¢1ZAE Eot O S &QlgfLct A=ExQIEN HAEE 7|
2 2ot O50M B4 ZEE 5185 K| of2 £ UELICH HOIEY 0|2 IP T4 HRlHAM B ZE
£ S5 E2iTg 585t Al 20t 282 MMELIC 2 O ST Eot 188 VPC HERRIE
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o H LE AZAZ HAEFLICEH

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222

Amazon VPC HIEZQIEE AE5t04 HO|EQ0|E & Este [ YHlst=E 27 sHE API {71 2013-06-30 283


https://docs.aws.amazon.com/filegateway/latest/files3/gateway-private-link.html#create-vpc-endpoint
https://console.aws.amazon.com//vpc/

AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

arated Hoto 2 70| EQ0|0f| A Storage Gateway Amazon VPC IEZQIEZ S|
O| £ ™ME|X| AEE &EQl

rr o
_llzi
» J

2! AL EE |5 HEfo| Wit Boto 2 QlsH Aol = ololM HSE miZlo| &
zo_gow ofl 45t 70t ChE A 2 AE|pd SSL e
ol

2 015l24™ Storage Gateway VPC QI E Z QI E 04
JIOIQF SYE MEHof U= AlAE0MH A&5Hok

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

rA

o S SSL AA7} i 32 BE2 O3 RALE SEE HretefLoh

openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED(00000005 )

depth=2 C = US, 0 = Amazon, CN

verify return:1
depth=1 C = US, O

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon
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verify return:1

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Certificate chain

® s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0= Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C =US, O = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =

Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority

SSL ZAI7H 218 B0l CH3 T+ 20| HZE Q1B M Melo| SEof EAIELICH

openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED(00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1

depth=1 C = US, 0 = Amazon, OU
verify return:1

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com

g3 A= X QIEE= SSL QIEME QlAlst= FR0iE SSL HEM 0|2 E ASELICH &, E+ ZE
g Stet= HolEHolef vPC 2 EEO.JE OfRHIRE EZiZ2 HEI WatHo|M =&st= dAt
ol M M eIELICH o248t HAtE SSL AAt EEE &lE TZ! AALY & U&LICH
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20048 -j DROP
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111 -j DROP
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3. Chg BHe o2stod RAEHENFS ZET}IP Elol 2ol LIELHEX| #QIgfLIct.

iptables -n -L -v --line-numbers

IPv6

ip6tables -n -L -v --line-numbers
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iptables -I INPUT -p udp -m udp --dport 111 -j DROP
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ip6tables -I INPUT -p tcp -m tcp --dport 2049 -j DROP
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "",
"Effect": "Allow",
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}
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"Parameter": {

"Type": "String",

"LastModifiedDate": 1561054105.083,

"Version": 4,

"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
FILE_S3/latest",

"Name": "/aws/service/storagegateway/ami/FILE_S3/latest",

"Value": "ami-123c45dd67d891000"
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Ct. o 2| 2XtYE weti|E= HE 15 7|Lct 22l 2XtEo| FAl2 ot Z&Lct,
http://gateway_ip_address/?activationRegion=activation_region. O| #E|2| £
g3t 2|1t gMs 7|8 25 EHEHERLICH

ME3510{ 2425t HOIEQ0lel VPC AEZQIE IDQI

ol

Ol URLOE= VPC IEXZQIE
vpcEndpointE® Z & Lo QY

III> 30
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The AWS Storage Gateway 5tE9|0{ 0{Z2t0|A, VM O|O|X| HIEZ! &
Amazon Machine Image(AMI)= 0| H O|X|oi| MHE & @HE s4I5t1 SEHSt= ol 2Rt
HTTP MH|AZ O|2| FMElo] U&LICH HOIEQOl0] =7 MEIAE X[ U= SieH
THESHK| T ef&LCt,
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Linux(curl)

CtS ool M E Linux(curl) & AtEsto] #43t 7|& 2= EE HoiELICH

® Note

EZ EAE HeE Ho|EHole] AAl Zte= HiELICH 7hsE 22 Chet Z&Lcth

« gateway_ip_address - HO|EQ|0|2] IPv4 FAQILICHOI: 172.31.29.201).

- gateway_type - §835}5t2{= HO|EH| 0|2 & ILICHO: STORED, CACHED, VTL,
FILE_S3, FILE_FSX_SMB).

« region_code - H|O|ES||0|E &H5te 2ITULICAWS it F X LMo E[H Q1=
&E HxstMA . o] meEtnlE 7t XIEEX| A HU MBS E 2ol HAIF &R EIRA7AHLE

B 21T URISHK| o= B WU J|EAOR ys-east-1 BHOR MHELIC

« vpc_endpoint - HO|EQ0|C| VPC A EZQIE O|F ULICHA:
vpce-050f90485f28f2fd0-iep@e8vq.storagegateway.us-
west-2.vpce.amazonaws.com).

HE2 AEXQIE

HE2 A= X QIE CHE 835t 7|18 7HXEi™ g BEE & StLE AFSE LT
EZAdc=xEQIE

EZE A= EZQIEQ &35} 7| Wog{H:

curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"

T A AEZQIE
T A A= ZQIES| H Y5} 7|1& HrotiH
IPv4

curl "http://gateway_ip_address/?
activationRegion&endpointType=DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6
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Amazon S3 File Gateway Al

AWS Storage Gateway
curl "http://gateway_ip_address/?

activationRegion&endpointType=DUALSTACK&ipVersion=ipv6&no_redirect"

FIPS AIEZQIE
st 718

FIPS Q= Z 0l

IPv4
curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv4&no_redirect"

IPv6
curl "http://gateway_ip_address/?
activationRegion&endpointType=FIPS_DUALSTACK&ipVersion=ipv6&no_redirect"

VPCAEEZQIE
VPC A= ZQIEQ| &3t 7|§ Hot{H:
curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"
B2 7tMHD, HTTP SHE # & M5t D, 43

Linux(bash/zsh)
Linux(bash/zsh)& AI&35t0{ HTTP &

Ct= oAM= Li
7|18 ¢r= A E 2oiELich
z "$gateway_type" ]]; then

function get-activation-key() {
z "$activation_region" ||
echo "Usage: get-activation-key ip_address activation_region gateway_type"
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local ip_address=$1
local activation_region=%$2

if [[ -z "$ip_address" ||

return 1

fi

Linux(bash/zsh)
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if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?

activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

Microsoft Windows PowerShell

£ of| Xl= Microsoft Windows PowerShell2 AF235t04 HTTP &2 7tX{2 1, HTTP SlICE 2 &

to, gdst 7|18 e YHE 2oiELICh

ct
A S

ol

function Get-ActivationKey {
[CmdletBinding()]

Param(
[parameter(Mandatory=$true)][string]$IpAddress,

[parameter(Mandatory=$true)][string]$ActivationRegion,
[parameter(Mandatory=$true)][string]$GatewayType

)
PROCESS {

$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -

ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]

}
}
}
EHIELEAMNE

FeE 7|18 ddstn EAlste S E EoiE LI

utok

Chg ool ME 22 248 AH83tod
Amazon Linux 2(AL2) 7|t H|O|E{ 0|

AL2 7|t HO|EQIO|e] EFE L= FIPS QIEZQIEE MEH
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volume/vol-1122AABBCCDDEEFFG.

o 711D "HAlg X A4 IDS| of: snap-78e226633445566ee

KEMIEH LH& 2 Announcement: Heads-up — Longer Storage Gateway volume and snapshot
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1. Kubernetes 2t{AE{Q| kubectl10] CHEF HM|A HEHO| UE HHE EHO|HM] CIS HHEE A
sH3tL|C}
oHE .

curl -skSL https://raw.githubusercontent.com/kubernetes-csi/csi-driver-smb/master/deploy/install-
driver.sh | bash -s master --

2. O|M BZo| 2r=E Wtx| 7|ct2! = CfS BB S ALE5t04 CSI E2H0|H Z=71 4™ SQIX| &
QIgfLCt.

kubectl -n kube-system get pod -0 wide --watch -l app=csi-smb-controller
kubectl -n kube-system get pod -o wide --watch -I app=csi-smb-node
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csi-smb-controller-56bfddd689-dh5tk 4L/4 Running 0 35s
10.240.0.19 k8s-agentpool-22533604-0
csi-smb-controller-56bfddd689-8pgr4 4/4 Running @ 35s
10.240.0.35 k8s-agentpool-22533604-1
csi-smb-node-cvgbs 3/3 Running 0 35s
10.240.0.35 k8s-agentpool-22533604-1
csi-smb-node-dr4s4 3/3 Running 0 35s
10.240.0.4 k8s-agentpool-22533604-0

SMB StorageClass ZHxi| A4
Kubernetes 22{AE{0f| CiEt Af SMB StorageClass Z4&|E 244 5t2{H:

1. CS A2t At 2EIx7F L8 El storageclass.yamlO|2tE 0|82 T4 mtUS MAEHL
Ct. EAIEl ExampleValues& Ar& X2l i BHEd HE = CHA|ELICEH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: ExampleStorageClassName

provisioner: smb.csi.k8s.io

parameters:
source: "//gateway-dns-name-or-ip-address/example-share-name"
# if csi.storage.k8s.io/provisioner-secret is provided, will create a sub

directory
# with PV name under source
csi.storage.k8s.io/provisioner-secret-name: "examplesmbcreds"
csi.storage.k8s.io/provisioner-secret-namespace: "examplenamespace"
csi.storage.k8s.io/node-stage-secret-name: "examplesmbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "examplenamespace"

volumeBindingMode: Immediate

reclaimPolicy: Retain

mountOptions:

dir_mode=0777

file_mode=0777

uid=1001

gid=1001

2. kubectl % storageclass.yamlof HA|AE = Q= BHE E{O|Hol|AM CIS BHS A=A
LICt
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kubectl apply -f storageclass.yami

(® Note
O|™ EtAIo| .yaml 7+ HIAEE R E9Q|E
0i| XMl 3 3t04 StorageClass& A& =T U&LICE

3. MMst Al StorageClassE AFE 3T 5 Kubernetes 2{AE{Q| T =& FTMHELICE RIMISH LIE R
https://kubernetes.io/docs/concepts/storage/2| Kubernetes 222! MHME XM

SMB PersistentVolume ! PersistentVolumeClaim ZHA]| 2444
M SMB PersistentVolume 2! PersistentVolumeClaim ZH&| & 244524 HH:

1. 2709 7+ oS MAgrL|Ct O|&0| persistentvolume.yaml®@! 1742} O|F Ol
persistentvolumeclaim.yaml®@! 17§L|C}.

]

2. persistentvolume.yamll| Z< CtZ ot RAe Z2EHAE FIHELICH EAIE

ExampleValues& ALSRAto| HiE & HEZ CHA ELICH

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-smb-example-name
namespace: smb-example-namespace # PersistentVolume and PersistentVolumeClaim
must use the same namespace parameter

spec:
capacity:

storage: 100Gi
accessModes:

- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
mountOptions:

- dir_mode=0777

- file_mode=0777

- vers=3.0
csi:

driver: smb.csi.k8s.io
readOnly: false

SMB CSI E2}0[H] & API {71 2013-06-30 369


https://kubernetes.io/docs/concepts/storage/

AWS Storage Gateway Amazon S3 File Gateway AHS HEHM

volumeHandle: examplehandle # make sure it's a unique id in the cluster
volumeAttributes:

source: "//gateway-dns-name-or-ip-address/example-share-name"
nodeStageSecretRef:

name: example-smbcreds

namespace: smb-example-namespace

|
M
i
N
o
r
[ul
=5
>
r

3. persistentvolumeclaim.yamlQ| Z< C}S ot FALSH 2E
ExampleValues& ALSRAto| HiE &t HEZ CHA ELICH

I-J

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: examplename-pvc-smb-static
namespace: smb-example-namespace # PersistentVolume and PersistentVolumeClaim
must use the same namespace parameter
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 10Gi
volumeName: pv-smb-example-name # make sure specfied volumeName matches the
name of the PersistentVolume you created

storageClassName:

4. kubectl & MMt F yaml ol ZF HAMAE £+ Q= HHE EHOHo|M OIS BHE A
serL|ct.

kubectl apply -f persistentvolume.yaml
kubectl apply -f persistentvolumeclaim.yaml
(@ Note

O|™ EtAo| .yaml T4 HIAEE CHEE 9| ELA} Kubernetes 2+ 2| ! Z4E{ 0|13t ZEHE
of| NI 235t0d4 PersistentVolume ! PersistentVolumeClaim ZH&|E A4k £ Q)& L|Ct.
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5. 448t M PersistentVolumeClaim2 A& 35t 5 Kubernetes 2E{AE{S| ZEE FMHELICH KA
LH& 2 https://kubernetes.io/docs/concepts/storage/2| Kubernetes 2221 MBEME & = 5t Al

St

|_
(@)
Xi.

=2to|eq A A
Kubernetes SMB CSI E2}0|HHE A|7{5t2{™

+  Kubernetes 2{AE{2| kubectl0 HMAE = U= HHE EHO|Lo|MH CHS HHEE A
Ct.

0%
o
=

curl -skSL https://raw.githubusercontent.com/kubernetes-csi/csi-driver-smb/master/deploy/
uninstall-driver.sh | bash -s --

NFS CS| E2}o|1{ =Hed

x
[
[e]

| X0 2k Kubernetes 2 2{AE{Q| AEE|X[0d Amazon S3 File Gateway0ll A NFS I}
RE MEs5t= Ol EREt CSI EEIOIHE MR, 74 EE= oA LICH RpAMIEH LHE 2 hitps://
ub.com/kubernetes-csi/csi-driver-nfs/blob/master/docs/install-csi-driver-master.md 2| GitHub 01| A
AA NFS CSI E2HO|H MEME FEFHML.

C 20| AX|
Kubernetes NFS CSI E2}0|HHE M x|5t2{HH:

1. Kubernetes 2EHAE{ 2| kubectl0f HMAE = e BHE HOL0|AM CHS BES AL
CH.

curl -skSL https://raw.githubusercontent.com/kubernetes-csi/csi-driver-nfs/master/deploy/install-
driver.sh | bash -s master --

2. Ol BHPo| 2t=E W7tx| 7|ct2! = CfS BB S AEst04 CSI E2t0|H ZE=71 4™ SQIX| &
QIgrLCH.

kubectl -n kube-system get pod -o wide -I app=csi-nfs-controller
kubectl -n kube-system get pod -o wide -I app=csi-nfs-node

24
=3

[lih]
rlo

CtS ot st AH £oqok gfLict
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NAME READY STATUS RESTARTS AGE IP
NODE

csi-nfs-controller-56bfddd689-dh5tk 4L/4 Running 0 35s
10.240.0.19 k8s-agentpool-22533604-0

csi-nfs-controller-56bfddd689-8pgr4 4/4 Running @ 35s
10.240.0.35 k8s-agentpool-22533604-1

csi-nfs-node-cvgbs 3/3 Running @ 35s
10.240.0.35 k8s-agentpool-22533604-1

csi-nfs-node-dr4s4 3/3 Running 0 35s
10.240.0.4 k8s-agentpool-22533604-0

NFS StorageClass Zi&]| 244
Kubernetes 22{AE{0{| CiEt NFS StorageClass ZHA|E 44524 H:

1. CFS ofldet At 2EIx7} L8 El storageclass.yamlO|ZHE O|E 2] 74 m}US MAEHL|
Ct. EAIEl ExampleValues& AF& X2l HiZ BHEd HE = CHA|ELICEH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: example-nfs-classname

namespace: example-namespace
provisioner: nfs.csi.k8s.io
parameters:

server: gateway-dns-name-or-ip-address

share: /example-share-name
reclaimPolicy: Retain
volumeBindingMode: Immediate
mountOptions:

- hazd

- nfsvers=4.1

2. kubectl & storageclass.yaml0 HAMAE = = BHE EO|IoAM CE BHES ALE
LICH.

kubectl apply -f storageclass.yaml
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® Note
Ol EtAHQf .yaml 4 EA EtAF Kubernetes 22| & Z1E|| 0|43t Z34 &
0of M| S 3t0{ StorageClass& d&E =L UA&LICH

m
]
L2
!
HI
o lo

3. e M StorageClass Z{ME ALE 5t S Kubernetes 2E{AE S| ZEE FHELICH RHAIE
L& 2 https://kubernetes.io/docs/concepts/storage/2| Kubernetes 222! MBEME 2 X A2

NFS PersistentVolume 2! PersistentVolumeClaim ZHx{| 244
M NFS PersistentVolume ! PersistentVolumeClaim ZH&| & M Ad5}24HH:

1. persistentvolume.yaml & persistentvolumeclaim.yamlO|2t= O|E9| 714 o 274

g ddgfuch

2. persistentvolume.yamlQ| Z< CtZ ot RAte Z2HAE FIHELICH EAIE
ExampleValues& AMEX2| HixE 221 HEZ CHA|ELICH

apiVersion: vl
kind: PersistentVolume
metadata:

name: pv-nfs-examplename

spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
mountOptions:
- hazd
- nolock
- nfsvers=4.1
csi:
driver: nfs.csi.k8s.io
readOnly: false
volumeHandle: unique-volumeid-example # make sure it's a unique id in the
cluster

volumeAttributes:
server: gateway-dns-name-or-ip-address
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share: /example-share-name

3. persistentvolumeclaim.yaml®| A< C}S ot FAISH 2EIXE FIIELICH EAIE
ExampleValuesE& AtEX2| HiE 221 HE 2 CHA|EFLICH

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: examplename-pvc-nfs-static
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 10Gi
volumeName: pv-nfs-examplename # make sure specfied volumeName matches the name

of the PersistentVolume you created

storageClassName: ""
4. kubectl X F .yaml Ito| ZF HMAE = U= HHE EHOIH0AM CHS BES AL

Ct.

kubectl apply -f persistentvolume.yaml

kubectl apply -f persistentvolumeclaim.yaml

(@ Note

O™ EtAe| .yaml 7+ HIAE & CHE 29| EFAF Kubernetes 22| & ZE| 0|43t E3HE
0f| M| &Z3t0q PersistentVolume & PersistentVolumeClaim Z4&|& MAMH& £+ Q&LICH.

i
-1
0z
o
-
Il

5. 4%t Ml PersistentVolumeClaim 24| & A&t 5 Kubernetes 2E{AEQ| ZE
KM LI 2 https://kubernetes.io/docs/concepts/storage/2| Kubernetes 2221 A4

St 2.

L
Cl
AL
2
i
?|'_|
P
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CE 2ol X7

Kubernetes NFS CSI E2}0|HHE A|7{5tE{H:

«  Kubernetes 2B{AE{2| kubectl10] BMAE &= Q= HHE EHOILOMM CHS HES M-S
Ct.

curl -skSL https://raw.githubusercontent.com/kubernetes-csi/csi-driver-nfs/master/deploy/
uninstall-driver.sh | bash -s master --

AWS Storage Gateway Terraform 2=

HashiCorpTerraform HashiCorp 743 ¢10{(HCL)E At&3t04 JHL El @ E AA FEF 2IZE(laC)
AZIQILIC} Terraform A= Q1 Z 212 Amazon S3 File Gateway2t °*771| MEE = e atEl &
HE QEHO|A(CL) HAEZRE XMB5tH, 0|8 Sl =9 70| ECIRE AHIAE #E

LE APIE MAX™ 7 mrdof ®|AHSHE = A&LICEH

Terraform2 AF& 3104 Amazon S3 File GatewayE 2Zof|0|A 7H4 Ql=Z2lof 7HAF HAVM)L 2
OFMSHAH HHEZ & = U&LICH Terraform2 2 Z2{|0|A 7t QIZEE XFSEHELICH 28 0|4
VMware 74 &3 LH0I| M Terraform2 Al& 304 Amazon S3 File GatewayE it 2 7| HiZ 5t = 280
CHE REMIBH LI &2 HashiCorpl| Terraform2 AL& 504 VMware0l M Amazon S3 File Gateway Hi &
AS3HE FZStMIR.

(® Note
M3 5t= 5tO|EHHEO|X] E3HFof CHEF %4l HHTI S| AWS Storage Gateway 4! O|0O|X|& 7}
MRE S Terraforme T4d8loF & = U&LICE Storage Gateway M4l O|0|X|= CHE BE
Z|g2 ALEELICE o|O|X| O|& ol F7HElE HT HE = ZF HT 2l2(Ao met HEE 0L
aws-storage-gateway-FILE_S3-1.25.0

O| At5&t= VM & Fof HO|EQ0|e T} SR E & TS| lZ5t= Ol 2R ZE 2|laad BSY
£ Amazon S3 File Gateway0ll ZE2H|X'd5t= Ol AFEE = U= AEA XY 7t 58 Terraform 28
£ NMZ&LICH Terraform ZE2 HO|EHO| VM2 Z2H|XME5tTD, HO|ES0|E &-H&tstD, FHA|
CIAZE 2M5tD, HO|EQ0|E EHIQlo =I5+, Amazon S3 HZI2 MASIT, Il ZRE A
Sk, 2ol o &g LICE 2 Z 20| A0 MH Amazon S3 File GatewayE A5t O ‘é'_.?.?_ ZIAAE

’éﬂgﬂ: Terraform ZE7 L& E 2|ZX|EE|Q| HA o= GitHub2| Terraform Storage Gateway =
E AA IEE FXFHAR.
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® Note

Terraform& Amazon S3 File Gateway 2= 7{FLIE|0| M X|H5t= 2L L|CH AWS AH|
A 0| A7} obHLIct F|M9o| X|p2 AWS AEE|X| HRLIE[OA MSELICH
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Storage Gateway& API &=

2E£2 M835te A 2|0 AWS Storage Gateway APIE AF2510{ HO|ER0|E ZZ2aeHY Ao
2 M5t el £+ UA&LICE o] Mol H= AWS Storage Gateway 2, Q152 I8t 28 MY
ol @ 7 &2|of CHaH A EFLICH Storage GatewayOll AF8 & = Qe Bl L A= ZQIEOf CHEH RHA]
st LI 2AWS Yt 2R oA AWS Storage Gateway AIEZQIE 4l &2 XXM

@ Note

Storage Gateway& At&3t0{ O Z2[710|M S 7THE & [ AWS SDKsE AMEE =k JU&LICt
Java, .NET, PHP& AWS SDKE 7|& Storage Gateway APIE EZ&3st1 Qlo{ ZZ a2 &
e 7ZtASHEILICH SDK 2HO|EE{2| CHREEo| Ciet ME= MZ 3 glojlE{E| MMe &
ZotMIL.

=H
« AWS Storage Gateway Z % 2% 3l
- 2ol M|

= O
. 2% S§

- Storage Gateway AP| %]

AWS Storage Gateway Z+ 27 3l

J>

4| Mof| A= AWS Storage Gatewayol CiEH ZE POST 278 %= 5i|Hod| CH
|__||:+ 5 Eslnds XHoie Tatsls QAo Cieh Al X QA ol 9l 9% FMAK o At

& HTTP 3|2 = &Hsof & LCt 3= CHAZKIE 5D &

I nx

IIIEEIII

ieiLhE BB o

S5tX| k&L

X o 2

T & ©
M £ 08
rr mo

10

Ct2 2 ActivateGateway 240 M A& st S| of| &ILICt.

POST / HTTP/1.1
Host: storagegateway.us-east-2.amazonaws.com
Content-Type: application/x-amz-json-1.1
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f1201f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z

x-amz-target: StorageGateway_20120630.ActivateGateway

CHZ2 POST 3ol Z&3lof 5t= 3l I LICH AWS Storage Gateway. OF2H0ll E A|E! "x-amz"2E Al
ot = dlidleE AWSE Y Sl LIct LIHX| Sle = HTTP EZHA M| AH8 £l 38 sl Lt

sl =k

Authorization et 2od 5ol =7
Gateway =fQI& 5= Q! 0
Ct. o] 3l A2 31 2 ﬁL—IEH FES%

7h).

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

0|™ F 20| M= YourAccessKey, &, &, Y(yyyymmdd), i 2/ &
CalculatedSignatureE K| gfL|Ct. M3t £04 SlHo| FAI2 AWS V4 M
Bz MAS T Atgof et ZHEELICH HE 2HE AR HEsE 2F
ol ME35H7| Mol Ltet A& LICt

Content-Type E DE 2Fo| 28 = R%application/x-amz-json-1.1 SZ A}
& LICH AWS Storage Gateway.

Content-Type: application/x-amz-json-1.1
Host HE AtE5to] LE 2 EL= AWS Storage Gateway ¢EE
MetLICH o & £04, storagegateway.us-east-2.am
azonaws.com 2 0= S8(R3510|2) (Mol A=ZIEQLICEH AHE

e
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il =LS
7tset e ZRIEof CHEh AFM|E LHE 2 2] AWS Storage Gateway 1=
ZQIE 3l &ErakS AWS Storage Gateway R X otMAWS et X,

Host: storagegateway. region.amazonaws.com

x-amz-date HTTP Date 3l 2= AWS x-amz-date SO EFLIARZE K|
SaofloF R LICH 28 HTTP 2E2I0|ME 2lo|E2{2|0| M= Date 3lIH
E MAE 4+ U&LICH x-amz-date SIEH7F emE H QS &
01| Date 3lILHE AWS Storage Gateway F AR LICt. x-amz-date &
A2 YYYYMMDD'T'HHMMSS'Z' & 412] 1S08601 7|= 0]o4oF & LICt.
Date & x-amz-date SIHE Z2F A&5t= B2, Date dlH2| & 40|
ISO8601 Ze= A& LILCt.

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target ol SICi= APIQ| HEITH 2% F0I A2 XIHErLICH Chat &
API BT API OIB T} 9173504 TAISHH BAIS CHa T 28

x-amz-target: StorageGateway_ APIversion .operationName

OperationName 2t (0dl: "ActivateGateway")2 APl =5, Storage Gateway
E API X0 & E =+ U&LIch

Storage GatewayOlME 220l MBS0 MEsE ZE @HE 2158l ofF gLCH &0l HHS}
ci™ & 23t siA| & & Ol&dH CIXIE A—|“4° I’S%HOF BfLCH 25 sliAl= (g2 2HE S
0 IR SHAI ZhS HHEHSHE B4 QULICH SHA| B40f CHEH 2ol 28 HAEQ A2 3! HA A

7|17 T EEILICH SHA| &+ Q| MEoZ Es*af SHA| 2t S "rererLich ME2 2 30i A
Authorization sl L& QlL|C}.
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AWS Storage Gateway

Storage Gateway= QLEZ £4IEH F, AFEA7I 2| MBE et SUS SHA| & L UHES AL
5tod MBS AALHRILICH 2Ot MBE0| 2 MBI UX[E Z2 Storage Gatewayoll A LEE XE|
gulch O x| eto™ -0l HEELICt

Storage Gateway= AWS Signature Version 4& 0|83t Q152 RIHELICH MBS AASH7| I8
ZNAE OIS M Yo 2 L £ QlaLch

HTTP &2 Y7 A E MuigeLict Y+ 42 AE38lof 8= O|RE Storage GatewayOd|
M MES M7ALHSt0 AASRTE B MED BT E [ S " Galg AHSs5t7| WEALICH
. EHod 0. A{TEF 2 RFOT AHA]

=3t sHA| g0l CHEr 3 &t & StLHZ ALS S EXtEE BHELICH MBE EXtEolete EAHE
HEm, AE 38 el 2X, ol™ Aol HEtE e dddt

Quich x4 B e

ef
2 siAl gzl ol
74
A
5191 3: M A

MEE ZA-Q0 o MEl 70| F U2 EXUES 5185ts 425 Al 8 AA835tod 2ol Cist
MEEZ BELICH THYE 7|2 2ot HAMA 72 A2 At 3 Hel EAUS A8 5o U7d9|
Al 7|8 HIAIR| @15 ZE(HMAC)E MM5tE Yo =2 AHAHghL|ct

M AL of Al

CHS oflA |01|A-|._ ListGatewaysOll CHslf MBS ddst= MF nHE S LI LICH O] olAlE MY A4t
I.

o
=
Y Hdst| fIE 22 AI8E + U&LICH

He RO EtUART = "2012'4 92 10 2R Y 00:00:00A]" GMT LCt.

o
o =
- AEZQEE 02 S8(250/|2) 2™ L|CH

[ ]
ol

Ut 2 FE(JSON & ZF)2 ChSat Z&Lch

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
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Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T0000002Z
x-amz-target:StorageGateway_20120630.ListGateways

content-type;host;x-amz-date; x-amz-target
44136fa355b3678a1146ad16f7e8649e94fb4fc21fe77e8310c060f61caatf8a

EE ™o 0K £2 2™ 22| sHA|LICH 8t ZEF 20l A Hlo] U= Ml 2w E0f =25l

o
of &FL|C}. H|of U= O|RE O] API(EEE Storage Gateway API)0i| CHEH 22| m2t0|E{ 7} 17| IHE

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c@effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

MEE EXtEe Ml E2 d1EE, W E2 EHHA”E, A E2 X1F 58 Y, oFx[% E2 %
1 d 2™ sfAILC

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"),"us-
east-2"),"storagegateway"), "aws4_request")

AR HAHA 7|21 wlalrXUtnFEMI/K7MDENG/bPxRfICYEXAMPLEKEY & M &3te A, HlAHE A
e oS Z&Lct
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6d4c40b8f2257534dbdca9f326f147a0a7a419b63atf349d9d9¢c737c9a0f4c81

OFX|2t EHHl= Authorization SIEE MASHE ZJYULICH 28 A& 7|

AKIAIOSFODNN7EXAMPLES| 42 sllH= CtE2t Z&LICHIIS S =0|7| #l5H & HtE S F7t
gh.

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81
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O| MMofAHE AWS Storage Gateway 2 70f CHet 2= MEE XMIELICH 0| 2R E 27 ofle &
ol @7 AEZ EAIELICE o€ £01{ 27 ofQ| InvalidSignatureException2 & Mo
2N UE B ZE API SEO| BFEHEFLICH OB Lt 2 @F FE ActivationKeyInvalide
ActivateGateway AP101| CH3H A2+ BHEHElL|C}
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ol 2] HIA| K] HTTP &Ej I =
IncompleteSignatur X|’dget MEo| S gLt 400 H2E 2F
eException
InternalFailure of &~ QlE @F, 0f2| = EHol = 2l 500 Internal Server
3l @ M7t A& LLICtH Error
InternalServerError toio= 3 %9 92 3= MA|X| 500 Internal Server
S SHLEILICH Error
InvalidAction QHEEISE e 20| RESHR| L 400 EHZEH 2™
&LCt
InvalidClientTokenId MZEE X.509 QIZE M == AWS A 403 2XIE
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
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AWS Storage Gateway Amazon S3 File Gateway AtE HEHA

xhoq

=y A

—

b5t

DescribeWorkingStorage

(][]
rir

YR I HAIX] ol2F AL

1]
ok

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

LocalStorageLimitE EHAELX|SEE AddCache
xceeded Zoi&LICtH
AddUploadBuffer
AddWorkingStorage
LunInvalid X|H8t LUNO| R &5} CreateStorediSCSIVolume
x| et &Lct.
HHoF IE API H{7T 2013-06-30 398

il
I


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html

AWS Storage Gateway Amazon S3 File Gateway AtE AEHA

}

Ct

0jo
e

= O|™ 720l EA|EIJSON 27 SE E=E dEHELICH
__Ebed
ol elef ofle| & StLt.

L XY

to

APIE 280l MR MEE ZEHELICH Yol Q8(F APIO] TRE 287} ot BL)ol M of
(o)

MY F IE F StLEALICH.

ol 2== &M API HEM M= MEE|X| S &LICH

ol

DescribeStorediSCSIVolumes APIE AF2E A< EXIsHX| 2= HOIERIO| ARN & 212
™ C}2 JSON 2 20| gtetE|L|ct.

mjo

INES

P

{
"__type": "InvalidGatewayRequestException",
"message": "The specified volume was not found.",
"error": {
&% 8H API H{7 2013-06-30 405



Amazon S3 File Gateway AFE MEHAM

AWS Storage Gateway

"errorCode": "VolumeNotFound"

Storage Gateway7} 281t &7 MEE MBD LXISHX| St MBS HLE < O3 JSON 20|

HrErELIC

{
"__type": "InvalidSignatureException",
"message": "The request signature we calculated does not match the signature you
provided."
}

Storage Gateway AP| 2]

Storage Gateway %] =5 2AWS Storage Gateway APl & Z 0| M 2

API {71 2013-06-30 406

£
e


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html

AWS Storage Gateway

Amazon S3 File Gateway AF® A A

Amazon S3 File Gateway AtE B 0] CHEt EA1 O=

Cl2 ZoME=2018H 42 0|2 0
O| M Aof CHEH UClo|E L&

HE ALY

A B 7|5 =7}

AWS KMS 7|E AI85t 0|8

HE MH & &5 3H(DSSE-
KMS)o| CHEt X3 F7t

Hs g x|&3t #oll= Oofxl S3
File Gateway2| HZ|Z & =
CHSt5t T SQL Server G| O|E]
HIO|A 284 AFE Abzd[of & H|
HHEZE =[x} 5t7| et HE
AbgtoE 2 AbE|7F Z 8|0
U&ELICH REMIEH LHE 2 S3
File Gateway 23 Z|CHst L
SQL Server H|O|E{H|O| A EH

_Cl?_

AHEHE FRSAL.

O|X| S3 File Gateway= #4&H
EY O IR ZHYZRE
FHAlof 4= mdoll CHEt HIEt
COoIH ETME ddae = U
&LICH RtAIEt LIE2 S3 File
GatewayOf| CHEt FHA| £ 10 A
M4, S3 File GatewayOd| CHet
AL ETM 27 3 22|, S3
File Gateway 7HA| 21 A0 |

2t 2lg|A0 M HE
0i™ RSS L|=E& F55tH Lo

SE HE OlaHE A xstMl2.

O|X| AWS KMS Z7|E& At&Et
OlF HIE MH & 4335E
AL 35104 S3 File Gateway

E &2 Aol Cish dFerLict.

=L

20259 9 10

20251 6% 13

20251 3% 31

2024'H 9 13

API {71 2013-06-30 407


https://docs.aws.amazon.com/filegateway/latest/files3/ipv6-support.html
https://docs.aws.amazon.com/filegateway/latest/files3/ipv6-support.html
https://docs.aws.amazon.com/filegateway/latest/files3/Performance.html
https://docs.aws.amazon.com/filegateway/latest/files3/Performance-Throughput.html
https://docs.aws.amazon.com/filegateway/latest/files3/Performance-Throughput.html
https://docs.aws.amazon.com/filegateway/latest/files3/SQL-Backup-Best-Practices.html
https://docs.aws.amazon.com/filegateway/latest/files3/SQL-Backup-Best-Practices.html
https://docs.aws.amazon.com/filegateway/latest/files3/SQL-Backup-Best-Practices.html
https://docs.aws.amazon.com/filegateway/latest/files3/create-cache-report.html
https://docs.aws.amazon.com/filegateway/latest/files3/create-cache-report.html
https://docs.aws.amazon.com/filegateway/latest/files3/create-cache-report.html
https://docs.aws.amazon.com/filegateway/latest/files3/manage-cache-reports.html
https://docs.aws.amazon.com/filegateway/latest/files3/manage-cache-reports.html
https://docs.aws.amazon.com/filegateway/latest/files3/understand-cache-reports.html
https://docs.aws.amazon.com/filegateway/latest/files3/understand-cache-reports.html
https://docs.aws.amazon.com/filegateway/latest/files3/understand-cache-reports.html
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https://docs.aws.amazon.com/filegateway/latest/files3/encrypt-objects-stored-by-file-gateway-in-amazon-s3.html
https://docs.aws.amazon.com/filegateway/latest/files3/encrypt-objects-stored-by-file-gateway-in-amazon-s3.html
https://docs.aws.amazon.com/filegateway/latest/files3/encrypt-objects-stored-by-file-gateway-in-amazon-s3.html
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceManagingUpdate-common.html
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceManagingUpdate-common.html
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceManagingUpdate-common.html
https://docs.aws.amazon.com/filegateway/latest/files3/security-strategy.html
https://docs.aws.amazon.com/filegateway/latest/files3/security-strategy.html

AWS Storage Gateway

Amazon S3 File Gateway AF® A A

S3 File GatewayOil Ci&t 70|
Efolo{Eto|dA AZES|

of BT 1 U Ygls Fe

= o0

A E|= CloudWatch A& 7t
ool EFH

HOIEHOIY 2[CH T S&

&7t

F7tE Eela HEolMHeE
Amazon S3 File Gateway 01
Zto|dA 9| ZF HTof &2
BE MZ2 7|51 Ao
EE 7|5, I A & =

H Abgol cHall AEerLct.
Storage Gateway &0 M
EE= AWS CLIE A8 3104
Storage Gatewayl| A ZE 2|

of BT HE B 2OIE £ 2la

L—IEP 7<H\1I°P LE2 2ea

O|A| CloudWatch HealthNot
ifications ZJdEIIEE
HOIEQIO| RE LU SAE &
SHEN M8/ HEELUICH
HealthNotifications

2 AvailabilityNotifi
cations Of CHEh HE 7
MHEE Yool EX|R& LY.
KEMIEH LI 2 CloudWatch 4

S3 File Gateway= O|A| 70|
Eolg z|CH 50702 Y S
R E X[H5tH o|™ 8= 2110
JHol| M Bt & LICH o= A
St B AHOo|ELoloM
ofe mlol ZSE AMAlsto] B
st= HO|EQo| =8
LICk REAIBH LI
!

g2 Z ot

o_|-
:=

Of

o
=

(o)

OlA
AAEH
ne)
ST

_

ot
mjo
o

o

Z 70 my

FO |

20234108 5

20234 108 2

2023 12 18

API {71 2013-06-30 409


https://docs.aws.amazon.com/filegateway/latest/files3/release-notes.html
https://docs.aws.amazon.com/filegateway/latest/files3/release-notes.html
https://docs.aws.amazon.com/filegateway/latest/files3/release-notes.html
https://docs.aws.amazon.com/filegateway/latest/files3/cloudwatch-alarms.html
https://docs.aws.amazon.com/filegateway/latest/files3/cloudwatch-alarms.html
https://docs.aws.amazon.com/filegateway/latest/files3/fgw-quotas.html
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https://docs.aws.amazon.com/filegateway/latest/files3/s3-dos-attribute-support.html
https://docs.aws.amazon.com/filegateway/latest/files3/s3-dos-attribute-support.html
https://docs.aws.amazon.com/filegateway/latest/files3/troubleshooting-file-gateway-issues.html#troubleshoot-logging-errors-gatewayclockoutofsync
https://docs.aws.amazon.com/filegateway/latest/files3/troubleshooting-file-gateway-issues.html#troubleshoot-logging-errors-gatewayclockoutofsync
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceUpdateBandwidth-common.html
https://docs.aws.amazon.com/filegateway/latest/files3/MaintenanceUpdateBandwidth-common.html
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https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html
https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html
https://docs.aws.amazon.com/filegateway/latest/files3/local-group-settings.html
https://docs.aws.amazon.com/filegateway/latest/files3/local-group-settings.html
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#audit-logs
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#audit-logs
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
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https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/storagegateway-compliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/storagegateway-compliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#get-file-upload-notification
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#get-file-upload-notification
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https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/migrate-data.html#migrate-data-file-gateway
https://docs.aws.amazon.com/storagegateway/latest/userguide/migrate-data.html#migrate-data-file-gateway
https://docs.aws.amazon.com/storagegateway/latest/userguide/migrate-data.html#migrate-data-file-gateway
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#performance-fgw
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#performance-fgw
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
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