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4, A A9 oA AEE £ JUe AEE| REBAM ALS KL X AZE| HE S MEHELC.
5 CIS MEXR X|H AE HAME FAsto{ JSON HE 7|0l E0{g&LCt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"entityresolution.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

a. LIS EXME FAtstod JSON HEZ(of| 204 E&LLCH.

(® Note

CtE oM =2 Amazon S3 Lot 22 s 0| E|AAE o= O HFt HEtS
KB LICH AWS Glue. Z2LE OB AAE A8 o 20| A S =3l ok

g = &Lt

AWS Glue 7} X|¥Zl= AWS && TtE|MO| 2 E E2|T0i A AWS Glue ElAA%} 7|&

Amazon S3 EIAAE A8E £ A&LICH 2AAL 7|2 Amazon S3 ElAAE 5

gt 2|0 /U2 27t & LICH AWS Entity Resolution.

OB AATF A S 3HE|HL S5 5HE|X| §E2 A2 AWS KMS HEt2 £oig 27t

&Lt
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:s3:::{{input-buckets}}",
"arn:aws:s3:::{{input-buckets}}/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount”: [
"444455556666"
]
}
}
},
{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource": [
"arn:aws:s3:::{{output-bucket}}",
"arn:aws:s3:::{{output-bucket}}/*"

]I

"Condition": {
"StringEquals": {

"s3:ResouxrceAccount": [
"444455556666"

SZER
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"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPaxtition",
"glue:GetPartitions",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:BatchGetPartition"

1,

"Resource": [
"arn:aws:glue:us-east-1:444455556666:database/{{input-
databases}}",
"arn:aws:glue:us-east-1:444455556666:table/{{input-
database}}/{{input-tables}}",
"arn:aws:glue:us-east-1:444455556666:catalog"

Zt {{user input placeholder}}E Atdlo| MEZ HIELIC.

aws-## AWS E|™ of your resources. You can use
AWS Glue, Amazon S3, and AWS KMS
resources from any commercial same AWS
2|™ where these services are supported.

&ExampleAWSAccountNol; Your AWS 7|H ID.

#H# ## Amazon S3 buckets which contains the
underlying data objects of AWS Glue
where AWS Entity Resolution will
read from.

HIEE Y I 4y 1
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## ## Amazon S3 buckets where AWS Entity
Resolution will generate the output
data.

## RBARHH AWS Glue databases where AWS Entity

Resolution will read from.

b. (ME AtE) 123 Amazon S3 HHZI0| L ZHO| KMS 7|E AtE35t0 ¢S5 3tEl B ChE2 7t
ot
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:{{aws-
region}}:{{&ExampleAWSAccountNol; }}:key/{{inputKeys}}"
]
}
Zt {{user input placeholder}}E At{IQ| HEZ HIELICH.
aws -## AWS 2| of your resources. You can use

AWS Glue, Amazon S3, and AWS KMS
resources from any commercial same AWS
2|7 where these services are supported.

&ExampleAWSAccountNol; Your AWS | ID.

inputKeys Managed keys in AWS Key Managemen
t Service. If your input sources are
encrypted, AWS Entity Resolution
must decrypt your data using your key.

c. (M= AtE) &3 Amazon S3 HZ!ol| 7S &|= HIOIEE = 3}8l ok
LICt.
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"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Encrypt"

1,
"Resource": [
"arn:aws:kms:{{aws-
region}}:{{&ExampleAWSAccountNol; }}:key/{{outputKeys}}"
]
}

Zt {{user input placeholder}}& AtdIQ| HEZ HIEL|CY.

aws-## AWS 2|7 of your resources. You can use
AWS Glue, Amazon S3, and AWS KMS
resources from any commercial same AWS
2|™ where these services are supported.

&ExampleAWSAccountNol; Your AWS 7|H ID.

outputKeys Managed keys in AWS Key Management
Service. If you need your output sources to
be encrypted, AWS Entity Resolutio

n must encrypt the output data using your
key.

d. (ME AFEHE S35l IS A MHIAE 75 AWS Data Exchangedt &2 AF AMH|A 7| {3
Z20] 7|E Y2 M85tE{H OE2 FIHEUCH

"Effect": "Allow",
"Sid": "DataExchangePermissions",
"Action": "dataexchange:SendApiAsset",
"Resource": [
"arn:aws:dataexchange: {{aws-region}}::data-sets/{{datasetId}}/
revisions/{{revisionId}}/assets/{{assetId}}"
]

Zt {{user input placeholder}}E At&lo| HEZ HbELICH
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aws - ## The AWS Z2|™ where the provider
resource is granted. You can find this
value in the asset ARN on the AWS
Data Exchange console. For example:
arn:aws:dataexchange:us-eas
t-2::data-sets/111122223333
/revisions/339ffc64444examp
lef3bcl5cf@b2346b/assets/54
6468b8dexamplea37bfc73b8f79
fefa
datasetId The ID of the dataset, found on the AWS
Data Exchange console.
revisionId The revision of the dataset, found on the
AWS Data Exchange console.
assetId The ID of the asset, found on the AWS
Data Exchange console.
8. Wil {2 Sot7tM HEH £} ofiof &3 ddet HAo| 0|2 L™EfLIct (Wo|X|E M2
Dok " = A&LICt)
o. st mM o|F Yol Aol MU F 32 ML}
10. Ol X|H, 4ol A< dgo| o|Fnt dHS =g ct
(® Note

ol ol22E A

==y m— )

Sstod o

Xt HAEEE e = U= 78 Bworkflow job
2l x|5HoF &LCt,

roleof#| —'?'—045_' passRole Tto| m{EiD} Q
o § E01 AWSEntityResolutlonConsoleFullAccess Tel™ "M A8
Pt ok &fLICt.
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o
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d. E MM MBI

off CHEH T ZZ =] 248 AWS Entity Resolution O| 44 Q& L},

SIER Y AY 4y 15
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2= C|O|& El|o|Z &H|

0| A AWS Entity ResolutionZf 2124 G|O|E{ E|0|20i= A4 BZE7F £EELICH Ol248t dlZ =0
0|8, d, O|HY F& E= MeHHS o 2 AHIRF A7 ZEELICE Ol28t AA BZEE 8
gt EE= OHE 23 O|o|H H|IO|= LM MBSt CHE AA B2 ELQF UXAIZ = JU&LICH Z B3
Cole 183 H3ZE ID(ZS ID)7t Qlo{ok &t LHOIM AF|0F OHEE MAMsHE S0 0|2 7|8 7|12
X o|sHoF & L|CH AWS Entity Resolution.

2 E 2= ol|o|H HIO|E2 Amazon S30i| A X|H5t= AWS Glue EIO|2 2 A& = /U&LICH.
Amazon S3 LHoi| 0|0] Q= RtAl CIO|E{E A8 3t7{Lt CHE ElAL SaaS S 2 AHS| HIO|E EfO|E2
Amazon S3E 7t 2 = AU&LICH. Amazon S30i| C|O|E{E YEEF F AWS Glue A EEHE AFE35H
040f|AM Cllo|Ef Efjo| 22 MME & Q&LICH AWS Glue Data Catalog. 213 CHS HIO|E{ Eflo|22 &
HO 2 AL += U&LICH AWS Entity Resolution.

CHS Mol M= RHAL CI|O|E & EtAF GIO|E{ & ZEH|steE Y-S dBELICH
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« EfAl 13 HIO|E EH|
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(MEd AEN QI3 E 2 XME|7F 2t2El AWS Entity Resolution Z01|
MAMHE BlZ2EE X|Yst= DELETE LILIC 0| gf giol &
Met= 2 71242 falseLICE DELETE ¥0| truez AH
E HlZE= MM ELICH DELETE €0| false =& empty2 ™
Z Hl2E=0M M2|&LIC AWS Entity Resolution.

A7|0tollE 80| StringOl matchKey 20|
0| Rlo{oF & LICtgroupName .

@ Note
s Mel F7lo gt T2 & |fR2 £L
xwom ptloo 2 HAM alx| ID(GetMatchID
x| ef&LCt.

CHS oAM= S17F = &Is25| 1 AKX E LICE

Example

sourceID, name, lastName, DELETE
S1, name, lastname, false
S2, name2, lastname2, true

9= DELETE ¥
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SEELIEE S T4

ZIH && 7IgtofE H3E - TR ID7F EHEL|CH

- - HolE MEO|E Ct2 83 & stLt7F ZEHELICH
* Full Name
* Full Address

Full phone

Email address

Date - & x|5t= 7| O|§0| A AU B2

+ 0{H & O|E = "MatchId", "MatchRule ", RecordId,
SourceId"," & TargetId" oi<f O|&2 AFE5HR| §E&LICH.

IDOHE HIE=Z « 1R D7t EEfLICH
« 1R IDE= 257XHE Zut5tX| ef&LCt
o (MEH AMEN QI3 Z 2 &2[7t 2t 2 E AWS Entity Resolutlon Z0of
M A7HE BlZREE X|™™H5H= DELETE ¥ QlLict. ol 2k giol &
Mste 82 7|84 2 falseQLICt DELETE 0| true2 M
E 2= AXMELICH DELETE 20| false E£ empty2 AH
E HlZE =0 M X 2[&LICH AWS Entity Resolution.

A 7|0l 80| StringO|X matchKey 2/0| 8= DELETE &
Of 2{0{0F &L|CtgroupName .

Ct2 oMo M= S17F £ EIs2k| 1 AFA|EL|C.

Example

sourcelID, name, lastName, DELETE
S1, name, lastname, false
S2, name2, lastname2, true

-

2EHA!: /= H|o|E El|lo|2 & X Zl= Ho|H BAM2=E XF

KEAL 2124 Cl|o|E & x|kl HlolE @Az o|o0] M et B0l HAE THE + J&Lch

2EHA|: 124 H|o|E H|o|2 2 X|¥El= Olo|E Ao 2 XME 18
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AWS Entity ResolutionE A& 3t =3 o|O|E{7t0of| A{ AWS Entity Resolution X|#5t= & 4]0[0{of
gt

AWS Entity Resolution = Ct& Ci|O|E] EA|E K[ LICY.

. HEE TEE ZHCSV)
- PARQUET
3EtAH: Amazon S301 /23 O|O|E{ El|0|8 YZEE=

Amazon S301 Xt A} Ci|O|E{ E|0|£ 0] o|0| = E<0| HAHE AE + Q&L

® Note

S3resources0l| 2123 CI|O|EH{E XHEE £+ QU&LICE.
UX|SlE FIAEZE AT AWS AY M HMA

33 O| H|O|E{= CtE 2™ EE=

AW
g+ Aauoh

2129 o|o|E{ E|l0|2 € Amazon S30{| Y2 =3524™

-_—

off 232l AWS Management Console 511 https://console.aws.amazon.com/s3/ Amazon S3 &
2290 oF L| E|-_

=
S M3 O+ ClOIE] B0lES XMAE B MFLICH
3. YRCE MEE O+ oHHE mHELICH

4. IHA RS ME4Stod OB ME k= HFAE HFLIcH EH2| 0| HIZsH SLICt

Zr|E MEi5t04 ClOIE] Elo|28 2 4 Q&L
ATHH|: AWS Glue E|0|E AiAd

® Note

28 E AWS Glue HIO|E0| 2Tt A2 2 ALELICHEA: & El AWS Glue Ef|0|& M.

3EHA: Amazon S301| /2 H|O|E El|0|2 YZ2= 19
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Amazon S32| /24 H|O|E{E0M Z}EL2 3 AWS Glue &/ AWS Glue El|0|E 2 E A|T|o{of &L
Ct. Amazon S3E 230 = AI235l04 AWS Glue EI|0|E S MM3tE dhedo] CHEE REAISH LHE 2 7He
Kt OFLHA 2] AWS Glue 2£0|M 2 E 2 =2 2 X5 M 2. AWS Glue

O| tAHMHE S3 H{Zle| R E nle2 32251 AWS Glue Ef|0|E2 2 MM5t=0 AWS Glue 225
£ M™shct

® Note
AWS Entity Resolution £ $3&10{ 5= Amazon S3 {I%|2 X|45HK| ot &LICH AWS Lake
Formation.

AWS Glue EIO|E & MA5tE{H

1. 0o 212l AWS Management Console 311 https://console.aws.amazon.com/glue/ AWS Glue &

&2 gt
2. HMDZ0M IEHE MEFLICH
3. SEoAMS3IHAS MEiEtCts 382 M2 MEFLICH
4. FAEH &€ MY HOX|HM 2 ED] 0| ME™M MBS QU2St & O3S MEFLICH
5. AEH F7I HOIX|E A& TIdstod ME HEE X|I™HELICH
6. 1AM & MEH HO|X|oM 7|E IAM g MEdg MElSt & OS2 MEfEhLICE
LRt B 1AM & MM 2 MEHSHHLE ZE[R7LIAM HE S MMHSEE & 2 /gLt
7. Ol {0l CHh Y Mol B2 BT 7|2ZH(2F Al A¥)2 RXIstD Chas MEHELICH
8. I E2{e| £ 7440l AWS Glue HIO|E{H|IO|AE U245 F CtZ S ME4FLICH
9. ZEMER HEE AES OIS A2 E MEiFLICH
10. 2 &2 HO|X|oM S3 HZ! do| &felgtE MElstT I & M-S MEiFLICH
11. A E Aol 2 EE|H AWS Glue B M 2 Z0{ A Cl|O|E{HIO|A E MEHEF CHS O|O|E{H| O A Of
52 MEgLC.

12. CllO|E{H|O|£ | O|X|o| M {ALS At Tl O|E{H|O| A& O|F} ol M E|O|E S ME{EFLICH
a. AWS Glue Cl|O|E{H|O|A 2| E|0|E & FLICH
b. Elo|E2| A7|0tE EEdH §H H|o|£& ME{ELICH

c. AWS Glue O|O|E{H|O|A O|F 1} AWS Glue E{|0|E 0|E & 7|E3dl §LICt.

4THA AWS Glue EII0|E A4 20


https://docs.aws.amazon.com/glue/latest/dg/console-crawlers.html
https://console.aws.amazon.com/glue/
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OlMl £7|0F O E S W& EHI7F ZIRELICH XEAEH LIE2 A 7(0 0fE &8 EFE HZsHAAL.

4THH): 2&E AWS Glue E|O|Z M

@ Note
O| AWS Glue THE|M'E 7|S2 ID OHE 3 ZEZ20{MB+F X[ AWS Entity Resolution & L|C}.
Ol AWS Glue ZIE|M'E 7|52 ME3IH 2 MEIE § mE[ME MEHE = U&LICH AWS
Entity Resolution.
=& & AWS Glue EO|E0| 238X §f2 BL0| BHE HdLHE = U&LICh

=2 E AWS Glue E|O|E 2 C|O|E 701l Al ECH(0d: BF & oteile|l M EC)E F7HE [ AWS
Glue Ell0|E 2| M ZHE|ME XIS 2= BFIELICH

oM 2&E AWS Glue EIlO|E2 MAME i ID 01 I EE20M MEIE THE I 12 XY AWS
Entity Resolution== A&LICH O CHS ID OHE KIZE2E A E motct M~ AWS Glue HIO|E 2|

2= HIo|EHE AMElsts cHAl s THE|M 2| HIo|E B ME[ELICH O] 7|58 A StHoM 2t HE
St 222M0|H HIE 20l o|o|E XE|E Sall ANE{E| |2 2 1S AWS Entity Resolution 2 Ct
EEo 2 ANo{stn fH5HAH 2 2lE = U&LICH.

ID OHE I EZEZ0|M AA Aol CHal 2&E AWS Glue El|l0|E2 S MME £+ l&L|Ct.

HZ{0l M Amazon S32| 2124 H|O|E{& FtE 2135 AWS Glue 3t 1 E|O|= 2 AWS Glue E A|5HoF &
LICt. Amazon S3& S E A& 350 AWS Glue HIO|E S H45t= Wof it RtMIEH L8 2 4
2F Xt OFLHA 2| AWS Glue 2£0IM T E 2 2Hd2 EZ5HAM|2. AWS Glue

Ol BHAMME S3 HA ol 2 & mUE T EZ AWS Glue Bt CHS 28 El AWS Glue HIO|EE ‘45t
=0l 2 EHE H™EfLCt

@ Note
AWS Entity Resolution = #X0ll &5 El Amazon S3 {Ix|€ K|35t x| f&LICH AWS Lake
Formation.

EZE AWS Glue E|O|Z 2 M stedH

—

off 212l AWS Management Console 311 https://console.aws.amazon.com/glue/ AWS Glue &
&g Yulch.
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2. HAMDI0M IEHE MEIFLICH

E0]M S3 HZIS MEHEH OIS 320 MAMS MENSHL|CY
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3
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5. ZEc] FIH HOIX|E 7% T stod Al
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E
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IAM 42t =4 HOIXIIM 7IZ 1AM 18 MEig Meipt £ Cha g MeiEn

8. IAEDel EH FEH AWS G |O|AE et = 2SS MEFLICH

9. DEMNE MEE HAESICIS 225 MENFHLCH

10. I =54 Ho|X|of A S3 B{Z! edo| EHolate MeHsi I =] AlSHS AMENSH |C}

11. A28 A0l 22 T|H AWS Glue B 2 20{ A O|O|E{H| 0| A S MEHSH Ct2 O|O|E{H|0|A O]
B2 MEHELICE

12. O|O|E{H|O|A H|O|X|o| EO|EIM B & E HIO|ES MEHFFLICE

13. EO|E QoM &Y EECHR2 S MEE OHS HIO|E TR ME=igrLIc
a. ElOIE &40 FIHE MEAFFLICH
b. M 7|01E 2dgfL|CtaerPushDownPredicateString.

c. A ZtolE =dErL|Ct  <PartitionKey>=<PartitionValue’.

d. AWS Glue Ci|O|E{#| 0] O|& 2 AWS Glue Ef|0|& O|&E 7|53 SLICt

O|A| Ch=oll CHEr ZH|7F A& LICH

- 27|0t Ol EE s ChS stLtefof CHEH ID OHE I E2E s LICH AWS A E.

(=) [=]
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ClOIE S2 X AH|A

3|At O|F A& 7ts AWS 2| AR}

LiveRamp 0= S®(HKX|Lot S8)(us- FZID
east-1), 0|= SF(L235t0[|2)(
us-east-2) 2! 0|= ME (2
) (us-west-2)

TransUnion 0= SE(HKX|LIoF 28 )us-  TransUnion 7 2! 7} IDs
east-1), 0|= SF(L235t0[|2)(
us-east-2) & O|= M2 (a8
) (us-west-2)

E%1D2.0 05 S8 (HXILot 58 )us- HAIUID?2

east-1), 0|= S8 (L235t0[|2)(
us-east-2) & O|= ME(2
) (us-west-2)

CHE EFAMIME S2A MH[A 7|8 OHE Q322 = SEA MHA 7[BFID OHE /IEZE ME
St EtAt HIO|EHE ZEH|stes WHS HdEeLIc

« 1EtA0I M 3 ZXF AMH|A 75 AWS Data Exchange

2EH7A: EFAF HIO|E] E|0|E ZFH|

3EHA|: 2121 H|O|E{ H|O|E 2 X|¢E|= ClOo|E EAlo 2 XHE

4TH7A|: Amazon S30] 224 H|O|E| Ef|0|8 YZEE=

5CHA|: AWS Glue El|O|E M A

1EHA: 0| S 2 X MHIA 75 AWS Data Exchange

E Sl 32X MH|IAE 7538 B O F SZA MH|A & 5ttt Ux|ste HAEEE Al™sto &
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OII

oM 32X MH|IAE T 552424 AWS Data Exchange

18- A0l M S S A MH|A L5 AWS Data Exchange 23
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1. 33X
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« LiveRamp AtZ4

74
 LiveRamp EZHA I E!

* TransUnion
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- S8 1D2.0 X} 5 =0l
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| fara §
[=

AHE AWS Data Exchange A& A 9|
LICt AWS Data Exchange.
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® ©

AWS Entity Resolution > Matching workflows > Create matching workflow

step1 . .
@ specify matching workflow detzis Ch00Se matching technique i
- Specify how you want your data to be matched or choose a provider service.
ep
(@) Choose matching technique
Matching method

Step 3

Specify data output Resolution type

Step4 © Rule-based matching ) Machine learning-based matching Provider services

Review and create Use customized rules to find exact matches. Use our machine learning model to help find a broader range of Use this option if you have a subscription to a preferred provider
matches. through AWS Data Exchange.

Rule type | Info
The rule type determines whether you can create simple rule conditions or more complex rule conditions for your rule-based matching workflow. After creating the workflow, you can't change the rule type. Learn more [%

Suitable for fuzzy matching, exact matching, and schema mappings with data columns mapped one-to Suitable for exact matching and schema mappings with multiple data columns mapped to the same input
one with input types. Real-time and ID mapping workflows not currently supported. types. Supports real-time and ID mapping workflows

‘ © Advanced - new ’ ‘ ) simple

Processing cadence  Info
Determine how often to run your matching workflow job. The first job runs after you create the matching workflow. See pricing [2

© Manual

Your matching workflow job is run on demand. Useful for bulk processing.
Automatic

Your matching workflow job is run automatically when you add or update your data inputs. Useful for incremental updates. This option is available
only for rule-based matching. When using this option, matching rules can't be edited after creation.

Matching rules (1)

Define match criteria by creating a rule condition for each matching rule. Rearrange the priority to optimize results. You can create up to 25 rules.

Rule name

Enter rule name Remove

0 of 255 characters. Use alphanumeric, underscore (_), or hyphen (-) characters

Rule condition - new | Info
Choose the appropriate matching functions and operators to build this rule condition.

1

l ® Errors: 0 Line 1, Column 1

(+ Add another rule ) ( Reset rules )

Vou can add up to 24 mere rules.
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Ars2 MEIst 32 S3 Aol CHaif Amazon EventBridge & 2
QlEfLICt S3 2£& AF235104 Amazon EventBridgeE & 43}st= &dol CHEt
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ML

68

ki
il
4l
Ll
Jo
o


https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-event-notifications-eventbridge.html

AWS Entity Resolution

Add a permission2|

AND QAHRFE A8 3H0{ I K| Y| & 4=(Cosine, Levenshtein &= Soundex)E &8 &
x| & #=(Exact, ExactManyToMany)2 Z4&t5{oF & LIC}.

CHS

FH
jn

ol=x

Elo| 5
(=3

- =
Q

Pl
e
mjo
ne

GlolEfel +%| E
# 2 RANE S

At&stod =

Eof et ArSE gt

Exact(matchKey)

ExactMany

ToMany(matchKey,

matchKey, ...)

EmptyValues=Z =
S [ES

EmptyValues=F Al

[o]]]
on
Pl
0%
50
Ojo

EmptyValues=Z2 7Zt&tstn 58]
MlA&

ki
il
4l
o
Jo
o

69



AWS Entity Resolution

Add a permission2|

Glo[E 0| 4 x| E
2t fAPEE S5

stHOECHE E
02 BiFst= O

s X2k gl Zfoi

Me YxI5HR| b=
2AHE HE
HlAEHL|CH A AF7}
o7t CIE EHAE
BHefLct

gt EHo{ECIE B

0z #HZst 1

= <)
LQ# A|4
248 ALEC

Cosine(matchKey,
threshold , ..)

Levenshtein

Levenshte
in(matchKey,
threshold , ...)

Soundex

Kb AEH XA

—_O - "1 71

2

=hN,

EmptyValues=F Al

EmptyValues=Z =
S [ES

EmptyValues=5 Al

EmptyValues=Z =
P S

kI
il
"
0%

70



AWS Entity Resolution

Add a permission2|

=% HE f+E= @ e ME™ 3yt &Y
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Matching rules (1)

Define match criteria by creating a rule condition for each matching rule. Rearrange the priority to optimize results. You can create up to 25 rules.

Rule name

(e ) G GO

5 of 255 characters. Use alphanumeric, underscore (_), or hyphen (-) characters.

Rule condition - beta | Info
Choose the appropriate matching functions and operators to build this rule condition.

1 Exact(Phone,EmptyValues=Process) AND Levenshtein("Email address",2)

(® Errors: 0 Line 1, Column 67

C-{- Add another rule ) C Reset rules )

You can add up to 24 more rules.

Cancel Next

et x| 7|= Hdt x| &8 AE5H0] SUS EAME S UR|IAIZLICH T3 YK|
7| EmptyValues=Process modifierE Al&3l0o4 L x|5tE Bl Zt2 MalgLct

O|HY F4A x| 7= Levenshtein x| & =& AI&35t0{ 7|& Levenshtein 72| ¢ 12|
& UHZLCI 28 A8 3104 O|O|E{E 2ERt UXIAIZILICH O|HY YX| 7|= MEHA &
A& AH8 3R] b &LCH

AND QM RH= 28 U] & 2 Levenshtein Y| g +~E ZEELICH
Example ExactManyToMany& At&3t04 OfX|7| &S &8st & =

Ch=22 Ml 7Hel F=A Zl=(HomeAddress Y| 71, B|II|ngAddress ol%| 7| &
ShippingAddress & x| 7|)2| Blla =2t Yx|5t0od Zto| S US| &Ql5tof &AHX Ux| &
S e & = of uct.
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ExactManyToMany(HomeAddress, BillingAddress, ShippingAddress)
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/matchingworkflows

3. 24 sl M Content-type2 application/json2 2 A& grL|C}.

(® Note
XElE Z2 a2 2109 MA| 552 AWS Entity Resolution APl X & & X 351A
2
4. QY 2&0f s ctSa 22 E+ JSON ItZt0|EE M3 &L cH
{
"description": "string",
"incrementalRunConfig": {
"incrementalRunType": "string"
},
"inputSourceConfig": [
{
"applyNormalization": boolean,
"inputSourceARN": "string",
"schemaName": "string"

1,

"outputSourceConfig": [
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{
"applyNormalization": boolean,
"KMSArn": "string",
"output": [
{
"hashed": boolean,
"name": "string"
}
1,
"outputS3Path": "string"
}

1,
"resolutionTechniques": {
"providerProperties": {

"intermediateSourceConfiguration": {
"intermediateS3Path": "string"

}I

"providerConfiguration": JSON value,
"providerServiceArn": "string"

iy

"resolutionType": "RULE_MATCHING",

"ruleBasedProperties": {

"attributeMatchingModel": "string",

"matchPurpose": "string",
"rules": [
{
"matchingKeys": [ "string" 1],
"ruleName": "string"
}
]
},
"ruleConditionProperties": {
"rules": [
{
"condition": "string",
"ruleName": "string"
}
]
}
I
"roleArn": "string",
"tags": {
"string" : "string"
I
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"workflowName": "string"
}
Sk
« workflowName (E<) - 1 R38H0F 5t [a-zA-Z_0-9-]*2F L x|5t= IHEIS 1~255K}040F &
LICE.
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« resolutionTechniques (%) - 7% 7|g UX|IE
"RULE_MATCHING"@ 2 M™

- roleArn (E) - HIEZ A™E

ruleConditionProperties (&

MEfX o2t 0jE s Cheat Z&LC

—_

« description - Z|CH 255X}

0%

+ incrementalRunConfig- &£ A& 8 +M4
* tags - Z|CH 200742| 7|-Z}t m o

5. (ME{ AR 7|12 EEHIX]) MEI CHel B2 MEIE ALS
ZF 7+t

e 2 220l OhE ietolEE

[o][]

"incrementalRunConfig": {
"incrementalRunType": "AUTOMATIC"

7. d3otH &E| I = 2002 CHEE X8 sl= JSON EE0| 2 E SEHE & ELlch

-

{
"workflowArn": "string",
"workflowName": "string",
// Plus all configured workflow details
}
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AWS Entity Resolution » Match

ing workflows » Create matching workflow

(O

Step 1
Specify matching workflow details

Step 2
Choose matching technique

Step 3
Specify data output

Step 4
Review and create

C.

A [=)
° T%Etl

1310

S3

tS

N RE =P

(® Note

Z0|EHA %2l CI=

Choose matching technique i

Specify how you want your data te be matched or choose a provider service.

Matching method

Resolution type

© Rule-based matching

Use customized rules to find exact matches.

() Provider services
Use this option if you have a subscription to a
preferred provider through AWS Data
Exchange.

) Machine learning-based matching
Use our machine learning model to help find a
broader range of matches

Rule type | Info
The rule type determines whether you can create simple rule conditions or more complex rule conditions for your rule-based matching workflow. After creating the warkflow,

you can't change the rule type. Learn more [A

" Advanced - new © simple
Suitable for exact matching and schema mappings with multiple data
columns mapped to the same input types. Supports real-time and ID

mapping workflows

Suitable for fuzzy matching, exact matching, and schema mappings with
data columns mapped one-to-one with input types. Real-time and 1D
mapping workflows not currently supported

Processing cadence  Info
Determine how often ta run your matching workflow job. The first job runs after you create the matching workflow. See pricing [2

o Manual

Your matching workflow job is run on demand. Useful for bulk processing.

) Automatic
Your matching workflow job is run automatically when you add or update your data inputs. Useful for
incremental updates. This option is available only for rule-based matching. When using this option, matching
rules can't be edited after creation.

Index only for ID mapping - new

() Tumon
By default, matching workflows generate IDs after the data is indexed. If you want to use the matching
workflow as a source or a target in an ID mapping workflow, choose to only index the data and not generate
IDs.
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Z|CH 15702 7 st 2 Aol z[CH 15712] Mz CHE L] 7I1& XHEsto] &
o

mek - ph

of
x| 71z 2 ®ol

v Matching rules (1)

Apply up to 15 different match keys across your rules to define match criteria. Add or remove match keys, remove rules, croate new
rules, and rearrange the priority to optimize results. You can create up to 15 rules.

Rule name

‘ Enter rule name |

0 of 255 characters. Use alphanumeric, underscore {_), or hyphen (<) characters.

Match keys

‘ Select match keys v |

You can choose up to 15 more match keys.

‘ 4+ Add another rule |

You can add up to 14 more rules.

f. HI fEoM Sxo et g 4 & stLE =g

= Y g
0f2f /21 TEofl KB E HlolEfol M Yzl ofEf ¢ TE
She B8 X3 &

Crol @j21 WEoko| Mgt HIm Cre elzt mis

¥ Comparison type

Choose how you want to compare similar data stored in different input fields when they are assigned the same match key.

Comparison type  Info

© Multiple input fields

Find any combination of matches across data stered in multiple input fields, regardless of whether the data is in the same or different
input field.

() Single input field

Limit comparison within a single input field, when similar data stored across multiple input fields should not be matched.
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2 7|50 M o|dof AAE UX|ste HIEE Yo CHet Y X[EE & =% U&LICH
9. YRlets HIEEZ Aol 2A=E F(HEf7I 2 =E) H0|H £ RIS 2 0|SE CtS Amazon
S3 ?Ix|E§ MEisto] A E = & U&LICH
10. (=& *EI RYL 5HF) =8 XMl S22 A& 7|H 0iE {IEZE ddg8t 22 0iE ¥
FEE MF HE Ho|X|oM KIEZE AHS MBS UMEX| Y HIEEE A™YE =
A& LICH
API
APIE ALS3t0d Er 73 REo2 7a Vi Ux| YAB2E MAstaiH
® Note
JI2MoE /I EEE EEMIXI) XMEIE AEELICE BE(RIS MEIE ALSSE{H A
Moz Fidsliok gLct.
1. BEOIdEEHY¥ ZIEZEE Wo{ APIE ™ELICH
2. CIE A=ZQIE0 CiE POST &S dd&Lch
/matchingworkflows
3. 273 sl{ol M Content-type2 application/json 2 A& EFL|C}.
(@ Note
XHEls 22O Hofe| MA| §5 2 AWS Entity Resolution APl & 2 & & = 5tA|
2
4, QY =0 Cct30 Z2 = JSON mtEtO|EE MSELICt
{
"description": "string",

"incrementalRunConfig":
"incrementalRunType":

iy

"inputSourceConfig": [

{

"string"
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{
"applyNormalization": boolean,
"inputSourceARN": "string",
"schemaName": "string"
}
1,
"outputSourceConfig": [
{
"applyNormalization": boolean,
"KMSArn": "string",
"output": [
{
"hashed": boolean,
"name": "string"
}
1,
"outputS3Path": "string"
}
1,

"resolutionTechniques": {
"providerProperties": {
"intermediateSourceConfiguration": {

"intermediateS3Path": "string"
},
"providerConfiguration": JSON value,
"providerServiceArn": "string"

iy

"resolutionType": "RULE_MATCHING",

"ruleBasedProperties": {
"attributeMatchingModel": "string",

"matchPurpose": "string",
"rules": [
{
"matchingKeys": [ "string" 1,
"ruleName": "string"
}
]
I
"ruleConditionProperties": {
"rules": [
{
"condition": "string",
"ruleName": "string"
}
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]

}
3,
"roleArn": "string",
"tags": {

"string" : "string"
3,
"workflowName": "string"

}
|xl

« workflowName (E =) - 1R 5H0F 3t [a-zA-Z_0-9-]*9 Y x|5t= 1~255KF040F & L|C}.
 inputSourceConfig (E<) - 1~207H2] I3 A A T FF
 outputSourceConfig (E<) - H&35| 5tLES| £33 £ A 7
« resolutionTechniques (%) - 73! 7|t 2 x|2] Z2 "RULE_MATCHING"'2 £
- roleArn (E=) - HIEZE A™E

o
°
« ruleConditionProperties (2<%

MEHM mhetolE e oS Z4Lc
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« description - Z|CH 255X}
+ incrementalRunConfig- && A3 8 +4

* tags - Z[CH 200742| 7|-Zk m|o

(M= AFE 71 EF(HR) M2 1A B2 M2 AR 23 220| O+3 nietilE S

FIHeruck.

"incrementalRunConfig": {
"incrementalRunType": "AUTOMATIC"

d35tH e = 2008 CHS S £ 6= JSON & f
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I

{
"workflowArn": "string",
"workflowName": "string",
// Plus all configured workflow details

m
>

"

o2

86



AWS Entity Resolution Add a permission2|

8. 3 &0 dmfstH ChE 2F & stLt7t EAIE & U&LICH

-« 400 - ¥ 2 EEZ 0|F0| o|0] U= B ConflictException

- 400 - /240| HB0i Aufdt B2 ValidationException

« 402 - AY Bt & Z=1t5t= A ExceedsLimitException

- 403 - S8 HM A HEH0| gi= B AccessDeniedException
« 429 - 2FOo| MEtHE

717 st& 7lgh OIS K222 &Y

7Al st & 718 dx[= U=et ZE Co[Eo] ZX BZEE LRIAFIBAT AlEste AT HE Z2 Al
AQLICH 1A &4 7IE OiE M2 EZE A8 St Lt B AE [|0[E{E HIstod 7|AH &t
H

AL&sto FHLRIE OEE &2 + U&LICH

>

(® Note

Ojo
fjo
g

i

7} ClO|E{0l| A 5 74 ol|&to| Bl = Zhol Uk|6HE &S & AWS Entity Resolution 328 C}
ghlct.

. Ux|st= OO|E] MIEQS| BlZE0f CHEF YX| ID

o UX| AMEE =F HEEQILICH

ML 7|8+ OHE I EZ2 2| £ H|O|E| MH|A 32X O1EE {8t LB Z AIESIHLE EH SEE
SMS7| {5 tlFEHE A& £ U&LICE o & E0{ ML 7|8t UX|E Ald5to] HA] A& Bl ZE2|
CIOIEf AAMM LR EFE A E = USLICH 5+ &EHo| YxISHK| ofo™ ZZAF MH[A 7|8 &
% Adstod FIH LR =2 H 2 = USLICH

MH =7

nio
1
o2t
glzl
o
il
C
o

ML 7|8 OHE I3 E2 & ddst7] Mol o=

OII

1. &7[0r ofE S HHEELICE RiMEE LHE2 £ 7(0f 0fE &8 BHE HZstaAlL.

7IH && 78 OHE 2 EE dY 87



AWS Entity Resolution Add a permission2|

2. Amazon Connect Customer ProfilesE &
x| =olghL|Ct,

il
jul
0%
|0
Hu
>
oo
Q'I_l
rr
o
40
Iy
Iy
_QE
e ||

Heto| F k[0 e

ML Z|gh OS] 2 E2E ddstedd:

1. o 232l AWS Management Console 3} 11 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& LIC}.

2. 2ZEMEO I ZZR0A LXIE MEELICH
3. DHE I EE Ho|x|o| LEZ HE DAl e HIEE Wds MEFLCH
4. 1EHA: dRlste I ER MF BE XBolM cta& +FELich
a. YUx|ste YIEZ o|ET MEX MYS U23FfLC
b. CIO[E{ &=30iA], AWS 2| AWS Glue H|O[E{H|O[£, AWS Glue El|0|S 8 M=E Lt 3
g £7|0F HES M=HRLCH
Z|CH 207H2| C[O[E] Y=E FIte = U&LICt
x

c. OIolE st M2 U T
o

ofl GloJEf 2240 kel
EIE HT8sHR| of %

247 GloJE| e SMS My

7|Hl &

o>

7lgt LRl OlF, Mt s & BF Mt LICHO[HI Y.

d. AHI& HMA HetE XEstediH M8 MEist T HE =X[E FIELICH

M MH|A Q5 MA Ol Al « AWS Entity Resolution = 0| E{|0|£0i Z!
Qe HMZ AL8510{ MH[A &2 M

gLk

« 7|2 MH|A HE 0|2 entityres
olution-matching-workflow-<
timestamp> QILIC}

2|_|
[0
).
I
i

™ 12
ror
2
O
—r
o
(o] ]Ig'l_l
r

~H < sk A —
S MM HAE HFE £ s

% rr e
é il
Inl

S o
— M
b g
e

foi 1

fou ol
T oh

o -
-
o oY
i 1
2

ol ﬂ||0 E
x 2
Jm 0

LICt 2% Ch& ol

717 etE 718 OIS 2 ER 4Y 88


https://console.aws.amazon.com/entityresolution/

Add a permission2|

AWS Entity Resolution

K
Ki

-

i

7l
oI

L

F

olgds
HH

AWS KMS 7|&

| —

S50iM 7|& MH[A HE 0

ol At &
2
S0| EAIELICH

Ct.

1. EEr}

of MO
N
I
[

o

| Amazon 2|AA O

LICH

a
<+
ofll

ml
ol

ofu

F

q

(ARN)

tod A

©°

|

AI_-|EH

|22 2 AWS Entity Resolution & &

2. IAMO|M E7| 2|2 &3 &
7

ol

J8tst2diH M Bl FIHE

A
o

EEEY

O

(M= AFEH) 2l Ao of

e.

il

-

2CHA|: OHE 71¢

5.

89

AH AH
S

2

i

R G- 7[A

(]
PR ECE

a.
5t
st

7|H



AWS Entity Resolution

Add a permission2|

AWS Entity Resolution » Matching workflows » Create matching workflow

Step 1

Specify matching workflow

details

Step 2

Choose matching technique

Step 3

Specify data output

Step 4

Review and create

b. Xzl F

a. COlo|H &3 CH
O|E{QIX| @2l cllo

ol &4

2F

Choose matching technique

Specify how you want your data to be matched or choose a provider service.

Matching method

() Rule-based matching © Machine learning-based () Provider services
Use customized rules to find matching pt
exact matches.

Use our machine
to help find a b ange of

r through AWS Data

matches. Exchange.

Machine learning-based matching info

Your data will be evaluated against a set of rules defining the criteria to find exact matches. This can help find matches
across your data that may be incomplete or may not look exactly the same.

Processing cadence  Info
Determine how often to run your matching workflow job. The first job runs after you create the matching workflow. See pricing [

© Manual

Your matching workflow job is run en demand. Useful for bulk processing.

@ Using hashed data may limit matching functionality
Rule-based matching is recommended when comparing hashed data. The machine learning model is unable to

compare hashed data. Learn more [A
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® Note

AWS Entity Resolution & PIl 7|8t RampID &2 2 X|§&LIct.

MH =7

oto] Yxlst= HIAERE

LiveRampE AlE

1. A7|0F 1S MAFLICH RHMBH LIS S A7I0F 0HE M4 EHRIS B XAl
2. LiveRamp MH|A 5
3. UX[SteE HIFER £ UAMSE ME{= Amazon S3 OIO|E{ AH|O|& H{Zlof| 2§ HEtS
T
LiveRampE AI&35t04 ID OHE RITE2E M3t 7| 7ol S3 OO AH|0|E &0 CH& HetE &
7t
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:xo0t"
},
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"
]
},
{
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::715724997226:xo0t"
},

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucketVersions",
"s3:GetBucketAcl"”

1,

"Resourxce": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"

Zb <papt ## ## #a#>8 RHAol HEZ "diEL|CEH

staging-bucket Amazon S3 bucket that temporarily stores your
data while running a provider service-based
workflow.

LiveRampE Al&35t0] Yx|ot= T EZE Hd5te{H™:

1. o 232! AWS Management Console 5} 11 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& L|C}.

2. 2FZ EMFHO| I EZ oM LRIE MEAELICE

3. OiE HIEZ HOIX[ RLEF &H 2AMEM UIE HIEE S MEFLICH

4. 1A dRlsteE I EZ MF & XG0 22 AL
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b. Clo|E &0 , AWS 2| AWS Glue | HIO|A, AWS Glue HIO|E S MEH
= A7|0F OHES MEHEFLICE

Ct

rok
0jo
gl__l

o

z|cH 20702] Cllo|E] i3S FIte + U&LICH
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AWS Entity Resolution
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Matching method

() Machine learning-based matching © Provider services

Use our machine learning model to help find Use this option if you have a subscription to
a broader range of matches. a preferred provider through AWS Data

Exchange.

() Rule-based matching

Use customized rules to find exact matches.

Provider services info
You must have a provider agreement to use a provider service. Your data will be matched with a set of inputs defined by your preferred provider.

Some information may be required and shared between you and your provider service.

© LiveRamp (O TransUnion

u

/LiveRamp TransUnion:

() Unified ID 2.0

Unified iD..

LiveRamp products
Choose from available products from LiveRamp.

[ Choose product a ]

Assignment Email

[ Assignment PII ] Cancel Next

@ Note
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f.

LiveRamp configuration

These are the required fields to use the LiveRamp service.

Client ID manager ARN
Enter the Client ID manager ARN provided by LiveRamp.

arn:aws:secretsma nager:us-east-l . secret:l

83 of 2,048 characters.

Client secret manager ARN
Enter the Client secret manager ARN provided by LiveRamp.

arn:aws:secretsmanager:us-east-1:. secret:

87 of 2,048 characters.

Data staging info

Choose the Amazon 53 location for temporarily storing your data while it processes. Your information will not be saved permanently.

Amazon 53 location

Q. s3://i X‘ ‘ View [4 ‘ | Browse 53 |

H|o|E AH|O|HoM HIO|EE *{Elet= S ClolE 2] YAl AEE|X|of CHEF Amazon S3 ¢
X|E MEELICE

clo|E{ AE|O|& Amazon S3 | x|ofl CiEt HBto| Qlo{ok BrLiCt REAMIEH LI of CHE @3
Z 2 29 98k MM AWS Entity Resolution EHHE XS AR

6. 3EHA|: Olo|H £3 X[H2| <

a.

ClO|E| &34 cH4 2 & AlojA] O|0|E{ £342] Amazon S3 ¥ %2} HIO|E EAlo| MAstE O
O|E{2IX| &eH T|O|E{ @I R| MEdELICT.

S slof S MH AR X[HE MEHSH F2 AWS KMS 7| ARNS =23shL|Ct.
=

I21|0|E+ E£39| 42 ZEfotHL 57| OtAZE HEE Z-E Chs SEol| el HE =
5t
£ Fgfuch.
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® Note

LiveRampZ 8t A< 74l Al HE (PI)E AN7{35t= LiveRamp ZEFO|HHA| EE
2 ols Y& o= &3 MEl7t ALE E7H2 EAIELICH

== HE M

Zlc zgt £ HEE ZEoZE FXIFLIC

Zc £7(7|(E=oM ML) == =2 = wlm i 55 =771 a2
Lict.

oAz Z= £ ZcE MEE Ol A 22 HE
guict.

Ol M KM MdHEe Meighct

Specify 1D mapping workflow
details

Step 2

@ Specify source and target

Step 3 - optior

(@) Specify data output location

Step 4

Review and create

Specify data output location - optional i+

pu

Data output destination i
Choose the Amazon 53 location for the data output.

Amazon 53 location

| Q. k3://bucket/prefix I Browse 53 '

Encryption - optional o

Your data

ncrypted by default with a key that AWS owns and manages for you. To specify a different key, customize your encryption settings.

Customize encryption settings

Specify an AWS KMS key to customize your encryption

v LiveRamp generated output (2)
Additional information generated by LiveRamp.

Output field Description
RAMPID LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

TRANSCODED_IDEMTIFIER LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

Cancel [ Previous )

Next
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7. AUA HE 2 ddo| B

a. O|™ EHAH|o| M MEfEH LIE S AESIDT LR 3¢ HESAMLR.
b. [Create and run]S MEHEFLIC.

LRIt HAE2 27 EEI}R D Zr ol AHERSE S LHEHLE HIAIXKIZF LEEFEfLICEH

8. YURlst= HIAEZ MF HE Ho|x|e| X|E B0l M otx|2f e X|®o|M CHES QIR LICH

. Uxlste YAEE Ao MEl Ci7| B, T 5, 2=

i

A

- YIZEZ Yol Cist| 2tz & AlZFALICH
=

. MAE 1] 2% IDs
IR ET=eN !

Y 7150 M o|Tol| AAE UX|stE KA EZ Mol Cier Y X[ EE 2 = U&LICH

9. YUx|stE HIAEZEE HYo| A2 E F(HEN7I 2 E) OO/ £33 o 2 0|5 $t CHS Amazon S3
fIX|IE MBSt Ao E 2 += U&Lct

TransUnion2 AI235l0{ Y X|5le YT E=E MM

OII

TransUnion MH|AE 7535t B2 AZE CHE Ao XMEE 12 221 8|2 = £ TransUnion Person
i

2! Household E 7|2+ 2007l O|&f 2| GOl &1t 44, Lx| A 7iMdstod 12 O[sHHE =Y =+ U&L
Ct.

TransUnion AMH|AE TransUnion 7HQ! &! 7}3 IDsEt T 8t AlEXIE XM B EHL|Ct. TransUnion2 0|
E, T4, MetHs 2 o|HY A 22 e4fl ARl ID g2 EoletnE &)E MSELCH

NS Ta

LiveRamp& At&5t0{ YR|st= HAE=E HYot7| ol CHES sl ok ELCh.

1. A7|0F TS MABHLICH RRMIBH LIS S A70F OHE 44 EHeIg BIESHAAIR,
AN

2. TransUnion MH|A 5
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ol

x|
;Ms

He 942
I.

LICE.

ol

I

TransUnion2 Al

FIHer k.

JSON

IEE £ YAHOE ME{= Amazon S3 C|O|E{ AH|O|E HZlol| 2 e HEtS
otod UX|st= HIAEZE Hdstr| ™ol S3 Hlo|H AE|o|E HZlol| Ct& HErE

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::381491956555:root"
}I
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:GetObjectVersion",
"s3:DeleteObject"
]I
"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"
]
},
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::381491956555:r00t"

}I

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucketVersions",
"s3:GetBucketAcl"”

1,

"Resource": [
"arn:aws:s3:::<staging-bucket>",

TransUnion2 A& 3}0

OEI7'\-| |.'— _la EAHA—{
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"arn:aws:s3::

Zb <pp ##t w4 #p#>2 KpAlol ™

staging-bucket

TransUnion2 Al

&tod Y x|st=

:<staging-bucket>/*"

22 HiE L.

Amazon S3 bucket that temporarily stores your
data while running a provider service-based
workflow.

AIB2E MustRIR

1. o 232! AWS Management Console 511 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2& & jLIC}.
2. 2I% et Fto| I E R0l YRS MEBHLICH
3. OHE Y2 EZE Ho[X|o| RLEF AT ZME[M OHE HFIEE WS H=gLIC
4. 1A dxlste HIAEZE MR HE XHoM IS ™ LIC
a. YR[ets HIEEZ ol MEXM MBS =dgLICH
b. CIOIE{ 2230 M , AWS Z2|& AWS Glue ClIO|E{H|O|A, AWS Glue Efl0|E22 ME4SH IS 8l
g A7|0f OHEE MEiELCH
Z|CH 20702 Mol &= FIIE + U&LICH
c. OIo|E ¥H3 M2 Ux| o O|o|E| 20| HA st 5 7|2XMo 2 MEIEL|CH oo
E{E Y7 &tstR| etocit olo|e Hrst S M8 = F Ao
(® Note
Hrels A7|0 0fE d-o| ChZ AlLIZI 0| MEBH X[ HELICEH
- O|E 5t% R0l 21E&El 3%: 0|&, ¢ O|F, 4.
+ FL5R RE0| AESE B HEl Fa 1, HEl FL 20 HE| FL30F, A
Ol§, =, 271, *H M3
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AWS Entity Resolution
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Provider services info

You must have a provider agreement to use a provider service. Your data will be matched with a set of inputs defined by your preferred provider.
Some information may be required and shared between you and your provider service.

© TransUnion

/LiveRamp TransUnion@u

Unified iD..

Access to TransUnion provider subscription
® Subscribed

(D To ensure a successful workflow run, your data input file format and normalization must be aligned with the provider service's
guidelines. Learn more [4
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AWS Entity Resolution 3 Matching workflows % Create matching workflow

Step 1 . .
e Choose matching technique i

details Specify how you want your data to be matched or choose a provider service.
Step 2

Matching method
Choose matching technique

Step 3
(O Rule-based matching () Machine learning-based © Provider services

Specify data output i :
Use customized rules to find matching

exact matches. Use our machine

to help find a br

Step 4
matches.

Review and create

Provider services info

You must have a provider agreement in order to use a provider service. Your data will be matched with a set of inputs
defined by your preferred provider. Some information may be required and shared between you and your provider

service,

(O LiveRamp (O TransUnion

/LiveRamp TransUnion:

© Unified ID 2.0

Unified iD..

Access to Unified ID 2.0 provider subscription
® Subscribed

-

Gl0IE 22 CHA U HAlolM H|0|Ef £249] Amazon S3 9IxI9t C0|E] &Alo| 7 sE o
OlE{QIX| P2 TlO|E{QIX| M=yetLict

s 3tol st A AHEX X|HE MEIEH F? AWS KMS 7| ARNS /3 ErLCH
=4

UID 2.001M & 2 E FIt HE o S5 LICH

GIOIE| EHolM ZESIHL £7174Lt 0AZE TS ANE OHS SEOf 2t HE XA

£ FIgLict
UID 208 Ar23t0] dxlste ASEE 45 110



Add a permission2|

AWS Entity Resolution

Toll
it
Ul
ELl

ol
zl
1]

N
{in
0l

ol
il
zl

<
1]

Al
ml
Kl

ZE S7(17|(E™-0M A 2l)

LICH

il
<
o

ml
iE

==
1o

ol

ol
il
zl

.A
o

=Ll

ml
Kl

]
EL!

<l

Amazon S3
111

o

=

b o

o
—

HIAIRIZF LEEFEFLICE

o= 0|

| —

—
1 X|£2E 2 =& A&LICH

=

Xto
=

24 EH
— =

| £ (MEN7I 22 E) ClolE &

—

=

ot XFod
=

=2 LIEHL

gLk

AN

o4
ol CHer

T

|7C|'

A
PN
)

EHOJ|A{ O} K|

A
=3

L

o)

i
ar

o
3

F

—

—

x5t

ERD

=

=

EHEFL[CE.
AH A
| o]
—
2f

i 2tz AlZhduict,
o

yuE
.I

==
O

b Je)

x|

ERYPE

iz

2 MNE MY ©o|x|e| K|

of cH
2

vy
=

Xtod

Al
AlsteE 92

3

IDQIL|C}.

2

[e]l]

xlsle 3

—

—

L

tod

0|7 EHAH|0d| A A EH
[Create and run]2 M

7|50l A o]

ol
=
x| 5t
o
3
=
INT=X]

=

ACHA|: AE
a.

b.

CI)El

x}od

uiD 2.0

7.
8.




AWS Entity Resolution

Add a permission2|

2Ux|sl= HIEZE HE
Lxlete FAERE HESHH AEE| HE T2 MAE up-to-date | X|5t AlZHO| X0 [rk2t B45}
ste ZEo| @7 Abgol TS 4 UsLITh Yxl 7IF, 7Y EE ool 22 =ystod JiX =l
ZEZMaol HeEdn 28498 INME = U&LICt #X H I EZo AoM EXM E= 2LFE AlE
ote A< HESHH i EME 2IEst D sidste ol =20| 2 = U&LICH
Ux|eteE HIEZE HESEH:
1. o 232l AWS Management Console 3} 11 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& LIC}.
2. 2F EMEO I EZoM LRIE HEELICH
3. YUxlste HIEZRE MEELICE
4. Ux|sts HFFEE MEFE HEE mo|x|2 Z A ZME0MH K3 EE HES MEiELCH
5. YRlete HIEEZ MF HE X[E Ho|X|oH H et AgE HEE = O3S MEigLICH
6. OHE 7| ME mo|X|oMH et At E HEE = OS2 gL
/A Important

MEI F7|1E +=S0M XIS E HEE = JUX|E AS2E HE o O =822

HZAE & olaLch

MEI F7|7t ol0| RIS 2 MYE B2 #8522 HEE = gLt
7. Olo|E{ &3 X|d HO|X|olM B A E HEE = OS2 gL
8. ZE U x{% HolxlolA Tt AHES WHE g KT S MeisLICH

= =] — aL

Ux|otE HAIEE AMA|
Uxlste I EZ27 O O|f AAEE[X] 2 741_} 4 O|& AL E|X| et= B2 O|E A XI5t -?—-IELAJHIOI
2§ Hilstn Z&stH fXlsteE ol =50 & = JU&LICH o|d /3 EZE tidlst= ME1 7HMEl
IAEZE LS FR oI /3 & EE ALK SHH up-to-date ZE2M|A D AL E = QU&LICH
UX|5t= HIEZE AX|5HE{H:

AWS Entity Resolution

off 2221 AWS Management Console 5t 11 https://console.aws.amazon.com/entityresolution/

Z£S gt

Ux[stE

egEZ WE 112


https://console.aws.amazon.com/entityresolution/
https://console.aws.amazon.com/entityresolution/

AWS Entity Resolution Add a permission2|

2. B EHMEOIEZ0M LRIE MEFLICH

ACH DM 0| M APK|E AMEHSHL|CT

o A W
e
i
ol
rr
Jo
I
Mk
Hu
=
Sl
o
HL
E_.l
S
Ral
0
to
I
JH

Ux| IDE LxIstE YT Z2 71 AYE F0ilA M4 AWS Entity Resolution Tl Yx|stE 2t BllZ =
MEO M8E|= AMEXILICH Ol 3| Z& & Ux|ste ¥{IEZE HIEH|O[E Q] Y L|ct.
7|& 10| B|ZEE YOI|O|ESHHL CIOIEMIE| Af T4 F 78l 0F 5t= ZE<S AWS Entity

. 7|& €x| IDE £=™H5tH 02

Resolution 2& == GenerateMatchID APIE AI2E £ Ql&L|Ct. I
MEE HH0|EE [ e |6t o 20| T X|TF O|Fof| AlMEE|X| 2 TZHE AlAHI| F

7te = M LXI IDE ddstoF gLCt

® Note
ZE£S MESHE APIE Ar8SHE F71 30| REE LD M=E ME| B2 B 8HE
ot SE Alzhol 2% IS OI&LICH

/A Important
Zredo| Tl El= S0t S3 HZ!ofl CHEt AWS Entity Resolution T8t2 F4 58 AWS Entity
Resolution = 0{%6| Aot E S30| £E35t= 2 YS 7'<'|E|3h_ Q % P le
Aol e == aisLct ol EX|
AWS Entity Resolution /= £H

2

CHAl & 3stedn Al gL

AH A4
oo

cC
)

ol

Cl2 MxtoiMdE 2| IDE =
grLICH.

rr
g'l_l
K
w
=0
o
mjo
rz
i
_O'I_l
Kl
I
Acl]
i
HL
rr
15|
Hu
=
|>
i
ro
=

e
i
o
4
02
H
rir
0z
0

113



AWS Entity Resolution Add a permission2|

Console

rH

—

o & 0N

F
=

jo

A835tod LRl IDE +=HstHLE ddstedH

off 2221 AWS Management Console 5t 11 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& LIC}.

2|2 EfA 20| QI Z 2 0of| M UR|S MEAFFLICE.
A

HMEIE T 78 Y YT EZE MBLICKE Y Lels 22 ).

® Note
UXIID =™ E= 4 SM2 K& XMEl FI|E MESts LXIsts FIZEZ2 0B A
EE = JUsLCH =8 XME| FV|E MEiE 20| SM2 HIE Y 4EI2 EAELICH
Ol EME MESIE{H X8 X2l F7|E MESI=E I EEE WEELICL /T EE
HEof CHEr RtM[E 2 MME FERSMLYUR|SE KT EE HE

EEC2 S50|A AWS Glue E|O|E S ME4EfLICEH

S EZ =0 AWS Glue E|O|Z0]| otLtEt e 32 7IEMaz ME{EL|CH

*El f8S MLIC

- Lt - 7|E LRI IDE =3[6tHLE FAIM LX| IDE dd I HEE = A&LIC o] M

Metoyt 7ba =1 25 Alzto| &Lt

« HiZA(APIEVENTUALOI 2 EA|E
A&LICH HHO|IEE HEZEE
O LtS0i S30AM M| 2 E

o HitE ID 44 (APIEVENTUAL_NO_LOOKUPOY| 2 EA|E]) - 7|ZE IDE Z3[6tX| &t A &%
IDE e = USLICH YOlo|EE BlZE= WaetR2E0o MEELLC ol M2 8H O
7M1 WELICH 193 HZ=of 2t HEELICH

=) - 71Z Yzl IDE Z&I3t7ALE FA| A Yxl IDE MadEr 4
w28He = of MEELICH o] SMols WE £7| STl 3
|. st Ol A

g =+ A&LCH

L AfAd 114


https://console.aws.amazon.com/entityresolution/

AWS Entity Resolution Add a permission2|

OHX| ID7F 274 E[RA74Lt AH OHX| ID7} M E[o] BHZE7F HEE[JCtE A3 HIAIX|7F LIEFH
L|Ct.
10. MZ HAIX|M Lx|ete QI Z 20 MEH=E ST LUx| D L 2+ 7=l
1. (ME AL LR IDE SAStE{™ SAHE MEHFLCY.

T

API

APIE At835t04 U IDE 485t 7Lt MAd st

@ Note
O| APIE H3Xo 2 3 &5t2{™ MX] StartMatchingJob APIE AF&3t0d & 7|ek OiE
SIAERE ™Moz Msfor uict
X#ElE 224 e1o{e| ™A S5 2 GenerateMatchID2| 71 MME FH A M.

1. El0Id FE Y ZETEE Wo|APIE R ELIC}
2. C}S A=ZQIE0 it POST RS MASLICH

/matchingworkflows/workflowName/generateMatches

& 30l M Content-type2 application/json2 2 A% gt L|Ct.

o

o
4. 2 URIMAME x|™eL|CtworkflowName.

o

E CI2 & workflowName =&i5loF &fL|Ct.
» 1~255X} AtOJoqoF B L|CH.
- & U X|[a-zA-Z_0-9-]*
5. 2% 20l Cts JSONS =23gfLCt.
{
"processingType": "string",
"records": [
{
"inputSourceARN": "string",
"recordAttributeMap": {
"string" : "string"
},

e
i
o

4
02
H
rir
0z
0


https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartMatchingJob.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GenerateMatchId.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GenerateMatchId.html#API_GenerateMatchId_SeeAlso

AWS Entity Resolution

Add a permission2|

"uniqueld":

« processingType (MEH4 AtE) - 7|22k

CH.

"string"

IS o
AT

« CONSISTENT - SE AlZto| =2|HM HE =7} 7HE

HH:_E|._CI,_>_

 EVENTUAL -

 EVENTUAL_NO_LOOKUP -

MEIR X7 8E S A

daE7 nsst Zd

« records (E%) - W& S| stLt | B2 E AN E

MFstH 4Ef I = 2000 CtS2 Z & st= JSON
{
"failedRecords": [
{
"errorMessage": "string",
"inputSourceARN": "string",
"uniqueId": "string"
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Complete prerequisite Specify ID mapping details

Create a schema mapping [4 for ID mapping
in your AWS account or an 10 namespace [
for ID mapping across AWS accounts to define
wour data.

and choose an 1D mapping method.
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Provide details for your ID mapping workflow

Specify source and target

Use a schema mapping or ID namespace to
describe your input data depending on your
1D mapping type.
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:root"
}I
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:GetObjectVexrsion",
"s3:DeleteObject"”
]I
"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"
]
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:roo0t"
A =7 125
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},

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"”,
"s3:GetBucketPolicy",
"s3:ListBucketVersions",
"s3:GetBucketAcl"

]I

"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"

HO

Fo| et KARMO\ M Zt <#at#t ##t ##t #a#>S RH4lol ME 2 HbE= L},

staging-bucket The Amazon S3 bucket that temporarily stores
your data while running a provider service-b
ased workflow.
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b. IDOHE YoM #3& 7|82 MEigLICH

c. (MEHAEH QIZRM M BAZE
XME| 2-8SHE MEELCE

Uoo|E BZE = AXNE B2 =8 MElstEdH B

ID mapping method i

Choose the ID mapping method you want to use.

© Rule-based - new () Provider services
Use matching rules to translate first-party data from a Use a provider service to translate third party-encoded data
source to a target in ID mapping. from a source to a target in ID mapping.

Enable incremental processing

AWS Entity Resolution will process only new, updated, or deleted records in either the Source or Target ID namespace, rather than
recreating the entire ID mapping table.
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O FMES MEHSIX| i 2 MEE FT7LID OHE H|O[20M 7|2 B x| M2/ ID OHE !I2EE
AWS Entity Resolution A/34gfL|C}.

=
=
ME ALY ElaA0l CHolf Y& E-d3tsied™ M Bl £7HE MBS Chg 7| & 2t m od

5. 2EHH: AA L CHA XMoo M Ct2 8 s8igfict
a AOIM KEAIOI A BHESHE AlLE|2 2 MEEH LS HE =X F|FLic
AltEl2 HEY =X

ID OHE 3 ZZ0f| M A& AWS Glue E|0] 1. A7|0f OjE S MEdSHL|CT
E{HIO|A, AWS Glue Ef|0|E 2! A 7|0} Of
Zig A8 ghuct.

IDOHE Y E2 M=l 7]gh 127



AWS Entity Resolution

Add a permission2|

AlLIEIR

ID OHE KT EZ0|M AFR5E{E B2 E
HO|E{E 712|7|= 7|1& x| KTZEERE
ALE8tLict.

A 7|0t ofE

5 O|Tof o] SME MEHSM
d. SEomztchE S8 5 s5HLE MEd510

THE TR

N

. AWS E|&, AWS Glue Cl|O|E{H|O| A,
AWS Glue Efl0|E S ME8t OIS aliE
A 7|0t DHES MEfErLICE

Z|CH 197H2| CllO|E] =g FIIE &= USE

LIC}.

1. I EZ UXIE MEHFFLICH

2. EELIR S80AM 7IE Ux| HIE
28 MEisrL|C.

|I=I

_/.\_ﬁ,EHé?EEE—Z-EHD e &3EZ2

EX| oFE M

72 Moi= ID OHE KIEZ20| AIEE
AAQL CHAF ZHol| S &tx|o{oF &L},

o€ E0{ AA ID HYATHOAE HE!
2 oo 2 X|8tsHX|BF CHAN ID WA
HOolAE HEIS AAR NEHSE B2

QF I e lELICH

O| EtAHIE 7HdL4%=EL|C}.

IDOjE HIEZ H(7= 7IEh

128



AWS Entity Resolution Add a permission2|

=
=

FH

3 g

IDOHE HIEZE LSS W Oig Z o  &A1THMM THE 1R
AHIacY A0 0HE HIZE SR

M-S e S ?

Ct.
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a4 O ID WA m o|Aol CHslf Z8HE[= MetE XI'Est oF &rLCH.

e. MH|A HMA HEHES X|MstE{H SMHMES MENSt T HE Z%|E #|&HL|C}.

Service access
AWS Entity Resolution requires permissions to read your data input from AWS Glue and write to 53 on your behalf. View policy document

Choose a methed to authorize AWS Entity Resolution

O Create and use a new service role
Automatically create the role and add the necessary permissions policy

(7) Use an existing service role

Service role name

| entityresolution-id-mapping-workflow-20240117121045

51 of 64 characters. Use alphanumeric and "+=_@-_' characters. Don't include spaces. Name must be unigue across all roles in the account.

[C] This data is encrypted with a KMS key

Specify the associated KMS key to enable AWS Entity Resolution to access each of your data inputs.
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off 23221 AWS Management Console 5t 11 https://console.aws.amazon.com/entityresolution/
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a. IDOHE A== ol MEHA MBS UMELICH
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ID mapping method infe

/LiveRamp

Currently we are only offering LiveRamp service as an ID mapping method.

Access to LiveRamp provider subscription
) Subscribed

‘ (@) To ensure a successful workflow run, your data input file format and normalization must be aligned with the provider service's

guidelines. Learn more [4

c. LiveRamp 730 LiveRamp7l M&35t= CHS 22 &

. Z2t0|E ID &2|XF ARN
t2|XF ARN

ok
rk

- 2CI0|ME &

LiveRamp configuration i

Client ID manager ARN
Enter the Client ID manager ARN provided by LiveRamp.

__gl Xlilo.” Dl-hxl =tO |5t

L|C}t. LiveRamp2|

I_=|

2 LiveRamp B XM & AtO|E QS| ADX

|245H|C}.

| EnterARN

0 of 2,048 characters.

Client secret manager ARN
Enter the Client secret manager ARN provided by LiveRamp.

| Enter ARN

0 of 2,048 characters.

d. (MEH ALE) 2laAol CHEH EN2E Egststei™ M EfT F7HE MBS CHS 7|2 2t W2 &
23grLCt.
e. CtS2 MEfshL|Ct
5. 2BHA: AA S CHa X[HHM OS2 ==L Ct
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Data staging i
Choose the Amazon 53 location for tempararily storing your data while it processes. Your infarmation will not be saved permanently.

Amazon 53 location

' - i ™
| @ s3://bucket/prefix (_ Browses3 )

MH[& AMA HeEtE X|EetedH M2 MEstn WY =X|E FFLICH

Service access

AWS Entity Resolution reguires permissions to read your data input from AWS Glue and write to S3 on your behalf. View policy document

Choose a method to authorize AWS Entity Resolution

O Create and use a new service role
Automatically create the role and add the necessary permissions policy

() Use an existing service role

Service role name

| entityresolution-id-mapping-workflow-20240117121045

J
51 of 64 characters. Use alphanumeric and '+= @-_' characters. Don't include spaces. Mame must be unigue across all roles in the account.

[C] This data is encrypted with a KMS key

Specify the assoclated KMS key to enable AWS Entity Resolution to access each of your data inputs.
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Jeet Speufy data output locatlon optional .
@ Specify ID mapping workflow i ) .
details on to write ye

Step 2
@ Specify source and target . .
Data output destination i
Step 3 - aptional Choose the Amazon 53 location for the data output.

(@) Specify data output location i
Amazon 53 location

Step 4 P
Review and create | Q, s3://bucket/prefix ( Browses3 )

Encryptlon optional info
Your data is encrypted by default with a key that A’ wins and manages for you. To specify a different key, customize your encryption settings.

[j Customize encrypuon settings
Specify an AWS KMS key to customize your encryption settings.

v LiveRamp generated output (2)
Additional information generated by LiveRamp.

Output field Description
RAMPID LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph
TRANSCODED_IDEMTIFIER LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

8. 4T AE L MMolM CtEg &gt
a. O[T EtAHolA MESSH LIB2 AEStD R 49 MAFLCH
b. 4d(Create)= MEHEILIC}.
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JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:roo0ot"
}I
"Action": [
"kms :Decrypt"”
1,

"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"

}

3]
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<KMSKeyARN> The ARN of an AWS KMS customer managed
key.
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ID mapping method o

Choose the ID mapping method you want to use.

© Rule-based - new () Provider services
Use matching rules to translate first-party data from a Use a provider service to translate third party-encoded data
source to a target in ID mapping. from a source to a target in ID mapping.

Enable incremental processing

AWS Entity Resolution will process only new, updated, or deleted records in either the Source or Target ID namespace, rather than
recreating the entire ID mapping table.
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Service access
AWS Entity Resolution reguires permissions to read your data input from AWS Glue and write to 53 on your behalf. View policy document

Choose a method to authorize AWS Entity Resolution

O Create and use a new service role
Automatically create the role and add the necessary permissions policy

() Use an existing service role

Service role name

-

-

entityresolution-id-mapping-workflow-20240117121045

i

4

51 of 64 characters. Use alphanumeric and "+=_@-_' characters. Don't include spaces. Name must be unigue across all roles in the account.

[T] This data is encrypted with a KMS key

Specify the associated KMS key to enable AWS Entity Resolution to access each of your data inputs.
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1% B Fol I ZZ 0 ID OHE S MEFLICH

AFE

REZ SH ZMEI0M ID fE K2 E2= Y'Y ML
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ID OHZ 23 Z 2 H0|X|o|

127 ID OHE K2 EZ MF HE X|Zol|M S s>ELICH

a. IDONE 2 E= o|Fot MY HdES U LICH

b. ID OHE HHoM SS X MH|AE MEFLICH

AWS Entity Resolution = $4Xl LiveRamp 3= At MH|AE ID O0HE Yo =2 MIFLICH
LiveRampE& T 58t 42 HEf7t +SE2SE EA|ELICH LiveRampE F55t= &Eoi CHet

=

AEMEt LHE2 MM E XM 1B A0 S 2R MH|A F5 AWS Data Exchange.

=

ID mapping method infe

/LiveRamp

Currently we are only offering LiveRamp service as an ID mapping method.

Access to LiveRamp provider subscription
) Subscribed

(@) To ensure a successful workflow run, your data input file format and normalization must be aligned with the provider service's
guidelines. Learn more [4
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® Note
clolEf 421 mel HAlo| 234 MH|A0| X|Zo| 2|
Q121 I HA X% X|Eoil CHEH REAIEH LIS S LiveRam
£ St #of S AXSMR

c. LiveRamp 7t430{ LiveRamp7} M&3tE ChS 22

- Z20|21E ID #2[XF ARN

- ZEI0|UE &3 &E[X} ARN

LiveRamp configuration info

Client ID manager ARN

Enter the Client ID manager ARN provided by LiveRamp.

;
| Enter ARN
\

0 of 2,048 characters.

Client secret manager ARN

Enter the Client secret manager ARN provi

ded by LiveRamp.

r
| Enter ARN
\,

0 of 2,048 characters.
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@ Specify ID mapping workflow
details

1your ID

Step 2

Step 2
(® Specify source and target
and have created 1D

O Advanced options
Use ad I

i d options

namesy

ta output location

Source info
The source of the data in an 1D mapping workflow.

Re

view and create

napping type.

Schema mapping © D namesp

e N

napp

g on you

ace

ID namespace info

Choose an AWS account associated with the ID namespace source. Create |D namespace

© Your AWS account
Another AWS account

Your ID namespaces

Select ID namespace v
c. IDULAHO|AC| AL ID HYUAHOIAT U RXIE AlHESHCIE HYE ZXIE FEHLIC
ID HYAHO|A X HE T x|
KA AWS HIH 1. 2 AWS A MEIEHLICE
2. ID HYAHO|A EECI2 220 ID
HLAHO|AE MEHEFLICE
CHE AR Ol AWS AI™H 1. CI& AWS HE &= MEIELICE
2. 1D HYAHO|A ARNS &l2d8tL|Ct.
d. CHAOIM ID HYAHO|AE MEHEHLICE.
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Target info

Select how you want to provide the domain to which you want to translate your data using ID mapping.

- ~y

() Domain 0 1D namespace
Provide a specific target domain to which you want to translate the Use an ID namespace to describe your target configuration for 1D
data to mapping across two AWS accounts.

ID namespace info
Choose an AWS account associated with the ID namespace source. Create |D namespace

0 Your AWS account
() Another AWS account

Your ID namespaces

- -

Select ID namespace v

.

i

e. AMH|A HMA HEE K|

Q'I_l
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e
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pnd
jo
x
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g'l_l
kl
s
021
M
A
M
ﬂ
o
r
ful

Service access

AWS Entity Resolution reguires permissions to read your data input from AWS Glue and write to 53 on your behalf. View policy document

Choose a methed to authorize AWS Entity Resolution

© Create and use a new service role
Automatically create the role and add the necessary permissions policy.

(7) Use an existing service role

Service role name

- \

entityresolution-id-mapping-workflow-20240117121045

i 4

51 of 64 characters. Use alphanumeric and "+=_@-_' characters. Don't include spaces. Name must be unigue across all roles in the account.

[C] This data is encrypted with a KMS key
Specify the associated KMS key to enable AWS Entity Resolution to access each of your data inputs.
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7. 3E7AL CIoIEH &3 IR xE - MY A olM CHES s E LI

a. OIO|E E3 CHY ol CtEE & LICH

@ Specify ID mapping workflow
details
Step 2

@ Specify source and target
Step 3 - optional

(@) Specify data output location
St

Revie

and create

Specify data output location - optional i+

Data output destination i
Choose the Amazon 53 location for the data output.

Amazon 53 location

(o]
°
M AEX X|HE MEHSH 32 AWS KMS 7| ARNS 235 HLt

| @ s3://bucket/prefix ( Browses3 )

Encryption - optional info

Your data is encrypted by default with a key that AWS owns and manages for you. To specify a different key, customize your encryption settings.

(] Customize encryption settings

Specify an AWS KMS key to customize your encryption settings.

v LiveRamp generated output (2)
Additional information generated by LiveRamp.

Output field Description

RAMPID LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

TRANSCODED_IDEMTIFIER LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

Cancel Previous Next
8. 4EHA: HE & dHolM CtEs s LICH
a. O|H EtH0A e LIS S HESt 2 Hett 39 WRELICHL
b. 4d(Create)= MEHEILIC}.
ID OHE HILEZT7 G| ES LIEHHE HIAIXZF LEEFE LT
DOHE YAERE MAE Sols D HE YABZE MBS FH(7H B RLICH
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1. o 232! AWS Management Console 511 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& jLIC}.
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Y 7|50l ofTofl A=et ID DHE I E= 2ol CiEr 5 X[EE = =% UA&LICH
OiE I EZ FrHo| 2z E|H(YE 7t 2= F) Olo|H £33 MEE OIS
MEdstod A& EelghLict

CSV ItUg 71 X2 £E RAMPIDZ = QI8 &= QU&LICFTRANSCODED_ID.

ANEX XS ID OE HFEE 4

| LHo| ITEE AWS AH t= B2 XMel7F 248 E F 74| I3 E2 AWS
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1. o 232! AWS Management Console 5} https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& jLlCt.

2. I EAMEOIAIEZZ0|A ID OHES MEHELICE

3. A IDONE HIEEE MEFLICEH

=
4. IDOE I EZ MF HE Ho|X|oM HIEZ LS MEE OIS M E Cid ez dds
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AWS Entity Resolution 2&& LIC}.
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1. o 232! AWS Management Console 11 https://console.aws.amazon.com/entityresolution/
AWS Entity Resolution 2&& jLIC}H.

2. 2B EMAo|AIEZZ0iM ID OHES MEEHL|CH

3. IDOHE YIZEEE MEFLICH

4. IDOHE I EE M HE HO|X|o|H HEt &S MEHFHLICH

5 2lAaA HAMoM HES MEIgLICEH

6. JSON HEZ|HM EHEZ F7I5t 7Lt Lolo|E g LIC.
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== At AWS Entity Resolution 22 S¢&

AWS Entity Resolution EtA 32 At S&E Sall 142 AH|RH 7Rl HEE 25351 O[o|E =T
HE £ = JU&LICh LiveRamp 2 TransUnionZ} Z2 EtAl 32 Xt= AH[XF ASEXE B IDs
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Resolution € &1 IDsZ QIAYSHHLE ERNA I ES= Wof cist X|&E A3 ELICt
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ARt SeE S22 R AMH|A0f CHEE RHAMIEH LIE 2 Ml E AWS Entity Resolution® R ot M| R S = At
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- ol 32Xt MH[|A LI AWS Data Exchange
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« AWS Entity Resolution OpenAPI A} 2 &

ol =Xt MH|A Lt AWS Data Exchange

EtAF 22 XH= AWS Data Exchange(ADX) M E 22 30] ME S LhdaHok ghLict A& ol AWS
Data Exchange A& ZIE 270 SEEIH ?SK= S E= HISIH Mt S MEE +5 =
A& LICE.

oM S22 X MHIAE LIE5t2424 AWS Data Exchange
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2.

B

AWS Data Exchange A& B 2| API7} & & Xﬂ%
Data Exchange [[t2} REST APIs ClO|E MEE M

LICt. APls AWS Data Exchange & £&=8& AL&35t04 EEHIAE 2= = AELICH AWS
Command Line Interface.
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0>
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ME 7tAEE Sz Y8 B ZE # =7 S MetE AEE + U&LICH

ME 7tAIEE HISHZ HY5t B2 A Aol [h2F AWS Data Exchange AHS A MOl AHE
Kb R M| oF MM MMo| EHAIE 22 & LICEH

Cl= 0|0|X|&= AWS Data Exchange Product Catalog0il M AHE 7+s 8 ME 2| 6| & E0o4&LILCE.

AWS Data Exchange < AWS Data Exchange > Product catalog
v My data Refine results Product catalog it
Entitled data Categories [ Search ] Search
Owned data sets Automotive Data (134)
Envi tal Data (102)
v Exchanged data grants mvironmental Data {102) All data products (4,278 results) showing 1 - 36
Financial Services Data
Sent data grants New (1,092) [ Sort by most relevant v ]
Received data grants New Gaming Data (22) s N
Healthcare & Life Sciences
Data (563)
¥ Subscribed with AWS Manufacturing Data (137)
Marketplace Media & Entertainment BEIX3jsreer  Flood Factor © - First Street US Climate 0 rearc COVID-19 - World Confirmed Cases, Deaths,

Product catalog Data (307) fevNeaTion Flood Risk Data - Aggregate Testing, and Vaccinations
Public Sector Data (517)

ata (530)

ion of the COVID-19 data maintair
llects it from John Hy

¥ Published to AWS

Marketplace code c rating risk changesdueto |~ cases, death:
climate change from 2023 to 2053. coviD- 19 pan, anemic
Products Vendors
) . Free Free
Verify subscriptions (0 Rearc (218) 12 month subscription available. 12 month subscription available.
Send notification [J mnAi (123)
71 180bvTwo (121)
o 23S = I.g I. k=2 |

AWS Data Exchange Product Catalog0iM MEZ2 MEE == U EIH 2EX= 3ot 22 Y

HoZ MES F5E & A&LICH

« 3MHMES FSELICHL
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Example 0| X|

OS2 3= 9 Aldst7| /g A& 2 o Lot

« FirstName EEE= LastName £43 ZlQlL|Ct.

« Email £40| U= F2 sl Al ME[sH ok ErLict

SEAte 3R MH|A MES| S48 AEet O3
<aws-entity-resolution-bde@amazon.com>2| AWS Entity Resolution H|=L|A 78 Elo 0|24
gt S48 TS0 F7F AE S otok AL TI-E = U&LICH

AWS Entity Resolution OpenAP| Al @ &
AWS Entity Resolution 0ll& 22 XH7F §

=3
OpenAPI AtZ 0| RU&LICH AHAMIEH LI 2
A2,

o 2EAE APIs7F ZEHE SHEMO|Z R ME8E £ U=
AWS Entity Resolution OpenAP| AFQF AL EFRE RHZ 5

240 <aws-entity-resolution-bdeamazon.com>2Z AWS Entity

5]
e Bloll 22lst &AL,

OpenAPl HolE 27
BES =

Resolution H|=

AWS Entity Resolution OpenAP| Al A

OpenAPI At 20t HEE R E T2 EZ S YOl LIC AWS Entity Resolution. O] ALY 2 SEHE 7
2iste ol 2 E Lo

OpenAPI olofl= Ct& API 2F40| ==& ElLCt.

* POST Assignldentities
* POST CreateJob

* GET GetJob

« POST StartJob

* POST MapIdentities

* GET Schema

OpenAP| AtZ 2 2735t2{™M <aws-entity-resolution-bd@amazon.com>2 2 AWS Entity
=

5]
Resolution H|Z L[ JiE &0l 22fst&lA|2.
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OpenAPI AtZ 2 AH|XF A/EX} HIX| MEIQ S7] ME| ZF0ol Ciall 5 7HX| 8o S &S RIHEL
CH OpenAPI At E U2 = A AlEo] = ME| S RES FELICH

A
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- S7IMAMEISH

HiX| M2l SE2 HIS7|A A WEe mELICH AIE27H AIHEH A SE JASZEE S

3 2fedS AWS Data ExchangeME8t Ct S HIER = 2d MEHE F7|Mo =2 Z&5t040| 2] &

BEE 7|0l o £F M2 AlZtol o 22 ZEIn SSA MEIFOIH HE £ e HY ool O

MgtgtLict 32 AHE IOIEIME f1%|12 Amazon S3 232 7HX{2tM B2 Al X{2lst ZAnE ol2|
S3

3 xlol & = U&LICH

P2 Ml 7HX| API Ho|E AHE5t0 B EstElLICt = CHE &MEE SHAMEE = U=
-?':—E P c.’_| X QlE AWS Data Exchange £ £& AWS Entity Resolution & L|C}.

1. POST CreateJob:O| AP| i #alg 5] M2 & STRIOI ME B LICH 0lpf8t HEE 212
o £ EMATY, 53 9%l 120l MBSt Aok, WL 57t &l 444 5 &Hed K| O
ZelLict,

O| API=E BtetstH 20| 2'Ef= JobId, PENDING, READY, IN_PROGRESS COMPLETEEE &
StLFLICHFATLED.

QAT 9Bt ME M

POST /jobs

{
"actionType": "ID_ASSIGNMENT",
"s3Sourcelocation": "string",
"s3TargetlLocation": "string",

"jobProperties": {
"assignmentJobProperties": {
"fieldMappings": [
{
"name": "string",
"type": "NAME"
}
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}
iy

"customerSpecifiedJobProperties": {

"propertyl": "string",
"property2": "string"
.
"outputSourceConfiguration": {
"KMSArn": "string"

}
}
ME S&
{
"jobId": "string",
"status": "PENDING"
}

2. POST StartJob:O| APIE AIE35IH 22
ot 2~ Ql&LICH O|E Sdll 22 e &

C}StartJob.
O| API= JobId, 240 Status CHEH,

QAT 9B ME 2%

POST/jobs/{jobId}
{

"customerSpecifiedJobProperties": {

"propertyl": "string",
"property2": "string"

[

it
Ml
00
mn

"jobId": "string",
"status": "PENDING",
"statusMessage": "string",
"statusCode": 200

Kol Al JobId X1I+EI
EI 7tx| et 2E &

statusMessage 3!

&t L|ClstatusCode.

HiX| X2 S&
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}

i
-

3. GET GetJob:O| APIE %f@40| 22 AWS Entity Resolution T|A=X| == 7|EF AEHQIX| LEAE L
Ct.

O| APIE JobId, 2r40i Status CHEH, statusMessageXE BH&H8fL|CtstatusCode.

{
"jobId": "string",
"status": "PENDING",
"statusMessage": "string",
"statusCode": 200

}

o|2{8t APIsE= AWS Entity Resolution OpenAPI AF2FO]| LEQF Q& LICEH

S7|M™MeE|l S

S7|AM ME| £F M2 MEIF0| =1 TPS7H £2 alAlZH 85 AlZhnt 7ol AA|Zhol 747t2 85 Alzh
| G

of % 4 ZEHELICE O] AWS Entity Resolution Y2 EZ2Z&= HIO|E{ MIEE &3t 04
B APl @82 HEZ ~-EFLICH 33 CHS AWS Entity Resolution Y2 EZZ2 & H5teE &3 { %ol
ANE M= BYE Me|Fuo

o] AWS Data ExchangeCtS 2 S35l AHS

ZMAE API HO| & StLIE AtE35t0o{ EMsHE LIt
2 =

o =
— —
g £ Qe ZZX A= X QIEE AWS Entity Resolution & &fLICH

POST AssignIdentities:O| APIE source_id AEHXIE ALE35t0d SHE BIZEQ}
recordFields ZE HIO|EHHE SZAtof|H TSELICH

O| API=E gH&tgfL|ClassignedRecords.

QTS Bt ME 2
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"sourceRecords": [

{
"sourcelId": "string",
"recordFields": [
{
"name": "string",
"type": "NAME",
"value": "string"
}
]
}
]
}
ME S
{
"assignedRecords": [
{

"sourceRecord": {
"sourceId": "string",
"recordFields": [

{
"name": "string",
"type": "NAME",
"value": "string"
}
]
},
"identity": any
}
]
}

0|248t APIsE AWS Entity Resolution OpenAPI AFQF0f| LIQF Qi&LICH

S R7H MEiStE M2 SAlof [2t AWS Entity Resolution = Q12 Y = ERA TS AIZHst

o 1 o | E
Ol AH2E 22 AH0] CHE 7S MMEHLICH =St X35 APIsE AFE35lo{ TZH0| o4&t 74
2 AL E = U &LICH AWS Entity Resolution.
Ol #E22| SZAt MH|ATI SARE|= YR & S2AH MH|A S| K- THEE Amazon 2|4

OII

2 O|§(ARN)Z AHE35H0 HMAE ¢ A& LICt. AWS Data Exchange £0| ARN2 2 AWS Entity
Resolution & Z & L|CtproviderServiceARN.
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S2X ST EHAE

£ olo|E ol & MH|AZE AWS Entity Resolution ZAEISH KB 22X S8 2 end-to-end DA /3
E20| SR EHAL 7 24QLICH ol SEO| Amie ] 25 JV|5E FItsteE S=Xtoll CHal AWS
Entity Resolution 0l & of8t & 7tX| B|AETJH I&LICH O] M2 L A2 27t 0[218h end-to-end
E|AE Atzof 2t MH|A HEHE ZLIEHTE = = 7|28 MSEL

|Ct.
3Z A= HIAE A™ED XA ClO|E{E A 3504 AWS Entity Resolution 2 Z E9||0{ 7 7| E(SDK)
E Ar&35t04 0|28t end-to-end HIAE ALHIE Al-E = JU&LICH SZRe| 2XM7t U= Ed*e M=
st ollaZdgo|d ZE2E AWS Entity Resolution AF&5t04 2X|E ol AZejlo|4d8fL|ct. =8t IS Xt
= HAE Zotol cigt XA 2LIE{22 F3dsHof &Lict SZXt= Oz HAEE M™st= Ol A8
El= AWS A IDs 37510k & LICH AWS Entity Resolution.
20| 4335t 32X = HI0|EE MYt E S8 AtAl| MH|AE AHEE = AWS Entity Resolution
UOMH 2 MEle 2F Qio| 22O Z EHEHEILICE ol=0lM Xﬂ St= APISE At&stod Z 22y
Y Hro2 s3-E = UESLICH AWS Entity Resolution.

Ofr

oIS S0i BB MulA0l M3t S3 HHZ!, 2] 44, 98 Avot W HABRE HHY £ UL
cF. Ol2{# A%o| 2 5Iel B3x= ool & ¢ 2007Hel BRE2 Ol2fE 43 3

2828 Mustol
MHIAE E|AEE = J&LICH o] M2 YAlolAM S=Ats MBS SDKE AI8s5tn HAE HHE
AWS Data Exchange AI& 735104 XS El= AMH|A0| EH°|' end-to-end H|AEE AAELICH SZK= &

A& i MulA0l Chah 0213t BIAES AgsHoF BLICH

(® Note
ZAE HAEE 2|3l 0|28t I3 ZZ AWS Entity Resolution £ A3 35t= O AHS35HE
AWS 7| ID(accountId))& M335Hok &LICt £ SFAt= Ol2E HAEE 2LIEES
1 SHtsHok gfLich &, Almj A| 22 gdststT o et 2

mw
ol
Pl sl
[
ol
Pl sl
[S)
1%
r
n

CtZ Clolo{a 2 YUHHE{Ql end-to-end HIEE HIAE AlE|E Eo{ELICIH
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OH

Admin

one time setup

Setup roles, input
source, and output
source

=i SHE

(2l dF)

Resolution.

Lol

Test Case for One Offering/Service

CreateSchema

1

¥

CreateMatching
Workflow

2

v

StartMatchingJob

a

'

GetMatchingJob

4 RUNNING

FAILED SUCCEEDED

| Zd X0l AWS Entity Resolution [}2F0d| CHE 2| AAE MH

o

LICH & AWS Entity
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U3|d A HA =0z 9, ololH & |05 &4 & ZFH|alioF & LIt Ol AWS
A

=
=
Entity Resolution 2& &£

2. AWS Entity Resolution APls.

API

AWS Entity Resolution APISE At&3l04 S2X S& 2 E|IAES2{™

1. CreateSchemaMapping APIE At&5t0{ A7|0f OHE S T LICH X[Ele Z2TJeY A
09| x| S = CreateSchemaMapping AP12| MME ZF =M.

A7|0F OHE S Lx|sH= OIOIE{E 31245t = AWS Entity Resolution &2 E{F &= T2 MA
ILICt. AWS Entity ResolutionO| 2 x|5tE YZEZ 2 212 =4 CIO|E Eflo|E2o| A7|OE

7 ASEXHE XIH St AWS Entity Resolution0l M ¢4= 2+ 2123 O
I. 0, Primary_key, Row_ID, Record_ID.

>
N
=]
2
oKl
n mo
0z
0x
5 1o
Kl

ﬂ

Example id & Z & 5t= OlO|Ef 240 CHEE A7|0F OHE M email

[
{
"fieldName": "id",
"type": "UNIQUE_ID"
1,
{
"fieldName": "email",
"type": "EMAIL_ADDRESS"
}
]

Example Java SDKE id &35t email AF8 3= O|O|E 240 CHEE AF7|OF OHE A

CI=2 2 Java SDKE id Z &6t email AF2 5= O|O|E{ A A0 CHEt A 7|0 OfZ 2] of L
Ct.

EntityResolutionClient.createSchemaMapping(
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CreateSchemaMappingRequest.builder()
.schemaName(<schema-name>)
.mappedInputFields([

SchemalInputAttribute.builder().fieldName("id").type("UNIQUE_ID").build(),
SchemalInputAttribute.builder().fieldName("email").type("EMAIL_ADDRESS").build()

D
.build()

2. CreateMatchingWorkflow APIE At83t04 XI5t KT EZE MEFLCH X|HEls T2
el elofo| M&l| S =2 CreateMatchingWorkflow AP12| MM 2R EHM| 2.

Example Java SDKE AI&35t0{ Yx|5te HIEZ 4

CHZ 2 Java SDKE At&dtE LRlste HIAEZ2| of ALCt

EntityResolutionClient.createMatchingWorkflow(
CreateMatchingWorkflowRequest.builder()
.workflowName(<workflow-name>)
.inputSourceConfig(

InputSource.builder().inputSourceARN(<glue-inputsource-from-
stepl>).schemaName(<schema-name-from-step2>).build()

)

.outputSourceConfig(OutputSource.builder().outputS3Path(<output-s3-
path>).output(<output-1>, <output-2>, <output-3>).build())

.resolutionTechniques(ResolutionTechniques.builder()
.resolutionType(PROVIDER)
.providerProperties(ProviderProperties.builder()

.providerServiceArn(<provider-arn>)

.providerConfiguration(<configuration-
depending-on-service>)
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.intermediateSourceConfiguration(<intermedaite-s3-path>)

.build())
.build()
.roleArn(<role-from-stepl>)
.build()
)
Uxlste Q=2 I MMEI 5 Q=22 AlSHE £ 9|

3. StartMatchingJob APIE AF&35t0{ Yx|ete T EZE A
ei5l24™ CreateMatchingWorkflow AEZQIEE ALS
Of fLICt.

XAl 22 3 oo MA| 55 StartMatchingJob APIS] MME EEFHAIL.

SH

OII

Example Java SDKE At&35t0{ Yx|oteE T EE 4
CE2 Java SDKE At&35t04 YR[ote KT EZE Mot oil M LICt

EntityResolutionClient.startMatchingJob(StartMatchingJobRequest.builder()

.workflowName(<name-of-workflow-from-step3)
.build()

4. GetMatchingJob APIE Al&35t01 K2 EE 9| 4EE ZLIEZELIC.

-

O| API= Efdnt 42 E AE, X|E L LF (U= ER)E BtetEiLct.
Example Java SDKE At&35t0{ UX[5t= KT EE ZLIEHT
CtZ2 Java SDKE AIE35101 YX|5te HIEE HUS ZLIEHZSH= oA LCt.

EntityResolutionClient.getMatchingJob(GetMatchingJobRequest.builder()
.workflowName(<name-of-workflow-from-step3)
.jobId(jobId-from-startMatchingJlob)

.build()

N
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IERT §BHo = 2tEE|M end-to-end HIAE7| 2t 2F ZALICH

Console
AWS Entity Resolution &2 At835l0{ 32X &2 E|IAESI2{H

1. o EtAof el & 7|0 ofEE dFELIctA7|0r ofE &4,

2 Ux[st= HIOIEHE sllA5t= AWS Entity Resolution &S LEdF = Z2AM|A
UX|StE T EEE 212 AWS Entity Resolution 24= &1 Cl|O|E E|0|E£2| A 7|0t

A7|0F &S MAME | 12 AEXE X|™HS 17} AWS Entity Resolution 84= 2123 O O|E
of gfLICt. of, Primary_key, Row_ID, Record_ID.

Example id 2 & Z&5l= O|0|E &40 Cigt A7(0 OHE email

[
{
"fieldName": "id",
"type": "UNIQUE_ID"
1,
{
"fieldName": "email",
"type": "EMAIL_ADDRESS"
}
]

2. o EtAH/ol et URlsts HIEZE dYstn A LIS Z A MH[A J[EFOfE I E=

4.

URlote HIEE Y2 & LxIAIZ U= Clo|E{ UXIE s st= YHE KIHFIE=SF
dYstes Z2MALICEH S=Xt 7|8 I E20|M AEo SZAE ME|AT7H X8 E 50|
AUE B LT AMHRIE M5 etE B2 X UR| AWS Data ExchangeAlZ! 4= Q&LICH S
t ¢t EIAEE sdste Ol AS5ts SSAtet Mul4of mret of ot Ax|shs 2E2E
Tdg =+ A&LCH
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o
0%

AWS Entity Resolution Z&2 44 A A &S HU HESZ ZAgfefLict dd A A™dE
A

MEsH Yxlsts YRBETH MYEIUD SHI0| AR EIRNSS LIEHHE HIAIRIZ LIERL

IAERIt d3Xo 2 2tEE|H end-to-end E|AE 7} 2t2 E L|CHE Y HEN7L 22 F).

Lxlot= HZE=Z MF HE Ho[x|e| X|& BfoiM O %Y X[ EM CHEE = = A&

L|C}.

« Zo |DLICE

- XI5t KT EZ Yol HEN: CHY| &, Tt 5, 2= H, Aoy
- I EE FMoi CcHal FEEl AlZFYLICE

- XMelE BzE £=uct

« MEIZX| g2 HIZE =LICt

- MME 19 UX|IDs.

- 2 Y IZE $LICH

xtod 7S 0l O F0l AHE Ux|sHs YTBR Tl ChE MY KIEE B £ aLich
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O| H oF AWS Entity Resolution

9 E 2ot AWS 0| x| &=2{uth AwWs 12
ot = FHE dlolE ME X HELZ ot7|=&2| 0|

Ju
u
40
N
HL
_C')_

EEP% 2sg Mol U&LICH AWS EE}

xHe AWS B E4 T
EnEES ""Ej-
A
T

T2 NS &

OF - AWS &= AWS MH|A of| M Al E|E
LE. AWS EESHE OHXGHA| A}9°* = AE A‘II:IIA

(et 2™ ELICH EBF FHstes FALL]

. ZEtPC ol Hot- A8l MUS AWS MHIA ALB St =
CIOIE] QIZEE, FIALS] @7 AMEH Bt HE W 7S HIRE 7|5t 2400 chaiME HJo] UL
=3
Ol MHAEE AR S I 25 M mEg M5t WHe olsfshs ol E20| ELICH AWS Entity

= UHS =
EE 5Z35E S AWS Entity Resolution £ #4335t
LIE3ste 235t= ol =20| AWS

Resolution. C} 2 FANHME Et 2 A H &4 =
£ 42 2ofEL|ct E8F AWS Entity Resolutio
MH|A& E|= CHEE Al8ote E'dE otEL

>

L
k>
|>
i
Hd

A
« 9| O|0JE{ 23 AWS Entity Resolution
B 2l HM|A EHE| AWS Entity Resolution

« Of CHEt RH

=
[=)X=]
- o CiEt 78 £ 43 AWS Entity Resolution
E

. 9| 5223 AWS Entity Resolution

O| H|0|E{ E& AWS Entity Resolution

AWS S5 el D2 ol Ho|E E&0i & ELICH AWS Entity Resolution. O] 2&0of MHEI CHE

AWS = ZEE ddst= 22U QZEtE E5g Mol UELICHAWS 2ERE. AL8XHE 0] 1=
ctoll ZARE|E 2EIX0| CHE SH HEHE | XIE Yol U&LICH AHES5HE AWS AH|A of H ot

T 22 BlA T ol CHEF AT AFS Kt AH| & LICH TIOIE] ZE2tOo[H Ao 23 RtAMIEH L& 2 T

]|

=
Sl

o
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O|E{ ZEI0[HHA| FAQE EZ AL, Rl Clo|E 250 CiEt RHAIE L2 AWS 2ot E2 19|
AWS Z = #ol ol 0l GDPR E21 HAI2S A X 5HM| 8.

)||

\I

Clo|e EZ E 2lsH At 8BS 255t AWS A% AWS IAM Identity Center == AWS Identity and
Access Management (IAM)E At&5t0{ 7HE AL XHE HHste 40| Z&LICH O[F AH| 5HEd 7HE At
SRl H xtilo| 2R E SAMS| o|dst= ol 28 MEtet 2oiguL ot =8t Ci2n 22 Yo 2 o
O|E{E E&5t= W0l E&LCH.

. 7t H™of CtE QIZ(MFA)S AL &Lt
. SSL/TLSE At2510 AWS EIAAQL SAIBLICH TLS 1.2 Z40|m TLS 1.32 HAFfLICH

« E AIE35I04 APl L ALK &8 ZZ4E M™EELICH AWS CloudTrail. CloudTrail &2 AF& 504
AWS & 58 Axste wWedof chst XEM|EH LI 2 AWS CloudTrail AFE ME 2| CloudTrail &

2E 7|2 2ot Mot A AWS 53 £FME ASELICHAWS MH|A,
=]

(o]
=
« Amazon S30{| K& El 21Zt 8t Cl|O|E{ & AUt
= ZEIE 2ot MH[AE AFREHLICEH

535l d E20| E/= Amazon Macie?t Z2 1

- BYE QEHWO|A E= APIE AWS SaH{ol| HMAE [} FIPS 140-3 A5 €53 ZE0| LHeEt 4
P FIPS A= EQIEE ASELICEH A& 7H58 FIPS A= ZQIE0f CHEH RhAIEH LIS S i HE
XME| ZEE(FIPS) 140-32 HZE5HAMIL.

nZio| oMY FA Z2 7|UHEL SR8 HEE= E{OLL O|§ ZES Z2 g YA HAE &
=of 2435t X| of= Zd0o] E&LICH 047]0l= AWS Entity Resolution EE& 7|EF AWS MH|A 0l 2

&, APl AWS CLIE= AWS SDKsE At8 30 2] P_ B7t ZeELICH O|Fo Ar8ElE Bl &
= At A BAE LEof 3stE 2E CIOIEE 8+ £ flH 200 A8E £ A&t 2%
Me{oll URLEZ M3 E M sHE Mol Ciet ™S 7"’<§°P7| &l k4 3HE URLOY ZESAME o

ELct.

ofl CHH X{% Ci|0|E{ & 53} AWS Entity Resolution

AWS Entity Resolution = 7|2X2 2 253 E XM35l0{ AWS 2R H =35 7|& ALE5to M E &
Ztst D74 O|O|E{S E S &LCt

AWS A2 7| -E 7|2XoZ 0|2{8 7|2 AWS Entity Resolution AF& 3104 7HQ] Al H|O|E{E A5 2
2 ASSELICH AFSRE AWS 4R 7|18 E7U 2| E= ASE = olol siE 7|2 AHE 2 Z AL
& = Ql&LICH OBL HIOIEE ¢ 335tste 7|18 E55t7| 5l ZXIE FIE 2e i&Lct RhAl
gt LI 2AWS Key Management Service {2 A} SFLAO| A AWS £ 7 7| MM E FHEFHAL.
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7lExMo2 & E Ho|E{E Y5 35t5tH D3 Clo/E|E B35
Mg Eo0le O =20| ELICh SAlof 0|2 Al238tod 4745t ot
o

t= et ol EEIF0lMME FF/E + U&LICH

2 oHslcet
m]

= 2%
st Es A A 7 AEE

off @
|
o

e URlote KITER 2|AAE HHE I AS3HE /IFt 12 HE[FKMS 7|1E M3E = UE
L|CF.

D EEIE 7 - AR Y, A U 2Elste CHE T4 el KMS 71§ Ar&5tod Bl H|o]
EE &5 35t8 &= Q=S AWS Entity Resolution X|¥EfLICEH O] & &35t AS S 25| MofE = U2
CECE 22 3YE 8 = AL

- 7| HH 2 U | K]

« IAM H3 al HFH 2o & U | K|

- 7| M gdst U HIE S

- 7| &S 3 AR DA

« B 7}

- 7| HE OHET

- 7| AX UH +=E

REMIEH LI& 2 AWS Key Management Service 7H2f At QtLHA S| T2 2|3 7|& FHZESHAMIL.

ofl CH8F XEMIBH LI 2 AWS Key Management ServiceEt FUILITI?E AWS KMSE Z5HAIAI2.

7| #el

ol HEt 2042 AWS Entity Resolution AFHE3HE &8 AWS KMS

AWS Entity Resolution 124 2|3 7|& AF235tEdHol| HEh 20471 gLt o 2eld 7|2 ¢
S3E Ux|GHE AT EZE MMHFIHE CreateGrant 201 & 5t0{ AFE XIS CHAISt0] B &2
04% AWS Entity Resolution 2438 L|CH AWS KMS. 2| HFt £0{ AWS KMS = 1124 A 9| KMS 7|
of CHEt AWS Entity Resolution M| A HEtE R 0{5t= Ol AFSELICH= CHS LHE 2rdof| 12 22

& 7|18 AHE35tedH et 20471 AWS Entity Resolution L 8 L|C}.

P
I

GenerateDataKey 2820 & AWS KMS 504 128 22| 7|2 S 5tE C|o|E 7|& M-dE L
Ct.

« AWS KMS of Decrypt 28 & ELH 53 O|0|E| 7|1& S5 &ls5l0{ C|O|EE Y =36t Ol AHS
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AHANMEX| Het Fod0f CHEF MM A HBHE F| AL T2 22|™ Z|of CHE MH[A AMAE 7(1|7+%F

T A&LICH Ol &t I 2| 7|2 A= 3HE C|O|Eof HAMAE 4= AWS Entity Resolution §

o, ol= siE CIO|E{o]| o|&Est= &dol| W& S O|FLICH ol E S0 et R048 Sl 7Iof CHEt A‘I

HIA HMAS RHSHT T2 7|2 ¢ 55t Ux|ste YT B 20l CHEH BHAS AIRFSHRAT 543 5t
o

O| AccessDeniedException

ngs

rk

=

0%

7| &84

AWS Management ConsoleZEE= AWS KMS APIs.

CHE o2 2h2|™ 7|18 oHtEedd

AWS Entity Resolution = CHE &F$3F KMS 7|E ALt &f 5518 K[HELICH AWS Key
Management Service 7Het R} OtLHA Q| CHE! 17 2|3 7| MM BHAHIE 2 AA|2

7| 3 4y

7| WMo ME 02 el Flof CiEt HMAE FMo{gfLIc 2E 12 2™ 7o 71§ AEE
T A MED 7I1E AEste WHE A™sts 28 0| e E HEs| stLtel 7] 20| 2{o4of gL
Ct. o2 22 7|8 BHE M 7| HME X|HE = UELICH RHA[EH LI 2 AWS Key Management
Service 7HY At QFHLHM Q| 1178 2HE[¥S F|oi| CHEF HA|A B EIE XS

ol
W
2
ﬂ

|24 7|2 AWS Entity Resolution Z|AA 2} &7 AL MM CHS API 22 58
I

kms:DescribeKey - 7| ARN, &4 SmH(L ST st= 22 &M I, 7| &El, 7| 78 2
A0 22T A Btz M(/AE )2 22 YEE MSELICH o7|olE CH e 82
KMS 7|& T EKeySpecste Ol 20| El=8t 22 HETF & &[0 J&LICH E3F 7| A
(Y238t MY E= MACs M 2! & ehat KMS 7|7t X|¥ste dTEIES ZAIFLICH
KeySpec= SYMMETRIC_DEFAULT O|1 KeyUsage= &€ AWS Entity Resolution 2 Q&L |
CHENCRYPT_DECRYPT.

2% 7|0l HEt 2048 FIHELICH XIHE KMS 7|0l CHEF &lo] Al
T3t 204 AWS Entity Resolution M AE S EFLICH HEt £

WS Key Management Service 72 A} QHHME & Z5HMIL.

e kms:CreateGrant - . ZH
A -_["-lol-g _bll_o;l o|-0=| 7(FO-|0-||
04 AbZ0of| CHEr XFAISH LIS

F e

Io 5]
roe oo

2
= A

Ol | 5lT4 AWS Entity Resolution 7} C2 & &g £ Q&LICH.

« O[Ol 7|7} &= 5tol SA| AL EX| o2 5 35HE Oo|H 7|18 MM5tT K& ste{H
GenerateDataKeyE 3 &E&fLICH

7| 22| 172


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS Entity Resolution Add a permission2|
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« MH|A7} RetireGrantE AF8E + ULSE 2E|stE HoF FAHE HHSM L.

CIS2 F7IE = e Y2 M of M lL|CH AWS Entity Resolution.

"Sid" : "Allow access to principals authorized to use AWS Entity Resolution",
"Effect" : "Allow",
"Principal" : {
"AWS'" o "M
},

"Action" : ["kms:DescribeKey", "kms:CreateGrant"],
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "entityresolution.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
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https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
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"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:root"
},
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"

}

3]

Zt <y ## ## ###>5 KAl MEZ HEEL|CEH

<KMSKeyARN> AWS KMS Amazon Resource Name.
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https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartIdMappingJob.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartMatchingJob.html
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_StartIdMappingJob.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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CreateGrant

AWS KMS 12 22|H 7|& AIE5tod YRt KA ER EI0AE L ES6IHE AHSRHE CHAlSH
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "entityresolution.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "entityresolution.region.amazonaws.com",
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AWS Entity Resolution

"operations": [

Add a permission2|

"GenerateDataKey",

"Decrypt",
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "entityresolution.region.amazonaws.com"
1,

"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@PaaatSAMPLE",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
1,

"requestID":

"ffO00af-00eb-00ce-0e00-ea@00fbOdfba®@SAMPLE",
"eventID":

"ffO00af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333"

DescribeKey

AWS Entity Resolution = DescribeKey

U2 AFESto dx[stE 2laAlt dZEE AWS KMS 112
zeld 717 AE & 2|™of| ERste R ZelghLct
CHS ofxl| O|HIE = DescribeKey g 7|5 &LICH
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
7| zal

177



AWS Entity Resolution Add a permission2|

arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "entityresolution.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd@db0-0000-0000-ac@0-bOcOOOSAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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2 2el™ 7|18 KI™ste

Storage Service(Amazon S3)& Sl 2|4 A0 CHEt AWS KMS 10

GenerateDataKey 2% 201 AWS Entity Resolution AWS KMS EHL|C}

CH2 oAl O|HIE = GenerateDataKey 2 7|5

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "s3.amazonaws.com"
.
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}I

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ead00fb@fba@SAMPLE",

"readOnly": true,
"resources": [

{
"accountId": "111122223333",

"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333",
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"57f5dbee-16da-413e-979f-2c4c6663475e"
|5t = Amazon Simple Storage
o

AWS Entity Resolution

FAIS
2l AWS KMS & 7|& x|™H35tE

"sharedEventID":
Hagl™E 7 i
NEZR:,

Decrypt
Ux|5te KA ER 2[A20] CHE AWS KMS 10
Service(Amazon S3)& &3l 2laA0f CHEt AWS KMS
Decrypt 220 AWS Entity Resolution 2 &{L|C}.
Ct= oA O|HIE &= Decrypt U2 7|5 .

"1.08",

{
"eventVersion":
"userIdentity": {
"type": "AWSService",
"invokedBy": "s3.amazonaws.com"
},
"eventTime": "2021-04-22T17:10:512",
"eventSource": "kms.amazonaws.com",
"Decrypt",

"eventName":
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
{

"requestParameters":

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

"ff000af-00eb-00ce-0e00-ead00fbOfba@SAMPLE",

iy
"responseElements": null,
"ff000af-00eb-00ce-0e00-ea@00fbOdfba®@SAMPLE",

"requestID":
"eventID":
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"AWS: :KMS: :Key",

Iltypell :
: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

"ARN":
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
: "Management",

"eventCategory":
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"recipientAccountId": "111122223333",
"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
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com.amazonaws.region.entityresolution
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com.amazonaws.region.entityresolution-fips
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"entityresolution:CreateMatchingWorkflow",
"entityresolution:StartMatchingJob",
"entityresolution:GetMatchingJob"

1,

"Resource":"*"

of CHEt Rt 5 L HM|A 22| AWS Entity Resolution
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowLogDeliveryActionsConsoleCWL",

"Effect": "Allow",
"Action": [

"logs:DescribelLogGroups"

1,

"Resource": [

"arn:aws:logs:us-east-1:111122223333:1o0g-group:*"

"Sid": "AllowLogDeliveryActionsConsoleS3",

"Effect": "Allow",
"Action": [

"s3:ListAl1lMyBuckets",

"s3:ListBucket",

"s3:GetBucketLocation"

1,
"Resource": [
"arn:aws:s3:::

* 10

"Sid": "AllowLogDeliveryActionsConsoleFH",
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"Effect": "Allow",

"Action": [
"firehose:ListDeliveryStrxeams",
"firehose:DescribeDeliveryStream"

1,

"Resource": [
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#vended-logs-crossaccount-example
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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AWS Entity Resolution 2& 2| ¥3 Z2 H 0|X|0{ - ARNS & 7{Lt GetMatchingWorkflow &
£ GetIdMappingWorkflow APl 2fHE &8 + U&LICH
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arn:(aws|aws-us-gov|aws-cn):entityresolution:[a-z]{2}-[a-z]{1,10}-
[0-9]:[0-9]{12}:(matchingworkflow/[a-zA-Z_0-9-]1{1,255})
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arn:(aws|aws-us-gov|aws-cn):entityresolution:[a-z]{2}-[a-z]{1,10}-
[0-9]:[0-9]1{12}:(idmappingworkflow/[a-zA-Z_0-9-]{1,255})

REMIEH LI 2 API 2 Z 9] GetMatchingWorkflow EE = GetldMappingWorkflowE & ZE35HAMI2.
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b. logTypel| A< =&Etls 21 K82 LICIWORKFLOW_LOGS.

Example

Ol M| PutDeliverySource API 2F¢]

"logType": "WORKFLOW_LOGS",

"name": "my-delivery-source",

"resourceArn": "arn:aws:entityresolution:region:accoungld:matchingworkflow/
XXXWorkflow"

}
3. PutDeliveryDestination APl 242 At&35t01 EO18 MEE {XIE FHELICH.
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https://docs.aws.amazon.com/entityresolution/latest/apireference/API_GetMatchingWorkflow.html
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Example

ol Ml PutDeliveryDestination APl &4

{
"delivery-destination-configuration": {
"destinationResourceArn": "arn:aws:logs:region:accountId:log-group:my-log-
group"
1,
"name": "my-delivery-destination",
"outputFormat": "json",
}
}
(® Note

i AE 2 742 PutDeliveryDestinationPolicy APIZ AF&3t04 CHAM 7|
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Example

OlX| CreateDelivery API &4

{
"delivery-destination-arn": "arn:aws:logs:region:accountId:log-group:my-log-
group",
"delivery-source-name": "my-delivery-source",
"tags": {
"string" : "string"
}
}
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"resource_arn": "arn:aws:ses:us-east-1:1234567890:mailmanager-ingress-point/inp-
XXXXX",

"event_type": "JOB_START",

"event_timestamp": 1728562395042,

"job_id": "bQleea4678d4423a4b43eeadadd3fe",

"workflow_name": "TestWorkflow",
"workflow_start_time": "2025-03-11 10:19:56",
"data_procesing_progression": "Matching Job Starts ...",

"total_records_processed": 1500,
"total_records_unprocessed": 0,
"incremental_records_processed": 0,

"error_message": "sample error that caused workflow failure"
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DATA_PROCESSING_STEP_START
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"Loading Step Starts", "ID_Mapping Job Ends Successfully".
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-entityresolution-matchingworkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-entityresolution-schemamapping.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateSchemaMapping.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-entityresolution-idmappingworkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-entityresolution-idnamespace.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdNamespace.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-entityresolution-policystatement.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_AddPolicyStatement.html
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-C5A3094C
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https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-FBA1B7BB
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-60DAF647
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-B2BB98E6
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-1E6F8596
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-B8FBFF22
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-6CABAEA7
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https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-26912910
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-973E8499
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-D806D7C1
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-6FC653B7
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https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-FF9B14D8
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-C5007B10
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-00E43259
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https://docs.aws.amazon.com/entityresolution/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-matching-workflow.html#data-output-options
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-matching-workflow.html#data-output-options
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-IDMW-rule-based-one-acct.html
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https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-matching-workflow-rule-based.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-matching-workflow-rule-based.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-matching-workflow-rule-based.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/edit-matching-workflow.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/generate-match-id.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/prepare-third-party-input-data.html#prepare-third-party-data-tables
https://docs.aws.amazon.com/entityresolution/latest/userguide/prepare-third-party-input-data.html#prepare-third-party-data-tables
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https://docs.aws.amazon.com/entityresolution/latest/userguide/cloudwatch-logs.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-id-mapping-workflow.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/quotas.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-schema-mapping.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/provider-integration.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-id-mapping-workflow.html
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https://docs.aws.amazon.com/entityresolution/latest/userguide/manage-matching-workflows.html#delete-records
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-id-mapping-workflow.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-resources-with-cloudformation.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-resources-with-cloudformation.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/find-match-id.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-matching-workflow-provider.html#create-mw-liveramp
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-resources-with-cloudformation.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-resources-with-cloudformation.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/security-iam-awsmanpol.html
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