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MENSHLICE REMIBH LI 2 AWS Certificate Manager AFE ARHA. 2] AWS Certificate
Manager 215 ME & EFHAMIL.

c. (ME4 ALE) ALPN HEo| A2 ALPNS Edste HMES MEISHAA|IR. RHAE LI 2

the section called “ALPN H&” 2 E TS AIL.
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(MES AL 22 WHM ENTE S ELICH (MB AFEY A Efj =718 MEd5t 0 Eff 72t Ef
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KEMIEH LI 2 ZE W 4 B AIXRSHAAIL.
AWS CLI

Network Load BalancerE M A4st24H

create-load-balancer &2 Al &tL|Ct.
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aws elbv2 create-load-balancer \
--name my-load-balancer \

--type network \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \

--security-groups sg-1111222233334444

LHE Network Load BalancerE 435l 240

CIS of|XMQt 20| --scheme SME E&HEHLICH

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \

--scheme internal \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \

--security-groups sg-1111222233334444



https://docs.aws.amazon.com/acm/latest/userguide/gs.html
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S AEH Network Load BalancerE M A4ste{H

CHS ofx|Qt 20| --ip-address-type Mg Z&H&LICH

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

ElALHE F7hstedH

create-listener @HE AFSELICH oAl ElA L MM MME ZFZSHA2.

CloudFormation
Network Load BalancerE M A4st24H

AWS::ElasticLoadBalancingVV2::LoadBalancer & 2| 2|AAE Ho|gtL|Ct.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZz2
SecurityGroups:
- Ref mySecurityGroup
Tags:
- Key: 'department'
Value: '123'
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AWS::ElasticLoadBalancingV2::Listener 82| E|AA S ™O|FFLICH oAlE ElAL] MM Al
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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Console
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AWS CLI

set-subnets B S AFSEHLICH.

aws elbv2 set-subnets \

--load-balancer-arn load-balancer-arn \



https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
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--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890

CloudFormation

AWS::ElasticLoadBalancingV2::LoadBalancer 2| A AE O O|E & LIC}

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef new-subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
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CIDR 50| /o{ok gfLICt RtAIEH LHE & Amazon EC2 At B A{2|9] |
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Network Load Balancer0i ¢1Z2E QUIC E== TCP_QUIC 2lAal{e gi&Lct.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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Console
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AWS CLI
IP 4 RE2 YUClo|E5tEH

set-ip-address-type W22 AMELICTH

aws elbv2 set-ip-address-type \
--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
IP &4 782 YUO|o|EstedH

AWS::ElasticLoadBalancingV2::LoadBalancer E|AAE AUH|0|EF

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
IpAddressType: dualstack
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

Elastic Load Balancing Network Load Balancers

SecurityGroups:
- !Ref mySecurityGroup
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deletion_protection.enabled &3t &7H modify-load-balancer-attributes BEE AL &L
ct.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=deletion_protection.enabled,Value=true"

CloudFormation
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deletion_protection.enabled £82 XL
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2 A& AUO|O|E & LICEH.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "deletion_protection.enabled"
Value: "true"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Console
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Edit load balancer attributes(2 = 2 A £+ T E]) I 0|X|0{| A Cross-zone load
balancing( A} ¥ 2= Wz A)Z 7Lt B L|Ch

6. HE A MYS MEHELICH

AWS CLI
2L WMol CHet it S 2 WH LS EHstst 7L HIE HststedH

load_balancing.cross_zone.enabled &A1t &7 modify-load-balancer-attributes &2
ALS &L CH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"

CloudFormation
Z2C WHMo| CHEt wAl ¥ 2 = WH A S 2361 7HLE H|EH 3t ste{™

load_balancing.cross_zone.enabled £82 X &
AWS::ElasticLoadBalancingV2::LoadBalancer 2| A A& A4C[O|E & LICEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
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SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"
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dns_record.client_routing_policy &3t &7H modify-load-balancer-attributes &S Al

gt

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \

--attributes
"Key=dns_record.client_routing_policy,Value=partial_availability_zone_affinity

CloudFormation
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dns_record.client_routing_policy 82
AWS::ElasticLoadBalancingV2::LoadBalancer 2|&4

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "dns_record.client_routing_policy"
Value: "partial_availability_zone_affinity"
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secondary_ips.auto_assigned.per_subnet £41 &7 modify-load-balancer-attributes
BHE AFSELICH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=secondary_ips.auto_assigned.per_subnet,Value=1"

describe-network-interfaces @H@2 At& 3510 2E WHM HEL| 3 CIEH 0|A Q| IPv4 TAE A
2 & U&LICH --filters Tt2t0|E{= Z0HE Network Load Balancerl| HE |3 QIE{HO|AR
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aws elbv2 describe-network-interfaces \
--filters "Name=interface-type,Values=network_load_balancer" \
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--query "NetworkInterfaces[?contains(Description, 'my-nlb')].
{ID:NetworkInterfaceld,AZ:AvailabilityZone,Addresses:PrivateIpAddresses[*]}"

CloudFormation
EXIPFAE F7}tste{™

secondary_ips.auto_assigned.per_subnet 82 XSS
AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE AHO|O|E&FL|CE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticloadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "secondary_ips.auto_assigned.per_subnet"
Value: "1I"
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1. https://console.aws.amazon.com/ec2/0|Al Amazon EC2 £ & LIC}.
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AWS CLI

Hot 158 Yd|o|ESte{H™

set-security-groups BHEE AISELICH

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--security-groups sg-1234567890abcdef® sg-@abcdef0123456789
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AWS::ElasticLoadBalancingV2::LoadBalancer 2| A A S AHO|O|E&LICEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
- Ref myNewSecurityGroup

Hot MY AO[o|E

7|2%{ 2 2 Network Load BalancerZ M&E|lE 2 E E2fZlof QIHIRE Eot I8 72|12 X8¢EL
Ch 22{LHE &3l Network Load Balancer2 T& k= EEfEof O|zet #&IE ME5IX| gfg = /U
&LICH AWS PrivateLinkO|248t EE{Zl2 HX|= IP FA0M AIZHE £ Q&LICt 0] B2 Network
Load BalancerZ M& Ll ECHZo] Cist QHIRE 72| ME5HK| & =5 Network Load Balancer

E F4E £ JU&LICH AWS PrivateLink.
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set-security-groups BHEE AFSELICH

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--enforce-security-group-inbound-rules-on-private-link-traffic off

CloudFormation
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AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE O O|E & LIC}

Resources:
myLoadBalancer:
Type: 'AWS::ElasticloadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
EnforceSecurityGroupInboundRulesOnPrivateLinkTraffic: off
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
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aws elbv2 add-tags \
--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

Ei2E M7{5t2{™

remove-tags BHEE ALSELICH CHF oMol XIEE 7I1€ 7HE B2 & M 7HELICH

aws elbv2 remove-tags \
--resource-arns load-balancer-arn \
--tag-keys project department

CloudFormation
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Tags &82 X &35S AWS::ElasticLoadBalancingV2::LoadBalancer 82| 2|AA

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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use_load_balancer_configuration(Z|&%}t)0lo{ok & L|C}.
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https://console.aws.amazon.com/ec2/
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Elastic Load Balancing
3. Network Load BalancerS ME#SFL|C}
4. S4B HWES MEghL|CH
5 78 Y 2t 7E0H ARC B HMet SeF SMS &dst=E MEIgL[Ct
6. #7 A KIS MeBrLICH
AWS CLI
Uof T g st
zonal_shift.config.enabled &8t &7 modify-load-balancer-attributes &2 AFS &L
Ct.
aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"
CloudFormation
¥ a2 gdststei™
zonal_shift.config.enabled $48& X &35S
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2 A& A4O|O|E & LIC}H.
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
-Key: "zonal_shift.config.enabled"
Value: "true"
Jof Mgt 23S 43
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
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Amazon Application Recovery Controller(ARC) start-zonal-shift & A& &FL|C}

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/start-zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/update-zonal-shift.html
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aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"
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Amazon Application Recovery Controller(ARC) cancel-zonal-shift @232 AF&grL|C}

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE
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2. EHM M z=E HHME MEAELICH
=

3. = = 2
4. ST HolMLCU of|ef HES MEIFLICH
5. A 7|E 7|8 FHERIE MEHELICH
6. T Y LCU &S Helsted™ 7|& 7|ztE MEIELICH
7. WHIIE KIZET Qe B 8 FES MHstn oS LCU & LUHE + U&LTH
8. XS MEgLCH
AWS CLI

modify-capacity-reservation B2 AlS&fL|C}.

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=3000

CloudFormation
LCU of&fE2 2 -5te{™

AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE O|0|E & LICH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 3000
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Console
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1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 2&
2. EAMFMEE WHME MEIFLICH

3. BC WHME Meghich
4

8 "ol S & & 71§ s>ELic

a. LCUO{efES d|o|Ested™ LCU of|ef HES MEFLICH
b. LCU & FAsttAH ST FAE MEFLICH
AWS CLI

LCU ofefE F|AstcdH

modify-capacity-reservation W& AF&rL|C}.

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--reset-capacity-reservation

Network Load Balancerl| 2ZE HZHA 22F EH| 0f|2F ZL|E{E
of|2F AFEY
CF=2 LCU of|<fod| CHal EAIE = U= e ZrdL|ct.

« pending - 0i|2f0| ZZH|X{ SUS LIEFHLICH
« provisioned- 0¥ & 0| EH|E|0] YU AHEE = USZS LIEFRLIC.

« failed- 2™E ST A0 22 &= ¢SS LIEFHLICH
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O E LCU BT E &0l5t2dH BY ProcessedBytes X|EQ} A|ZHE Sum(ReservedLCUs)E
AZHEr LCUZE WEHst2{H (2 HHO|E)*8/60/ (106)/2.22 AL

Console

LCU ofefo| ¢ EfE EiedH

1. https://console.aws.amazon.com/ec2/H|Al Amazon EC2 2& & dL|Ct
2. HAMFHMES WHME MEHEFLICE
3. ELC WMHME MEiFhCH
4. ST Bol|Afodef HEf Lo LCU k2 E = A&
AWS CLI

LCU of|efo| &EfE 2 LIE{Z otedH

describe-capacity-reservation W& AF&grL|CH.

aws elbv2 describe-capacity-reservation \
--load-balancer-arn load-balancer-arn
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12. [TLS El&aU] MEX QIZM S50l ABME FItsted™ QIS 5501 2ISM FIHE

e
AWS CLI
CHa 28 MY
718 5edol ALSE 4 Rl T4 1B 0| 9l 7 create-target-group BHE AL83H04 XI3
ELICH O AlE CHA T8 M4 MME HEFAR

TCP 2|AL{E F7|5t2{™

create-listener @& S A& 35t0{ TCP T2 EZ 2 X|™ELICH

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
--port 80 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

04 CHAF 2 E0| = TCP BlALHE F7JI6te4H

create-listener HEHE AI25l04 TCP Z2EZ, LN O 8 2l 7} 5 %|E K|™HEL|Ct

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
--port 80 \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
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"TargetGroups":[

{"TargetGroupArn":"target-group-1-arn","Weight":10},

{"TargetGroupArn":"target-group-2-arn","Weight":30}

Ik
TLS 2lALH{E F7}5t2{H

create-listener HHEE AI30{ TLS ZEEZE S X|™HELICH

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TLS \
--port 443 \
--certificates CertificateArn=certificate-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

UDP Z2|AL{E F7I5t2{H

create-listener S AF25l0{ UDP Z2EZE X|™gfLC}.

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol UDP \
--port 53 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

QUIC BlALHE F7t5te4H

create-listener @E S AL 35104 QUIC T2 EZ 2 X[YELCt.

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol QUIC \
--port 443 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

CloudFormation

TCP E|AL{E F7tstedH
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ZEZ S MEst0{ ZalgLct

AWS::ElasticLoadBalancingV2::Listener 32| 2

P>
|>
iy
_|
O
O
|kl

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

0 CHAF 2 E0| Y= TCP BlALHE F7Il6te{H

AWS::ElasticLoadBalancingV2::Listener 82| 2| AAE TCP Z2EZE AL&3504 HOo|FLICH.

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref myTargetGroupl,
Weight: 10
- TargetGroupArn: !Ref myTargetGroup2,
Weight: 30
TargetGroupStickinessConfig:
Enabled: true

TLS ElALIE £7t5tedH

AWS::ElasticLoadBalancingV2::Listener 82| 2| AAE TLS T2 EZE AHE5t04 HolgfLct.

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
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Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS

Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-Res-2021-06"
Certificates:

- CertificateArn: "certificate-arn"
DefaultActions:

- Type: forward
TargetGroupArn: !Ref myTargetGroup

UDP 2|ALIE F7}ste{H

AWS::ElasticLoadBalancingV2::Listener R & 2| 2| AAE UDP ZEEZE AF& 3104

Resources:
myUDPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: UDP
Port: 53
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

QuUIC 2|ALHE F7}5te2{H™

AWS::ElasticLoadBalancingV2::Listener &2l 2|AAE QUIC Z2EZE A&3510{ HolgfLct.

Resources:
myQUICListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: QUIC
Port: 443
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
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ELBSecurityPolicy-TLS13-1-2-Res-FIPS- > ECRIAIEECRE SIS EEN Rl s
PQ-2025-09 - ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
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ELBSecurityPolicy-TLS13-1-2-Ext2-FIP
S-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-FIPS-
PQ-2025-09

2t 3 (Ciphers)

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-TLS13-1-2-Ext1-FIP
S-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-FIP
S-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-FIPS-
PQ-2025-09

2t 3 (Ciphers)

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
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ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

2t 3 (Ciphers)

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-PQ-
2025-09

OpenSSL - TLS_AES_128_GCM_SH
A256

IANA - TLS_AES_128_GCM_SHA256

2t 3 (Ciphers)

TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

HL
)
A
bl
nQ
]
I
ju

» ELBSecurityPolicy-TLS13-1-3- 1301

FIPS-2023-04
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» ELBSecurityPolicy-TLS13-1-3-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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OpenSSL - TLS_AES_256_GCM_SH
A384

IANA — TLS_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-3-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-3-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ot
=

ok

1302

Iju
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OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

of
=

ok
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OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_GCM_SHA256

ok s
» ELBSecurityPolicy-TLS13-1-2-Res- c02f
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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il

OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA256

oF x{%H
O T

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

of
=

ok

c023

a

Iju
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OpenSSL — ECDHE-RSA-AES128-S - ELBSecurityPolicy-TLS13-1-2- 027
HA256 FIPS-2023-04

. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o zs(fzc;%; SIS
_AES 128 CBC_SHA256 e

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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il
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OpenSSL - ECDHE-ECDSA-AES128- + ELBSecurityPolicy-TLS13-1-2-Ext2- c009
SHA FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA ELBSecurityPolicy-TLS13-1-2-Ext2- c013

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA - TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA
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OpenSSL - ECDHE-ECDSA-AES256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

of
=

ok

c02¢c

Iju

FIPS &2 oF &4

112



Elastic Load Balancing

Network Load Balancers

ot
=

fok

ol

il

OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ot
=

ok
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OpenSSL — ECDHE-ECDSA-AES256-  + ELBSecurityPolicy-TLS13-1-2- c024
SHA384 FIPS-2023-04
IANA - TLS_ECDHE_ECDSA_WI ) EZB;S’S;;T;PO“CV'TLm 3-1-2-FIPS-
TH_AES_256_CBC_SHA384 e
- ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL — ECDHE-RSA-AES256-S - ELBSecurityPolicy-TLS13-1-2- 028
HA384 FIPS-2023-04

. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o zs(fzc;%; SIS
_AES 256_CBC_SHA384 i i

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES256-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

b R4%H of
O T =

ok

a

Iju

ELBSecurityPolicy-TLS13-1-2-Ext2- c00a

FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2- c014

FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

b R4%H of
O T =

ELBSecurityPolicy-TLS13-1-2-Ext2- 9c
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2- 3c
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - AES128-SHA

IANA — TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_SHA384

b R4%H of
O T =

ELBSecurityPolicy-TLS13-1-2-Ext2- 2f
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2- 9d
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ok
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OpenSSL - AES256-SHA256 » ELBSecurityPolicy-TLS13-1-2-Ext2- 3d
FIPS-2023-04

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA256

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

OpenSSL - AES256-SHA » ELBSecurityPolicy-TLS13-1-2-Ext2- 35
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA

FS X2 2o BH

FS(Forward Secrecy) X2 20 M2 1 RE F5 2| MM 7|& ALSsto] & 23HE H|O|HE st
K| Rt S FIHMR 23 7|5 MBS ELICH O A st 2ot &3 7| 7171 &g et AR E

oiole{e| C|ZE ol & X|ELCH

F

0
12

FS x| 119

o
HT
ro



Elastic Load Balancing Network Load Balancers

o MMo| HMEL FSE XIAstH, 1T OIS0l FS'7h ZFElof Y& LICh T24Lt ol2{3 HAo|
FSE XIdstE RUE M2 ofLCh TLS 1.38F X| @5t MMe FSE X|MELICh TLS * &
ECDHE_* &4lo| &30k AFE3t= TLS 1.32 TLS 1.2E X|¥Hots HHME FSE MSELICH
LHS
- HMHTREg
¢ AIRHEH OF S

o 1= Aa
e OFSHd X4AH

A== o 71

SHZzEZ

CHE ZolM= 2 FS x| 22 HHMo| X|Hsts T2 EZS HdTELICH

= ok % TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityPolicy-FS-1-2-Res-2020-10

olLle o olLle ot
ELBSecurityPolicy-FS-1-2-Res-2019-08

oLl o olLl ot
ELBSecurityPolicy-FS-1-2-2019-08

oLl o olLle ot
ELBSecurityPolicy-FS-1-1-2019-08

oLl o of ofL|R
ELBSecurityPolicy-FS-2018-06

ofLi o of of

FS X|¢d 2ot = 120



Elastic Load Balancing

Network Load Balancers

b R4%H

H O
- (=2

—

ELBSecurityPolicy-FS-1-2-Res-2020-10

ELBSecurityPolicy-FS-1-2-Res-2019-08
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ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256

y]

T
ro

F

r

FS X|

0
12



Elastic Load Balancing Network Load Balancers

o =M 2t 3 (Ciphers)
+ ECDHE-RSA-AES128-SHA256
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IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA - TLS_ECDHE_ECDSA_WI
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IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256
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OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_GCM_SHA384

OpenSSL — ECDHE-RSA-AES256-G
CM-SHA384

IANA - TLS_ECDHE_RSA _WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA384
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ELBSecurityPolicy-FS-1-2-2019-08
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OpenSSL - ECDHE-ECDSA-AES256-  » ELBSecurityPolicy-FS-1-2-2019-08 c00a
SHA - ELBSecurityPolicy-FS-1-1-2019-08

IANA — TLS_ECDHE_ECDSA_WI + ELBSecurityPolicy-FS-2018-06
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

ELBSecurityPolicy-FS-1-2-2019-08 c014

IANA — TLS_ECDHE RSA WITH » ELBSecurityPolicy-FS-1-1-2019-08
AES 256 CBC SHA » ELBSecurityPolicy-FS-2018-06

Network Load BalancerE 9|8t 2lA L] ¥O|0|E
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ZZEZ2 TCP, UDP EE= QUICOIAM TLSE HZdste 749 Hob XA gl i QIS AME x|&sfof 3t
TCP, UDP = QUICHIM TCPZE ¢ z 14 O

TCP, UDP E£ QUIC 2|&L49| 7|2 Zrdof i CHal 25 0| UCI0|E R M 20| Mz 74 E
tEELCH Jg{Lt o] #HF ool M E o Ao S FX| et&Lict of
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| M&ElLICt Oi7H ¥4~ Connection termination on deregistration2(&)CH
M MEE|2 2 2|AHE YHIOIEE M= MEEIX| f&LCt.

mi
>
I
il
Io
b
FLI

QUIC EE= TCP_QUIC 2laLl{e] ZE YOH|O|E= HEEIX| ¥&LICH QUIC ERfEE AMElste 2lA&
Lol X EE UO|O|ESE{H, Y 2lALIE AX|5tD Al ZEZ CHA| M5l oF & LICH.

Console
2lA L] ool E

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 & & JLIC}.
2. HAMFHMEE WHME LI
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=
3. =L Hz#A o|§2 M=sto MF HE Ho|X|§ HLCt.
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4. BlAL EOM ZEEZ: TE HOo|HAEE MEHS04 2|AL40] CHE M2 HE HOIXIE o

. (M AR TREZS WAL
. (M AbE) ZEE HBEL
. (M= AbSH) 718 Shedof CHE CHE CHA T8-S MeEhLIct
. (M AFE) CHE CHA DB2 F7betH Ch4 18 £718 Mstn Teol met 7518
eicol= Bhuict
. (M4 AFE) CHA DB S MR MIHE MELICH
7. (M= AME) Teol mat Bl1E %7t YelolE Es MBI
8. W7 AY KES Meizct

AWS CLI
71 5ol ool staiw

CHS modify-listener &S AL&stod e &S HERLICH

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn

CtS oAl E ofe] Ty 2 &2 2 E|AHE YO[o|EFLICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn",6"Weight":10},
{"TargetGroupArn":"target-group-2-arn","Weight":30}

Y
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Ei2E F7tstcd™

add-tags BEE MEFLICH CHS o AlolME F 7Hel BHTE FIHEfLICH

aws elbv2 add-tags \
--resource-arns listener-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

Ei2 & A|745ted™
remove-tags BHEE ALE R LICH CHE oXol M= X|EE 7|1& 7HE i3 & FAHE LI

aws elbv2 remove-tags \
--resource-arns listener-arn \
--tag-keys project department

CloudFormation

Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref newTargetGroup

AStE{™H CH2 3t 20| DefaultActionsE A9

jj]
fjo
ElIN
ofi

EE= o] CcHat 2 & ZHofl El

DefaultActions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 10
- TargetGroupArn: !Ref TargetGroup2
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Weight: 30

Ef2E F7tstcd™

Ei1 £ 88 T &S T E AWS::ElasticLoadBalancingV2::Listener 2| AA S O|0|E & LICE
Resources:
myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

Network Load Balancer 2|AL12| TCP £ & A&t A|ZF 4|0 E

Network Load BalancerE E3&} ELX|= 2t TCP &40 CH& sHHE o420 ArEN7} FMEILICH S F |
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Console
TCP & Mgt Alzh2 ol|lo|E5tE{H

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 2£& LC}.

2. B EO| 2 WHAOIM 2E WS MeBLICH
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3. Network Load Balancer2| &l
4. EBlAL oM TCP 2lAL{o| Eolgtg MEidtC

Ct.

5. Ela MF & Ho|x|e] &4 BiolM HES MEELICH EAL{7} TCP ORI Z2EZS
A&st= d< of ®ol gi&Lch.

6. TCP %% M&h Alzh 2f2 60~6,000F 2 U={FLICH.

7. HEANYE MES MEELICL

o=

o

L

IS 2, 2laL ME HE 27

AWS CLI

TCP 2% M3t AlZte Yoio|= sted™
gict.

tcp.idle_timeout.seconds %433t &7 modify-listener-attributes HEE AHE

aws elbv2 modify-listener-attributes \
--listener-arn listener-arn \
--attributes Key=tcp.idle_timeout.seconds,Value=500

CHE22 oAl E33LCh

{
"Attributes": [
{
"Key": "tcp.idle_timeout.seconds",
"Value": "500"
}
]
}

CloudFormation
TCP 7/ A&t AlZh2 HC|o|Este{H™
tcp.idle_timeout.seconds ElAL] £4E Z&STE
AWS::ElasticLoadBalancingV2::Listener 2| A A E UCH|0|E

Resources:

myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
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Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
- Key: "tcp.idle_timeout.seconds"
Value: "500"

Network Load BalancerE {8t TLS 2|A L] YC0|E

TLS ElALHE dEE = 7|2 QBAME I'LiloU-IL-L %A‘I S59| 2IBME FII £E= MHstHLE, £
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Console

7|2 15 MHE uAlstedH

https://console.aws.amazon.com/ec2/H|A Amazon EC2 & & L|c}.
A FHoM 2 WEHAME MEHFLICH
2EE WHME MEdgrL|CE.
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5. QB A =olM 7|22t HES MEELICH

6. ACM & IAM 215 M EOM M 7|2 QLB ME MEIFFLICE

AWS CLI
7|8 B ME mA|stE{™

modify-listener WS AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn

CloudFormation
7|8 2EME nAste{H

AWS::ElasticLoadBalancingVV2::Listener 2|lAA S M 7|2 QS MZ ol|o|EELIC}.

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:
- CertificateArn: "new-default-certificate-arn"
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Console
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F7tstedH

1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & L|C}.
2. EMEFM EE WHME ST LICH
3. ECE WHAM O|§2 MEHSto MIE HE HO|X|E LICt
4, BlAHEHOM ZRZES: TE UWo|HAEE MEHF0{ 2|AL{of CHEE M HE H0|X|E
L|CF.
5. QUSM S MEFLIC
6. S50l 7|2 QBEAME FItsttiH S50 7|22 F7HE MEELICH
7. S50 7|20| ot QABME FIteted™H CHS 1 20| SHAAIR
a. QIBMFIIE MEAFLICH
b. ACM E= IAMO|AM o|O0| &E2lstE QIBEME F7tstEiw QB Mol =Qlehg MENS T of
el CHo| o=z Zehg MEfSHL|C.
c. ACM EE£ IAMOA BrElstX| &= IBME FItsted™ QB M 712 7|8& MEstn &
Alg R CHE 7HHR7IE MENELICE
d. EF 3QABM FIHE MEFLICE
AWS CLI

QIZEM SE0f QIBME F7tsteiH

add-listener-certificates &2 At28FL|Ct.

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
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CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation

QIE M 2=0] Q1B M

F7tstedH

AWS::ElasticLoadBalancingV2::ListenerCertificate 82| 2|AAE Ho|gfLICt

Resources:
myCertificatelist:
Type: 'AWS::ElasticLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: '"certificate-arn-1"
- CertificateArn: "certificate-arn-2"
- CertificateArn: '"certificate-arn-3"

myTLSListener:
Type: AWS::ElasticlLoadBalancingV2::Listener
Properties:
LoadBalancerArn: !Ref myLoadBalancer
Protocol: TLSS

Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:

- CertificateArn: '"certificate-arn-1"
DefaultActions:

- Type: forward
TargetGroupArn: !Ref myTargetGroup
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Console
RIEM SE0IM 1B ME | 7{5tedH
1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.
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2|AL] BHO{AM ZEEZ: T E Qo| HIAEE MEHFL0] 2|A L]0 CHEE M|BE ME H0|X|E

ABM F50iM 2B AE F7HsteH

remove-listener-certificates WS AI2gfLIC}.

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn

QISLICH M2 Eot MAo| F 7t
Ql&LICH Network Load Balancer._
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Console
Hot HAM g M| o|EstE{™

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 £2£& LCt.
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7. HE MY MEES MHEELCH

AWS CLI
Hot M S 9| 0| E 5t

modify-listener WS AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06

CloudFormation
Hot Mg M| o|EstE{H

AWS::ElasticLoadBalancingV2::Listener 2| AAE M 20t HMo 2

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TLS
Port: 443
SslPolicy: "ELBSecurityPolicy-TLS13-1-2-2021-06"
Certificates:
- CertificateArn: "default-certificate-arn"
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
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aws elbv2 modify-listener \
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--alpn-policy HTTP2Preferred

CloudFormation
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ALPN HX& Z &35 =5 AWS::ElasticLoadBalancingV2::Listener E|AAE YOOI E & LICEH

Resources:
myTLSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
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LoadBalancerArn:
Protocol: TLS
Port: 443
SslPolicy:
AlpnPolicy:

- HTTP2Preferred
Certificates:

- CertificateArn:
DefaultActions:

- Type:

TargetGroupArn:

IRef myLoadBalancer

"ELBSecurityPolicy-TLS13-1-2-Res-2021-06"

"certificate-arn"

forward
'Ref myTargetGroup
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AWS CLI
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delete-listener WHE AIESHMI2.

aws elbv2 delete-listener \
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aws elbv2 create-target-group \
--name my-target-group \
--protocol TCP \
--port 80 \
--target-type ip \
--vpc-id vpc-1234567890abcdefd \
--tags Key=department,Value=123
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Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:

Name: my-target-group

Protocol: TCP

Port: 80

TargetType: ip

VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123"
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80
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AAI2.
Console

CHet O& o el d™E Yolo|EstEdH

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 & & jLC}.

2. EfA 30| Load Balancing OF2HOI M CHA 2 &2 MEdELC.

3. CHY OE9o| o|F2 ME4Sto] M ME HO|XIE Lt

4. &M BHo|Mq HES MHEHFLICY
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aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=-
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myTargetGroup:

Type: 'AWS::ElasticloadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:

- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"

Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
Value: "50"
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2. ErA &9l Load Balancing Ot2HO|AM CH& 2§ S MEHELICE,
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il


https://console.aws.amazon.com/ec2/
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L

3. Oid 1&52|o|F§2 MEisto MF HE mo|X|§ FLIct.
N5 & ®ol= o =2 Z SEio| Ty 7t EAIELICH
CHe EHollA &Ef & SENE LIEFALICE

CH& o §EH7E Healthy 0[2[2] £[21 B ol= &El MF HE Lol REMIEt HETH AU&LICH.

& i

rlo
N
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=
Yl
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o o &

HIZ 4 CHefoll CHEr o|lHIY L BlE #ordH

CloudWatch B2 & &3l Lambda &§+E€ E i
EHAlE X222 E20 HAIE ZE WEHAMO| H|Z- A CHA Aledg T SHAA|

AWS CLI

T

CHeho| & el

i
1

QlstE{H

=X
=3

X

T3

=5

[e][]

describe-target-health BE S AFSELICH O] 0| Alod| M= 4 of of il CHAMDE Z &t
o E EHEZEL|CH CHefo| M4 HEf7t ot B2 £30i At =01 ZEHELICH

aws elbv2 describe-target-health \

--target-group-arn target-group-arn \

--query "TargetHealthDescriptions[?TargetHealth.State!="healthy'].
[Target.Id,TargetHealth.State, TargetHealth.Reason]" \

--output table

CHE2 oAl £33 Lch.

| DescribeTargetHealth |
R e Fem - B +

| 172.31.0.57 | wunused | Target.NotInUse |
| 172.31.0.50 | wunused | Target.NotInUse |
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https://aws.amazon.com/blogs/networking-and-content-delivery/identifying-unhealthy-targets-of-elastic-load-balancer/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html

Elastic Load Balancing Network Load Balancers

CH&F & Ef= initial & LICE.
« Elb.RegistrationInProgress - CH& 0| 2= WHAMO| SEE|l= SLICH
« Elb.InitialHealthChecking - 2E WH M= CHAO| MEHE EHEHSI7| Qe 2 F =4 74
9| 4Ef EOlg H& M&sta U&Lch.
CH4F AEH= unhealthy &I L|C}.

- Target.FailedHealthChecks - EE WHM7| CHa o S HH5t= 5 LR E =4
Lt CHef 8E 2l &40 HREIRELICE.

CHA Bl = unused I LICH.
« Target.NotRegistered - CH&fO| CH& T2 &0fl SFEIX| Ak &LICH

 Target.NotInUse - CHA 2E0| ofH 2= WHMOME AFRE|X| f 7Lt CHA O] 2= A
oM EdE3tElX| §f2 718 Fof AU&LICH.

« Target.InvalidState - CH& 0| B EE= SX| &EHo] U&LICH
« Target.IpUnusable - CH& IP FAE ZE WEHMOIM AFS ST S 0i |0 U&LICH
CHAF A EHE draining & LIC}.

« Target.DeregistrationInProgress - CH& 0| S5 F 4 50|H S5 F|4 X1 Alzto] gt
RL|X| etk &LCE

CHAF AENE= unavailable 2 L|C}.

« Elb.InternalError - LHE @F = QIS CHA 2EHE AR E =+ Qi&LICH

L

HE ANMEX| HOO|EE & A&LICH oEl &l Y |52 the section
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AWS CLI

S Ef

ot

el M E dolo|EstedH

modify-target-group BHE AFEELICH CHE of| A|0ol| A= Healthy ThresholdCount %!
HealthCheckTimeoutSeconds A& AdCl|0|E & L|Ct.

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation

ol

AtE] ol MXI2 AH|0|E§te{H

4
I
fl
0

ACilo|EE AE| &l MXMg ZEst == AWS::ElasticLoadBalancingV2::TargetGroup 2lAAE
dd|o|E&LICE CHS 0d| Al A= HealthyThresholdCount 2! HealthCheckTimeoutSeconds A4%
2 Yolo|EgfLct.

rr

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
HealthyThresholdCount: 3
HealthCheckTimeoutSeconds: 20

Network Load Balancerl| CHA O£ MASH 2oll= CHA 28 S48 HAEE £+ l&LCt.

et O8 &4

-« Z2CI0|HE IPEE
- S5 F& XA

« IEANZEREZ
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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« CHef TS0l CHEr A FH 2 WEHY
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ef
- HIZY =dlol'd 7t4

ZCoIE IPEE

HER 2 GRUNE 2BE MUS CYoR APUY 1) F2H0lI=0l 20 P FLE 2EY 4
RI&LICH Z2lo|E IP EES H|gtdste 4 A IP 4= Network Load Balancer?| Z2t0[5!

IP F=AQlL|Ct.

7|2xo= ZEI0|YME IP EE2 UDP, TCP_UDP, QUIC 2 TCP_QUIC ZE2EZE
=)

£ QaEA P £ Ol 2501 chsll & gstx[o] AGLICHHIE EEHE +

preserve_client_ip.enabled &t & &2 AFE3H0{ TCP X TLS CHat &0 CHEt E2t0|
HE IP EES 455 7Lt HIE G = U&LICt
7|2 MY
o QARHA QY CHA OF: MEHE
- IP & & 2 E(UDP, TCP_UDP, QUIC, TCP_QUIC): & M3} E
« IP R A 2 E(TCP, TLS): HIE L3l E
ZClo|¢E IP EZE0| M El A2
Zclo|ME 1P EE0| M3 ml CHAOf I5tE IP TAE MYl E= Ot 24Ut
CHat IPv4 22}0|1E @& IPv6 22}0|1E @&
QUAEA FE(IPv4) ZEI0|ME IPv4 T4 2. YWEHM IPv4 =&
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CHA IPv4 22}0|1E ™ IPv6 22I0|HE @H

QUARA RH(IPv4) EC WHM IPv4 T4 EE WHM IPv4 T4

P R&(IPv4) 2E #HM |Pv4 FTA E2E HHM |Pv4 TA

P R&(IPv6) 2E #HM |Pve T4 2 HHM |Pve T4
ST AME L 1E{ A

ZCI0|ME IP EEQ| HZA AIEE2 M TCP 21302t M ELC}.

Zzlo|oE IP EZ 0| EM3lE|H EBIZI0 rk Load Balancer0i M CH&I 2 2 =T 2 2lx|o{of
SLICH CHA 2 22 WH MR SUsH VPC EEE= S 2| LY Z|o{~IEl VPCOI| ¢ x|5H0oF &FLICt.
Z2I0|ME IP EE2 Transit GatewayE S35l CHatoll T2 & | X[ HEIX| k& LCtH

CH&f 0| Network Load Balancer?t & &8t VPCO| {2t = Gateway Load Balancer IEZQIEE
S 5l Network Load Balancer®@t CHAHQIAEIA L= P F4) ALO|Q] EBNEIE AAISHH 22I0|HE
IP EZ&0| X|HE[X| et &LICH

Ct2 QIAEA 2% C1, CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3, T12 £¢c}0|
ClE |IP EEE X[HSHK| &t &LICH O|HEt QIARA K2 ECI0|ME IP EEO| HIEEEE IP F
AR S5t 0| E&LICH
Z20|1E IP EZE AWS PrivateLink2 £E{Q| QIHI 2= ERfZlol ¥e2 FX| ots
PrivateLink EEZIQ| AA |P FTAE &4 Network Load Balancer@| Z2t0|8! P F&AQ]L|C}.
Zelo|IME IPEEL HM 20| AWS PrivateLink HIE 3 QIE{H|0|A EE= CFE Network Load

Balancer2| LIE Q{3 QIE{H[O|AT} Z et El B0 X|HEIX| ef&LICH O|2 2lal aiE CHa ko
Sdlo| &4

H

Z2I0|HE IP EE 2 IPvEO| M IPV4E H48t
o

T EcfElo] QS FX| A&LICH Ol EBfE /o A
AP =AE &4 Network Load Balancer2| = H

| Zeto|e!
Application Load Balancer R&HEE CH& 2 X|HetH =4lE|l= ZE EeiZo| FE0[HE IPT}
Network Load Balancer0i| 2|3 2 & |1 Application Load Balanceroll M&ELICH O™ CHS
Application Load Balancer= ZEI0|1E IPE CHE 22 ELH7| 70| X-Forwarded-For 23 &l
of Mgt

Sllo1m|'Oo|2t T 3= NAT FZ M2 SEI0|ME IP EE0| EMstE A X|EX| et&LICt O
B8t 42 LHE Network Load BalancerE At & [ 25t 0H, Network Load Balancer 0| S5
El CHA& o S Y8 Network Load Balancer0l| CHEt 422 MAJ&h ml W AghL|Ct 442 HEE
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Balancer #/2| CH &0 A 3iE Network Load Balancer2 93145t X| ot = A2 HESH, == 20|
HE IP EZEE H[E M350 o2t fHo HE LR E UK = UELICH EEHOIHE IP FATE
L3t B2 Proxy Protocol v2E& At&36t0 AMe = U&LICE RtAEH LIE2 ZSA| ZEEZ H
e HXFIAAIR.

- 2Cl0|ME IP EE0| HIZH3tE F2 Network Load Balancer= 2f2t2| 17 CHY(IP F4 X X E)
ofl ChaH 55,000712] SA| ¢4 EE= B 2F 55,000712] 422 X[ ELCt 44 3147} 0|E el
g 4R, ZE Y R/ HHE 7isdo| Eotstm, M A4 F50f Aufe = A&LICH REAIEH LY
E2 ol SE st ZE &Y QF HRE T AIR.

Console

Z2I0[ME IP EES £H5tE{H

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 &2 LCt.

2. EfM F9||Load Balancing Ot2Hoil M CHef 2 &2 MEdELICEH

3. Ol 189 ol MEsto MT HE HO|X[E HuLct

4. 58 B0 HES MEiStD EgfT] 3 T2 F&Lc

5. ZCIO|YME IP EEE EY5tstE{H 2LI0[ME IP FL EES ME{ELICH SEI0IMEIPE
£ 2 HIZ3t5t24H Preserve client IP addresses(ZE2I0|E IP 4 EE)E ME F[AFL
Ct

6. G AE MES MEIELICE

AWS CLI
ZC0|ME IP EE S g3t 6te{H
preserve_client_ip.enabled £33} &7 modify-target-group-attributes &S AL EFLICEH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=preserve_client_ip.enabled,Value=true"

CloudFormation

Z2to|ME 1P EEE g d3tstidH

preserve_client_ip.enabled 42 Z &S
AWS::ElasticLoadBalancingVV2::TargetGroup 2|AAE 0| E & LICE

EC0[MEIPE

T
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "preserve_client_ip.enabled"
Value: "true"

S5 F A& XA

CHAS S2 #A8HH 2 Waik7h Chatol ChEH Al 97 AN SRIBLICH 22 WHME HPE
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https://console.aws.amazon.com/ec2/
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5. S5 F 4 Azt MEtE HEstE{H S5 F& X|odof| M 22 Y=ELICt CHed 2 S5 FAF
= 7|& AZ0| &35|H 324 Terminate connections on deregistration(S& £|A A| 912 &
2)2 MEFLICH
6. 3 AE MES MEiFLICH
AWS CLI
SE F 4 X £d€8 =HotE{H

deregistration_delay.timeout_seconds &
deregistration_delay.connection_termination.enabled &1}t 74 modify-target-

group-attributes WHEE AFSELICH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=deregistration_delay.timeout_seconds,Value=60" \
"Key=deregistration_delay.connection_termination.enabled,Value=true"

CloudFormation

Ad

5= SERS LT

fjo

|A K|

b
I

deregistration_delay.timeout_seconds %!
s}

deregistration_delay.connection_termination.enabled £42 Z&

AWS::ElasticLoadBalancingVV2::TargetGroup 2IAAE AUO|O|EELICEH

=5

[e][]

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "deregistration_delay.timeout_seconds"

Value: "60"
- Key: "deregistration_delay.connection_termination.enabled"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Value: "true

ZEANZZESE

Network Load Balancer= ZEA| Z2EZ HT 22 AI2610 AA LM ZHe TV HAZE MEE
EHLICH ZEA Z2EZE HX2E ZEA| T2 EZ §C{o 0|7 QI3 EE M2t

TCPEIAL{Q} &7 2= WHME TCP OIOIE{0| ZEA| ZZ2EZ F{C{E FIIELICH ZE WHME
SClO|UENM TS RE LA ZEA ZZEZ 0 £ HERXI BRo Y 2 8to|REZE
A, EE HAM = MHE Z &6l 7|& IO E H 7|5t oM K| et &Lct. w2t skt ol
O|ZEAZZEZE SIHE $£AE = USLICH E§H Network Load Balancer 2|2 2| CHE HE Q3
HAZE Sl iy H2ste B2, X UM ZEA Z2ZEZE 507t 2= WHMOM 2 37t ot

= UA&LIcH

M%

TLS ElAL{E SCtO|UELL OHE ZR A7} HEE ZEA| Z2EZ 6|HE S + & A¥ZEE X|Hst

X| ef&LCt.
QUIC EBHZI2 ZEA| Z2EZE HH 28 X|Y6HK| o4&t

IP A2 CHA S X|H5te A o E2IAHO|MA| MBS ElE AA IPFAECHSA 20| CHa 89| =
EEZo weat &atEuct.

- TCP Y TLS: 7|[2XMo 2 ZEI0|E IP EE2 HIE M |0 /2, ofEE[A 0| Mo MBS El= &
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CHfO| ZE A Z2EZ SHE & 2446 K| Z5tH & Ef & Qlof Aufeh = U&LICH o|E S04,
HTTP 400: X El @0 2 @7 E BHEte = &t
VPC AEZQIE MH|A
MH|A AH|RFOM VPC IEZQIE MHIAE &dll 2= Ef= ol B2 oiEZ|AH ol MSE HE
IPFAE 2 WHM =o| Zzlo|8! IP FAQLICH oHZ2|7i 0] Mof| MH|A AH|RFS| IP FATF
Qet B, ZEAN ZEEZS Ed86tD ZEA[ ZEEZ &l|HoM MH[A AH|AFIP FAE 7S
L|C}.
ZSANZ2ZEZsiC{ols Ad=xQEQ DT ZefELICH Ol HE= Ch31 Z 2 AFSXE XIE TLV(R
&-Z4ol-gt) HEE AL8s5tod I ZEELICH
e ZO|(RtE) =L
g4 1 PP2_TYPE_AWS(OxEA)
Zo| 2 Ztel Zo|
43 1 PP2_SUBTYPE_AWS_VPCE_ID(0x01)
B~ (2L 4ol -1) AN=EZRIEQID
TLV S8 0xEAE 7 & 243t= o= https://github.com/aws/elastic-load-balancing-tools/tree/master/
proprot& & ZtMIR
ZEANZZEE &3}
CHe D0 ZEA Z2EZ S E56t7| Tof| o EE|FO|MO| ZEA| Z2EEZ V25HE & &
MEr = JUEE o BLC OFX| g2 39 AIE = USLICH RHM[EH LIE2 ZSA| ZEEZ H
M1 828 XML
Console
ZSEANZEEZ HH 28 gHM5t6iciH
1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.
2. ErA Z0| | oad Balancing OFEHOIAM CHa 2 &2 MEIEHLICEH
3. CH& OE2o| o|ES ME4sto M2 HE H0|X|E YLct.
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https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html
https://github.com/aws/elastic-load-balancing-tools/tree/master/proprot
https://github.com/aws/elastic-load-balancing-tools/tree/master/proprot
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://console.aws.amazon.com/ec2/
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4. &M(Attributes) ROl A BHE(Edit)S AMEHEHLICY.
5. &A1 MHE HOIX|HAM ZE2EA| ZZEZ 25 ME4ELC

6. HZE ALY MES ME{ELICH

AWS CLI

|E

SA ZZEZ HT 28 g43tsiciH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=proxy_protocol_v2.enabled,Value=true"

CloudFormation

4
e

I3

SAZ2EZ M 28 H3t6t2dH

proxy_protocol_v2.enabled £8& Z&3S TS
AWS::ElasticLoadBalancingVV2::TargetGroup ZlAAE | O|EELIC.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "proxy_protocol_v2.enabled"
Value: "true"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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stickiness.enabled &3} &7 modify-target-group-attributes WS AFSEFLIC}.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=stickiness.enabled,Value=true"

CloudFormation
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
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- OiY O& 880l instance E£E ipQl AR Y 2 & +FE0IM At ¥ 2C WH S 24358
L HIEAHEIE £~ QELICH CHA O R&0| albQ ZR i DIE2 &N 22 WHMZEE
A gd 2 WHA MY S A&SFLICH

EE WHM &M A G 2 E WH A Z 23 6t= 2ol CHEF REAIEF LY the section

called ‘WAt ¥ 2 & WHHA"Z(E) FESIAAIL

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LCt.
2. ErA 30| | oad Balancing(ZE. 7 A0l M Target Groups(CHA 1&)2 MEHEHLICE.
3. & OEQl O|§2 MEisto MF HE H0|X|E LIct.
4, EHd =M HES MEiEC
5. O I8 &M WE Ho|X[o M A B 2= gz Aol CHa AHS S MEHEFLICE.
6. HHZEAE MES MEHELICH
AWS CLI

CHe 20| WA JP 2= WHAES Hete{H

load_balancing.cross_zone.enabled &4 &7 modify-target-group-attributes BWEZ At
o=y
[ = |

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"

CloudFormation

load_balancing.cross_zone.enabled £82 X8
AWS::ElasticLoadBalancingV2::TargetGroup ZIAAE

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
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Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "true"

H|Z & CHafoll CHEE 12 B &
i FE=2E= 7|BMo 2 &435HEILICt Network Load Balancer2| CHAMO| T2 A4El AFE] & Qlof| Almf st
DHEYOR 7tFE|H ZE WHME MYE A2 SRS Y2 ol M ¢4 EtRE S SXIF
LICt 42 SE7t HIZ2H3HE HEjoME CHA 2 0S| HIEHY 2 7HF [0 M ZE = AISHK| &
R MHE HAER 8 dEE RXEIEE HYHoR Eg £ &Lt
HE 4 CHatof CHet 2 SE= Uy I8 =& FHE LT
Console

AHE BE ¢S HEsteiH

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. FEfM F9|Load Balancing Ot2Hoil M CHef 2 &2 MEdELICEH

3. Ol 189l o|F2 MEsto] MF HE HO|X[& Pt

4. &8 Bl HES MEiELC

5. CH&: HITE 4 el 22| of2Hol| A CHa O] HI'E & &EN7I E|H 42 SRl &5t = HIEH

St MESELICH

6. HHE A MHES MEiELUIC
AWS CLI

HE TE §82 HIFHss5dH

target_health_state.unhealthy.connection_termination.enabled £41} &7
modify-target-group-attributes WY AL &FLIC}H

aws elbv2 modify-target-group-attributes \
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--target-group-arn target-group-arn \
--attributes
"Key=target_health_state.unhealthy.connection_termination.enabled,Value=false"

CloudFormation

HE = HEE HIg gststedH

il
fjo
utok

target_health_state.unhealthy.connection_termination.enabled &2 X8

T 2 AWS::ElasticLoadBalancingV2::TargetGroup Z|AAE A4C|0|EELICE.

P

[e][]

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_health_state.unhealthy.connection_termination.enabled"
Value: "false"

HI'E 4 =2fol'd 7t
unhealthy.draining &E{O| CHA2 HIEAOZ ZHFE|H, A 1AE £ AIGHX| &t 2 HE
2t S0t MHE A8 RX|ELICH A A4 ZHE2 CHA O] unhealthy AEH7F E|7] o

- =
unhealthy.draining &EE | X|5t= AlZt2 ZHEELICH HIZHA o414 7+ SOt CHafo| & el =
212 S3tstH ChA| healthy & EN7} ELICH S5 FA7F EE|HE[H T4 0] draining & E{7I E|T

[——]
S5 F4 x| M Alztol AlEHEILICEH

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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2. EfM 39| Load Balancing Ot2ioll M CHA O &S MEREFLICE.
3. Oie 21&E2| o|§2 MEsto MR HE mo|X|§ JLict.
4. 24 ol HES MeEtLC
5. CHY: HIEY e el cief ol HIE Y ¢Ef7t &/ 2 S=7t HIE G8HElo] /=X &
Qlgfuct
6. HIZ4 calold hiol ghe QiaistLict
7. HEANY MEFS MEELUC
AWS CLI
HIE4 =8lold ¢+ 3 E +=YstcdH
target_health_state.unhealthy.draining_interval_seconds &3t & 74 modify-
A LICH

target-group-attributes

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
"Key=target_health_state.unhealthy.draining_interval_seconds,Value=60"

--attributes
CloudFormation
HIEY =dllol'd Zt 48 +=HsttdH
target_health_state.unhealthy.draining_interval_seconds $48& X &35S
AWS::ElasticLoadBalancingV2::TargetGroup Z|AAE UO|O|EELICEH
Resources
myTargetGroup
Type: 'AWS::ElasticloadBalancingV2::TargetGroup
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes
- Key: "target_health_state.unhealthy.draining_interval_seconds
Value: "60"
& =djold 7+ 178



https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html

Elastic Load Balancing Network Load Balancers

Network Load Balancerl| CH& S5

StLt ol&tol e O Eol CHef 2 SSEELCH CHe O8Oy &

AYELCH o E 504 QIAFA D

etwork Load Balancerc=

Ef & Ql2 S1tstRIOtAL SHE EH’é,*OiI CHE EIRE QXS AIZHE
x

=
IZele ol 2 B d 43 & JA&LICH RHME L8 2

, IP =2 EE= Application Load
MA7F 22 E|1 CHANO| 7| 4F
LICH S8 T2 MA7| 22|11 AEl
Network Load Balancer CH4F 18 9]

o
s
= o i

rr

on
Jt
[E
Hu

2olo| A
AEH 2Ol EHelg BESHAR

22 SSE chyol chet 2771 B7stH 0|8 ®Elst7| Ish shLt ol4 ol Chat a S0l =7} char g
S=¥ 4 laLch SSE ohdol et 277t Zasts Zols i T Cid o S5 32
g+ AELICHL S5 Fla ZRMAT HRE|T 2 WHMTL CHAtl CHE 2% BtR RIS BXIsE
ol 28 M 72+ Ydauch olF0l 277t B7tsH 552 328 42 o4 2B OA 5
o 4 UaLich 42 MulAsol ot B9 558 4% CF MHlATI HEEH A 558 £
2lech

CHa o] S8 F|AE|™ Elastic Load Balancing2 &8 &2 @0l 2t=2 2 W7t Xx| cH7|&LICt o|&
A c=gjlo|dolztz gLich o2 =Ezflo|do| Tl Sl St cHA 9| AEf= drainingLICH S5 F
27t 2R E F O 9| MEf= unusedE HAELICH RHAEH LI 2 55 F 4 X0 EHHE FESHA|

o

-l .

SE35lE 42 Auto Scaling 2 E0i| 2= WHHME AFE £ Q&LICH Auto
Scaling I20i CHAH 122 47351 8T 12 0| 2 & 5™, Auto Scaling TE 0| A AIZH8H QIAEA
7t the 250l AtS2 2 SHELICH Auto Scaling ZE0M 2E WHAME (ot QIAHATI O Y
JEM RIS 22 SE FASLICH RHA|EH LIE 2 Amazon EC2 Auto Scaling AF2 A MM 2E
HEME QE AFU2] D20 1AS A X 51A|Q.

OIAEI_-IA IDE2 |_-_|.| F%

O

2

0z [0z |40
on |oin

dn (d

oh

>

179

i
0z
on
Yo



Elastic Load Balancing Network Load Balancers

CHef 2o &

[=)
jul
>
o
i
N
g'l_l
N
Al
=)
Z
@
s
(@]
}
al
(@)
Q
o
o
O
Q)
>
(@]
@
Hu
Sl
m
Im
o
1
mjo
4
Ju
9,|_'
H1
J
ul
0%
A}
%
Y
!

2 WM T Hot T80l QU B THY 2ot TFoll THEF HE ALY

. 2E0/9IE EBHT 518 2= WMo} GZE Hot 182 MASE FAIS FIHELI

.+ PrivateLink 21T 518: 2E WalM7IE Sof ML= S0 Ch3t Que s FAIS Hutst
TS TN HS 22T TEO| ZE WA 2O IB0lM 25 TS $3sts FAIS AWS
PrivateLink® 7HEfLIC}H 2 %X| 9o ™ ST ZEoM 2E WalM Zatoly IP FARSE Sa)g

o Hu

- 2C0|0E ECIE HE: 2E WM} S2I0|HE IP FTAE EESIE B ECN=E ZEOM £90
Zl 2CIOIMES| IP FAHM 2= EClEE 25t 73 FI7IELICH OEX| oM Ef=E =
ENM ZE YWEHM Z2I0|8! IP FTAZEREEH ECHEE 85t &S FIHELIC

« PrivateLink ECHE! 52 ECZ ZEO|M 2= WHEHM Z2}0|H! IP TAZEE ERfElE 425t

Al Fobect

Network Load Balancer= preserve_client_ip.enabled $4& trueZ MHSIX| otE= 8 22l
O|HE IP FTAE EHESHXR| A&LICH E8H FUAER Network Load Balancer0| M IPv4 A E IPV6E
IPv6 TAE IPv4Z BHEHE [ ECI0|ME IP T4 EER2 555K ot&LICH EC0[ME IP F

C L=
—
A EES2 ZC0|UE W CHE IP FATH ZF IPv40|LE 25 IPveQ! ZLoigh 2 SELCH.

ZE£E AL8oto] 2= WA Zeto|s IP FAE HorpdH

1. https://console.aws.amazon.com/ec2/0{| A< Amazon EC2 & & L|C}.

mot

2. B FoM HESR 3 2IE{H 0| A(Network Interfaces)E ME4ELICE

2
0%
H
re
H
il

180


https://console.aws.amazon.com/ec2/

Elastic Load Balancing

Network Load Balancers

3- = T
3 QIEmo|AT7t AU&LICH

4. Zt HES|3 QIE{mo|AL ME HE

KEAIEE LI 2 Network Load Balancer2| 2

ZJAH Z = o] Network Load Balancer2| O|E 2 @

or 3 & ddlolE

o245} |Ch 2 E B MEUIT 3t o] HES

= B0l A Z2to[8! IPv4 FA

HES3 ACL

EC2 QIAEHAE YO =2 SFE [ QIAH
ol zE TFoM EBHES 51&3Hok &L
2L EoiE ot RHI2E EBEHE 25 5
2 ACLO| MME ECHEIE 5{25t=X| &l

Inbound

DA Iz=zES
pH#id IP ## brdidia
VPC CIDR bididia
VPC CIDR ## ##
Outbound

CHA =4 ZIZ2EE
HH##aE IP ## HH#
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Comment

Allow client traffic (IP
Preservation: ON)

Allow client traffic (IP
Preservation: OFF)

Allow health check
traffic

Comment

Allow return traffic to
client (IP Preservat
ion: ON)

HES3 ACL
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VPC CIDR

VPC CIDR
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2 WM Mol HEElE 75
Inbound
DA IZ=EZ
#H#id IP ## bidida
VPC CIDR HH#
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Allow return traffic to
client (IP Preservat
ion: OFF)

Allow health check
traffic
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Comment
Allow client traffic

Allow response from
target

Allow health check
traffic

Comment

Allow responses to
clients

Allow requests to
targets

Allow health check to
targets
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HES3 ACL
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« OtA|Ot EHBE (& &) ap-east-1
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« AWS E3('JAF) cn-northwest-1
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- 100.64.0.0/10(RFC 6598)
- 172.16.0.0/12(RFC 1918)
- 192.168.0.0/16(RFC 1918)

IPv6 CHA O EQ0| IP FAZCHMS SEE | SE5HE IP FAE VPCIPv6 CIDR £ £ = 1|03
ElVPC2| IPv6 CIDR E5 LHof Qlo{oF &L|Ct.
IP ZAZCHA S SE5tT IP FA7F 2E WM S8 VPCH e AR 2E WHHME SiE

FAT Y % s MEUM & ZQIX| HolFLIL
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6. CHY Doy R0l instance? B A8 7tS8 QIAHAE MEHG D EQFt B2 7|
2 ZEE MYolgtOtZ otel EF S &Fo=2 ZFS MEELIC

7. CH OO Ciy R0l ip2! B2 ZHIP FA0 CHSH HERTE MEIS D IP A} ZEE
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8. Ol D182l tie 80l albll B2, HRsiCtH 7|2 XEE R olstn Application Load
BalancerE MEHSIM| 2. RFMIEH LI 2 Application Load BalancerE CHA S 2 AL EHRE &
ZHAAIL

9. Oi& JE9o ZEEZ0|QUIC EE&= TCP_QUICR! B2, AMH] ID7} XIHEIR=X] & Ql5HAl2.

10. 27 el e SE2 MEIFLICE

AWS CLI

CHe S SSotci™

register-targets B S AFSEFLICH CHS of| Aol &
ME|X| igton2 2 WHME A 28 ZEE M%ﬂ

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

CHE dAlGME IP FAZ CHY S SSEELICH ZEJ XEEX| Y222 22
I8 ZEE ASELICH

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets I1d=10.0.50.10 1d=10.0.50.20

CHS ol A= Application Load BalancerE CHA 2 SE8L|C}

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=application-load-balancer-arn

CHZ ol Al= QUIC =& TCP_QUIC CH& I &0 cHaZ S5 &Lch.

aws elbv2 register-targets \
--target-group-arn target-group-arn \
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--targets Id=10.0.50.10,QuicServerId=0xalb2c3d4e5f65890
I1d=10.0.50.20,QuicServerId=0xalb2c3d4e5f65999

CloudFormation
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AWS::ElasticLoadBalancingV2:: TargetGroup 2lAAE H|0|E g LICE. C}
2 o Alol M= QIARA

C}
HA DR F Oy S SSELICH

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC
Targets:
- Id: !GetAtt Instancel.InstanceIld
Port: 80
- Id: !GetAtt Instance2.Instanceld
Port: 80

Ch2 ol Al= QIAEIA IDEE F 7Ho| CHA 2 QUIC E= TCP_QUIC Z2EZ ChY 180 58
LICE.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80

QuicServerId: @xalb2c3d4e5f65999
- Id: 'GetAtt Instance2.Instanceld
Port: 80
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QuicServerId: @xalb2c3d4e5f65000
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aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890
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create-target-group WS AL &L
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aws elbv2 create-target-group \

--name my-target-group \
--protocol TCP \

--port 80 \

--target-type alb \

--vpc-id vpc-1234567890abcdefd \
--tags Key=department,Value=123

CloudFormation

m

AWS::ElasticLoadBalancingV2::TargetGroup R&2| 2| AAE MolgtL|Ct ZEEZ2 TCP040k
|5

504 Z E & Application Load Balancer®| E|AL{ ZEQ} Y%

HoF BfLCt.

Resources:

myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: alb
VpcId: !Ref myVPC
Tags:
- Key: 'department'
Value: '123'
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Targets:
- Id: !'Ref myApplicationLoadBalancer
Port: 80
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AWS CLI
Network Load BalancerE 2 436t24H

create-load-balancer @& A& ELIC}H Application Load Balancerod| CHaH & AMstEl 240t S8t

72 Wiz ABste We HY LU

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type network \
--scheme internal \
--subnets subnet-1234567890abcdef® subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

TCP 2|ALHE F7}5t24H

create-listener B Al
Load BalancerZ ME & = U&LICH 7|2 Eo| A2
M.

504 TCP ElAL{E FII5HAAI2. TCP ElAL{E EBZIE Application
Fe O|T EtAH|0| A M5 CHY O ES A5t

aws elbv2 create-listener \
--load-balancer-arn load-balancer-arn \
--protocol TCP \
--port 80 \
--default-actions Type=forward, TargetGroupArn=target-group-arn

CloudFormation
Network Load BalancerE 2445tc{™

AWS::ElasticLoadBalancingV2::LoadBalancer F&9| 2|A A9}
AWS::ElasticLoadBalancingV2::Listener R & 2| E|AAE HO|FLICH TCP 2|AL{Pt EBEIE
Application Load Balancer2 & = U&LICH 7|2 5ol A< O™ EHAHOIM M8 cha O

E2 M8t

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-load-balancer
Type: network

2EH7|: Network Load Balancer 2444 193


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html

Elastic Load Balancing Network Load Balancers

Scheme: internal
Subnets:

- !Ref subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- Ref mySecurityGroup

myTCPListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: TCP
Port: 80
DefaultActions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
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aws elbv2 add-tags \
--resource-arns target-group-arn \
--tags "Key=project,value=1ima" "Key=department,Value=digital-media"
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remove-tags BHE ALSELICH OHS oMM E XIEE ZIE 7HE Ef 2 & MAHELICH
aws elbv2 remove-tags \

--resource-arns target-group-arn \
--tag-keys project department

CloudFormation
Ei 18 F7bshedH

Tags 48 Z &35 TS AWS::ElasticLoadBalancingVV2::TargetGroup Z|AAE O|0|EE LICH

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: TCP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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tls 2.0 2018-12-20T02:59:40 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al108f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

- - - 2018-12-20T02:59:30
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arn:aws:acm:us-east-2:671290407336:certificate/2al108f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com
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https://docs.aws.amazon.com/athena/latest/ug/networkloadbalancer-classic-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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JSON

"Version":"2012-10-17",
"Id": "AWSLogDelivexryWrite",
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"Statement": [
{

"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",
"Condition": {

"StringEquals": {

"aws:SourceAccount": [
"012345678912"

},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:012345678912:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-

bucket/Prefix/AWSLogs/account-ID/*",
"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": [
"012345678912"
]
}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:012345678912:*"
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"

1,

"Resource": "*"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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224 41 87 modify-load-balancer-attributes B2 AFSEHLICEH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix

HMA 2 g5t 227


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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CloudFormation

MMA 2O E 35t H
o £ 82 Z SIS AWS::ElasticLoadBalancingV2::LoadBalancer E|AAE 4O O|E & LICEH
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:

Name: my-nlb
Type: network
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "access_logs.s3.enabled"
Value: "true"
- Key: "access_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"
Value: "logging-prefix"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
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5. ZLIEHZM ML =23 E SLICH

6. HE A MYS MEHELICH

AWS CLI
HMA 2O E H|EE3teted™

modify-load-balancer-attributes 22 A& & LICH.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=access_logs.s3.enabled,Value=false

229

HMA 2T H|E st


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html

Elastic Load Balancing Network Load Balancers

Network Load Balancer 2X| s| &

I ME = Network Load Balancer?t 2 E 2X|E HEste ol ==20| & & U&L|Ct.

[l

SSE 2 MH[AE[X] et &Lt

2 0
_l_Alsl

Network

CHAO| InService #E 2 E0{7t= O o & ECI A|Z+0| @24 ZHE! AL AE| &Qloj Al
&LICH StHO|2t = AEf &0l2 S1HE W7 K| CHAO| MH|AE|X| b &LICH REAIEH LHE
Load Balancer CH& T & 0| AEf &0l EHE TS AL.

rlo mIoTI-

QUAEIAT} ArEf &elol| dufstT JU=X| &g OhE, ChES MARLICH

QlAE A O] 042
HM oMol EEH F
2C WHHME st EoF I E2 HHEA| QIABEHAZOS

(=)
=
Network Load Balancerl| 20t 715 UH|0|E B2 X5 AAIL.

QIAEIAO| MEY W ZE WRlkol MELT HZE ESIT ACLE ZE WElMol E3HT I
AEl 2Holg 51830k BLIC AIME LIS S LIE SIS ACL IS BHESHAIAIL.

QUAEARL IZAE Hot D& 0| ElAL ZEO|M ZEIO|YME IP FA(CHY 0| QIARA IDE X|HE
AR e 2E WHM S S(CHAO| IP FAZ XIHE HR)2EE|o EFNEE 5{&35oF Suct.
REMEH LIS 2 Ch 2ot 08 EHHIS AESHAAL, E3t 2C WHAME QI3 2ot 1B YEA
CIAEAA Z O] ECHEIE F{E3dHoF §FLICH XIM|IEH LIE 2 Network Load Balancerl| 29t 1& 40|
O|E BEHMHE FHESHAA|IL.

HMA Mo FF(ACL)O| ECHEIE 585K &A=
VPCO| MEYIT} ¢dAEl HEQT ACLO| 2E HE4M L CHAO| Z|AL] ZEO|AM SutEoz EAI
St 8 5{E3loF & LICH RIMIE LIE2 WIERIT ACL EHHE & ZTFHAAIL

SSE g2 MHIAEX| gt &Lt 230



Elastic Load Balancing Network Load Balancers

CHe ol 28 xlX| of2 718 B0l Uz

7H8 Yodol CHA S SSaIE 7+8 WS BABtek| s FL oS SEE N 2E YW

E

HMEEE ECEE $AISHK| &L
CIAEAA T} TI|o{—IE VPCO| &8l US
2 WHMQF I|o{~IE VPCO| QUAEAT} Qe AR, QUAEHAE CIAEA D7} O IP FAZ
2. WMo SE3loF &L|Ct.
T+ dE M ID7F CHatofl + 4 E IDQF YXIGHK| &E =

d
ok

CH&Of ol 2t BE 2 &El &Rl 2FHE #u

Network Load Balancer0i| CH8F ArE{ & Q10| HHEZ |1 g o] LIS S AFE 50 CHA A

LICt. 2222 CHA 2 HealthCheckIntervalSeconds NS Sl #MHE £HEC} of2 AE| &0l

£ FAlguch

CHerO| o & EICH M2 e ol 28 e a5t

net.ipv4.tcp_tw_recycleO| #MSIE[}=X| 042 E & QIELICE O ¥HEH2 EE EH Mol E|

E o}7|5te WeZ AKX U&LICH net.ipvé.tcp_tw_reuse A&0| O OHXBH CHOMQILIC,

AN EH

HEY g0l Z2E HHMZREH 2HE #u

o|l— =ty o= |_-_|.|AFO| H|7&

= o=1=

i_
>.
oT0

Network Load Balancer= 4

H|Zd A AtEHO| CHAMDE S 2 E|0{ 9/ 2™ Network Load Balancer= 2E S2 cHalo 23S 2IRE
| Al Qg 2eptD #). ZE Cjao| HIM Ao D 2t 718 ol e
N

etwork Load Balancer= DNSO|M 2 E IP =AE X|7{5l= CHAl o] &

AE | EYUXIZE QSH CHaO| HTTP EE= HTTPS & Ef = Qo]

231



Elastic Load Balancing Network Load Balancers

O HTTP MHIAE &7t

B AE SCi9t YRISHE K| 2QIsHOF BLIC} I O} 242 =
= T8 Tadsts HULICH EE TCP A& 2ol

ot CHY 50| &Ef #Hlol sy ZEE CHA AFEst

o A A
S M8 = s

r

HI

Ot 18S 2 Walke AT £ 9

Network Load Balancer7t 29t 1 & Qi0| MME 42 MM Follz EQt A& 2 X|HE = &L
HOotOES MM & 22 WEHMo| 425t 7HLE 2o 2o OS2 MME 7|1& ZE WAook ¢i4

g+ A&LICH

FEHOrOEZ MHE £ 9ig

2 SHE B F oLt ol el 2ot 25 0| pZE[0] 204

Network Load Balancer7t 29t 2 &1} &
FOEE S Ao MHE == giaLict.

of LICt 2= WHMO|M 2ZE EO

TCP_ELB Reset Count X|E

FE
Ol
N

£ Z TCP 273of Ciall slid 2AZ 2| SEf7F FHE

= CHeol ofgt A4S Sofl HIo|E7t MEEIX| 2

AZo| FElLICE 77 M Alztol x| & Zeto .O_E = tHe oM Ho|EHE ELiH dZ40[ H 0]

otX| ef&& LtEtL= TCP RST mZ!0| 2lL|CH B8 CHef o] HIEY ¢ EfolH HIEY

E Mo oY 2EE EE|HsHX| f= ._F 2L YEHM7t cie ot 2rEEEl 20| E 4Zo]
£l I{Zlof| s TCP RSTE E'HLICH.

220|E 7} Network Load BalancerE &
LICt & A8t A|7“=’EP 2ol Ezto|E

fl
P 5
o >
0
T
M
T -

X oz ox @
1 2 9
> hu Ir0I-

UnhealthyHostCount HIE&|0| £7}+5t7| &M EE= 7+ S Ao TCP_ELB_Reset_Count
XE7l 2&5te W0l 20l= W2 cHato| Aulistz| AlZEFREX|2H H|H “OE FEAEX] A4

{20 TCP RST IHZ!0| M& k= WY = U&LICH CHAO| HIEA Mo 2 EAIZ|X| A4 K|BH
TCP_ELB_Reset_CountOAM X|&2Q1 B717F Eo|l= A<, VPC 58§ E:LOHA-I o2 E S &of o]
EIE &5t ECtoIET} UeEX| &QlE = &Lt

CHgolM 22 WHMZ 0| Q-0 44 AlZho| Z1tE

CHA 2B olM Z2HOIIE 1P HZE0| #438HEl0f QU= K| ZOIBHLICH Sl0{LIE0lat T T BHe NAT 2
Z e Z20/91E IP 2E0| HAIEHE B2 XIME/X| gLt

QIAEIAT} XHAIO] SBE 2= WElMo| 22t0IHE0|T 280/YIE IP 2Z0| HAEHE B2, 947
2 Q30| T2 QIAHAER Bt TS MEH MTELICH H0| MEE SUH QIAHAR Bt UEls

Hot 58 2 WMo dde £~ gig 232



Elastic Load Balancing Network Load Balancers

AL AA QU ZSXX|IPFAIS 3P7| 20 44 A|Zto| Z=IHEILICE Ol CHE IP FAE 7HX|1
RICEtE SUSHEC2 &7 = E QUAEANA AMME|= Amazon EKS ZEO|E MEEICtE Mol {2
SHAAI

- ZCI0|ME IP EES AI83IX| A =5 M- ELICE CHAl Proxy Protocol v2& AH&3t0{ E2t0|
IP FAE 7HMAAR.
- SAlElof st ZE|0|L 7t CHE ZHE|0|L] QIABIAN QUEX| EQlFL|Ct

CHAF2 Network Load BalancerZ O|S & [ 50| X{5l=

Classic Load Balancer2t Application Load Balancer= 25 212 HE|Z& A S AFE 5 X|2F Network

Load Balancer= 1 E K| &t &L|Ct 28{= 2 CHAFO| Network Load BalancerE 7|8t =2 [ BI2 TCP

Q1S £ AIE 4 USLICH THYO| £4IE 4 /= 017 QM 2BS Xl FHI7H EIREX| 2Ols

AR,

Wole s Eof CHSH ZE €Y 2F

PrivateLink Eci{=l0| 7L} ZCI0[IE IP t’-’F-Ol |§“<‘§§P5._| 722, Network Load Balancer= Zt 1
S CHAHIP 4 L ZE)oi| CH3H 55,0007H2] SA| 428 tE= B2 2F 55000712 S K|48hL|Ct.
O| St & 15t ZE &t 27 dhM 715 40| §7P‘.’=.*L—|EP. PortAllocationErrorCount X|E
E N850 ZE 8 QFE FXME = UELICH ActiveFlowCount X|EE AIE5lo M HAZEE
FME = ULt KHAIE LH& 2 Network Load Balancer| CloudWatch X|E EHHE B ESHAAIL.
IE Y @2FE sl4sicdH cia 20l CHAE F7I6t= Aol E&LICH
L= CHA OIS0 CHA S F7te £ Qe AR 2 WHM HEQ|3 QIE{Ho|A =ICH 77He]l EX IP
FAE FIE £ QQALICH EXR IP FTAE SIE MEYIO| IPv4 CIDR EE0AM AHEC 2 EEHEILICH
ZEHZXIPFAE 6/ UERT F4 X EHRIE AHIELICH EXZ IP FAE FIHEH 2ol MAHE
T QICHE Mo ROSHAMAIR. EX IP FAE SlAsle fRUSH WH2 22 WHME K6t 24U
CF.

= o _
ZHa™MOl TCPp 42 A Aol EE= TCP 9444 M X|od
ZCI0|ME IP A EEO| €435 E B2, ECI0|VUEE SUS AA UA| ZEE AIE3504 CHE CH
HIP FA0 S = UELICH nxt ¥y 2= WHAO| EMHE AR O|HECHY IP FAE S
USH 2E WHM(CIHE 718 )0|M 2HL, SLSHCHa IP AL ZEE AI85t0{ SEE CIE

CHAFS Network Load BalancerZ 0|5 i 50| X5t 233



Elastic Load Balancing Network Load Balancers

Network Load Balanceroi| A & = QU&LIC} O] B2, 0| ¥1ZAE0| St & IP FA} ZEE B}
LEE|H S SUSH ECL0|ME IP F40 iEOHH Q7| Eol F5E HZE2 EH ELIct. o
= ¢4 27 o|z{et M2 & StUHE MY M R[S ZeHErLct. ol2{8t #42 20| E gHof
NAT & x|7} 111, 0424 Network Load Balancer IP 401 SA|of ¢12E ] SUS AL IP FAQH A

A ZEJEEE M AtF gl

Ol2{8t R&Eo| HH 2FE £0|2{H S2I0|ME =& NAT Hx|oM HEElE AA LA ZE £
solAU, ZE WHMo| i & =3 &= USLICH o|et o448 Almf & CtA| 4Z4E mf E2to(od
EJtMEE &4 ZEE HASIE W0| E&LICE O[2{3t R A 2LFE WX|st7| «lsl, &
Network Load Balancer& At&35t= 39 uil ¥ 2Ec WHAEZ H|E M35t 7 184t 7HLt, o
24 Network Load Balancerg At&3dt= A< 0421 CHa 50| SYUE CHY IP FALQ ZEE SE5HK]
ole 48 TEdg £ Q&LICH == S2l0|ME IP EZE 2 H|gMdstste 7 nedg = &Lt 2
2tO|AE IP7} ER Bt B2 Proxy Protocol v2& AM&5t04 ZHAHe o= /& LICEH Proxy Protocol v20i| CH
Sl RtAMS| LOotER{H ZEA| T2 EZZ(B) B TSHMAIRL

EC WHMII Z2H|MEED e I 4l = /U= 2F

I 2H|XM'dE [ Network Load Balancer7} Almst 4 Q=
of & E IP FA(0: EC2 QIAEASI H p 2|<_ g stk
Z2HAE Al Al shel O 2RI S1ZE + LI

I|lo = = =
Eff=l2 C4 7ol 22 UstA 24HE
TCP 2! TLS 2|lAL{= TCP ¢i4E Bl &5t UDP E2|lAL{= UDP 2EZE BIREELICH 2E WH
Mz 28 Al 0 2|E2 AHE5to{ CHa 2 MEHEILICH 2EI0|HERRE Q| HY HAA2 2EEo
2 17gE|o] [&LIcH
U CHAO| CHE CHA ECH O BI 2 ERfEE s4ldle Re 2 Eol 4®,VPC 58 218 AES
= WJo| E&LCH Zr iy IP FA0| CHE 1R 12 =8 | ELCt Oy S5, S5 alid L dI-54
CH& ol O|248t Q12 ol Y& 2 DIXIZZE Azt HRIE 7tS8H & HAH FRIGHYUAIL
A0l ERUSHH 24HE = U= 7tsE AlUElE Cheot Z &Lt
o O LY 0| A A[ZFSI04 LS ol 7t CHA 2 S55te 2, Hel a2 047ds| Z2t0|1ELL 9
HAAE RFXIFLICH HTTP YT EE9| B2, Keepalivee= 2EI0|MET} 422 RAISSHES 28
gich & ol Z2|AH 0| Mo M ZICH KeepaliveE W &M 22t0|MEJ M HAZEE  AHF LA E LU
Ct.

ZE GV ZEHM SR 28 0 98 & 2lE o 234



Elastic Load Balancing Network Load Balancers

- CHA & 11 7%(Stickiness)O| EA3tE|04 U, EEI0|ME =7 Mor, ECIO0|HET HYU AA P
FAE TIEINAT B x| E Sdll S4lsle B, 0| ECI0|MEEC| A2 SUTH A S E BI*EH
LIC}.

o WX Bd 2= WHAO| H|E 3t E|0] QI EEI0|UET| SHLIS| 2E WHHM Pdo| 2= g A
IP FAE MS5E 42, 22 2 WM A 7tol 22 YsHH 24HEILICEH

0f 0 S| A U= 732 Network Load Balancer7} £ M35tE 718 YU &t
Lto| IP FAE NMS5teE WOl 7HE ZE&LICH 5§ 718 Gdol HA SAET QT ¥ 7t 2= Wi
Alo| HIZ M3 El AL siE AZeF ZHZE! Network Load Balancer IP A7} DNSOI| A XM 7{ElL|C}

0i £ £04 Network Load Balancer Balancer0l Al 7HS| 7} 2 Qeio| #MH35t|o i 2 E 7+8 G0
StLE Ol&fo| MHa SEE iy QIAEATE ot Jt-s 22 &L ct

« 718 FA A0 SEE CHY QAUAEHAT HI'H A AEN7}F E|™H Network Load Balancer 78 324 AQ|
SHE IP A 7F DNSO| A A|7HE LCt.

o EHFIE 7 PAd B F O Gdof| HA SEE CHA QIAE AT} = 742 Network Load Balancer
B M o| SHE & IP =47 DNSO|IM AMAHELIC}

« EMSIEI DE 718 dYo| HY SEE CHA QABHATI QIE AR 27 A Gl 27 M5t e|n
DNSE= M| 7Ho| &35 El AZO| RE IP TAE ZAdtof MZ&hLct

IP EHHEHE T2 2 CHY o 2 2t B E[X| i &L .

Network Load Balancer= H| UDP EcH=lof CHEH IP BHHSHE T2l K| SHK| of&LICt.

clas HE AESH0d HIEY Oy EX s 2

0

Network Load Balancer CH4H O] & EH &fQlof| Alljsl= B 2lAA HE AIE5H04 HIHA CHatE &0
Al HOl I =of el ZXIE FE = USLICH REAIEH LI 2 Network Load Balancer 2|AA B H
%

FZESHAAI2.

N
1l
o r
fijo

I

DNS O|& =felofl Z& &l IP FA7F EEstE 718 IHEC M3 235



Elastic Load Balancing Network Load Balancers

o o
St HL |

L l>
o > 2

(o]
L
N
[
Pl sl
>
(l
lo
bl
.
>
o
o>
N
>
[l
Pl sl
0
=
[
Pl sl
ok
FO
Q
o

—

> [r

o o g
_9_0
oo
or &

o> T
A
(@)
r
2
Am
02
m}

>
2

>
:l:é
g'l_l
rir
A
I
Lot
o
Q'I_l

ol T
. r o

ox

40
jmi

>

I

I

o

>

pu

ot

O

nx

0

jo

ok

ro
o
r
[ul
mi
0x
e

o m £ 4

Oy oz © &1
on 10 o O
1M~

9'|_l

b

=

o

il

x

=

4L Il

0

H o

=

o

Ral

i

I2 o

r

n

= rin

)

nr o 2
Jar O
JPI o 1
- 2
g I

TargetlD2} Zt CHAL O] $4RY AER
HAFR ZE7F ZAIELICH B CHAO| & E
LICH CHAF O] IDE MEHSI0 A EHOfl A Al

7b EAIEILICH CHAFO| HIIAL AFEHQI 42 A
H 7.:1 toil AluliStEH CHefofl S2 8 2lAaT7t QY

g 2 m|o|X|E HLIct.

Ral
Z
-|II

LHE L7 |2 MEHS}IE Network Load Balancer 2lAA THo| 34X E7|E PDFE LHEY £ 2l= SMO|
NS ELct

Cof met s EME HEEL

fo
rO
=)
>
_El
g'l_l
Kl
0
rr
A
Jo
o
ro
ul
Ijo
>
_Eé
>
30

QIABIAT} AE

4 3! Network Load Balancer0l| @1Z2E 2ot 18§ L HE 3 HAM|A Ho{ SFACL)2E ¢l
| RHEHEIX| of=X]| = IELC.

r
fl
o

« CHAOfl Network Load Balancerl| @12€ & E|5t7|ofl S8 & 0| YU=X| &QlgL|Ct.
« Network Load Balancer & Eff = Q! SE2 ZF CH& o ofZ2[Z[0|Md 20| & = U&LICH KA

St L2 AE| &0l Alg FEE BT ESHA

. H|EIAF AFEH EHO| Almf

- CHeo| JEf HQl ZEM EBfEE #4lst 1 JEX| FHlFLICH

= AZ0 ALEEl= 2ot HA2 ALE X7 M LICH A= AAZo] A8 ElE
I

ZEECQ 4 s
Hot MM A8 FQ ZE2EQIE Eot MAof et RIS 2 MEfFELICE Z|A Lo CHS
ol U= B=:

« FIPS ZAE X} TLS M2 - WA= 044 A& ELBSecurityPolicy-TLS13-1-0-

FIPS-PQ-2025-09

LA He gl HiSd the 28 512 236



Network Load Balancers

Elastic Load Balancing
ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

FIPS HH - = A AL
172 AF8 ELBSecurityPolicy-TLS13-1-0-

« ZAE X TLS HA - HHole
PQ-2025-09

e TLS 1.3 =l _ vHollE 0474 A& ELBSecurityPolicy-TLS13-1-0-2021-06

« CtE 2& TLS HA Wl A2 E AFSELICH ELBSecurityPolicy-2016-08

AEAM[EH LHE 2 EoF HAZ FHESMR.

2 MH eI5Met 7I1& MBst=x| FH gLt

- CHATO| EoF MAof X|HE SHIE A 0|
f 5 2 Network Load Balancero|

» CHYO|TLS BEMO|ZE DHst7| I8l stLt ol¢ el UR|stE o
MABote 2528 Koot HolstLich

237

ElaA Y2 ALEsto] HIYY Y EX s



Elastic Load Balancing

Network Load Balancers

Network Load Balancer & &ZF

AWS A ol ZF AWS A‘IHl
7t 5ty

Network Load Balancer0i| Ciet &2 E2{H SerVIce Quotas =& YUl EF
MH|AE ME4SE T Elastic Load BalancingS A1E4
account-limits(AWS CLI) HEE A& = %J%L—lEF.

BT E7HE 285HHH Service Quotas A8 MMl BT F7t &S &

st
o o
QuotasOilA] O X HHEFE MEE + e B2 MHIA ST B Y E NME

ok
of1
o

2 |hu
ox |(In
Mo
Hu |

x

Hu
In
=
e
x
0o
oM
M
1o

EI:

m=
1
x

L—

EFAH X}
B o

J&LICH CHEH EA
ASHLOE &

AWS 7| of|= Network Load Balancer®} 2284E Cl=2 10t 22 g=2ko| /& L Ct.

Ol& 7|12k
Network Load Balancerd Q!5 A 25
Network Load Balancerd 2|4 L 50
VPCY Network Load Balancer ENI 1,200 +
2|E Network Load Balancer 50
Network Load Balancerd 7}& 34 CHAr 500 2, s
Network Load Balancerd CH4t 3,000 s

01| M AWS

238


https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-account-limits.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-account-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-52964454
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-23568085
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-69A177A2
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-B211E961
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-EEF1AD04

Elastic Load Balancing Network Load Balancers

1 ZF Network Load Balancer= QY% stLIC| HE X3 QIE{HO|AE AFESEILICH EE &2 VPC =&
oM MHEEILICH MEYO|LI VPCE SR/ [ A2 2 ZE EHIHAEO| CHEH HAELICE

2 OINZHe| T O &0l SEE B2, o] 8ol CHaH N7He| CHate = H[AHEILICH Network Load
Balancer@| CH & @1 Zt Application Load Balancer= Wit &0 2 = W 40| HIE M3t El 3< 50719]
CHA S E HMED WA B 2= WHAO| E3tE B2 100712] CHef o 2 7H|AHELICE.

O|& 71228k ™ 7ts
2| et 28 3,000 « of
2 At DT CHAKQIAEIA £ P F4) 1,000 of
2| cH4& 2 &Y CHaf(Application Load Balancer) 1 ol

1 0| &2 Application Load Balancer %! Network Load Balanceroil A &S ELIC}H

0

CHS 2932 2E WaM T B R(Lcu)ol Ciet &Lt

off= 7127t ZH IS
72 232449 Network Load Balancersd 04| 2F =l 45000 ol

Network Load Balancer 8 & £H<|(LCU)ILICE.

2|E of| 2F Network Load Balancer 8& EH2{(LCU) 0 of

239

2
0%
H
il


https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-B22855CB
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-A0D0B863
https://console.aws.amazon.com/servicequotas/home/services/elasticloadbalancing/quotas/L-723DCCB6

Elastic Load Balancing Network Load Balancers

Network Load Balancer0ll CHEF 2M 7|2

CtS Z 0| ME Network Load Balancer?| 22| A0 CHaH A EL|CT.

HE ALY
S O as

QUIC 2 TCP_ QUIC ZEEZ

Al

SUAEH 2= i o] CHEH
IPv6 & | UDP x|

RSA 3072H|E 2! ECDSA
256/384/521H|E QI& M

A4
=o

ol Ya|Aol= 7HE %l 7|8 f
A I8S MBsE 7|8 Y
of CHEt X 20| F7}EIH &L
=3

o| ElZ|a0lE Quic &
TCP_QUIC ZE2EZo] cHt
X|§40| FIILE|}&LICE

O] 2I|ANAME BEE digd A
HES3 QE{Ho|AM EX
IPv4 &=AE FItst= K| 0|

FIHEIIELICH

o| Ez|Aa0MME 7|E BE
Mol Cisl 78 IHE H

detste 7Is8 XELo

— =
Mel x4 & dYst= 7|
S X|HELICH

IPv62 A+&3to{ UDP 7|t of
ZZ|7|olHdo]| HMAE = AU
T E X|gfhct.

o| Z2/A0= RSA 3072H|
E 915 M2 AWS Certifica

te Manager (ACM)2 St
ECDSA(Elliptic Curve Digital
Signature Algorithm) 256, 384

=L

20254 112 19¢

20254 112 13

2025\ 78 29

202574 28 13

20244 11& 20

20244 10 31

2024 1&€ 19

240



Elastic Load Balancing

Network Load Balancers

FIPS 140-3TLS &

HEY Oy A48 = HIgS
st

7|2 UDP A B8

IPv6E AtE35t04 CHA S5

Network Load Balancer?2| & ¢t

ad=

2l 521H|E 215 A0 CHEF X|
ol FILE[RA&LICE.

HRH 21X/t SUBH 7HS W
(AZ)2| IP FAE S AISES
x|4BtLict.

ol YElAMME 7l oz
S& |4 Mt AlZto] B
UDP 91Zg Z28E 7I58
xlg48tLict.

o| &lz|A0l= IPve FAE A
S M QAHAE 4 oZ
S=# 4 ol x|20| F7t5]
RigLict

Ol E2laoes dd Al 22t

Network Load Balancer®}

g & A= X|Ho| FItE
LICH.

22 mi ©
o> mx mo

20234 11& 20

20234 10 12¢

20234 10 12¢

20234 10 12¢

20234 108 2

20237 8 10

241


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-security-groups.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-security-groups.html

Network Load Balancers

20224 118 17

—_

=_=

[

Elastic Load Balancing
CHA O & AEl o| EzlAol= Hatoloof 5t
= CHAM O] E|A Tl EEE= HHE
2, YAHZo| SEFEER| A2 4
? 2C WAHAMI} F 5 Y
2 e = = X[Ho| FIt
E|R&LICH
AEH 2ol Y o El2|A0AMHE AEH &2l 37 2022 11 174
ol IHME|&LICE.
WA ¥ed 2 E g ol 2zlAad= i OE =& 2022 11 17
ol mAF ¥ 2= WHAS
+e = s X[Ho| FIHE
R&LICE.
IPv6 CHe O & O| Z22|A0|MHE Network Load 20214 11& 23
BalancerQ| IPv6 CHA O & F
dofl CHEF X[ 0| FIHER&
LICF.
IPv6 LIS 2= HHgH A O| 212|A0|MHE Network Load 20214 11& 23
BalancerQ| IPv6 CHA O & F
dofl CHEF X 0| FIHER&
L|Ct
TLS 1.3 O| 2IZ|AE TLS HHX 1.38 K| 2021H 10& 14
Hole BEot HAg FIFEL
Ct.
0| 2l2]|A &= Network Load 2021 9% 27
Balancer2| CHAN S 2 A

CHef © 2 9| Application Load

Application Load Balancer&
HE FIHgfch.

Balancer

A3t x|

ol Az|AolrE Batolie
P 2 ZE Tad0il T X|240| 5

EpPEE
JhEIi LI

2021 28 4

242



https://docs.aws.amazon.com/elasticloadbalancing/latest/network/describe-ssl-policies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/application-load-balancer-target.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/application-load-balancer-target.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#client-ip-preservation

Elastic Load Balancing

Network Load Balancers

SEFALANAE S=
ALPN %J%H

OH
=0
x
|T
™

o 2l2[A0= TLS T 1.2
£ X|¥st= FS(Forward
Secrecy)o CHet 2ot A0
FItEIRAE LT

o| 2zlAo= Zcto|¢HET}
IPv4d =A%} IPv6 FAE 25

|. o|-0=| 2L HHE‘|A-|0-|| O:|7=|

S E 4 s YA BE

of CHEh x|dol FI7HE[I&L
Ct.

o| Ez|lane
Mgto| Lt &
Atof CHst A4

Ol F7HE[I&ELICH

==
S ™
=
=)
k=]
=

o| Zl2|A0i= ALPN(App!
ication-Layer Protocol
Negotiation) 7|2 MH S50
CHer x| 20| FI7HE|{& LICH

o] ZEIANME &4 IP F4
LVEZZEZS 7R 1Y
MMof CHEt X[ 0| FIHEIAR
&LCt.

o| E2|A= CHE AWS 5o
o|s AF2XIQt ZLEl MEUl
2 X|™st= x| F7teh

Ct.

ol &El&0MeE H=|

Aol Ciall 7HE S

A—|§|.%I- [[H x' °|.'— -|_L:|I_g|

IPv4 F2 ool M Za}oly!
o

A
o]
IPFAE MSE = U&LICH

20204 118 24

20204 118 13

20204 118 13

2020 58 27

2020 2 28

20194 118 26

20194 118 25¢

243


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/describe-ssl-policies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/describe-ssl-policies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-ip-address-type.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-listeners.html#alpn-policies
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#sticky-sessions

Elastic Load Balancing

Network Load Balancers

MEY £}

SNI K| &
UDP Z2EZ

MZ2 Z|HAM A8 7t

|&0l= Ml 7He| =7} AL
| =g Hlgdd 2o ™

of CHEh X|dol &I7HE[l&

o
L
lo

Ol ZZ|A 0= SNI(Server
Name Indication)0i| CH&H x|
O F7H|A&LICY.

o| 2Z|A0MHE UDP ZE2E
28 FIIE X|HELICH

o| ZZ|A0| M= ot Aot EfH
(L ALZH 21T 2] Network
Load Balancer0i| CHEH X[ O]
FIHEIRAE LT

O| FEIANME TLS ZEEE
2 FII2 X[@gfL/ct

| =
Moz S=of CiEt x|20l
THEI LIt

20194 118 25¢

20194 10& 8¢

20197 9& 12

20197 6 24

20199 6& 12

2019 1€ 24

2018\ 2 22

201749 11 17

20174 98 21

244


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/tls-listener-certificates.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#proxy-protocol
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-type

Elastic Load Balancing Network Load Balancers
MER2 2E HHM £ O|tH Elastic Load Balancing 2017'4 9% 7
2 2|A0ll= Network Load
Balancer7t = E|A& LTt

245




Elastic Load Balancing Network Load Balancers

71 Mooz MBElE Hojelich MBE Wil 2 Hofo| LIZO| 45 sts B0

rr

P01 HH

cexlvi



	Elastic Load Balancing
	Table of Contents
	Network Load Balancer란 무엇인가요?
	Network Load Balancer 구성 요소
	Network Load Balancer 개요
	Classic Load Balancer에서 마이그레이션할 때의 이점
	시작하기
	가격 책정

	Network Load Balancers
	로드 밸런서 상태
	IP 주소 유형
	연결 유휴 제한 시간
	로드 밸런서 속성
	교차 영역 로드 밸런싱
	DNS 이름
	로드 밸런서 영역 상태
	Network Load Balancer 생성
	사전 조건
	로드 밸런서 생성
	로드 밸런서 테스트
	다음 단계

	Network Load Balancer의 가용 영역 업데이트
	Network Load Balancer의 IP 주소 유형 업데이트
	Network Load Balancer의 속성 변경
	삭제 방지
	교차 영역 로드 밸런싱
	가용 영역 DNS 친화도
	모니터링
	가용 영역 선호도 활성화

	보조 IP 주소

	Network Load Balancer의 보안 그룹 업데이트
	고려 사항
	예: 클라이언트 트래픽 필터링
	예: Network Load Balancer의 트래픽만 수락
	연결된 보안 그룹 업데이트
	보안 설정 업데이트
	Network Load Balancer 보안 그룹 모니터링

	Network Load Balancer 태깅
	Network Load Balancer 삭제
	Network Load Balancer 리소스 맵 보기
	리소스 맵 구성 요소

	Network Load Balancer의 CloudWatch 로그
	Network Load Balancer의 영역 전환
	영역 전환을 시작하기 전 준비 사항
	영역 전환 관리 재정의
	Network Load Balancer의 영역 전환 활성화
	Network Load Balancer의 영역 전환 시작
	Network Load Balancer의 영역 전환 업데이트
	Network Load Balancer의 영역 전환 취소

	Network Load Balancer의 용량 예약
	Network Load Balancer에 대한 로드 밸런서 용량 단위 예약 요청
	Network Load Balancer에 대한 로드 밸런서 용량 단위 예약 업데이트 또는 취소
	Network Load Balancer의 로드 밸런서 용량 단위 예약 모니터링


	Network Load Balancer를 위한 리스너
	리스너 구성
	기본 작업
	리스너 속성
	보안 리스너
	ALPN 정책
	Network Load Balancer에 대한 리스너 만들기
	사전 조건
	리스너 추가

	Network Load Balancer의 서버 인증서
	지원되는 키 알고리즘
	기본 인증서
	인증서 목록
	인증서 갱신

	Network Load Balancer의 보안 정책
	TLS 보안 정책
	정책별 프로토콜
	정책별 암호
	암호별 정책

	FIPS 보안 정책
	정책별 프로토콜
	정책별 암호
	암호별 정책

	FS 지원 보안 정책
	정책별 프로토콜
	정책별 암호
	암호별 정책


	Network Load Balancer를 위한 리스너 업데이트
	Network Load Balancer 리스너의 TCP 유휴 제한 시간 업데이트
	Network Load Balancer를 위한 TLS 리스너 업데이트
	기본 인증서 교체
	인증서 목록에 인증서 추가
	인증서 목록에서 인증서 제거
	보안 정책 업데이트
	ALPN 정책 업데이트

	Network Load Balancer의 리스너 삭제

	Network Load Balancer 대상 그룹
	라우팅 구성
	Target type(대상 유형)
	라우팅 및 IP 주소 요청
	대상으로서의 온프레미스 리소스

	IP 주소 유형
	등록된 대상
	대상 그룹 속성
	대상 그룹 상태
	비정상 상태 작업
	요구 사항 및 고려 사항
	예제
	로드 밸런서에 대한 Route 53 DNS 장애 조치 사용

	Network Load Balancer에 대한 대상 그룹 만들기
	Network Load Balancer의 대상 그룹 상태 설정 업데이트
	Network Load Balancer 대상 그룹의 상태 확인
	상태 확인 설정
	대상 상태
	상태 확인 사유 코드
	Network Load Balancer 대상의 상태 확인
	대상 상태 및 사유 코드

	Network Load Balancer 대상 그룹의 상태 확인 설정 업데이트

	Network Load Balancer의 대상 그룹 속성 변경
	클라이언트 IP 보존
	등록 취소 지연
	프록시 프로토콜
	상태 확인 연결
	VPC 엔드포인트 서비스
	프록시 프로토콜 활성화

	고정 세션
	대상 그룹에 대한 교차 영역 로드 밸런싱
	비정상 대상에 대한 연결 종료
	비정상 드레이닝 간격

	Network Load Balancer의 대상 등록
	대상 보안 그룹
	네트워크 ACL
	공유 서브넷
	대상 등록
	대상 등록 취소

	Network Load Balancer의 대상으로서 Application Load Balancer 사용
	사전 조건
	1단계: alb 유형의 대상 그룹 생성
	2단계: Network Load Balancer 생성 및 라우팅 구성
	3단계: (선택 사항) VPC 엔드포인트 서비스 생성

	Network Load Balancer의 대상 그룹에 태깅
	Network Load Balancer의 대상 그룹 삭제

	Network Load Balancer 모니터링
	Network Load Balancer의 CloudWatch 지표
	Network Load Balancer 지표
	Network Load Balancer의 지표 차원
	Network Load Balancer 지표에 대한 통계
	로드 밸런서에 대한 CloudWatch 지표 보기

	Network Load Balancer의 액세스 로그
	액세스 로그 파일
	액세스 로그 항목
	로그 항목 예제

	액세스 로그 파일 처리
	Network Load Balancer의 액세스 로그 활성화
	버킷 요구 사항
	액세스 로그 구성

	Network Load Balancer의 액세스 로그 비활성화


	Network Load Balancer 문제 해결
	등록된 대상은 서비스되지 않고 있습니다.
	요청이 대상으로 라우팅되지 않음
	대상이 예상보다 많은 상태 확인 요청을 수신함
	대상이 예상보다 적은 상태 확인 요청을 수신함
	비정상 대상이 로드 밸런서로부터 요청을 수신
	호스트 헤더 불일치로 인해 대상이 HTTP 또는 HTTPS 상태 확인에 실패
	보안 그룹을 로드 밸런서와 연결할 수 없음
	모든 보안 그룹을 제거할 수 없음
	TCP_ELB_Reset_Count 지표 증가
	대상에서 로드 밸런서로의 요청에서 연결 시간이 초과됨
	대상을 Network Load Balancer로 이동할 때 성능이 저하됨
	백엔드 흐름에 대한 포트 할당 오류
	간헐적인 TCP 연결 설정 실패 또는 TCP 연결 설정 지연
	로드 밸런서가 프로비저닝되고 있을 때 발생할 수 있는 오류
	트래픽은 대상 간에 불균일하게 분산됨
	DNS 이름 확인에 포함된 IP 주소가 활성화된 가용 영역보다 적음
	IP 단편화된 패킷은 대상으로 라우팅되지 않습니다.
	리소스 맵을 사용하여 비정상 대상 문제 해결

	Network Load Balancer 할당량
	로드 밸런서
	대상 그룹
	로드 밸런서 용량 단위

	Network Load Balancer에 대한 문서 기록
	

