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https://docs.aws.amazon.com/outposts/latest/userguide/
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
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- OIS 7|2 R|HEIX| et&LICE
« AWS Global Accelerator S &
« Lambda ETE CHASE Al

- dETLS RSB

Application Load Balancer= Outpostd| A c5/c5d, m5/m5d EE = r5/r5d QIAEIAO| HHEZE =~ Q&L
Ch. CtE = 2EE YWHM7} Outposto| M AL S = e QIAEA RHFHE 37| Y EBS 2EES E0d

ZLCh.

CIARA RH 4l 37| EBS =&(GB)
c5/chd

large 50
xlarge 50
2xlarge 50
4xlarge 100
m5/m&d

large 50
xlarge 50
2xlarge 10074
4xlarge 100
r5/r5d

large 50

Outpost MELH 9



Elastic Load Balancing Application Load Balancers
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o &4 2 HESH0{ Application Load Balancerg& T8 4= U&LICH AtAEH LSS 2= WEAM &
z| £t

access_logs.s3.enabled

Amazon S32| HMA ZIE X{ZHEHX| {8 E LIEFHLICE 7|27t falseQlL|CE.

access_logs.s3.bucket

I -1 o — —_— - O =
grLIC REMIEE LHE 2 MA 20 M3 EHE XA

access_logs.s3.prefix

Amazon S3 H{Z! 9| ¢|x|of| CHEF 5 AP LICE.
client_keep_alive.seconds

ZEI0|ME A4 || 7|zt 2h(=)uct 7|22t 2 3600& LC.

deletion_protection.enabled

ME Xl 7Isel 298 047 & LHEHRLICH 7|22k 2 false@ILICH

idle_timeout.timeout_seconds

S5 Mg AlZHEh(E). 71822 60= YLch

ipv6.deny_all_igw_traffic

E{l HO|ES0|E S5 i 2= WMo CHEt |5t K| o2 HMA P SR | RS 2
w2 o]l CHEH QIE{L HIO|ES0l(IGW) HMA S RHEHSLICH QIE{L o474 2= Wi A{of CHsl
ME falseZ, § 2= WH M| CHSHME trueZ HHEILICEH O] £42 HIGW QIE{L HAM|A
(0dl: |04, Transit Gateway, AWS Direct ConnectsE =& S8 M A)E LXK L& LICH Site-
to-Site VPN.

OlE
|_
(=

routing.http.desync_mitigation_mode

O ZE|7olMof 2ot 2[&E Xele + Us 2F¥E Z& WM MElsts S FEE Lot
ULICt 7

7t58t 2t monitor, defensive 2! strictest |27t defensiveL|C}.
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routing.http.drop_invalid_header_fields.enabled

3 ZE7L AU HTTP SIHE 2E WHM(true)E Sl MHEX| £= i (false)2 2 Bt E
& x| 4R E LIEFHLICE 7|22k falselLICt Elastic Load Balancingdl M= | &8t HTTP &l
O|EO| HTTP EE 0|8 tlIX|AEE|of MHE Hiot ZHo| HF EF 4| [-A-Za-2z0-9]+E E5Hof

AN

stLICH Z 0|2 Y=kt & slo|Eo 2 FAdE|ofok §fLICH O] IS =48] of= HTTP &l
HE QEAM M7HetEE B trueE MEFLICH

routing.http.preserve_host_header.enabled

Application Load Balancer7t HTTP 2780{| Host SIE{E E &35t ¥4 ¢10| CH&foll & 3Hok st=
x| o482 E LIEPALICE 7H58t 22 true?t falseLICH 7|EZHS false LIt

routing.http.x_amzn_tls_version_and_cipher_suite.enabled

S E TLS HAHt of 5 J5oi cHet HEE Z&ste F slH(x-amzn-tls-version & x-

amzn-tls-cipher-suite)7t CH& 0 MEE|7| Hof 220|ME QN FILE[=X| {2 E LIE

‘HL|C} x-amzn-tls-version o= E2+0[0f QF HMEITLS T2 EZ HTof et HE
7t UM, x-amzn-tls-cipher-suite dl|lHol= ECI0|Q1ES} A4St &5 O 50l CHEE HE

7t A&LICH F 5l 25 OpenSSL FAIILICH O] £80] AA8 7t58F 2t2 true & falseQlL

AA EH

Ct. 7|22t 2 falseQdL|C}.

routing.http.xff_client_port.enabled
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rr

X-Forwarded-For &7} 22I0|¢1EC| 2= B ] o4Z40]| AFREH AA ZEE HEF|0F
Xl o8 E LERHLICE 7158t 242 truedt falseQLICH 7|EZF2 falselL|Ct.

routing.http.xff_header_processing.mode

O|E AtE35t04, Application Load Balancer7t CH& 0l 28 E ELH7| 0| HTTP & 2 X-
ol

Forwarded-For SIHE &4, E& E£= MHE = U&LICH 7158 42 append, preserve 2!
pp p

remove LICt 7|&22t2 appendILILCt.

« 20| append®! 72, Application Load Balancer7} CH4F0i| 2 H7| ol HTTP & 2] X-

Forwarded-For SlCH{0f| 22t0|YE IP FA(OHX[ &)E F7 FE*L—l
2o

o

|:_o
o
fjo
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 2t0| preserve@! @<, Application Load Balancer7} CH LHZ| ol HTTP 23 9|

X-Forwarded-For & E&EgL|C}.
LHZ| 0l HTTP & 9| X-

1.
fjo
HL

« %0l remove®@! @<, Application Load BalancerZ} CH&H0i 27
Forwarded-For &|HE A|7{gL|C}.
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routing.http2.enabled

ZCI0|HETI HTTP2E AF235l04 2= WMo A8E &= U=X| 042 E LIEFHLICEH true?l &
? Z2EI0|YUEE HTTP/2 EE= HTTP/1.12 AF&5104 IZE £ Q&LICH false®l A< 20|
EE= HTTP/1.12 AF835lo{ odZZaHof EfLICt 7I12Z2f2 truedLICH.

waf.fail_open.enabled

%
0

4 e AR aAWS WAFXR|® 2EE HEH M7 QS CHA O BIREISIEE &2

FEFHLICH AWS WAF. 758t 2t truelt falseQlL|Ct 7|22t falseQlL|C}.
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routing.http.drop_invalid_header_fields.enabled £%2 HTTP Desync £%

7ls€ ME35H7] i TUZIRELICH routing.http.desync_mitigation_mode &43
2 oflZ|7l|o| o] sl HTTP DesyncZ2FE ECt ZEXMQ 23 & M3 5t7| Is FIHEIX
ELICL & 542 25 AISY Hec gieH ofZZIA0lMe] 7 Ateof 71 MEst £4d

=
£ MEfE &+ &Lt

2HOIMET} QIEIL 178 LIS 2= WRIMo| UM ASHT| QIsH AHBE 4 e IP T4 SHS MEE
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Application Load Balancer= Ctg IP &4 82 K| ELCt
ipva
ZSCI0|HEE IPv4 FA(0]: 192.0.2.1)E AI236tod 2= g A of| edZsHok g LCt.
dualstack

Z20|E = IPv4 F4(04: 192.0.2.1) & IPv6 F4(0d: 2001:0db8:85a3:0:0:8a2¢:0370:7334)E
AE35to] 2 WMol 1A = U&LIch

dualstack-without-public-ipv4

Z20|MEE IPv6 F4(0: 2001:0db8:85a3:0:0:8a2e:0370:7334)E At&310{ 2E W Aol 44
Sok rct.
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g %?_F f )\ﬂ*)E “*XIoPXI ‘Bg*ﬁL—IEF Slte—tO—Slte VPN.

- Application Load Balancer 2/52 ID M3 #|(idP) B2 = Amazon Cognito AIEZQIE 0| A
[ IPv4Rt X|EFLICH HER! IPv4 FAT QoM ZE WRHMIL Q15 T2 MHAE 28 5 Q10
HTTP 500 2/ 7+ 244 L|Ct.

REMIBt LH& 2 Application Load Balancerl| IP &4 £8 YOI0|E EHHE & EFHA AL,

Application Load Balancer IP &4 £ 2|

Application Load Balancer= EC22| IHEZ! IPv4 4 E0IM HE ] EF24X |Pv4 TAE AFSEL
Ct. EC2 IPv4 O|248t IP A& describe-addresses CLI, APIE AF&35H7{LE AWS 2 £ 0{|Af B2
IPS(EIP) MM E & [ AWS H"Holl ZAIELICH 2 ALB 244 IP F A= service_managed £°50|
"ALB"E HHEE HEHZE EA|FLICH

O|2{8t IPs= Aol & AIZ|X|2t Application Load Balancer AH|A0|M 2t745| 22| 2| =85t 7Lt
2 2|AE 4= I&LICH Application Load Balancer= [ 0|4 AFE5tX| &2 [ HEE! IPv4 T4 ER
IPsE CHA| 22|28t

CloudTrail2 "AllocateAddress"2t 22 Application Load Balancerl| EIP2t #ZAE API S E£2 7|5 &
=

=
LICt. Ol24&t API Z& 2 MH|A E ot A 'elasticloadbalancing.amazonaws.com'ol| 2|3l £ & ElL|Ct.

(® Note
&t 11: Application Load Balancerd| A &2t IPs H'H 9| EIP MIgtol| Z& &|X| et &Lt

Application Load Balancer IP &4 #2| 14


https://docs.aws.amazon.com/awsec2/latest/userguide/using-instance-addresing.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-addresses.html
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IPAM IP =4 &

IPAM IP &4 £ & Amazon VPC IP Address Manager(IPAM)E Al&3504 Mst= IS E IP F4A

-.—I(E': = CIDR)2| 2 lLICt. Application Load BalancerlAM IPAM IP A £ AI&3%H 228 &
oF @F ALEol et IPv4 FAE FEY = JU&ELICH IPAMIP A& E2 AL85tH HEE! IPv4 3

A I=|"°|°| LS L= A E 2 71X AWS 2F Application Load Balancer@t &7 AHE & &= U&LICH

EC2 QIAEIAE A|Z5t 1 Application Load BalancerE M4 mf &4 IPAM IP 4 £0| MAIE L
ChIP A7 0|4 ASEIX| ot ZA[ CHAl AHE == U7 ELICH.

AESEAH IPAM IP & £28 MAsLICH REME LIE2 IPAMSE IP F4 7HMH27|E HESHAR.

IPAM IPv6 =4 E2 K| &5HK| gt&L|C.

IPAM IPv4 =48 E2 L
M R|HEX| ef&LICH
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. HR| 2E WAMolA A8 F0I IPAM IP T4 E0| IP FAE AK[E 4 gigLich

. CHE IPAM IP 4 E2 HEHsts S0 7| ¢Ze 2= WA HTTP 2210[9E 217 8| 7|
Zholl mat SR ELIC

- IPAMIP 4 E2 of3] A BRE £ USLICH AHME LIS S IPAMO| S8 84 T4 &
ZstMlR.

- 2E WHMO|AM IPAM IP £ M85l £ 232 el&LUCh 2Lt AH&st= E[o4of
[H2h IPAM 23 @ 50| ZrdlE + JU&LICH

IPAM IP F4 Z0i| o 0|4 &% 7458 IP T4l 9@ 72 Elastic Load Balancing CHAl AWS 2
2™ IPv4 TAE AFSELICH AWS ZEI™ IPv4 TAE M85t 82 F7t 20| 2tELICt Of
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https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
https://aws.amazon.com/vpc/pricing/
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WA} odod 2= eE{Al

=2 L- O

Application Load BalancerE AI&3tH 7|E2AHO 2 Wil @i 2= WHA0| HX QI 2E M
ZoM HZEE £+ iaLIC REMISH LI 2 Elastic Load Balancing AFHFE ARHAM Q| m xF 32 E

At EY 22 WHAI2 CHA I8 &0 HAE &= U&LICH XEAM|SH LHE 2 the section called “1t
A god 2= g A S BHE EERSHAAIL.

Zt Application Load Balancer= Ct& T+ E2 AM&35t0{ 7|2 T HIQ! 0| A|lAEI(DNS)2 =4I
LICt. name-id.elb.region.amazonaws.com. 0i: my-load-balancer-1234567890abcdef.elb.us-
east-2.amazonaws.com.

7|245t7| #/2 DNS O|§ 2 M83t= W2 M3ste 4, 48X XIH ZHQ!l 0|2 443t Ol
Application Load Balancer2| DNS O|§ 1t 428 = A &LI|Ct. Z2t0|AETL o2 AASA X[HE =
2l 0|82 83l %S 51T DNS A= 0|E Application Load Balancer®| DNS O|§ 2 2 &H{AJ &L

ct.

MK CIEE =M QI S5 CHAALE 0|33 =M@l O|§2 SE&LICE T2 Tl S5 CHARL
9} Z+2 DNS MH|AE ALE35104 2% 2 Application Load BalancerZ I E5H= DNS BHZEE M4
gtL|Ct REAIEH LHE 2 DNS AMH|A0] CHet MEME XM 2. 0 E S04, DNS AMH|AZE Amazon
Route 532 A2 35t= 2 Application Load BalancerE X|H5te W& dlZEE MAgHL|C RbA|St
LI 2 Amazon Route 53 7HEt A} OFHLHMO| ELB ZE HHHME ECf= 2B S HESHA 2.

Application Load Balancer= &8l &l Zt 7+& Qjoi Ci5toq stLtel IP FAE 7HEILICEH Ol
Application Load Balancer =E2| IP A QLIC}. Application Load Balancer2| DNS O|& & O|
o8t FAZ EQIEILICE 0 & £04, Application Load Balancer@| A2 X X|'H =H|Q! O] 0|
example.applicationloadbalancer.comO|2t1 7}™sH EZI&LICtH CHZ dig == nslookup &
e A&3t04 Application Load Balancer ==9| IP A E & QIgtL|C}.

Linux EE= Mac

$ dig +short example.applicationloadbalancer.com

Windows

C:\> nslookup example.applicationloadbalancer.com



https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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Application Load Balancer= ==& 9|8t DNS HlZ=E 7+ &L 0
21} &7H AF2 3104 Application Load Balancer =E2| IP FAE iﬂ* OIgh =

az.name-1id.elb.region.amazonaws.com.

Linux === Mac
$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Application Load Balancer 4/

Application Load Balancer= ZZI0IMIEZ R E| 2 E 7IX{tM EC2 QAEA Z2 A OEo| O
Atof 0|2 E4HELICH RFAMIBH LI 2 Elastic Load Balancing AHE 243 A{ 9| Elastic Load Balancing =

® I:—|'|:| EI'7:”
INS e

- OfECIFHO|MO] X|HE 718 B L IP FA RS ZYELICE ol{E 2 748 FUolH HEHIE
Sofl 2= WHA VPCE F I LICH oiZ2|70[440] IPv4 & IPv6 ECfEE ZF X|Hsts T2 M
B0 IPv4 3 IPv6 CIDRO| 25 FEE(of UEXR| FHAELICH ZF 7+8 Fof §tLt O =
HHEE BFLICh REAMIEH LHE 2 the section called “2 = WM E 2[5t MEU" EHE B ARSHAAIR.

- CHE O_Ié'aégl Hot O350 2lAL ZEO|M Z20|ME A

e 2C YWHM cE(CHY O] IP FAE XIHE BR)olAo EciElg 5{E8Hof & LCh RtA|E!
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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2o WA M

Application Load Balancerg AM35t= HH0M 2= WHA,
52 MMHELICH gdstE 2 718 JPol Ho S5 a0
CIOIYIE QEE Xel& EH|7t =& ZALCh.
Console

Application Load BalancerE A4435te4™

M, stLt ol&fof BlALA, stLt Ol&fof Ch

| tLt O|& U= B EE WHAM=E 2

Al
(=]

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 £ & LIC}.
2. EHAMFoMEE WHME S 2IFLICH
3. EC YHM MME MEHGMR.
4. Application Load Balancer OF2H0i| A A 4d(Create)2 MEHEFL|CE
5. 7|8 &8
a. ZCE YA 0|E(Load Balancer name)0ll ZE WA o] 0|E 2 =4EfLICt O] O|E2
2[7of cHet 2= WM EE Lol M T RsHok & LICt O|&2 =|CH 32Xt040F 5tH W=
At U StolELt ZEE 4+ U&LICH 3t0|& E= internal- ()2 AIEE AL BLME
Ot =|L|C}. Application Load Balancer2| 0|2 M8t o= ¢HAE £+ Qi&LICH
b. T4 E(Scheme)ollM internet-facing EE= internal& ME{ELIC internet-facing 2 W
Me QIE{g S5 22I0|21ES| LHE LA SR BtEFLCt LR 22 WHME =X
2Ol IP FAE AIE5t0d REE Y22 et EFLICH
c. ZE YWHMIP FL REL B, 2E0IUETIPv4 FAE AEsI0d ZE WEMLE S
Alste B IPv4E MENSET, ZE10|1E T IPv4 2 IPve TAE S C} AF25l0{ 22
HAQ S5t AR FY ARE MEREHL|CH ZEI0[MET}IPvE FADAISE ZE W
HM SAlstE B2 HER! IPv47L Qi Y AES MEHEHLICE
6. UE<3Z OfE
a. VPCOM 2= WHME 2|5 £H|E VPCE MEHELICI QIEY BH 2= WHAME ALS
5t QIE{SA HO|ERO|7f Q= VPCEF MEAEH &= Ql& Lt
b. (M= ALE) IP E0iM HE2] IPv4 FAS IPAM & A8 Mg £ QaLICH KHAIE LI
£ 2 the section called “IPAM IP FA E" EHHE H XA AL,
c. 7t8& ¥8Y U MEHO| AL CtZ1 20| EE Aol P9 M ELCt
« FIHO0l¢ol 718 B M MELS MENEFL|C.
« StLt O|&fo| 24 FHoi A ME S MEHFHLICH
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https://docs.aws.amazon.com/vpc/latest/userguide/creating-security-groups.html
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
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c. (MEAE) 4% QUFMTLS)S MEIstT HAMS MENSI0 ALPNS &3t efLCt
RHAM[EH LHE2 &= TLS 218 BHHE HXsta AR,
10. MH[A SE2 R %|X35
(ME4 ALE) CHEE 25 W2 AWS A9 S88 £ AaLich RIME L8 2 Waik S3
CHg HESHMAIR.
11. EE WHM EfO
(MEALE) 22 YWHM B2 E HEELICH (M= ALY M B F7HE MBSt Ef 1 7(2f Ef
7 gf2 UZIELICH RMIEH LHE2 Ef & HEStAIL.
12. 2
T8 dEStn 2E WM g MEELICEH 4 S0l Network Load Balancer0il 32 7+X|
7|82 EM0| M ELICt Network Load BalancerS MAdst £ 0|8 H1 HEE £ Q&LCH.
REMEH LHE2 2 WA 54 BHHEE HXsAAIR
A 5te{H
ot 152 ZEE Qe ZA 22 ¢

I.

1]
.

AWS CLI
Application Load Balancer&
create-load-balancer &2 AFS§LICEH
Metstn £

7tg ¥ = o

CH dMoME
Mgt
aws elbv2 create-load-balancer \
--name my-load-balancer \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \

--type application \
--security-groups sg-1111222233334444
LHE Application Load Balancerg 4
SEME X

CHS of|A|2F 20| --scheme

aws elbv2 create-load-balancer \
--name my-load-balancer \

--type application \
--scheme internal \



https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
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--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

7Y A= Application Load BalancerE A 433te{™

CHS oflMQt 20| --ip-address-type SM& Z&LICH.

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

ElAHE F7hetedH

create-listener HEE A2 ELICH O|AME HTTP SlAL] M4 L HTTPS ZlA L] MM EHlg 3 x
SHMI2.

CloudFormation
Application Load BalancerE 444524 ™

AWS::ElasticLoadBalancingV2::LoadBalancer & 9| EIAAE Ho|gfL|C}.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: "department"
Value: "123"

E|ALHE F7hstedH

= HEA 44 21

= -


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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AWS::ElasticLoadBalancingV2::Listener & 2| 2| &AE HO|FfLICH oAl= HTTP 2lAL] Y
L HTTPS ElAL] dd EHHE HESHM L.

ZC WAHMEAE

EC HWHME MME Foll= EC2 QIAEHATL Z7| HE| &olg SHF=X| &QlE = J&Lict O
CtS 25 WML EC2 QIAEIA R EFEE ME5I D UK &ld = JELICH 25 WHME A
A|5te4d™ Application Load Balancer 4/ A Mg X 35HAM2.

ZE WAMEAE

1. 2E M7 MME ¥ [Close]E MBI

2. B FOIM N TBS MEELIC

3. MZ Must iy 282 MeigLic

4. [Targets]& MEAtT QIABIATL ZEHIEIQE K| HOIFLICH QIATIAO| HE7} initialQl BS,
Uitsio 2 QIAEAT} OFE 52 F0I7| IS LT 0] el QIAHAT} H&tolatn HFE
£ QI 24 MEH 2O W4 E SIEHK RUSS LI £ USLICH shLt 0|4 0] QIAEA
MEf7H A O0[0foF 2E WRAME HAEE £ UALICH RHAE LIS 2 CHY AEH EHeg A Z st
MAIR

5. A a0l 2C WHAIE S2sLIC

6. MZ MAdEH 2E WaiME MFLIC

7. MYPg MEiE D QIE{Ho|A EEE 2= W A{9| DNS O|&(0d|: my-load-
balancer-1234567890abcdef.elb.us-east-2.amazonaws.com)S S AFgFL|C}.
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8. ¢ HOIXI7t ZAIE|X| A =CtH CHE EMUIM =7 7d =22 & =X ol 2 B HE HZstalAl
(@}

« DNS &1 EXl= Amazon Route 53 JHEXF SHLHAMO| ELB 2E WM E ECHE 2R S &

ZotML.

EE HAHMHAE 22


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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+ Load Balancer 221 A0l CHai M= Application Load Balancer 24| sHZAS & ESHAAIL.
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Application Load Balancer2| 7} ¥ 4d|0|E

2L WHMO| 718 HY S M ER| &85t E= HIEGSHE = A&LICH 718 dAH2 g-95tstm Lt

M Ze WHMII S 718 Yol SE LA Z SHE 2t E6H7| AIRFELICEH Application Load

Balancert= 7[2XMo 2 nil ¥ 2Ec WHLO| MHE|0{ JCEE QYO BE 718 ¥l 55
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Console
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E}
=

1=

oM =& WHHHME MEIFLICH

ZE WAHME Mg

R

HES{Z oiE RolM MES HES MEFLICH

CHS EtA 23


https://console.aws.amazon.com/ec2/
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5. 7h® QoIS MBS ST HOIBS Mstm MEUIS ShLt MEBLICH ALS THSE A
E410| 3HLIEQI B2 T MELO| RS2 MEELIC
6. HASHE 7t Wolo| MEUS HHSEH S0l CHE MEY 5 sHLHE MBI
7. 7h8 QoIS HIEAISHS BT ST HOIE Mg HABLICH
8. 7 AR KBS MBIt
AWS CLI

78 ¥de Ad|o|Este{H
set-subnets WS AFSEHLICH.

aws elbv2 set-subnets \
--load-balancer-arn load-balancer-arn \
--subnets subnet-8360a9e7EXAMPLE subnet-b7d581cOEXAMPLE

CloudFormation
718 ¥ g ool Este{H™

AWS::ElasticLoadBalancingV2::LoadBalancer Z|AA S O|0|E & LICH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef new-subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup

Application Load Balancer 29+ 1 &

Application Load Balancer& <3t 22t IE2 2C HH M| E&FstT LtZ = U= ECfEES
= ELch EE WHMII 2lAH ZE U HEf QI ZENM SEE CHa g SIS & = U

Hot OF o= 24


https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

Elastic Load Balancing

Application Load Balancers

=]

—

(=

£

°._|5Ho|= gtLict 2 stHLF 2E gz 7}
Oict 2EE WM

ch aZx| g2 &8

Mol 2|lAaLHE =7
= *HIOIE%
15t oF &L

ro i
T
[m
Irll

doen

o [
I 0
2,
m
:".'é
E
fjo
SI_'
ol
Q'I_l
rr

x| &0l

1
O
o I> mo
Lt
n
2 I
i F_rE
_>|_
o
R r
Y L
mor -

HM
m
Q
oy
mo %
e
>
30
>
r
n
@
e

°
I
o =
>
-

Al

—
2 AAZ MEstod 0| B
:

FAISIEE 5te{H ZE WHMEZ REE|Q| Egf=Igt

TEolM 2=

9'|_I
N
‘|_
(o][]
=
_>,'_

w2 Mo

- Application Load Balancer7} Network Load Balancerl| CH&f o 2 M El Z<2 Application Load

Balancer0i| CiEt 2ot IE2 014 FXHE AIE

of CHEt HEE F™ELICL 0|= Application Load Balancero]|
MErLICH REMIEH LHE 2 Amazon EC2 AHE MOl Eot O &

2 5104 Network Load Balancer2 £E| £0{2

HdYEE 2t aE

0474 xS =X
—_

&0 27|81

2 FHE HEstAL.

« OIHI2E ICMP ECHZ0o| A2 MTU BME X|HSIEE 585l X
Amazon EC2 A& M| ZE MTU A E F XML,

Inbound

A ZE 9|
0.0.0.0/0 #H#t#
Outbound

CHA =& ZE He
HHAH HH #H HHHAH #HHH

Comment

EE WHM 2[AL] ZEOM

DE Qe EBfTE 58
Comment

OIAEA BIAL] ZE Q| QA
HAZ Ol RHIR2E ECiEE
- LICt

= ey
ol g

#
0z
4
i

25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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Inbound
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VPC CIDR

Outbound
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https://console.aws.amazon.com/ec2/
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AWS CLI
H2ot 28§ Ylo|EstEdH

set-security-groups BEE AFSELICH

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--security-groups sg-01dd3383691d02f42 sg-00f4e409629f1a42d

CloudFormation
Hot &g Ydo|Este{™

AWS::ElasticLoadBalancingV2::LoadBalancer 2|AAE AHO|O|E&FL|CE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
- IRef myNewSecurityGroup

Application Load Balancer2| IP &4 |3 Cl0|E

F7HLE IPv4 2! IPve FAE S C} A

Zo0|ET ZE WA SAIE [ IPv4 FAD ASSIEE 5
85} = S (DualStack) Application Load BalancerE -_rL Mg = AagUc EE HEHMe Y 39| IP
F4 sYol met oo SARLCH RIS W82 IP F4 f8 HHEE FXRSIAAIR

DualStack 7 Atg

2L #HM

BFE D ACIO|EE [ ANEX| IP TA RS MAE £ Q&LICH
X3t Virtual Private Cloud(VPC) 2! ME4lol= 24Z4E! IPv6 CIDR EE 0|
Ch. XEMISH LI 2 Amazon EC2 AFHE MM 29| IPv6 FAE XML,

Hu

In

nE

rl'U
rx

Olo M

[0

Hu

ﬁ

IP 54 f8 HH0/E 28


https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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.+ 2C WM MEY0| 2t 2E HolE2 IPve EEHTIE 2Tl oF LT
.+ 2C WMol 2ot I8 IPve EBHES &{& 8ok ELCt

- 2C ¥WHM MEUIO| IEQ|T ACL2 IPve EEHEE 5& 3ok B Lt
Console

P F4 R82 Yool 3tz

fjo

(o]
r
[ul

https://console.aws.amazon.com/ec2/0| A Amazon EC2 2&
M FoM EE WHME MEdEL(CE

EC WHME H=FLICH

HESS oHE oM IP F4 3 HES ME{ELICH

IP F4 RN IPv4 FAEH X| M52 IPv4E MEISHT, IPv4 X IPVE FAE
DiH 7 AMS MEISHT, IPve AP X|otE{H HER] P47} Ol 7Y &
LICt.

6. T A MES MBI

o &M 0 bh =

set-ip-address-type BHEE AF& & LICE.

aws elbv2 set-ip-address-type \
--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
IP 2|<—_+_ %gc;'% (,)='||E”O|53|'E:|||:|_=|

AWS::ElasticLoadBalancingV2::LoadBalancer 2| A A& AHO|O|E&L|CE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb

P4 R HololE 29


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:

- !Ref subnet-AZ1

- IRef subnet-Az2
SecurityGroups:

- Ref mySecurityGroup

Application Load Balancer2| IPAM IP &4 Z& O|0|E &L},

IPAM IP =4
AAEE LIRS

2 HX{ IPAM LHoi| A 24445l oF Application Load Balancer0ll M A& & &~ Ql&LICH.
PAMSZ IP F4 7HKMR7|E & XML,

= mm

Console

IPAM IP =24
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£ Yolo|EstdH
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r
[ul

1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 2&

2. EHAMFHOMES WHME MEHEFLICE.
3. EC WHME MEighLCt
4. HEZ ofZ HolM 1P & HES MEIFLICH
5 IP Z20|M HEE IPv4 FTAE IPAM E AHEE MEISHT IPAM E2 MEHEHLICH
6. WHEAE MES MEHFLICE
AWS CLI

IPAM IP &4 £ Yoo|EstE{H

aws elbv2 modify-ip-pools \
--load-balancer-arn load-balancer-arn \
--ipam-pools Ipvé4IpamPoolId=ipam-pool-1234567890abcdef@d

CloudFormation

IPAM IP &4 £ oo|Este{H

IPAM IP &4 £ dO|0|E 30


https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-ip-pools.html
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AWS::ElasticLoadBalancingV2::LoadBalancer 2| A A S AHO|O|E&LICEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internet-facing
IpAddressType: ipvé
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !'Ref mySecurityGroup
Ipv4IpamPoolId: !Ref myIPAMPool
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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7|22 Z Elastic Load BalancingdiAME 2= WHMO| RF A8t Alzt 22 60X 2 MAEHLICH.
Console
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1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 & & jLC}.
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5. EoHE FH0M AZ R7F Mt Alzt 2t2 L=t gtel Hel= 1~4000% &LCt
6. HE AE MES MEELICH

F R F Mgt AlZh g2 HollolE 32

idle_timeout.timeout_seconds &A1t &7H modify-load-balancer-attributes WS AL &
LI} Zfel = 1~4,000% IL|C}.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=idle_timeout.timeout_seconds,Value=120"

CloudFormation

12 & AEt Al gt Yool EstE{™

idle_timeout.timeout_seconds M8 Z&SITE
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2A & AHO|0|E & LICEH gtol He|= 1~4,000%
olL|ct

= .

Resources:
myLoadBalancer:
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "idle_timeout.timeout_seconds"
Value: "120"
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
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® Note
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AWS CLI
Zcto|HE A4 }FX| 7|ZHE UO|o|EstE{™

client_keep_alive.seconds £33} &7H modify-load-balancer-attributes B S AL EFLIC}.
Zto| #Hel= 60~604,800% &L|C}.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=client_keep_alive.seconds,Value=7200"
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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CloudFormation
Z2I0|HE 4 fX| 7|7H2 UCl|o|E5tE{H

client_keep_alive.seconds £4& Z&3st
AWS::ElasticLoadBalancingV2::LoadBalancer Z|

Fuich

Resources:
myLoadBalancer:
Type:
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
IRef subnet-AZ1
!Ref subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "client_keep_alive.seconds"
"7200"

Value:
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5. HIX|0|AM AA| BF XIS & AS
C

6. T3S S
AWS CLI
¥ £ H|gg&ste{™

AR WRIE BAE E

]
r

deletion_protection.enabled &%43 &7H modify-load-balancer-attributes WEE A&

Ct.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=deletion_protection.enabled,Value=true

CloudFormation

&gt otedH

I
>

deletion_protection.enabled £82 XL
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2 A& AUO|O|E & LIC}H.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup

LoadBalancerAttributes:
"deletion_protection.enabled"

- Key:
Value: "true"
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Desync Mitigation Mode
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Desync Mitigation Mode= HTTP DesyncZ QI8 EXMZEE] ofZ2[7 0] Hagch 25 W
Me 8 s met 24 2-He BFstD oHMe e 5188 ChS XIHE &t ZEof| M x| §
CHE B2 2t3tEFLICH Desync Mltlgatlon Mode £ Monitor, Defensive 5= Strictest 2= QIL|C}. 7|
=22 Defensive ZEQILICH 0| ZE= OfE2|F|0|Mo| 718 HS2 | XISHHAM HTTP Desyncod| CHE
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http_desync_guardian 2tO0|E22{2|= HTTP Desync 322 WX|5t7| @I HTTP &S A48t

REAMIE LI 2 GitHub2| HTTP Desync Guardiang & Z3HMI2.
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- 25 - RQFO|RFC 72302 &5t x| &L X|B CHEBH & Mt ZE A7} CHEH MEIE = U222
&g Zelgch.

e MZ- Q0| =2 Eot Q{2 ZefELIct EZE WHME @32 XEst T 20| Eo| Ci3H 400
S8EE XNIstn Seto|HE AS FEFLIC

Q%HO|RFC 72302 £=otX| o= 89 =& WHME
DesyncMitigationMode_NonCompliant_Request_Count X|EZE F7FAIZILICE RFMIEH LIS
Application Load Balancer X| & T2 & =5t MAIL.

Zt oo et #RE 22w OHMIA 2o0f ZEELCH 230 E435K|
= = . = I

a0 27 AR

Modes
Ct& E 0| M= Application Load Balancer’t Z2E U 2R E 7|22 @S AMElste WEof cHal M
HerLICt
Classification Monitor 2= Defensive 2 &= Strictest 2 &=
THEF Allowed Elest=] Allowed
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Classification Monitor 2= Defensive 2 E Strictest 2=
& s Allowed Allowed AHEHE
23 Allowed &3 AHEHE
o Allowed AHEHE AHEHE

Ct. 2= Y& M7} Defensive
it ek = &Lt ol =%

Xl LCURE MHM & THel)oll 7(045t 7| 2 LICt
NewConnectionCoun A8 35Hod 2= W7} Monitor 2= 2! Defensive ZEO|A M 44

1T
2 ddste e Hlng = A&Loh
Console
Desync Mitigation Mode& 4H|O|E5t24™

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.

2. HMEFOM z2E WHHME MEELICH
3. 2Lt YWAHME MEfgfLich
4. S4B HES ME4ELICH
5. Ecf= F4o| miZ! M2l M Desync Mitigation Modedd| CHEH o™, 7t & 474 L= D L|E
2 MEgrL|ch
6. HEAY MEFS ME{ELICH
AWS CLI

Desync Mitigation ModeZ 4| 0| E 5t 24T

routing.http.desync_mitigation_mode &A1t &7H modify-load-balancer-attributes
BHS AFSELICH 7ts8t 2E2 monitor, defensive e & strictestILICEH 7|EZ(2
defensive &L|C}.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.desync_mitigation_mode,Value=monitor"
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CloudFormation
Desync Mitigation ModeE 4H|O0|E 5t24™

routing.http.desync_mitigation_mode £ Z&3SITE
AWS::ElasticLoadBalancingVV2::LoadBalancer Z|AAE AO|0|EELICH 7Hs 8 ZH2 monitor,
defensive EE&= strictestLICt 7|24/ 2 defensive I LICt

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.desync_mitigation_mode"
Value: "monitor"

Host header preservation
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www.example.comE E& 5= HTTP 2% 9| Host Sll47F Host: www.example.com:8080(2)Z
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MASEHEA  ml HTTP/1.1
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Console

SAE S EE &M3)

1.
2. EMFoM 2ZE WHME S2IFLCH
3. EE YWHME MEHELICH
4. HY HolM BHES U™ LT
5 IHZ! ®E|M ZAE & EE2 ALt
6. HE AL MEFES MHEELICH
AWS CLI
SAE S EE &3

SAESHEE
O| HIE&3tE (7
£ =1
example.c
om:8080

https://console.aws.amazon.com/ec2/H|A Amazon EC2 & & L|C}.

example.c
om:8080

routing.http.preserve_host_header.enabled® MM El true £41t &7A modify-load-

balancer-attributes & & AF2&LIC}

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \

--attributes "Key=routing.http.preserve_host_header.enabled,Value=true"

CloudFormation

Host header preservation
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routing.http.preserve_host_header.enabled
AWS::ElasticLoadBalancingV2::LoadBalancer 2| &AE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.preserve_host_header.enabled"
Value: "true"
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Console

2L WHM B2 E Yo0|EstedH

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.
2. HAMFHMEE WHME MEHELICEH
3. ELC WHME MEiEhCH
4. e BoiM B &elE MEfgLic
5. EHOE F7Itstz{™ el F7HE M4 Chs el 7|9t BT gtS =FLICE
6. Ef1Z UCIolEStEH 7| Ei= Zholl M 2k UFLICH
7. EHE ArA|StedT e 2ol M7HE = hLICt
8. WA AE MES MEiELICH
AWS CLI

Ei3& F7tstei™
add-tags BHEE AFSELICH
aws elbv2 add-tags \

--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

El2E X|7H5te{
remove-tags BHES ALSELICEH

aws elbv2 remove-tags \
--resource-arns load-balancer-arn \
--tag-keys project department

CloudFormation
Ei2E F7}5t2{™

Tags £42 &35 AWS::ElasticLoadBalancingV2::LoadBalancer E|A&AE | 0| E & LIC.

Resources:
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myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
Application Load Balancer 4t X
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Application Load Balancer0il CHEt 3o gt g3}
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KEMIBH LHE 2 the section called “2323 MM EHI2 B XS AA|L.

T

ojod X3t EHA15}5lE{0d

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
2. ErM & 9| oad Balancing Ot2H0lA 2= WM E ME4FHLICE
3. Application Load BalancerE A&igfL|C}.
4. &M RO HES MHEHELICY.
5 718 Y Bt F MM ARC ¥ Tet 8& SM2 -85t2 MEigLCH
6. G AE MES MEIELIC
AWS CLI
P MEH S g3tz

zonal_shift.config.enabled &A1t &7 modify-load-balancer-attributes WHES AFS &L

Ct.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"

CloudFormation
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zonal_shift.config.enabled £4&8 Z &35S
AWS::ElasticLoadBalancingV2::.LoadBalancer 2|~ A& 4O|O|EgfLICtH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
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Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
-Key: "zonal_shift.config.enabled"
Value: "true"
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Amazon Application Recovery Controller(ARC) start-zonal-shift 32 A& &FL|C}.

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"
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Amazon Application Recovery Controller(ARC) update-zonal-shift @S AF& & LICt.

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"
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Amazon Application Recovery Controller(ARC) cancel-zonal-shift & A& L|C}.

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE
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AWS CLI
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modify-capacity-reservation W& AFS&rL|C}

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=100

CloudFormation
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AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE A4O|O|E&LICE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 100
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modify-capacity-reservation W& AF&FL|CH.

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--reset-capacity-reservation
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Amazon Application Recovery Controller(ARC)
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74 o|4tof SSL M QB ME B=EA| HiEZSHOF & L|Ct REA[EH LHE 2 Application Load Balancer&
HTTPS ElAL] M BHHE XA,

CH& O] 2EE WM CHAI HTTPS EZiEE WSS S Ste{H ZE 4430i M = 4l5t= TCP ElA L7}
/= Network Load BalancerE A gLICH TCP 2IAL{E AI83l0d Z2E WRAHME 453 E ECiT
g S5tXR| ot cHat e 2 HMEEHLICH Network Load Balancerodl CHEF XFA|EH M E = Network Load
Balancer AtE MEME FZsHML.

WebSocket

Application Load Balancer= WebSocketsl CHEt 7|2 K|l MBS ELICH HTTP 012 Yasllo|l=E&
AL873104 7|&E HTTP/1.1 2122 WebSocket(ws EE= wss) A2 Yadiol=d £ &Lk L
O|ESIH, (2= WA I CHabol CHEH) ™| AHS &l TCP 40| 2E WHME Sl E2t0|¢E
o CHet Zho| X|& 221 WebSocket 2140 ELICE HTTP X HTTPS E2|AL] 25 0{ M WebSockets &

A8E £ &LIct 2lAL{ol CHEH MEISH S M2 HTTP ECH=E# ofL|2} WebSocket (10| M
ElLICh che 2|Mgt T2 O3S EME U4 DIEC R 2B E Q™= ¥ A3%00| X|HEX| &
LICh XtMIEH LI&2 Amazon CloudFront 7Hek X} OHLHA{O| WebSocket Z2E 22| 55 WAlZ &=

StA2.

HTTP/2

Application Load Balancer= HTTPS ZIAL{E S8l HTTP/20{ CHE 7|2 x| MBELIct

HTTP/2 @12 & 0|83l %ICH 128712 LHE SAIH HMEE = ULt Z2EZ HTS AH85HH
HTTP2E A835to CHY Ol 2FE E &= UELICH RMEH LIE2 Z2EZ T BHHHE X5
AL HTTP2E ZHE = 422 Brl 2 8MOZ AIZ5H7| IR0 EC0|HES} 2 E WA 7t

o iAdg EY & UELICH HTTP22| HH FA| 7|52 M8 + glaLICh

= o

Application Load Balancer2| &% TLS QIE2 HAAR L &0l D= BF0|AM HTTP2E K|§ELICY.
KEMIBE LHE 2 Application Load Balancer0il M TLSE AISEt &5 0I5 B2 B ERFHAAIL.

RtA[EH LHE & Elastic Load Balancing AHE HAE Mol 2t *E QEE FXFHAML.

clal] 4

CH2 2 Application Load Balancer@| 2|A L] £44QlL|C}.
routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

X-Amzn-Mtls-Clientcert-Serial-Number HTTP 22 sl|H2| sl 0|1E 2 £=X & £ Ql&LCt.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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routing.http.request.x_amzn_mtls_clientcert_issuer.header_name
X-Amzn-Mtls-Clientcert-Issuer HTTP 2 dlC{el sl 0|2 =& 4= Y&LCt.

routing.http.request.x_amzn_mtls_clientcert_subject.header_name
X-Amzn-Mtls-Clientcert-Subject HTTP % 39| 3l{ 0|2 +=HE + U &LIC.

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

X-Amzn-Mtls-Clientcert-Validity HTTP & 3l|H2| 5l 0|82 +=™HE& + U&LCt
.F

routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

X-Amzn-Mtls-Clientcert-Leaf HTTP 7% dllHo| &l 0| & =& &+ &LICh.
routing.http.request.x_amzn_mtls_clientcert.header_name
X-Amzn-Mtls-Clientcert HTTP 23 2| 5 0|§ € =& £+ A&Lch
routing.http.request.x_amzn_tls_version.header_name
X-Amzn-Tls-Version HTTP 73 3l|lH2| 3] O|§ 2 =& =+ &Lt
routing.http.request.x_amzn_tls_cipher_suite.header_name
X-Amzn-Tls-Cipher-Suite HTTP 2% sllC{2| sl 0|22 £3& £ l&L|ch
routing.http.response.server.enabled
HTTP 85 MH dlHE & 85t7LE MAHE = U&LICt
routing.http.response.strict_transport_security.header_value
HEtR X0 AFO|E= HTTPSE SailAEt M ASHoF 5t &
ASIE{E R E A|EE KAIS2 2 HTTPSZ XMetz|ofof g2 &

routing.http.response.access_control_allow_origin.header_value

£ HTTPE A& 3t04 ALOIE 0] A
2lLict

Mol HMAE = Qe 2EITIE XIEELICH
routing.http.response.access_control_allow_methods.header_value

CHE QE[TIM Mo HMAE M HE L= HTTP HIMEE ghetefLICH.
routing.http.response.access_control_allow_headers.header_value

LY B A £ U SIEHE XI-EE LIt
routing.http.response.access_control_allow_credentials.header_value
HE ZESHoF St=X| R E LIEFHLICE.

QY A BRI 7| E= QB L2 [ H

rlo
ol

BlAal & 63

0x



Elastic Load Balancing Application Load Balancers

routing.http.response.access_control_expose_headers.header_value

HeteXM7t 2F Ze0[UEd &Y + U= slHE gLt

routing.http.response.access_control_max_age.header_value

HetXMoM MEBElE MEtE x|Hstod 5 R Eo 218 AEE zlAsHELICH

routing.http.response.x_content_type_options.header_value

Content-Type slCH0l BA|El MIME €2 O£ 2tof 5tH HAMNME 2 &l=%| 0{F & LIE}
oot

H

routing.http.response.x_frame_options.header_value

EHEtRX{7} frame, iframe, embed == objectOi| A HO|X|E BHIHZAE = UE=X| R E LIEFHL

7|2 &Y

ZE BlAlolE 718 SX0| /oM, 018 7|2 FRI0BILE Bt 7|8 FAle AXE 4 glon
4 ORR|Shof £YEILICH $71 FAI M4 £ AALICH O] FAIS SHE, 3L 0l4 ol B, 3
Lt olatol Z7io 2 TAEILICH AIXIE FAIE ket AL BAY 4 aLich RS 82 BlAL
TE CHIE HES AL

Application Load Balancer& HTTP Z|AL{ A

SOIBHICH 2 WHME AT 1) 2IALHE HOlsH HRIELE ZE WA

ol Ho|x|e| HE= 2= WHME HTTP El&aE ddst= ol =&0| ELch 2= WM HTTPS
ElALE F715t24™ Application Load Balancer& HTTPS ElA L] MM MME 2 XM

A =

- 7|12 2lAH Ao MY Y FII5tE{H AL 7S CHe &S KISt ok & LICH RhAlE LiE
2 Application Load Balancer CH& O & M HHHE HERSIMAIL.
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. 04E BIALAOIM SUBH Che TES XIHE 4+ URIE, Ol2{3t BlALHE SUS 2 Wikl &5
of $LICH CHA B8 2= WalMet &7 AS5H2IH T4 180| OHE 2E WaiM8oR BlAaLd

oM AFS =2 UX| E2X| = latioF ErLch.
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Che Blal FEIS £7b6t2dH 2lal 72 MM BRI,
Console
HTTP 2lALHE F7I5l24H

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 £ & LIC}.

2. EMEMZE WHME MESEILICE

3. ZRC YHHME MEdEFL|CE.

4. glal] & 7= oM 2lAaL FI7HE MEIEHLICEH

5. Z2ZEZ|M HTTPE MEHSILIC} 7|2 ZTEE OCHE FHU CIE ZTEE QladstL|c}

6. 7|8 HUMLCHS EIRE &Y & StLIE MBSt EHe st HEE MSELIC

o CHA 80| MY - CHA 2&S MESILICH CHE CHY 288 FIIsie{H Ci& 8 FIIE

MEASI D, CHA O MEistD, ACH 715 XIE HESID, 2o el 7FS X YHIo|E
tLiCt CHA O 8 & StLtolM 12 eM5iet B 08 =& 1™ g3t slof gfLct.

Mzt HEE JHEHM o= st HLt TA| URL ”’iolM T
M ELE UMY SBI 20| Z2 27 Argol et FAIHTTP 302) 2= BFH(HTTP

-1
301) 5 SHLHE M=ygfLCt
. D% S et - m7|E Be0lotE QA0 CHSH HHENe ST IS8 UHBLIC MEHo
2 ZHx R8N ST 222 AWY 4 UaL

Bl gfS L=ELch
8. Elal FIHE M=ELICH
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https://console.aws.amazon.com/ec2/
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AWS CLI
CHa a8 M
7|8 EHUo| AHBE £ QU= CHY 2 E0| Qe B2 create-target-group HWHE AFE5H0{ x| M4
L oAl CHE O 8 M MME BIXSHML
HTTP 2|ALHE MM 5ie{™
create-listener WHE AFSELICE CHS HIAl0MHE EBEE XIHE Y 50 HESHE 7|8
T2 AH25L0d HTTP EIALE MAdstLC.

aws elbv2 create-listener \

--load-balancer-arn load-balancer-arn \

--protocol HTTP \
--port 80 \

--default-actions Type=forward, TargetGroupArn=target-group-arn

S CHY 18 2ol EHTiE BAtshs
242 AL BILICH ofRf CHY 1B 2

--default-actions '[{
"Type":"forward",
"ForwardConfig":{

"TargetGroups":[
{"TargetGroupArn":
{"TargetGroupArn":

}
I

CloudFormation

HTTP 2|ALE ddstedH

e 22 MMste{™ CHAl O --default-actions
XHe e 4 oy a0 75 %12 MB3sHoF g LICt.

"target-group-1l-arn","Weight":503},
"target-group-2-arn","Weight":50}

AWS::ElasticLoadBalancingV2::Listener 32| 2|4 /\% HolgtLiCt CH Al E ECfEES
XHEE e agol MY ste 712 1A AFE5H0 HTTP 2|ALHE M ELCH

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'

HTTP 2l&L] F7t
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup

of] CHe & Zhol EEHEE

Ig 2itete MY AU E M4stE{™ ForwardConfig 82 A SH
LICH o2 CHe 2 &2 XIEE e 2 ohe

H= Zf cHe 250l 7HE RIE ASHoF gfLC.

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP

Port: 80
DefaultActions:
- Type: "forward"
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

Application Load Balancer® SSL 25 A

Application Load Balancer0i| Cigt 20t Z|ALHE e M= 2= W Ao 5tLt 0|42l QIS ME Hi
Z5Hof ghLich 2= WHAM|E X.509 QIS M(SSL/TLS A QIS )7 R ELICH QIS MHE I 7|
ZHCA)O| M e CIX [ HEfol ID ZEMULICH B M= AlE HE, 5 7|7t HEE 7|, YT
H, dr&AXto| CIX|E MEO| 501 UELICH

2 WM B ASE QIS ME MAE 1) THQI 0I8S XIHsHok BLICH Q1B Mol THQl 0IF
S A8 R XIE THQl S R =9k YxIsHOF TLS TS EIE £+ A LICH £ 2to| Yxlshx| o
=z =a=lo| &3t &Ll

1B Mol www.example.comdt Z2 H&tEl H Q! O|F(FQDN) EE= example. comt Z2
apex M|l O|§ & x|Faliok &LICt HEME AUEIFIEE AE5I0] S TH QI LA 0
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i MO|E O|&§2 E3E =% /&L 2 LEFIE
o 21 04| 2foF 5t oH-P-O—I ot =
corp.example.com & images.example.com

CIBME Q¥ M HEMM= =H 2l 0|2
Hel &0 258 = &LCt o & £0{ *.example.com2

2 25 3tX[Bt test.login.example.com2 2%
& =& i&LCt ESt * . example.com example.com®| &t¢ ZMHQIEF 25 51 H|0] EE = apex
T HIl(example.com)2 EE5tX| 2 LICE AUEFIE O|F2 FA HEt B M2l 4| CiA| Of
= b0l EAIEILICH HEE]| Q1B A 2o CHEt REAIEH LIR 2 AWS Certificate Manager AFS AH
Mol HEE| M FHE FZstM L.

Il

AWS Certificate Manager (ACM)2 AF235H 2= WHHME I8t QB ME MM = Zo| E&L
Ct. ACM2 2048, 3072, 4096H|E Z0|2| RSA 215 M2t 2 E ECDSA 215 ME X|AHFfLICH ACM

2 Elastic Load Balancing?t S &35t0{ 2= HZH M0 QIS ME BHEZ & LICH AtA|EH LHE2 AWS
Certificate Manager AF& MEME & ESHAAIL.

IEE SSL/TLS =7 E AFE36l04 215 M ME 2&(CSR)E MAdst CHS CA7F M8t CSRE 7Hx4e} 2!
SME W8t Chs QIS MHE ACMLZ 7K 7Lt 21E ME AWS Identity and Access Management
(IAM)Of Y28 £ QU&LICH QIZME ACMC 2 7Hr{Q= ol CHEH RIS LIS AWS
Certificate Manager AHE MEXMO| QIS M 7HX 27| EHHE HESHMR. IAMCE QISAME YRS
= ol CHet REM[EH LHE 2 1AM AFE ME MOl M QIS A 248 & ZotMIR.

AR
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HTTPS E|l&HE &8 = 7|2 218 XM
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https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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Application Load Balancer = 2F 248

Elastic Load Balancing® 22t 240|282} 3t= Secure Socket Layer(SSL) 4 742 AL 2t
O|HES} ZE WM 7+o| 422 HAELICH B0t WM T2 EZN 4SO ZEQLc Z2EE
2 ZZ0|EL M 7Hof 2ot H4AS M™sto FEt0|QERt 22 WM Zhof| ME k= 2 & O
E{E otM5HH E5gfLIch 5= IEE HAIXIE dM57| @l =35 7|18 Ar86te 2538 g1
EELCH Z2EEZ2 042 7He| A S B AFE6H QIEH 42| CIOIEHE ¥ =3 LICH @14 &40l O
F0iX|= ¢ EEI0|MES EE WHAM = ZZ 0| X[ gE L EZEEZ SES MEE =0=R
Al | Ch 7|2Mo 2 Mol SEoiM S2I0|¢ES| &S & stLtet Yx|ste X Bl =571 2ot
047

- HTTPS 2lAL{ofls 2o H&0| LRELICH BlALIE M8 o 2ot HMS X|Hsk| oo 7|8
ok GMo| ABELICH 7|2 Eok HMe HTTPS SlALIE A4S widol mal DabaiLich

- 2&-7|8 2ot ¥AM2 ELBSecurityPolicy-TLS13-1-2-Res-PQ-2025-09&!L|C}.

« 7|E} #ed(of: 2 AWS CLI AWS CloudFormation AWS CDK) - 7|2 EoF HA2 o1y |
CIELBSecurityPolicy-2016-08.

« 2E Mol CHEF A4 ol CHE TLS Z2EE HT(ZD %'5 9r|7'<| 5) X 7I I'L%(E:L 1=
Iz 13)2 E2d{M A4 22 M5t &

O #xs5tMlL.

- O|B0l PQ7t U= Eot HHME stolHE|E ZAE ¥t 7| nE S MSFELICH SBEES 2lal 2
oAl Bl TAE QX ML-KEM 7| g dT2|ES 25 X|ELIC 2eto|9iEE 7| et 510|
HE|E ZTAE %X TLSE AIE35I24H ML-KEM 7| m 82 X|&lok gL|Ct sto|EElE ZAE
At A2 SecP256r1MLKEM768, SecP384r1MLKEM1024 2! X25519MLKEM768 & I E2|& S

K| HELICH REMEH LB 2 TAE YA 2 53HE FESHML.

- AWSE ME22 ZAE Y&} TLS(PQ-TLS) 7|8+ £ ot ZAM#E| BSecurityPolicy-TLS13-1-2-
Res-PQ-2025-09 =& Foie WS HEELICIELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09. O| Y2 5l0|E2|= PQ-TLS, TLS 1.3 M EETLS 1.2 MBS A& = Ue
ZCI0|UEE X|H5l0] O HEIto| 32t E EYStEE TAE AEH L5352 MEtsts
MH|A SES *I sterLict Zeto|ME ofE2[7o|Mo] 7| mE g 2[5 PQ-TLSE &
£ 7152 Jgetol met 2t Mg Mol EoF MAMo 2 MEIXMo 2 nlo|d|o|ME 4= Q&LICH.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-connection-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-connection-logs.html
https://aws.amazon.com/security/post-quantum-cryptography/
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SH24Ed 22 WMol AMA 22 Bas
82 A~ 28 HESHAAIL.

« IAM AWS #H|& 2! AWS Organizations AMH|A &|0{ ZZH(SCPs)olM 22t Elastic Load Balancing
ZUF|E AE3sto] Lol ALSAI7FALEE = U= Bt HAE Kete = JU&LICH XHME WS

T HMA 2T S22 ZHAFSHMIS. REAIEH LY

o)[}
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!

[o][]

O =2 T AA L L
2 AWS Organizations AFS AE M| MH|A X0 HEH(SCP)2 A FHA L.
 TLS 1.38F X[ 3t= HHM 2 FS(Forward Secrecy)& X|#ELICt TLS_* & ECDHE_* &4lo| &5 0t
A&3t= TLS 1.3 TLS 1.28 X|¥Hote MHAME FSE M3 ELct
« Application Load Balancer= PSK(TLS 1.3) 2 M4 ID/M|4A E[ZNTLS 1.2 0|42 AFE5H0{ TLS KA
INE R|HELICE Ri7HE S YUSt Application Load Balancer IP A0 CHEH 2420 MEH X|2EILICEH
0-RTT ClO|E]| 7|51} early_data &2 F3 | K| et &LIC}.

« Application Load Balancer= AFEA} X|H £t HAMZ X[ 5HK| et &L Ct.
o
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F7H 2ot 2laE ddgELnt
» FIPS ZAE Xt TLS M L FIPS YA - 58
« XAE YK TLS EM U FIPS E= FIPS ZAE X} TLS HHM - 58
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« TLS M#(H| FIPS, non-post-quantum) 2! FIPS &
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ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_GCM_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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SHA256 FIPS-2023-04
IANA - TLS_ECDHE_ECDSA_WI ) E;Bi’(f;:%tgpo"cy'nm 3-1-2-FIPS-
TH_AES_128_CBC_SHA256 e
- ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o 2852‘3;2'); SIS
_AES 128 CBC_SHA256 e

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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IANA - TLS_ECDHE_ECDSA_WI ) E;Bi’(f;:%tgpo"cy'nm 3-1-2-FIPS-
TH_AES_256_CBC_SHA384 e
- ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL — ECDHE-RSA-AES256-S - ELBSecurityPolicy-TLS13-1-2- 028
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. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o 2852‘3;2'); SIS
_AES 256_CBC_SHA384 i i

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES256- + ELBSecurityPolicy-TLS13-1-2-Ext2- c00a
SHA FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA ELBSecurityPolicy-TLS13-1-2-Ext2- c014

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

FIPS 2ot Y& 121



Elastic Load Balancing

Application Load Balancers

ot
=

fok

ol

il

OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256
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ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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IANA — TLS_RSA_WITH_AES_1
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OpenSSL - AES256-GCM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_SHA384
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ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext2- 35
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
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ECDHE-ECDSA-AES256-GCM-SHA384
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ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
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ECDHE-RSA-AES128-SHA256
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ECDHE-RSA-AES256-GCM-SHA384
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OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128_CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256

OpenSSL — ECDHE-ECDSA-AES128-
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IANA - TLS_ECDHE_ECDSA_WI
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OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_GCM_SHA384

OpenSSL — ECDHE-RSA-AES256-G
CM-SHA384

IANA - TLS_ECDHE_RSA _WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA384
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ELBSecurityPolicy-FS-1-1-2019-08
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ELBSecurityPolicy-FS-1-2-Re
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ELBSecurityPolicy-FS-1-2-Re
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create-listener
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aws elbv2 create-listener \
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LICH

--load-balancer-arn load-balancer-arn \

--protocol HTTPS \
--port 443 \

--default-actions Type=forward, TargetGroupArn=target-group-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06 \

--certificates certificate-arn

CloudFormation

HTTPS 2|AL{E M-d5te{H™
AWS::ElasticLoadBalancingV2::Listener R&82| 2|AAE HOlgLIC} CI2 oAM= EBfEES
XNEE oy 25| dEsts 712 722 ALE5H0d HTTPS 2lALHE d-dgLich
Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:
- CertificateArn: certificate-arn
Application Load Balancer& HTTPS 2lA L] Y¥C|0|E
HTTPS ElALHE dHet & 7|2 UBME LA|sHHLE, QIEM S5 Hoo|EStHLE, 2ot HAg
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AWS CLI
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modify-listener WS AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn
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CloudFormation
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AWS::ElasticLoadBalancingV2::ListenerE iC|0|E&fLIC},

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:

- Type: "forward"

TargetGroupArn: !Ref myTargetGroup

SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: new-default-certificate-arn
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AWS CLI
RUBM S50l QABME FIH5tE{H

add-listener-certificates &2 AF2&FL|C}.

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation

jn

AWS::ElasticLoadBalancingV2::ListenerCertificate & 2| 2|AAE Ho|&fLC}.

Resources:
myCertificatelist:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: "certificate-arn-1"
- CertificateArn: '"certificate-arn-2"
- CertificateArn: "certificate-arn-3"
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remove-listener-certificates W22 AF2gfLIC}.

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn
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--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06
CloudFormation
Hot HAg do|o|EStE{H

AWS::ElasticLoadBalancingV2::Listener 2| AAE M 2ot Ao 2 A|0|EFLICE

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref myLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn
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authenticate-cognito

[HTTPS 2|AL{] Amazon CognitoE AFE5t0{ AL ALE QUBEFLICH RHA[EH LHE2 ALEX Q1B H
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authenticate-oidc

[HTTPS ZlAL1] OpenID Connect(OIDC)%} S & Z|= A4 BH B2 XE AFE510{ ALEXIE Q15
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fixed-response
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forward
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jwt-validation
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reate-rule & modify-rule &
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[
{
"Type": "fixed-response",
"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"
}
}
]
X C} Xtoq

forward e M2 4 aEo 2 BIRESLIC forward EYE2 F715H7| o CHAF OEE
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Application Load Balancer= URLZ I T E F7| gt 2 K|35 K| L& LICH

CORS(Cross-Origin Resource Sharing) L782| 242 182 &+d3l5t24™ SameSite=None;
Secure’l & L|C}H 0] B2 Elastic Load Balancing2 5 M £7|2! AWSALBTGCORSE A%t
LIt o] R7|0ll= ¢ 27 7|2 SYUsH HEQ SameSite £40| & E[o{ J&LICH EEO|ME
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TEIS OhEHL =-E M Y2 X|-HE = UELICH RHMEF I8 2 create-rule & modify-rule B&
g HZXStH . O3 U2 EHE XIEE Uy 28 = MEFLICL
[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]

-~

"Type": "forward",
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"ForwardConfig": {
"TargetGroups": [

{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
1,
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
]
}
}
]
n¥go| gdstE ME 2o of
CH&F T E0] o] 7HQ! E Ardo| /U1 Lt oo CHa O &of 7 AMl4do] &3t z[of QI O
o 38 1-EE gdsteliof gL,
CHe X2 CH4 28 18 7158 A5t 23S XINE T iy 21§02 MPELICL 1% 77|
7t ZEREIX| A2 2FH2 7 oy 2&2| 7tExlof wet et E LIt
[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
1,
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}

1,
"TargetGroupStickinessConfig": {

"Enabled": true,
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"DurationSeconds": 1000
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redirect 22 2Cl0|HE 2HE
(@] C =
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xtoje g URLOIM CHE URLE Z|C|AME = U&LICH 2F AHE o
ket 2lC|=ME UA(HTTP 302) & Q

%i'-_rL(HTTP 30NE 7 &= U&LICH

URIE CIST 42 72 @A Z O|Fo{Z&LCH.

ol

protocol://hostname:port/path?query

El |:_| 2l A

I_
Stx| ef2 ?“éé Aae Hel

>
m
o
il
e
m
N
I
ob
ﬁ
[
Q'I_l
I
1]
1
0
g|=l
_9'_
o
L
ini
1
02

protocol

Z2EZ(HTTP £ HTTPS)YLICH HTTPE HTTPE, HTTPE HTTPSE, HTTPSE HTTPSE
2IC[RME = Q&LICH HTTPSE HTTPE Z|C|AME == & LCh.

hostname
SAE O|EQLICH ZAE O|F2 CHAEKE F25HK| 2L =|CH 1287t K| 7S5t B At
AU=FIE* L ?), 5t0|E(-) 22 FIELICt

port
Z EQIL|CH1~65535).

8=
""E AlEtste MO ZEQ/LUCH 2= HAZAE 236k, 207t 2[cH 128Kt == J/SH, &
TR QFLEFIE(* A ?), &(&amp; AH), &+ ZAt _-$/~"@:+E FHELICH

query

Z{2| otet0|E{JLich z[ci Zol= 128 At L|CH

Cl2 of|2f 7|REE AF25104 22 URLS| URI A @A E CHA URLOY CHA| AF2E 4= Ql&LICEH

« #{protocol} - Z2EEEZE EZ&ELICt protocol & query 78 240 AFE R LICEH
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Qlg = &ErLIC} hostname, path, query 7143 @ A0f AFEFLICH
« #{port} - ZEE EZFELIC} port, path, query 74 L A01 AL EFLICH.
FLICH path & query 74 40 AFSFLICEH

o #{query} - #2| T2t0|EE EZ&ELICI query T+ QA0 AFSELICE.

redirect® 0| A E|H HA|A 20 20| Z[FELICH RHMEH LHIE2 AMA =210 &5 B
HZESM L. 438 redirect 22| 7H== HTTP_Redirect_Count X|E0 E T E/LICE XAl
8t LI 2 Application Load Balancer X|E EHHE R Z5HAIQ.

o

HTTPS 2 ZE 404432 At83tod 2C|2M

CHE #RI2 HTTPS T2 EZ 1} X|HE £E(40443)E AF835lE URLE S| ¥ ZlC|HME M5
X|EH B EAE O|F, A&, #E| Tt2t0|EeHE ZEELICH O] 32 "hitps://#{host}:40443/#{path}?
#query}'2t SLELICEH

Routing action

‘ ) Forward to target groups | [ © Redirect to URL ] | ) Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
| HTTPS v | | 40443

1-65535 or to retain the original port enter #{port}

[ | Custom host, path, query
Select to modify host, path and guery. If no changes are made, settings from the request URL are retained.

Status code

| 301 - Permanently moved v

THE B2E AEsioqd 2L

ot= URLE S| &7 Z|C|=l

S AL Ml ZEEZ XZE SAE 0|8, ol "eloEE =&
= MdgrLct. o 82 "#{protocol}://

Mg ddstn, #{path} 7|H=E M Esto] =HE B2 E
#{host}:#{port}/new/#{path}?#{query}"2t S L& LIC}.
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Routing action

) Forward to target groups irect to () Return fixed response
F rd Red URL R fixed

Redirect to URL | Info

Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

(" uriparts JEMIRTLUN

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
| #{protocol} v | | #{port}

1-65535 or to retain the original port enter #{port}

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.
Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

|: #{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters -.; and wildcards (* and ?). At least one
"." is required. Only alphabetical characters are allowed after the final .” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

(| /new/#{pathy |

Maximum 128 characters. Allowed characters are , , ; the following special characters: [_-.$/~""@:+]; (using
];and wildcards{ and E}_

Query - optional

Specify a query or retain the original query by using #{query}. Not case sensitive.

\ #query}

Maximum 128 characters.

Status code

|. 201 - Permanently moved v

£ AM8%Z|c|=M =] of M| AWS CLI

HTTPS & ZE 404432 At&35t0q 2lC|=M

TEE BHEHL =Y M Y E XEY = U&LICH REMEH LHE 2 create-rule & modify-rule B&
2 HZSHL. OIS &2 ZE 4430 HTTP LB S HTTPS LEo 2 2|C|3lMEfL|CH SAE 0]
g, EE, Ao EXES HTTP %1 sYELct

--actions '[{
"Type": "redirect",
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"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",

"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

RS £ 280| 2laL RIS MB57| s SZsof st 7IF S Mol LI 30| FAlel =
I UxISHe Z2 s 22 Aol o] mat M2IELICH ZF R ZHolE REM T4 MR
7t A& LICE. Application Load Balancer= 2|A L] #&0f CHal| CtE0t 22 =71 82 K|RELICH
ESalCE
host-header

Zt QFO| SAE O|EE 7|HIo R BIREEILICE RIMEH LHIB2 SAE T4 BHE HZTFHM 2.

Zt QMO|HTTP SIHE 7|Eto 2 BIRESLICH AFAMIEH LI 2 HTTP &l =74 B 2 Z A

4
(@]
Q.

http-request-method

Zt QEHO|HTTP 2 HMEE 7|He = et LICH RtMEH LIE2 HTTP 2 HIME = B
HE HZSAR.

path-pattern

¥ URLS A2 IS 7|Hto 2 et EELIcH RHME LIE2 B2 =7 B

mo
ik
[
Q'I_l
=
X0}

query-string

72| 2Ll Fl/2t Tlo £ 7k e 7|8 = Bt YR LICH RHMIEH LI8 2 #E| EXY =7 Eh
S BZstMI2.

source-1ip
Yo AL IPFAE V|HoR Bt EHF UL RIME HEE 24 IP T4 Z7 HHHE BXF
AMAIQ
= -1
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ZUT|IE ME

o 2t FE|2 MEHXMO Z host-header, http-request-method, path pattern source-ip &
2 242t 070 == 170 28 E &= JsLlch £33 ZF 722 http-header & query-string =
142 212 07H o|& ZEte £ /JU&LCH.

« host-header, http-header, path-pattern Z71& AF23HH 2t UX| £ = H A(regex) L&

E MEE + A&LICH

. 7T 20k 3700 Yx| BIHE XIHY % aLich 6E S0i 2 http-header Z740f CHah 23
o HTTP &lC| 20 HILE ZICh 37He| EXtUE XIMY % &L 2XY 5 sLE7H HTTP 3l
2T YRl Z7H0| ST ELICH 2E 2AP0| YxISHE S 27 steiwd Ux| Btotch £ st
s ohELn

. R 2570l Ui BILE KIBE 4+ USLICH B S04 274 570 220l Y| B}k shLtY
ole TEIE ohs £ e

« http-header, host-header, path-pattern, query-string 2742 x| Hrtoi tLEst=
E X AZ = JsLch #EF ALEFE EXRt= 572 AMEHELICH
o

E A E[= ASCII 2 Ao BF M | M0 2 AHO0x000 M 0x1f & 0x7f)= A 2| ELICH.

SAE Z7S A85I0] BAE SCio] 3AE 0|Eg Y| oXg Bl Este FAIg Mol 4
&LICHEAE 7|t 2t2E0RtDE &), J2{H B 22 WS A 5tod 012 59 0 Qla

oi2f 2|49 THIQlE x|HE 4 QlaLich

SAE OS2 HASKE THSHK| of1 2ITH 128XHHK| 7HS 50 CHR T 22 BAE ZEEY 4 9
&L|Ct.

e A~Z,a~z, 0~9

« *(07H O|& el EXtoi 3HEH)
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SAE O|F ofA|

* example.com
 test.example.com

+ *.example.com

Tt 2! *.example.com2 test.example.comzt Y x|5tLt example.comzt Yx|tX| §f&LICtH

ExampleZAE &l Z712] of

TEIS HEHLL 238 | THE X|HE 4= &LIct RHAMEH LHE 2 create-rule & modify-rule B&
=2
=

Value matching

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]

Regex matching

[
{
"Field": "host-header",
"HostHeaderConfig": {
"RegexValues": ["~(.*)\\.example\\.com$"]
}
}
]

HTTP &l =

HTTP 8ic| Z242 A8 3f0i RH0l HTTP SCiE Jlto 288 Shedss a8 24T + 24
Lich, E& & AFSAH XIH HTTP 5I0 ZEO| 0l82 RIME 4 laLich sic) 0182 Wzl WIts
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CHASAE TESHE| &LICH HIL SALolME *(07H Ol& o] 2&F Uxl) W 2(K25| 1x+ Yxl) o
Lict

Ls =

L 7t= EX7F XBELICH LHETIE EXt= s O|&ME X|BEIX| §b&
Application Load Balancer &4 routing.http.drop_invalid_header_fields7} &
HTFAIA-Z,a-2,0-9)8 E45X| & 5IC] O1F 0| HYIELICH A AS E48K| ot 50| 018

T F7HE = A&Lch

Example HTTP &llC4 =742] of

TEIS BEHL £HE M ZHS K|HMHE £ &L RFMIEH LR 2 create-rule & modify-rule B2
2 HASMR. Cs 2d2 XIHE EXY & 5tLtet YR[ShE User-Agent sl 7t Qs &0l 2|3
SEELCH

Value matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

Regex matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"RegexValues": [".+"]
}
}
]
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HTTP 28 HIME =

HTTP 2% HIME 2742 A85t0] QYO HTTP L HIMEE 7(|8teZ 2% BI*Yste #=2
gLt EE £ LA XIP HTTP HMEE x|8e = A&

o
A .
gfLICH 2tUEFtE EXHE KIBEX| feB 2 HME o|&0| E& 3| Lx|soF &Lct.

Ls ——

ror

GET L HEAD 2HE Sst Ao 2 BIREIStE Zd0| E&LICH. HEAD 2 &0f| CH
(o]

LICt REAMIEH LI& 2 create-rule & modify-rule B&

2
AAEH
A&ste 2ol olsl SFELICH

m

{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]
B2 =
B2 ZUS M83501 RQEO|URLE 7[He 2 RS BB ste HAE Bolf = UGLICHER 7
¢ 2t B0l D E )

A2 WE2 2| Z2to|E 7t ot URLS| ZZ2oiot MEEL|CH E AlZl= ASCII EA+o| 2 M8 E|H
HMo{ EXHO0x000 M 0x1F & 0x7f)= M2l ELCt.

A Wk URI BT S AE Solgh 2HELICH
A2 HE2 /AEAE Y6t 2| 128X10|H CHS 0t 22 2XAE Z&E = A&t

» A~Z, a~z, 0~9
« -8/~ @c
&(&amp; AHE)

* (071 ol& 2o EXtol| 5HF)

A3 B 2R0) )
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Z=2EZ HHO|grRPCRI B2 =72 W7|X|, MH|A
HTTP B2 m{E 9| of

« /img/*

- /img/*/pics

gRPC B2 m{E 9| of

» /package
+ /package.service

+ /package.service/method

22 MEH2 e Y ste O A2 L X|Et 2™He
B2 WEE 7t8l #El2 /img/picture. jpgol CHEE
M XAEE CHA OSof MEsL|ct

Value matching

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

Regex matching

"Field": "path-pattern",
"PathPatternConfig": {

"RegexValues": [""\\/api\\/(.*)$"]

HEst K| ef&LICH ol &

LICH REMIEH LHE
|HEl EXtEol ZEE URLO| U= 2

= HAMEo et EetE

& =+ A&LCh

£04 /img/*(Ol)2t=
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}

2 A835to HE| 2XrEe| 7|2t Hlo EE= 22 VIR R R E et sie nElE
T8E = UsLct ex| B7l= tl/AEXHE 25K f&LIC *(07H ol & o] 2AF LR {&
1A X)) b EFtE EX7F X[ HEILICEH

Example® 2| 2 AtYE Z=749| of

EAU = M =HS X[HE = UA&LICH RtAEH LHE 2 create-rule & modn‘y rule B
A l/Z} ™01 "version=v1" EE £ “example’2 AHE 7|7} £&E 2| 22X}

m

"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
1,
{

"Value": "*example*"

AL P FA ZUS AME5I0{ 2O A4 P FAE JV[RICR ¥ BIRESE HAS FHE

A&LICH IP F4E= CIDR EA2 = X[G8lof LI IPv4 & IPv6 FAE ZF ALY =+ A&LICH

etdEstE EAtE KIHEXK| f&LICH &4 1P & Zol| CHEr 255.255.255.255/32 CIDRE X|
&t

Zet0|HUETL ZHA| Flo] U= F2, ol SEI0IAUE Q| IP FAT} ofL{2t ZHA|Q| IP FAQLICEH
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0| Z742 X-Forwarded-For &l 2| A0 2|5} &F £|X| ot &LICH X-Forwarded-For SlIC{0l M &4
E ZHM3E{™ http-header Z7HE AFEELICH

ALt =™HE M ZHS X1GE = U&LIch RHMIE LI8 2 create-rule & modify-rule B
e X
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| El CIDR E5 & stLtof A4 1P FATE /e 280 o5 SFEL

m

"Field": "source-ip",
"SourcelIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
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TEE BHEHL Y M HE S XEY = U&LICH REMEH LHE 2 create-rule & modify-rule B
g XM OS2 ZAE sl HEte| of| Lt SAE §|HE R A=ZQIER HEHELICH
[
{
"Type": "host-header-rewrite",
"HostHeaderRewriteConfig": {
"Rewrites": [
{
"Regex": "“*mywebsite-(.+).com$",
"Replace": "internal.dev.$1.myweb.com"
}
]
}
}
]
02 E04 0| HE2 SAE &l https://mywebsite-example.com/project-aZ https://

internal.dev.example.myweb.com/project-aZE AZEr&gfLICt
URL RiZf B8t
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Example URL RHZEH4d B4EHO| of

TEE BEHL £HE [ HEHE XIEE £ USLICH REMEH LIS 2 create-rule ! modify-rule B
2 ¥ x5HM2. CHE22 URL MEfd BHeto| of LCH CIHEE] +ZE 22| EAtGEE HEHE LI
[
{
"Type": "url-rewrite",
"UrlRewriteConfig": {
"Rewrites": [
{
"Regex": "A/dp/([A-Za-z0-9]+)/?%",
"Replace": "/product.php?id=$1"
}
]
}
}
]

02 E04 0| HE2 Q% URL https://www.example.com/dp/B09G3HRMWE https://
www . example.com/product.php?id=B09G3HRMWE RHZE - ELICt

URL RHZFA T URL 2IC|2M ol xHo| ™

7l URL Z|C|2M URL Ri =t
URL EA| HEIRK| FA EAEO| 7 ALY HEIRK T4 EAIEO HY AME A
=
MEf I E 301(YTF) £ 302(YA) AHE MEf ICE HE QIS
= Hal X & M =
Plelesfell e CHQl A, 8l Ao|E S8, £4F  SEOE 98t 22/ URL, S8t 2=
213 $% &717, Bll7HAl URL OHE M3
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10.

Z|CH 40Kt ULICH CHARA &, S8 Ele EXts A-Z0|T S5 EXte= -_lLict 2 LEF}
C = XIHEX| ef&LC

o
« HTTP 8l O|&— &l

Zf LX| - =|CH 40Kt LICH CH/AEXE TFESHK| S &LICH 18 &lE BAHE a-z, A-Z,
0-90|H &= EXtE *2-#$%&'+.A_|~LICH A LEFtE = XIRE[X] L& LICH

Y4 LRl - =|oi 128K LI
« HTTP &l] Zt—HTTP &l Zto bl g Extde =4t

2t x| - =|cH 128Kt ULICH CH/AEXHE L ESHK| &L S8 &= 2AtE a-z, A-Z,
0-9, ZHO|H, S 2RH= I"#$%&'()+, /;<=>@["_{[}~; L 4 L=7t=(* L 2)QL|ch,

o
« 2AIP-AAIPFAE CIDR BACE HolgLCt IPv4 2 IPv6 CIDR 25 & &ElLICt
SUEstEs K|HEK| aLict
(M= AbSH) WEHS STholHT HE 2718 MeistT HE 982 MU 08 YxlAlY BT
42 o

- ALEXtQIE - Xt BH SSZXHE MEietn LR HEE MIFLCH RtAE L2
Application Load Balancer& At&35t04 AL X} 915 EF

- EE2HAE-IWKSAEXRIE X U F7t SoiUS L= LICH XtAIE LIS 2
Application Load BalancergE At&30{ JWTs £ QI HH3E H XA,

et HYolM CtE 2 & StLHE MEHELICH

- i O50 MY -Old 35S MEELICH OHE iy 258 FotetciH Uiy 28 FIHE

= 2!
MENS D, CHe 2 &S MEist D, oTh 7B XIE HES D, 2ol Wet 7HERIE YHlolE
gLICH CHa O 8 & stLtollM g g4stet 49 28 & 14 g/dstsiof guict

« URLE ZIC|HM - URI I E RoiM 2 IIEE J|EM o2 1245 Lt M| URL B0l M
A FAE U UCH B 2EQ| B2 F Aol M2t HAHTTP 302) £= SF(HTTP
301) & StLHE MEiELICH

- 17 SH EHE-m7|E 2Co|UE Fof Chsl BtEre 8T I & ELIcH MEMe
E 2HX /80 SH 222 XEY = UaLlc

ChE2 MEigfLIC
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Mg 2 UM 7 2 ol ol=

rlo

12. S4422(0f 1~50,000 H9lo| Zte YE LI 72!
7I7hx| S4de2lof mat oL

13. Ch3S MEHEfLICH

14. HE A 44 1 o|x[of A H&HS MEFLICEH

AWS CLI
=g FtstedH
create-rule WHE AFSELICT

CIS ool ME forward 21 host-header Z740| &= 22 MAMstLICEH
aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions "Field=host-header,Values=example.com,www.example.com" \
--actions "Type=forward, TargetGroupArn=target-group-arn"

T OHa O 8 7hof EREE Etete ME M US Ysted™ Al CHS --actions SME AFE
ot
--actions '[{
"Type":"forward",
"ForwardConfig":{

"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn",6"Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

]

}
"

CHS ol ME fixed-response 11} source-ip =2740| & E 72l MMsHL|C

aws elbv2 create-rule \

--listener-arn listener-arn \

--priority 20 \

--conditions '[{"Field":"source-ip", "SourceIpConfig":{"Values":
["192.168.1.0/24","10.0.0.0/16"13}}]1"' \
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--actions "Type=fixed-
response, FixedResponseConfig={StatusCode=403,ContentType=text/
plain,MessageBody="'Access denied'}"

CHS Al0ME redirect T} http-header Z740| Z & E #2188 MAMBLICH

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 30 \
--conditions '[{"Field":"http-header", "HttpHeaderConfig":

{"HttpHeaderName":"User-Agent", "Values":["*Mobile*","*Android*","*iPhone*"]}3}]1"' \
--actions

"Type=redirect,RedirectConfig={Host=m.example.com,StatusCode=HTTP_3023}"
CloudFormation
22 F7}steiw

AWS::ElasticLoadBalancingV2::ListenerRule f& 2| 2|AAE X o|gtL|C}.

CtS oo M= forward Z 41 host-header X710| Z & El 728 MMELICH =7H0| S5
o R XIME Y 21502 SRS MEHLICH
Resources:
myForwardListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 10
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

E=Z20|SZE M F CHe OE 7ol ECfEE Botste MY &S HEd5tE{™ ActionsE
Ct=3ot Zo| ™Holgct
Actions:
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- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

CtS ool E fixed-response &1t source-ip Z740| Z&E 22 MM ELICH

Resources:
myFixedResponselListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 20
Conditions:
- Field: source-ip
SourceIpConfig:
Values:
- 192.168.1.0/24
- 10.0.0.0/16
Actions:
- Type: fixed-response
FixedResponseConfig:
StatusCode: 403
ContentType: text/plain
MessageBody: "Access denied"

CIS ool E redirect HYD http-header Z740| T8 El #2l8 MMHEHLICH.

Resources:
myRedirectListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 30
Conditions:
- Field: http-header
HttpHeaderConfig:
HttpHeaderName: User-Agent
Values:
- "*Mobile*"
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"*Android*"
"*iPhone*"

Actions:

redirect

- Type:

RedirectConfig:

Host: m.example.com

StatusCode:

HTTP_302
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AWS CLI

7|8 &

fjo

T otedH

modify-listener BE S AL LICH CHS 0|0 M= forward 2ol CHe IS YIO|EFLICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn

;]
mo

CHS oo M= & cie 28 2ol Ey ZSotA E&tst = E 718 HYe Uolo|EFLICH

aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

}
I

CloudFormation

7|E XFo4

g +YotcdH

fjo

AWS::ElasticLoadBalancingV2::Listener 2| AAE AO|O|E&LICEH

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myNewTargetGroup
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SEE VSRR SIS

A2 7 22 2o 7HE =2 240l O|2 7|7 K| M =2lof et BIHEILICH 7|8 32 OHK|
gtofl W7HEILICE Z|20]| ot 2] @M =2l AN EX| ¥dA0| 7tsELIC 7|12 Ao 2M=2]
= HEY 4 Lok

Console

A =28 dolo|Este{H

https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 2£& & iLILCt.
M FoMH EE WHME FEIELICH
EC HHME MEIELCY.

2lAL U RE oM ZRES: ZTE Yo| HAEE ME5to] 2lAL{of THEH MlE HE Ho]
X|E FLct.

0N~

T2 BHol M 2lAal] 1&g MElSH O S 2o M &l M= RIX|HES MEHEFLICH
2lAL] #E MMo| M2 °E='01IE M HElo| RME=R7F EAIELICH 73 RMERE A
OOl E 324 1~50,000 At e =ELcH

7. 473 AbE KRS MEHEL

o= L—-—"1Hd
AWS CLI
A =28 dolo|EstE{H

set-rule-priorities WS AF85HA L.

aws elbv2 set-rule-priorities \
--rule-priorities "RuleArn=listener-rule-arn,Priority=5"

CloudFormation
& 4E2IE Adlo|=5t2H

AWS::ElasticLoadBalancingV2::ListenerRule ZIAAE 4O|0|EELICEH

Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
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]
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ListenerArn: !Ref mylListener
Priority: 5
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
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£ xstslof gLct.
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olz{#t SMol o 7| F7} MM BN,
CloudFormation
7= 5ol X7, Hetg o= 524

AWS::ElasticLoadBalancingV2::ListenerRule ZIAAE 4O|0|E & LICE

oAl FEIR FE £t MM

o

FZshMl2.

[o][]

& BT 2hE|

EH1E AFS S BlALISH FAIS Chrst HACZ ERE 4 ALICH OIS S0i 8%, AR EE
BEER BlAAE EjZE £ aLIch B2 7l FE0tcH TRsHok BT 7 lofl ol0| HZE 7|

E B3 E F7tstH Y Ei1 2

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 £ LCt.
2. EM oM 2 WHME Z2IFLICH
3. EC WMHM O|§S MEsto MF HE H0|X|E LCt.
4. A U AR UM ZZEZE: TE YO|HAEE MBS0 2lAL{of CHEH ME HE 0|
X|E 4uct.
5 T& BoM U EfT Ho| HIAEE MENSI04 SHE Ee| HF HE mo|X|E ¥LICt,
6. T3 AT HE Ho|X|oMH EfT #elE MESEFLICH
7. EiO 22| HO|X|of M StLt O 49| 2 Y E =™t AAIL.
a. EHOE F7isted™ M EfT FI7HE MEAStT 7| D Zhod| 2k 2 U=IgLIct.
b. EHIE &X|5tEd™ EH 2ol MHE MEAELIC
c. EHOE UO|O|ESIE{H™ 7| EE= Zholl M g2t2 =dghLct.
8. WA AT MES MEAELICE.
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add-tags BHEE AFSELICH.

aws elbv2 add-tags \
--resource-arns listener-rule-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

HEoMH E} 2 E M 7{5He{H
remove-tags BE= ALSELICH

aws elbv2 remove-tags \
--resource-arns listener-rule-arn \
--tag-keys project department

CloudFormation
o] B8 F7}st2in

AWS::ElasticLoadBalancingVV2::ListenerRule Z|AAE ACl|0|E g LIC}.

Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:

ListenerArn: !Ref mylListener
Priority: 10
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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2lA L]0l CHEF 7|2 0] ot #=2I AN EX| ATKE =~ QU&LICt 2lALof CHst 7|
= &L BlIALE AMRNISHHE B E E|AL] H#AE!0] AFXIE L|CE.

M
=1
b
rlo
1>
>
ok

Console
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5. TEIS MEgL(CH

6. Zr(Actions), TH=! A X|(Delete rule)& ME4ELICH

7. EQI HAIX|7} LIEFAH confizmS /245 CH2 AFMIE MEAEFL|CH
AWS CLI

TE A

aws elbv2 delete-rule \
--rule-arn listener-rule-arn
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(CA)2| QB ME AtE6t7HLE MEfM o= sl x| = Clut &4 AWS Private Certificate Authority (PCA)E
ArE35to] 2EI0|UEE QBELICH EE WEHAM = ZEI0|¢UE QIEM HEE HTTP SIHE HA=of
MEStT, ofZ (70|42 O|E HE Rofoll AH8E £ U&LICH

Application Load Balancer& &% TLSE= X.509v3 2C0|ME QIBSAME ZAS5H7| st CIs S M2 A
2|k
o H

- 4ETLS HAAR: 2E WHAME X S2tololE Q5 M A elg gl
LICH CHY 2 22to|HE O_gﬁ A stol5f|oF B L|C}
stod o Z 2l7lol Mol M 2

« 43 TLS &0l Z2E WHME 22 WEHMII TLS 94
O|E QB A Ql5E +&ELICt

SE TS HAAR HES AME5IE{H ZCI0|UEL| ASME TS E|ALHE T80k LT
A5 TLSE &Ql 2=2Z AF235H24™ Application Load Balancer0lA &5 TLS M MME & ZE35HA
o

Application Load Balancer0i| A &% TLS 7& A|%f517] 7o
Application Load Balancer0iM &% TLSE F4357| Tl CHZ AFg ol f2l5HM 2.

ci

ok

Application Load Balancertl= AWS HH LHGIM AH8 SQ EB{AE AE0{,CAQIEM 2 215
MSHX| S8 0| &u g2dEl EH A|sto| ZEHELICH

REMIEH LI 2 Application Load Balancer0i| CHEF &M 2F 2 & X HMIL.

OIEM 27 AtE

Application Load Balancer= &% TLS 2150 AAS L= 215 M0 CHall CtS2 XIELICH
« X|HEIE 2B AM: X.509v3
« X|HElE HEZ] 7|: RSA 2K~8K = ECDSA secp256r1, secp384r1, secp521r1

- XHElE ME LI E|E: SHA256, 384, 512 with RSA/SHA256, 384, 512 with EC/SHA256, 384,
512 hash with RSASSA-PSS with MGF1
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CHE2 215 7[&(CA) HE| HEELICH
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A5 TLS HIAARE AE3lE A2 Application Load Balancere SIHE 4 ¢l5lo4 20| E QI
SM AMelg #ole CHafol EAIRLICEH ZME|O|M =M= 2[=Z QIS ME ARSI FE QIS A
2 ZELCH

Application Load Balancer®t 7 &% TLS AARE AE3FIHLE ZEE = Ql5t= Stol= Al
M THIH 74 R EIR| & Lich.

HTTP &l

Application Load Balancer= & % TLSE Al&35t04 22I0|1E HZAE HHE M X-Amzn-Mtls
SICIE At835t0 Q1B A HEE ™MEFLICH AAMEH I X oAl sld= HTTP S 2 45 TLS

MMEZ FESMR.

CA QIS M mt

CARIBM o2 Ot 27 AIg S SF5Hok gLct

« Q15 M T2 PEM(Privacy Enhanced Mail) &4l& AF&3Hof &fLICt.

« ABEM BHEE ----- BEGIN CERTIFICATE----- R END CERTIFICATE----- 4
Al LHof| Sjo{ok &FL|Ct

- FM dolls # EXE 2040 St - EXHE ZESiME o Eulct

- Bl E0| Yo ot FEct

SELIX| efE(RESX| &2) 2B A of:

# comments

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384
Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE
Validity
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Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 ©00:57:57 2029 GMT

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384rl
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

2. 048] Q1B M(PEM Q12 E):

# comments

AlEst7| ™ ZH| AFE
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Application Load Balancer0i| A Xl%ﬁf 7|t HTTP &l|lHod| CHEF REAMIEH LIS 2 HTTP 5l &

X-Amzn-Mtls-Clientcert

0| 3llHol= 20| MBS E A 2cto|HE 2B M M elel URL 12T PEM A0 Z&E|0{ /&L
Ch+=/2 OtFl 2Xt2 ALR).

s 2EI= of:

X-Amzn-Mtls-Clientcert: ----- BEGIN%2QCERTIFICATE----- %QAMIID<...reduced...>do@g
%3D%3D%0A----- END%2QCERTIFICATE----- %S0A----- BEGIN%2QCERTIFICATE-----
%QAMIID1<...reduced...>3eZlyKA%3D%3D%0A----- END%2QCERTIFICATE----- %0A
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IRl BEE HTTP &l
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I

Eol ¥

ok

TLSS| A< Application Load Balancer= CH2 lI{E AFS & LICH.
X-Amzn-Mtls-Clientcert-Serial-Number
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s 2= of:

X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1
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X-Amzn-Mtls-Clientcert-Issuer

O|&(DN

)8l RFC2253 E At

Ol ol UZ2XA &

&l 2EI= of:

X-Amzn-Mtls-Clientcert-Issuer
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Subject
ol o= F# & O|&(DN)2| RFC2253 EAtY E340| 8|0 Ql&LICt
&l 2= of:
X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US
X-Amzn-Mtls-Clientcert-Validity
O| slodl= notBefore & notAfter &2l ISO8601 40| L& |0 Rl&LICt
&l 2EI= of:
X-Amzn-Mtls-Clientcert-Validity
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z
X-Amzn-Mtls-Clientcert-Leaf
ol sl{oll= 2|= 15 M| URL 212E PEM B40| Z & E|o] UELICH+=/E 2T EXLE ALE).
&l Z2E= of:
X-Amzn-Mtls-Clientcert-Leaf: ----- BEGIN%2QCERTIFICATE----- sOAMIIG<...reduced...>NmrUlw
%OA----- END%2@CERTIFICATE----- %0A
OIE Bof £2E ASME BYE &
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CA x| 0|8 &2|7|2 &35t Application Load Balancer= HZAE EC{AE AEO0{E 7|HIo 2
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create-trust-store HHE AL EHLICE

aws elbv2 create-trust-store \

--name my-trust-store \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket \

--ca-certificates-bundle-s3-key certificates/ca-bundle.pem

CloudFormation

HstedH

NM

EMHAE AEO0

AWS::ElasticLoadBalancingV2::TrustStore 82| 2|AAE Ho|gL|C}

Resources:

myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'

Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket
CaCertificatesBundleS3Key: certificates/ca-bundle.pem
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modify-listener B2 AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--mutual-authentication "Mode=verify, TrustStoreArn=trust-store-arn"

CloudFormation
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ol

AWS::ElasticLoadBalancingV2::Listener 2| AAE C|0|EELIC.

Resources:
myHTTPSListener:
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Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn:
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn:
MutualAuthentication:
- Mode: verify

TrustStoreArn:

!Ref myLoadBalancer

certificate-arn

trust-store-arn
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AWS CLI
CARIBM HES WA stedH

modify-trust-store W& = AtSELICH.

aws elbv2 modify-trust-store \
--trust-store-arn trust-store-arn \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket-new \
--ca-certificates-bundle-s3-key certificates/new-ca-bundle-pem

CloudFormation
CA QB M HEZ Ol|o|Este{™

AWS::ElasticLoadBalancingV2::TrustStore K& 2| Z|AAE M o|gtL|C}.

Resources:
myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'
Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket-new
CaCertificatesBundleS3Key: certificates/new-ca-bundle.pem
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add-trust-store-revocations B2 A2 &tL|C}.

aws elbv2 add-trust-store-revocations \

--trust-store-arn trust-store-arn \

--revocation-contents "S3Bucket=amzn-s3-demo-bucket,S3Key=crl/revoked-
list.crl,RevocationType=CRL"

CloudFormation

Ol

X 58 F7tstedH

AWS::ElasticLoadBalancingV2::TrustStoreRevocation & 2| 2|AAE Ho|gfLC}.

Resources:
myRevocationContents:
Type: 'AWS:ElasticlLoadBalancingV2::TrustStoreRevocation

Properties:
TrustStoreArn: !Ref myTrustStore
RevocationContents:

- RevocationType: CRL
S3Bucket: amzn-s3-demo-bucket
S3Key: crl/revoked-list.crl
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aws elbv2 remove-trust-store-revocations \
--trust-store-arn trust-store-arn \
--revocation-ids id-1 id-2 id-3
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aws elbv2 delete-trust-store \
--trust-store-arn trust-store-arn
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Application Load Balancer0lA OIDC £ & IdPE A8 35l B CHS2 &8 ELct

« IdPOIA A OIDC 4 MAstL|Ct. IdP2| DNSE 27X o2 &holgt 4~ 9lo{of §fL|C}.
- ZCI0|ME D2 ECIO|VE ¢S E Fd5H0F ELICE.
« |[dP7} AAlSHE HEE 2o, EE U AR HEQ Z2 AEXZQIEE JIXMSLICH 7 o] HE

g de + AsLch

« IdP A= ZQIE QIBXME ME[E + Ue 371 S 7|20l M E=sHok gLt
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://aws.amazon.com/elasticloadbalancing/pricing/
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* IdP oilM 2|C|ZMH URL & otLHE ALERI7E ALSSHES S{EELICH 097|4 DNS= ZE Wz A
o M2l o]F0|x CNAME2 ofE2[7i0]412| DNS HE &LIC.

* https://DNS/oauth2/idpresponse
* https://CNAME/oauth2/idpresponse
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Application Load BalancerolA{ Amazon Cognito AFHE X Z22 AL 5}

« MEX E2 MMELICH RFMIEH LHE 2 Amazon Cognito 7HEERF OFLHA 2] Amazon Cognito AHS A}
Eg yxsiMe.

« AKXt E SCto|¢EE ddELct ZE0|¢METL ZFEI0|E A5 & HM5tn, IE RFo{ 582
AE5tH, 2E WHM7I AASStE Aot SYE OAuth HRIE XSS ECt0|HEE F/d5Hok
gLICh RtAIEH LI& 2 Amazon Cognito 7HEEAF QHLHA S| AFE XL E & 2EH0|IE FHE HZESHA
L.

« AEXE THQlS MAMELICH KFMIBH LI 2 Amazon Cognito 7HEAF OFHLHAM S| AFE X £ =€
TE2 HZSNL

- QEEIHR7IID EES BHESH=EX| EHQI5HMIL. ol E E0d, 7|27t 9 openidE ID EES HHE
& X|2t aws.cognito.signin.user.admin HQlE 2Z K| ot&LICH

« A

AMEE 7Y IdP2 215 5te{H 08 MMM IdPE & dstErLICH RHMIEH LHZ 2 Amazon
Cognito 7HEF X SFLHM | EFAF X174 S S2AHE S6ll AAEA £ 2001 MMHE FHZTFHAM L.

« Amazon Cognito2| 2 URL ZE=0|AM CtS 2|C|ZMH URLE S8 FLICt 047|A DNSE 2ZE &
Mol =2l 0|F 0|1 CNAMER o E2[7 0|42 DNS HEULICHAIE st= B2).
* https://DNS/oauth2/idpresponse
* https://CNAME/oauth2/idpresponse

 |dP o] 2 URLO| U AHER E THIQE S ELICH IdPe| E4Alg AFSELICH CHE olE &
Z3tM2.

|>I0

i

* https://domain-prefix.auth.region.amazoncognito.com/saml2/idpresponse

* https://user-pool -domain/saml2/idpresponse

H 2CHO|ME MY M URL2 ZF AZXE ALE8loF &L CH.
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-federation.html
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ALEXE7E Amazon CognitoE AFE 501 AL ALE QIS S 25 HWHME 2 HE = UL S 5l
cognito-idp:DescribeUserPoolClient ZYE &Y = U= HEHS AL Xtof|H FoisHoF &
L|C}.

00 p

Amazon CloudFront A} Z=H]|

Application Load Balancer®| ZZE0f CloudFront HHZ & AI&35l= G OIS MM E g MsEhLct

- MY 2% JH(ZF) - CloudFront7t QIS E Qol Chet SE2 FHAISHR| =5 ELICH o|F A 5t
T QIE Mol Bt El F SH0| FJHAHIM MBEIX| et&LICH EE= 7HA0| #M3tE[o] /e S¢t
Ol 22 £0l|7| /8l CloudFront HHEZ 2| AR At= 2185 F 7|7t BF2 E|7| Toi TTL(Time to Live)
ZLO| B2 E|E & HdHE = gL

- F2| EXE MY &

ISR F) - EE WEHMIL IIPE AEXE 21E5te ol ERe #HEl 2XtE ot
cO|E{of] HAMAE &= JUTF g LCH
o RI| MY (2F) - CloudFront7t ZE 2185 £ 7|8 ZE WHMZE MYSITSE ?JL—“:P.
« Amazon CloudFront2} & 74 OIDC(OpenID Connect) 2152 & e ™A HAZE F20lM
£tO|91E OIDC 2IC|&M

HTTPS ZE 4430| L2t E|H A8 El=X| & Lok 22 x| gfe™ Z2to|A
URLO| #zf A& URIQ| ZE 5o Ux|5tX| otot QIF Almi7} wash -~ Ql&Lct

M-SR 215 T4

StLt o4k ol Z|ALH Ao CHEF 215 22 M50 AH&XF 2158 FHELICE authenticate-
cognito % authenticate-oidc & FE2 HTTPS SIAL{MIMPE X[ HELICH sHE E=of CH
8t MH2 Elastic Load Balancing API & & H{7 2015-12-010{| A AuthenticateCognitoActionConfig &!
AuthenticateOidcActionConfig® & ZHM|2.

EC HHME 218 4EE |XI5t7| I 2eto|AEd MM F7|8 E-LICH AEXt 2IE
ol= HTTPS A7l 2R35IEE 0| F7|0= &4 secure £80| Z&ELICH o] F7|ol=
CORS(Cross-Origin Resource Sharing) 2 80| Q= SameSite=None £430| Z & & L|C}.

SE/xIel B2foleie A0 BRE of2) ZEAOIE AR E 22 WEKO B2 AS KHel0)
U 2t BlAL{ RElE 13 77| 0[F0| 20{0F FLICH 0| Sai SetolHEE Falof XIHE
Oy JES=E E|'°E'E|7| H™of & & IdP2 QIZELICH.

Application Load Balancer= URLZ AT E F7| f2 K|35 K| et &LICH

7128Mo 2 SessionTimeout EEE= 7 E MHEILICH B2 MMo| 2F B2 MM XSt AlZt
S1XZMKR| BH 7HE = U&LICH RAMIEH LI 2 MM MEH A7 BHHE EZSHAIR.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
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O Z 2|7 0| Mof| Z{Zd 5t Al OnUnauthenticatedRequest EEE FMELICI CHS o € HXFIAIL.

« MABRIL A EE TIY AHE BBE A8stod ZaldlofF shE oHE 20l - o] U2 VIR =
MOl quthenticatedM XIHELICH AFZKI7F 20161 X| o2 AR 2ZE WHME @&HEZ IdP
Het o4 A=ZQIEZ ZC|A Mt T IdPE ASKOIAH ALE XL QBT O|AE AFEStod 21 Ql5tE}
o ELCH

« 2015 ASKHA 71 M BEI|& MEetHL 2aQlstX| o2 ALSAtolAH it 27| E A
3ot ofE2|70|M - o] 'rr% | OZ 2|70l E K| H5tE2{H allow SME A ELICH ALE XLt
EOQI%t 42 2= WHM= AISA 2 E M3B5tod oiE2|7H o2 7Hel MHE =

AELICEH AERI7F 2QI6HK| I 2 B¢ 2 WHME AHEX 28 9lol 2HE MLEstH

g
OHEZZ|7o|M2 et E7|E MBE += A&LICt

« O xolct JavaScriptZ7t ZEZ|= B H 0| X| OHZZ|FH0|M - deny SME AIE5E B2 2Z& W
Me 018 HE7I Q= AIAX ZE01 CHa HTTP 401 ™3t Q18 @7 E pHeHELICH 2Lt AFE X7}
ClE HEE Ot ft 32 ZCI0|HEE I|dP et Fo{ A=EXQIEZ Z|C|RMELICEH

Ec HHME IdP E2 A=ZIE(TokenEndpoint) & IdP AFEAL HE A=EZQIE
(UserInfoEndpoint)et &&IE = R/0{0F B LICE Application Load Balancer= O|2{E AE=ZQIE
o SAIE M IPv4Et XIHELICH 1dP7L HE R FAE M85t B2 EE WMo 2ot 28T VPC
O HEXZ ACLO| A= ZPIE0of CHEH HMAE 5{BSHEX HlstMe. LIF ZE WHM EE IP F
4 8 dualstack-without-public-ipv4E AFE5tE A< NAT HOIESO|E Sdll 2= WM
7t AEZRIES SAE & UGLICH REA[EF LHE 2 Amazon VPC AHE HBA{ Q| NAT H|0[E%0] 7|

= A EHHE ARt 2.

CHZ create-rule BB AFE 35104 AIE X Q215 -/ EFLICE

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions Field=path-pattern,Values="/login" \
--actions file://actions.json

CI=2 authenticate-oidc & 2 forward S X|™Hst= actions. json It | of ML
Ct. AuthenticationRequestExtraParamse= QI8 &S¢0t IdPO|| &7t metO|EE MEE = ULSE
B LCt K|kl HEQIX| &elsttiH 13 8F SZ X7t M3 ste dBAME FXHML

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html

Elastic Load Balancing Application Load Balancers

"Issuer": "https://idp-issuer.com",

"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",

"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",

"AuthenticationRequestExtraParams": {
Ildisplayll: Ilpagell’
"prompt": "login"

1,
"OnUnauthenticatedRequest": "deny"
1,
"Order": 1
1,
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
1]

CHH2 2 actions.json ¢ 2! authenticate-cognito XS X|H3tE= forward T Q| o QL
Ct.

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",
"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
I
"OnUnauthenticatedRequest": "deny"
I
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"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
]
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5. {&st Mt 2o I=E 2t |dP7} Application Load Balancerof ID E2 2! HMA EEE A
SELcH
6. 3 C}S Application Load Balancer7t HMA EE2 AM8A HE AEXQIER MEELICH

7. AKX HEQJAEZQIEE AEX oS HMA EESE WEHEHLICH

8. Application Load Balancer= AWSELB !5 MM 27|& ALE5t= AFSAHE #eif URIZ 2(C|
MELICH CHRE 2o HEIR A E F7| 27|18 4KE NEHsH7| 20 2= WHME 37|17t 4K
E xt5teE F718 ot 7|2 A= ELICH IdPOIM =418 AL X 28T HMHA EE O
& 37|17t 1MK HIO|EE £t 2= WEH M= S2tO|MHENH HTTP 500 L7 & dtetstn
ELBAuthUserClaimsSizeExceeded X|EE S7FAIZILICH

9. Application Load Balancer7t #7|& A&5t11 AHEXt HEE X-AMZN-0IDC-* HTTP &llH M E
O| CHM O 2 MEFILICH REMEH LIS AFEAF 2l Q1T T 2 M =0l B2 FXRSMAIL.

10. CH&2 Application Load Balancer0ll SE& ™&ErLICEH
C

11. Application Load Balancer7| /&5 SE2 AL X0l A M&&hLct

PEEMHS1~1MHAHAE HxH £& 2™E2 9~11EHHE HEILICH &, 2E 54 QX2 7|71 ot

ZE|X| of2 §F 9B A0 A AIZHEILCE.

H sll{oll &7HELICH Application Load

AWSALBAuthNonce F7|= AF2 X7} IdPOIAM Q158 & ©
HAT|X| ok &LCt.

_I
Balancer?} IdPOI A EIC|2IM @3 e &E|st= dAale

IdP7} ID E20IM §53t M2 12 EEZE2 MEsleE ER 2E Sy
MM Agk Alztol ZIHE[7ALE IdP M2 T E 0| Alufe kx| HMA EZ0| B2 E ottt Ol EE
ArE3to AR 2SS ME TELICH A8X7F 2O0tR6HH ME D E 0| Alufst =

= AEXE IdP HEH 2o Q=X QIER 2|C|AMELICEH O|E A otH AAEXI7F 20t & 2
M7 MMHE SEE 5 Q&L RS LIS 2 MM AEH AlZE B2 FESHAAIL.

(® Note
7| 2= Q5 MM Bt2 e CELICEH 7| Mt 7|9 £40|0H 72 MYELICEH 215
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AR SEIY Q1T U M =l

EC WHME MEXIE U3 R QEE ¥ IdPUIM = AIE ALSAH ZEIYE CHatof| & ELICH
2c WHME= ofZZ|F0|M0| MHS &lstn S a0l 2= WHMOIM MS NS S &g +
UEF ALS A Zoi ol MBEELICH

Z2E YWHME CFS HTTP SlIHE F 7+ &L C.

Xx-amzn-oidc-accesstoken

B orel 2oid2 §E AISKIE AEste 7t £2 el

X-amzn-oidc-data

ArExE 28, JSON & EZIWT) 4.

HHA EE L ASA 2EU2 ID EEN CHELICH HMA EE X ALSA 202 HH 2la20

CHEM AM AR 51E SRR ID EE2 AASAE 2B 6t7| @It F71 EEE MY ELICH Application
Load Balancer= AFSALE QIEE [ M AMA EES H-5tD AMA EE U S UL A =of
Mg ¥ DEE HEE E%srxl k&Lt

Olgiet EE2 JWT A4S MEX|2 ID EZ0| ot HLICH JWT B 40l base64 URL A4 2= 213
HE S, Hol2E & MEO| X E|T Zof Y A7 Z&HELICH Application Load Balancer=
ES256(P-256 & SHA2562 A& 3t= ECDSA)E AFE5t0{ IWT AMES A8 LICt.

o°"

JWT 3= CHE 2E7} = JSON ZH&{| IL|Ct.

{

"alg": "algorithm",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",

"iss": "url",

"client": "client-id",

"exp": "expiration"
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}

JWT HOIZEE IdP AFE A HE A= ZQIE|M £AIE AKX 20| & Z|l= JSON 2L
CF.

"sub": "1234567890",
"name": "name",
"email": "alias@example.com",

llIé‘.:
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AWS GovCloud (US)2| A< =z E= i1 Z&LCt

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id
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https://github.com/awslabs/aws-jwt-verify?tab=readme-ov-file
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Zto|E E:LOP% 2 Ho|X|= ¢l&5 0| ER5tK| et&LCt &, 2150 2R 8 Application Load
Balancer & F{0i /2 = A&LICtH

« Q30| CHefof HMEE|H o EEIZH0M2 ZE IE 7|0 CHal|l Bt2 & 12 A8l of &LIC.
Application Load Balancer= %|CH 16K 2.7[2| £ 7|& X[#St2E ZEI0|UER T™MESt= AFEE A
CH 47077k K| ek == &L
* |dPOi| 220t A=ZQIETL Q

LMol MHE LOGOUT YIEXQIE)Z ZC|HME Al
« |dPO| 2302 AEXZQIETL Qs B2 ™2 Z2t0
91 =2 M AT CHAl A|ZHELICE

« |dPO| 202 A=EZQIET} QICtT 76 H |dPE HMA EZ2T M2 T2 EZS OF25t1 A
ZXE Zcto|¢E Z0 2 1| O|X|Z CHA| 2|C|& M35l oF gFL|Ct
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Application Load BalancerE Ar&3t04 JWTs & Q!
ZE0|AET MB5t= JSON & EZ(JWT)

2
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Ct. 2EC WMz JWT7 22 E 2 AI0F 2 2Helo] AMRN el 4% & Q0| UWTE =eld

ALBE EZ MEE AEstH "iss' (Y2 H 'exp'(BtR)2t= F 7HX| E Zdo| ELELICH Bt
EZ0i /= B ALBE= 'nbf(0|Z0| Hil) 2 iat' (Aol ZE) LY AEELICH A5 2 <l
z|cH 1074e] =7t 2eHE F I = U&LICH oleder a2 Ml 7kX] A E RIZELICH

=
. BWoz THE Wz TEE ol Z(IH 1074 2
=
[

EZ0| R84 ZEE WHHME EZ0| Y 2HE Mol Qe 2oz ME§hucH OZEX| o™
MH|AOM 2-Hg HEELICH

1. ZEto|HUE IDet E2to|ME Eot A F & WZ st IdPo| MHIAE SHEFLICH
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https://docs.aws.amazon.com/cognito/latest/developerguide/logout-endpoint.html
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2. IdPE “4'=§ S E5104 MH|AO| CHEF HMAE QERLICE IdPE HMA EESZE SHELICH
Ol EEL YttMo 2 |dP7F ME>sH ywTlLCt.

3. JSON & 2] 9' A|E(.JWKS) ?_IE;‘T';OIEE gg%:“—“:-l' 2C HEH|E_A'iE —_I'ngl_l' XEl_ %"E=|7F_| -?—lilO'" IdP
7t HAIE H{EE! 7|12 2S5

4. ™ S| JWTE £ &
RS256 ¢ 2|&0F X|HELICH

JWT ZZ &8t

Application Load Balancerol A JIWT HAE 2 AE5t= B JWKS(JSON € 7| ME) IEZQIEE= C}
= 2T MEE SFalofF &L

. ZCH 22 37]: 150KB
« Z[CH Z| %=: 71 1074

olg{et AMet & stLIE Z1Hét= B2 Application Load Balancer=

ID MIZ YAl JWKS ASEQIET} 0f2f2t MtS ZTste B2 HEEIAH0IM ZEof JWT HES
e L 7| METHE &2 1D MIZYUME A8 sts 2ol EaLICH

ZE£E2 AL8sto JWT &elg FdstedH

—

https://console.aws.amazon.com/e02/01|A‘I Amazon EC2 2&£2 LICt.

2. B & 9| Load Balancing Ot2{0lA 2= SHME MEAFHLICE

3. Application Load Balancerg& MEist 1 2|A L] RS MEHEFL|CE

4. HTTPS ElAL{E ME4St D 7= 2|8 ME{ghLICE.

5. TE FIIE MEAFLICH

6. (MEfALE) =l O|F2 XHeted™ O|F L EHOE =& st Ol S U=ELIct EH a8 F7t
StEd™ FIt el FI7HE MEHS D EfT 7|t E T gfS =dELict

7. ZHoM 1~570 = 22 HolgfLict
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https://console.aws.amazon.com/ec2/
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a. JWKSQEXZQIEN JSON & 7| ME AdEXZQIE
JHE o 2 HA|AE £ Qlo{of 5t JWT MBS =
gt

b. 2ZXIol B JWT EE0] iss 20| ol 4 gtS =gt

o

o
c. (MEAY) F7 2eUS HEsttdH F7F 2eldS M=

i. 2o ol A5 2ol olFS LT LICH
i. FAolM 2ol a2 siMetes SHE MEELICH
1. B EX: 2olelol Z&5] stLtel x|YE 2tz U x|sHofF gLt
AL HiE: 2ol Hide| 2t & stitet Yx|ahof & L|Ct
SHoz EE gk 2alYole XIHE g2 ZEslol st SWo = FEE ol X
2f gLt
iii.  Ztoll 2oIYol ofl 4 2t U=ELict
iv. Z=7+2cledol Cish BFSELICHEICH 10712 221 Y).
10. &, et HHoM EE HE 43 = ol st= 7|2 HH(CHEL2 MH, SlC/¥M E=
1Y S HEhE MEELICH
1. Zeofmet 7|18 Y 744
12. Mg M=t

CLIE AtE3to JWT =elg T d5tedH
CHS create-rule @S AFR 35104 JWT 2012 7 AIEHLICEH

JWTsE &Qlsts HYS A8stod Elal Aig S8 LT ElAL= HTTPS 2|AL{040F F LT,

(® Note
IWT A5 7488 M JWKS QIEXZQIE EH | 3 7|7t 150KBE Z=1}5t7{LE Z|7F 107HE =
nat=x| ZolgtL|ch o|st MEtE Z0tsteE ST chalof CHst 2™ ME S Y X[ghL|Ct.

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \

CLIE AFE5lod JWT &elg F4ds5tedH 201


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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--conditions Field=path-pattern,Values="/login" \
--actions file://actions.json

CHZ22 jwt-validation 2T} forward S 3= actions. json I+ O] of QIL|CH X|&
= LECQIX| #felsted X3 8H SZA7H M3 ot HHME HXZ5HMIR.

--actions '[

{
"Type":"jwt-validation"
"JthalldatlonConflg".{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com"
},
"Order":1
},
{
"Type":"forward",
"TargetGroupArn":"target-group-arn",
"Order":2
}

]l
Che o ROkl HEE %7t B2IUS xIMEUCH

--actions '[

{
"Type":"jwt-validation"
"JthalldatlonConflg":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com",
"AdditionalClaims": [
{
"Format":"string-array",
"Name":"claim_name",
"Values":["valuel", "value2"]
}
1,
I
"Order":1
I
{

"Type":"forward",
"TargetGroupArn":"target-group-arn",

CLIE A&35to{ JWT =elg Fdsted™ 202
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"Order":2
] 1

AHMIEE L2 2 the section called “BlA L] 2" EFHE EXSHAMAIL.

HTTP a4 & Application Load Balancer
HTTP 2% H HTTP SE 2 sile] Z=& AL&5t0 HTTP HIA|X|of Ciet EE ™SR LITH HTTP 3
C7t AtSe 2 FIHELIDH sl HE= S22 FEE 0|§-2t Hlofo|H CRZHEIX] 2IE) X LF(E
HHE)E FEELICH HTTP Sl EE9| E& ZE 2 RFC 2616, HIA|X| 5|H0d| & o|z|o Q& LICt Xt
S22 FIHE|T o Z A 0|MolM Ll Ar8 El= HIEE HTTP SIGT MBET l&Lich YR Hi

A |O oh

Z HTTP 4= X-Forwarded HFAFE 7HX|1 Q&LICEH Application Load Balancer= CHS X-
Forwarded SICHE K| & LICEH
HTTP @420 CH$t XkM|I 8t LI 2 Elastic Load Balancing AF& MEMO| B2 & 2 S AT AML.

X-Forwarded &l

» X-Forwarded-For

» X-Forwarded-Proto

» X-Forwarded-Port

X-Forwarded-For

X-Forwarded-For 2% 3|l{= HTTP 2= HTTPS Z2E WHME AL e [ ECt0[MEQ| IP F
A8 AHS= 0 222 SUCH 22 WHMII FEH0|MES M 7te| ERfEE 7I2R7| ME

ol M HMA 230 2= WEHMO| IP FAD T ELICH SEI0|MES IP FAE &Ql5E{H
routing.http.xff_header_processing.mode £42 AFE35IAAIR. O| S AI& 35104,
Application Load Balancer?} CH& 0| R HE ELH7| 0| HTTP 82| X-Forwarded-For SHE
M BEE E= MHE = JU&LICH o] £Moi AH8 7ts#t 242 append, preserve & remove &L|C}.
O] Mol 7|22t2 appendLICt.

/A Important
Hot 2lE{o| wAe &~ Qo O 2 X-Forwarded-For SIEE AS35HAH AL&38HoF ELICH g5
2 HEXI LM MHstH 25 E|l= AARO| FItetsE FR0lE MEE = e "oz 7t

2 4 AL
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https://datatracker.ietf.org/doc/html/rfc2616
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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*MEl 2E

+ Append

* Preserve

o N

Append

7|12X o2 Application Load Balancer= X-Forwarded-For % slC{oll 22I0|IEL| IP FA

£ XZ&5tm o] e MHHE XMEEILICH X-Forwarded-For 28 {7t HE @&of Z&E|X|
ole 4 2 HEHME SCI0|UE IP FTAE @M o2 AI85104 5tLIE MAMELICH 8K

ofom 2 YWRHMII ECI0|HE IP FAE 7|E ol F7I5t1D SIHE MB{Z MY ELICH X-

Forwarded-For2% slH0|= €lE2 FEE o IP A7} T&E = U&LICH

X-Forwarded-For 28 dl{o| Al Ctgat Z&LC.

X-Forwarded-For: client-ip-address

Ct

0jo

SIPFEATF203.0.113.7Q 20| E Q| X-Forwarded-For 8% s|HlL|C}.
X-Forwarded-For: 203.0.113.7

CI22 IPv6 A7 X-Forwarded-ForQ! E2I0|21E 9|
2001:DB8: :21f:5bff:febf:ce22:8a2e % &l LIC}.

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

Z22l0|ME ZE B & £4(routing.http.xff_client_port.enabled)0| 2= A0 &
M3tEl B2, X-Forwarded-For 8 3|L{0l= client-ip-addressoll £7HE/&= client-port-
number2(E) ZRLICHEESE 7 &8). 0|F sl A2 ot 2 &Lt

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

IPv62| B 2= W M7} client-ip-address2(E) 7I& Sl £7I5tH FAE CHE
L|CF.

ok

2

A0
>
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CIS2IPv4 £A7112.34.56.780|1 ZE H15 7} 8080Q! E2I0|1E Q| X-Forwarded-For 2%
sl L|Ct,

X-Forwarded-For: 12.34.56.78:8080

2 IPv6e 471 2001:db8:85a33:8d3:1319:8a2e:370:73480|1 TE H35 7} 808021 £20|
9| X-Forwarded-For % &llC{{L|C}.

o
=
E

Ct
a
X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

£M9| preserve ZEE A2 M E|7| T HTTP 29| X-Forwarded-For &7} o{fH &
Aoz HEX| XS ELCH

£ M0| remove FEEE CHA O 2 MSEE|7| o HTTP 89| X-Forwarded-For SIHE N 7HEf L

Z22l0|¢E TE EZE £ 4(routing.http.xff_client_port.enabled)2 &Mt
routing.http.xff_header_processing.mode £%0i preserve == remove=(E) MEE
A2 Application Load Balancer= ZE2I0|HE ZE EE £ MHOlFLICH MES= [
CHA o 2 MEE|7| Xoi| X-Forwarded-For &7} BH4EE|X| &8 7Lt M HEL|Ct.

Ct2 E0i append, preserve, £& remove ZE & 5tLIE MEIE M CHA 0| BH= X-Forwarded-
For &lCi2| oi|X|7t Liet RU&LICE O] o A|oi| A OFX|2F &2l IP FAE= 127.0.0. 1LICH

L MHH 3 oA append preserve remove
SH™O| XFF 3l GET / X-Forward EMstK| LS EMstX| £ S
0| MSEILICH  index.ht ed-For:

ml HTTP/1.1 127.0.0.1

Host:

example.com
RHO|XFF&lld GET / X-Forward X-Forward EMstKR| LS
9l Z2l0|AE IP  index.ht ed-For: ed-For:

ml HTTP/1.1 127.0.0.4
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2E Y 23 oA append preserve remove
FAHE EZESt0{ Host: 127.0.0.4,
MSELCEH example.com 127.0.0.1
X-Forward
ed-For:
127.0.0.4
QH™O| XFF &lld  GET / X-Forward X-Forward EXHEHKR] b2
2l oi2{ 220 index.ht ed-For: ed-For:
EIPFAE X ml HTTP/1.1 127.0.0.4, 127.0.0.4,
g5tod MEELl  Host: 127.0.0.8, 127.0.0.8
Ct. example.com 127.0.0.1
X-Forward
ed-For:
127.0.0.4,
127.0.0.8
Console
X-Forwarded-For §|{E 2t2|5t2{H™
1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 2£& LC}.
2. EMFOMEE YWHME MEdELICEH
3. EC YWHME MEfsL|Ct
4. &8 oM HES MEdSL|CE
5. Eg{Z 7o MMo| mfZ! M2loll M X-Forwarded-For SICHodl CHal =7H(Z[22)), E& E&= A
HE MEFLIC.

AWS CL
X-Forwarded-For &l|CHE & 2|5t24H

routing.http.xff_header_processing.mode &1t &7 modify-load-balancer-attributes
HAES AL ELICH 758t 2E2 append, preserve %! remove QILICH 7|E2Zf2 append LI
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.xff_header_processing.mode,Value=preserve"

CloudFormation
X-Forwarded-For 5| E &2|5t2{™

routing.http.xff_header_processing.mode £482 Z &S

=
AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE O|0|E&LIC} 7Hs 8t 24t append,
preserve & remove LICt 7|=2t2 append2LICH.
Resources:
myLoadBalancer:
Type: AWS::ElasticlLoadBalancingV2::LoadBalancer
Properties:

Name: my-alb
Type: application
Scheme: internal
Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup
LoadBalancerAttributes:

- Key: "routing.http.xff_header_processing.mode"

Value: "preserve"

X-Forwarded-Proto

X-Forwarded-Proto 23 sl|lE{= ZEI0|HEI} EE WHM HAZN AAESt ZEEZHTTP E=
HTTPS)Z Algste O T2 BLICH M HMA 201 M9 22 WaiM o A E Z2E
20 X3 k[0 UM, ECt0|UER} 2E WHM 7o A8 E Z2EEZ0f CHet HE = Z & [0 /UK
of&LICH Zeto|oER ZE WRHM ZHo| IS E T2 EE 2 &0Ql5t2{H X-Forwarded-Proto &
SIHE A8 3tAA|2. Elastic Load Balancing® X-Forwarded-Proto 238 dlHoi E2t0[|iES 2
E MAHAM 7| AISE Z2EEEE XMEStD HHE SIHE M Lch

OiZ 2|7 0|M0|L} ¥ AIO|EE X-Forwarded-Proto & dlol| XHEE ZZ2E
URLE S8EO| 2lC|&M £ & Fict

M
fjo

A&stod s
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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X-Forwarded-Proto 73 3l @Al2 ctg1t Z&Lct
X-Forwarded-Proto: originatingProtocol

CIS ool = HTTPS HoZ M ZEI0|HE M A|ZHEl 230 CHEE X-Forwarded-Proto 23
SIc7F 2 elo] U&LICH

X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port 3 sl ZCI0|HETI 2 WHM @120 AFE 8 CHA ZEE Al¥E5= O

E&E &Lt

Application Load Balancer0| CHEF HTTP 3llH =74

Application Load Balancer= 2 &llC{et SE &l ZF0i CHs HTTP sl =X
270l T EE UO0|EE ER gl0| sl =2 S5 ofEEI7 0ol ECf=EI 22

Mjofg = AU&LICH

o

s =& gdstsidd sl =& g dst S HEstM .

mTLS/TLS &l O|& H}F 7|

3llc] O|& HIF 7| 7|5& AFE 35 Application Load Balancer7} A4343t0 @ 2ol F7I5t= mTLS &
TLS sllHe| o|§ 2 #+AHE = A&LICt

0%

HTTP SI{E =3l 0| 7|52 S3H Application Load Balancer= £ &40l 2 3! & S
X

A&et= ofEE|7olME & XIE = &L

5l Ay
X-Amzn-Mtls-Clientcert-Serial-Number TLS SHEMO|3 St 22t0IMET MAlsHE
M elEME Clao| Aledstn EHOlg &= G
L|C}.

X-Amzn-Mtls-Clientcert-Issuer

—%OI E!L—IEL
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&l AH
X-Amzn-Mtls-Clientcert-Subject Z20|ME QIE M of eh= CHatol CHEE &f Ml E
2 E XM335t0d mTLS 21& ool Al 91F,

X-Amzn-Mtls-Clientcert-Validity CHefoll M AtE &2l Z2I0|ME 1B M7t Ho|
= RE 7(7F ol U= &elg = JUEF
0 QI M7} BFR2E|HLE Z7(0i| AFSE[X| &t
g gt

X-Amzn-Mtls-Clientcert-Leaf mTLS SHEM|O|Z.0{| AHEEl E2I0|ME QI M

—
BM QIS ABY 4 TS FLICH o2
5104 @4Z00| O EistT QIS E MEHUS BB

LICE.

0 »

X-Amzn-Mtls-Clientcert ™A EcIo|UE CIBMHE Z&ELICH CHAO|
S 2B Aol AEIM
A

X-Amzn-TLS-Version 10| AIREITLS T2 EZ 0| HTZ LIERH

Mx

or 0
mo Hr
ol

st ol AR ElE e s
FERELICE 018 S A
-

X-Amzn-TLS-Cipher-Suite TLSO{ A ©4Z
I.

-

—_

o
!
o
O
10
I
I

HL
o
1
Fi

(][]
on
o
N

2 o
i
L fob

M3

my rir
[0
o lo
Q'I_l
kI
HL
e
02 mjo
4>

S& 5o 27}

8l & =S AL8 35 Application Load Balancer7t SE0f 2ot #t#d |IHE FIHSIE & 7188 = U
&LICH O|2{8t £ & A3t HSTS, CORS, CSPE Z & sHE A UE &= U&LICH
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7|[2Mo 2 0|248 sll{= Hlof JU&LICE 0] B2 Application Load Balancere did S sIHE =X
otx| ef&LCt.

S S E &d3l5tH Application Load Balancer= T+ E 72f2 X &8t Y sIHHE ZE SEHAO =
74ErL|Ct CHArOll M BHetEl SEO| HTTP 8H sE7 23 E 49 EE ¥WHMMe sl gt2 + o= &
O E YO[o|ERLIC OFX| te™M 2 WHMeE YE 22 ArS5H s HTTP 8 SllHE 8

ol F7t&tL|Ct.

sl =k

Strict-Transport-Security INESES

Access-Control-Allow-Origin CtE QE|TlIo| M cia el 2|AA0 HMAE =
A=X| 042 E Mo{&rL|Ct. O|F A 54 FEF A
MAE v x|stHM OHXI8H mit @ 2|7 A5 &

&0| 7t &L,

Access-Control-Allow-Methods CHANOf| CHEE &t 2
HTTP IHIH_% X|&gLict. o|& Saf Chafst
LE|TIM =&E & e S Moig = U

&Lch.

Access-Control-Allow-Headers nxt 22T o £&E £+ Us AR
5l == H|E= S E X|IHE
SIHE Salf CHYst 22|FIe|

I.
HeHE B & J=X| Mo{g +~ A&LICH

1

Access-Control-Allow-Credentials Zelo|METL 7|, HTTP @1& =& Zeto|Ad
EQIBMS Z2 X4 5HE ux LETF
off L& X o{EE X|I'E&LICt

Access-Control-Expose-Headers CHa ol At 22|Fl EH| A ZEH0|AET A

MAE = e FIt SE FHE XIHE = A
T 5 3EFLICt.

n
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&l AH

Access-Control-Max-Age HEl X7t A Fo| HItE A" = JUE
71zt 8 Ho|5to] grE X0l A ZAte| EHe A
2 ZLICt O|& S EH ux LEITI 2F
of 228 OPTIONS & 8 £0{ Hs5E |

AEY o|0X| S & AOIE7 2E
= UE BlAAE Fofstod XSSt &
o]

348 Exlst= 2t 7IsLich

Content-Security-Policy A
]

X-Content-Type-Options no-sniff X|AE2 & AFESH EEI X7t Elas
it

X-Frame-Options # m|o|X|E =
=2

BE]
SAMEORIGINT} ZH2 7fS ZEIx7J} otA E=
AE|E 4 gl 2 AFO|E o] YUHISEIX| ST =

BEYELIC

[e]l]

24 Application Load Balancer7t S E0i| A server:awselb/2.0 sIC{E HIE
O

=2
o =
gdg =+ U&LICH 0| Sall MH 58 & &8 £0|1 ol Z2|7| oMol FIHHCl &

%4 0|8 routing.http.response.server.enabled®LICt 318 758t 22 true £
false®LICt 7|22f2 trueLICt
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« EF BRE_ 5L /2O [1e<>=-+ 18 | ~N%
- &M 7I2 1KBE =& = Qi&LICH.
- Elastic Load Balancing2 sl 2t2| R & &2 =Qlst7| fldl 7|2 = A5 s ELIc ag{ut
Ed sl{ol M s Zhol| RIHEl=X| oiR = &g = gigLct

siH =8 7|52 7IBEMo = HIE Gt E[0] (IeH Z ElAL{HEz 43t oF FLICH AbAMEF LIS

|2
HTTP 3l = BreE & ESHAAIL.

https://console.aws.amazon.com/ec2/0ll A Amazon EC2 2£& LIC}.
EfA Zo|M 2E WHHAME MEHFHL|CY

BlA U 7A B0l Z2E ST EES Mes) 2lAli2l 44 HOIXIE it

1

2

3. Application Load BalancerE ME{&FL|C}.

4

5. Attributes(54) B0 M Edit(H &) S MEHELICY.

BlA 442 1802 TAELIC FAEE JlS5S MeFLIC

1 O -

6. [HTTPS 2lALd] &8 7b5 38 mTLS/TLS 3iC 08

a. ™ 7}58 mTLS/TLS 5] O|&& &h&rstL|Ct.
b. =H&gH 31“3% 2M3H5T 3H'E>F 3l | MBELIct REMIEH LH® 2 the section

o
=
AotAA2.

e 2t MSELICH REAIEE LI 2 the section called

©
|-II
oY
Pl
o2
Rl
02!
fjo
rx
g
it]
r
o
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https://console.aws.amazon.com/ec2/
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Elastic Load Balancing
AWS CLI
Sl =8 gd3tstodH
modify-listener-attributes BEE A LICH &4 S &2 the section called “5lH =8 £4" MM
2 AZTsHMR.
aws elbv2 modify-listener-attributes \
--listener-arn listener-arn \
--attributes "Key=attribute-name,Value=attribute-value"
CloudFormation
8l =8 g3t
£dg XS5 AWS: ElasticLoadBalancingV2::Listener 2| A4 E UC|O|EELICH £ S5
2 the section called “SIEH =8 £ MME XML
Resources:
myHTTPlistener:
"AWS::ElasticlLoadBalancingV2::Listener'
!Ref mylLoadBalancer

Type:
Properties:
LoadBalancerArn:

Protocol: HTTP
Port: 80
DefaultActions:

- Type: "forward"
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
"attribute-name"
"attribute-value

- Key:

Value:

A
o
routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name
JstLct

1B

sl o|§E +=E¢

clientcert_issuer.header_name
213

S} 45
Ct=2 Application Load Balancer0il M X|¢5tE 3l =8 4 lL|Ct

X-Amzn-Mtls-Clientcert-Serial-Number2]
routing.http.request.x_amzn_mtls_
X-Amzn-Mtls-Clientcert-Issuer?2| &i|{ 0|2 & £ gfL|C}.

s =8 gdst



https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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routing.http.request.x_amzn_mtls_clientcert_subject.header_name
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routing.http.response.server.enabled

HTTP S M SICIE 5188 x| E& MHEX 0428 LIEFALICE
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SHE FIHEhLCH.

routing.http.response.access_control_allow_origin.header_value
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routing.http.response.access_control_allow_methods.header_value

CtE 22|70 Mol HMAE [ S{El= HTTP HIMEE X|X517| 280 Access-Control-
Allow-Methods §|C{& F7}&HLCt.

routing.http.response.access_control_allow_headers.header_value
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routing.http.response.access_control_allow_credentials.header_value
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routing.http.response.access_control_expose_headers.header_value
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).

Pl

de
g 37}

routing.http.response.content_security_policy.header_value
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4. BlAL U 72 BolM ElAL{o| Holghe Metstn &hed,
5. =0l HAIX|7} LIEFLIE! confirmg QU248 Chg AKIE MetstLic)
AWS CLI

delete-listener WHE AISSHAMI2.

aws elbv2 delete-listener \
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Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123'
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80
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Application Load Balancer CH4 | AFEH & QI
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aws elbv2 describe-target-health \
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| DescribeTargetHealth |

R e Fem - B e +
| 172.31.0.57 | wunused | Target.NotInUse |
| 172.31.0.50 | wunused | Target.NotInUse |
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CH& & Ef= unavailable &Lt
 Target.HealthCheckDisabled - CH& I E0i CHEt 4 EH 2 Q10| HIE H3tE|AR&LICE.
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modify-target-group B E AL & LICH CHE of| Aol M= HealthyThresholdCount &
HealthCheckTimeoutSeconds A8 & 4O O|E&LICEH

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation

AEf 201 MBS 0| 524D
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Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:

Name: my-target-group

Protocol: HTTP

Port: 80

TargetType: instance

VpcId: !Ref myVPC

HealthyThresholdCount: 3

HealthCheckTimeoutSeconds: 20
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aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=deregistration_delay.timeout_seconds,Value=60"
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"AWS::ElasticLoadBalancingV2::TargetGroup'

Properties:

Type:

my-target-group

Name:

Protocol: HTTP

80
TargetType:

Port:
VpcId:

ip
IRef myVPC

TargetGroupAttributes:

"deregistration_delay.timeout_seconds"

- Key:
Value:
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Console

1. https://console.aws.amazon.com/ec2/0| A<l Amazon EC2 £ & L|C}.

2. ErM & 0ol oad Balancing OF2HOl M CHA &S MEHEFLICEH
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6. PG AIE MES MEiFLCH
AWS CLI

et Ld1EE&E Yolo|EstE{H™

load_balancing.algorithm.type &1 &7 modify-target-group-attributes BE2 AIE &
L|Ct.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes
"Key=load_balancing.algorithm.type,Value=least_outstanding_requests"
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CloudFormation
2I9E 2 12|E2 YOlo|EStE{H

load_balancing.algorithm.type £ Z &S
AWS::ElasticLoadBalancingV2::TargetGroup 2IAAE AUO|O|EELICEH

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.algorithm.type"
Value: "least_outstanding_requests"
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Console
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AWS CLI
L2 AlE 7|7 212 YO0l EStE

slow_start.duration_seconds &8 &7 modify-target-group-attributes

Ct.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=slow_start.duration_seconds,Value=30"

CloudFormation
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slow_start.duration_seconds $M8g Z &S TS
AWS::ElasticLoadBalancingV2::TargetGroup ZIAAE M| O|EEHLIC}.

Resources:
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myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "slow_start.duration_seconds"
Value: "30"
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«  Minimum healthy target percentage(X|4 H4 CHaf HEE)S MEAE CHS 152 E{ 10077+ K|
O| =XHE U=IgLC.

9. B A XMY¥S Mg
AWS CLI

CHe O35 el d-8E +HstedH

modify-target-group-attributes WEE AL ELICH CHS of|loi M= F HIEHY S Ef SE Z50f CHE
Y A S 50% 2 HEELIC

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=-

CloudFormation
CHe 28 MEf MHE +dstd

AWS::ElasticLoadBalancingV2::TargetGroup ElAAE YUHO|EELICH CHS oM E F HIEA
MEl SE D50l et M4 AAZLS 50% 2 A-EELICH

0

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"
Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
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Value: "50"
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Application Load Balancer CH&f 2 &01| CHSH AAXMEX| At ¥ 2= WHYE T = U&LICH

Console
it ¥ 2= WA Z HA|Ske{H
1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
2. EfM 09| |Load Balancing Ot2Hoi| M CHef 2 &2 MEAELICEH
3. Cia 220 olES Mestod M B To|x|8 ALk
4. Attributes(5) B0 M Edit(H &) S MHE=HELICY.
5. CH& ME4 7 FolAM A ¥ 2 WHAE 7|2 d-gch
6. WG AE MES MEfELICH
AWS CLI

Wit I == WHY S ofAl|stedH

modify-target-group-attributes W& E At 5t load_balancing.cross_zone.enabled &
2 false(2)2 MAgLC.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=false"

CloudFormation
Wi dd 2= WHAZ SHA|5te{H

load_balancing.cross_zone.enabled &%
AWS::ElasticLoadBalancingV2::TargetGroup 2|4

Resources:
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myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "false"
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Console
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1. https://console.aws.amazon.com/ec2/0|Al Amazon EC2 £ & LI}
2. ErM Z0| | oad Balancing OfEHOIAM CHa 2 &2 MEIELICEH
3. O OE2o| 0|2 MEiSo MR HE Ho|X|E &LCt.
4. Attributes(5) RO M Edit(H &) S MHE=HELICE.
5. CHah M= M FolM At F 2E WHAE 77|12 d-™ELCH
6. HZEAE MES MENELICE
AWS CLI
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dYstedH

modify-target-group-attributes &2 AF83t 11 load_balancing.cross_zone.enabled &4
2 true(Q)2 MAELICH

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"
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CloudFormation

Wit I =& WHYS Y5t

load_balancing.cross_zone.enabled &%

SHE ZYSIEH
AWS::ElasticLoadBalancingV2::TargetGroup EZl&AE E

=
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Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group

Protocol: HTTP

Port: 80
TargetType: ip
VpcId: !Ref myVPC

TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"

Value: "true"
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describe-target-health WS AL & LICH CHE ofAolMe= XIHE e 22| 2= CHAof CHEt
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aws elbv2 describe-target-health \
--target-group-arn target-group-arn \
--include AnomalyDetection
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load_balancing.algorithm.anomaly_mitigation %1t &7 modify-target-group-
attributes WHEE AASELICH

aws elbv2
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aws elbv2 describe-target-health \
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* stickiness.enabled
* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=stickiness.enabled,Value=true" \
"Key=stickiness.type,Value=app_cookie" \
"Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name" \
"Key=stickiness.app_cookie.duration_seconds,Value=300"
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Resources:
myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
- Key: "stickiness.type"
Value: "app_cookie"
- Key: "stickiness.app_cookie.cookie_name"
Value: "my-cookie-name"
- Key: "stickiness.app_cookie.duration_seconds"
Value: "300"
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Load Balancer7t 2= Y& A VPCO| I|o{—El VPCH| = B HE IP FAE SEE £+ Y&
Ct.

Console
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1. https://console.aws.amazon.com/ec2/0{l A< Amazon EC2 & & L|C}.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
https://console.aws.amazon.com/ec2/
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3. CHA OE9o| 0|ES MESto ME HE H0|X|E Lt

4. CHA R4S MEAEHLICH

5. CH& SSE MEgLICt

6. CHe Dol cHe 80| instance@l B AHS 7158 QIAEAE MEHSI DT LR F2 7|
2 XZEE MYolgtOts ot EF S SFo2 ZES MEfgLIC

7. CHA OEo|CHA REHO0|ip2 A2 ZHIP FAO CHA HEQITE MEHS T IP TA} ZEE
UAECIS ol E7 S &2 LS MENRILICH

8. CHA JEo| CHA R&O0| lambda®l B Lambda & & MENGI L} 1iE ARNS Q248
Ch XFMIEH L8 2 Lambda & +E CHYOZE ALS EHHE ESIMAIR

9. ER SQICHY S5 MEFLICH

AWS CLI
CHa 2 S55ted™
register-targets WES AASELICH CFS HAMIME QIAEA IDE CH 2 SSFELICH ZET} X
FL|Ct,

MEX| Yoo 2 2E WHME Ci4 I8 ZEE AI8E

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

ChHE HAIMIME IP FAZ CHY S SSELICH ZEJ XHEEX| ez =& WHME OiY

29
[ ]
O5 ZEE ASELICHL

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=10.0.50.10 1d=10.0.50.20

CtZ | Alo| A= Lambda & & CHE S 2 SSFEfLCH

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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MOlgs 285t
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AWS::ElasticLoadBalancingV2:: TargetGroup Z|AAE 4O|0|EELICE C}
= A= QIARA

=
EA IDE F COH& 2 SSELCH

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80
- Id: !GetAtt Instance2.Instanceld
Port: 80
CHe 5= 32
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
https://console.aws.amazon.com/ec2/
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deregister-targets WHEE AFSELICH CtF oAM= QUABA IDE SEE FOHYS SEE F
gt

aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890

Lambda & & Application Load Balancer®| CH& 22 AR
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
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HIZ2 = Application Load Balancer2| Lambda CHAM S 2t ZSHAIL.

Lambda &+ &H]

CtS & AP 2 Application Load Balancer@ 74 Lambda &+ & AI835tE Ao M8 FLCH
Lambda & +& S &8 ™&t

AWS Management Console2 At&35t04 CHA O &2 M45t10 Lambda &8 S5

XHE CHalstod Ea HEHE Lambda & 4 E&ol| F7HELICH JEX| AoH e O

AME835to] B SFFt & add-permission @HEE A& 5104 Elastic Load Balancing0ll Lambda & <

E SEE =+ = HEt2 $0{ AWS CLISHOF & LIC} aws:SourceAccount & aws:SourceArn =
g FES XHE Y IS E MEtete Rol E&LICH AtAEH LHE2 IAM ALS

£2 ME
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ni=;

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \
--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn \
--source-account target-group-account-id
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E—’é%l- T2 3l24™ Lambda &4+ £
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https://exampleloadbalancer.com/lambda_demo.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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Console

Z£S gt
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1. https://console.aws.amazon.com/ec2/0{| A Amazon EC2

2. EA Fo| 2= W 4(Load Balancing) ot2ioil A CH& & (Target Groups)S I=fgHL|CH

3. CH&t O & MdES MEfgLICt

4. & RPolM Lambda & & MEHFHL|CE.

5. CH& O& ol§ol tiy OE2l ol§2 =& ct

6. (MEH ALE) AEf 2Q1S Edststed™ AEf 2 Ql(Health checks) MAM0i| M & 5} (Enable) &
MEdShL|Ct

7. (MR AZ) EIOE HEYSHMR. 2 el 10 CHSH A Ef 2 FIHE MEHSI T BT Z|<t BT 7L 2
2qgrct

8. Ct3= MEfgrLICt

9. Lambda g+E SE& &£H|7l £/™ Lambda & ME4Z MEASI T S F0{|M Lambda & +E
MEHSEZHLE Lambda &< ARN 123& MEHSt T Lambda &2 ARNS Y=IgrLCt.
Lambda &f+& S5& &H|7} EIX| gi2 B2 L}&0i Lambda &+ §5& M=t 0|F CH
&2 SSELICH RHAIEH LI 2 the section called ‘LY S5 BHHE FEstAAI

10. CHet O & S M=ighLct

AWS CLI

aws elbv2 create-target-group \
--name my-target-group \
--target-type lambda

aws elbv2 register-targets \
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation

AWS"ElasticLoadBaIancingVZ"TargetGroup ROl E[AAE HolFLICt X|F Lambda &+ E
E& FH|7I £|0 UX| oto™ Targets S 2 PR

Om

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123"
Targets:

- Id: !Ref myLambdaFunction

2L WEHMM O[HE 4l

ZE WHME HTTP L HTTPSE S8t 20| CHEr Lambda & X|HELICH 2ZE WHME
JSON 8A|o 2 O|HEE MEFLICH 2E WH M= X-Amzn-Trace-Id, X-Forwarded-For, X-
Forwarded-Port 2! X-Forwarded-Proto s|lCHE 2 E &0 F7}&L|C}.

content-encoding SH7t oM EE HWHME= EE 2 Baseb4 2 QIG5
isBase64EncodedE trueZ A& ELICE

content-encoding 37} 1S ™ Base64 Q12 T2 EZHI= Rof et CHELICH 2EHE K80
text/*, application/json, application/javascript &! application/xmI@! 2 ZE #HM= 222 a2
&St isBaseb4EncodedE falseE AMELICE J8{X| oM 2= WHH M= EF 2 Basebd

2 91325t isBase64EncodedE trueZ AXstL|C},

CHE2 O[HE oi| M| Lct.

"requestContext": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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"elb": {
"targetGroupArn":
"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doect831leec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

},

"isBaseb4Encoded": false,

"body": "request_body"
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Lambda &+ 2| E0i= Base64 Q1Z ! HE}, 4B I E L SH7F ZEELICH EES Merg
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C
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2 A& nodejs 7|8 Lambda & 42| S o M| lLIC.

"isBaseb4Encoded": false,
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"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"

iy
"body": "Hello from Lambda (optional)"

Application Load BalancerEF At &S 5t= Lambda &= B & 3!0d| CH3H M= github2| application-load-
balancer-serverless-app2 & Z3HML. O™ Lambda &2 &1 o E2|70|4M, ofZ2[AH| 0| M
Mg MEfS CHS ol AWS Serverless Application Repository & atLIES MEEFLICY.

» ALB-Lambda-Target-UploadFiletoS3
« ALB-Lambda-Target-BinaryResponse
* ALB-Lambda-Target-WhatisMyIP

CtE 2t sl
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.aws.amazon.com/lambda
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http://www.example.com?&myKey=vall&myKey=val2
712 HA2 ASE B 2C WiME BelolMEdM MSE OhXIT 32 AS ST
queryStringParameters& At&3dt0o{ HZ| EAtY ut2tOlE{7t Z&E O|HEE ™MEELICH CFHS

ol & XA,

"queryStringParameters": { "myKey": "val2"},

CtE 2 SIHE M8E B2 2 WHME ZEI0|UENAM MEE F 7ol 7| 28 2F P st
multiValueQueryStringParameters& At&5t0{ #H| EAtE ut2t0|E{7t Z&E O[HEE ™S

gLC O o E FXSHAAIRL.
"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] 1},

O 7ER| 2, 2Eto|HFETL STl F7| & 7H71 e e

ob
rot

Cto 7HE gL

"cookie": "namel=valuel",
"cookie": '"name2=value2",

7|2 A2 MEE F2 ZE WHME 2Lt0|UENM TSE OFX
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At&3tod Sc47t Z&HE O|HIEE ™MEELICH OHS ol & R ZstAlA
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"headers": {
"cookie": "name2=value2",

iy

oS % SIS A2 Y B9 2 WRINE Setoleisoll WS E £ Jlol 77|18 25 483D
i 0]

IHEE HEELICH CHE & B ESHAAIR.

"multiValueHeaders": {
"cookie": ["namel=valuel", '"name2=value2"],

iy

Z{2| tet0/E7F URL QIR T E 32 2 WM = sliE meto|EeE CIZ Y6t R] e &LICH AFS ATt
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"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",

"Content-Type": "application/json"
b

OS2t st E gdste 49 ChSn 2ol oied F7|& x|l of &fLC.

"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
"Content-Type": ["application/json"]

},
}
2 W2k Lambda SE HOIZS ol XIHE M9 OHE £MZ 2200 SICIE MeE 45
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https://console.aws.amazon.com/ec2/
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Cts 24t sl E &

Elastic Load Balancing
5. Ot& 7t sl g&ds
6. WHE AIE MHES MEHELICH
AWS CLI
g d35tstoiH
lambda.multi_value_headers.enabled &8 &7 modify-target-group-attributes &2

A& gLt

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=lambda.multi_value_headers.enabled,Value=true"

CloudFormation
CtS gt sllHE & 443t ste{™
lambda.multi_value_headers.enabled $4E Z &SI
£ Add|o| gLt

AWS::ElasticLoadBalancingV2::TargetGroup 2|24

Resources:
myTargetGroup:

Type:
Properties:
Name: my-target-group
TargetType: lambda
'department’

'"AWS: :ElasticlLoadBalancingV2::TargetGroup'

Tags:
- Key:
Value: '123"
Targets:
- Id: !Ref myLambdaFunction
TargetGroupAttributes:
- Key: "lambda.multi_value_headers.enabled"
Value: "true"
AME 201 B A3
7|2™Mo 2 ME| #Ql2 lambda R332l Ci&f T &0l CHa HIE M 3HE LICt Amazon Route 532 AFS
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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ol SE57| Mo CIRAE R MH|A Q| AEHE & QI8 = QU&LICH Lambda &2 SEO| AFEH
20| AT E LIEIHLH = A AEf #Ql A7} Route 5301 MEFE|L|CH. 2HQd ofZ 2|7 0|44 ABHo 2 E
Of Z%|5t== Route 53& A& £+ A&LICH

Lambda &~ &0 CHEt 2 =1 OH&FIHX| = 4B & lof| CiEF 2= 0| FotELCt
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CHE 2 Lambda &0l TS El= ofEf =l O Al b O|HIET} &Ef &2l o|HEQIX]
O1F & & Qlstt{™ ALE X 0l0|HE E=29| 7tS HIgLIc el #lo| AHEX} o 0|TEE ELB-

HealthChecker/2.0%lL|C}.

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

},
Ilbodyll: IIII’
"isBaseb4Encoded": false
}
Console
lambda CH&F 2§01 CHEH & Ef =012 & M 35t5tE{™

1. https://console.aws.amazon.com/ec2/0{|A{ Amazon EC2 2& & JLIC}.

2. ErA &9l Load Balancing Ot2HO|AM CH&f 2§ = MEHELICH.
3. CHe OEQo| o2 MEHGI0 MIE HE HO|X|E FLCt.
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https://console.aws.amazon.com/ec2/
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AWS CLI

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--health-check-enabled

CloudFormation

P

u

i

o

lambda CH& 250l CHEr 4B & elg 43t

AWS::ElasticLoadBalancingVV2::TargetGroup 2|AAE 0| E & LICE

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda
HealthCheckEnabled: true

Tags:
- Key: 'department'
Value: '123'
Targets:

- Id: !Ref myLambdaFunction

S&E = U&LICH Lambda & HH7 W M oY 2 &
e 282 AHSSHES 2lal 722 Yool

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
https://console.aws.amazon.com/ec2/
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3. Cf 1§ JLIct

4. CHY B0l Lambda & 7t SE /01 JUX| fo™ CHe SES MEAFLICH
5. Lambda &+E MENSIHLE SiE ARNS =g LCt

6. SE= MEFLICt

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation
Lambda &+& S&5te{™

AWS::ElasticLoadBalancingV2::TargetGroup 2IAAE H|0|EEHLICY.

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123"'
Targets:

- Id: !Ref myLambdaFunction

Lambda &+ S5 F[4&

ECHEIE Lambda &0l  O|& &S LRI e AR Y o SEES FAE £+ A&LICH
Lambda & 2| S5 F AT Folz M2l Q! LEO|HTTP 5XX 2 F o & 74 AluigL|ct
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-
east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"
1 2018-07-02T22:22:48.364000Z "authenticate, forward" "-" "-" "10.0.0.1:80" "200" "-"

TID_1234abcd5678ef90 "m.example.com" "-" "TransformSuccess"

HTTP/2 &= oiA

TS HTTP2 AERS 9I3t 21 85 oA ULict

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257
"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256

TLSv1.2

21 &= ofA|
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arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" o"-m

TID_1234abcd5678ef90 "-" "-" "-"

WebSockets &= o K|

CFH=2 2 WebSockets ¢idg {8t 21 &= oM lL|Ct.

ws 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c@c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 101 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "-"
TID_1234abcd5678ef9@ "-" "-" "-"

Ot WebSockets &= of K|

CIS & B9t WebSockets 1242 I8t 21 &5 of| M| L|Ct.

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "-"
TID_1234abcd5678ef9@ "-" "-'" "-"

Lambda & =01 CHSt oi K| &=

CtE2 &3¢ Lambda &= o OiE oMl 22 = Lch

Ojo

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067
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"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"
0 2018-11-30T22:22:48.364000Z "forward" "-" "-" "ov vl n_wow_w
TID_1234abcd5678ef9@ "-" " "-"

ChS2 Alufgt Lambda & 4 230l CHE oA 23 E5 Lt

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse" "-'" "-" "._m &_n
TID_1234abcd5678ef90 "-" "-" "-"

CRESERITEYE
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E 25 Z&hafof oot

XtAMIE LI Amazon Simple Storage Service AF& AHAM O] Amazon S3 O|HIE A 2|2 BT 5HA|
o

- .

HMA 2O Ot X2

HMHA 20 mtd2 gFo| EUch ot Ch2EEsts FR0s 4SS sixsiol HEE & = Us
LICt.
# AOIENM 0| B2 B0ls 2E YWMIE == 7|7HHIO|EQ| CIO[EHZ 21 mtelE dd8 +
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
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« Sumo Logic

Application Load Balancer @M|A 21 &435}

2= WMol CHE AUMA RIS BASHY s 2C WHMI 218 MHEE S
Mok ELct HZlo| HMA 23 E M E Elastic Load Balancing TEH2 04
Zlof QJo{oF gLt

bl
-
(o]
i

Spth
« 1EH7H|: S3 HHZ! /S

« 2EH7A|: S3 HZlof 22 A4
o 3CHA|: HMNA 2O 7Y

« ATHA! HZA Bt 20l

- =X &

1CHAH|: S3 H{Z! A Ad

UM~ ZIE EAEE Tls oAl HAA 20| CHEF S3 HZE XIRaHoF FLICH 7IE BiZIg A

SotL ML 20 B HAS MAH 4 USLICH HZIS O 27 AFES SSsHoF BLICH

27 Abg

. B2 2E WiAel Z2 BTl o0k BLICH ME CHE AHOIM HAT 25 WiME AR
o

« XHElE YR MH

& 4535 M2 Amazon S3 #2|& FI(SSE-S3)ILICH REAIEH LIS
Amazon S3 Z 2|8 &5

Amazon S3 242 AI835104 S3 ol ECE MAM5e{H

1. https://console.aws.amazon.com/s3/0lA Amazon S3 &2 LI
2. HZIBHET|IE MEiELICH

3. [Create a bucket] H|O|X|0| M CtZot 20| AELICt,

a. [Bucket Name]olM HZ! O|§ 2 =L Ct. MEHEE O|&2 Amazon S30f Q= ofH 7|&E H
Z Ol Z=E[X| etotof ELICH LR 2|To|M= HZA o|Fofl CHEt F7t MEHo| g =
A& LICH KEAIEH LHE 2 Amazon S3 AHE ABMe| HZA! Al 2 X|EHE & ZSHMIL.
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https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html

Elastic Load Balancing Application Load Balancers

b. AWS 23| 32 2E WHME et 2|xig MEigL|ct

2EHA|: S3 B{Zlof| 22 44

EHZloi| HMA 22 E M E Elastic Load Balancing T8t2 £ 0435t
LICH BHZ! EA3 S HZIof CHEt HMA HEHS HHol5H7| {5 AAl
ZEreduct ZF 2ol T Hetol| cHEF HEoF 70| QA EO|

_ O

= BiZ! 0| S3 BiZlol Qlofof &
A HH Q10{=2 M El JSON 22
£

IE

HAZAE HAo| o|O| U= 7IE HHZIE A8 8= Elastic Load Balancing 2A|A 20] CHEt 22 A
of Z7bet 4 UaLich 2T st F2, ZTHE! HA|A HEt HES BWotstod siT TEo| AMA
Z270] chet HZ o HAM|ABH ok 5t AFE RO A A & HetRIX| & Qlst= Zd0| E&LCH
AR
ol dXM2 21 & MH|A0| HEHE FofgfLct
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}
Resource0|= Of|Al| Z4ZHoi| EA|El SAIS AR50 BAM|A 2T Q|%|2] ARNS Ql248tL|CH &4 S3

HZ! ARNS| E|AA ZAR20s ZEE WHME BERE A™He| HHE IDE =& sloF &LIct o/ stH
X|AHE HEo| 22 B MO ST S3 HHZlof| HAMA Z2OE 7|EE 2 & LCH

X|dst= ARNZ SETAHIOIM AMA 2T & & EH5E M HFAE Z-E AEQIX| oFof el CHEL
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HFA7E = S3 HZA! ARN 0| A|

S3 HZ! 0|& & amzn-s3-demo-logging-bucketO| 1 5 AF= logging-prefix &ILICF.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

il

AWS GovCloud (US) - CF= iAol A= AWS GovCloud (US) Regions0il CHEF ARN 222 AFS &L

CH.
arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

HFAZEQ

rr

S3 HZ! ARN 0K

>

S3 HZ! 0|& & amzn-s3-demo-logging-bucketIL|Ct S3 HZ! ARNOI= HSF A 2&20| gigLct.
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) - C}S oMo = AWS GovCloud (US) Regions0l CHEH ARN 22 AFSEL
Ct.

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

ANENEARSES

2022'A4 8¢ o|™ol| M3 EIE 2™ o] B, Bl Elastic Load Balancing IH0f| HetE £0o{3ts o
Mol HeaLct 0| BI7HAl HE2 0475 X|HEIX|BH floil ATHE 2|4 HHMo = CHAME RAE
ZELch EAIE[o] UX| e RIBF HIHA| HME HE AE5tE{s 49 A2 AASE = JU&Lich

212 H7HAl EH Principalo M X|%35H0F Sti= Elastic Load Balancing A ID= CH2 1t 2 &L
Ch o] S50 elc 212 BIHAl X E x| 6t K| et=Cte Mol f2lstMl2.

- 0= SR (HX|LIoF 55) - 127311923021
- O/= S2(230|2) - 033677994240
- O/= MB(ZE|ZL|ol |8) - 027434742980

. 0|2 ME(2aIE) - 797873946194
o= 2|7}(H 0| ZEtR) — 098369216593
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OtAlot EHE
OtAlof EHE R

o
OtAlo} Ef B

oM 40 40 40 do do Ho
om o o % % ot ¥

OfAlo} Ef B (& E) - 754344448648

o
OtAlo} Ef B

| 2 E}) — 589379963580
=HI0[) - 718504428378
A7} - 383597477331
ME) - 600734575887

OFAlO} EH (A7 Z) — 114774131450
(o]

HAIE L) - 783225319266
oi oF (= F) — 582318560864
£ - 985666609251
(ZZIFEZE) - 054676820928
(OF B ) — 156460612806

(AH) - 652711504416

(YEte) - 635631232127

— 009996457667
EEE)_897822967062
(HF22)) - 076674570225

e
W

T

ol M 2|7 A TS £) — 507241528517
AWS GovCloud(0|Z = &) - 190560391635
AWS GovCloud(O|= ME) - 048591011584

Outposts &

CHS
A&

4&H

>
fjo

2 XHEE 23 HME MU[Ao] HEtE F04EL[CH Outposts Bo| 2= iz A0 Of

0
J

P |

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*",
"Condition": {
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"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

Resource0l= O|A| HAof| EAIE EAE AF25H04 HAM|A 2 2{R|2] ARNS =8
HZ! ARNC| E|AA HARojes ZE WHHME ERF Ao A™M IDE 0
XHE A™Ho|l 2= WHMD ST S3 Bl HMHA Z2E 7|58 4 &Lt

X|dst= S3 HZ! ARN2 3ET A HMA 205 SHste M HFALE e A= QK| ofF ol it
et CHELICH

HF AL = S3 HZ ARN Of|A]
S3 HZ! O|& 2 amzn-s3-demo-logging-bucketO| I &5 At= logging-prefix & L|Ct.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

HFAES

rr

S3 B{Z! ARN Oof| K]

>

S3 HZ! O|& & amzn-s3-demo-logging-bucket&ILIC}. S3 HHZ! ARNO= HF A 20| i&LICt
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

H ok B At

. S3H{Z/ ARNS| 7% ID S Z 88t MA 2lAaA HEE AS3LICH S3 2! ARNS| HIH ID &
2ol AUEFIE(M)E ASSHR| OHMI2.

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

- XEE 2 A Ao 2E WHME HIIS MEE + ULS 5t24H aws:SourceArnS AFSH
LICH

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:elasticloadbalancing:region:123456789012:1oadbalancer/*"
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}

« X™E =20 2E HWHMP HIE A E = UL E 5t2{™ aws:SourceOrgIdE

aws:SourceArndt 74 AF2EFL|

[ul f

"Condition": {
"StringEquals": {
"aws:SourceOrgId": "o0-1234567890"

I,
"ArnLike": {
"aws:SourceArn": "arn:aws:elasticloadbalancing:*:*:loadbalancer/*"

« BAXHoZE FHEE MH|A FA| 2o M2 E AEHSIE Deny 20| UE B2 & MH|A F
| |50l Hr=Al logdelivery.elasticloadbalancing.amazonaws.com= F 750 &
LICt o & £0{ aws:PrincipalServiceNamesList ZZ12 AI&8 B0l Ct21 20|
logdelivery.elasticloadbalancing.amazonaws.com2 F7+gL|Ct.

"Effect": "Deny",
"Principal": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:PrincipalServiceNamesList": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

NotPrincipal A E AIE8H A Ct=21 Z 0|
logdelivery.elasticloadbalancing.amazonaws.com2 F7}+&LICH NotPrincipal
RLAE AEste Tidl ME|A FRAE BAM R §1&35t2{M aws:PrincipalServiceName
IE = aws:PrincipalServiceNamesList =74 7|2 A& A8 HEELICH AIMEH LIS

NotPrincipal& & ZX35tMIR.

"Effect": "Deny",
"NotPrincipal": {

HMA 2 g5t
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_notprincipal.html
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"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

rot
o

Amazon S3 2& == AWS CLI BEd& 1 22 Amazon S3 QIE{H|O|AE AFS 5
| oA A&k}

2
S
U
0
]
mo
(9]
w
i3
>
o

1. https://console.aws.amazon.com/s3/H| A Amazon S3 2& & JLICt
2. H{Z! 0|2 MBS0 ME HE HO|X|E Lt

3. HEhE MEE ChSol HA HA, HES MEHELICH

4. HZ HEHME HOI0|ESto He HEHE Fo{FLICH

5. HA M MEES MEFLCH

HZ! H2 S S3 7ol e stedH

put-bucket-policy H&EE ArEELICH O] oilAol|H= ! 20| X[HEl json Tt KM E[R&E
L|Ct.

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

A HMHA 2O 7 A

o
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html
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HZI2 1270 BBE 27 MES SFMOF 5tH 287 of Ao et H! S A ZsHoF FLICt.
HFME 236t B2 MF Al 'AWSLogs' EAHE0| £ 7 E|X| ofotok B LICE.

HM|A 20 CHal S3 H{ZlE & 2|6tE4H

HMA BIEOR THF TS AHIEHY
o 0|E0| 5Ust MZ2 HZlo| QUx|Bt
of AN

o
Load BalancingO| L 2= BHZHA 9| @k

| Moi| HMA 2O E HIEMStsHoF ghLCk o= Al sHX| of
%R%F HZ) Z4&H0| C}2 AWS H/H of MAI=l L Elastic
OE Ol MZ22 HZlof| £ &= U&LICH

Console
HH|A RIS S5t

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 & & jLC}.

2. HAMFHMEE WHME F2IELICH

3. EL YEAM 0|2 MEisto| MF HE Ho|X|E HLCt.

4. 58 oM HES H=ELCH

5. ZLIEHYAM HMA ZTE ZLCt

6. S3URIZ 211 12| S3 URIE UAELICH X|HSt= URIE HFAF AFE o8 o et EetE
LICE.
« MFAM7I &= URI: s3://lamzn-s3-demo-1ogging-bucket/logging-prefix
o MEFA7F Q= URI: s3://lamzn-s3-demo-1ogging-bucket

7. HE AN MES MEiELICH

AWS CLI
BN A EIE &35 5te{H

rk

24 &A1 87 modify-load-balancer-attributes W& 2 AFZ ELICH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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CloudFormation

HMA 2OE 3 ste{H
el £ 42 ZESHE S AWS:ElasticLoadBalancingV2::LoadBalancer 2| A&AE 4O O|E& LICEH
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:

Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-Az1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "access_logs.s3.enabled"
Value: "true"
- Key: "access_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"
Value: "logging-prefix"
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1. https://console.aws.amazon.com/s3/0lA Amazon S3 &2 LI

2. HMA 230 ol X[HE 2ol 0|2 MEAEFLICEH

3. H|IAE T}l ELBAccessLogTestFileZ O|SELIC ?|Xl= HFA AHE o{ 8o (2t EetE
LICH.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://console.aws.amazon.com/s3/
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o MEAMI UE RIXl: amzn-s3-demo-1ogging-bucket/logging-prefix/
AWSLogs/123456789012/ELBAccessLogTestFile

« MEFA7}FRE Xl amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBAccessLogTestFile
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
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modify-load-balancer-attributes &2 AL EfLICH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
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aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy. json
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« MS A7} Q1= URI: s3://bucket-name
7. HEAMNE MES MEFELICH
AWS CLI
HEd EOE gdststed™
224 41 87 modify-load-balancer-attributes WS AFHE

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=connection_logs.s3.enabled,Value=true \

Key=connection_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=connection_logs.s3.prefix,Value=1logging-prefix

CloudFormation

Hd 20 E gdststed™
A £ 82 ZE TS AWS::ElasticLoadBalancingV2::LoadBalancer E|AAE 4O O|E & LICEH
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "connection_logs.s3.enabled"
Value: "true"
- Key: "connection_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "connection_logs.s3.prefix"
Value: "logging-prefix"
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \

--attributes \
Key=health_check_logs.s3.enabled,Value=true \
Key=health_check_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \

Key=health_check_logs.s3.prefix,Value=logging-prefix
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e 5t =& AWS::ElasticLoadBalancingV2::LoadBalancer 2|~ A& 4O[0|E & LIC}.
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Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "health_check_logs.s3.enabled"
Value: "true"
- Key: "health_check_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "health_check_logs.s3.prefix"

Value: "logging-prefix"
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