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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

—
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
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"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS™ . "M

},

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

}
},

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",

X
02



LRt ET 2E At

"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]

},

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

}
]

}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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https://console.aws.amazon.com/codepipeline/

LRt ET 2E

A8 A
3. Notlfy(o*a')E MENSET Create notification rule(Y & & d4d)2 MEHEILICH MHE S MENSH T
= Create notification rule(2 & & dM)S MEHE = U&LICt
4. 3 o|gol &0 CHEt o|lF 2 L=FLICH
5. 220l Z&E Amazon EventBridge0l A3 & HEEH Hote 2 [MF HE | (Detail type)] o
M [7]& (Basic)|2 MEELICt. Amazon EventBridgedl M3 & HE 9t 2lAA MH|A E= 23
ZElR7 MBE £ e HEE 2 Estede B (KA (Full))S MEfSHLICH.
REMEt 82 Y2 28I 2 EHof ol Hg FXRSIMAIR
6. Events that trigger notifications(& &l2 E2|7{3t= O|HIE)Q| Action execution(XFed Ao A Al
ZHES MEELICE.
7. CHAMOIA] SNS FA|| Mg MedstL|Ct
® Note
22 fElg ttes HUM FXE M45tM CodePipelineO| =A|0f O[HEE HAlStE
g 5185t= Yol MLt &2 =0l s MeEE FHE AE35HH o mho|= 2ol
of CHet 222 &7 |E Hote MAERIE T5E = JUELICH
codestar-notifications- &F At F{0| =X O|§2 =5t CtE AMES MEHELICH
® Note
M E5g M= Al 7|& Amazon SNS &S 2 AFE 324 [CHAH(Targets)] ol A S
ARNZ MEASILICH FA[of e MM A HAMO| U=X| 042 LEA S50 2[AA
of Ciet HEE & = U= AFSXIE EEFEIN UEKX|IE EQIFLICEH Amazon SNS |7t
20194 112 52 0|04 CodeCommit & 2l0i| A+ El =@l B CodeCommitO| AWS
CodeStar Notifications0ll E &t #&ta} EP% HEto| ZEE FHME HAIGHE S 3{85t=
HAo| ZEELICH oltet FRl= AE5HX| et= ol E&LICEH siiE #Zof CHaH 4
E YA AHE5tEdH ol0] EXstE M 2|0l = AWS CodeStar Notifications0f] £ R?_F
A Fts{of gLch RHMIEH LIS 2 220 CHEt Amazon SNS FA| T4 3l 3 2
X 3 Hot ol MME FHESIAML.
8. XME&ES MEE COE g8 #3232 dEFLCH
9. g MMEt Amazon SNS F=A(of CHEt O|HY FAE FSELICEH RHAEH LIS 2 LRI AL
= Amazon SNS FX{|of| CHal AL AHE P55t BaE HERSMAIR.
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type

Choose the level of detail you want in notifications. Learn more about notifications and security [4

O Full Basic

Includes any supplemental information about events
provided by the resource or the notifications feature.

Includes only information provided in resource events.

Events that trigger notifications

Select none I | Select all

Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

HLR £7 2 EEE ASsHo ¥ 7FEIS AWS CLI M4ietn BEI 4 AsLIC
=5
. 2 A MY
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LR 7 2 EEE AS5H0] X FAS AWS CLI 4438 £ LI TS MNss 5 &
2 TElo| o 2 A8 E Amazon SNS FHE M4 E 4= Ql&LICH AWS Chatbot 22t0|HES

C
EH%*EE A %ﬂﬂﬁ‘_ X sl E'*EPOIO_ % ddsliol #22 HEE = USLICH RbAM[EH LIES

1. https://console.aws.amazon.com/codesuite/settings/notifications AWS WAt =7 E2£ 2 AL
Ct.

2. BHMZSE MEsIo] E|AAZ O|SELICH

« CodeBuilde| B2 [&=(Build)]& et T,
ZZHEE MEiFLC

« CodeCommit2| B [AA(Source)|E MENSH T, [2| X K| E 2l(Repositories)| & MEASH CIS 2|
EZX|EEE MEfgL|CH

« CodeDeploy2| Z< [0HZ 2|710|M(Applications)| 2 MEISt D OHZE|A|0|MS MEHErL|CH

« CodePipeline2| &< [Tt O|Z 2} Ql(Pipeline)]& MEi5t D, [m}O|Z 2 2l(Pipelines)| ME4SH CIS

uto|zetels MEfRFLCH.

3. 242 H0|X|o A Notify(Z )& MEHSI T Create notification rule(Y & 72! MAd)2 MEHEHL |
Ch. 2lAAo0] CHEF M HO|X|2 0|5 35t, &3 &= Notification rules(2 & 722 0|88 CHS
AH A

4lc = 2 M E(Build projects)|& ME48H CHS Y

—

oI

Create notification rule(2 & 72| 4M)2
4., & o|Fol =0l CHEr O] S =IgLIct.
5. 2 Zof Z&E Amazon EventBridgedl M3 & HEE Hote E2 [MF HE F(Detail type)]ofl
M [7|8(Basic)|2 MEHEFLICE. Amazon EventBridgeOll M3 E HEQl BlAA MHIA £ 23
A7 HSE = U HEE ZEsttde 4 [TA|(Full)) & MEgLICE.
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« CodeBuild: 2= T 2™ Eo| ora] #&of CHEt O|HE
« CodeCommit: 2| ZX|EZ|o| ¥ & T

 CodeDeploy: H{Z O EZ|AH|O|Mo| Y& #3 O[HIE
- CodePipeline: I} O|Z 2t 10| & 2] 7 =]of| CHEF O|HIE

7. CHYOlM CHE & stLIE > ELICH

. oF2IT} B AFREH B|AAE O|O0| AIE 722 CHAF 231 MEHO| A AWS
Chatbot(Slack), AWS Chatbot(Microsoft Teams) EE= SNS F=X|E MEHFIL|Ct CH&f MEH0f A
2510|¢IE 9| 0|2 ( AWS H 20/ T-AYEl Slack 5= Microsoft Teams Z2H0|E 0| ) e
Amazon SNS F&|2| Amazon 2|42 OIF(ARN)(Z 2lofl et Hao 2 o|n| 7 4%E Amazon
SNS FHo| Z9)g MeELICh

- LEIIEAMEY EIAAE FY6HK| 22 F2 oY HEE MEIE OHS SNS FXE MEiE

—
LIC}. codestar-notifications- 50 &A| O|§ & =48t CIS MAS MEIELICE

I+ 5401 A Amazon SNS FHIE AAIshH 2 7l50] FAofl ol
AA0| MBEILICH Y7 Aol CHsH MAE TS
=]

27|E dot= MERE FFE = UA&LICH

J
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XA AIR.
+ 7|Z& Amazon SNS AN E CHA S 2 A8 5te{H s
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1. EOd == B T E I E0iM create-notification rule B2 S AE5104 JSON AZHES MMHE
LICH
aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json
2ste CHZ T 0|&2 x| 4 LTt of oolAE rule. jsonQE T 0I&E XIHE
LICH
2. UdtEIAE TEI7]0{AM JSON TS U1 7F=lof CHal &ste 244, O|HE %, Amazon
SNS CHAN S Z &6tz = WRELIC
CHZ olMlE ID7F 1234567890121 AWS A | MyDemoRepotte ElEX|EE[0]
MyNotificationRule CHEF 2t= 22 HEI2 EoiELICH TAM HMF HE R 22 2T
x| L EN27F MMEE I MyNotificationTopicOl2b= Amazon SNS M2 M&ELICH
{
"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}
1,
"Status": "ENABLED",
"DetailType": "FULL"
AE FEAE

(@ Note
MN8A7F L2lg wropdM 72lo| tHa o2 X|HEt Amazon SNS FAIE F=35t1 152
2tolsloF BLICH XEAMIEH LIS 2 L &lof AL8ElE Amazon SNS FA[of| CHEH AL XIE T
S5lciH Helg FESMAR

2| |2 A5 2AB(AWS CLI)
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=
0|'d == P2IZE0i M create-notification-rule WS CHA| A&istod Z2 M HESH IS Al
A

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. EBE B2 HHOIM OIS T KA L7 FE0| ARNS gHEHefLICH
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}
22 o o|HIE REE LIFSZ{HH(AWS CLI)
1. EOE E= Y TEZE0|M list-event-types HHEES AMMELICIH --filters SME AIE 5104
SEH2 Ed oA RYO|U CHE SHo 2 NEHE = &Lt 0|l 01, CHE2 CodeDeploy
OHEZz|7o|Mel OHE RYE =52 dretghLct

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME, Value=CodeDeploy

2. CIEoHIR

ror
M

2{0| MAELICH

{
"EventTypes": [

{
"EventTypelId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

b

{
"EventTypelId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

A FEHAS 30



HURt =T 2E A8 HMEM
1,
{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"
}

o2l F2lof Ef1E F7I5H24dHH(AWS CLI)

-_—

SEEITEE

E ZEZEO0i| M tag-resource BHEE A-ELICH 0| & 01 LIS BH S AHE35t0d
TeamO|2t= Ol L

i_Juan 2fO| A= Ef 7|-2f WO1E FIHELICH

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

"Team": "Li_Juan"

& E= AWS CLI & AL83t0 AWS Z|Te| ZE Bl4A00 e 2 E 28 73S
2 T USLICH L3 73S 485t Z2MAG EE 2

S =
off CHet 2|44 Ho|X|2 o|SE Ee 7t ei&Lh

=

A
lo
=

1§

Il
HC M
b
r 0

-_—

https://console.aws.amazon.com/codesuite/settings/notifications AWS JHE Xt =7 2£8 AL

2. EM HoM AYES MEIE CHS Notification rules(2 & &) & MEHEHLICEH
3. & Ao TR 2321 AWS 2| Bto| 2|AA AWS A of CHall 28 El #E S 52 HEE
LICt MEHT|E AFE5H0{ AWS 2| S AT LICH



https://console.aws.amazon.com/codesuite/settings/notifications/

LRt =T 2E
UE Ao HE HEE HHH 2SS0 FAS MR O3 MR HE 27|18 MY
oM B OlE S MEiE £ LTt
2 7= =222 22{HAWS CLI)

E 0f| M list-notification-rules B2 Al&5tod X[ E AWS 2|0 CHst

EiOlg £t WY LEE
2E 22 P Tl

o| zh of & H#=]of CHEt ID & ARNS BFerErLCH

{
"o L

"NotificationRules":

{
"Id": "dc82df7a-EXAMPLE",

'arn:aws:codestar-notifications:us-

"Arn":
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
b
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}
22| o] M HEE 2{H(AWS CLI)
Al#stod 2] F2/0| ARN

E 04| M describe-notification-rule WS

1. EOld E= BHE
MefLlct.
aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE
2. O] 40| M35t CtZ4t H|x et &=40| gtetgu|ct

"LastModifiedTimestamp": 1569199844.857,

"EventTypes": [




LRt ET 2E

{

"ServiceName": "CodeCommit",

"EventTypeName": "Branches and tags: Created",

"ResourceType": "Repository",

"EventTypeId": "codecommit-repository-branches-and-tags-created"
}

1,
"Status": "ENABLED",

"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/

dc82df7a-EXAMPLE",
"Targets": [
{
"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"

1,

"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. O Wo| HBsteH ChS T HIx 3 Ho| BHEElLct
{
"Tags": {
"Team": "Li_Juan"
}
}




Rl FAIS TS0 018, YRS BUIE OHIE, MF HE 93, ¢BS S iye WaY + s
Lick. WAt £ 7 2¢ EEE AL 5tod 27 FAIZ AWS CLI BRI 4 laLict

-_—

s
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https://console.aws.amazon.com/codesuite/settings/notifications AWS Xt =7 2&2 L

=AY &l M RIS MEIBH TS Notification rules(2 8l %) =g Lict
o2l a0l M R 22913H0] AWS Aol AWS 2IF i Blacol Chal TAE FAS HE
BLICH ME47|E AFSShod AWS BITEE MR LI

update-notification rule WS M350 JSON AZYES HMH5t D opUZ K{EELICH.

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

O|E2 XIHE £ U&LICE O] Hlo M= update. json T RILICEH

= u
HE7|0|MH JSON g d1 #3lg HEgL ot

CHS olXl= ID7F 12345678901291 AWS A 2| MyDemoRepoitE ElZ X|EE|0]
MyNotificationRule CHE Bt= Y& #3IE& Eo{ELICH Y22 3R] & Ef 7}
ME M MyNotificationTopicOl|2tH= Amazon SNS M2 M&ELICH 7= 0|F0|
MyNewNotificationRule2 HZELIC.

"Name": "MyNewNotificationRule",
"EventTypelds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [

T A AR 34


https://console.aws.amazon.com/codesuite/settings/notifications/

Mt £7 2a

AE MY
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",
"DetailType": "FULL"

}
odg MEELIC
4. EOld E£= HEo|M update-notification-rule WY S CIA| A&i5tod Z= & WS iU S At
[e] 3=}

g 2 742 Holol=srLic

aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. 93t B2 BHolM S RALE L& 22| Amazon 2|44 O|F(ARN)S gHEHEFLICEH

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

22 HElof M a2 AM7HstE{H(AWS CLI)

-_—

S Z E0i|AM untag-resource BHE AAEfLICE o & S0 LIS BH2

|_:__||:|||__-| CC E |:ga=| oy
= O| 2 & M gLt

o
TeamO|2t= 0|2

NM

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

o o2l FXElof CHet CHAF =71 EEE= K| 7
o 2| F=of CHEE LB AR EE= AL SX|
s O|HIE
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https://console.aws.amazon.com/codesuite/settings/notifications/

LRt ET 2E A2 M

A FEE MHseATH(EE)

1. https://console.aws.amazon.com/codesuite/settings/notifications AWS 7H& At =5 2&2 L
Ct
2. EMEOM HAYES MEIE CHS Notification rules(2 & 2)E MEHEHLICEH
3. 2F : a9Qleto| AWS AHHo| AWS 2| /= 2liaA0f Chell FHE 22 dE
|

=S
MEAT|E A5t AWS 2| g HAEF LI

1. E{O|d =& W = E x E0f M delete-notification-rule B2 A3 sto{ &2 F20] ARNS X|H
ghoict
= -

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. H3t B2 BHolM CtS FAE M| El &3 729 ARNS BHErEfLiCH

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

A R M2 LB FEo O|HE Z740| SFE M &S ELHTX 5t= |IXIE Holdt SHRIY
L|C}. Amazon SNS FX|2} Slack &= Microsoft Teams ®{'=0i| CHEH 74 El AWS Chatbot 2 2}0]|2A
E B0o|M MEfgr = l&LICt L&l & M 5 Amazon SNS A& CHE S 2 BHE &= U&LICHH
"*) of 2l #ElI SUEH AWS 2IT0I A 7|1&E Amazon SNS XS MEHE £ 5 QIX|0H T4 KMo

A5Hok g LICH AWS Chatbot ZCI0|HEE CHY S 2 ALE5H7| 2 MEfEE 3 THX{ AWS Chatboto|
A‘l e 2Ct0|MEE ddatof &LICt

I

ofz2l HQIE &HEt5ip{E 2 2210| Amazon Chime AEIEC 2 MEA LT E 220 AWS Chatbot
to| SEE 822 7 HE &= USLICH O 2 Y AWS Chatbot 22H0|1E0f CHEH S E
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MR £ 28 A8 A

Amazon SNS =N E ¢ 2 Ao o2 MElEr = Q&LICH RHA[EH L2 222 AWS Chatbot

2l Amazon Chimet

WAL =7 2& E=E AHS5to g3 CH4 AWS CLI 2 #e2lg + JA&Lct 2 =

Amazon SNS FX&| 2! AWS Chatbot Z2I0|1E AWS CLI E CHA O 2 MMStT & £~ &Lt
CHA o 2 7 A8H= Amazon SNS FA|QF AWS Chatbot 7He| E8H2 74 = A&LICH oA 3l

™ Amazon Chime MBI &0l ¥ &2 E'd &= J&LICt AtM[EF LIS 2 L EI0F AWS Chatbot 72| S&f

DM OIS A RS AIAIQ.
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. 22 TA|O] CHEH Cha F 7t = HIA
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or=z
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=1
4
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0>
0=

M EE 24
or 2| A=l CHAF 2 Slack EE = Microsoft Teams A0 CHSH £ A El Amazon SNS F£X| EE& AWS
Chatbot Z2}0|21E Q]L|C}.

CHA o2 MESHE{™ AWS THX{ Chatbot 22t0|1EE M d3H{oF B LICH. AWS Chatbot

gz O| iMoo 2 MEHSH 2 2lZ Slack &= = Microsoft Teams A2 2 M& 5t O
£ M350 siE AWS Chatbot 22+0|21E0f| CHSH Amazon SNS FA|7F FAEL

Cl. AWS Chatbot 22}0|21E0f CHEt 7|& Amazon SNS FX|E e L7l giaLct

otZ| F&lg MAS M JHE R =7 240A Amazon SNS 22| #&! CHA S MAE £~ l&L|Ct S
g FH2 g2 BY 4 QTS 585t MMo| M ELICH o wye 2R Ao tia S MaE
£ b 4le wHelLich A i8S 2B FE M Brelg BRI
7|Z& Amazon SNS FANE A5t EL SlAaA7 Y FAo S22 El &= QIE 2 525t AA|
A MRS ALE 50 FX|E A6 ok ELICE od|dle 2 2lof CHEF Amazon SNS FA| 724 MMEg & =X
SHMI2.
(® Note
M g5g M85t= Al 7|& Amazon SNS 52 AF2 524 [CHA (Targets)] ol A SHE
ARNES MEAEHLICH R0l 3t HHA HHMo| QEX| ofR et TS S=0f 2|la20f Of
Bt HEE E = UesE AFSKE X3 k[0 JI=X[IE = IFLICH. Amazon SNS FX|7F 2019H
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ML =7 2E AE DY

A

1128 52 0|T0i CodeCommit L Zl0f| At El FH|Q! B CodeCommitO] AWS CodeStar

NotificationsOfl 28t H&tut CHE HEto| Z&E FHME HAISHEE 5185t HAo| =& H
LICt. o|248t =X= AL85tX| et = [0l E&LICH sHE BHEoi CHal A=
™ o|o| EX5t= H= 2|of = AWS CodeStar Notifications0l] Z 8t Hag
KM L2 2 2lof| CH8F Amazon SNS A M 4l of g FEIx 2! H ot 0|5 Al

o2l HQIE & H5ttie 2 ¢ 0| Amazon Chime MEEC R ME LT E LT AWS Chatbot
o] SEE S22 FHY & UsLICH RHMIEH LIE 2 T & L =S AWS Chatbot 2! Amazon
ChimeZt Sgfstt{H MME BESAL

7|& Amazon SNS =M E Fdoto] 4B A CHE 2= MEsIE{H(EE)

off 2121 AWS Management Console 511 https://console.aws.amazon.com/sns/v3/home
Amazon SNS 2&2 dLct.

= A D Z0f M [Topics]E MEELICE FXE
Access policy(HAMA HE)E & & et O I=28 MEELICH
.l

JSON HE 7|0 M CtE M ICk. =X ARN, AWS 2|, AWS HIE ID & FH|
O|§2 Zafeucth
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"
}

"Version": "2008-10-17",
"Id": "__default_policy_ID",
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"Statement": [
{

"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {

"AWS":

},

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

}I

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"
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2. ErM Ho|M MHEg MEfEE CFS Notification rules(Y & #2)E MEiSHLICEH

3. 2 A CH&rol M Y 2
S 8Lt AS47|8 A8 stod AWS 2ITie Wz LI o
A
T

AUELICH KM LI 2 EX a2 EoE B RstAAIL.

A= A O S5S E2{HAWS CLI)

1. HOId = BY ZEZE0|M list-targets BES A5H04 XIHE AWS 2|Tof Cigt 2& &
TR Oy SE2 SLCh

2. AB3RHO| BHL CHTH 20| AWS BIF 2t 2 F Aol ChEH ID U ARNS HEFEFLICH

"Targets": [
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": '"SNS",
"TargetStatus": "ACTIVE"

23921 AWS HZE AWS 2| sto|of A LE H&lo] AIRZ|E CHA S5
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"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/
slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"
3,
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"

O R RIS Bl YS B CH4S HAY & UBLICH UK E7 24 T8 AFS 5ol &

=0 = =
2l #&lo| CHA AWS CLI € B4 £ &Lt

1. https://console.aws.amazon.com/codesuite/settings/notifications AWS JHEH AL =5 2&£2 U
CH.

3. LB FEOIM HA 22915t AWS Al AWS BIF Qe BlAA0 tis TAE FE 252
E#tLICh 4718 AFS5H0 AWS Bl HZELIC

Mgt

. CI2 A S F7}5tedH CHA F7HE MENSE O S 20| A F 78 Amazon SNS TA| E=
AWS Chatbot(Slack) 5t = AWS Chatbot(Microsoft Teams) 22t0|HEE MENEILICE SNS F
N MeE MElSto] FHE MYt CHY SR FIIME = JU&LICH LB F3Eo| cHa2 =(CH
107077t x| ER& = A&LICt

« CHA2 M745t24H M7HSt DA 5t CHA 2d0d /= Remove target(CH & A7) MEHEHLIC.
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o2 &lol Cht CHa & F71sk2dH(AWS CLI)
1. EHO E= BE TEZE0| A subscribe B2 A™SIo{ a2 FIHELICE o & S0{ LS &
H2 Amazon SNS FX|E L& #Elo| i o= FIHELICH
aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic
2. 43T 42 BHoIM S RAS Yolo|EE &3 FEI9] ARNS EHEterLICE
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}
o2 FE|of M CHa S A7HsHE{HAWS CLI)
1. EOld = H™ T EZE0|M unsubscribe B S A&Stod CHA S MHELICH o & E0{ LIS
H22 o2 F=lo| CHA 22 Amazon SNS FA|E A 7{EfL|Ct.
aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic
2. H3% 42 BHo|M CI3o fAHSE MOo|EE & #2109 ARNIDF AM7{E Che 2 HEE Bt
ghetlct.
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"
}
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1. https://console.aws.amazon.com/codesuite/settings/notifications AWS WX =5 2£ & U
Ct.

2. EM HoM AYHE MEIS CH2 Notification rules(2 & #2)E MEHEHLICH

3. 23 A oM x| 2ael8He] AWS HHo| AWS 2™ U= ElaA0 CHal FEE CHA 5
52 ZEFLICH HE7|E AFE5t04 AWS E[ME ?'_’%E.*I—IEL

4, LI AE OIS MHEIECFS ATRIE MEIELICEH

Al
5. deleteE AT CtS ANE MEEILICE

o 2| 7% CHAFS AP 5HEBI(AWS CLI)

-_—

EOl'd E= BE ZEZ E0i|A delete-target BHES Al&5tod CHa 2| ARNE X|HELICEH o E
E0{ CtZ BHE2 Amazon SNS F=H|E At&st= CHANE AMA|EFLICH.

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. 83t B2 0| BH2 ofF A Hhetstx] iﬁL—IEP Anldt 32 ol BH2 L7 E vrEreLich
7t LMl @ F= FXTF oLt old o 2 & &0l CiEr Cy ol == ALt

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.
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aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all
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AWSServiceRoleForCodeStarNotifications0i| A 2 M &k £~ Q& L|Ct.

"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
},
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
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"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]1}"
},
"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/
awscodestarnotifications-rule"
},
"requestID": "ff1f309a-EXAMPLE",
"eventID": "93c82b07-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"eventVersion": "1.05",

"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

},
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{
"arn": "arn:aws:codestar-notifications:us-east-1:::",
"id": "codestar-notifications-events-target"
}
1)
"rule": "awscodestarnotifications-rule"
b

"responseElements": {
"failedEntryCount": 0,
"failedEntries": []

.
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"9466cbda-EXAMPLE",
"2f79fdad-EXAMPLE",

"requestID":
"eventID":

"AwsApiCall",

"eventType":
"apiVersion":

"2015-10-07",

"123456789012"

"recipientAccountId":
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
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» Azure DevOps

+ Bitbucket Cloud
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» GitHub Enterprise Cloud
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Amazon S3 OlE|HE HZ!ut Z2 7|2 OlE|HE AE0{E AFSELICH

Ol= AA o CHEE AA H{Z10]| o=}, o] mo|Z 2Rl olE|®HE A E0{QIL|C}.
S3 HZlal Z2 7HYH ofE|HHE AEo{E ZF mlo|=Z2}2lof B EL|Ct.

6. [2EtAHl: A4 B F£7H(Step 2: Add source stage)] H O|X|0l| A AA EHAHIE FILELICH

a. [A2 ZZXKSource provider)]oll A [Bitbucket] & AEHEHLICH.
b. [21Z(Connection)]l M [Bitbuckettl 21Z(Connect to Bitbucket)]2 1E4ELICE.

c. [Bitbucketoll 21Z3(Connect to Bitbucket)] H O|X|0{| A [21Z2 O|F(Connection name)]0l| 24445}
2z 49| O|F 2 YUZELICE O[Fof 0| O|F2 Sl 0| iAS AlMEE &= JU&Lct

[Bitbucket (Bitbucket apps)]0lA [M & A X|(Install a new app)|& ME4ELICE

d. 9 Ax| mo|X|o{ A AWS CodeStar 40| Bitbucket H|Z0i A2 A=t D Qe HIAIX|7}
EAIELICH HMA HE 20iE MENFHLICH 142 £ Q15 H Bitbucketl| EIZX|EE|7F &
X2l AWS 2lAAQt 1AE £ JU&LICE

M

e. M Mx|e|l AZA D7} EAIEILICE Complete connection(21Z & &)
CodePipeline 2& 2 Z 07+ Al ElLCt.

mo
il
o

L

o

f. [EBIZX|E2| 0|&(Repository name)]0il A Bitbucket Z|ZX|E 2|2 O|§ S MEELICH.

g. [EZi%| O|&(Branch name)|olM EIZX|EE|o| ERHX|E MEHEILICI
h. AA FIE A A TtO|Z2QI AR SME MENEFL|CH
=H&r L|C}t. CodePipeline 7|£4%
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https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services

- o|ZZIRlo| ofE[HE] 7|2 zip BAIE AFE3tE{T CodePipeline 7|24t 2 MEIEFLICEH
- mo|Z2tQlo| olE|HE B|EZX|EE|0f CHE Git HEIHIO|EHE £ & 5te{H M| SXME M=
gtLIC}. Ol CodeBuild Z4oi| B X[ EIL|C}H

Che g MEErLIcH

7. Add build stage(&d=E AH|O|X| F7HAM E=E AH|O|X|E FIHEHLICH.

a. glc ZZ KoM AWS CodeBuildE MEHEHL|CH 2|7 0| IHo|Z 2@l 2o 2 7|8 MAME|E

=—
£ ot
b. ZZME MMHZ MEHFHLICH
C IZME |20 o|dE ZZ2ZHMEO| 0|EE QadstL|C}.
d. &34 olO|x|ofM o|O|X| &Z|& MEHELICE. [Operating system]0ll A [Ubuntu] & EHEFL|CE
e. A AIZtolM EES MEHEFLICE 00| X|0{| M aws/codebuild/standard:5.0& MEHEFLICE.
f.  AMH|A 23& 0l M New service role(M AMH|A 2i&h g ME4SEFLICEH

g. [Buildspec]e| [EE At (Build specifications)]0| A [ E H&E A 2l(Insert build commands)]
£ MEfErL|Ct [HE 7|2 ™EH(Switch to editor)2 MEISI D [RlE B (Build commands)]ol
EF°° 201 g&Lct.

version: 0.2

phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:

nodejs: 12
# name: version
#commands:

# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:

44 AIEFSHD| 77
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# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
$(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
# - paths

#name:

h. Continue to CodePipeline(CodePipeline2 £ H|%)& MENEILICH 212{™ CodePipeline &

2 E0l7l0 FAHS @6l e HES Al

e
5t= CodeBuild ZTE2MEJ} MAM=E||C} 2lE T2

MEE= MH[A S E AE5H0{ AWS MH[A HEFE ZrE[EfLICH o ErAlE E 20| 28 =

i. CHSS MEgLCH

8. A4ATHA!: HHE A
L5 71)S ChA| ABl45t04 3

9. 5EHAl AE mo|X|oAM mtolz el ddS =gt

10. mto|ZEiQlo] 3oz ddx|H ooz atel Aol AlELc

=7t TH|0|7<|01|H Skip deploy stage(Hi Z EtA| ALAFI7)E
1 HAIRIE s=EELICH CHE S MEiELCH

MEfS CHS Skip(d
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© Source Succeeded
Pipeline execution |D: 961f7d94-d798-
Source @
Bitbucket
() Succeeded - 2 days ago
7098464e
70984642 [4 Source: README.md edited online with Bitbucket
Disable transition
@ Build succeeded
Pipeline execution ID: 961f7d94-d798-/
Build ®
AWS CodeBuild
@ Succeeded - 2 days ago
Details
70984642 [4 Source: README.md edited online with Bitbucket
-1 = H = S
1. MEZxoz g2 YT B0 M (M5 HE (Details)| S A=48HLICt,
-— . - - o~ o o o
[A¥ M5 M2 (Execution details)]0ll A CodeBuild 2 E &2 FLICt. O] BHE2 Ct31 20|
fr— o < =
README.md Tt LHE S E3{fLICH
This is a Bitbucket repository!
[Container] 2020/06/05 19:14:51
This is a Bitbucket repository!
[Container] 2020/06/85 19:14:51 complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:
[Container] 2020/06/05 19:14:51 complete: BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:
[Container] 2026/06/85 19:14:51 complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/85 19:14:51 context status code: Message:
E AlEfst7| 79
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3EHA|: 2|Z X|E 2|2 CodeGuru Reviewer?} 2422

7S M £ SUSH HXo ZE AWS EZlAA CHEH SHE HZES AH2E £ AU&LICH oE &
o{ I}0| = 2} Q12| CodePipeline 24 Z241} CodeGuru Reviewer2| 2|ZX|EE| 7{8! EMoj SYst
Bitbucket 1 4& MEE == JU&LICt

1. CodeGuru Reviewer 2&0f 2 QI8 L|C}.

2. [CodeGuru Reviewer|E MENSE D [2]Z X|E 2|0l ©1Z(Associate repository)]

mlo
_I_
qm
o
r
ful

3t mjo|x|2 FAE obAR7F PRLcH
3. [AA SZXF MEY(Select source provider)|2 MBSt [Bitbucket]S ME4EFLICEH

4. Bitbucketol 24Z( AWS CodeConnections At&)0i| A TtO|Z 2} Qo] CHSH 2 et 1A S MHEHEIL

Ct.

5. [BlZXIEE| ?Ix|(Repository location)]0fl A Bitbucket 2| ZX|E2|2| O|F§ S MEs T [HA
(Associate)] & MEEFLICEH
OlofM ZE HEE MUY & U&LICH XHMIEF LHE2 Amazon CodeGuru Reviewer AHE AdE

M0oi A Bitbucket0ll 9425104 2|ZX|E2|E CodeGuru Reviewer?t P12 & XSHMI 2.

7 B S
HAS AWS E|AAE 2 FE 2|EX|EC|of ¢1Zst= Ol A8ElE TP LICH ZF 142 Bitbucket
It Zt2 EfAF 2|Z X|E2|ofl 24 AWS CodePipeline 5t7| {Ial2t Z2 MH|A0]| Hofg = Qe 2|A

AQILICH o E §01, ME TtE| ZE E|ZX|EE|0of CiEt T ET7H HEE[H mto|Z 2 Rlo| EEHEESH
CodePipelineti| 212 FIIe = U&LICH AWS 2|AAE GitHub Enterprise Server2t Z 2 M x|E
S=X R0 A8 = U&LICt

(® Note

GitHub &= GitHub Enterprise Server0ll = Z %0 B2 0424 GitHub Z %01 GitHub &2

Mz = gd&LICt GitHub Organization0f| CHet 24 OfE 2 1:1 OHEILICH & ZZ|2 3 o
StLEo| B 7HE 4= UK SUE 42 JIE7|= o] HEE 7HE += JU&LICh RME LS
2 in AWS CodeConnections0il M Z&1to| 44 &5 WA MMZ A TJIML.

|
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html

R E7 2 A8 MM
GitHub Enterprise Server?t Z2 MX|El 32X K0 CHst HZES dde B, 2E£0| ASLE =
AEE MYEELICH SAEE ST ARIE MHE LIEHLHZ| Q| HM5t= 2lAA LT RHAE
L2 SAE 2 BHHE FTSHAAIR.
HEE dde I 2£2| OtHALE ALS50q EtAL S 2Rt AZ HE MHR|stD M 320 8% L
ol0| Y2 HxIEF B2 7|&E HE AEEE += JU&Lct
(® Note
SH(Uehc)ol M HZES AL 35H2{H CH 22 AWS 2|25l of ghLiC
1. 218 Y Mx|
2. o™ gds
ol 2|y A2 RHE(Yetr) 2/ L ZE X[EFLCH ME THE| M3 YA ALO|Eof HA|x
M CtE 2Ide| A E XIHste 7|&E ots EIHL|Ct o] 2 MXISHH ME THE| M3 Y
M7t o] 2l MHEF MHE|ALQL CIO|EE SR/E = U= HelE F0oi5H7 ElH 42 A|[7Hstod
AAMEX| HEt 2 FAE = U&LICH
22 435t R| 2t o™ MH|A0 M O|O|HE MEISHHLE XMESHX| ei&LICt o] 2 &
A3l stH O|o|EHE AMElstT MEE = U= Heto| AHu|Aol| fo{FLICH.
270 EMSE|X| A AT 2ITIE 40| HXIE dEE | X|=/H ME THE| MS U7t M
HA2 HOIHE SRY = U222 E[XS HIEgEste Fol= }E A 7HsHoF &LICH REAlE
LIE2 2| M358 HESMR
Ao ChEt REAMIEH L& 2 AWS CodeConnections APl £ =& & = 61 M| 2. Bitbucket2| CodePipeline
AA Erdof CHEF XEAM|IEH LI 2 AWS CodePipeline A& A A0i| M CodestarConnectionSource S
ZSHM
HAAES Ar8stE Ol 28 Mol Q= AWS Identity and Access Management (IAM) AF& R} EE

=
= odstof MRS MAMSHHLE edZA5tE M MME X 5HM| 2 AWS CodeConnections T8t 2 =,
CodePipeline AH|A A& 0| M=l AlZ|of 2t siE &2 support AWS CodeConnectionsE &
EdloF & = Ql&LICH X|El2 AWS CodePipeline AFHE MMM MH|A 38 AGHO|EE X

« Azure DevOpsOil CHEH 9974 MM
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html

ML =7 2E AE DY

Bitbucket0i| CHEH @173 A
GitHubOi| CHEH 2178 4
GitHub Enterprise Server0i| CHgt 2473 MM

GitLabof| CHEH 9474 A Ad

- GitLab AtAf| Zt2[Z ol CHEt 42 M
- B S0 4 do|E

. 448 LtA

- 44 AfF|

o HAZAZAA BT K|

- A ANE HE 27|

o 2t HZE I AWS HH

o171 A

CtE ME otE| St R0 Ciet A8 S dHE = JU&LIch

Bitbucketo| CHeF A4S 4d5tEd™ BitbucketOl| CHEF 9172 M4 MME FHESHAM L.

GitHub EE= GitHub Enterprise Cloudo| CH3t 122 M4dst2{™ GitHuboll CHEF 42 Ao MME
xl-x °|.A-|| Q.

B AE BAAE MMSHE ZdE HIR S04 GitHub Enterprise Serveroll CHEH 914 A&t 24H
GitHub Enterprise Server0ll CHEt 0174 Mo MME R ZSIMIR.
GitLaboi| CH8 43S MM 3HE{™ GitLabo CHEH 912 MM MME R XTFHAMIL.

=
Azure DevOpsO| CHEt 244 AM4d5t24™H Azure DevOpsO| CHEE 212 MAMH S F XML,

@® Note
2024 72 1UEE 242 2|AA ARNcodeconnectionsOiA @to| 42 MAdstLCt £
MHIA HEA7E 25 Qe BlAAE 240 AL EAIELIC

Azure DevOpsO| CHEF 2143 4

AWS Management Console &= AWS Command Line Interface (AWS CLI)E& AF& 304 Azure
DevOpsHAM EARIE|E= BIZX|EC|0f CHEF A S MHE = U&LICH
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4
[ ]

e

=
=

82



LRt ET 2E

ol
nx
0%

AlEfst7] T

« Azure DevOpsOllAM #HHE ol0O|

« Azure DevOps ZH0MH T2
X|E2[of CiEt ZHE2[R} HAMA H

E
7 St
[l

(® Note

Azure DevOps EIEZX|E 2|0 CHEF 1A

MR|(EAE) Azure 32X}

|:|| H{x_%(a) xl-x°|.k||o_

=

« Azure DevOpsOil C

AH A4
S o
[m]

Y

gl Azure
FO| 010k

a2 X

H
« Azure DevOpsOi| CH

rot

Azure DevOpsOi| CH

AN O
ZE£2 M8

Hol AR

gfLCt.

E|ZX|E2|E o|O] A
gLCt.

- gziook gfLICt 7AHol= Elx

él;l

N

Ol
AAE

L|Ct. A

Zt

& L|Ct. Azure Cloud Hostingz} Z
=

AWS CodeConnections K|

—

A
o

50 0%
Iy nek

fn

a}
fora |
(=]

ef E|ZX[E 2ol CHEr AM|A HEHEF MSE LI

(® Note
2024H 7€ 1R E 242 2|4 A ARNcodeconnectionsOA 0| (dAE MM ELICEH F
MH|A HFAZL 2% UE Elaas 2&0f AlS EAIFELICH
1EHA: A MM
1. o 2222l AWS Management Consoledt 0l AWS JHE R =7 2& S YL Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.
2. 74 AHA

7(Settings)] > [24Z(Connections)| & M=t C+& [

M

—

(Create connection)]2 ME{EHL|

=2 OO
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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3.

Azure DevOps EIE X|E2[0fl CH3t 9142 M52 Z 2 K ME40{ M Azure DevOps S AMEHE!
L|Ch. [42 Ol (Connection name)]ofl 444524 @12 OI& & U4 LICH Azure DevOpsOi
AES MBS T 2B H 2 TSI

—

Create a connection

Select a provider
‘ ‘ GitHub Enterprise Server ‘

‘ ‘ GitHub

‘ Bitbucket

‘ ‘ GitLab self-managed ‘ ’ O Azure DevOps

‘ GitLab

Create Azure DevOps connection info

Connection name

» Tags - optional
Connect to Azure DevOps

2EHA|: Azure DevOpsOll 423

1. Azure DevOpsO| ¢1Z2 A% | 0|X|0of| 12 O|F 0| E AIELICE

2.

Azure DevOpsOf CHEH @14
Management Console.

84

(5%
[
il
i
2
2



i

S Microsoft

Permissions requested
QuickStart Application

This app may be risky. Only continue if you
trust this app. Learn more

This app would like to:

v Code (read)

v/ Maintain access to data you have given it access to

\v View your basic profile

j Consent on behalf of your organization

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and
privacy statement. The publisher has not provided links to
their terms for you to review. You can change these
permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

AEe dHELCH dHE dZ0| ¢4 SHo| ZA|Z|D O|X A 7t SEN7H
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Azure DevOpsO| CHEr 242 AAM(CLI)
AWS Command Line Interface (AWS CLI)E AF235l0 44 MAME £ QlaLlch
O|= | 5t24™ create-connection B2 S AL &HL|CE.

/A Important

AWS CLI E=E S5l MAdEl 242 AWS CloudFormation £ 7|2%io 2 PENDING AE QL
Ch. CLI EE= 2ol o448 MAISt & 2 £ 2 CloudFormationAt2 5104 912 T El5to AElE
2 MMELICIAVAILABLE.

Azure DevOpsOl| CHEt 422 Mdstti™ CE 2 s=>AFLICH

1. E{0|'@(Linux, macOS, Unix) £ = WY T &I E(Windows)E LIt AWS CLI & A& 35}04
Q142 --connection-name 2|3l --provider-type L& X|&35}04 create-connection

WS MAFLICE O] oMol M EAL SZ Rt O|F 2 AzureDevOpsO|1 X|HE 244 0|&2
MyConnection®lL|C}.

aws codeconnections create-connection --provider-type AzureDevOps --connection-name
MyConnection

O| BEO| Moz Mz ChS1} Hi

o>
rok
%
Y
>
Py
s
02
HL
N
e
o
o
-
o

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"

[a

&2 AHS3t04 Q1732 BB FLICH RIS LIRS 27 50 47 ¢0|0|= B2 A EHIA

N
lo i

Bitbucket0d| CHEF @173 244

AWS Management Console EE = AWS Command Line Interface (AWS CLI)E AF& 5104 bitbucket.org
SAREE Z|ZX|EC(of CiEt A S HME = J&Lct

INESgo AR SE

0474 mtad xtoq 86
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- Bitbucket 7|%30]| o|O| 4 E|o{ RlofoF &Lt
« bitbucket.org0ll L= 2|ZX|EE|7} 0|0O] - E|o] Qlo{ofF & LIC}.

® Note

Bitbucket Cloud Z|ZX|E2[0of CHEt A4S HEE &= U&LICE Bitbucket Server2t 22 A
%|E! Bitbucket 22 At 82 K[HE|X| et &LICH AWS CodeConnections k| 22X 2!
HEE(E) B XML,

(@ Note
A2 oddE e = O AFSE AH-EHo| &2/ E EIZXIEE|0ol CHEF HM|A FHEHDRE XIS 8 LIC.
Bitbucket WorkSpace0il O Z 2|7/|0|M 2 MR|stE B2 B 2R WorkSpace T8H0| ZQ 8L
Ct. 3R] &t 42 o dx| SM0| EA|Z|X| et &L Ct.
=X

» Bitbucketol CHiEl 214 HE(ZE)
A

- Bitbucket0l CHEF @172 A H(CLI)

BitbucketOl CHEF o422 MM (E &)

Z &2 AL838t0d Bitbucketol CHEF A S WY & J&LICH

@ Note
2024 H 72 1UEE 242 2|4 A ARNcodeconnectionsOilA 2to| o442 MAdstL|Ct S
MHIA HFAE BE5 Qe BlAAE 2480 Al EAIELCH

1CHA: 0474 A Ad

= OO

1. 0o 212l AWS Management Consolest L0 A AWS JHY At = F &2 YQLIChhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [M7%(Settings)] > [21Z&(Connections)|=2 MENSH CFS [24Z4 4 (Create connection)]2 MEHEHL

— =

= 87


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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3. Bitbucket 2|Z X|E2[0f CHE HAZE S Md5tEd™ [S =Xt HEH(Select a provider)]0il A [Bitbucket]
£ MENFLICE [24Z O|& (Connection name)]0ll MA35te{= 2149| o|E S =AErLICt
[Bitbucket0fl 21Z3(Connect to Bitbucket)|& ME{S T 2EHA 2 TIZ4EHLICY.

Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

2EHA|: Bitbucketof 44
1. [Bitbucket0ll 21Z4(Connect to Bitbucket)] A4 m|0|X|ofl 244 O|E 0| E AIEILIC}.
[Bitbucket (Bitbucket apps)]olA & AX|E MEYSIHLE [M X A X|(Install a new app)]E2 ME4S}

o #2 M= BrELICH

(® Note

Zt Bitbucket WorkSpace = A& 0tCH 42 8 fHPF A x| & LIC}. Bitbucket 2 o|0O| A
x|& 22 Y2 MEdStD o] MMof Ot X[ HHAHZ Ho{Zh Lt

R
[
i
o
o
22
0
°
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

ol

Bitbucket2| 21 Q1 H|O|X|7t EA|E|H Xt SHSE 2IQIEH CHS HISSHE S MEHELICE

2 M x| B O|x|0oi A AWS CodeStar 0| Bitbucket 74|Z01| 14 S A5t UCH= HIAIR|7F E A
Lot

Bitbucket WorkSpaceE A8 3t= Z3< Authorization for(T8 £04 CHA) S M E WorkSpaceZ
Aot #2|Xt HEto| U= WorkSpace Bt E A|E LICH,

UN|A HEH HOIE MEUBLIC

e

[=E] 7£|I-O-i 89
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AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. [Bitbucket (Bitbucket apps)|=2 MEAStH A Ax|o| @142 ID7I EA[EILICE 12 S MEfgFL|Ct
MEE HAZo| odd SEo| EAIELICEH

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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Bitbucketoll CHEH 2474 A4 A4(CLI)

/A Important

AWS CLI EE=E E6 M=l 24724 AWS CloudFormation 2 7|2%19 2 PENDING AEHQIL
C}. CLI EE= 2to| A4S MMt &£ 24 2 CloudFormationAl 275104 @122 TEISI0 AENE
2 M™ELICIAVAILABLE.

Bitbucketoll CHE A4S A/ dste{H

1. E{0|'@(Linux, macOS, Unix) £ = WY T &I E(Windows)E LIt AWS CLI & A& 35}04
Q142 --connection-name 2|3l --provider-type L& X|&35}04 create-connection

WS MAFLICH O] Mo M ELAL SZ Rt O|F 2 BitbucketO|D X|HE 44 0|&2
MyConnection®lL|C}.

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

O| BEO| Moz Mz ChS1} Hi

nlo
o>
rok
%
Y
>
Py
s
02
HL
N
e
o
o
-
o

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"

[a

=
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o4 423

fjo

SRSLICH AFME I8 5 501 917 U0l Bl AT et AA|

fjo
ol

At

00

N
lo i

GitHubOf| CHEt @443 A

AWS Management Console &= = AWS Command Line Interface (AWS CLI)& AF2 3104 GitHubod| CH
gt S Y = AsLch

INESgo AR SE
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« GitHub 7{"g0| o|O]| 4-&x|o{ 2{o{0oF ErLC.

- ME mE| ZE Z|ZX|EE2|7} o|O| MAdx|o{ lo{of EFLICt.

® Note

S Md5tEd™ GitHub & AR KAH0{0F & LICH =& A%0| ot 2|ZX|EE[C B2 2=
X|EE| A8 Kto{of ghL|Ct,

|

* GitHubOl| CHiEl 212 HE(EE)

- GitHuboll CHEH 2474 MAd(CLI)

GitHubOl| CHE 212 HE(2E)

® Note

2024H 72 1UBEE 242 2|AA ARNcodeconnectionsOilAl 2to| 448 MAdstL|Ct &
MHIA HFAEEE Qe ElAAE 240 Al EAIELCH

1. ol 222! AWS Management Consoledt ZO|lAM iR =7 2 &2 L |Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [M%(Settings)] > [21Z&(Connections)]E MEHEE CF [24Z2 4d(Create connection)]2 ME4
Ct.

o

L

3. GitHub EEE GitHub Enterprise Cloud Z|Z X|E 2|0l CHet 44E MA5l2{H [S 2 K M= (Select
a provider)|2 ME{S 1T [GitHub]& MEEFLICE [21Z2 O|& (Connection name)]0l| A4 5tE{= A
o| o|&g &dEtLICt. [GitHuboll 24Z3(Connect to GitHub)]& AMEHEt T 2EHAH| 2 TIgHEtLIC.
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Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Bitbucket

O GitHub GitHub Enterprise Server

GitLab

GitLab self-managed

Create GitHub App connection info

Connection name

github-connection

» Tags - optional

GitHubOl CHet &S

S
- —-=

1. GitHub connection settings(GitHub
O| Z AIELICH GitHubof|

_=E=2 -

o742 AE

Connect to GitHub

44 MH) ot2il 2| Connection name(®1Z2 0|F)oil 212 0|8
HEFLICH HMA & HO|X[7 E A LICH

S
|

i
o
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aws o(’

AWS Connector for GitHub by Amazon Web Services would like
permission to:

(Q‘ Verify your GitHub identity (| 1)

D Know which resources you can access

-/\/- Act on your behalf

{:?:} Learn more

Learn more about AWS Connector for GitHub

cancel Authorize AWS Connector
for GitHub

Authorizing will redirect to
https:/fredirect.codestar.aws

@ Not owned or (9 Created More than 1K
operated by GitHub 4 years ago GitHub users

2. GitHub& AWS 7H4lE{ Het F04& M= LICt @472 1| O|X|7F LIEtLE T [GitHub R(GitHub
Apps)] 2=+ EAIELICH
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Connect to GitHub

GitHub connection settings ifo

Connection name

github-connection ‘

App installation - optional
Install GitHub App to connect as a bot. Alternatively, leave it blank to connect as a GitHub user, which can be used in AWS CodeBuild
projects.

Q, or Install a new app ‘

» Tags - optional

Connect

3. [GitHub (GitHub apps)]HlA & Ax|& MEHSEHLE [ & 4dX[(Install a new app)]2 AEH 504
HE MZ BHELICH.

® Note
EX ZZKtof chet 2= 2o cHal stLtel 4= Mx|EFL|CH. AWS Connector for
GitHub 2 o|0| dx|EH B2 aiT S ME4st 10| EAHE ALELICH

4. AWS Connect for GitHub A x| I O|X|0|M S MXIE HA™EHS MEISFLICEH
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Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note
Z} GitHub 7| 0tct 4

Mg Bt tHOH Mx|BFLICH O|Fof A Mx|EH 7L [T4d(Configure)]
2 M50 & Mx|<f

=
= HO|X|Z 0[Sst7HL FIZ HES AM8slod 2£2 Sotd +

5. GitHub& AWS e AX| HO|X|olM Z7|E22tE 2tz &1 HRIE MEghLIct

!
i
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Install AWS Connector for GitHub

Install on your organization .

for these repositories:

@® All repositories
This applies to all current and future repositories owned by the resource
owWner,
Also includes public repositories (read-only).

(' Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

~" Read access to issues, members, and metadata

~" Read and write access to administration, code, commit statuses,
organization hooks, pull requests, and repository hooks

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

O| &tH|& otx|H Lol EEl Het H|0|X[7t GitHuboll EAIE =+ U&LICH.

e
!
il
r
2
I
©
~



MR £ 28 A8 A

6. AWS Connector for GitHub @40 CiEt dCl|o|EEl HEHo| QICH= 0| X[7F E AIE|T Accept new
permissions(Af Fet =2hHE MENEHLICE

o bs

The - app by is requesting updated
permissions

Read-only access to Metadata MNow request

Read and write access to Commit statuses Mew request

@ All repositories
his applies to all current

Developer note

Accept new permissions

The | app will retain its current permissions if you choose not 1o

7. Connect to GitHub(GitHuboll ©4Z3) H|O|X|2 Sot7 A ElLICt. GitHub Apps(GitHub 24)0il Af Ad%|
_Ql iz |D7|‘ _._._A|E|=||L,||:|- {742 MEHSE “:I_

. MAME ol 9% S=of EAIELC

@) Connection githubc-connection created successfully

Developer Tools Connections
Connections Hosts.
Connections inf C | Create connection
Q 1 @
Connection name Provider Status ARN
armcaws:codestar-connections:us-west-
gethub-connection GitHuly @ Available 2
o o
A 2 & 98
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GitHubOfl CHEH 473 A4 44(CLI)
AWS Command Line Interface (AWS CLI)E AF&35104 GitHubo| CHEt 422 MHE = A&LICH
O|= 7| 5t24™ create-connection WS AL EFL|CE.

/A Important

S SE! CloudFormation £ 7|222S 2 PENDING & EHRIL]
C. CLI EE= 2to| ¢4 MAISt & 242 CloudFormationAt235+0{ ¢1Z22 TEISto{ AENE
2 M™ELICIAVAILABLE.

GitHubOl| CHH 2142 4+d5t2{H™

1. E0O/E(Linux, macOS, Unix) £& B& T &I E(Windows)E LICt. AWS CLI & AF&35tod o434
£ --connection-name I8l - -provider-type L& X|%3}t0q create-connection HHZ Al
st o] ool M EFAF 22X 0|2 GitHubO|1 X|HEl 9473 0|2 MyConnection®lL]|

Il

.

aws codeconnections create-connection --provider-type GitHub --connection-name

MyConnection
O| BHO| AMCHE A= ChZ 1t H|x 8t 212 ARN HE 7} ghtElL(Ct
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f"

}
2. B4 A0 TS BBHLICH RS LIS S 27 50 67 00| EHHS FEFHA
(@)

GitHub Enterprise Server0| CH8F 9174 A4 A

HZEE AE5to{ AWS E|aAE EtAN 2| ZX|EE(QF AAZE LICH AWS Management Console EE

AWS Command Line Interface (AWS CLI)& A& 3104 GitHub Enterprise Server0 CHEt 2422 M4
(o]

o

0= r

0474 mhad xHof 99



WK E7 28 JUERELE)S
Q1AL GitHub o] A& &Ql5t7| {5 A2 M S0l Ar& L[= GitHub Enterprise Server 7|74 0|
258 2lZX|EE|ol CHEF KM A FHEDE XIS ' LICE.

- B|ZX|E2|7} %= GitHub Enterprise Server QIAEIA T} Qlo{of &

r 2]
« O] Mo Lte} e HAXH GitHub g BHET SAE BlAAE MA352{™ GitHub Enterprise
Server QIAEIA O] Z+Z|Xlo{0F §L|C}H

/A Important

GitHub Enterprise Server82 2 SAEE M3stH ¥lF 3 O|HIE H|O|EHE I8 VPC IEX
|

QIE 7} MAE|LICH 2020'A 118 242 0|0 ZAEE A5t AL VPC PrivateLink %3
ANEZQIEE ArSstedd HX ZAEE AXEH S M ZAEE dEsloF &LCH

(® Note

A
MEU |IDs & 2ot I & IDs)0l| SUs HE
= AX|E SZAto| CHet IE 2 S AE M

=X
« GitHub Enterprise Server0i| CH3I 9174 MM (2 &)
« GitHub Enterprise Server0i| CHEH @472 24 4J(CLI)

GitHub Enterprise Server0i| CHEh @12 Md(E£)

18t 24T GitHub Enterprise Server7} Ax|E! @/ x|of CHEF HEE

GitHub Enterprise Server 2142 M35
SHoR 2 WM E slEhLct.

MZ& 31 GitHub Enterprise A+24

(® Note

2024H 72 1UBEE 242 2|AA ARNcodeconnectionsOilA 2to| 438 MAdstL|Ct &
MHIA HFAF EE Qe ElAAE 240 Al EAIELCH

2
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i
u
o
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html

ol
nx
0%
x

LR =T 2L At

=X

1

« GitHub Enterprise Server 2 MM(E&)

GitHub Enterprise Server 173 M4(2

1y

Hi

i

GitHub Enterprise Server0i CHet @12 4dstE2{™ M URL 2 GitHub Enterprise At 3&EE
gt

1. o 222l AWS Management Consoledt 0l AWS iR =7 2& S YL Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [EAE(Hosts)] B0lM [EAE M4d(Create host)|S M

=
A E 0| (Host name)|ol EAE| AL & 0|5 S &l24%LCH

w
"foi

4. IZX ME{olM CHE & stLEE MEYELICEH

» GitHub Enterprise Server
« GitLab R}l 22
5. [URL]0| A7 Mx|E Qlzto| =X QIEE l=dgrL|Ct.
6. M7 Amazon VPC LHO| T4 E|o{ {=O| VPCe 21ZstEi= B [VPC A& (Use a VPC)|2
MERSHLICEH O K| of2 B [VPC ]S MEiFLICEH
7. Amazon VPCE QIAEIAE A3t £ VPCO| @152 E B2 [VPC A8 (Use a VPC)]2 MEH5}
Ct22 &t ct

a. [VPC ID]OIAM VPC IDE MEEHL|CH QUAB AT MX|E QI
E = Direct ConnectE &3l QIAE AN HHAE = U= VP

b. Ze2to|8! VPCII FEE|0{ Q{1 IH=B0| otld 215 7|t ALE5t0d TLS HE S +dst= S
QUAEAE e T2 TLS 2B A0l 215 IDE L™ LICE TLS 1B M gf2 US|

A
12 7|Lic

8. [EAE MM (Create host)|& ME4EFLICE

0x

9. 3AE MR HE Ho|XI7} EAIE £, 3AE7}F MM niat 3AE AEj7} BFEILICH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

A8 MENM
(@ Note
FAE HHE0|VPC FHO| X E R ZAE HESRT 74 248 Z2H|XMFs= O
HE HT Z8uct
ZBAETHER B(Pending)] & Ei7t E W7t x| Z7|CtEl Ctg HX[E 2= & LICH REA[EH LI =2 =
5 5015 AE MBS HETSHAAIR.
@ After your host reaches Pending status, choose set up host. X
Developer Tools > Hosts > MyHost-e8boge2c
MyHost-e8b08e2c [ oaee |
Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test- 3 @ Pending

2EHA|: GitHub Enterprise Server 913 M4(22£)

1. o 222! AWS Management Console 5t O{|A 7k A} =7 &2 YL|Chhitps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [&%(Settings)] > [21&(Connections)|2 MENS CFZ 212 4 4J(Create connection)] S A1EH
Ct.

o

L

3. Ax|E GitHub Enterprise Server Z|ZX|E 2|0i| CHe ¢1Z2S MA5HE4T [GitHub Enterprise
Server]& MEHRFLICEH

GitHub Enterprise Server Server0i| CH$t 9474

1. [®1Z8 O|&(Connection name)]oll 914 O|& S =4§fLICt.

R
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name
Give your connection a name.

connection-ghes

URL
The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

Cancel Connect to GitHub Enterprise Server

2. [URL]OH AH{o] = ZQIE S Ql2d%h|c}
@ Note
M3 E URLO| 244E 2I3Hl GitHub Enterprise ServerE M35t O o|0| AFS &l B2, i
gt o= ZOIE O CHSH O|X0f MAEI SAE B|AA ARNS MEHSIEH= HAIR|7F EAIE
L|C}.
3. (A._'|E—||'| A|'§>|') Amazon VPCZ MHE A|ZtEF & VPCO| ¢1Z85IE{E A< VPC Al & MEist Cf

@ Note
GitHub Enterprise Server EE= GitLab AFA| # 2|1 20| B2 A 7IS8t ZAEE ™
S5t X| et&LICh ZZ|of ZF Aol CHa M EAEE

o
(VPC ID, MEL IDs X! 2ot & IDs)0f| S U HEE LU=sHoF &LICH XtMEF LiE2

= =] —
ZES XIYsts MxIE STRI0| CHEH A U SAE M EHHIS BEFAAL.

R
[
i

o

= 103



Mt £7 2a

[VPC ID]AIM VPC IDE MEHEFLICE. GitHub Enterprise Server QIAE AT MX|El Q1L }O|
VPCE MEi5t7LE VPN E = Direct Connect® &3l GitHub Enterprise Server IAEIAO|
CHM|AE &~ Q= VPCE MEHSHoF EFLICEH

[MEY! ID(Subnet ID)|E

MEHSE T [F7HAdd)E MEHELICE siY EEoMH SAEM ALS
& MEU IDE MEIEL =

Ch MEU2 =[CH 10707 K| B8 = Q& LT

GitHub Enterprise Server CIARAT EX|El QlZto| MEUE MEASIHLE VPN E&=
Direct ConnectE® &3l AX|E GitHub Enterprise Server QIA déoil MM AE = U HEH

2 A—l EHZ OHOI: oI-L_||:|.

g ZIC oM EAE At

Tm
oII

Ot & ID(Security group IDs)]OIM [F7HAdd)]S MEHEFLICEH
g 2ot OF S MEELICH 2ot J&2 A[CH 10707 K| AdEHE

Olo
1
%0
o>
T
ful

GitHub Enterprise Server QIAE A7} MX|El Qlzpto| Eot I F S MEHSHI{LE VPN =
Direct ConnectE &35l Ax|El GitHub Enterprise Server QIAEIAO| HMAE 5= Qs E ot
JES MEdstok gFLct,

= GltHub Enterprise Server °._| EAE TAE AL [TLS
IDE UHELICE TLS QB M 22 elB A2l IHE=| 7[040k EFL—Ilir.

0|)|
z 9
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VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X
Subnet IDs
Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.
Subnet ID
Add

Security group IDs
Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional

If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.

4

[GitHub Enterprise Server Server0{ 21Z4(Connect to GitHub Enterprise Server)|& MEHEFL|C} 4
HE HAZ2 [CH7| F(Pending)] &EHE EAIEILICH AAEA7E MSE M HEE AFE 504

o1L=
2 gt ZAE Z|4aA7 HMEELICH SAE 0|§E2E URLO| AFSELICH
o

(27 £¢2! 422 Aol 0|E(Update pending connection)]& AME4 8 L|Ct

e
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LR =T 2L At

@ Connection connection-ghes created successfully

Developer Tools Connections S17f67b0-0457-4463-
connection-ghes | Edit |
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. : .

Learn more [5

Connection settings

Name Status Arn
connection-ghes @ Pending armcaws:codestar-connections-us-west-
Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@ Pending

6. MAIX|7} EA|E|PH GitHub Enterprise 212! H 0| X|0{| M GitHub Enterprise At SHo R 21
IgrLct.

7. [GitHub & 44d(Create GitHub App)] HIO|X|0|A 2| O|EE MEAEILICE

Create GitHub App

GitHub App name

AWS

Create GitHub App for =

8. GitHub &¢I I|0|X|0{| M [<app-name> & 2l(Authorize <app-name>)]2 ME4EILIC}

re
1
=
H
]
s
bal
bal
o)
bl

106

r
r
il
I



my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. ¢ M HOIX|of, HYE] 2 MxIE FHI7H EIRICHE HAIKIZH EAIEILICH of2f ZE0] U
Ze U2 MAIE NS Mestats HAIKIZE EAIZ & et

Install my-app1

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. 244 H|O|X|of| ME HAZO| [AFE 7tS(Available)] & EHE E A|ELICE.

GitHub Enterprise Server0il CHEF 172 M4(CLI)

AWS Command Line Interface (AWS CLI)E At&3t04 0142 M & &Lt
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1

1.

/A Important
A CloudFormation 2 7|22%{2 Z PENDING & EHIL]
C}. CLI EE= 2to| 42 MAd$t £ Z4£ 2 CloudFormationAt2510{ 9422 TZEI5t0o{ AENE

2 M™MEELICIAVAILABLE.

EtA|: GitHub Enterprise Server0i| CHEF 3 A E M H(CLI)

E{0/'=(Linux, macOS, Unix) £ &= B& T &I E(Windows)E LICt. AWS CLI & AF&35tod i34
--provider-endpoint 93 --name, --provider-type2!E X|&H35t04 create-host HZ
A LICE o Mo ME mE| 32X O|&§2 GitHubEnterpriseServerO|m A=xZ QI

H

Im mjo o

£ my-instance.devL|C}.

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

o} H] ZAE Amazon 2|44 O|F(ARN) HE 7} gretELicH

0jo
>
o

O| BFo| Moz Az(w ot

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

2. ZE£S M3B3lo{ ZAE HMYE RESIT SAEE Available & EHE EELICH ApAMIEH LIS
=3

2 A 2L0M 2R S 34E 4H

1. 0o 212l AWS Management Console 5t 0| A YAt =7 2&2 JLIChhttps:/
console.aws.amazon.com/codesuite/settings/connections.

ok

2. 242 ME5I0{ ZAE MME 226t SAEE Available AE{jZ2 MEHgtLICH EF SQ
AE A

dHE(B) st .
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

0o
1z
0%
x

LR =T 2L At

3EHAl: GitHub Enterprise Server0ll CHEH 174 M 4(CLI)

1. E0O]&(Linux, macOS, Unix) £= @H T &I E(Windows)E LICt. AWS CLI € At&3t04 44
2 --connection-name {3l --host-arn Y& X|%3l04 create-connection B2 AT L
Ct.
aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection
O| BHO| AMCHE A E|™ CtZt Hi ek 212 ARN HE 7} BrekE LCt,
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
2. EES M350 ER S HAZE2 MHELICH RHMEt W82 £/ 50 ¢4 Olo|E EHE &
ZoHAAIL.

AEHA|: 2201 M GitHub Enterprise Server0i| CH8 @473 &t &

1. ol 2222l AWS Management Console St 10| 7t X} =7 2& S YL|Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

S ME3%to{ EF ¢l HdAS et Fl Available & EHE A S TR EILICH REMIEH LA
=

==
T S 4 UC|0|E HHE ARSHAAIR.

A
=
2
=

GitLaboi CHer 14 4

AWS Management Console &= AWS Command Line Interface (AWS CLI)& A+& 3104 gitlab.com =
ARE|E E|ZX|EC|of CHEt AA S MEE = J&LICH

(® Note
GitLab0ll A 0] 212 M X|E £QlstT™ HO|EE AMEIE + A= HetE MH|£0] F0o{5t 1 24X
EX| oiZ 2|7 0|EE X7H{sto] HEtE F|4oE + AGLICH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

LRt ET 2E

nx
0%

* GitLab A4 0] o|0] Y& x(of Rlo{oF rL|ct,

ofst= O AFS &l AH'Hoi| CHet A

Note

IX|E2|ofM sHE
ofL|o{ ElL|Ct.

LICE 28 W 2lZX|EEle] B

|

* GitLabo{ C

* GitLabo{ C

® Note

20244 78 1L R E
MH|A HSF AR =

o A& EAIELICH

AH A4
(=N~

1CHA|: 4

1. ol 2221 AWS Management Console®t CHZ 01| A AWS 7Hgt X}
console.aws.amazon.com/codesuite/settings/connections.

8t CH2 CodePipelinet 7.5*8 24

2. MYES MEF OIS ds MElgLCH o3 MM S MEIgELICE
3. GitLab ZIZX|EE|0f| CHEF 1B S M4dstE{H S S At =401 A GitLabS =Y
(Connection name)]0i| 44 3PE4E Zo| O|F S U=FLICE GitLabof A&

14S

A ARNcodeconnectionsO A 2o ¢4

fjo

:L—E- LSRR

d-gLcH =

T 2£2 YL Chhttps://

o
i


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

GitLab2| 2121 H|O|X|7} EAIE/H 23Q1 Hot 215 HEE =8 Ot3 210l M=igfL|ch

GitLab 7ol AMASHY| 2T HAZE &2 2 st= HIAIKIQE A e 504 B O|X|7F EAIE
LICE.

AuthorizeE ME4EFLICEH

o
i
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

HEtfxX7t ¢4 £ H0|X|ZE SotZLICt GitLab & oM 214 o|Fol M HZ0| EAIE
LICH

GitLab0ll 232& MEHEfLICH

e
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A0 M2 Wdr|M dF 7t EAIELICH A2 MEF HEE HZE dH m|o|x[of Liet
A& LICH

GitLabO0i| CHE 2173 M +J(CLI)
AWS Command Line Interface (AWS CLI)E At&3t04 0142 M & &Lt

O|= 7| 5t24™ create-connection WS AL EFL|LCE.

/A Important

CloudFormation 2 7|E£Xio 2 PENDING AFEH QL]
F 4 2 CloudFormationAt 235104 9422 TEI5tod AENE

GitLaboll CiEF @1AS Y5t

1. E0O/E(Linux, macOS, Unix) £&= B& T &I E(Windows)E LICt. AWS CLI & AF&35tod o434
£ --connection-name I8l - -provider-type L& X|%3}t0q create-connection HHZ Al
igrLict. o] oMo A EFAF S 2 X} O|& 2 GitlLabO|x X|HEl ¢4 0|E 2 MyConnection®lL]

L

Il

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection
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"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
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Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

3. BAEJIHEBMOE SEXHSAEMEH
(Available)]2 2 FE A|ELILCE.

glhost-!

Host info

Host name Product

:iglhost GitLab self-managed
Arn Endpoint

o | NG

2 HO|X|7} LIEILI T SAE MEfT}AME TS

o | [cor | SR

Setup status
& Available

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.
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1. E{0|'d(Linux, macOS, Unix) = 3433 =2 E(Windows)E YLICH AWS CLI 2 AFR50od 917
--provider-endpoint 93 --name, --provider-type2!E X|&H35t04 create-host HZ
AEgLICt O] (Ao ME TE| 2 At O|§ 2 GitLabSelfManagedO|n AEEZQIEE

my-instance.dev®L|Ct.
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aws codeconnections create-host --name MyHost --provider-type GitlLabSelfManaged --

provider-endpoint "https://my-instance.dev'

S AE Amazon 2|44 O|F(ARN) HE 7t ghetElL|Ct
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{
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"
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Ct.
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west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection
O| BHO| XMCHE A E|™ CtZt Hi 8k 2172 ARN HE 7} BrehE L|Ct,
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
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1. OolM AWS FHE A} =7 2& 2 L Chhttps://console.aws.amazon.com/codesuite/settings/
connections.

2. [AZ(Settings)] > [23Z(Connections)|S MEHEFLICT.

AWS HEnt AZE ZE AZ2| 0|F0| ZAIFLICH

3. O|S0lM HOOIEE EF &2l 49| o|F = MEFLICH
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[Bitbucket Y (Bitbucket apps)]oilA & Ax|E =45t 7Lt [Af & A X|(Install a new app)]E 1=4 5}
o A2 MZ BHSLICH

Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bltbuckct apps
itbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app
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AWS CodeStar requests access
This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e
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«  E{O|'&d(Linux, macOS =& Unix) EE = B3 T & Z E(Windows)E &1 AWS CLI & AFE35}0d

list-connections & & AlsgrLICt.

0

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
b
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"
}
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Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and

secure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag
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3. WY sAEE MeBLICH 3AE MH T O|X|7F EAIELICH
4

[EAE Ej(Host tags)] 0l M [T &(Edit)|2 MEHEILICH [EAE E{I(Host tags)] HO|X|7F E Al

= =

L7t Zeof £71E ZE eja MEo| Chst 7| HoE 2SI (2 HEE ME AR ILICH)
E E0q 7|0l Project2 T LICt. Zt0l= ProjectAE 2IgfL|CH.

Edit Host tags

Host tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
Secure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

6. (ME AFEN [El2 F=7HAdd tag)]% MEHSto] 82 F 76t SAEO CHaH Ef2E o 4%t

7. MES UHELCH Bl 34 E MH of2fol| LhEELICH
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2. [AH(Settings)]ollAM [2AZ(Connections)|S MEHEILICEH HAZ EHE MENSHL|CH

3. EAE AZS MEiFLICH 42 MY mo|X|7t EAIELICE.

4. [4 Ef2(Connection tags)]ol M [7](Key)] & [2k(Value)] & ofz2Holl @730 CHEr EH 27t EAIEL
C.
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% (Settings)]0i| A [21Z(Connections)|2 MEASLICH [E AE(Hosts)] B2 MEHELICY.
ANE ZAEE MEIELICH

[EAE EiZ(Host tags)]ol A [ZI(Key)] & [gL(Value)] & ool S AE0f CHEH ENZ7F AL
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3. HWEEF AZZS MEELICH 42 A Ho|X|7F EAIELICH
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[447(Settings)] 01l A [‘E‘Q(Connections)]% AMEEILICH [2 £ E(Hosts)] ®S MEAFLICH

[EAE EHIL(Host tags)]01|k| [ 7.i!(Edit)]g MERSELIC} [EAE Ej(Host tags)] HO|X|7F E A

colM Zeol wet Zt Z=o| ZH2 AUO|o|ERLICE o€ S04 Project 72| ZtoilA
Pro'ect £ ProjectBZ HZAELICH

2L B} MH(EE)

S ME35l0d HAZA EAANMEIIE MHE £+ U&LicH AZE S|AAM EYZE FN7{5HEH EY
APN|IE LICE.

40| E{1E M|745t2{H

Z&ol 2Ol B FolM dEs MEfELICH

[*é’éé(Settings)]Oilkl [24Z(Connections)| 2 MEHELICt 44 BY S MEHFILICH

HEE HAZE2 MEfgfLIch 4 M o o[ X|7F EAIFELICH

[24Z Ell 2 (Connection tags)]oll A [H &(Edit)]2 M4 EFL|Ct. [24Z Efl 2 (Connection tags)] H O X|
7F EAIELICH

AE 2 efaol 7|ot 2F ol = Bl M7HE MESELICE

Ol Ej2E X|H35te4H™
=Z&0| 2a0lg|ct BM Folq 8-ES MEfsi|ct
[Ad & (Settings)]l A [23Z(Connections)|2 MEIRILICH [E A E(Hosts)] B2 MEiEILICE

[EAE Ef(Host tags)| ol A [T &l(Edit)]& MEHELICEH [EAE E{ I (Host tags)] T O|X|7F E A

AAE Zh e ol 712t gf ol U= Bl MHE MEFLICH
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2laA EHZ(CLI)
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CLIE Ar835tod M4 2|AA0| CHE EfOE EA| F7t, UOI0|E = MAHE &= U&LICH
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- Y7 2laA0i EfT FIHCLI)

« 947 2|AAQ| E|lT E7|(CLI)

« Q47 g|AA 0| Ej1 TWE(CLI)

« Q47 Z|AA0|M ENT MI7H(CLI)

o474 BlAa Aol Ej FIHCL)

AWS CLI £ Al235t04 29| g|AAO| Ef2E R|AHE £ Ql&L|Ct.

E{0|do|Lt HHEEo|M Ef2E FIIE 2|A A2 Amazon ElAA O|E(ARN)I F7HE Ef19| 7|9 2t
£ X|H35}t0d tag-resource WHES A™ELICH 271 |49l EfOE FIIE = U&LICH

A€ol gt i1 & FTtsted™

2| AAOS| ARNS 7HA{SLICH @12 Lo L2t U= list-connections B E AF& 3104 2172 ARN
£ 7tMSLch

-_—

2. EOld == Y EO|XM tag-resource B S A&ELICH

o & E0fCtE HEE A& 3sto] Aol 2742| B2, & BT 7|7t Project 0|1 Ef (0]

| oco=2

ProjectAQlI Ej19} Ef1 7|7} ReadOn1y 0|1 E 1 ZLO| true@l EN2E ENZELICH.

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

HSE 42 ol FE2 ofF AT gretetx| gh&Lict
ZAEO Cigt Y2 E FIhetedH

0

1. EBIAAO|ARNE 7HKZLICH ZEAE IR0 LEet QU= list-hosts BHE AHE 6101 ZAE ARNE
7t XS LICt.

2. EO|d == HYHEO|XM tag-resource B2 A&ELICH
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OE E0{LCtS HHE A5t ZAE| 2702l Ef2, & Ef2 7|7t ProjectO| Ef2 L0
ProjectAQ! Ej9 EN1 7|7} IscontainerBasedO|1 Ef1 ZfO| trueQ! Ef1E ENZELICE

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true
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P2 otF AT gherstx| ok & Lich
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AWS CLI & ArE5t0{ 214 E|AASAWS EiE = = USLICH Ef7F FIHE|X| §f2 F< BHetE
= S5 2 H|o{ U&LICE. list-tags-for-resource BHE ArE6t01 2 E= SAEM FIIE EHOE =

= A& LI

AZol Cigr B2 & 2™

-

2| AAOS| ARNE 7HA{SLICH @14 Lo L2t U= list-connections B E AF& 3104 244 ARN
£ 7t SLct.

= O
e =5S _LE=|':'._=| EPS ‘E‘§E<§° *°”°*L—IEP

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bcs44lf

0

Ol BH2 Elaaet HAE BT E HretefLICH o] tloME dZol Chsl EhetEl & 7|-2f mo{E

Hoi ELICt
{
IlTagSII [
{

"Key": "Project",
"Value": "ProjectA"

},

{
"Key": "ReadOnly",
"Value": "true"

}
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SAEO CHStEIOE EB{H
1. EBIAAQ|ARNE 7HXELICH ZAE LIGo| L2t QU= list-hosts BHE ALE5l0{ EAE ARNS
7b K ZLct.
2. EO|d E= BBE0I XM list-tags-for-resource BES AT LICH & E0{ SAEN CHEHE
ZIYEfT 2t SES Ed{H O 5 BYS AT LICH
aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605
Ol BH2 2lAAQ AZE BT E pteterLICt o] oMz ZEAEO CHsH BtetEl &= 7]-2F Hoq
E 2o Lt
{
"TagS". [
{
"Key": "IscontainerBased",
"Value": "true"
.
{
"Key": "Project",
"Value": "ProjectA"
}
]
}
o417 Bl AA Q| Ef TE(CLI)

BAE = AGLICH 7IE 710|242 HESHUTOE ZIE F

AWS CLI € Al 835104 2| AAQEfOE
7|.ol- A OIAL_||:|._

AAEH

jClolEE e 7| X EjT Zf2 XIEst

EO[EO0[Lt BEE0IM EfIE YOlo|EE 2|AA 9] ARNZF
01 tag-resource BHE=S AT LICE

FH 8 BEE 0 XIMEIR| o2 BE 4 7l RISIKIR, 7l ZXIS A 2ol 2l EfE ol

EELICE edit BBE ALE5t04 FIHE M 7= M 71-2f mlo{2 FIHELICH
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tags-for-resource

A EiZ &M7H(CLI)
504 2|AAMM Ef2E N|7HE L.

44 g|A&
tAofl 2} AWS CLI E A2

CHs
7ot Ef 27t AFA|IE LICH

Nex =7 24 A
AZof cHet el 1 & WE ST
2[AAOS| ARNZ 7tAZLICH Q172 Lol Ltet /U= list-connections BHEE AL&3+01 212 ARN
7bKZLct.
2. EO|d == HYBEO|XM tag-resource BH S A&ELICH
O| of&|ol| M= Project 7| 2t0| ProjectBE A ELICH
aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf --
tags Key=Project,Value=ProjectB
3t 32 ol HHE2 ot F R BHEHSHX| b &LICH A0 AZAE B2 E = elstEdH list-tags-
for-resource BES A&ELICH
SAEO CHEt B2 E HESHEH
2|A~AC ARNE 7K ELICH ZAE LEYE0]| Lt /U E list-hosts BEE ALE 8101 ZEAE ARNS
7F XS Lct.
2. EO|ld = HHE0|M tag-resource BHHS AeHsrL|C
O| of&|oi| M= Project 7| 2t0| ProjectBE A ELICH
aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB
O| BHE o} F UL PHEtstx| et&LCH SAEQ ZAE EfOE &0l5HEd™ list-
THES ALt
1ZAEl B|AANMEIZE A
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@ Note
Az 2lAAE ARG AXIE 2lac0lM BE BT HZ0| MIHELUCH M BIAAE AK
ot7| ol {2 & MAHY E2It ei&Lict

E{0l'do|Lt HEEM El1E M7HE 2lAA 0 ARNI M7HE Ef22| Ef 7|E K| SH0d untag-
resource HES M™ATLICH O & E01, EiZ 717t Project & ReadOnly @l A0 A of{ i E
M7stedH Cf 2 - S AFS 8L ch

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s4lf --tag-
keys Project ReadOnly

38t B2 0| BAH2 ofF A vretst x| et &LICt 2laAaer AZAE EfOE 221524 ™ list-tags-for-
resource HHEE AAELICI £392 2 & Ef27} MAHEIRUS S E0o{ELICE
{
"TagS" []
}

£ AWS Command Line Interface (AWS CLI)2| get-connection &S AP95P04
HEE = & UELICH B M8ste{H ol x4l HTE o|0| Mx| AWS CLI F74Lt 3
M HHo 2 4| 0|EsHoF AWS CLIZLICE REA|EH LH& 2 AWS Command Line Interface AF& X} 7+
O|E0| M AWS CLIMX|E & ZFHM 2.

1. https://console.aws.amazon.com/codesuite/settings/connections0l A 7HEf A} =7 E2£ & JLCt
2. [HH™

3. HB{E o ool = HES MHE O3 [MF BE E7|(View details)|E& ME4FFLICH
4

A€ol Cisll ChE ot 22 SE7F LIEHE LI
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections
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« GitHub Enterprise Server?} Z2 Mx|E
AE HHE

= Atol| CHsll 20| SHE 2, Gt et &

« GitHub Enterprise Server@t Z2 MxX|E SZXtof CisH AZE0| MEE ¢, iAo ZAEQ
T AEZQIE HE
5. 0| [EF S(Pending)] &EHQI BHL oS &= 514
E 5

™
pending connection)| & MEASILICE XtA[EF 182 E7 S0 912 YUCI0[EE FHX5HM L.

@S EE{H(CLI)

- EHOld £ BEE0i| M get-connection BHES AMFHLICH 0 & £0{ ARN /0]
arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441fQl 940 CHE MF HEE Ee{H CIZ2 =8
%I-L_||:|.
=] N

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

O
AT

JE0| H3E 32 HZ MF =7 gretELUc

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub 24ZZ22| £&4 of:

"Connection": {
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"ConnectionName": "MyGitHubConnection",

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
ebcd4al3-EXAMPLE",

"ProviderType": "GitHub",

"OwnerAccountId": "account_id",

"ConnectionStatus": "AVAILABLE"

GitHub Enterprise Server @1Z42| &2 0|

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
}

ot i3 28 AWS A

oTr=
|& LIC} CodePipelinelt ZH0| EFAF &A Q14Z 2[5 AWS B E|5tEL| ElAaAQL SR ¢4

AAE
£ UA&LICt

oto| BlAA ZRE ARSI CHE AWS AIE EE ZE0| A 7|Z HZS AWS RAM ZRE £
1T AR

/A Important
codestar-connections ZlAAONE 12 37t X|HE|XK| t&LICEH Ol
codeconnections Z|AA0| S X|RE L|C},

£ o|0| HdglofoF BLICH AWS H .
7t #88tx[o] R{o{oF ELICt.
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AWS Management Console0i| 212l
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fLICH AWS RAM
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AWS RAM E|&A SR = &8 AWS 2ol EXYst
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html
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Resource Access Manager » Shared by me: Resource shares » Create resource share

e
Grant access to principals Name

Provide a descriptive name for the resource share.

Step 4
Review and create [ Add resource share name

Resources - optional

Choose the resources to add to the resource share
+)
x)

Code Connections

[ Select resource type

[ Q, code

[ Code Connections

CodeBuild Projects

CodeBuild Report Groups

Selected resources (0)

No resources to display

Select a resource type filter

[ Q, Filter by text

)

Resource ID
4. AHE E[AAE MEHSID SRE Eot FHE ST ELICH
5. ‘dX(Create)2 MEAELIC}.
AZE SF(CLI)
AWS Command Line Interface (AWS CLI)E AF&35t04 7|&E 42

farn B

o A 2
zostHHe B4+ U

LICH

Resource type

No resources selected

Io

0| #| 3l24™ create-resource-share 2! accept-resource-share-invitation HHE AISE
L|CH AWS RAM.
g 3RoteiH
1. HZAE SR AEcE 2aQIgLct
2. E{0/&(Linux, macOS, Unix) = @™ & Z E(Windows)E LICH. AWS CLI E AF235t
0 --principals 14 350 CH3l --name, --resource-arnsE X|&3t09 create-
resource-share @2 A&#FLICE O] 6A|0f M O|F 2 my-shared-resource 0|1 X|HE
4 0|&2 244 ARNMyConnectionOl U&LICH MM SRtEdi= CHY HE E= AES
principalsA|3&LICt.
aws ram create-resource-share --name my-shared-resource --resource-
arns connection_ARN --principals destination_account
g gl Ay 140
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"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/4476c27d-8feb-4b21-afe9-7de23EXAMPLE",
"name": "MyNewResourceShare",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": 1634586271.302,
"lastUpdatedTime": 1634586271.302

[

Ct& ™ites S Z &0l £5+1 OrganizationsH A 2|AA SRIF S MEHE CHA HHo| B MES

AtgelLct

1. ZCHE &g & Aldez 20l Ct.

2. E{OI'(Linux, macOS, Unix) £= ¥ Z &I E(Windows)E ¥LICH. AWS CLI & AF835t09 get-
resource-share-invitations @232 AlshL|Ct.

aws ram get-resource-share-invitations
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ChS BHHIE QI3 2laA 38 EO ARNS 2R
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5to
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LICt--resource-share-
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3. accept-resource-share-invitation WHE S Al
invitation-arn.

aws ram accept-resource-share-invitation --resource-share-invitation-
arn invitation_ARN
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ol BH2 Chs £ S grereLict

"resourceShareInvitation": {
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"resourceSharelInvitationArn": "arn:aws:ram:us-west-2:111111111111:resource-
share-invitation/le3477be-4a95-46b4-bbe@-c4001EXAMPLE",

"resourceShareName": "MyResourceShare",

"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/27d09b4b-5e12-41d1-a4f2-19dedEXAMPLE",

"senderAccountId": "111111111111",

"receiverAccountId": "222222222222",

"invitationTimestamp": "2021-09-22T15:07:35.620000-07:00",

"status": "ACCEPTED"
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

O|= | 5t24H get-resource-shares &S AL EHLICEH

357 42 Eo{H
- E{0|'&d(Linux, macOS, Unix) EE£& B2 T & Z E(Windows)E LICH. AWS CLI & AFHE35}0q get-
resource-shares @& AELICH
aws ram get-resource-shares
ZL2 HHo| ElAA BSR SE S oHErgLICt
SAE AN

T Yol CHEr 1S dgste{T™ HA AWS
Management Console2 At&5t0{ SAEE MEELICH SAEE SZX7F AX[E Ql=EtE LIEHLH
Z A835to] AAE MEELICH RtM[E LI =2
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AWS Management Console &= = AWS Command Line Interface (AWS CLI)E At&35t0{ QI=Z2tof M
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Amazon EC2 QAR AO|M 7t HACZ AMRE £ QI&LICH GitHub Enterprise Server0i| CHEH 944

2 Mdst7| Hol o0l A8 E SAEE MggfLCH
ME|E 22RO SAE MM AJEZZ 0| CHEt Q= SAE MM E=QH0|E QTEZL MME
ZSMAIRL.

INESgo A RS E
. (ME§ AFEH) VPCE B AEE MAI5HE{H UE ST = Virtual Private Cloud(VPC)7} 0]0] A4 A4
04 QJo{of &rL|C}.

« QUAEIATE O|0] 4 Y x|of Rlo{0F 5tH, VPCeF dZstEiE B VPCE ZAEE A8 & Ef0{0}
gfLict

® Note

Zt VPCE &t ol 5tLte| 3 AEQDt @44E = QU&LICH.

A0l HERT L VPC 0l CHEH REAISH LHE S
4 |[EQ{3 EE= Amazon VPC 7+ L SAEQ|VPC M &
Xﬂ oH7=‘9| VPC Al @F ALE S EHXSHAAIL.

VPCE EAE% T 25 UALICH BAE
S OI_ L-

Z &£ AL85t0q{ GitLab AtA| ZHE[F0f CiEt 3AE 3 1A Z Hdsted™ GitLab AtA| 2 2|=of| CH st
A dE MEE HZolHAR E£0| XIS 2 SAESE YT LIC

VPCHMEt SAEN| HMAE = U BR OIS VPC 2F A S 2T H& TI”ELICE
VPC QF Atg

VPCE ZAEE MME7|2 MEIE &~ Ql&LICt OS2 Ax|of CHsi A™E$ vPCol HE YBHEQl
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ZZtO|8! VPCIt T/ Elof 11 HE 20| otll @1F 7|2 AL85t0{ TLS HE 2 T ST
GitHub Enterprise Server QIAFAE T8 B2 SAE Z|AaA0 CHE TLS QB MHE HMS3atoF &
L|Ct.

I-J

0| ZAEE MAMSH HE 38 VPC A= ZQIE (PrivateLink) 7t XIS 22 MAEL|CH KFA|IEH
LI AWS CodeConnections & QIE{H|0|A VPC = Z 91 E(AWS PrivateLink) EHd S & X351 4

r

Al2.
- HotOE 7Y
- SAE MY S0 AEE= Eot OE0= HERZ IEHH0|A T GitHub Enterprise Server Q1A
HAM HAAE = UL E 5{85t= QHR2E L ofRHIRE F30| EELCH
« SAE M™of ZEL|X| &2 GitHub Enterprise Server QIAEA 0| HAZE Hot D& 0= 21Z0]
Ol HMHE HEST CIE{HO| AR R E Q| QIHIRE L Ot RHIRE HMATE EEfLICH
- VPC MEHIER 2| ME CHE 7t8 Joi| of FaH{of gfLict Z 718 FAH2 CHE 7t8 Fof
M st ZofE FEIAZE = UEE ME 22|lF SZHLIcH 24 MER2 B 718 3 LHof M
O ZX5H0F 6t H, 048] WU 2 AF YU ol RE 4 P&LICH.
VPC & MEU 2todof| CHEH XEAISH LI 2 Amazon VPC A2 AE Mo M IPv42] 2, VPC 2 ME

C

IS EAHOM AEe| SAE B[AAE MY M CHE2 MSalok gfLich

VPC ID: GitHub Enterprise Server 2IAE AT AX|El M 2| VPC IDO|7{Lt, VPN EE&= Direct
ConnectE &3l A %|E! GitHub Enterprise Server QIAEA | HMAE = Q= VPCO| IDRILICEH

MES D E&= ID: GltHub Enterprise Server QIAE AT MX|El M| MEY! IDO|7Lt, VPN EE=

Direct ConnectE &3l A %|E! GitHub Enterprise Server QIAE AN HMAE &= U= MEHO|ID
dLct.

ot O & L= O&: GitHub Enterprise Server QIAE AT A X[El MB{Q| 29t 2 & 0[7HL}, VPN E
£ Direct Connect2 &3l Mx|El GitHub Enterprise Server QIAE A0 HAHAE =~ Qs EOH O F
°|L|E|-
=
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

SAE dY ZEMAo UdBte R E VPC A 0I5t 57| 215 AL8AHE CHAISHO LIES

3 Z|AAE AWS CodeConnections 2438HL|C}H 047|0|E7I EAEO|A O|IO|E{E 2| AWS
CodeConnections 5t 7| 22t HES 3 QE{m|o[AQt SAETI I E S| HZE=E O|HE H|O|[HE
17| 8t vPC QIE ZQIE = PrivateLink7t ZEEILICH O|2{8t LIEQT EIAAS MAIstE{H
SAEE dyste g0l ohE Hetol {ofof FLot.

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

VPCO| Mt £ 3 AE 917 BXIE sHZsts O CHEt A ME LIS A0 vPC 74 2R 2
MMg Bxsthle

HE3 vPC A= xZlEof CHst RFAMIEH LHE 2 AWS CodeConnections 2! Q1E{m[0|A VPC Q= Z QI
E(AWS PrivateLink) MM & X 35HAM L.

FH

- YA Bt AE MHE(EE)
« HAAZS LIt SAE MAM(CLI)
Hdg 2IEt ZAE MY (EE)

GitHub Enterprise Server EE= GitLab AFAl| 2|2 S8 Mk 9149 B SAEE AI&3l04 ME
IE| 3ZA7F x| QlEgto| =X QIEE LIEFHL|CEH

(® Note
2024 A 7€ 1UEE 242 2|AA ARNcodeconnectionsOA 2to| 42 MMELICH F
MHIA HFAEEE Q= BlAaAE 240 AlE EAI=LLCH
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VPC 3 AEE MAE | 1edsoF & AFEtol CHSH XEMIEH LR 2 GitLab AFA| 2H2|3d0i| CHEH 04723 A
g MEE FZ6HMR.

=& 2 ME350q GitLab AFA| 22|10 Ciet SAE L AAE MM 5HE{H GitLab XHA| 2H2[20i| CHEt
i MM MME HESIAHAIR. 20| AHS2E SAEE MYgLICt
(® Note
GitHub Enterprise Server EE £ GitLab AHAl| 22|18 HHYEZ & HOt SAEE MME £+~ &
LICt. £7 GitHub Enterprise Server EE = GitLab XHA|| 2|3 ™ol CHEt R E A2 5
SAEE MNEELICH
KA st ZAE MA(CL)

AWS Command Line Interface (AWS CLI)E Al&35t0{ Mx|El ¢1ZEZ Tt SAEE MMe = &L
Ct.

@ Note

GitHub Enterprise Server HHH2 8t Hot SAEE MH§LICt £ GitHub Enterprise
Server AM0| CHEt RE A =

SAEE A5I0{ ME LIE| SZA7F AX|E Ql=Zeto| AEEZQIEE LIEIHLICH CLIE S35 =
AEE %*oﬁE#”" create-host HHES AR ELICH SAE MAS SH25lT LIH SAET [HE2 5
(Pending)] & EHQILICE O™ SAEE MX50{ [AF8 7t S(Available)] 4EHE HMEELICH SAEE
A8 = A EH HdAg WHsts BHAE 2=ELC
/A Important
£ S5 MME SAE AWS CLI = 7|28 02 Pending AEAQLICH CLIE AFR 5104 SAE
E MME 3 248 S5l SAEE M50 SAEE HEIE Available® MEFfLICH
222 AM235104 GitHub Enterprise Server0l| CHEt 3 AE 9l 04742 A A5 2404 GitHub Enterprise
Server 917 MM(Z &) MME HZFAAR. 2L0| AEOR SAES MMELC

SAE B _
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2&8 A830d GitLab KH&| EIH0l Tt 3 AE U 172 WA Gitlab A& 2H2[&0i CHE
7 MM MHE AXSHAIR BE0| AIE2R S AEE MMFLID
HF SQ 3AE MY

AWS Command Line Interface (AWS CLI) EE= SDKE Sl MMEI SAEE 7|EXo 2 Pendlng
MENRILICE 2& AWS CLIEE= SDKeIS| HZAE ddet £ 2£2 AH835101 ZAET HEN7H E|E
MMgtLICtAvailable.

SAE7}o|O| MiAdE|o] Qlo{oF EFLICH AIM|E LIRS S AE MAS R XFIMNL.

MME SAEE [EF S(Pending)] AEHQULICH ZAEE [EF ZF(Pending)] AEHIM [AFR Tts
(Available)] &fE 2 T&t5t2{™ CHS THE 2 ELICH Ol ZE2EMAE EtAF 32Xt HEMO[ZE
+85t0{ SAEN AWS 12 2 SSELCH

1. AWS HLURI =7 2L£0M ZAEI ER 5 Ef7L E|H S AE M S MEHEFL|CE

2. GitLab AtA| 2|8 SAEE MtE= 242 A HO[X|7F ZAIELICE 71218 HMA EZ MBS0
M GitLab PATO| Ct2 1 22 He| A HEHQl api.0F MSSHAAIL.

3. ME mE| Mx| 22X 2321 H 0| X|(o: GitHub Enterprise Server 2191 H[O| X|)0ll A M A|X|7}
EAEH AYE XHE sHo2 2aRIFLICEH

3| olad

!
[o]

4. 4 Mzl Ho|X|Q| [GitHub & O|&(GitHub App name)|0ll SEAE&S =2 OHo| 0

m>
pell
il
fijo

= T
gHLICH [GitHub ¥ M 4d(Create GitHub App)]2 ME4EFLICY.
5, ZAEJIMBMOZ SEE|M 5AE MR ME HO|X|[7} LIEILT 3AE MENV7} A 7Hs
(Available)]2 2 E A|E/LICH.
@ Host successfully set up b4

Developer Tools Hosts MyHost-eBb08e2c

MyHost-e8b08e2c

Host info

Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test @ Available

6. TAEEASY |5, 0lofM HAS MAE 4 UBLICH AT HHLA0IM [ M4

2 ol
AA
(Create ¢ onnectlon)]% MENSHL|CH [24Z MM (Create a connection)]2| EtAHIE &gt LICt
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SAEE LIQ5lE{H
1. https://console.aws.amazon.com/codesuite/settings/connections | A 7HE X = 2 =
2. [EAE(Hosts) &2 MEARLICH SAEQ| O|F, & Ef, ARNS &LICt.

SAEE LG5 Sy
- E{0I'F(Linux, macOS E&= Unix) = Ed ZF I E(Windows)E& ¥ AWS CLI & A& 3504
list-hosts BHES AT LIC.
aws codeconnections list-hosts
O| BH2 Ctg £ S HtetELIct
{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev"
"Status": "AVAILABLE"
}
]
}
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£45HOoF & AbEroll CHEE RFM|SH LHE 2 (MEH AFEN AL @3 AFE:
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M7 (Settings)] > [21Z(Connections)|S AMEHELICE.
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[EAE(Hosts)] &2 MEIEHLICE
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https://console.aws.amazon.com/codesuite/settings/connections
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SAE MX|(E2)
S AEE AMK|5tE{H
1. https://console.aws.amazon.com/codesuite/settings/connections A 7HEE Xt =5 2 &2 AdL|CH
2. [EAE(Hosts) &2 MEAELICE [O|&(Name)]ollM AtXE S AEQ| 0|2 MEHFLICH
3. Delete(&Xl)& MEHEFLICEH
4. EE=oi deleteE I=3sto{ Qs =, AXE MEHEILICE
/A Important
Of 22 Al E F|AE =+ &Lt
S AE AF|(CLI)
AWS Command Line Interface (AWS CLI)E AF835t0d SAEE AMK|E £+ d&LCt
O|Z | 5t24™ delete-host B AL ELICEH
/A Important
SAEE MX|5I2{H M SAEQ HAAE 2 E 422 AA|SHoF g Lct
BHS AAsIH SAET AXELICH &l O3t 4 Ate EAIZIX| &L Ct
AKX 5tedH
= HE TEIE(Windows)E QLICH AWS CLI & A& 5104
AXE 3 AE 9| Amazon 2lAA O|E(ARN)S X|&EtL|CH
"arn:aws:codeconnections:us-

04242 AlSH
= o

SAEE
E{0/'&(Linux, macOS, Unix)
st
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delete-host
aws codeconnections delete-host --host-arn
west-2:account_id:host/My-Host-28aef605"
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1. AWS Management Console 0l 222!t 11 https://console.aws.amazon.com/codesuite/settings/
connectionsO| M 7HE Rt =7 2&2 YLt

M7 (Settings)] > [21Z(Connections)]2 MEHSH CI S [EAE(Hosts)] B2 MEgFLICH
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. SAE O|E
- 40| ZZX R
« ZEX7FMHx|E QlEElo AEEZQIE
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« AVAILABLE - SAE7J} M

« VPC_CONFIG_VPC_FAILED_INITIALIZATION - ZAEQ| VP
A&t

AEO[VPC 70| Y AEEIUCH AEY = &

POI'

+ VPC_CONFIG_VPC_AVAILABLE -
LICH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

ANE HEY
Developer Tools Hosts yHost-e8b08e2c
Delete
MyHost-e8b08e2c
Host info
Host name Product Endpoint Setup statu
MyHost GitHubEnterpriseServer https://test-instance- (@ Available
" dev/ [
SAEE AKNGEH [ K|(Delete)|E MEIEFLICE
SAEJLER F(Pending)] 4ENQ 32 MHEE 2 ESIE{H [ELAE (Set up host)]|S ME4E
LICE XMt L1882 EF 52 SAE A MME FXSHMIR.
ZAE NE HEE E2{H(CLI)
- E0OI'E(Linux, macOS & Unix) £= B T E I E(Windows)E @1 AWS CLI & AtE35104 Al
2 HEE Edie ZAE Q| Amazon E2|&A O|F(ARN)E X|%6104 get-host BHE S Al LICH
aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605
ol WL rig Bg HateiLict
{
"Name": "MyHost"
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer
"ProviderEndpoint": "https://test-instance-1.dev/"
}
HA4E 2| ZX[EEe 7|3 4o &Y
In AWS CodeConnectionst| M= @1AE AL& 3504 2|AAE GitHub, Bitbucket Cloud, GitHub
Enterprise Server 2! GitLabZ} ZH2 EFAF AWS Z|ZX|E 2|0 24Z2EFLICE CFN_STACK_SYNC S7|3}
REE AE5IHTI Git ZIZX|EE|e] ZHIZE S7(850 X|IHE AWS EI&AE HO0|EE = U=

E 2lExIEEe 8718 74 B
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AWS 57|38} M2 MME £ /& LICH CloudFormation Git S7|3HE AF26H0{ 57|86t ¢1ZAE
clZX|EC|e ”IES! L mZt0lE otede #elE = U&LICH

[ = T AMAHE

F 4 CLI E= CloudFormation & & At&stod E|ZX|EE| B3 A S7I3t 7 HE

ZIZX|EZ 23 2lZXEZ 2a= AF2A odAD 9|8 Git SIEX|ES| Zte| 232 MAMSH O}
SIZX|EES 23 E E5 Git 5713t X HE Git ZIZX|EZ|Q m} B4A A& E ZLIE

stef = &Lt

- 713 7 S7IF FEE A85t0d Git EIZX|EE|e| 2EIXE S7I8tstod X|HE AWS 2|A

KEMIEH LI 2 AWS CodeConnections APl & 2 E 2 X 5HM|2.

CloudFormation &2 AF235}04 CloudFormation AEH0]| CHEE S 7|5 A2 MAISHE whtHE OHLYSt
£ A& ME CloudFormation A2 MBE A 2| CloudFormation Git S7|3F 22 XML

|
. BlZX|E2| 213 5

e S7|3F 7N Ered

C|ZXEZ &3 &Y

E|ZX|EE| 23 = AEA HAT QR Git 2|ZXIEE| ZHe| 213 E MAMefLCt EIZX|EE| &I E Al
83tHM Git 57187t XIHE Git 2| ZX|EE[e| Tt HE ME S ZLIE{~E T CloudFormation A EH0]|

S7I3te = A&LH

2|ZX|E2| 230i CHEt XEAIEH LIS AWS CodeConnections APl 2 =& &I X5IA|2.
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|
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html
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AWS Command Line Interface (AWS CLI)2| create-repository-link & E Al&35t0{ 121 S7|5H&
QI B|ZX|EE| 7t R E dYE" &+ JU&LCh

ElZX|EE| T3 E Hdstt{H HA GitHub®t 22 ME TE|
&-dalfof grLct.
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AHE Sofl 2/F 2|ZX|EE2|E o0

ElZX|EE| B3 E ddstedH

24

1. EOI"9(Linux, macOS, Unix) E£& B T & I E(Windows)E LICH. AWS CLI & AF& 35104
create-repository-link BE S AMELICH &8 (AZO[ ARN, &7 Xt ID, EIZX|EE| O|§E K|

gLk

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/001f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. O| BHE2Chs £ HreteLch

"RepositoryLinkInfo": {

"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",

"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

2IZX|E2| 23 YdIo|E

AWS Command Line Interface (AWS CLI)2| update-repository-link & AI&35l0 X|HE Z|ZX|E
2l @38 UdIo|EE &= &Lt

ElIZX|E2| @30l O S SEE YOlo|EE + AU&LICH

e --connection-arn

HEE ElZXIEE|el 715 7 HY 155
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e --owner-id

¢ --repository-name

E|ZX|EE| 2EE HEE HEsitdE 42 ElZX|EE| F3E HOlO|EE &+ U&LICH CHE HZ
2 AME35ted™H 212 ARNEZ X|™st{of efLICt @14 ARNZ E= HAlE 2 MF EE 27|18 & x5t

M.

2IZX|E2| 23 E Yo|o|E5tE{H

|n

1. E{O0/'d(Linux, macOS, Unix) EE &= P& Z E = E(Windows)E QLIC}. & A2 38104 update-
repository-link &2 Al AWS CLI 3t 2|ZX|E2| @30 Cial| FUC|oIEE 7f2 KIHELICEH
O E So{Cts BHE2 2[=X[E2) 33 IDet #HE A2 YOlo|EFLICE. --connection Tt
2HO|E{E AFE5tod M| 242 ARNE X|E & LCt.

aws codestar-connections update-repository-link --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167
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"RepositoryLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefcb2167",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

2ZXEZ &3 LY

AWS Command Line Interface (AWS CLI)2| list-repository-links @& 2 At& 350 AH ol 2|Z X|E 2|
I E LIgE = U&LCt.
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1. E0O/E(Linux, macOS, Unix) £& B& T &I E(Windows)E LICt. AWS CLI & A& 35101 list-
BHZ A>T LIC

repository-links

aws codeconnections list-repository-links

2 =24
= =

fjo

ol W2 c}

2.
[

{
"RepositorylLinks":

{

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",

"owner_id",

"OwnerId":
7
arn:aws:codestar-connections:us-

"ProviderType": "GitHub"
"RepositorylLinkArn": "
east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173"
"6053346f-8a33-4edb-9397-10394b695173"

"RepositorylLinkId"
"RepositoryName": "MyRepo",

"TagS": []

235lo4 2|ZX|EQ &3

E|ZX|EE| 23 AtK|
AWS Command Line Interface (AWS CLI)2| delete-repository-link & Al

£ MAE + A&Lic
ElIZX|E2| @3 E AXstii™ MY E|ZX|E2| @3t HHE 2E ST 78S Ao of FLICH
/A Important
O] BHEE 4 %‘éﬁrﬂd 2IZX|E2| 237t AXIELc i.& CHSh &A= EAIZIX| SE&LICH M
EIZX|EC| F3E HHE & UKX|Bt Amazon 2|AA O|F(ARN)2 MAHE Z|X| ef&LCH.
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ElZX|EE| 23 E ArX|stE{H

- EOlF(Linux, macOS, Unix) £= Y

b= B8 TEIE(Windows)E QLICtH E AFS5t0o HHEHE A™
AWS CLI 5t &XNE 2|ZX|EE| &3

IDE delete-repository-link X|&&rL|C}.

1o |n

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2IZX|EZ 23 ME ME 27|
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AWS Command Line Interface (AWS CLI)Q| get-repository-link @S ALE35t04 2| ZX|EE| 2 3F0f
L__Hol- A-||'=' MHHE 2 o|A|_||_-_|._

o-L= AAEH

2ZX|EE 23 ME HE
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He{H

1. E{O/'&(Linux, macOS, Unix) E= ¥ ZEZE

= I E(Windows)& YLICt. & AtE35t09 get-repository-
link BE2 M™ AWS CLI 3t 2|ZX|E2| &3 IDE X|™H§Lct.

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-

east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0@bcs441f",
"OwnerId": "owner_id",
"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []
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AWS Command Line Interface (AWS CLI)2| create-repository-link &S AF835t04 141 57|88
OIf E|EX|IE Ztol A3 E MEE = U&LICH

S7|3 82 Ygstedt B ALSA A8 ME THE| 2| ZX|EE] Zhol 2|2 X[EE| @3 & ol0|
of{oF ErLICH.

S715 742 Mist

1. E{O/'F(Linux, macOS, Unix) E= Bd T EZ E(Windows)E LICt. AWS CLI & A& 35104
create-repository-link B S AMELICH T HAZO[ ARN, &7t ID, EIZX|EE| O|FE XIH
grct. chS BE™ 2 CloudFormation?| 24
MefLict =8t 2|ZX|EE|Q 2|EX|EE E
= mystackO|2}= O|F 2| AB4IL|CY.
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& |>

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

"SyncConfiguration": {
"Branch": "main",
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"ConfigFile": "filename",

"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

S71& 74 ddlo|lE

AWS Command Line Interface (AWS CLI)0l M update-sync-configuration &2 A& 3t0d X|HE &
718t #42 YOOl EE == U&LICt

S7|& T ol cHe OHE HEE HOlo|EY + /U&LICH

* --branch

+ --config-file
 --repository-1link-id
* --resource-name

e --role-arn

S713 #4842 Yo|o|EstE{H

1. E{O/'&d(Linux, macOS, Unix) £ = B2 T E I E (Windows)E 2
update-sync-configuration H& = A™stD 2|AA 0§ L S7(3 30 & & &
X|I&ELICH 0| & S04, Ot H™2 --branch II2IOIEIE AF8510d 57|83 FA440 gHE &
%| 0| & dclo|E&L|Ct

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
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"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

Sl SCINLS

AWS Command Line Interface (AWS CLI)0{l M list-sync-configurations &2 AF&3t0d A& ol 2=
XEZ I E LIgE = U&LICH

2| ZX|E2 B3 E LIEsei™

1. EO|'&(Linux, macOS, Unix) £= BE T &I E(Windows)E dLICt. AWS CLI & A& 35101 list-
sync-configurations W& A5t 7|3 R0 2[ZX|EE[ 23 IDE XHELICt

aws codeconnections list-sync-configurations --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. O| BH2Chs £ gL

"SyncConfigurations": [
{

"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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AWS Command Line Interface (AWS CLI)0{ A delete-sync-configuration HHEE Al&35t0{ X|HE &
718t + 2 AAE = U&LICH.

/A Important
HHES MAstH 7|5 70| AXELICH &l Chg 84Xt EAIZIX| A&LICH M S7I3t
TEE HdE = UXR|TH Amazon ElAA O|F(ARN)2 MAHS &I K| f&LICt

S7l5t TS MRS

- EOE(Linux, macOS, Unix) £& BE T&IE(Windows)E LICt AWS CLI & A8 510
delete-sync-configuration BEE A5t T AtX|stEd= S7I3F 42 S7(8 R 2|44 O|F
2 XI-gghct

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

O| BHF2 otF U gretstx| f&LCh.

S718 7 MF HE 27|

AWS Command Line Interface (AWS CLI)0ll A get-sync-configuration EZ S AL 35104 S 7|3 T 440
CHEE M2 HEE & = A&Lch

ST = e
S713F Fof CHEt MF HEE 2

1. EO/E(Linux, macOS, Unix) £& B& T &I E(Windows)E LICt. & A& 3l04 get-sync-

ZEZ =
configuration &S A% AWS CLI 5t 2|ZX|E2| @3 IDE XIFgLIct.

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

"SyncConfiguration": {
"Branch": "main",
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"ConfigFile": "filename",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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CreateConnection 0f

C}2 & CreateConnection XS MHSIE CloudTrail 21 &5 & E0{ £ 0| A|QL|C.

{
"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-09T23:03:08Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
I
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"
I

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateHost 0Of|

CHS 2 CreateHost &g MBst= CloudTrail 211 5 E0{ F= o AL

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
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"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:43:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration 0f

CH2 2 CreateSyncConfiguration g MHESE CloudTrail 21 52 H0od F= 0 AL
Ct.

"EventId": "bel397el-eefb-49f0-biee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:38:30Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"
},

"responseElements": {
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"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:r0le/my-role",

"syncType": "CFN_STACK_SYNC"

iy

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteConnection 0f|

C}=22 DeleteConnection &Y AIESHE CloudTrail 21

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"
},
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
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"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64
command/codeconnections.delete-host",
"requestParameters": {

prompt/off
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"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-

EXAMPLE"
},
"responseElements": null,
"requestID": "1b244528-143a-4028-b%9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteSyncConfiguration 0f
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:41:5972",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.delete-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
},
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection 0f
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
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"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"
},
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "©01919387613",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
GetHost 0f
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
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"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:44:347",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"responseElements": null,
"requestID": "@ad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetRepositoryLink O
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"EventName": "GetRepositorylLink",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": {
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T@2:58:527",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T02:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11

Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off

command/codeconnections.get-repository-link",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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},

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus 0f
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"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-25TQ3:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": null,
"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus 0f
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
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"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:55Z7",
"mfaAuthenticated": "false"

.
"eventTime": "2024-01-25T03:44:117",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections

GetSyncBlockerSummary Of
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"EventId": "cl16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:03:02Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

},

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration 0
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"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

1,
"eventTime": "2024-01-24T17:40:407",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncConfiguration": {
"branch": "main",

.2prompt/
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"configFile": "filename"
"123456789012",

"ownerId":

’

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam:

"syncType":

iy

"requestID":
"eventID":
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

:123456789012:role/my-role",

"CFN_STACK_SYNC"

"Qaa8e43a-6e34-4d8F-89fb-5c2d01964b35",
"bab9aal6-4553-4206-alea-88219233dd25",

"recipientAccountId": "123456789012",

"eventCategory":
"tlsDetails": {
"clientProvidedHostHeader":

"Management",

ListConnections 0
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"EventId":
"EventName": "ListConnections",
"ReadOnly": "true",
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"3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId":

"AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

I

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListHosts O
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"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-11T21:00:55Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.list-hosts",
"requestParameters": {
"maxResults": 50
o

"responseElements": null,

ol
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"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": '"Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorylLinks Of
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"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T01:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-24TQ1:43:497",
"mfaAuthenticated": "false"
}
}

.

"eventTime": "2024-01-24T@1:57:297",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "ListRepositorylLinks",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",

"requestParameters": {

"maxResults": 50
},
"responseElements": {
"repositorylLinks": [
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryName": "MyGitHubRepo"
},
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"
}
]

},

"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681lec55",

"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",

"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions 0f
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"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d11ld-5dc7-459b-9a8f-396b4769cdd9",
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations 0
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"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
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"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": {
"syncConfigurations": [

{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
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"providerType": "GitHub",

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo",
"resourceName": "dkstacksync",

"roleArn": "arn:aws:iam::123456789012:r0le/my-role",

"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-3aa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListTagsForResource 0f
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"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",

"ReadOnly": "true",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

o4& LICt.

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2024-01-25T17:16:56Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
codeconnections.list-tags-for-resource",
"requestParameters": {
"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"
},
"responseElements": null,
"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",
"eventID": "fc501054-d68a-4325-824c-0e34062ef040",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader":

"api.us-east-1.codeconnections.aws.

command/

dev"
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"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:22:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.tag-resource",
"requestParameters": {
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"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a0l1lfl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

UnTagResource 0§
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"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"

},

"responseElements": null,

"requestID": "0@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70@ecb",
"providerEndpoint": "https://54.218.245.167"
},
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink 0f
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24TQ1:43:497",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-24T02:03:247",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateRepositoryLink",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn
offcommand/codeconnections.update-repository-1link",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

},
"additionalEventData": {
"providerAction": "UpdateRepositorylLink"
.
"requestID": "e@leee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,
"eventType": "AwsApiCall",

.2prompt/
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"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker O
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"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

I

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncConfiguration 0f

Ct& ol Aol A= UpdateSyncConfiguration 21242 2 0{F = CloudTrail 21 &S & E0i&LCt.

"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
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"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
1,
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
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"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d@4chb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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7|22 #SELICH VPCet Zte H IOI Amazon WE Q|3 E gio{L}tX| ot 7| [[Hﬂ-oﬂ VPCO| QIAES
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of CH3t QIE{H| O|A VPC HEZQIEE MEI57| Hof| Amazon VPC AFHR MEAMO| QIE{H|0|A Q=

EZPIEE HESHOF AWS CodeConnectionsgf L|Ct.
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« AWS CodeConnections &¢10{l Ci§t VPC AIEZQIE

« AWS CodeConnections &3 & VPC AIEXQIE

AWS PrivateLink

VPC2t MH|A Ztoll =ztol|8! A E MB35t 7= dL|Ct.

AWS CodeConnections 240l CHEF VPC A EZQIE
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AWS CodeConnections £ 40]| CHEt QIE{H|O|A VPC AEZQIE M

Amazon VPC —E—% EE = AWS Command Line Interface ()& AF& 3104 AWS CodeConnections AH|A
off Chet VPC IEZRIEE WHE o UELICLAWS CLI. RMIEH LHE 2 Amazon VPC AHE A2
RIE{Ho|A @ EATL_O._l Mg HFxstMR.

VPCeto| 018 AHE S AlZF5tEdHod| CHEt QIE W o|A VPC A=EZQIEE MM ELICH AWS
CodeConnections. 0 CH3t VPC RIEZQIEE MMe [ AWS AMH|AE AWS CodeConnectionsEH

5t3 AHIA O[Z0lA CHE S MEstLICt

« com.amazonaws.region.codestar-connections.api:O| =442 AWS CodeConnections AP| &
2 gt vPC A= ZQIEE MErLICt o & S0{ AFEAF7F AWS CLI, AWS CodeConnections
AP| EE= AWS SDKsE AF830{ | ListConnections, 52| 2240 AWS CodeConnections CH3H
CreateConnection® &3 % 835t= A0l M2 MEEL|CtCreateHost.

SE MEiSIH 2[Te| 7|2 DNS 0|2
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>

| =2 O
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KM LHE 2 Amazon VPC Al MEAMO| CIE{H|O|A AIEZQIEE S5 MH|A HMAE FZ5HA|
.

AWS CodeConnections Z4ofl CHst VPC A= EQIE Z&H A

AWS CodeConnections0i| CHst M AE K05l VPC AEEZQIEN| A= ZQIE MRS A48 £

A&LICH o] A2 O3 HEE XIFFLICH
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ASHSE A —
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RtA[EH LHE 2 Amazon VPC AHE AEAMQ| VPC RIEZQIEE Sall MH[A0| CHEt M A K|o{E &
Z5tMlL.

@ Note
com.amazonaws.region.codestar-connections.webhooks YIE ZQIE = M2 S x| K| o
&Lct

0i: AWS CodeConnections 40| CHEt VPC QIEZQIE =4

Cl=220i cist A=z QIE Xd=HO| 0 IL|CH AWS CodeConnections. QIEZQIE 0] Q4ZE|THO| A
2E BlAAo| BE HOot FR|of CHEH LIEEl AWS CodeConnections 22101 CHEF M| A HEHS Hod
grLict,

{

"Statement": [

{
"Sid": "GetConnectionOnly",
"Principal": "*",
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"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
AWS CodeConnections €3 & VPC ¢ ClE

AWS CodeConnections = VPC MO Z SAEE MMEHLF AMX|EH ] 53 S ZQOIEE AA

[N e)
gtLICH = Z QIE 0|& 2 com.amazonaws.region.codestar-connections.webhooks & L|C}.
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ZOIEE AWS CodeConnections StL|CH 2020 112 242 O|™of| SAEE MM3H A
? VPC PrivateLink @1%3 A= ZQIEE A85IE{H HX SAEE M8t M ZAEE
2 4J5HoF gFLCt.
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+ GitHub Z|Z X|E 2|0 CHE ¢

+ GitHub Enterprise Server 212 °.=*.' ek HE

» GitHubol] 4Z2& [ 42 2 F Eh-4: "A problem occurred, make sure cookies are enabled in your

browser" EE= "An organization owner must install the GitHub app"
o |AM H2oi CHEH 2lAA L] 44 MH|A HMFALE O O|ESHoF & £

=
A835to] MM E BlAAQ MH|IA HFALZ Qe HEt 2F

AELICH

« AN

==
- EXZ X MAIE TR0 CHE 47 W BAE M
. Mol FEE solpis BL

1A MAME MEto| gig = UELICH REAIEH LI of ci st M8t 2! of| Xl AWS CodeConnections
EHg & ZSHAAIR

7S WS L SR HHT B O HE 0F Y
CodePipeline Z2&0|AM 122 M5t HLE Eod1 5t CHE @7 HIAIX[7F EtetE = l&LICt

o4 2 a4 207



MR £ 28 A8 A

AEXE: usernamelHl connection-ARN BIAAO CHEH permission S &g Heto| is
(User: username is not authorized to perform: permission on resource: connection-ARN)

O| HIAIX|7F LIEFLERH X &8 ‘HEto| U X| oM.

AWS Command Line Interface (AWS CLI) &= = AWS Management Console A 2148 M5t
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5t 2
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MEX}: username|Hl connection-ARN 2l A0 CHEH codestar-connections:UseConnection
Irdg £iE #S8ho| @13 (User: username is not authorized to perform: codestar-
connections:UseConnection on resource: connection-ARN)
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CodeBuild AH|A @it &&of HEHS =7}524T CodeBuild AMH|A @3stof L= 12 22|53 &
M OHELICH CHS E {0l M= action ZE0{ UseConnection #$H0| K| | Resource ZE

ol 244 Amazon 2|4 A O|E(ARN)O| X|HE Mg otEL|CH

F4£2 AH23504 UseConnection M8t F7tste{™

—

mto|=Zz2elg P A A EHHoiM (i) of0|2 2 ME4Sto] ItO|Z2tQlo| 44 ARNZ & &LICt [T
4d(Configuration)] 20| 2|11 2472 ARNO| [ConnectionArn] 01l E A|EILIC}. CodeBuild MH|A
gt MAof @42 ARNS FI7HELICEH

2. CodeBuild MH|A 282 Fop{t mo|ZEtRlof AISE HE Z2MEE 1 W MF HE
(Build details)] §12

3. [B&(Environment)] MMM [AH|A SE(Service role)] @3 E MEEILICEH 22{™H 40| CHE
MM A MBS FofsteE M HAMEZ FI7HE &= /= AWS Identity and Access Management (IAM)
Z£0| GEILIC.

4. |AM 2£0i M Attach policies(Z2H ¢14)E MEHSE D Create policy(H 2 MAM)E MEHFFLICEH
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X4=H E|
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Ct 22 AP ELICE CFS of|2F 20| Resource ZE0i 242 ARNS F7H&HL|CE.
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Me
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "arn:aws:iam::*:role/Service*"

}
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. 94Z40| ZAEQ S3t Z|Mof AAdE|o] 9lo{of BfLC}.

B AE B|AAE MME M GitHub Enterprise Server QIAEA 7L Mx|E Ql=ZzZof CHEH HEQIT 914
= VPC HEE MBsHoF EfLICH 3AEQ|VPC EEE MEY M EXIE sllAsiEd™ o47]of Lt
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(® Note

Amazon VPC 0| A GitHub Enterprise Server SAE 741 224 El EX|E sHZ25t= Ol 0|
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1. VPCE MMgtLIC} RFAMIBH LI 2 https://docs.aws.amazon.com/vpc/latest/userguide/working-
with-vpcs.html#Create-VPC EHHE & X5 AAIL.
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@  GitHub Enterprise

Instance: l i-0b4441c7242dfdB6T (GitHub Enterprise)

Description Status Checks

Instance 1D

Instance state
Instance type
Finding

Private DNS

Private IPs

Secondary private IPs

VPCID

Subnet 1D
Metwork interfaces
1AM role

GitHub Enterprise Server 217301 VPCE Al &35t

£ X SsHok gfLCt.

Instance ID

-0bd441cT242dfd86T

Monitoring Tags
i-0bd441cT242didBET

running

m&.xlarge

Opt-in to AWS Compute Optimizer for
recommendations. Learn more
i 5 -

east-2.compute.internal

vpc-al4933ch

subnet-75350e0f
ath0

ghe-EC2InstanceRole-
1OHLRWYXR1RHR

Elastic 1P: NI

Instance Type - Avallability Zone - Instance State - Status Ch
ms.xlarge us-east-2b & running & 2f2ch
_ N =]
Public DNS (IPvd)  ec2: us-
@ast-2. compute. amazonaws. com
IPva Public P I
IPvé IPs -
Elastic IPs I

Availability zone

Security groups

Scheduled events

AMIID

Platform details

Usage operation

Source/dest. check

us-east-2b

ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

No scheduled events
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Runinstances
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
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S AE7} VPC_CONFIG_FAILED_INITIALIZATION A Ej2 M&tz|M ol S AE| CH3H MEHSH VPC,
MY es Hot 5o X171 U7 2L = d&Lct.

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints

ec2:DescribeVpcEndpoints

At

) LEEJIME #0185

m

Hel

ok

7t

or
rot

Rl
0lo

ok
|>

Eof Cigt CodeConnections & HHEE 22 + gl 82 VPC 4 E= GitHub Enterprise
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« GitHub g MA435t24™ GitHub Enterprise Server QIAEIA O| 2| XFo{0f &L|C}.
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« DNS MH{ IP7} %20 HEERIELICH HAAS 2l Myt SAE 2lAA0] X[HEHE VPCO| 1AL
0{ Q= DHCP SME S48l O|E &g &= U&LICH =20 Am azonProwdedDNSOﬂH INE=ININ
M DNS MHZE O|ZHHLE, M AL XF K| DNS MHHE AI835t7| A& St B SAE/QIZAS & E
O| ZX|E/LIC o] EXME slZ2sledH 7|1E SAEE AMX|St D CHA| 24445104 C|O|E{H| 0] A 0f Z| Al

DNS dEE MEELICH

- HE/3 ACL ™ o0| H4Z3E|0oq GitHub Enterprise Server 21 Z2}7} @|x|8t MEUlof CH8t HTTP ¢
A2 O 0|4 1835t X| k&Lt

« GitHub Enterprise Server0i| A CodeConnections 42| ZE 70| HAZ|USLICH URLs EEE= AN

Hotots ol Zte M8 £+H5M M&|E GitHub Enterprise Server 2IAE A 2 CodeConnections
7+o| d40| ZOo{E = U&LICH.

= T AAH

HESIZ CIEH0|AE AME + i3
HESZ CIEH0|AE HXIE +~ s B2 COHS2 FHstM .

« CodeConnectionsOflA 848t HERT CIEHO|AE S AEE AMA|GHOFDF AMK||E &= RUELICEH At
X7t =502 AKE 5 giaLICt

« 0| < Ch5 HEho| Rlo{oF &rLch.

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

GitHub Enterprise Server 2122 2[8t ¥l 3 VPC =X 21 E (PrivateLink) =Xl 3124

VPC T18E At835101 ZAEE 485tH EF3 VPC A=ZQIETH ESGE LT
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VPCO|| &l¥3 AMEZQIE (PrivateLink) & Al St 5 FHEl 1480 gtzdst EX| SiZE2 o] 4
M2 FHZFM L. Amazon VPC LH 2| GitHub Enterprise Server A E /41t 2tEdst EA| 5
A2 SAEQ|VPC 74 =4l 8 MME FZTSIMR.

MXIE SZX Fof oigt A4E ddstn HH7EVPC Lo FEE=F X[EstH AWS
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« CodeConnections0i| A 445t 2
AL

+ Qe #5028

« 0| Z% 3 TEHo| QloJoF BfLC.

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

2020'A 118 24 O|™Hof| MMHEI s AEQ| X A
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
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GitHub Enterprise Server QIAE AT} GitHub &30 Cidt S4l HEZ EBE S ME5t2{™H VPC
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7ts 8t 12 & GitHub 2IZ X|E2|Q| HEH =& of CHEh RHM[EH LI& 2 https://docs.github.com/en/
free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-
for-an-organization MM FH XML,
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GitHub Enterprise Server 2173 ¢

2020'A 122 23 EE= 1 0|70 GitHub Enterprise Server g Mdx|et AL, =X Aol AH &
7| T8 MM A HEHE FoisloF & = QU&LICH GitHub Y AR A= CHS EHAl0f 2l SAEE MY

g AxIE ol HEhe HEUY +~ U&LICH

(® Note

GitHub Enterprise Server QIAEIAO|M CIS EHHE 223l oF 5+, GitHub & AR Xto{of &
L|Ct.

1. GitHub Enterprise Server2| ZZ2 & ARl /U= EECHR SM|AM [ (Settings)]| S MHEHEL
C.

2. [7HYX A% (Developer settings)|2 MBI CH S [GitHub 4(GitHub Apps)|2 MBS L|CE

3. W FZFo|M AL AHSE Y| 0|F 2 MEAF CIF M St M [HEH ! O] E (Permissions
and events)E MEHELICEH,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
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X 8t(Organization permissions) Otz 2| HH{(Members) U= HAM|A(Access) EELCHRO]|
M 217| T8 (Read-only)2 MEHEILIC,

QOrganization permissions

Members (i)

Organization members and teams.

Access: Read-only

Select an access level

Administration (3

lanage access to an organization

No access

~ Read-only

Webhooks (3)

» ) ] Read & write
lanage the post-receive hooks for an organization

Plan
@ _ Access: No access =
View an organization's plan

5. [AEXt|H HEZ F7HA a note to users)]0ll KE|O|E O|foi CHEt HHE FIHEILICH B3 A
st X{xtS MEHSH|CH

-1

GitHubOll 13 [ 38 @ F & : "A problem occurred, make sure cookies are
enabled in your browser" B2 = "An organization owner must install the GitHub app"

2

GitHub Z|ZX|E 2|0f T3t 7S 44524 GitHub TX| AR XF0{0F BHLICH T 5| A%0| ot 2|2
XIE2lol B2 2lZXIEE| AR Ato{ok BLICH =& ARKI7} ot CHE AbRto| (7S YHsH =X

AR Aol CHEr 20| *”“EI S 2F & stLbot ZAIELICH

A problem occurred, make sure cookies are enabled in your browser(2A|7} &Mz &LICH HEFR K
oM 7|7t &d3str|o] UK &QISHAAIL)

e

An organization owner must install the GitHub app(Z= % A At7} GitHub & A x|5loF & LIC})
7hse =3: GitHub =X9| B|ZX|E2|9| 32 =& A7/ A7t GitHub 2|ZX|E2[of CHEF HAEE 4

afiof gfLIct =% A%0| ot 2|ZX|EE|Q B2 2l=ZX|E2| ARAto{of FLICEH

IAM 2ol CHsll 2L 0] AA MH|A HFALE UO|o|Esor & & A&LICH

2024'A 32 290204 A{H|A 2| 0|2 0| AWS CodeStar Connectionso|A{ AWS CodeConnections
2 HZALIRELICH 20240 7 148 E 242 2|AA ARNcodeconnectionsOllA] 2o 9473
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2 é:’é:i. LICH & MH|A HSFA7F 25 Qe Elaas &0 AlS EAIEHLULICH 2£2 ALE5
0f MMEI Z|AA Q| MH|A MFAIE 2L|Clcodeconnections. A SDK/CLI EZlAAE BlAA
ARNcodeconnectionsOAE AI25I0 MEEILICH MME E|lAaA0s RSS2 E A MHH|A HFAL

7t A& Lt

CF= € in AWS CodeConnectionsOl A MM E|= S|AAQ]LICH

R
> my

m

ol

2A:

ARNcodestar-connectionsO|ME AIE35I04 MHE 2BlAAE BlAA ARNC| M HH|A HFAIR
O|EO| RIS 22 HALIX| or&LICH M 2| AAE MASIH 034 MH|A E‘-‘?—AUF UE BIAATE MM

ElLch 2Lt codestar-connections MH|IA HFAN Qe 1AM HA e M MH|A HFAHE Q)
= 2l&A0MHE B&S5HK| et&Lct

T3 g 2laaof Ciet HHA E= HEt EME EXsit{H OHE &g 2tz &LICH
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__
x
E

T Aboll ChEH IAM B2 A0 BHLICH 2% X| 2t Ol 0] WHEIHLE HAE &l

=
ﬁE IAM HHE A =+ gi&LICH

&£ = CLI/CDK/ICEFNE At875H0 Ml MH[A HFALE 450 M AMH|A HFALS| E|AAE

Bl w, Pl 8 2R S USOISHLIC T GIFOIME T M4 BEA 250

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection”
]I
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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Z£E M8sto] SEE ElAA9 MH|A HFALZ QIEE Het 27

| o474 2| AA0|E codestar-connections AMH|A ZFALEE Q)
235t MMHE B|AAS AR MM MH EHof|=7}F MH|A M5 Alcodestar-
st =

(® Note
2024 7€ 1UEE 242 2|AA ARNcodeconnectionsOllA] 2to| A2 MMSHLICE S
MHIA HF A 25 Qe BlAAE 240 AlES EAIFLICH
=X

I>
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>
M
>
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2L ME5l0of A SIAAE MMEE I HA0|M codestar-connections A{H]|
o)

SlioF B LICt 720l codeconnections AMH|A HFAIIL Qe HAME AFE5e A2 2£2 M85
of MME A4 glAA0s CHE21F 242 27 HAIX|7F EAIELICE

User: user_ARN is not authorized to perform: codestar-connections:action on
resource: resource_ARN because no identity-based policy allows the codestar-
connections:action action

23 g 3L 2 AL2510 MAEI 2|AAC| ZBRo| A of | ZH0| A& MTd 2H{0f| 2 AHIA
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gheserver.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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ZE E)(eu-central-1)
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‘e OtH| 2|7} (& Tt 2 F)(sa-east-1)

FHLICHE F

(ca-central-1)

T8t 7Lt Amazon EC2 QIARANM EH IP FALE 585t 2 T
Z7tetMl2. o|= A 6 GitHub R Bitbuckettt Z2 XS 4ol 1Z2E = U&LICEH

HE IR =T E2£2

HAAE It IP FATF LG E|of &L Tt

HoF AL E = JU&LICH RHMIEF Li82 2l &4

IP 324

35.160.210.199, 54.71.206.108, 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91
18.196.145.164, 3.121.252.59, 52.59.104.195
13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.152, 13.235.29.220, 35.154.23
0.124

18.229.77.26, 54.233.226.52, 54.233.207.69

15.222.219.210, 35.182.166.138, 99.79.111
198

221


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

= IP =4

S E () (eu-west-2) 3.9.97.205, 35.177.150.185, 35.177.200.225
Ol M (AZ|ZLIot S8 )(us-west-1) 52.52.16.175, 52.8.63.87

s (@ 2l)(eu-west-3) 35.181.127.138, 35.181.145.22, 35.181.20.200
SHASEE)(eu-north-1) 13.48.66.148, 13.48.8.79, 13.53.78.182
S(etr) (eu-south-1) 18.102.28.105, 18.102.35.130, 18.102.8.116
AWS GovCloud(O|Z S8) 18.252.168.157, 18.252.207.77, 18.253.18
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html
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"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:
"codestar-notifications
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"

"arn:aws:<vendor-code>:*"}

}

CreateNotificationRule",

:DescribeNotificationRule",

UpdateNotificationRule",
DeleteNotificationRule",
Subscribe",

Unsubscribe"

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

]I

"Resource": "*"

ListNotificationRules",
ListTargets",
ListTagsforResource",
ListEventTypes"

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:SetTopicAttributes"”

1,

"Resource": "arn:aws:sns:*:*

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

:codestar-notifications*"
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{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

1,
"Resource": "*"
}
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"Sid": "CodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule"

1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{
"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
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"codestar-notifications:ListTargets"
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"Resource": "*"
}
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"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
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"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"
},
{

"Sid": "SNSTopiclListAccess",

"Effect": "Allow",

"Action": [

"sns:ListTopics"

1,

"Resource": "*"

},
{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,
"Resource": "*"
}

0: AWS CodeStar &2l 2t2|5t7| {8t 2|kt +=F ==

ol ofi Aol M= AWS HITH 2| IAM AFE REOIH| AWS CodeStar NotificationsOfl CHEF ZI&|| HM|A F4EF
2 20504 ALSRL7F UB FE| MR HEES ASstT A2 72, iy 2 OlHE RS Ly
= UL S otedm FLICH EBF ALER7H S B A E FIH UUIo|E & MXSHES s{&stEin &L
Ct. O]= AWSCodeBuildAdminAccess, AWSCodeCommltFuIIAccess AWSCodeDeployFullAccess,
AWSCodePipeline_FullAccess Z2|& HaMo| AR E T3 El &2 HEtn S5 A HMA HAHY
LICt ol2{8h 22l HAn OiEt 7t K| 2 A" Ao &3 & 23 720 H°F A el HMA H
20| HREHIAM AL XL, & = dgoitt ojefet S/ YA MBS A8t ok gfLic AWS .

(@ Note
O| MA0{= CreateNotificationRule 3{&0| L& |0 UELICH IAM AFEX EE= &
ofo] HAMo| MEE RE AIEXt= Y AFEXRI7F SHYE 2lAA KHA|of HMAE = Qe B2

ol = AWS H|Z0{| A AWS CodeStar NotificationsO| M X|2&5tE 2 E 2lAA S3of CHeh <&
TEIS MAE & QIALICEH o & S0 0| MM B3t AL K= CodeCommit AF&f|of| CHEt
|

=2 oo=2 T AN EH o 1= o
AN s
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

0i: AWS CodeStar Notifications AF2 0| CHEF 7|04&F =& A =M

Ol oMo M= 2 M U F53 ZH2 AWS CodeStar Notifications 2| day-to-day AHE 01 CH
5t HM[A MBS £0{5tK|0F &3 73 E= CHa AFXer 22 o T ™MQl 2fed2 Ho45HK| o
opqd1 gL|C} o]= AWSCodeBuildDeveloperAccess, AWSCodeDeployDeveloperAccess 2!
AWSCodeCommitPowerUser 2 2[& Mol MBSl HAMA L S LELct

(® Note
O| HA0f|l= CreateNotificationRule 5{&0| Z & |0 U&LICH IAM A A} EE= 4E
o

ofo] Aol MEE DE AMZX= Y ALER7E SHE 2lAA XWIOH HMAE = Qs 82
ol = AWS H|Z0{| A AWS CodeStar Notifications0| M X|25tE ZE ElAA f&of CHst <&
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"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

0fl: AWS CodeStar & &2 AtE35t7| 28t read-only-level 2324

O| oflofl M= HEHO| IAM AFS RO Al AWS |0l &2l 2], CHA, O|HIE Roi CHEt 217 ME
HMA HEHE 2045t2dn B LICH O] dlAoflMH= ol2{Et & =2l &2 7IE 5{&st= HMZ2 dEdE
A Ol HfH

= Qe YWH#HE HodEL|Ct O|= AWSCodeBuildReadOnlyAccess, AWSCodeCommitReadOnly,
AWSCodePipeline_ReadOnlyAccess # 2|38 HAMo| UL 2 Z & El Hetnt SUgFLC.

JSON
{
"Version":"2012-10-17",
"Id": "CodeNotificationforReadOnly",
"Statement": [
{
"Sid": "ReadsAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:DescribeNotificationRule",
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"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

of CHat M8t 2! of| Al AWS CodeConnections
Ct=o| XA M T} 0d = AWS CodeConnections= 2t 2|5t Ol E20| & £ Q)& LCt.

Ol2{3t oM JSON & EME AFS 50 1AM R+ B
S 1AM ALS Mol A JSON BHolA| B4 Mxg

AWS CLI EE= SDKE AtEst0{ 21dg &l &Y, BT X8 EE= HAst=F X|HE A = ALE

AtE CHE2 2 KehEl HetE 7HR{oF gfLiCt

(® Note
ChE HEMe 2= E£0|M HESE 22 & ol&Lich o Mol HEE FItstofF &L
Ct.

&2 ARE0I AR TH B 017 282 1 Bi0E B, HUS AS3HEIM OFS BAS ASE

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection”,
"codeconnections:DeleteConnection"”,

ID 7|8 =3 o Al 256
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"codeconnections:UseConnection"”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsFoxrResource",
"codeconnections:UntagResouxrce"

1,

"Resource": "*"

L

0f: 2& 2 AWS CodeConnections AF2 51015 MAI5H7| €
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= of7lof= ZZRHolH M Mo|T HEHS Rofstn AL E @iZo

ZIe st HEtol QlojofF ghL|Ct.
CHE MXIE PtE= o] T EILICH E2£0M 342 A8 E £ UEZE UseConnection® F7}
H | 2 BEHLE, AL 5HHLE, M5t ALY, EfSHALY, AMA|GSE{™ O S EM 2

(@ Note

2024H 72 1UEE 242 2|4 A ARNcodeconnectionsOilA 2to| o442 MAdstL|Ct S

MH|A HFAZL BT UE Elade 2&0d AS EAELICH

(@ Note

&2 AS ool MAE BlAAC B M MY IS S oIS ZOIE MulA HE
S S

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"codestar-connections:CreateConnection”,
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:GetInstallationUrl",
"codestar-connections:GetIndividualAccessToken",
"codestar-connections:ListInstallationTargets",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:UseConnection",
"codestar-connections:TagResource",
"codestar-connections:ListTagsForResource",
"codestar-connections:UntagResource"

1,

"Resource": [

myn

L

of: Z2|E & &elXt =& HA AWS CodeConnections

O] Ao HE AWS HE Q| IAM AFZ XFoi| | CodeConnectionsOfl CHEF A M| A FHEHS Eoqst

0 At8RI7I S FIt, AOO|E L AXE = UL S stedn & LICH Ol A HMA HMo =
AWSCodePipeline_FullAccess & 2|38 &&of s & LICt o|2{8 Zt2Id HA ot ot Ft7HK| 2 AWS H|
M ™o o] CHEF x| 22| BMA HEHO| EHREHIAM AL AL, 38 & AT o8 BF

of A MBS sl oF ErLict.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConnectionsFullAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection”,
"codeconnections:DeleteConnection"”,
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"codeconnections:UseConnection"”,
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation”,
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsFoxrResource",
"codeconnections:UntagResource"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection”,
"codeconnections:UseConnection”,
"codeconnections:GetConnection”,
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets”,
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation”,
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"codeconnections:ListTagsFoxrResource"

1,

"Resource": "*"

of: Ab& 0| CHEt read-only-level 224 AWS CodeConnections

O dlMolM= ALl IAM AL RFOI[H| A"He| Aol CHEE 217] & HM|A HEHE FodstEdn gL
ChAWS . O] oMol M= Ol21Er B 52l EV|E 5i8dts EHE dde + A ¢HE EoiELT

JSON

"Version":"2012-10-17",

"Id": "ConnectionsforReadOnly",

"Statement": [

{

"Sid": "ReadsAPIAccess",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets”,
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsFoxrResource"
]I

"Resource": "*"

of: Vpcld ZRIAE 7|2 AFR510§ ZAE VPC 3t A8t

POI'

Che o &0l M D242 Vpcld ZHEHAE 7|18 AH50d SAE MM F= 2|8 XIME VPCTI JE =
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"codeconnections:CreateHost",
"codeconnections:UpdateHost"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"codeconnections:VpcId": "vpc-EXAMPLE"

Ef2E AF235104 AWS CodeConnections 2|2 A0 CHEF SHA|A A0

2lAA0| Ef27F @IAE|HL Bl X|HE R|StE MH|A0 CHE  -HoMH MEE = USLICH In
AWS CodeConnections, ElAA0|= Ef27I /U = U
CH IAM B MMHE ElO &7 7|12 AF835H0{ C

- mo|zgtel 2laA0] 0|0 U= EfIE VIRt 2 T ElAA0 CHH 2HUE =-E = U= ALSRL

CHS ol Kol A= CodeConnections AHE XHoi| CHEF AWS HRHOM B RZHE K| HSE W E Hod
&FLCt.
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Olef 2t245to] HAM2 @3O0| ProjectA 240l Z& & Project i E X|H5t= 8%
CreateConnection 2! TagResource 242 S{EFLICt aws:RequestTag 271 7[= IAM 27F
oM MEE £ e EfaE Moiste O AFRELICH aws:TagKeys 2742 Ei1 7o CH/AEKIE F+
2&ict

[ .

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource":

"Condition": {

"StringEquals": {
"aws:RequestTag/Project”": "ProjectA"

g

},
"ForAllValues:StringEquals": {

"aws:TagKeys": ["Project"]
}

Example 2: 2|AA Ef 7|8 291 §{&

CIS M2 AL X0 7| in AWS CodeConnectionsO| A 2| A A0 CHE Z2HdE2 =35t 2|A A0 CH
gt HEE 72 £ U THEE 2o{ELCt

O|ot #2150 A2 mOo|Z2t2lod| ProjectA ZtO| Z & E Ject Ei27I Qo™ £ &2 &
S LIC}H aws:RequestTag =7 7|= IAM LM MY E £ Q= Ef2E XM o{st= dl AHSEL
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JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection”,
"codeconnections:DeleteConnection"”,
"codeconnections:ListConnections"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

}I

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

}

}
}

o 2| 732 CodeBuild, CodeCommit, CodeDeploy, CodePipeline &2 £ &, [A%(Settings)] & A4
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
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"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
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AWSServiceRoleForCodeStarNotifications AH|A 473 dst2 A8t g £~2517| ?I5H Tt MHIA S
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e codestar-notifications.amazonaws.com

ofsl Mt A2 AWS CodeStar Notifications7} X|HEl 2| AAM CHS Z2HUE 22T E S EL

« &o4: CloudWatch Event rules that are named awscodestar-notifications-*0i CH
gt PutRule

©4: CloudWatch Event rules that are named awscodestar-notifications-*0{ CH

o ot

DescribeRule

©1: CloudWatch Event rules that are named awscodestar-notifications-*0{ CH

o ot

PutTargets

« &d: create Amazon SNS topics for use with AWS CodeStar Notifications with
the prefix CodeStarNotifications-3t= CreateTopic

« &2d: all comments on all pull requests in all CodeCommit repositories in
the AWS accountOll CiEt GetCommentsForPullRequests
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« &d:all comments on all commits in all CodeCommit repositories in the AWS
accountO CHEF GetCommentsForComparedCommit

« XQ1: 311l commits in all CodeCommit repositories in the AWS accountOi CHE!
GetDifferences

« 2d:all comments on all commits in all CodeCommit repositories in the AWS
accountO CHE GetCommentsForComparedCommit

« %94f: 311 commits in all CodeCommit repositories in the AWS accountOd CHEt
GetDifferences

- ZQd: 311 AWS Chatbot clients in the AWS accountOi CHEt
DescribeSlackChannelConfigurations

« &24: 311 AWS Chatbot clients in the AWS accountOi CHEl
UpdateSlackChannelConfiguration

« B all actions in all pipelines in the AWS accountO CH$t
ListActionExecutions

« Q4311 files in all CodeCommit repositories in the AWS account unless
otherwise taggedO CHE GetFile

AWSServiceRoleForCodeStarNotifications AMH|A 2473 d&tof CHEH A MHO|M CHS HHE 2 £

A& LICH

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"
}I
{

"Action": [
"sns:CreateTopic"
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HYxt =7 2& AE HEAM
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"
}I
{
"Action": [
"codecommit:GetCommentsFoxrPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration”,
"codepipeline:ListActionExecutions"
1,
"Resource": "*",
"Effect": "Allow"
}I
{
"Action": [
"codecommit:GetFile"
]I
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws :ResourceTag/ExcludeFileContentFromNotifications": "true"
}
}I
"Effect": "Allow"
}
]
}
IAM IEIEI(N 87, 28, 18 5)7} ML 912 188 WEsn VUL SAIE + 213 B
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AWS 2|3 H2: AWSGItSyncServiceRolePolicy
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessGitRepos",
"Effect": "Allow",
"Action": [
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"codestar-connections:UseConnection",
"codeconnections:UseConnection"
]I
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
]I
"Condition": {

"StringEquals": {

"aws :ResourceAccount": "${aws:PrincipalAccount}"

AWS CodeConnections AWS £ 2|3 Z=Hof| CHEF 4HIo|E

O| MH|A 7} O|{8t 43 A&t F£ZX4517| A|ZH8H AWS CodeConnections O| £ £ E{2| AWS ZE|H
M2 AO|o|Eof CHEE ME HEE SLICH o] Ho|X|2e| 448 AtEof CHE XI5 &2 grog{™H AWS
CodeConnections =A{ 7|5 I 0| X|0| M RSS IL|EE #+535HM 2.
g4 =l Date
AWSGitSyncServiceR AWS CodeStar Connections A 20241 42 26
olePolicy — (G| 0| EEl 744 H|A O|§0| 2 HAE}&E L
C} AWS CodeConnections. &
MH|A HFAF 25 ZEE
ARNsO| /= 2|AA0f CHEF A
ME ool ER&LICE
AWSGitSyncServiceR AWS CodeStar Connections®|  2023'A 11& 26
olePolicy — M &4 M E™ME FII#gLICEH
12 ArE X7 HAZAE Git 7Bt
EIZX|EC|2 Git S7|3HE Al
& + Qe HetE Ho{ErL
CF.
AWS 2|3 &AM 276




ol
nx
0%
x

LR =T 2L At

244 = Date
AWS CodeConnections 01| A1 AWS CodeConnections 7} 2023 11€ 26
HE LH =X A% AWS Zt2|&E HAHof cist HE

L& F£XME AEi&Lict

AWS CodeStar Notifications 2! AWS CodeConnections0il CH & T+

AN =
HESHE

2O HR AWS MH|A SF2 AWS 78 £ Z2I0E He| U MHAE &
H 22 R
==

£ Ar835t01 EtAL ZAF 2D ME CH22EE == JUELICH AWS Artifact. AHM|EH LIS S AWS OFE|HE

M ETIMCIREEE FASMR.

i
J
I

AWS CodeStar Notifications 2! AWS CodeConnections A2 A| & &
SIS & SE U A HEN o et ZHELICLE Y &8 KHE s 22 2

AS2AE AWS K|S ErL(Ct

- Bt A 7E &5 WE A% 7H0|= -O| HHZ 7HO|=0ME of 7I=IA 112 AL ol Chslf APt 2
ot ™ & B 7|E 82 HiEsH7| I BAHE MSELICHAWS.
« AWS 7 £ 244 -0l 35 A 7tolE 252 &Y A /X0 HEE + &L
£, dA XIH A 78S Lot # Ea6ts

- AWS Config -0l AWS MH|AE BlAaA F40] LY

Resilience in AWS CodeStar & & L AWS CodeConnections

AWS 229 QlZ2t= AWS BT & 7HE SUE SR FRELUCL AWS E|[HE EEMe R £
El7 A2|E 0Ed 718 BAE MSHHH, 0] 7HE SH2 K| AlZtol B ®E|F 0l £2
|

[—
E2 HEHNZD AZAELICH 7I8 U2 AH8stH SH ¢10| 718 g ZHol its2 =
o

S & ol ZRI7¢
O|F0{X|= ofEZ2|7i|0|d X L|O|E{H|0|AE MA|stn 2PE + U&LICH 718 EH2 7|E o B Y
L= S5 oolH ME QEet2nt 78, WEE Y, §E 80| oLt

1]

FQl 277

A
_I_

£

wa

il


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

LRt ET 2E A2 M

AWS 2|1 & 7+E G0 CHEr RHAMIEF LIS 2 AWS S =24 Q12 E B ESHMIL.

T

JB g

- SE A2 730 dd8El= Aws 2| of el CHELICH = ol¢elol & 30| e B2 2T

=

MEAT|E AWS 2|TIAES5tod Zh el 22 #2lE HESLICH AWS 23,

« AWS CodeStar Notifications= Amazon Simple Notification Service(Amazon SNS) =X|& & &
2 CHY 2 2 AL LICH Amazon SNS A & 22 72 Cidof et HE= g8 #38 7 -E

2|™o| ot CHE AWS 2|0l MY E & A&LICH

ClZ 2l EOtin AWS CodeStar & & 2! AWS CodeConnections

Z2|1™ MH|A Q] 7|52 2 AWS CodeStar Notifications 2! AWS CodeConnections&= Amazon Web
Services: 2ot T2 M|A 72 giMo] MHEI AWS 22H HEQ3 2o Mi 2 B35 ElL|Ct.

AWS ol M HIAIEE API &S AME35t0{ LIESIIE &3l AWS CodeStar Notifications Z! AWS
CodeConnections0i| HM AR LICH Z20[1ET}L ME HFE EOKTLS) 1.0 O|&2 X|5HoF B LICt.
Z 20| E = Ephemeral Diffie-Hellman(DHE) EE = Elliptic Curve Ephemeral Diffie-Hellman(ECDHE)
ot 22 Perfect Forward Secrecy(PFS)7t 28 E &3 MEZ T X[&of gfLICH CHE 29| £ Al AlA
2 ol{st REE X|BtLict

QS MM A F|ID L IAM 2Ot FX|QF BRIE H|L MM A F|E AFR510{ MESHOF EHLICH E=
AWS Security Token Service(AWS STS)E At&350 (A 2ot X173 ZHE 450 LH0o| MHEE

4>
20
o> [
rC
ful

HE 7SS AM8st0d Elas HAE EHststE B9 Elaa AWS 2™ 7H ' El 2[T 0]2|9| 2|
oA of2det ElAA0l CHEF AEE MSst7| 2T SHM =P 7|2 MHIAE A8stE AWS EIH 2|F
off o|2dgh 4 ElaAl HE HEE MYt MElst =T FA| Slst X|AIEfLICH

AEMIEE LI AWS CodeConnectionse| 228 2|AA B2 BRI XSHAIAIL.

ol

(® Note
AE 7|15 S Ar8stod HX g EstE HeTt gle 2l W Elao Ciet AZEE g dstste
22 olF FRIoIM MW Ch2 M2t ME Y Mg
FE(2ete) 2T Zo| MX{ Edstslof st 2T dEE AZe| F2 5
o i dZol chet Mo ME 2 MelEuct

ont
o
2
=
4

Ql= g} Eot 278


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

X
-
>
H
-1
>
0o
1z
0%
x

YR =T 2&2| HE 7|52 AHE5HH AWS 2|AAE EtAb &4 BlEZX|EE|0 A28 & A&

Itk chg 414 401|HL 0| HHAoZ HAT 7|59l o] RED 2lAAT} A% M2 &S3HE S 5
7| ¢l =2stiof st= Zrdoll CHaH AHEFLICt

t, ol S50| MF= obLch MEL| CHE RFEL HEIUXIEE ol248t HO|o|ET 7HE MEE L
Ct.

(® Note
M MHH|A HF AR MM E 2|AAN CHEF 242 codeconnections AFEE = U&LICH M
MH|A HF AL ol 2iof| 2IAAE MASIH 2| AA ARNcodeconnectionsOf|7} AL ElL|LCE.
codestar-connections MH|A ST AL CHEF 2] 2 E|lAAE AHE AFSE &= U&LICH
IAM HH| M 2|AAE XIHE I MHIA HFAIE 2lAA 9 HF AR LX|5HOF & LICE.

(® Note
2024 A 78 1UEE| E2£2 2|AA ARNcodeconnectionsOA 2to| 42 MMELICH F
MHIA HEAMIF 25 JE BlAAE 2£0 AlS EAIELIC

214 APIs O|& 0| HAE MH|A HFALE AR LIClcodeconnections.
CLI BHAM M| HFAIE AF235IE{H HH 2E CIRZEELICH AWS CLIL CHE 2 L0 EE HFA

7t e BFe| of &iLct,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

IAM2| 242 CHZ ofXi|et Z 0| Mf HFALE AFSELICH

Ol 0| HAEE MH|A HFAF 279



codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections

>

H 2[4

>

ARN

M

¥

A 2| AA0|= M ARNO| ®&LCE.

arn:aws:codeconnections:us-west-2:account-ID:connection/*

0I5k Hh= A{H|A Q45+ X{%H

CHS MHIA S| B2 MH|A g HAM2 HH oM M HAFALE ALSELICH M HEtE AL8StE S
7|& MH|A g Mg UH0|EE + UX|EH O MFALZ W& HH2 A& x|HELUCH

« CodePipeline 12 Z2[& MH|A & =4

« AWS CodeStar AH|A 238t AWSCodeStarServiceRole Z3%H

M CloudFormation 2|AA

21401 CloudFormation ZIAAE ALE35H7| f5H M B AAE AIEE = J&LICE 7|E BlAAE AL
|

« M AWS CloudFormation 2|&AA Q| 0|2 AWS::CodeConnections::Connection &l L|C}.
CloudFormation Al AE A 2| AWS::CodeConnections::Connection2 & X 35lM|2.

« 7|& AWS::CodeStarConnections::Connection 2|AA = & K| E/LICH CloudFormation At A

A 2| AWS::CodeStarConnections::Connection2 & X 5tML.

M 2|24 ARN 280


https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codeconnections-connection.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestarconnections-connection.html

AL

=M 0|3

CHS ZolM= LR =7 &2 o'H &l2|&0 OiE EME AHEELICH

« AWS CodeStar Notifications API H{%: 2019-10-15
« AWS CodeConnections APl B{%: 2023-12-01

B A kS =

AZAS st MZ2 Azure AWS 2|AATF Azure DevOps 2025 82 5
DevOps S = At ol 435 MBS F HZES F

M5t7| @8t X0l FIHEIR

&LCt XFMIEH LI 2 Azure

DevOpsOi| CHEt 44 MEE &

Z5tMIL.

SAEVPCIDs CHet Mf 27 Vpceld 27 7|E& AHE5t0d 2025'4 33 13
GitHub Enterprise Server &

GitLab Xt 2|8 S A Eo0f

CHEt EAE HMAE gtE[e

&= &LICH =1 7|8 A8 5t

™ X|HE VPC IDE ME35tE

|y

AE 7t A4 S0l Cist X[ oM A2 ElA2ER ED 20254 3¢ 6
=7} ZE[g &= AWS Resource
Access Manager!{2H Z+of|

HEE SFE = UELITH

AWS AHE. RHMIE LIE 2 2F

A S AWS AHE & Zst

M.

281


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-azure.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-azure.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-azure.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-share.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-share.html

Z service-linked-role CH&t

EREEENE

=

AWS CodeStar Connections
9| 0|&0| AWS CodeConne
ctionsZ HAL|A&LICH

O|A| CodeBuildoi| A GitLabo|

CHEh 24Z0| X|ElLICH

AEXH HH EE Ao o
255 wag gHa MY
5171 913 THR W 2H BHE
27t Holo|EE B LICH o
74 &ll-E I:II-AI, XX_!J_I_|._(_)_| (I)_:|7E=| I:CI>I-

Git 2IZ X|E2[%} Git 57|35t
E M8sle MH[A A I
of CHEh 2|3 HAo| & AMH]
2 MEFAMIE /U 2laLo0f O
Sl UCllO|EE|RA&LIC REAl
8t LIS AWS CodeConne
ctions 2! 22| H&oi CHE
MHlA A7 o8t A8 S &
Z3tMIL. https://docs.aws.
amazon.com/dtconsole/late
st/userguide/security-iam-
awsmanpol.html

Introduction AWS CodeConne
ctions: CodePipeline2| IO =
cielnl ZHe 2|AAQL EFAL Git

3R Zho AWS 1T AN
Stm g + ULt

GitLaboll CiEF @1AE T35t

7| ?I5H CodeBuildo| X|¢H0| &=

7tE|A&LICE RIMEH LHES
AWS CodeConnections2} 2]
ME L MHA S8E &X5t

M.

2024'4 128 9

20244 42 26

20244 38 29¢

20244 3 27

282


https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works-github-organizations
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works-github-organizations
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works-github-organizations
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html#troubleshooting-organization-host
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html#troubleshooting-organization-host
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html#troubleshooting-organization-host
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html

R =7

T
MU

ol
nx

02
x

GitLab AtA|| 2t2[& x|

et M E|ZXEE &

2 S7I5 +4

7 7

¥

[/
[e)

| AH|

>
e

Y
19
ok
Ral
o

GitLab I & x|

AWS E|AATt GitLab AHA| 2
2 43 2858 AZ

X FAEE FH57| e K]
HO| FIH[RAELICE REA|IBH

LIS 3AE Md &=
OlE /I EZ2 U GitLab At
A 22|30 Ci 2 MM S
AEZSHAAIR

L—IEP E7|2P M A8 35104

Git ZIZX|EE|Q| 2HIXE S

7|3}+3+04 CloudFormation A EH
2 AAE Yo|o|EFFLICE &t

Mgt uge 2lzxlEe| 23
el ol 5715 4 Bedg A
EY L)

Git 2| ZX|E 2|2t Git S7|
512 AR SIEE oizdg 7
dst= ol ohgt X|o| =7t
E[RAELICH REAEE 82
Using service-linked roles for
AWS CodeConnections and
Managed policiesE & Z= & Al

2.
AWS Z[A AT} GitLab 2 &1t
A% HSITE iEs 7Y

ot7| @it X[#o| FILEIRE

LICE ZhMIEr LHE2 948 ¥
2 GitLaboil CHet A4 HEE
AEEAM Q.

20234 128 28

20234 118 27

20234 118 26

20234 9& 15

283


https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-hosts-workflow.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-hosts-workflow.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/syncconfigurations.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html

R =7

T
>

ol
1z

02
x

ME L GitLab M2 &3

OHE) THAIOf CHEH A CHA B

O|X| GitLabo]| CHEt A E BF

£ + U&LICH RtAMEH L8 2
©) O

H(Eehr) 2l AE AL
7t

o
T
2 7=
o o

1t

|ZXE2| Hetn 2EE o
)

=
dof

L
14 4 3 GitLaboi| CHEF 2
A

(=]
Z2 dde HZohMl2.

O|A| Microsoft Teams &f{'=0f|
CHal A= AWS 3 2210
HEE 3 7Royde=z
&LCt RbAIEF LK
MA Ol otz] 2

(=]
5.

o

ol
o

o 4@ |
z

A HE 4>

200 rxoT
19

mo | 1% 1

0> moﬂl
o (0.

mi
s sl
2

—
g
o

te) 2|72 @470
=7t=i&LCt

H 2™ ZF AWS
CodeConnections 2|AA ZF

Ei=EE X5,

o o

% g
- FE

0l0 mn

2 8 H0
x

o 4y

GitHub Z%[9| Z|Z X|E Z|0]
CH 192 MAdstes B9

GitHub Z= %! A xtoqof gL
Ct. RtAM|BH LI& 2 Connectio
ns error when connecting to
GitHub(GitHub ol @1Z2¢& [ o

2R dd)E HxotMl.

O|X| 241} CLIZ AI835l01 &
AEO| EfZE = A&LICH &t
M8t L& 2 Tag resources in
AWS CodeConnections& %

ZotMR.

20237 8 10

2023 58 17

2023 58 17

20224 8 29

2021 42 19

284


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html

ol
nx

02
x

MZE 2 GitHub &! GitHub
Enterprise Cloud S ZAt &

GitHub Enterprise Server &

AHed d sAE 2lAAT}

7HE

=
T

O|AM| edZ40f vPC AEXZQIE
MEE = U&LICH XA
& LI&2 AWS CodeConne
ctions & QIE{m|0|A VPC ¢l
E X QIE(AWS PrivateLink) &

SEXS YIRS

O|A| GitHub &! GitHub

Enterprise Cloudo| CiEt 244

2 MME = JUsLct xpAE

dZ dd 3 GitHubo|
=

SESC VRS

|8t SAE B|AA0
7t o] 7to|l=of &=
LICt. O|A| GitHub

e Server0f CHEH 44
:

=2 ét“édéa T U&LICH ApAlE
LHE2 ZE dd J SAE ZF
U2 FZESHML. ol= THE Rt
T E2EAMNS HBMM A
Bt A2 7152 HA EA|
2lg|aluct

20204 118 24

2020 9& 30

2020 6 29

285


https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html

1z
A
H1
1
T
i

ol
nx

02
x

Qi710| ALS L EfZIol ChEt &
B e
O 2| THAIOf CHEH A CHA B

Z 71 AWS CodeCommit Ol
Eof CHet &8 FIt

20207 6 28

o M
lo
Q
Y
N

. Ol
2
jul
ro
02
HL

x |.|:|
o
g

o &
2
it
P

FH
=
ad
u}
oN
ol

N
1L
mo
W o M

00 p O

0 ko
2t
1>

© 5
o>
T
[w}

Pl
x
2
b
__

ol
-
I

Z2 g, o328 AlESH2], o
MM AWS CodeConnections
o| 2|laA B T XY, Eof, o
Z2 89, =X siE 2 AWS
CodeConnections APl 3 &

= AWS CloudTrail & Z=3}All
Q. F7 3SX A Y(HeHOol

Lo &) 222 HAH

ProviderType & 42 & Z5tAll

o

O|A| Slack &0 CHaH T+ A4=
AWS Chatbot Zc2to|ed

20204 42 2

A EH
%‘%L—IEP. XHHI?J &2

| 20204 2% 10

‘BA'QL—IEP 7<HHI°P LiE
XEE|of &3 7= H?_ ol

HE 8] CodeCommite] €
HEug FxSHMR.

286


https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html

R =7

T
MU

ol
nx

02
x

= 70| 7 AWS 2|0 A &

EHAME VS

F

H

j1l]

3=l Amazon SNS F&|of
0

X|2o| FIHE

ok | bol

M

or 210l CodeCommit0d| CHEH All
MElO MEIIZEE £ US

b
]
5
AL}
>

O|M| 7HE Xt =7 2&0IM S
S(dtelel) & ot Alot EfE
(B33)e &S X[t
REMIEH LHE 2 AWS dEF X
0{X AWS CodeStar & ZE &
ZotMR.

20204 28 5

&t=l Amazon SNS A
P2 CHA O 2 AFE5H7| €
|&{0| FT7HE[R&LICE.
RtAlEr L& 2 2loi CHEr
Amazon SNS £A| 782 &
Z3MR.

20204 28 4

o o

rok Mm oo

el

CodeCommito| CHEH & 2lof=
O|M| MM Ef29| AHEE &3
EA| O|F0|Lt O|HY =40t
2 AMEXRE 3E HEG
gE = A&k KEMIE LK
2 id Y EOE 504

AHE
CodeCommito]| X}4d & HE

20194 128 19¢

H32 &H=xstM L.

12 MBEA 2019 118 5

287


https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags-identity
https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags-identity
https://docs.aws.amazon.com/codecommit/latest/userguide/security-iam.html#security_iam_service-with-iam-tags-identity

At
LRt ET 2E

ol
nx
0%
x

AWS 0{%

X 2 xR SMO
Z|A AWS E0{= AWS 04%] & X 9| AWS E04{EE XM L.

288


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

AT

=1
=

cclxxxix



	개발자 도구 콘솔
	Table of Contents
	개발자 도구 콘솔이란 무엇입니까?
	를 처음 사용하십니까?
	개발자 도구 콘솔의 기능
	알림이란 무엇입니까?
	알림으로 할 수 있는 작업은 무엇입니까?
	알림은 어떻게 작동합니까?
	알림을 시작하려면 어떻게 해야 합니까?
	알림 관련 개념
	알림
	알림 규칙
	이벤트
	세부 정보 유형
	대상
	알림 및 AWS CodeStar 알림
	리포지토리의 알림 규칙에 대한 이벤트
	빌드 프로젝트의 알림 규칙에 대한 이벤트
	배포 애플리케이션의 알림 규칙 이벤트
	파이프라인의 알림 규칙에 대한 이벤트

	설정
	알림에 대한 관리자 액세스를 위한 정책 생성 및 적용
	알림에 대한 Amazon SNS 주제 구성
	대상인 Amazon SNS 주제에 대한 사용자 구독

	알림 시작하기
	사전 조건
	리포지토리에 대한 알림 규칙 생성
	빌드 프로젝트에 대한 알림 규칙 생성
	배포 애플리케이션에 대한 알림 규칙 생성
	파이프라인에 대한 알림 규칙 생성

	알림 규칙 사용
	알림 규칙 생성
	알림 규칙 보기
	알림 규칙 편집
	다음 사항도 참조하세요.

	알림 규칙에 대한 알림 사용 또는 사용 중지
	알림 규칙 삭제

	알림 규칙 대상 사용
	알림 규칙 대상 생성 또는 구성
	알림 규칙 대상 보기
	알림 규칙에 대한 대상 추가 또는 제거
	다음 사항도 참조하세요.

	알림 규칙 대상 삭제

	알림과 AWS Chatbot 간의 통합 구성
	Slack 채널에 대한 AWS Chatbot 클라이언트 구성
	Microsoft Teams 채널에 대한 AWS Chatbot 클라이언트 구성
	Slack 또는 Amazon Chime에 대해 수동으로 클라이언트 구성

	를 사용한 Logging AWS CodeStar Notifications API 호출 AWS CloudTrail
	CloudTrail의AWS CodeStar Notifications 정보
	로그 파일 항목 이해

	문제 해결
	리소스에 대한 알림 규칙을 생성하려 할 때 권한 오류가 발생함
	알림 규칙을 볼 수 없음
	알림 규칙을 생성할 수 없음
	액세스할 수 없는 리소스에 대한 알림을 수신하고 있음
	Amazon SNS 알림이 수신되지 않음
	이벤트에 관한 중복 알림을 수신하고 있음
	알림 대상 상태가 연결할 수 없음으로 표시되는 이유
	알림 및 리소스에 대한 할당량을 늘리려는 경우

	알림의 할당량

	연결이란 무엇입니까?
	연결로 어떤 작업을 할 수 있습니까?
	어떤 서드 파티 공급자에 대한 연결을 생성할 수 있나요?
	연결과 AWS 서비스 통합되는 것은 무엇입니까?
	연결은 어떻게 작동합니까?
	in AWS CodeConnections에서 조직과의 연결 작동 방식
	연결을 생성하거나 업데이트하는 워크플로
	호스트 생성 또는 업데이트 워크플로우

	AWS CodeConnections의 글로벌 리소스
	연결을 시작하려면 어떻게 해야 합니까?
	연결 관련 개념
	AWS CodeConnections 지원 공급자 및 버전
	Azure DevOps에 지원되는 공급자 유형
	Bitbucket에 지원되는 공급자 유형
	GitHub 및 GitHub Enterprise Cloud에 지원되는 공급자 유형
	GitHub Enterprise Server에 지원되는 공급자 유형 및 버전
	GitLab.com에서 지원되는 공급자 유형
	GitLab 자체 관리형에 지원되는 공급자 유형

	AWS CodeConnections와의 제품 및 서비스 통합
	Amazon CodeGuru Reviewer
	Amazon Q Developer
	Amazon SageMaker
	AWS App Runner
	AWS CloudFormation
	AWS CodeBuild
	AWS CodePipeline
	Service Catalog
	AWS Proton

	연결 설정
	에 가입 AWS
	에 가입 AWS 계정
	관리자 액세스 권한이 있는 사용자 생성

	연결 생성 권한이 있는 정책 생성 및 적용

	연결 시작하기
	사전 조건
	1단계: 소스 파일 편집
	2단계: 파이프라인 생성
	3단계: 리포지토리를 CodeGuru Reviewer와 연결

	연결 관련 작업
	연결 생성
	Azure DevOps에 대한 연결 생성
	Azure DevOps에 대한 연결 생성(콘솔)
	Azure DevOps에 대한 연결 생성(CLI)

	Bitbucket에 대한 연결 생성
	Bitbucket에 대한 연결 생성(콘솔)
	Bitbucket에 대한 연결 생성(CLI)

	GitHub에 대한 연결 생성
	GitHub에 대한 연결 생성(콘솔)
	생성한 연결 보기

	GitHub에 대한 연결 생성(CLI)

	GitHub Enterprise Server에 대한 연결 생성
	GitHub Enterprise Server에 대한 연결 생성(콘솔)
	GitHub Enterprise Server 연결 생성(콘솔)

	GitHub Enterprise Server에 대한 연결 생성(CLI)

	GitLab에 대한 연결 생성
	GitLab에 대한 연결 생성(콘솔)
	GitLab에 대한 연결 생성(CLI)

	GitLab 자체 관리형에 대한 연결 생성
	GitLab 자체 관리형에 대한 연결 생성(콘솔)
	GitLab 자체 관리형에 대한 연결 생성(CLI)

	보류 중인 연결 업데이트
	연결 나열
	연결 나열(콘솔)
	연결 나열(CLI)

	연결 삭제
	연결 삭제(콘솔)
	연결 삭제(CLI)

	연결 리소스 태그 지정
	리소스에 태깅(콘솔)
	연결 리소스에 태그 추가(콘솔)
	연결 리소스의 태그 보기(콘솔)
	연결 리소스의 태그 편집(콘솔)
	연결 리소스에서 태그 제거(콘솔)

	리소스 태깅(CLI)
	연결 리소스에 태그 추가(CLI)
	연결 리소스의 태그 보기(CLI)
	연결 리소스의 태그 편집(CLI)
	연결 리소스에서 태그 제거(CLI)


	연결 세부 정보 보기
	와 연결 공유 AWS 계정
	연결 공유(콘솔)
	연결 공유(CLI)
	공유 연결 보기(콘솔)
	공유 연결 보기(CLI)


	호스트 작업
	호스트 생성
	(선택 사항) 사전 요구 사항: 연결을 위한 네트워크 또는 Amazon VPC 구성
	VPC 요구 사항
	권한 요구 사항

	연결을 위한 호스트 생성(콘솔)
	연결을 위한 호스트 생성(CLI)

	보류 중인 호스트 설정
	호스트 나열
	호스트 나열(콘솔)
	호스트 나열(CLI)

	호스트 편집
	호스트 삭제
	호스트 삭제(콘솔)
	호스트 삭제(CLI)

	호스트 세부 정보 보기

	연결된 리포지토리의 동기화 구성 작업
	리포지토리 링크 작업
	리포지토리 링크 생성
	리포지토리 링크 업데이트
	리포지토리 링크 나열
	리포지토리 링크 삭제
	리포지토리 링크 세부 정보 보기

	동기화 구성 작업
	동기화 구성 생성
	동기화 구성 업데이트
	동기화 구성 나열
	동기화 구성 삭제
	동기화 구성 세부 정보 보기


	를 사용한 Logging AWS CodeConnections API 호출 AWS CloudTrail
	AWS CodeConnections CloudTrail의 정보
	로그 파일 항목 이해
	CreateConnection 예
	CreateHost 예
	CreateSyncConfiguration 예
	DeleteConnection 예
	DeleteHost 예
	DeleteSyncConfiguration 예
	GetConnection 예
	GetHost 예
	GetRepositoryLink 예
	GetRepositorySyncStatus 예
	GetResourceSyncStatus 예
	GetSyncBlockerSummary 예
	GetSyncConfiguration 예
	ListConnections 예
	ListHosts 예
	ListRepositoryLinks 예
	ListRepositorySyncDefinitions 예
	ListSyncConfigurations 예
	ListTagsForResource 예
	TagResource 예
	UnTagResource 예
	UpdateHost 예
	UpdateRepositoryLink 예
	UpdateSyncBlocker 예
	UpdateSyncConfiguration 예

	AWS CodeConnections 및 인터페이스 VPC 엔드포인트(AWS PrivateLink)
	AWS CodeConnections VPC 엔드포인트에 대한 고려 사항
	VPC 엔드포인트 개념
	AWS CodeConnections 작업에 대한 VPC 엔드포인트
	AWS CodeConnections 작업에 대한 인터페이스 VPC 엔드포인트 생성
	AWS CodeConnections 작업에 대한 VPC 엔드포인트 정책 생성

	AWS CodeConnections 웹후크용 VPC 엔드포인트
	AWS CodeConnections 호스트의 웹후크 엔드포인트 사용 방법


	연결 문제 해결
	연결을 생성할 수 없음
	연결을 생성하거나 완료하려고 할 때 권한 오류 발생
	연결을 사용하려고 할 때 권한 오류 발생
	연결이 사용 가능한 상태가 아니거나 더 이상 보류 중 상태가 아닙니다.
	연결에 대한 GitClone 권한 추가
	호스트가 사용 가능한 상태가 아닙니다.
	연결 오류가 있는 호스트 문제 해결
	호스트에 대한 연결을 생성할 수 없습니다.
	호스트의 VPC 구성 문제 해결
	보류 중인 상태의 호스트를 가져올 수 없음
	사용 가능한 상태의 호스트를 가져올 수 없음
	연결/호스트가 작동하다가 현재 작동이 중지됨
	네트워크 인터페이스를 삭제할 수 없음

	GitHub Enterprise Server 연결을 위한 웹후크 VPC 엔드포인트(PrivateLink) 문제 해결
	웹후크 VPC 엔드포인트를 삭제할 수 없음

	2020년 11월 24일 이전에 생성된 호스트의 문제 해결
	2020년 11월 24일 이전에 생성된 호스트가 있고 웹후크에 VPC 엔드포인트(PrivateLink)를 사용하려는 경우
	사용 가능한 상태의 호스트를 가져올 수 없음(VPC 오류)

	GitHub 리포지토리에 대한 연결을 생성할 수 없음
	GitHub Enterprise Server 연결 앱 권한 편집
	GitHub에 연결할 때 연결 오류 발생: "A problem occurred, make sure cookies are enabled in your browser" 또는 "An organization owner must install the GitHub app"
	IAM 정책에 대해 리소스의 연결 서비스 접두사를 업데이트해야 할 수 있습니다.
	콘솔을 사용하여 생성된 리소스의 서비스 접두사로 인한 권한 오류
	조직을 지원하는 설치된 공급자에 대한 연결 및 호스트 설정
	연결의 한도를 늘리려는 경우

	연결에 대한 할당량
	허용 목록에 추가할 IP 주소


	개발자 도구 콘솔의 기능에 대한 보안
	알림 콘텐츠 및 보안 이해
	in AWS CodeStar Notifications 및 AWS CodeConnections의 데이터 보호
	AWS CodeStar Notifications 및 AWS CodeConnections에 대한 자격 증명 및 액세스 관리
	대상
	ID를 통한 인증
	AWS 계정 루트 사용자
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	ID 기반 정책

	개발자 도구 콘솔의 기능이 IAM에서 작동하는 방식
	개발자 도구 콘솔의 자격 증명 기반 정책
	작업
	리소스
	조건 키
	예제

	AWS CodeStar Notifications 및 AWS CodeConnections 리소스 기반 정책
	태그 기반 인증
	IAM 역할
	임시 자격 증명 사용
	서비스 연결 역할


	AWS CodeConnections 권한 참조
	연결 관리 권한
	호스트 관리를 위한 권한
	연결을 완료하기 위한 권한
	호스트 설정에 대한 권한
	서비스에 연결 전달
	연결 사용
	ProviderAction에 대해 지원되는 액세스 유형
	연결 리소스 태깅에 대해 지원되는 권한
	리포지토리 링크에 연결 전달
	리포지토리 링크에 지원되는 조건 키
	연결 공유에 지원되는 권한

	ID 기반 정책 예시
	AWS CodeStar Notifications에 대한 권한 및 예제
	전체 액세스 관리형 정책의 알림과 관련된 권한
	읽기 전용 관리형 정책의 알림과 관련된 권한
	다른 관리형 정책의 알림과 관련된 권한
	예: AWS CodeStar 알림을 관리하기 위한 관리자 수준 정책
	예: AWS CodeStar Notifications 사용에 대한 기여자 수준 정책
	예: AWS CodeStar 알림을 사용하기 위한 read-only-level 정책

	에 대한 권한 및 예제 AWS CodeConnections
	예: CLI AWS CodeConnections 를 사용하여 생성하고 콘솔을 사용하여 보기 위한 정책
	예: 콘솔을 AWS CodeConnections 사용하여를 생성하기 위한 정책
	예: 관리를 위한 관리자 수준 정책 AWS CodeConnections
	예: 사용에 대한 기여자 수준 정책 AWS CodeConnections
	예: 사용에 대한 read-only-level 정책 AWS CodeConnections
	
	예: VpcId 컨텍스트 키를 사용하여 호스트 VPC 권한 제한


	태그를 사용하여 AWS CodeConnections 리소스에 대한 액세스 제어
	콘솔에서 알림 및 연결 사용
	사용자가 자신이 권한을 볼 수 있도록 허용
	문제 해결 AWS CodeStar 알림 및 AWS CodeConnections 자격 증명 및 액세스
	관리자이며 다른 사용자의 알림 액세스를 허용하려고 함
	Amazon SNS 주제를 생성하고 이를 알림 규칙 대상으로 추가했지만 이벤트에 관한 이메일을 받지 못하고 있습니다.
	내 AWS 계정 외부의 사람이 my AWS CodeStar Notifications 및 AWS CodeConnections 리소스에 액세스하도록 허용하고 싶습니다.

	AWS CodeStar Notifications에 서비스 연결 역할 사용
	AWS CodeStar Notifications에 대한 서비스 연결 역할 권한
	AWS CodeStar Notifications에 대한 서비스 연결 역할 생성
	AWS CodeStar Notifications에 대한 서비스 연결 역할 편집
	AWS CodeStar Notifications에 대한 서비스 연결 역할 삭제
	AWS CodeStar Notifications 서비스 연결 역할에 지원되는 리전

	에 대한 서비스 연결 역할 사용 AWS CodeConnections
	에 대한 서비스 연결 역할 권한 AWS CodeConnections
	에 대한 서비스 연결 역할 생성 AWS CodeConnections
	에 대한 서비스 연결 역할 편집 AWS CodeConnections
	에 대한 서비스 연결 역할 삭제 AWS CodeConnections
	AWS CodeConnections 서비스 연결 역할에 지원되는 리전

	AWS 에 대한 관리형 정책 AWS CodeConnections
	AWS 관리형 정책: AWSGitSyncServiceRolePolicy
	AWS CodeConnections AWS 관리형 정책에 대한 업데이트


	AWS CodeStar Notifications 및 AWS CodeConnections에 대한 규정 준수 검증
	Resilience in AWS CodeStar 알림 및 AWS CodeConnections
	인프라 보안 in AWS CodeStar 알림 및 AWS CodeConnections
	리전 간 AWS CodeConnections 리소스 간 트래픽


	연결 이름 변경 - 변경 사항 요약
	이름이 변경된 서비스 접두사
	IAM에서 작업 이름 변경
	새 리소스 ARN
	영향을 받는 서비스 역할 정책
	새 CloudFormation 리소스

	문서 이력
	AWS 용어집
	

