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name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.
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### SKILL.md
### references/
#  ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

SKILL.md:

name: rds-performance-investigation
description: Investigation procedures for RDS performance issues including

connection exhaustion, slow queries, replication lag, and storage capacity.

Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

Use this skill when customers report database latency, connection errors,
query timeouts, or read/write performance degradation.

## Step 1: Check alarm status

Query CloudWatch for active alarms on the affected RDS instance. Look for:
- 'DatabaseConnections”™ exceeding 80% of max_connections

"ReadLatency’ or "WritelLatency® above 20ms

"FreeStorageSpace’ below 20% of total storage

"Replicalag’™ above 30 seconds (read replicas only)

## Step 2: Analyze connection metrics

Retrieve ‘DatabaseConnections’ over the past hour. If connections are near
the max_connections limit, check for connection pool misconfiguration or

of: &7 2t
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long-running idle connections.

## Step 3: Identify slow queries

Use Performance Insights ( pi:GetResourceMetrics’) to retrieve the top SQL
statements by average active sessions. Focus on queries with high “db.load’
contribution or frequent I/0 waits.

## Step 4: Summarize findings

Provide a summary with:

1. Current performance status (healthy / degraded / critical)
2. Root cause hypothesis with supporting metrics

3. Recommended remediation steps ranked by priority

& = /rds-metrics-reference.md:

# RDS CloudWatch Metrics Reference

| Metric | Normal Range | Investigation Threshold |

=== l== ] ===

DatabaseConnections | < 70% max_connections | > 80% max_connections
ReadLatency | < 5ms | > 20ms |

WritelLatency | < 5ms | > 20ms |

FreeStorageSpace | > 30% total storage | < 20% total storage |
ReplicalLag | < 5 seconds | > 30 seconds |

CPUUtilization | < 70% | > 85% |
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### SKILL.md # Required: main skill instructions
### references/ # Optional: reference documentation

# ### architecture.md

#  ### troubleshooting.md

### assets/ # Optional: images, diagrams, data files
### topology.png
### metrics.csv

SKILL.md frontmatter 2 7 AHE:

Of g.*LII:L AWS DevOps Agent= OIE-|°F LEE M8 o+04 AZE EH5E
T EEDO|E 2ol Cigt RHMIE LI8 20| A SR ES| TR ED|E MME XML,

name: rds-performance-analysis

description: Comprehensive RDS performance investigation procedures
for connection exhaustion, slow queries, and storage capacity issues.
Use when investigating database latency or read/write degradation.

# RDS Performance Analysis

[Your skill instructions here...]
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AWS CLI B 2 M| & 7
AWS ZLIEZ ™ol Cit 215

AWS Identity and Access Management(IAM) &2 MdstD HMg 428 = U ™
DLEHE AWS HHoZ A8 A

AWS CLI 2/ JSON #+&0i CHst x| A
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O| 7tole HA|ol M Ct& At EAIRF 2LE ALERS| 2t = HEELICH

e <MONITORING_ACCOUNT_ID> - ELIEZ(7|&) AWS H'E 2| 12At2| A ID
« <EXTERNAL_ACCOUNT_ID> - ZLIE{E EZ= AWS A 12XI2] HE IDEEH M AR FH
« <REGION> - H|O|ME S7t2| AWS 2| ZE(0|: us-east-1 EE= eu-central-1)

« <AGENT_SPACE_ID> - create-agent-space W&ol EH&tE|= of|O|HE 7 AlERILIC}.

IAM 3&F M7

cat > devops-agentspace-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
.
"ArnLike": {
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"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

>
<
o

g g ddgfict
aws iam create-role \

--region <REGION> \

--role-name DevOpsAgentRole-AgentSpace \

--assume-role-policy-document file://devops-agentspace-trust-policy.json
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038t ARNS X{ZH&HL|Ct.

aws iam get-role --role-name DevOpsAgentRole-AgentSpace --query 'Role.Arn' --output
text

AWS 2|8 HHE AZg LI

aws iam attach-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

Resource Explorer AMH|A 44 g MM Z 518 5t= QlEtel HAE ddstn A7 LICt

— - O [N ) =
cat > devops-agentspace-additional-policy.json << 'EOF'
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": [

"arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

IAM 238 8- 26



AWS DevOps H0|FE

0o
1z
0%

aws iam put-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-agentspace-additional-policy.json

cat > devops-operator-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount”: "<MONITORING_ACCOUNT_ID>"
1,
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"
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aws iam create-role \
--role-name DevOpsAgentRole-WebappAdmin \
--assume-role-policy-document file://devops-operator-trust-policy.json \
--region <REGION>

Ch2 BHS A™dstod e ARNS MHEELICH
aws iam get-role --role-name DevOpsAgentRole-WebappAdmin --query 'Role.Arn' --output
text

AWS 2|8 23 N HAMS AZ gL

aws iam attach-role-policy \
--role-name DevOpsAgentRole-WebappAdmin \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

et 7I1sole AL HE AP% |’“I I'*El A o AWS X|'°r_4 Sgfo| ZEELICEH o] WM
aws:PrincipalTag/AgentSpaceld Z712 At835l0{ EH 0 E |

Yot ™A &2 S5of cHEt RIS LIS 2 MM E B XA
E JAM HEP.

2ol CHA|

-1 O

aws devops-agent create-agent-space \
--name "MyAgentSpace" \
--description "AgentSpace for monitoring my application" \
--region <REGION>

MEfMO 2 ot 5 5--kms-key-arn0ll T ZH 2|8 AWS KMS 7|E M SIS E XIEeLct --
tagsE AI835t0] 2laA Bl E FIt5t1 o|0|ME 8H --1ocale 20{E MAYE =k U&LICH

8HagentSpaceIdd|ME MEELICHO| ?xlagentSpace.agentSpaceld).

LtEol| ol O|ME S7he Lidsted™ ChE BB S AL

aws devops-agent list-agent-spaces \
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--region <REGION>

« monitor - Of|O|ME FZt0o| U
Afof| AFREILICEH

ALE gLt

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"aws": {
"assumableRoleArn": "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-

AgentSpace",
"accountId": "<MONITORING_ACCOUNT_ID>",
"accountType": "monitor"

}
AN
--region <REGION>

£ 2% ID M3UAM(1dP)E M8 + U&LICH CHE B

Pl1E E&2 IAM, IAM Identity Center(IDC) &
He A5t 00| E JF7tol| 2UAt S FostELch

aws devops-agent enable-operator-app \
--agent-space-id <AGENT_SPACE_ID> \

--auth-flow iam \
--operator-app-role-arn "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-

WebappAdmin" \
--region <REGION>

8% --auth-flow idcE A5t E MBS ELIC--idc-instance-

IAM Identity Center 215 9| A<
arn. 2|8 X4 5H ZZ A ZRE --auth-flow idp AF83tD --issuer-url, & --idp-
client-idE MB&LICI--idp-client-secret. AFM|EH LHE 2 the section called “IAM Identity

Center 215 A%” 9! the section called “2|F ID M2 &||(IdP) R1& M%) MME HZE M 2.
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AWS DevOps AgentE AI& 35104 F7I AHE ZLIE A2 IAM IR A Adg S MLt

QI H oA mAF AT o35k MM

. MONITORING_ACCOUNT_ID= 2EHAH[o| A &5t of
M

2 AF25tH AWS DevOps OlO|ME MH|ATF 2
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cat > devops-cross-account-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>",
"sts:ExternalId":

"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<AGENT_SPACE_ID>"

El

X 7 IAM 252 MBI

aws iam create-role \
--role-name DevOpsAgentCrossAccountRole \

--assume-role-policy-document file://devops-cross-account-trust-policy.json

30
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aws iam get-role --role-name DevOpsAgentCrossAccountRole --query 'Role.Arn' --output
text

aws iam attach-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

Q|F H %0l A Resource Explorer AH|A 0173 gt 2 MHEE = UL E Ql2tel HAME AZAg L Ct.

cat > devops-cross-account-additional-policy.json << 'EOF'
{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"

]I

"Resource": [
"arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-cross-account-additional-policy.json

QIF AE A4
DUEHZ AEeZ ChA| Metet O S Ohs BB S ddstod 2|F Ade gL

aws devops-agent associate-service \
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--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"sourceAws": {
"accountId": "<EXTERNAL_ACCOUNT_ID>",
"accountType": "source",
"assumableRoleArn": "arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/
DevOpsAgentCrossAccountRole"
}
'\
--region <REGION>

5. (MEH AL GitHub 2124

£1: CLIE Sall @44 5t2d™ MK OAuth =52 A& 310 AWS DevOps H0|HE Z2&
=
o

2£8 S5l GitHubE S55t= &idol CHEH X2 MM E & X 5FAM|Lthe section called “Cl/CD I} O
Ziolof ed”

aws devops-agent list-services \
--region <REGION>

serviceType:0ll <SERVICE_ID> CHEHE XHE & LICIgithub.

240 GitHubE SE3+ £ OIS HYE Adstod GitHub 2| ZX|EE2|IE AZEELICH

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"github": {
"repoName": "<GITHUB_REPO_NAME>",
"repoIld": "<GITHUB_REPO_ID>",
"owner": "<GITHUB_OWNER>",
"ownerType": "organization"
}
'\
--region <REGION>

ro
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HX{ ServiceNow MH|AE OAuth A3 SHo 2 SE&HLICE

aws devops-agent register-service \
--service servicenow \
--service-details '({
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>",
"authorizationConfig": {
"oAuthClientCredentials": {

"clientName": "<SERVICENOW_CLIENT_NAME>",

"clientId": "<SERVICENOW_CLIENT_ID>",

"clientSecret": "<SERVICENOW_CLIENT_SECRET>"

}
I A
--region <REGION>

HHEtEIE X{&<SERVICE_ID>8t CIS ServiceNowE Q4AELICt.

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>"
}
'\
--region <REGION>

7. (ME ALE) Dynatrace S5 4 914

MX{ Dynatrace A{H|AE OAuth A3 ZES 2 SSEFLICH

aws devops-agent register-service \
--service dynatrace \
--service-details '{
"dynatrace": {
"accountUzrn": "<DYNATRACE_ACCOUNT_URN>",
"authorizationConfig": {

=22 BA
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"oAuthClientCredentials": {
"clientName": "<DYNATRACE_CLIENT_NAME>",
"clientId": "<DYNATRACE_CLIENT_ID>",
"clientSecret": "<DYNATRACE_CLIENT_SECRET>"

}
}
}
LA
--region <REGION>
HtEHEIE R{E<SERVICE_ID>3t C}2 DynatraceE AZAELICH EBlAAE MEH AFEQILICH EE2
4% Dynatrace 842 X|IHgtLICEH

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"dynatrace": {
"envId": "<DYNATRACE_ENVIRONMENT_ID>",
"resources": [
"<DYNATRACE_RESOURCE_1>",
"<DYNATRACE_RESOURCE_2>"

X
A\
--region <REGION>
Hols S It iz WEI 2 ELICH ol @3 E AE5104 Dynatrace0 A ZALE EE|7H
& = U&LICh RtMIE LHE 2 the section called “Dynatrace 212" EHg M RSHAAIR.

8. (MEH AFE) Splunk 55 4 A
M X{ BearerToken A4 SHS 2 Splunk AMH|IAE SSELICEH

AEXZQIEE= CIS BAE ABFELICH https://<XXX>.api.scs.splunk.com/<XXX>/mcp/vl/

aws devops-agent register-service \
--service mcpserversplunk \
--service-details '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>",
"authorizationConfig": {

34
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"bearerToken": {
"tokenName": "<SPLUNK_TOKEN_NAME>",
"tokenValue": "<SPLUNK_TOKEN_VALUE>"

}
I A
--region <REGION>

HHEHEIE K& <SERVICE_ID>%t CtS SplunkE Q1A% LICt

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>"

}
I A
--region <REGION>

Sl S8 Qs HEa HEJ TEELICE ol ¥F3E AF&35104 SplunkdlM ZALE EB|HE
2= Q&LICH AFMIEH LI 2 the section called “Splunk @172” B S R X FHAAIL.

aws devops-agent register-service \
--service mcpservernewrelic \
--service-details '{
"mcpservernewrelic": {
"authorizationConfig": {
"apiKey": {

"apiKey": "<YOUR_NEW_RELIC_API_KEY>",
"accountId": "<YOUR_ACCOUNT_ID>",
"region": "US",
"applicationIds": ["<APP_ID_1>", "<APP_ID_2>"],
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"entityGuids": ["<ENTITY_GUID_1>"7],
"alertPolicyIds": ["<POLICY_ID_1>"]

}
A\
--region <REGION>

HH &8t E|2 X{&<SERVICE_ID>3t C}2 New Relic® 9138 LICt.

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpservernewrelic": {
"accountId": "<YOUR_ACCOUNT_ID>",
"endpoint": "https://mcp.newrelic.com/mcp/"
}
'\
--region <REGION>

SHEHolE SES 2 dl¥a EEJH ZEELICH o] &3 E ALE3810{ New Relicol M ZAE EE[H
& = Q&LICH KHMIEE LI 2 the section called “M SA|E 172" B2 ZXFHAAIL.

10. (M= AL Datadog S5 & HAZA

CLIE Sl 91Z85t24T HX{ OAuth E& = AL&3t0{ AWS DevOps Of|O|ME E2 &2 &3l Datadog=
SSaHok grLict REAIEH LHE 2 the section called “DataDog 914" EHHE R XS AMAIR.

aws devops-agent list-services \
--region <REGION>

serviceType:0fl <SERVICE_ID> CHEHE ME & LICtmcpserverdatadog.

O™ ChE Datadog2 A ErLICEH

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
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"mcpserverdatadog": {
"name": "Datadog-MCP-Server",
"endpoint": "<DATADOG_MCP_ENDPOINT>"
}
'\
--region <REGION>

SHol= 2 et =3 HEII 2 ELICH o] =3 E AE510{ Datadogdll M ZALE EE|7

= =
& 4= U&LIct RHAMIEH LI 2 the section called “DataDog 917" EHpl2 R ZSHMA|L.

aws devops-agent delete-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

Verification(& 2)

MR
=O0=

e

FolstedH Chs BES A-dELICH

# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

- R7tSEE APsteHE MME B

ol

M2 AWS DevOps Agento]| CHEH 7|5 4.

Z At HIOE7F M ZAELIC
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am

HAE SMAE
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2CPU 8F HAE

1EtA|: EC2 E|AEE 2|8t CloudFormation A& HY i

CloudFormation2 At&3t0{ E|AE E|AAE M4J5t0{ AWS DevOps 01|0|HE T} 2|4
AxslT RAMEH & OJE 2 8t |},

1. CloudFormation@ £ 0|5 gfL|C}.

a. AWS £ 0{ M "CloudFormation"& Z445t 11 CloudFormationE 2 2I&L|Ct.
b. ASH MM > A 2lAA AFR(EE)S 228
2. HES U= E:

a. cte M 22 ot MAAWS-DevOpsAgent-ec2-test.yaml
b. O| CloudFormation EZZ!2 S AtSt0q ool 204 E&LICt
- AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOps Agent EC2 CPU Test Stack'
Parameters:
MyIP:
Type: String

AE SHIEA|

Description: Your current IP address for SSH access (find at https://

whatismyipaddress.com)
Default: '0.0.0.0/0'
Resources:
# Security Group for SSH access
TestSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: AWS-DevOpsAgent-test-sg

GroupDescription: AWS DevOps Agent beta testing security group

SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: !Ref MyIP
Description: SSH access from your IP
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SG

ElIAE SM A EC2CPU Z E|I2E
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- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Key Pair for SSH access
TestKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: AWS-DevOpsAgent-test-key
KeyType: rsa
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Key
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# EC2 Instance for CPU testing
TestInstance:
Type: AWS::EC2::Instance
Properties:
InstanceType: t3.micro

Imageld: '{{resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-

kernel-6.1-x86_64}}"
KeyName: !Ref TestKeyPair
SecurityGroupIds:
- IRef TestSecurityGroup
UserData:
Fn::Base64: !Sub |
#1/bin/bash
yum update -y
yum install -y htop

# Create the CPU stress test script

cat > /home/ec2-user/cpu-stress-test.sh << 'EOF'
#!/bin/bash

echo "Starting AWS DevOpsAgent CPU Stress Test"
echo "Time: $(date)"

echo "Instance: $(curl -s http://169.254.169.254/1latest/meta-data/

instance-id)"
echo ""

# Get number of CPU cores

CORES=$(nproc)

echo "CPU Cores: $CORES"

echo ""

echo "Starting stress test (5 minutes)..."

ElIAE SM A EC2CPU Z E|I2E
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echo "This will generate >70% CPU usage to trigger CloudWatch alarm"
echo ""

# Create CPU load using yes command
echo "Starting CPU load processes..."
for i in $(seq 1 $CORES); do
(yes > /dev/null) &
CPU_PID=$!
echo "Started CPU load process $i (PID: $CPU_PID)"
echo $CPU_PID >> /tmp/cpu_test_pids
done
# Auto-cleanup after 5 minutes
(sleep 300 && echo "Stopping CPU load processes..." && kill $(cat /
tmp/cpu_test_pids 2>/dev/null) 2>/dev/null && rm -f /tmp/cpu_test_pids) &
echo ""
echo "CPU load processes started for 5 minutes"
echo "Check CloudWatch for alarm trigger in 3-5 minutes"
EOF
chmod +x /home/ec2-user/cpu-stress-test.sh
chown ec2-user:ec2-user /home/ec2-user/cpu-stress-test.sh
# Create auto-shutdown script (safety mechanism)
cat > /home/ec2-user/auto-shutdown.sh << 'SHUTDOWN_EOF'
#!/bin/bash
echo "Auto-shutdown scheduled for 2 hours from now: $(date)"
sleep 7200
echo "Auto-shutdown executing at: $(date)"
sudo shutdown -h now
SHUTDOWN_EOF
chmod +x /home/ec2-user/auto-shutdown.sh
nohup /home/ec2-user/auto-shutdown.sh > /home/ec2-user/auto-
shutdown.log 2>&1 &
echo "AWS DevOpsAgent test setup completed at $(date)" > /home/ec2-
user/setup-complete.txt
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Instance
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
HAE SMA:EC2CPU 8 HAE 42
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# CloudWatch Alarm for CPU utilization
CPUAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-EC2-CPU-Test

AlarmDescription: AWS-DevOpsAgent beta test - EC2 CPU utilization alarm

MetricName: CPUUtilization
Namespace: AWS/EC2
Statistic: Average
Period: 60
EvaluationPeriods: 1
Threshold: 70
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: Instanceld
Value: !Ref TestInstance
TreatMissingData: notBreaching
Outputs:
Instanceld:
Description: EC2 Instance ID for testing
Value: !Ref TestInstance

SecurityGroupId:
Description: Security Group ID
Value: !Ref TestSecurityGroup

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref CPUAlarm

SSHCommand:
Description: SSH command to connect to instance

Value: !Sub 'ssh -i "AWS-DevOpsAgent-test-key.pem"

${TestInstance.PublicDnsName}'

c. CloudFormation 2£ 0| HIZS! 0l L= =& MEHSL|C}.

ntel Metg FeiEin

= =

Q

D

. AWS-DevOpsAgent-ec2-test.yaml I} AHEH

E_|.22 =] oI-L_| E|-_

—h

a. 2B O|&:AWS-DevOpsAgent-EC2-Test

ec2-user@
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a. AWS 2£0i M CloudFormation2
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a. et= M 2Z4 ot MAMAwWS-DevOpsAgent-lambda-test.yaml
b. Of CloudFormation ®l& 3! S Alsto] Ttlof 0 E&LICt
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- AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOpsAgent Lambda Error Test Stack'
Resources:
# IAM Role for Lambda function
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWS-DevOpsAgentLambdaTestRole

AssumeRolePolicyDocument:

Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:

ElAE &M B: Lambda 278 EHIAE
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- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Lambda-Test-Role
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Lambda function that generates errors
TestLambdaFunction:
Type: AWS::Lambda::Function
Properties:
FunctionName: AWS-DevOpsAgent-test-lambda
Runtime: python3.12
Handler: index.lambda_handler
Role: !GetAtt LambdaExecutionRole.Arn
Code:
ZipFile: |
import json
import random
import time
from datetime import datetime
def lambda_handler(event, context):
print(f"AWS DevOpsAgent Test Lambda - {datetime.now()}")
print(f"Event: {json.dumps(event)}")

# Intentionally generate errors for testing
error_scenarios = [
"Simulated database connection timeout",
"Test API rate limit exceeded",
"Intentional validation error for AWS DevOpsAgent testing

# Always throw an error for testing purposes
error_message = random.choice(error_scenarios)
print(f"Generating test error: {error_messagel}")

# This will create a Lambda error that CloudWatch will detect
raise Exception(f"AWS DevOpsAgent Test Error: {error_messagel}")
Description: AWS DevOpsAgent beta test function - intentionally generates
errors
Timeout: 30
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Lambda
- Key: Purpose

ElAE &M B: Lambda 278 EHIAE
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Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for Lambda errors
LambdaErrorAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-Lambda-Error-Test
AlarmDescription: AWS-DevOpsAgent beta test - Lambda error rate alarm
MetricName: Errors
Namespace: AWS/Lambda
Statistic: Sum
Period: 60
EvaluationPeriods: 1
Threshold: 0
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: FunctionName
Value: !Ref TestLambdaFunction
TreatMissingData: notBreaching
Outputs:
LambdaFunctionName:
Description: Lambda Function Name for testing
Value: !Ref TestLambdaFunction

LambdaFunctionAzn:
Description: Lambda Function ARN
Value: !GetAtt TestLambdaFunction.Azrn

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref LambdaErrorAlarm

TestCommand:
Description: AWS CLI command to test the function
Value: !Sub 'aws lambda invoke --function-name ${TestLambdaFunction} --
payload "{\"test\":\"AWS DevOpsAgent validation\"}" response.json'

c. CloudFormation 2£ 0| HEZE2 1l LZ = E MEHEHLICE.

}OI Aﬂ H%% IEiLJEP
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git clone https://github.com/aws-samples/sample-aws-devops-agent-cdk.git

cd sample-aws-devops-agent-cdk

2CHA BS54 AX|
Ch2 BHE Adstod Z=2ME SHEE HR[FL O
npm install
158 0f|0|TE S7F Hi =
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1EA: ZLEZ AEID 74
lib/constants.tsE 91 ZL|E{2! A IDE MHAELICt
CtE X0l M= LHIOIEE &8 EoiELIC
export const MONITORING_ACCOUNT_ID = "<YOUR_MONITORING_ACCOUNT_ID>"
2CH7: AWS CDK &8 SEAEH
REEAEfEHSIX| A2 42 OIS BHES A=-ELIC

2LIER HHollM AWS CDKE
cdk bootstrap aws://<MONITORING_ACCOUNT_ID>/<REGION> --profile monitoring
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npm run build
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cdk deploy DevOpsAgentStack --profile monitoring
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Outputs:
DevOpsAgentStack.AgentSpaceArn = arn:aws:aidevops:<REGION>:123456789012:agentspace/

abc123
DevOpsAgentStack.AgentSpaceRoleArn = arn:aws:iam::123456789012:r0le/DevOpsAgentRole-

AgentSpace

DevOpsAgentStack.OperatorRoleArn = arn:aws:iam::123456789012:role/DevOpsAgentRole-
WebappAdmin

DevOpsAgentStack.AssociationId = assoc-xyz

25 E 2tEottie B9 AgentSpaceArn &fS MEELICH MB[A AH AEE FHote Ol EREL
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aws devopsagent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
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export const SERVICE_ACCOUNT_ID = "<YOUR_SERVICE_ACCOUNT_ID>";

DevOpsAgentStack2 0| H|H IDE AE35t0{ &4 AWS 1S MMEFLICH o] 22 ™ st7| o
DevOpsAgentStackS HiEZ et B2 CtA| HiZSto @122 MdghL|ct
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npm run build
cdk deploy DevOpsAgentStack --profile monitoring
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DevOpsAgentStack £24(15, 42t 7)0l A AgentSpaceArn ZtS S At D0 A™HEILICH ib/
constants.ts.
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export const AGENT_SPACE_ARN =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<SPACE_ID>";
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npm run build
cdk deploy ServiceStack --profile service
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aws lambda invoke \
--function-name echo-service \
--payload '{"test": "hello world"}' \
--profile service \
response.json

cat response.json
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# If you deployed the ServiceStack, destroy it first
cdk destroy ServiceStack --profile service

# Then destroy the DevOpsAgentStack

cdk destroy DevOpsAgentStack --profile monitoring
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https://docs.aws.amazon.com/devopsagent/latest/userguide/
https://docs.aws.amazon.com/devopsagent/latest/userguide/
https://github.com/aws-samples/sample-aws-devops-agent-cdk
https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html
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2 XM&gfLICtdevops-agent-stack.yaml.

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Agent Space with IAM roles, operator app,
association

Parameters:
AgentSpaceName:
Type: String
Default: MyCloudFormationAgentSpace
Description: Name for the agent space
AgentSpaceDescription:
Type: String
Default: Agent space deployed with CloudFormation
Description: Description for the agent space

Resources:
# IAM role assumed by the DevOps Agent service to monitor the account
DevOpsAgentSpaceRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-AgentSpace
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:

ZZHIMIst=
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StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS: :Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

# IAM role for the operator app interface
DevOpsOperatorRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-WebappAdmin
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action:
- sts:AssumeRole
- sts:TagSession
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

# The agent space resource

18 of0|™ME S7FH HHE 61
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AgentSpace:
Type: AWS::DevOpsAgent::AgentSpace
DependsOn:
- DevOpsAgentSpaceRole
- DevOpsOperatorRole
Properties:
Name: !Ref AgentSpaceName
Description: !Ref AgentSpaceDescription
OperatorApp:
Tam:
OperatorAppRoleArn: !GetAtt DevOpsOperatorRole.Arn

# Association linking the monitoring account to the agent space
MonitorAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceId: !GetAtt AgentSpace.AgentSpaceld
Serviceld: aws
Configuration:
Aws:
AssumableRoleArn: !GetAtt DevOpsAgentSpaceRole.Arn
AccountId: !Ref AWS::AccountId
AccountType: monitor

Outputs:
AgentSpaceld:

Description: The agent space ID
Value: !GetAtt AgentSpace.AgentSpaceld

AgentSpaceArn:

Description: The agent space ARN
Value: !GetAtt AgentSpace.Arn

AgentSpaceRoleArn:

Description: The agent space IAM role ARN
Value: !GetAtt DevOpsAgentSpaceRole.Azrn

OperatorRoleArn:

Description: The operator app IAM role ARN
Value: !GetAtt DevOpsOperatorRole.Arn
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aws cloudformation deploy \
--template-file devops-agent-stack.yaml \

--stack-name DevOpsAgentStack \
--capabilities CAPABILITY_NAMED_IAM \

--region <REGION>
3EHH: AR B2 7|2
FLICH LSO A = JUTS oledet 22

Y
>.
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ok

HHEZ7} 22 2| ChS EHES Al g M
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aws cloudformation describe-stacks \
--stack-name DevOpsAgentStack \
--query 'Stacks[@].Outputs' \

--region <REGION>
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{
"OutputKey": "AgentSpaceld",
"abcl23def456"

"OutputValue":

"AgentSpaceArn",

1,
"OutputKey":
"OutputValue": "arn:aws:aidevops:<REGION>:<ACCOUNT_ID>:agentspace/abcl23def456"

{
"QutputKey": "AgentSpaceRoleArn",
"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-AgentSpace"

1,
{
"OutputKey": "OperatorRoleArn",
"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-WebappAdmin"
}
]
25 E =5t B AgentSpaceArn #42 MEELICH nAt AN deE FH5t= o oo
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aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
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AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Cross-account IAM role for secondary account monitoring

Parameters:
MonitoringAccountId:
Type: String
Description: The 12-digit AWS account ID of the monitoring account
AgentSpaceArn:
Type: String
Description: The ARN of the agent space from the monitoring account

Resources:
# Cross-account IAM role trusted by the agent space
DevOpsSecondaryAccountRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-SecondaryAccount
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AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref MonitoringAccountId
ArnLike:
aws:SourceArn: !Ref AgentSpaceArn
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam: :${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

Outputs:
SecondaryAccountRoleArn:
Description: The cross-account IAM role ARN
Value: !GetAtt DevOpsSecondaryAccountRole.Arn

2EHA|: MH[A A AR HiaE
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aws cloudformation deploy \
--template-file devops-agent-service-account.yaml \
--stack-name DevOpsAgentServiceAccountStack \
--capabilities CAPABILITY_NAMED_IAM \
--parameter-overrides \
MonitoringAccountId=<MONITORING_ACCOUNT_ID> \
AgentSpaceArn=<AGENT_SPACE_ARN> \
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--region <REGION>
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AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Source AWS association for cross-account monitoring

Parameters:
AgentSpaceld:
Type: String
Description: The agent space ID from the monitoring account stack
ServiceAccountId:
Type: String
Description: The 12-digit AWS account ID of the service account
ServiceAccountRoleArn:
Type: String
Description: The ARN of the DevOpsAgentRole-SecondaryAccount role in the service
account

Resources:
SourceAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceId: !Ref AgentSpaceld
Serviceld: aws
Configuration:
SourceAws:
AccountId: !Ref ServiceAccountId
AccountType: source
AssumableRoleArn: !Ref ServiceAccountRoleArn

Outputs:
SourceAssociationId:
Description: The source association ID
Value: !Ref SourceAssociation
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aws cloudformation deploy \

--template-file devops-agent-source-association.yaml \

--stack-name DevOpsAgentSourceAssociationStack \

AgentSpaceId=<AGENT_SPACE_ID> \

--parameter-overrides \
ServiceAccountId=<SERVICE_ACCOUNT_ID> \
ServiceAccountRoleArn=arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/DevOpsAgentRole-

SecondaryAccount \
--region <REGION>
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# List your agent spaces
aws devops-agent list-agent-spaces \

--region <REGION>
# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \

--region <REGION>

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \

--region <REGION>
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# If you deployed the source association stack, delete it first
aws cloudformation delete-stack \

--stack-name DevOpsAgentSourceAssociationStack \

--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>

# If you deployed the service account stack, delete it next (using service account
credentials)
aws cloudformation delete-stack \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>
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# Delete the main stack last

aws cloudformation delete-stack \
--stack-name DevOpsAgentStack \
--region <REGION>
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1AM 48 (DevOpsAgentRole-SecondaryAccount-TF) - O|&0| T ™HE Wkt AH
SLIEHZ A™o oo|ME FZtoll M AZIELICH AIDevOpsAgentAccessPolicy 2/ At
Resource Explorer MH|A 9474 AE M S 5{&st= Qletel HMe £ & gLct
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AWS DevOps 010|

AM XA
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1EHA|: HE 2|2 X|E2] =X
git clone https://github.com/aws-samples/sample-aws-devops-agent-terraform.git

cd sample-aws-devops-agent-terraform
2CHA|: g T
g0l %A ALSAF x[E =L

of| K| g
cp terraform.tfvars.example terraform.tfvars
HOo|A 0|8 L MBterraform.tfvars@ =& WE
monitoring production workloads

"MyCompanyAgentSpace"
"DevOps Agent Space for

of0|™ME
agent_space_name =
agent_space_description =
15 0f|0|T™E S7F Hi =
| Mol M= 2LIER A & o of o] 37h 1AM g, 2t 4 L AWS 122 HMELICH
1EHA|: Rt S3HE AHE5H0d B Z(HE)
thastE MEE flal MSE Ui AR EE ASELICH
/deploy.sh
Ol AZREE XNSCZE CISE +&ELICt
o MH™ =74 & Ql(Terraform, AWS CLI, At22 Z&)
- LRst B dXterraform.tfvarsoli 44
- Terraform 7|3}, A&, A& 2 ME
e =3 Mo{E dEste 42

terraform init
terraform plan
terraform apply
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HHE & 2Olstats HIAIXIZt yes EAIEIHE 248t}

=]
=3

2EHA:

N
Jh

M

HiZ 7} 2t 2 £|™ TerraformO| £E22 QUM LICH LIS A8 = JUTF ChF 22 7S Lich

Outputs:
agent_space_id = "abcl23"

agent_space_arn =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/abcl23"

agent_space_name = "MyCompanyAgentSpace"
devops_agentspace_role_arn = "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-AgentSpace-alb2c3d4"

devops_operator_role_arn = "arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-WebappAdmin-alb2c3d4"

primary_account_id = "<MONITORING_ACCOUNT_ID>"
primary_account_association_id = "assoc-xyz"

./post-deploy.sh
EE= AWS CLIE AFE3510{ o 0| E S7t0| d8xoz WHEI=X] &l

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>
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O|MEEO| AEL EME ELEHZE & A&LICH

DR(MEH ALE): WAF AT BLIER &7}
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1. MH|A AMEE 712|7|= AA AWS 44 =7}

oAt A IAM 23ef 1t of| 2 Lambda & =& AH|A AHZHof BiZ g LCt

/A Important
H&EsE7| Mo 18 E 2t2aHoF & L|CH MH|A HA™E E|AA0E THE 1 HIZ &
2dagent_space_arn|7} EgfLCt.

12HA: ME|l& A" ID 7o
oM MH|A A IDE terraform. tfvars & gL|Ct.
service_account_id = "<YOUR_SERVICE_ACCOUNT_ID>"
2EtAH: ofo|ME Z7HARN M
152 EH(2E A M agent_space_arn 22 SAStTO|M g L|CtHterraform. tfvars.

agent_space_arn = "arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/
<SPACE_ID>"

MHl& AE EI_/.:&EOI 2 A8stod EX AlY Aol cHet M2 GRo| HelE X|-HELICH ol
Ela2E0| gho| Y E Zofgt YE LT

3CHA|: “aws.service' 22 A 74

Ol M MH|A HHo| A2 SHE AF26104 aws.service 22 A HAS main.tfFAEEL|CH HHE
Lo I e 40| 0452 ARt & O

I Z2EARE:

provider "aws" {
alias = "service"
region = var.aws_region
profile = "your-service-account-profile"
}
EE 4 AF AR
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provider "aws" {
alias = "service"
region = var.aws_region

assume_role {
role_arn = "arn:aws:iam::<SERVICE_ACCOUNT_ID>:role/OrganizationAccountAccessRole"

ATHA[: B

Holo|EE FEE MEELICH
terraform apply
O|=H| &tE MH|A HHol| CtS 2|laa7t H-dE L

- DLER A™O| ofo|ME S7H2 AESHE IAM 2&H(DevOpsAgentRole-SecondaryAccount-
TF)

« OfAl MH|AZ A2 E|E 02 Lambda & 4 (echo-service-tf)
S MH|A AHE AZAsHE A4 AWS 22 ZLIE R Aol A A48tLct
5CHA|: HHE Ol

o= MH|AE E|AE 304 Lambda & $7}F A

OH

Mo Z HEE|R=K| &ElEhL|Ct.

aws lambda invoke \
--function-name echo-service-tf \
--payload '{"test": "hello world"}' \
--profile <your-service-account-profile> \
--region <REGION> \
response.json

cat response.json

=X 4

IAM M} x|od

o FMolE IAM dE ML of| ol E B7H MM time_sleep AtO|0] 30F 7 Z & ElLIC} DevOps
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« awscc 32X HT ~> 1.0 0|4 0| [U=X| &QIEL|C} awscc_devopsagent_agent_space &
awscc_devopsagent_association 2lAA0|= AWS Cloud Control 3= XAt7F 2 & L|C}.
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./cleanup.sh
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Incident Response Dashboard

Start an investigation

Latest alarm High CPU usage Error rate spike

"ZARAIEE 2EISHH OOIHMETH MY EEY + ULF E IIXK| =7 MF SEE MIstet= ol
-
=

=
AX|7¢ ZAIELICEH ZAF CH3E & Atoll= COhE 2E7F 2 LUCH

« ZALMIR HE - dBe =z 0|2 MAELICH 0|§ HEIstod ZAF HRIE MEEE & &L
« ZALAIEY - MEiMo 2 ofo|ME| CHet & BE, XIE, 2O 2Z E= J[E AIFHE 4
Ct.

IS dEELICE 0|§ AFS X XIHE & A&LICHEICH 400%H).

N
« RUEQ- EEOR20AM ZAF 2M=QIE MEFLICKE 2ol 7B 2L ).

QIAEE £57

Et7H= AWS DevOps Of|O|HME QIAIHE CHE A[ARIS| & MY A ILICH Datadogl| B&,
SerV|ceNow9_I RIA|HE E|Z! EE = Dynatrace2| X2t 22 2| O|HIET} E2|7E|P AWS DevOps

NEEER 79



AWS DevOps 0 0|ME AE HEM

Ho|ME= B X LHof O|E RS2 = ®Elsto] SRIMe =

P
>
:I0|=I
o
Q'I_I
rr
Ral
o
r
k™
N
'
P
>
o
%
my

hvd
4

X
kO
[
=0
>
0x
A
It

gLt

AWS DevOps Agent= Ctg F 7t x| 2 & StLEE s&FLICH.

. HZAZ . QINHEE J7|&E ZAQ HEA|F| T M QIAHE Of CHEH HEIAEO} BT SHY =AM =&
HAIX|2 2xiL|ct,

. . QIAHEO CHEE ME2R S & ZALE of 2F&fLCt.

25 Z2H 27|

QINHE7} 94ZAE|H 7|2 TAH= S QIAHE S| MY ME 2l ARt Z20| 8= =8 0

AlX|E = AIEHLICH AWS DevOps HIO|TME AT O|A 2 HoM QIAHE 7 HAAE O|fRE MHF

= MEEA FEDETH LINKED AEN7F EAIEILICH 7|2 ZAE GIZEE D E QIAEHE 220

EANESZE B ZA Q! #E EXo HMA HRAE = = UELICE 25 E[Z! A|AE|(ServiceNow,

PagerDuty S) ! 541 z{'d(Slack)2 QUAIHE 7} Atk 20 87 HAZAIUCHs S2I8 v F

LICE.
QAHE S ALSA XY o 2hatA 3 4 aiiA|

OkeF AWS DevOps OIO|ME 7L QIAIHE S| A ETAHE H X I}
HOo|A H HE Sl =522 HZES SHAE = UELICH O|FHA otH AZEIX| &t2 QIAEHET 5
2|20l ZTALZ CHA| od|2FElL|C A 2tatA 2 Elo| Z&HEl AWS DevOps 0|0|ME AZIg MAdst 1 0|
£ 27 ChAH|Qt 4745104 Guide AWS DevOps OlO|FEof AFR Al K| AZHEHA F2I2 MBE 5

—
A&LICH.

>,

o
12

o

N

e

AWS DevOps Agent= AWS Support@t 213 94245104 QIA|HE S Z2MAE 7tASIE
Ct. AWS Support2| £7} = 20| Z 28t Z42 DevOps Agent Space & ol A x| A K|L|o{2F T A
HEIAEE XSO SR AWS X3 Atz & 450 BEAME dYste ol

A& LIC

1
20
I
r

=

M XH ™ 80



AWS DevOps 0 0|ME AE HEM

RF= HEAD
1O O T

CIAEHEE T ALE I AWS DevOps Agent= CtE2 X8 5t0] ZZ MO 2A 238 A -ggrLict
- 28 el ZAF Ant

- BEMEIXE 2O YUFH

- ICHA L HE 7|8 AE

- M 22X A 2y

- O|HIE QU A|AE] SEO| Ef Rl

AWS DevOps Ol|0|ME A H|0|A ¢ HollA =& AWS Support2 ZALE of|AZE0|ME £+ Q&L
Ct. O|Z A 5tH AWS DevOps O0|FE= RFHS O 2 ZAF 218 AWS Supportoll MEHstod M2 HE
E +8CE s&stn MHE Z 10| X[ AX|L[o{of|H = Aol CHEt A HEAEE XMSELICH

AWS Support2} & &

x| A}Eﬂ% MM AWS DevOps 0| 0| %

AHO|A H Y LHo| H o R &0l A AWS Support
|. EAI A OIAL||_—_|._ |_—_|.2 Xtoi= o

« AWS Support A X|L|012} & 7H AWS DevOps 0| 0| E O T AL EFIEtRInt &4 2ol CHaH =2l gt
L|Ct.

- St QIE{H| 0| A 0| A AWS DevOps H|O|ME o] At&S &40t AWS Support| H27t X|& 2F &
7

- Zeolmet £ HE e dES HESH SR

& Z&& Sl AWS DevOps O|O|HE AL & AWS K| CHEOf| A AMAE = AeB 2 |HY
5 i

AWS DevOps O|0|HEE S8l K| AHHIE dEstT 45 283t 7152 AWS X[ AH=lof| et
CHELICH Hetoll cHE REMIEE LHE2 X2 Z3 A8 MBEME XML

21 7|2 X[ U2 7|E R ALEHE d8E = g2 2 AWS X|# JHE R X|§dofl CHEt AWS
DevOps 00| E ZAE oA AT 0|ME & gi&LICH TZ42 AWS DevOps OIO|TEE S5l A2l E
Mg o= UXIBH AWS THE R X|Roll= AME 7|8 X[@0| ZEEX| gfoo 2 X[ AX|L[o{Q CHE

MH | sy
[
ro

7
ot7| @lsl X[ ME{E SEsHok gfLICH CHE 2E AWS DevOps 0f|0|HE LH0A S&f T

=

M XH ™ 81


https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html
https://console.aws.amazon.com/support/
https://console.aws.amazon.com/support/

AWS DevOps H0|FE

SHMIR.

A Al

e

AWS Support2t 3R L=

[0

7F AWS Supportet RS2 2

oM K|

2l| oH
= =

AWS DevOps Agent Space

Lo

. Z A} EFRIEHRI: AWS DevOps Ofl0|ME 20| 9ich 7|2

F2 2= AWS Elaa

ME: g

g2lAA

DL|E

F

=
=

ClolE: &

AFA
= o

I.

|
—

1 o=

-_I'L

HZ AIZ: Actions AWS DevOps H|O|ME H

I

Al

100
—_
T
N

|_._|
I

i
a

Kol-

e 9

AWS HIO|E{ BIRIEHA| & Eor g [ELICH AWS

==

CilolEd

| — —
= 2=

AWS Support2t SR &l

DevOps 01| 0| %

o] COlE HHHIA Mg F4ELIC

L1

10
Kl

SYE ME

_C,’.I__l

AWS DevOps 01|0|E 9| AWS X|

1 Ab2d| &M (support:CreateCase,

o
i

of X|

F

S
=

2. your AWS DevOps H|O|ME Q| IAM T

support:DescribeCases)O|
3. AWS DevOps O O|ME7I 2XME ZAF &0|1 AWS K|

£ DevOps O0|™ME A

o

X|#o]

=

4. AWS Support@t

- AWS DevOps H|O|MEo| ZAF 237} Rt

=
=

6. AHad A

AME Ho| AHE2Z YIS E AWS Supportet S Al HHE Al

82

-



https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html

AWS DevOps H0|FE

MA|

Slg
o

E of

Al

X4 O
S

__o_l

100

EAsto{ 2 EfAl

ol

IH &

Lich. @R 2 0| Ops #E2 1 T0|x|E S MRIx QIA

°

I.

sl

AMEHE TAFE

ol
—

AWS DevOps Agent=

ol

0

ol
=l

__A_l

L

<0

A
o

-

o0

i
L]

il

ol

LICH.

I.

S
=

CIE of ol ANIA

B7tstoq x|

2 EX| AIZ(MTTD)2 S ELict of o]

i

AWS DevOps Agent= %

4

gtX|5t0 =

=
EE

7/2Xo 2 oo|MEE OiF

ol

%0
%0

A

=0

AlE Ul 7HK| S

i
arc

FEO

SRR

ol 0|ME & Ops B2 1 m|o|X|2| H

&Lt

=
=

)
ol

o

2tel 7iM, Eil

1L

e HH{HA - HIE T2 M|A, THO|

LICF.

|LICH.

O|H

g HAMo=Z

%__]

Tl

LICE.

foll

Ly

(o]
OH

il

83

HE of

% O]
s B

M



AWS DevOps H0|FE

of| 0|7

F

ol
0

Lu|

| Obx|2f 71 Zotofl et 4B S

Mz mHo|x|oi = oflo]

ol 2d
L|C}. 2 2Foi| A

F

35
o -

H

o]
=

ol
R

A

& EfiAlof]

(=)
=

ol &0l &lr

L—
—

of

©

ol

o

FLIE S F= A O]

S
(g

HF 74

7} Ao

q

o

HE =L Lo o]

Ir

LICE.

)
[ITe}

B0
M

E

=

OIA

AWS DevOps 0i|O|HE 7}

= =]
= —

oj

N uiE

_Ops #{21 Hlo|x|olA x|2

ol

Kio
i

B0

oj

Xl - 28 #=21 Ho|x[o|AM BIt SXIHE

=
S

P

7

B0
<0
ol

LICE.

ol

100
—r

T
il
o<
<+

ol

=N

H

—
[ITe)

E

i

HY AES

= Ops 21 1 0|X|0of| M

AWS DevOps Agent

oY M

M EE& Ho|X|E ¥LLCt.

F

S
o

= Z={oto] Y A

S A

2 dE EY

M

100
—r

-

KO0
T

REMEr

|.

S
[

of CH

F

714 AL

=
o

KEI

ol
100
0

F

=
=

of o &

F

S
o

QT ALE

=

[m]

LICH

F

=

S

HE A2 WA

g

:Il-

LICE.
Feq Alzho| x|ofl el 28 =2l

At

o|O|™ME K|
|5 22 70f ™

—

« 7| - 'Discard'E 2|5t0{ BHZ 704 M

LICE.

__OH—
mr

t=

[Ile)

84

oF
of

o
i
il

4

ofo|



AWS DevOps H0|FE

3

C

« XS M7H - RX|E

= Ho|X[7t 24 o

F

of| A7

6

X|E| K]

<H

HolEELCH YO|O|EE T

A

1]
1§

LICH.

CtSol et ELch

1

- CHY EIZX|EE| - #HFsH0k

r

|_._|
I

|
™ &0

ALtz

HoF at=

<]

« HAE F AE -EHAE

back-and-forth2 735}

I.

] o|s
22|

2 ZY oo|HET} A X|L|o42t

E X3 M

of o]

|_._|
110

100
—

-l

KO0
7

FAdl

5]

td

75
_—A_I
[

AL ALS -

« 0f|0|FME X|

F7LE

5
« E|ZI 8HZ2 0] H

of M&

E

2

FLICE.

(Sh

H M =2E X

5t
=

2 it

0 CHE A X[L[0{E

85



AWS DevOps 0 0|ME AE HEM

. TH Y MY Y- THE WY AR S SUB-IS T AlZrol Klgtol nfet RAEH QAIHETL %
ASHEX| BE S0 ETHE FHELIC

MY BT A - QEE W AIAHS AR M Y HY AFE SRl WM AEE 7H
she Ol Los HHAsel BlAAE SEFLICH

2C|MHE DevOps &

AWS DevOps Agent On Demand Tasks= 23 & 0| o0 EZ2|71|0|M ot Z[HIMHE 225t T, A|AH] AEY
E 2M5t3, XHQI0{E AL&35t0{ ZAL QIALO|E | HMAE = U= MHY CIF XIS (Al) 7|8 CHEtE
O{AIAEHEQILICH AWS BlaA, A|lAHE X|E, ZE HE|, tHlZ 7|5 & QIAHE ool CHaf 2=
= U&ELICE Chat2 A izt & 2F o|o|E{of 7[etet F4 QI HHE MB5HEE 0{2{ AWS 2
£ = ZUEHZ T E BAMg Hett glauct

Iy

#HE2 DevOps Agent Space ¥ & Txlof SEEIH 21 Q= HO|X|E 7|#o 2 ZHEAE Q1A 8H
FLICH QIE{HO|A = CHEt 7152 | K| ZHEISHEE 0|7 =o|§ A&stD o™ HEIE 7|8 e

4= Q&Lch

AWS DevOps Agent On Demand Tasks= QIZ2tE 2[5t O|sst= Ol =20| &l Z& Xl 7|s
2 M3 Ect

o) ]]:OII

¥ Ohl
|l
1

Hu o
4 2 0

o
=

A
d

oIr

ElAA 2| - Lambda &4, DynamoDB E{|0|&, EKS HiZ, QIZ M & Ql=Z g} 48 ZEF 510 0f 0]
ME AH0|A9| AWS Z|AA0] CH3H QE&*L—IEP AME2 HELY HA, 8% A% == Ui o Efet
2 5482 7|82 ElAAE LEetn BME £ JU&LICH o| & £0{ "Python 3.82 AtE5t=

Lambda= E JHLi7t? 2t AEELICH E= "B e E QB M7t [U&LIIH?"

m
>
L)
m
-

o met oz >
e 4 2>
30
o>
A
n
)
-
N O
N
Rl
r\l
ofn rlo
ro
2
Knd

5xx 7/ 7} U&LIE

lo =

-a= S.’I:IOl _E_JH %}-AH_El_l 7|.A-| 7-|EE| 27 3H7=| —HE-I
ABHLICH AES YHHHOI QIAHE HOlg AlY

QUELITH "Rt B QIAHE 0| 7hs QI 2
A

|Z+2 ot 7t?

o g2 ro
Hr
2

FAR .=.L—|77F’?" -’HEI E':E ‘22

M > > M
0%k

P
Pl
o

A% - ZA M HE HOIXIE 8 W olOIMEH S8 230] ABsHAL:, S 7HdS BMs
22 29l EMS EI0|ES TS XIASod TAHE SHHBFLICH "R A0l Chet 2104 &

2C|ME DevOps 86



AWS DevOps H0|FE

ol

100

ol

ol
—

&35t RCA AO|0|E" EE &= "DynamoDB A8t 2

24

FLCH

Ry )
o Hd

—_ =

= A

=

%0
i

i[d

ol

£l

wo
K

LICH

F

=

S

—

b Lol M BT 0| X HEl HEE X|?

2

Off LIEFLIDH CH

L
=

FLICH OE[HE = ™S mf

o
=

AME
o

wr

m0
Al
Hmm

-

T

LICt. o

|_._.
1o

H|O|X|

F

—

=

T 42 MISELIC 2% Ato|=HIolE + Aj
F7]

©

ULt
ZX|2 0|s

e
=

E

Mol & xfof U&LICH A CH

=<

ol

0{ "DynamoDB2}

Al
~l

e

Chat2 A AM|Ast= @IX[of ket

AE!I2 DevOps O|O|FE AT O

=
=

E

o

i

EoM 2l

FHEIA

al

5t & + AU&LICE O

=

AED MH|AE

e me

£ [ ofo]

H O|X|

o

S

A|EE CH

(o]
—

CHS -

E

—

=

A

O
il

Chat2 sli'g Z=ARo] CH

—

ol
Lo
]|
H
11

Ki

wr

Ly
0

I+

4

ZAR A

N3 504

ol

ol ELct.

Ol AIEELICE 7

4
A

(o]
H

ZHHAE
Lict.

5t O

F

X
o

HE Al

=]

LICk AH CH

Chat2 & ZEZ0 Cigh A o

o - ol mlo|x|oM EE{Z H

F

S
=

N

oF
ol
T

>

[

87

PN

H E



AWS DevOps 0 0|ME AE HEM

o
ZAEAE QA H
Chat DevOps OlOIFIE AH 0|4 & oM 2T = Ho|XIE 7l = SEg eI ol2
B ZEAE QA2 S5 QAR EA EE BlAA HOIE XIHEY WL 90| B HEE w2 4

—
A& LICH.

ZA HE HE I o|X|E £ [ Chat2 Al
Ct“o{H 212 BANLI”e e 22 &
grLict =& 242 ME 5™ Chat2 0|2

Herct
of Y H O[X|0{| A Chat2 UAIHE ofl HE Atgof ZH&lo| USE

O|A HAHAE LM FHE RSS2 HE{Z st M LICH Al
C

YA MR HEol CHsll 2EstEX| 1R E QAE L

£ &2 x| Ho||of A Mo HMAE 0 Chat o0IFE AT0l£0| RE Bl44, XIE X 7|2 O
OlE{0l CHE QI3 THAIMS MIBELICH ZA = HE MY HHAAEE R|Fetx| Y1 2lbA,

Olg{Et ZAHIAE CIAZ AIZS5IH & EXS=E ZAH HE AE £= 2oL HRIE BEXo 2 X|HE &
7t gleoz Hr} AIAAHR Ll 0| 7IsEhLicH

M CHst 4 - A ol M "M MM HE S 2 8lstod O[T HEAE glo| M| CHEHE AIZFEfLICH M
CHa3t= oI AMEIo| WEE MESIXK| Ao DR 28 Qlo| T gz AEE & = UsUn

CHEH 715 HMIA - o 0|ME AH0|A& LHS| 2E O|F CHEHE Eed® "7[5 g S=FLICH tiEhs E
UARMZO O|2| E7[HAER AMZt=oz FEELICH O3t 7|52 90 S R XIE|H 00[HE &
H O|A LH2| AHERE Aol HIS7HLILCE.

CHEE Al - 7|F 0| A CHEHE MEfSto] SEEF S E0IM CHA| AR ELICH Chat2 O™ HIAIX|2| TA|
HHEAEE RX|StEZ Ci5t0] 0| B ES & Z5te =

H|O|X| & TetstHd CH3t HEAE = JCHE | X[ E|X|BH
O|EEL|C}.

CHE 7152 2 oo|ME AH0|A& LHo M A= E LIt §F ol 0o|TME Am|0]A 9| Ci3tE CHE 0i0|IHE
AHO|AMAM E7HLE HHAE £ Qi&LICH o] HAE[E Safl Blad et HEE % o] ZAlof et 72

HEZ X[ + A&LICH

FHEIAE O|Al

== —=

0/0

= 88



AWS DevOps 0 0|ME AE HEM

OfEITE M

E7}h WAIE PEEHE|D HEO| AIHE BMQ % e
g xI®FLICH ot el ©F Q0 3 MEl Wkot 2 Al M4 ZHRE HEST

E=E3
El5t7| @t M8 oiEhsE g2 M ulol MSELcH

DevOps OO E AH|0O|A ¢ ¢io] ZE HO|X|0{A OIE|HE S @HE £ QI&LICH Chat2 XY
O|X| HEHIAEE AF235l0{ OlE|HE 2EIx 0| Q|2 K| &L}
OlE|HE =& WAl

Chato]]l 2HIZE MM YO|0|ESIE
HEZE MAMSIo Cistel &7 ofE|HE mfdol| T A& LICE

J
FO
0%
9'|_|
3
@)
0
o
rlo
e
e
2
|0
Hu
oo
1~
o
A
0%
r
o
x
o
o
m

T

0 0z
02 0x

Ao eHE EIlET M EE B
L}
-

AEf 2D M M EE R

HE - otE|HET} CHE et B4 M & midoll LIEFHLICH MBI AL 83 X 3stHM A 2RI E

HEE =+ A&LCh

BT - MES Sof ofE|BEof Ciet W AFE S RHELICH ofE S0{ "Lambda 2= AEHE 0| CHzt
M4 71 i K| SOl CIOIEIE ZEHIES 2 1A YC|0I="E QEULICH ChatS QUE B
AEtS Al25104 OlE|THE O] A H{FIS AAIBHL|C}

ME g

CHS oiRIoI S RS0l Z2E £+ ol A2 82 HoiELICH O] HRlE AS Afdll U HHAEY
2 FdElo] A&t

OfEITE MY

DevOps 00| E A O|A # 4of 2E mO|X|0fA:
« LH olOo|ME AO|A0 CHEF 7t 28 &Ei 29 dd

=
—4 -1 o
- Ol Foll AR MulAo] CHet T BE 20 Ax

OtE[HE dY 89



AWS DevOps H0|FE

ol

nx
0%

DevOps O0|ME A 0|4 & 4o 2 E H| O] x| A:

Python 3.82 AF23tE= Lambda & & & 7HILI7H?
. O = OIZ M7} QLR ?

- 2C|MHE ZAXZ ZE DynamoDB E|0|8 LY

- TZEHM EZH0IM EKS EBHAE EA|

o X|to0 SO HHEZE|X| &F2 Lambda &= T4

A 227 #8382l X]| 2 S3 HA LY

o OC[O|E{H|O|A ™ XE Al#lStE RDS QIAERAE £

Al

>

H & Ef FE|

EZZX| £ QAEE S HO|X|of M:

Ml

« K|t 24A[2t Sot st ZEE FAULMN?

K|k Bt AlZh S¢F 5xx 2/ 7F UULIR?

AN MH|A0| CHEF Lambda F Al EA|
« ECS ZB{AEQ| CPU AFRE 2 Lot L|7t?
« 2L g Mo] H|H A CHAM O] ILER?

- 0{X|2] API Gateway A|Et O[HIE E Al

X Fol 27 20| 71 £2 AMH|IAE

K|t 24 A|ZH SOto| M| AEf ETM X

BEM 1 2 E|
EEZZX|0|AM:

« Splunk 21 15 LIY

« Prometheus X|E L ZE H|ZF EA|

HE Fe

90



AWS DevOps H0|FE

ol
nx
0%

« O] MH|A0] CHE 7L El Datadog 2 LIE{E FIL|7H?
« New Relic & 2! Z4=H |}
- Dynatrace CHA|EE T4 E A

Al CIALOIE R E|

IAHE CHE = O| X[ od[ A:

Rt S QIAHE S| 713 URHAQ QIR FOIL(T?

- REE ZAS B A Azt Lotu?

« K|t FO| ZAF A SHY RCA 29

« DynamoDB M|Et2 2 Q15 & MEt QIAHE &= B JHJULII?
o Xt B7(9] ZAF FAM EA|

« CIAEHETL 7H% RtF Ldlst= MHlAE FURULIN?

ZAME EE FE

ZALME HE o] X[ofAM:

- O{H 28 ENLIR?

« O 7S BHMRILIR?

« Metste 2t3t R Lol I-E LI

« Ol QIAHE | O|HIE EfEtRl2 o{EH ERULIR?

- 0|Zdo| 2 & ¢elolets 282 UE olfRs FAUULIM?
- 2 & He EME KI¥ste BHE FUULIN?

« ZM B0 T z¥E MSELIN?

« O| QAIHE ZAtof CHEt 2 X3

ZALME HE o] X[ AM:

+ 14:00~15:00 UTC Atolofl ZA| MH|A0| CHEF 230 &35t RCAE UO|o|EELCE

« DynamoDB A&t Z Q5 EX|7} e T 71 B A

HE Fe

91



ol
nx
0%
x

AWS DevOps 0{0|ME A

- ECS 2t{2H F4& 2f2lsto] 0|2 Qlsl ZE 7 Yl =X =l
 StF 7} ot X[k 2A|ZH SQto| 230 £l

« LE A 2F =2F ZA

« Lambda 21 CH&l API Gateway 211 27|

oy HE AL #E

of| & 0| X[0d| A:

o &2 37X QAIHE of| HE AIE 2 FURUIIR7?

« DynamoDBSt Z#EE CIAHEE U X5t HE ALY EA|

- QE XA A EXME HWEA AXIStE Ol E20| &l HE AHZE2 FUULII?
- RAE QINEHEE UX|E = U 2HEHE T AE L+

« AN Mu|Aof CHEF QI Bt HE ALE E A

o AAE Sl2do] 7t 2 JES OIxls HE A2 FUULI?

Y2 2 E DevOps O|0|HE AHHO|A ¢l oM ASE & U&LICH B Z= ML= M 0lo|TE
AHO|AT} JeEX| 7|E of|O|HE AW O|ATF U=XIo et &2t &L(Ct.

ML M OOITE AHOIAE MAE I SR BASHELICH 7 74 EE IAM Mt M I
Qx| &4 LICH DevOps OOIFE AT0|A # ¢g T A3 $0i= B0|X| RIZo YT T2 AT
S SAIASE £ et

ol EE2[A k7] Mol oo|ME AHO|AE HHEt F2? HeE IAM HEts & d3tstioF 2 LICt o
7lol= & 7kX| &M0] AU&LICH.

SM 1 2GR A HMA F A L CHA| 3t

AWS DevOps O|0|ME EtE| 2£ 2 0|5350{ LEZR AT ZMEIMMH Y EECHR2S ol #HA 2
A HAMA T2 HIFHSHELIC

Of0|ME AHO|ANM AE &4 35} 92



AWS DevOps H0|FE

(@ Capability gaps identified
DevOps Agent found 4 capability gaps while running investigations in this Agent Space.

cloudsmith-steering-and-chat-default

s

Welcome to the cloudsmith-steering-and-chat-default AgentSpace!

Your AgentSpace sets the boundary for infrastructure that DevOps Agent can access to i i issues and rec pr
diagnose incidents faster. Track DevOps Agent's mapping activity and the relationships it's found below. This number changes as your Agent completes investigations or gains ¢

steps. As DevOps Agent solves issues, it leg

Go to Capabilities X

( Actions & ) ( Operator access |7 )

Copy ARN
Edit Agent Space

‘l 400 Relationships mapped so far
Represents important connections between resources discovered so far.

Improve this by...
+ Running investigations: DevOps Agent expands its knowledge of your infrastructure relationships as it completes tasks.
« Telling the DevOps Agent: Share important connections in the web app. DevOps Agent will use this information during the next mapping run,

+ Adding new capabilities: New capabilities help DevOps Agent see more of your infrastructure and understand connections within it

2R HHAE 2T RIS dH SM4E Ed3tELict

0jo

Capabilities Web app

Connect observability-newrelic-default to IAM Identity Center

1AM |dentity Center Instance
Your Web App user aceess will be managed by the foliowing LAM Identity Center instarce

£50ins-722323a2de611¢55 |

1AM Identity Center Application Role Name

4

uthenticated Web App users will use the following 1AM role to access Devips Agent

O Auto-create a new DevOps Agent role

Create and use a new service role

Assign an existing rale
Prowided role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template

Use provided detalls to create your own sobe in the LAM Comsole

Web app role name that will be created

DevOpsigentRole-WebapplDC-fpworGun

Operator access

1AM Role name for administrator access
This role provides administrator access for setup and configuration of your web app

© Auto-create a new DevOps Agent role

Create and use a new service role

Assign an existing role
Provided role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template

st provided details to create your own fobe in the LAM Comsole

Web app role name that will be created

- ble Operator Access  [ic helps it

Pabi  Delete Agent Space

O|= | 3t "{Elo]| 8t IAM HEHO| CHE D E #HA| YA} Hetn & RISz X

I'

SM2: =522 IAM HEH F7¢

7|& 28Rt HM|A Ao CHS IAM HEHS FIHEFLICH

 aidevops:ListChats - ;& Ci3 7|18 £7

+ aidevops:CreateChat - M ZHE! CHE} A

+ aidevops:SendMessage - HIA|X| Ti& 2l
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#on-demand-chat-history-from-public-preview
#new-managed-policies
#reconnect-iam-identity-center-if-applicable
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::<account-id>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

]
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "aidevops.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<account-id>"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/*"
}
}
}
]
}
- ZEX AEO ZLIETZ Ao CHsH 2~6EHHE Bt=EFLICt
2CHA|: A4tXE A U 0[E(IAM)
1. DevOps Of0|HE Z &0 M AMA RS MEISI D 2HR IS H&Llch
2. IAM 2 &0 M ALXE Ao 7| E QlEtel HAg M7gLIc
3. Het F7I, Y2 A4S MEISI T AIDevOpsOperatorAppAccessPolicy 2|1 HME HAZE
L|CH.
4, M2 2HA| BHE MEdStT AME| MM HES MEELICH AHI™ D, 21 % of|0|TME AH|0|A IDE CH
HMstod A2 WM E CIZ o 2 HhELct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {

"StringEquals": {

"aws:SourceAccount": "<account-id>"
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3,
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/<agentspace-id>"

}

CHA|: 2HR U UO|0|E(IDC)
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DevOps 00| E QL &7H IAM Identity Center& At 5t= B2 Z

1. 1AM 2£&0{ A & 2 0|S350{E HMWebappIDC5t0d DevOps 0|O|ME IDC 48 (od:
DevOpsAgentRole-WebappIDC-<id>)E at&LICH
2. Zt IDC 23&of CHsH:

b. M8t F7}, A 04748 MEHE 1 AIDevOpsOperatorAppAccessPolicy 228 Mg 043t
L|CF.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/<agentspace-id>"
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}
}
},
{
"Sid": "TrustedIdentityPropagation",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
.
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": [
"arn:aws:iam::aws:contextProvider/IdentityCenter"
]
},
"Null": {
"sts:RequestContextProviders": "false"
}
}
}
]
}
d. 41’4 IDE CHA|5t0q Chg HEte 2 M Qletel HAE HMELICt
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDevOpsAgentSSOAccess",
"Effect": "Allow",
"Action": [
"sso:ListInstances",
"sso:DescribelInstance"
1)
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"Resource": "*"
.
{
"Sid": "AllowDevOpsAgentIDCUserAccess",
"Effect": "Allow",
"Action": "identitystore:DescribeUser",
"Resource": [
"arn:aws:identitystore::<account-id>:identitystore/*",
"arn:aws:identitystore:::user/*"
]
}

IAM Identity Center CtA| Q1A (1Y 5t= ER)

370 0|2l 27| Soil M EE o o|ME S7tols 2efE HMA He|2 T E 1AM Identity Center OH
Z2[70|M0| UE = UELICH GALS| B2 SHIE Hel= YLICtaidevops:read_write. IAM
|dentity Center OfZ 2|7 0|4401| 0| 8 Q|(awsaidevops:read_write)7} U= < IAM Identity

Centere| @12 E R UCH7H CHA| 215t oF &LICH.

IAM Identity Center OHZ 2|71 0|M HR[E & Ql5t=

FL|C}. o EZ 2|7 0]

1ok

CH2 AWS CLI B & A& 3104 IAM Identity Center OHEZ 2|7 0| M 2| HRIE &0l
44 ot2i 2] IAM Identity Center 2& 01| A OHEE(7| 0|44 ARNE HE == JU&LICH

aws sso-admin list-application-access-scopes \
--application-arn arn:aws:sso::<account-id>:application/<instance-id>/<application-

id>

£330 SHIE HRI7t EA|E|0{0F & L|Claidevops:read_write.

{
"Scopes": [
{
"Scope": "aidevops:read_write"
}
]
}

ol 7} EAIZ|H 221 E awsaidevops:read_writeZdILIC} of2H B0l et Aol E&LC.
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4 B: Azure Active Directory(Azure AD) + Kubernetes RBAC

2{AE{7t 0|0] 7|2 Azure AD 215 74 AL835tT Azure RBACE E 435t X| il B0l S
2 A& 0|& flsiME 2E1AEY kubectl MHo| gLt

r2 My

1. CtS OiLHAEE 2 ME & LICtdevops-agent-reader.yaml.

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
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metadata:
name: devops-agent-reader
rules:
- apiGroups: [""]
resources: ["namespaces", "pods", "pods/log", "services", "events", "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps"]
resources: ["deployments", "replicasets", "statefulsets", "daemonsets"]
verbs: ["get", "list"]
- apiGroups: ["metrics.k8s.io"]
resources: ["pods", '"nodes"]
verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: devops-agent-reader-binding
subjects:
- kind: User
name: "<SERVICE_PRINCIPAL_OBJECT_ID>"
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: devops-agent-reader
apiGroup: rbac.authorization.k8s.io

E MH|A 2ot x| o] ZHA| ID<SERVICE_PRINCIPAL_OBJECT_ID>Z H}ELICI 0|8 3 op{H

Azure & - Entra ID - AE{Z2}0|= ofZ 2|7 0|4 - OHZE[FH0|M O|S (R EIXI 2|8 AWS
DevOps OO0|ME &= H S5 8 XAl Entra OHE E(7|0|M)S ZHAHErLICY.

2. 2t BRAE0 M&:
az aks get-credentials --resource-group <rg> --name <cluster-name>

kubectl apply -f devops-agent-reader.yaml

2t 1. 24 AH-EHDE AF8 s Et{AE{(Azure AD M@ X[HE|X| et&LIC o] 7SS
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"Name": "AWS DevOps Agent - Azure Reader",

"Description": "Least-privilege read-only access for AWS DevOps Agent incident

investigations.",

"Actions": [
"Microsoft.AlertsManagement/*/read",
"Microsoft.Compute/*/read",
"Microsoft.ContainerRegistry/*/read",
"Microsoft.ContainerService/*/read",
"Microsoft.ContainerService/managedClusters/commandResults/read",
"Microsoft.DocumentDB/*/read",
"Microsoft.Insights/*/read",
"Microsoft.KeyVault/vaults/read",
"Microsoft.ManagedIdentity/*/read",
"Microsoft.Monitor/*/read",
"Microsoft.Network/*/read",
"Microsoft.OperationalInsights/*/read",
"Microsoft.ResourceGraph/resources/read",
"Microsoft.ResourceHealth/*/read",
"Microsoft.Resources/*/read",
"Microsoft.Sql/*/read",
"Microsoft.Storage/*/read",
"Microsoft.Web/*/read"

1,

"NotActions": [],

"DataActions": [],

"NotDataActions": [],

"AssignableScopes": [
"/subscriptions/{your-subscription-id}"
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{{ define "devops-agent-payload" }}
{
"eventType": "incident",
"incidentId": "{{ (index .Alerts 0).Labels.alertname }}-{{ (index .Alerts
@) .Fingerprint }}",
"action": "{{ if eq .Status "resolved" }}resolved{{ else }}created{{ end }1}",
"priority": "{{ if eq .Status "resolved" }}MEDIUM{{ else }}HIGH{{ end }}",
"title": "{{ (index .Alerts @).Labels.alertname }1}",
"description": "{{ (index .Alerts @).Annotations.summary }}",
"service": "{{ if (index .Alerts @).Labels.job }}{{ (index .Alerts 0).Labels.job }}
{{ else }}grafana{{ end }}",
"timestamp": "{{ (index .Alerts @).StartsAt }}",
"data": {
"metadata": {
{{ range $k, $v := (index .Alerts 0).Labels }}
"L $k 33 oL $v 33,

{{ end }}
"_source": "grafana"
}
}
}
{{ end }}
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method: "POST",

headers: {
"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;
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method: "POST",

headers: {
"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
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title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;
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7tglide.oauth.inbound.client.credential.grant_type.enableddt R true |
false

servicenow All  Favorites  History Workspaces  Admin Systemn Property - New Record @ @ ¢ @
- — System Property & T e
© | MNewrecord b =
# Mame  ie.cauthinbound.client.credential grant_type.enal Application  Global
Description
Choices
Type | true| false w
Value | true
Ignore cache [
Private
Read roles | &
Write roles | &
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2. “New” > “New Inbound Integration Experience” > “New Integration” > “OAuth - Client Credentials
Grant"& MEgfLICY.

3. O|& 2 MH=st 1 OAuth OHEE|7|0|H ALSALE “BX| el 2 d8stn “XMEE =IgLICH

(e o o = =

¢y Inbound integrations >  of Client credentials grant

New record Cancel m

Enter the details for this connection. Learn more about OAuth - Client credentials grant.

Details ~
Name % Qhuth application user %

abeyjohn-servicenow-oauth-client Problem Administrator A
Client 1D & Clhient et (3

67c44e8117944dfdb483d29820d429¢3 sessessee ssssessessssssssnRnne @ i
Cemments Active

Advanced options (optional)

Auth scopes (optional)
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Register ServiceNow

Authorize DevOps Agent to access your ServiceNow account
Client Name

abeyjohn-servicenow-oauth-client

Client ID

67c44eB117344dfdb483d29820d429¢3

Client Secret

Instance URL

https://dev357276 service-now.com/

Cancel Connect
o S| = S
- Ct3 ErAloll et Webhookodl CHEF A WEE MEELICH
/A Important
| —
O| 82 & CHA| ZA|ZIX| i &LICH.
Configure Webhook Connection
(@ Association Created Successfully
Your assoclation has been created, Please save the webhook details below as they will not be shown again.
Webhook Configuration @ connected
Use the following webhook details to configure your service instance
Webhook URL
D) https://event-al.us-east-1.api.aws/webhook/servicenow/63e1f71f-5¢70-4d 2b-adc9-4901b141fe29
Webhook Secret
(s}
Close
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SErviCenow Al Favorites History Workspaces  Admin Business Rule - New Record +

o | — BusinessRule
~ New record

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

Name | CloudSmith Integration Application  Global

Table [In(idcnl [incident] - ] Active [
Advanced [
Whentorun  Actions  Advanced
Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | after v Insert [BJ

Crder 100 Update

Delete [

Query

Filter Conditions | Add Filter Condition || Add OR Clause

-- choose field -- v | --oper— -- vabue --

Role conditions | &

(function executeRule(current, previous /*null when async*/ ) {

var WEBHOOK_CONFIG = {
webhookSecret: GlideStringUtil.base64Encode('<<< INSERT WEBHOOK SECRET HERE

>>>"'),

webhookUrl: '<<< INSERT WEBHOOK URL HERE >>>'
};

function generateHMACSignature(payloadString, secret) {

try {
var mac = new GlideCertificateEncryption();
var signature = mac.generateMac(secret, "HmacSHA256", payloadString);
return signature;

} catch (e) {
gs.error('HMAC generation failed: ' + e);

return null;
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function callWebhook(payload, config) {
try {
var timestamp = new Date().toISOString();
var payloadString = JSON.stringify(payload);
var payloadwithTimestamp ='${timestamp}:${payloadString}’;

var signature = generateHMACSignature(payloadWithTimestamp,
config.webhookSecret);

if (!signature) {
gs.error('Failed to generate signature');
return false;

gs.info('Generated signature: ' + signature);

var request = new sn_ws.RESTMessageV2();
request.setEndpoint(config.webhookUrl);
request.setHttpMethod('POST"');

request.setRequestHeader('Content-Type', 'application/json');
request.setRequestHeader('x-amzn-event-signature', signature);
request.setRequestHeader('x-amzn-event-timestamp', timestamp);

request.setRequestBody(payloadString);

var response = request.execute();
var httpStatus = response.getStatusCode();
var responseBody = response.getBody();

if (httpStatus >= 200 && httpStatus < 300) {
gs.info('Webhook sent successfully. Status: ' + httpStatus);
return true;
} else {
gs.error( 'Webhook failed. Status: ' + httpStatus + ', Response: ' +
responseBody);
return false;

} catch (ex) {
gs.error('Error sending webhook: ' + ex.getMessage());
return false;
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function createReference(field) {
if (!field || field.nil()) {
return null;

}

return {
link: field.getLink(tzrue),
value: field.toString()

};

function getStringValue(field) {
if (!field || field.nil()) {
return null;

}
return field.toString();

function getIntValue(field) {
if (!field || field.nil()) {
return null;
}
var val = parselnt(field.toString());
return isNaN(val) ? null : val;

var eventType = (current.operation() == 'insert') ? "create" : "update";

var incidentEvent = {
eventType: eventType.toString(),
sysId: current.sys_id.toString(),
priority: getStringValue(current.priority),
impact: getStringValue(current.impact),
active: getStringValue(current.active),
urgency: getStringValue(current.urgency),
description: getStringValue(current.description),
shortDescription: getStringValue(current.short_description),
parent: getStringValue(current.parent),
incidentState: getStringValue(current.incident_state),
severity: getStringValue(current.severity),
problem: createReference(current.problem),
additionalContext: {}

};
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incidentEvent.additionalContext = {
number: current.number.toString(),
opened_at: getStringValue(current.opened_at),
opened_by: current.opened_by.nil() ? null :
current.opened_by.getDisplayValue(),
assigned_to: current.assigned_to.nil() ? null :
current.assigned_to.getDisplayValue(),
category: getStringValue(current.category),
subcategory: getStringValue(current.subcategory),
knowledge: getStringValue(current.knowledge),
made_sla: getStringValue(current.made_sla),
major_incident: getStringValue(current.major_incident)

};

for (var key in incidentEvent.additionalContext) {
if (incidentEvent.additionalContext[key] === null) {
delete incidentEvent.additionalContext[key];

gs.info(JSON.stringify(incidentEvent, null, 2)); // Pretty print for logging only

if (WEBHOOK_CONFIG.webhookUrl && WEBHOOK_CONFIG.webhookSecret) {
callWebhook(incidentEvent, WEBHOOK_CONFIG);
} else {

gs.info('Webhook not configured.');

})(current, previous);
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ServiCenow Al Favorites  History Workspaces Incident - Create INCO010001

— Incident . B e i
< | = MNewrecord View: Self Service g = Submit || Resolve

MNumber  INCO010001 Opened 2025-11-14 12:45:19

# Caller | Problem Administrator Q||| @ Closed
Watch list | & || & Urgency | 3 - Low w
State | Mew w

# Short description | Investigate the CloudWatch alarm [ALARM] [us-east-1] abeyjohn-AlarmisAlwaysRed

Related Search Results >

Comments (Customer visible)

Submit Resolve
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_  Business Rule = .
~  New record & =

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

<

MName | Trigger to Agent Space on DynatraceEvent Application  Glabal
Table | Incident [incident] - Active [

Advanced

When torun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before - Insert
Order 100 Update
Delete
Query

Filter Conditions | Add Filter Condition || Add OR Clause
Source{u_integ_source) * | contains ~ | Dynatrace AND OR

Role conditions | &
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

MName | Send events to Agent Space A Application  Global o |

Table | Incident [incident] Active B
Advanced

‘When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When _. before v: Insert [
Order | 100) Update
Delete B
Query [ ]
Filter Conditions ( Add Filter Condition ( Add OR Clause |
All of these condilions'n\'lus( be met
:Urgency v l is v_[ 1- High v; AND OR
:Categanr - | is v| Software v: AND OR n
or'Service - T is v.[ AWS Ta]

Role conditions | #

« 1% CtZ ServiceNow for AgentSpace B A AMH|A7F AWS 0|1 & A7} Dynatrace?l 304 EF H

KLIA 78j0| EBIElS CHE HIXLIA FEl2 Mastic
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_  Business Rule =
~  MNew record ¢ = -

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

Name | Send events to Agent Space B Application  Global
Table | Incident [incident] b Active [
Advanced [
When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run,

When | before & Insert

Order 100 Update [
Delete B
Query

Filter Conditions | Add Filter Condition | Add OR Clause

All of these conditions must be met

Service - | is v|AWS Q AND || OR B
Source(u_integ_source) o | contains V|Dynatrace AND OR

Role conditions | &
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Webhook 27 &4/

EME EC|7HSE{H /% AIAEO|HTTP POST RS ¥53 AE=ZQIE URLE ELHjof gLt
HZ 1(HMAC 215)2| <

&l:

* Content-Type: application/json

* X-amzn-event-signature: <HMAC signature>

* x-amzn-event-timestamp: <+%Y-%m-%dT%H:%M:%S.000Z>

HMAC ME2 SHA-2562 At&3t0 2ot 7|2 @ 220 MBS0 H-ELIcH
HZ 2(Hlo{e E2 215)e| B

3l :

* Content-Type: application/json
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* Authorization: Bearer <your-token>

2 220 UAHE CHEt WET7F L3 E|o{oF FLICt

"title": "Incident title",
"severity": "high",

"affectedResources": ["resource-id-1", "resource-id-2"],

"timestamp": "2025-11-23T18:00:00Z",
"description": "Detailed incident description",
"data": {
"metadata": {
"region": "us-east-1",
"environment": "production"

oA Z=
& 1(HMAC 218) - JavaScript:

const crypto = require('crypto');

// Webhook configuration

const webhookUrl = 'https://your-webhook-endpoint.amazonaws

const webhookSecret = 'your-webhook-secret-key';

// Incident data
const incidentData = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'High CPU usage on production server',

description: 'High CPU usage on production server host ABC in AWS account 1234

region us-east-1',
timestamp: new Date().toISOString(),

.com/invoke";

Webhook AHS
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service: 'MyTestService',
data: {
metadata: {
region: 'us-east-1',
environment: 'production'

};

// Convert data to JSON string

const payload = JSON.stringify(incidentData);

const timestamp = new Date().toISOString();

const hmac = crypto.createHmac("sha256", webhookSecret);
hmac.update( " ${timestamp}:${payload}’, "utf8");

const signature = hmac.digest("base64");

// Send the request
fetch(webhookUrl, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'x-amzn-event-timestamp': timestamp,
'x-amzn-event-signature': signature
I
body: payload
D)
.then(res => {
console.log( Status Code: ${res.status}’);
return res.text();
D)
.then(data => {
console.log('Response:', data);
b
.catch(error => {
console.error('Error:', error);

1)
™ 1(HMAC 218) - cURL:

#!/bin/bash

# Configuration
WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
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SECRET="YOUR_WEBHOOK_SECRET"

# Create payload

TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Generate HMAC signature
SIGNATURE=$(echo -n "${TIMESTAMP}:${PAYLOAD}" | openssl dgst -sha256 -hmac "$SECRET" -
binary | base64)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "x-amzn-event-signature: $SIGNATURE" \
-d "$PAYLOAD"

7™ 2(Ho{g{ E& 215) - JavaScript:

function sendEventToWebhook(webhookUrl, secret) {
const timestamp = new Date().toIS0String();

const payload = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'Test Alert',
description: 'Test description’,
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timestamp: timestamp,
service: 'TestService',
data: {}

I

fetch(webhookUrl, {
method: "POST",
headers: {
"Content-Type": "application/json",
"x-amzn-event-timestamp": timestamp,
"Authorization": ‘Bearer ${secret}’,
.
body: JSON.stringify(payload),
18

A 2(Ho{z{ EZ 215) - cURL:

#!/bin/bash

#

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"

Configuration

SECRET="YOUR_WEBHOOK_SECRET"

#

TIMESTAMP=$(date -u +%Y-%m-%dT%H:

Create payload

INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",
"description": "Test alert description",

"service": "TestService",
"timestamp": "$TIMESTAMP"

}

EOF

)

#

Send webhook

%M:%S.0007Z)

// Fixed: template literal

Webhook AHS
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curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "Authorization: Bearer $SECRET" \

-d "$PAYLOAD"
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Claws.aidevops

N

e

detail-type

Investigation
Investigation
Investigation
Investigation
Investigation
Investigation
Investigation

Investigation

Investigation

el &

ol

e

detail-type

| ol

Z|= XAl O|HIE

Created

Priority Updated
In Progress
Completed

Failed

Timed Out
Cancelled

Pending Triage

Linked

HE

—

Mitigation In Progress
Mitigation Completed

Mitigation Failed
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detail-type AH
Mitigation Timed Out 2t3t 20| 2| 58 7[7tE =& LT
Mitigation Cancelled 2t2 ™o 2t3 240 FAEIRA&LICE

REME Z2e MY gl of x| o|HIEE MME & ZE3HM Rthe section called “AWS DevOps 0| 0| E O|Hl
=

o
E MF HE ®Zx"

AWS DevOps Of|0|ME O|HIE S} UX|St= O[HE THE 284
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all AWS DevOps 0|0|ME O|HE x|

CHS o|HE mEI2 AWS DevOps Agentl| 2 E OHE QI 2x|&L|CH

"source": ["aws.aidevops"]
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MFAL LRIE A8 sto] ZAL =8 F7| o[ HERF ME4EHL|CH

jn
ol

"source": ["aws.aidevops"],
"detail-type": [{"prefix": "Investigation"}]

"source": ["aws.aidevops"],
"detail-type": [
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"Investigation Completed",
"Investigation Failed",
"Mitigation Completed",
"Mitigation Failed"

"source": ["aws.aidevops"],
"detail": {
"metadata": {
"agent_space_id": ["your-agent-space-id"]
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« EventBridge CH4

AWS DevOps O|0|HME O|HIE N[F HE &X

AWS MH|A Q| O|HIEOE |, source, detail-typeaccountregion, & 38 HEHIO|H EE
7t l&LICH ime. 0|28t O|HIEO|= MH|AQL #EAE OIO|E7} Q= detail EEEL ZEHELICH
For AWS DevOps 0f0|ME O|HE QS| AL source= &4 aws.aidevops 0| EH O|HEE

detail-type AlHErLICH.
A O|HE
CH2 detail-type 22 ZAt O|HEE AlHEFHL|CH

* Investigation Created

* Investigation Priority Updated
* Investigation In Progress

* Investigation Completed

* Investigation Failed

* Investigation Timed Out

* Investigation Cancelled

* Investigation Pending Triage

* Investigation Linked

source % detail-type E == AWS DevOps HO|ME O|HEO| CHEt S 22 Z&5= 2 ofaf

=
of Z&Elof U&LIcH 2E o|HE £&E CHE HEtH|0|E ZE=2| Hol= Amazon EventBridge
HE & ZXO|0HE ZXE XM,

CtS2 Z At O|HIEOf CHEF JSON FZ=IL|Ct
{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {

"version" : "string",
"metadata" : {

ol
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"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
.
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}
}
detail-type O[#I= S8 AME3LICH FAL O[HE S| #2 Ol O|Xoi LIdEl O|HE O|F & 3t
LbdLct,

source O|HEE MM5t HH|AE AHEFLICH For AWS DevOps 0|O|ME O|HIEQ| BALR0| /2 &
LICtaws.aidevops.

M

detail O|HIEH C|O|E{7} & El JSON A L|C} detail ZA|oll= CHS EE=7F Z&ELICH

« version (2XtQ) - O|HE ME HEo| AF[OF HAEYLICH X L|Ctl.0.0.

- metadata.agent_space_id (2XtQ) - O|HIE7} A|ZFEl OfO|ME S7te| 1R AMEXIILICEH

- metadata.task_id (EAtY)- 2% 2

- metadata.execution_id (EXtY) - &l Aol R AHEXIL|CH A™O| ZALO| HH LIRS
[ EA|IELICE

« data.task_type (EAtY) - Y R LICE 2t INVESTIGATION.

 data.priority (EAt) - 4 &2 =ZLICH Zt: CRITICAL, HIGH, MEDIUM, LOW, MINIMAL.

- data.status (BEAIQ) - 34AH AENQILICE Zf: PENDING_START, IN_PROGRESS, COMPLETED,
FAILED, TIMED_OUT, CANCELLED, PENDING_TRIAGE, LINKED.

« data.created_at (EXtY) - 20| MHEIRIS [ ISO 8601 EFUARH I IL|CE,

« data.updated_at (EXt) - 40| Ot X[H2 2 HE|0|EE A|E2| 1ISO 8601 EH":. ZHIZ L |Ct.
- data.summary_record_id (BEAFY) - ZAF Zop7F Z&E 2
ST ZAtof| cHet 2ofo| HME m ZEELICH o] AERE
d Z=E X 3|50 AWS DevOps Of0|TE APIE Sl 2

Clinvestigation_summary_md.
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{
"version": "Q",
"id": "12345678-1234-1234-1234-123456789015",
"detail-type": "Investigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T718:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
.
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "COMPLETED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z",
"summary_record_id": "d4e5f6g7-6789-0lab-cdef-examples4444"
}
}
}
of: =AF Almj o|HIE
{
"version": "Q",
"id": "12345678-1234-1234-1234-123456789016",
"detail-type": "Investigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
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"arn:aws:aidevops:us-

east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
.
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z"
}
}

23 O|HE
CHe detail-type 22 23} O|HES

* Mitigation In Progress

* Mitigation Completed
Failed
Timed Out

Cancelled

* Mitigation
* Mitigation

* Mitigation

source =
off Z3 (o] ULLICH ZE oHIEO
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Ct
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23l o|HIE of CHEF JSON X QIL|CH.

"detail-type"
"source" "aws.aidevops",

"string",
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"detail"” : {

"version" : "string",

"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"

.

"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"

detail-type O|HE R¥ES AHELICt 23 o|HE S| F2 ol O[Tof| LIHE O[HE O|F &
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detail O|HIEHH OI|O|E{7} Z & &l JSON A LICH detail A ol= Ot ZEJF ZEELICH
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- metadata.agent_space_id (X
- metadata.task_id (BEAI) - 2ol 1 AlERQILCY,

- metadata.execution_id (EXtY) - &l Aol R AHEXIL|Ct Aol 2to §H /RS
[ EA|IELICE

 data.task_type (EAtY) - &Y R LICE 2t INVESTIGATION.
« data.priority (EAtQ) - 4 =% =& &ILICH. gk CRITICAL, HIGH, MEDIUM, LOW, MINIMAL.

« data.status (2XtQ) - & & EHILICt. Z4: IN_PROGRESS, COMPLETED, FAILED, TIMED_OUT,
CANCELLED.

« data.created_at (EAFY) - 20| HEE|A2 I ISO 8601 EF IAEHIZ QL |},

 data.updated_at (EXt) - 40| Ot X[H2 2 HO|O|EE A|E{2| I1ISO 8601 EF AR 1L |C,
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 data.summary_record_id (-E—IF%') - 25 A AN E RS @Y HZEo| AlMERRL
Ct. 2t=El 23E I8t 20| MME m £&ELICH o] AHEXIE AL85t0{ B2 E |R&FEo| ¢l
XM BIZEE Z3|510{ AWS DevOps HIO|TE APIE S35l 22 2EIXE HME = U&L

Ctmitigation_summary_md.
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"version": "Q",
"id": "12345678-1234-1234-1234-12345678901c",
"detail-type": "Mitigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

.
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "COMPLETED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:20:00Z",

"summary_record_id": "e5f6g7h8-7890-12ab-cdef-example55555"
}

[

of: 2% Ao o[HE

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901d",
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"detail-type": "Mitigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

.
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:20:00Z"
}
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aws iam create-service-linked-role --aws-service-name aidevops.amazonaws.com
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{

"name": "my-agent-space-delivery-source",

"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:agentspace/my-agent-space-
id",

"logType": "APPLICATION_LOGS"
}

Ct2 oAl M= ME|A0| CHSE ML AAE MASHLCE.

{
"name": "my-service-delivery-source",
"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:service",
"logType": "APPLICATION_LOGS"
}
20HA: TS o A
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"name": "my-cwl-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:logs:us-east-1:123456789012:1og-group:/aws/
aidevops/my-agent-space"
1,

"outputFormat": "json"

CIS ol Alo M= Amazon S3 CHA S A A8HLICH

{
"name": "my-s3-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:s3:::my-aidevops-logs-bucket"
3,
"outputFormat": "json"
}
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{
"name": "my-firehose-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-aidevops-log-stream"
1,
"outputFormat": "json"
}
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CreateDelivery 21 Al25t04 T1Es AAE M&E CHatol| dZeLICt
{
"deliverySourceName": "my-agent-space-delivery-source",

"deliveryDestinationArn": "arn:aws:logs:us-east-1:123456789012:delivery-
destination:my-cwl-destination"

}
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Field Type Y

event_timestamp Long O|HIE gr Al 9| Unix EF
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® Note
Olz{8t A= 7|15 S2AE SS35t= Create a new private connection S2HE
Ei5lo +=™E =T UASLICE RMEH LIS 2 7|15 SSRete| Z2to|8! A MES HESIHA
2.
AWS CLIE At83tod Zato|s! i ¥y
b2 RHAlo| Zfo 2 HhE L

|2l AZ S AIELICH Rt2| EAIRF 2EE

aws devops-agent create-private-connection \
--name my-mcp-tool-connection \

--mode '{
"serviceManaged": {
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@",

"subnetIds": [
"subnet-0123456789abcdef0",

"subnet-0123456789abcdefl"
1,

"securityGroupIds": [
"sg-0123456789abcdef0"

1)
"portRanges": ["443"]

Hollz ¢4 o|§ 1}t AEf7} Z & ELICICREATE_IN_PROGRESS.

{
"name": "my-mcp-tool-connection",
"status": "CREATE_IN_PROGRESS",
"resourceGatewayId": "rgw-0123456789abcdef0",
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@"

}

=tOI5t24™ describe-private-connection WHE AFSEHLICH

aws devops-agent describe-private-connection \
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#use-a-private-connection-with-a-capability-provider
#use-a-private-connection-with-a-capability-provider

AWS DevOps H0|FE

--name my-mcp-tool-connection

SEf7t o] Z2to|s! 1AE AH8E EH|7F 2 ACTIVEZA LT

Zzto|sl ddE P% 4 I% S2XE %E%H: Set “EPOIEJ 4ol AZE + U&LICH L

etole! eddof ALE

AWS Management Consol = AWS Tde = UAsLC.

CLIE AI85l040| BEHAHIE £&E =~ US

® Note
7ls SZAE S5 I AWS DevOps Agente= AEZQIEN HAZEE £ Q1 SHS=X| &
QIEtLCH S8 22517 Toll CHA MH|ATF 4™ So|1 A2 a5t 1 Y=X| &HlFL
Ct.
=2&2 A85t0 7|5 32Xt ZetolH! ¢dE AFS
AWS DevOps OfO|ME Z &0 "Z2t0|H! (122 AE5t0{ AEXZQIEN HAA" SHS MEHGL0 &
Sof ZzZlo|8l dAE 7Isof HAAE = U&suct
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MCP server details

Only MCP servers that implement the Streamable HTTP transport protocol are supported.

Name
The name of the MCP server

| Mmy-mcp-Server

Endpoint URL

| https://mcp.internal.example.com

The MCP server endpoint URL will be displayed in AWS CloudTrail logs in your account.

Description - optional

G

|| Enable Dynamic Client Registration

Allow DevOps Agent to automatically register with your MCP's authorization server.

Connect to endpoint using a private connection <—

If not checked, the connection will be made over the public internet.

© Use an existing private connection

Select from your existing private connections

| Select a private connection v

) Create a new private connection
Create a new VPC connection using Amazon VPC Lattice.

1. AWS DevOps 00| E

A

=

IR MMolM 5B
5

2.7l 22 {Eh gL}
3. Zolo|dl 9iZof AFRE Vs ol s S=2 MEHELCt
4. SE NS HE 27|0iM Z2tol8! o4ZAE ALR3t0{ eiZdstais =X QlE

mcp.internal.example.com)2
o

5. ZEto|S! HAEE ALSstod =X

RL(Ml: https://
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URLOI sfEst= 7|& Zeto|8! pdE MBSt HLE Af Z2tol8! 42 4

AWS CLIE At835104 7|5 S=Arete] 208! 2E A8

private-connection-name QI8 Z &30 ZEtol! oiZof 7%% SE& = U&LIch OE2
my-mcp-tool-connection Z20[8! ¢ 04 API 7| &t £0{2 MCP MHE S53t=

— =
o ILICH XF2| HAIRF 2L E RHAlo| 2o = HEEL

aws devops-agent register-service \
--service mcpserver \
--private-connection-name my-mcp-tool-connection \
--service-details '{
"mcpserver": {

"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"apiKey": {
"apiKeyName": "api-key",
"apiKeyValue": "secret-value",

"apiKeyHeader": "x-api-key"

}
A\

--region us-east-1
IZZlo|el ¢4 Ehol
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o

=
Mulaof =2E + A=X| #el
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40| AistH Cts2 FelgLict

» VPC Lattice M &t - 2|AA HO|ES|O| E£E= 7|EL VPC Lattice #2 2 Metoll TH5HR| h=x| =
elgfuct.

. Hot I8 7A - ENIsol HZE 2ot 2180| MHlATE 24151 ZEOIM OfRHI2E EBITS &
S5l SQIBHLICH 3 M|A 0] Hot T8 0| he ZEOIM Qb2 E ERHTS S8 stEx| 2
QIFHLICH 24T VPC CIDR 9 LH2| VPC Lattice CIOIE| 24 IPsold EAFLICH Eot 18
HZ(ENI 2ot 188 AAR 518)8 AH&574LE VPC CIDROIM QHIREE 518% & A&

« MU Q173 - MEIE MU0 MEIAR EBITIS B TR 4 QUEX| HOIBLICH MulAT CHE
ME oM AREIE Ze B2 Hol20| & Abolo] EBITIE S185HX| B QIFLIC

« AMHIA 7HE A - MEIATH A% B0l ol ZEOM HUS £2sT YK HOIFLICH

KHEX| %= 718 B - MEUHO| X[HElE 718 GPof U=X| &gt & M™aws ec2
describe-subnets --subnet-ids <your-subnet-ids> --query 'Subnets[*].
[SubnetId,AvailabilityZoneId]'stx 2{0i LIQE X|HEIX| b= 718 Fdg &QlghLICt

AWS Management Console == AWS CLIE AF&5t0{ OJAIE Z2t0|8! S AXE &= &LIct
Z&2 AtE5t0] ZE0o[H! 44 A

1. AWS DevOps O{O|HE &2 ¥L|Ct

2. EM HolM 7|5 S=XE MEEH OHS Zeto|s! daS MEighL(ch
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Zotol8l 42 "4 M7 HEHE EAIL|= B AWS , DevOps Agent= VPCOIM EEIE 2|44
HO|E<O|2t ENIs M7HEfLICt AfX|7L 2t 2| Z2t0|8! 912 S50 20| I 0|4 EA|L|X| f&
LI|Ct.

AWS CLIE AIE35t04 Z2tolg!l 44 AlK||

aws devops-agent delete-private-connection \
--name my-mcp-tool-connection
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AWS DevOps 0 0|ME M

S AE|E UHetELICIDELETE_IN_PROGRESS. AWS DevOps 00| ME & VPCOHAM 21 2|4&
A HO|E%{0] & ENIs M7HELICH AX[7t 2t 2| Z2l0|8! @12 S Fof 20| 0|4 ALK
ot &L,

7|& VPC Lattice 2| AAE AT 15 A™H

Z %0l A o|0] Amazon VPC LatticeE AFE35tT A&l 2lAA FMHE2 BESHE 2 A4 #ElE 2
oM ZEto|s! HZE HEEY o+ U&LICH AWS DevOps O|0|HE 7L 2|44 HO|ES0|E WHsE
£ St= CHAl CHA MEIAE JtEI71E 7IE Blas F49| Amazon 2l4& A O|F(ARN)S XS EHLICt

O &2 urAl

A2 COhEn 22 820l fEFLICH

rlo

2laA HO|ES Ol & ElAaa T T
0424 AWS H™ EE= MH|ANA BlAA TS 2250 Bl
KtMEH EBfE 2LIEZIE {8 VPC

La
* hub-and-spoke HIE |3 o} 7|EIX{E AELICE

AWS CLIE A-&3tod AtAl|l 228 Zetolsl edds ddsteds:

aws devops-agent create-private-connection \
--name my-advanced-connection \

--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef"
}
)

VPC Lattice 2|AA HO|EQ 0] L Z|AA F A MXol CHst REA|EH LI S Amazon VPC Lattice AF2
MM ZE & XM Q.

o

B F

—_

« the section called “VPC YIEXQIE (AWS PrivateLink)”
- the section called “MCP At 91Z

« AWS DevOps Agento CHet 7|5 M

« AWS DevOps 00| E H ot

« the section called “DevOps 00| E IAM T
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« aidevops:GetAccountUsage - AF& X7} ZAF A
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "aidevops:*",
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:InvokeAgent",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListAssociations",
"aidevops:GetAssociation",
"aidevops:DiscoverTopology",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:CreateBacklogTask",
"aidevops:UpdateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListKnowledgeItems",
"aidevops:GetKnowledgeItem",
"aidevops:InitiateChatForCase",
"aidevops:EndChatForCase",
"aidevops:ListChats",
"aidevops:CreateChat",
"aidevops:SendMessage",
"aidevops:ListGoals",
"aidevops:CreateKnowledgeItem",
"aidevops:UpdateKnowledgeItem",
"aidevops:DescribeSupportLevel",
"aidevops:ListPendingMessages"

1,

"Resource": "*"

QHHZ401 |AM 2434 of K| 219



AWS DevOps 0{0|ME A

0o
1z
0%
x

OI7|JK1$2 H
O| Y2 Z AL & HH Aol CHet 27 ME HMA HEFE Fo{gfLICE.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:ListAssociations",
"aidevops:GetAssociation",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:ListBacklogTasks",
"aidevops:GetBacklogTask",
"aidevops:ListKnowledgeItems",
"aidevops:GetKnowledgeItem",
"aidevops:GetAccountUsage"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AIDevOpsAgentReadOnlyAccess",
"Effect": "Allow",
"Action": [
"aidevops:Get*",
"aidevops:List*",
"aidevops:SearchServiceAccessibleResource"
1,
"Resource": "*"
}
]
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AlDevOpsAgentFullAccess
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIDevOpsAgentSpaceAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateAgentSpace",
"aidevops:DeleteAgentSpace",
"aidevops:GetAgentSpace",
"aidevops:ListAgentSpaces",
"aidevops:UpdateAgentSpace"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsServiceAccess",

"Effect": "Allow",

"Action": [
"aidevops:DeregisterService",
"aidevops:GetService",
"aidevops:ListServices",
"aidevops:RegisterService",
"aidevops:SearchServiceAccessibleResource"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsAssociationAccess",

"Effect": "Allow",

"Action": [
"aidevops:AssociateService",
"aidevops:DisassociateService",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:UpdateAssociation",
"aidevops:ValidateAwsAssociations"
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"Resource":
I
{

i n

"Sid": "AIDevOpsWebhookAccess",
"Effect": "Allow",

"Action": [
"aidevops:
1,
"Resource":
},
{

ListWebhooks"

i n

"Sid": "AIDevOpsOperatorAppAccess",

"Effect": "
"Action": [
"aidevops:
"aidevops:
"aidevops:

"aidevops:UpdateOperatorAppIdpConfig"

1,
"Resource":
1,
{
"Sid": "AID
"Effect": "
"Action": [
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
1,
"Resource":
},

{
"Sid": "AID

Allow",

DisableOperatorApp",
EnableOperatorApp",
GetOperatorApp",

"y

evOpsKnowledgeAccess",
Allow",

CreateKnowledgeItem",
DeleteKnowledgeItem",
GetKnowledgeItem",
ListKnowledgeItems",
ListKnowledgeItemVersions",
UpdateKnowledgeItem"

i n

evOpsBacklogAccess",

"Effect": "Allow",

"Action": [
"aidevops:
"aidevops
"aidevops:
"aidevops:
"aidevops:

CreateBacklogTask",

:GetBacklogTask",

ListBacklogTasks",
ListGoals",
UpdateBacklogTask",
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"aidevops:UpdateGoal"
1,

"Resource": "*"
1,
{

"Sid": "AIDevOpsRecommendationAccess",

"Effect": "Allow",

"Action": [
"aidevops:GetRecommendation",
"aidevops:ListRecommendations",
"aidevops:UpdateRecommendation"

1,

"Resource": "*"

1,
{

"Sid": "AIDevOpsAgentChatAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateChat",
"aidevops:ListChats",
"aidevops:ListPendingMessages",
"aidevops:SendMessage"

]I

"Resource": "*"
}I
{

"Sid": "AIDevOpsJournalAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListExecutions",
"aidevops:ListJournalRecords"

1,

"Resource": "*"

I
{
"Sid": "AIDevOpsTopologyAccess",

"Effect": "Allow",

"Action": [
"aidevops:DiscoverTopology"
1,
"Resource": "*"
},
{

"Sid": "AIDevOpsSupportAccess",

AWS AWS DevOps O 0|TEof CHE 2F2[%d &3 225



AWS DevOps H0|FE

0o
1z
0%

"Effect": "Allow",

"Action": [
"aidevops:DescribeSupportLevel",
"aidevops:EndChatForCase",
"aidevops:InitiateChatForCase"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsUsageAccess",

"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsTaggingAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListTagsForResource",
"aidevops:TagResource",
"aidevops:UntagResource"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsVendedLogs",

"Effect": "Allow",

"Action": [
"aidevops:AllowVendedLogDeliveryForResource"

1,

"Resource": "*"

AlDevOpsOperatorAppAccessPolicy

0 0|ME A O|A0]| AWS DevOps 28X+ €l 2 AlE

{
"Version": "2012-10-17",
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"Statement":
{
"Sid": "Al
"Effect":
"Action":

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

]I

"Resource":

"Condition

L

lowOperatorAgentSpaceActions",
"Allow",

[

GetAgentSpace",
GetAssociation",
ListAssociations",
CreateBacklogTask",
GetBacklogTask",
UpdateBacklogTask",
ListBacklogTasks",
ListJournalRecords",
DiscoverTopology",
ListGoals",
ListRecommendations",
ListExecutions",
GetRecommendation",
UpdateRecommendation",
CreateKnowledgeItem",
ListKnowledgeItems",
ListKnowledgeItemVersions",
GetKnowledgeItem",
UpdateKnowledgeItem",
DeleteKnowledgeItem",
ListPendingMessages",
InitiateChatForCase",
EndChatForCase",
DescribeSupportLevel",
ListChats",
CreateChat",
SendMessage"

"arn:aws:aidevops:*:*:agentspace/${aws

{

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}
iy
{

"Sid": "AllowOperatorAccountActions",

"Effect":
"Action":

"Allow",
[

:PrincipalTag/AgentSpaceId}",
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"aidevops:GetAccountUsage"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},

{
"Sid": "AllowSupportOperatorActions",

"Effect": "Allow",
"Action": [
"support:DescribeCases",
"support:InitiateChatForCase",
"support:DescribeSupportLevel"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AlDevOpsAgentAccessPolicy
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AIOPSServiceAccess",
"Effect": "Allow",
"Action": [
"access-analyzer:GetAnalyzer",
"access-analyzer:List*",
"acm-pca:Describe*",
"acm-pca:GetCertificate",
228
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"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificateAuthorityCsz",

"acm-pca:List*",

"acm:DescribeCertificate",
"acm:GetAccountConfiguration",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",

"airflow:List*",
"amplify:GetApp",
"amplify:GetBranch",

"amplify:GetDomainAssociation",

"amplify:List*",

"aoss:BatchGetCollection",
"aoss:BatchGetLifecyclePolicy",
"aoss:BatchGetVpcEndpoint",
"aoss:GetAccessPolicy",
"aoss:GetSecurityConfig",
"aoss:GetSecurityPolicy",

"aoss:List*",

"appconfig:GetApplication",
"appconfig:GetConfigurationProfile",
"appconfig:GetEnvironment",
"appconfig:GetHostedConfigurationVersion",

"appconfig:List*",
"appflow:Describe*",
"appflow:List*",

"application-autoscaling:Describe*",

"application-signals:
"application-signals:
"application-signals:
"application-signals:
"applicationinsights:
"applicationinsights:

BatchGetServicelevelObjectiveBudgetReport",
GetService",

GetServicelevelObjective",

List*",

Describe*",

List*",

"apprunner:Describe*",

"apprunner:List*",

"appstream:Describe*",

"appstream:List*",

"appsync:GetApiAssociation",
"appsync:GetDataSource",
"appsync:GetDomainName",

"appsync:GetFunction'

1
’

"appsync:GetGraphqlApi",
"appsync:GetGraphqlApiEnvironmentVariables",
"appsync:GetIntrospectionSchema",
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"appsync:GetResolver",
"appsync:GetSourceApiAssociation",
"appsync:List*",

"aps:Describe*",

"aps:List*",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:List*",
"athena:GetCapacityAssignmentConfiguration",
"athena:GetCapacityReservation",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetWorkGroup",
"athena:List*",
"auditmanager:GetAssessment",
"auditmanager:List*",
"autoscaling:Describe*",
"backup-gateway:GetHypervisor",
"backup-gateway:List*",
"backup:Describe*",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:GetRestoreTestingPlan",
"backup:GetRestoreTestingSelection",
"backup:List*",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:DescribeSchedulingPolicies",
"batch:List*",

"bedrock:GetAgent",
"bedrock:GetAgentActionGroup",
"bedrock:GetAgentAlias",
"bedrock:GetAgentkKnowledgeBase",
"bedrock:GetDataSource",
"bedrock:GetGuardrail",
"bedrock:GetKnowledgeBase",
"bedrock:List*",
"budgets:Describe*",
"budgets:List*",

"ce:Describe*",
"ce:GetAnomalyMonitors",
"ce:GetAnomalySubscriptions",
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"ce:List*",

"chatbot:Describe*",

"chatbot:GetMicrosoftTeamsChannelConfiguration",

"chatbot:List*",

"cleanrooms-ml:GetTrainingDataset",
"cleanrooms-

"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms
"cleanrooms:
"cleanrooms:

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

ml:List*",

GetAnalysisTemplate",
GetCollaboration",
GetConfiguredTable",
GetConfiguredTableAnalysisRule",
:GetConfiguredTableAssociation",
GetMembership",

List*",

"cloudformation:List*",

"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail
"cloudtrail:
"cloudtrail:
"cloudtrail:

:Describe*",
:GetCachePolicy",
:GetCloudFrontOriginAccessIdentity",
:GetContinuousDeploymentPolicy",
:GetDistribution",
:GetDistributionConfig",
:GetFunction",

:GetKeyGroup",
:GetMonitoringSubscription",
:GetOriginAccessControl",
:GetOriginRequestPolicy",
:GetPublicKey",
:GetRealtimelLogConfig",
:GetResponseHeadersPolicy",

List*",
Describe*",
GetChannel",

GetEventConfiguration",
GetEventDataStore",
GetEventSelectors"”,
GetInsightSelectors",
GetQueryResults",
:GetResourcePolicy",

GetTrail",

GetTrailStatus",

List*",

Describe*",
GetResource",
GetStackPolicy",
GetTemplate",
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"cloudtrail:LookupEvents",
"cloudtrail:StartQuery",
"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:GetDashboard",
"cloudwatch:GetInsightRuleReport",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricStream",
"cloudwatch:GetService",
"cloudwatch:GetServicelLevelObjective",
"cloudwatch:List*",
"codeartifact:Describe*",
"codeartifact:GetDomainPermissionsPolicy",

"codeartifact:GetRepositoryPermissionsPolicy"

"codeartifact:List*",
"codebuild:BatchGetFleets",
"codebuild:List*",
"codecommit:GetRepository",
"codecommit:GetRepositoryTriggers",
"codedeploy:BatchGetDeployments",
"codedeploy:BatchGetDeploymentTargets",
"codedeploy:GetApplication",
"codedeploy:GetDeploymentConfig",
"codedeploy:GetDeploymentTarget",
"codedeploy:List*",
"codeguru-profiler:Describe*",

"codeguru-profiler:GetNotificationConfiguration",

"codeguru-profiler:GetPolicy",
"codeguru-profiler:List*",
"codeguru-reviewer:Describe*",
"codeguru-reviewer:List*",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:List*",
"codestar-connections:GetConnection",
"codestar-connections:GetRepositorylLink",
"codestar-connections:GetSyncConfiguration",
"codestar-connections:List*",
"codestar-notifications:Describe*",
"codestar-notifications:List*",
"cognito-identity:DescribeIdentityPool",
"cognito-identity:GetIdentityPoolRoles",
"cognito-identity:ListIdentityPools",
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"cognito-identity:ListTagsForResource",
"cognito-idp:AdminListGroupsForUser",
"cognito-idp:DescribeIldentityProvider",
"cognito-idp:DescribeResourceServer",
"cognito-idp:DescribeRiskConfiguration",
"cognito-idp:DescribeUserImportJob",
"cognito-idp:DescribeUserPool",
"cognito-idp:DescribeUserPoolDomain",
"cognito-idp:GetGroup",
"cognito-idp:GetLogDeliveryConfiguration",
"cognito-idp:GetUICustomization",
"cognito-idp:GetUserPoolMfaConfig",
"cognito-idp:GetWebACLForResource",
"cognito-idp:ListGroups",
"cognito-idp:ListIdentityProviders",
"cognito-idp:ListResourceServers",
"cognito-idp:ListUserPoolClients",
"cognito-idp:ListUserPools",
"cognito-idp:ListTagsForResource",
"comprehend:Describe*",
"comprehend:List*",
"config:Describe*",
"config:GetStoredQuery",
"config:List*",

"connect:Describe*",
"connect:GetTaskTemplate",
"connect:List*",
"databrew:Describe*",
"databrew:List*",
"datapipeline:Describe*",
"datapipeline:GetPipelineDefinition",
"datapipeline:List*",
"datasync:Describe*",
"datasync:List*",

"deadline:GetFarm",
"deadline:GetFleet",
"deadline:GetLicenseEndpoint",
"deadline:GetMonitor",
"deadline:GetQueue",
"deadline:GetQueueEnvironment",
"deadline:GetQueueFleetAssociation",
"deadline:GetStorageProfile",
"deadline:List*",
"detective:GetMembers",
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"detective:List*",
"devicefarm:GetDevicePool",
"devicefarm:GetInstanceProfile",
"devicefarm:GetNetworkProfile",
"devicefarm:GetProject",
"devicefarm:GetTestGridProject",
"devicefarm:GetVPCEConfiguration",
"devicefarm:List*",
"devops-guru:Describe*",
"devops-guru:GetResourceCollection",
"devops-guru:List*",
"dms:Describe*",

"dms:List*",

"ds:Describe*",
"dynamodb:Describe*",
"dynamodb:GetResourcePolicy",
"dynamodb:List*",

"ec2:Describe*",
"ec2:GetAssociatedEnclaveCertificateIamRoles",
"ec2:GetIpamPoolAllocations",
"ec2:GetIpamPoolCidrs",
"ec2:GetManagedPrefixListEntries",
ec2:GetNetworkInsightsAccessScopeContent",
"ec2:GetSnapshotBlockPublicAccessState",
ec2:GetTransitGatewayMulticastDomainAssociations",
"ec2:GetTransitGatewayRouteTableAssociations",
ec2:GetTransitGatewayRouteTablePropagations",
"ec2:GetVerifiedAccessEndpointPolicy",
ec2:GetVerifiedAccessGroupPolicy",
"ec2:GetVerifiedAccessInstanceWebAcl",
ec2:SearchLocalGatewayRoutes",
"ec2:SearchTransitGatewayRoutes",

ecr:Describe*",

"ecr:GetlLifecyclePolicy",

ecr:GetRegistryPolicy",

"ecr:GetRepositoryPolicy",

"ecr:List*",
"ecs:Describe*",
"ecs:List*",
"eks:AccessKubernetesApi",
"eks:Describe*",
"eks:List*",
"elasticache:Describe*",
"elasticache:List*",
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"elasticbeanstalk:Describe*",
"elasticbeanstalk:List*",
"elasticfilesystem:Describe*",

"elasticloadbalancing:GetResourcePolicy",
"elasticloadbalancing:GetTrustStoreCaCertificatesBundle",
"elasticloadbalancing:GetTrustStoreRevocationContent",

"elasticloadbalancing:Describe*",
"elasticmapreduce:Describe*",
"elasticmapreduce:List*",
"emr-containers:Describe*",
"emr-containers:List*",
"emr-serverless:GetApplication",
"emr-serverless:List*",
"es:Describe*",

"es:List*",

"events:Describe*",
"events:List*",
"evidently:GetExperiment",
"evidently:GetFeature",
"evidently:GetLaunch",
"evidently:GetProject",
"evidently:GetSegment",
"evidently:List*",
"firehose:Describe*",
"firehose:List*",
"fis:GetExperimentTemplate",

"fis:GetTargetAccountConfiguration",

"fis:List*",
"fms:GetNotificationChannel",
"fms:GetPolicy",

"fms:List*",

"forecast:Describe*",
"forecast:List*",
"frauddetector:BatchGetVariable",
"frauddetector:Describe*",
"frauddetector:GetDetectors",
"frauddetector:GetDetectorVersion",
"frauddetector:GetEntityTypes",
"frauddetector:GetEventTypes",
"frauddetector:GetExternalModels",
"frauddetector:GetLabels",
"frauddetector:GetListElements",
"frauddetector:GetListsMetadata",
"frauddetector:GetModelVersion",
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"frauddetector:GetOutcomes",
"frauddetector:GetRules",
"frauddetector:GetVariables",
"frauddetector:List*",
"fsx:Describe*",
"gamelift:Describe*",
"gamelift:List*",
"globalaccelerator:Describe*",
"globalaccelerator:List*",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetJob",
"glue:GetRegistry",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:GetTable",
"glue:GetTags",
"glue:GetTrigger",
"glue:List*",
"glue:querySchemaVersionMetadata",
"grafana:Describe*",
"grafana:List*",
""greengrass:Describe*",
"greengrass:GetDeployment",
""greengrass:List*",
"groundstation:GetConfig",

"groundstation:GetDataflowEndpointGroup",

"groundstation:GetMissionProfile",
"groundstation:List*",
"guardduty:GetDetector",
"guardduty:GetFilter",
"guardduty:GetIPSet",
"guardduty:GetMalwareProtectionPlan",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
"guardduty:List*",
"health:DescribeEvents",
"health:DescribeEventDetails",
"healthlake:Describe*",
"healthlake:List*",
"iam:GetGroup",
"iam:GetGroupPolicy",
"iam:GetInstanceProfile",
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iam:GetLoginProfile",
"iam:GetOpenIDConnectProvider",

iam:GetPolicy",

iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

jiam:GetSAMLProvider",

iam:GetServerCertificate",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:GetUser",

"iam:GetUserPolicy",
"iam:ListAttachedRolePolicies",
"iam:ListOpenIDConnectProviders",
"iam:ListRolePolicies",
"iam:ListRoles",
"iam:ListServerCertificates",
"iam:ListVirtualMFADevices",
"identitystore:DescribeGroup",
"identitystore:DescribeGroupMembership",
"identitystore:ListGroupMemberships",
"identitystore:ListGroups",
"imagebuilder:GetComponent",
"imagebuilder:GetContainerRecipe",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetImage",
"imagebuilder:GetImagePipeline",
"imagebuilder:GetImageRecipe",
"imagebuilder:GetInfrastructureConfiguration",
"imagebuilder:GetLifecyclePolicy",
"imagebuilder:GetWorkflow",
"imagebuilder:List*",

"inspector2:List*",

"inspector:Describe*",

"inspector:List*",
"internetmonitor:GetMonitor",
"internetmonitor:List*",

jot:Describe*",

iot:GetPackage",

iot:GetPackageVersion",
"iot:GetPolicy",

iot:GetThingShadow",

iot:GetTopicRule",

iot:GetTopicRuleDestination",
"iot:GetV2LoggingOptions",
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"iot:List*",

"iotanalytics:Describe*",

"iotanalytics:List*",

"iotevents:Describe*",

"iotevents:List*",

"iotsitewise:Describe*",

"iotsitewise:List*",
"iotwireless:GetDestination",
"iotwireless:GetDeviceProfile",
"iotwireless:GetFuotaTask",
"iotwireless:GetMulticastGroup",
"iotwireless:GetNetworkAnalyzerConfiguration",
"iotwireless:GetServiceProfile",
"iotwireless:GetWirelessDevice",
"iotwireless:GetWirelessGateway",
"ijotwireless:GetWirelessGatewayTaskDefinition",
"iotwireless:List*",

"ivs:GetChannel",
"ivs:GetEncoderConfiguration",
"ivs:GetPlaybackRestrictionPolicy",

ivs:GetRecordingConfiguration",

ivs:GetStage",
"ivs:List*",
"ivschat:GetLoggingConfiguration",
"ivschat:GetRoom",
"ivschat:List*",
"kafka:Describe*",
"kafka:GetClusterPolicy",
"kafka:List*",
"kafkaconnect:Describe*",
"kafkaconnect:List*",
"kendra:Describe*",
"kendra:List*",
"kinesis:Describe*",
"kinesis:GetResourcePolicy",
"kinesis:List*",
"kinesisanalytics:Describe*",
"kinesisanalytics:List*",
"kinesisvideo:Describe*",
"kms:DescribeKey",
"kms:ListResourceTags",
"kms:ListKeys",
"kms:GetKeyPolicy",
"kms:GetKeyRotationStatus",
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"kms:ListAliases",
"kms:ListKeyRotations",
"lakeformation:Describe*",
"lakeformation:GetLFTag",
"lakeformation:GetResourcelLFTags",
"lakeformation:List*",

"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda

:GetAlias",
:GetCodeSigningConfig",
:GetEventSourceMapping",
:GetFunctionCodeSigningConfig",
:GetFunctionConfiguration",
:GetFunctionEventInvokeConfig",
:GetFunctionRecursionConfig",
:GetFunctionUrlConfig",
:GetlLayerVersion",
:GetlLayerVersionPolicy",
:GetPolicy",
:GetProvisionedConcurrencyConfig",
:GetRuntimeManagementConfig",
"lambda:

List*",

"launchwizard:GetDeployment",
"launchwizard:List*",
"license-manager:GetlLicense",
"license-manager:List*",
"lightsail:GetAlarms",
"lightsail:GetBuckets",
"lightsail:GetCertificates",
"lightsail:GetContainerServices",
"lightsail:GetDisk",
"lightsail:GetDisks",
"lightsail:GetInstance",
"lightsail:GetInstances",
"lightsail:GetLoadBalancer",
"lightsail:GetLoadBalancers",

"lightsail:

"lightsail:GetStaticIp",
"lightsail:GetStaticIps",
"logs:Describe*",
"logs:FilterLogEvents",
"logs:GetDataProtectionPolicy",
"logs:GetDelivery",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:GetDeliverySource",

GetLoadBalancerTlsCertificates",
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"logs:GetLogAnomalyDetector",
"logs:GetLogDelivery",
"logs:GetLogGroupFields",
"logs:GetQueryResults",

"logs:List*",

"logs:StartQuery",

"logs:StopLiveTail",

"logs:StopQuery",
"logs:TestMetricFilter",
"m2:GetApplication",
"m2:GetEnvironment",

"m2:List*",

"macie2:GetAllowlList",
"macie2:GetCustomDataldentifier",
"macie2:GetFindingsFilter",
"macie2:GetMacieSession",
"macie2:List*",
"mediaconnect:Describe*",
"mediaconnect:List*",
"medialive:Describe*",
"medialive:GetCloudWatchAlarmTemplate",
"medialive:GetCloudWatchAlarmTemplateGroup",
"medialive:GetEventBridgeRuleTemplate",
"medialive:GetEventBridgeRuleTemplateGroup",
"medialive:GetSignalMap",
"medialive:List*",
"mediapackage-vod:Describe*",
"mediapackage-vod:List*",
"mediapackage:Describe*",
"mediapackage:List*",
"mediapackagev2:GetChannel",
"mediapackagev2:GetChannelGroup",
"mediapackagev2:GetChannelPolicy",
"mediapackagev2:GetOriginEndpoint",
"mediapackagev2:GetOriginEndpointPolicy",
"mediapackagev2:List*",
"memorydb:Describe*",

"memorydb:List*",
"mobiletargeting:GetInAppTemplate",
"mobiletargeting:List*",
"mqg:Describe*",

"mq:List*",
"network-firewall:Describe*",
"network-firewall:List*",
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"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"oam:GetLink",
"oam:GetSink",

"oam:List*",

Describe*",
GetConnectAttachment",
GetConnectPeer",
GetCoreNetwork",
GetCoreNetworkPolicy",
GetCustomerGatewayAssociations",
GetDevices",
GetLinkAssociations",

GetLinks",

GetSites",
GetSiteToSiteVpnAttachment",
GetTransitGatewayPeering",
GetTransitGatewayRegistrations",
GetTransitGatewayRouteTableAttachment",
GetVpcAttachment",

List*",

oam:GetSinkPolicy",

"omics:GetAnnotationStore",
"omics:GetReferenceStore",
"omics:GetRunGroup",
"omics:GetSequenceStore",
"omics:GetVariantStore",
"omics:GetWorkflow",

"omics:List*",

"organizations:Describe*",
"organizations:List*",
"osis:GetPipeline",

"osis:List*",

"payment-cryptography:GetAlias",
"payment-cryptography:GetKey",
"payment-cryptography:List*",
"pca-connector-ad:GetConnector",
"pca-connector-ad:GetDirectoryRegistration",
"pca-connector-ad:GetServicePrincipalName",
"pca-connector-ad:GetTemplate",
"pca-connector-ad:GetTemplateGroupAccessControlEntry",

"pca-connector-ad:

List*",

"pca-connector-scep:GetChallengeMetadata",
"pca-connector-scep:GetConnector",
"pca-connector-scep:List*",
"personalize:Describe*",
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"personalize:List*",
"pi:DescribeDimensionKeys",
"pi:GetResourceMetadata",
"pi:GetResourceMetrics",
"pi:ListAvailableResourceDimensions",
"pi:ListAvailableResourceMetrics",
"pipes:Describe*",
"pipes:List*",
"proton:GetEnvironmentTemplate",
"proton:GetServiceTemplate",
"proton:List*",
"gbusiness:GetApplication",
"gbusiness:GetDataSource",
"gbusiness:GetIndex",
"gbusiness:GetPlugin",
"gbusiness:GetRetriever",
"gbusiness:GetWebExperience",
"gbusiness:List*",
"ram:GetPermission",
ram:GetResourceShares",
ram:List*",

"rds:Describe*",

"rds:List*",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:List*",
"redshift:Describe*",
"refactor-spaces:GetApplication",
"refactor-spaces:GetEnvironment",
"refactor-spaces:GetRoute",
"refactor-spaces:List*",
"rekognition:Describe*",
"rekognition:List*",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resource-explorer-2:GetDefaultView",
"resource-explorer-2:GetIndex",
"resource-explorer-2:GetView",
"resource-explorer-2:List*",
"resource-explorer-2:Search",
"resource-groups:GetGroup",
"resource-groups:GetGroupConfiguration",
"resource-groups:GetGroupQuery",
"resource-groups:GetTags",
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"resource-groups:

List*",

"route53-recovery-control-config:Describe*",
"route53-recovery-control-config:List*",

"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

"route53:GetDNSSEC",

"route53:GetHealthCheck",

GetCell",

GetReadinessCheck",
GetRecoveryGroup",

GetResourceSet",
List*",

"route53:GetHealthCheckStatus",
"route53:GetHostedZone",

"route53:List*",

"route53profiles:
"route53profiles:
"route53profiles:
"route53profiles:
"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:
:GetResolverQuerylLogConfig",
GetResolverQuerylLogConfigAssociation"

"route53resolver

"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:

GetProfile",
GetProfileAssociation",

GetProfileResourceAssociation",

List*",

GetFirewallDomainList",
GetFirewallRuleGroup",

GetFirewallRuleGroupAssociation",

GetOutpostResolver",
GetResolverConfig",

GetResolverRule",

GetResolverRuleAssociation",

List*",

"rum:GetAppMonitor",

"rum:List*",

"s3-outposts:ListEndpoints",

"s3-outposts:ListOutpostsWithS3",
"s3:GetAccessGrant",
"s3:GetAccessGrantsInstance",
"s3:GetAccessGrantsLocation",
"s3:GetAccessPoint",

"s3:GetAccessPointConfigurationForObjectLambda",

"s3:GetAccessPointForObjectLambda",

"s3:GetAccessPointPolicy",

"s3:GetAccessPointPolicyForObjectLambda",

"s3:GetAccessPointPolicyStatusForObjectLambda",

"s3:GetBucketAbac",
"s3:GetBucketAcl",
"s3:GetBucketCORS",
"s3:GetBucketLocation",
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"s3:GetBucketLogging",
"s3:GetBucketMetadataTableConfiguration",
"s3:GetBucketNotification",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketOwnershipControls",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetReplicationConfiguration",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensConfigurationTagging",
"s3:GetStoragelLensGroup",
"s3:ListAl1MyBuckets",
"sagemaker:Describe*",
"sagemaker:List*",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:List*",

"schemas:Describe*",
"schemas:GetResourcePolicy",
"schemas:List*",
"secretsmanager:Describe*",
"secretsmanager:GetResourcePolicy",
"secretsmanager:List*",
"securityhub:BatchGetAutomationRules",
"securityhub:BatchGetSecurityControls",
"securityhub:Describe*",
"securityhub:GetConfigurationPolicy",
"securityhub:GetConfigurationPolicyAssociation",
"securityhub:GetEnabledStandards",
"securityhub:GetFindingAggregator",
"securityhub:GetInsights",
"securityhub:List*",
"securitylake:GetSubscriber",
"securitylake:List*",
"servicecatalog:Describe*",
"servicecatalog:GetApplication",
"servicecatalog:GetAttributeGroup",
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"servicecatalog:List*",
"servicequotas:GetServiceQuota",
"ses:Describe*",
"ses:GetAccount",
"ses:GetAddonInstance",
"ses:GetAddonSubscription",
"ses:GetArchive",
"ses:GetConfigurationSet",
"ses:GetConfigurationSetEventDestinations",
"ses:GetContactList",
"ses:GetDedicatedIpPool",
"ses:GetDedicatedIps",
"ses:GetEmailIldentity",
"ses:GetEmailTemplate",
"ses:GetIngressPoint",

"ses:GetRelay",

"ses:GetRuleSet",

"ses:GetTemplate",

"ses:GetTrafficPolicy",

"ses:List*",

"shield:Describe*",

"shield:List*",
"signer:GetSigningProfile",
"signer:List*",
"sns:GetDataProtectionPolicy",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes",

"sns:List*",

"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",

"sgs:List*",

"ssm-contacts:GetContact",
"ssm-contacts:GetContactChannel",
"ssm-contacts:List*",
"ssm-incidents:GetReplicationSet",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:List*",
"ssm-sap:GetApplication",

"ssm-sap:List*",

"ssm:Describe*",
"ssm:GetDefaultPatchBaseline",
"ssm:GetDocument",

"ssm:GetParameters",
"ssm:GetPatchBaseline",
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"ssm:List*",

ssm:GetResourcePolicies",

sso:GetInlinePolicyForPermissionSet",

"sso:GetManagedApplicationInstance",

sso:GetPermissionsBoundaryForPermissionSet",

"sso:GetSharedSsoConfiguration",

sso:ListAccountAssignments",

"sso:ListApplicationAssignments",

sso:ListInstances",

"sso:ListManagedPoliciesInPermissionSet",
sso:ListTagsForResource",

sso:ListApplications",
"sso:ListCustomerManagedPolicyReferencesInPermissionSet",

"states:GetExecutionHistory",

"states:Describe*",
"states:List*",
"support:CreateCase",

"support:DescribeCases",
"synthetics:Describe*",
"synthetics:GetCanary",
"synthetics:GetCanaryRuns",
"synthetics:GetGroup",

"synthetics:List*",
"tag:GetResources",

"timestream:Describe*",

"timestream:List*",
"transfer:Describe*",
"transfer:List*",
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:
"verifiedpermissions:

GetIdentitySource",
GetPolicy",
GetPolicyStore",
GetPolicyTemplate",
GetSchema",

List*",

"vpc-lattice:GetAccessLogSubscription",
"vpc-lattice:GetAuthPolicy",
"vpc-lattice:GetListener",
"vpc-lattice:GetResourcePolicy",
"vpc-lattice:GetRule",
"vpc-lattice:GetService",
"vpc-lattice:GetServiceNetwork",

"vpc-lattice:GetServiceNetworkServiceAssociation",
"vpc-lattice:GetServiceNetworkVpcAssociation",

"vpc-lattice:GetTargetGroup",
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"vpc-
"wafv
"wafv
"wafv
"wafv
"wafv
"wafv
"wafv
"work
"work
"work
"work
"work
"work
"work
"work
"work
"work

"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:

1,

"Resource

"Sid": "A
"Effect":
"Action":
"apig
1,
"Resource
"arn:
"arn:
"arn:
"arn:
"arn:

arn:

arn:
"arn:

lattice:List*",

2:GetIPSet",
2:GetLoggingConfiguration",
2:GetRegexPatternSet",
2:GetRuleGroup",

2:GetWebACL",
2:GetWebACLForResource",
2:List*",
spaces-web:GetBrowserSettings",
spaces-web:GetIdentityProvider",
spaces-web:GetNetworkSettings",
spaces-web:GetPortal",
spaces-web:GetPortalServiceProviderMetadata",
spaces-web:GetTrustStore",
spaces-web:GetUserAccessLoggingSettings",
spaces-web:GetUserSettings",
spaces-web:List*",
spaces:Describe*",
BatchGetTraces",

GetGroup",

GetGroups",

GetSamplingRules",
GetServiceGraph",
GetTraceSummaries",

List*"

e 1mgkn

IOPSAPIGatewayAccess",
"Allow",

L
ateway:GET"

ne [
aws:apigateway:*::/restapis",
aws:apigateway:*::/restapis/*",
aws:apigateway:*::/restapis/*/deployments"”,
aws:apigateway:*::/restapis/*/deployments/*",

aws:apigateway:*::/restapis/*/resources/*/methods/*/integrations",
aws:apigateway:*::/restapis/*/resources/*/methods/*/integrations/

aws:apigateway:*::/restapis/*/stages",
aws:apigateway:*::/restapis/*/stages/*",
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arn:aws:apigateway:*::/apis",
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/apis/*/deployments",
"arn:aws:apigateway:*::/apis/*/deployments/*",
"arn:aws:apigateway:*::/apis/*/integrations",
"arn:aws:apigateway:*::/apis/*/integrations/*",
"arn:aws:apigateway:*::/apis/*/stages",
"arn:aws:apigateway:*::/apis/*/stages/*",
"arn:aws:apigateway:*::/domainnames/*"
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HEXZ F4 QA(VPCs, HEY, 2E WA, API H0|E2]0])
- CIO|E{ AEO{(CIOIE{HIO|A, FHA|, ZHH| AEE|X])

- AFE Z|AAEC2 QUAEA Lambda &4, ZIE|0[L)

« MH|& ZLE> & 2 Z(CloudWatch, CloudTrail)

. HEHS OlSHSHE Ol WRE A B W AMA BEl Blas

—~~ o~~~

EH Metst™ o oIHETE HolEl A o|F of X[ lZeto M AlEE 2 & el 4
o
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r
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OO|ME of g0l HAZE IAM M E +st04 0 0|TE T} HMAE £ Q= AWS MHIAE X
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£0{ o Z2|70|40] Amazon RDSE A&3HX| b= B2 H&o| RDS HMets 2§

o e IE CHAl EY E ] AFE - service: * HEHES F04
cloudwatch:GetMetricData =2t ZH2 74 xtdg

A ol

|Z48tL|Clec2:DescribeInstances.

£ MH|AZ MEtstE EH ofA:

json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
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"cloudwatch:DescribeAlarms",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"ec2:DescribeInstances",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": "*"

Of0|MEE MH|A Lo EX B|AAR N|EHHE{H IAM HEHO| M B|AA =& HEHE2 A ELICE. Of
H -

—
E Sdll £ I YRSt EIALHE HMA HEHE Roig = U&LICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:production-*"
}
]
}

Ol oMo A= oflo|E T OIF Ol "production-"Z A|Zfst= Lambda & =01 BF M| At E S K| BHefL

e —| [y = |
Ct.

Ef2 7|8F MIBH AFE:

"Version": "2012-10-17",
"Statement": [
{

2laA HMA KB 250



0o
1z
0%
x

AWS DevOps 0{0|ME A

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribelInstanceStatus"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/Environment": "production"

Ol oMo M= oflo|IHET} Ef 27t XIHE EC2 QIARIA B HMASES MBHEL

CtEnvironment=production.
2| M| A At

O O|MEJt AN AE = = AWS 2|2 AEHsted™ IAM H20f| A aws :RequestedRegion &7
7|8 AM8gLct

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"lambda:Get*",
"cloudwatch:Get*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCallerAccessViaService",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/DevOpsAgentUserRole"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "aidevops.us-east-1.amazonaws.com"

"Sid": "AllowDevOpsAgentServiceDescribeKeyAccess",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:DescribeKey"
1,

"Resource": "*"

"Sid": "AllowDevOpsAgentAccessForAgentSpace",
"Effect": "Allow",
"Principal": {

"Service": "aidevops.amazonaws.com"
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},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"aws:SourceArn":
I
"StringlLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/*"

0o
1z
0%
x

arn:aws:aidevops:us-east-1:111122223333:agentspace/*"

"Sid": "AllowDevOpsAgentAccessForService",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:service/*"
},
"StringLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:sexrvice/*"
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D HEE FIE ALE5to] ofo|TE J7F Y
oo|ME S+ Hde ] kmsKeyArn mtet0|EHE X[FELICH 2F2 A KMS 7| ARNO|o{0F &L
CH.
{

"name": "my-agent-space",

"description": "An encrypted agent space",

"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

o 2EE 7|E AHEetod MH|A §F
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{
"service": "dynatrace",
"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"serviceDetails": { ... }
}
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"aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:{region}:{accountId}:
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}
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