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"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
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1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",

"AWS:SourceAccount": "topic-owner-account-id"

}
}
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M &S To|X|o| AT MMe BlaA JHQULICEH 0 Mol Al Amazon RDS DB QIARIA O] A
M3ts M5 olarof chai orgfLict.

Database performance anomaly: prod_db_678 i

Resource overview Go to application view for 6 related anomalies

Resource name Anomaly severity Start time Duration

prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes

DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing
Likely performance impact.

2lAA O|F - Olaf Tiefo| 245 DB QIAEIAO| O|F RLICE O] iAol E[AAQ| O|F2
prod_db_678L|C}.
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Primary metric .
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Wait events v Last 6 hours

Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30

24 (6x spike) info 25

Typically: DB load up to 4

Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 32 Mar7 1500 Mar 7 16:0C
Time (UTC)

B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs

View in Performance Insights E
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Related metrics (2)
When your DB load is high, other metrics often show anomalies. Use e T T T 5m 30m 1h 6h 12h 24h  Custom
Q 1 &

) Timeline (UTC)
e Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

1 ] U I B I
1432
= CPU running tasks [ High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%

- 75%
Contributing to: :

CPU capacity exceeded 50%

= CPU utilization [] High severity anomaly
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m olg2 A EXE dFsts BHH, EUWH 0|2 ZAV ERE 5§ 20 E dFE LI &
ZAEots d7o| ghad X[ Eol sE R LICH

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions « CPU
(AAS). This was 90% of the total DB View troubleshooting doc [
load.

+ Io/table/sql/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
« F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run gueue exceeded 150 Tune SQL 1Ds

SQL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345

Jtilization.total.avg)
delete from authors where id < ( select * from (select

0 max(id) - 30 from authors) a ) and id > ( select * from
ta reduce CPU usage, ¢ [select max(id) - 500 from authors) b )

the instance type to iNL cuse i w
capacity.
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* DevOps Guru New Recommendation Created

* DevOps Guru Insight Closed

DevOps Guru O|H E

CS2 DevOps Gurul| ofA| O|HIE IL|C} O|HIE= %|Mo| ZFdof 2 74stod LAELICt O|HIE 1j
Eloi| CHaH RHAMIS| ot 2 24T Amazon EventBridge Al%F317| EE= Amazon EventBridge O|HIE j

g AE AL

DevOps Guru New Insight Open O|HIE

DevOps Guru= A QIALOIEE ™ CtE O|HIEE ™M&EELICH

{
"version" : "0Q",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
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"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",
"region" : "us-east-1",
"resources" : [ 1,
"detail" : {
"insightSeverity" : "high",
"insightDescription" : "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" : "REACTIVE",
"anomalies" : [
{
"startTime" : "1635786000000",
"id" : "AL41JIDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiISIWMeFCbHY_XXXX",
"sourceDetails" : [
{
"dataSource" : "CW_METRICS",
"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "S5XXError",
"namespace" : "AWS/ApiGateway",
"dimensions" : [
{
"name" : "ApiName",
"value" : "Test API Service"

"name" : "Stage",
"value" : "prod"

1,
"accountId" : "123456789012",

"messageType" : "NEW_INSIGHT",

"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/
reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWecsTIbLUQ7EZ7XXXX",

"startTime" : "1635786120000",

"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",

"region" : "us-east-1"
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MZZIL E2 M QIALOIEE 913t ALS X KIT Ol Al O[HIE THE

TA2 o|HE EE AEs0{ OHIEE MEist T CHY 2= 0| et & LICH CHS2 DevOps
E:

Guru Oi|A| O|HIE THEA]L|C}
{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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DevOps Guru 2&£0|M &3 dHEo = o|SELICt.

2AEE Holo|ESte{H HM L& Y Moo= o|Ssfiof ZLict

o
il

M MMo 2 0|55,

-
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1. the section called “DevOps Guru 2&0|M &3 Mo 2 o|SFLICt.”.

2. LB FIIE MEELICH
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Amazon SNS x| 2 #Hst F7}1E

Amazon SNS FX||l= AWS Identity and Access Management (IAM) ElAA HME &5t 2lAA L
LICt 07| M FXE X[H5HH DevOps Gurue i 2|44 HMof ctgat 22 HetS F7HELc

{
"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
}
}
}
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L HME AI25l0d £AIStE Y2 RS X|™ELIC ClS0 22 7|/ EE AHE35104 Amazon
SNS HIAIX|E EHEEE = U&L

e NEW_INSIGHT - ME22 QIAIO|IE7I MME|MH S 2lS Br& LT

« NEW_ASSOCIATION - QIAIO|EO0IM MER O|& 50| Z4X|c|H g2lS &Lt

o =
« CLOSED_ASSOCIATION - 7|&E2| o|& &=0| SEZ|H L2 Br&LCt.
« SEVERITY_UPGRADED - QIAIO|E S| MZIE 7 Hapio|EE|H &S Br&LICH

r

>..

FM 75 gtedol chgt XEMIEH LI 2 Amazon Simple Notification Service 7Het XF FLHA{ 2] Amazon
SNS A 75 ZH B2 HEotMA2. TE X0l e ZA 2| MessageType(0l)7t Z&El 7|
Q= & LIS KI™HELICH 02 S04, Amazon SNS FX{|7| QIAIOIENIM MZ2 o|4 52 AX|E
B 2 BS MESH TS XYt ZEolE= ChSat 22 LW&0| EAIE LU
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{
"MessageType":["NEW_ ASSOCIATION"]

}

Amazon DevOps Guru®| CH8F Amazon SNS &2 ZIE{ZIEl of

Ct=22 ZE ™A0| Q= Amazon SNS FX|2| Amazon Simple Notification Service(Amazon SNS) &
2lofl CH8t 0| LICH MessageTypeOl NEW_ASSOCIATIONS 2 MHE|0{ /o= Z QAIO|E oA A
E2 0|4 &=0| ZX|E mek L ES E-ILICE

{

"accountId": "123456789012",

"region": "us-east-1",

"messageType": "NEW_ASSOCIATION",

"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",

Amazon SNS 75 ZEf Y2 ALge &3] ZEE 69
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"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeIS0": "2023-03-29T722:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"

}
]I

"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

Amazon SNS 22 ZE{ZIE of 70
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Opsltem2| E{T1 ZE 7| EE= k2 Y435t DevOps GuruZt s Opsltem=2 4|
O|EE = i&LICt o|& &0, Opsltem2| E{1E "aws:RequestTag/DevOps-
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",

ME2 AI0IE 73



Amazon DevOps Guru

Add a permission2|

"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

1,
"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

SZE QAMO|Eof CiEr S BolE Chant 22 HE7F 2 ELCH

-~

"accountId":"123456789101",
"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,
"startTimeISO0": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,
"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,
"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,
"closeTimeISO": "2023-03-28T09:00:00Z",
"description":"Empty receives while messages are available",
"anomalyResources": [
{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,
"associatedResourceArn": [
"arn:aws:sqs:us-east-1:123456789101:SampleQueue"
]
}

]I

"resourceCollection":{
"cloudFormation":{
"stackNames": [
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"SampleApplication"

[
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{
"accountId":"123456789101",

"region":"eu-west-1",

"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of
invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a
repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",

"startTime": 1680127200000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies":[

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime":1672945500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"
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{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days."

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

-
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
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"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

}I
{

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
1,
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*"

1,

"Resource" : "*"
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"Action": [
"aws:actionl",
"aws:action2"

]
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

>
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess

» AmazonDevOpsGuruOrganizationsAccess
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AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess - Amazon SNS =X|E 43t 11, Amazon CloudWatch X|ZE 0 H
MAStD, AWS CloudFormation ABHO]| HA|AE o~ Q= HEFS E&510{ DevOps Guruoi| CHEH TA|
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
]I

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
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"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,
"Resource": "*"
"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guxru-*"

"Sid": "DevOpsGuruSlxCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"

Y,
{

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
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"rds:DescribeDBInstances"

1,

"Resource": "*"

},
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",

"Effect": "Allow",
"Action": [

"logs:FiltexLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess - Amazon SNS A& 443t11, Amazon CloudWatch
X|E O HMASET, AWS CloudFormation AEBH0]| HA|AE = Rl= HEHE EEH5H0{ DevOps Guruof|
CHet A HMAE AMSELICEH o] HHoll= F71 s QIAO|E HEto| ies Z2&0M HIH 420l
Amazon RDS Aurora DB QIAEIAQL HEE ME BAE = 5= U&LICH DevOps Guruoll CHEF A
Mo HetE F0o45t I A}t st= ZEIR =& o AR AH|B O] HHE MESHAAI.

ot

AmazonDevOpsGuruConsoleFullAccess H&Mol= Ct20 22 E&0| Z& E|o{ J&LICt

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

ID 7|9t = 108



Amazon DevOps Guru Add a permission2|

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlxCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
]I
"Resource": "*"
}I
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResouxrceMetrics"”,
"pi:DescribeDimensionKeys"
1,
"Resource": "*"
},
{

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {
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"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess - DevOps Guru & CHE AWS AH|A 9| 2HEd B|AA0f CHE
17| M HMA HEtE 20T LICIH DevOps Gurul| 244 M ¥ AA|, Amazon SNS FA| EE&=
Systems Manager OpsCenter S &2 C|0|EStX| £, RQIAO|EE & &= U= HEtE Fo{5t1At
St= AF&XHoi| 7| O HAME M S MAIL.

AmazonDevOpsGuruReadOnlyAccess EXof|= CtEot 22 280 L& E|0] U&LICEH

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeAccountHealth",
"devops-guru:DescribeAccountOverview",
"devops-guru:DescribeAnomaly",
"devops-guru:DescribeEventSourcesConfig",
"devops-guru:DescribeFeedback",
"devops-guru:DescribeInsight"”,
"devops-guru:DescribeResourceCollectionHealth",
"devops-guru:DescribeSexrviceIntegration"”,
"devops-guru:GetCostEstimation",
"devops-guru:GetResourceCollection",
"devops-guru:ListAnomaliesForInsight",
"devops-guru:ListEvents",
"devops-guru:ListInsights",
"devops-guru:ListAnomalousLogGroups",
"devops-guru:ListMonitoredResouxrces",
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"devops-guru:ListNotificationChannels",
"devops-guru:ListRecommendations",
"devops-guru:SearchInsights",
"devops-guru:StartCostEstimation"

1,

"Resource": "*"
},
{

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{

"Sid": "CloudWatchGetMetricDataAccess",

"Effect": "Allow",

"Action": [

"cloudwatch:GetMetricData"

]I

"Resource": "*"

}I
{

"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",

"Action": [

"rds:DescribeDBInstances"

]I

"Resource": "*"

}I
{
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",
"Action": [
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"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"
},
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis'": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess - 22 #2|Xtof| A =2 L} DevOps Guru CHS
HE E7|of Chst HMA HEHE MBELICE =2 L) DevOps Guru0il CHEH TR HAM[A P&t
2 2045t 1%t ot= ZE Q| HE|RF =& ALS KO H o HAE MEFIMAIR. TE|o| HE| AH™
2! DevOps Guru0i| CH5H 2| 2El 2 2(XE 7ol o] WHE MEE £ U&LIct o WA H=of
AmazonDevOpsGuruReadOnlyAccess EE= AmazonDevOpsGuruFullAccess& 2&5}04
DevOps Guru0i| CHE ¢17| M E= ™A HHAE MSE = UsLC.

AmazonDevOpsGuruOrganizationsAccess H&ol= Cl3t 22 E&0| Z&E[o] Y&t
DevOps Gurug 2[et AMH|A 2442 g AL

Amazon DevOps Guru= AWS Identity and Access Management (IAM) AMH|A 9173 i8S AL &
LICt AMH|A @12 &2 DevOps Guru0l| 21 HAZAE T /3t Rl IAM &Lt MH|A 44

3gr 2 DevOps GurudllM At Holst] MH[A T AFEXHE CHAI5H0{ Amazon CloudWatch AWS
CloudTrail, AWS CodeDeploy, AWS X-RayZ! AWS Organizations& $&35l= O| 28 ZE Mt

MH|A Q4 A48 ALS 113


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon DevOps Guru Add a permission2|

LIQs Mt 5202 FII1E W7 gleaZ MH|A A 2482 DevOps Gurus O A MH
g &= UELICH DevOps Gurud| A AMH|A 44 dgto| HEtE HolstE 2 CHEH Holx|X| et &,
DevOps GuruZt s g2 s = ALt Mo|E HEtol= Az HAa HEt HA3o| & EH
O M&t HA2 CtE IAM R E[E|of| 1ZAE &= gi&sLCt

X 23 2lAAE AHSokEE MH[A A HE S MHE + JU&LICH Ol A st 2|lAaA0f CHE
HMA HEHE FF 2 AXE & g7 HE 0l DevOps Guru 2|AA7H 235 FL|CH

DevOps Guru0il CHEH AMH|A 9473 od&t M3t

DevOps Guru0iA{= O|& 0| AWSServiceRoleForDevOpsGuru®@! MH|A 9174 ejstE AL ELICH
O|= DevOps Guru7} A& of| A al&sHoF st= He7t X|™HE HEHo| A= AWS 2 2I- HAL|Ct.

AWSServiceRoleForDevOpsGuru MH|A 44 g2 T A& S /57| flall CHE MHIAE A Z]
gLict
= .

* devops—guru .dMazonaws.com

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors"”,
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboaxds",
"cloudwatch:GetDashboaxd",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
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"cloudformation:ListImports"”,
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistorxy",
"events:ListRuleNamesByTarget",
"xray:GetSexviceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqs:GetQueueAttributes”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribeLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes"”,
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
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"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration”,
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration”,
"s3:ListAllMyBuckets",
"s3:ListStorageLensConfigurations"”,
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
1,
"Resource": "*"
},
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
]I
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
}I
{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"
]I
"Resource": "*"
}I
{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource"
]I
"Resource": "arn:aws:ssm:*:*:opsitem/*"
}I
{
"Sid": "AllowAccessOpsItem",
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "txue"
}
}
}I
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
}I
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
"Action": [
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"logs:FiltexLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/DevOps-Guru-Analysis": "true"
}
}
},

{
"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/???2?2?2?2????",
"arn:aws:apigateway:* ../restapls/*/resources",
"arn:aws:apigateway:*::/restapis/*/resouxces/*/methods/*/integration"
]

}

]

}

MH|A A HE2 =502 e HRIt gi&LICt. AWS Management Console AWS CLI, EE&=
AWS API0f CHEt QIALO|EE 445t T DevOps Guru7t MH|A 473 o8t g MAIELC.
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0| MH[A 472 g 20| JE oM X|&ete 7152 ArS5t= CHE AMH|A0AM A4S 2t 8t
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A&ELICH MH|A 678 dE S W gst Foll= CHYE 7HAI7 Q&2 X8 + A7 MHZEol| HE 0|F
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MOl Action HEO| 2 YE X[HELICH U2 X|H5t2{H devops-guru: HF AL CHEol API &
A O|E 2 AL ELICHOl: devops-guru:SearchInsights % devops-guru:ListAnomalies).
=% stLtol ofd 2 E x| HsteiH 2 EE FEELICKHOI: "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ]).

Aol Resource HEO| 2|A&A ZIo 2 FUEFIE BRH(*)E ASSHHLE AL SHX| 2812 Amazon
2lAA O|F(ARN)S X|HELICH A UEFIEE AHE504 04 &Y L= 2|AAE XIHE = UE
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arn:aws:devops-guru:us-east-2:123456789012:insight:12345%
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EEXMNZTE M8E = A&LICH
DevOps Guru API 2194 &l ZFodof =8 et

AddNotificationChannel

XFOA.

A'®: devops-guru:AddNotificationChannel

DevOps Guruoll 22l A<l % 7tsts Clof TRELICH 22l IS DevOps Guru7h el B¢
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SlAA: *

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

DevOps GuruoiAM 22! RIS M7H5t7| fIs 2ot 22! RHE2 DevOps GuruZt #5te| &
U2 Jidsts Wdof chel eI 2 El QIMOIEE MdstH O|& FlstofH &2l ol ArSE LU
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ListNotificationChannels
&: devops-guru:ListNotificationChannels
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UpdateResourceCollectionFilter

XFOA.
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devops-guru:UpdateResourceCollectionFilter
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GetResourceCollectionFilter

&' devops-guru:GetResourceCollectionFilter
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DAA: *

ListInsights
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Xt devops-guru:ListInsights
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2lAA: *
DescribeInsight
&td: devops-guru:DescribeInsight
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2lAA: *
SearchInsights
ZrQd: devops-guru:SearchInsights
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ListAnomalies

ZQd: devops-guru:ListAnomalies
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DAA: *

ListEvents

%t d: devops-guru:ListEvents

2lAA: *

ListRecommendations

Ztd: devops-guru:ListRecommendations
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2lAA: *

DescribeAccountHealth

&td: devops-guru:DescribeAccountHealth

U2 A= S QUAIOIE ==, H2l o & QAIO|IE =, AWS HHAM 2ME X|& +=§ HHEHst= O
ZBLICt ol =AHE AF85t0{ AWS H ol & HENE SHE LY.

2lAA: *

DescribeAccountOverview

&t1: devops-gquru:DescribeAccountOverview
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SlAA: *

DescribeResourceCollectionHealthOverview

Zt: devops-guru:DescribeResourceCollectionHealthOverview

DevOps Guru ™8t &= ALE 122



Amazon DevOps Guru Add a permission2|

DevOps Guru0il X|&E Z} CloudFormation AE4Q| B E °._|AF0|501I CHal D2l o & QUAIO|E ==,
LT AR THE QIMOIE & BE 57 A[ZHMTTR)E d

SlAA: *
DescribeIntegratedService

ZrQd: devops-guru:DescribeIntegratedService
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&td: devops-guru:UpdateIntegratedServiceConfig
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aws devops-guru list-notification-channels

2. list-notification-channels & 0{A Amazon SNS F=XA|2| ARNO| Z &=l M IDE 7|8
ol FAAIL. R IDE guidLICt.

o€ £04, ol2iel SE oM arn:aws:sns:region-id:111122223333: topic-name ARNO]|
A= FHof chet R IDE= e89be5F7-989d-4c4c-blfe-e7145037e531 LIt

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
1,
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}
}
]
}

3. the section called "CtE HE 0l A Amazon SNS ZFH|0i| CHEF #5F T3t 7[" 0l M =X &R A+ ID
AE35t0{ CHE A ™M BHE MAMo = o|SErLICH EAO| Condition %04 SourceArn2
XEste €2 FI7I5HAAI2. ARNO|= 2™ ID(0]: us-east-1), &AM & AXFO| AWS HH #HE,
7|88 & M D7 ZEELICH

4OH|0|EEl Condition BE&2 ClS1t Z&LCH

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-

east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"

.
"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z7"

}

}
.
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

g n

]
}
}
.
"responseElements": null,
"requestID": " cb8c167e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"
1,
"Resource":"*"
}
]
}
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