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Admin report summary o ()

We observed anomalous behavior for the role from | indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.
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Overall API call volume info

verall velume of API calls issued by this resource around the scope time.
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Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
Scope time: 09/19/2022 18:00 - 09/20/2022 18:00
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09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B successful calls: 429
Baseline: 212

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)
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Overall API call volume info

Overall volume of API calls issued by this resource around the scope time.

Scope time Info
09/19/2022 18:00 UTC » 09/20/2022 18:00uTC B

(o | |

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
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aws detective list-members --graph-arn <behavior graph ARN>
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aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>
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aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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aws detective describe-organization-configuration --graph-arn <behavior graph ARN>
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aws detective describe-organization-configuration --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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« AWS CLI: B-EZE0|M update-organization-configuration @&S Al&ELICT

aws detective update-organization-configuration --graph-arn <behavior graph ARN>

--auto-enable | --no-auto-enable
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aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable
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aws detective create-members --accounts AccountId=444455556666
AccountId=123456789012 --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>
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aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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« AWS CLI: H23Z=0{M create-members B2 AldistL|C}.

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
message "<Custom message text>"

o[ A

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This
is Paul Santos. I need to add your account to the data we use for security
investigation in Amazon Detective. If you have any questions, contact me at
psantos@example.com."

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
disable-email-notification
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aws detective create-members --accounts

AccountId=444455556666, EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification
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« AWS CLI: start-monitoring-member 2
start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account

ID>
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start-monitoring-member --graph-arn arn:aws:detective:us-

east-1:111122223333:graph:123412341234 --account-id 444455556666

P ez ol M HEH AHE A7
R AEE AN ER| S Jeiz oM ZOiE B AMEE MAHE = J{&Lch.
Detective= AWS GovCloud(O|= S5) & AWS GovCloud(O|= A&) 2|2 AWSH |5t ZZE
M HAMEE RSS2 MAHFLICH
ZOE HH Aol S&F 2z oM MHEH Cch2a 22 Argho| ghaistct
o HIH AZ0| LN B Aol A & HELICH
« Amazon Detectivee= M7HE HHo| 0|6 =&l SEHELICt
Detective= HH HHE ™Al Q| Clo|EHE HAIS= JeizoilA 7|E HIOIE & M7HSHK| &b &Lich.
HH HHEE MAHE = ULt
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1. https://console.aws.amazon.com/detective/0|| A Amazon Detective 2&2 3LICtH.

3
3. A SZolM RIHE 2 B ARl SHolgtg Mesrc

r

2. Detective BM oM HH B2[E MEIEL

SE0|M XA A™H2 MHE + el&LIct
4, EHg MEHEILICH O CHE Al™E g dstE MEdEFLICE
Detective API/CLI
Detective APl EE= AWS Command Line Interface & AFE35104 SZF a2 =Z oM =CHE B #HH
2 M7HE = J&LIch LT ArSE S2 22X 9| ARNS 7HXK{224M ListGraphs &S At
23tLc}.
[~ |

S ez oM ZCHE M H™EE M 74st2{H(Detective API, AWS CLI)

 Detective API: DeleteMembers 242 AFEEILICH T2 = ARN 2! AM|7{E Hbd HHEHe| AlY
AlHX EE8 K|HELICH

i i —

« AWS CLI: BZ3=0{AM delete-members WS AlsHL|C}.

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

o A:

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

Python script

Detective= GitHubO|Ad 2

I AA AJEIEEZE KZ8HLLC} 0| A3
=50 CHEt 22X AHe| S5

2|
|=|
FaBlZ o X|HE HEH AN 222 MHE £ et

0
—l—

GitHub 23 B EE T35t Ar&5t= o] CHEF XHM|IEH LI 2 the section called “Amazon
Detective Python A3 2 E” MME & XM 2.
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https://docs.aws.amazon.com/cli/latest/reference/detective/delete-members.html
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HH A IAM H22 Amazon Detective0ll A 2| HIEH 7| 24of| CHEF HM|A HEHS
Xt Jei=Zof 7|odstete OlHIY =CHE Ol SHE IAM HAo| HIAE 7| & T|o{ &L}

o

MAMZ A83tE{™ <behavior graph ARN>Z Z12i=Z ARNSZ CHA|ELIC

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"detective:AcceptInvitation"”,
"detective:DisassociateMembexship",
"detective:RejectInvitation"

1,

"Resource": "arn:aws:detective:us-east-1:123456789012:gxaph/*"

},

{

"Effect":"Allow",

"Action": [
"detective:BatchGetMembershipDatasouxces",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

]I

"Resource":"*"

}
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Amazon Detective 2, Detective APl EE£= AWS Command Line Interface E{ 7o SEF J2ij=

ZF_EH% = # QAEL—“:I'

SE Oz o E7|(E%)

oM S2F Jei= =CHE = &= U &LICH AWS Management Console.
S Oz Xof E7[(B2)

1. AWS Management Console0i| 22 QIgFL|Ct. & CFF hitps://console.aws.amazon.com/
detective/0l| A Detective 2& & LILC}.

2. Detective B oM AHH 2E|E MEELICEH
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https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective

A 22| mo|x|e| LH 22|kt AlIKolE A 2|HoM ¥ed 91 £EHEl S=F e = FCH7F ZEE o]
A&LICH =& AHHe| A< L 2El[x A-Holle =2 S22 JeilZ

Aol #4Rh 22 7} 71zt F0I2 of Ho|X|ol 2 WIHE A YIztol e Y4 T EAIELICH

Ol SB0ls HEE E0h, TEIE BHA £E BEIX AFCR MAT He{Alo] Z8Elo] x| oL
=3
2t Arjols BEIR AT HE, ZOHE $2H8H R, ZOHOl HAY MEi7H EAIELICH
. SEER| e £0io B MEs ZOHEOE EAIELC
. fErst xrHo| MEHE HAISHE £ HAISHEIX| S ULICH
AEivH 2 A5E B2 A0l S5 2ol Clo|EE MBsts ZHeLic
AEI7H BB AEHE ZS AME S5 2ol GloJE1E MB skl Lt

|5 AEN7| EHAISLE|R| 8o 2 H""Elxl':'._h Detective= GuardDutyE &M
H ol stMelEl A ALK HlAHo =z Qs SxF 2= o| o|0|E| 22 0| Detective &g
= o

AR AMOR Olsh S5 JBHZ ot HY TS £THstx| o= T2 Detectives AW AEHE 433t
Eo2 Wolo|E LIk IR ko™ MEI7H BAEHEIR| S22 RAIELIC

S5 2zt AR HOlEf BB S +8F 4 AU EIH Detectives S22 ST TEHZE T4
SEo2 UCOSH UL, il Bof 2

of 2R AHEHES HA™H s gMsls7| I6H CHE HEH AI-EE A7
& £ &LICH HEIR AME2 AHE o852 &M5E = U&sL|CH

SZ gp= =y _'?'_7|(Detective API, AWS CLI)

Detective APl EE = AWS Command Line Interfacetl A S&F a1 = FCHE LtPE £+ Q& LCt

SE Jef=of cHet L8l =rC & +=HEl =i S [ A 524 (Detective API, AWS CLI)
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« Detective API: ListInvitations &2 A
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« AWSCLI: ¥233=0fM 1list-invitations &

aws detective list-invitations
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/cli/latest/reference/detective/list-invitations.html
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C} Ztotok gFLict 3/ £E=E 280 YUY 10TB MBS Zotete B AMS o F7He 4= 9
Detective= CIlO|E{ F£7} &2 HIE M3 LICH Detective 2£0{| CIOIE|{ 2&0| L{F 3.1 AE7} &
ME[X| A F o2 |RX|EHS UEIH=E L0l ZAELICH

ZOHE HESHH = S 20| M XM 7HE|H Detectives= S&F I2Z0|M A Cl|O|E{E AI2SIK| &b
LIC}.

S a8 Z Zoiofl SH(2E)
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https://console.aws.amazon.com/detective/0l A Amazon Detective 2&2 QLICtH.

2. Detective B2 Z oM AHH #2l& MESRLICH

3. LH 22X AIXHol M =CHE $EHstD SEF 2= of CIolE|E MEBst7| AlEsied™ =0 22
MERgFLCE
ZCHE HHES D =S50l M M7H5t2dH HHES MEdgLCE.

S& Jef= ZrHol S (Detective API, AWS CLI)

Detective APl = AWS Command Line Interfacedl A S&F a2z ol SEE £ l&LCt.

Ol

& el

I

ZCHE 42524 (Detective API, AWS CLI)

« Detective API: AcceptInvitation 242 AFSgfLICH J2i= ARNZ X|[&atof g LICt.

« AWS CLI: BB E0|M accept-invitation B A#ELICH

aws detective accept-invitation --graph-arn <behavior graph ARN>

Szt ez =chol 8§ 144


https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/accept-invitation.html
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of| A

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

s 3
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ZrH
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715 5t 2™ (Detective API, AWS CLI)

- Detective APIl: RejectInvitation &2 AFSEfLICH 2= ARNS X[ aHof g LICt

« AWS CLI: BHE0|M reject-invitation FHES A™ELIC.

aws detective reject-invitation --graph-arn <behavior graph ARN>

of| A

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

SE acizZ oM A A

X743+ Amazon Detectives= HHWM S22 22l Z 2 HIO|IEHHE &5t A
O|E{= S& = of 2oz ol J&Lict.
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SXELICH 7I1E O
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SE agizolM AHE MHES)

AWS Management Console & At&35t04 S2F 2 Z oA HHEHE MHE = U&LICtH

= AN

Szt asizol M AE MHES)

1. https://console.aws.amazon.com/detective/OilA-I Amazon Detective 2&2 iL|C}

2. Detective A oM A 2 2[E MHEHELICE

3. Ul ZElxt AEolM EEletedi= S5 aeizof Chsl B ElE ME=iRfLICH
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https://docs.aws.amazon.com/cli/latest/reference/detective/reject-invitation.html
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SE JeiZ oM A X 7{(Detective API, AWS CLI)

Detective APl EE= AWS Command Line Interface & Al235t0{ S e Z oM AXEE MHE £
&L|Ct.

S& aeiz oM AEE AM74{5t24H(Detective API, AWS CLI)

- Detective API: DisassociateMembership 242 AFSELICH T2 ARNS X|%5HoF &Lt

« AWS CLI: BB E0{|AM disassociate-membership B S MEL|CH

aws detective disassociate-membership --graph-arn <behavior graph ARN>

of| A

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

)
@
®
24
<
D
T
m\OII
L0£

- SE Jei =7t AAIELICH
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
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AWS GovCloud (US) 2| 2| 11 Z4:

« A8 E stixlst7| ™ol AE ElAAE Hiedst OhS MR LICH A8 S stiXIEt Flol= O O]

& S AGH HMAE = ei&LICH

Detective Python 23 2 EE A& 35104 7| £

Amazon Detective= GitHub 2|3 X|E 2| amazon-detective-multiaccount-scripts0il A 2E A A
Python A3 ZE MEE XM3FLICt A3 E0l= Python 30| 2L &fLICt

O|E AL8st0{ Chg HYES +dE & JU&LICH

2
. Mmooz “*'EH Aol Zof ol Y B 4 ALICH AOf oMY HUHK| TS @M A
4T et

IR A O] BITE S5 TEHZolM B A S MABLICH

+ 024 2IT0| ZEIXt Aol CH3h Detective® HIEHAIEHBHLICH B E|XH HIZ0| Detectived HIEH A5t
5o 2 2iTol BElR S S5 2L} Hig s ELIC
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enableDetective.py 23 ZE 2
enableDetective.py A3 R EE C}S &S +&FLICH

1. RIHE 2 2| o] #2|RF A& ol Detective7t OF&] A8t E|o] QIX| f2 AL, SHE 22l At
H|Zof CHEH DetectiveE & A3} ehL|C}.
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disableDetective.py 23 EE 712

disableDetective.py 232 E= X|HE 2Tl EIRt AE S& e Z oM XIHEE HEH A
2 AMELCH

AT RIE|= #ElR Al- F7tstHL MHste 2 E HE AEol 7[& Aws &g o| e EfLic
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4g 0|F 2 ZE H™olAM SUstoF & Lct.

IAM HOIN BBt 23 ARE WAt NE B ASSHE HeLI 28T 48 U
A, Jefzol B F71 Sel A3 R E /I ERE HAHstoi Cha 242 Teto| 2L
* detective:CreateGraph

« detective:CreateMembers

« detective:DeleteGraph

+ detective:DeleteMembers

+ detective:ListGraphs

+ detective:ListMembers

« detective:Acceptinvitation
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https://docs.aws.amazon.com/detective/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-policy-best-practices
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
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JSON

"Version":"2012-10-17",

[

"Statement":

"Allow",

"Effect":

{
"arn:aws:iam: :123456789012:usex/john_doe"

"Principal":

"AWS":
Y,

"sts:AssumeRole"

"Action":
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https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
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EC2 QIAEA AlZF 4l T

1. ZE[XF Ao M EC2 QUAEAE AIEELICH EC2 QIAEAE A|ZHSHE ghedof CHer RFAIEH LY
22 Amazon EC2 A2 AZHEA{ 2| Amazon EC2 Linux SIAEIA A|ZHEL7|E & ZESHMIL. Amazon

* APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
* Boto(Z|4A B{™ 1.15): sudo pip install boto3

B

E|ZX|EZ|E EC2 QIAEA N SHELIC.

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

1. AssumeRole & T&H0| U= HEIRF AHL 24 A|AE H O
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* Python 3
« Boto(Z|A H{T 1.15)
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/blogs//security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs//security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
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Windows 1. Python 3(https://www.python.org/downloads/windows/)&
MARIEFLICEH

2. HHEZETEE LC}.

3. BotoE Mx|5t2{™ pip install boto32 A™EFLICH
4. GitHub(https://github.com/aws-samples/amazon-detective-
multiaccount-scripts)|AM AFZE AA AEE CIRELE

g LICH

Mac 1. Python 3(https://www.python.org/downloads/mac-osx/)=
M 7_<|%|' |_| [_—_|.‘

2. BEEZEZEE ALCt
3. BotoE Mx|3t24™ pip install boto3S Al&EFLICH

4. GitHub(https://github.com/aws-samples/amazon-detective-
multiaccount-scripts)HIM AJEE AA FEE CIREE
g LICH.

Linux 1. Python 38§ MX|5l2i™ Ctg & StLIE A>T LICH
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python

T

2. Boto& M%|5t24™ sudo pip install boto32 A E!
L|Ct.

3. https://github.com/aws-samples/amazon-detective-mul
tiaccount-scriptsOlA AFBE AA FAEE SH|ELICH
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https://www.python.org/downloads/windows/
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https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://www.python.org/downloads/macos/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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Hr ol £0f LIAFLICH Z HH AE 50l AWS HE ID2t AEHe| FE ASK o|HIY

111122223333, srodriguez@example.com
444455556666, rToe@example. com

enableDetective.py A&

EC2 QIAEAA = 27 AAEI0|M enableDetective.py AJREE AMHE £~ QlaL|CH
enableDetective.pyS A35l2{™
1. .csv IIYES EC2 QIAEIA E= 22 A|AHEIO| amazon-detective-multiaccount-

scripts CIREZ|0| SAHELICEH
2. C|HE{Z|& amazon-detective-multiaccount-scripts® #HEFLICH

3. enableDetective.py A3 EE A,

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email
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administratorAccountID
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inputFileName
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--tags Department=Finance, Geo=Americas
regionlList
(M A BEIR Al S5 IHZol W AIMS F7He BiMel 4ER TRE 2L
of| A

--enabled_regions us-east-1,us-east-2,us-west-2
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disableDetective.py A%
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disableDetective.pyZ AlEHsIE
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I
Mg MX5te{™ chSa 20l disableDetective.py A3 EEE MEFLICE

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. B2 E 2[™o| 2Rt HHof CH3H DetectiveE H|2&H355t2{™H --delete-master ZEH1E AIR
5l0 disableDetective.py AR EE AMSELICE

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionList --delete_master

AFERIEE AHE M ChS 2L S HhELICH
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administratorAccountID
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roleName
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inputFileName

2HElRF Aol S5 JeiZoM MAHE HH AE =50| £04 JUE .csv T 0|F.
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regionlList
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--disabled_regions us-east-1,us-east-2,us-west-2
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets"
1,
"Resource": "*"
},
{
"Sid": "S30bjectPermissions",

"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I

"Resource": [
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"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"
]I
"Resource": [
"arn:aws:glue:*:123456789012:database/amazon_security_lake*",
"arn:aws:glue:*:123456789012:table/amazon_security_lake*/
amazon_security_lake*",
"arn:aws:glue:*:123456789012:catalog"

3},
{
"Effect": "Allow",

"Action": [
"athena:BatchGetQuexyExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQuexyExecutions",
"athena:StartQueryExecution",
"athena:StopQuexyExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ssm:GetParametersByPath"

1,
"Resource": [
"arn:aws:ssm:*:123456789012:parameter/Detective/SLI"

Y,
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{

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministratoxrs"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"securitylake.amazonaws.com"
]
}
}
}

e
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1. of 212! AWS Management Console 3t 11 https://console.aws.amazon.com/iam/ IAM 2&2 &

=

L|CF.
2. |IAM 2£0o| B FolM geg 2 MElstD g MMHS MEdSrLCt
3. QMEE £ Q= AE{E| ME(Select trusted entity)0ll A AWS AMH|A( service)E MEHEILICY.
4. CloudFormationg MEAEFL|CE J2[1 ChES MEIFLICH
5. A& 0|2 =g LIct. 02 E04 CFN-DetectiveSecuritylLakeIntegration®lL|C}.
6. CtZ Qe Mg dghof A7 LICH & AWS HH ID<Account ID>E HbELICH
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
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1,

"Resource": [

"arn:aws:cloudformation:*:aws

"Sid": "IamPermissions",
"Effect": "Allow",
"Action": [

1,

"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"

"Resource": [
"arn:aws:iam::111122223333:x0le/*-ResourceShareAcceptorLamb-*",
"arn:aws:iam::111122223333:r0le/*-SsmParametersLambdaRole-*",
"arn:aws:iam::111122223333:x0le/*-GlueDatabaseLambdaRole-*",

"arn:aws:iam::111122223333:role/*-GlueTablesLambdaRole-*",

:transform/*"

"arn:aws:iam::111122223333:policy/*"

"Sid": "S3Permissions",
"Effect": "Allow",
"Action": [

1,

"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",

"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

"Resource": [

"arn:aws:s3::*"

3EA: BlAA S 7 ARN ECi
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"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

]I

"Resource": [
"arn:aws:lambda:*:111122223333:function:*"

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"

1,
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"

"Sid": "KmsPermission",
"Effect": "Allow",
"Action": [

"kms :Decrypt"

1,
"Resource": "arn:aws:kms:*:111122223333:key/*"

2CHA|: IAM Bt =R|of| Het =9t

0|71 EtH|0f| A A4 448t CloudFormation AMH|A 3
gfL|C}. CloudFormation AMH|A &g XME st

164



Amazon Detective

S
Q
rr |
b
4o mo
O

® Note

CS HAMo M AF& &= CFN-DetectiveSecuritylakeIntegration O|™ Creating

dde = of IAM 2o =X E +~slioF FLICH IAM Mg Fotste o E
.l

etective 22|t AH | ZrE|XH|AH| £ 2| LICE.

an AWS CloudFormation AMH|A 238t EtAH|0|AM MM 8 dst2 LIEIHLICE O|E0| CHE &
2 O[T EtA|0| M 248t dE ol o2 HAELICE

JSON

"Version":"2012-10-17",
"Statement": [

{

"sid": "PassRole",

"Effect": "Allow",

"Action": [
"iam:GetRole",
"iam:PassRole"

1,
"Resource": "arn:aws:iam::111122223333:role/CFN-

DetectiveSecuritylakeIntegration"

Y,

{

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
]I
"Resource": "arn:aws:cloudformation:*:111122223333
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam::111122223333:xrole/CFN-

DetectiveSecuritylLakeIntegration"

:stack/*",
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"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

]I

"Resource": "arn:aws:cloudformation:*:111122223333:stack/*"

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchPermissions",
"Effect": "Allow",
"Action": [
"logs:GetLogEvents"
]I

"Resource": "arn:aws:logs:*:111122223333:1og-group:*"
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O|0f Step 2: Add the required IAM permissions to your account]EH7|0{A]
IAM &2 428 IAM EoF XDt AL E = JU&LCH

 ResourceShareARN - O| EE & O|2] AKX JU&LICt ol HEof gf2 #HE5HK| OtMIR.

T8t

IAM 238t - Creating an AWS CloudFormation Service Role Et7|0{A] BHE Ad&rE MEH
grLick X IAM &0l Creating an AWS CloudFormation Service Role EtAH|9| El
HEto| 25 U= B O| HEE HIH & =& U&LICh

SQ ARE ZF HESto] MBS 2 AR MY HES ZERIELICH AtMEH LIEB2 MEE OIS
IAM E|&AE HESML.

ResourceShareAcceptorCustomResourceFunction

- ResourceShareAcceptorLambdaRole

- ResourceShareAcceptorLogsAccessPolicy
SsmParametersCustomResourceFunction

- SsmParametersLambdaRole

- SsmParametersLogsAccessPolicy
GlueDatabaseCustomResourceFunction

- GlueDatabaselLambdaRole

- GlueDatabaselLogsAccessPolicy
GlueTablesCustomResourceFunction

- GlueTablesLambdaRole

- GlueTableslLogsAccessPolicy
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"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [

"s3:GetObject",
"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

£ AthenaResultsBucket O|§ 22 HI®E athena-results-bucket LICI.& AWS
CloudFormation &0 M &€ AthenaResultsBucket £ {U&LICt.

1. https://console.aws.amazon.com/cloudformation CloudFormation 2& 2 3L|C}.
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6. CloudFormation EEZZ/0{M 2t S HERLICH
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£ 2 2{™ Amazon Detective2t Amazon Security Lake S & - Al 28>
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1. https://console.aws.amazon.com/detective/0{| A Detective &

Ms MEHSE £ AWS accountS ZAAMehL|Ct.

2. EHMEFOMAM =l
3. TAMAPIZE =5 MMM B AlZhol CHEF MIF EE EAIE MEFLICH
4. 07[olM Al 2 HHEIE AlEY = J&LICH

Detective » Search > AwsAccount/714603721603

Scope time Info

714603721603
12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

AWS account Info

Q Query raw logs

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £

Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 6 2
> 2 1
1 0

Al 21 0|2 27| E|o]E2 € S8l Security LakeOll M CIO|E{E F2|5tof ZAAist 21 L O|HEE &
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https://www.youtube.com/embed/A_EWd2lvVW0
https://console.aws.amazon.com/detective/
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Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »

date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc

Close ’ See results in Athena [ ‘ Download results

Al 2 HE| HOIEMA 2l A2 F A8, Amazon AthenadllA ZTHE &Qlstn, A E &E
2 FEF 7,t( CSV) D2 COHRECE = A&LIch
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« YAl 23 & Security Lake 21 E|0|E20] EAIZ|7| T0 Detectivedl|] MBE = U&LICH LISl C}
A AZS FML.

- Security LakeOll M 237t FE RS = U&SLICH 2 Azt 7|CHEl B2 Security LakeO| A 21
7} FEHEl Zdo 2 E A|EILICH Security Lake 2 E2IXH0lA E2l5t04 o] EXIE SHASM L.

of A

- AWS ghof CHEt €Al 21 F 2|

« Amazon EKS ZHAE0| CHEE HAI 2O FHE|
« Amazon EC2 QIAEIAOf CHEt RA| 21

AWS ghoi| CHet #HAl =21 #E|

M X|2|1H 2| XIo M AWS & 9| & FE 0[aliste4E Detective 2E 0 =& + AU&LICH
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AWS HEgo| Al 2O E FE[etedH

B W D

https://console.aws.amazon.com/detective/0| A Detective 2& & LICt.

Xl 29 Ho|x|olMH M=z gHaEl X|2|1H X MMHoM AWS d& = 7|Fal SLICH

B FHoMH AME MEIE = AWS roled AMELICH

fok
M
[0
H

AWS Hgol Ze BlaAE HE S0 e 2laaTt e IP FA0M AT S API

ZAMstEAE API & ol E27| ol0|Z & MEistod Al 21 0|2 27| Bo|E2& GLct.

Activity for time window: L

D)

Observed IP addresses APl method by service Resource
Q, Search 1
IP address v Successful calls v Failed calls v Location v Actions
4 289 284
[ 4 63 0
4 42 0
4 21 0

Amazon EKS ZHAE| CHEF Al 2 2|

https://console.aws.amazon.com/detective/0f| A Detective 2& & LIC}.

dEE ZETH Y B2 AEolH Ee14H Z K| 29F T O|X|0| A Amazon EKS 2EHAEZ 0|
g LICH

Amazon EKS A E AME HE 1 0|X|0|AM Kubernetes API &€& B MEHELICE

O| Amazon EKS 22{AE{2t #ZE T Kubernetes API & MMM 22| AlZtol Tt Ml
HE EAIE MEELCH

Ol 1L

of7|0lM Al 21 22§ AEE + U&LICH
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1. https://console.aws.amazon.com/detective/0l| M Detective 2& & JL|C}.

2. ErM 3o AME MEISH & Amazon EC2 instance2 ZAAELICH
3. XA VPC 2 EE MMM ZASIE{E API 21 55 Qo| EX 7| 00|22 MEHSI0] RIA| 2
I o2l 27| Eolgg Yuct.

4. of7|olM Al 21 REIE AIFE + UA&LICH

Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) .~ @ Toggle overall traffic Q Query raw logs
| Q Filter ‘ 1 2 3 4 5 6 7 . 888 >
O IP address v Local port A4 Remote v Inbu.und Outl:lluund v Protocol v Directionality ¥ Act-:ept / v Actions
port traffic traffic Reject
O 22 - 44.7 kB 57.7 kB TCP Inbound Accept E
O 22 - 2408 480 B TCP Inbound Accept Q
0 22 - 61.1kB 75 kB TCP Inbound Accept Q
O 22 - 59.6 kB 70.8 kB TCP Inbound Accept Q
(] 22 - 2408 5408 TCP Inbound Accept Q

Al 21 0|2 27| Eo]lE2€ S8l Security LakeOll M CIO|E{E | 2|5tof ZHAst 21 L O|HEE &
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CloudFormation AEH AFX]|

7|1E AEE AKX ofom SUSH 2T A AERHS MAME 4~ Q& LICH CloudFormation 2£&
ME35}7{L} AWS CLIE A2 35}04 CloudFormation AB S AFK|E 4= Ql&LICH

CloudFormation AEBZ AFA|SlE{MH(Z E)

1. https://console.aws.amazon.com/cloudformation AWS CloudFormation 2&2 3L|C}.

2. CloudFormation & 2| [AEH#(Stacks)] H O|X|0{A A KIS ABMS MEASFL|CEH ARO[ 24X A
S 0|o4of gfLCt.
3. AEAER HE FolM AXME MEiFLICEH
4. MA|R[7} LEEFLEEH AEE AKX E MEREFL|CEH
® Note
AEH AR TF A[ZFE Fol= AR AKX AU E SX[E = I&LICH ARO|

~

DELETE_IN_PROGRESS AE{Z H}E|L|Ct.

>
12

AX|7F et 2 | AEHO| AEH7} DELETE_COMPLETEZ HFE/LICE.

>
12

MM 27 =X siZ

Delete HES Z2!8t £ Failed to delete stack MA|X|Q &7 HEH 2B I} EAZE B2,
IAM d&of AEHES AKX & CloudFormation 80| Qi ZAlLIC HI& B 2|Rtof|AH| 2|5t & %
APAMIEFLICE.

ﬂll

CloudFormation AE4Z AF K528 (AWS CLI)

AWS CLI QlE{mHo|A0f CIS HHEE l=dEL|Ct.

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylLakeIntegration= Creating an AWS CloudFormation
Service RoleTHH0lA et AMHH|A &Lt
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"Action": [
"detective:ListInvitations",
"detective:AcceptInvitation",
"detective:RejectInvitation",
"detective:DisassociateMembership

1
9P°":9F':(*)% AF235H04 o Bt e KIHE £ U&LICEH o€ E0{ S& aei=of AFHE == o]
£ zt2|5te4™ Detective2| B 2|AF | 0| CHS 2tdg &g &= Uo{oF FLIC

- M AN =5 E7|(ListMembers).
H

MERSH HIE 7ol CH$t HE 7HX{27|(GetMembers).

« HH AHEE 5= aeizol ZCH(CreateMembers).
« SE J2iZ ol B AfA|(DeleteMembers).
Olg{st 2td2 W 2 LIY¥SH= CHAl, Members EHO{2 L= 2 E 4o CHSE HMA HEHE £ 0
g = U&LCH olof CHEt HAMol|= ChEa 22 2ol =& E = J&LIct

"Action": "detective:*Members"
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Resource JSON Ha @ A= 20| M L|= 5tLF Ol 0| A E X|HELICH 2 Arad[of| 2t

"Resource": "*"
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arn:aws:detective:${Region}:${AccountId}:graph:${GraphId}

Resource £0iAM 0| S&f 2= & AlEslE{™ CHZ ARNS ALSELICH

"Resource": "arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf®b883093cab899"

Resource 20| 04 EIAAE X|H5t2{HH ARNE &lEZE FE&LIC

"Resource": [
"resourcel",
"resource2"

o€ S04, E 0|42 S& Oz oM SUSH AWS AHE HH HHoZ ZCHE £+
B 7H[H 2| HAHo| M Resource 20 ZOIE &2 S& 2= 71 LIQEE|0o] U &LICEH

"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf®b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]
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"Resource": "*"
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{"StringEquals"{"aws:ResourceTag/<tagName>": "<tagValue>"}}

0 & £01, Department E12| Zt0| Finance® AR LIS I EE AIE5104 2 52 5H7LE HE
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{"StringEquals"{"aws:ResourceTag/Department": "Finance"}}
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g ddsts $HE 2o ELICH o Aoz E£0AM EE= AWS CLI EE£= AWS APIE At 6104
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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{"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembexrs", "detective:DeleteMembers", "detective:
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899"
}I

{
"Effect":"Allow",

"Action":["detective:CreateGraph","detective:ListGraphs"],
"Resource":"*"

TEIR AY: ZALE I3t S a8z AL

O| oAl M2 ZA FSHMo =2

Sk Bt ZER AE AFSAHE Tl ez BLICH ALS
e SE 2z oM HH AE

=
—
B HEE + gisLUoh

JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource'":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eaktaacaf@b883093cab899"
},
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{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"
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2fLICH O ol&i|of| A ML 7

0| oAl ZRHS M H X0l &5t AFRAIE DAl = 13 H
Mo x Xt iz ol M HH HXe A 4%*@%%%04
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{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation"”,"detective:RejectInvitation","detective:DisassociateMembexs
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eaktaacaf0b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

}I

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

Zhe|xt Al Bl gL 2 TIE e 2 HAMA KB

CHS QA2 AL A7 S& JeiZ 0] SecurityDomain EN27F AF&RH2| SecurityDomain Ef19t
UX[SH=X| 4R E ZTALSHT| 2l5 S2 12 ZE MEE &= U T HEFLICHL
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:SearchGraph"
1,
"Resource": "arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/
SecurityDomain"
}
}
},
{
"Effect": "Allow",
"Action": [
"detective:ListGraphs"
]I
"Resource": "*"
}
]
}

CtS MM 52 a3z ol SecurityDomain E{1 2Ol FinanceQ! B AFEX}7} S& gz E =
Aol AMEE = QRS FLICH
JSON
{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
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"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}

}1
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"
1,
"Resource": "arn:aws:guardduty:*:*:detectoxr/*"
},
{

"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"
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},
{
"Effect": "Allow",
"Action": [
"securityHub:GetFindings"
]I
"Resource": "*"
}

AWS 22|13 MEH: AmazonDetectiveMemberAccess

AmazonDetectiveMemberAccess HAE |AM AE{E[0of HAZEE £+ AU&LILCE.
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{
"Version":"2012-10-17",
"Statement": [
{

0o
1z
0%
x

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation”,
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembexship",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation™

1,

"Resource": "*"
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JSON
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "DetectivePermissions",

"Effect": "Allow",

"Action": [
"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasouxces",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState",
"detective:GetMembexs",
"detective:GetPricingInformation",
"detective:GetUsageInformation"”,
"detective:ListDatasourcePackages",
"detective:ListGraphs"”,
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResouxce",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation"”,
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
"detective:ListIndicators",
"detective:InvokeAssistant"

1,

"Resource": "*"
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"Sid": "OrganizationsPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

]I

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS 2|3 H3: AmazonDetectiveOrganizationsAccess

AmazonDetectiveOrganizationsAccess HAE |IAM SIE{E|o] Q1Z4E &= Ql&LICt
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:DisableOxganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSSexrviceName": "detective.amazonaws.com"

}
}I
{
"Effect": "Allow",
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"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"”,
"organizations:ListAccounts"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministratoxrs"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"
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AWS Z+2|3 =8 AmazonDetectiveServiceLinkedRole

o
DetectiveOll A ALE XIS CHAIGHO] XS +8lsh &= QT E MH|A @44 d&tof AZQEILICH REMIEH LY
22 the section called “MH|A 44 &t AL EHHE B XA AL,

JSON
{
"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts”

]I

"Resource": "*"

}
]
}
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"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"azrn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5S5KSPGGIV/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R5S5KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []
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aws detective list-tags-for-resource --resource-arn <behavior graph ARN>
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