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AWS HIE ZE| AE HEAM
{
"Action": [
"ce:GetAnomalyMonitors",
"ce:CreateAnomalyMonitox"
1,
"Effect": "Allow",
"Resource": "arn:aws:ce::999999999999:anomalymonitor/*"
}I
{
"Action": [
"ce:GetAnomalySubscriptions",
"ce:CreateAnomalySubscription"
1,
"Effect": "Allow",
"Resource": "arn:aws:ce::999999999999:anomalysubscription/*"
}
]
}
IAM QIE{E|7} 0|4 ZLIEHE UOIO|ESIHLE A XISt S 518 35t24H of WA of ok HIRE HHS

ALE &L

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ce:UpdateAnomalyMonitox",
"ce:DeleteAnomalyMonitox"
]I
"Resourxce": [
"arn:aws:ce: :999999999999:anomalymonitox/f558fa8a-
bd3c-462b-974a-000abc12a000",
"arn:aws:ce: :999999999999:anomalymonitox/f111fa8a-
bd3c-462b-974a-000abc12a001"
]
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E 20| Q= 7S o] MM ofx RAE HHMS NS AL,
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ce:UpdateAnomalyMonitox"
1,
"Resource": "arn:aws:ce::*:anomalymonitor/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Ownexr": "${aws:username}"
}
}
}I
{
"Effect": "Allow",
"Action": "ce:GetAnomalyMonitors",
"Resource": "*"
}
]
}
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2. AE=XZQIEJ}I Amazon SNS FHMZEE HAIXIE £ 3%‘:‘4 HIAIX|E 94 C}Z anomalyDetailsLink
URLZ Br&LICH CHS 0dlAl= Amazon SNSE S8 AWS H|& 0|4 B X[Q| HIA|X|IL]Ct.
{

"accountId": "123456789012",

"anomalyDetailsLink": "https://console.aws.amazon.com/cost-management/home#/
anomaly-detection/monitors/abcdefl12-1234-4ea0-84cc-918a97d736ef/anomalies/12345678-
abcd-ef12-3456-987654321a12",

"anomalyEndDate": "2021-05-25T00:00:00Z",

"anomalyId": "12345678-abcd-efl12-3456-987654321a12",

"anomalyScore": {

"currentScore": 0.47,
"maxScore": 0.47

.

"anomalyStartDate": "2021-05-25T00:00:00Z",

"dimensionKey": {

"type": "DIMENSION",
"key": "SERVICE"

1,
"dimensionalValue": "ServiceName",
"impact": {
"maxImpact": 151,
"totalActualSpend": 1301,
"totalExpectedSpend": 300,
"totalImpact": 1001,
"totalImpactPercentage": 333.67
1,
"monitorArn": "arn:aws:ce::123456789012:anomalymonitor/

abcdef12-1234-4ea@-84cc-918a97d736ef",
"rootCauses": [
{
"linkedAccount": "AnomalousLinkedAccount",
"linkedAccountName": "AnomalousLinkedAccountName",
"region": "AnomalousRegionName",
"service": "AnomalousServiceName",
"usageType": "AnomalousUsageType",
"impact": {
"contribution": 601,

1,
"subscriptionId": "874cl00c-59a6-4abb-al0@a-4682cc3f2d69",
"subscriptionName": "alertSubscription"
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{
"Sid": "E.g., AWSAnomalyDetectionSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
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"Action": "SNS:Publish",
"Resource": "your topic ARN"
}
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"Action": "SNS:Publish",
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"Vexrsion": "2012-10-17",
"Statement": [
{
: "Allow",

"Effect":
"Principal": {
"Service": "costalerts.amazonaws.com"

},
[

"Action":
"kms : GenerateDataKey*"

"kms :Decrypt"

1,
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{

"Condition":
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{
"version": "Q",
"id": "<id>", // alphanumeric string
"source": "aws.ce",
"detail-type": "Anomaly Detected",
"account": "<account ID>", // 12 digit account id.
"region": "<region>", // Cost Anomaly Detection home region.

"time": "<date>", // Format: yyyy-MM-dd'T'hh:mm:ssZ
"resources": [
"arn:aws:ce::123456789012:anomalymonitor/abcdef12-1234-4ea0-84cc-918a97d736ef"
1,
"detail": {
"accountName": '"<account name>",
"anomalyEndDate": "2021-05-25T00:00:00Z",
"anomalyId": "12345678-abcd-efl12-3456-987654321a12",
"anomalyScore": {
"currentScore": 0.47,
"maxScore": 0.47

.

"anomalyStartDate": "2021-05-25T00:00:002",

"dimensionValue": "<dimension value>", // service name for AWS Service Monitor
"feedback": "string",

"impact": {

"maxImpact": 151,
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"totalActualSpend": 1301,
"totalExpectedSpend": 300,
"totalImpact": 1001,
"totalImpactPercentage": 333.67

},
"rootCauses": [
{
"linkedAccount": "<linked account ID>", // 12 digit account id.
"linkedAccountName": "<linked account name>",
"region": '"<region>",
"service": "<service name>", // AWS service name
"usageType": "<usage type>", // AWS service usage type
"impact": {
"contribution": 601,
}
}
1,
"accountId": "<account ID>", // 12 digit account id.
"monitorArn": "arn:aws:ce::123456789012:anomalymonitor/
abcdefl12-1234-4ea@-84cc-918a97d736ef",
"monitorName": "<your monitor name>",
"anomalyDetailsLink": "https://console.aws.amazon.com/cost-management/home#/

anomaly-detection/monitors/abcdefl12-1234-4ea0-84cc-918a97d736ef/anomalies/12345678-
abcd-ef12-3456-987654321a12"

H|2 O|AF EFX|QF 74 AWS AI2AF 2] AR

AWS AHEXH S EIS AFE35H0 H|E 0|4 BFX| O|HIE o] CHE LIS B2 ME Md2 HdYE = UE
LICt OJHIEZ} X8t p&ln Ux|5tH g &S B&LICH O|HIY, Amazon Chime, Microsoft Teams,
Slackzt Z2 & o Z2|7H0| 2| Amazon Q Developer == AWS 2& T HHY ofZZ|ZH0[M FA|
222 HIRE o{] RS S5H O|HIEN| CHEF L B2 22 &= USLICH AWS AFEX L& &0 M
= L2 HEE AIS5to SEE 2 = UELIC

AWS ALEXH L2 AL XIHStEE § O|HE Jof +Alsts L3 +8 £ = USLICH XHA

AWS AFZ A S22 AL 3t2{™ 2HHE AWS Identity and Access Management(IAM) #&H0| 1040k

=
grLCH 1AM B8F 2o CHS REMIEH LHE 2 AWS AF2 A} 22l AF8 M A 2| Creating a notification
configurationg & X3St A|IR
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https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html
https://console.aws.amazon.com/notifications/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/getting-started.html#getting-started-step1
https://docs.aws.amazon.com/notifications/latest/userguide/getting-started.html#getting-started-step1
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"version": "0Q",
"id": "<id>", // alphanumeric string
"source": "aws.ce",
"detail-type": "Anomaly Detected",
"account": "<account ID>", // 12 digit account id.
"region": "<region>", // Cost Anomaly Detection home region.
"time": "<date>", // Format: yyyy-MM-dd'T'hh:mm:ssZ
"resources": [
"arn:aws:ce::123456789012:anomalymonitor/abcdef12-1234-4ea0-84cc-918a97d736ef"
1,
"detail": {
"accountName": '"<account name>",
"anomalyEndDate": "2021-05-25T00:00:00Z",
"anomalyId": "12345678-abcd-efl2-3456-987654321a12",
"anomalyScore": {
"currentScore": 0.47,
"maxScore": Q.47

},
"anomalyStartDate": "2021-05-25T00:00:00Z2",
"dimensionValue": "<dimension value>", // service name for AWS Service Monitor
"feedback": "string",
"impact": {
"maxImpact": 151,
"totalActualSpend": 1301,
"totalExpectedSpend": 300,
"totalImpact": 1001,
"totalImpactPercentage": 333.67
},
"rootCauses": [
{
"linkedAccount": "<linked account ID>", // 12 digit account id.
"linkedAccountName": "<linked account name>",
"region": "<region>",
"service": "<service name>", // AWS service name
"usageType": "<usage type>", // AWS service usage type
"impact": {

"contribution": 601,
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}
}
1,
"accountId": "<account ID>", // 12 digit account id.
"monitorArn": "arn:aws:ce::123456789012:anomalymonitor/
abcdefl12-1234-4ea@-84cc-918a97d736ef",
"monitorName": "<your monitor name>",
"anomalyDetailsLink": "https://console.aws.amazon.com/cost-management/home#/

anomaly-detection/monitors/abcdefl12-1234-4ea0-84cc-918a97d736ef/anomalies/12345678-
abcd-ef12-3456-987654321a12"

}
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"detail": {
"impact": {
"totalImpact": [{
"numeric": [">", 100]
1,
"totalImpactPercentage": [{
"numeric": [">", 10]

]
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{
"detail": {
"dimensionValue": ["Amazon Elastic Compute Cloud - Compute"],
"monitorName": ["aws-services-monitor"]
}
}
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{
"detail": {
"dimensionValue": ["ApplicationTeam:Frontend"],
"monitorName": ["dimensional-CAT-monitor"]
}
}
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{
"detail": {
"rootCauses": {
"region": ["us-east-1"]
}
}
}
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{
"detail": {
"dimensionValue": ["ApplicationTeam:Frontend"],
"monitorName": ["dimensional-CAT-monitor"],
"impact": {
"totalImpact": [{ "numeric": [">", 100] 1}],
"totalImpactPercentage": [{ "numeric": [">", 10] }]
1,
"rootCauses": {
"region": ["us-east-1"]
}
}
}
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Cost Explorer APIO|A H|& 2LIE{ & 4 & 52 4X|509 Cost Anomaly
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https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalyMonitor.html
https://docs.aws.amazon.com/aws-cost-management/latest/APIReference/API_DeleteAnomalySubscription.html
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Policy for opting in all accounts in your organization

JSON

"Version":"2012-10-17",
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https://docs.aws.amazon.com/cost-management/latest/userguide/coh-delegated-admin.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cost-management/latest/userguide/coh-trusted-access.html
https://docs.aws.amazon.com/cost-management/latest/userguide/coh-trusted-access.html
https://docs.aws.amazon.com/cost-management/latest/userguide/coh-trusted-access.html
https://docs.aws.amazon.com/cost-management/latest/userguide/coh-trusted-access.html
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"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/cost-
optimization-hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub",
"Condition": {"StringLike": {"iam:AWSServiceName": "cost-
optimization-hub.bcm.amazonaws.com"}}
},
{
"Effect": "Allow",
"Action": "iam:PutRolePolicy",
"Resource": "arn:aws:iam::*:role/aws-service-role/cost-
optimization-hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub"
},
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringLike": {
"organizations:ServicePrincipal”: [
"cost-optimization-hub.bcm.amazonaws.com"
]
}
}
},
{
"Effect": "Allow",
"Action": "cost-optimization-hub:UpdateEnrollmentStatus”,
"Resource": "*"
}

Policy for opting in a single account

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/cost-optimization-
hub.bcm.amazonaws.com/AWSServiceRoleFoxCostOptimizationHub",
"Condition": {"StringLike": {"iam:AWSServiceName": "cost-
optimization-hub.bcm.amazonaws.com"}}
}I
{
"Effect": "Allow",
"Action": "iam:PutRolePolicy",
"Resource": "arn:aws:iam::*:role/aws-service-role/cost-optimization-
hub.bcm.amazonaws.com/AWSServiceRoleFoxCostOptimizationHub"
}I
{
"Effect": "Allow",
"Action": "cost-optimization-hub:UpdateEnrollmentStatus",
"Resource": "*"
}
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https://docs.aws.amazon.com/compute-optimizer/latest/ug/getting-started.html
https://console.aws.amazon.com/costmanagement/
https://console.aws.amazon.com/costmanagement/
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JSON

{

"Version":"2012-10-17",
"Statement": [

{

"Sid": "CostOptimizationHubAdminAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses"”,
"cost-optimization-hub:UpdateEnxrollmentStatus",
"cost-optimization-hub:GetPreferences",
"cost-optimization-hub:UpdatePreferences",
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries",
"organizations:EnableAWSServiceAccess"
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"Resource": "*"

"Sid": "AllowCreationOfServicelLinkedRoleForCostOptimizationHub",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": [
"arn:aws:iam::*:role/aws-service-role/cost-optimization-
hub.bcm.amazonaws.com/AWSServiceRoleFoxCostOptimizationHub"
]I
"Condition": {
"StringlLike": {

"iam:AWSSexrviceName": "cost-optimization-
hub.bcm.amazonaws.com"
}
}
},
{
"Sid": "AllowAWSServiceAccessForCostOptimizationHub",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"organizations:ServicePrincipal”: [
"cost-optimization-hub.bcm.amazonaws.com"
]
}
}
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "CostOptimizationHubAdminAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses"”,
"cost-optimization-hub:UpdateEnrollmentStatus"”,
"cost-optimization-hub:GetPreferences",
"cost-optimization-hub:UpdatePreferences",
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

]I

"Resource": "*"

}
]
}
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CLI
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--service-principal cost-optimization-hub.bcm.amazonaws.com
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aws organizations deregister-delegated-administrator \
--account-id 123456789012 \
--service-principal cost-optimization-hub.bcm.amazonaws.com
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aws cost-optimization-hub update-preferences

--preferred-commitment '{"term":"OneYear", "paymentOption":
"NoUpfront"}'
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AWS Pricing Calculator 0l A= Amazon EventBridge0ll O|HIEE MM&5t= Ol £

et&Lct.
O|HE MAIX| = of A

BillEstimate 4443

"version": "0",

"id": "00000000-0000-0000-0000-000000000001",

"detail-type": "BillEstimate Created",

"source": "aws.bcm-pricing-calculator",

"account": "111122223333",

"time": "2024-09-12T13:47:3472",

"region": "us-east-1",

"resources": ["arn:aws:bcm-pricing-calculator::111122223333:bill-
estimate/00000000-0000-0000-0000-000000000000"],

"detail": {
"id": "00000000-0000-0000-0000-000000000001",
"name": "amzn-example-name"

}

BillEstimate 43

"version": "Q",

"id": "00000000-0000-0000-0000-000000000002",
"detail-type": "BillEstimate Succeeded",
"source": "aws.bcm-pricing-calculator",
"account": "111122223333",

"time": "2024-09-12T13:47:347",

"region": "us-east-1",
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"resources": ["arn:aws:bcm-pricing-calculator::111122223333:bill-
estimate/00000000-0000-0000-0000-000000000002" ],
"detail": {
"id": "00000000-0000-0000-0000-000000000002",
"name": "amzn-example-name"

Bill[Estimate &JIH

"version": "Q",
"id": "00000000-0000-0000-0000-000000000003",
"detail-type": "BillEstimate Failed",
"source": "aws.bcm-pricing-calculator",
"account": "111122223333",
"time": "2024-09-12T13:47:347",
"region": "us-east-1",
"resources": ["arn:aws:bcm-pricing-calculator::111122223333:bill-
estimate/00000000-0000-0000-0000-000000000003" ],
"detail": {
"id": "00000000-0000-0000-0000-000000000003",
"name": "amzn-example-name",
"failureReason": "We can't process this request right now because of
internal error. Try again later."

}
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Amazon Q Developer= Budgets APIE At&3t09 o & 7248 2 ArEfof| CHEE HEE AMELCH

- DescribeBudgets: 712t 2! AlA| X|£ & Z & et ofdt MR HEE HAghLCt.

Z 2| Efod

Amazon Q Developere Z 2| E|0{ APIs AF&5l04 Z 2| E[o] AF20f CHEt HEE Z4M8hL|ct.

- GetFreeTierUsage: $1AH Z 2| E|0] At &S ZHMFHLICH.

rO

« GetAccountPlanState: Al A& & & = 2| E|o{ XtHof CHEt HEE ZHMELICE

« ListAccountActivities: =7} Z2| E|0{ RS &S5Vl FE = A= AH S5 =82
LIC}.

* GetAccountActivity: &7t Z2| E[o{ XS &ES67| ol FE = U= §E AY s MF

HE AMgLc

AWS 7} E
Amazon Q Developere= Price List APIs AF&3t0{ AWS MH|A0| CHEt 70 23 HEE AME

« DescribeServices: A& 7t58t AWS MH|A S8 AAHELICE
+ GetAttributeValues: MZ £40i CHst &8 4t AMerLICt.

« GetProducts: 5 ME0 CHE 28 HEE ZHMELICEH
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« Period-over-period #14: MO =740t tiE g HESE F 7|7t 7to| H|& A} O[& H|AtELICH

- B BAAM: vCPU AlZHE HIE, GB/& AEZIX|Y HI® = API QEY HISD Z2 X|EE At
ot
= .

« §& Q2: Savings Plans EE= 04|9f QIAEAO|M RIS M8 F EHY f5 H|IES ALEL

Amazon Q Developer= ZF &0l CH3H CI|O|E{E AASt T X 2|5t= Yol CHE 2 st FEHEE A
SELIC ol RHE2 Q7t Eo| Hot7| flal =&F Y2 HestA olstisteE ol ==0| £lod Aot
rn i (@)
o

£ srolst Lt 24 T20) of TAIXQI KIZE A
Amazon Q Developeroll EAIE|E LIS

Zt 3Eof Cisll Q= Ch& & ZEoiELICt

« APl 3&: QE CIOIEE AMst7| 2lsl &8 Zf API| O|F 2 EAIFLICH

ASE mhet0lE: Qe AlZh Hel, 2, 388 A & 7|6t 22 Diet0|E & Z&stod ZF API 2 &
of ALSEl H& et mietolEE EAIRLICH

- 2& 2 23 igslE B2 Q= AWS Management Console0l| M & x|5tE Hoil CHsH 213 & XS
gLct olg{3t A3 E Ar8stH Q7F At CIO|EE & lstHL 2&2| AlZtst & HEZ 7Is8

A& 35toq C|O|EH & O RtMIT| BfAME = Q&LICH
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- Q7 Bt BT 7|2 HI8 S I ESUXIB CHE B0 7|2 O E&steds 32 QU CIOIHE CHA| &
sttt ™E + U&LICH

1 Zr2 Xgho| A& Lch.

I]IO

Amazon Q Developerof|= C}

E: 22 2 H|8 £H 7|52 AWS Price List APIs2| 274 2 2 Cl|o|E{Tt M| S &L|ct T
2 22 7A™| BtAF K| et &LICH Amazon Q Developer= AWS 22 A &t7(9F S & K]
i

o
24 $Ql T Q32 HYsts A2 HAS WML MEE £ saL

=
» Savings Plans £41: Amazon Q Developere Savings Plans & A& & A3 35t 174 Savings
Plans M8 H?| A MEEE EME + U&LICEH QE Savings Plans 701 2447(2F SEZ(X| §f2
S 2 £7% Savings Plans TO0§7} HZ, M H| EE= AFSE0| Olxl= FE2 DL = gLl

CH.

« #HZE %: Amazon Q Developer= H|E H|0|E{E AMet 1 M = QUKX|EF of &t MH E= =
Savings Plans fEE= 0|2 QIAEA O, HIE 2 E| 7|2 ™ -1 20| ArEXHE Ciilstod

stelg +8E £ glaLin
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Amazon Q Developer2| H|& #2| 7|0 CHet 2ot

Ct=2 Amazon Q Developer2| H|E 22| 7|50 Cigt Het L Ho|E 250 CHEt 7HR & AMSErL
Ct.

o e

-

|52 At&3stE{H Ml 7kX]| Identity and Access
LIct.

Amazon Q Developer0i A H|S ZtE|
Management(IAM) #H&t M E7I 2

NG

1. Amazon Q M3t 2&0{M Amazon Qe MEE = U= HEH(: q: StartConversation &

g:SendMessage)
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2. MH|A HEh: HI& HIO|E{E M3 35t= 7I& Billing and Cost Management A{H|A0] HAHAE 5= Q)

£ #et

3. PassRequest T&t: Amazon Q7 At&XHE CHAISH0{ AWS APIs S &£ = UL S 585t
q:PassRequest &t

ZEIXF7E AFE RFoll Al Amazon Q Developer UM A HEHE £0{5tE 71 WS g
AmazonQFullAccessZ 2™ HME AF 5= JAQLICH

rlo

H|IE 22l 7|S0l CHet Het

CHZ IAM H2 M2 AFE XLl 7| Amazon Q Developerl| 2 E H|& #2| 7|01 CHEF HAM|A HEHS
07

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAmazonQChatAndPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:UpdateConversation",
"q:DeleteConversation",
"q:PassRequest"
1,
"Resource": "*"
.
{

"Sid": "AllowCostExplorerAccess",
"Effect": "Allow",
"Action": [

"ce:GetCostAndUsage",
ce:GetCostAndUsageWithResources",
ce:GetCostForecast",
ce:GetUsageForecast",
ce:GetTags",
ce:GetCostCategories",
ce:GetDimensionValues",
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ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansUtilizationDetails",
ce:GetReservationUtilization",
ce:GetReservationCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",

ce:GetReservationPurchaseRecommendation",
ce:GetRightsizingRecommendation",
ce:GetAnomalies",
"ce:GetCostAndUsageComparisons",
"ce:GetCostComparisonDrivers"

1,

"Resource": "*"

"Sid": "AllowCostOptimizationHubAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,

"Resource": "*"

"Sid": "AllowComputeOptimizerAccess",

"Effect": "Allow",

"Action": [
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations",
"compute-optimizer:GetEC2InstanceRecommendations",
"compute-optimizer:GetECSServiceRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations",
"compute-optimizer:GetIdleRecommendations",
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences"

1,

"Resource": "*"

"Sid": "AllowBudgetsAccess",
"Effect": "Allow",
"Action": [
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"budgets:ViewBudget"
1,

"Resource": "*"

"Sid": "AllowFreeTierAccess",

"Effect": "Allow",

"Action": [
"freetier:GetFreeTierUsage",
"freetier:GetAccountPlanState",
"freetier:ListAccountActivities",

"freetier:GetAccountActivity"

]I

"Resource": "*"

"Sid": "AllowPricingAccess",

"Effect": "Allow",

"Action": [
"pricing:GetProducts",
"pricing:GetAttributeValues",
"pricing:DescribeServices"

]I

"Resource": "*"

O| HMo| HR|E E5{ S5 H|8 #a| 7|Sol Cigt HAMA Mo 2ofe &= UE
LIC}H o & S0{ AL RI7} BlAA £F HI d|o|E{of AMASX| RS 5tE{H
ce:GetCostAndUsageWithResources &2 AM7HatHL BAM HE 22 FI7IE = U&LUCh

q:PassRequest T48t

q:PassRequest= Amazon Q Developer?} A& XHE CHAISH01 AWS APIsE S £E &= %= Amazon
Q Developer H8tILICE IAM IDOI| q: PassRequest &S F 716 Amazon Q Developere= IAM
ID7t EEE &= U= HEO| U= APIE ZEE F U= HELE U&LICH o & S04 1AM &of
ce:GetCostAndUsage ™8l q:PassRequest &0 Q= AR IAM A& S 5= AFSAHIH
Amazon Q Developerof H|& EAM7[0{M H|& L A CIO|E{E HAMSIEE ™ E I Amazon Q
Developer= GetCostAndUsage APIE S &8 4 Q&LICH
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?_ IAM 2o X7} H|& EFA7|0of HMASHT Amazon Q DeveloperE AIE5ES 518 &= UXK|
Faws:CalledVia=2 2 =71 7|2 AF25104 Amazon Q Developer0il M H|E A4 L= H| (X

5 7158 ALK RHTE HEY 4 RELICh T IAM HHE0| T2 7|8 ABHE olE NS

L|CF.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowQDeveloperAccess",

"Effect": "Allow",

"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"

1,

"Resource": "*"

},
{

"Sid": "AllowCostExplorerAccess",

"Effect": "Allow",

"Action": [

"ce:*"
1,
"Resource": "*"
},
{

"Sid": "DenyCostExplorerAccessViaAmazonQ",

"Effect": "Deny",

"Action": [

'ce:*"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"g.amazonaws.com"
]
}
}
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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ce:GetAnomalySubscriptions
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ce:ProvideAnomalyFeedback

ce:TagResource

ce:UntagResource

ce:GetCostAndUsageComparisons
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* bcm-recommended-actions:ListRecommendedActions
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"payments:GetPaymentSt
atus"
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"bcm-recommended-a
ctions:ListRecomme
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payments:GetPaymentSt
atus"
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"tax:GetExemptions"
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"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"aws-portal:GetConsole
ActionSetEnforced",
"ce:GetConsoleAc
tionSetEnforced",
"purchase-orders:G
etConsoleActionSet
Enforced"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"budgets:DescribeBudge
tNotificationsForA
ccount",
"budgets:DescribeB
udget"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"budgets:DescribeBudge
ts"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"freetier:GetFreeTierU
sage"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"ce:GetAnomalies"

[ gy = - = |
ol B2
oflah B M Aol HL

| Elofet 2HEAE HE =R

ol Be.

iy
2 o
o

AWS H|2 zt2|of IAM =1 At

319



AWS HIE zHE|

02

e ZX| R

o

DI-E_E_' E= 04' OF 7-|

il
oy
N
o
il
03t
>
0%
N
HT

Cost Optimization Hub & ‘g

]

2 7

T =

rot

o

il

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"ce:GetReservationUtil
ization"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"ce:GetSavingsPlansUti
lizationDetails"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"cost-optimization-
hub:ListEnrollmentSta
tuses",
"cost-optimization-
hub:ListRecommenda
tionSummaries"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"cost-optimization-
hub:ListEnrollmentSta
tuses"

"bcm-recommended-a
ctions:ListRecomme
ndedActions",
"budgets:DescribeBudge
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* purchase-orders:ViewPurchaseOrders

* purchase-orders:ModifyPurchaseOrders
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-iam-permissions.html
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https://aws.amazon.com/blogs/aws-cloud-financial-management/changes-to-aws-billing-cost-management-and-account-consoles-permissions/
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Management Console.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"budgets:*"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexrvice": "budgets.amazonaws.com"
}
}
},
{

"Effect": "Allow",
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"Action": [
"aws-portal:ModifyBilling",
"ec2:DescribelInstances",
"iam:ListGroups",
"iam:ListPolicies",
"iam:ListRoles",
"iam:ListUsers",
"organizations:ListAccounts",

"organizations:ListOrganizationalUnitsForParent",

"organizations:ListPolicies",
"organizations:ListRoots",
"rds:DescribeDBInstances",
"sns:ListTopics"

]I

"Resource": "*"

18

o

AWS Budgets0i| CHEt 27| M & HAM A

2|8 HA 0|5: AWSBudgetsReadOnlyAccess

—__
of
e

£ S35l AWS Budgetsoil CHEH 217 OH
Console. O| E&Z AFEXL, O &, A& 9_‘175%* = ALt

"Version":"2012-10-17",
"Statement" : [

{
"Sid": "AWSBudgetsReadOnlyAccess",
"Effect" : "Allow",
"Action" : [

"aws-portal:ViewBilling",
"budgets:ViewBudget",
"budgets:Describe*",
"budgets:ListTagsFoxrResource"

1,

"Resource" : "*"
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"billing:GetBillingViewData"
1,
"Resource": "*"
}
]
}

KEMIBH L& 2 Service-linked roles for BudgetsE & X35 AA|2.
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribelInstanceStatus”,
"ec2:StartInstances",
"ec2:StopInstances",
"rds:DescribeDBInstances",
"rds:StartDBInstance",
"rds:StopDBInstance"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"'ssm.amazonaws.com"
]
}
}
},
{
"Effect": "Allow",
"Action": [
"ssm:StartAutomationExecution"
]I
"Resource": [
"arn:aws:ssm:*:*:document/AWS-StartEC2Instance",
"arn:aws:ssm:*:*:document/AWS-StopEC2Instance",
"arn:aws:ssm:*:*:document/AWS-StartRdsInstance",
"arn:aws:ssm:*:*:document/AWS-StopRdsInstance",
"arn:aws:ssm:*:*:automation-execution/*"
]
}
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O] ¥ao| Hetg He{H AWS ZEIE E& F=E 7H0|= 2 CostOptimizationHubServiceRolePolicy &

XEMIEH LH& 2 Cost Optimization Hub S| MH|A @173 2482 XML
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o| Z2|& H=42 Cost Optimization Hub0l| CHEF 17| M8 MM A FHEt2 MESELICt.
JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "CostOptimizationHubReadOnlyAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses",
"cost-optimization-hub:GetPreferences",
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "CostOptimizationHubAdminAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses"”,
"cost-optimization-hub:UpdateEnrollmentStatus"”,
"cost-optimization-hub:GetPreferences",
"cost-optimization-hub:UpdatePreferences",
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",
"cost-optimization-hub:ListRecommendationSummaries",
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*"

},
{
"Sid": "AllowCreationOfServicelLinkedRoleForCostOptimizationHub",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-sexvice-role/cost-optimization-

hub.bcm.amazonaws.com/AWSServiceRoleFoxCostOptimizationHub"

1,

"Condition": {
"StringLike": {

"iam:AWSServiceName": "cost-optimization-
hub.bcm.amazonaws.com"
}
}
}I
{
"Sid": "AllowAWSServiceAccessFoxrCostOptimizationHub",

"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"

1,
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"Resource": "*",
"Condition": {
"StringlLike": {
"organizations:ServicePrincipal”: [
"cost-optimization-hub.bcm.amazonaws.com"
]
}
}
}
]
}
=8 H[E g3 Clo|E7I MH|A ZS0o| Ee8t MH|AE 2HYXMo=E S &IS58
2|8 YA 0|F: SplitCostAllocationDataServiceRolePolicy
HEete 42 28 "8 &< HI0|E{7t AWS Organizations HE & HAMetT 10| SEQISH 2E
HIE &3 HIo|E Mul&of CHEt ¥ £ H[0|EHE =&st=5F 5{SefLich
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AwsOrganizationsAccess",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"”,
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Sid": "AmazonManagedServiceForPrometheusAccess",
"Effect": "Allow",
"Action": [
"aps:ListWorkspaces",
"aps:QueryMetrics"
329
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"Resource":
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "CostOptimizationRecommendationAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:ListEnrollmentStatuses"”,
"cost-optimization-hub:ListRecommendations"

1,

"Resource": "*"

}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "aws-portal:*",
"Resource": "*"
}
]
}

Rb Aol ChEt AWS 2 HIS U AR 9% A& 745

HAZAE HH HHEOo| HI8 & A& CI|O|E{of CHEF HMAE AEtste{H 22(XIZ Q) AI™EE ALE 504
Cost Explorer 7|2 A B0 HMASHD HAZ AT HAMA(Linked Account Access)E MEH F[AEHL
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S AEX A AFof Ciet AWS 2& HIE L ALS M HMAE 7HF otcdH ol Het SHME ME
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O] HEE ALK} EE= 4&tof F7}3+H Cost Explorer(AWS Cost Management) 2& %! Cost
Explorer APIsT 7{5 EL|C}.
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "ce:*",
"Resource": "*"
}
]
}

AWS MH|A0f CHEF ™A HMA = 51&5HX|B Billing and Cost Management 2 & 01| CH
gt AL R HMA = HEFLICEH
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Billing and Cost Management 2& 2| ZE &S0 CHEt IAM AL XL BHAE HEStE{H CHS HH
2 MBELICH 0| B AFEA7F AM HE & =7 0i| CHEt HHAE Aofat= HREol| HAA N
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"aws-portal:*",
"iam:*"
]I

"Resource": "*"
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HHE M™HE Melstn IAM AFE X7} Billing and Cost Management 242 2 &= U S
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O| M2 2 Payments Method & Reports 2& H|0|X|& H|ZR &t 2 & Billing 2! Cost Management Z&
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "aws-portal:View*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": "aws-portal:*Account”,
"Resource": "*"
}
]
}

IAM AFE X7 2XN HEE - = UL T 58

IAM AFZ X}7} Billing and Cost Management ZEHM AE 2 HEE U = JULE 5835

B{H IAM AL A7 AX| HEE & = U T 5{&5Hok gLICt ChE HA o Al= 1AM AL XL}
Consolidated Billing, Preferences, Credits & H|O|X|& =g = U T S LICE E& IAM AFS
X7} CH2 Billing and Cost Management 2& HO|X|2 E&= WL {8 L

« CHAIEE
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» Cost Explorer
. HTA

« Orders and invoices(F& & 212 0|A)

- MXIF
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "aws-portal:*Billing",
"Resource": "*"
}
]
}
IAM ALEXE7L oAt 2 e = JUEE HE
IAM A& X}t Billing and Cost Management 2& 0 M of A2 MEE 4= QI & 518 5t2{H IAM ALS
A7t AX HEE E1, CloudWatch ZEE 445t 11, Amazon SNS 22 HHE = UTE 5EF

LICE ChS Q2 oo M= AFS AL olldh 2& H|0[X|§ -t 5 58 LCH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmt1l435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"
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1,
"Resource": [
mgn
]
3},
{
"Sid": "Stmtl435216514000",
"Effect": "Allow",
"Action": [
"cloudwatch:*"
1,
"Resource": [
Mmgn
]
3},
{
"sid": "Stmtl1l435216552000",
"Effect": "Allow",
"Action": [
"sns:*"
1,
"Resource": [
"arn:aws:sns:us-east-1::"
]
}
]
}
HE MYof| Ciet HMHAE HESHE|CIE 2E 44X L AF2 HEo| cisideE A
MNA &2
Y oS, HEtx HE, ot HES BS54 AN Aol THEH IAM AFS R AMAE R e B
™ Billing and Cost Management 2& 2| LIHX| 7|S0i| CHEt ™A HAM|A FHEHS B -ESHELIC
JSON
{
"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"aws-portal:*Billing",
"aws-portal: *Usage",
"aws-portal: *PaymentMethods"

]I
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": "aws-portal:*Account”,
"Resource": "*"
}

Amazon S3 HHZ!o| ET0 A 22t

Ct= M2 AWS HE1t Amazon S3 HZI2 2 F AR 35t= & Billing and Cost Management7} All
2 AWS EFME Amazon S3 HZAO| MEE = UE T ST LICE B, O] HAM2 AL& X7} ofLEt
Amazon S3 HZ!ol| M E|o{of & LICH & AFE XL 7|8 HAO| ofLet 2lAA Z|gh HRL|CH HT
Mol HMAE 2RIt gie ALK Hl= Aol CHEt AL A HMAE 7HE 5ok B LICH.
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bucketnameg& HZ! O|§ 2 £ H}ELICE

KtAIEH L& 2 Amazon Simple Storage Service AFE B M| HZ! &2 S AFE X A ALE
SHMI2.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "billingrepoxrts.amazonaws.com"
}I
"Action": [
"s3:GetBucketAcl",
"s3:GetBucketPolicy"

fjo
]
P
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1,

"Resource": "arn:aws:s3:::bucketname"
},
{

"Effect": "Allow",

"Principal": {

"Sexvice": "billingrepoxrts.amazonaws.com"

}I

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucketname/*"
}
]

HE L MEZ 27|
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"Ce:*"

1,

"Resource": [

g

AEXTLEITE g8 A HIEEEE + ULS 518st= IAM ZA 9| o = IAM AHE HEAM 2| AWS:
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling",
"ce:UpdatePreferences"
1,
"Resource": "*"
}
]
}
CtZ HZA2 |IAM AL& L7t Cost Explorerg € £ UL S 5185tk 7|2 MY mo|X|§ EAHL HEE
& e HEte AR
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditoxo",
"Effect": "Allow",
"Action": [

"aws-portal:ViewBilling"

]I
"Resource": "*"

}I

{
"Sid": "VisualEditorl",
"Effect": "Deny",
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"Action": [
"ce:GetPreferences",
"ce:UpdatePreferences"
]I
"Resource": "*"
}
]
}
Ctg HA2 IAM AFE X7} Cost Explorerg& & = U & &{&5tE 7|2 Y HO|X|E HEE += U=
T2 HEFUT
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditorx0",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling"
]I
"Resource": "*"
}I
{
"Sid": "VisualEditorl",
"Effect": "Deny",
"Action": [
"ce:UpdatePreferences"
]I
"Resource": "*"
}
]
}
Cost Explorer 211A HO|X|E AF235104 3|, MM, LOO|E I AKX
O| A2 IAM AF& X7t Cost Explorer 2104 HO|X|E E10, M5t 0, HOol|o|EstD, AXNE = AT
g &Lt
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JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling",
"ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport"
1,
"Resource": "*"
}
]
}
CtS HA2 IAM AL X7t Cost Explorerg§ 2 &= UES 186t 20 M HO|X|E EHL HEE =
Rl Hete HR LI
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [

"aws-portal:ViewBilling"

1,
"Resource": "*"

},

{

"Sid": "VisualEditorl",
"Effect": "Deny",
"Action": [

"ce:DescribeReport",
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"ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport"”

1,
"Resource": "*"
}
]
}
CHE E22 IAM ALE A7} Cost Explorerg& & &= UL S §{85tEl E1M HOIX|E HEY = U= H
g2 HEELICH

0d|2F 2! Savings Plans &2 27|, M, AO|0|E, ALK

O| HE2 |AM ALS A7 0i|f BHE 2] Sl MZie SEH Y EIS &0l M4, do|E U AMKE
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(ce:CreateNotificationSubscription, ce:UpdateNotificationSubscription,
ce:DeleteNotificationSubscription)O| 25 2 &LICt

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditoxo",
"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling",
"ce:CreateNotificationSubscription"”,
"ce:UpdateNotificationSubscription",
"ce:DeleteNotificationSubscription"
1,

"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [

"aws-portal:ViewBilling"

]I

"Resource": "*"

}I
{

"Sid": "VisualEditorl",

"Effect": "Deny",

"Action": [
"ce:DescribeNotificationSubscription”,
"ce:CreateNotificationSubscription"”,
"ce:UpdateNotificationSubscription",
"ce:DeleteNotificationSubscription"

1,

"Resource": "*"

}
]
}
Cte M2 |IAM A& X7} Cost Explorer & = UE S 5{85HE| oY BH2 3 S M7 Z2H o 2
Ho|X|E HEE = U= HEHE HEFLICH

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",
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"Effect": "Allow",
"Action": [
"aws-portal:ViewBilling"

1,

"Resource": "*"

"Sid": "VisualEditorl",

"Effect": "Deny",

"Action": [
"ce:CreateNotificationSubscription",
"ce:UpdateNotificationSubscription"”,
"ce:DeleteNotificationSubscription"

1,

"Resource": "*"

AWS H|2 O|AF EFX|of CHBF Q17| M HMA 52
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ce:Get*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iam:AttachGroupPolicy",
"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:DetachGroupPolicy",
"iam:DetachRolePolicy",
"iam:DetachUsexPolicy",
"organizations:AttachPolicy",
"organizations:DetachPolicy"

1,

"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "budgets.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:budgets::123456789012:budget/*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
]
}
et Y
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribelInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances",
"iam:AttachGroupPolicy",
"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:DetachGroupPolicy",
"iam:DetachRolePolicy",
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"iam:DetachUserPolicy",
"organizations:AttachPolicy",
"organizations:DetachPolicy",
"rds:DescribeDBInstances",
"rds:StartDBInstance",
"rds:StopDBInstance",
"ssm:StartAutomationExecution"

1,

"Resource": "*"

&8
ol WM S5 IAM AHSAHE HIS BHA47| CIOIEIE #EI5tod B HIg XU AL CIOIEIS 7txig
AU et S I 2E AMo| AT S MY, Lt & FIHE = UA&LICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "WorkloadEstimate",
"Effect": "Allow",
"Action": [
"ce:GetCostCategories",
"ce:GetDimensionValues",
"ce:GetCostAndUsage",
"ce:GetTags",
"bcm-pricing-calculator:GetWorkloadEstimate",
"bcm-pricing-calculator:ListWorkloadEstimateUsage",
"bcm-pricing-calculator:CreateWorkloadEstimate",
"bcm-pricing-calculator:ListWorkloadEstimates",
"bcm-pricing-calculator:CreateWorkloadEstimateUsage",
"bcm-pricing-calculator:UpdateWorkloadEstimateUsage"
1,
"Resource": "*"
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "BillScenario",
"Effect": "Allow",
"Action": [
"bcm-pricing-calculator:CreateBillScenario"”,
"bcm-pricing-calculator:GetBillScenario”,
"bcm-pricing-calculator:ListBillScenarios",
"bcm-pricing-calculator:CreateBillScenarioUsageModification"”,
"bcm-pricing-calculator:UpdateBillScenarioUsageModification"”,
"bcm-pricing-calculator:ListBillScenarioUsageModifications",
"bcm-pricing-calculator:ListBillScenarioCommitmentModifications"
]I
"Resource": "*"
}
]
}
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"Version":"2012-10-17",

AWS H|E Z2| == ofA| 352



0o
1z
0%
x

AWS HIE zHE| At

"Statement": [
{

"Sid": "BillEstimate",

"Effect": "Allow",

"Action": [
"bcm-pricing-calculator:CreateBillEstimate"”,
"bcm-pricing-calculator:GetBillEstimate",
"bcm-pricing-calculator:UpdateBillEstimate",
"bcm-pricing-calculator:ListBillEstimates",
"bcm-pricing-calculator:ListBillEstimateLineItems",
"bcm-pricing-calculator:ListBillEstimateCommitments",
"bcm-pricing-calculator:ListBillEstimateInputUsageModifications”,
"bcm-pricing-

calculator:ListBillEstimateInputCommitmentModifications"

1,

"Resource": "*"

Ol M2 IAM AEXI7 S 7|8 dEE ddstn 7t = UL T s{SELCH

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "RatePreferences",

"Effect": "Allow",

"Action": [
"bcm-pricing-calculator:GetPreferences",
"bcm-pricing-calculator:UpdatePreferences"

]I

"Resource": "*"

}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:CreateBillingView",
"billing:UpdateBillingView",
"billing:DeleteBillingView",
"billing:GetBillingView",
"billing:ListBillingViews",
"billing:ListTagsForResource",
"billing:PutResourcePolicy",
"ce:GetCostAndUsage",
"ce:GetTags",
"organizations:ListAccounts",
"ram:ListResources",
"ram:ListPermissions",
"ram:CreateResourceShare",
"ram:AssociateResourceShare",
"ram:GetResourceShares",
"ram:GetResourceShareAssociations"”,
"ram:ListResourceSharePermissions",
"ram:ListResourceTypes",
"ram:ListPrincipals",
"ram:DisassociateResourceShare"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ce:GetDimensionValues",
"ce:GetCostAndUsageWithResources",
"ce:GetCostAndUsage",
"ce:GetCostForecast",
"ce:GetTags",
"ce:GetUsageForecast",
"ce:GetCostCategories"

1,

"Resource": [
"arn:aws:billing::123456789012:billingview/custom-1a2b3c4d"

]

},
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"billing:GetBillingView"

1,

"Resource": "*"

}
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* aws-portal:ViewAccount

* aws-portal:ViewBilling

* aws-portal:ViewPaymentMethods

* aws-portal:ViewUsage

* aws-portal:ModifyAccount

* aws-portal:ModifyBilling

* aws-portal:ModifyPaymentMethods
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* purchase-orders:ViewPurchaseOrders

* purchase-orders:ModifyPurchaseOrders

Affected policies(FE 2 = HHM) 7 E AIEsiod YFE e IAM ZAE Aldstes SHE Lot
oiH g e S EFE MEsi=s THMMEE HXstMR

@ Note
AWS Cost Explorer, AWS H|& L ALE E11 A, AWS of&tof CHEt =2 a2 wrAlo| @™

N
A2 Wl aLICH
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https://console.aws.amazon.com/cost-management/home#/
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AWS Cost Explorer
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ce:GetDimensionVal
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ce:GetCostForecast

ce:GetReservationU
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ion

ce:DescribeReport

ce:GetCostCategories

ce:GetDimensionVal
ues

ce:GetCostAndUsage
WithResources

ce:GetCostAndUsage
ce:GetCostForecast

ce:GetTags

ce:GetUsageForecast

ce:DescribeReport

ce:CreateReport
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https://console.aws.amazon.com/cost-management/home#/cost-explorer
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Reports

AWS Budgets

L

IAM %}

I

ce:DescribeReport

ce:DeleteReport

budgets:ViewBudget

budgets:DescribeBu
dgetActionsForBudg
et

budgets:DescribeBu
dgetAction

budgets:DescribeBu
dgetActionsForAcco
unt

budgets:DescribeBu
dgetActionHistories

budgets:CreateBudg
etAction

budgets:ExecuteBud
getAction

budgets:DeleteBudg
etAction

budgets:UpdateBudg
etAction

budgets:ModifyBudget
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https://console.aws.amazon.com/cost-management/home#/reports
https://console.aws.amazon.com/billing/home#/budgets
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IAM %}

I

ce:GetDimensionVal
ues

ce:GetCostAndUsage

ce:CreateAnomalyMo
nitor

ce:GetAnomalyMonit
ors

ce:UpdateAnomalyMo
nitor

ce:DeleteAnomalyMo
nitor

ce:CreateAnomalySu
bscription

ce:GetAnomalySubsc
riptions

ce:UpdateAnomalySu
bscription

ce:DeleteAnomalySu
bscription

ce:GetAnomalies

ce:ProvideAnomalyF
eedback
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IAM ZEfq

ce:GetDimensionVal
ues

ce:GetTags

ce:GetRightsizingR
ecommendation

ce:GetSavingsPlans
UtilizationDetails

ce:GetSavingsPlans
PurchaseRecommenda
tion

ce:DescribeNotific
ationSubscription

ce:CreateNotificat
ionSubscription

ce:UpdateNotificat
ionSubscription

ce:DeleteNotificat
ionSubscription

savingsplans:Descr
ibeSavingsPlans

ce:GetSavingsPlans
UtilizationDetails
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IAM ZEfq

savingsplans:Descr
ibeSavingsPlansOff
erings

ce:GetSavingsPlans
PurchaseRecommenda
tion

ce:ListSavingsPlan
sPurchaseRecommend
ationGeneration

ce:StartSavingsPla
nsPurchaseRecommen
dationGeneration

savingsplans:Descr
ibeSavingsPlansOff
erings

ce:DescribeReport

ce:GetSavingsPlans
Utilization

ce:GetSavingsPlans
UtilizationDetails

ce:GetDimensionVal
ues
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https://console.aws.amazon.com/cost-management/home#/savings-plans/recommendations
https://console.aws.amazon.com/cost-management/home#/savings-plans/purchase
https://console.aws.amazon.com/cost-management/home#/savings-plans/utilization
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IAM ZEfq

savingsplans:Descr
ibeSavingsPlanRates

ce:GetDimensionVal
ues

ce:GetSavingsPlans
Coverage

ce:GetCostCategories
ce:DescribeReport

ce:GetSavingsPlans
PurchaseRecommenda
tion

savingsplans:Descr
ibeSavingsPlansOff
erings

savingsplans:Descr
ibeSavingsPlans

savingsplans:Creat
eSavingsPlan
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ce:GetReservationU
tilization

ce:GetReservationC
overage

ce:GetReservationP
urchaseRecommendat
ion

ce:DescribeReport

ce:DescribeNotific
ationSubscription

ce:CreateNotificat
ionSubscription

ce:UpdateNotificat
ionSubscription

ce:DeleteNotificat
ionSubscription

ce:GetReservationP
urchaseRecommendat
ion

ce:GetDimensionVal
ues
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https://console.aws.amazon.com/cost-management/home#/ri/dashboard
https://console.aws.amazon.com/cost-management/home#/ri/recommendations
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Preferences

IAM ZEfq

ce:GetDimensionVal
ues

ce:GetReservationU
tilization

ce:DescribeReport

ce:CreateReport

ce:GetReservationC
overage

ce:GetReservationP
urchaseRecommendat
ion

ce:DescribeReport

ce:GetDimensionVal
ues

ce:GetCostCategories

ce:CreateReport

ce:GetPreferences
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https://console.aws.amazon.com/cost-management/home#/settings
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-iam-permissions.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-iam-mapping-reference.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/changes-to-aws-billing-cost-management-and-account-consoles-permissions/
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* aws-portal:GetConsoleActionSetEnforced

* aws-portal:UpdateConsoleActionSetEnforced
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» ce:UpdateConsoleActionSetEnforced
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CHZ IAM H2Hoi = 0|™ aws-portal:ViewPaymentMethodsZei0| Qd&LICH.

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"aws-portal:ViewPaymentMethods"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aws-portal:ViewPaymentMethods"

1,

"Resource": "*"

"Sid": "AffectedPoliciesMigratox0",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"invoicing:GetInvoicePDF",
"payments:GetPaymentInstrument”,
"payments:GetPaymentStatus"”,
"payments:ListPaymentPreferences"

1,

"Resource": "*"
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otUeFtE(*)E Z 78t aws: SourceArn™d = ZHEHIAE 7|18 ALSELICEH oflA:

arn:aws:servicename: :123456789012:*. AWS Budgets2| A< 9| Zt2 040f aws: SourceArn

grLICtarn: aws:budgets: :123456789012 :budget/*.
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Sexvice": "budgets.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:budgets::123456789012:budget/*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012"
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+ iam:PassRole2 =5t 5 QIS EIX| &S
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C}S oKl 2 FE mateojacksonAtXt7F 242 ALE504 7HA my-example-widget2lAA00 CH
MR HEE Ee41 K| 7HA ce:GetWidget THEHO| Q1S i 2 A4EHLICH,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ce:GetWidget on resource: my-example-widget
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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+ organizations:DescribeOrganization

* organizations:ListAccounts

« X E|:ListAWSServiceAccessForOrganization

 organizations:ListParents

+ organizations:DescribeOrganizationalUnit

 organizations:ListDelegatedAdministrators

 ce:ListCostAllocationTags

+ ce:GetCostAndUsage

» ce:GetDimensionValues
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{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

1)

"Resource": "arn:aws:iam::*:role/aws-service-role/cost-optimization-
hub.bcm.amazonaws.com/AWSServiceRoleForCostOptimizationHub",

"Condition": {"StringLike": {"iam:AWSServiceName": "cost-optimization-
hub.bcm.amazonaws.com"}}
}
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"eventVersion":"1.08",
"userIdentity":{
"accountId":"111122223333",
"accessKeyId":"AIDACKCEVSQ6C2EXAMPLE™"
.
"eventTime":"2022-05-24T722:38:517",
"eventSource":'"ce.amazonaws.com",
"eventName":"GetCostandUsage",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.100.10.10",
"requestParameters":{
"TimePeriod":{
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"Start":"2022-01-01",
"End":"2022-01-31"

},

"Metrics": [
"UnblendedCost",
"UsageQuantity"

1,

"Granularity":"MONTHLY",

"GroupBy": [

{
"Type" :"DIMENSION",
"Key":"SERVICE"

},
"responseElements":null,
"requestID":"3295c994-063e-44ac-80fb-b4@exampledf",
"eventID":"5923c499-063e-44ac-80fb-b40exampledf",
"readOnly":true,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"1111-2222-3333",
"eventCategory":"Management",
"tlsDetails":{
"tlsVersion":"TLSv1l.2",
"clientProvidedHostHeader":"ce.us-east-1.amazonaws.com"
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» Throttling Exception
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* ListEnrollmentStatus

» ListRecommendations

* ListRecommendationSummaries

* GetRecommendation

» UpdateEnrolimentStatus

» UpdatePreferences

Throttling Exception

oS o 2283 0ol 20 &52 2oiFLICH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
b
"attributes": {
"creationDate": "2023-10-14T00:48:50Z7",
"mfaAuthenticated": "false"

}
}
b
"eventTime": "2023-10-14T01:16:457",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListEnrollmentStatuses",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
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"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"errorCode": "ThrottlingException",
"requestParameters": null,
"responseElements": null,
"requestID": "cc@4aalQ-7417-4c46-bleb-EXAMPLE1df2b",
"eventID": "754a3aad-1b54-456a-aclf-EXAMPLEQe9c3",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "localhost:8080"

N2 HEE of2l

CS oKX= AccessDenied0td?|e| 20 52 Eo{ELIC}.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FTKD2BZKUK:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/ReadOnly/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZS5FTKD2BZKUK",
"arn": "arn:aws:iam::111122223333:r0le/ReadOnly",
"accountId": "111122223333",
"john-doe": "ReadOnly"
},
"attributes": {
"creationDate": "2023-10-16T19:08:36Z7",
"mfaAuthenticated": "false"

}
}I
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"eventTime": "2023-10-16T19:11:04Z2",

"eventSource": "cost-optimization-hub.amazonaws.com",

"eventName": "ListEnrollmentStatuses",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "PostmanRuntime/7.28.3",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:sts::111122223333:assumed-role/ReadOnly/john-
doe is not authorized to perform: cost-optimization-hub:ListEnrollmentStatuses
on resource: * because no identity-based policy allows the cost-optimization-
hub:ListEnrollmentStatuses action",

"requestParameters": null,

"responseElements": null,

"requestID": "le@2d84a-b04a-4b71-8615-EXAMPLEdcda7",

"eventID": "71c86695-d4ec-4caa-al06-EXAMPLEe@d94",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"

ListEnrolimentStatus

Cl2 ol ME ListEnrollmentStatus APl 20| 21 &S5 2 Ho{FL|Ct.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
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"attributes": {

"creationDate": "2023-10-14T00:48:50Z7",
"mfaAuthenticated": "false"

}
},
"eventTime": "2023-10-14T0Q1:16:43Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListEnrollmentStatuses",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"includeOrganizationInfo": false
I
"responseElements": null,
"requestID": "cba87aa3-4678-41b8-a840-EXAMPLEaf3b8",
"eventID": "57f04d0e-61f7-4c@f-805c-EXAMPLEbbbf5",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"

ListRecommendations
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"eventVersion": "1.09",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"sessionIssuer": {
"type": "Role",

": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe"
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"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"

},

"attributes": {
"creationDate": "2023-10-16T23:47:557",
"mfaAuthenticated": "false"

}
},
"eventTime": "2023-10-17T00:45:297",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListRecommendations",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"filter": {

"resourceldentifiers": [
"arn:aws:ecs:us-east-1:111122223333:service/

EXAMPLEAccountsIntegrationService-EcsCluster-ClusterEBO@386A7-7fsvP2MMmxZ5/
EXAMPLEAccountsIntegrationService-EcsService-Service9571FDD8-Dgm4mPMLstDn"

]

},

"includeAllRecommendations": false
},
"responseElements": null,
"requestID": "a5b2df72-2cfd-4628-8a72-EXAMPLE7560a",
"eventID": "a73befl3-6af7-4cll-a708-EXAMPLE6af5c",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "cost-optimization-hub.us-east-1.amazonaws.com"

ListRecommendationSummaries
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC: john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2023-10-16T23:47:557",
"mfaAuthenticated": "false"

}
1,
"eventTime": "2023-10-17T00:46:16Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "ListRecommendationSummaries",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"groupBy": "ResourceType"
.
"responseElements": null,
"requestID": "ab54ebad-72fe-48fe-82e9-EXAMPLEa6bdle",
"eventID": "9288d9fa-939d-4e5f-a49a-EXAMPLEebl4b",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "cost-optimization-hub.us-east-1.amazonaws.com"
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GetRecommendation
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
},
"attributes": {
"creationDate": "2023-10-16T23:47:557",
"mfaAuthenticated": "false"

}
},
"eventTime": "2023-10-17T00:47:48Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "GetRecommendation",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {
"recommendationId":

"EXAMPLEwMzEwODU5XzQyNTFhNGE4LWZkZDItNDUyZilhMjY4LWRkOTFKOTALMTc1MA=="

},

"responseElements": null,

"requestID": "e289a76a-182c-4bc9-8093-EXAMPLEbed®e",
"eventID": "fled7ee6-871c-41fd-bb27-EXAMPLE24b64",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",

arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
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"tlsDetails": {
"clientProvidedHostHeader": "cost-optimization-hub.us-east-1.amazonaws.com"

UpdateEnrollimentStatus

CHS olAMlE UpdateEnrollmentStatus APl 2¢jo| 21 &5 Eo{FL|C}

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
I
"attributes": {
"creationDate": "2023-10-16T19:11:30Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-16T19:12:35Z7",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "UpdateEnrollmentStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {

"status": "Inactive"
},
"responseElements": {
"status": "Inactive"
I

"requestID": "6bf0@c8a3-af53-4c4e-8Ff50-EXAMPLE477f0",
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"eventID": "d2bfa850-ef3d-4317-8ac4-EXAMPLEc16bl",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "localhost:8080"

UpdatePreferences
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEAIZ5FYRFP3POCC:john-doe",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/john-doe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEAIZ5FYRFP3POCC",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"john-doe": "Admin"
I
"attributes": {
"creationDate": "2023-10-16T19:11:30Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-16T19:16:00Z",
"eventSource": "cost-optimization-hub.amazonaws.com",
"eventName": "UpdatePreferences",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.28.3",
"requestParameters": {
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"costMetricsType": "AfterDiscounts"
1,
"responseElements": {
"costMetricsType": "AfterDiscounts",
"memberAccountDiscountVisibility": "None"
1,

"requestID": "@le56ca3-47af-45f0-85aa-EXAMPLE30Qb42",
"eventID": "7350ff23-35f5-4760-98b2-EXAMPLE61f13",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "localhost:8080"
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"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE"
1,
"eventTime": "2024-11-11T02:09:08Z",
"eventSource": "bcm-pricing-calculator.amazonaws.com",
"eventName": "CreateWorkloadEstimate",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.100.10.10",
"requestParameters": {
"name": "example-estimate-name",
"resourceTags": [],
"rateType": "BEFORE_DISCOUNTS"
1,
"responseElements": {
"costCurrency": "USD",
"costSummary": {
"cost": 0O,
"costStatus": "VALID",
"currency": "USD"
.
"createdAt": 1731290948.299,
"expiresAt": 1765418948.299,
"id": "15cf39cc-cels-4943-9dcb-35ccec39ae21",
"name": "example-estimate-name",
"rateDescription": "BEFORE_DISCOUNTS|2024-11-11T02:09:08.299974018Z",
"rateTimestamp": 1731290948.299,
"rateType": "BEFORE_DISCOUNTS",
"status": "READY",
"totalCost": 0
.
"eventID": "22bb9d97-6f0c-4482-830d-cdelc9eaddbe",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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