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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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[profile adminuser]

aws_access_key_id = adminuser access key ID
aws_secret_access_key = adminuser secret access key
region = aws-region

AWS CLI g Ads o] ZZ2 oAU AFSELICH T2t HHoi| CHeh XEAISH MEH2AWS
Command Line Interface AFE Xl 710|EQ| T2 1} Ql HHEE A XFHAAI2. AWS El"._ =
Amazon Web Services &t 21X 0| 2| L A= ZQIEE B XM 2.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html#cli-multiple-profiles
https://docs.aws.amazon.com/general/latest/gr/rande.html
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Amazon Comprehend Medical Real-time analysis

Real-time analysis

See how Comprehend Medical recognizes entities related to the healthcare domain. To analyze your text, type or paste it in the text box.

Input text
Supported languages [}

Pt is 87 yo woman, highschool teacher with past medical history that includes

- status post cardiac catheterization in April 2019.
She presents today with palpitations and chest pressure.
HPI : Sleeping trouble on present dosage of Clonidine. Severe Rash on face and leg, slightly itchy
Meds : Vyvanse 50 mgs po at breakfast daily,

Clonidine 0.2 mgs -- 1 and 1 / 2 tabs po ghs
HEENT : Boggy inferior turbinates, No oropharyngeal lesion
415 of 20000 characters used.
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Insights info

Entities RxNorm concepts ICD-10-CM concepts SNOMED CT concepts

Analyzed text

Ptis 87 yo woman, highschool teacher with past medical history that includes
© Age (87) © Dx name (highschool teacher)

® Profession (highschool teacher)
Overlap Overlap
- status post cardiac catheterization in April 2019.

® Time to procedure name (status post) ® Procedure name (cardiac catheterization) mcedure name (April 2019)
® Date (April 2019)

Sign
She presents today with palpitations and chest pressure.

® Dx name (palpitations) System organ site (chest)

U HAE ofefollE BEME HAET AHE| HFEE LEHHE Moz FEE|0] J&LICH
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¥ Results (27)

Q

Entity v

87
0.9997 score

highschool teacher
0.7305 score

highschool teacher
0.2063 score

E status pOSt
0.9525 score

cardiac catheterization
0.8982 score

AEtA|: Amazon Comprehend Medical AP AF& A|ZE}

Type v

® Age

@ Dx name

@ Profession

Time to procedure name

@ Procedure name

All v 1

Category v

Protected health information

Medical condition

Protected health information

Time expression

Test treatment procedure
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Java Of|M|E AldStEdH AWS SDK for JavaS A x|&HL|Ct. AWS SDK for JavagE A x|st7| {8t x| &
2 Javad AWS SDK A %x|E & EJIAAIL.

=

- E M&85tod o|& AE{E| Z K| AWS Command Line Interface
« E A8sto] o|= AE{E| Z'X| AWS SDK for Java

- E A835t0{ 9|2 QEE| Z x| AWS SDK for Python (Boto)

£ AN&3tod o|2 QE{E| Z X| AWS Command Line Interface

CIS X MHEE AF25I0{ HIAEZ ZHX|El o|F QNE{E|E EFHe AWS CLI 5t
DetectEntitiesV2 S AR5t “*E‘% Ho{ELICt O] oNE Al&SE{T AWS CLIE M x|5H

o
OF 8fL|Ct. XtMIEH LI € the section called “2EHAH|: A4% AWS CLI” BHE2 X SHAA|L.

CH2 2 Unix, Linux, macOSE &Alo 2 X|™HE o ML|Ct Windows2| B ZF Zo| o 9l s
2 Al(\) Unix @1& 2XHE (M) 22 dhELICE

aws comprehendmedical detect-entities-v2 \
--endpoint endpoint \
--region region \
--text "aspirin is required 20 mg po daily for 2 times as tab"

C}
=

ro
OOI'

S AL C

0lo

CtEah 2

rlo

)

"Entities": [
{
"Category": "MEDICATION",
"BeginOffset": O,
"EndOffset": 7,
"Text": "aspirin",
"Traits": [],
"Score": 0.9988090991973877,
"Attributes": [
{
"BeginOffset": 20,
"EndOffset": 25,
"Text": "20 mg",
"Traits": [],
"Score": 0.9559056162834167,

E A83to{ 9|2 QE|E| ZHX| AWS Command Line Interface


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html
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"Type": "DOSAGE",
"Id": 1,
"RelationshipScore": ©.9981593489646912

"BeginOffset": 26,

"EndOffset": 28,

"Text": "po",

"Traits": [],

"Score": 0.9995359182357788,

"Type": "ROUTE_OR_MODE",

"Id": 2,

"RelationshipScore": ©.9969323873519897

"BeginOffset": 29,

"EndOffset": 34,

"Text": "daily",

"Traits": [],

"Score": 0.9803128838539124,

"Type": "FREQUENCY",

"Id": 3,

"RelationshipScore": ©0.9990783929824829

"BeginOffset": 39,

"EndOffset": 46,

"Text": "2 times",

"Traits": [],

"Score": 0.8623972535133362,

"Type": "DURATION",

"I1d": 4,

"RelationshipScore": ©.9996501207351685

"BeginOffset": 50,

"EndOffset": 53,

"Text": "tab",

"Traits": [],

"Score": 0.784785270690918,

"Type": "FORM",

"Id": 5,

"RelationshipScore": ©0.9986748695373535

E Ah835tod o|Z QE{E| ZHXK| AWS Command Line Interface
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1,
"Type": "GENERIC_NAME",
"Id": 0

1,
"UnmappedAttributes": []

E A835t04 o|= QE{E| ZX| AWS SDK for Java

CtZ MM = JavaE S35l DetectEntitiesV2 S AFSELICH Java (IME Al™SEdH
AWS SDK for JavaE Ax[gLICt Mx|of CHEt X|El2 Java& AWS SDK & AWS SDK for Java
FZ5HMIL. https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSCredentialsProvider;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedical;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedicalClient;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesRequest;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesResult;

public class SampleAPICall {
public static void main() {
AWSCredentialsProvider credentials
= new AWSStaticCredentialsProvider(new BasicAWSCredentials("YOUR AWS

ACCESS KEY", "YOUR AWS SECRET"));

AwSComprehendMedical client = AWSComprehendMedicalClient.builder()

.withCredentials(credentials)
.withRegion("YOUR

REGION")
.build();

DetectEntitiesV2Request request = new DetectEntitiesV2Request();
request.setText("cerealx 84 mg daily");

E AM835to{ o|= QE{E| ZX| AWS SDK for Java 14
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DetectEntitiesV2Result result = client.detectEntitiesV2(request);
result.getEntities().forEach(System.out::println);

= M 7ol E{ElSH /2t B Aol A2l Q%17 ZEHEILIC AEfE]
ME £ET 2t AEfE|oh BH LHIEILICH O+ H22 ol oA 2l
cy YIE{EIE OB LICH

{Id: 0,BeginOffset: @,EndOffset: 3,Score: 0.9940211,Text: Bob,Category:
PROTECTED_HEALTH_INFORMATION, Type: NAME,Traits: [],}

{Id: 2,BeginOffset: 23,EndOffset: 30,Score: 0.99914634,Text: aspirin,Category:
MEDICATION, Type: GENERIC_NAME,Traits: [],Attributes:

[{Type: DOSAGE,Score: 0.9630807,RelationshipScore: 0.99969745,Id: 1,BeginOffset:
14,EndOffset: 19,Text: 50 mg,Traits: []1}]1}

E ME35t0od 9|2 QIE{E| Z'X| AWS SDK for Python (Boto)

Ct= 01|X1|01|A‘|E Python2 S35l DetectEntitiesV2 U2 AFEELICH MES A¥s2dT AWS

CLIE Mx|gL|Ct. AFM[EH LI the section called “2EHA|: A% AWS CLI” BHHE2 R RS AAIL.

import boto3
client
result

boto3.client(service_name="'comprehendmedical', region_name='YQUR REGION')
client.detect_entities(Text= 'cerealx 84 mg daily')
entities = result['Entities']
for entity in entities:
print('Entity', entity)

S0l 22t HAsof s M THOl HEIEISH 228 HAEo Mol SIxI7t ZEELICH AEiE]
7h HhE ) AEEIRICHs A | & 21 elefele: 874 LdElich kg @242 ol ol
=]

('Entity', {u'Category': u'MEDICATION', u'BeginOffset': @, u'EndOffset': 7,

u'Text': u'cerealx', u'Traits': [], u'Score': 0.8877691626548767,
u'Attributes': [{u'BeginOffset': 8, u'EndOffset': 13,

u'Text': u'84 mg', u'Traits': [], u'Score': 0.9337134957313538, u'Type':
u'DOSAGE', u'Id': 1, u'RelationshipScore': 0.9995118379592896},

{u'BeginOffset': 14, u'EndOffset': 19, u'Text': u'daily', u'Traits': [],
u'Score': 0.990627646446228, u'Type': u'FREQUENCY',

£ M835lo{ o2 AE{E| Z K| AWS SDK for Python (Boto)
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u'ld': 2, u'RelationshipScore': 0.9987651109695435}], u'Type':
u'BRAND_NAME', u'Id': 0})

£ ME35to{ o2 AE{E| Z K| AWS SDK for Python (Boto) 16
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"comprehendmedical :DetectEntitiesV2"
1,
"Resource":"*"
}
]
}
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2t S440| BAE MEIE M4k #7 o/t Ae) AEE| “S 5 of BB ELIC

A=

« DX_NAME: 2 & 2|5t% &Ef7} LIF Lo AU&LICEH DX_NAME f&0l= S &2, W& O|R, '€= 0|
ZatELCH

s A

-1 o

ACUITY: BHd, 248, 24Yd, X|&d = HTM S 2E Ml 28,

o
DIRECTION: X|& 804. of: 1%, 2 EF, LIF, 2|&F, 47, 315, 38, T, BelF, 2917, &

= Qo= E= EXZX = =2
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SYSTEM_ORGAN_SITE: {5 sr%xd |x|.

x4
QUALITY: 7| = S22 o5 MEIE MHSI=E 2 E 804.
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-1 o
* DIAGNOSIS: &2 ¢l = Atz HEE[E o5 HEfRILICH S22 A A, A E=
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M Yo EAY0| £2 AR EHEOE EAL MSE AMEE Mt

LOW_CONFIDENCE: o|&t
= RIx{=i0| azdo| i LC}.

NEGATION: 217} 8 HE™MO|HU =X|7F =™ E|X| ot QCH= E AL
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SEf7F #RF 22l0| ot hRtel 7HEaE ghed Rt Al

rr
FH

PERTAINS_TO_FAMILY: o|&t

SIGN: OJAF7} 23t o|&hHAd AlEY.

SYMPTOM: &tX}7} 2 8F o|8Hxd AlEY.
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A
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1>

DOSAGE: 28t o|efZ 0| .

DURATION: & & E0q 7|Zt.
« FORM: 2= 9| SEH.
« FREQUENCY: & E Fof B,
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JHeER 7Hol=

5 CHa HZ HE EE
PROTECTED_HEALTH_INFORMATION &&= Xl 70l HEE & X|&LICt. O] 2Fdoi| CHEt K|St
LHE 2 PIl B X8 HZ5HAAL.

28

« ADDRESS: A|M, B EE= AlM LI 8 FA0| 2 E X[2[X MES].

o AGE: 91, AP HR| = AUZE HAHO| DE 74 24, 070l A} 71F == 7|EF F O]
EZEEILICH E2l BAIZX| o= & 7|24 A LCH

« EMAIL: OlHIY =

o ID: FRSEHS 9|2 7|8 HE A|D AMHE HS U A HS, SHM = HE HS ) xHEF E
= ClHIO|A S TR A = XMSEL 047]0l= AE, MBS, HALA £X| § Ao 2& MA| Q!
Al =R Z&HEL|CE

« NAME: 2 E O|5. YHtXo 2 BtX}, 7}F &= o/ MSKte| o|ELCH

« PHONE_OR_FAX: M3}, A = | O|X{ 5. 1-800-QUIT-NOW 2! 911%{ & 0|E 0| X|HEl &5}E
s = MNelELC

- PROFESSION: BtA} FE= AL 7hE 0 Rl 2 E= 0 &F . HZ2of S E Hdeolo| Ae =
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AL XIE L "R HE
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=

« PROCEDURE_NAME: o|&tx AE{E X|Z5H7{LE BHA}L 7H01E Il At A L3 Ho 2 A= &
M=,
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. o770l TIEHE LH2IHL, AE S HiA| EE= Y ZAESHHLE, B AHE "It AHLE HeE XI™HE 4
StEE ™ ZEMA, WL == 52 X|Ho| ZEELICH

- TREATMENT_NAME: &l = 0|42 E|x|517| QI8 U™ 7|7t SO A|#E|= SRiS. o470l &
HIO|2HAK| L A MEB 42 & E £0{ 2&3&H7F Z&ELICH
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« TEST_VALUE: A 23} TEST_NAME QIE{E| S&oi Bt M E|L|C}.

o
o TEST_UNIT:ZAAFZf &7 EAIE &= (= 5 EHl. TEST_NAME QEE| &2 M
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o
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FUTURE: A}, x|2 EE= AH&F7} =
HYPOTHETICAL: ZAAl X2 EEE M7 7IMH 2 EHEUS

« NEGATION: 21} EE= R x|7F MM O|HLE 3| K| o1 QICH= E A

« PAST_HISTORY: A} X|IZ2 = HXE7F 8RS THAH(FAN BHE O™ HIREIAZ S LIEFHLHE
EA

Nzt EH 3

TIME_EXPRESSION HF= Alztnt BEE QIEEIE HX[ELICH 070l Emet 22 =0 3
M e, R, U ERp K|k B e 16" 22 Az 30| ZEEILICE o] HF ol At
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T

« TIME_TO_MEDICATION_NAME: &2 S5 8¢ ™. o] R0t HZ k[= £42 BRAND_NAME &
GENERIC_NAME &lL]|C}.

« TIME_TO_DX_NAME: o|sf% &E{7} Lraliet Smt. O] ol 42 DX_NAMELICH

« TIME_TO_TEST_NAME: ZALE &lA[et ™. O] 8ol £42 TEST_NAMEIL|CH

« TIME_TO_PROCEDURE_NAME: MX}7| =>E ™. 0| 2| £+442 PROCEDURE_NAME IL|C}.
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FH

INFIFAZEES 25



Amazon Comprehend Medical JHEER}E 710l =

Pll & X|
UL EHAEE AZME M E5 e 74 HE (PHI) CllO|E{E B X|etEi= B DetectPHI {2 ALS
gLCH 2o HIAENM AL 7tS8F 2 E QEE|E AA5HE{™ DetectEntitiesV2E ALS & LICH.

LH%% Detect entltles(I:HK.j 2) &!A,_#% 7,'5% 3|.AIA|O

/A Important
Amazon Comprehend Medical2 & X|El QIE{E[S| HEdof Cit AZE &S LIEtU = A |
T M+E MSELICH olgdet AMZIE M-8 Totstn AFS Atadlof 2EE AZ| AAHZLIES A
HEYLICH §H 1dH & AL Atel B, 71 1M HE E= J|EF $HE ALE5tod B K|

PHIS| H&HE #elstE ol E&LICH

HIPAA ®of 2t 1874 AlEXt |52 7|HS 2 5t= PHIE S8 FO|E 7|204 FZsHok gLct
Amazon Comprehend Medical2 0|43t Al Atel zt#dEl AEE[E B K[SHK|BH O[2{3t RUE{E|E M|O]

F
I 5t o 2 X|ME S 20 112 O Z6HK| St&LICH BRE AHERLT} H|
TlE Zd2 ofL|X|2F Amazon Comprehend Medical2 2 E #&4
e 222 zitsiod 71w RIS Alddsis o AFREH £ 9
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2 0|7 d8 B SX| MH|A |¥AFO|E Q] Health Information Privac

| Score) P o] UAELICH ME APFAIO{I Mgfet = AAZS AhEet
|§ de{Lich PHI S AEE M= B X|E & AEEIE o Bl ol ™37 -?—IﬁH =
2T HAHIZLE AF8stE W0l O LhE = UELICH 78 &5 A8 AtE|ol M B K|

o
—
22 A8 sx| of 79 S5 azaLch

Mol rr 4> o
)
rH1

LILETLE AR | A

DetectPHI EE = DetectEntitiesV2 2fd S Al#i5l04 ChS1F 22 PHI &4 QIEE|E B X|E = U&L
Ct.

£ X|E PHI AIEE|
7HA| MY HIPAA 3

AGE 29N

Sy 0_4%,, ot ),
AIZE oo 2E TH 4
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https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
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Etg| HAIE|X| b= 8t 7124
2 At
DATE BRI == B k|2t BHEE 3. 7Helnt 2 E I
2E I
NAME QA J|2of ZIRHEl EE 0|  1.0|5
(YLt o 2 BtR} J7IF £
o|2 M3Xte| 0|F)
PHONE_OR_FAX DE M ™A SEY 4. M5tHs
1-800-QUIT-NOW 2! 9111} Zt o
IH A S
2 J|H Maps e FoEL O HEEE
Ct
EMAIL olHIY F=A 6. O|HIY F=A
ID A AR ZFHEI D E BSF 7. A ER HE
O|#HSZ of7|oflzs FRISEH i
5 o2 yl= He Al Ay 8 SRTVISHE
HE, Y Al HE, BEM 9. HZ B3 s
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O|A HE 7 B FLICH 8t 10. AE H=
dRCIA HE TR BAEE
o= O4d=] v S
ol Mul£ MBAHE Apms 1 EEMESERS
= HEr ZEHELCH 12. %2 Aledx}
13. C|HIO|A #HZ
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b HE HIPAA 2+

ADDRESS 7|0l Ald, RE o2 Al 2. XIE2IH /I
_EEE |AE-I L-H I:|=|E X/\ol (=)=

X2l ME&t7t ZEELLict

PROFESSION BAF E= BA 7ESD 2EEl 18 . V[EHEE AE §F

of| K|

EIAE “8tXle QAE F AOHEO| HF ST U= 48AM|12] WAL & AO|AQL|CH” gt Zhe CtSap Z
&L|Cct

=

« “& AO|A"E PROTECTED_HEALTH_INFORMATION HF0i /= NAME S&o| AE{E|Q]L|Ct.
« “48"2 PROTECTED_HEALTH_INFORMATION HZFo0i = AGE §& 2| QIE{E|QIL|C}.

« "WAI"E PROTECTED_HEALTH_INFORMATION ®F0f Q= PROFESSION R&(Al¥ E7l)9| 2l
E|L|C}.

“QUAIEIE A|OE”2 PROTECTED_HEALTH_INFORMATION 30 &3t = ADDRESS E{E|ILICE.

Amazon Comprehend Medical &0 M= CtE 1+ 20| E A|E L|C}.

Patient is John Smith, a 48 year old teacher and resident
® Name (John Smith) e Age (48) ® Profession (teacher)

of Seattle, Washington.
® Address (Seattle , Washington)

DetectPHI 22 Al 8 [ SH

Amazon Comprehend Medical2

E A|ElL|C}. StartPHIDetectionJob Z12 A2 5HH
TEE MBS0 melg MMEELICH

M HO
i

4 1
bl

2

®)

"Entities": [
{
"Id": 0,
"BeginOffset": 11,
"EndOffset": 21,

PIl & X| 28
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"Score": 0.997368335723877,
"Text": "John Smith",

"Category":

"PROTECTED_HEALTH_INFORMATION",

IlTypell: IINAME"’

"Traits": []

"Id": 1,

"BeginOffset": 25,

"EndOffset":

27,

"Score": 0.9998362064361572,
IITeXtII: ||48||’

"Category":

"PROTECTED_HEALTH_INFORMATION",

IlTypell: IIAGE"’

"Traits": []

"Id": 2,

"BeginOffset": 37,

"EndOffset":

44,

"Score": 0.8661606311798096,
"Text": "teacher",

"Category":

"PROTECTED_HEALTH_INFORMATION",

"Type": "PROFESSION",

"Traits": []

"Id": 3,

"BeginOffset": 61,

"EndOffset":

68,

"Score": 0.9629441499710083,
"Text": "Seattle",

"Category":

"PROTECTED_HEALTH_INFORMATION",

"Type": "ADDRESS",

"Traits": []

"Id": 4,

"BeginOffset": 78,

"EndOffset":

88,

"Score": 0.38217034935951233,
"Text": "Washington",

"Category":

"PROTECTED_HEALTH_INFORMATION",

"Type": "ADDRESS",

PIl EF x|
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"Traits": []

1,
"UnmappedAttributes": []

HAE EA HiX| AP

Amazon Comprehend Medical& At&35t0{ Amazon S3 HZ!O| MHEEl ofet HIAE
CH 10GBo| 2 ME & Holl B &= U&LICH 2&£2 AE50 Hi x| B4 2 S
HiX| APIE At835to] 25 CHA 4 HE(PHIE HIRE ol= EEIE &
& Sl Hix| 2M 22 AlE, BX|, LtFstn MEELICE

EA4grLct &
4 O

£
A 2 2|5k Hut

Hi x| £ 44 & 7|E} Amazon Comprehend Medical Zf 40l CHEF 2= HEE 04701 &g + &L
Ct.

=9 ZX|AME

Amazon Comprehend MedicalQ| Hi x| 24 &2 MEXQI o|8t™ R Qf, TIE L= R

QeLICh AL Abzilof BEEH AR oIzt AMstn, g2 AT o s 4FolME 52 AF
AUHZtE ASBILICH S AFS Aol R MME 1SS e o7 HEAI S HESD 2o

5H{oF & LICF. Amazon Comprehend Medical®| 2 & E{2
5t O|&8 A EIEHE HAEHIS 5 31X} x|2 AlLIE|Q0I AT A

oh

APIE AIE35I04 HiX| A =

Amazon Comprehend Medical & 5= Amazon Comprehend Medical Hi | APIE A& 35104 Hi k| 2

A ztolg MEE £+ gL

Amazon Comprehend Medical APIE At&35t= 3 AWS Identity Access and Management(IAM) S
1 IAM HAeof AZatof B LICH 1AM A& & ¢IE| F2of CiEr AtM|gh LIS S |AM EF 5

1. CIO|EE s3 HAo| 4= =¢§rLc.

2. M EAM x4 A|EHsE{H StartEntitiesDetectionV2Job £HQ] B &= StartPHIDetectionJob X4
t&t Il Amazon Comprehend Medicaloll 2124 Zblo| Z &HEl 2124 S3 B!
O| 0|EE 2|, HiX| EM £ 0t S 7|88 £3 S3 HAE KIHE LI



https://aws.amazon.com/comprehend/medical/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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3.

g DL 2EL|C} Bt L|stEnt|t|esDetect|onV2Jobs LlstPHIDetectlonJob E M85
HAM A2 A DE REZX|O| AEE &OIE 4 Q&L

N
A

S0l &MY s %xléH b 3t= 3 StopEntitiesDetectionV2Job EE & StopPHIDetectionJob2

I.

(&)
AL
X
2
184
\_o

.I.L

EEERICEPEIE S

fjo
il

= S3 HAE HESHM.

ror
Iy

N
=
el

X
2
2
mjo
>

K]
Q'I_l
AN
2

5 e 2N RuS ML ,
S 364202/ OlB T B3 U H LRt S3 B 0|8 MBI

3. =rejo| I B0l S0t atef HEhE DU LICH Z&0IM 241 AT U B2 AKS Z#3H0S
DE bzl EA SHeint HelE & 4 st

4. B sreio] AME HAH HUS AN O T 5 S3 HAS HTFHAR

HH x| ZHQdod CHEH IAM K424

=| |:1| =‘<E=| E|.o|o| —%I-El S3 I:|-|
mprehend Medical AMH|A 7} <4
ol AlZ| 2o CHEt REAIEE LK

Amazon Comprehend Medical HiX| APIE £ &35tE= IAM &&=
Zlof| CHEE HA|A HEHS F045 Pt 0| QJo{oF B LICH Amazon

S EHE UL 0=|7|01I_._ M| gt A& egatioF ZLICH IAM
k=]
—

mol- O ]IO

>

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input-bucket/*"

ZE£2 MEstod iRl EM = 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

Amazon Comprehend Medical
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1,

"Effect": "Allow"
},
{

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket"

1,

"Effect": "Allow"

},
{

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::output-bucket/*"

]I

"Effect": "Allow"

}
]
}
HE2 S0 22 AE #AHE WD Qojof &Lct 28kl= CHEQ 2o EXME EX
aws:SourceAccount %! aws:SourceArn 271 7|2 AI3l0{ E5L|= CHE(Q 2ot

st= ol E&LICH ESE CHEIX EX2 AWS HHE EE6t= ol CHa REA|S]
MM ESE OEIXt EXME HEEHAMIL.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":[
"comprehendmedical.amazonaws.com"



https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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},

"Action":"sts:AssumeRole",

"Condition": {
"StringEquals": {

"aws :SourceAccount": "account_id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:comprehendmedical:us-
east-1l:account_id:*"
}
}
}
]
}
Hi x| 241 £ ot

Amazon Comprehend Medical2 Hix|2| Zf /=24 mtdoi| CH3H StLtel &3 ntelg Moghulct o]
O| &A= . out LICH Amazon Comprehend Medical2 HX{ AwsAccountId-JobType-JobIdE
O|§ 22 AHE5t04 £3 S3 HHZ!of CIREE|E et O, Hix|o CHEt 2 & &3 w2 o| C[AEH
2(0d| £ LICt. Amazon Comprehend Medical2 3t 20| £20| Ct & 2 o| £ FHO{MX| AL T
Ol M CIHE{Z|E M ELICt

HiX| Zr el £E32 S7| & Yat st £32 HUEHELICH Amazon Comprehend Medicalo| A 44
gt £249| of = Detect entities(EHH7T1 2) MM S FHESFAAIL,

ZF WX 22 2ol Chsh HE7F 2 E Ml 7Hef oiLHIAE otdE HdgfL(ct

« Manifest - Y S QofFLICH 2ol ArSE mtetOlE, ™A %] 27|, M2[E ot of CiEh H

d
I

o

El

P

* success - 4322 ME|E mhof CHet HEE MSELICH 3 & £3 ot o|F 2t ™
S

« unprocessed - HiX| oM XEIE|X| 42 TtUS 27 = L 0tUH 2 F HAIX|Qt &H LA
st|Ch
= .

Amazon Comprehend Medical2 AFEAt7F HiX| 22 6 X[Het £ C[REZo Tt S 7|15
LICH @9 LT AE T2 Manifest_AccountId-Operation-JobId AMS0| 22 ZC{et

ook o

771I
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£24 Zojof 7|SELICH BUBAE E0 Lols 4 HUBIAET S0f 9 success EC7H U

LicH M2l X 2 I oHLHAETH §0{ U= failed ECE Z 8 E[0] U&LICH CHS EHRIOIA
£ fLHAE oo X & HoiELICH

Hi x| DL H| A E mtd
CtS2 X[ OiL|m A E ot ol JSON FELCH.

{"Summary"

{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "EntitiesDetection | PHIDetection",
"InputDataConfiguration" : {

"Bucket" : "input bucket",

"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {

"Bucket" : "output bucket",

"Path" : "path to files"
I
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,
"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFileslListlLocation" : "path to file",
"UnprocessedFileslListLocation" : "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"
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"Files": [{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file

"Input": "input path/input file name",
"Output": "output path/output file name",
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"InputSize": size in bytes of input file

3]

AMe|ElX| ef2 oL HAE ot

CtE2 XMElER| &2

"Files" : [ {

o cheh WEIF 2o E ojLHAE ot o] JSON T & LICH

"Input": "file_name_that_failed",

"ErrorCode":

+

"error code for exception",
"ErrorMessage":

"explanation of the error code and suggestions"
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SEEH o474

- =

Amazon Comprehend Medical2 At&5tH & BEIAEO|M AEE|E B XI5t ST AEEIE

RxNorm, ICD-10-CM & SNOMED CT X|4] 7|gt2 H olz 2E=x|o| 7Hdo 1A%

L|Ct. Amazon Simple Storage Service(S3)H| ME E CHEF M E= 02 mtoi| CHaH Hi x| 2442
L

2 EE T T BANS +HE £ AU

ICD-10-CM ¢4

InferiICD10CME A2 75t0q 7} 58 o|&t
Z(ICD-10-CM) 2026 tHZe| 2 Eof edZAELIC} ICD-10-CM2 O|= A S A|od &

M AENE VAR ZXIstD A 2YE 27, 10%F 0, 4 =
3 ME{(CDC)HIM |

ox

Ay A ot= InferICD1OCMO| ICD-10-CM ZE 4l M HietshL
MEHE AME|T LHE'xr*OE LIGEILICH Hes HAEN Ues 7 XIS 9
A

= —

12T LIELICH 7152, A%, 54, PI 22 g HEE S402 QMg sRE
A
|

ICD-10-CM =

FE
Oi
HL

InferlCD10CM MEDICAL_CONDITION H4ZFo| AE{E|E EFX|EFLICt F 7t T B X0 &

MEE S0z Gz,

ICD-10-CM &3

InferlICD10CM DX_NAME, TIME_EXPRESSION $& 9| QE{E|E EFX|EL|Ct.
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https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
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ICD-10-CM £

« DIAGNOSIS: 42| Grtof ols A™E|= oSt o Ef{o| AlH,

« HYPOTHETICAL: o8 & Ef7t 712 EHEICIE EAL

« LOW_CONFIDENCE: o|st%] #Ejo| E& 40| =2 Wo 2 EHECtE EAL MBE AMEE Mot
= el gtzdo| &Lt

« NEGATION: o|&t% &fEi7| EXHSIX| &t =Cl= EAI

« PERTAINS_TO_FAMILY: o|&f%x] A E|J}t 2tXF 2QI0| ofil B Xto| 7t F 1 T QICt= E A

« SIGN: oAt7F E 1 Eh oS % AEl.

« SYMPTOM: & At7} E 18k O8] ArEY,

ICD-10-CM &4

« DIRECTION: X|& 04. 0of: 2%

= OFf= E= £ 2
=1, o=, o=, ©™ —

« SYSTEM_ORGAN_SITE: a5

o)
cC
>
—
H
_|
_<
0T
N

H
on
Il
=
my!
rlo

AlZHE

o
18
L

TIME_EXPRESSION HF= Alztnt BE4E QIEEIE HX[FLICEH o47(ol= & KHBP &2
M e “HR, ‘U IR, ‘K| E e 1671t ZH2 AlZt EE0| ZEEILICE O
= E{E|Q 2tEEl ZoiB gHEHEILICEH o| & S04, “ofAl| X7t QIERQAR; ZITHS 2R al—l Ch et
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RELATIONSHIP_TYPER2 QE{E|Qt &4 7to| 2HE LERHLICH QIAIZEI RELATIONSHIP_TYPER
OVERLAP - TIME_EXPRESSIONO| Ef X|El JIE{E|Q} & x|ElL|Ct.

el2d ol 2LCf of A
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=

EX™ API 281 2 8 B2 Amazon Comprehend Medical API & X 2| InferlCD10CM Al M
ES A

O A= InferICD1OCM 20| 25 HAS HOo{ELICH 2E UHHAEE H

A AE
SAHE 912 AT BSHAAIL.

"The patient is a 71-year-old female patient of Dr. X. The patient presented to the
emergency room last evening with approximately 7 to 8 day history of abdominal pain
which has been persistent. She has had no nausea and vomiting, but has had persistent
associated anorexia. She is passing flatus, but had some obstipation symptoms with the
last bowel movement two days ago. She denies any bright red blood per rectum and no
history of recent melena. Her last colonoscopy was approximately 5 years ago with Dr.
Y. She has had no definite fevers or chills and no history of jaundice. The patient
denies any significant recent weight loss."

InferICD10OCM 242 CHS1 Z2 JSON 4ol £ gretefLich(ztEEE flsl SF).

"Entities": [
{
"Id": 1,
"Text": "abdominal pain",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 153,
"EndOffset": 167,
"Attributes": [
{
"Type": "ACUITY",
"Score": Float,
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"RelationshipScore": Float,
"Id": 2,

"BeginOffset": 183,
"EndOffset": 193,

"Text": "persistent",
"Traits": []
}
1,
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Unspecified abdominal pain",
"Code": "R10.9",
"Score": Float
I
{
"Description": "Epigastric pain",
"Code": "R10.13",
"Score": Float
},
{
"Description": "Lower abdominal pain, unspecified",
"Code": "R10.30",
"Score": Float
I
{
"Description": "Generalized abdominal pain",
"Code": "R10.84",
"Score": Float
},
{
"Description": "Upper abdominal pain, unspecified",
"Code": "R10.10",
"Score": Float
}
]
}
"ModelVersion": "3.2.0.20251001"
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}

2 HAE oM AEE|7E FHElE ERE AUAMELICH & S0d, AT BY S
of MZ[E M2t Bf7A LIFELICE 0T of

= LS 1— T 1= |
Alo| l=dof| et Bt RI7F HIATHE S =77|K] 27| E 0l Nausea E4f O NEGATION Of2Hod| L &EL|
C}.
{
"Id": 3,
"Text": "nausea",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 210,
"EndOffset": 216,
"Attributes": [],
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
},
{
"Name": "NEGATION",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Nausea with vomiting, unspecified",
"Code": "R11.2",
"Score": Float
.
{
"Description": "Nausea",
"Code": "R11.0",
"Score": Float
}
]
}
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RxNorm HE

InferRxNorm MEDICATION ¥ Fo| AE{EIE B X|ELICI £ = EH0Z2 HAAE F7F i »E
= EFX|Erct.

RxNorm $&

Medication HF | QE|E| RE2 CtS1 & &L|Ct

A
rr
>

« BRAND_NAME: & &
o]

3 |2 X2 H’%*ﬁOI ol= Hale 0|E.
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"fluoride topical ( fluoride 1.1 % topical gel ) 1 application Topically daily Brush
onto teeth before bed time , spit , do not rinse, eat or drink for 20-30 minutes"

O| InferRxNorm ]2 JSON &Aoo 2 C}S1 ZH2 £24g HHat&tL|Ct.

"Entities": [
{
"Id": 1,
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"Text": "fluoride",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 19,
"EndOffset": 27,
"Attributes": [],

"Traits": [1,
"RxNormConcepts": [
{
"Description": "fluorine",

"Code": "1310123",
"Score": Float

I

{
"Description": "sodium fluoride",
"Code": "9873",
"Score": Float

},

{
"Description": "magnesium fluoride",
"Code": "1435860",
"Score": Float

I

{
"Description": "sulfuryl fluoride",
"Code": "2289224",
"Score": Float

},

{
"Description": "acidulated phosphate fluoride",
"Code": "236",
"Score": Float

}

1,
"ModelVersion": "3.2.0.20221107"

InferRxNorm 22 C}S QU HAEE AI5t0{ B EMET QIAELICEH

'patient is not on warfarin'
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0| InferRxNorm &H¢d

2 JSON ¥4lo 2 Ct33t Z

{
"Entities": [
{
"Id": 1,
"Text": "warfarin",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 18,
"EndOffset": 26,
"Attributes": [],
"Traits": [
{
"Name": "NEGATION",
"Score": Float
}
1,
"RxNormConcepts": [
{
"Description": "warfarin",
"Code": "11289",
"Score": Float
I
{
"Description": "warfarin sodium 2 MG Oral Tablet",
"Code": "855302",
"Score": Float
},
{
"Description": "warfarin sodium 10 MG Oral Tablet",
"Code": "855296",
"Score": Float
I
{
"Description": "warfarin sodium 2 MG Oral Tablet [Coumadin]",
"Code": "855304",
"Score": Float
},
{
"Description": "warfarin sodium 10 MG Oral Tablet [Jantoven]"
"Code": "855300",
"Score": Float
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}

}

1,
"ModelVersion": "3.2.0.20221107"
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« MEDICAL_CONDITION: o|&fX AElO| &A1& &4 I TIEH

« ANATOMY: &IA| EE= AA| AS el L7 L ST EILE AIS el {Ix|.

« TEST_TREATMENT_PROCEDURE: o|8t% AMEHE EHEHSH= Ol AF2 E|E MR}
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DIAGNOSIS: 40| 40l = ANt 2 EHEHE
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LOW_CONFIDENCE: 2|5t
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TEST_TREATMENT_PROCEDURE HF &= 2o|&t™ A ElE TES= O A El= MERHE B XIELICEH
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« VERSIONDATE: Al2=ISNOMED CT HHF Q| i AN QI |C},
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= A SH ol
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= E oAM= InferSNOMEDCT 20| 2t5 WAIE HOo{ELICH 2 E YH HAEE
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"HEENT : Boggy inferior turbinates, No oropharyngeal lesion"

Ol InferSNOMEDCT %212 JSON

0%

Aoz oS Z2 £32 grEreLich

"Entities": [
{
"Category": "ANATOMY",
"BeginOffset": O,
"EndOffset": 5,
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"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose and throat
(procedure)"”
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body structure)"
},
{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body structure)"
I
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination (procedure)"
}
1,

"Score": Float,
"Attributes": [],
"Type": "SYSTEM_ORGAN_SITE",

"Id": 0
},
{
"Category": "MEDICAL_CONDITION",
"BeginOffset": 8,
"EndOffset": 33,
"Text": "Boggy inferior turbinates",
"Traits": [
{
"Score": Float,
"Name": "SIGN"
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}
1,

"SNOMEDCTConcepts": [

{

]I

"Code": "254477009",
"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"

"Code": "260762006",
"Score": Float,
"Description": "Choroidal invasion status (attribute)"

"Code": "2455009",
"Score": Float,
"Description": "Revision of lumbosubarachnoid shunt (procedure)"

"Code": "19883003",
"Score": Float,
"Description": "Atrophy of nasal turbinates (disorder)"

"Code": "256723009",
"Score": Float,
"Description": "Inferior turbinate flap (substance)"

"Score": Float,
"Attributes": [

{

"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,

"Text": "HEENT",

"Traits": [],
"SNOMEDCTConcepts": [

{

"Code": "69536005",

"Score": Float,

"Description": "Head structure (body structure)"
},
{
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"Code": "429031000124106",
"Score": Float,

systems, head, ear, eyes, nose

and throat structure (body

of left half of head (body

and throat examination

"Description": "Review of
and throat (procedure)"
},
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose
structure)"
},
{
"Code": "64237003",
"Score": Float,
"Description": "Structure
structure)"
},
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose
(procedure)"
}
1,
"Score": Float,
"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",
"Id": 0o,
"BeginOffset": 0@
}
1,
"Type": "DX_NAME",
"Id": 1
I
{
"Category": "ANATOMY",
"BeginOffset": 23,
"EndOffset": 33,
"Text": "turbinates",
"Traits": [1,
"SNOMEDCTConcepts": [
{
"Code": "310607007",
"Score": Float,

et of A
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"Description": "Sarcoidosis of inferior turbinates (disorder)"
I
{
"Code": "80153006",
"Score": Float,
"Description": "Segmented neutrophil (cell)"
},
{
"Code": "46607005",
"Score": Float,
"Description": "Nasal turbinate structure (body structure)"
I
{
"Code": "6553002",
"Score": Float,
"Description": "Inferior nasal turbinate structure (body
structure)"
I
{
"Code": "254477009",
"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"
}
1,
"Score": Float,
"Attributes": [1,
"Type": "SYSTEM_ORGAN_SITE",
"Id": 3
},
{

"Category": "ANATOMY",
"BeginOffset": 39,
"EndOffset": 52,

"Text": "oropharyngeal",
"Traits": [],
"SNOMEDCTConcepts": [

{
"Code": "31389004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"

},

{
"Code": "33431000119109",
"Score": Float,
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"Description": "Lesion of oropharynx (disorder)"
I
{
"Code": "263376008",
"Score": Float,
"Description": "Entire oropharynx (body structure)"
},
{
"Code": "716151000",
"Score": Float,
"Description": "Structure of oropharynx and/or hypopharynx and/or
larynx (body structure)"
},
{
"Code": "764786007",
"Score": Float,
"Description": "Oropharyngeal (intended site)"
}

1,

"Score": Float,
"Attributes": [],

"Type": "SYSTEM_ORGAN_SITE",

"Id": 5
I
{
"Category": "MEDICAL_CONDITION",
"BeginOffset": 39,
"EndOffset": 59,
"Text": "oropharyngeal lesion",
"Traits": [
{
"Score": Float,
"Name": "SIGN"
}
1,
"SNOMEDCTConcepts": [
{
"Code": "31389004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"
},
{
"Code": "33431000119109",
"Score": Float,
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"Description": "Lesion of oropharynx (disorder)"
I
{

"Code": "764786007",

"Score": Float,

"Description": "Oropharyngeal (intended site)"
},
{

"Code": "418664002",

"Score": Float,

"Description": "Oropharyngeal route (qualifier value)"
I
{

"Code": "110162001",

"Score": Float,

"Description": "Abrasion of oropharynx (disorder)"
}

1,

"Score": Float,
"Attributes": [
{
"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,
"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose
and throat (procedure)"
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body
structure)"
I
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{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body
structure)"
.
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination
(procedure)"”
}
1,
"Score": Float,
"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",
"Id": 0,
"BeginOffset": 0@
}
1,
"Type": "DX_NAME",
"Id": 4
}
1,

"SNOMEDCTDetails": {
"Edition": "US",
"VersionDate": "20200901",
"Language": "en"

},

"Characters": {
"OriginalTextCharacters": 59

.

"ModelVersion": "3.2.0.20220301"
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EI £3 0t U ELH2{= Amazon S3 HHZ! 2| O|E & NS ErLICE.

3. DescribelCD10CMinferenceJob, DescribeSNOMEDCTInferencedob &=
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ListiCD10CMInferenceJobs, ListSNOMEDCTInferenceJobs, ListRxNormInferenceJobsE AM& 5t
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4. Tl B2l 2t SX|5Hok 5= ZES StoplICD10CMInferenceJob, StopSNOMEDCTInferenceJob
It = StopRxNorminferenceJob2 At&35t0{ A4 SKIFLICE
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Amazon Comprehend Medical Hi x| APl 22 S &35t= IAM &ol= 2 & £34 nllo| Z & E
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"Version":"2012-10-17",
"Statement": [

{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input-bucket/*"
]I
"Effect": "Allow"
}I
{
"Action": [
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket"
]I
"Effect": "Allow"
}I
{
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::output-bucket/*"
1,
"Effect": "Allow"
}



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

Amazon Comprehend Medical

etz 7hol=
1
}
HE2 CIS 242 AME| #AHE W Qofof gLCH ESEl= CH2[Q 2ot EXME Y X|5H7] 2I8H
aws:SourceAccount 2 aws:SourceArn =71 7|E Al25l01 ESE|E CHZIQ EOF EXE & K|
st Zd0| E4LICH ESE CH2IXF 2X2F AWS HHE 2S5t 2o CHEH XHA|S| Lol EE{H IAM

MM ESE OEIXt EXME HESHAIL.

JSON
{
"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Principal":{
"Service":[
"comprehendmedical.amazonaws.com"
]
}I
"Action":"sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "account_id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:comprehendmedical:us-
east-1l:account_id:*"
}
}
}
]
}
IAM %24
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Amazon Comprehend Medical2 Hix|2| Zf @124 mtoi| CH3H stLtel £3 ot MAFLict of ot
O| &A= . outLICE Amazon Comprehend Medical® HX{ AwsAccountId-JobType-JobIdE
O|E2 2 AIE5t0o4 £31 S3 HZ!o| C|HEEIE et ChE, tix|ol CiEt 2& £3 ntdE o| C|=H
2|ofl #&LICk. Amazon Comprehend Medical2 &t {12 *E4OI CHE ZfQo| £342 SHo{MK| T E
Ol M CIHEHEZIE ddeLct.

Zf BR[| 242 2ol cHet HETF 2ot &l oS Ml 7He| OiLIHAE oS STt

« Manifest - Y S QofgLICt 2ol ArSE mtetOlE, ™A 5] 27|, M2[E ot ~of CiEh H

@)

» Success - ci:'-"—*.gi AE|E ool CiEt HEE MSELICH 3 I £3 nt o|FxF &= 1t

« Unprocessed - H{X| 20| MEIZ[X| £ 2 TS @F ZT & L ofH @7 HAIKIQ &f7H LIS
oI-L_||:|.
=] N

Amazon Comprehend Medical2 At A7t Hi%| 2t 2 2I5H X|'HE £3 Cl2EZ(of TS 7|5
LICH @9 DL AE T2 Manifest_AccountId-Operation-JobId MS0| 22 ZC{et &7
zad Zrof 7|2 =/LCH OILHAE Z0 Woll= MZ OjLHAEE Z3tst= success ZC2 # 2|
ZIx| ot oY LHAEE Z85tE failed EC7F U&LICH CFS BRI E OILIHAE 19
TZE HoiFLCh

o

HiX| OfLHIAE mtd

CH2 2 Hi x| iU AE mtlo| JSON FZEQLCH.

{"Summary"
{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "ICD1@CMInference | RxNormInference | SNOMEDCTInference",
"InputDataConfiguration" : {
"Bucket" : "input bucket",
"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {
"Bucket" : "output bucket",
"Path" : "path to files"
1,

HiX| E4 &3 ot 59
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JHeER 7Hol=

"InputFileCount" number of files in input bucket,
"TotalMeteredCharacters"
"UnprocessedFilesCount" number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFilesListLocation" "path to file",
"UnprocessedFilesListlLocation" "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"

43 OfLHAE ot Y

Che2 d3dMe 2 XE[E ool cigh W2 7F 8 & ool JSON xR LCH.
{
"Files": [{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
},
{
"Input": "input path/input file name",
"Qutput": "output path/output file name",
"InputSize": size in bytes of input file
1]
}

Mel=lx| of2 ojLwHAE ot

Mel=lx| &f2 ool cier W27 28 E ofLHAE mhdol JSON &£ ChEx

{
"Files" : [ {
"Input": "file_name_that_failed",
"ErrorCode": "error code for exception",
"ErrorMessage": "explanation of the error code and suggestions"
3,
L caod
]
}

: total characters processed from all files,

60
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"Version":"2012-10-17",
"Statement": [
{
"sid":
"Effect": "Allow",
"Action": [

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"AllowDetectActions",

DetectEntitiesV2",
DetectPHI",
StartEntitiesDetectionV2Job",
ListEntitiesDetectionV2Jobs",
DescribeEntitiesDetectionV2Job",
StopEntitiesDetectionV2Job",
StartPHIDetectionJob",
ListPHIDetectionJobs",
DescribePHIDetectionJob",
StopPHIDetectionJob",
StartRxNormInferenceJob",
ListRxNormInferencelobs",
DescribeRxNormInfexrenceJob",
StopRxNormInferencelob",
StartICD10CMInferencelob",
ListICD10CMInfexrencelobs",

of

H

—
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{
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"comprehendmedical:DescxribeICD10CMInferencelob",
"comprehendmedical:StopICD10CMInferencelob"”,
"comprehendmedical:StartSNOMEDCTInferenceJob",
"comprehendmedical:ListSNOMEDCTInferenceJobs",
"comprehendmedical:DescxribeSNOMEDCTInfexrencelob",
"comprehendmedical : StopSNOMEDCTInferenceJob",
"comprehendmedical:InfexRxNoxrm",
"comprehendmedical:InfexICD1OCM",
"comprehendmedical:InfexSNOMEDCT"

]I

"Resource": "*"
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Amazon Comprehend Medical API &f 41} sHE H 242 Amazon
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Comprehend Medical API T8t & 2|AA L T X MME FESHAML.
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gh

Amazon Comprehend Medical 2& AHZ0f

et X E0f Amazon Comprehend Medical API 2f 41t 2t 2Fdof| 23t Heto| LIPE|o] &L

|
Ct. Amazon Comprehend Medical APl T80l CHEt REAM|BH LHE 2 Amazon Comprehend Medical API

FEH Aol BlAA G AT AZ MMS BESHAANL.

Amazon Comprehend Medical 2& 2 At&3t2{™ CHS H&of LI & M2 Fodslof JLct.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "comprehendmedical.amazonaws.com"
}
}
}
]
}
Amazon Comprehend Medical of o|lzqst M&to| Ze st olge= ClS1t Z&Lct

« AHol| A8 7tsEHIAM HEE LFE = /e iam HE

« Amazon S3 HZ!1} C|O|E{7} =& El ZHA|of HMAE 5= Qe s3 HEL

242 ASstod HIS Y| il Aele MAIE mf redof CHEH IAM ES MY £& BLich 248
AHZ8HO4 1AM IEHS MAISHEAT 047|0ll EAIE F7H HEHS ALS R0l 204504 1AM 2 L A
S MASHT ofEol HMS 917 4 2lofof BLIC

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"iam:CreateRole",
"iam:CreatePolicy",

o
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"iam:AttachRolePolicy"

]I
"Effect": "Allow",
"Resource": "*"
}
]
}

a
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olg{8t AWS 2|3 &=
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#elsts SEE IAM M E MSstod B2 Lt AAE A|E MelELIch
AER7 HRE HeEtE ALY HRTI HES U ALE Ateof E
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=
LIS 1AM AL R ATAM O] AWS BH2[8 HME BE AR,

HEo| ALE Rt H HZEE = JUe TS AWS 22| HE2 Amazon Comprehend Medicalol| &
L|CtH

« ComprehendMedicalFullAccess - Amazon Comprehend Medical 2| A0 CHEE 2 E HAM|A HEHE
O LICH IAM g 2 LtEstn 71X 2 &= Qe HEto| ZefE Lt

Amazon Comprehend MedicalZ Al 35t= 2 AFEAtO|A CtE0 22 F71 EHE HES8HoF &L
C}.
JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
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"StringEquals": {
"iam:PassedToSexvice": "comprehendmedical.amazonaws.com"

IAM 2&0f 20215t o] 2&0iM §E M E HMsto] 22(d HEF HHg dEE + &Lt
ol2{3t 22 AWS SDK £ AWS CLIE A& 3t A0l R 8LICH

Amazon Comprehend Medical {4 ! 2|AA0f CHEH Hets 31%&
T A&LICH HAMO| R IAM AL AL EE= &0 O[248F At AL X

2 r
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=
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2

HiX| 2t dol| 2R3 & 7|8t M

Amazon Comprehend Medical HIS 7| & A& 3stE{H EAM 2Z0| Z&E Amazon S3 B{Zlof| CH
8t HM|A HBEHE Amazon Comprehend Medicaloll £ 04%&LIC}. Amazon Comprehend Medical AH|A
Hot F=RE AMEE £ O'EE 7H|%0i| CllO|E{ HMA &2 M5t FLICH dF Mol cHEt RHAl
B L2 AWS At3 B 2 AN A ZE[ ALS BB MM AWS MH|A0|| CHEF HEtS e o8 M
A

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "comprehendmedical.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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ofstg M £ BT Aol CHE ANA HMS MAELICH O S 9= Blo|E{7t B E
Amazon S3 HZ!0ll Amazon S3 GetObject ! ListBucket ™82 Fo043HoF & LICt EFF Amazon
S3 £24 O|0|E{ HZ!0fl Amazon S3 PutObjectoll CHEF HEHS Fo{FL|ct
CtZ odl A M| A HEofl= ole{8t Heto| Z & k(o] U&LICH.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::input bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::input bucket"
]I
"Effect": "Allow"
}I
{
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::output bucket/*"
1,
"Effect": "Allow"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "AllowAllComprehendMedicalActions",
"Effect": "Allow",
"Action": [
"comprehendmedical:*"],
"Resource": "*"

}

0i 2: DetectEntities 240t 5|

CHS B8t HE2 AL XFod| Al Amazon Comprehend MedicalolA RIE{E|S EFXK|E £+ Q= HEE &
045t X|BF PHI 2td 2 BF X|& &2 F0435 x| et &Lct.
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JHetxt 7hol=
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDetectEntityActions",
"Effect": "Allow",
"Action": [
"comprehendmedical :DetectEntitiesV2"
]I
"Resource": "*"
}
]
}
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AWS ZH2|& H34: ComprehendMedicalFullAccess

ComprehendMedicalFullAccess E&E IAM IDOf| 4ZE = U&LICH.

0| M= 2 2 E Comprehend Medical 2o Cist 22| #etE Fo4gL|Ct.

JSON

"Version":"2012-10-17",
"Statement" : [

{
"Action" : [
"comprehendmedical:*"
]I
"Effect" : "Allow",
"Resource" : "*"
}
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Sh

{

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"accessKeyId": "ASIAXHKUFODNNS8EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"userName": "Mateo_Jackson"

1,

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-09-27T20:07:27Z"

}
}
I
"eventTime": "2019-09-27T20:10:26Z7",
"eventSource": "comprehendmedical.amazonaws.com",
"eventName": "DetectEntitiesV2",
"awsRegion": "us-east-1",

"sourceIPAddress": "702.21.198.166",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.590
Linux/4.9.184-0.1.ac.235.83.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.212-b03
java/1.8.0_212 vendor/Oracle_Corporation",

"requestParameters": null,
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"responseElements": null,
"requestID": "8d85f2ec-EXAMPLE",
"eventID": "ae9be9bl-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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