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1. o 232l AWS Management Console 5} 11 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map £ Lct.
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public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

5. B AL83dto] & Hmj MH|A QIARIA Ol £48 AWS CLIFE[E LICE.

aws servicediscovery discover-instances --namespace-name cloudmap-tutorial.com --
service-name backend-service --region region

k
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{
"Instances": [
{
"InstanceIld": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}
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1. T=%Z!DNS HHAHO|AE dHTLICH

aws servicediscovery create-public-dns-namespace \

--name cloudmap-tutorial.com \
--creator-request-id cloudmap-tutorial-request-1 \

--region us-east-2
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"OperationId": "gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9xmplyzd"

L

2. HY YEHE FHlstof HHAHO|AT Moz WEEIUR=X] # el

aws servicediscovery get-operation \
--operation-id gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9xmplyzd \

--region us-east-2

3. ol MFstH HAHO|A IDE XS LCH

OH
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aws servicediscovery list-namespaces \

--region us-east-2 \
--query "Namespaces[?Name=="'cloudmap-tutorial.com'].Id" \

--output text
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AWS Cloud Map AH|A A4
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1. DNS ZHAo| &3t El & Hm MH[AE Mgt

aws servicediscovery create-service \
--name public-service \

--namespace-id ns-abcdl234xmplefgh \
--dns-config "RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=300}]" \

--region us-east-2

MEl MH| A0 CHEF M HE

"Service": {

"Id": "srv-abcdl1234xmplefgh",
"Arn":

abcd1234xmplefgh",
"Name": "public-service",

"NamespaceId":
"DnsConfig": {

"ns-abcd1234xmplefgh",

"NamespaceId": "ns-abcd1234xmplefgh",
"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [
{
"Type'": "A",
"TTL": 300
}
]
},
"CreateDate": 1673613600.000,
"CreatorRequestId":

"public-service-request"

"arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
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2. API ™ AME AL235t04 F Hm| MH|AE MAEEhLICt.

o

aws servicediscovery create-service \
--name backend-service \
--namespace-id ns-abcdl1234xmplefgh \
--type HTTP \
--region us-east-2

P2 dIE MH|A0f CiEr MF ZEE Bretefoict

"Service": {

"Id": "srv-ijkl5678xmplmnop",

"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
ijk15678xmplmnop",

"Name": "backend-service",

"NamespaceId": "ns-abcdl1234xmplefgh",

"Type": "HTTP",

"CreateDate": 1673613600.000,

"CreatorRequestId": "backend-service-request"
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1. DNS AMEZ |5l & Bim{ QIAEAE IPv4 TAZ SEELIC

aws servicediscovery register-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--attributes AWS_INSTANCE_IPV4=192.168.2.1 \
--region us-east-2
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{
"OperationId": "4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd"
}
AT HE3HeE STEIUEX] #elggLc

Folstod QIAE
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2. Y dH

aws servicediscovery get-operation \
--operation-id 4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd \

--region us-east-2
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3. APIAMZ 2|
aws servicediscovery register-instance \

--service-id srv-ijkl5678xmplmnop \

--instance-id second \
--attributes service-name=backend \

--region us-east-2
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{
"OperationId": "7zxcvbnmasdfghjklqwertyuiopl1234-k9xmplyzd"
}
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aws servicediscovery get-operation \
--operation-id 7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd \

--region us-east-2
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1. ™MZX{ Route 53 EAE ¥

aws routeb53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com \
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--query "HostedZones[0].Id" \
--output text

Ol ot 34 S ID7t gheHElLICt

aws routeb53 get-hosted-zone \
--id Z1234ABCDXMPLEFGH \
--query "DelegationSet.NameServers[0]" \
--output text

Je{H 0|F M & stLtot gherElLct
ns-1234.awsdns-12.0rg
3. dig BEE A83sto I{=E| AH|A 2| DNS BlZ =& #E|FLich
dig @ns-1234.awsdns-12.0rg public-service.cloudmap-tutorial.com
Eo0i= AMH|ALQL IS IPv4 T4 7L EA|Z|o{of FLICt,

;; ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

4. AWS CLI & AtE3t0q A= AMH|A QIABIAS ZHMEL|CH

aws servicediscovery discover-instances \
--namespace-name cloudmap-tutorial.com \
--service-name backend-service \
--region us-east-2

S20lls MulAH 9473t 2490 EAIEILICH

"Instances": [

{

"InstanceId": "second",

AWS Cloud Map AH[A QUIAEIA Z4AM
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MH|A QIAEA MH|A, OX|TO 2 HYUAHO|A &ME

"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {

"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}
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aws servicediscovery deregister-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--region us-east-2
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aws servicediscovery deregister-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--region us-east-2

HE2| MH|AE AMA[ELICH
aws servicediscovery delete-service \

--id srv-abcdl234xmplefgh \
--region us-east-2

A= MH|AE AFAIELICH
aws servicediscovery delete-service \

--id srv-ijkl5678xmplmnop \
--region us-east-2
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5. UHHAHO|AE AXELICEH

aws servicediscovery delete-namespace \
--id ns-abcd1234xmplefgh \
--region us-east-2

6. Route 53 ZAE FH0| AKX E[RA=K] &lFL/ct

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com
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1E2t74|: AWS Cloud Map WA H O|A MM

Ol EtAIOI A= AWS Cloud Map UIJATO|AS MAFLICH LIYAHOlAE OfE 2| 0l42] MH]
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off 22! AWS Management Console 311 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map 2&2 L|Ct.

Create namespace(H A H O|A HA)E MEHFTLICY.

HYAHO|A O|FHE 7q’"‘ifL—IlZPcloudmap-tutorial.
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2EHA|: DynamoDB Ei|0|&2 A4

O| EtA|0fA= DynamoDB El|0|E & ‘d&efLICE O| BO|E2 CFE B A 488 ME oiZ 2|70
MO| IO E MY st AMst= O AtSELICH

DynamoDBE #445H= #efofl CHEH AFMIEH LI&2 DynamoDB JHEFAF ©FLHA{ 2] 1EH7|: DynamoDB
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1. https://console.aws.amazon.com/cloudmap/ AWS Cloud Map &2 LCt.

2. UHYAmO|A SE0|M HQ-cloudmap-tutorial AHO|AE MEHE T ME HME E7|E MEH
grLict
= .

3. AMHIA MMM MH|A ddg MEfstn Chs S s ELIcH

a. AH|A O|E0i data-serviceE ¢|24&tL|LC}.
Al

ol

a. QIAEA Q30|MLCIE B|AA0 CHEH Aled MEE MENSHL|CT,
AEA IDOE R|™HELICIdata-instance.

c. AMEXXIHE &M MMM 7|-gf Ho{E XI'FELICE 7| = tablename, &t = cloudmap.
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1. o 2222l AWS Management Console 31 https://console.aws.amazon.com/iam/ IAM 2& &
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PowerUserAccess ‘G S AMst 1 Fol U= &AHE MEHEH £ S S ME{ELICH

|.° =2 A-lEHoI-L_“:'._

gt O|EM|E XI™E LICtcloudmap-tutorial-role.
o

© © N o o bk~ 0D

o
dgrg AES CFE dg dds MEgLIch

4B A g &Y 24


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/iam/
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5CHA|: Lambda & A4A45104 CI|O|E] A 7|

O| EtAH[o| A= AWS Cloud Map APIE AtE75t0{ 843t AWS Cloud Map AMH|AE F{E[5t04
DynamoDB E|0|= 0| CI|0|E{& A= Lambda &+ & AMSFE A8 g LIC

£ 8 AME5l0{ Lambda &

Lambda &= dof CHer RtAM[EF LI 2 AWS Lambda 7HEf A} QHLHA S| 2&
= 48 MRt oS EE AEstod X|™stHLE MEE SME 2

=M o

g Ol& writefunction

HELY Python 3.12

OF7 &l x86_64

rizlfals 7|&E A AE

7|1E 9g cloudmap-tutorial-role
g8 M5t £ CFS Python AEE YIS ollA = % ACo|ES CHS & 45 W Z FFLCH
DynamoDB E{|0|& 01| CH3H 44438t AWS Cloud Map MH|A QIAEIAQL 937458+ datatable AFE Al K|
o &8 XYgLch &= 104 100 Atole| el 7:7(|-°._| 7€ MMstT & Al g0 HEE

import json
import boto3
import random
def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',
ServiceName='data-service')

tablename = response["Instances"][Q]["Attributes"]["tablename"]

dynamodbclient = boto3.resource('dynamodb')
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table = dynamodbclient.Table(tablename)

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)
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1. https://console.aws.amazon.com/cloudmap/ AWS Cloud Map 2£& L|C}.

2. 2% EfM ol M L UAH O|AS MEABFLICH.

3. ULAHOIA SE0M HRcloudmap-tutorial AHO|AE MEHS T ME HE 2E7|E MEH
st|Ch
= .

4. MH|A Mol MH|A& HEE MEstD OS2 s>EL/Ch

a. AMH|A O|&0] app-serviceE =dgrLICtH

= =)

b. LMKl 7|2Zt2 20HE T AMH|& MAe Medshc},
5. AMH|A MAM0fM app-service MHIAE MEHSI T MR ME E7|E MEHSHL|CE.
6. MH|A QIAEIA MMM MH|A QIABIA S22 MEHSH |}

7. AMH|A QIABA S5 HO|X|OM CHEE s> LICH

a. QUAEA LFHO|A CIE Z|AA0 CHE AlYd MEE MEHSHL|CT
AEA IDOE K|™HELIClwrite-instance.

c. ALESXt XY &8 MMM O 7|-2f Ho{E XIEELICH

« 7| =action, &t =write
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« 7| =functionname, &t = writefunction

7EHAl: Lambda & +& ‘ddstoq H|O|E 2{7|

Lambda &4 4o Cigt RtMIEF LIS 2 AWS Lambda WAt eFLHA{S| 2£ 2 ALE 5104 Lambda &
T M2 FE5D S B E ALE5tod X[HSHHL MEfE SME ZA™ELICH
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42 MAME % O} Python ZES BHYSIE = oix| ZEE YO|O|ES CFS & 42 WiZ &hLCt &
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import json
import boto3

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',

ServiceName='data-service')
tablename = response["Instances"][Q]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.scan(Select='ALL_ATTRIBUTES')
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return {
'statusCode': 200,
'body': json.dumps(response)
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st|CH
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1. https://console.aws.amazon.com/cloudmap/ AWS Cloud Map £ & L|C}.

2. 2E HMFoM HHADO|AE MEHELICEH

3. HYAHO|A SE0|M HRcloudmap-tutorial AHO|AE MEHS T ME HE E7|E MEY
sH_|C}
=] .

4. MH|A MMM app-service MHIAE MEHSIT ME ME E7|E MEdgtL|CH
5 MH|A QUAEA MMM MH|A QIABRA S8 MBI LICE
Ct

6. AH|A QIAEA 52 10| X|0fl A

a. QIAEIA Q30|MLCIE 2|AA0 CYEt Aled MEE MENSHL|C},
AEA IDOE R|™HELICIread-instance.

S
c. ALSXF XY &8 MMM O 7|-2f Ho{E XIEELICH

« 7| =action, g = read

« 7| =functionname, Zf = readfunction

OEHA|:0 A 17| L 7| EEI0|HE MM Tf Al AWS CloudShell

I EE AWS CloudShell A& 3100 A 2E0|HE ofE2|7H|0|4dE ddstm Alisto{o M T8 A
HIAE ZAM AWS Cloud Map 3t O|248t MHIAE S && & U&LICt

1. https://console.aws.amazon.com/cloudshell/ AWS CloudShell 2& & jL|C}.

2. C}2 BYHE A85toqd 2t mtAE e L Ctwritefunction. py.
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vim writeclient.py

3. writeclient.py EP°'01|A‘| iHES st &Y ZEE Eo{ZLct JHCHE CHE I EE SA

5to 20 @&LICH Ol ZE & app-service AlH|Aname=writeserviceOlX AFS A X1 &
Me 74AHo}o4 ClO|E{E A= Lambda & 42 A8 L|C}. DynamoDB E{|0|£01 HIO|E{E ME
Lambda &<2| O|§ 0| Et&tELICt. 2% CHS Lambda & =7t 2 &[0 E|o|20] 7|SE M E 1

O|REE Zfo =2 M™MEtstL|Ct.

import boto3
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='app-service', QueryParameters={ 'action': 'write' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname, Payload='"This is a test
data"')

print(resp["Payload"].read())

python3 writeclient.py

24
=

rlo

CS ot R AFEF 200 SEO[0{oF BLICE.

T
Ojo

b'{"statusCode": 200, "body": "{\\"ResponseMetadata\\": {\\"RequestId\\": \
\"QOMO38ITOBPBVBIK8OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\'"date\\": \\"Wed, 06
Mar 2024 22:46:09 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\\",
\\"content-length\\": \\"2\\", \\"connection\\": \\"keep-alive\\", \\'"x-amzn-
requestid\\": \\"QOMO38ITOBPBVBIK80CKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"x-amz-

crc32\\": \\"2745614147\\"}, \\"RetryAttempts\\": 0}}"}'
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a. CI3 BHE AE5t0q 2t TtUS MELICtreadfunction. py.

vim readclient.py

b. readclient.py I}YUOM i HES =& & ZERE S0{ZLICH JHCHSC
SAtstod 204 H&LICH O] ZE= HIO|ES A7HStD O™ B0 A =Hd 8t 242 E|o|Zof
HbetghLlct.
import boto3

serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='app-service', QueryParameters={ 'action': 'read' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname,
InvocationType="'RequestResponse')

print(resp["Payload"].read())
c. O|AF0|=Z 7|E 21 E Q28+ CIS Enter 7|8 :wqsod TtY S X&E ST SZ&hLich
A

d. CtE BHE AFE5t0{ Python ZEE A LICY.

python3 readclient.py

B2 CHED BIx3oF 018 Ustol EIOIR0] 7| E 23 Lambda 471 Holld 4
= E Lt

24
writefunction.py &9l 7|

—

b'{"statusCode": 200, "body": "{\\"Items\\": [{\\"id\\": \\"45\
\", \\"todo\\": \\"This is a test data\\"}1, \\"Count\\": 1, \
\"ScannedCount\\": 1, \\"ResponseMetadata\\": {\\"RequestId\\": \
\"9JF8J6SFQCKR6IDT5IG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Thu, 25
Jul 2024 20:43:33 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\
\", \\"content-length\\": \\"91\\", \\"connection\\": \\"keep-alive\\", \\"x-
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amzn-requestid\\": \\"9JF8J6SFQCKR6IDT5IG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\",
\\"x-amz-crc32\\": \\"1163081893\\"}, \\"RetryAttempts\\": 0}}"}'

10EHA: 2laa He|

MHEME 228t F £ Q20| YHSHK| =5 2lAAE AKELICH AWS Cloud Map M= HH
MH|A QIABA MH|A, OFX|2 o2 HYAHOIAE H=oz Halsof gLICt Chg B AHME &t
& Mol AFEEl AWS Cloud Map EIAAE HE|5ts WS eHLHELICH

AWS Cloud Map 2IAAE AFA|5HE{H

1. o 232! AWS Management Console 31 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map & QL|Ct.

2. UHYAHO|IA SE0|M HQ-cloudmap-tutorial AHO|AE MEHE T A

Md o MEH

N

I

o — =
gLk
3. UlYAHoO|A ME HE HO|X|o] MH|A SF0{M data-service AH|AE MEIStT ME HE
HIIE MEfgLCH
4. MH|A QUAEIA MMM data-instance QUAEAE MEHST S8 FAE MEHELICH

6. UL2LHOlA ME HE HO|X|2] MH|A SF0{AM CIO|E{ MH[A MHIAE MEIStT AFXE M
et |C}
- .

>

7. MH|A R write-instance %! app-service MH|A read-instance QUAEIAO]| CHEH 3~6E

AE ghsgfLc

8. 2% EHAM oM YA O|AE MEFHLIC

—_

9. cloudmap-tutorial UHYAHO[AE MEAST AMX|E MEAEFLICY.

CHS o= RAHEMoM ALSElE CHE ElAAE AX[stY| 2lsl [HE = Ue HRE7F LIEE[o] &L
CH.

Resource Eh7H|(Steps)

DynamoDB E|0|2 6T A (AMEH AL Amazon
DynamoDB 7H&t Xt 9HLHA 2]
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Resource £k 7| (Steps)

DynamoDB HIO|E &2 A1 A|5t04
2|4 A HE| DynamoDB

Lambda &= & &tz IAM A AWS Lambda 7H&r X} LK
34 o5t Mol HE|

E AF835t04 AL A X[ &4t #7H AWS Cloud Map A{H[A 744
2 ME8st= YE gotSLICt. AWS CLI

O| At MollME ALER X

JP)

AT} 87 AWS Cloud Map AH|A Z4MS AFRSHE HHHS HoiZ L
Cl. 2 AI835l0od AF2 AL X|H S AH85610f E|AAE SX2Z AWS Cloud Map AASHE OFo|3 2
MH|A o ZEE|Fo|ME MAELICH O EZ|ZI0|IME2 ZE ElAAT SEE 4E{0l M DynamoDB Ef|O]
£0] HIO|E{E€ A1 2= F Lambda &+ 2 F4ELICH AWS Cloud Map.

*

I

Xt& M AWS Management Console HHM2 MM E A X SHMQAFE XF X1 &40} 8 74 AWS Cloud
Map AMH|A M2 AI26tE WS YotELCt.

A =

O| ‘t&ME AlIESH7| Mool EAE 22 LICHE A8t =S 4 AWS Cloud Map.

AWS Cloud Map WA HO|A 44

H&AHo|A= ofEE[F 0|
Cloud Map API &8 &5

ot ol AF8Ele FE LIt of EFAlo A= AWS
| AH
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[AAE HME £ 2l HIYUAHOIAE AAE LI

1. Ch2 BYES At HTTP UYUAHO|AE HMEFLICE

aws servicediscovery create-http-namespace \
--name cloudmap-tutorial \
--creator-request-id cloudmap-tutorial-request
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aws servicediscovery get-operation \
--operation-id operation-id

E M25l04 AH2 A X|& £ 441} &7 AWS Cloud Map AH|A Z4A AL AWS CLI 32
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AWS Cloud Map
HIUATHOlATE MAME|IH &4 Hadof ALY HelAT|oj20

2.

aws servicediscovery list-namespaces \
--query "Namespaces[?Name=='cloudmap-tutorial'].Id" \

--output text
3. USHASY = UEH HHALAHO|A IDE Ho HEELICH

NAMESPACE_ID=$(aws servicediscovery list-namespaces \
--query "Namespaces[?Name=="'cloudmap-tutorial'].Id" \

--output text)

DynamoDB E|O|&
DynamoDB E|O|E 2 44 & LICt.

12 oiZEI70l4d0f CHt ClOlEI8 MEE
1. CHE TS M¥stol Hlolge Maerin

aws dynamodb create-table \

--table-name cloudmap \
--attribute-definitions AttributeName=id,AttributeType=S \

--key-schema AttributeName=id,KeyType=HASH \
--billing-mode PAY_PER_REQUEST

| & &dstE w7k x| 7|CHEIL

2. A&st7| ol E[o|E0

aws dynamodb wait table-exists --table-name cloudmap

O| BF2 E|o|=0| 23| dEx| ASE #=HI7HE Wi7kR] ZICHRILICEH

AWS Cloud Map H|O|E| MH|A 44 & DynamoDB H|O|E S5
AE MMELICH

AAE LIEHLHE ME[AE

O|X| LA O|A0AM TIO|E| AEE|IX| 2
to4 o|Oo|Ef AEZ|X| 2[AA0] CHEF AWS Cloud Map AH|A

aws servicediscovery create-service \

--name data-service \
--namespace-id $NAMESPACE_ID \
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Herxt 7tol=
--creator-request-id data-service-request
2. OlO|E{ MH|A 2| MH|A IDE 7HK{SLICH.
DATA_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='data-service'].Id" \
--output text)
3. EIO|Z o|&2 x|IHst= AER X' £ ALE3610{ DynamoDB E|O|E& MH|A QIARHAR
SSELC

aws servicediscovery register-instance \
--service-id $DATA_SERVICE_ID \
--instance-id data-instance \
--attributes tablename=cloudmap

A&X X £ 42 tablename=cloudmap AF&3tH CHE AH|A0| M DynamoDB Ei|O|& O|&
2 SHMo = Mg = Q&LICH.

Lambda & =01 CHEF IAM 3& 2l Ad
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Lambda &7} 2|AA01 HMASHE AWS O AFSE IAM HE S e ot

1. CHS JSONE AtE35t0d IAM S of| CHE A2 HHY

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Sexrvice":

3,

"Action": "sts:AssumeRole"

"lambda.amazonaws.com"
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aws iam create-role \
--role-name cloudmap-tutorial-role \
--assume-role-policy-document file://lambda-trust-policy.json

3. L3 JSONZ A&3dtoq =4 Het HEHo| = AASA X|H 1AM HAof| CiEh ot S HdefLich

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream”,
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:*"

},
{

"Effect": "Allow",

"Action": [
"servicediscovery:DiscoverInstances"

]I

"Resource": "*"

}I
{
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:Scan"
]I
"Resource": "arn:aws:dynamodb:*:*:table/cloudmap"
}
]
}
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aws iam create-policy \
--policy-name CloudMapTutorialPolicy \
--policy-document file://cloudmap-policy.json

POLICY_ARN=$(aws iam list-policies \
--query "Policies[?PolicyName=='CloudMapTutorialPolicy'].Arn" \
--output text)

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Lambda &f =& 44504 CI[O|E{ AL 7|
DynamoDB E|O|£ 0] CI|O|E{& A& Lambda & +& M45ted™ CtS EHAHE M2 AL.

1. M7| g0l Ci#t Python Tt S MAdEHLICEH

cat > writefunction.py << EOF
import json

import boto3

import random

def lambda_handler(event, context):
try:
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

Lambda & & 4495+04 Cl|O|E A4 7|
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tablename = response["Instances"][@]J["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

# Validate input
if not isinstance(event, str):
return {
'statusCode': 400,
'body': json.dumps({"error": "Input must be a string"})

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

}
except Exception as e:
return {
'statusCode': 500,
'"body': json.dumps({"error": str(e)})
}

EOF

O| &= AWS Cloud Map £ AL23810{ AL X} K| & 440{|AH DynamoDB E{|0|E O|E & A8t
Ct= EHIO|E0| OIO|E{E #&LICt

2. Lambda &8 mI{7|& st HEZ EFLICH.
zip writefunction.zip writefunction.py

ROLE_ARN=$(aws iam get-role --role-name cloudmap-tutorial-role \
--query 'Role.Arn' --output text)

aws lambda create-function \
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--function-name writefunction \
--runtime python3.12 \

--role $ROLE_ARN \

--handler writefunction.lambda_handler \
--zip-file fileb://writefunction.zip \
--architectures x86_64

3. A Azt 2F7E EX|stE{H

AL
oo

T Mg AlZhE Holo|ERFLICH

aws lambda update-function-configuration \
--function-name writefunction \
--timeout 5

AWS Cloud Map 9 A{H|A A4 9l Lambda A 7| &4 S

LA molAol ofZE7|0|MH & +E LHEHLHE CHE MHIAE Ydsid™ O S BHAHE EAMR.

1. OHEZZ(7 0] g of CHEF MH|AE W d7LICH

aws servicediscovery create-service \
--name app-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id app-service-request

2. 9 MH|AQ| MH|A IDE 7} EL|C}.

APP_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='app-service'].Id" \
--output text)

3. Lambda A 7| &8 AL AL X|H £40] JE MHIA QARAZ SHELICH

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance \
--attributes action=write, functionname=writefunction

AERH K| &4 action=write Y= ZEI0|UETI SHof [}2to| & +E AME =

functionname=writefunction Y= E {2 ¢8rL|C}.
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Lambda & & A445t04 O|O|E{ &4 7]

DynamoDB E{|0|£0iM 0|E{& 8= Lambda & +& ddsted™ ChZ TAHE WELICH

1. 2471 &0l CHEt Python IS MEhLICt.

cat > readfunction.py << EOF
import json
import boto3

def lambda_handler(event, context):
try:
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][@]["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

# Use pagination for larger tables
response = table.scan(
Select="ALL_ATTRIBUTES",
Limit=50 # Limit results for demonstration purposes

# For production, you would implement pagination like this:
# items = []
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# while 'LastEvaluatedKey' in response:

# items.extend(response['Items'])
# response = table.scan(
# Select="ALL_ATTRIBUTES',
# ExclusiveStartKey=response['LastEvaluatedKey']
# )
# items.extend(response['Items'])
return {
'statusCode': 200,
'body': json.dumps(response)
}
except Exception as e:
return {
'statusCode': 500,
'body': json.dumps({"error": str(e)l})
}

EOF

:Eo}o| =
ol
A

El AWS Cloud Map € AF&3}04 DynamoDB E|O|Z O|§2 A&t Ct3 E|o|E 0l M
CIOIEE 2 L

L—
— =
gLict o{7|ol= 2F M2l X Ho|x| oHd F4A40| =& ELIct

2. Lambda && m7|&st Bl ZELICH

zip readfunction.zip readfunction.py

aws lambda create-function \
--function-name readfunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler readfunction.lambda_handler \
--zip-file fileb://readfunction.zip \
--architectures x86_64

= A Aol EgrLICH

INPd;

rot
fjo

w
!

aws lambda update-function-configuration \
--function-name readfunction \
--timeout 5
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Lambda €17| &+E MH|A QIAEHAZR 52
Lambda 947| &4 8 @ MHIAQ| CHE MHIA QIABIAR SS5124R T3 BB MELICH

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance \
--attributes action=read, functionname=readfunction

INE=INIVN

XM &M action=read 2/ functionname=readfunction A}23tH ZE2I0|ETI =2
of th2to| e

o
s HME £ AaLIh

o
St
=

1. 7| Zc0[AE ofZE(7H[0|ME I8t Python Tt US H-HELICH

cat > writeclient.py << EOF
import boto3
import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering write function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service',
QueryParameters={ 'action': 'write' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"][@]["Attributes"].get("functionname")
if not functionname:

print("Error: Function name attribute not found")

exit(1)
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print(f"Found function: {functionnamel}")
lambdaclient = boto3.client('lambda')

print("Invoking Lambda function...")

resp = lambdaclient.invoke(
FunctionName=functionname,
Payload='"This is a test data"'

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")

except Exception as e:
print(f"Error: {str(e)l}")
EOF

cat > readclient.py << EOF
import boto3
import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering read function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName='app-service',
QueryParameters={ 'action': 'read' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"][@]["Attributes"].get("functionname")
if not functionname:
print("Error: Function name attribute not found")
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exit(1)
print(f"Found function: {functionnamel}")
lambdaclient = boto3.client('lambda')
print("Invoking Lambda function...")
resp = lambdaclient.invoke(

FunctionName=functionname,
InvocationType="'RequestResponse’

payload = resp["Payload"].read()

print(f"Response: {payload.decode('utf-8')3}")
except Exception as e:

print(f"Error: {str(e)l}")

EOF

3. M7| ZEIo|MEE AEE04 DynamoDB Ef|0|20]| CI|O|E{& F7}EtLC}.
python3 writeclient.py

E2of= HTTP 4B 2= 20022 H3%Ql 8E0| EA|Z|o{of g LCt.
E

o
£ Al$i5l0o4 DynamoDB E|O|£0{ M C|O|E{E& A&t}
python3 readclient.py

E3ole FHAZ YHE D2 "EHAE Clo[EHLICH 2f2 Z & stod Bo|20l 7|S & O|o|E{7t
T Al=|o{of BfLCH.
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fjo
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>
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>
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Jju
jo
ﬁ
>
ok
-
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aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance
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aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance

aws servicediscovery deregister-instance \
--service-id $DATA_SERVICE_ID \
--instance-id data-instance

2. CHE TS Mstol MHIAE ARIBLICH

=

aws servicediscovery delete-service \
--id $APP_SERVICE_ID

aws servicediscovery delete-service \
--id $DATA_SERVICE_ID

3. O BEES Adstod YA HO[AE ATMIELICH

= 1

aws servicediscovery delete-namespace \
--id $NAMESPACE_ID

4. LCI3 BHE AA5t0d Lambda & AFA[EFLICEH

T=E T

aws lambda delete-function --function-name writefunction
aws lambda delete-function --function-name readfunction

5. CIS HHS Ao IAM & 2! "M A gFLCt.
aws iam detach-role-policy \

--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

aws iam delete-policy \
--policy-arn $POLICY_ARN

aws iam delete-role --role-name cloudmap-tutorial-role

6. LC}S HHES ASi5t04 DynamoDB E|O|E2& At EFLICH

=
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aws dynamodb delete-table --table-name cloudmap

B

Al
=

0%

7. O stod A IS HelgLich

0jo
Mo

rm -f lambda-trust-policy.json cloudmap-policy.json writefunction.py
readfunction.py writefunction.zip readfunction.zip writeclient.py readclient.py
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I-II

Route 53 2 AE! 23210| SOA(H Bt Al=H) DNS B2 Eof| Chet &
o

grolch TTLof| CHEk REMIEH LH& 2 Amazon Route 53 7HEE R} ©F
(@}

—
I

6. (LB A9) EII01M B £7H8 LR T8 URlAmOLA] B8 KINE 712 U8 X
HBLICH LIYAHOIA0 £74E BAE Lt OlY XIHE 4 UBLICH 418 A5
X

AWS 2|AAE Bt €A 2HEE = JUES 2|AAE E/E £ U&LICH XpAIE LHo% AWS
oA,

g = U
Cloud Map 2|AA0 E}T XY B2 &
A

7. Create namespace(H| A H O|A MA)E MEHSFLICE ListOperations. RtA|8H LIE 2 API &
Z 9| ListOperationsE & X 3tM L. AWS Cloud Map

AWS CLI
- HSte QABA HAM Q3Ho| HHES AME5to] HIAAHO|AE MY (### A2 MEXR 1R 2t
S 2 CHAll)EhLCH

« create-http-namespaceE AF&35I0i HTTP WA O|AE HMHELICEH HTTP LA
HO|AE AF835t01 SE5HE MH|A QIABIAE DiscoverInstances LHE AFE35l0{ A
MEF = QIX|F DNSE A&35to{ AME &= gigLct.

aws servicediscovery create-http-namespace --name name-of-namespace

- create-private-dns-namespace& Ar&3+0{ X|'HEl Amazon VPC LHO|A{TF =2
= DNSoi| Z|gtet Z2to|H! WA H O|AE BHELICH DiscoverInstances LHE Al
5t 7{Lt DNSE At&35t04 Z2t0|8! DNS H AT O|A0 SEE QIAEHAE ZHME 4= Q)
L|C}.

0 32

m 0

aws servicediscovery create-private-dns-namespace --name name-of-namespace --
VPC VPC-XXXXXXXXX

« create-public-dns-namespace& At&304 QI & £ U= DNS 7|t HEE]
HLAmo|AE M EELICt DiscoverInstances LB E AL8 5t 7{LI DNSE A& 35}0]

=2 DNS WA mo|A0 SHE QUAEHAS HME + l&LICH

aws servicediscovery create-public-dns-namespace --name name-of-namespace

w2
>

51


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-values-shared.html#rrsets-values-common-ttl
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
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AWS SDK for Python (Boto3)

1. Ot% Boto30| AX|E|X| &2 AR, Boto32 AHE5t04 0470l M MR, 4, ALEod| CHEt X[

2. Boto32 7tX2%M MH|AR servicediscoveryE AIS3HAIL.

import boto3
client = boto3.client('servicediscovery')

£ QAaHA HAM fHO| BHEE MEsIod YA O[AE WE(### 2fE AHEA LR £

« create_http_namespace()E Ar&35t0{ HTTP WA HO|AE T LICH HTTP WY
A O|AE AF2610d SE5tE MH|A QIABIAE discover_instances()E AF236l04
AAMgh = IX|2t DNSE AL&35to{ HAE = gLt

HA EH

response = client.create_http_namespace(
Name='name-of-namespace"',

)

# If you want to see the response

print(response)

« create_private_dns_namespace()E AF&304 X|™HEl Amazon VPC LHO|MHEH 2 &
A= DNSO| 7|gHeh Z2tolH! LA HO|AE BHELICH discover_instances()E& ALE
5l 7HLI DNSE At25t0{ I{E2! DNS L UAH O|AN SEE QUAEAS Z{AMsH £ Ol |
C}.

response = client.create_private_dns_namespace(
Name='name-of-namespace"',
Vpc="vpc-1c56417b",

)

# If you want to see the response

print(response)

« create_public_dns_namespace()E AF235t0{ QIE{LIO|AM & 4+ U= DNS 7|8 HE
2 HUAHO|AE MAEFLICH discover_instances() EEE DNSE AI&35t04 HE 2

DNS L YA mo|AN SHE QUAEHAS HME + I&LICH

response = client.create_public_dns_namespace(
Name='name-of-namespace"',

w2
S
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)
# If you want to see the response
print(response)

- oAl 8 EF

{
'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9302yzd',
'ResponseMetadata’: {
3,
}
CHS EHA

HYAHO|AE HEet F HAmo|A0 MHIAE Hd5to] o E A0l §H Sxg Ee
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HAZ SE57| I8t IEX W& S FLIC AWS Cloud Map A{H|A 24dof| CHEH REAIEH LIS 2 MM
2 2 ZEStMOHZEEIAH 0l T4 240 CHEH AWS Cloud Map MH|A MM

AWS Cloud Map WA O[A Lt
HYUAHO|AS A3 £ Oh2 Soof el MAE Heamiola S22 8 4 gt
AWS Management Console

1. o 232! AWS Management Console 5t https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map & L|Ct.

2. A EOM LIYATIO|AE M50 LIYATIO|A 228 ELICH 0|, MF, QIAH

= = b — ] = ]
MBPE ARA EE HYUALOA IDE 7|22 E HYUAHOIAE HEEY = A&LICH
Lo of IATIO|A OIF Ei IDE U250l SE LIUAHOIAE ¥ 1 & 45 9

AWS CLI

e list-namespaces HHEE AFE5t0 HIYAHO|AE LEErLIC

aws servicediscovery list-namespaces
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-namespaces.html
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AWS SDK for Python (Boto3)

1. OFE| Boto30| MAIEIX| &2 B2, Boto3S AL 8H04 047[0IM Adx|, T4, AHGOY CHEH K|
32 4+ Lo

P

2. Boto32 7tX2tA MHIAZ servicediscoveryE AI&3HAIL.
import boto3
client = boto3.client('servicediscovery')

3.

list_namespaces()E AF235104 HIRUAHO|AE LIQEEFLICEH

response = client.list_namespaces()

# If you want to see the response
print(response)

oAl SH &8

= —

'Namespaces': [
{

'Arn’':

'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",

'CreateDate': 1585354387.357,
'Id': "NS=-XXXXXXXXXXXXXXX',
'"Name': 'myFirstNamespace',
'Properties': {

'DnsProperties': {

'HostedZoneId': 'Z06752353VBUDTC32S84S',
I
'HttpProperties': {
'HttpName': 'myFirstNamespace',
1,
I
'Type': 'DNS_PRIVATE',
I
{

'Arn’':

'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS=-XXXXXXXXXXXXXXX ",

'CreateDate’': 1586468974.698,

'Description': 'My second namespace',
"Id': 'NS-XXXXXXXXXXXXXXX',
'Name': 'mySecondNamespace.com',
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'Properties': {
'DnsProperties': {
},
'"HttpProperties': {
'"HttpName': 'mySecondNamespace.com',
.
},
'Type': 'HTTP',
},
{
'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1587055896.798,
"Id': 'NS-XXXXXXXXXXXXXXX',
'Name': 'myThirdNamespace.com',
'Properties': {
'DnsProperties': {
'HostedZoneld': 'Z09983722PQOQME1B3KC8I"',
},
'"HttpProperties': {
'HttpName': 'myThirdNamespace.com',
.
},
'Type': 'DNS_PRIVATE',
},
1,
'ResponseMetadata': {
},
}
AWS Cloud Map HIZIAH O|A AFK]|
HYAHOIA AHE 2 2IESH F AXE = U&LICH HIUATHO|AE AK|GHH MHIA QLARAE S
§ E= AMste ol g Ul .=._1LI0I_E Cf Ol& AFSE &= Qi&LICh
(@ Note
DNS HHAHO|AE AFK|5tHE H|UAT O|A M Foi HMEl ST Amazon Route 53 =

A
AEBl Q348 AWS Cloud Map AFA| &L

U A D olA A 55



AWS Cloud Map JHEER}E 710l =

HIUATIOIAS MRS | FoI ZE MHIA QABAO| SBS FA3 CHS LIYUAT0|A0IA YT

2 E MHIAE AfX|sliok gfLICh REMIEH LHE 2 AWS Cloud Map AMH|A RQIARA S5

J 24 W AWS
Cloud Map MH|A ALK M4 B HAIR.
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AWS Management Console

1. o 232! AWS Management Console 31 https://console.aws.amazon.com/cloudmap/ AWS

Cloud Map 2&& LI},

2. EMFM UJYAHOIAE MERELICE

- .
3. ARY UUYAHOIAE MB O} AXIE MEELICH
4. AME ChAl ME85t0d MHIAE AME X 2 QIgtLICt
AWS CLI

« delete-namespace BHOZ HIYAHO|AE ArK|(### 2L S A2 X
Ct. WY AT O|A0] 0{745] StLE O &2 MH[ATF ZEE[0f RIS 2

aws servicediscovery delete-namespace --id ns-xxxXxXXXXXXXX

AWS SDK for Python (Boto3)

o

1. ObEl Boto30| MAIEIX| &2 ZHL, Boto3S ALBSHO4 047l0lM Adxl, T4, ALS Ol CHEF x|

2 %2 + UsLich

2. Boto32 7tX2%M MHIAR servicediscoveryE ALS35HAIR.

import boto3

client = boto3.client('servicediscovery')

3. delete_namespace()ZE UHUAHOIAE AK|(### 2t2 AR 1R 2422 CHA)ELICH.
H 2 AH 0| A0 04%15] 5L} O|At Q| MH|A 7} Z &t E|o] 9/om ©%i0| AlmfstL|C},

AR — =

response = client.delete_namespace(
Id="'ns-xxxxxxxxxxx"',

)

# If you want to see the response
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print(response)

oAl SE &3

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k98y6drk',
'ResponseMetadata': {
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aws route53 create-vpc-association-authorization --hosted-zone-id Z1234567890ABC --
vpc VPCRegion=us-east-1,VPCId=vpc-12345678

Ol AR QF249| IDE AtE5t0{ associate-vpc-with-hosted-

aws routeb3 associate-vpc-with-hosted-zone --hosted-zone-id Z1234567890ABC --vpc
VPCRegion=us-east-1,VPCId=vpc-12345678

2 Amazon Route 53 7H2t X} LA 2| Amazon VPCQ} CHE 2 M8t Zzlo|d! S AE]
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o
o HAZAS A X StM2 AWS HH.
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KEAIEH LI 2 Amazon Virtual Private Cloud VPC L0412 7t0|E 2] VPC T[o{2] 9d4 Mg FH X5t
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-associate-vpcs-different-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-associate-vpcs-different-accounts.html
https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html
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AWS RAM & L =E AM8510{ ARS8 HUATHOIAE BRE &= UELICH AWS CLI.

AWS RAM console
AWS RAM 2£2 AI8510d A8 HYUATHOIAE S75t2dH

AWS RAM AL MM 9| Creating a resource share in AWS RAME & Z3HM|2.
AWS CLI

AWS Cloud Map A HO|A 37 SX|
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AWS RAM 2& E=E A835l040| 2 UE e =+ U&LICH AWS CLLI

AWS RAM console

tod AR HHAHO|A SRE SXIstedH

[o][]

AWS RAM Z2& & AIS

AWS RAM AFE AEMOIM E[AA S UHI0|EE HZTFAMIL.
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https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update.html
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disassociate-resource-share HEE Al L

=9 AWS Cloud Map WA HO|A Al
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AWS HH =8 AlEE = J&LIch
AWS Cloud Map console
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AWS Cloud Map £ A8

1. o 232! AWS Management Console 311 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map &2 LIct.
2. Ul¥AmolA mHo[x|el 2|4 FRAIM HYAHO|AE A7 AWS HH 8o IDE &2 +
A& LICH
3. *'“%PE#'— HYAmolAo =HQl O|§S M= LICH
o]

AWS CLI

E AM835t0] 37 UIYAHO|AE AlYE35EdH list-namespaces WS AWS CLIAMR &FLICEH
O BH2 AR AREH HATO[AL FAFRXFQF SFE U YA OAE ghatEhLCt.

O O -

ResourceOwner ZE0& HYAH O|A AKRKC| AWS HHE ID7} E A|IEILICE

AHo| M CHS list-namespaces 2EE £™#LICH11122223333.
aws servicediscovery list-namespaces
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https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-namespaces.html
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"Namespaces": [
{
"Arn": "arn:aws:servicediscovery:us-west-2:111122223333:namespace/ns-
abcdef01234567890",
"CreateDate": 1585354387.357,
"Id": "ns-abcdef01234567890",
"Name": "local",
"Properties": {
"DnsProperties": {
"HostedZonelId": "Z06752353VBUDTC32584S"
},
"HttpProperties": {
"HttpName": "local"

},
"Type": "DNS_PRIVATE",
"ServiceCount": 2,
"ResourceOwner": "111122223333"
},
{

"Arn": "arn:aws:servicediscovery:us-west-2:444455556666:namespace/
ns-021345abcdef6789",

"CreateDate": 1586468974.698,
"Description": "Shared second namespace",
"Id": "ns-021345abcdef6789",
"Name": "My-second-namespace",
"Properties": {

"DnsProperties": {3},

"HttpProperties": {

"HttpName": "Shared-second-namespace"

1,

IlTypell: IIHTTPII’

"ServiceCount": 0,
"ResourceOwner": "444455556666"

O| AlL}2|20ME WA O|ANns-abcdef@1234567890 7101 A A4 2l A
£111122223333%| 1 HJAHO|ANs-021345abcdef67897H0 A A 2 AR EIL
CH444455556666. AT 0|ANns-021345abcdef6789E 1% 11112222333301AM H /&t S
2 LICt444455556666.
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html#cloudmap-DiscoverInstances-request-HealthStatus
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
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gLch J2iLt B AAZIE Mz =-et x| & LICH et 1201 042 4o 20| /L
Ol 3 Z7t Ef #Ql0| otof e BRIt & UELICH LEi &2l 2| S52 2lte &
Z5tMR

Route 53 &fEH QI H|Z0f CiEr RtMIEF LIS 2 Route 53 2= HESAML.

M-SR X8 SEf Fel

QIABIAE SR [ ALSAH AIH el HQIS AWS Cloud Map AS S ERE T4I5Hs Z9 EHA &
Bf 20l T2 S AFS5tod BlAA0l HEIE TUtSHO BILICH ASRH KIT AEf QIR T 2R

. QIE|UIS S5 Bl4AE ALSH 4 910 Route 53 ME 2012 ASE 4 gl B2 ofE S0,
Amazon VPCOHl Qi QIARIATL Ik 7hssl BZIALICE O] QIAE A CHf A
=012 AHRE 4 QBLICH SIS AEf 20I0| 25 5t2{Ed AEd 20l ZA |7} QIARIAC SUsH

VPCOI| R{o{oF ZFL|ct.

« ClAA QX[ 20| EHAL B Hel Z 23S AI8stedis B9

r

ARt X|H HEH &0l2 AH835lE B AWS Cloud Map = XIHE 2|4
Of&LICH CHAI EFAF A E &Rl Z2IRH2 B|AAO| HEHE & QI5t1 of
gL |EF. 24 ofZ 2|70l oM O| AEfE MESHE UpdateInstanceCustomHealthStatus

£ NZE35Hok gLICH AWS Cloud Map. 7| Z2{|0] AFEf7} O] UNHEALTHY30=
UpdateInstanceCustomHealthStatus O[LHol| 2 EHE Zlzil0l5t= CHEO| 8= B2 HEALTHYZ
AATFH|IHA o2 EOIEILICHE Y 2lAARZ ERfT 22 El8 AWS Cloud Map & X|&fLC}.

OlI

AWS Cloud Map AMH|A DNS T4

DNS #{Z|of ofet QIARA HMZ X[etE HIYAH O|ANM MHIAE 435t H7I Route 53 DNS
H|ZE=E AWS Cloud Map ‘4 LIC}t 71 AWS Cloud Map #435t= 2 & Route 53 DNS ZH|Z =0 &
8 EZ|= Route 53 29 2 2 DNS |2 E 82 X|HsHof gLct.

2t E M2 Route 537F AH|A QIARIA Z{4Mof AHBElE DNS HElol SE st YHe A
Ch X|HElE 2R E X2 ol zhad ghed2 231 AWS Cloud Map ZH & LCH
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https://docs.aws.amazon.com/Route53/latest/APIReference/API_HealthCheckConfig.html#Route53-Type-HealthCheckConfig-Regions
https://aws.amazon.com/route53/pricing/
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
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tEX| 71g et

Route 532 S Y8t AMH|AE ALEsto S58F QIARA
StLt2] AWS Cloud Map AH|A QIAEANM ST 22 ._H?_Fs
E 47| o AAHARZ BB L= ECfEE sElHL 2 + Sl&LICH

o & £04, AMH|A0| ABZE stLtek el = elof| CHEF 0] 27 Elof =D, O HHIAE AHE

oto QIAEIA 1070 E ST 716 EZ&LICH Route 532 HY QARA & FE 2= MH
gF stLto| QIAEIA O] CHEF IP FAE ALESH0] DNS #2|of SEHELICH Hd QAEAT giE F

2 Route 532 O] ZE& QAEHAI H&Ql ZXM= DNS #{ 2|0 SEELICH

O| MH[A0f CHal & El & RIS Ho|5tX| &2 B2 Route 530{M= RE QUARHATL Hyol2tn 7t
Yot eo|z= MEFE QIARIA stLEO CHalf oS 2f 2 BrerefLch.

KtAMIEH LHE 2 Amazon Route 53 7HY A} SHLHAM S| 7t S X[ 7| 2t E S M ESHAMI2.

O MH|A0i| CHaH & El ol n oTEl QI At H4 2l B2 Route 5301 A= Z|CH 874 2l

ﬁEdﬁO'” I:HoH OH%I- e Hl_l'il_l'ﬂ'L—IEl-_

o & S0{ MH|A0i stLto| A B2 =2 el #Qloi CHEr 50| 2B E|o] QT 7HEELICH M
HIAE ALE5t01 1071 2] QIARAE SHELICI Route 530 M= Z|CH 8712 H&f QIAEIAO OH
SHAREIP A8 ALE3t01 DNS # 2|0 SEELICH H4 QIAE AT 87 O|EHR! F<2 Route 5301
Me A M QIARAS|IP FAE 2 E DNS #HZ|o| SEELIC.

Of MH|20i CHall Bl &2l2 Holstx| o2 B2 Route 530IME ZE lAHATEEY O[T 7t
3t 7}

o
Yot x|cH 874 QIAEAOf CHEF 2f S BHErEfLICH

KEM[EH LHE 2 Amazon Route 53 7HY A} SHLIAM S| CHE SE et2E S HESAHL.

Bz 3

Route 53 DNS B|Z = 82 AH|A QIAEA HMoj| ALZ L= DNS 2{Z[of CHEt 82 2 2 Route 53
7t ghgtete el RS AYELICH XIEE = e ChYet DNS BlZE /32t #Helol cHet SES
| 7

2 Route 5301 A EHEHE|
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-weighted
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-multivalue
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AAAA

Ol RS X|Y35t™ Route 53= E|l&A9IP FAE
2001:0db8:85a3:0000:0000:abcd:0001:23452+ Z'2 IPv6 YAISZ et

CNAME

Ol 82 X|H 5™ Route 53 2|42 0 ZHIQ! O|E(0f: www.example.com)S HHEHstLIC}H

0%

® Note

- CNAME DNS &l doted™ 7tE R 7|8 2t E 2t T HH S x[-stoF #Lict.
A

« CNAME DNS & A&l = Route 53 & EH & 0lg L& £~ Qi&LICH.

SRV

fjo

0| 882 X|&5t™ Route 537t SRV HIZE Zt2 gHetgtL|Ct SRV HIZEQ| ZI2 CI2 22 AR

gfLict
priority weight port service-hostname

Cte2 TofstMl L.
« priority Y weight Z{2 E CH1Z MHEE|o] Q1 BHAE 5 i&Lch
ZE(AWS_INSTANCE_PORT)0ll X|&8t Zt2 port AWS Cloud

. ol B2 QARIAE S

Map AtEErLICH

a
ok
E

« service-hostnameQ| 2

« QAEIAE SEE M MH|A QIAEA |D(InstancelD)| X &tE ZHILICE.
=
=

o€ S0 QAEAE SE& I HIAEE QIAEA IDZ X|™HSCHD 7HE&H EHSLICH MH|A
O|F2 “—'.*?JEOI_TL I:II.":lélTﬂOléQI 0|%8 example.com®/LIC}. AWS Cloud Map HlA& SRV
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® Note
QIAEIAE SEE M IPv4 T4, IPv6 T4 FE & Cf 212 XIMstpE SRV B2
Eservice-hostname®| Z/1} O|§0| S8t A L/EE= AAAA B|ZEE AWS Cloud Map

NSz HHELct

- A

- AAAA

e A ol AAAA

- CNAME

- SRV

AR AAMABIZE REE X|HE B2, AUAHAE SSEL W IPv4IP T4, IPV6IP FA E= EOHE

OHZ2|7lo|M 7 2401 CHEF AWS Cloud Map AMH|A A4

HAmolAE Mt & 55 S50 IHe ofZ2/70lMo| T st T4 RAE LIEHE MHIAE

MAE 4 gLch ol & Sof ZRIE xElstE ofZ 2l 0lM | Bl 20 CHEH AMHIAS MAE 4 Q)

SLict

® Note

CH/2~= AHEF CHE Ol (0ll: EXAMPLE 2! Of|X)2 2 DNS 2{Z[0|l A HM|AE = U= 042 A
HIAE dd& + gl&LIch o[=H 5t ol2{8h MH|A S| DNS O|§0| SUHLICH API 25
20FANAE £ = +|°'An1|0|A% AB3tE Z9, "AHE ZXIE OIARRHE CHE 0|82
7t MHIAE 488 = /ISLT

Ch= EHAo 2 AWS Management Console AWS CLIZ! SDK for Python2 AF&35104 AMH|AE MM
grulct
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AWS Management Console

1. o 232l AWS Management Console 5} 11 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map &2 QLICt.

2. A FHolA LiYanolAE ML
3. UYAHO|A HOIX|HM MHEIAE FItetedE HHAHO|AE MEHEFLIC
4. UILAHO|A: namespace-name T O|X|0 A MH|A M2 MEHFFLICEH
5. AH|A O|F0i0] MHIAE ALY Ml S&6t= AUAHAE MYst= 0|2 U™FLICE g2
APl & = DNS #HZ|ol M AWS Cloud Map AMH|A QIAEAE ZHMEE= O AFSELICH
(® Note
QAEAE SFE I SRV B|Z=E AWS Cloud Map ‘d4st1 £ SRV Ao
HAProxy)0l HR 3t AlAEIE A3t 72 Ml olEo kg2 xIEE L
- O|F2 Z&E()E AIFELICH: _exampleservice).
« O|&2 ._protocol 2 BHLICHOAI: ._tcp).
CIAHAE S5 [ AWS Cloud Map = SRV B|ZEE 445t MH|A O[F2t U
HAHO|A O|F§E 4stod O|F 2 EEELICL o & & Ch31 Z&Lch
_exampleservice._tcp.example.com
6. (M= ALE) MH|A HBof| MH[A0 CHEt dEES URRILICEH of7]of Y25t ME2 MH[A
| o|x|t ZF MH[A LS| MF HE mo|X|of EA|ELICE.
7. UYAHO|ATL DNS #E|E X5t B2 MHlA HM T H0|M ME|A =ZE0M HM Tt
S8 THY + UALICH API ZE DNS H2I8 27 SIS347HLI0] M2l QIAEA 2
-|—|°|' APl _-_E |_ 'I |' —Ilé=II-L’|E|'-
® Note
APl & & MEHEIEH AWS Cloud Map = QIAEHAE SE% I SRV HIZEE MAMS

x| ef& Lt

AP| 5! DNSE MElist= B ChE BHAlol (2t DNS B[ Z =& 7 HefLICH DNSBIZEE &=
7totHLE MAHE & A&LIC

_
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http://www.haproxy.org/

AWS Cloud Map

JHeER 7Hol=

1. Bt E Mo QABAE st 7} 448t = AWS Cloud Map DNS ti| Z=0f| CHst
Amazon Route 53 2t & HAg MEAFFLICE 7t X| 7|gh ot B CH B4 SH Et*E &
C C

of M MEHE 4 UALICH AHMIE LHS R A ZESHAIALL.
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2. B2 E £&0| A DNS #H 2|0 CHEF SEFS 2 Route 537} BHetsH= CHANS X 5= DNS
M2 9382 MEiEHL|CH AWS Cloud Map. RHAISH LIRS HlZE §3 BHS A Z sl AIA|
o

3. TTLO| S =&} ofl A TTL(Time to Live) Zt2 = B2 XMoo

ate RIEstod MHIA 27
BHLICH TTL 2t2 UOI0|= 8 A%E 17| /5) DNS s#417|7} CHE DNS #2IE Amazon
Route 5301 2517 Tofl o] 2|2 S0l Chet HEE 74 &lshs 7lzhe ZRELIC
APER QI TAJ0| ArEl 2ol SMofA MHIA QIAEIAC HBY £ 9/ AEl Hol g M
SHEHLICH AEH 2OIS TAISHK| Of T B MEA5H LE QIARIAO] CHEH Route 53 AEH 20l tE=
ol MEf 2ol FoiAf MEAE £ USLICH KPME LIS AWS Cloud Map MHIA 4HEf 29
T4 BEIg BESFAAL
® Note
Route 53 A/EH 2012 I{E2| DNS L YAH 0|2.0| MH|A0| CHEHMEH TAIE £ 2i&
L|CH.

3. HTTP = HTTPS AEf 20l Z2E 22 MEists 7 AEf 20l Z2of ME) 2olg
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health-check.html mtut Z2 2E 10| & = UELICH E[AATF Ha Y o HHEHE|
E 2 2xx EEE 3xx EAO| HTTP B ZEQLICH #2| EXtY mietnlEE Z2Ee T H
LICHOdl: /welcome.html?language=jp&login=y). AWS Cloud Map 2& 0 M= 2

=

o\

sefAl() BXHE RS2z TE L

Route 53 &fEff =/ Qloj| CHEF RFAIEF LY
537} &Eli = 2lo| HHIX| Holst=

9. (MEi ALEH EfTO0IM Bl FIIE
MEtLc YA O|AN F7HE

5l = F. EH
AWS ZIAAE HL} &7 ZEIE &= UL E E|AAE BEFE £ AUSLICH KIAMEH LIS AWS
Cloud Map 2|4 A0 E}T X[ EHRE B ETHA AL,

10. AMH|A M2 MEHSH|C

AWS CLI

« create-service BEE AL835t0] MH[AE HGTILICH ### AU S AEX U2 = HEELICH

aws servicediscovery create-service \

--name service-name \

--namespace-id ns-xxxXxXxxxxxx \

--dns-config "Namespaceld=ns-
Xxxxxxxxxxx,RoutingPolicy=MULTIVALUE,DnsRecoxds=[{Type=A,TTL=60}]1"

£
{

"Service": {
"Id": "STIV-XXXXXXXXXXX",
"Arn": "arn:aws:servicediscovery:us-west-2:123456789012:service/srv-

XXXXXXXXXXX",
"Name": "service-name",
"NamespaceId": "ns-XXXXXXXXXXX",

"DnsConfig": {
"NamespaceId": "ns-XXXXXXXXXXX",
"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [
{
"Type'": "A",
"TTL": 60

MH|A A4 72


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-service.html
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1,
"CreateDate": 1587081768.334,
"CreatorRequestId": "567c1193-6b00-4308-bd57-ad38a8822d25"

AWS SDK for Python (Boto3)

OFE| Boto30| MAIEIX| &2 HL, Boto3E ALGSHod 047[0M Adxl, T4, AHS Ol CHEF XIZlE &

£ & A&LICH

1. Boto32 7}X{2tM MH|AR servicediscoveryE ALESHAIR.

import boto3
client = boto3.client('servicediscovery')

2. B M383tod MH|IAE YdE

o

=
=1
=

LICtcreate_service(). ### 2t AEX 2L 22 HFELICH Xt
X

Mgt L2 2 create_serviceE X 5HAMI2.

response = client.create_service(
DnsConfig={
'DnsRecords': [

{
'TTL': 60,
'Type': 'A’',
}
1,
'NamespaceId': 'ns-xxxxxxxxxxx',

'RoutingPolicy': 'MULTIVALUE',
1,
Name='service-name',
Namespaceld="'ns-xxxxxxxxxxx',

oAl SH

0lo
0

I
M
i

'Service': {

>

H A-

L
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/servicediscovery/client/create_service.html
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'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/srv-
XXXXXXXXXXX ",
'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [

{
'TTL': 60,
lTypel : lAl’
},
1,
'NamespaceIld': 'NS-XXXXXXXXXXX',
'RoutingPolicy': 'MULTIVALUE',
},
"Id': 'SIV-XXXXXXXXXXX',
'Name': 'service-name',
"NamespaceId': 'ns-XXXXXXXXXXX',
},
'ResponseMetadata’: {
.
}
CtZ EHA
MHIAE M8t & ofZ2[7|0|M0| E|AAE F = WHol| CHEF ME 7 Z & El ofZ2(71|0|M 2[AaA
E MH|A QUAEAR S5 £ Q&LICH AWS Cloud Map AH|A QIARA S50 CHEt RtAIEH LIS
2 MMg FESMREIAALE AWS Cloud Map AH|A QIARIAZ E5
MH|AE dM83t = AEZQIE JtEX|, API A& AlZH L KAz 30 262 AFS A X1 HIEHH| O E
E MH|A 8o 2 X|HE £ Q&LICH AFMIEH LIE 2 APl #ZXUpdateServiceAttributesf|
ServiceAttributes & MM Z FHZASHAM L. AWS Cloud Map

AWS Cloud Map AMH|A 4O0|E

MH|A 9| o] k2 DNS 3447|2] Ef 1, Route 53 AFEH 201 Alml| &1A|Zf & TTL(Time To Live)2
UCIO|IEE += U&LICH MH|AE HO|0|EStE{H CHE R

(® Note

HTTP WA H 0|AQ AZAE MH|AS| M2 UHO|EE + i&LICt
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ServiceAttributes.html
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AWS Management Console

1. o 232l AWS Management Console 5t11 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map &2 QLICt.

2. EMEM HYATHO|AE MEHELICE

3. Ul¥AHo|A HO[X[HM MH[AT HEE[= HYATO[AE MEAELICH

4. UHHAHO|A: namespace-name HO|X|0 M HESIEA= MH|AE MEHSIT MF HE E7|
g MetstLc)

5. MH|A: service-name HO|X|0|M HES MEAELICE

@ Note
HE HE I EZE M85t QA A ZMof| CHE API ZEEF 5185t MHIAL
e HEE £ iaLch aiLt MH|A: ### ## W OIX|MIM EHE FI+t7LE A7
8 4 QlaLict

6. AH[A HE Ho|X|2] MH|A MBM MH[A0| CHSH O|Tol| MHFH MBS U 0|E S HLE
M MEHE F71E 4= Q&LICEH DNS al{Ad7|o| Ef2 & F 715t TTLE YO|O|EE =% /UEL
CH.

7. DNS FE0|M TTLL| B2 YH0|EE HHEE 7IX{27] 2/5 DNS s{447(7} CHE DNS #HEIE
Amazon Route 5301 & 5t7| oo B|Z=0of CHet HEE FHAlIStE 772He AEst= (o
EE 7|Zhg = B2 X|™HE = A&Lct

8. Route 53 &Ef &Rl et 3% Alm YAIZtoll CHSH MH|A QUARATL HEfE HES 7| &

Sl Sott7LE AfsHoF 5t= 244 Route 53 &E =l =& Ho|5t= 1~10 ALO|2] M| ZAHE
XEeg = A&t
9. MH|A YO|O|EE MEdELIC
AWS CLI

-« update-service WYE ALE5t04 MH|AE UOIO|E(### 2t S ALK IR 422 CHAl)E

L|CH.

aws servicediscovery update-sexrvice \

--id srv-xxxxxxxxxxx \

--service "Description=new
description,DnsConfig={DnsRecoxrds=[{Type=A,TTL=60}]}"
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/update-service.html

AWS Cloud Map

JHeER 7Hol=

2.
—.

T

"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"

[

AWS SDK for Python (Boto3)

o

1.

2 %2 + UsLich

2. Boto32 7tXetM MH|IAR servicediscoveryE AFSSHAIR.

import boto3
client = boto3.client('servicediscovery')

%l Boto30| AXIZ|X| &2 B?, Boto32 ALE3t04 07|0f A M|, T+, ALEoll CHEF XIH

3. update_service()Z MH|AE UO|O|E### 2t2 AEA IR g2 2 CHA|) & LICE.

response = client.update_service(
Id="srv-xxxxxxxxxxx"',
Service={
'DnsConfig': {
'DnsRecords': [

{
'TTL': 300,
'Type': 'A’',
1,
1,
1,
'Description': "new description",
}
)
oAl S &
{
"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"
}
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

AWS Cloud Map

H| 2 A O|A0] AWS Cloud Map MH|A LIS

JHeER 7Hol=

HIUATO|A0IM HAEH MHIA SHS HEiH OFS HAHE S

—

AWS Management Console

1. o 232! AWS Management Console 511 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map & QLICt.

2. EMEOM HUATO|AE M=EHLIC

3. LhEstEds MulATH 238 HIYAHOlAL THOI Ol8S My
HlA S22 27 M Teof MulA 0|8 £ IDE YHstod S& MHIAE &8 % el
A

| = o RE T AAHEH
I&3t04 MH|AE AWS HH WEEHE AlEst D ElaA AKX EHEE A

AEHSFL|CH MH|AM 28 M

=
=
=]

q

ot

835t0] MHIAE AfEr AEE AlHEg £+ &L

(® Note
HYAHO|AT} 37 HYATHO|ARI AL ElaA ARKE of2He| AWS A IDE= 4|
QLICh WIYATO|A AH|AF7F MH|AS AMAd

HAHO|AE dYstn SR AY £ 43
82 oM dget A" IDE 2las ARKO| DS CHE + UELICH HAE IDsE HHE

IDet S US| f2 = A&LIct S AT O|AH CHE REAIEH LIE 2 MME
Z3HI2E% AWS Cloud Map WA O|A.

A ox |'_‘3|_'

|.

1]

AWS CLI

« list-services HHZ AFE35104 MHIAE L}GEELICH ClS HES WA HO|A IDE Z
B2 AF23510{ YA T O|AS B E A-II:II_E LIdgtL|Ct ### 2k KAl

HA =

aws servicediscovery list-services --filters
Name=NAMESPACE_ID,Values=ns-1234567890abcdef,Condition=EQ

AWS SDK for Python (Boto3)

1. Ot% Boto30| AR|=|X| &f2 B?, Boto3S ALE5t0q 017|0lAM MR, T+, ArE0d| CHer x|

£ s + AsLch

2. Boto3g 7tX2tAM MHIAZ servicediscoveryE AIE3HAML.
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-services.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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import boto3

client = boto3.client('servicediscovery')

3. list_services()E AFE3l0{ MHIAE LIYEFIAML.

response = client.list_services()
# If you want to see the response
print(response)

oAl B &

{
'Services': [
{
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-
XXXXXXXXXXXXXXXX ",
'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A’',
.
1,
'RoutingPolicy': 'MULTIVALUE',
},
'Id': 'SIV-XXXXXXXXXXXXXXXX',
'Name': 'myservice',
.
1,
'ResponseMetadata’: {
.
}

AWS Cloud Map AH|A AP

MHIAE AX|5H7| Hol|l siY MHIAE M83l S§8t ZE MH|A QIABHAE S5 F|A5HoF gLICH
REMIEH LHE 2 AWS Cloud Map MH|A QIAEIA E2 A T2 R X5HAAIL.
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AWS Cloud Map

MEIAE AR St0] S2E RE
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o
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AWS Management Console

1. o 232l AWS Management Console 5t11 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map 2&2 LICt.

2. EMEFAM LATO|AE MEdELICH

3. AMIStEAE AMH|AT7F ZEE HYATo|A0 CHEl sHY SM

4. UHLAHO|A: namespace-name HO|X|0] M AMA|I5IEdE= A
LICH

5. Delete(AA)E MEHEILICY.

6. AMH|A AXNE EelgrLct

£ MEigfLCH
H

| A0 CHaH SH

AWS CLI

« delete-service BHBE ArS35t0{ MHIAE A X|(### 2f2 MEA IR 2= CHA)EfL

Ct.

aws servicediscovery delete-sexrvice --id srv-xxxxxx

AWS SDK for Python (Boto3)

1. Ot% Boto30| MX|=|X| {2 BR, Boto32 ALE5I04 0470l MR, 74, AtEod| cHet x|

x|
g 3 + AsLch

2. Boto32 7IX2tAM MHIAZ servicediscoveryE AIE3HAML.

import boto3
client = boto3.client('servicediscovery')

3. delete_service()Z MH|AE AtN|(### 2t2 MEX IR 2t 2 CHA) = LICH

response = client.delete_service(
Id="'srv-xxxxxx"',

)

# If you want to see the response
print(response)
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oAl SH &8

'ResponseMetadata’: {

iy
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|

« AWS Cloud Map MH[A 21A
« AWS Cloud Map AMH|A QIAEA A4H|0|E

« AWS Cloud Map MH|A QIAEIA S8 FA
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=3 + gLt

(® Note
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html

AWS Cloud Map JHEER}E 710l =

=&2 M83t0{ MH|A QIAEHAE S55t= 42, E2Z 2 Elastic Load Balancing(ELB)
EC WHME 2Rt HE I EE HMHE = lgUT CIABAE SSE I
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AEf B Qlol| et =7| HEE XIHE = elaLIch 7|2Ha 2 AEXE X|H Bl &Qlo =
7| dEfl= HAULICH Z7| H4EfE Ol USSR HHsE{H QABHAE T2 32 B4
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MH[A0]| QIABIAE SHte{H CFS EAE WHELICH

AWS Management Console

1.

off 2321 AWS Management Console 3t 11 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map 2£& LIC}.

2. EM M HYUATHOIAE MEHSHLICEH
3. UHYAHO|A HO|X|OAM MH|A CIARA SEEZ e HIERSE AIE52{E MH|AT 2 &
T HA T O|AE MEHSFLICE
4. UIYAHO|A: namespace-name T O|X|0|MH AFESlE{= MHIAE MEIEHLICEH
5. MH|A: service-name HO|X|0| M MHH|A QIARA S/ S MEASHL|CH
6. AMH|A QIAEA S5 HO|X|0M QAEA REE MEAFLICH YA O|A QUAEIA ZHM
ol ek IP F4, Amazon EC2 QIAEIA ID EEE IP FATF e ElaAol CiEt 7|EF Al
MEE X|HSIEE MEHS 4= Q& L|Ct.
(® Note
HTTP LI JAHO|A0ME EC2 QIAEIAE MENEH £~ Ql&LICEH
7. MH|A QUARA IDO| MH|A QUIAEAQL HAZAE AHEXIE XS FLICH
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AWS Cloud Map JHEER}E 710l =

CIARA R E+7H|(Steps)
CHE 2lAaA0 Ciet HE 4] a E&E §80M MH[A
= T/g40i CNAME DNS

HIEs 28E E32
CNAME ZE7} EA|
ELCt. CNAMEO M
Route 537} DNS # 20|
CHSt SEHo=z dhetst
Hel ol§& RIMgLct
(0i: example.com ).
b. AR X|™E £ 40l M
IP =24 EE&= Amazon
EC2 QIAEA D7} OF
i 2lAA0] AlE HE
E 7|-gf Ho{Z2 x|
gLIC ol & Sof 2t
7|& X|™Hfunctiondt
1 Lambda g 4=2| 0|
E2 o2 M33Hoq

o O T — L B
AMEE + A= OI&E A
3 = AUaLict

9. MH|A QIAEIA SEg MENhL|CH

AWS CLI
« RegisterInstance ¥ ME3I= B2

 ServiceIdoi| X|HE MH[AOM Hleh Zt DNS B|Z =0 CHsH siiE HHAm oAt A4F
E 3 A8 FFo|M elZ =7t HE =L o] EFELIC

-

_lok

ol Tadol M TR Ml &

« MH|AO0] HealthCheckConfig7t Z&HE AL, AFEH
Q10| ddELct.
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AWS Cloud Map

- DE SE FR2 M BZE E= HOlo|EE Z B2 =8t A ELICH

register-instance BBE Ar&35t0] MH|A QUABAE ST(#4# 2L AKX IR 22

Z CHA[) gL c

aws servicediscovery register-instance \
--service-id srv-xxxxxxxxx \

--instance-id myservice-xx \
--attributes=AWS_INSTANCE_IPV4=172.2.1.3,AWS_INSTANCE_PORT=808

AWS SDK for Python (Boto3)

1. Ot% Boto30| MX|Z|X| 2t2 B2, Boto32 AL&35t0{ 07|0d| A X[, 7+, At&0of CHEF X|E

2. Boto32 7tXetM MH|IAR servicediscoveryE AFSSHAIR.

import boto3
client = boto3.client('servicediscovery')

3. RegisterInstance ¥ MEsi= 4=

» ServicelIdoi| X|HE MH[AOM HlEh 2t DNS B Z =0 CHsH siE LA m oAt 44
2 A8 Yol BIZE7H HE =L Yolo|EFELICE.

« MH|A0{ HealthCheckConfig7t Z& & 42,
2lo| HE Lt

- DE SE FR2 MBZE E= HOlo|EE Zf B2 =Lt A ELICH

register_instance()Z MH|A QUARHAE SE(### S MBXA 17 222 CHA)E L

Ct.

response = client.register_instance(
Attributes={
"AWS_INSTANCE_IPV4': '172.2.1.3',
"AWS_INSTANCE_PORT': '808',
},
Instanceld="'myservice-xx',
Serviceld="'srv-xxxxxxxxx',
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/register-instance.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

AWS Cloud Map

)

# If you want to see the response
print(response)

JHeER 7Hol=

oAl SE £

'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k95yg2u7'’,
'ResponseMetadata': {

1 1. 1 1
o o e . o o e ’

}I

AWS Cloud Map AMH|A QIAEA Lt
MHIAE ALE5l0{ SE8 MH|A QIARA S5 He{H CHS HAE s>FLICH
AWS Management Console

1. o 232! AWS Management Console 311 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map &2 Lct.

2. EHMEFOM UYL OIAE MEHELICEH

3. MH|A QUABAE L}P5lE{E MH|AT7H 2/ E HIYATH O|AQ| 0|2 MEAFLICH
4. MH[|A QUARHAE MM5HE= O AP%* MH|A Q| O|§ 2 MEHFILICH MH|A QIAEA Of2Ho
QIAEAA SE0| ZAIELICH AM ZHeof QIAEA IDE 2245109 EH QIABAE LIQE £
AU&LICH MMX Zeols QIAEHAE AWS AN S55H9| ID7F EAIELICY.
(® Note
CIARATI SEE HUAHO|AT SF HRAUAHO|AQI B oM MdEto| AWS 7|
M ID7t AE ID2F S USR] i 2 = ULt 37 HllAmo|Ao CHEr XEAMEF LIS
2 MMg HE5M2E8 AWS Cloud Map WA T O|A,
AWS CLI
« list-instances BEE AFE3504 MH|A QIARHAE LFASLICH### 2L 2 AHLlQ| W2
CHA).

MH|A OIAEA LfQ

]
= =
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-instances.html

AWS Cloud Map

JHeER 7Hol=

aws servicediscovery list-instances --service-id srv-xxxxxxxxx

AWS SDK for Python (Boto3)

1. Ot%| Boto30| MXIZ|X| &f2 B Boto32 AFE5t0{ 017|0fl M MX|, 4, AbE0fl CHEF X|H

[ |
o TP A P
2 3g = &Ltk

2. Boto32 7tXetM MH|IAR servicediscoveryE AFSSHAIR.

import boto3
client = boto3.client('servicediscovery')

3. list_instances()Z AMH|A QIAEA

jn

LHAst LICH(### 242 RHA| 2t = THA]).

response = client.list_instances(
ServiceId='SIV-XXXXXXXXX',

)

# If you want to see the response

print(response)

oAl SH &3

{
'Instances': [
{

'"Attributes’': {
"AWS_INSTANCE_IPV4': '172.2.1.3",
'AWS_INSTANCE_PORT': '808',

.

"Id' s TI-XXXXXXXXXXXXXXXXX',

.
1,
'ResponseMetadata’: {
.
}
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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o
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MHIA QIAEIAO] CHEH AHSAF K% 4 438H 240 0|2 3t 24

1. o 232! AWS Management Console 3t https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map &8 LICt.

2. EI-AH 7‘|'O-||A-| l:||°|/\.u:||0|/\E A—| %I-L_||:|.

|
3. UlYAHO|A HOIX[OM ME|A QAHAS SHetE o e AASE Mu[A7F ZEE H YA
O|AE MEHSFLICEH

4. ULAHO|A: namespace-name HO|X|0{ A MH|A QIARAE SE5H= O AH S MH[AE
MEdELICH

5. MH|A: service-name HO|X[0|M UC|O|ESIE{= AMH|A QIAEIAO| O|E S MEAEILICE

AL
6. ASA XE &4 MMolM HES MEELICH

Al

7. MH|A QUAERA HEl: instance-name H O|X|0|MH ALEAF X|H £4E F7F, M7 == ol|0]
EgfLCH 7|1&E £4d9| 7|9t 2 25 HOo|EE = U&LCH

8. AMH|A QUAEA HO[O|EE MEHFILICE
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https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://console.aws.amazon.com/cloudmap/
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AWS Management Console

1. o 232l AWS Management Console 5t11 https://console.aws.amazon.com/cloudmap/ AWS
Cloud Map &2 QLICt.

N
ot
>
T

FoM HHAHO|AE MEITILICE

3. 5% HAs2E MulA AABATL ZEE HAATIOIA0 CH T SHE HUFLIC
4. UYAHO|A: namespace-name HO|X|0|A AHIA QIAEHAE SE51= O AFREH MH|A
g MEfELICH
5. MH|A: ###t ## HO|K|MH S2 FASHE{= MH|A QIAEAZE MENSHL|CY,
6. S5 FA(Deregister)E& =T LICH
7. MHIA QIARIA SE #|4AE stelgn
AWS CLI

« deregister-instance WHE AI&3t0{ MH|A QIAEHAE
7 2/ 2 ChA)ErLIct o] HE 2 Amazon Route 53 DNS 2|2
AWS Cloud Map ¥4 El 2 E AEl &2 ArA|ELICH.

aws servicediscovery deregister-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-53

AWS SDK for Python (Boto3)
1. Ol%] Boto30| MX|x|X| 2t2 F<, Boto32 AL&35t0{ 097|0d| A Mx|, 7, AtE0o CHEr X[E
A& LICE.

2. Boto32 7tX2%M MH|AZ servicediscoveryE AIS3HAIR.

import boto3
client = boto3.client('servicediscovery')

3. deregister-instance()Z AH|A QIAERHAE
x)grLlct. o] @232 Amazon Route 53 DNS &2
Map HM&E 2E &E| QIS AMX|ELICH.

55 -’FI_/:(### e AMNER 12 U2ZE O
I:

oi| sl AWS Cloud

i
.
pull
ro
>
rm
|>
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/deregister-instance.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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response = client.deregister_instance(
Instanceld="myservice-53",
ServicelId='SIV-XXXXXXXXX',

)

# If you want to see the response

print(response)

Al SE &3

{
'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k98rnaiq',
'ResponseMetadata': {
},
}
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS Cloud Map JHEER}E 710l =

AWS 7HH R E ALK}

E MMM D E AWS MH|A 2 g|AA0f CHEF 2718 HAMA HEHO| Q1= AWS H|I™H theroot AHR

Atete stLkel 2301 X4 3Ho 2 AWS A AR E. LI Ct UAMTOIE AT O RE ALEXIE AIES
x| ofg g ZHs| HRELICL £E ASK A SHO| LR B IAM A8 AT 2E A

X X724 SHo| Zo st 2] MME R x5HM L.

HH&|o|M ID

JHE Z2 ghee OI7t AF Ko H At B3 Z2Reto| HIC{H0|ME ALR35t0d QIA| Rt 4 BHE

o =
AWS MH|A AFE5lodo] HMASIESE @F5tE JAL|Ct

H|HE 0| Xt BH2 AE{Z2t0|= CIHEE], | X E 5E SZA Ee A8 H £A9( KA B
HS AWS A‘IHIA At&5t0q Directory Service 01| BAM|ASH= AFSAFILICH H AL 0|4 ID= Al &

=
74 él:l# Od%k% 20 |=|°|=|I-L—||:|'.

S o EIEA| HA|A BEIE 5H AWS IAM Identity CenterS = EHLICH RFAIEH HE S AWS IAM
Identity Center At& A A{Q| What is IAM Identity Center?& & Z3HM| 2.

IAM AFEXH 2 O

IAM AFZXt= BF 02l =
IAM AF2 R} CHA 2A| RHZA
H ZSA2o| ¢ISE AL

T8 REAS.

Z /70l Mol CHEt S Hetg 718l IDYLICH 7| X1 ETo| ol
2 A3t 20| Z&LICH AHME LIS S 1AM ALS MMl K12 B
5101 2IA X1 SUS AWS ALS 3040] HHASHES OIzk ASRH0I7H 2

IAM T2 IAM A A 228 X|HstT T2 AFR R Zghof ChEt 22| HEte of &7l pHELCh &
Mgt LIZ 2 IAM A2 MM Ol IAM AL XL AL AR MiMe R ZESHMIS.

IAM &

IAM 215t2 Al Kt BHES MBste S5 Hto| U 117 3HALICH AFS KA IAM 282
£)2 MBS LE S API A2 S 55101 28 S 8 4 UALICH AWS CLI AWS RHAIEH LIS
2 IAM AFS ATl 238 40 S AXSMR.

IAM &2 HICIBIOIM ALS A ML, YAl IAM ALSAF HEH, WAF AIE ML, WA MH|L M A
9 Amazon EC201A A EIE ohEIAH 0440 RBELICH AHAIEH LIS 2 1AM AR M Aol WAt A

HE[AA HHAE HESML.

5
111
o
rot
ro
[0

94


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Cloud Map JHEER}E 710l =

HAME AE5H0] AAMA B2

AE MofgfLch HH 2 X}
FLchE _‘?'_OF FA7L 2 ”éﬂg (f ojedet HXE AWS &
ELICH JSON HH 2o CHEr REMIEF LIS 2

i b
>
2
re
b,
g'l_l
>
=
w
2
_>L
2
:

RS AL 50 BEIRHE OfEH E ok FEAI7H o BlAA0] CHEH OfE ZZH0IM RS £3E £ ol
x| Bolstod 71 RS AMAE 4 USK| KEELICH

72Ho 2 AEA X A= oflHE HE T eIELICH IAM ZEIRt= 1AM B S Y dstn ASAt

Jh 4R 4 s AR FIIELICH IAM BHE EeiS £#57| SsH A
St -

olo
Q'I_I
rir
0%
It
B
re
M
)
o
it

ID Z7|gF H=H

D 71 A DS, ASAF 18 EiE 8ol Hsts JSON Mt H& 2 AMelLIc ofz{E
MR K17 ZHO| £HE £ U 5, T 2lAA W 0lof BEH TS HOJBILICH ID 7l B
S MASHE WS oM IAM AHS MTAMM T2 2EE HMOR ASA KIE IAM HEH &
R ELE)

ID 7l &M e olatol Ma(Ehel Do Al T ) Ei BHEls HM(0f2] DO HIHE ST A &
B)Ql & USLICH BBl BA EE Qlael MM MEishs Wile obEHH IAM AFS MBA)
oIS S U QIEtel HA FojA] M MMS HTSHMR

ElaA T[EE HHM2 2lAaA0 HASHE JSON HA dFMULICH ol § E0{ 1AM AE Az HA g
Amazon S3 HZ! YH0| l&LICt EBl4A J[E HS X| st MH[A0AM MH|A gE[XHE of2{&t
s’i*c’ A+2o+04% El&A00 CHEE HMAE SHE £ AGLICH BlaA J[H oM EoF FA|E

ST Mu|Ao e letel FRILICH Elaa (g WAoo = IAMe] AWS E 2|

YA ALE5to] AM A e 95


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS Cloud Map JHEER}E 710l =

« P 7 - 1D 78k S0l M 1AM AEIEI0] RoiE 4 Qi FITH MBS MHBLICH REAIE HiBE
IAM AR AA2] 1AM QIEE[S| T8t H9|8 B & oAl

« MH|A X|o{ Z=H(SCP) - AWS Organizations

LH =& & 3 CHEr =|CH HEHS RIEE L
Ct. REMIEF LH& 2AWS Organizations AFS AP MO| MH|A X0 HAEZ FHZFHML.
o 2lAA X0 HA(RCP) - AHO| B|AA0 AFESE = = =IO MEHE2 HYELICH REMIE LI 2

AWS Organizations At MEX2| 2[4 A Ho] HH(RCP)S
o MM MR - ofst == mCef| oA ALSRtofl CHEH UA| MME == ey
84 |

=

&=
OBz MEste na HHAULICH XEAE LIE2 IAM A

S5t 717 of SEFELICH oM ofef A 9
e otobE 24T IAM AFR AT A{o| &K Ty}
AWS Cloud Map 0lA IAM2 At 5= g

IAMZ AL&304 HMAE B2|5t7| o AL E = U= IAM 7[5 01l CHa AWS Cloud Map & Ot & L|C}
AWS Cloud Map.

IAM o AWS Cloud Map X|#
A 5E 7|E A of

2lAA 7|HF ZIAH ofL|

A ay o

M Blaa o

MM 2 F|(MEIAE) o

ACL otL|2

ABAC(H&o| EfT) of

Al HoF 21E of

AWS Cloud Map 0llA IAME AL 35t W 96


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS Cloud Map JHEER}E 710l =

IAM £ AWS Cloud Map K|
e AN A MA(FAS) of

MH|A odgt otLIL

MH|A 44 g ol

AWS Cloud Map ! 7|E} AWS MH|AT} CHEE 2| IAM 7S 2S5t W2 ME Mo =R AdotE e
M IAM AF2 MM AWS IAMC 2 EFQ5t= MH|AE IR SHMIR.

of CHet X3 5 7|8t H& AWS Cloud Map

ID 7|8t 2 X3 of

A

ID 7|8k HEH2 |AM AL A}, MQXP OF & Hen 22 1Doil ¢Z2E &= Qe JSON Mt HAH 2 M
QlL|Ct ol HAS2 AL Xl L o38t0| ot 2|AAQ o XZ740i| A o{tH Erof2 £3lst = QEX|

E Mo{ELIct Xt 5 7|8 HAME ddsts SHS LotEE™H IAM AL dEMoM T2 22
Mro 2 AF2AF X|H 1AM Het o8 A XFIMIR.

AV D 718+ B2E A B 01 SIS 1Lt 4Rl el ZlAnl ofLi2t 50| S8l o
& 4 UBLICH JSON HHMoIM AHSE 4 U BE 240] Csh LohB2{Ed IAM Af

XtZ4 AWS Cloud Map &8 7|t 20| o & EeiHH MM E HEStMIo CHet At 5 (g EA
oAl AWS Cloud Map.

LHS| 2[AA 7]8F HE AWS Cloud Map

2lAaA 7|8 HA X[ ofL|R

2las 7|E Y2 BlAaAo] dZstE JSON HA MEMAULICE 244 7|8 HA 9| of M= 1AM
& AZ| YA Amazon S3 HHZ! HAQULICEH BlAA 7|8 HMZ X|H5tE AHIAN A MH[A EE|X
= O|2HEt MM E ArE501 §H BlAA0| CHE HMAE SHME = U&LICH HRO| HZEE 2|LA9
A M2 x|HE Eot FA| 7L sHE 2|lAA% o RH|M o 2 U S =™-E = U=SKIE Holgf
LICH 2lAA 7|8 Aol EoF FH|E X[%FsHoF gLt 2ot FAloll= A, AH&A}, dE, HHE 0|
M MEXR E=7t ZEE £ UELICHAWS MH|A.

AWS Cloud Map 0llA IAME AL 35t W 97


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS Cloud Map

W Rt 7hol=
Wit AE AMAE gEstetedis 2, T AFolL CHE HAELl IAM A E 2l |8 E2ol B
o =AM Z XEE + U&ELICH XME LI 2 1AM A DML IAMOA WAf AHE E[AA HMAE
HZotMR.

(® Note

AWS Resource Access Manager (AWS RAM)E A+&3t0{ AWS Cloud Map HIZAHO|AE
OHMSIH SFE = USLICH BlAA 7[8 HA2 AWS RAM A{H| A0 o5l H AT O] A0
MSEILICH REMEH LI 2 38 AWS Cloud Map WA TH O|A BHE R XSIAAI2.

[ == R

of CHEH 242K =Hed AWS Cloud Map

X4ZH Zhod x| - of

o 1 T

ZEIRHS AWS JSON HAS A8 3H04 =7 R0 HMAE £ UK KIBY £+ USLICH 5, ofE
HoH 7L ol BlAA0} ol Z70IM AU £HE 4 UEXIE XIHEY £ YsLiT

JSON &2l Action@4E Mol AUNAE 51857 HP st Ol ALY 4 s Beg M
BLICH AT Soie £YE £ U Wi Hoisty| B HH| TYUS EHIML

AWS Cloud Map &4 S£& 2oi{H MH[A &2l #Z ool & ofst 242 AWS Cloud Map & &5t

- 1=
M<L.
of B3 Etof2 Xt Yol ChS MFAHE AWS Cloud Map AFSBHLILH
servicediscovery

B Eoli of2] HYe x|Hstti{H HE=Z FEFLICH

"Action": [
"servicediscovery:actionl",
"servicediscovery:action2"

]

XtZ4 AWS Cloud Map &8 7|t H2o| of & Eo{HH MM E HESHMI0 CHet AHF 5 7[gh HA
0 Al AWS Cloud Map.

AWS Cloud Map 0llA IAME AL 35t W 98


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions

AWS Cloud Map JHEER}E 710l =

off CHEH X% Z|AA AWS Cloud Map

S BlAA X|H:of

ZHE2|RH= AWS JSON HE g A8 3610 71 Folof| HMAE = U=X] XHY = JU&LICH &, ofE
Hot FH7F of™ E|lAA et ofH ZZH0IM R YE +HE + USXIE XIEE + U&LICH

Resource JSON H&M @ A= 20| MEE|= 5Lt O|&f 2| ZHME K[ gL|ct 28 Atadlod| et
Amazon 2|44 O|E(ARN)S AF85l0d B|AAE X|HEfLICH Elaa & HEt

O B2, AUEFIE(NE AIB5Iod ST 20| ZE E2|AA0 MEEESE LIEFHLICEH

"Resource": "*"

AWS Cloud Map
AWS Cloud Map
.|

oM Holst A

XtZ4 AWS Cloud Map &8 7|t 20| of & Eo{HH MM E HESHMI0i CHet AHF 5 7[gh EA
oAl AWS Cloud Map.

ZH2|RH= AWS JSON HEZ A8 3610 71 Folof| HMAE = U=X] XHY = JU&LICH &, ofH
Hot =AM 7F of™ E|lAAL ofH ZHM EHUE +HE + USXIE XY + U&LICHL

Condition 4 & HolEl 7|&o0i et 0| A™ME|= AlZ|E XIPELICH Z3(equals) E£= 0|8t
7

(less than)Tt 22 71 GIARLE ALB5H04 0| 712 ROl ZT YRIATIE ZHAIS HNE 4+
UELICH ZE AWS Ho £71 7|8 EHEH IAM AHS MBAM 2| AWS T £ HEAE 7|8 &3

M.

AWS Cloud Map =7 7| 88 E2{H AMH|A &2l & Zolof CHEt =74 7|2 AWS Cloud Map & =
SIMR. =7 ZI1E A Q 18 ol A Ho|8t 242 AWS Cloud Map

SEXS RN

oo

ok
4 4
rir

]
2
jg
o
>
|>
mu O

9_
_(?_
HL
(mi]

AWS Cloud Map & IAM &0l Cist MEsHEl TEllS MZ s o Y £+ 9 2D e A
HlA¥ £74 7|18 x|$EfLIh

el

AWS Cloud Map Ol M IAMS At 5tE d 99

I


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions

AWS Cloud Map JHEER}E 710l =

servicediscovery:NamespaceArn

el WA o|A0i CHEH Amazon 2[4A O|F(ARN)E X|'H5t0 M E 7HME = U= EHE YL
Ct.

sexrvicediscovery:NamespaceName

2 YA mo|A9| O|FE XIHstod HAME 7HxE = Ue EEAULICH

servicediscovery:ServiceArn

o
£l
o
Q'I_l
2
N
i
_\'l_
]
o
1
30
rir
I
T
I°
C
[ul

24 MH|A0f CH3H Amazon 2|44 O|E(ARN)
servicediscovery:ServiceName
gt MH[A Q| O|& 2 KIH5to M E 72 £ e EE YL

servicediscovery:ServiceCreatedByAccount

MH[AE et IDE XIFsto] M E 7Hr g = AWS 7™ = LI

XtZ4 AWS Cloud Map &8 7|t 20| of & EoiMH MME HZEStMIo0 CHet AtE 5 7[gh HH
0 Al AWS Cloud Map.

ACLs AWS Cloud Map
ACL X|H: ot

HA|A Ko SF(ACL)2 oH 2ok FH|(HAH M, AFSAF = HE)7} ElaA0f HAHAE £ JUs
HEte 74X|D UEKXIS Mo{ELICH ACLS JSON K= 2] HAIS AFR5K| of KB 2|AA 7|8 &
Rt SAFELICE.

E AI8%# ABAC AWS Cloud Map
ABAC X|H(E&2| EfT): of

44 7|Ek ANIA FOABAC)E EHIEIT BElE 4442 JlHoR HEte Holsts Wit Hof Tl

==l
LICt IAM QIE{E| 2 AWS B|A A0 E{E 0148 IS B0 FX| Q| a7t 2lAA 0 EfTQF YX|E
[[H &F%l% 0'|o°|'E ABAC 72;"‘—'."2 A-|74|%E ‘JI\‘ Q/slgl——ll:l'

E}20f 27{5t0 HMAE X0{5t24™ aws:ResourceTag/key-name, aws:RequestTag/key-
nameE= aws:TagKeysZ7d 7|8 AFE5to{ HAMo| 274 240 E{O HEE NS ELIct

MHI&7F R E Bl R0 CHsll Al 7HX| =A 7|1€ 25 X[st= 89, 22 AMH[20] EHéH 2L
Ch MH[A7F LF ElAas R0 CHelMEH M| 7HX] 274 718 25 X|¥ste 82, d2 FEXMYULICH

AWS Cloud Map 0llA IAME AL 35t W 100


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS Cloud Map JHEER}E 710l =

ABACO] CH8t REM|EH LI 2 IAM A2 MEHA{ 2| ABAC HEH Ho{E
ABAC A EHAI7I Z&E AFEME EB{HH IAM AR AE Mo £ 4

XML

ol LAl X}Z4 ZH AFHE AWS Cloud Map

LAl Rt 5H x| of

UAl At ZSH2 AWS 2|AA0] CHEF B 7| HHAE HMS5HH HEHYHOIM EE= MEF A2 AT
M AASS2 MEELICH 7| HHA 7|2 AFRSHE CHA HA| XHE SHE SMoZE MM = 40|
AWS Z&LICH KM LHE 2 IAM AFE MMl IAM2] 1A EOF X174 S A JAMS E 245 =

AWS MH|A AME F XM L.
off CHEH M HMA MM AWS Cloud Map
TG HAMA MM(FAS) X|24: of

MY AMA HM(FAS)S

ol HMEte CIRAEZ MH|AM AWS MH|A CHEE @
MO AWS MH|AETH A %

=
= [
SELICH FAS 28 Al WA MR HE= MY AMA MME ZZSHM L.

of CHEF MH|A 2d& AWS Cloud Map
MH[|A g X|3: oL

MH|A HEg2 MH|A7F MEXHE Cialstod 2 s st 7HdetE 1AM g LT 1AM
5 Al

£ 7oz
ZEIRHE IAM ROl MBlA ofEh8 M4, 43 2 AR & Qg Uich KM LSS 1AM AL A
K2l AWS AMHIA AWSOl #EHS QI8 I8 M2 AT SMEL

/A Warning
MH|A ofgtol ChEt HEte w25
X|&2 AWS Cloud Map M33t= 4

-Io
=3
o
x
E
>.
12
[N
mjo
rH
A
o
r
o

of CHEH MH|A 247 248 AWS Cloud Map

QIL|CH AWS MHIA. MH|A= AFZXHE CHAISHO]

A 4 g g H|A g ol 3t R
Mg sty sl L2 +HE = UELICH MHH[A AZE A 201 EAAWS AHE E|0d MH[A
7t AR ELICH IAM 2 E[RHE MH[A F dgto| HetE 2 + JURIEF HE2 & &+ el&Lch

AWS Cloud Map 0llA IAME AL 35t W 101


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS Cloud Map JHEER}E 710l =

MH|A AZE g 4o £ 2tE(of Chet REMEH LHE2 IAMS 2 A U5t =AWS MH[AE B ESHMIR.
& WoflM Yes7t ZEE MHIAE HO|E0IM &&LICH siE MB|A0) CHEF MB|A o

8™ @ ALRXF U 48ol= AWS Cloud Map ZIAAE MM HLF 58 4 9= Heto| giaL
Ch. SR ALSAE7E TR 3t BlAA0IM SIS 38 HEHS S045H24H IAM BEIRE7H AM &
M2 AMAISHH EL|CH

0|24t ofl Ml JSON 2 2 AME AFE5t0{ IAM ID 7|8 HA g MAst= WS LotEE{H IAM AL

o T
MM 1AM S HE(EE)E BEFAL

Zt B|AA S3of et ARNs & A2 Z 8510 AWS Cloud MapOllAM & ofgh Zef 9l Z|AA K30 CH
Bt REMIEF LHE 2 MHIA &1 FZE ol o AA8E|= &, 2lAA 2 X7 7| AWS Cloud Map X3
M.
=

o YA D AL

+ AWS Cloud Map & A2

« AWS Cloud Map 22 AM|A ofx|

- AWS Cloud Map AF2X}7} RFAlO] HBtS 2 4 QT
.« DE AWS Cloud Map 2lAA0] CHEH 217 A
- AWS Cloud Map AH|A QIAEIA oflX]

« AWS Cloud Map MH|A 0of| x| A4

« AWS Cloud Map HIZJAH O|A 24 oi A

|>
ol

S 7|8 HAof 2 Aol M AFE X7 AWS Cloud Map ZIAAE A HMA EEE AMK|E
EX| {27} A™MELICE o] ZtdeZ Qlal| AWS H|Zof H|E 0| ehMEh 4 Ql&L|Ct ID 7|8k &34
ML HEE e CFg IR HE AL S [MEAM L.

£ AlEtetn x4 HEto = HMEH- ALSAL I

2 MOl ALE At|of CHEE THEHE £ 0435l= AWS ZHE|
QIALICHAWS &, AF2 AFR{lof 2= AWS T ZH 22|38 &

>
S
)
=
o
oo
oA
Ji
s 10
[
HU
Iy
<
r:E

3 20{E Alxtsteicd
482 AFSELICH olM ASE £

ot
£ Holstod HetE FItz £0l= X

—

2o M
0

H B 718 HA oAl 102


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html

AWS Cloud Map JHEER}E 710l =

ICH REAM[EH LIE 2 IAM AFHE B L] AWS ZE[E HA E= AWS A Fof CHer #elE H
Al

o

kI
C

:>£
P
[o][]

o
rot
a_
)
|
>

ARER
lo ©

=

fr 4 Beo|g
o Q
o IO
0 T
1

o o

T

d
I
rr mo

X
2
0
>
<
1o

>

i

>
=
a2
;
o
% I
Y
T
Pl
ol
_O'I_l
_?._
Q
=
e
I
N
.-
ok
|
0
12
g
B4
i

Ql&LICH ol E &0 '| SSLE ANE o|‘0=| BER
U&LICH AWS ‘IHIéQP 7*8 EHE Ssl ArEE]
& L|C} CloudFormation. RtAl|8t LH%% IAM Al'% A

%

P

o

o

>

X
ok mor >

4% 2

* 1AM Access AnalyzerE &35l IAM HAZ 2215104 otM5t 1 7|

= % -
Analyzerd| M IAM & 210{(JSON)QF 2 A7} HAHo|H E4 LTS AHE-E- U 7IE HHME
& QIEFLICH IAM Access Analyzer= 1007 O|&f o HA & QI =1 Al 7ts8t FHE X|Sst
HMAMZ st 5 S&LICH AR LHE 2 IAM AHE HEAM 2| IAM Access

o;| o|-7<-|o|._|_ 7|'—7E-IOI_
=

AnalyzerOf| A &34

« 8 2B (MFA) 22 -0lM IAM AL XL EE= FE ALSXI7F HRE ALE[27t e 89 FI7H 2o
£ <l MFAE AWS AEZAL F Pl &2 AHMoE S £ [ MFA7} ER235HH Aol MFA
ZUE FIELICH AT LI 2 IAM ALE DB MFAE St 2o API MAE FESHA L.

IAM2| 2259 Atzid|ol| CHEF REMIEE LHE 2 IAM ALE B A L] IAMLS| EoF ] A& & ZshM2.

o|=0

AWS Cloud Map 2& AlS

AWS Cloud Map 2&0i HM|AFHE T 89_I AWS Cloud
Map 2lAaA0f CHEH M HE S LIES D 8 £ ATS 5S4l
Ct o MEH&Q1ID 7|8t HAg Mddie 89 d

CHsll o| =CHZ X SstX| ek&LICH

o _u_
™
ﬁ
b
i}
o
A
nsw
o
0
o
el
)

Q'I:
ﬁ
o
i
ok
:E

AWS CLI EE= AWS APIBH 5 &5t = Argxrmlﬂlf Z|A 2L TS & Ze Tt QiaLIch chal,
+&5tedE APl 2Dt U R|SHE Eedol| Pt HMAE £~ QIZE &FL|C)

A& Xtk 248 0] AWS Cloud Map —E%% A& AEE =
AWS Cloud Map ConsoleAccess MM T AE{E|o] 244
M-SR H HEE FIHE B ZHMIL.

TS 5led™ EE= ReadOnly AWS EE2-
IC} XEAISH LIRS IAM AFR A 9|

C

H B 718 HA oAl 103
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"servicediscovery:*",

:GetHostedZone",

ListHostedZonesByName",

:CreateHostedZone",
:DeleteHostedZone",
:ChangeResourceRecordSets”,
:CreateHealthCheck",
:GetHealthCheck",
:DeleteHealthCheck",
:UpdateHealthCheck",

"ec2:DescribeInstances",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

JSON
{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":[

"route53
"route53:
"route53
"route53
"route53
"route53
"route53
"route53
"route53
]I
"Resource":"*"
}
]
}
CtE&& Teto| e st o|lf U

servicediscovery:*

2 E AWS Cloud Map 248

Ct.

AsHEF A
Td8E £

route53:CreateHostedZone, route53:GetHostedZone,
route53:ListHostedZonesByName, route53:DeleteHostedZone
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route53:CreateHealthCheck, route53:GetHealthCheck, route53:DeleteHealthCheck,
route53:UpdateHealthCheck

MH|AE AMAI8t I Amazon Route 53 AEH &0l &ty A

= U&LICH

_,_
m

i 2212 AWS Cloud Map & 2/&

ec2:DescribeVpcs % ec2:DescribeRegions

7t Z2to|8! 3 AR FAE AWS Cloud Map 2 E[StE S FFLICH

AWS Cloud Map AF&Xt7F RtAlo| HEHE 2 = UL S 58
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

(19
Yl
12

[ R4R

Pl
b
0l
02

7| ofl Al 105

I'
0



AWS Cloud Map

]I

"Resource": "*"

2 E AWS Cloud Map ZlA A0 CHEF 17| HMA FHE

CtE #HEt HAM2 ALE X0 H 2= AWS Cloud Map 2|40 CHE 817| &8 A A& HEHE Ro{EL

{
"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",

"Action":[
"servicediscovery:Get*",
"servicediscovery:List*",
"servicediscovery:DiscoverInstances"

]I

"Resource":"*"

}
]
}

AWS Cloud Map AH|A QIAEA of A

Ct= 1|X1I01|A-|._ AERFAAH MHE|A
Het MAg HodEL|C Sid(E ID)

I'Il' I'O

rol

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid" : "AllowInstancePermissions",
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"Effect": "Allow",

"Action": [
"servicediscovery:RegisterInstance",
"servicediscovery:DeregistexrInstance",
"servicediscovery:DiscoverInstances",
"servicediscovery:Get*",
"servicediscovery:List*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",
"route53:GetHealthCheck",
"route53:DeleteHealthCheck",
"route53:UpdateHealthCheck",
"ec2:DescribelInstances"

1,
"Resource": "*"
}
]
}

Ol HMe MH|A QAHAE S5 U ghalshs o W3 5hdof cist Hete SofgfLich QARAE
S8 U S5 FAE M7} Route 53 B2 E L & E & Ql2 AWS Cloud Map M4, AO|0|E L AFA| 5}
7| M 2o0f {E2! £= m2to|E! DNS WIYAHO|AE AI23t= 722 Route 53 H3Eto| Z@gtL|ct. 9]
oleste BXH*)E ¥ AWS A 0| AR 8 ZE AWS Cloud Map @IAEA QL Route 53 B ZE 3
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AWS Cloud Map AH|A 0i| K| A4
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JSON

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
"servicediscovery:CreateService"

1,

"Resource": [

"arn:aws:servicediscovery:us-east-1:111122223333:namespace/ns-
p32123EXAMPLE",

"arn:aws:sexvicediscovery:us-east-1:111122223333:sexvice/*"

AWS Cloud Map HIZIAH O|A 4 oA

CtE Het HM2 AZR7E 2E 82| AWS Cloud Map HIYAHO|AE MEE &= UESF S{SEL
Ct
JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"servicediscovery:CreateHttpNamespace",
"servicediscovery:CreatePrivateDnsNamespace",
"servicediscovery:CreatePublicDnsNamespace",
"route53:CreateHostedZone",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"ec2:DescribeVpcs",

"ec2:DescribeRegions"

]I

"Resource":"*"
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapFullAccess.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
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CreateHttpNamespace

T HEHAPI E ).
* servicediscovery:CreateHttpNamespace

CreatePrivateDnsNamespace

Zl MEHAPI 2 )

* servicediscovery:CreatePrivateDnsNamespace
» route53:CreateHostedZone

* route53:GetHostedZone

* route53:ListHostedZonesByName

* ec2:DescribeVpcs

* ec2:DescribeRegions

CreatePublicDnsNamespace

T4 HEHAPI ).

* servicediscovery:CreatePublicDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

* route53:ListHostedZonesByName

CreateService

ZIoft MEHAPI 22d): servicediscovery:CreateService

DeleteNamespace

* servicediscovery:DeleteNamespace

DeleteService

Zo st MEHAPI Z2d): servicediscovery:DeleteService

DeleteServiceAttributes

ZIQ 8 MBHAPI 2 d): servicediscovery:DeleteServiceAttributes
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https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
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Deregisterinstance

Ly

Ll HEHAPI ).

* servicediscovery:DeregisterInstance
* route53:GetHealthCheck

» route53:DeleteHealthCheck

* route53:UpdateHealthCheck

Discoverlnstances

MK

—

3t HEHAPI & d): servicediscovery:DiscoverInstances

Getlnstance

Zodt MEHAPI Q) servicediscovery:GetInstance

GetlnstancesHealthStatus

M

8t HEHAPI 2 d): servicediscovery:GetInstancesHealthStatus

GetNamespace

M

Qe HEHAPI 2 d): servicediscovery:GetNamespace

GetOperation
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—

Qe HEHAPI 2Fd): servicediscovery:GetOperation

GetService

Lt MEHAPI ) servicediscovery:GetService

GetServiceAttributes

]

Q8 HEHAPI 2F): servicediscovery:GetServiceAttributes
ListInstances
Zo st HEHAPI Q) servicediscovery:ListInstances

ListNamespaces

o

T18HAPI 2d): servicediscovery:ListNamespaces

ﬂI
o

ListOperations

IIIE
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8t HEHAPI 2 d): servicediscovery:ListOperations
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
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ListServices

ZIQ 8 MBHAPI 2F): servicediscovery:ListServices

ListTagsForResource

ZIo st MEHAPI 2d): servicediscovery:ListTagsForResource

* servicediscovery:RegisterInstance
« route53:GetHealthCheck

+ route53:CreateHealthCheck

« route53:UpdateHealthCheck

* ec2:DescribeInstances

TagResource

Z st HEHAPI 2 d): servicediscovery:TagResource

UntagResource

ZIQ 8 MBHAPI 2 d): servicediscovery:UntagResource

UpdateHttpNamespace

L8t HEHAPI 2 ): servicediscovery:UpdateHttpNamespace

UpdatelnstanceCustomHealthStatus

ZIQ 8 MBHAPI 2 ): servicediscovery:UpdateInstanceCustomHealthStatus

UpdatePrivateDnsNamespace

Ll HEHAPI & ).
* servicediscovery:UpdatePrivateDnsNamespace
* route53:ChangeResourceRecordSets

UpdatePublicDnsNamespace

T HEHAPI ER):
* servicediscovery:UpdatePublicDnsNamespace

* route53:ChangeResourceRecordSets
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https://docs.aws.amazon.com/cloud-map/latest/api/API_ListServices.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
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UpdateService
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* servicediscovery:UpdateService

* route53:GetHealthCheck

* route53:CreateHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck
UpdateServiceAttributes

Zodt HEHAPI 22d): servicediscovery:UpdateServiceAttributes
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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"AdvancedEventSelectors":

[
{
"Name": "Log all AWS Cloud Map data events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals":
["AWS: :ServiceDiscovery: :Namespace"] }
]
}
]
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/users/alejandro_rosalez",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
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arn": "arn:aws:iam::111122223333:role/readonly-role",
"accountId": "111122223333",
"userName": "alejandro_rosalez"

.

"attributes": {
"creationDate": "2024-03-19T16:15:377",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-03-19T19:23:137",
"eventSource": "servicediscovery.amazonaws.com",
"eventName": "CreateHttpNamespace",
"awsRegion": "eu-west-3",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/122.0.0.0 Safari/537.36",
"requestParameters": {

"name": "example-namespace",
"creatorRequestId": "eda8b524-cal4-4f68-al176-dc4dfdl65c26",
"tags": []

.
"responseElements": {
"operationId": "7xm&4i7ghhkaalma666nrgb6itf2eylcbp-gwipo380"
},
"requestID": "641274d0-dbbe-4e64-9b53-685769a086¢7",
"eventID": "4alab@76-eflb-4bcf-aa95-cec5fb64f2bd",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "servicediscovery.eu-west-3.amazonaws.com"
},

"sessionCredentialFromConsole": "true"
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/role/Admin",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::"111122223333":role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-03-19T16:15:37Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-03-19T21:19:12Z",
"eventSource": "servicediscovery.amazonaws.com",
"eventName": "DiscoverInstances",
"awsRegion": "eu-west-3",

"sourceIPAddress": "13.38.34.79",

"userAgent": "Boto3/1.20.34 md/Botocore#1.34.60 ua/2.0 os/linux#6.5.0-1014-
aws md/arch#x86_64 lang/python#3.10.12 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.60",

"requestParameters": {

"namespaceName": "example-namespace",
"serviceName": "example-service",
"queryParameters": {"example-key": "example-value"}

.

"responseElements": null,

"requestID": "eS5ee36fl-edb@-4814-a4ba-2e8c97621c79",
"eventID": "503cedb6-9906-4ee5-83e0-a64dde27bab0",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery: :Namespace",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:namespace/

ns-vh4nbmhEXAMPLE"
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},
{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Service",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:service/

srv-h460p6y1EXAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "data-servicediscovery.eu-
west-3.amazonaws.com"
1,
"sessionCredentialFromConsole": "true"
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
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https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/tag-resource.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Add-SDResourceTag.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/untag-resource.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Remove-SDResourceTag.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-tags-for-resource.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-tags-for-resource.html
https://docs.aws.amazon.com/powershell/v4/reference/items/Get-SDResourceTag.html
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https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-http-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-http-namespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDHttpNamespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-private-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-private-dns-namespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPrivateDnsNamespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPublicDnsNamespace.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDPublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-service.html
https://docs.aws.amazon.com/powershell/v4/reference/items/New-SDService.html
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https://console.aws.amazon.com/servicequotas/home/services/AWSCloudMap/quotas/L-76CF203B
https://console.aws.amazon.com/servicequotas/home/services/AWSCloudMap/quotas/L-514A639A
https://console.aws.amazon.com/servicequotas/home/services/AWSCloudMap/quotas/L-0BA10AAE
https://console.aws.amazon.com/servicequotas/home/services/AWSCloudMap/quotas/L-D95E8A57
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https://console.aws.amazon.com/servicequotas/home/services/AWSCloudMap/quotas/L-0FE3F50E
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/DNSLimitations.html#limits-api-entities-hosted-zones
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://console.aws.amazon.com/servicequotas/
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https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/#cli-aws-service-quotas
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/#cli-aws-service-quotas
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/request-service-quota-increase.html
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/request-service-quota-increase.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
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https://en.wikipedia.org/wiki/Token_bucket
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
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https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
https://docs.aws.amazon.com/cloud-map/latest/dg/sharing-namespaces.html
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