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SDK 2 7{4lE{o| O} RHIRE ZAE 0|50 SIP 2™ EHLIC} SIP URIO] = ™
+17035550122E AL ELICH TLS Z2ZEZE AFE3510{ transport LEOIE{E MY
OFX|2 2 2 CreateAttendee API 212 2T £ &350 MMEI 1 Rst Zod EES ALESELICE
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Example0i: SIP 273

gfLCH.

At

CH= ol M= Amazon Chime SDK 4 Z{EE{0o] SIP 22 E L= Ol AF2E|E SIP URICS| EEIXE

HoiE LIt

sip:+17035550122@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=tls;X-chime
join-token=join-token

CH o Ml= Amazon Chime SDK £|2/0f| 043t 7| §&F MZ SIP &CH HA|X|E E0o{&ELIC}.

INVITE sip:
+17035550122@abcdeflghij2kimno3pqr4.voiceconnector.chime.aws;transport=tls;X-chime-
join-token=join-token SIP/2.0

Via: SIP/2.0/TLS IPaddress:12345;rport;branch=branch;alias

Max-Forwards: 70

From: sip:+12065550100@IPaddress;tag=tag

SIP &g O|3H
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To: sip:+17035550122@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;X-chime-join-

token=join-token

Contact: <sip:+12065550100@IPaddress:54321;transport=TLS;ob>

Call-ID: al234567-89b0-1c2d-e34f-5gh678j9k21m
CSeq: 6214 INVITE

Allow: PRACK, INVITE, ACK, BYE, CANCEL, UPDATE,

MESSAGE, OPTIONS

Supported: replaces, 100rel, timer, norefersub
Session-Expires: 1800

Min-SE: 90

Content-Type: application/sdp

Content-Length: 991

v=0
0=- 3775321410 3775321410 IN IP4 IPaddress
s=pjmedia

b=AS:117

t=0 0

a=X-nat:0

m=audio 4000 RTP/SAVP © 3 8 9 125 101

c=IN IP4 IPaddress

b=TIAS:96000

a=rtcp:4001 IN IP4 IPaddress

a=sendrecv

a=rtpmap:@ PCMU/8000

a=rtpmap:3 GSM/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:9 G722/8000

a=rtpmap:125 opus/48000/2

a=fmtp:125 useinbandfec=1

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

a=crypto:1 AEAD_AES_256_GCM inline:EXAMPLE
a=crypto:2 AEAD_AES_256_GCM_8 inline:EXAMPLE
a=crypto:
a=crypto:
a=crypto:
a=crypto:

A U~ WN P

INFO, SUBSCRIBE, NOTIFY, REFER,

AES_256_CM_HMAC_SHA1_80 inline:EXAMPLE
AES_256_CM_HMAC_SHA1_32 inline:EXAMPLE
AES_CM_128_HMAC_SHA1_80 inline:EXAMPLE
AES_CM_128_HMAC_SHA1_32 inline:EXAMPLE

SIP &g O|3H
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EventBridgeE A& 8t Amazon Chime SDK At S3& & X 5HM 2. EventBridgeol| CHet RHAEH LIS 2
Amazon EventBridge Al& A& Mhttps://docs.aws.amazon.com/eventbridge/latest/userguide/& & &
St 2.

Amazon SQS 2! Amazon SNSZ & M4

Amazon Chime SDK API & Z 9| CreateMeeting APIE A& 304 Amazon Chime SDK &|9| O|HIE ¢t
2E 3[9|Y 5tLt2| Amazon SQS CHZ Qo 5tLEC| Amazon SNS FAE 2 = & LICH O|FE A 5t
22| X|d AlZHE E0|= ol =20 EE' = A&LICE Amazon SQSO| CHEE AHAIEH A2 Amazon
Simple Queue Service JHE X} PHLHME EZ M L. Amazon SNSO| CHEt AFAM|EF LHE 2 Amazon
Simple Notification Service ZHE X} HLHME & E3FHAMIL.
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gFXF OFLHA 2| Amazon SNS SHM|A Xl|o{2| ALEd| 0 A|E R ESHAIL.

(® Note
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gt AWS 2|2 ALE35HoF B LICt.
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Amazon Chime SDKO{| £04&'L|C}. aws :SourceArn 2 aws:SourceAccountOf CHgt ZZHAES &
T5HMIL. 047|0 e g
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L|Ct.
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-authentication-and-access-control.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Version":"2012-10-17",
"Id": "example-ID",
"Statement": [
{
"Sid": "example-statement-ID",
"Effect": "Allow",
"Principal": {
"Sexvice": "meetings.chime.amazonaws.com"
},
"Action": [
"sqs:SendMessage",
"sqs:GetQueuelrl"”
1,
"Resource": "arn:aws:sqs:us-east-1:111122223333:queueName",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:chime:us-east-1:111122223333:*"
}I
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
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0| of|Ml= Amazon Chime SDK7} &|2| O|HIE 2 &l2 SNS FA|ofl MEE = U S
Amazon SNS M2 g Ho{FL|C}.

JSON

"Version":"2012-10-17",
"Id": "example-ID",
"Statement": [

{
"Sid": "allow-chime-sdk-access-statement-id",
"Effect": "Allow",
"Principal": {
"Service": "meetings.chime.amazonaws.com"
}I

Amazon Chime SDKO0{| Amazon SQS Z! Amazon SNSO{| CHEF HA|A FHet £oq 20
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"Action": [
"SNS:Publish"

1,
"Resource": "arn:aws:sns:us-east-1:111122223333:topicName",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:chime:us-east-1:111122223333:*"
}I

"StringEquals": {
"aws:SourceAccount": "111122223333"
}

ﬂ'

Amazon SQS CH7|¥0| M & & 5 3H(SSE)0| CHaH MstEl A F7t EHAHE & sHok g LICt.
7|dof F£7}E O|0|E{E &= 3l5te O 2R3 AWS KMS 2F40i Amazon Chime SDK HeHE £0435t
= IAM H2 g 4Z4E AWS KMS 7|0of] 48 EFLIC}.

toh

JSON

"Version":"2012-10-17",
"Id": "example-ID",
"Statement": [
{
"Sid": "example-statement-ID",
"Effect": "Allow",
"Principal": {
"Service": "meetings.chime.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
]I

"Resource": "*"

Amazon Chime SDKO0i| Amazon SQS 2! Amazon SNSO| CHEF HAM|A TS F0d 21
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Example Amazon Chime SDK7} Amazon SNS FA|0f O|HEE HAIGHE S 518

CIS oAl IAM HA2 3|o| O|HIE 4 ZIZ K| E Amazon SNS FA|of AAIE = e HELS
Amazon Chime SDKO0{| 5 04{&lL|C}.

JSON

"Version":"2012-10-17",
"Id": "example-ID",
"Statement": [

{

"Sid": "allow-chime-sdk-access-statement-id",
"Effect": "Allow",
"Principal": {

"Sexvice": "meetings.chime.amazonaws.com"
},
"Action": [

"SNS:Publish”
]I

"Resource'": "arn:aws:sns:us-east-1:111122223333:topicName"”,
"Condition": {

"ArnLike": {

"aws:SourceArn": "arn:aws:chime:us-east-1:111122223333:*"

},

"StringEquals": {
"aws:SourceAccount": "111122223333"
}
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SDKE CHE et Q102 MBEIH 2 MY U MA|Z 22S Z=3515101 API &8 7HASHELICH
AWS SDKOM|= Zf MH|A A=EXZQIE CHE LA O|ATF ZEE|0] JU&ELICH.
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identity-chime ChimeSDKIldentity chime-sdk-identity
media-pipelines-chime ChimeSDKMediaPipelines chime-sdk-media-pipelines
meetings-chime ChimeSDKMeetings chime-sdk-meetings
messaging-chime ChimeSDKMessaging chime-sdk-messaging
voice-chime ChimeSDKVoice chime-sdk-voice
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Identity.html
https://docs.aws.amazon.com/cli/latest/reference/chime-sdk-identity/index.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Media_Pipelines.html
https://docs.aws.amazon.com/cli/latest/reference/chime-sdk-media-pipelines/index.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Meetings.html
https://docs.aws.amazon.com/cli/latest/reference/chime-sdk-meetings/index.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Messaging.html
https://docs.aws.amazon.com/cli/latest/reference/chime-sdk-messaging/index.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Voice.html
https://docs.aws.amazon.com/cli/latest/reference/chime-sdk-voice/index.html
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https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_AssociatePhoneNumbersWithVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_AssociatePhoneNumbersWithVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateAttendee.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_BatchCreateAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateChannelMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_BatchCreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_BatchCreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_BatchCreateChannelMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateAppInstance.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateAppInstanceAdmin.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateAttendee.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_CreateAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannel.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateChannelBan.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelBan.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelModerator.html
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https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaCapturePipeline.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeeting.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_CreateMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingWithAttendees.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_CreateMeetingWithAttendees.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateMeetingDialOut.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateProxySession.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateProxySession.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplication.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateSipRule.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_CreateVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstance.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceAdmin.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DeleteAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteAttendee.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_DeleteAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannel.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteChannelBan.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelBan.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelMessage.html
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DeleteChannelModerator messaging-chime DeleteChannelModerator

DeleteMediaCapturePipeline media-pipelines-chime DeleteMediaCapturePipeline
DeleteMeeting meetings-chime DeleteMeeting
DeleteProxySession voice-chime DeleteProxySession
DeleteSipMediaApplication voice-chime DeleteSipMediaApplication
DeleteSipRule voice-chime DeleteSipRule
DeleteVoiceConnector voice-chime DeleteVoiceConnector
DeleteVoiceConnect voice-chime DeleteVoiceConnect
orEmergencyCallingConfigura orEmergencyCallingConfigura
tion tion
DeleteVoiceConnectorGroup voice-chime DeleteVoiceConnectorGroup
DeleteVoiceConnectorOrigina  voice-chime DeleteVoiceConnectorOrigina
tion tion
DeleteVoiceConnectorProxy voice-chime DeleteVoiceConnectorProxy
DeleteVoiceConnectorStreami  voice-chime DeleteVoiceConnectorStreami
ngConfiguration ngConfiguration
DeleteVoiceConnectorTermina  voice-chime DeleteVoiceConnectorTermina
tion tion
DeleteVoiceConnectorTermina  voice-chime DeleteVoiceConnectorTermina

tionCredentials

tionCredentials

DescribeApplnstance identity-chime DescribeApplnstance

DescribeApplnstanceAdmin identity-chime DescribeApplnstanceAdmin

DescribeApplnstanceUser identity-chime DescribeApplnstanceUser
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https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DeleteChannelModerator.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaCapturePipeline.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteMeeting.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_DeleteMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteProxySession.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteProxySession.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipMediaApplication.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteSipRule.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DeleteVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeAppInstance.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstance.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeAppInstanceAdmin.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceAdmin.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_DescribeAppInstanceUser.html
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https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannel.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelBan.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelBan.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembership.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelMembershipForAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DescribeChannelModerator.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_DescribeChannelModerator.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DisassociatePhoneNumbersFromVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_DisassociatePhoneNumbersFromVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_GetAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_GetAppInstanceRetentionSettings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAppInstanceStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetAttendee.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_GetAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetChannelMessage.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetChannelMessage.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaCapturePipeline.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetMeeting.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_GetMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetProxySession.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetProxySession.html
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https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplication.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplication.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipMediaApplicationLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetSipRule.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetSipRule.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnector.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnector.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorEmergencyCallingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorGroup.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorLoggingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorOrigination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorProxy.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorTermination.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_GetVoiceConnectorTerminationHealth.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAppInstanceAdmins.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceAdmins.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAppInstances.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstances.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAppInstanceUsers.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListAppInstanceUsers.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAttendees.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_ListAttendees.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListAttendeeTags.html

Amazon Chime SDK

JHEER} 70| =

Chime WA T O|A API

ListChannelBans

ListChannelMemberships

ListChannelMembers
hipsForApplnstanceUser

ListChannelMessages

ListChannelModerators

ListChannels

ListChannelsModera
tedByApplnstanceUser

ListMediaCapturePipelines

ListMeetings*

ListMeetingTags+

ListProxySessions

ListSipMediaApplications

ListSipRules

ListTagsForResource

ListVoiceConnectorGroups

ListVoiceConnectors

ListVoiceConnectorTerminati

onCredentials

PutApplnstanceRetentionSett
ings

SEJECIPS [P
messaging-chime
messaging-chime

messaging-chime

messaging-chime
messaging-chime
messaging-chime

messaging-chime

media-pipelines-chime

e Al

o2

o4
HA

ol
Olo

meetings-chime
voice-chime
voice-chime
voice-chime
identity-chime
voice-chime
voice-chime

voice-chime

identity-chime

M HYAHO|A API

ListChannelBans

ListChannelMemberships

ListChannelMembers

hipsForApplnstanceUser

ListChannelMessages

ListChannelModerators

ListChannels

ListChannelsModera
tedByApplnstanceUser

ListMediaCapturePipelines

ListTagsForResource

ListProxySessions

ListSipMediaApplications

ListSipRules

ListTagsForResource

ListVoiceConnectorGroups

ListVoiceConnectors

ListVoiceConnectorTerminati

onCredentials

PutApplnstanceRetentionSett
ings

AP OHE


https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelBans.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelBans.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelMemberships.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMemberships.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMembershipsForAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelMessages.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelMessages.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelModerators.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelModerators.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannels.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ListChannelsModeratedByAppInstanceUser.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListMediaCapturePipelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_ListMediaCapturePipelines.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListMeetings.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListMeetingTags.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_ListTagsForResource.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListProxySessions.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListProxySessions.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListSipMediaApplications.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListSipMediaApplications.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListSipRules.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListSipRules.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_identity-chime_ListTagsForResource.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorGroups.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceConnectorGroups.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectors.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceConnectors.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_ListVoiceConnectorTerminationCredentials.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutAppInstanceRetentionSettings.html
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<script>

async function getNearestMediaRegion(partition) {

console.log('Nearest media region partition: + partition);

const url = ('aws-us-gov' == partition) ? 'https://nearest-us-gov-media-
region.l.chime.aws' : 'https://nearest-media-region.l.chime.aws';
let result = ('aws-us-gov' == partition) ? 'us-gov-west-1' : 'us-west-2';

try { //Find the nearest media region
console.log('Nearest media region URL: ' + url);
const response = await fetch(url, {method: 'GET'} );
const body = await response.json();
result = body.region;

} catch (error) {
console.log(error.message);

} finally {
console.log('Nearest media region found: ' + result);
return result;

async function findRegions(partition) {
aws.innerText = await getNearestMediaRegion();
awsusgov.innerText = await getNearestMediaRegion('aws-us-gov');

</script>
</head>
<body>
<h3>Nearest media region, by AWS partition</h3>
<table>
<tr><th>Partition</th><th>Media Region</th></tr>
<tr><td>aws</td><td id="aws">Finding...</td></tr>
<tr><td>aws-us-gov</td><td id="awsusgov">Finding...</td></tr>
</table>
<script>
findRegions();
</script>
</body>
</html>
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"MeetingsControlRegions": {
"us-east-1": "recommended",
"us-west-2": "recommended",
"eu-central-1": "recommended",
"eu-west-2": "recommended",
"ap-south-1": "recommended",
"ap-southeast-1": "recommended",
"ap-southeast-2": "recommended",
"ap-northeast-1": "recommended",
"ap-northeast-2": "recommended",
"il-central-1": "recommended",
"ca-central-1": "recommended",
"af-south-1": "recommended"

},

"MeetingsMediaRegions": {
"af-south-1": "recommended",
"ap-northeast-1": "recommended",
"ap-northeast-2": "recommended",
"ap-south-1": "recommended",
"ap-southeast-1": "recommended",
"ap-southeast-2": "recommended",
"ca-central-1": "recommended",
"eu-central-1": "recommended",
"eu-north-1": "recommended",
"eu-south-1": "recommended",
"eu-west-1": "recommended",
"eu-west-2": "recommended",
"eu-west-3": "recommended",
"sa-east-1": "recommended",
"us-east-1": "recommended",
"us-west-2": "recommended",
"us-east-2": "recommended",
"us-west-1": "recommended",
"il-central-1": "recommended"
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},

"MediaPipelineControlRegions": {
"us-east-1": "recommended",
"us-west-2": "recommended",
"eu-central-1": "recommended",
"eu-west-2": "recommended",
"ap-south-1": "recommended",
"ap-southeast-1": "recommended",
"ap-southeast-2": "recommended",
"ap-northeast-1": "recommended",
"ap-northeast-2": "recommended",
"ca-central-1": "recommended"

},

"MediaPipelineDataRegions": {
"af-south-1": "recommended",
"ap-northeast-1": "recommended",
"ap-northeast-2": "recommended",
"ap-south-1": "recommended",
"ap-southeast-1": "recommended",
"ap-southeast-2": "recommended",
"ca-central-1": "recommended",
"eu-central-1": "recommended",
"eu-north-1": "recommended",
"eu-south-1": "recommended",
"eu-west-1": "recommended",
"eu-west-2": "recommended",
"eu-west-3": "recommended",
"sa-east-1": "recommended",
"us-east-1": "recommended",
"us-west-2": "recommended",
"us-east-2": "recommended",
"us-west-1": "recommended"
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Disabled video/content send capability, reason: Video resolution is above
limit of current meeting feature selection.
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const constraint: MediaTrackConstraints = {
width: { ideal: videoQualitySettings.videoWidth },
height: { ideal: videoQualitySettings.videoHeight },
frameRate: { ideal: videoQualitySettings.videoFrameRate },
};
this.context.logger.info(
‘Video track (content = ${isContentAttendee}) with constraint: ${JSON.stringify(
constraint
)}, trackSettings: ${JSON.stringify(trackSettings)}’
I
try {
await mediaStreamTrack.applyConstraints(constraint);
} catch (error) {
this.context.logger.info(
‘Could not apply constraint for video track (content = ${isContentAttendee})"’

O Eole oy 2HX S/ SE0| Lot &Lt

2HX 7|5 ZHx 2R 72 Y A2 XY ez AT AT
=

FHD 1280x720 oL 1280x720

FHD 1920x1080 ot 1920x1080

FHD 3840x2160 of 1920x1080

UHD 1920x1080 ot 1920x1080

UHD 3840x2160 oL 3840x2160

UHD 4200x2400 of 3780x2160
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// You must migrate to the Amazon Chime SDK Meetings namespace
ion: "eu-central-1" });

AWS.ChimeSDKMeetings({ region

oIr
[0

XHE 7|

L

const chime
// Create meeting
const meetingInfo = await chime.createMeeting({

MeetingFeatures: {

Audio: {
EchoReduction: 'AVAILABLE'

Iy
Video: {
MaxResolution: 'FHD'

.
Content: {
MaxResolution: 'UHD'
},
Attendee: {
MaxCount: 25

iy
}

}).promise();

Attendees.MaxCount A}
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const configuration = new MeetingSessionConfiguration(this.joinInfo.Meeting,
this.joinInfo.Attendee);

this.meetingSession = new DefaultMeetingSession(
configuration,
this.meetinglogger,
this.deviceController,

new DefaultEventController(configuration, this.meetinglLogger, this.eventReporter)

);
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// A meeting session has already been created and stored in "this.meetingSession’
this.meetingSession.audioVideo.setVideoCodecSendPreferences(

[
VideoCodecCapability.vp9(),
VideoCodecCapability.vp8()
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ContentShareControllerFacade.setContentShareVideocodecPreferences

A
Clo ©ae 9l 28 7|2 dde XL o 232 22stH GitHubZ 0|S ELICH.

CHS ool M= vP8e| EH S MHE AL 3504 VPIO | CHEH

o= T

B HC|2 39 7|8 MAE RIHE LI

[Py

M

// A meeting session has already been created and stored in "this.meetingSession’
this.meetingSession.audioVideo.setContentShareVideoCodecPreferences(
[
VideoCodecCapability.vp9(),
VideoCodecCapability.vp8()
]
);
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2 stLtet EIHIE =

X-Amzn-Chime-App-Keys: AppKey
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X-Amzn-Chime-Tenants: AppKey:engineeringld,salesId

MEXtE XIHE YoM 2 X|L|o{™ L EtOfE [ OlC[o{ M|Mdof|oh HMAE =~ A&LICt CHE
E'z OHO 7;|.|:|-EI|__||:|.

T Hel |, stLtE HIHER MEHE
X-Amzn-Chime-App-Keys: AppKeyl,AppKey2
X-Amzn-Chime-Tenants: AppKeyl:orgId

MEXHE H 10 A

L x%lo| O|c|o] M|A10f|BF HAASH 2 01T O 20 M= TE M|Ad0f HA|AS
= &LICHL CHE ZE

H2 RFEELICH

Amazon Chime SDK 2|2| £& F7| o|HI

Im

O|aH
Amazon Chime SDKE 2|0| =& F7| O|HEE M&5IH, O|E AFE35lod & &lE EC|HS D CHRA

ol ,
ER IBZE AISE £ 2aLIcH 482 5l0| OIMEE A83te % JhX| ofiLict

« EMX}7F Amazon Chime SDK 2|20 & &3t Lt [HE [ HIEIH|O|E{ MH|0|E
« Amazon Chime SDK &|2|0f| CH&t FA| &2 = HEF 723

« Amazon Chime SDK Z|2|0fAQ] HIC|@ 4 E2EIx ZR A2 &M

.

Amazon EventBridge, Amazon Simple Notification Service(SNS) 2! Amazon Simple Queue
Service(SQS)E O|HIEE MEE 5= JU&LICE XA LI 2 Amazon EventBridge AHE AEH A2

AWS MH|A S| O|HIEE B ZEHM2.

Amazon Chime SDK Z|2| A|&}
M 2|2|7} AlZtE|24 Amazon Chime SDK7} O O|HEE EHL|CT
Example O|HI E | O|E

CHS ollol A= o] o|HE S| HIO|EHE EoiE LT

{
"version": "Q",
"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",

"detail-type": "Chime Meeting State Change",
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JHeER 7Hol=

Amazon Chime SDK
"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:MeetingStarted",

"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",

"externalMeetingId": "87654321-4321-4321-1234-111122223333",

"mediaRegion": "us-east-1"

Mjm
HL
L

Amazon Chime SDK &|2| &=
|o|7} &2 E|™H Amazon Chime SDK7} O] O|HIE
SEZMOloHEE ™

RIx4
==
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|3l MH|A = DeleteMeeting APIE

o
o

Example O|HIE | O|E
HE O| H|0|E{E Eoi&LICt

L —

CHS ofolA= o] O

{
"version": "0Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",

[]

"resources":
"detail": {
. n@n’
"eventType": "chime:MeetingEnded",

"version":
"timestamp": 12344566754,
"meetingld": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333"

"mediaRegion": "us-east-1"
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Amazon Chime SDK &fAIX| F7}

M ZAXE7E # A 3]0lo £7HE|H Amazon Chime SDK7 O] O|HIEE HHL|CT
Example O|HI E C|O|E

CHS ollol M= o] o|HE S| HIO|EHE Eo{E LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeAdded",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

Amazon Chime SDK ZHA1X} AbK]|

DeleteAttendee APIE A& 35104 E/d 32| & AIXKE A 745HH Amazon Chime SDKO0{A{ O] Oftl
EE ™M&ELIC

Example O|HI E | O|E

CHE ofoiA= o] o|HES| L|O|E{E Ho{ELICH

{
"version": "Q",
"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",
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"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeDeleted",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

Amazon Chime SDK &A1} QI

Ol

ot

o|0| Z|ofoi| &o{EF ALEXI7F S LB &0 EEE ALE5H04 ChHA| Z[2fod| & 043tE Amazon Chime
SDKO{A O] O|HEE HEFLICE 0§ 01, MEXtE LA E AFEIM ZHHY ClHfo|AZ T
g =+ UELICH o= A 5t3 2[o|7h M ClHiO[AZ FfXMo 2 MEPELICH

Example O|HI E | O|E

CHS ofolA= of o|HES| L|O|E{& Ho{ELICH

{

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeAuthorized",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

}
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JHeER 7Hol=

Amazon Chime SDK Z&tA1x} 9| 5|9| %04

7|& #HAMX7E X HE HERXT HEE M50 Amazon Chime SDK 2|20 04524 Amazon
Chime SDK7} O| O|HEE HMHL|C}.

ExampleO|HI E G| O|E

CHS ofolA= of o|HE S| L|O|E{E Eo{ELICH

{

"version": "0",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "0",
"eventType": "chime:AttendeeJoined",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeId": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"networkType": "Voip",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

}

}
Amazon Chime SDK & AX} 9| 5|9| E|%

7|& MR XHE HERIT TS S A2 36104 Amazon Chime SDK 3|2|& [HLIEH Amazon Chime
SDK7} O| O|HEE EL|C}.

(® Note

MH|lAaE SUEHLI7H7) 2o CH8H chime:AttendeeLeft &
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oI E S0i ¢ AEN7t TX| 22 AARIF 27 11Alof Blolof Fodgtrtm THas H &L

[ |
Ch Ol B2 CEm 22 HYS oo e = AU&LICH

11:00 API - CreateAttendee, CreateMeetingWithAttendee, or BatchCreateAttendee
11:00 Event - chime:AttendeeAdded

11:01 Action - user joins meeting

11:01 Event - chime:Attendeeloined

11:02 Action - user's connection drops

11:02 Event - chime:AttendeeDropped

11:03 Action - user's connection restored

11:03 Event - chime:Attendeeloined

11:30 Action - user leaves meeting

11:30 Event - chime:AttendeelLeft

ExampleO|HI E | O|E{

CHS ollol A= o] o|HE S| O] & EoiE LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeelLeft",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"networkType": "Voip",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"
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Amazon Chime SDK £ A1X}I7} 5|2|0of|A{ O|EFEH

UttMo = AA Aef7t EX| fot T & A4XE7F Amazon Chime SDK 3|2|0f A O|EFE Z<2 Amazon
=]

EVNBURNez 7hFEo] siF oHET} rgfLct.

O

|5 5ol & MHIATH E2IH3HRIE BEtolHER E2
-Fiol A olc{lo® Metstctn Jhss) BZ&LIC

= 1
22w

m

o

® Note

MH|AE e LI7H7) 2dof CHEH chime:AttendeeLeft &

2 HE 4+ UaLICH oS S0, A8 =
= 2 S LT ofHE WP Z ZHEE
| H4Z00] Z7I8HEILICH TB1H WAZO| AAHED ZFBHE SE-5Q) Ado| EEAHELICH

chime:AttendeeDropped O|HEE SA|oll 2LHX| 2t&LICt O|" 2 LIVt7[= ME OHE

5te10|04 AIAROIAE 2t BHefof ShEshs O|HIES =iLict
oI & S0 9178 AEN7H X| k2 A AIRF 27 11Al0fl Bl2lof FodFtotm THH &

Ch Ol B2 OIS £ 2 HYS oo = AU&LCH

11:00 API - CreateAttendee, CreateMeetingWithAttendee, or BatchCreateAttendee

11:00 Event - chime:AttendeeAdded

11:01 Action - user joins meeting

11:01 Event - chime:AttendeeJoined
11:02 Action - user's connection drops
11:02 Event - chime:AttendeeDropped
11:03 Action - user's connection restored
11:03 Event - chime:AttendeeJoined
11:30 Action - user leaves meeting

11:30 Event - chime:Attendeeleft

Example O|HI E | O|E

CtS ofoiA= o] o|HES| L|O|E{E Ho{ELICH

{
"version": "0Q",
"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

|of =& F7] O|HIE Of5H
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"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeDropped",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"networkType": "Voip",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

Amazon Chime SDK &HA1Xto| HIC|2 AEZ|Y AR}
7|& MKV HIE|IR AEE|R]E A|ZHSHEHE Amazon Chime SDK7} O] O|HIE S HHL|CH.
Example O|HI E | O|E

CHS ollol A= o] o|HE S| HIO|EHE Eo{E LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeVideoStarted",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"
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7|& &AMR71 HIC|2 AEB|YE & K|35 Amazon Chime SDK7} 0| O|HEE EHL|Ct
Example O|HI E | O|E

CHS ofolA= o] o|HE S| L|O|E{E Eo{FLICH

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeVideoStopped",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

7|

Iy
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FMZL7F 8HH 2R E A2 Amazon Chime SDK7} O O|HIEE EHL|C}
Example O|HI E | O|E

CHS olloll A= o] o|HE S| HIO|EHE Eo{E LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

|o] =& F7| o|HE 0|5l 69
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"detail": {
"version": "Q",
"eventType": "chime:AttendeeContentVideoStarted",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"
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CHE ofolA= o] o|HE S| L|O|E{E Eo{ELICH

"version": "0Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "0Q",
"eventType": "chime:AttendeeContentVideoStopped",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

Amazon Chime SDK &AX} 7|5 YHI0|E

7|& &AMXe| 7|15 0| 4|0l E E|F Amazon Chime SDK7F O] O|HIEE EHL|Ct
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ExampleO|HIE Cf|O|E

"version": "Q",
"source": "aws.chime",
"account": "111122223333",
"id": "12345678-1234-1234-1234-111122223333",
"region": "us-east-1",
"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",
"resources": [],
"detail": {
"version": "Q",
"eventType": "chime:AttendeeCapabilitiesUpdated",

"success": "1", // value can be 1 or @. 1 means success, @ means failure

"timestamp": 12344566754,

"meetingId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "mymeeting",

"attendeeId": "attendeeId",

"externalUserId": "externalUserId"

"mediaRegion": "us-east-1"

"attendeeCapabilities": {

"audio": "SendReceive",

"video": "SendReceive",

"content": "SendReceive"

Amazon Chime SDK Z&HA4x} 2EIx 9| §|9| %o

ZH=x S/ RIEE
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Example O|HI E | O|E

CHS ofolA= o] o|HE S| H|O|EE Eo{FLICH

"version": "Q",

"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",
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"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",
"resources": []

"detail": {
"version": "0Q",
"eventType": "chime:AttendeeContentJoined",

"timestamp": 12344566754,

"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"networkType": "Voip",

"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

Amazon Chime SDK &FA4xF 2EIx9| g|o| E|F

fol

FEHX ZQ7 XHE U ELA MESE2 AH25104 Amazon Chime SDK &| 2|04 A [HLIEH Amazon

Chime SDK7} O| O|HEE HHL|C

_

Example O|HI £ | O|E

CHE ofolA= o] o|HES| L|O|E{E Eo{ELICH

{
"version": "Q",
"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeContentLeft",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",
"networkType": "Voip",
"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"
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Example O|HI E | O|E

CHS ollolA= o] o|HE S| HIO|EHE Eo{E LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeContentDropped",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",

"externalUserId": "87654321-4321-4321-1234-111122223333",
"networkType": "Voip",

"externalMeetingId": "87654321-4321-4321-1234-111122223333",

"mediaRegion": "us-east-1"

Amazon Chime SDK &A1X} 2EIXO| HIC|2 AEZ|Y AR}

ZEHXx ZR7I HIC|I2 AEE|YE A|ZHSHH Amazon Chime SDK7} O] O|Hl
Example O|HI E | O|E

CHS ollol M= o] o|HE S| HIO|EHE EoiE LT

"version": "Q",

Hefofct
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"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeContentVideoStarted",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",

"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

Amazon Chime SDK & MXl 20| H|C|2 AEE|Y SX|
=
Example O|HI E G| O|E

CHS ollol M= o] o|HE S| HIO|EHE Eo{E LT

{
"version": "Q",
"source": "aws.chime",
"account": "111122223333",
"region": "us-east-1",

"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",
"resources": []

"detail": {
"version": "Q",
"eventType": "chime:AttendeeContentVideoStopped",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"attendeeld": "87654321-4321-4321-1234-111122223333",
"externalUserId": "87654321-4321-4321-1234-111122223333",

"externalMeetingId": "87654321-4321-4321-1234-111122223333",
"mediaRegion": "us-east-1"

toh
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}
}

Amazon Chime SDK &|2]oi| CH8t Amazon CloudWatch X|E O|3f]
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Command Line Interface ()& AF&31040| 22 =& = U&LICFAWS CLI. Amazon S3 HHZ!2 At
& 7S 8t Amazon Chime SDK EIIElO-l 2|& = stLbol| & 5HoF B L|C}
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https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/sdk-available-regions.html
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® Note
IAM AL RO | EHZ!0d| CHEE MM A HEHE Fodsts HAE FIIM=X| &gt E£5t 7
Exo 2 E AWS H|E M55t 2|IRI2 Al Z2 siE 2I170i Amazon S3 H{Z!0] 2/o{ok
gfLICh.
7I2Ho 2 AWSE CHE 21 E HIZ 35t 0|& #dstst| T x|= siE 21 3|2
ElaAE SA”E o QlaLT

- RE(EEtr)
* Middle East (Bahrain)
o|g4st 2|ME ARSI 7=|°o+|'— Amazon S3 HHZ!0| @lo{of & L|C}t. O|= Amazon S3 APIE

At&stod 7|EXMe = REFEIX| o1 o|0] HZ!o| RlE ElXm Silste Bz JHSLE'I—IIZF.
AtEHEl 2™ g d3toll CiEt 7<M1I°F LIE2 AWS it ZZx ol AWS 2| ZE|E HESML.

EHZ! IZk ARNS 7|2 8tL|C} 0|2 AL 35104 O|C|o] ZH&| Tho|Z=2lole AMAdstL|C}

fjo
ol

Madate

Ct2 o Al= Amazon S3 H{Z! MRS Ho{FL|C}.

JSON

"Version":"2012-10-17",
"Id": "AWSChimeMediaCaptureBucketPolicy",
"Statement": [
{
"Sid": "AWSChimeMediaCaptureBucketPolicy",
"Effect": "Allow",
"Principal": {

"Service": "mediapipelines.chime.amazonaws.com"
}I
"Action": [ "s3:PutObject", "s3:PutObjectAcl" ],
"Resource": "arn:aws:s3:::Bucket_Name/*",

"Condition": {
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"StringEquals": {
"aws :SourceAccount": "123456789012"

3},

"ArnLike": {

"aws:SourceArn": "arn:aws:chime:*:123456789012:*"
}

Amazon Chime SDK O|C|04 Z§%x{ I} O|Z 2} 21 € Amazon S3 HHZ!0]| CHSH A & &5
5l 245l
Amazon Simple Storage Service(S3) HZ!2| MH & 25318 &J3t5ioiH CHE R 4535 7|18

A8 & &Lt

« Amazon S3 2|3 7|

« Key Management Service(KMS)2| 7§ Z2| AWS & 7|

(@ Note

Key Management Service= 124 Zt2[& 7|2 AWS ZE2|& Z[2l= F 7t 82| 7|& |
248tL|CH. Amazon Chime SDK 2|2l T2 2|3 7|0+ X|HEhLICt.

Amazon S3 ZZ|E 7| Al

Amazon S3 &, CLI EE= REST APIZ AF236104 Amazon S3 HHZ!o| M & 253515 &35l 8L

=
Ch. £ B9 D5 Amazon S3 7|18 %25 7| RHOE MBHLICH W o| TRIS FY WLt YA
C}. DIC|of Z4R{0ll tHZIS AFR 513 OFEIBE T} M FoiM YR EEID L SSHEILICH RAIE LIS L

Amazon S3 AF2 MEA 2| Amazon S3 €535 XA A E5HAML.

#elsts 712 53 E Ed3tsicd™ 1 22| 7|1& AF&E5104 Amazon S3 HZ! Q| A & &f 55}
£ g d3tet S Amazon ChimeO| 7|& AtE5t 1 UZEE OlE[HE S A 336t 5185t B
2 7| dHol F7tstok FLIC
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
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1. KMSQe| i zt2| 7|E M-dgfLICt ofoi CHEh REMIEH LHE 2 Amazon S3 AHE AFEAMQ| AWS
KMS (SSE-KMS)E A8 8t MH & 53} xIH2 XML,

ipelines.chime.amazonaws.comOiA AtS
gste HEES 7| B0l FIteLict

"Sid": "MediaPipelineSSEKMS",
"Effect": "Allow",
"Principal": {

"Service": "mediapipelines.chime.amazonaws.com"
b
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "Account_Id"
iy
"ArnLike": {
"aws:SourceArn": "arn:aws:chime:*:Account_Id:*"
}

3. O|c|o{ A mlo|Z 2Rl AF235lE ZAS Amazon Chime SDK AMH|A E Ot F&|Ql
mediapipelines.chime.amazonaws.comO|Af kms:Decrypt 242 AESEE {E5t= B

HEE 7| @™ol FIHeLCH

4. 7|18 N850 M & 2 E3E &35t =5 Amazon S3 HAE FELICH

F A
o

utok

F

i)
0
ol
Em
ol

AWS KMS 7|2 AF& B ZHA| £ M

ojcjof 4% mro|= 2Rl & ojc|o] 472 mo|ZEfR12 AWS Key Management Service (AWS KMS) 1
2 gElE 71§ AL&5t0d Amazon S3 HZ!2| 7HE Aol CHal M & e 2 2H(SSE)E Ed=He = U
&LIC} 0|& F35l24d CreateMediaCapturePipeline APl £&& AFE3loF & L|Ct. O/C|o{ A4 m}to|
Zatele HAZE Olcfod 2 mo|=Zetelel M & e 53t mh2t0|E{E ALS EfLICt
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaCapturePipeline.html
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T 22lE 7|8 AFE5t0d 7HE ZHA|of CHaH SSE(ZA| =& SSE)E AWS KMS & 4 3}5t2{H™
CreateMediaCapturePipeline APl £& SinkIamRoleArn 01 SseAwsKeyManagementParams
ZoHE MBatok gLCt.

1. SseAwsKeyManagementParams Tt Z 9| AwskmsKeyId ItZtO|E{E AF&3t04 7|18 R|HELct
AWS KMS . 7|2| ID, ARN EE= HE 2 AFE35l0{ 7| IDE XI™HE = J&LICh

2. SinkIamRoleArn I}2}0|E{E AF235109 AWS KMS 7|2t A3 Amazon S3 HH{Z!0f| HM|AE |AM
ojsrg x|HghLct

=
3. MEHXM O Z SseAwsKeyManagementParams X 2| AwsKmsEncryptionContext Zt2tO|E{E
Ar8stod Hot Z3HE ?lal AWS KMS 7| otE[HE QL 74 AHEE f 53 ZRAEE X|HE = U
&LICt.
(@ Note
AwsKmsKeyId 2! SinkIamRoleArn t2tO|EE 35 SEMILICt £ CF EM5tD R &5
2 Media Capture Pipeline2 &2 st X|™HE AWS KMS 7|E At&35t0{ Zf OfE|HE
E XI™E Amazon S3 HZ! 4l 3.0i Hi X[ & LICt. CreateMediaConcatenationPipeline APl 2 &
ol= M EPEH:HEWP RX|BH X|HE B oA =8t TtEtO0|EE AFSELICH ofE|HEE 14
sttie B2 2las Mol ohg 74 MM MBE 2 DA™ E[D AlZho| XIEofl et X|&
E|=X| =elgct.
T

Amazon S3 HHZ!0l| OlE[HE & Hix|5t2{THol| 2ot Fxl|Qt S st HEt & HMA FHEHO]
SinkIamRoleArn {040k B LICt. Amazon S3 HZ!Q| od|&f 7|2 &0l CHEE REAIEH LHE 2 Amazon
Chime SDK Media Capture Pipelines® Amazon S3 HZ! M2 X stM L. 70 Z4A|of CHsli SSE

€ 293t5tedHd Amazon S3 HHZI0IE ALE3H01 XITE IAM HEO| & IAM X+ STl M of S =
= A0t St 2 MEE SinkIamRoleArn &5t 5 5{&35H0F & LICt. Amazon S3 H{Z! H&t
XxHo|| OIS HOF =2 F7I5104 0|12 2ME 4 QlaLCt

"Principal": {
"AWS": "arn:aws:iam::<YOUR_ACCOUNT_ID>; :role/<SINK_IAM_ROLE_NAME>"

}I
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaConcatenationPipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/create-s3-bucket.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/create-s3-bucket.html
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E7IE £ T E 525t= 7|2 7I2l7H{AwsKmsKeyIdOF SinkIamRoleArn &L
CtGenerateDataKey. O|C|0 24 WO|Z2IQIZ AIEE B2 AWS KMS 7|= Decrypt 2 A L
5| &5HoF BLICH CHS NI E & ESIAMIR.

@ Note

ElAAE QUCFIEE ARSIEE MAE|MH“*”,0] AWS KMS 7| A o| ZHEIA E 0| A 'K}
X'E LIEFLICEH

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<YOUR_ACCOUNT_ID>:role/<YOUR_CUSTOMER_ROLE_ID>"
I
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*"
}
SinkIamRoleArn Hgol= MH|AT} Ol =E = /U= AE| &AH7} lo{ok & LICH CtS XM E
xl-?to|.k||o
{

"Effect": "Allow",
"Principal": {
"Service": "mediapipelines.chime.amazonaws.com"
I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<YOUR_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:chime:*:<YOUR_ACCOUNT_ID>:*"
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}

Qloi| CHet S 22 z[4 et HH0| {040k SinkIamRoleArn &L

_

of= O|c|o{ Z4A{ o
Ct. CtS oM E & Z5HA|

|E

o %

{
"Effect": "Allow",
"Action": "kms:GenerateDataKey",
"Resource": "arn:aws:kms:<KMS_KEY_REGION>:<KMS_KEY_ACCOUNT_ID>:key/<MS_KEY_ID>",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<YOUR_ACCOUNT_ID>"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:chime:*:<YOUR_ACCOUNT_ID>:*"
}
}
},
{
"Effect": "Allow",
"Action": ["s3:PutObject", "s3:PutObjectAcl"],
"Resource": "arn:aws:s3:::<YOUR_DEDICATED_KMS_BUCKET_ID>/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<YOUR_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:chime:*:<YOUR_ACCOUNT_ID>:*"
}
}
}
est SEXE MH|A0 SinkIamRoleArn HEE = Qlo{ok g LICH. & XIof|A olg{8t #Etol e
22 FAMOE F7baHof BLICH S oIRIE AT ML,

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "<SINK_IAM_ROLE_ARN>",
"Condition": {

"ArnLike": {
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"iam:AssociatedResourceArn": "arn:aws:chime:*:<YOUR_ACCOUNT_ID>:media-
pipeline/*"
},
"StringEquals": {
"iam:PassedToService": "mediapipelines.chime.amazonaws.com"
}
}
}

Olciod o378 734

OlC|of 24| = O|C|o A2 mto|ZEtRIE AIEsteis B2 MME HZstod EREh HEFE Amazon
Chime SDK O|C|0{ 4Z mo|Z 2}l 5 O|aigfL|Ct. mtOo|Z2tRl0| ZA| =& SSEL| AWS KMS 7|

o &M st F ste{™ AWS KMS 7| & Amazon S3 HHZ!0d| CHEt SinkIamRoleArn #HEHEHEE
=ed)2 stEksliok gfLICt CHS MIE T stMI 2.

| =

-~ -

"Action": ["kms:GenerateDataKey", "kms:Decrypt"]

"Resource":
"arn:aws:kms:<KMS_KEY_REGION>:<KMS_KEY_ACCOUNT_ID>:key/<KMS_KEY_ID>",

"Action": [ "s3:PutObject", "s3:PutObjectAcl", "s3:GetObject",

"s3:ListBucket"],
"Resource": "arn:aws:s3:::<YOUR_DEDICATED_KMS_BUCKET_ID>/*",

Amazon S3 HZ!O|LF HZIE ddstT 7 98F & O|C|o] Z{x{ mto|Z2tels MM ehL|ct
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SinkArn ItZtO/E{Z HZ! ARNS AFSEfLICH

4 Z3tH Amazon Chime SDK7} 3[2|of #0435t 0|5 X E & MAE MMeHL|CH

4 mtolzeele ddstod sEmE O

O|C|o{ ZHx{ mo|=ztelE MAMStn Mt M™e & O/C|of
| It U Z2 AZAFLICEH RFM|EH LI& 2 o] MM o] S E0{ M Amazon Chime SDK 3| 9]
|

ClolEHaE& YT
& O|cjo{ A& o

. O|o|E] D HIA|X|

- 39| O|HE

|m

2HA 3 2IM M A| K|

I}O|Z 2}R12 Amazon S3 HHZ!0| ZEH M EO OlE|HE S MAMSIH, AFRAI=E 2C|Q 2 H|C|2 E
E 71Mstod EX ol olE|HE E XN|8te 4= U&LICH CI2 MMoMeE E0 X, E2C] 74 g
Amazon S3 HHZ!of| CH8F HEH A% died olE|HE mQl 44 wedg Modsh o}

Amazon Chime SDK O|C|0{ Z4X{ m}O|Z 2}l Q@C|Q EH #+4

QLI EolE £¢ 2C|2 AEZIO|5FME| MP4 I} 0| £E0{ /oM, 0| ItoflE R E ZAXto
QC|29 048t Aol H|C|@7F ZEEILICH EC{o= ™A 2|20 cist mtlo| % U&LICH &

=]

=
Ste 89 QLI OtE|HEDM ZFFIEE ZEHE 78 = U
hour-min-seconds-milleseconds E} &
2 EA|IEL|Ct @C|2 O}E|™EDR L

"ArtifactsConfiguration": {
"Audio": {
"MuxType": "AudioOnly"
},
"Content": {
"State": "Disabled"

iy
"Video": {
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"State": "Disabled"

HIC|I2 EEls 834 AERIO| & E 5EME| MP4 TtUo| ZEE|H, API 0 X|IHE d2 2
Blx 3R AE E'0| ZEELcH Zt EP%‘ O|§oll= & AKX D2 &7 <yyyy-mm-dd-hour-min-seconds-
7t ZEElLCH 22X 3R] HIC|R 3= <yyyy-mm-dd-

|>

milleseconds>-<attendeelD> E} &
hour-min-seconds-milleseconds>-<attendeelD>#content.mp4 2 F7HEILICH HIC|2 OfE|ME D L
SIES ELE g = UELICH

"ArtifactsConfiguration": {
"Audio": {
"MuxType": "AudioOnly"

},

"Content": {
"State": "Disabled"

.

"Video": {
"MuxType": "VideoOnly"
"State": "Enabled"

}

Amazon Chime SDK O|C[0o] Z4*] mtO|Z2}RI& Gi|O|E] AM'd ECH 2| HIAIX] OfsH

HiolE A EC0=.txt 40| CIO|E HIAIXK|7F ZEEIH 2 HA|IX|= JSON A LICH HIAIX|I=
TZE FMH MM & £ &Lt 2 ot o|& o= yyyy-mm-dd-hour-min-seconds-milleseconds Et

UAR T T Z e ELICE O] oMl HIAIX|2| Ho|Ef EEE EoiELICL.

{
"Timestamp": "string",
"Topic": "string",
"Data": "string",
"SenderAttendeeld": "string"
}
Amazon Chime SDK O|C|0{ Z4A{ m}O|Z2}212| Amazon S3 HHZ! EH F#+ X O|3H

O|c|of Z4%{ mo|Z 2t 2lod| CHEF Amazon S3 HZ!2 O|2{8t E F X E ALSELCH
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S3 bucket path/
audio
video
data-channel
meeting-events
transcription-messages

Amazon Chime SDK O|C[0{ Zi& mto|Z2}Rlof 29| O|HIE T O[5

3|9l O|HIE EC{ol=.txt @Alo| 3|0 O|HETL L& E|H ZF O|HE = JSON 7HA|JLICt HIAIX|= 2
E FMH sMoMd 2 £ Y&Lct ot 0|F 0= <yyyy-mm-dd-hour-min-seconds-milleseconds> E} &
AR 7L ZEEILICE O] oAlE Yt O|HE mhelo| ZEQt Of|0|E{E £ o{iELICt.

{

"Timestamp": "string",
"EventType": "AttendeeJoined | AttendeelLeft | AttendeeVideoJoined |

AttendeeVideolLeft | ActiveSpeaker | CaptureStarted | CaptureEnded | AudioTrackMute |
AudioTrackUnmute",

"EventParameters": {
# ...

Amazon Chime SDK O|C|0{ ZiX mto|Z2tRlo] ERMA T B MU Ofs

EHAIZIM HA|IX| B2O{ole.txt @HAlo| ERNA T ZIM 10| S0 QI&LICH §HX|TH 2to|E ERHA
2ME g-dstst Aot Z2HoM TS S AIELICH o Hi x| ERHA T IMof| CHEH XEM[EH LIS
2 Amazon Chime SDK 2}0|E2 EBHAF M Al MME H XM

ECols ZE FE ¥ MM EHAIBM HAIX|I7F ZFEIO
£ 0ll= <yyyy-mm-dd-hour-min-seconds-milleseconds> EH’:.
Chime SDK 2}0|E2 EHA I EIE O|HE XM ERAST

= JSON Zi&{|L|ct, m of
F Z&ELICH **.JE' Amazon

N =
A
|

Amazon Chime SDK 0O|C|0{ ZHR{ m}O|Z=2}2lo| 4|O|Ef AE B &

(® Note
g|lC|o] x| olE|HEE HLst= Z2MAE XIS53H52{H & MBE M| Amazon Chime SDK
3ol O|c|of A4 mlo|=Z 2ol MME XHESIAM
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ol o Kofl M= fimpegE AFR 504 HIC|Q EE QC|Q THUS BH mpd T2 4ZstL|CH HX| 2E
242 oo Z&E filelist.txt It US HGLICE ote SAE AASELICH

file 'inputl.mp4'
file 'input2.mp4'
file 'input3.mp4'

CE2o = ol BWHE AHE5t0 U3 mtdE gLt
ffmpeg -f concat -i filelist.txt -c copy output.mp4

OlC|o{ @44 mro|Z2tloi| CHet RtM[EH LIE 2 & AT A2l Amazon Chime SDK Z[2|& O|C|o{ 1A

I
uto|Zetol HEE B AR,

Amazon Chime SDK &|2|& O|C|0{ ¢4 ulo|=2t2l Mo

OlC|o{ @44 mo|Z2tRIE AFE5H0{ O|C|o{ Z4A{ mo|ZEfRIofA MG E ofE|HME(TYU)E AZE L

O|c|of A mto|zetel Olc|o AERIE HA 5D siE olE|[HEE Amazon S3 H{Zlof| X{ & &t04
z|o| ZEIAE ZA{ELICt O|C|o A mo|=Z2tRl2 CHE olE[HE RS MHELCt

- 2CIQ

- HC|R

- EEHX 3R

- CllO|E{ A HIAIX]

O|jC|o @2 mo|=Z IRl AFR5tH ZF olE|HE RS B It U2 A4S OfS o T S
Amazon S3 HHZ!o| K& E = &L
ot o 0

Zeteles dde + U A4 mf
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JHEER} 70| =

® Note

OlC|of Z4x{ mto|=Zztel, Ojc|o{ @44 molZ kRl X Amazon S3 A2
240{oF EFLICt.

|

» Amazon Chime SDK 9472 1} 0| Z 2}l o} 7|El %]

+ Amazon Chime SDK O|C[0{ @12 T} O|Z 22 &

« Amazon Chime SDK 1Z 10| Z 2} 219| Amazon S3 B{Z! Z{ £ X 0|5H

Amazon Chime SDK ¢4 1} 0| Z 2} QI o} 7| &l &

CHS Cholo{a @2 O|cfo] 214 mho|Zetelef ot 7|HME EoiFLICH

I GreateM:adiaEaptureF’ipeline

CreateMediaConcatenationPipeline

—= ’

Media pipeline control plane

«—Push capitured chunks every 5 seconds
i

i
Read chhnks for concatenation
after capture completes

Capture bucket

Push concatenated artifacts
@ fo the concatenation bucket

Concatenation bucket

Media pipeline data plane

Customer AWS Account

__________________________________________
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0| Ctolo{2 70 A CreateMediaCapturePipeline 2 & &l

O|c|o{ mto|=Z 2l Cl|o|E| EBIQloflA] O|C|o{ Zi&x{ mo|Z 2Rl A|ZHEFL|Ct J8{2H O|0|E ¥
HME B3 E 5=0ict ™ HZI2 2 FAIELICH CreateMediaConcatenationPipeline 2 &
OlC|o{ mto|=Z2tel HEE ZEaiel2 X|™¥E O|C|o{ i~ mto|Z2telo| 2t 2 E w7t x| Z|CHRACH7+ O]
Clo{ mto|= 2Rl Cl|o|E{ Z&iQloi A O|C|o{ 14 mo|Z 2t RIS AlFEfLICH a7 ChE Clo|E &2
= HIE HZI0IA 21T HZAE olE|HES 9473 HZIo 2 FA|EHLC.

= o n|cfof molz el ZHEE Z2Ql0

Amazon Chime SDK 0O|C|0o4 942 »jo|=Z el 5

CHEHA| Z2 M|AE [02F Amazon Chime SDK O|C|o{ 44 mlo|Z 2tolg MAMsiLICt CFS B A E

Z 2 MAoi cHoll MBELICH

1. O|C|o{ Z4&{ mto|=2}Qlo| oi|O|E] *'ELE AP%Q Amazon S3 HHZIE dM8E OIS HA! ¥AE 7
grLICH Amazon S3 HHZ!9| AMH d3tst= Edol CHet RhM[EF LHIE=2 2 B M2
Amazon S3 HZloi| CHall MH & FZSHMR. O|C|o] 2R mto|=2tlat &7 AHS

& Amazon S3 HZ! 2 M8t B2, siE 32| HA0f s3:GetObject & s3:ListBucket 2

= F7tsHloF BLICH s3:ListBucket 22 HHZloi CiEt HEto| Lot CHE Edol= HZ

Aol CHEr #Eto| 2 EfLict & JHe| ME CHE Amazon 2|44 O|&(ARN)E AFE 5104 EHZ!

&=

foh g
on
]

=4 -

| 47| =& HetES X|YsHoF F L.

I_LI_

-IHQmI
a2

CHE M= HZ! EXE 2oiELICE Eoi et of M E SAtsto] 20 d&LICH.

o T

JSON

"Version":"2012-10-17",
"Id": "AWSChimeMediaCaptureBucketPolicy",
"Statement": [

{
"Sid": "AWSChimeMediaCaptureBucketPolicy",

"Effect": "Allow",
"Principal": {
"Service": [
"mediapipelines.chime.amazonaws.com"

}I

"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:ListBucket"
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1,

"Resource": [
"arn:aws:s3:::[Bucket-Namel/*",
"arn:aws:s3:::[Bucket-Name]"

1,

"Condition": {

"StringEquals": {
"aws :SourceAccount": "123456789012"

3},

"ArnLike": {

"aws:SourceArn": "arn:aws:chime:*:123456789012:*"
}

}

2. O|c|o{ ©4Z mto|=2tQlo| Co|E A3 2 A8& Amazon S3 HZ!S MHH Ot HA
t= edof CHEH RHMIEH LI 2 =& dYPM2|

e
0%
b K
[o]]]

CHS odl= A& 2oiELICH

JSON

"Version":"2012-10-17",
"Id": "AWSChimeMediaConcatenationBucketPolicy",
"Statement": [

{

"Sid": " AWSChimeMediaConcatenationBucketPolicy ",
"Effect": "Allow",
"Principal": {
"Sexvice": [
"mediapipelines.chime.amazonaws.com"

]

},

"Action": [
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
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"arn:aws:s3:::[Bucket-Namel/*",
"arn:aws:s3:::[Bucket-Name]"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},

"ArnLike": {

"aws:SourceArn": "arn:aws:chime:*:123456789012:*"
}

}
}
]
}
(® Note

Dclod 244 @ Olc|of 947 mho|Zatelof EHY Amazon S3 HZIE AL E 4 UL

C}. 8XIBH 2| 824 250 EAIE OICI0f 947 BiZ! HA0f s3:GetObject X
s3:ListBucket HEHS F7haHoF BHLICF 974 2! B&ofl 0|2{3t HEtol ZBHEIX| ot
= st24pd 2 npo|Zatelol WE ol HiZlg Mg o

3. CreateMediaCapturePipeline APIE At&35t0{ O|C|0 Z§A| mto|=Z=2tQlE MderL|Ct sHE 2o
Qlsto 2 mo|Z22lol ARNS 7FKSL|CH ARN 7HA 2 7|0 CHEr XFAIBE L2 2 Amazon Chime
SDK O|C|of mtO|=Z 2}l 244 O|GHE R ESHMIL. CHS EHAH0IAM ARNE AF2EHLCE

4. CreateMediaConcatenationPipeline APIE AI&3t04 44 mlo|Z2IQlg MAMEhL|CH

= =

O2 ddes 28 2588 E0{ELICH Path HE= ME ALZ0|H, 212 mto|Z2tRlef ID7} 7|2 2L
olL|ct
= .

@ Note
K|k 30 O|LHoi| A48t MediaPipelineArnS AM&3HOF ELICH.

"Sources": [

{
"Type": "MediaCapturePipeline",
"MediaCapturePipelineSourceConfiguration": {
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"MediaPipelineArn": "Media_Pipeline_Arn", //must be <30 days old
"ChimeSdkMeetingConfiguration": {
"ArtifactsConfiguration": {
"Audio": {
"State": "Enabled"

I
"Video": {

"State": "Enabled | Disabled"
},
"Content": {

"State": "Enabled | Disabled"
I

"DataChannel": {
"State": "Enabled | Disabled"
},
"TranscriptionMessages": {
"State": "Enabled | Disabled"
I
"MeetingEvents": {
"State": "Enabled | Disabled"
},
"CompositedVideo": {
"State": "Enabled | Disabled"

}
}
}
}
}
1,
"Sinks": [
{
"Type": "S3Bucket",
"S3BucketSinkConfiguration": {
"Destination": "arn:aws:s3:::[Bucket_Name]/[Path]"
}
}
]
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Amazon Chime SDK @14 10| Z2}2/2| Amazon S3 HHZ! ZH #+ X O|dH

Olc|oq 2372 mto|ZEfRI& Amazon S3 HA2 ChE1 2 E20 FX & AFSELICH

S3 bucket path/
audio
video
composited-video
data-channel
meeting-events
transcription-messages

@ Note
O/lC|of mo|Z2tQlS MAME M HFAE II"o M E0 Z27F HA OlB/HF
A7 ELICH M AL s B9 B2 = KA o|§/0|c|o{ mho|= 2+l ID7F ELCt
S3BucketSinkConfiguration Zi®|2| Destination ZEO0| MFAIE X|HELICH HAA
ZEl ot o|F2 O|c|o{ ool A< O|C|o{ THO|Z 2l ID.mpd 2, BIAE 1o Z< O|C|of
ol Z 2l ID.txt2 FAE LICt

=
|
o)
L
Ir
N
AL

Amazon Chime SDK &|2|& O|C|0{ 2t0|E e mto|= 2}l A

Cts MMoj M= O|c|oq 2tolE FHHEE mHo|Z2tRIo| RTMP(AAIZE HIAIA Z2EE), 2C|2 2 HIC|
AE-UQC;I% L|'°=|o|'_|_ A—|I:I=|ol-|__||:|._

RTMP A%

glc|oq 2tolEe 7{4E| mlo|Z 2Rl TLS/SSL @128 S8 RTMPE X|&HELICH 43 URLS AEE]
URLZt AEZ! 7|2 FAMEILICH URLE CI2 €Al mELct.

rtmp(s)://stream-server/stream-key

]

ChS oAl BRI AER|Y E8 &0l Adsts WS EofELICh
« Amazon Interactive Video Service(Amazon IVS) - rtmps://a1b2c3d4e5f6.global-contribute.live-
video.net:443/app/IVS-stream-key

* YouTube - rtmps://a.youtube.com/live2/stream-key

» Twitch - tmps://live.twitch.tv/app/primary-stream-key
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/A Important
RTMPSE &5 35E AFE835t0 Het0o| Qe AEE|7F AERIE JIZ2RHK| & =5 ELCt F7}
oio|E Eoto| st AR0|= RTMPSE At&st= 20| 2 At LICH.

orle M

Olclod 2tol2 7 mtol=2tel2 ot

mlo
A}
my!
rlo
to
n
to
nx
0%
mjo
A
o
o
r
n

MZ PY|O|E - 44,100Hz EE = 48,000Hz(7 |22t 2 44,100Hz)
- AME -2 E= AHBZIEZU2 Bo)

glc|oq 2tole F{UlE] mlo|Z= 2ol H264 QA CHE AL ELICEH 1280x7200| A HDE At 5Lt
1920x10800|A- FHDE A8 #= QU&LICH F AT 25 X 30T HUS AE5IH 7| =2 2
Zoick &Lk

Ojclof 2to|E FHE mto|Z 2Rl SX|

olc|od 2tol2 HYE mto|Z2telg SXI5H7| {gt 28 Algll= DeleteMediaPipeline APLE &Y &
& [educt vset 22 AEZ|Y EHENM AERE SE5HE 0|C|o{ 2to|E 7{4E{ oto|=Z 2}
ol

ot=
2 SEEIX| et&LUc

Amazon Chime SDKE At&35t04 O|C|0{ AE T Hto|=Z= 22l M

glclo{ AEZ mo|zE h_l% 3lojof /= 2 E #A 3 2C|22t O|c|o{ 44 mho|Z2tRlof M
MYE 28 QCIRE AMELICH 2E O|C|o{ AE R mHo|Z 22 sHE O|O0|E{& Amazon Kinesis
Video Streams(KVS)0i| A& & L|C},

=
>
o
=

T
to
I

CreateMediaPipelineKinesisVideoStreamPool API

E XY 5 &5lo{ HIC|2 AE RIS MMM
Amazon Chime SDK Z|2|0}tC} 3tLto| O|C|o{ AEE mo|=Z2telg MEE &= U&LICH
® Note
g|oloiq S E Q! E[XE MediaRegionE At&5t= B¢ KVS AE%I% Salst 2|™of Io{of
grLIC ol & £0q 2|27} af-south-1 E|XE AIE35tE B KVS AEZIE af-south-10]
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U040k BFLICH aB{LF AWSOHIM Z[2Mo 2 MHSH=E 2T E|o|0|M AF8 5t 82, KVS
AEERI2 SEQI B|ME X &S50 AFR 7ts8F B E 2|0 I = U&LICH of| & EO'I 3|
O|0f|M ca-central-1 2|™ME M85t G KVS AEZI2 eu-west-2, us-east-1, af-

=]
=
Pl A
—

10

4

south-1 EE£ Amazon Chime SDKO|AM X|5t= CHE 2| T &Lt

2|9|7t M83t= AWS EIX2 YotE 2{H GetMeeting APIE 2 &5t & 2| MediaRegion
ot2tO/EHE AFSFLICH

ZEQ| 2|™oi chEt RkA|8H LI 20| 2FLHAAmazon Chime SDKO| A& 7t 8 AWS 2|19
AN e B X ot A-o M AFSE == = AWS 2l XIHE &AM, AWS

|OI2
=

CtE AMoMHE Olcjo{ 2EZ| mo|ZE Qg dYsts HHe dEELICH LEE &MU 2 WEL
Ct.
A
« Amazon Chime SDK 0O|C|0{ AE 2! T}O|Z 2}9I2 Kinesis Video Streams Z A4
+ Amazon Chime SDK O|C|0{ AEZ] I} 0| Z 2} 21 & Kinesis Video Streams E2| o{x| ZE
+ Amazon Chime SDK O|C|0{ AEZ] THO[Z 201 M
« Amazon Chime SDK O|C|0{ AEZ] I} O[ZE} Q0| of K| T E
» Amazon Chime SDK 0O|C|0{ AE ] 10| Z 2} 104 Event Bridge & & AIE
E 2l

« Amazon Chime SDK O|C|0{ AE 2| m}lO|Z 2|2l L|O|E{ AFE

Amazon Chime SDK O|C[0{ AE & 0} 0| Z 2} 218 Kinesis Video Streams &

0z
0%

O|c|o{ AE 2| 0| Z 21219 Kinesis Video Streams(KVS) 2 Amazon Chime SDK & =
8t AWS Aol &3loF g LICH CreateMediaPipelineKinesisVideoStreamPool APIE 2 £ &
Kinesis Video Streams £ M443IAML.

ol S
o4

oll

ClS ctolo{ae O|c|o{ mo|Z 2}l Kinesis Video Streams & 2| o} 7|EIX & Eo{ELIC}. o|O|X|2]
XAt ot HE 71 oH7ATI A Eof i &Lt
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_CreateMeeting.html#chimesdk-meeting-chime_CreateMeeting-request-MediaRegion
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html#rande-manage-enable.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_CreateMediaPipelineKinesisVideoStreamPool.html
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y
@I——1.CreateMedlaPlpelineKlnesis\'i deoStreamPool—»
I

A

Media pipeline control plane

2.KVS::CreateStream

Customer AWS Account

Cto|o{z2H0i| A

1. CreateMediaPipelineKinesisVideoStreamPool APIE %% 3 &&tL|C}.
=
=

=
2. O|clof mto|Zziel HEE E8Q2 MEXE AHAHM AL AHE T 415104 Kinesis Video
Streams(KVS)2t £ M5t 22|gfLIct.

i

E0M AERE MY, UHOIE L AX5tE Z2MAQIKVS E 2Y2 HIS7|M2Z O|Fo{&LC}.
[t2k A EventBridge & 22 Chime Media Pipeline Kinesis Video Pool State Change All

5 HE /82 A8stod Eo| AER| 4EIE SAELICH

ES &t 4gstod o] E[olof MAIEE +~ U&LICH Heol el CHE E2 & vk U_H, ER
Stx| pf2 B9 £ AME + J&LICH

SAl S8 HAEO el 20| RSS2 HEHEHLUCHL EERE 22 AME = J&LCH

(® Note
£ YAE = 20| 23| AXE W] 7|CHRACH7E 20| KVS 2E RS A A|HoF & L
Ct 20| 2743 4 X =M EventBridge & 20| ZA|ELICH Ol &8 AM&stE 2 39[7t
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ZE Fof &MELICH GetMediaPipelineKinesisVideoStreamPool APIE & £ &35t0{ x|

EIKVS Z0i CHgt PoolIdE 2 =& U&LICH

Kinesis Video Streams DeleteStream APIE 2t 3 £& [l 3T 0|5 XY EXILS A6t

o E0M AERIS AMST A X|E = &LICEH GetMediaPipelineKinesisVideoStreamPool
APIE 2 5 &35l04 X|HE KVS Z0i CHEt PoolIdE & &= U&LICH CFS Mol of Ao
Me WHg MHELCH

FO|Z 2}212 Kinesis Video Streams Z2| o{|xl| 2

FI

Amazon Chime SDK O|C|0{ AE&]
| —

CtZ oAl = Kinesis Video Streams(KVS) 22 M4, MO(0|E, 7IXH27], LHYE & A5t WS &
O3F LICH ZF MME LA XAl|S| LotEAML.

7| A 33 He

Define imports and common variables

import boto3
from uuid import wuid4
import json

client = boto3.client("chime-sdk-media-pipelines", region_name='us-east-1")
pool_name = 'MyDemoKvsPool'

def pretty_print_json(obj):
print(json.dumps(obj, default=str, indent=4))

CreateMediaPipelineKinesisVideoStreamPool

response = client.create_media_pipeline_kinesis_video_stream_pool(
StreamConfiguration={
'Region': 'us-east-1',
'DataRetentionInHours': 24
},
PoolName=pool_name,
ClientRequestToken=str(uuid4()),
Tags=[
{
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'Key': 'MyTagForAccessControl',
'Value': 'SomeTagValue'

}I

N

pretty_print_json(response['KinesisVideoStreamPoolConfiguration'])

2d.
= .

T

-~

"PoolArn": "arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-video-stream-
pool/MyDemoKvsPool",

"PoolName": "MyDemoKvsPool",
"PoolId": "ChimeMediaPipelines-MyDemoKvsPool-1f4ela69-e718-4884-bf92-8a393ac0405b",
"PoolStatus": "CREATING",
"StreamConfiguration": {
"Region": "us-east-1",
"DataRetentionInHours": 24
b
"CreatedTimestamp": "2023-10-13 01:26:09.979000+00:00",
"UpdatedTimestamp": "2023-10-13 01:26:09.979000+00:00"

GetMediaPipelineKinesisVideoStream

response = client.get_media_pipeline_kinesis_video_stream_pool(
Identifier=pool_name

N

pretty_print_json(response['KinesisVideoStreamPoolConfiguration'])

£24:

"PoolArn": "arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-video-stream-
pool/MyDemoKvsPool",

"PoolName": "MyDemoKvsPool",
"PoolId": "ChimeMediaPipelines-MyDemoKvsPool-1f4ela69-e718-4884-bf92-8a393ac0405b",
"PoolStatus": "ACTIVE",
"StreamConfiguration": {
"Region": "us-east-1",
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"DataRetentionInHours": 24

.
"CreatedTimestamp": "2023-10-13 01:26:09.979000+00:00",
"UpdatedTimestamp": "2023-10-13 01:26:09.979000+00:00"

UpdateMediaPipelineKinesisVideoStream

response = client.update_media_pipeline_kinesis_video_stream_pool(
Identifier=pool_name,
StreamConfiguration={
'DataRetentionInHours': 48

)

pretty_print_json(response['KinesisVideoStreamPoolConfiguration'])

2.
.

M

-~

"PoolArn": "arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-video-stream-
pool/MyDemoKvsPool",
"PoolName": "MyDemoKvsPool",
"PoolId": "ChimeMediaPipelines-MyDemoKvsPool-d@8c26ae-0336-4e2e-acdf-805a7d71b891",
"PoolStatus": "UPDATING",
"PoolSize": 40,
"StreamConfiguration": {
"Region": "us-east-1",
"DataRetentionInHours": 48
I
"CreatedTimestamp": "2023-10-13 01:44:23.010000+00:00",
"UpdatedTimestamp": "2023-10-13 01:44:28.486000+00:00"

ListMediaPipelineKinesisVideoStream

list_of_pools = []
max_results = 100
next_token = None
while(True):
if next_token:
response = client.list_media_pipeline_kinesis_video_stream_pools(
NextToken=next_token,
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MaxResults=max_results
)
else:
response = client.list_media_pipeline_kinesis_video_stream_pools(
MaxResults=max_results

list_of_pools.extend(response[ 'KinesisVideoStreamPools'])
next_token = response.get('NextToken')
if not next_token:
break
pretty_print_json(list_of_pools)

2d.
.

T

"PoolName": "MyDemoKvsPool",
"PoolId": "ChimeMediaPipelines-MyDemoKvsPool-6588e703-f046-4288-
ba7f-0c03de76a6bb",
"PoolArn": "arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-video-
stream-pool/MyDemoKvsPool"
}

DeleteMediaPipelineKinesisVideoStream

client.delete_media_pipeline_kinesis_video_stream_pool(
Identifier=pool_name

o>

2. 4&XQl delete_media_pipeline_kinesis_video_stream_pool 2&Hol= 20| &}

Ty

—_

Amazon Chime SDK O|C|o{ AE 2| mlo|Z 2|2l M4

e Olcjo{ AE R mo|Z2tRl2 Amazon Chime SDK 32|t & 28 AWS H|™Hoi| &3HoF gL|ct,
CreateMediaStreamPipeline APIE £ &6t £ A2 2413 & X[%5t0{ Amazon Chime SDK O|C[0{ A
EZ mo|Zztelg M ggct.

CH2 C}Ho|o{22 Amazon Chime SDK O|C|o] AE 2| mo|Z2}9lo| o} 7|El%{E Ho{ZL|CH C}oo]
20| =Xe ofgf HE 7| O74Z A Eof SHE & LICE.
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Amazon Chime SDK

JHERE 7Ho|=
y
@I 1.CreateMediaStreamPipeline———»
—‘
A
Media pipeline control plane
2.KVS::PutMedia
Media pipeline data plane
3.KVS::PutMedia
Customer AWS Account
Clolo{ 2 0d A,
1. CreateMediaStreamPipeline APIE 2 S EILICH Q™M AERIO AAQ AT E XY
FLICH 7HE 2C|Lt HAE QL[ ofL|H & CHE AMEXIE XIEELICH 2Fo| Kvs £2

ARNE Z & &fLct,
o &A HHEE2 SourceType % SourceArn2 2 F4ELICt ChimeSdkMeeting

SourceType2 AFE38HOF B LIC}H SourceArn ChimeSdkMeeting2| ARNRILICY,

« 213 HiY2 SinkType, SinkArn, ReservedStreamCapacity & MediaStreamType2

2 FMELICH KinesisVideoStreamPoolSinkTypeBt X| & L|C}H SinkArn2

KinesisVideoStreamPool®l| ARNRIL|Ct MediaStreamType2 432 AEZ|YE|= O|C|

01 &8 MixedAudio EE= IndividualAudioE& AMO{&fLICt ReservedStreamCapacitys=

KinesisVideoStreamPoolO|A{ MediaStreamTypell & E AER & HHEL|C.

» IndividualAudio & MixedAudioE 25 AEZ|Y5t24H Sinks HIKH|
IndividualAudioOi CHEt 3tLt, MixedAudioOll CHE CHE SHLIR 5 70| A3 X E OHE
LICt SinkArn(KinesisVideoStreamPool®| ARN)2 A3 0OiCt CHE 4 Q&LICH

c | QC|2 EE= YAE QL0 AER|USIE{H 5= MediaStreamTypel R A3 25
ME 3ILE ot L C)

« Ot AHE 0| R2l5HM 2.

gliclo{ 2AE& mojzztel 4y 110



Amazon Chime SDK TR 7H0|E

« KinesisVideoStreamPool2 SinkTypeL Z A4%3}04 CreateMedlaStreamPlpellne APIE
2t &35t B2 SinkARN2 CreateMediaStreamPipelineO| ZtH S &&= ZHEE &
Bl @l Pdo &at{ofF gLct,

0 € E0{us-east-10{M O|C|0{ AE R IHO|Z QIS MMSI= BR us-east-10{A
KinesisVideoStreamPoolS At&35Hof gHL|Ct.

« MixedAudio MediaStreamType& K| & = ReservedStreamCapacityE 10/0{0F &}
M, IndividualAudio MediaStreamType2 K| & = 1-10 AtO|oq0F EFLICH

2. O|C|o{ mto|=Z 2} Q! Cf|O|E{ ¥ede KVS PutMedia APIE 27 5 &35104 X|H8t KVS Z0i| &5t
KVS AE2l0f 7| 2@C|2E X{&EFL|Ct.

3. O|C|o{ mto|= 2} Q! Ci[O]Eq 2

AL

(@)

NTH

2 KVS PutMedia APIE 2 S £5t0{ X3 KVS E0f &£5t=

[= |
AEZ EF QLILE MEELICH
@ Note
CreateMediaStreamPipeline APIE &% S £3t & 2l{= 0|C[o{ ZlO|Z 2@l O|HIEE A8
&t 7Lt GetMediaPipeline APIE Z|1 & 5t04 I}0|Z 29l AE|7} InProgress@IX| &Qlg

&= &Lct,

to|Z=2tQl & Ei7F InProgressol =& 3t O|C|0{(IndividualAudio®t MixedAudiol]
DE X8)7} KVSE AEZUELICH

IndividualAudio 2AEZ Rl A2 &AM} IDQ KinesisVideoStreamPool A & T
ElKVS AEZ| AtO|of 1:1 OHZ!0| EAHEILIC} OfZ!2 O|C|o{ mto|Z2lQlo| £ Sot =
L|CF.

04iH KVS AEZ|0| A X} IDO]| OHE E|= K| BE = MixedAudio0ll €2 E|Q= K| &0Ql5t2{H C}
2 7|4 & SILIE AL ESHAMI2.

- EventBridge 2 Z& ALSELICH ZF S E2 AR ID & MKl 2CIE AEE|YstE
X =

=
KVS ARNZ} Z2 HEE AMZgLICh IndividualAudio EE £ MixedAudio 2EZ|Y Al
MO| AR | chime:MediaPipelineKinesisVideoStreamStart O|HIEE &L
Ch AEE|Y MM 2MXIF S3H(IndividualAudio B&)0AM LIZFHLE &Q|7F SR
™ Z=2ELC

Kinesis Video Streams7} Zt e 1HE o &H7A| 4%&% BT HEIC|O|EHE AFEELICY.
HIEFC O|E{0ll = EventBridge7t M&5tE Qo RAHEE HE 7 27 |0 U&LICH 2 &= O
& F ME S35l ListStreams Kinesis Video Streams AP I01|A-I £ 0|§2 HFAME X|H3st0d
KinesisVideoStreamPooll| 2 E AE &I utalsHof gLt
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DeleteMediaPipeline API7} 7td £ &E I} S & E/LIC}. EventBridge & &E & Elo{ O|C|oq
to|zztel S2E LIEHHLICE.
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response = client.create_media_stream_pipeline(

Sources=[

{

'SourceType': 'ChimeSdkMeeting',

'SourceArn': 'arn:aws:chime:us-east-1:account-

ID:meeting/bed804cf-8cf0-4991-9b8d-dlacc2987433"

1,
1,
Sinks=[
{

'SinkArn':

arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-
video-stream-pool/foo’,

'SinkType': 'KinesisVideoStreamPool',
'ReservedStreamCapacity': 1,

'MediaStreamType': 'MixedAudio'

1,
1,
ClientRequestToken="'sample token',
Tags=[
{
'Key': 'sample key',
'Value': 'sample value'
1,
]
)
8H:
{

glcjof AEZ| uto|Z 2}l AlAd
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'MediaStreamPipeline': {
'MediaPipelineld': '45bc79a0-4591-4ebe-a642-d42c4e279f2d",
'MediaPipelineArn': 'arn:aws:chime:us-east-1:account-ID:media-
pipeline/45bc79a0-4591-4ebe-a642-d42c4e279f2d",
'CreatedTimestamp': '2023-07-25T721:48:48.2657"',
'UpdatedTimestamp': '2023-07-25T21:48:48.376Z",

'Status': 'Initializing',
'Sources': [
{
'SourceType': 'ChimeSdkMeeting',
'SourceArn': 'arn:aws:chime:us-east-1:account-
ID:meeting/bed804cf-8cf0-4991-9b8d-dlacc2987433"
},
1,
'Sinks': [
{
'SinkArn': 'arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-

video-stream-pool/foo’,
'SinkType': 'KinesisVideoStreamPool',
'ReservedStreamCapacity': 1,
'MediaStreamType': 'MixedAudio'
1,

7 @LC|2 9| L CreateMediaStreamPipeline

response = client.create_media_stream_pipeline(

Sources=[
{
'SourceType': 'ChimeSdkMeeting',
'SourceArn': 'arn:aws:chime:us-east-1:account-
ID:meeting/bed804cf-8cf@-4991-9b8d-dlacc2987433"
.
1,
Sinks=[
{
'SinkArn': 'arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-

video-stream-pool/foo’,
'SinkType': 'KinesisVideoStreamPool',
'ReservedStreamCapacity': 5,
'MediaStreamType': 'IndividualAudio'
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},
ClientRequestToken="'sample token',

1,
Tags=[
{
'Key': 'sample key',
'Value': 'sample value

1,

]
'45bc79a0-4591-4ebe-a642-d42c4e279f2d",
'arn:aws:chime:us-east-1:account-ID:media-

N

0l0
I

'MediaStreamPipeline': {
'MediaPipelineld':

'2023-07-25T21:48:48.2657",

'2023-07-25T21:48:48.376Z",

'MediaPipelineArn':
pipeline/45bc79a0-4591-4ebe-a642-d42c4e279f2d",

-~

'CreatedTimestamp':
'UpdatedTimestamp':
'Status': 'Initializing',

'Sources': [

{
'SourceType': 'ChimeSdkMeeting',
'SourceArn': 'arn:aws:chime:us-east-1:account-

ID:meeting/bed804cf-8cf@-4991-9b8d-dlacc2987433"

'arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-

1,

1,
'Sinks': [
'SinkArn':

{
'KinesisVideoStreamPool',

'IndividualAudio’

'SinkType':
114

video-stream-pool/foo’,

'ReservedStreamCapacity': 5,
'MediaStreamType':

}I

}
e 2C|22| ZL CreateMediaStreamPipeline
client.create_media_stream_pipeline(

ol
=<

ol
]

response
Eg molzatel 4y
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Sources=[
{
'SourceType': 'ChimeSdkMeeting',
'SourceArn': 'arn:aws:chime:us-east-1:account-
ID:meeting/bed804cf-8cf@-4991-9b8d-dlacc2987433"
iy
iF
Sinks=[
{
'SinkArn': 'arn:aws:chime:us-east-1:account-ID

video-stream-pool/foo’,
'SinkType': 'KinesisVideoStreamPool',
'ReservedStreamCapacity': 1,
'MediaStreamType': 'MixedAudio'

}I
{

'SinkArn': 'arn:aws:chime:us-east-1:account-ID
video-stream-pool/foo’,

'SinkType': 'KinesisVideoStreamPool',

'ReservedStreamCapacity': 5,

'MediaStreamType': 'IndividualAudio'

1,
1,
ClientRequestToken="'sample token',
Tags=[
{
'Key': 'sample key',
'Value': 'sample value'
1,
]
)
SH:
{

'MediaStreamPipeline': {

:media-pipeline-kinesis-

:media-pipeline-kinesis-

'MediaPipelineld': '45bc79a0-4591-4ebe-a642-d42c4e279f2d",
'MediaPipelineArn': 'arn:aws:chime:us-east-1:account-ID:media-

pipeline/45bc79a0-4591-4ebe-a642-d42c4e279f2d’,
'CreatedTimestamp': '2023-07-25T21:48:48.2657",
'UpdatedTimestamp': '2023-07-25T21:48:48.376Z",
'Status': 'Initializing',
'Sources': [
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{
'SourceType': 'ChimeSdkMeeting',
'SourceArn': 'arn:aws:chime:us-east-1:account-
ID:meeting/bed804ct-8cf@-4991-9b8d-dlacc2987433"
},
1,
'Sinks': [
{
'SinkArn': 'arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-
video-stream-pool/foo’,
'SinkType': 'KinesisVideoStreamPool',
'ReservedStreamCapacity': 1,
'MediaStreamType': 'MixedAudio'
I
{
'SinkArn': 'arn:aws:chime:us-east-1:account-ID:media-pipeline-kinesis-
video-stream-pool/foo’,
'SinkType': 'KinesisVideoStreamPool',
'ReservedStreamCapacity': 5,
'MediaStreamType': 'IndividualAudio'
},
]

Amazon Chime SDK O|C|0{ AE & Tt O|Z 2} 104 Event Bridge & & AFS

Amazon Chime SDK 0O|C|o{ m}o|= 2}

ol O]t |2]oi O|C|o{ AEZ! m}o|
2/Yg Al 2 Ex|ste B2 W HICIQ & A

gt
| Z2 EventBridge &2l EHLICH

rE 1000
ol ©

|

« Amazon Chime SDK O|C|o{ A& oto|=Z 2l o|HIE o3l

—t
P == |
« Amazon Chime SDK O|C|0o{ AEZ| m}0|Z2}2loj| CHEt Kinesis Video Streams £ O|HIE 0|5

Amazon Chime SDK O|C|0{ AE 2 mto|Z 2@l O|HE O[5l
Olc|o{ AEZ 0| Z2IQI2 CIS O|HEE ™A ELICH ZF MME WX XHAIS| LotEAM L.

Amazon Chime O|C|0{ AE & 10| Z 2} 2! Kinesis Video Streams A|%}

Amazon Chime SDK O|C|0{ ZtO|Z2}QI2 O|C|o{ AEZ| mtO|Z2t210] 3|90 QC|IRE =4
5tH sifd RC|2E KVSZE AE2|Tst7| AIAE M O] O|HIEE ™S FLICH Bl Attendeeld &
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2tPI0| KVS AEE

Amazon Chime SDK
ExternalUserId Z&=

ct.
{
version": "Q",
nid"
source": "aws.chime
"account": "111122223333"
"time": :
region": "us-east
"resources": [],
"detail": {
"eventType":
"timestamp":
meetingl

externa

"attendeeId"
externalUserId"
"kinesisVideoStreamArn":
startFragmentNumber": "1234567899444"
startTime": "yyyy-mm-ddThh:mm:sszZ"
Kinesis Video Streams S &
EE T™S&E

"5ee6265a-0a40-104e-d8fd-a3b4bdd78483"
"detail-type": "Chime Media Pipeline State Change

"2021-07-28T20:20:492"
_lll’

mediaPipelineId"
mediaRegion":

chime:MediaPipelineKinesisVideoStreamStart"

"le6bf4f5-f4b5-4917-b8c9-bda45c340706"
"Meeting_Id"

: 1627503649251
"edQeed5e-2edl1-408e-9156-f52b8208a491"

d":
1MeetingId"
ap-southeast-1"

"Attendee_Id"
"External_User_Id"
arn:aws:kinesisvideo:us-east-1:123456:stream/Chime*"

20| &2 Z|™ EventBridgeZ 0| O[H!

ﬂl

Amazon Chime O|C|0{ AE & T} 0O|Z}

O|C|of mO|Z2tRI2 KVSEL| AE

: Il@ll’
"Chime Media Pipeline State Change"

"5eeb6265a-0a40-104e-d8fd-a3b4sbdd78483"

"version
"id":
"detail-type":
source": "aws.chime
account": "111122223333"
"2021-07-28T20:20:492"
"us-east-1",

n
"time":
region":

resources": [],
EZ molzatol 4y
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"detail": {

"eventType": "chime:MediaPipelineKinesisVideoStreamEnd",
"timestamp": 1627503649251,

"meetingId": "le6bf4f5-f4b5-4917-b8c9-bdad45c340706",
"externalMeetingId": "Meeting_Id",

"mediaPipelineld": "e40@eed45e-2edl-408e-9156-f52b8208a491",
"mediaRegion": "ap-southeast-1",

"attendeeId": "Attendee_Id",
"externalUserId": "External_User_Id",

"kinesisVideoStreamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/Chime*",

"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"endFragmentNumber": "1234567899555"

Amazon Chime SDK 0O|C|o{ AE & mlo|Z 2} Qlof CHEt Kinesis Video Streams & O|HIE 0|3}

Olc|of mto|zgtele Eo| Mei7t HEE I CHS O|HIEE EventBridgeE & & LICH ZF MME H
* RIMIS| LOolEMI2.

Amazon Chime O|C|0{ T}O|Z 2}l Kinesis Video & &
CreateMediaPipelineKinesisVideoStreamPool API7} £& 443584 O/C|o{ Zto|=Z2t210| O] O|HEE

HM&ELICH

"version": "Q",

Ilidll:

"det
"sou
"acc

"5ee6265a-0a40-104e-d8fd-a3b4bdd78483",

ail-type": "Chime Media Pipeline Kinesis Video Pool State Change",

rce": "aws.chime",
ount": "111122223333",

"time": "2021-07-28T20:20:497",

"region": "us-east-1",
"resources": [],
"detail": {
"eventType": "chime:MediaPipelineKinesisVideoStreamPoolActive",
"timestamp": 1627503649251,
"mediaRegion": "ap-southeast-1",
"poolArn" : "ARN of the KVS Pool"

glcjof AEZ| uto|Z 2}l AlAd
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}

Amazon Chime O|C|0{ T} O|Z 2} 91 Kinesis Video & H|0|E

UpdateMediaPipelineKinesisVideoStreamPool API7} 2& O|0|E 8™ O|C|o{ Z}HO|

HEE M&ELIcH

"version": "Q",
"id": "5ee6265a-0a40-104e-d8fd-a3b4bdd78483",

"detail-type": "Chime Media Pipeline Kinesis Video Pool State Change",
"source": "aws.chime",

"account": "111122223333",
"time": "2021-07-28T20:20:497",

"region": "us-east-1",
"resources": [],
"detail": {
"eventType": "chime:MediaPipelineKinesisVideoStreamPoolUpdated",
"timestamp": 1627503649251,
"mediaRegion": "ap-southeast-1",
"poolArn" : "ARN of the KVS Pool"

Amazon Chime O|C|0{ T} O|Z 2} 2! Kinesis Video & AMA|

DeleteMediaPipelineKinesisVideoStreamPool O| £& AfA|5t2 O|C|of THO|Z2tR10| O] OfHl

Event Bridge2 & & L|C}.

I3

ArK|of CHBF REMIBH LIRS 2 MM
P

Video Streams £ MAE XM L.

Zztelof o] of

9| Amazon Chime SDK O|C|0{ AE & I} O|Z 2} 21 & Kinesis

"version": "Q",
"id": "5eeb6265a-0a40-104e-d8fd-a3b4sbdd78483",

"detail-type": "Chime Media Pipeline Kinesis Video Pool State Change",
"source": "aws.chime",

"account": "111122223333",
"time": "2021-07-28T20:20:497",
"region": "us-east-1",

"resources": [],

giclo{ AEZ
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"detail": {
"eventType": "chime:MediaPipelineKinesisVideoStreamPoolDeleted",
"timestamp": 1627503649251,
"mediaRegion": "ap-southeast-1",
"poolArn" : "ARN of the KVS Pool"
}

Amazon Chime 0O|C|0{ T} 0| Z 2} 2! Kinesis Video & & A% Z}oH

HIC|2 £0| YAMez Muist= F<2 O|c|of mto|Z2tRlo| CHE O|HIE & EventBridgeZ & &L

{
"version": "Q",
"id": "5ee6265a-0a40-104e-d8fd-a3b4sbdd78483",
"detail-type": "Chime Media Pipeline Kinesis Video Pool State Change",
"source": "aws.chime",
"account": "111122223333",
"time": "2021-07-28T20:20:49Z",
"region": "us-east-1",
"resources": [],
"detail": {
"eventType": "chime:MediaPipelineKinesisVideoStreamPoolTemporaryFailure",
"timestamp": 1627503649251,
"mediaRegion": "ap-southeast-1",
"poolArn" : "ARN of the KVS Pool"
}
}

Amazon Chime O|C|04 I} O|Z 2} Q! Kinesis Video & Q7% ol

HIC|2 E0| d7Me=z Muljsi= Z< O/|c|o{ oto|zzelo| CtE O|HIEE EventBridgeZ & &L
Ct.

"version": "Q",

"id": "5eeb6265a-0a40-104e-d8fd-a3b4sbdd78483",

"detail-type": "Chime Media Pipeline Kinesis Video Pool State Change",
"source": "aws.chime",

"account": "111122223333",

"time": "2021-07-28T20:20:497",

gliclo{ 2AE& mojzztel 4y 120
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"region": "us-east-1",
"resources": [],
"detail": {
"eventType": "chime:MediaPipelineKinesisVideoStreamPoolPermanentFailure",
"timestamp": 1627503649251,
"mediaRegion": "ap-southeast-1",
"poolArn" : "ARN of the KVS Pool"
}

AWS 7|4 0| Amazon Kinesis HIC|2 AE & X8t =18 B Ctsat 242 F7f O0|C|o{ m}o|=Z 2}l
O|HEE BtA| ElL|C}.

{
"version": "Q",
"id": "5ee6265a-0a40-104e-d8fd-a3b4bdd78483",
"detail-type": "Chime Media Pipeline Kinesis Video Pool State Change",
"source": "aws.chime",
"account": "111122223333",
"time": "2021-07-28T20:20:497",
"region": "us-east-1",
"resources": [],
"detail": {
"eventType": "chime:MediaPipelineKinesisVideoStreamPoolStreamLimitExceeded",
"timestamp": 1627503649251,
"mediaRegion": "ap-southeast-1",
"poolArn" : "ARN of the KVS Pool"
}
}

Amazon Chime SDK O|C|o{ AE &l m}o|Z 22l H|O|E{ Al

or2|o| MEIH|0|E{E AF85104 KVS ARN, ZEiO1MHE #H3 Zp|aME EFJUARMIEE JIK2 4 Q&
LICH siE HE = KVS AEZ Q| 2C|2 O|0|E{E AMElste ol =20| E = A&t

EEBF KVS ARNEZ KVS API2 B7H AtE5to{ 2AE oM HIOIEE 218 == JU&LICH A8

Abedlofl 2t GetMedia & GetMediaForFragmentList APIE 2 S &8 L|C} Yitdo =z
GetMedlaForFragmentLlst 1M 3 &0i 2 M ListFragments API01| CH3t 21 S £ 0| M EL|Ct

KEMIEH LH2 2 Amazon Kinesis Video Streams FAQO|IAM AEZI0{| A Cl|0|E{ 217|8 EHXSIAIL2.

A& Abg|of 2t Y= Kinesis Video Streams ItA EIO|EEHEIE AFEE £ U2, O] 2Ho|ER 2|
= GetMedia APIE AF28tL|Ct.
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"meetingId"
"externalMeetingId"
"attendeeId"
"externalUserId"
"sampleRate"
"channels"

O|C|oq Clo|EE MKV EAlo 2 XMEELICH 2E MKV 2C|2 |0|E{= AACE QI EEL|Ct AFAIEH
LH2 € Kinesis Video Streams HEF R OHLH A 2| Kinesis Video Streams data model2 & Z§HAIL.
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« VerticallLayoutConfiguration2 @IF3t M2 dof 2EI= HIC|RE A H|C|2et &g
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« HorizontalLayoutConfiguration2 2= H|C|2E QIst 712 &of §¥Z HIC|29t &g
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CHS o=

QEZ JEol HIC|IL EtUE HiR|Stod M= HHAE Fedstes & o4& LICt. Of
A

of
MoMe &M stRH7t EFod| LIEFELICE REAIEH LI &2 ActiveSpeakerOnlyConfiguration *

=
ZotM L.
{
"CompositedVideo": {
"Layout":"GridView",
"Resolution":"FHD",
"GridViewConfiguration":{
"ContentSharelLayout":"ActiveSpeakerOnly",
"ActiveSpeakerOnlyConfiguration":{
"ActiveSpeakerPosition":"TopRight"
}
1,
"CanvasOrientation": "Portrait"
}
}
ClS O|0|X|&= Landscape ¥ &g Eo{FLICt.
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CanvasOrientation
MR _ dtsF MM O 2 Landscape = PortraitILIC}.

51&El Zf: - Landscape | Portrait

7|82} - Landscape
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CHE ololME 24 S48 AL 85t WHE EoiELICt 0| B H|C|R EtYo| 2 ME|= BHX|§ 0| 5F
MRl S22 ZMEZH ELICH Bt sM HF 27 e LH|T 5EAALct 3Ry 2 SHH
HighlightColor £4Jo| E|F 2| A4 0| Wzt o = HFEL|CEH

{

"CompositedVideo": {
"Layout":"GridView",
"Resolution":"FHD",
"GridViewConfiguration":{
"ContentSharelLayout":"ActiveSpeakerOnly",
"ActiveSpeakerOnlyConfiguration":{
"ActiveSpeakerPosition":"TopRight"

}

"VideoAttribute": {
"CornerRadius" . 10,
"BorderColor" : "Green",
"HighlightColor" : "Red",
"BorderThickness": 5
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}

VideoAttribute

MY -HICIQ EtY EHFEl & S2 ZA{2lof Cig D8-S xIEELIc

ol

{1& &l 2t - BorderColor | BorderThickness | CornerRadius | HighlightColor
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£ -opLle

VideoAttribute.BorderColor
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VideoAttribute.BorderThickness
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VideoAttribute.CornerRadius
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VideoAttribute.HighlightColor
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g -ofLe

Amazon Chime SDK 2|2|0{|M EHE I8 dlo|ol 8 Al

ChE FHMoME CHE et 74 BllojotR 2 Al8sts WS AELICE BolotR2 =27t 2EHE S
FE AEE met MBELICH 2 M T A5 otEAM .

ActiveSpeakerOnlyConfiguration

ActiveSpeakerOnlyConfiguration® ZEHX ZFet #Xl stAtQ| HIC|2E EAIFLICH &, 23t

£ AR Ol 2BIX 37 AERID ZAXX|= X2 H|C|2 EtYol| EAEL|CH

CHS olOlx|= =tA Bt e| 9 & A& 7hsE fIRIE EoiELCh

2 2

&

CtZ 0|l M= ActiveSpeakerOnly Bi|O|0tRE ZE 2| WACE F 35t YHE EoiELICH.
O| 22 2% ot 2 Me|ol ZrEX EFJ 0| LEEFELICE.

"CompositedVideo": {
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"Layout":"GridView",

"Resolution":"FHD",
"GridViewConfiguration":{
"ContentSharelLayout":"ActiveSpeakerOnly",
"ActiveSpeakerOnlyConfiguration":{
"ActiveSpeakerPosition":"TopLeft"

ActiveSpeakerOnlyConfiguration
MY _ ActiveSpeakerOnly H|C|2 EFo| 314 M QL|Ct

- ActiveSpeakerOnlyConfiguration Z4&|

%4
mo

ActiveSpeakerOnlyConfiguration.ActiveSpeakerPosition

MOd _ st= 3}&} HIC|Q EFQ o] @ x|QlL|Ct.

PresenterOnlyConfiguration
FEXLS| HIC|2BH F AR

SHE dfatelo] ZBIx SRet Y

PresenterOnlyConfiguration2 57} &
LICt CtE OlX|Ol= siiE 742 EoiELC.
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JHEER} 70| =
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F'ri.er
CIS oo ME YEXE QEF Ao 51 2212 ¢HAloZ FoojRES F3ste HHHE Hod
ELCt.
{
"CompositedVideo": {
"Layout": "GridView",
IlFHDIl'

"Resolution":
"GridViewConfiguration": {
"ContentSharelLayout": "PresenterOnly",
"PresenterOnlyConfiguration": {
"PresenterPosition": "TopRight"

}

PresenterOnlyConfiguration

EOEEREYE
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38 - PresenterOnlyConfiguration Z4X]

T4 - ohLie

PresenterOnlyConfiguration.PresenterPosition
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7|22k - TopRight

HorizontalLayoutConfiguration

HorizontallLayoutConfiguratione= &= =
TilePosition HHE&E AE35l0i 2HZ S/ 2EZ ¢ Etd )
EXtE &4 2150 ZAIELCH =7 EFYU2 JoinSequencedl X|HE =MOI2 EAIELICH
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CtZ oM =E BlojotRE T2 a2 WAooz F3stes WHE E0{ELICH 0| B B|ofot2
2 E}U 2 SpeakerSequence 7|E2 2 Xt 38 ZR ofeHofl HYX[EFLICE BlojotR 2 Z|CH 47H
O| Et U2 518 3tH 16/9 SEH|E ME & LILCH.

{

"CompositedVideo": {
"Layout":"GridView",
"Resolution":"FHD",
"GridViewConfiguration":{

"ContentSharelLayout":"Horizontal",

"HorizontallayoutConfiguration":{
"TileOrdexr":"SpeakerSequence",
"TilePosition":"Bottom",
"TileCount":4,
"TileAspectRatio":"16/9"

}

}

}

}

HorizontalLayoutConfiguration
M- 7tZ gilojotr el o dE LT
& - HorizontalLayoutConfiguration Z4x]|

4 -ofLe

HorizontalLayoutConfiguration.TilePosition

dY - Z2Hx SR2| 2 E= ofzfoll EFY S BHRIELICH.

HorizontalLayoutConfiguration.TileOrder
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78 -2Ad
F &8t 2t - JoinSequence | SpeakerSequence
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7|22t - JoinSequence

HorizontalLayoutConfiguration.TileCount
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VerticalLayoutConfiguration
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Ct2 oo = =& BlojotR2 T2 Ao 2 F35= WS Eo{FLICt 0| Z< 2l|lojotR
2 JoinSequence 2 EtU S HEst 1 3H S 7 LEZ0|| i x|ELICH 2ilojotR2 Z[CH 471 2] EFY
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{
"CompositedVideo": {
"Layout": "GridView",
"Resolution": "FHD",
"GridViewConfiguration":{
"ContentSharelLayout": "Vertical",
"VerticallayoutConfiguration":{
"TileOrdexr": "JoinSequence",
"TilePosition": "Right",
"TileCount": 4,
"TileAspectRatio": "16/9"
}
}
}
}

VerticalLayoutConfiguration
HdE - Mz glofotz el o dELICH
9 - VerticalLayoutConfiguration Z4&|
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VerticalLayoutConfiguration.TilePosition
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4 U S AFSELICE O g2 Sl TR mto|ZetRl2 AFEXHE CHAI5H04 Amazon
Chime SDK &|2|of| HM|A St Amazon CloudWatcholl X|EE HAIE 5= U&LICH O] HE=2
mediapipelines.chime.amazonaws.com AMH|AE AZ|EHL|CH

19
ok
i
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2 Amazon Chime SDK7} 25 AWS Z|AAM CIS &g 225t E {2 8L|C}.

T
2

:all AWS resourcesOl| CHE cloudwatch:PutMetricData

T
14

:all AWS resourcesOl| CHEF chime:CreateAttendee

T
2

:all AWS resourcesOl| CHEF chime:DeleteAttendee

T
4

:all AWS resourcesOll CH$t chime:GetMeeting
carn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*0i CH

inesisvideo:CreateStream

sarn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*0i CH
inesisvideo:PutMedia

.

T
~ 12

K e A s N P N P O s |

ok
~ 12

carn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*0i CH
inesisvideo:UpdateDataRetention

2d: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*0i CH
kinesisvideo:DescribeStream

ok 3
~ 12

rok 1
o]

carn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-*0i C{
inesisvideo:GetDataEndpoint

ok i
~ 12
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« X1 arn:aws:kinesisvideo:*:111122223333:stream/*0f CHEt
kinesisvideo:ListStreams

IAM UEIE|(AL R 18 i %48 5)7F MulA 47 G2 MAIsLE BHEISAHLL ARIE 4 2T
£ Etg TAISoF ELICH AAIEH HELE IAM AR ABAIO| ML 917 oIF HEE ARSAL.

A2 8104 Amazon Chime SDK O|C|0] Z}O|Z 2} QoA AFRE 4= QIEE AH|A 474 gt
£ dEefLIC ol HHIE 2= stedT IAM 2 E(AF HEFo| RJofof BfLICH 2 H K| o2 E2 A" &
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FLct.

AWS CLI & AWS APIZE AHE 3104 mediapipelines.chime.amazonaws.com AH|A @174 ej&lg MM
g a5 U&LICH AWS CLIOIA CHS H™EE A”ELICEH

aws iam create-service-linked-role --aws-service-name

mediapipelines.chime.amazonaws.com
ofgt Aol CHEH AHMIBH LIS 2 IAM AFS MTAMO| MHIA 243 BHET|E XML, Ol A& S AN
Bt A SYet ZEAMA AP06P04 et 2 CHA| Mg = l&LCt.

AWSServiceRoIeForAmazonChimeSDKMediaPipeIines MH|

N =
S WA F OHE AE{ED} A AT + Y| 20 AES HEY 4
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AWS CLIo|Xo| BHEE A& sto{ AlE el O|c|o{ mho|=ZetRlE AfA[ELIC

aws chime-sdk-media-pipelines delete-media-capture-pipeline --media-pipeline-
id Pipeline_Id

APIE AtEEH mto|=Z2tRl ArK|

DeleteMediaCapturePipeline APIE At&35t0{ H"H 2| O|C|of mto| =2l AFAlELICt.
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linked-roles.html#delete-service-linked-role 2| A{H|A @173 J& AX|E EHZEFHMIR.
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Amazon Chime SDKE AMHIAE AISE &= U= EE AWS 2|0 MH[A 42 AE AFE 2 K|
PAEFLICE REMIEE LI 2 Amazon Web Services &8 £ & ©| Amazon Chime SDK endpoints and
quotasE ZZSHAMIL.

Amazon Chime SDK O|C|0{ I}O|Z 2} QI O|HIE ALE

Zt Olc|o{ mto|Z 2Rl ¥ 2 =3 F7| o|HIEE T™&StH, O|2{E O|HIEE AHSstH Y &2 EE(H
St CI2AER QAEZE ARY =+ &LICH OS2 O|Clof mho|=Z2tel o HEE At8stE & 7t

x| od| Lfct.
- D|cfof molzziel 2tz & & O|C|o{ %2
- O|c|o{ mtol= ERlof UAIX QI Folf7t st B &[o] &HIIKIoH &

- Olclof mtolzEiRlo]l T Moz AuE B 2o B

glc|of molZ2tRl O|HE AL 138


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaCapturePipeline.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_DeleteMediaCapturePipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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https://docs.aws.amazon.com/general/latest/gr/chime-sdk.html
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Amazon EventBridge Amazon Simple Notification Service(SNS) & Amazon Simple Queue
Service(SQS)Z 0| EE HEE == UAsUCt XHM[E LHE 2 Amazon EventBridge A& AEAM 2
AWS AMH[AQO| O[HIEE & ZSIMLR.

MM El Amazon Chime SDK O|C|o{ m}tO|Z 2} 2l
Amazon Chime SDKE 0O|C|04 Zto|Z2tQl0| M E [ O O|HEE MM&SELICE.
0 Al: O|H E O|O|E

CIS 2 0| O|HIE O oiA| Tl O|E{ LIt

"version": "Q",

"id": "5eeb6265a-0a40-104e-d8fd-a3b4sbdd78483",

"detail-type": "Chime Media Pipeline State Change",

"source": "aws.chime",

"account": "111122223333",

"time": "2021-07-28T20:20:497",

"region": "us-east-1",

"resources": [],

"detail": {
"version": "Q",
"eventType": "chime:MediaPipelineInProgress",
"timestamp": 1627503649251,
"meetingId": "le6bf4f5-f4b5-4917-b8c9-bda45c340706",
"externalMeetingId": "Meeting_Id",
"mediaPipelineId": "e40@ee45e-2edl-408e-9156-1f52b8208a491",
"mediaRegion": "ap-southeast-1"

AFX| =l Amazon Chime SDK O|C|0q mto|Z 2} Q!
O|clo{ oto|Z2tQlo] AEX o2 ZX|E|® Amazon Chime SDK7} 0| O|HIEE ®™M&&hLCt.
o Al: o|HE O|O|E

CIS 2 o] O|HIE Q| oiA| Tl O|E{ I L|Ct.

{
"version": "Q",
"id": "9elle429-97fd-9532-5670-fac3f7abcO5f",
"detail-type": "Chime Media Pipeline State Change",
olc|of mo|Z2tl O[HIE ALE
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html
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"source": "aws.chime",

"account": "365135496707",

"time": "2021-07-28T20:21:502",

"region": "us-east-1",

"resources": [],

"detail": {
"version": "Q",
"eventType": "chime:MediaPipelineDeleted",
"timestamp": 1627503710485,
"meetingId": "le6bf4f5-f4b5-4917-b8c9-bdad45c340706",
"externalMeetingId": "Meeting_Id",
"mediaPipelineld": "e40@eed45e-2edl-408e-9156-f52b8208a491",
"mediaRegion": "ap-southeast-1"

Amazon Chime SDK O|C[of mto|Z 2} 2lo| UA|Z Q1 & of
Amazon Chime SDK= O|C|0{ mtO|Z 2} lof| YA[ZQl Fol7} g lizlE f o] OHEE M&efLICH
of|A[: O|HIE Cf| o[

CIS 2 o] O|HIE Q| oiA| Tl O|E{ Lt

"version": "Q",

"id": "abcl4lel-fc2e-65e8-5f18-ab5130f1035a",

"detail-type": "Chime Media Pipeline State Change",

"source": "aws.chime",

"account": "365135496707",

"time": "2021-07-28T21:16:427",

"region": "us-east-1",

"resources": [],

"detail": {
"version": "Q",
"eventType": "chime:MediaPipelineTemporaryFailure",
"timestamp": 1627507002882,
"meetingld": "7a5434e3-724a-4bbb-9eb6-21b209dc0706",
"externalMeetingId": "Meeting_Id",
"mediaPipelineld": "ebd62f4e-04a9-426d-bcb0-974c0f266400",
"mediaRegion": "eu-south-1"
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Amazon Chime SDK O|C|o{ }O|=Z2}Ql ZI™ &

O|c|o{ mfo|=Zz2}2lo| ofE|HE ZHR{E A|ZEHSIH Amazon Chime SDK7} O| O|HIEE M&EFLICEH.
o Al: O|H E O|O|E

CIS 2 0] O|HIE Q| oiA| Tl O|E{ LIt

"version": "Q",

"id": "9elle429-97fd-9532-5670-fac3f7abco5f",

"detail-type": "Chime Media Pipeline State Change",

"source": "aws.chime",

"account": "365135496707",

"time": "2021-07-28T20:21:507",

"region": "us-east-1",

"resources": [],

"detail": {
"version": "0Q",
"eventType": "chime:MediaPipelineInProgress",
"timestamp": 16275037104857?,
"meetingId": "le6bf4f5-f4b5-4917-b8c9-bda45c340706",
"externalMeetingId": "Meeting_Id",
"mediaPipelineld": "e40ee45e-2edl-408e-9156-f52b8208a491",
"mediaRegion": "ap-southeast-1"

Amazon Chime SDK O|C|0{ m}O|Z2}Q12| 7 Zol
Amazon Chime SDK= 0O|C|0{ mtO|Z 200 ¥ o 2 A& [ O] O|HEE ™ESFLICH
ofAl: O|H E H|O|H

CtE2 ol o|HIE Q| oA HO|E{ LT

"version": "Q",

"id": "9elle429-97fd-9532-5670-fac3f7abco5f",
"detail-type": "Chime Media Pipeline State Change",
"source": "aws.chime",

"account": "365135496707",

"time": "2021-07-28T20:21:507",

"region": "us-east-1",
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"resources": [],

"detail": {
"version": "Q",
"eventType": "chime:MediaPipelinePermanentFailure",
"timestamp": 1627503710485,
"meetingId": "le6bf4f5-f4b5-4917-b8c9-bdad45c340706",
"externalMeetingId": "Meeting_Id",
"mediaPipelineld": "e40@eed45e-2edl-408e-9156-f52b8208a491",
"mediaRegion": "ap-southeast-1"

Amazon Chime SDK 0O|C|o4 mto|Z2}2lof| CHEF Amazon S3 H{Z! Het M

ol

Amazon S3 HZ12 M3 K| ot 7S 5|02 B AEIFE A o 2Rl A HZIS MAIst=X| &l
grLict. =8 MH|A0 MAHE HEHE Fo{5t=X| & QIELICH Amazon S3 EHZ! 401 CHEH XA St
L& 2 Amazon Chime SDK O|C|0{ ZHA{ m}O|Z 2} 91 & Amazon S3 HHZ! MAHE & X35l
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CloudTrailoll Amazon Chime SDK O|C|0{ TtO|Z 2}l O|HIE M&

AWS = AWS H™E2 M [ CloudTrail2 &&3tg

LICt. AL&XE7L 0|0 mho| Z 2t 2! SDKOY| A X|
L= APIE £&38tH CloudTrail2 CHE AWS O|HIE 2t 37A

27 O[HIE Z7|Z oM i APIO] CHEF SHE
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"Records": [
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "ABCDEFGHIJKLMNOPQRSTUV:user-name",
"arn": "arn:aws:sts::123456789101:assumed-role/role-name/user-name",
"accountId": "109876543210",
"accessKeyId": "ABCDEFGHIJKLMNOPQRSTUV",
"sessionContext": {
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"sessionIssuer": {
Iltypell: IIROleIl’
"principalld": "ABCDEFGHIJKLMNOPQRSTUV",

"arn": "arn:aws:iam::109876543210:role/role-name",
"accountId": "©12345678910",

"userName": "user-name"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2022-03-08T19:34:55z7"

}
}
1,
"eventTime": "2022-03-08T20:28:417",
"eventSource": "chime-sdk-media-pipelines.amazonaws.com",
"eventName": "CreateMediaCapturePipeline",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "[1/[]1",
"requestParameters": {

"sourceType": "ChimeSdkMeeting",

"sourceArn": "Hidden_For_Security_Reasons",
"sinkType": "S3Bucket",
"sinkArn": "Hidden_For_Security_ Reasons",

"chimeSdkMeetingConfiguration": {
"artifactsConfiguration": {
"audio": {
"muxType": "AudioOnly"
1,
"video": {
"state": "Enabled",
"muxType": "VideoOnly"
1,
"content": {
"state": "Enabled",
"muxType": "ContentOnly"
}

}

1,

"responseElements": {
"mediaCapturePipeline": {
"mediaPipelineId": "pipeline-uuid",
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"sourceType": "ChimeSdkMeeting",
"sourceArn": "Hidden_For_Security_Reasons",
"status": "Initializing",
"sinkType": "S3Bucket",
"sinkArn": "Hidden_For_Security_ Reasons",
"createdTimestamp": "2022-03-08T20:28:41.336Z",
"updatedTimestamp": "2022-03-08T20:28:41.463Z",
"chimeSdkMeetingConfiguration": {
"artifactsConfiguration": {
"audio": {
"muxType": "AudioOnly"
I
"video": {
"state": "Enabled",
"muxType": "VideoOnly"
I
"content": {
"state": "Enabled",
"muxType": "ContentOnly"
}

I

"requestID": "request-id",

"eventID": "event-id",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "112233445566",
"tlsDetails": {

"tlsVersion": "TLSv1l.2",
"clientProvidedHostHeader": "example.com"

iy
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« Amazon TranscribeE AtE5t24™ EngineTranscribeSettingsZ
TranscriptionConfiguration2 X|&&LICt

« Amazon Transcribe Medical2 A& 3l24™ EngineTranscribeMedicalSettings®
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https://aws.amazon.com/transcribe/pricing/
https://docs.aws.amazon.com/chime-sdk/latest/ag/using-service-linked-roles-transcription.html
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Amazon Chime SDK 0O|C|0 2™ I EMAIEM 2|
2|

0= S8 (HXILIot 58) us-east-1 us-east-1

0= ME(ZEIZL| ot 58) us-west-1 us-west-2

0= ME(ElH) us-west-2 us-west-2
o= 2|7}(7| O| ZEf2)* af-south-1 eu-west-2

Ot Aot EHE (S HtOl) ap-south-1 eu-west-2
OfAlo} EfEH (M) ap-northeast-2 ap-northeast-2
OfAlot Ef B (ATIEE) ap-southeast-1 ap-northeast-1
Ot Ao} EHE (A= L) ap-southeast-2 ap-southeast-2
OtAlO} EHE (T 2) ap-northeast-1 ap-northeast-1
FLtCHE ca-central-1 ca-central-1
FHEFIFEE) eu-central-1 eu-central-1
FHE((OILHE) eu-west-1 eu-west-1
SEEH) eu-west-2 eu-west-2
SFHEHEZ)* eu-south-1 eu-central-1
SHEm2l) eu-west-3 eu-central-1
FHASES) eu-north-1 eu-central-1
ot 2z e TS F) sa-east-1 sa-east-1
GovCloud(O|= S) us-gov-east-1 us-gov-west-1
GovCloud(O|= M%) us-gov-west-1 us-gov-west-1

EdATEM Sd O 149



Amazon Chime SDK

JHeER 7Hol=

Amazon Transcribe Medical2| At5 2| MEH

Amazon Chime SDK 0O|C|0

otz 2|7H(7/| 0| ZEt2)*
of Alot EfE ¥ (FHtol)
of AJot EHE (A1)
OfAlot EHE (&7t E2)
of Alot EfE (A= L)
OfAlO} EHBY (= 2)

FHLCHE &

2™ 3E

us-east-2
us-east-1

us-west-1
us-west-2
af-south-1

ap-south-1

ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1

ca-central-1

eu-central-1

eu-west-1

eu-west-2

eu-south-1

eu-west-3

eu-north-1

sa-east-1

EMAIE

us-east-2

us-east-1

us-west-2

us-west-2

eu-west-1

eu-west-1

us-west-2

M|

— —

ap-southeast-2

ap-southeast-2

us-west-2

ca-central-1

eu-west-1

eu-west-1

us-east-1

eu-west-1

eu-west-1

eu-west-1

us-east-1

150



Amazon Chime SDK TR 7H0|E

@® Note
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Zt MH|Ao| BIM L A= ZQIEof CHEH REMIEH LIB2 L2 2 & XML,

=

« Amazon Chime SDK O|C|0q 2|

« Amazon Transcribe IEZQIE 3l gt&kaF
[m]

= O
« Amazon Transcribe Medical §I=EZQIE 4! &&=

3EHA|: Service Quotas HE

ctole ERMA I EME AL835HE ZF Amazon Chime SDK &/2|0{& Amazon Transcribe &= Amazon
Transcribe Medlcaloﬂ CHEr HTTP/2 AE R 0| H&E S| 5Lt {0{ofF &L|ct. & MH[A 25 SA|HTTP/2
AEZ £ U XY AEF AR EZHM MO CHE 2|TE Service Quotas7t U&LICH &0l CHEF Xt
MIEt L& 2 Amazon Transcribe 7HEf X} oFLHA Q| X|E] O S22 HASIM L. Y E S7tof Cist

REMIE LEE 2 AWS Z£ 2| Service QuotasE & Z5HAll

Amazon Chime SDK 2t0|2 EZHA I /M A|ZF 4l
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oM

N

3|o|ofl TranscriptionConfigurationg X &35t0] 3|0 ERHA I EIME A|ZH5tE{T Amazon
Chime SDK StartMeetingTranscription APIE At& & LICH. Amazon Chime SDK ZAEEE = T2 3|
olof HIS7|Ho 2 MY ELICt. Amazon Simple Notification Serwce(SNS) 2! Amazon EventBridge &
ArZ8t HIAIX|IE Sall 3o EAMAIRIM Aol 88 = A AE & MEFLICH

EMAIZIM AIF

O| of| M0l M= Amazon Transcribe0l|A 2t0|H ERHAF ZIMHE Al2H5t = WS Eo{ELICE.

POST /meetings/meetingIld/transcription?operation=start HTTP/1.1
Content-type: application/json
{
"TranscriptionConfiguration": {
"EngineTranscribeSettings": {
"LanguageCode": "en-US",
"VocabularyFilterMethod": "tag",
"VocabularyFilterName": "profanity",
"VocabularyName": "lingo",
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/chime-sdk-meetings-regions.html
https://docs.aws.amazon.com/general/latest/gr/transcribe.html#transcribe_region
https://docs.aws.amazon.com/general/latest/gr/transcribe-medical.html
https://docs.aws.amazon.com/transcribe/latest/dg/limits-guidelines.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_StartMeetingTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_ResponseSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_ResponseSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax

Amazon Chime SDK TR 7H0|E

"Region": "us-east-1"
"EnablePartialResultsStabilization": true,
"PartialResultsStability": "high",
"ContentIdentificationType": "PII",
"ContentRedactionType": "PII",
"PiiEntityTypes": "ALL",
"LanguageModelName": "language-model"

0| of|M|o{ M= Amazon Transcribe MedicalollA 2t0|E ETHA I ZIME A|&H5H e WHE Eo{ELICH.

POST /meetings/meetingIld/transcription?operation=start HTTP/1.1

Content-type: application/json

{

"TranscriptionConfiguration": {
"EngineTranscribeMedicalSettings": {
"LanguageCode": "en-US",
"Specialty": "PRIMARYCARE",
"Type": "CONVERSATION",
"VocabularyName": "Iingo",
"Region": "us-east-1",
"ContentIdentificationType": "PHI",

StartMeetingTranscription - 2|9 ERMA I RIME A|XHELICH.

meetingId - CreateMeeting API7} Bt&t5t= 3|9f IDRILICY.
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EngineTranscribeSettings = EngineTranscribeMedicalSettingsOiM %2t5| 5tLt
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LanguageCode - EQlL|C}
VocabularyFilterMethod — ME4 AF&QIL|CH,
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https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateMeeting.html#API_CreateMeeting_ResponseSyntax
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestParameters
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html#API_streaming_StartStreamTranscription_RequestParameters
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VocabularyName — &4 A& QILICH

Region — ME4 AR LT,
EnablePartialResultsStabilization — &4 AFEQIL|C}
PartialResultsStability — ME4 AFEHQILICH,
ContentIdentificationType — A1&4 Ab&FQIL|CE
ContentRedactionType — A& AFEQILICH
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PiiEntityTypes - AME{ At QL

LanguageModelName — AE4 AbE QIL|CE,

EngineTranscribeMedicalSettings - Amazon Transcribe Medical A& 2 X|H5t 1 sliE MHE
Amazon Transcribe Medical2 Mg & L|C}.

LanguageCode - E¢L|C}
Speciality - EILICtH

Type - Lt
VocabularyName — &4 A& QILICH

Region — B4 AL ILICt

ContentIdentificationType — M&H A& QILICEH
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Amazon Transcribe 2! Amazon Transcribe Medicalol| Ct=21} ZH2 27 HA|X|7F EA|E LCE

- BadRequestException(400): /= ut2t0|E 7t MH|A ABtat L x|5HK| f&LC.
- ForbiddenException(403): 22t0|1EQ| 20| d7 XMoo= FX[E LICH

« NotFoundException(404): meetingId7} Qi&LICH.
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« ResourceLimitExceededException(400): 20| 2|AA SHEE EofzlolE EEH

AJBME Y3 3|97t LT BE&Lch

« ServiceFailureException(500): MH|AO0IAM 0i|7]|%| &2 2

2 R e
« ServiceUnavailableException(503): $4&f MH|AE O|8& 4 U&LICH
« ThrottledClientException(429): 22t0|HEJ} @ &£ Mt Tz &LICtH
« UnauthorizedClientException(401): 22t0|HE | X & HEto| Qi&LICt
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POST/meetings/meetingIld/transcription?operation=stop HTTP/1.1
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« NotFoundException(404): meetingId7} Qi&LICH.

« ServiceFailureException(500): MH|AO0IAM 0i|7|%| 2 2
- ServiceUnavailableException(503): $4&| MH|AE 0|&
« ThrottledClientException(429): 2ZI0|HE7} @H &£
« UnauthorizedClientException(401): 220|AHEof 34X
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_StopMeetingTranscription.html
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Amazon Chime SDK 2}0|E2 ERMA I /M 12 0|E

Amazon Transcribe 2! Amazon Transcribe Medical API= AE Ell:ll EMAZZIME A|EFE 1Y
StartStreamTranscription & StartMedicalStreamTranscription2} ZH2 CHFét mt2tO0|E{E M3 & LCt
Amazon Chime SDK7| Zt2t0|H gf2 0|2 Z-EstX| ei= & StartMeetlngTranscrlptlon APIO]
M o|g{gt w2t 0|EE MEE == JU&LICH o|& £04, Amazon Chime SDKO|A It2tO|EE RIS 22
M52 2 MediaEncoding & MediaSampleRateHertz Tt2tO|EHE AFSE 5= Q& LICH

mlo
mﬂ-

Amazon Transcribe2t Amazon Transcribe Medical2 It2tO|E{E 4S5 st2 2 Af Ti2t0|E{ 20| Al
JIsslR|lE FA| AFRE £ Ql&LICE 0 2 S0 Amazon Transcribe Medicalofl A A @104od| CHEF x|
2 AZE35tE 42 LanguageCode0d| Af 9404 248+ X535 & L|CH,

Amazon Chime SDK 20|22 EZHA T 2|M O|H E 0|5}
Amazon Chime SDK
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—
CH2AER QI3 228 ARE = JU&LICH OS2 ERAIEIM OfH
Ct.

£ AM8stod d&E EB|HS T
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£ MEste E 7HK| of &L

« Amazon Chime SDK &|2|of|A2| 2to|E ERHA T ZIM AEd =%

. o] 7|2 MY &

Amazon EventBridge, Amazon Simple Notification Service, Amazon Simple Queue ServiceZ O|H E
£ &g 4= &Lt REMIEH LI 2 Amazon EventBridge AFHE AT A 2| AWS AH|A S| O[HIE E

SESC VRS

Amazon Chime SDK 3|o| EZHA 3 21 A|&}

of|Al: O|HIE Cf| o[

CtE2 ol o|HIE Q| oA HO|E{ LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"id": "12345678-1234-1234-1234-111122223333"
"region": "us-east-1",
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https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartStreamTranscription.html
https://docs.aws.amazon.com/transcribe/latest/dg/API_streaming_StartMedicalStreamTranscription.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_TranscriptionConfiguration.html

Amazon Chime SDK TR 7H0|E

"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",
"resources": []

"detail": {
"version": "0Q",
"eventType": "chime:TranscriptionStarted",

"timestamp": 12344566754,

"meetingId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "mymeeting",

"mediaRegion": "us-west-1",

"transcriptionRegion": "us-west-2",
"transcriptionConfiguration": "{...}"

ofx|: o|HIE Cf|o|E]

CtE2 ol o|HIE Q| of|Ai| H|O|E{ LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"id": "12345678-1234-1234-1234-111122223333",

"region": "us-east-1",

"detail-type": "Chime Meeting State Change",

"time": "yyyy-mm-ddThh:mm:ssZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:TranscriptionStopped",
"timestamp": 12344566754,
"meetingId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "mymeeting",
"mediaRegion": "us-west-1",
"transcriptionRegion": "us-west-2",
"transcriptionConfiguration": "{...}"
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_StartMeetingTranscription.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_StopMeetingTranscription.html
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Amazon Chime SDK 3|o| EEHA 3 2|M St
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"version": "Q",
"source": "aws.chime",
"account": "111122223333",
"id": "12345678-1234-1234-1234-111122223333",
"region": "us-east-1",
"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",
"resources": []
"detail": {
"version": "0Q",
"eventType": "chime:TranscriptionInterrupted",
"timestamp": 12344566754,

"meetingId": "87654321-4321-4321-1234-111122223333",

"externalMeetingId": "mymeeting",
"message": "Internal server error",
"mediaRegion": "us-west-1",
"transcriptionRegion": "us-west-2",
"transcriptionConfiguration": "{...}"

Amazon Chime SDK 3|2o| EZ{A 3 2]M X7

Amazon Chime SDKE 3|°| ERMA T

m

of|x: o|HIE Cl|o|E]

CtE2 ol o|HIE Q| of|Ai| HIO|E{ LT

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"id": "12345678-1234-1234-1234-111122223333",
"region": "us-east-1",

Mol 8 = X7/ o] o[HE

clol2 EENA T 2IM o|HIE ofsH
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_TranscriptionConfiguration.html
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"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:ssZ",
"resources": []

"detail": {
"version": "Q",
"eventType": "chime:TranscriptionResumed",

"timestamp": 12344566754,

"meetingId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "mymeeting",

"mediaRegion": "us-west-1",

"transcriptionRegion": "us-west-2",
"transcriptionConfiguration": "{...}"

Amazon Chime SDK 3|2| ERHA T E]M Almj

Amazon Chime SDKE 3|2| EZHA 3 Z|M0| A|ZHo]
M&ELct

>

I et 7Lt SEF = R7Hoil AulistEd of o|HEE

of|A|: O|HIE Cf| o]

CIS 2 0| O|HIE S| oiA| Tl O|E{ I L|Ct.

"version": "Q",

"source": "aws.chime",

"account": "111122223333",

"id": "12345678-1234-1234-1234-111122223333",
"region": "us-east-1",

"detail-type": "Chime Meeting State Change",
"time": "yyyy-mm-ddThh:mm:sszZ",

"resources": []

"detail": {
"version": "Q",
"eventType": "chime:TranscriptionFailed",

"timestamp": 12344566754,

"meetingId": "87654321-4321-4321-1234-111122223333",
"externalMeetingId": "mymeeting",

"message": "Internal server error",

"mediaRegion": "us-west-1",

"transcriptionRegion": "us-west-2",
"transcriptionConfiguration": "{...}"

158


https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_TranscriptionConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_TranscriptionConfiguration.html

Amazon Chime SDK TR 7H0|E

}

Amazon Chime SDK 20|22 EBHA 3 Z|M H|A|X| O|5H

Amazon Chime SDK AMH|AE TranscriptEvent Z{&|E C|O|E| HIAIX|Z & &tod &
MItolAH EHATRIM HEE S| ELICE TranscriptEvent= Transcript £&
TranscriptionStatusE ™EFLICH

TranscriptOl= EFUARZ 7} EA|L| T AL AL £40| X|HE Eo{ L 2% 25 & =38 2otot
Q&LICH Ante ‘BEAAU £ QoM 0| AR AAHS HE £ TranscriptEventOlAM 0|2

CiO|EgfLICH Ol ot ERMAIRIME W2 EelstT Lsof 2o et Ql2tel YOo|EE

g8 4+ AYaLic

TranscriptStatuse CHS MMO| oMo LFEEl TranscriptionStatusType O|HE & SILIE

HEE =+ A&LoH

Z| & {1 2] Amazon Chime SDKO|&= TranscriptEventQ| ROl X{2|E I8t F7I Clo|E |
o E0| g7t 2o U&LICH

TranscriptEvent

O| oAM= YLErQl ERHA I EIME O|HEE Ho{FLICH

type TranscriptEvent = Transcript | TranscriptionStatus;

export class TranscriptEventConverter {
static from(dataMessage: DataMessage): TranscriptEvent[] {
// convert DataMessage to TranscriptEvents
return ...

export default class TranscriptionStatus {
type: TranscriptionStatusType;

eventTimeMs: number;
transcriptionRegion: string;
transcriptionConfiguration: string;
message?: string;

enum TranscriptionStatusType {
STARTED = 'started’,
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INTERRUPTED = 'interrupted’,
RESUMED = 'resumed’,
STOPPED = 'stopped’,
FAILED = 'failed',
}
export default class Transcript {
results: TranscriptResult[]; // at least one
}
export class TranscriptResult {
resultlId: string;
isPartial: boolean;
startTimeMs: number;
endTimeMs: number;
alternatives: TranscriptAlternative[]; // most confident first
}

export default class TranscriptAlternative {
items: TranscriptItem[]; // in start time order
transcript: string; //concatenated transcript items
entities?: TranscriptEntity[];

}
export default class TranscriptItem {
type: TranscriptItemType;
startTimeMs: number;
endTimeMs: number;
attendee: Attendee;
content: string;
vocabularyFilterMatch?: boolean;
confidence?: number;
stable?: boolean;
}
enum TranscriptItemType {
PRONUNCIATION = 'pronunciation',// content is a word
PUNCTUATION = 'punctuation’',// content is punctuation
}
export default class TranscriptEntity {
category: string;
confidence: number;
content: string;
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endTimeMs: number;
startTimeMs: number;
type?: string;

// This is an existing SDK model
export default class Attendee {

attendeeld: string;
externalUserId: string;
}
Cllole X|E

AlgsieA of2f XIElg folstMlL.

N =

. transcription.resultsOi= A7t F 7 o[ /U = U&LICH

. transcription.results[i].isPartial = true® Z< ™A A7}
2 £+ &Lt Hoo|EE 7tsdo| =X|Bt EF S X[= f&LIch
transcript.result[i].resultIdE 7FEILICH AMZZ 7S
AN E 25| 5T oo X4 Alzto| B2 ANt E |5t
UO|O|E7 E&RME [ 2t Ho{& = JU&LICH

. transcription.results[i].alternativesol= &4 5L} O|& Q| &=0| ZEELICH &
SO|F 7 ol Z&E B2 71 AEE = U= EF2 S5 & Hmf L
transcription.results[i].alternatives®| & Hm| &= FI5t1
= A& LICt

. transcription.results[i].alternatives[j].itemsOl= Z Eto{ &= B& £330 i
=0 ZEELICH

. transcription.results[i].alternatives[j].items[k].Qo| EEIx= &t LIS QILICH.

2]

. transcription.results[i].alternatives[j].items[k].attendee= E2EI=O| Al X}
SH(FT)Lct

. transcription.results[i].alternatives[j].items[k].startTimeMs= 2EIX 0| ‘Al
7I'LICt. Ol &3l o] ALE At 048t AR £40| X|HE ERAFRIME 2§ Ero{ =M
A 2 IE BIHZE & UA&LICH

-

Mo

. transcription.results[i].alternatives[j].items[k].endTimeMs EE = Hl

2 FAE = AR 571 M FOUS YR =X| 2 mhofe -+ U= MSELCH

. transcription.results[i].alternatives[j].items[k].vocabularyFilterMatche
ZE X7 HEfof U= Bofet UX|etH trueO|, T K| L2 false &ILICEH
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10transcription.results[i].alternatives[j].items[k].confidence& 00{A{ 1 A}O|

ol gtelLich. Ol = EENx7} U3 Crofot HEHs| YRISCHS ATIQ| ARITE LIEHLHDY, 02 7}

g2 dzzolT 12 71 2 A=E el ch

11transcription.results[i].alternatives[j].items[k].stable0iM= &
= ol= 747} M| 0|E 0| M 39K CHO{2 B4Z35H K| 048 E LIEFHLICH 0| 2t @ R0fA]

EnablePartialResultsStabilization2 trueZ A& sto{ UL ZAnt otX3t 7|5

g F0i|2t trued == U&LICH

mo
l_ql_l
X
LOL

— = — A —
2z AE EE +H IS

O| & xlst= Zt AEE|of CHEF &=
S0l MATLICH AEHE[= 7H2! A
AT EIM S0l AEEIE ALEst0] #H & B01E T EAISHHLE =X

[k

=3
=

=E|
=

13transcription. results[l] alternatlves[J] entities[k].categoryc= EE[Q|
7Zte BEIx Aled e A% 81l ZHAL|CH

— 1L O

o
A7t AA| AEHE|RIX| 7tet= ATI0| ot F2{EHx| FEELICH OI'— EHo{ Rhal o] HErdol o
off ATIE LotLt MZ[E o AR FHsts €5 +& A2t OHELICH

—_——_= = = T =
15transcription.results[i].alternatives[j].entities[k].contentE YEEIE 74

e AR SAEQIUICH TAQ ZE ChE 2 & olaLch

16transcription.results[i].alternatives[j].entities[k].startTimeMsE QIEE|E

2 5t7] AISHE AlZg Zx{ELICE

17transcription.results[i].alternatives[j].entities[k].endTimeMsE EEIE &

st= [ OFEl AlZhE ZIRELICH.
18transcription.results[i].alternatives[j].entities[k].type CH&Et 7|
£ ATl Mt X[ HEIH AEE[Q| 5t &2 AMSELICH o|2{8t 2t2 "ADDRESS',

"CREDIT_DEBIT_NUMBER® S1t Z2 gt LIt

TranscriptEventsOl O|HIE $HEH S5

ClS of|Ml= JavaScript& Amazon Chime SDK 220|E Eto|EB{E|E AFREFLICH 3K IHEI=2

2 E Amazon Chime SDKO|M S EFL|C}
RealtimeController % RealtimeControllerFacade®| TranscriptionControllerd=
Ol

TranscriptionEventsE& *Elst= HEHE FIH57| et 8 &7 TR El0] U&LICH

/**

* Returns the [[TranscriptionController]] for this real-time controller.
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*/

readonly transcriptionController?: TranscriptionController;

L]
k>
i
e
o
Q'I_l

TranscriptionController®l= TranscriptionEvent 280] Cist 75 AU 5

£ = 7kl B4k ULt
import TranscriptEvent from './TranscriptEvent';

export default interface TranscriptionController {
/**
* Subscribe a callback to handle received transcript event
*/
subscribeToTranscriptEvent(callback: (transcriptEvent: TranscriptEvent) => void):
void;

/**

* Unsubscribe a callback from receiving transcript event

*/

unsubscribeFromTranscriptEvent(callback: (transcriptEvent: TranscriptEvent) => void):
void;

}

MEH AL Q! TranscriptionController AHE

DefaultTranscriptionControllerct= TranscriptionController QIE{HO|A Q| 7|2 T3
g M35tm QY&LICH DefaultRealtimeController 2! DefaultAudioVideoFacadeOiA 2| 7|
E 332 DefaultTranscriptionController ZHX|E gH&HEL|CEH

/'k'k
get transcriptionController(): TranscriptionController {
return this.realtimeController.transcriptionController;

EE Bt DefaultRealtimeController= M4dXt0o A B8 AL Rl TranscriptionController Z4
& E 7FXSLICt 224™ DefaultTranscriptionController Si2 FH0{& 5 U&LICH JHE X}
OHZ2|#|0| M2 AudioVideoFacade Z4&{|2| TranscriptionController ZHXE S35 3Lt 0|4

ol gug 75 o 7= FaFUCH

// Subscribe
this.audioVideo.transcriptionController?.subscribeToTranscriptEvent(this.transcriptEventHandler
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// Unsubscribe
this.audioVideo.transcriptionController?.unsubscribeFromTranscriptEvent(this.transcriptEventHar

AE Amazon Chime SDK 2H0o|H ERMAJ EIE O|HIE 2|

CHS olMolME =48l TranscriptEventE X2lete &2 Eo{FLIC
(® Note
Medt 222 7Rl Wite S HEE AH S 04 of ek Eek&L(ct

Od|X| 1: StartMeetingTranscription

O] ofMl= YLt Ql StartMeetingTranscription g EoiELICH.

meeting.StartMeetingTranscription(
{ EngineTranscribeSettings: { Languagecode: ‘en-US’ } } );

J>|

P42 TranscriptEventE MAMgLICH

{
status: {
type: 'started',
eventTimeMs: 1620118800000,
transcriptionConfig: {
LanguageCode: 'en-US'
}
}
}

ofxil 2: 5 cHet 715 At

O] of Mlod| M & &M XI= “The quick brown fox jumps over the lazy dog.”2t 1 2t&FL|C} O] of| AJofl A
isPartial Zt2 trueL|Ct HIA|XIE RtA|S] A T{EH AARO|M “fox"E2t= HO{E “facts”E *E|
MSS U £ USLICH A|IAEHS SUS resultIdE AFE5H04 O3 7|22 Yd|0|ESfLIC.

transcript: {
results: [{
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resultId:"1",

startTimeMs: 1620118800000,

alternatives: [{

items:[{

type: 'pronunciation’',
startTimeMs: 1620118800000,
attendee: { attendeeId: "1",
content: "the",

isPartial: true,
endTimeMs: 1620118801000,

endTimeMs: 1620118800200,
externalUserId: "A"},
vocabularyFilterMatch: false

]

3]

},
{
type: 'pronunciation’',
startTimeMs: 1620118800200, endTimeMs: 1620118800400,
attendee: { attendeeId: "1", externalUserId: "A" },
content:"quick", vocabularyFilterMatch: false
},
{
type: 'pronunciation',
startTimeMs: 1620118800400, endTimeMs: 1620118800750,
attendee: { attendeeld: "1", externalUserId: "A" },
content:"brown", vocabularyFilterMatch: false
},
{
type: 'pronunciation',
startTimeMs: 1620118800750, endTimeMs: 1620118801000,
attendee:{ attendeeId: "1", externalUserId: "A" },
content:"facts", vocabularyFilterMatch: false
},
{
type: 'punctuation’,
startTimeMs: 1620118801000, endTimeMs: 1620118801500,
attendee:{ attendeeId: "1", externalUserId: "A" },
content: ", vocabularyFilterMatch: false
1]

oAl 3: |5 CHst 7|5 Zxt

UL Ci3} 7|Z 0| O|HENM AlAE

T2 CtA| M 2Igtuct. o] o] isPartial gt false

k=3
Ol MIAIX|oE “facts” CH&I “fox”7t Z B E[0] UELICH AAEIO|M ST IDE ALEstod HIAIXKIE
CHA| gf=ighLCt.

A=

$AZl Blo|E EEHATRIE O
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{
transcript: {
results: [{
resultId:"1",
startTimeMs: 1620118800000,
alternatives: [{
items:[{
type: 'pronunciation’,
startTimeMs: 1620118800000,
attendee: { attendeeId: "1",
content: "the",
1,
{
type: 'pronunciation’,
startTimeMs: 1620118800200,
attendee: { attendeeId: "1",
content:"quick",
1,
{
type: 'pronunciation',
startTimeMs: 1620118800400,
attendee: { attendeeId: "1",
content:"brown",
1,
{
type: 'pronunciation’,
startTimeMs: 1620118800750,
attendee: { attendeeId: "1",
content:"fox",
1,
{
type: 'punctuation’,
startTimeMs: 1620118801000,
attendee: { attendeeld: "1",
content: ",
1]
1]
1]
}
}

isPartial: false,
endTimeMs: 1620118801000,

endTimeMs: 1620118800200,
externalUserId: "A"},
vocabularyFilterMatch: false

endTimeMs: 1620118800400,
externalUserId: "A" },
vocabularyFilterMatch: false

endTimeMs: 1620118800750,
externalUserId: "A" },
vocabularyFilterMatch: false

endTimeMs: 1620118801000,
externalUserId: "A" },
vocabularyFilterMatch: false

endTimeMs: 1620118801500,
externalUserId: "A" },
vocabularyFilterMatch: false
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Amazon Chime SDK EEHA I Z|E T} A

CHS BYE A&stod EMAIRIM HAIX|O|M ERMAIRIM ZEHIXE ot e + U&LICH o] BE

2 transcript-message.txt I} 20{| A 7‘._4 | =& 2 otalgolct

with open('transcript-message.txt') as f:
for line in f:

result_json = json.loads(line)["transcript"]["results"][0]
if result_json['isPartial'] == False:
print(result_json["alternatives"][@]["transcript"])
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® Note
Service Quota Chime SDK &|9] - 7|& 3|o| SA| 3|e|o| 7|24t 40| 2 A| 0| &
T E =2 £ USLICE Service Quota0] CHEF REAIEH LH 2 AWS B & X AWS Service

QuotaE FHZEFHAM L.

SH Mol AZE IR A 7|2 Mldo] &o{E = U= AL Hetg Foig + U&LICH 2E
ALEf O] WebRTC 212E AtEst7| ME0 L EX I} HIMAts ERMAIY X|HAE 24K| ef&LIC &7t
RE7E 712 Mt SH MM ALOJE TEHE [ WebRTC 212 E MAISStEE TEHo| 012 wHELICH.
O|& Sall ®7IXt= 22 E =XIX| i1 2tol= Chstol Foig = JU&LIC

CtS Ol0|X|= WebRTC 22 E AI835t04 7|E MMez Metste SH MMl &7IXE EoiELICH

S  AWS Cloud

Primary Replica

t A [ | A

[ 1)
AL AA/A

Presenters Participants Presenter

cHate & 7ERE 168


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

Amazon Chime SDK TR 7H0|E

=2 &Rt

”meCmHNMWWAWSaE%ﬁ%ﬁ¢9”imfmzoﬂﬂﬂﬁwﬂamiﬂxwﬂr
S C{ J1712 BIE0IA =7 S MAE & 2laUCh OIRUA 8 DILIof AWS HIEHAE Sl
712 MAOIM 25 MMOE 52 O+ QIEIUS Sof SR MMM A 7tatolH 2 &Lt ZEEH 3
58 N2 WESE 29 MR Dol SH M A DICof7h RIEA Thel AWS L=
38 S8 © MAZ OIS HES stod of Lt 2lo] ZEHE MBY + YaLich

CtS ol0|x|= o 2l el 7|2 Ml SXE MMdE EoiELCH

S AWS Cloud

F Region A Region B Region C

v v
B E

Primary Replica 1 Replica 2 Replica 3 Replica 4

 — S —

as x & & &

Presenters Participants Participants Participants Participants

CreateMeeting EE = CreateMeetingWithAttendees APIZ AF&310{ WebRTC O|C[0 MI/MHE A
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https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_CreateMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_CreateMeetingWithAttendees.html
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https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_CreateMeetingWithAttendees.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_BatchCreateAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_CreateAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_DeleteAttendee.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_DeleteMeeting.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_DeleteAttendee.html
https://github.com/aws/amazon-chime-sdk-android
https://github.com/aws/amazon-chime-sdk-ios
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https://github.com/aws/amazon-chime-sdk-js
https://docs.aws.amazon.com/chime/latest/APIReference/API_meeting-chime_DeleteMeeting.html
https://github.com/aws/amazon-chime-sdk-js/issues/1059
https://github.com/aws/amazon-chime-sdk-js/issues/1059
https://aws.github.io/amazon-chime-sdk-js/modules/faqs.html#known-browser-issues
https://github.com/aws/amazon-chime-sdk-js/blob/main/guides/20_Builders_Journey.md
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https://aws.amazon.com/blogs/business-productivity/server-side-logging-and-monitoring-of-amazon-chime-sdk-events/
https://aws.amazon.com/blogs/business-productivity/server-side-logging-and-monitoring-of-amazon-chime-sdk-events/
https://aws.amazon.com/blogs/business-productivity/monitoring-and-troubleshooting-with-amazon-chime-sdk-meeting-events/
https://aws.amazon.com/blogs/business-productivity/monitoring-and-troubleshooting-with-amazon-chime-sdk-meeting-events/
https://github.com/aws/amazon-chime-sdk-js/blob/main/guides/06_Meeting_Events.md

Amazon Chime SDK TR 7H0|E

ot Sjpist Rxlofl nE S XIEE ¢, S U X 2Hol oiEt Y2 E MBY 4+ sl of
2{8t RIETF AT motct 7S 5L ZAIE 8 4+ AaLICH BHE Sal 220 2HE 2950
sHolg 4 QlaLict

 connectionDidSuggestStopVideo
+ connectionDidBecomeGood

+ connectionDidBecomePoor
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https://aws.github.io/amazon-chime-sdk-js/classes/postlogger.html
https://github.com/aws/amazon-chime-sdk-js/blob/main/demos/browser/app/meetingV2/meetingV2.ts#L1773
https://aws.github.io/amazon-chime-sdk-js/modules/meetingevents.html
https://aws.amazon.com/blogs/business-productivity/monitoring-and-troubleshooting-with-amazon-chime-sdk-meeting-events/
https://aws.amazon.com/blogs/business-productivity/monitoring-and-troubleshooting-with-amazon-chime-sdk-meeting-events/
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https://github.com/aws/amazon-chime-sdk-js/blob/main/guides/07_FAQs.md#meetings
https://github.com/aws/amazon-chime-sdk-js/blob/main/guides/07_FAQs.md#media
https://github.com/aws/amazon-chime-sdk-js/blob/main/guides/07_FAQs.md#networking
https://github.com/aws/amazon-chime-sdk-js/blob/main/guides/07_FAQs.md#audio-and-video
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_CreateMeeting.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://docs.aws.amazon.com/general/latest/gr/chime-sdk.html
https://docs.aws.amazon.com/general/latest/gr/chime-sdk.html
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https://github.com/aws/amazon-chime-sdk-js#meeting-readiness-checker
https://github.com/aws/amazon-chime-sdk-js/tree/main/demos/serverless
https://github.com/aws/amazon-chime-sdk-js/tree/main/demos/browser
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/meeting
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/meeting/src
https://aws.amazon.com/blogs/business-productivity/build-meeting-features-into-your-amazon-chime-sdk-messaging-application/
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat/src
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat/src
https://aws.amazon.com/blogs/business-productivity//building-a-meeting-application-on-android-using-the-amazon-chime-sdk/
https://aws.amazon.com/blogs/business-productivity//building-a-meeting-application-on-android-using-the-amazon-chime-sdk/
https://aws.amazon.com/blogs/business-productivity//building-a-meeting-application-on-android-using-the-amazon-chime-sdk/
https://aws.amazon.com/blogs/business-productivity//building-a-meeting-application-on-android-using-the-amazon-chime-sdk/
https://aws.amazon.com/blogs/business-productivity/building-a-meeting-application-on-ios-using-the-amazon-chime-sdk/
https://aws.amazon.com/blogs/business-productivity/building-a-meeting-application-on-ios-using-the-amazon-chime-sdk/
https://aws.amazon.com/blogs/business-productivity/building-a-meeting-application-on-ios-using-the-amazon-chime-sdk/
https://github.com/aws-samples/amazon-chime-sma-update-call
https://github.com/aws-samples/amazon-chime-sma-update-call
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https://github.com/aws/amazon-chime-sdk-js#meeting-readiness-checker
https://aws.github.io/amazon-chime-sdk-js/modules/qualitybandwidth_connectivity.html
https://aws.github.io/amazon-chime-sdk-js/modules/qualitybandwidth_connectivity.html
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https://docs.aws.amazon.com/general/latest/gr/chime-sdk.html
https://console.aws.amazon.com/servicequotas/home/services/chime/quotas
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_CreateMeetingWithAttendees.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meeting-chime_BatchCreateAttendee.html
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https://pages.awscloud.com/GLOBAL-aware-GC-Amazon-Chime-SDK-2020-reg.html
https://aws.amazon.com/premiumsupport/plans/?nc=sn
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_Operations_Amazon_Chime_SDK_Identity.html
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instance/app_instance_idd| &F=ELICt
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ApplnstanceUser 44

AppInstanceE MHIMCIH Sl AppInstance0 AppInstanceUserE Mg LICH LEIMHO
2 AR U S S=25 7L 23018 M 0| &HYje 2AsHst

= TH= T OoOH L—ll:l' JE A Hlﬁ% EHAl_lél-E
AppInstanceUserE BtE £k J&LICH

CH Al M= HAlE AppInstanceUserE MMstE &g Eod FLICH.

aws chime-sdk-identity create-app-instance-user \
--app-instance-arn "app_instance_arn" \
--app-instance-user-id "back-end-worker" \
--name "back-end-worker"

S MMolM AppInstanceUserArnE F=3HMIL. arn:aws:chime:region:

aws_account_id:app-instance/app_instance_id/user/app_instance_user_id @4
LICt. O] ofAlofAME app_instance_user_id7} ‘efll= XtdxpL|Ct,

(@ Note

7M1 E2 YH2 FE2H0|1E o E 2|7 0|40 CHEF AppInstanceUserE BHE [
AppInstanceUserId7t g At&Xt2| 7|&E 1R ID(O: I3 3H SZAtS| sub)et Yx|st
T & 5= ZWLICh o2 HIAIXK| g AlIRtet Z4H2 AR API HE|E|0f MEE|= ME

= ESPN IS
ARtLICt O|& Sal HIAIX| & AIKtE 4Z4El AppInstanceUser ARNOIM =38 Ze §f
Ol 8t ZolM ALERI2| EA| O|F 2 Mo{E = JU&LICH
Amazon Chime SDK HIA|Z& BHll= MH|AO|A SDK XX &
HAC MH|AE CHESHE AFSAIE dHstn LIH AMEE BtED, sl ME2E HAIKIE ELiz, 3iE
Mol HIAIXIE ed&LCh.

CHS CLI BEE Adsl 371 MidES d8FLic

aws chime-sdk-messaging create-channel \
--chime-bearer "app_instance_user_arn" \

--app-instance-arn "app_instance_arn" \
--name "firstChannel"
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JHeER 7Hol=

O| BHE2 arn:aws:chime:region:aws_account_id:app-instance/app_instance_id/
channel/channel_id. @A 2 ARNS HMELICH

|

. HHOI= A{H|AO0 CHEH IAM ©

O|= RI&= HEA
o 1S o™

- YA API HEH 204 0|3H

» A HARIHE H LA

HAS AH|201 CHEH IAM Q1B 5HE &4

O] MMo| CLI
e BlAAE OHE
Zo| JHLRIDH &S £+ QE
bearerE ItZtO|EZE ALSE

Amazon Chime SDK HIA|E APIO CHEH IAM HEHI=

instance-user-arn O| &

&LICH flo] oot 242 #l= MH|A9| F2 ol OHE

JSON

230 M chime-bearer IlZtO|E{0| ==
7L} O] B|AAL} AS A2 5= AIZ2KIE

=stdl2. o] mEtO|EE

= Al93FL|C} CreateAppInstance®t

A I HIAIX] 2

APIE A28t 72| 2 E Amazon Chime SDK H|IA| & API= chime-

LICE.

chime-bearer ItZ}0O|E{Q}t & x|5tE

pp-

d
QEtLICH APIO] IH2F Z7F ARN(ZHHR o 2 &' ARN)O| Q& £ ¢

"Version":"2012-10-17",

"Statement": {
"Effect": "
"Action": [

"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime
"chime:
1,

"Resource":

"arn:aws:chime:us-east-1:123456789012:

user/back-end-worke

Allow",

:SendChannelMessage",

ListChannelMessages",
CreateChannelMembership",
ListChannelMembexrships",
DeleteChannelMembership",
CreateChannel"”,

:ListChannels",

DeleteChannel™

[

I‘Il,

oflet Z+e IAM H=Ho 2 o]o{ElLct,

app-instance/app_instance_id/

HHOI = AMH|AO|AM SDK &
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"arn:aws:chime:us-east-1:123456789012:app-instance/app_instance_id/
channel/*"

1

AppInstanceUser M0 M Resource ARNII ' ARNZ F=5HAIR. O] IAM H2 o Alol M=
HHOll = A-|I:||/\O-I| |D7|' 'HHOll = xl-o-lx|.'0| AI-QXI-EA-I APIE &8 £ Ql= Ht=2 lﬂ=l_o;|él-|__||_—_|. HHof|
E MHIAMM HE MBSt MEES 2 22 = UL S 5ted™ app_instance_user_arn2
arn:aws:chime:region:aws_account_id:app-instance/app_instance_id/user/*2 H
AstM L.

ef A% API #HEt 504 Ofsh

Amazon Chime SDK HIA|Z! APIOE IAM &2 Q|of| = 2 A|Xd HEto| QI&LICH o & S0

AppInstanceUser= AFEAF7F &8t RN MHBE HIAIX|E ELHAHLE RHE HEHAIS LIEE = JUE&L
Ct. olofl CH$t 8t 71 x| ofQl= AppInstanceAdmin2 E &Z4E AppInstanceUserL|Ct 7|E™MO
2 ZE|XtE o 2E Aol ciet HEt2 JHELICE CHEEQ| AF2 AlHME 528 HIALIA 2

Ol ZEE Wols Mu|A0EH O] HEto| TR BHLICH

=1 H

CHS CLI BE2 WI= ALSXHE E|RtZE s AIZLICH

aws chime-sdk-identity create-app-instance-admin \
--app-instance-admin-arn "app_instance_user_arn" \
--app-instance-arn "app_instance_arn"

A HIAIX]

OF

Dll_foq

= =

CHS CLI B2 Ai'd HAIXIE 2HLCH

aws chime-sdk-messaging send-channel-message \
--chime-bearer "app_instance_user_arn" \
--channel-arn "channel_arn" \
--content "hello world" \
--type STANDARD \
--persistence PERSISTENT

CHS CLI BB 2 Ad HAIXIE =22 Lrdg Lot
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* aws chime list-channel-messages

* aws chime-sdk-messaging list-channel-messages

aws chime-sdk-messaging list-channel-messages \
--chime-bearer "app_instance_user_arn" \
--channel-arn "channel_arn"
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Amazon Chime SDK MA|&E& “ﬁ”?ﬂE MH|A 0| A SDK & .=".
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A7 Yol QloH Moz MH|A0| A Amazon Chime SDK HIA|EI& ol MH|A0|A SDK &%
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Zé- Mo Ltet A=API ZEE - E = JU&LICH 20| E o E2|70]M 9.| MM =2 E 2
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat ZotMR. EEH0|E
Ol £t MHEZRE AAIZE HAIXIE =4lsts Lol CHE xFMIE LIE2 bSOCketSE AL& 304
Amazon Chime SDK HIA|Z0| M HIA[X]| =41 MME F XML,

mlo
]])I

2 e

=5 AR AH IAM A2 5 [2

Amazon Chime SDK HIA|&E2 7|22 2 AWS Identity and Access Management(IAM) &1t &
o] Al EE QS ELICH IAM HH2 T HE ALEXI7E +E = Ue U2 HolghL|ch AF8
Atgdjof & H He{7t FAE XMEHE AAE SHE MI3SHES IAM EHE BHE = U&LICH Amazon
Chime SDK HIA|E AFEALE @B Mg Mdste Eedof cHet REAM[EH LHE 2 Amazon Chime SDK

o o
HAIZ S| IAM 238 oAl MM E & ZSHMR.

A7t U= R O30 22 M2 AF835t0{ 7|& IDE Amazon Chime SDK HA|& T &

ZID3

g

- 7|E XH BB SZAE AE5to AL AHE QB e ChE @15 AMHIAE AWS Security Token
Service(STS)2t S& 501 ZEH0|AE0l| CHE AHA| Xt BH HIE MH[AE Mg = JU&LICH
STS= IAM &2 27| 28t APIE MS & LICE.
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https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat
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« 0|0/ SAML EE= OpenID 52 Atd 5H S2XH71 U= 82, AWS STS AssumeRoIeWithSAML ol
AssumeRoleWithWebldentityol| CHet £ &2 F&f3t5t= Amazon Cognito ID E& At&st= W0 £
&LICt. Amazon Cognito= OpenlD, SAML, Sign with Amazon, Sign with AppIeJ_F 2 HER X4
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EEE AWS STSE AL&stod AtAl| 2ot @15 HIE MHIAE BFEZHLE XA ID SSXHE 7
LICE.

Hot oI5 HIEE *IsH STS ALS

ActiveDirectory LDAPS} Z2 IDP7} 0l0] /T AFR A} XIS XH74 BE HIT! MH|AS T35t L 015
IIX| 2t 2 3|of FHAMXIOIA AE HMA MBS F2o{5tE{= B AWS STS As sumeRoIe APIE AlE
g £ QI&LICH 0|2 S ME K| Amazon Chime SDK MIA|Z!l SDK 2d&t2 MAdstL|Ct Q&g ot
E= 2ol cHEt AHAIEH LIS 2 & S M 45t0] IAM AFSRHoi| A HEt (22 HESHAMIR.

IAM 23&t2 Ct21 Zto| ofZ 2|7 0| Mof A AFRE Amazon Chime SDK HIA|E! ZfQiof| CHet Hete %
Al ElLCt

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"chime:GetMessagingSessionEndpoint"
1,
"Resource": [
wgn
]
},
{

"Effect": "Allow",
"Action": [
"chime:SendChannelMessage",
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://aws.amazon.com/blogs/business-productivity/build-chat-features-into-your-application-with-amazon-chime-sdk-messaging/
https://aws.amazon.com/blogs/business-productivity/build-chat-features-into-your-application-with-amazon-chime-sdk-messaging/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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"chime:ListChannelMessages",
"chime:CreateChannelMembership",
"chime:ListChannelMembexrships",
"chime:DeleteChannelMembership",
"chime:CreateChannelModeratox",
"chime:ListChannelModerators",
"chime:DescribeChannelModeratoxr",
"chime:CreateChannel",
"chime:DescribeChannel”,
"chime:ListChannels",
"chime:DeleteChannel",
"chime:RedactChannelMessage",
"chime:UpdateChannelMessage",
"chime:Connect",
"chime:ListChannelBans",
"chime:CreateChannelBan",
"chime:DeleteChannelBan",
"chime:ListChannelMembexshipsFoxAppInstanceUser",
"chime:AssociateChannelFlow",
"chime:DisassociateChannelFlow",
"chime:GetChannelMessageStatus"
]I
"Resource": [
"arn:aws:chime:us-east-1:123456789012:app-instance/app_instance_id/
user/my_applications_user_id",
"arn:aws:chime:us-east-1:123456789012:app-instance/app_instance_id/

channel/*"
]
}
]
}

O] of Alof M O] &S ChimeMessagingSampleAppUserRoleO|2t 1 £ & L|C}.

A X ARN 2|4 A 9| ChimeMessagingSampleAppUserRole &4
${my_application_user_id}ol Q= MM EfE FF3IML. 0| MM Ef2= AssumeRole API
M s £0M metO|E st E|of BHEtE|= XtE SE 2 B AL Xte| HEte 2 AMeHeLC

AssumeRole & TagSession APl 21 S £ 2 IAM AL A2t 20| 0|0 1B E IAM Y E|E|E AL 5104
SEEUCH AWS Lambda A3 2480t Z2 CHE IAM HEEE APIE 2 5 EE £ ULt i
IAM IDOJ| = ChimeMessagingSampleAppUserRole0|Al AssumeRole 2! TagSession2 EE& +

A= HEHo| {00k FrL|C.
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_TagSesstion.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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=

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]I
"Resource":
"arn:aws:iam: :123456789012:xo0le/ChimeMessagingSampleAppUserRole"
}
]
}

O| Al = O] &4&E ChimeSampleAppServerRoleO|2t £ & L|C}.

ChimeMessagingSampleAppServerRole0iA STS AssumeRole APIE 23 &
5 583te AE HME AHE5104 ChimeMessagingSampleAppUserRoles A
LICH 1AM &t &4 A= HAZ ALS5te WEof CHEF XEM[E LHE 2 1AM G 2

— (=]
S A8ste WS AESHMR. AWS IAM S Z&S ALS5H010] HAS o 7t £+ UL

=

=

CtChimeMessagingSampleAppUserRole. CHZ Ol AlE YURHAQI AZ| #HIE E o]

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS":
"arn:aws:iam: :123456789012:xo0le/ChimeMessagingSampleAppServerRole"

},
"Action": "sts:AssumeRole"

}

Z|5 ALR 22t0|AE o E 2|7 0|M 2B
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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}

ME HiZOIA Amazon EC2 RIAEA = AWS Lambda =& AH&38H01 AR E L

CtChimeMessagingSampleAppServerRole. 12T AME{7}

1. 22I0|HEL| KA BF w4l 2Fof| CHsh o ZE(7H|0|HE HEt F04E - LICH
1

2. ${aws:PrincipalTag/my_applications_user_id}Z ulzZtO|E{St5tE EE AHE 510
ChimeMessagingSampleAppUserRole0|AM STS AssumeRole2 EE & L|C}.

3. AssumeRole EE0{|A BtetEl X} H ZHE ALS Kol A HE = LICH

CHS Ol AlE 2B Ao AE S 7HE st 7| fI CLI 8- & EoiE LT

aws sts assume-role --role-arn
arn:aws:iam::my_aws_account_id:role/ChimeMessagingSampleAppUserRole --role-
session-name demo --tags Key=my applications_user_id,Value=123456789

Amazon Chime SDK HIA| A& ®lid AdA
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* CreateChannel

» CreateChannelMembership

Amazon Chime SDK HIA| &0l A HIA|X| ELHZ|

SendChannelMessage APIE At&30 HIA|XIE ©MEE = U&LICH ME I == GitHub2| M E of
ZC[7o|MofM O|8E += JU&LICE

Amazon Chime SDK M|A| &0 A ExpirationSettings AH&

AppInstanceUser = Channel2 BHE [ ExpirationSettings& At& 504 OH 2l AAT PXP
So 2 MANETE THE £ Q&LICH ExpirationSettingsE AEZ|X| HIES ML 2|4
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https://aws.amazon.com/ec2/
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_SendChannelMessage.html
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat
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gt Zut 2ME WXIste ol =20 ELIch ol & §0{ 70| XIL & A8StX| eb= RS 4Kt
L} HIAE SXMo 20t $&EFl AppInstanceUserE AME = U&LICH

AppInstanceUser?| B2 AIEXt WM AlZHE 7|E2 2 BtE 7|7tE XI'FELICH Channelll B2
M MY AlZE EE= OFX|S HIAIR| AlZHE ZI1E2 2 Bt 7|2tE XIEE L FXo| A2 HAIX| &
S2 AE85t04 At S ATKIE AFERL K™Y = JU&Lch

/A Important
ElAATI BFREl & ZHIZ ExpirationSettings7t BHOZIRE T Z MAE A|RtStod SHE
2lAAE AMELCH ZEMAE YEHHO R 6A|ZHO| AL E|X|BH O] A|Zt2 HEHE £ /&
LICH
ot 2| AKX =|X| of2 BtE & AppInstanceUsers % Channels2 0i%15| R =5t &4 &N
E EAELCE ST S50 ttg A S UOI0|ESHHL MHE 5= A2 AlAHI0| #HE

A E ErSgfL

A
- ExpirationSettings 74335} 7|
- B2 El 2|AA Arx|of CHEFAWS CloudTrail O[HE

ExpirationSettings 7435t 7|
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AEELICH
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A M Al ExpirationSettings 744

iy ExpirationSettingsg :ruuer A

CreateApplnstanceUser EE&= CreateChannel APIE Al
U&LICH ExpirationSettings IEtOIEE MY st=

oy e

« AppInstanceUserE ‘4 I chime:PutAppInstanceUserExpirationSettings

« Channel2 Mg [} chime:PutChannelExpirationSettings.

CtZ oMol A= AWS CLIE AF&35t04 6tF F0i BtEAppInstanceUserkt|=E& A4HELICH

aws chime-sdk-identity create-app-instance-user \
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateAppInstanceUser.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannel.html
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--app-instance-arn "app_instance_arn" \
--app-instance-user-id "backend-worker" \
--name "backend-worker" \
--expiration-settings '{
"ExpirationDays": 1,
"ExpirationCriterion": "CREATED_TIMESTAMP"
3

CHS OlMo A= AWS CLIE AL85t0 HIAIX|E OHX|H e 2 418t = 5t F F0i BFZChannel &=

g ddgict

aws chime-sdk-messaging create-channel \
--chime-bearer "app_instance_user_arn" \
--app-instance-arn "app_instance_arn" \
--name "firstChannel" \
--expiration-settings '{
"ExpirationDays": 1,
"ExpirationCriterion": "LAST_MESSAGE_TIMESTAMP"
3

PUT APIE A}8 35104 ExpirationSettings Tt 4335t 7|

PutApplnstanceUserExpirationSettings & PutChannelExpirationSettings APIE A}& 5}04
ExpirationSettingsE 4, UCIO|E U A Mg =& A&LICH

fjo
A

CHS oMol = AWS CLIE AF831042] AppInstanceUserE O|0|ESHE Y
ClExpirationSettings.

HoiELl

aws chime-sdk-identity put-app-instance-user-expiration-settings \
--app-instance-user-arn "app_instance_user_arn" \
--expiration-settings '{
"ExpirationDays": 30,
"ExpirationCriterion": "CREATED_TIMESTAMP"
3

Ctg oMol M= AWS CLIE A&3sto{ R | E At 6t
CtExpirationSettings.

rr

YHE HoiEL]

aws chime-sdk-messaging put-channel-expiration-settings \
--chime-bearer "app_instance_user_arn" \
--channel-arn "channel_arn"
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_PutAppInstanceUserExpirationSettings.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutChannelExpirationSettings.html
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otz El 2[AA AKX 0| CHEFAWS CloudTrail O[HIE

xpireAppInstanceUser EE= ExpireChannel O|HIE T}

NABIOIM BHRE BIAAE AR 5HE Ex
E 982 AT Aol K30l et ZatELC

AWS CloudTrail2 XS EL|CH o

Ct2 o Al= AppInstanceUser O|HEE 2o{&ELICIH

"eventVersion": "1.08",
"userIdentity": {
"accountId": "123456789012",

"invokedBy": "chime.amazonaws.com"
b
"eventTime": "2023-03-15T00:00:007",
"eventSource": "chime.amazonaws.com",
"eventName": "ExpireAppInstanceUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "chime.amazonaws.com",
"userAgent": "chime.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"eventID": "12345678-1234-1234-1234-123456789012",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::Chime: :AppInstanceUser",
"ARN": "arn:aws:chime:us-east-1:123456789012:app-instance/app-instance-id/
user/user-id"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"reason": "AppInstanceUser deleted due to expiration settings."
b

"eventCategory": "Management"
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WebSocketsE A2 504 Amazon Chime SDK HIA| & A HIA| K| =4l

Amazon Chime JS SDKZ WebSocketS A& 3504 HA|X|E =415t HLE H45H= WebSocket 22+0[A
E ZIo|EHHEIE A8 E £ A&LICH

1

WebSocket At& 2 A|ZSIE{H OIS 52 LIYEE =MOE [EAM L.

FH
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- oAd d¥st

AlZF5tE{H WebSocket @122 HHE = U= TEHE F0oist= IAM B g HolgrLct Chg olxf ™
S WebSocket 422 MME 4= Q= AppInstanceUser ™82 M3 ELICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action: [
"chime:Connect"
1,

"Resource": [
"arn:aws:chime:region:{aws_account_id}:app-instance/{app_instance_id}/user/
{app_instance_user_id}"

]
I
{
"Effect": "Allow",
"Action: [
"chime:GetMessagingSessionEndpoint"
1,
"Resource": [
nan
]
}

WebSocketZ AFE 3504 MIA|X| 4=l o


https://github.com/aws/amazon-chime-sdk-js
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]
}

ol= ZOIE Z4AH

=
CtE B A0 MHE WebSocket 21201 A8 ElE A=ZQIEE AMsI= YS dEELICH

1. GetMessagingSessionEndpoint APIE Al& 304 WebSocket AEXZQIEE ZHMeL|C}.

2. GetMessagingSessionEndpoint APIO{| A EHEHEl URLE AFE 510 ME HE 42 MBE
WebSocket URLE FAELICH 20| LR et 4 12 57| MMo| X|&EE [MEAM L.

@ Note

WebSocket URLS| &4l 21t Zr&LICH id.region.ws-messaging.chime. aws

14 M5t

A= ZQIEE ZHMSH $0i= 214 APIE AL25104 Amazon Chime SDK Hioll= A{H{od| CHEt
WebSocket A2E M35l AppInstanceUser0i CHEF HIAIX|E = AIEFLICH @7 0i| M4
AWS ME HT 48 AtE5HoF g LICH | MESHE RRME 2 ME HH 48 ALE 310 AWS
QLN ME EHHE HEFAM L.

(@ Note
A= ZQIEE HMSIE{™H GetMessagingSessionEndpoint APIE ZHY
gt WebSocket 22+0|2E EIO|EZHE|E AtS5t0{ AEZQIEN| AZ

X7

HO

GET /connect

?X-Amz-Algorithm=AWS4-HMAC-SHA256
&X-Amz-Credential=AKIARALLEXAMPLE%2F20201214%2Fregion%2Fchime%2Faws4_request
&X-Amz-Date=20201214T171359Z

&X-Amz-Expires=10

&X-Amz-SignedHeaders=host

&sessionIld={sessionId}

&userArn={appInstanceUserArn}
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/general/latest/gr/Signature%20Version%204_signing.html
https://docs.aws.amazon.com/general/latest/gr/Signature%20Version%204_signing.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
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&X-Amz-Signature=db75397d79583EXAMPLE

URI 2% mz2t0|E
2 E URI & 2| nl2t0|E{= URLE QI3 = z|o{of ghL|Ct.
X-Amz-Algorithm

AWS ME HTM HES HMsHE ol AL88H dnEl&S A'EELICH Amazon Chime SDKE AWS
ME T 4 Q1B D X[HSER, o]l &F 2| 4f2 AWS4-HMAC-SHA256IL|CT.

X-Amz-Credential

ol I2tOElS M4 7| 1D Q0T MBO| R& 3 AWS 21T X MH|A, 5 HIE MBHLICH o] 2
2 M ANl AHBSHE HQI9H URISHOL BrLICH Of THEHOIE{Q] ZLol UBHEQl HAIR T3 2L

CH.

<yourAccessKeyId>/<date>/<awsRegion>/<awsService >/aws4_request
of| A:

AKIAIOSFODNN7EXAMPLE/20201214/us-east-1/chime/aws4_request

X-Amz-Date

(21, yyyyMMddTHHmmssZ &4l At&35Hok gfLICt ol &
.|

a2 AlZE EAI21S0 8601 EES S
E ™ MAA(UTC)Z BHetsl 1 0|2 20200801T083241Z2 A

01, 08/01/2020 15:32:41.982-700
SfOF B LICt.

M

X-Amz-Signed-Headers
M AHskol| AtE 8t SlIEHE LEFELICH HE AHlgtol= TS Sl 7t 2 EL(C.

« HTTP 24 E 3.

« QFo|| F7}5lE{E 2 E x-amz-* 5.

Hotg ZststtdH | 2&stieds ZE 28 sll{oll MBsHok gf LIt

X-Amz-Signatures
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QA 2&57| st MBS MZsrLCH o] MZEE Amazon Chime SDK7} 74|M%P= MH
a 2 x|sHoF gfL|ct 2= X| &t 2™ Amazon Chime SDKE ™S HEELICH o & S0

733255ef022bec3f2a8701cd61d4b371f3f28c9f19EXAMPLEd48d5193d7 &IL l-_-|'
X-Amz-Security-Token

Security Token Service0|lM 7tX{2 X4 FH HEE M 835t= d2o MEIX X4 Y oteto/EH Y
LICk AMH|A0 CHEF XEMIEH HE = https://docs.aws.amazon.com/STS/latest/APIReference/& & Z= &t
M.

Sessionld

ﬂl?._

M QI WebSocket 24442| 1 IDE LIEFLICEH
UserArn

HAAES MHSe{= AppInstanceUser| IDE LIEFHLICE 2t AppInstanceUser2]
ARNO|0{0F BfLIC Odl: arn:aws:chime:us%2Deast%2D1:123456789012: app
%2Dinstance/694d2099%2Dcb1e%2D463e%2D9d64%2D697ff5b8950e/usexr/johndoe

O|2| 7IM27(& A8 3tod A MF SE TE 57|

WebSocket @122 Mg I # 2| Zt2t0|E0l prefetch-on=connect& X[ 3}04
CHANNEL_DETAILS O|HEE TME& + A &LICH D2 7}X 27| 7|52 Connect APISH & 7H K|S &
M, 0| 7|52 Sl ArSAt= FI7HAPI £ & Ql0| SRE ME EI|E =2 = JUELICH AISK= OS2
st & olA| |},

T AAH

 OFX|9F A HIAIX|Q EFHARZ E O[2| & + USLIC
- A ? Hi%%—’r—%‘é‘l—lﬂ

AEXE7E X|HE Dl2| 74X 27| Tet0|E & AFE5tod 9145t H AL Ate 1Z40| M LIRSS LIEHY
= MM dH o|HIEE s AlghL|ct 2™ AFEXt= %[0 507H2] CHANNEL_DETAILS O[HIE
gLIC AFE Rl ZH'E 0] 5074 O[22l B 942 API= CHANNEL_DETAILS O|HIEE S5l E
g 0|2| 7t 7|&Licth AF&XEo| ®{'= 0| 5071 O] &2l R API= Q1K| &2 MIAIX|7F =&
70 At #|& LastMessageTimestamp gt2 O[2| 7HX L2 7|8 LICH. CHANNEL_DETAILS
FE =ME TESH 5070 A'd 250l et O|HEE +4IF L CH

t£st 02| 7FX271= ChannelMessages 2 ChannelMembershipsOil CH3H CHS & BHetEFLICEH
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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« ChannelMessages - ChannelMessageSummary ZH4|2| S8 22, CreatedTimestampE 7|E2
2 LHERtE F-EELICH AL XA H EAIE =2 207H2] HIA|X|EF Z&HELC ol THRH AFS KL
ol A EAIZ|X| 2= CHa HIAIX|7L = B<ol= 2074 O|2te| HIA|IX|7F gHEHE == &L O B
2 HIAIX[7} RI2™ ChannelMessagesHasMore £20| MY ELICH AT E XFH AWS AH =&
oM =H 7ts.

« ChannelMemberships — ChannelMembershipSummary Z4&l|Q| S IL|Ct. Z|CH 30| ' HH
E x&ELct AZE X8 AWS A™H =F0M =™ 7ts.

O| ol AlolME prefetch-on=connectE At2stE WHg 2o FLC}.

GET /connect

?X-Amz-Algorithm=AWS4-HMAC-SHA256
&X-Amz-Credential=AKIARALLEXAMPLE%2F20201214%2Fregion%2Fchime%2Faws4_request
&X-Amz-Date=20201214T1713597

&X-Amz-Expires=10

&X-Amz-SignedHeaders=host

&sessionld=sessionId

&prefetch-on=connect

&userArn=appInstanceUserArn

&X-Amz-Signature=db75397d79583EXAMPLE

ol oilAl= Bt Aol CHEr SH S Eof ELICH 5070 Md 250l Cig SEE & Eulch

{
"Headers": {
"x-amz-chime-event-type": "CHANNEL_DETAILS",
"x-amz-chime-message-type": "SYSTEM"
1,
"Payload": JSON.stringify"({
Channel: ChannelSummary
ChannelMessages: List of ChannelMessageSummary
ChannelMemberships: List of ChannelMembershipSummary
ReadMarkerTimestamp: Timestamp
ChannelMessagesHasMore: Boolean
b
}
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMessageSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMembershipSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMessageSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMembershipSummary.html
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O|HIE *&|

i3S MAEH = AppInstanceUser7t HIA|IXIE £ AI5HE{H Dol HIAIXIE F7F8HoF EHLICE. O]
= CreateChannelMembership APIE A& & L|Ct.

(® Note

AppInstanceUsere= &4 At&lo| 8t 2= Aol CHel HIAIXIE = &IgFLCH
AppInstance7} @142 Zo™ D1|A|’c°>'0| S X|ELC.

AppInstanceAdminit ChannelModerator= CreateChannelMembership APIE At&3+0{ ZH'of|
CHEt HIAIRIE BAIMS 2 FIt6tX| b= & HIAIRIE =I5k K| et &Lt

S ES0lMs OIHE M2l s dBELICH

« HIAIX] FZ OfsH

- HE B4 ™ME|

HIAIX| Sz of 3

£ AE|lE 2 E WebSocket HA|X|= CHS @A S L|CH

{
"Headers": {"key": "value"},
"Payload": "{\"key\": \"Value\"}"
}
sl

Amazon Chime SDK HIA|A2 CF2 &l 7|8 AFE & LICH

* x-amz-chime-event-type
* x-amz-chime-message-type

* Xx-amz-chime-event-reason

S Ao e sleel 7tsEh 20 Ho|Z= & LiYdstn M ELICH

WebSocket2 AF&304 HIA|X| =4l 506


https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_CreateChannelMembership.html
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AT HA|IX|= JSON EAIQE gHEHELICH JSON EXHEo| X = x-amz-event-type SlIC{o]

ot EeFEILICEH CFS Eo|l= 7HS 8 x-amz-chime-event-type Z2/0 HO|ZE 7} LIEE[o] Q&L

CH.

EventType

SESSION_ESTABLISHED

CREATE_CHANNEL_MES
SAGE

REDACT_CHANNEL_MES
SAGE

UPDATE_CHANNEL_MES
SAGE

DELETE_CHANNEL_MES
SAGE

PENDING_CREATE_CHA
NNEL_MESSAGE

PENDING_UPDATE_CHA
NNEL_MESSAGE

FAILED_CREATE_CHAN
NEL_MESSAGE

Ho|2E &4l
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7} WebSocketod 91
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ebSocketO| &4
8t AL R}7F SESSION_E
STABLISHED MA|XIE £
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ChannelMessage
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMessage.html
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EventType

FAILED_UPDATE_CHAN

NEL_MESSAGE

DENIED_CREATE_CHAN

NEL_MESSAGE

DENIED_UPDATE_CHAN

NEL_MESSAGE

CHANNEL_DETAILS

HOo|RE & Al

A

ChannelSummary 24| 2/
L|Ct.

ChannelMessages

ChannelMessageSumm
ary x| 2202,
CreatedTimestamp £
ZIEe 2 L=t HEE
LICh =2 20742] HIAIX|
7t ZEE|X|2H AWS HH
F=ZE0|M O] Bt E =HE

- A&Lich

ChannelMemberships

ChannelMembershipS
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30Ho| Ad HHHE ghetst
KEF AWS HE =ZF oM
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Ct.

ReadMarkerTimestamp

AppInstanceUser 7} O}
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMessageSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMessageSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMembershipSummary.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMembershipSummary.html
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EventType
UPDATE_CHANNEL
DELETE_CHANNEL

BATCH_CREATE_CHANN
EL_MEMBERSHIP

CREATE_CHANNEL_MEM
BERSHIP

DELETE_CHANNEL_MEM
BERSHIP

UPDATE_CHANNEL_MEM
BERSHIP

x-amz-chime-message-type

C}2 Zo|E x-amz-chime-mess

HAIX] 28
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CONTROL
SYSTEM

X-amz-chime-event-reason
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HO|RZE
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_Channel.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_BatchChannelMemberships.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelMembership.html
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OlHIE 0| My
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22X 3E Aodd 7hs o4F o|l&

4002 oL ZCI0|HE T} AIZHE

4003 oL ==

4401 olL e CISEIX| &t
OfZZ|70|M0| B2 ZEE AF25104 CHA| AEsE B2 oHECIAHO|MES L2 =& sHoF &LCt.

1. GetMessagingSessionEndpoint APIE CtA| 21 £ &£36+04 Af 7|2 URL2 7+X{=LIC}.

2. 1AM A4 38 HEI} DR El A2 X4 5H HEE MZ o EL|ch.

3. WebSocketE S3alf @1Z2&FLICt.

amazon-chime-sdk-js 2t O|E2E[& A8 35t= B needsRefresh() &4 X refresh() HME
T345t™ 0| 20| At S22 ME[ELICH & &Edt= oAl= https.//glthub.com/aws-samples/
amazon-chime-sdk/blob/dc11c4c76¢c78d28f618577706bba2087919a5635/apps/chat/src/providers/
AuthProvider.jsx#L93-L1012 X 3HMI2.
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Amazon Chime SDKE At&6tH HIAIX| HE of xtA AEE[XIE AHE st O|F HIAIX| HIEH| O]
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B ILCH.
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_GetMessagingSessionEndpoint.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Credentials.html#needsRefresh-property
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Credentials.html#refresh-property
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https://github.com/aws-samples/amazon-chime-sdk/blob/dc11c4c76c78d28f618577706bba2087919a5635/apps/chat/src/providers/AuthProvider.jsx#L93-L101
https://github.com/aws-samples/amazon-chime-sdk/tree/main/apps/chat
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Amazon Chime SDKE M'A0M & dlst= o[HEO CHall (12 E ZE ZCI0|UEN| A|AH HAIXIE
2L|ch o|HEo|= ChEo| & ELICH

« UPDATE_CHANNEL - O| O|HIE = O|& 0|t HIEIH|IO|E{Qt 22 AM'd MF HEJ HU|0IEEIRIS S
LHEHHLICE,

» DELETE_CHANNEL - O| O|HE= HAIX|, M A, 2QX}, XS Z &8 AE L 2 E O|O|E{7} 4f
ME S ofolguct,

« CREATE_CHANNEL_MEMBERSHIP - O] O|HE = £ AppInstanceUser7t R0 HHZE FI}E|
A2 LIEPHLICE o] o|HIEO|= M AppInstanceUserO CHEM MIE HET ZEELICH

« DELETE_CHANNEL_MEMBERSHIP - O| O|HIE = AppInstanceUser7} H'—*OM NMAHEIRE S L
EFLICE O] O|HIEo|= AM7HE AppInstanceUserQ| M&E HET Z&E

« UPDATE_CHANNEL_MEMBERSHIP - O| O|HIE = Ut AE] Z{ ol ot 2 EL
Al A AO| 8 52| Dol CHE 5+l 2D Z AppInstanceUserE d%?ﬂ%% LEHHLICE, Of
O|HIEol= AppInstanceUser Ml X E 9 &7 AppInstanceUser7t TS E 51| o CHE
MeE T zaHELLCH

Amazon Chime SDK H|A| & 2] IAM & 0§ Al

AH& A7k Amazon Chime SDK HIAIE! 7|01l HAIASH2{EY ALGRI7L 2018 I X4 5T U2 E
MBS TS IAM 98 U A Bolsof FLICH IAM HME ALSKITI AMAY £ ol BlAAE M

ofgfLct.

O MMO| ofAlE Eoof & ZHE £+ e 7|2 MM MSELch &2 xt5 gk Aloj| CHE KFASH
L€ 2 Amazon Chime SDK HIA| A& Bl MH|AO|A SDK 21 & MME B X SIM2

O| ol Al= Amazon Chime SDK HIA|&EE At&sto{ O EEIF 0| E FFHst= MUK E fIeF S &
o4& LICH.
JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Action": [
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1,

"chime:CreateAppInstance",
"chime:DescxibeAppInstance",
"chime:ListAppInstances”,
"chime:UpdateAppInstance"”,
"chime:DeleteAppInstance",
"chime:CreateAppInstanceUsexr",
"chime:DeleteAppInstanceUser",
"chime:ListAppInstanceUsers",
"chime:UpdateAppInstanceUser",
"chime:DescxribeAppInstanceUser",
"chime:CreateAppInstanceAdmin",
"chime:DescribeAppInstanceAdmin"”,
"chime:ListAppInstanceAdmins",
"chime:DeleteAppInstanceAdmin",
"chime:PutAppInstanceRetentionSettings",
"chime:GetAppInstanceRetentionSettings",
"chime:PutAppInstanceStreamingConfigurations"”,
"chime:GetAppInstanceStreamingConfigurations"”,
"chime:DeleteAppInstanceStreamingConfigurations”,
"chime:TagResouxce",

"chime:UntagResource",
"chime:ListTagsForResouxce",
"chime:CreateChannelFlow",
"chime:UpdateChannelFlow",
"chime:DescribeChannelFlow",
"chime:DeleteChannelFlow",
"chime:ListChannelFlows",
"chime:ListChannelsAssociatedWithChannelFlow",
"chime:ChannelFlowCallback"

"Effect": "Allow",
"Resource": "*"

0| of| A|E AFZXI7F Amazon Chime SDK AF2 A} Zx|0]] HAMAE = T E FR5tE HAME HoiF
L|C}.
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": "chime:GetMessagingSessionEndpoint",
"Effect": "Allow",
"Resource": "*"

},

{

"Action": [
"chime:CreateChannel",
"chime:DescribeChannel”,
"chime:DeleteChannel”,
"chime:UpdateChannel”,
"chime:ListChannels",
"chime:Listsubchannels",
"chime:ListChannelMembexshipsFoxAppInstanceUser",
"chime:DescribeChannelMembershipForAppInstanceUsexr",
"chime:ListChannelsModexratedByAppInstanceUsexr",
"chime:DescribeChannelModeratedByAppInstanceUser",
"chime:UpdateChannelReadMarker",
"chime:CreateChannelModeratox",
"chime:DescribeChannelModerator",
"chime:ListChannelModerators",
"chime:DeleteChannelModeratox",
"chime:SendChannelMessage",
"chime:GetChannelMessage",
"chime:DeleteChannelMessage",
"chime:UpdateChannelMessage",
"chime:RedactChannelMessage",
"chime:ListChannelMessages",
"chime:CreateChannelMembexship",
"chime:DescribeChannelMembexship",
"chime:DeleteChannelMembexship",
"chime:ListChannelMembexships",
"chime:CreateChannelBan",
"chime:DeleteChannelBan",
"chime:ListChannelBans",
"chime:DescribeChannelBan",
"chime:Connect",
"chime:AssociateChannelFlow",
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"chime:DisassociateChannelFlow",
"chime:GetChannelMessageStatus"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:chime:us-east-1:123456789012:app-
instance/app_instance_id/usex/app_instance_user_id",
"arn:aws:chime:us-east-1:123456789012:app-
instance/app_instance_id/channel/*"

1

0| o Al= AF2 K}O{|H| Amazon Chime SDK AF2 Xt = x|of CHEt Z|A8to| 2

HoiE LIt

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": "chime:GetMessagingSessionEndpoint",
"Effect": "Allow",
"Resource": "*"

"Action": [
"chime:ListChannels",
"chime:DescxribeChannel"”,

"chime:ListChannelMembexshipsFoxAppInstanceUser",
"chime:DescribeChannelMembexshipForAppInstanceUser",
"chime:ListChannelsModexratedByAppInstanceUsexr",
"chime:DescribeChannelModeratedByAppInstanceUser",

"chime:SendChannelMessage",
"chime:GetChannelMessage",
"chime:ListChannelMessages",
"chime:Connect"

1,
"Effect": "Allow",
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"Resource": [
"arn:aws:chime:us-east-1:123456789012:app-

instance/app_instance_id/usex/app_instance_user_id",
"arn:aws:chime:us-east-1:123456789012:app-

instance/app_instance_id/channel/*"

1

O| 0ol Ali= AppInstanceUser0i CHEt WebSocket 122 M S| @8t HAME Eo{FLICH
WebSocket 217204 CHEF XFMIBF HE = WebSocketsE A2 3104 Amazon Chime SDK M| A| &l 04| A O

AR =& MME HZsHM L.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"chime:Connect"
]I
"Resource": [
"arn:aws:chime:us-east-1:123456789012:app-instance/app_instance_id/
user/app_instance_user_id"
]
}
]
}
gy PEk 2of 0]

H QUIAEIA AMEXI7L Aeof e A + U= Yol LIEE|o] U&LICH

rr

ol FX|ef o
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7

H QUAEIA E[Xt= KHalo] 2 E|X Q) M QIAHA Lo MM HHE Y = U&LICH
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API O|& 518 E= HE 047 Notes

UpdateChannel NetHoz 5{2H ElasticChannelConfiguration=
MYEt Foll= olo|lEE =
gigLct.

DeleteChannel SEE

DescribeChannel S H

ListChannel k=R

ListChannelMembers EE ApplnstanceUserArn€ CHE

hipsForAppInstance AppInstanceUser Z A2

User = AaLch
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bershipForAppInsta AppInstanceUser Z A2

nceUser T AaLch

ListChannelsModera 518 ApplnstanceUserArn& C}&

tedByAppInstanceUs ApplnstanceUserZ #E =T

er A& LIt

DescribeChannelMod 51 ApplnstanceUserArn& CI&

eratedByAppInstanc ppInstanceUser Z X2

eUser T U&Lct detAE! o
= S EIX| k&L
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rship
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bership
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hip
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rship

SendChannelMessage MetHe 2 HEF x| CreateChannelMembe
rship= AF&3t04 AF&lof CHE
HHAZ MB CHE APIE
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GetChannelMessage Allowed

ListChannelMessage SE

DeleteChannelMessage SEE

RedactChannelMessage kA=
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AP| O|& HE E= HE off Notes

UpdateChannelMessage Ngtxoz 2 E Rt&lof &3t HA|IXIBH HE
g = UsLch

CreateChannelModer HEFH

ator

DeleteChannelModer 1S=

ator

DescribeChannelMod HEE

erator

ListChannelModerator Gl

CreateChannelBan NetHo 2 {8 H XIEHSH AppInstan
ceUser = al{iE xgo|
AppInstanceAdmin =E&
SAA7E E £ i&LICt

DeleteChannelBan MEtro 2 5{2=

DescribeChannelBan HEH

ListChannelBan HEFH

UpdateChannelReadM ANgtro 2 FHEE H| Z2tAE] Aol 22 HA

arker CreateChannelMembership
APIE At&35to{ RH&lof| CHE
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GetChannelMessage

ListChannelMessages
DeleteChannelMessage
RedactChannelMessage

UpdateChannelMessage

AssociateChannelFlow
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1Flow
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ListSubChannels
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DeleteChannel SEE
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ListChannel Ngtxoz2 H2E 370 Aol ME HE ok 7HK
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User
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CreateChannelMembe Allowed
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SendChannelMessage
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ListChannelMessage
DeleteChannelMessage
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UpdateChannelMessage
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ator
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ator
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Allowed

a4 ¥ o
o HI o
gm o gh

pal
ok
i)
o)
Hu
9&
oo
il

o
olo

Allowed

3|_'
()
i

3|_'
oo
il

Notes

HX{ CreateChannelMembe
rship APIE At&3t0q Rt4lof
CHet HIEHA S et CHS
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Ch. gt AXF7F Amazon Chime 8t 2|0 Kinesis #et2 7HX|T A= X| EQlgL|ct
CIS oMol M= AWS CLIE AFE35l0 F 7HO| AFE 7| Q= Kinesis 2AE RS MAMSHE whdnt

SSEE g 4dslsie Y H% HoiE Lo

aws kinesis create-stream --stream-name chime-messaging-unique-name --

shard-count 2

aws kinesis start-stream-encryption --stream-name chime-messaging-
unique-name --encryption-type KMS --key-id "alias/aws/kinesis"
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--streaming-configurations DataType=Channel,ResourceArn=kinesis_data_stream_arn
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"Statement": {
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east-1:123456789012:apps/project_id/messages",
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}
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"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "messaging.chime.amazonaws.com"
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"Action": "sts:AssumeRole"
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"Effect": "Allow",

"Action": "chime:RegisterAppInstanceUsexrEndpoint",

"Resource": "arn:aws:chime:us-east-1:123456789012:app-
instance/app_instance_id/usexr/app_instance_user_id"

},

{
"Sid": "PermissionToGetAppOnPinpoint",
"Effect": "Allow",
"Action": "mobiletargeting:GetApp",
"Resource": "arn:aws:mobiletargeting:us-

east-1:123456789012:apps/project_id"
}
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"pinpoint.notification.body=PushNotificationBody",
"pinpoint.campaign.campaign_id=_DIRECT",
"pinpoint.notification.silentPush=0",
"pinpoint.jsonBody="{
"chime.message_id":"ChannelMessageId",
"chime.channel_arn":"Channel ARN"

}
}
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{
"Preferences": {
"PushNotifications": {
"FilterRule": "{\"type\":[{\"anything-but\": [\"USER_ARN\"]1}1}",
"AllowNotifications": "FILTERED"
}
}
}
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"MessageAttributes": {
"senderId": {
"StringValues": ["USER_ARN"]
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{
"Preferences": {
"PushNotifications": {
"FilterRule": "{\"mention\":[\"Bob\"]1}",
"AllowNotifications": "FILTERED"
}
}
}
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"MessageAttributes": {

"mention": {
"StringValues": ["Bob", "Alice"]

}
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"MessageAttributes": {
"mention": {
"StringValues": ["Tom"]
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{
"Preferences": {
"PushNotifications": {
"FilterRule": "{\"type\":[{\"anything-but\": [\"Room\"]13}1}",
"AllowNotifications": "FILTERED"
}
}
}
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"MessageAttributes": {

Iltypell : {
"StringValues": ["Conversation"]
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"MessageAttributes": {
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"StringValues": ["Room"]
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{
"Preferences": {
"PushNotifications": {
"FilterRule": "{\"type\":[{\"anything-but\": [\"Room\"]13}1,\"mention\":
[\"Bob\"1}",
"AllowNotifications": "FILTERED"
}
}
}
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"MessageAttributes": {
"mention": {
"StringValues": ["Bob"]
},
"type": {
"StringValues": ["Conversation"]

"Preferences": {
"PushNotifications": {
"FilterRule": "{\"$or\":[{\"mention\":[\"Bob\"]1}, {\"type\":[{\"anything-but
\": [\"Room\"1}1}1}",
"AllowNotifications": "FILTERED"
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"MessageAttributes": {
"type": {
"StringValues": ["Conversation"]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey"
1,
"Resource":
"Condition": {
"StringlLike": {
"kms:ViaService": [
"kinesis.*.amazonaws.com"

1

g

}
3,

{
"Effect": "Allow",

"Action": [
"kinesis:PutRecord",
"kinesis:PutRecoxds",
"kinesis:DescribeStxeam"

1,

"Resource": [
"arn:aws:kinesis:*:*:stream/chime-messaging-*"

]

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_PutMessagingStreamingConfigurations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
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AWS:SourceArn: "arn:aws:chime:region:AWS AccountId: appInstance/"

(® Note
S ¢ OIAHA IDE MBoto] ZRAME 2587 HUSIIES A 5t0d AlHO| 2E

E
Amazon Chime SDK ¥ CIAEIAT} Z2MME S5 E 528 £+ UaLct.

Z 4 Het F045t7|

test = 2 H|M Lambda & £7} ChannelFlowCallback APIE S &5t & 5{&3sHof g L|ct. o] &
off CHEF XtAIEH LH& 2 AWS Lambda 7HE X} OHLHAM 2| AWS Lambda &3 238 52 FZsHML.

JSON
{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"chime:ChannelFlowCallback"
]I
"Resourxce": [
"arn:aws:chime:us-east-1:111122223333:appInstance/*"
]
}
]
}
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/whitepapers/latest/serverless-architectures-lambda/performance-efficiency-best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
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"EventType": "string"
"CallbackId": "string"
"ChannelMessage": {
"MessageId": "string",
"ChannelArn": "string",
"Content": "string",
"Metadata": "string",
"Sender":{
"Arn": "string",
"Name": "string"

Iy

"Persistence": "string",
"LastEditedTimestamp": "string",
"Type": "string",
"CreatedTimestamp": "string",
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_Identity.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_messaging-chime_ChannelFlowCallback.html
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Amazon Chime SDK HIA|&& EventBridgeZ XIS3HE S8+ ol 2l M4

Amazon Chime SDKE ZZAM|M Lambda &+E 2 &35t & LF7H LME M o|HIEE MSELICH

OHEE Ad 52 MMHE ] =Z Aol XIHE Fallback XHdo] 4-*74| 10| MESEL|Ct ZHEE
Tt&Z BHdstod o|zEt O|HIEE X|™st, o2&t O|HIE & Sttt &0 LR I =& XS
SHE B2 x|HE = U&LICH AHAIEH L& 2 Amazon EventBridge Ar-g- gﬂo)ﬁ% 2=stM 2. 0|9t
2 2R dlst™ T8 Fallback & dof| et RHe| 40| HAIXIE £ = Q47{Lt HIA|
X7t X2 g0l DS S5 MEE/LICH Fallback Zdof cist RMEH LI 2 Amazon Chime SDK
AP| & Z=0f| M ProcessorgE & ZE3HA2.

{
"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime ChannelFlow Processing Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "region",
"resources": [],
"detail": {
"eventType": "ProcessorInvocationFailure",
"appInstanceArn": "arn:aws:chime:region:AWSAccountlId:app-
instance/AppInstancelId",
"channelArn": "arn:aws:chime:region:AWSAccountId:app-instance/AppInstanceld/
channel/ChannelId",
"messageld":

"298efac7298efac7298efac7298efac7298efac7298efac7298efac7298efac7",
"processorResourceArn":
"arn:aws:lambda:region:AWSAccountId:function:ChannelFlowLambda",
"failureReason": "User is not authorized to perform: lambda:InvokeFunction on
resource: arn:aws:lambda:region:AppInstanceld:function:ChannelFlowLambda because no
resource-based policy allows the lambda:InvokeFunction action"

}
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CHS Al E 2|4 7]8t HEg Ho{FLICH.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "messaging.chime.amazonaws.com"
},
"Action": [
"lex:PutSession",
"lex:DeleteSession",
"lex:RecognizeText"
]I
"Resource": "arn:aws:lex:us-east-1:111122223333:bot-alias/lex-bot-id/lex-
bot-alias-id",
"Condition": {
"StringEquals": {
"AWS :SourceAccount": "111122223333"
}I
"ArnEquals": {
"AWS:SourceArn": "arn:aws:chime:us-east-1:111122223333:app-instance/app-
instance-id/bot/app-instance-bot-id"

® Note
3tLtO| AppInstanceBotO| Amazon Lex V2 2 S &35HE 5 51&5t24H ApplnstanceBot2|
IDE AFEELICE AppInstanceBots LH2| 2= AppInstanceO| AmazonLex V2 R &
g+ ALE 5185t AUt = S ASELICH oA

arn:aws:chime:region:aws-account-id:app-instance/app-instance-id/bot/
*
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Amazon Chime SDK HIA|&& Applnstance & A7

2E HA L R0l ZEE Amazon Lex V2 22 BHE 0= Amazon Chime SDK HIA|
& APl EE= CLIE AF830d ApplnstanceBotS MM SHLICH API AFE 0] CHE REMIEH LIS S
CreateApplInstanceBot AP| MBEAME X XML

(® Note

InvokedBy &£482 AI&3t0{ AppInstanceBotl L3t &5 A& SE 2 FHE + &L
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JHeER 7Hol=

CHS oMol AH= AWS CLIZE AI235t09 MENTIONS, CHAY HIAIR|7F =& El 2 E E & HA|X|7} 5&¢E
Ho{ELILC}.

£ Q= ApplnstanceBot2 MM WS

aws chime-sdk-identity create-app-instance-bot \

--app-instance-arn app-instance-arn \
--name app-instance-bot-name \
--configuration '{

"Lex": {
"LexBotAliasArn": "lex-bot-alias-arn",
"LocalelId": "lex_bot_alias_locale_id",
"InvokedBy": {
"StandardMessages": "MENTIONS",
"TargetedMessages": "ALL"
}
"WelcomeIntent": "welcome-intent-name"

Amazon Chime SDK H|A|&& ApplnstanceBot0ll CHEH &' Hb{ 4] A

o o

ApplnstanceBotZ BHE Foll= M A'Eo[Lt 7|&E Aol HEHZE F7HEHLICH XbMIEH LHE 2 Amazon
Chime SDK HIA| & APl AEAMO{| M CreateChannel &' CreateChannelMembership AlAM& & X 5HAl
o

CtZ oMol M= AWS CLIE AH&35tod A2
HoiELIcH

aws chime-sdk-messaging create-channel \

MH5t 1 E WHAppInstanceBot 2 F7tete WY

mo

--chime-bearer caller_app_instance_user_arn \

--app-instance-arn app_instance_arn \

--name channel_name \

--member-arns '[
"app_instance_bot_arn"

] 1

Ct= oMol M= AWS CLIE Ar835t04 7|&E R'E| AppInstanceBotE F7t5teE 2 Ho{E L

Ct.

aws chime-sdk-messaging create-channel-membership \
--chime-bearer caller_app_instance_user_arn \

--channel-arn channel_arn \
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--member-arn app_instance_bot_arn

Amazon Chime SDK HIA| & & ApplnstanceBot0l| HIA|X| ELY7|

SendChannelMessage APIZ A& 3104 ApplnstanceBotoll HIA|XIE EH £+ Ql&LICEH
ApplinstanceBotO| &8t &'dof|l HIAIXIE E'HLICH xt2do ofs ZE O] HIA|X| 2RIRE QA5

Amazon Lex QIHIEE T & 35I™ ApplnstanceBotO| AM'E MAIX|Z2 SE St CHSHE AIRFEFLICY.

Ee stz o] HEH(ApplnstanceUser 2= ApplnstanceBot)0l| 7| CHAM HIAIX|E Ed £ Ql&LICH CH
Ao g AXLOE CHA HIAIRIE & 5 USLICH CHA HIAIRIE & &= e AFS AR sHE HIA|X|of CHEt
Iodg a8 = A&Uch OoL #ElAteE e ol 2 = e Ty HIAIXIE AXME = &Lt

CHS oX[ol M= AWS CLIE AtE5t0{ AM'd HIAIX|E T™E st Y-S EoiELICH

aws chime-sdk-messaging send-channel-message \
--chime-bearer caller_app_instance_user_arn \
--channel-arn channel_arn \

--content content \

--type STANDARD \

--persistence PERSISTENT

Amazon Chime SDK HIA| &

rIlIo

2|8t Amazon Lex HA|X| X 2|

Amazon Lex0ll HA|X|E 2 [} Amazon Chime SDK HIA| A & 2! 2rAIX}O| ARN HMEE 23
EAMOZ CHIME.channel.arn 2! CHIME.sender.arn0 RS LIC}. O] &2 AF25104 HA|X|E
HIH AR HILH ALEHO| &8 RHE 2 = QIE & U&LICH XHM[EH LIE 2 Amazon Lex 7HEF R OFHLK

M2| AWS Lambda &£ AF&35104 AL A K| 25| 2SI E HTFHM 2.

Amazon Chime SDK HA|&E ?[8t ApplnstanceBot & #Z|

AEXt7H HIAIXIE ELHH ApplinstanceBot2 AH'd HIA|X|2 SEELICH AH'd HIAIX|E LtFsto] =

o SEE e &+ A&LICH

CHS ol= CLIE AF&Estod Aid HIAIX|E Lidste ¥HE 2o ELICH

aws chime-sdk-messaging list-channel-messages \
--chime-bearer caller_app_instance_user_arn \
--channel-arn channel_arn
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ApplnstanceBot2| 43 82 Ct& Y42 AFSELICH

{
"MessageId": "messageId",
"Content": "*{\"Messages\":[{\"...\"}1}*",
"ContentType": "application/amz-chime-lex-msgs",
"MessageAttributes": {
"CHIME.LEX.sessionState.intent.name": {
"StringValues": [
"lex_bot_intent_name"
]
1,
"CHIME.LEX.sessionState.intent.state": {
"StringValues": [
"lex_bot_intent_fullfilment_status"
]
1
"CHIME.LEX.sessionState.originatingRequestId": {
"StringValues": [
"lex_bot_originating_request_id"
]
1,
"CHIME.LEX.sessionState.sessionId": {
"StringValues": [
"lex_bot_session_id"
]
}
1,
"Sender": {
"Arn": "app_instance_bot_arn",
"Name": "app_instance_bot_name"
1,
"Type'": "STANDARD",
}
Content

Content ZE=0{&= Amazon Lex V2 20IM MEE HIA|X| 50| L& |01 U&LICH Ol HIA|

Xlofl CHEt REMIBH LHE 2 Amazon Lex V2 RecognizeText API2| HIA[X|E EHZSHMIL.
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JHeER 7Hol=

Amazon Chime SDK
"Messages":

[
{
"Content": "Hello!",
: "PlainText"

"ContentType":
},
"ImageResponseCard"

{
"ContentType":
"ImageResponseCard"
"Hello! I'm BB, the Bank Bot."
"I can help you with the following transactions",

{
"Title":
"Subtitle":
"Buttons":
[
{
"Text": "Check balance",
"Value": "Check balance"
},
{
"Text": "Escalate to agent"
"Value": "Escalate to agent"
}
]
}
}
]
}
An S| 32 2= Heos O3 22 49 2F ARt Z=7F ZEELICH
{
"Code": error_code
}
ContentType
ContentType Content ZEO| Z& & HO|2EE ¥ LUEIHHEE Content EE
AMte{™ BFE Al #QlsfoF gL|Ct

(® Note
Lex V2 22 CIE ContentTypeS AFEELICH.
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74

ContentType2 83 8H9| A< application/amz-chime-lex-msgsZ, Al SEOo| F<

application/amz-chime-lex-error2 A LICH.

MessageAttribute

MessageAttribute= EAtRE 7|2t EAtAE Lol IHE LICE AppInstanceBot 2| & EH 0= Amazon
Lex RO SE HEE CtSot 22 HAIX| 40| ZE /0] U&LICH

AAEH

« CHIME.LEX.sessionState.intent.name - 20| X 2[5t2d AT 8t Lex & CIHIE O] O|§ LIC}.

« CHIME.LEX.sessionState.intent.state — IEIE O| $4XH MENQILIC} 7158t 242 Fulfilled,
InProgress, FailedL|C}.

« CHIME.LEX.sessionState.originatingRequestld — Amazon Lex 20| Cigt EX 2 HE QIst 1/
AlEREILICH Of 22 ApplnstanceBotE E 2|78t & A& X HIAIX|2| MessageIdE HAHE

LIC}.
« CHIME.LEX.sessionState.sessionld — AF2 X9} & | CHSIE LHEHLHE 15 AEXFQILICEH A

O
A7 21 chSHE AlEHSHH Amazon Lexe HW% sk

Amazon Lex M|441} M| AFEHOY| CHEF RFAMIEH LH® 2 Amazon Lex API £ = O] SessionState &!
Amazon Lex V2 FHEFRF OLHA S| MM EHE[E & ZFHAMIL.

Amazon Lex V27| gtetst= &0 CHSt REM[EH LI 2 Amazon Lex TIEFR V2 APIE & ESHMIR.

=

T2lg AHE3104 Amazon Chime SDK HIA|AE Amazon EventBridgeoi| O]
HE T

Amazon Chime SDKE 2F 2 2I3l| Amazon Lex V2 RE EEE + 9= 8 EventBridge O|HEE
MergtLict. olgqdt o|H4|E% QA5 20| UX[etH XIS 2 ZXIE FIStE EventBridge =S
MME 4= Ql&LICt Kt M2 = Amazon EventBridge AH& A M 2| Amazon EventBridge 72|82
SEXCIYNRe)

version: 'Q',

id: '12345678-1234-1234-1234-111122223333"',

'detail-type': 'Chime Messaging AppInstanceBot Lex Failure',
source: 'aws.chime',

account: 'aws-account-id',

time: 'yyyy-mm-ddThh:mm:ssZ',
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region: "region",
resources: [],
detail: {
resourceArn: 'arn:aws:chime:region:aws-account-id:app-instance/app-instance-id/
bot/app-instance-bot-id',
failureReason: "1 validation error detected: Value at 'text' failed to satisfy
constraint: Member must have length less than or equal to 1024 (Service: LexRuntimeV2,
Status Code: 400, Request ID: request-id)"

}
}

Amazon Chime SDK HA|&& Amazon Lex V2 2202 7=
ApplnstanceBot £A| 512

Ct= &30l M= ApplinstanceBots2| K829 EX|E s Z25t= &Edoll CHal AHEELCt.

Amazon Lex V2 &l 37|

Amazon Chime SDK HIA|E2 @72 QI8 Amazon Lex V2 22 &8 £ Qi B2 Amazon
L

EventBridge O|HIEE MEELICH & MA & 22! Ciah F-of cHet REAll
EventBridge AHS A A0i| A Amazon EventBridge AlZf 57| BHE R ZSHMIR.

AWS CloudWatch Logso A EventBridge O|HHIE & == 4I5t= @< CloudWatch Logs Insights& Al&
&t03 AWS Amazon Chime SDK HIA|E M2 HE RS 7|2 Z EventBridge O|HEE #EIg &
A&LICH failureReasonOi Al Q10| Lt@E |0 Qd&LC.

CHS oAl M= LEFM QI A 2[E Eo{ELICH.

fields @timestamp, @message
| filter “detail-type’ = "Chime Messaging AppInstanceBot Lex Failure"
| sort @timestamp desc
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{
"Type": "PlayAudio",
"Parameters": {
"Callld": "call-id-1",
"ParticipantTag": "LEG-A",
"PlaybackTerminators": ["1", "8", "#"],
"Repeat": "5",
"AudioSource": {
"Type'": "S3",
"BucketName": "valid-S3-bucket-name",
"Key": "wave-file.wav"
}
}
}
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"Type": "RecordAudio",
"Parameters": {
"CallIld": "call-id-1",
"DurationInSeconds": "10",
"SilenceDurationInSeconds": 3,
"SilenceThreshold": 100,
"RecordingTerminators": [
"
1,
"RecordingDestination": {
"Type": "S3",
"BucketName": "valid-bucket-name",
"Prefix": "valid-prefix-name"
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Incoming call

E 164 "To phone +12065550144

number" from your
Amazon Chime

inventory
Name Rule-1234
ID d2b9f7b8-e93b-4fe8-bcca-99d04da8f4a6

Trigger Type To phone number
Trigger Value +12125550123

Target 7bb75e1b-2158-46a1-bdec-c72f17587968
Priority 1

Target b3ffff6a-5ada-4ed2-a6b0-51f8adbfbeac
Priority 2

o /

SIP media application SIP media application
Name SMA-1234-west Name SMA-1234-east
1D 7bb75e1b-2158-46a1-b4ec-c72f17587968 1D b3ffffea-5ada-4ed2-a6b0-51f8adbfbeac
AWS Region US West (Oregon) AWS Region US East (N. Virginia)
Endpoint arn:aws:lambda-us-west-2: Endpoint arn:aws:lambda-us-east-1:

111122223333:function:LambdaFunction 111122223333:function:LambdaFunction

Lambda function Lambda function

ARN arn:aws:lambda-us-west-2: ARN arn:aws:lambda-us-east-1:
111122223333:function:LambdaFunction 111122223333 function:LambdaFunction
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Voice i
1234567890abcdef0.voiceconnector.
Connector :
chime.aws
Host name

o

o

ID b8be60f8-788c-4a30-b489-62531291cf

Trigger Type Request URI hostname
Target 81bdd897-2948-474d-849e-9a754a136f28

Trigger Value  12345678cdef0.voiceconnector.chime.aws

Priority 1

@me Rule-5678 /
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_UpdateSipMediaApplicationCall.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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Example: At 7tS8t TS Z4M

# Search for available toll-free phone numbers
aws chime-sdk-voice search-available-phone-numbers \
--phone-number-type TollFree \
--country US \
--toll-free-prefix 844 \
--max-results 5 \
--region us-east-1

# Order a phone number
aws chime-sdk-voice create-phone-number-order \
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https://aws.amazon.com/chime/chime-sdk/pricing/
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--product-type SipMediaApplicationDiallIn \
--el64-phone-numbers "+18445550100" \

--region us-east-1

ok
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AM Zotof M AHE Tttt AR M8 E+184455501002 HEELICH O &

Z 2 H|MEhCt.

# Get the phone number order status
aws chime-sdk-voice get-phone-number-order \

--phone-number-order-id abcd1234-5678-90ab-cdef-EXAMPLE55555 \
--region us-east-1

Z#Z IDE create-phone-number-order H&o{AM BHEHE IDZ HFELICH
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# List all phone numbers
aws chime-sdk-voice list-phone-numbers \

--region us-east-1
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# List unassigned phone numbers
aws chime-sdk-voice list-phone-numbers \

--region us-east-1 \
--query "PhoneNumbers[?Status=='Unassigned'].E164PhoneNumber
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- B

290

&3t M2lE ?IE Lambda & 4



Amazon Chime SDK

JHeER 7Hol=

Example: Lambda0i| CHEH IAM 23 44

Lambda &+ & M5t 7| ol 2§ HEtE 2o45ts IAM &S M5 ok &

=

cat > lambda-trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
EOF

aws iam create-role --role-name ChimeSDKLambdaRole \
--assume-role-policy-document file://lambda-trust-policy.json

aws iam attach-role-policy --role-name ChimeSDKLambdaRole \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

O[2{3t BB 2 Lambda?}l O|& =5t 7|2 A& HME HEAGH TS 5&5t= IAM JE S HE L
Ct.O| 22 LambdaZl CloudWatcho 2E1& £ + /= HEtE M3 Lt
Example Lambda &4 A4 4d:
O|M| =&l S3tE *2|& ZtEHEt Lambda &8 MM ELICEH

mkdir -p lambda

cat > lambda/index.js << EOF

exports.handler = async (event) => {

console.log('Received event:', JSON.stringify(event, null, 2));
291
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// Simple call handling logic
const response = {
SchemaVersion: '1.0',
Actions: [
{
Type: 'Speak',
Parameters: {
Engine: 'neural',

Text: 'Hello! This is a test call from Amazon Chime SDK PSTN Audio.'

VoiceId: 'Joanna'
}
.
{
Type: 'Hangup',
Parameters: {
SipResponseCode: '200'

]
};

return response;
};
EOF

cd lambda
zip -r function.zip index.js
cd ..

# Get your AWS account ID
ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

aws lambda create-function \
--function-name ChimeSDKCallHandler \
--runtime nodejs18.x \

--role arn:aws:iam: :${ACCOUNT_ID}:role/ChimeSDKLambdaRole \
--handler index.handler \

--zip-file fileb://lambda/function.zip

O| Lambda &£ &8 HAIX|Z =& SEHo SEEH O ©EE Z&LCH
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Example: Amazon Chime SDKO{| CH&F Lambda T8t F7}

Amazon Chime SDK AMH|A0] Lambda &+& S && &+ U= HEHE FoigLCt

# Get your AWS account ID
ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

aws lambda add-permission \
--function-name ChimeSDKCallHandler \
--statement-id ChimeSDK \
--action lambda:InvokeFunction \
--principal voiceconnector.chime.amazonaws.com \
--source-account ${ACCOUNT_ID}

0| W2 AF2 35t Amazon Chime SDK Voice Connector AH|A 7 Lambda &4+ $&& 4 &L
Ct.

SIP O|C|of o & 2|7i|o| &

SIP O|C|o] OHEE[#H 0|42 Lambda & & PSTN 2C|2 MH|A0 4ZELICH o] MMoM=
Lambda & & At&st= SIP O|C|o oHEE|7| 0|44 S Y dELICt

Example: SIP O|C|0{ o Z 2710 A+

# Get your Lambda function ARN
LAMBDA_ARN=$(aws lambda get-function --function-name ChimeSDKCallHandler --query
Configuration.FunctionArn --output text)

aws chime-sdk-voice create-sip-media-application \
--aws-region us-east-1 \
--name "MyCallHandlerApp" \
--endpoints "[{\"LambdaArn\":\"${LAMBDA_ARN}\"}]1"
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SIP O|C|o{ ofE2|70|M2 PSTN 2LC|2 AMH|AQ} Lambda
Example: SIP O|C|o o EEZ|71[0[M ID 7HX{2 7|

SIP O|C|o{ o E2|FH 0] E W et Foll= Rt&AM IFE0AM AHSE IDE AMstoF FLICt

SIP O|C[o{ oHEE|F 0| d Y 293



Amazon Chime SDK TR 7H0|E

SIP_MEDIA_APP_ID=$(aws chime-sdk-voice list-sip-media-applications \
--query "SipMediaApplications[?Name=='MyCallHandlerApp'].SipMediaApplicationId" \
--output text)

echo "SIP Media Application ID: ${SIP_MEDIA_APP_ID}"

SIP 2|2 Mg m ERst2z0| HFolM EHerEl SIP O|C|of of ZE]7H0|M IDE 7|58l SLCH
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# Get an unassigned phone number from your inventory
PHONE_NUMBER=$(aws chime-sdk-voice list-phone-numbers \
--query "PhoneNumbers[?Status=='Unassigned'].E164PhoneNumber | [0]" \

--output text)

# If no unassigned phone number is found, you'll need to provision one

if [ -z "$PHONE_NUMBER" ] || [ "$PHONE_NUMBER" == "None" ]; then
echo "No unassigned phone numbers found. Please provision a phone number first."
exit 1

fi

echo "Using phone number: ${PHONE_NUMBER}"

aws chime-sdk-voice create-sip-rule \
--name "IncomingCallRule" \
--trigger-type ToPhoneNumber \
--trigger-value "${PHONE_NUMBER}" \
--target-applications "[{\"SipMediaApplicationId\":\"${SIP_MEDIA_APP_ID}\",\"Priority

\Il : 1}] n
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# Replace with your Voice Connector hostname
VOICE_CONNECTOR_HOST="example.voiceconnector.chime.aws"

aws chime-sdk-voice create-sip-rule \
--name "VoiceConnectorRule" \
--trigger-type RequestUriHostname \

--trigger-value "${VOICE_CONNECTOR_HOST}" \
--target-applications "[{\"SipMediaApplicationId\":\"${SIP_MEDIA_APP_ID}\",\"Priority

\":13]"

S AE O|&E& Voice Connectorl| O}RHIRE SAE O|E2Z HiELICH
044 SIP O|C|o{ o EZ2|F0|ME AFEStod S5 A

|81 S L&t AWS E|Z10fA 0424 SIP O|C|o{ of Z 2|70 S 44
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Example: 24Q1 Lambda &4 A4

MR S e 21T M B Lambda &+ & HMFLICH

cat > lambda/backup-index.js >< EOF

exports.handler = async (event) => {
console.log('Received event in backup handler:

', JSON.stringify(event, null, 2));
// Simple call handling logic for backup
const response = {

SchemaVersion: '1.0',

Actions: [

{
Type: 'Speak',
Parameters: {
Engine: 'neural',
Text: 'Hello! This is the backup handler for Amazon Chime SDK PSTN Audio.'

VoiceId: 'Matthew'

}
1,
{
Type: 'Hangup',
Parameters: {
SipResponseCode: '200'
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}
}
]
I
return response;
};
EOF
cd lambda
zip -r backup-function.zip backup-index.js
cd ..
# Get your AWS account ID
ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output
text)

aws lambda create-function \

--function-name ChimeSDKBackupHandler \

--runtime nodejs18.x \

--role arn:aws:iam: :${ACCOUNT_ID}:role/ChimeSDKLambdaRole \
--handler backup-index.handler \

--zip-file fileb://lambda/backup-function.zip

Example: Amazon Chime SDKO{| CH&t Lambda FH&HE Q4 & ~0i| &7t

# Get your AWS account ID
ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output
text)

aws lambda add-permission \

--function-name ChimeSDKBackupHandler \
--statement-id ChimeSDK \

--action lambda:InvokeFunction \

--principal voiceconnector.chime.amazonaws.com \
--source-account ${ACCOUNT_ID}

0421 SIP OIC|o{ oHEE|A0IME ALESto &5 Y 296
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Example: 2424 SIP O|C|0{ oOfZ2[7| 0| Mo

# Get your backup Lambda function ARN
BACKUP_LAMBDA_ARN=$(aws lambda get-function --function-name ChimeSDKBackupHandler --
query Configuration.FunctionArn --output text)

aws chime-sdk-voice create-sip-media-application \
--aws-region us-east-1 \
--name "BackupCallHandlerApp" \
--endpoints "[{\"LambdaArn\":\"${BACKUP_LAMBDA_ARNJI\"}]1"

# Get the backup SIP media application ID

BACKUP_SIP_MEDIA_APP_ID=$(aws chime-sdk-voice list-sip-media-applications \
--query "SipMediaApplications[?Name=='BackupCallHandlerApp'].SipMediaApplicationId" \
--output text)

Example: SIP #&! ID 7}t X 27|

SIP_RULE_ID=$(aws chime-sdk-voice list-sip-rules \
--query "SipRules[?Name=='IncomingCallRule'].SipRuleId" \
--output text)

Example: M=2(7t U F oEE[F0[ME 2F Z&SHTESF SIP 72 YH0[E

aws chime-sdk-voice update-sip-rule \

--sip-rule-id ${SIP_RULE_ID} \

--target-applications "[{\"SipMediaApplicationId\":\"${SIP_MEDIA_APP_ID}\",\"Priority
\":1}, {\"SipMediaApplicationId\":\"${BACKUP_SIP_MEDIA_APP_ID}\",\"Priority\":2}]1"
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# Use a phone number from your inventory for outbound calling
FROM_PHONE_NUMBER=${PHONE_NUMBER}
TO_PHONE_NUMBER="+12065550102" # Replace with a valid destination number
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aws chime-sdk-voice create-sip-media-application-call \
--from-phone-number "${FROM_PHONE_NUMBER}" \
--to-phone-number "${TO_PHONE_NUMBER}" \
--sip-media-application-id ${SIP_MEDIA_APP_ID}
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# Replace with an actual transaction ID from an active call
TRANSACTION_ID="txn-3ac9de3f-6b5a-4be9-9e7e-EXAMPLE33333"

aws chime-sdk-voice update-sip-media-application-call \
--sip-media-application-id ${SIP_MEDIA_APP_ID} \
--transaction-id ${TRANSACTION_ID} \
--arguments '{"action":"custom-action"}'

MM D7} MESELICE.
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Example: SIP 72| AFA]|

# Get the SIP rule ID if you don't have it
SIP_RULE_ID=$(aws chime-sdk-voice list-sip-rules \
--query "SipRules[?Name=='IncomingCallRule'].SipRuleId" \

--output text)
aws chime-sdk-voice delete-sip-rule --sip-rule-id ${SIP_RULE_ID}

Example: SIP O|C|04 O Z 2|71|0[4d Af K|

# Get SIP media application IDs if you don't have them
SIP_MEDIA_APP_ID=$(aws chime-sdk-voice list-sip-media-applications \
--query "SipMediaApplications[?Name=='MyCallHandlerApp'].SipMediaApplicationId" \
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--output text)
BACKUP_SIP_MEDIA_APP_ID=$(aws chime-sdk-voice list-sip-media-applications \
--query "SipMediaApplications[?Name=="'BackupCallHandlerApp'].SipMediaApplicationId" \
--output text)
aws chime-sdk-voice delete-sip-media-application --sip-media-application-id
${SIP_MEDIA_APP_ID}

aws chime-sdk-voice delete-sip-media-application --sip-media-application-id
${BACKUP_SIP_MEDIA_APP_ID}

Example: Lambda &< AHA|

aws lambda delete-function --function-name ChimeSDKCallHandler
aws lambda delete-function --function-name ChimeSDKBackupHandler

Example: IAM 38 AFx|

aws iam detach-role-policy --role-name ChimeSDKLambdaRole \
--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

aws iam delete-role --role-name ChimeSDKLambdaRole

ok
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Example: Z1g}tH

# List phone numbers
aws chime-sdk-voice list-phone-numbers

# Delete a specific phone number
aws chime-sdk-voice delete-phone-number --phone-number-id ${PHONE_NUMBER}

stHE = 2tM35| EelAR|7| Mol 7 S0t "ReleaselnProgress” & Ef7} ElL|C} O] 7|7t S &
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ME ALE5104 S50 QIAIOIE MM EHE EIXRFHAAIL.

« 13 S5 Mo 22 EHMSlod Hu gt S8t 582 S ELICH XHAMIE LI& 2 Amazon Chime
SDKO| E5 EA M A2 BHAHE B XSHAAL.

Amazon Chime SDK PSTN 2C|2 MH|A & 8|1 AF&0oi| CHSH
ofotH 7|

PSTN 2LC|2 MH|A E StLt Ol & ol &3 B0 ESE = USLICH oE E0{ SH HYES =5
stHL MEE e B E3F a7t 241 Amazon Chime SDK £|2|0f| £04E = E3} |2 7F 0424
74 U&L|ct.
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PSTN Audio ’ Chime Media
Caller PSTN Service AWS Lambda AWS SDK Chime SDK Services ‘
—

(:i:) Call
SIP INVITE
New_Inbound_Call
@ Invocation
PlayAudioAndGetDigits
200 OK @ < Action @
Call Answered <

Play audio prompt

&
<

DTMF Digits

Digits_Received

z Invocation

A 4

createMeeting

meetingld
createAttendee
attendeeld
JoinChimeMeeting
Action
ActionSuccessful
Invocation

RTP RTP

F

A

r
y

Hangup

BYE
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Hangup
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deleteAttendee

A 4

success
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1. Amazon Chime SDK PSTN 2C|2 MH|AE SIP F2l0f| ZEH|XMEE MEIHS 2 M52 ghaL
Ct.
2. PSTN 2@LC|2 MH|AE HAZAE SIP DIEIOi ofEZ A
(LEG-A)Qt &7 ¢4Z2E AWS Lambda &2 é%ﬂ L|C}.
3. AWS Lambda &= 5 £0| 8HSID, SEX0A 2C|2 LS M5, SEX7F J=2dst
X

DTMF XA} RSt S PSTN 2C|2 AMH|AM X|AIPlayAudioAndGetDigitsst=8 Z &t
xl'O'l EEO

ETH

=
1

4. PSTN QLC|Q MH|AE MslE w1, QC|Q OHLHE R M5t B AXE7F 248t DTMF <AHE =&
ghuict.

5. PSTN 2C|2 MH|AE DTMF A} /2302 AWS Lambda &4+ & 5 &&L|Ct. AWS Lambda &
£= AWS SDKZ A2 3504 Amazon Chime SDK &|2|2} &|o| &fAd

6. AWS SDK7} MeetingId ZE PtEH5lH AttendeeId AWS Lambda &
3|9|(LEG-B)0]| CiEt &0 Zrod5t= &l hetgrLict

7. AA[ZEHE EEEE'—(RTP) MM 3F meh MY (PSTN) 2| 2 AlXteE Amazon Chime SDK O|C|
01 MH|A AlO]ofl M EILICE.

8. PSTN E&X}I7| MslE Z2™M PSTN 2C|2 MH|A7F HANGUP O|HIE Q| &7/ &+
Lambda §l11 AWS Lambda &£ 2HAMXIE APK|EHLICE

& AWS

Amazon Chime SDK PSTN 2LC|2 MH|AE 2|8t AWS Lambda &
Sal T} =

O] 49| FM|ol M= PSTN 2C|2 ME|A0|M ALE 5= AWS Lambda Bf & ESH= gHE 93

grLct.
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« Amazon Chime SDK PSTN 2C[2 AMH|A QS| Elg[Z L[ O|HIE O|3H
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« Amazon Chime SDK PTSN 2LC|2 MH|A Q| X8t AlZF 2! RHA|E O[5

» Amazon Chime SDK PTSN 2LC|2 MH|A C|HHZ L 2A| a2

o =<

» Amazon Chime SDK PTSN 2LC|2 MH|A & VoiceFocus O|af]

« Amazon Chime SDK PSTN 2LC|2 AMH|A 20{F

Amazon Chime SDK PSTN Q@LC|2 AMH|A Q| &Y xZL| O|HE O|3H

QLR MH|AE E& &0 5§ O|HE7| &g [ AWS AWS Lambda & =& EE&LICt. CHZ o
N OIHES 2oi=0d, olixl of2f HAEE 2t O|HES M stLCt
{
"SchemaVersion": "1.0",
"Sequence": 3,
"InvocationEventType": "event-type",
"CallDetails": {
"TransactionId": "transaction-id-1",
"AwsAccountId": "aws-acct-id-1",
"AwsRegion": "us-east-1",

"SipMediaApplicationId": "sip-media-app-id-1",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "el64PhoneNumber",
"From": "el64PhoneNumber",
"Direction": "Inbound/Outbound",
"StartTimeInMilliseconds": "1641998241509",
"Status": "Connected/Disconnected"

SchemaVersion

O] O|HIE K& Bt=&= Ol AASE A7(0F HT LT
Sequence
AWS Lambda & & 3 &5t= OIHIE A|FAQLICH &3 5o g7 2+ £ F ot A|lEA

7t B7ELIC

= ZL| O|HE o|aH
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InvocationEventType

AWS La mbd ZEE EC|7sts O|HE RYULICE KA LIE2 & FH e FEHF A O[HE

CallDetails

AWS Lambda &1} 14E &0 Cigh YL L|ch

Transactionld

AWS Lambda &1 ¢1Z2E S E9| IDYILICE.

AwsAccountld

&3 2t E 2 ZeiEh sIP O|c|o{ o Z 2|7 o]Mat A E AWS A ™ IDILICE.

SipMediaApplicationld

S3tet 2t#dE sIP O|C|o{ ofE 2|7 ol4d 2 IDRILICE.

Participants

stA2 5E5ts 50| 2 7bRbof ChE AE QLIS AWS AWS Lambda .

Direction

3t dlao| gl gLt InboundE QLI AMH|A0 AE{2 S3HE LIEFHLICEH
Outbound= 2C|2 AMH|A0M HE{2 S3HE LIEFLICE

StartTimelnMilliseconds

HI7tx7L S3tofl & o WS E AlZHElE epoch AlZH(EE|ZE)ILICEH

ElzL| o|HE o|sH 307



Amazon Chime SDK TR 7H0|E

Status

27} RH7F Connected EE= Disconnected@!X| o458 QlL|Ct.

o

OHE &
QLI MH|IAECISH Z2 O|HE R3O Z Lambda &+E 7t S&&HLIC.
NEW_INBOUND_CALL

SIP O|C|o{ of Z2|7H|o| Mt HAAE HMSHHZ oM M S3H7F AIZEIRAELICH

NEW_OUTBOUND_CALL

In
O
o
~
0=
0x
il
z0
o>
r
[ul

CreateSipMediaApplicationCall APIZ S35l Af O} 2H}2
ACTION_SUCCESSFUL

AWS Lambda &0l M gHetEl 2edo] S &LIct 838 o= 8

ActionData7} Z&H=lL|C}.

"ActionData": {
// The previous successful action

}I

ACTION_FAILED

"ActionData": {
// The previous unsuccessful action

"ErrorType": "error-type",
"ErrorMessage": "error message"

+

ACTION_INTERRUPTED

= O
ActionData0ls= SEHE 2do| =& ELICH

A&l S0l 2t40| UpdateSipMediaApplicationCall APl Zt &2 SEHE|A&LICH.
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_CreateSipMediaApplicationCall.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_UpdateSipMediaApplicationCall.html
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"ActionData": {
// The action that was interrupted

iy

HANGUP

MR} E= O E 2|7 | Mol £ Hl22 BZSLICH ActionDatadleE O|HIEO| CHet Ct2 ZF
2 NS ME7F =& LCt

"ActionData": {
"Type": "Hangup",
"Parameters": {
"SipResponseCode": 486,
"CallId": "c70f341la-adde-4406-9dea-1e01d34do33d",

"ParticipantTag": "LEG-A"

}I

Type

Hangup

Parameters

HANGUP O|HIEof CHEF & lL|Ct.

rr
iul
Ol
]
n
o>
r

- SipResponseCode — O|HIEQ} HEAE SE I =L|Ct 73 etdel 3=
Ct.

« ParticipantTag ™3H& Z2 &7tAHQ| Ef2ILICEH

CALL_ANSWERED

rr

|2 MH|A7F ded2 = ©Eto| SEHRELICH S3t7F 4[| f= g o] o|HIEE Cto|d of

rC
X S3tofl gretefLct.
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JHeER 7Hol=

OFX|2t AWS Lambda

ZE0| MSE SEH2=Z sl X7t
g2 F7 2e7F ZHELICH
"ErrorType": "error-type-1",
"ErrorMessage":

error-msg-1"

DIGITS_RECEIVED

ReceiveDigits %4 2t& ¥ OfEZ2[70|MH0| DTMF ZAHE =+
ME = R7F ZEELICH

"ActionData": {
"ReceivedDigits": ###

// The ReceiveDigits action data
.

CALL_UPDATE_REQUESTED

UpdateSipMediaApplicationCall AP17} 2t S & &|
CHet ME7F =& E Lot

1
AR

"ActionData"

5 4

"Type": "CallUpdateRequest"
"Parameters": {

"Arguments": {

Illeg": IILEG_AII
}

}I

RINGING

St dllart 22lz U&LIch

2Rz L| o|HE O|5H

LIC} ActionData0l= YOIOIE

I[|>

LIC} ActionDataOlE CHS

MELICEH ActionDatadl=
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_UpdateSipMediaApplicationCall.html
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Amazon Chime SDK PSTN 2LC|2 AMH|A ZHed 0|5

PSTN 2LC|2 A{H|A0i[A SIP O|C[o4 O Z 2|7 0|42 AWS Lambda &+& EE|HELICH 22{™
AWS Lambda &7} 2f40[2t I st X|& S5 e + U&LICH Y2 M3t S 22014

NESE BRo2, X7 HSOI £, 5i0] Hof SO gL £ HUE Clolels pew &
oD B ClOIE WET} s AR MZHE 4 UALICH PSTN 2CIQ MHIATE KI5t
240fl CHEF AHAIBH LSS Amazon Chime SDK PSTN 2|2 AH|A 0| HIB|ZL| O|HE OfsH EHHS
HEFHMR

Amazon Chime SDK PSTN 2LC|2 MH|A QS| AWS Lambda &<+E& S &35t=
B ZL| o|HE o CHal LotFLICt.

OlRHIRE &35 MM3t2{™ CreateSipMediaApplicationCall APIZE AFEHLICH APIE X|HE SIP
media application IDL|AEEZQIEE 7+ SEFLIC D2 et &S L A= EZQIE ]
SipMediaApplication 2 XM35t01 &3t &2 MO = A&LICt

2Eto| M &8t AL APIE transactionld?t 74 202 HTTP AEj I =& gtetgtL|ct. o]
UpdateSipMediaApplicationCall APISF & 71 A& 35to{ T1™ QI §3tE Ao

CtS Clojo{a= 2 o RHFRE §3512| AWS Lambda &4 AI=EZQIEO| CiEt & EoiELCt.
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_SipMediaApplication.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_UpdateSipMediaApplicationCall.html
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CreateSipMediaApplicationCall() Behavior

Called Amazon Chime SMA

SIP Invite,

called# 301-555-1212,
calling# 206-444-5555
MoAnswerTimeout=30s

CreateSipMediadpplicationCall AP Call
called# 301-555-1212,

_ NoAnswerTimeout=30s
-

‘ CustumerLamhdal ‘ Customer App |

‘App or Lambda pla

1
ces outbound call B}
7

i
I
i
|
I
|
I
i
: calling# 206-444-5555
1
i
|
I
|
I
i

i

i
|\ Transactionld

MEW_OUTEOUND_CALL

p

return actions:[]

-
-«

llear Cancal J

|
]
|
]
i
\
|
|
]
|
]
i
]
| i
| |
| |
] L } ]
| | |
| R | 1
i |AII actions are ignored B] i
| ! |
| |, actions[] |
] L ]
I I . |
[ p——
ringing" / ! ! !
! Ringing ,;' : :
: : RIMCING(Participant details, ringing on outbound call) - : :
| T > |
: :_' actions:[] ‘ ‘ :
— ]
| | | i
alt X X |
|
Answer  / | | |
| 200 OK (Answer) o | |
] ) ] ]
X __CALL_AMNSWERED > X |
| | |
| ‘ Return actions to execute % |
| ! |
| | return actions:[PlayAudio] !
| € i
i Media o |
I-‘ ’I ]
: :{ return actions:[Hangup] :
v : !
rE 1 |
| | HANGUP(SipResponseCode:0) ;
; ; : |
]
404 Not Found | | i
| 404 Not Found o i |
1 ] 1 ]
X | HANGCUP{SipResponseCode: 404, hangup from outbound cally > X |
] ] ]
| |, return actions:[] ‘ ‘ |
] M. T ]
T T T 1
h h . |
Busy ./ ! ! !
I 486 Busy ! | !
r > | |
: : HAMCUP(SipResponseCode: 486, hangup from outbound call, assuming ne answer machine) : :
| ] Tl 1
X L return actions:[] ‘ ‘ |
— ]
' ' 1 |
XX/ XX / : : X
E Swxfdux ‘;E E E
! I HAMCUP{SipResponseCode: Sxx/4xx, response from PSTH) - ! !
| r 3 |
: :_, return actions:[] ‘ ‘ :
| = 1 1
L L i} i
]
No Answer  / i i i
: 180 ringing ,_: : :
1 ] 1 ]
] L ] ]
! Start ring timer ! !
i U i i
: _ | timeout : :
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SIP O|C|0] oOHEZ 2|7{|0|Ad0]| CHSl A E A= ZOIE = O} RHIRE E3510| Chs ArEJO]| C
Z=lLICH nZ80| E3IE A|ZHSHEH Amazon Chime SDKE NEW_OUTBOUND_CALL ZHH

SN M A= ZOIEE 7IX S &5FL|CT.

O| 04 M= NEW_OUTBOUND_CALLO] CHSt gtAQl 7+ S & o|HEE HEo{ELICI.

"SchemaVersion": "1.0",
"Sequence": 1,
"InvocationEventType": "NEW_OUTBOUND_CALL",
"CallDetails": {
"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+1xxxx",
"From": "+1xxxxxxx",
"Direction": "Outbound",
"StartTimeInMilliseconds": "159700958834234"

[

O|HIE #291 AWS Lambda 3&0| CHst R E &2 FA|E/LIC]

£ AMXIE2EE RINGING L2l 2o Amazon Chime SDK7} A EI AIE ZQIEE C}A|

LICt.

O| oAM= RINGINGO{ CHEF LErxiQl 7k & & o|HE S EoiELICH

"SchemaVersion": "1.0",
"Sequence": 1,
"InvocationEventType": "RINGING",
"CallDetails": {

"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

Lambda &8 7td 2 &5t 2l ZL O[HEo| CHa Lot Lct.
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"SipApplicationId": "sip-application-id",
"Participants": [

{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+1xxxx",
"From": "+1xxxxxxx",
"Direction": "Outbound",
"StartTimeInMilliseconds": "159700958834234"
}
]
}
}
O|HIE 2241 AWS Lambda &0 Cist ZE SE S FAIELIC
AR S3tofl SESHR| et HL @72 I8l S3tofl AmistE Chime
OHIE R &/ A=XZQIEE 7t SEFLICH Hangup O[HE R
Amazon Chime SDK PSTN 2LC|2 MH|AE A3 S35 S5 Mg H X5

im
1]
HL
o |

1&LICH

"SchemaVersion": "1.0",
"Sequence": 1,
"InvocationEventType": "CALL_ANSWERED",
"CallDetails": {

""TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+1xxxx",
"From": "+1xxxxxxx'",
"Direction": "Outbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Connected"

Chime CALL_ANSWERED 2fdu}t 74 A= xZQIEE 7HH
H

Lambda &+ 7 3 &5t= &elZL| o|HEo| CHal 2ol LI
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}
}
Ol Al 2t S EcZ 7t S &0 SEHSIo{ 2tdg uhete &~ &LCH 2Hed Mg x| ot
ZAe Ul =220z 2EshL|ct. ZF AWS Lambda &0 CHsH =|CH 107H2] Zhjo 2 SEHe 4= QIO X
SEY 11,0008 Lambda & 4+2 & £+ USLICH 2Y MEE AL SThol CHst XIMEH LI 2
Amazon Chime SDK PSTN @LC|2 MH|AE AIE3510{ Y FS850=2 7t S E0| SEZ XTFHAM2
Amazon Chime SDK PSTN 2C|2 MH|AE AlE35l04 QIHIRE &35 =4

NEW_INCOMING_CALL O|HIE7} &Mt R 2C|2 MH|AE= HANGUP O|HIE 7| ghAi&r 77k x| K&
E|lE 1% TransactionID & T CallIDE MM ErLICH.

x

NEW_INCOMING_CALL O|HIEof ofeq 7tX| o2 SE & £ Q&LICH o€ Sof

ecordAudio g M&sSI1 KIS 2 S350 SEHELICH

M
[
N
FO
il
o
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 Hangup &2 ™&5HH S&tof {7 E|X| §f&LCt
¢ CallAndBridge =i ™

x|
- O}F ZiE 5tX| &f2™M 30% £0f 53 A7} AlZH Z1HE

M QHI2E E3I2 A8t 42 SIP O|C|o{ o ZZ|FH| 0|2 o] HO|ZEE AFE35l0{ AWS Lambda
48 2t EELID
{
"SchemaVersion": "1.0",

"Sequence": 2,
"InvocationEventType": "NEW_INBOUND_CALL"
"CallDetails": {

"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+12065551212",
"From": "+15105550101",

Lambda gf+E 7td 2 &5t= =L O|HEO CHal YotELCt. 315
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"Direction": "Inbound",

"StartTimeInMilliseconds": "159700958834234",
"Status": "Connected"

}
]
}
}
Amazon Chime SDK PSTN 2C|2 MH|A Q| &2 L| O|HEN CHEt SH &Y XX

QC|2 MH|A0|A SIP O|C|o] OHEE|FH| 0|2 AWS Lambda & +& & &LICt O28{™ Lambda &
T actions2t= BHE0| S EZ HIEHE = UELICH Y2 MEt S8 oi[a0M ddsicis 832
2, TX ME0|Lt =4, 3|9] #o{ 50| YU&LICH PSTN L2 MH|ANM 7Y £ &5H= =Hdod Ch
Bt ZtMIEH LHE & Amazon Chime SDK PSTN 2LC|2 MH|A S| B ZL| O|HIE O|5H EHHE FZ3IA

SIP O|c|of oHEE[7[0[4H0] & =52 YF M= s
AWS Lambda B +& 2 &7 LICFACTION_SUCCESSFUL. X
710|440| ACTION_FAILED O|HIEQ} &/H AWS Lambda & +8 Z&&L|Ct.

SIP O|C|o{ o EE|AIO|MHE = = O] 8&&t A<0i B ACTION_SUCCESSFULE gt
gtefch S50 = &Y & stLtetz Alufste SIP O|c|oq H%EI71IOI/\=|9 ACTION_FAILED O]
HIEQt B7H AWS Lambda &8 £ &5t At Y & S50 U= LIHX| Y2 X[ZLIC.
a3 chS SIP O|C|of ofZ2|A i = A->FLICH

=
ActionData 7|& AI835t0 &+ & 2t E&3 350 FX2
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>
(@)
_|
-
o
=
(92]
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(@)
(@)
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m
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Ct2 O/HEE= PlayAudioAndGetDigits &%
of CHEt ME HO|ZEE Eo{F Lt

"SchemaVersion": "1.0",
"Sequence": 3,
"InvocationEventType": "ACTION_SUCCESSFUL",
"ActionData": {
"Type": "PlayAudioAndGetDigits",
"Parameters" : {
"CallId": "call-id-1",
"AudioSource": {

IlTypell: IIS3II’
"BucketName": "bucket-name",
"Key": "failure-audio-file.wav"

Lambda &8 7td 2 &5t 2l ZL O[HEo| CHa Lot Lct. 316
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},
"FailureAudioSource": {
"Type'": "S3",
"BucketName": "bucket-name",
"Key": "failure-audio-file.wav"
I

"MinNumberOfDigits": 3,
"MaxNumberOfDigits": 5,
"TerminatorDigits": ["#"],

"InBetweenDigitsDurationInMilliseconds":

"Repeat": 3,

"RepeatDurationInMilliseconds":

},
"ReceivedDigits": "123"
}

"CallDetails": {
"TransactionId":
"AwsAccountId":
"AwsRegion": "us-east-1",
"SipRuleId": "sip-rule-id",
"SipApplicationId":
"Participants": [

{

"Callld": "call-id-1",

"ParticipantTag": "LEG-A",

"To": "+12065551212",
"From": "+15105550101",
"Direction": "Inbound",

"StartTimeInMilliseconds":

"Status":
}

"Connected"
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>
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"SchemaVersion": "1.0",

"Sequence": 4,

"transaction-id",
"aws-account-id",

3oz AZRE|K| o™ SIP Dll:lo+ OHZ
HE ZE oA AE A 2]
7

HE SE0| CHEt &

5000,

10000

"sip-application-id",

"159700958834234",

2|70|440] AWS Lambda & 4+& 5 &5}
EE 7IXMELICH CI2 O|HIEE PlayAudio &
MEZ mo|Z2EE HoiEL|CH
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"InvocationEventType":
"ActionData": {
"Type": "PlayAudio",
"Parameters" : {
"CallId": "call-id-1",
"AudioSource": {
"Type'": "S3",
"BucketName":
"Key": "audio-file.wav"

},
"ErrorType":
"ErrorMessage":

}

"CallDetails": {
"TransactionId":
"AwsAccountId":
"AwsRegion": "us-east-1",
"SipRuleId": "sip-rule-id",
"SipApplicationId":
"Participants": [

{

"aws-account-id",

"CallId":
"ParticipantTag":
IITOII :

"From":

"call-id-1",

"+12065551212",
"+15105550101",

"Direction": "Inbound",

"StartTimeInMilliseconds":

"Status": "Connected"

Amazon Chime SDK PSTN 2LC|2 MH|A

ReceiveDigits &¢Q
Ct. SIP O|C|o oHE

L
_>,-_
0
°

2|7 2
74 AWS Lambda & +& &8 LICH =&E A= ActionData 2

E AIELICE

oA

"InvalidAudioSource",
"Audio Source parameter value is

"transaction-id",

IILEG_AII ,

"ACTION_FAILED",

"bucket-name",

invalid."

"sip-application-id",

"159700958834234",

Ol M+t E# A LUxIAIZL
ACTION_SUCCESSFUL O[HIE o}
ZH%| 2| ReceivedDigits Ztod|

SRIE % Ia
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{
"SchemaVersion": "1.0",
"Sequence": 4,

"InvocationEventType": "ACTION_SUCCESSFUL",
"ActionData": {

"ReceivedDigits": "",

"Type": "ReceiveDigits",

"Parameters": {
"CallId": "call-id-1",
"InputDigitsRegex": "A\d{2}#$",
"InBetweenDigitsDurationInMilliseconds": 5000,

"FlushDigitsDurationInMilliseconds": 10000

+

"CallDetails": {
"TransactionId": "transaction-id",
"aws-account-id",

"AwsAccountId":
"AwsRegion": "us-east-1",
"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"call-id-1",

"Callid":
"ParticipantTag": "LEG-A",

"To": "+12065551212",
"From": "+15105550101",

: "Inbound",

"159700958834234",

"Direction":
"StartTimeInMilliseconds":

"Status": "Connected"

]
t24 SIP O|c|of ofEE(7H 0|2 Ctg Rl o

{
"SchemaVersion": "1.0",

"Sequence": 5,
"InvocationEventType": "DIGITS_RECEIVED",
319

"ActionData": {
"ReceivedDigits": "11#",

R ZL| o|HIEof CHa grotZLct.
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"Type": "ReceiveDigits",
"Parameters": {
"CallId": "call-id-1",

"InputDigitsRegex": "A\d{2}#$",

"InBetweenDigitsDurationInMilliseconds": 5000,

"FlushDigitsDurationInMilliseconds":

}

I

"CallDetails": {
"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

10000

"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+12065551212",
"From": "+15105550101",
"Direction": "Inbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Connected"
}

GitHubO| A =] oA & =: https://github.com/aws-samples/amazon-chime-sma-on-demand-
recording

Amazon Chime SDK PTSN 2LC|20{|AM &I 51 S35 YO|0|E

PSTN 2LC|2 AH|A 2| dF QI SIP O|C|o{ o EE|7H|0|HdE AHEstH =4l S8 == DTMF At Z
2 83 O|HIEE 7|gto 2 MK Ho| Lambda &+& 7HY £ &35t01 S50l A™E= Frde A
Mg = A&t UpdateSipMediaApplicationCall APIE At&3tH &35H7t &35t E(of Qe ¢t oA
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EX|Lambda & & E2|75l0{ 34X 2dS 7t S 20| gHEtEl M Hde = OiAE + Mﬁl—IEP

IEZ
Z|oloi| & ItAF T4, AL A 474 L SHA|, 44 SHiA| St 22 CHEEt <o
UpdateSipMediaApplicationCall APIE AFE & = UELICE TS AFE Alelle YEtMeI I3 E28 M

HErLck.
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Amazon Chime SDK7} 3[9|& M
Amazon Chime SDKE QLC|E
T O] A|AEIQI MyMeetingServiceE AFSEICD 71HE] EZ&LICH HAE{QE 2 E TSHE 7|
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Lambda= MyMeetingServiceE& & &5t A S3HE AH3l= transactionIdE ©E
8t CtS PlayAudio 242 HtetghLict.

* MyMeetingService7l HAIXRIE 3|ofof FI7HE EH|7I &M MH|AE
UpdateSipMediaApplicationCall APIE 2% 3&35t0{ £8}2| transactionId 2 JoinToken2
i Clo| U2 MEELICH O] API 214 S &2 O|A| CALL_UPDATE_REQUESTED O|HIEQ}
874 Lambda & 42 ClA| EB|[7HELICH MyMeetingService= JoinToken2 O|HEQS| AR Z
Lambda &0l MY st EE2 JoinChimeMeeting 242 SIP O|C|oq OfZ Z|7i0]Mof BHEH3}
£ O AA8EIH, 0|2 QI3 PlayAudio 20| ZSEHE|D WAL E 3[ofof 2447 LCt

Incoming call Lambda function SIP media application MyMeetingService
Caller NEW_INBOUND_CALL
dials in addPendingCall
< PlayAudio UpdateSipMediaApplicationCall
Audio plays, CALL_UPDATE_REQUEST
caller waits N
to join

JoinChimeMeeting

A

Music stops,

caller joins

meeting

(® Note
UpdateSipMediaApplicationCall APIE HTTP 202(=2t&)E g+gtetLICt. SIP OlC|of ofZ 2|7
old2 S5t7t Tl S0l UH|0IETI 7t SEHRIE £ Ql5t04 Lambda & 7 3 &2 Al
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sfLich 7t 352 HIS7IMoz £ #E|D2 APIO| 20| AZHCtD siM Lambda 847

{
"SipMediaApplicationId": "string",
"TransactionId": "string",
"Arguments": {
"string": "string"
}
}

2 mtetolH

 SipMediaApplicationId - §3%}2 %{2l5t= SIP O|C|o{ ofZ 2|70l IDYILICE.

« Transactionld - &3 EZHZMO| IDRILIC}. QIHIRE &3t 32 X 7t & Al Lambda &
of ZAEE NEW_INCOMING_CALL O[HIEO|M TransactionId& 7tME & QU&LICE ot RHIRE
&3}19| H < CreateSipMediaApplicationCalle| EE S 2 TransactionId7} BHEHEL|CE.

« Arguments — Lambda & #0{A CallUpdateRequest 2] CIO|E{o| AR Z A8 T7Hs8H AL R}
XE els=L|ct 0~207H2] 7|-2t ‘42 Z&te = JU&LICH

FA
e
=

CHE ofdl= YRtxel @ -HE HoiELich

aws chime update-sip-media-application-call --sip-media-application-id
feb37a7e-2b66-49fb-b2dd-30f4780dc36d --transaction-id 1322a4e7-cl06-4e70-aaaf-
a8fa4c77cOcb --arguments '{"JoinToken": "abcl123"}'

1=
{
"SipMediaApplicationCall": {
"TransactionId": "string"
}
}
SE o4
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Amazon Chime SDK HEf Rt 7t0|=
« Transactionld - 281t S8t IDQI S5t ERHMMO| IDRILICEH.
CHS oAM= CALL_UPDATE_REQUESTED 7% & O|HIEE Eo{FLIC}
{
"SchemaVersion": "1.0",
"Sequence": 2,
"InvocationEventType": "CALL_UPDATE_REQUESTED",
"ActionData": {
"Type": "CallUpdateRequest",
"Parameters": {
"Arguments": {
"string": "string"
}
}
iy
"CallDetails": {
}
}
OHIE @4
« SchemaVersion — JSON A 7|02 HEILIC}.(1.0)
« Sequence - &%} L O|HIE Q| A[RA HH5 Q]L|C},
« InvocationEventType — Lambda 7t £& O|HEQ| R, 0| Zd =
CALL_UPDATE_REQUESTED®ILICE.
- ActionData - CallUpdateRequest & du}t #t#4El O|O|E LIt
« Type -2 98, 0| ZR0l= CallUpdateRequest &ILICt.
« Parameters — 2t949| m2t0|E{QIL|C}.
« Arguments — UpdateSipMediaApplicationCall APl 2o A2 Z MEEl Ql4QlL|Ct.
« CallDetails — $4xlf S35} ArEfof CHet HE lL|C}
SH 7tstt 2] & SE 27158 2o chst of5H
7|1 EHYo| A™dE|l= S0 Lambda &7t M &Y SE2 pietet 32 T S MYS ME= EE
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Initial actions

Action1 —» Action2 —» Action3

Interrupt and replace |
1

I
Action1 —» Action —»> Action1 —» Action 2

Replace after completion

Action1 —» Action2 —» Action3 —» Action1 —» Action2
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* PlayAudio

e RecordAudio

MZ | ambda &%

Ol Mz 2C|2 S ZjWetT, ol EEE MY stn, S&E YUO|0|Est= LEFHA Rl Lambda &

=& HoiELICH

const MMS = require('my-meeting-service');
const myMeetingServiceClient = new MMS.Client();

exports.handler = async (event) => {
console.log('Request: ' + JSON.stringify(event));

const playAudio = () => {
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return {
Type: 'PlayAudio',
Parameters: {
ParticipantTag: 'LEG-A',
AudioSource: {
Type: 'S3',
BucketName: 'chime-meetings-audio-files-bucket-name',
Key: 'welcome.wav'

const joinChimeMeeting = (joinToken) => {
return {
Type: 'JoinChimeMeeting',
Parameters: {
JoinToken: joinToken

const response = (...actions) => {
const r = {
SchemaVersion: '1.0',
Actions: actions

};
console.log('Response: ' + JSON.stringify(zr));
return r;

};

switch (event.InvocationEventType) {
case 'NEW_INBOUND_CALL':
myMeetingServiceClient.addPendingCall(event.CallDetails.TransactionId);

return response(playAudio());
case 'CALL_UPDATE_REQUESTED':
const joinToken = event.ActionData.Parameters.Arguments['JoinToken']
return response(joinChimeMeeting(joinToken));
default:
return response();

Lambda &+ 7 3 &5t= &elZL| o|HEo| CHal 2ol LI
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Amazon Chime SDK PSTN 2LC|2 MH|AE A}
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CreateSipMediaApplicationCall() Behavior

Called Amazon Chime SMA

SIP Invite,

called# 301-555-1212,
calling# 206-444-5555
MoAnswerTimeout=30s

CreateSipMediadpplicationCall AP Call
called# 301-555-1212,

_ NoAnswerTimeout=30s
-

‘ CustumerLamhdal ‘ Customer App |

‘App or Lambda pla

1
ces outbound call B}
7

i
I
i
|
I
|
I
i
: calling# 206-444-5555
1
i
|
I
|
I
i

i

i
|\ Transactionld

MEW_OUTEOUND_CALL

p

return actions:[]

-
-«

llear Cancal J

|
]
|
]
i
\
|
|
]
|
]
i
]
| i
| |
| |
] L } ]
| | |
| R | 1
i |AII actions are ignored B] i
| ! |
| |, actions[] |
] L ]
I I . |
[ p——
ringing" / ! ! !
! Ringing ,;' : :
: : RIMCING(Participant details, ringing on outbound call) - : :
| T > |
: :_' actions:[] ‘ ‘ :
— ]
| | | i
alt X X |
|
Answer  / | | |
| 200 OK (Answer) o | |
] ) ] ]
X __CALL_AMNSWERED > X |
| | |
| ‘ Return actions to execute % |
| ! |
| | return actions:[PlayAudio] !
| € i
i Media o |
I-‘ ’I ]
: :{ return actions:[Hangup] :
v : !
rE 1 |
| | HANGUP(SipResponseCode:0) ;
; ; : |
]
404 Not Found | | i
| 404 Not Found o i |
1 ] 1 ]
X | HANGCUP{SipResponseCode: 404, hangup from outbound cally > X |
] ] ]
| |, return actions:[] ‘ ‘ |
] M. T ]
T T T 1
h h . |
Busy ./ ! ! !
I 486 Busy ! | !
r > | |
: : HAMCUP(SipResponseCode: 486, hangup from outbound call, assuming ne answer machine) : :
| ] Tl 1
X L return actions:[] ‘ ‘ |
— ]
' ' 1 |
XX/ XX / : : X
E Swxfdux ‘;E E E
! I HAMCUP{SipResponseCode: Sxx/4xx, response from PSTH) - ! !
| r 3 |
: :_, return actions:[] ‘ ‘ :
| = 1 1
L L i} i
]
No Answer  / i i i
: 180 ringing ,_: : :
1 ] 1 ]
] L ] ]
! Start ring timer ! !
i U i i
: _ | timeout : :
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"SchemaVersion": "1.0",
"Sequence": 6,
"InvocationEventType": "HANGUP",
"ActionData": {
"Type": "Hangup",
"Parameters": {
"CallId": "call-id-1",
"ParticipantTag": "LEG-A"

b
"CallDetails": {
"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",
"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"Direction": "Inbound",
"To": "+12065551212",
"From": "+15105550101",
"StartTimeInMilliseconds": "1597009588",
"Status": "Disconnected"

// if LEG-B receives a hangup in a bridged call, such as a meeting ending

{
"SchemaVersion": "1.0",
"Sequence": 6,
"InvocationEventType": "HANGUP",
"ActionData": {

Lambda gf+E 7td 2 &5t= =L O|HEO CHal YotELCt. 328
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iy

"Type": "ReceiveDigits",
"Parameters": {
"CallId": "call-id-2",
"ParticipantTag": "LEG-B"

}

"CallDetails": {
"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

O| AHE At2ll= PSTN HAXKIZRE S3HE =+
AMAIERE 3ol PINE &1, RCIRE

"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "Leg-A",
"To": "+12065551212",
"From": "+15105550101",
"Direction": "Inbound",
"StartTimeInMilliseconds": "1597009588",
"Status": "Connected"

"CallId": "call-id-2",
"ParticipantTag": "Leg-B",

"To": "+17035550122",

"From": "SMA",

"Direction": "Outbound",
"StartTimeInMilliseconds": "15010595",
"Status": "Disconnected"

gt
2 25 OHE W A

Ast, S8 HAIX|IZ 2 aIRtol| A QALY S s, &
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[0}]

ACTION_SUCCESSFUL

ACTION_FAILED

HANGUP

DIGITS_RECEIVED

o

HIEZ JSON ZHA| 2 AWS Lambda & %0 7"":E*i.*L—IEP. Aol =
HIEFH|O|E{7} Z & EL|CE EBF AWS Lambda & %
Aol 5 98 2 2 1IEH3|0|E-|7P xzerE

= g|p O/|C|oq

Al Al 7Hs 8t ActionData. TypeO| L E|o] Q!

ActionData.Type
CallAndBridge

ReceiveDigits

PlayAudio
PlayAudioAndGetDigits
JoinChimeMeeting
ModifyChimeMeetingAttendees
RecordMeeting

CallAndBridge

PlayAudio
PlayAudioAndGetDigits
ModifyChimeMeetingAttendees
RecordMeeting
HangUp

ReceiveDigits

Lambda &8 7td 2 &5t 2l ZL O[HEo| CHa Lot Lct.

330



Amazon Chime SDK TR 7H0|E

® Note

Ct= AFE AtEIE F35tE ™ Amazon Chime SDK ¢!
Amazon 2|4 A 0|&(ARN)O| Z&El AWS Lambda &
MEtzl™E A, MEtHS & EEIHE ME3tE SIP 7

HIE 2|0 3tLF O| & 2| SIS,
£ E Al25H= SIP O|C|oq ofZ 2| 0|
=]0| Rlo40F ErL|C}.

Amazon Chime SDK7} #2&l0f X|HE HEHHS E MSIE 2o PSTN QLI MH|AE S& O|HE
SO Z AWS Lambda &4E NEW_INBOUND_CALL

"SchemaVersion": "1.0",
"Sequence": 1,
"InvocationEventType": "NEW_INBOUND_CALL",
"CallDetails": {
"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",
"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+11234567890",
"From": "+19876543210",
"Direction": "Inbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Connected"

AWS Lambda Bf~& Z2OE|Ust0d S5t M|F HEE AEstL LIS MAEE &+ ULE HBE +
A& LICE NEW_INBOUND_CALL O|HIEQ| AL AWS Lambda &= B#E ZFZEE

PINS Q%ist= Q2do| Rtejo = SEH&FL|C)
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« 2LC|2 12 Amazon Simple Storage Service(S3) HHZI | A RHABHoF & LICH S3 I SIP OIC|
o{ o E2|7AH|o| Mt =5 UBt AWS H|'Ho &35Hok & LICH B2 Amazon Chime SDK Voice Connector
MH|A EoF X2l voiceconnector.chime.amazonaws.com0i s3:GetObject HEHE F04
SfloF EFLICH S3 2& == WHE CIE{H0|A(CLHE AFHE35t0{ 0|2 =&E £ Q&L

- 37|7t 50MB O|5t2! PCM WAV I} U2 At&3HOF & LICt. Amazon Chime SDK= 8kHz 2 & &
ghlct

« ZF WAV It 0| S3 MIEIE|O|E{o| = { ' ContentType': 'audio/wav'}7t Z & E|o{of & LICE

{
"SchemaVersion": "1.0",
"Actions": [
{
"Type" : "PlayAudio",
"Parameters" : {

"CallId": "call-id-1",

"AudioSource": {

"Type": "S3",
"BucketName": "chime-meetings-audio-files-bucket-name",
"Key": "welcome-to-meetings.wav"
}
}
},
{

"Type": "PlayAudioAndGetDigits",
"Parameters" : {
"ParticipantTag": "LEG-A",

"AudioSource": {

"Type": "S3",
"BucketName": "chime-meetings-audio-files-bucket-name",
"Key": "enter-meeting-pin.wav"

},

"FailureAudioSource": {
"Type'": "S3",
"BucketName": "chime-meetings-audio-files-bucket-name",
"Key": "invalid-meeting-pin.wav"

I

"MinNumberOfDigits": 3,
"MaxNumberOfDigits": 5,
"TerminatorDigits": ["#"],
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"InBetweenDigitsDurationInMilliseconds": 5000,
"Repeat": 3,
"RepeatDurationInMilliseconds": 10000

SIP O|C|o] o EE[AH 0|2 &3t il T Aol olzqer e A™TLICH PlayAudioAndGetDigits
20| =AHE = AlBtChT 7HEstE SIP O|C|of o & 2|7H0]442 ACTION_SUCCESSFUL O|HIE RF
©Z AWS Lambda &+& = &&LICt

"SchemaVersion": "1.0",
"Sequence": 2,
"InvocationEventType": "ACTION_SUCCESSFUL",
"ActionData": {
"Type": "PlayAudioAndGetDigits",
"Parameters" : {
"ParticipantTag": "LEG-A",
"AudioSource": {
"Type": "S3",
"BucketName": "chime-meetings-audio-files-bucket-name",
"Key": "enter-meeting-pin.wav"
},
"FailureAudioSource": {
"Type'": "S3",
"BucketName": '"chime-meetings-audio-files-bucket-name",
"Key": "invalid-meeting-pin.wav"
.
"MinNumberOfDigits": 3,
"MaxNumberOfDigits": 5,
"TerminatorDigits": ["#"],
"InBetweenDigitsDurationInMilliseconds": 5000,
"Repeat": 3,
"RepeatDurationInMilliseconds": 10000
},
"ReceivedDigits": "12345" // meeting PIN
},
"CallDetails": {
. // same as in previous event
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}

CallDetails HIO|E{E 7|HIo 2 S EXIE Al T2 AWS Lambda &% 2aiyg ¢
= S

Al EX
A& LICE O|Tol| =415t 2|9l PINZ EQIE =T Q&LICH PINO| H=5tCHM CreateMeeting 2!
CreateAttendee APIE AF2 35104 Amazon Chime SDK 3|2|E MMt &|o| & AMX}7F AL 5t EHod
EZg MMELICH AWS Lambda & 4= Amazon Chime SDK 2|2|0f| 045} 7| I8t 2oz SH
ot
{
"SchemaVersion": "1.0",
"Actions": [
{
"Type": "JoinChimeMeeting",
"Parameters": {
"JoinToken": "meeting-attendee-join-token"
}
}
]
}

7t @ &5tctn 758 SIP O|C|o] o Z 2|#H|0|MJoinToken2 Amazon Chime SDK | 2|of o435t
T ACTION_SUCCESSFUL O|HIEQ} & 74 AWS Lambda & £+& & 8tL|Ct. 097|A= SIP O|C|oq o
EZ2|710|M & Chime O|C|0{ MH|A Q| CI|O|E{E€ CallDetails X & & LICHLEG-B).

"SchemaVersion": "1.0",

"Sequence": 3,

"InvocationEventType": "ACTION_SUCCESSFUL",
"ActionData": {

"Type" : "JoinChimeMeeting",
"Parameters" : {
"JoinToken": "meeting-attendee-join-token"
}
},
"CallDetails": {
"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
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"CallId": "call-id-1",

"ParticipantTag": "LEG-A",

"To": "+11234567890",

"From": "+19876543210",

"Direction": "Inbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Connected"

"CallIld": "call-id-2",

"ParticipantTag": "LEG-B",

"To": "SMA",

"From": "+17035550122",

"Direction": "Outbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Connected"

Ol AIEol S8t i Sat Bl TolM B MBS FXISHE{R Ul 5] MER SEHE £ aLic

{
"SchemaVersion": "1.0"
"Actions": []
}
SEXI MEE o™ SIP O/C|of ofZ2(71|0[440]| HANGUP O|HIE St B 7H AWS Lambda &f+E &
st
=H .

"SchemaVersion": "1.0",
"Sequence": 4,
"InvocationEventType": "HANGUP",
"ActionData": {
"Type": "Hangup",
"Parameters": {
"CallId": "call-id-1",
"ParticipantTag": "LEG-A"

iy
"CallDetails": {

Lambda gf+E 7td 2 &5t= =L O|HEO CHal YotELCt. 335
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"TransactionId": "transaction-id",
"AwsAccountId": "aws-account-id",
"AwsRegion": "us-east-1",

"SipRuleId": "sip-rule-id",
"SipApplicationId": "sip-application-id",
"Participants": [
{
"CallId": "call-id-1",
"ParticipantTag": "LEG-A",
"To": "+11234567890",
"From": "+19876543210",
"Direction": "Inbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Disconnected"

"CallId": "call-id-2",

"ParticipantTag": "LEG-B",

"To": "SMA",

"From": "+17035550122",

"Direction": "Outbound",
"StartTimeInMilliseconds": "159700958834234",
"Status": "Disconnected"

[a

Zrdmt &7 Hangup O|HIEN| 8E35tE B0l Status?t Connected?! CHE Participants7t §4
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"SchemaVersion": "1.0",
"Actions": [

{

"Type": "PlayAudio",
"Parameters": {
"ParticipantTag": "LEG-A",
"AudioSource": {
"Type": "S3",
"BucketName":

"bucket-name",
IlKeyll :

"audio-file.wav"

"Type": "RecordAudio",
"Parameters": {
"DurationInSeconds": "10",
"RecordingTerminators": ["#"],
"RecordingDestination": {
"Type": "S3",

"BucketName": "bucket-name"

AWS Lambda & =7} SIP O|C|o{ OHZZ|70|Mof & EEE

1. O Z |7 0|2 S0l A

—

2. O CFS oEE|70|MEE 7IE
A= LCE.

SIP O|C|o{ oHEZ2|70|440| NULL 2 ME
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LS

 TransactionAttributes Al 25} 7|

- SESES A8

« CallAndBridge

* Hangup
* JoinChimeMeeting

« ModifyChimeMeetingAttendee(2LC|2 474 & 474 HA)

* Pause

» PlayAudio
» PlayAudioAndGetDigits

* ReceiveDigits
* RecordAudio
+ SendDigits

+ Speak
» SpeakAndGetDigits

» StartBotConversation

TransactionAttributes Al 235} 7|

TransactionAttributes OIO|E{ +ZX & AI235I04 &3 &El EE= 3[9] IDset 22 ofE 2|7 0]
M MEE X% e O S siE O|0|E{E AWS Lambda 7tE S &0 ME &Lt o] &= Amazon
DynamoDB2} Z2 2|F Cl|O|E{H|0|A0f| TIO|E{E MEE TR 7t ei&LICt

TransactionAttributese ZI/4f &S Z&3st= JSON A ALICH 2= ZICH 100702 Z1/4f &

S ZEE & Q) oD=| ZHx|o| =|CH HO|ZE 3 7|= 20KBRILICH TransactionAttributes X 9|
CllO|E{E ERAMO| £ SO X|&E|L|Ct
AWS Lambda SIP O|C|o{ o Z 2|#|0|MTransactionAttributes 2 M| o Z 2|7

A7
=71
O|M2 MY E £ UO|O|EFLICE 7|&E 7| MEE A835104 TransactionAttributes ZXE
MESHHE XEHE ZHo| UOo|EEILICH CHE 7| MEE ™Y stH 7|&E kS CHE F| MES| Zt2 =2 o
&MELICH 2 WS HESHH MHEE 2 E 40| X[ &Lt

|
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https://www.w3schools.com/js/js_json_objects.asp
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» TransactionAttributes A%

TransactionAttributes 2CI|0|E

TransactionAttributes X| S 7|

ACTION_SUCCESSFUL O[HIE X{Z|

7C|-E5| olzd
EAE HA

TransactionAttributes A%

CHS oMol M= PlayAudio 241t TransactionAttributes E7& MHs T
o| #442 SIP O/c|of o} & 2| 0|0l MEsHe We BoiELch

{
"SchemaVersion": "1.0",
"Actions": [
{
"Type": "PlayAudio",
"Parameters": {
"ParticipantTag": "LEG-A",
"AudioSource": {
"Type": "S3",
"BucketName": "mtgl-sipmedia-app-iad",
"Key": "Welcome3.wav"
}
}
}
1,
"TransactionAttributes": {
"keyl": "valuel",
"key2": "value2"
}
}

TransactionAttributes 4G 0|E

AWS Lambda &%

XZE TransactionAttributes& #5240 JSON Zix|e| E2EIXE M ZI2Z UO|o|EELICH

CHS oMM E 7] NewKeyl & NewKey2E TransactionAttributeso
ZtZk Zk NewValuel & NewValue22t A& O|ELILC}.

FIHELICH o2t 7=

PSTN 2C|2 MH|AO X|HElE 2
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"SchemaVersion": "1.0",
"Actions": [
{

"Type": "PlayAudio",
"Parameters": {

"ParticipantTag": "LEG-A",
"AudioSource": {

"Type": "S3",
"BucketName": "mtgl-sipmedia-app-iad",
"Key": "Welcome3.wav"
}
}
}
1,
"TransactionAttributes": {
"NewKeyl": "NewValuel",
"NewKey2": "NewValue2"
}

O oMol A NewValuelE keylZ

Ot NewKey10d| Zt2 ™MES

™ key19| 7|E&E 2t
atE HEstH M 71/2F ‘42 gt

= Z2r0| NewValuelZ CHA|=EL|C}. 5HK|
TransactionAttributes X| < 7|

TransactionAttributes ZiA| 2]
TransactionAttributes ZEE

{
"SchemaVersion": "1.0",
"Actions": [
{
"Type": "PlayAudio",
"Parameters": {
"ParticipantTag": "LEG-A",
"AudioSource": {
"Type'": "S3",
"BucketName": "mtgl-sipmedia-app-iad",
"Key": "Welcome3.wav"
}
}
}
1,
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"TransactionAttributes": {

}

® Note

MY Zt2 nullE MX5t04 TransactionAttributes XA CIO|EHE x| +=E QY&
LIC} EES8F TransactionAttribute X E M6 T O|O|E{7} X|RX|X| et &L|CH &4 I

[

JSON ZHX|E TransactionAttributes®t &7 HE3to{ ZHX|of| M C|O|E{E X|SLICl.

ACTION_SUCCESSFUL O|HIE #E]

Ctg A= 83 %2l PlayAudio7t M& El TransactionAttributes® CallDetails 2| R E

S|
M&ots Y-S E2oiFLICH

"SchemaVersion": "1.0",
"Sequence": 2,
"InvocationEventType": "ACTION_SUCCESSFUL",
"ActionData": {
"Type": "PlayAudio",
"Parameters": {
"AudioSource": {

"Type": "S3",
"BucketName": "mtgl-sipmedia-app-iad",
"Key": "Welcome3.wav"

},

"Repeat": 1,

"ParticipantTag": "LEG-A"

1,
"CallDetails": {
"TransactionId": "mtgl-tx-id",
"TransactionAttributes": {
"keyl": "valuel",
"key2": "value2"
},
"AwsAccountId": "166971021612",
"AwsRegion": "us-east-1",
"SipRuleld": "aafbd402-b7a2-4992-92f8-496b4563c492",
"SipMediaApplicationId": "e88f4e49-dd21-4a3f-b538-bc84eaell505",
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"Participants": [

{

"CallId": "bbff30c5-866a-41b5-8d0a-5d23d5e19f3e",

"ParticipantTag": "LEG-A",

"To": "+14345550101",

"From": "+14255550199",

"Direction": "Inbound",
"StartTimeInMilliseconds": "1644539405907",
"Status": "Connected"

& Y3 E EofELICH 0] Z< JSON ZiA|7t SIP O|cfo o Z 2|7 oMo LT

"SchemaVersion": "1.0",

"Actions":

{

"Type": "PlayAudio",

"Parameters": {

"ParticipantTag": "LEG-A",
"AudioSource": {

"Type": "S3",
"BucketName": "mtgl-sipmedia-app-iad",
"Key": "Welcome3.wav"
}
}
}
1,
"TransactionAttributes": {
"keyl": "valuel",
"key2": "value2",
"key3": "value3",
"key4": "value4",
"key5": "value5",
"key6": "value6",
"key7": "value7",
"key8": "value8",

PSTN 212 AHIX0] IHEE Y
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"key9": "value9",
"keyl0": "valuel0",
"keyll": "valuell"

CHS oAM=

O|ofl Fo{Zl Y=o CiEt SEH S EoiELICt o] £242 SIP O|C|o4 o Z2[7i0|Md
ol A o & 2l7io| M g

WS Lambda &2 CtA| MEEL|CH

fjo
fok
T
_°,E
>

"SchemaVersion": "1.0",

"Sequence": 2,

"InvocationEventType": "INVALID_LAMBDA_RESPONSE",

"CallDetails": {
"TransactionId": "mtgl-tx-id",
"AwsAccountId": "166971021612",
"AwsRegion": "us-east-1",
"SipRuleld": "aafbd402-b7a2-4992-92f8-496b4563c492",
"SipMediaApplicationId": "e88f4e49-dd21-4a3f-b538-bc84eaell505",
"Participants": [

{
"CallId": "72cbec69-f098-45d8-9ad6-e26cb9af663a",
"ParticipantTag": "LEG-A",
"To": "+14345550101",
"From": "+14255550199",
"Direction": "Inbound",
"StartTimeInMilliseconds": "1644540839987"
}
]
1,
"ErrorType": "TransactionAttributesInvalidMapSize",
"ErrorMessage": "Transaction Attributes has too many mappings. Maximum number of
mappings is 10"
}
S& 52 M8
OlC[o{ ofZEE|7H0|Mo| S5 =3 U2 Sl CILet B S3t =3 X &5t &+ 532 £FME
—_rlzl‘.-%F T UELICEH O|§ S0 I X|H S3E =35tod IS0l AASE &= U&LICH
s3t =3 ’S.* 12 SIP O|C|o{ of ZZ|ZH| 0| M1t &7 A E &= UELICH 2 UE 2C|HE WAO R A
E35t7{LI SIP O|HIEo| CHE SHoZ AISY =X /JU&LICH
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- SIP O|c|o{ o E E|7H|0| Mo S&te| RC|ME =2 A|%SE{H UpdateSipMediaApplication API

E Al835to{ o ZE2|7lo|ME 7t £ &5t StartCallRecording 22 BheHstL|CE
- SIP O|HIE O] CHEt SHLE 83 =32 Al&sted™ o Z2 2|71 0[M0f| A StartCallRecording &

e ghetefuct

Tl Fel =32 Al Xt M = U&LICH LAl SX|5HE{H PauseCallRecording 24 S At
g Lct Ri7i5tE1Td ResumeCallRecording 22 AISELICH S3HE LAl SX[SHHLE MIHE
[HOFCH 2F 2 LAl BX| EE= MIHE LEHHE MESS HXMELICH LA BXISHE B 20| B3
2 =&35tH, Amazon Chime SDK= O|& AI&35t0{ YA| X AlZhE FXstD R Mol LAl SX|E
ZEerLch 2eE motct 582 YAl SX|stn MIHE = JU&LICH.

&3} 522 SX|5t24™ StopCallRecording 242 dtetgfLICt. 5Kt S8l7F SX[E 3¢ 88t =3
Ol XAIS2Z BX|TIEZ 0| B2 WA S Z StopCallRecording Xdg gHEtet ZQ 7t eiaLlch
JHE S8t B0 532 & HEE AR St SXIE = A&t

Amazon Chime SDKE= AF2X}7} MEHSE Amazon S3 H{ZIo 2 E5F =28 MEshuct HIle
AWS Ao &3aH{of &Lict S3t7F K| = S|P O|c|o{ ofE 2|7 0| M 2 StartCallRecording & 24 9|
Destination If2t0|E{0] X|HE EHZE 53 & ™S ELICE. Amazon Chime SDKE 73 WAV &

I:I
AoE S3HE sFELCE A W HA ERZS ;%ﬁ: S3t= AH|HR REE MES5IH, &4 E
e 2% XH‘-*01I, SHA ERE2 QB2 Adof| U&LICH =4l EEE EhAl EBDE =25t B AlAH
2 2 REE AMSELICH
® Note
0| 7|58 At835lo 532 42 TR &4l 530f &et HE T= #H0| HEE + UsLtt
S50 et B E HE HES Eote A2 Fotet 25 ALS Ao MUIL|CE o7|ol= Al
MEE S40| s3E|1 Ut AHAE sSE MM 2E FE7HRIO|A MAESHA 2|l S2
E #5tc A ZErELCH
st =8 3+

Amazon Chime SDKE &3} g0 S8 =530| & MstE AlZtof CHeH 29 222 8 F5tH, O] Al
Ztollg R E YAl SX|7F ZTEELICH S8 30| Amazon S3 HHIIC 2 MEL|H S35 =3 AL Z0]
CHst 2 F0| HFELICH

Qrle E3 =5
S0 EE WA S5 EHO =S5 T S5 EUS BT =8 £ UsLCH
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_StartCallRecording.html
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_voice-chime_StopCallRecording.html

Amazon Chime SDK TR 7H0|E

ol olOlx|= Al B

-

o
N
i
rr
4
2
i
1
>
o
on
jn
2
C
n

call-id-1

IMCOMING

@ OUTGOIN

Caller Amazon Chime SDK SMA

&30l = call-id-12| callID7} U&= Bl 7t ShLtBE QIELICEH INCOMING 2C|2 E=2 BRIt SIP
o|C|o{ o EZ|ZIo|Me 2 ELiE 2C|22lLICH OUTGOING 2LC|2 E={2 S|P O|C|o{ o Z 2|7 0|M
Ol &halxt2 Eli= 2C|2LICt SIP O|C|of o EE(A0|M2 5Zdteie S8l CallldE Xx|™
gLcH MEE A HIHKE ¥%6+E4D4 INCOMINGE X|™HgfLct MetE &2 FIIKHE 535tciH
OUTGOINGEZ X|HE LIt & HIIAE BEF =36t2i™H BOTHE X|F&LCE

call-id-1

E_INCDMING_’.
‘_—DUTGDIN <«——INCOMING
— 1

Caller Amazon Chime SDK SMA Called

O| Al E S&tolle F 7R S8 29! call-id-1 & call-id-27F U2, call-id-12 call-id-20{] 212
15 S5 ID ZF0i| Ciet =4l Y el 2C[ AEROR I 7He| 2C|2 E=H0| BHE04
I 85 1D 2C|2 EBO| FAURUX| X[HE = UELICH o|E 04, TS E &2 &It
g 5335t24™M call-id-22 CallIdZ, INCOMINGS E={2 2 X|%X3504 INCOMING 2LC|

dHAMRIIFEE EE

L
OUTGOING 2C|2 E& %;%E*LI + Ca11er7+ S i QLC|RE =335t2{™ call-
id-18 CallldZ, BOTHE E=io 2 X|&35l04 BOTH OEIO EE % =& LICt

ME A M
SIP DIC|of OHEE|FH0IME B8t =8 &1 74 QAR MBHLICH O/ Sof HIKLIA ALS AL
of ¥E B3t =8 £THES KU TEY £ ASLIC CHS M2lE T 7hx| YEHEIQl AL AlLtE)

RE HoiELICh

PSTN 2LC|2 MH[A0f X|HEl= 2 345



Amazon Chime SDK TR 7H0|E

|

« Al 1: SIP Afdo| =&t El E Ba S3t 53
=3
[ |

- At 2: O} 8 S50 MM QLR =
« A 3: 0 B35l Bl sS
o Ml 4: YA BX| L RHIHE 3 RC|VE =2

AbE 1: SIP Bhdo| T #HEI CHel |1 E5F 52

af AR} 2F PIayAudio = PIayAudioAndGetDigits du 2 sIP EIIElo-I ol Z EI71IO| —.*° oz M
= S0l ZAXMELCE o ool MeE PlayAudloAndGetDigits 75.“.3:1% A oarxlﬂ_r I:Hgl-gcﬂ oM S
(IVR)2 =73t 2z240| S|P O|C|o] OHZ 2|AH 0| =l 4= Ql&LC,

o o

0| ofloi A SIP O|C|o{ OHZ 2|AH 0| M2 g AlRtel SIP O|C|o{ o Z2|AH|0|M AlO|o| £ QC|Q EBg 7

F SSELIC S37F Y5 550 AR HE*._XUP MEE Bom SX|ELICH 37 2K
M= Tt ARE D AR MEE Bo ™ SKIELLCH

PSTN 2LC|2 MH[A0f X|HEl= 2 346



Amazon Chime SDK TR 7H0|E

SIP media
Caller application Customer Lambda
I
Call - :
|
|

NEW_INBOUND_CALL

>

action:[StartCallRecording(call-id-1, BOTH),
PlayAudicAndGetDigits]

<
! start recording

< |

Call Recording starts )

|
I
|
I
I
|
I
I
I
|
I
I
I
|
I
I
I
|
I
| _Call answered
I

|
|
|
I
|
l
< i
| WAV audio |
< I
i DTMF audio }i
i Hangup }i
! ' Stop recording automatically
I
| <
= [CalReorin oo et
| |
| |
! ' HANGUP
I I >
| L{ actions:[] !
I I |
Caller SIP media Customer Lambda
application
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SIP media
application Customer Lambda l Called l

: NEW_INBOUND_CALL

:r( actions:[PlayAudio]

Call answered

WAV audio

ACTION_SUCCESSFUL

actions:[CallAndBridge]

-
| Call setup
|

g

| RINGING

Ringing

X

1
:1.{ Answer
' bridge(call-id-1, call-id-2)

ACTION_SUCCESSFUL (bridge)

s
actions:[StartCallRecordingicall-id-2, INCOMING)]

-

start recording(call-id-2}

I
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Hangup

3
: Stop recording automatically

<

I
I
|
I
I
I
|
I
I
I
|
:
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I
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SIP media
Caller | | Customer Lambda application AWS Client SDK | | Called
— r i i — r
' call : : l l
t t v al [ [
i | NEW_INBOUND_CALL l i i
:__, Call answered | : : :
M T 1 i i
: : actions:[PlayAudio] ,_: : :
| T el 1 1
| WAV audio | ! | |
(s T I I I
| | _ ACTION_SUCCESSFUL | : :
| | 1 1
| actions:[CallAndBridge] . | |
| = I I
| | | Call setup | ‘:
| [ 1 1 0
| | ' Ringing | |
| 1 1 1 1
| | RINGING | | |
| e | | |
| | ! Answer ! !
| i e i i
| | " bridge(call-id-1, call-id-2) | |
I l l l l
| | ACTION_SUCCESSFUL (bridge) \ | |
| | | |
| actions:[] }: | |
| | 1 1 1
| _conversation | : : -
e | | | )
| | ! _ UpdateSipMediaApplicationCall ! |
| 1 I‘ 1 1
| ' _ CALL_UPDATE_REQUEST ! | |
| | | |
: actions:[StartCallRecordingicall-id-1, BOTH)] ! : :
| 1 ’I 1 1
: : I start recording : :
| | ll:l | |
’ ’ [l sy ’
| 1 1 1 1
| | | | |
| 1 1 1 1
| ' ACTION_SUCCESSFUL ! | |
| I I I
! actions:[] o ! !
| 1 1 1 1
: ! ' _ UpdateSipMediaApplicationCall ! !
| I I‘ ; I
| i CALL_UPDATE_REQUEST | ! !
i actions:[PauseCallRecording(call-id-1)] ‘_: i i
: : : pause recording : :
I l l l
| I I I I
| I I I I
| 1 1 1 1
| I I I I
| I ACTION_SUCCESSFUL | ! !
i actions:[] ‘_: i i
i i | _ UpdateSipMediaApplicationCall | i
I | _ CALL_UPDATE_REQUEST l l l
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SIP O|C|o{ oOHEZE|A|0|Mo] E5 =2 &Y

SIP O|C|oq4 o E 2|70 2| AWS Lambda &
LICt ctE =AM oM 2 EE MZstD

S|

« StartCallRecording

» StopCallRecording

» PauseCallRecording

» ResumeCallRecording

StartCallRecording

StartCallRecording 22 &3t oi|12| 532 AIZELICH 2C|ME E£= SIP O|HE CiEt 8
H o2 SIP O|C|o{ ofZ2(AH 0| Mol M S8t =352 AIRFELICH

- S3lo| RC|ME 5SS Al SE24M UpdateSipMediaApplication APIE AF&3H0{ o E 2|7 0]
Mg 7t 3&3%t1 StartCallRecording &S BHEHEHLICEH

- SIP O|HIEO]| CHiEt SHOE &3t =52 AlE5tEd™ ofZ2|7H0[M0of| A StartCallRecording &
Y= HrEHErLIC

EZ =2 X L XIMHLICH TS Mol Mt

Cl =g Sl
StartCallRecordlng Al A}%%}E s MEEEL|Ct
@ Note
Ol 7|52 AH835t0d =38 B TR 4l =30 &8t YE E= 70| MEE &= U&LIC
=Z20f 2t ZE o HES Ests W2 Fotdt 2B ASKe MYLICH 07(ol= Al
MEE S0 SSED CHs AFAS SSE MM 2E ATIRtoIH HEsH gElT SO
E Fote AT ZEEUO

|

« StartCallRecording ¢4 2
- 3 O X ™

.

« Amazon S3 H{Z! #$E £0d
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StartCallRecording 24 2%

.

CH2 oAM= BOTH E249Q| StartCallRecording g M= WS HoiELICH

{
"SchemaVersion": "1.0",
"Actions": [
{
"Type": "StartCallRecording",
"Parameters":
{
"Callld": "call-id-1",
"Track": "BOTH",
"Destination":
{
"Type'": "S3",
"Location": "valid-bucket-name-and-optional-prefix"
}
}
}
]
}
Callld

ME_E35 =29| 2C|2 Track®lL|C}.

512 =l Z}f - BOTH, INCOMING EE = OUTGOING

PSTN 2C|2 AH|A0f X|HE= 5

354



Amazon Chime SDK TR 7H0|E

7|g2gk-eis

Destination.Type
MY - CHd ELICH Amazon S38H & E LICt

2 &l Zt - Amazon S3

Destination.Location

M - 58 Amazon S3 HHZ! 3t MEH AEHO1 Amazon S3 7| MFAFQLICH HHZ!o& Amazon
Chime SDK Voice Connector AMH|A E 9+ x| Q! voiceconnector.chime.amazonaws.com0i| CHEt
™&ho| Qlo{oF &L C}.

518 El 2} - Amazon Chime SDK7} s3:PutObject & s3:PutObjectAcl 4ol CHEF HEHS 7t
£l %E%F Amazon S3 A&
2 -0

.

=3 oid xI™

Amazon Chime SDK= Amazon S3 HZIC 2 35 S22 XMEELICh HEe AWS HIZof &5
OF BHLICt. StartCallRecording 49| Destination Zt2tOIE{0| HHZ! Q| Y XIE KIHELICE
Destination It2tO|E{Q| Type HE &= S30|040F & LICt Location EE= Amazon S3 H{Z! 1 M

= AHEQl S5 =80 M ElE 2 7| MEALZ TAELC,

SIP O|C|o{ oHEZ2|70|M2 K| El Location, S5t llael Im 2l AlZH ERHEM D, £ IDE A
83501 Amazon S3 Z4xl| 7|2| @Al X|HELIC StartCallRecording & 8 & ™xl| Amazon
S3 Zix|| 7|& gtetgtLct.

Location EE=0{ Amazon S3 HZ!EF XS st= A< SIP O|c|o{ o Z2|7H0[ M2 Amazon S3
A20 7|8 M5 A2l Amazon-Chime-SMA-Call- Recordlngsz FIbghct. E8 SIP O|C|
0 OfZZ|7H0|M2 S8t AlZF AlZho| A, & A2 FIH5t0 53 HElst= ol =80| |t
CHS HAleE 7|18 HSFAIE Z &3 Amazon S3 B2 9| et HAIZ Ho{FLICt. o] dixoAM=
myRecordingBucket2 Location gt 2 AFSELICEH
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myRecordingBucket/Amazon-Chime-SMA-Call-Recordings/2019/03/01/2019-03-01-17-10-00-
010_c4640e3b-1478-40fb-8e38-6f6213adf70b_7ab7748e-b47d-4620-ae2c-152617d3333c.wav

Cl2 oAM= §35 =2 Amazon S3 220 EA|E H|0|E{E EoiELCt.

s3Bucket/Amazon-Chime-SMA-Call-Recordings/year/month/date/year-month-date-hour-minute-
second-millisecond_transactionId_callId.wav

.I.

Amazon S3 HZ!3} | 7| HFALE Location EE=oi /2450 SIP O|C|o{ o ZE2|F|o|Me 7|2
-rM CHAI CHAY Amazon S3 B2 9| ZHA-7| MEALE AF2EHLICE O 2 olAl= HEALE 288 £5

= Amazon S3 A2 9| it HAlg Ho{ELICt o & 04, myRecordingBucket/technicalSupport/
engllshg Location2Z X|HE £+ &LICH

myRecordingBucket/technicalSupport/english/2019/03/01/2019-03-01-17-10-00-
010_c4640e3b1478-40fb-8e38-6T6213adf70b_7ab7748e-b47d-4620-ae2c-152617d3333c.wav

CtS oAM= Amazon S3 ZZ29| H|0|E{& Eo{FLIC}.

s3Bucket/yourObjectKeyPrefix/year/month/date/year-month-date-hour-minute-second-
millisecond_transactionId_callId.wav

Amazon S3 HHZ!o 2 MEE =20f= S35 8i|20i CHeF =71 Amazon S3 ZHA| HIEH|O|E{7F =& x|
of !&LICt .2 Eol= X|¥El= Amazon S3 ZHAl| HIEIE|O|E{7} LI} Q& LICt.

Ol& ME

transaction-id Mt Ssto| ETHIMM D

call-id AWS Lambda &= %&£ 2| CallDetailsCallld

recording-duration a8 =8 7I1ZH(X)

recording-audio-file-format QIE{H OIC|o] RELR EAIE 83 =53 2C|
Q U H4

Amazon S3 HHZ! #EH £ 04

CHA Amazon S3 HHZ!2 off Z2|7io| M1t S st AWS H&of| &aHof &L|CH EEBF 2142 Amazon
Chime SDK Voice Connector AMH|A EOF =X|Ql voiceconnector.chime.amazonaws.comO
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s3:PutObject & s3:PutObjectAcl Het2 Fo45Hok & LICt CHF oAz e HEt2 Foig
L|CF.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "SIP media applicationRead",
"Effect": "Allow",
"Principal": {
"Sexvice": "voiceconnector.chime.amazonaws.com"
},
"Action": [
"s3:PutObject",
"s3:PutObjectAcl"”
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
]
}

PSTN 2LC|2 AH|A = SIP O|C|o{ o Z 27| 0|4 CHAlSHo 83 HA!E el #LIct ESE CHEIRE
EME 1l5t7| I S3 2! Het2 © SIP O/|C|of ol EE|AHO|Me 2 MEHE = /JU&LCt

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "SIP media applicationRead",
"Effect": "Allow",
"Principal": {
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"Service": "voiceconnector.chime.amazonaws.com"
}I
"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl"”
]I
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:chime:us-
east-1:111122223333:sma/sip-media-application-id"
}

AFoqd Ad

Ch
= -

=

OK
0lo

S a0 S 550 43
a

Mo 2 AlRFE|H S|P O|C|o o= 270|410 ACTION_SUCCESSFUL
O|HIE RO Z AWS Lambda &2

x
SEFLICH 85 =2 9IxI7t SHO2 HrErELIC

"SchemaVersion": "1.0",
"Sequence": INTEGER,
"InvocationEventType": "ACTION_SUCCESSFUL",
"ActionData": {
"Type" : "StartCallRecording",
"Parameters": {
"CallId": "call-id-1",
"Track": "BOTH",
"Destination": {
"Type'": "S3",
"Location": "valid-bucket-name"

}

"CallRecordingDestination": {
IlTypell: "53"’
"Location": "call-recording-bucket-and-key"
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SRt 7ol
}
}
"CallDetails": {
}
}
HoeRr SHE
A5 27 2| 42 SIP O|C|of oHEZ|7| 0|2 HHEt 27 HIAIX|2F &7H AWS Lambda &f+& 3 &
gtLICE CHS EolleE 2F HAIX|IZF LhEE|o] Q&L
*F H| Al K] olf
InvalidActionParam Callld parameter for action ut2tolEe7t R 25K et& L
eter is invalid Ct.
SystemException System error while running an &2 Mt SACHE &
action. o AAH 7T HHdlFE
L|Ct.
ztdo| &3 Bll2olAM Olclo =22 Alulst™ SIP O|C|of OfE 2|70l ActionFailed O|HIE
%30| AWS Lambda & & 7t S &8tLct

CHS o= Yitxel @ 7 &2 EoiELCt

"SchemaVersion": "1.0",
"Sequence": 5,
"InvocationEventType": "ACTION_FAILED",
"ActionData": {
"Type" : "StartCallRecording",
"Parameters": {
"CallId": "call-id-1",
"Track": "BOTH",
"Destination": {
"Type'": "S3",
"Location": "valid-bucket-name"
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}

"Error": "NoAccessToDestination: Error while accessing destination"

}
"CallDetails": {

GitHubO| A & oA & =: https://github.com/aws-samples/amazon-chime-sma-on-demand-
recording

StopCallRecording

StopCallRecording &2 S35} Bl19| 522 SXIELICH 53171 ZELH 520|522 &
XIZ|0H oHZ 2|AH 0| M0l A StopCallRecording 22 HA|MoZ Htetsl Zio 7t giaLIct S35 gl
70i cHet =30| SXIZ|™ ChA| A5 e 4= @12 StartCallRecording {40 X
=Z0| M ELCh

0%
n
m}
Yl
00
Hu

CtZ oAM= call-id-1 &3t dlae| 552 SX[gLch

{
"SchemaVersion": "1.0",
"Actions": [
{
"Type": "StopCallRecording",
"Parameters": {
"CallId": "call-id-1"
}
}
]
}
Callld

A3 - AWS Lambda &4 S&£2|0f /= Callld #7}AtCallDetailso| MH
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GitHubOll A &3 of| M| & =: https://github.com/aws-samples/amazon-chime-sma-on-demand-
recording

PauseCallRecording

PauseCallRecording 5 S5t Bl10| 522 YA BXIFLICH 522 YA SXIE WO =
22 YA BXIB LIEHE MBS S HHBLICH YA BXISHH =32 ASEIXIE P S0 AL
oh =82 YA BRIHE & =8 7izols Y Fx| Lot LY Mot 532 YA SXI3

LA
T RH7HE ~ A&LICH

CHE odls 528 YAl SX[ELICH

{
"SchemaVersion": "1.0",
"Actions":[
{
"Type": "PauseCallRecording",
"Parameters": {
"CallId": "call-id-1"
}
}
]
}
Callld

MM - AWS Lambda &+ S &9|0i U= Callld & 7IXICallDetailso| ™

o
ol
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FID

3}
-
T
30
Fol
ok
ol
ol

T
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|
50
0jo

N

GitHubOll A ] of| A & =: https://github.com/aws-samples/amazon-chime-sma-on-demand-
recording

ResumeCallRecording

ResumeCallRecording Y2 S35t dlaol =52 M

JHEFLICH &0l ChAl Al E[Z] Tof B2 &
ZZ0| MYELICH S& 8|2 7|7k S 582 oft] H LA SKIFICHE [7HE = U&LICH

CHE M= =38 AMIHELICH
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{
"SchemaVersion": "1.0",
"Actions":[
{
"Type": "ResumeCallRecording",
"Parameters": {
"CallIld": "call-id-1"
}
}
]
}
Callld

M - AWS Lambda & £ &2[0f = Callld &7tAtCallDetailso| MH

GitHubOll A &3 of| M| & =: https://github.com/aws-samples/amazon-chime-sma-on-demand-

recording

CallAndBridge

PSTN M3t E £ = Amazon Chime SDK Voice Connector EE = Amazon Chime SDK Voice
Connector 122 F+E SIP EZ I 0{ CHst o RHIRE SSHE MEEH CHE 7|1&E &89t 2L
7!

Ch M3tHE 2 MSIE Z2 M PSTNS, SIP EZ 0l TSHE Z [ AWSE AFS EhLiCt
7|& B3l CreateSIPMediaApplicationCall APIE AF23t01 MM El o} RHIRE S35 £
NewInboundCall O|HIES} &7 & +E& Z&5t= SIP &0l ofal M= CIHIRE 83t = U&E

L|CF AWS Lambda . Voice Connector EE &= Voice Connector 1& HIEZQIE 0| CallAndBridge &
e F#E M= Voice Connector EE = Voice Connector L& 2| Amazon 2lAA S (ARN)E X5
OfF &fLCt.

OIZHIRE &3F X AWS Lambda & 0| AFE X X|H SIP SIHE FI7IE =& UELICH AFERF X|H
SIHE A5t S L QTHS o U2 7S HEE £+ U&LCt X|H slcof CHEt LHE S

INE=IN
Amazon Chime SDK PTSN Q@LC|2 AMH|AO|AM SIP &l AF2 MME B ZSHMIR.
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25 WHIIK| H4E A8 ME 2 $50| SMA B4 53 KBS AMsts Ol ASEIS 24 SA
& o T ECtE Mol folsiok gLt ol M2 P50l £ S35 X E2|X[of CHet SMA &4
3t Aete #eElg e & 2 22[X]| 21 1740tct & 270 H|atstof & LICH AtAlEH LHE 22
SIP EZZ 3 58 E2TE HEsIMAWS det H=
CH o Rl ZEE PSTN (IEZol=of eZdshe Yheiel Teig RofELC)
{
"SchemaVersion": "1.0",
"Actions": [{
"Type": "CallAndBridge",
"Parameters": {
"CallTimeoutSeconds": 30,
"CallerIdNumber": "el64PhoneNumber", // required
"Endpoints": [{
"BridgeEndpointType": "PSTN", // required
"Uri": "el64PhoneNumber", // required
1,
}
}
]
}

CIS oAM= Voice Connector EE £ Voice Connector 1S3} AFE Xl | SIP SICE AFS
g HoiELCt.

ol
=

"SchemaVersion":"1.0",
"Actions":[
{
"Type":"CallAndBridge",

"Parameters":{
"CallTimeoutSeconds":30,
"CallerIdNumbexr": "el64PhoneNumber", // required

"RingbackTone": { // optional

"Type": "S3",
"BucketName": "s3_bucket_name",
"Key": "audio_file_name"
.
"Endpoints":[
{
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"BridgeEndpointType":"AWS", // enum type, required

"Arn":"arn:aws:chime:us-
east-1:0123456789101:vc/abcdefglhijklm2nopq3rs" //VC or VCG ARN, required for AWS

endpoints
"Uri":"ValidString", // required, see description below
}
1,
"SipHeaders": {
"x-String":"String"
}
}
}
]
}

CallTimeoutSeconds

nx
0F
Ofm
Log
N
>
[
Pl
ro
jo
P

7182t -30
CallerldNumber

« BridgeEndpointType - Voice Connector 2! Voice Connector 1 & 2| A< AwS, 1 2|0i=
PSTNRILICE.

sk 7| Mokxlel ZHALILICH EfolHE S3F A8 Al AIFELICH
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« Arn - Voice Connector &£ = Voice Connector 15 2| ARNQILIC}H AWSE
BridgeEndpointType2 Z AF&st= 0B gLt

« Uri-URI g2 A=xQIE RFof w2t FetEL(C.

PSTN AEEZQIE Q| AL URI= &8 E.164 ™t 3 040F FLILCH.
AWS YIE X QIE S| 4L URI 2t0| Request-URIS| user £ &2 MHFLICt. Augmented
Backus-Naur Format2 AF&3HOF & L|Ct. &4 Z0]: 1~36. ¢t a-z, A-Z, 0-9, &, =, +,

$/ // 0/0/ Ty — !/ ~y */ (I)’(-)%APOEL’“:'-

Request-URICS| EAE Zt2 CH4 Voice Connector?| QIHIR E ZZ 0| M ZHEEILICH CHS o
Me AwSs YIEXZQIETJ} Q= CallAndBridge XS EoiELICEH

"SchemaVersion":"1.0",
"Actions":[
{
"Type":"CallAndBridge",
"Parameters":{
"CallTimeoutSeconds": 30,
"CallerIdNumbexr": "+18005550122",
"Endpoints":[
{
"BridgeEndpointType" :"AWS",
"Arn