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AWS CloudFormation Guard&t £SiQ17tL?
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Guard= CloudFormation EEZ/0|M RES &8 = ST &4 22 = IsHK| A &LICE cfn-lint
TT7E MEB5t0{ HIZS! X E HXNS| AAHE &= USLICH

Guard= AMB & M8 NIZ5tX| &t&LICt CloudFormation £3 2 AF235104 22 xIEHstHLE 4
18+ UE MH S E8 L MEZ s&lE = UsLICH

AWS CloudFormation Guard 7Hgr ol CHEF REA|8H LI 2 Guard GitHub E|ZX|EE|E & XM L.

A

« Guardg& MZ AS35HAILIR

e Guard 7S

« CloudFormation & 30{|M Guard A&
« Guard AMA

- 2 Al

Guard® & AFBSHE B9 BIX| CHE MMS 2= 2ol &t

C

« Guard A% -0| MM M= GuardE Mx|ste WS MAHEELICH Guard& AH& 35t Guard DSLE
A 835tod Ha 7 alg x-St Y 7#210d CHEH JSON EE= YAML Ao 2 X3t El O|O|E|E HAS
st & olal ot

T AAH
 Guard & 24 -0 MMM = GH & 2ol CHEr REM[EH &S MSELICH

o
* Guard #& E|AE -0 MMM FZl0| ol CHZ X Ssh=X| ElAE st %0 CHs JSON
= YAML 49| T x3HE |O|IBE HEste Yol CHEr REA[Et *E*o MSgLc

* Guard T+=0f CHeF /23 Cl|0|E| A& -0] Mldoi A= 7 =loi CHall JSSON EE= YAML E4lo| X3
El Lo & ABet7| ?Iet RtM[EH &S MSELICH

« Guard CLI £ = -0| MMoj|ME Guard CLIOIAM AI2E = 9l HHES MHESHLCT

mlo OII

GuardE S AL HAILIR? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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Guard 7|

GuardE At&3tH CloudFormation B &3!S Z ¥ otx| 0|0l S8 E[X| 8= JSON EE= YAML B 49|
TZ3HE HOIEE dAEste M 28 HEY = U&LICH GuardE EX ZAL2| end-to-end B 7t
o| ™Al AHMEHZS X[HFLICH #E2 OF HIZUA D QoM &7 L

o O™ HHHEA U 7H ETE RIZ HAE)- 2ot W A &8 2 22 2 A&
LIEILHE M= Falof el Z2E3 QlZak(laC) £ QlZEt 2 MH|A 2 MHE HBELICH o2
£ 04 CloudFormation &Z 2!, CloudFormation 44 M|E, JSON 7|8t Terraform 74 It EE=
Kubernetes 48 E2 A&5e = U&LICh

o EFX| AHHA 2 7 E AWS Config- 7|8 7148 & =(Cls. 0| & =01 7H&X}= AWS Config Cls
off CHEH 7t= MR 2 AL 35lod HHEZEE 2|AA AWS 2! HIAWS 2|AA 0| AEHE X|HXoZ P LIE
oo, WA lutg ZXx|etn, 2A HES Al = A&LCH

o HHEE OFT - HiZE Tof| #4E AL o] b et K| & elgtLCt o & S04 &3 &[0 CHal
CloudFormation 8423 M|EE& A& 5t0{ Amazon DynamoDB E|O|2 O|& 441t Z0| 2|44 W2
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dreof CHEH AEMIEH LI 2 £3 AFE M
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https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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A AWS CloudFormation Guard’

AWS CloudFormation Guard £ 2Z AA H %% QIE{H|O[A(CL)LICt H™ 728 & Md5tn e
Tt&lof CHal T+ &3HEl AE% JSON 2 YAML HIO|E{E ASE = U= 7HEE THelE o{E M3
gt A2 Eoh ™ &2 St ‘EFE._E' AL A X|ES LEH = U&LIcH #RsHE ASH o
OlE= ZEE MYE Z2IRE QptE LIENE = //&LICt 0 & S04 CloudFormation & Z %104 A

8l €l Amazon Simple Storage Service(Amazon S3) HHZIE &4 DRHZS T E F2Ig M

FHME MELSH 2H MKE AFE 5L AWS Lambda &+ 2 Guardg& Mx|5l= 2ol CHEt
=
e Linux 2! macOS& Guard x|

« Windows& Guard A x|

 Guard& AWS Lambda &2 Mx|

Linux 2! macOSE& Guard A x|

0|z YeFl 22|A HFo|L{2[2] CargoE A& 3St74LE Homebrew& &3all Linux & macOS AWS

CloudFormation Guard €& Mg + J&LICt
AM™ F=El 2E[A HHO|LHE|0 M Guard AR
Ct2 ™Axioll 2t AFM U= = HEo|L 2|0 M GuardE M x| &Lt
1. EHOdE ¥ s BPS A~dELo

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. OIS BHES AAGI0{ PATH HE H™ELICH
export PATH=~/.guard/bin:$PATH

A1} GuardE ME2Xo 2 Mx|StD PATH B2 MRS LICE

o (ME M) Guard HXIE #HQlstE{H Chs BES Azt

Linux 2 macOS& 3
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cfn-qguard --version

FI2 s £ grereuich

cfn-qguard 3.1.2

Guard from Cargo A%

FiF

Cargot Rust T{7|X| 2Rt ILICH CHS EHAIE 225104 CargoE Z &5
M CHS Guard from CargoE A x| & L|C}.

1. EOldoM cts BE S st o 2ol X|&of et RustE ARIEHLICH

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
e (M= AFE Ubuntu B30I CHS BHS A#sHLCH

sudo apt-get update; sudo apt install build-essential

TSI O BUS MUE LI,

2. PATH &4 #=

source $HOME/.cargo/env

3. Cargo7t Mx|El &EfoiM Ctg BHEE AA5H04 GuardE M X|ELICH

cargo install cfn-guard

A1t GuardE H3 M2 MdXI&LICH

cfn-qguard --version

WY ohs Ee HEELc

cfn-qguard 3.1.2

Guard from Cargo A %|
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HomebrewO{| A Guard A x|

Homebrew= macOS ! Linux& I 7|X| 2 2|Xt I LICt. HomebrewE AdX|5t24H Ct& CHHE &t

M. 23 Ct2 Homebrew0| A GuardE Adx|&hL|Ct.

-l

1. EOIEoM ChE BB 4

0%

st gt ol x|&lof ek HomebrewS A x| gFLICH

=5t

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/

install.sh)"

2. Homebrew7} Ax|E &ENO|M CIS BEES A&SI04 GuardE A XIELICE.

brew install cloudformation-guard

cfn-qguard --version

0424

24
oo

—

Ct

Ojo
M3

clgg=inu

ro
Mo

cfn-qguard 3.1.2

Windows& Guard k|
Cargo 5= ChocolateyZ &3l Windows AWS CloudFormation Guard 88 Mx|& 4 U&LICH

INTS e

HE QIE{H 0| A0 M GuardE L ESI24{™ Visual Studio 20198 4= T3 E Mx|8Hof &L|Ct.

1. Visual Studio 20198 2= =3 & AIO|E0{|M Microsoft Visual C++ ElE E1E CIREZE§
Ct.

2. MR ZZ2Og M-S 7[27FE MEELICEH

Homebrew0i| A Guard A x|


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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Guard from Cargo A x|

Cargo= Rust T{7|X| Z2IXFILICH CHS EHAHE 2235104 CargoE Z&SHE RustE Mx|EfLICH o
H CHE Guard from CargoE A X|ELIC}.

1. RustE Ct2EZEF O rustup-init.exeE A& LICH

2. HWHITZETEAM 7|E SMQ 12 MESSHLICH

f— - H— =

WL Cte EHS preLch

[

Rust is installed now. Great!
To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. MX|E 2tE5t2{™ Enter 7|2 FELICI.

4. CargoZt AX|El SEH0|AM CtS BHS A5t GuardE AXIELICH
cargo install cfn-guard

21} Guardg€ d2™Mo 2 Mx[Fi&LICEH

cfn-guard 3.1.2

Chocolatey| A Guard A x|

Chocolatey= Windows& I 7|X| Zt2|XtIL|C}. ChocolateyS M &|stEd™ CFS CHAHIE 22 5HMI2.
7 CHS Chocolateyoll A GuardE A x|&fL|C}.

Guard from Cargo A X| 6


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. 0| 7+o|=of k2t ChocolateyE Adx|EfLICt.
2. Chocolatey7} Ax|El AEf0M CIS HHS M350 GuardE M x|ELICH.

choco install cloudformation-guard

cfn-qguard 3.1.2

GuardE AWS Lambda & +2 MX]|

Rust T 7| X| #2|XI2l CargoE AWS CloudFormation Guard S351E A%
guard-lambda)Z2A{Q| 7IE AWS Lambda= Lambda &+ 2 AFSE
o] A e Lct.

g £ UaLch g2 (cfn-
O =
A L—

Guard(cfn-guard) &

INN e
GuardE Lambda &2 Mx|5tedH HA CHS A =S SF 5 oF gLCt

« AWS Command Line Interface Lambda &+ & H{Z35l1 S £E = U= M2 L EE (AWS
CLHILICt REMIEH LHE 2 AWS CLIF A MIME EZ Al

« AWS Identity and Access Management (IAM)2| AWS Lambda A& A& lL|C}. XFAIEH LIE
AWS Lambda Al 482 A X HM2.

« CentOS/RHEL EZ0|M musl-1libc T{7|X| 2|ZX|EEZIE yum A0l FIFELICH REMISH LI 2
ngompa/musl-libcE & Z=3HMI2.

FIO

\_/

Rust I 7| X| £ 2|t K|
Cargo= Rust I{Z7|X| 2t2[XtL|Ct. Ct & EHAHE &2t =510 CargoE Z & 5t= RustE x| LICt.

1. EO|IFoA CF CHS 3t ol X|&of| (2t RustE A RIEFLICH

]]IO

=|E=|2 Al
coE =

02
il

AWS Lambda & +2 7


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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AWS CloudFormation Guard
--tlsvl.2 -sSf https://sh.rustup.rs | sh

curl --proto '=https

(ME4 ALE) Ubuntu Bt E0iA CHS &
sudo apt-get update; sudo apt install build-essential

2 0424
= oo

Tdstn o

A
e

E

2. PATHEZ&E

source $HOME/.cargo/env

£ Unix)2 Guard A x|

Lambda & <(Linux, macOS &t
GuardZ Lambda & Mx|5te{H Ot BHAE 2= &Lt
1. BHE EHOFoM CHE BEE gLt
cargo install cfn-guard-lambda
o (MEH ALE) GuardE Lambda g2 AXIH=X] &Helsicd{H ChS HES AT LICH
cfn-guard-lambda --version
FH2 S £ 2 grereruch
cfn-qguard-lambda 3.1.2
2. musl X|HE HR[ste{H Ot FHFS A~AeLC
rustup target add x86_64-unknown-linux-musl
5tod WEmus18t CHS E{OILOIM CHS S AR eLIC

3. EAMNE
cargo build --release --target x86_64-unknown-linux-musl

2 bootstrap HiZ= IHZ|X| .zip TR0l O|F 0| QI A~ w0l AWS
S Z HI¥ bootstrap CHS .zip Of

7o
oT

AR X|H HEFR] 9|
Lambda ZEfL|CH MMHE
Flo|Eof F7}&HLCt.

El cfn-lambda A& 1ol 0|2

Mx[stE{H

GuardE Lambda


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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e macOS &390 AR Rust ZEMEQ| RE F=0|MSE 7+

Ct~/.cargo/config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. cfn-guard-lambda £E C|HEZ|2 HEFLICH

cd ~/.cargo/bin/cfn-guard-lambda

5. E{0|do|M ClS gd2ds Alsist o}

=2oHd

cp ./../target/x86_64-unknown-linux-musl/release/cfn-guard-lambda

zip lambda.zip bootstrap && rm bootstrap

6. LCIS WS M504 HZHol Lambda &4 cfn-guard2& NEEL|CH.

aws lambda create-function --function-name cfnGuard \

--handler guard.handler \

--zip-file fileb://./lambda.zip \
--runtime provided \

./bootstrap &&

--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \

--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

Lambda &£ 2 Guard& 2=t AlgHsteS

Lambda & %cfn-quard-lambdaZ MEEE 5 E35l24E

aws lambda invoke --function-name cfnGuard \

--payload '{"data":"input data","rules":["rulel","rule2"1}' \

output.json

u

2

Lambda &+ QM FLXE S£5

]

IS 2=} cfn-quard-lambda EQ&HL|CH

FO
o
=)
rr
1

« data- YAML = JSON HEZ!o| EXtY HH
» rules- & ME mo| EXHE T

b

i
n
o
>
0%
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Guard T2 AP0 CHSE AFH =74 2l 7l

O] A0l A= JSON = YAML 4| CllojEfoll ChEt 72| 4, BlAE & ZZol2e #A! Guard &
U BHRHE WS HOIELIC T S AL Aol LSS 7 AAS =
| Z#tglod QlaLich

(®)

|

- A=A

« Guard 7= A8 IR

« AWS CloudFormation Guard 7+%] &

« AWS CloudFormation Guard #2| E|AE
ﬁ.
ﬁ.

« AWS CloudFormation Guard T#+&!1} &7 /24 mlzjolE] ALE
« AWS CloudFormation Guard 7#=!0j CHEt 224 H|0|E| AS

AMN™ E=A

Guard =M@/ 210{(DSL)E AtEstod X =2 % dsit{H HX Guard BHEE /E{H 0|2 (CLI)
£ MR(stok gfL|ct RtM|EH LHE 2 Guard 28 EFRHE %

Guard 2! AFE 7R
GuardE€ AI2 e M= YPHMo 2 O BHAHE £~ &L Ct

1. JSON E = YAML 8 A|0| H|O|E{E 2 5tod B ELICEH

2. Guard M= 7 =lg EMSHL|C RIMEH LI 2 Guard 1! 2 EHHE R XSHAAIL.

3. Guard test HAS ALE5t0 #=/0| o|£ 8t CHE ErS3t=X| &QlghL|ct Bl El|AEo] CHEH XEA
U2 MME HXSHM2Guard 1& HAE.

4. Guard validate HHE Al35t04 #&!lo CHSH JSON =
Mgt LI Guard 210 CH8H 2124 Hjo|E] S EHlE .:*ZS%F.’;MI_Q_.

AWS CloudFormation Guard T+2! &H4

0l A1 AWS CloudFormation Guard %! policy-as-code #=|2/L|Ct JSON EEE YAML & 4l9| Of| 0]
EIE A8 & + U&= 722 Guard TH QI 210{(DSL)E = -gfLict &l M2 F4E Lt

MHEE=A 10
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Guard DSLZ Ar835t0d A HE 72 E U YT E MEste Yt HAE meof KT E + U&L

Ct.

ofE] T IUS WM FEMEZ ERY £+ YSLICH FH MEE A SHH of2] 721 THof
CHaH JSON = YAML BAl0| ClOIEIE SAlol WEE 4 aLic

=5

=

- HollM #HE[AME
« HollM ALK AE
« HoM AEX XIE HAIXIALE

>
e
).
=

o oA HHEE A= EE 74 AWS CloudFormation Guard

=
. EAE QA TILE 286t B H KA

n

M true(PASS) E= faIse()E BIElE 8 EHAULICIFAIL M2 OF oithxtE A8 stod Erel
=
=

ClS B M2 A= MTcpBlockedPortsO| HIO] U =X| 042 E ZIHEHLIC.
InputParameters.TcpBlockedPorts not empty

ch

—

ct

mlo
s

M2 ExecutionRoleArn £/80| EAtHEQIX| o8 & HIterLct
Properties.ExecutionRoleArn is_string

Hol|Ld2| & 2] of
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Kol encrypted&H|i0| BucketName £430{ EX0| =&t E|of U=

CHS HiolL2| E2 o/
x| o{F & EItELIct
g GotefLch

Properties.BucketName != /(?i)encrypted/

CH2 HIO|L{2] M2 ReadCapacityUnits £430| 50002 C} & 7L ZH2 K| o8
Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

g 9zt 7R

Guard & H 2 d
<query> <operator> [query|value literal] [custom message]
Guard & Ho| &4

query
HEXM CIO|EE SOt & &MHE HM(.)2e2 FEF Aot Hel E3HAlole= gtel 52
2 o2 5t EE E3A0| Z8E = JU&LICH #HEE Mo €F5to] HeE B H &
M3tn R MEC| CHE RoIM #EE 4 2loDz 72| Aol AMAY & et
22| &4 o LElZol CHEt RIS LIS S Mg Az stheal Hol 3 el
L &= 042 of
operator
Felo| 4ElE & lst= Ol =80| &= B E= O|F! AArRtIL|CE O|Fl 44K S| RIZF(LHS)2
F2[0{0f 5tH L EZ(RHS)2 # 2| EE= 2t 2|E{=0[o{oF &L|Ct
KIIEle OfF QIthak: == (1) | 1= (X 48) | > (@7 Z8) | >= (<&8) | <= (7L 28|
IN ([x,y, z] @Alo| SF0M
K| HE|l= BHE Q44 RE: exists | empty | is_string|is_list||is_struct|not(!)
L g3 o5 of
query|value literal
2| = string EEE=2 20| X[ E|= 2F 2lE{EULICinteger (64).
X|HEl= 2t 2lEE:
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-« DE 7|8 8%: string, integer(64), float(64), bool, char, regex
- CS3 Z0| E¥E|E integer(64), float(64)E= HRIE E3H7| I8t ZE % char
b O| 5.
e r[<lower_limit>, <upper_limit>]-CtS EHAES k SF5= ZE o= HEHEL
Cl. lower_limit <= k <= upper_limit
« r[<lower_limit>, <upper_limit>)= Ctg ETLE k SFsts ZE AR HeHEL
Ct. lower_limit <= k < upper_limit
e r(<lower_limit>, <upper_limit>]-C}S EFAME k 5Fsl= 2E 4= BHENHEL
Ct. lower_limit < k <= upper_limit
e r(<lower_limit>, <upper_limit>), CI2 E3HAS k 555t ZE o= HetE L
EP. lower_limit < k < upper_limit

- SHE 7I-8f 7= dlo|Eo| cHEr 242 BH A (H) I LICH. of|A:

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } ] } }

- ZZ|0|EIE R EE 2 Ul 82| HidE

T TS, O[T AMKIE A8 E m 2R FLICt.

custom message
Mol CHst MEE M2sts 2XFAQIL|CH HAIXK|E validate 2 test B2I0| AA| S2i01 EA|
EI0 A5 ClOlE{ol Chet 75 BIHE OlsHs7HLt CIZsHs ol 8% + ALICH

F

N
o
-lﬂ
_I_
=)
M
o
o
>
=
o
-
I
:E

2l gol & ZEE Y MME HEStMRGuard A0 A

m&"
on

CH2 2 CloudFormation BE1Z3! Template-1 o] of|QL|CtTemplate-2. X|HE|E HAAKIO| AR 2
HoiF 7| flslio] Mol of x| 2| I M2 olz{et oA ’ES S FEELICH

Template-1

Resources:

HolM 22 AL 13
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S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: MyServiceS3Bucket
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: stage
Value: prod
- Key: service
Value: myService

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Tops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

LI FEIE AL e THMo| MAE|m 2 Halol A o
ZF

-
S0l 4. YeLiCh OF Atgstol 2x12 2t Malol B ERR(" )0 BolE)
© 72| Bo| 3 LE{Z BHS HEHAAL.

\u
L
o
gy
()
e
o
-1
50
rr
>
J‘-’l
b
=

o A= K| &g =+ l&LICH RtMEF LIS

x| &olstL|ct =2|x ID7} @1 BlAA 7O Ko

2ol Ho|El 2lAaATt 5Lt 0|4 Qe

cle e slze
Zlo{ PASS e 2 2 HIIS3BucketELICITemplate-1.

Hofl M AR AL
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Resources !empty

CHZ M2 S3Bucket 2|AA00 5Lt 0|4 o] Ef 27| Holz|of Q=X & QIEFLICE of Tags 430
CHaH HolEl = 7Hel Ef2S3Bucket 7t PASS Q47| 20l 2 It LICTemplate-1.

Resources.S3Bucket.Properties.Tags !empty

sk

« exists - 2|9 Z} 2ol Zfol A1 CHA AL E == U=X| FHAELICH = null.

CH2 e BucketEncryption £430/0i &o|z|o] Q= K| &Ql8tLICtS3Bucket. ol A{od| CHEH

== — iy -

BucketEncryption7t HOIPASSE|0] U7| HE | S3BucketZ HIHELICITemplate-1.

Resources.S3Bucket.Properties.BucketEncryption exists

(® Note
empty & not exists AAl= Y= CIO|EHE Sote I +EEl &4 7|7t true U=XI 2 F
7bEHLICH Ol 2 S0{ Properties AlA40]o| BIZ 2lof &O|E|X| &S AL &S3BucketS 2
Resources.S3Bucket.Properties.Tag empty B7IELICttrue. exists & empty A
AE 27 HAIXIS 2A LHoll JSON Z2IE| B2 E EAISHK| oE&LICH O2{8t & M 25 O]

BEh =2 HE & RXIsHX| f= AN 277 (e 87t B&LUoh

« is_string- #HE|o| Zt 40| string RSB UX| & IELICH.

2 M2 s3Bucket 2lAA Q| BucketName £A40) 2EXMYE 70| X|HEE|QF=X| &QlgHL|C}
2R Zf20iMoi chall X[HPASSEI2 2 BucketNameZ HW7H"MyServiceS3Bucket" &L

CtTemplate-1.

M

Resources.S3Bucket.Properties.BucketName is_string

« is_list- #2|o| Zh &0l list RS UX| & lEfLICh.

A 2=

Ctg H2 S3Bucket 2|4&A0| Tags &40 S 50| X|H /o] JU=X| = IFLICH ol Aol Cial =
74e] 7|-Zt Ho{7} X|ZHPASSEIEZ Tags 2 HWIHELICHTemplate-1

Resources.S3Bucket.Properties.Tags is_list

Hofl M AR AL
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« is_struct - #2lo| Z YHo| F=3HE C|O[EIX| & lgLct

Ct= M2 S3Bucket 2|22 9| BucketEncryption &40 2 &HE O|0O|E 7t XIHE|0] U=

=
X| &olgrL|Ct oM ServerSideEncryptionConfiguration £ &8 (##)2 AL&3504

o B - |

BucketEncryptionE X[HPASSSIEE 2 HI7tELICITemplate-1.

Resources.S3Bucket.Properties.BucketEncryption is_struct

==

Ztoll 2X+QH0| Template-1 Z & E[of J=X| &elgtLct X|IHE HZ! o|Fo 2XHH0| Z & [0
"MyServiceS3Bucket" UX| PASS &t7| MiE0l 2 HItELIClencrypt.

Ct2 M2 th/AEXHol encrypt 2 HISI0I0M S3Bucket ElAA Q| BucketName 4301 X|HE

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

CHE H22| NewVolume BlAA Size 0 X|HE 20| 50 <= Size <= 2002 E Y

=L—_ —

Template-2 LHOl| Q/I=X| & IFLICE 0i7F X[ E[0] /U7| PASS 20 2 H7t100E LICSize.

AN —

Resources.NewVolume.Properties.Size IN r[50,200]

CH2 M0 A NewVolume ElAA9| VolumeType £40i X|HEl 2k0| Template-2 iol, io2EE
QIgtLiChgp3. ofl 7t R Elod U171 PASS HE 0 2 B7tiol ELICNewVolume.

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

® Note
Ol MMo| of x| #{2l= =2|% IDs S3Bucket U7t U= BEIAAE A= QLKL AHS
2 Ho{EL|CINewVolume. EIAA O|E2 £5 AKX Moo ZEF QlZEH(aC) HE

Hofl M AR AL
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oM e|2 HHE £ &Lict Litxo|n BE Rl HolEl 2 E AWS: :S3: :Bucket
SlAAN MEE|E #FEIE ’Sf*é'%ﬁ#“" 7HE iMoo 2 ALKl 2| Al L
ClResources.*[ Type == ‘AWS::S3::Bucket’ ]. AtAMIEt LIS 2| Hol 2! ZE

2ol M ArEof CiEt ME HEE &0l5t1 cloudformation-guard GitHub 2|ZX|E 2|2
oAl CIHEZIE AHEAM L

HollM ALE R X8 HIAIX] AHE
Chg oMol Aol Holls AL R XIE BIAIX|7} Template-2 ZEHELICH

Resources.NewVolume.Properties.Size IN r(50,200)
<<
EC2Volume size must be between 50 and 200,
not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

x4 74
==

o

GuardolM M E01 2 dEl 2t H2 (F2 and 2%)2 At8sto] FAIMe =z ChF ot A&t ot

= MM E & xstMl 2.

# clause_A ~ clause_B ~ clause_C

clause_A

clause_B

clause_C

et 228 AH85t0d X Bl Mol or |OR B0 & X|H3t0o M2 CHg Mot Afe &= /U&L .

<query> <operator> [query|value literal] [custom message] [or]|OR]

Guard HollMe= 22[7F HX BotE|lD T o= 20| Bt Lo 7= 732 (or |OR) E
true ()2 B7Izl= H(and | ANDL| PASS)2| E 2|2t &7 Holg £~ Ql&LICHalseFAIL. Of
K%gl- SiA I_L|. A|-°.=,FL|L__|-_

CHS oAM= Mo Bt =A4E EoiELICH

Holl M ALERE X HIAIX] AHS


https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard-examples
https://en.wikipedia.org/wiki/Conjunctive_normal_form
https://en.wikipedia.org/wiki/Conjunctive_normal_form
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# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ”~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0
clause_L OR

clause_M OR

clause_N

clause_0

HME 7|Ete 2 ot ZE H2 &7 AHE5tod ZE S Template-1 = U&LICH OIS MM E EH XSt
Me.
Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty
- = =
Guard TRIT B 25 A
222 ool B M, 7 EE FAlOIM MR HE o ghEe ®ists FAYLICH BSole Al 7t
x| fo| AU&LCt,
- FHZIES
- when 28
. HHE 7 g2
FHEIESF
CI22 WAME 7[8te 2 5t HeLICiTemplate-1. 22 M2 ZAfste ol AAS EIRA&LICH

Resources.S3Bucket.Properties.BucketName is_string

Guard =2 &

ES A8



AWS CloudFormation Guard

Add a permission2|

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty
Zt Mol F2| XA YR I BHSELICH #ME| 252 A85tod 7+ 7tsdE JHiMstn =7] #2|l 8
27t SUs el H REolM MR HE U EES KHY £ ASLICH O+ oiFior Zo| SYs M E
e o = JsLot
Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list
Tags lempty
}
HE EF50M 25 ol MEls 25 L Mol ZHMAEE MHEELICH
ES MEo CHEt RIMIEH LIER2 MME HASHNQLEHE 3 E5 74
when 28
CtS 4ol EES ME5t0] ZURE when EEE2 TIHE = UA&LICE
when <condition> {
Guard_rule_1
Guard_rule_2
}
when 7|E £ when 52| A|EE X|HELICH conditionE 7HE FAIQILICH ES2 =74 Tt

A0 true ()2 0Bt BIHE

o

L|C}HPASS.

Ct 7|8t

1jo
rlo
i

2 3t= when 2529 0o L|CtTemplate-1.

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

Guard =2 &

EENVE)
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}

when 25 Lio| M20 X|HEl 2t0] EXL Q! B20i2F BIIBucketNameE LI CHS X2t Z Ol
HEZ 30| Parameters MMol| Mo X|HE 20| & ZBucketNamekl= B when E5 LHo| M2 E
7t=| x| et & LCH.

Parameters:
S3BucketName:
Type: String
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName:
Ref: S3BucketName

A ME(TE ME)o] 0|2 &Y et S OHE #EI0M BHEE F& E50|2tz 5t= ol2{et 28
MHB 222 AT 4 oLt BHE 73 250 gyAl2 ot 24l
rule <rule name> [when <condition>] {

Guard_rule_1

Guard_rule_2

}
rule 7|9E= BHE A& E59| AZHE X[™ELIC.
rule namet= BHE 3 252 1 RSHH AHEHS= AMEO| ¢d2 &= U= EAILALICEH H&35tst=
Guard 2! M E Q| 2|0|2 LIC}. O] AF& 0 Guard #2I0[|2tE &0{ol= &M, #HEl 25, when 5
O HEE A= 2 50| ZeHELICH & O|§2 ZestEl #& MEQ| Bt ANE #FZTst= Ol AFS
g 4 9lom, 0|8 S5 IYE A4 222 MASY + AUsLICH T4 082 validate U test
W2 H210| & Aol CHEt HHYAEE MBELICH T4 0lF2 74 ntelol Wt H2of =9
It HEJ(PASS, FAILEE= SKIP)Qt &7 EAIELICH CHS GMIE & ZESHMR

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
template.json Status = **FAIL**
**SKIP rules**

Guard #I &7H £5 MS 20
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checkl **SKIP**
**PASS rules**

check2 **PASS**
**FAILED rules**
check3 **FAIL**

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

FHE A2 S5 AH8stod do| LIS Chst 2ol 5de + &Lt

[e][]

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

CHE Guard (T 874 BHE 75 252 MASs T I8

ct.

T U&LICH OS2 H 7HK| of L

l?ﬁ
net

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {

Guard 721} &7 E8 AIS 21
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rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

AWS CIoudFormation Guard & H&0A BEXtYE == JSON 28 M 2l O|0|E & gdgta A2
g £l O AFRE &= Ues LWE E+E MSELICH &8s Hayof ChE 2§82 SSHAME K|
SE Lt

T

HZ300| QI2QI JSON BAIUE 78 EMELICL 72 B4 £ 7T 2zl 48 T & 9
&LCt.
count(collection)

regex_replace(base_string, regex_to_extract, regex_replacement)

Ol ZHOIME Guard T B2 A mh 72| 243 U TEZ ALSof Cha LB etLIC

a2

oo

A 22


https://github.com/aws-cloudformation/cloudformation-guard/blob/main/docs/FUNCTIONS.md
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NN e

ZE32 12 AWS CloudFormation Guard JHEILICt ZE{Zof CHal LotE 7| Mo CHS 7|18 =X
E ZEstE= A0l E&LICH

« AWS CloudFormation Guard2t £Si217}27?
ﬁ.xl X-I XFA—I

el Hel

&% GlOIEIE STHet7| /o AT e ()22 TRE EHAQLICL A2l B

¢ CHar o ZeE £+ auct Hel7F Hoe[H sQL

CHE oAl #2l= CloudFormation ®lZ 20 A AWS: : IAM: :Role E|AAE HMEL|CE.
Resources.*[ Type == 'AWS::IAM::Role' ]

Fele ohEn 22 718 ¢3S mELUC

- F2lol ZF H(.) B2 2 Resources = HE|9| YR}t Al 7|E LRIGHK] b=
Properties.Encrypted. @< Guarde AM QR E UHA|I7|= & BAIM 7| 8012 AHSE
A& =& SoHEuct

- UEFIEE A5t RHEle H(.) FER Y =&EHM FXo| ZE 22 * SHELICH

- HiYE UETFIEE AEStE HEIQ H(.) FE2 S ol 2E QUHAE [*] STHELICH

- CHE = otofl 2EE X|Y5tod ZE ZFAME TLEZE = USLICH]. TS 22 YHo 2 ZEM

EZE:[20, 21, 110, 190]

EH: [{"Key": "Stage", nvaluen: "PROD"}, {"Key": "App", nvaluen:
"MyService"}]
« U2 FXO B E IS S5t B Resources. *

R
- 22| 2 KA e 42 Friz HEEE + /e ZSYULICH OHS MM E HZSHAIR.

# Query all resources
let all_resources = Resource.*

=2 &o| ol e >3
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# Filter IAM resources from query results
let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy
%managed_policies {
# Do something with each policy

CH= 2 CloudFormation ®IZ&! I = =2t 0| of &lL|C}.

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

Ol HEZESIg 7|t o2 S8t HZZ &= SampleRoleO| MEHSH 2T Zt2 QLICHType:
AWS: :IAM: :Role.

Resources:
SampleRole:
Type: AWS::IAM::Role

Resources.*[ Type == 'AWS::IAM::Role' ] YAML &&lo| 22| ZAn} g2 CtS oMo Lt

A& LIC

B EIEEE 2
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- Type: AWS::IAM::Role

. H4B ATSH04 HE Aol BHAE & UTS Wil H2IE HELIC
. =izt 2t Zhol ChaH BlAE st 2S0| ol WIS WL
I.

Guard= X|HE &P Lol M 4 H &FE KM LICH Guard 732 B0 CHEF RHAMIEF LIS S
=]

HEIE Hof gF5to] HEIE B 2 HE CHS Guard &I CHE ROIM & XE == JU&LICH O
Mol IR EM dBst= el HEE 20iF £ O3 oA He S S HZSHAL.

# Simple query assignment
#
let resources = Resources.* # All resources

#
# A more complex query here (this will be explained below)
#
let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {

some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'
}
]
Felof gEE He ol gh2 Y Hh=

Guarde= #{E[2| ZAutof chall 2 Al X[ EL|ct CHF o &0l when 252 CloudFormation &
Z2I0f U= ZF AWS: :EC2::Volume BIAA9| EncryptedVolumeType, 2 AvailabilityZone
& AMof CHsH E|lAEEFLICE

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

=2 &o| ol e 25
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when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']

AvailabilityZone in ['us-west-2b', 'us-west-2c']
}
}
}
A H$E HE
L8t Guarde 2 Hluo| AR E F2|E X|BELICH ol E0{ &2 HZESHAAIRL.

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some S%resources.Properties.Tags[*].Value == /AApp/

Ao| oM EAIE A ZE EHE F H(someZ|HEE AZH2 S MR ¢hFEH €2 HIHE

@ MMl EAIE F 7K ol H2 25 OfE 250 SYsHK| &L

let resources = Resources.*
some %resources.Properties.Tags[*] {

Key == /PROD$/
Value == /~App/

}
O| 252 AMMO| Zt Tag &2 At & &S ol £ 2f=t HlmEfLIct o|™ MMdo| Ze &
¥ yAS £ Mg SYNoR WL O3 g st
Resources:
MyResource:
P;operties:

B EIEEE %



AWS CloudFormation Guard Add a permission2|

Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

3 g 40l He 2 WIPELICPASS. X i HE 5 el HAO2 USY O, Tags, o
Resources Properties®| Ct& A2 = /1 Key Y X|INotPRODENndSH1 0 & gt} 7Clol'xl iEL
CHPROD.
Resources:
MyResource:
Properties:
Tags:

- Key: EndPROD
Value: NotAppStart

- Key: NotPRODEnd
Value: AppStart

Nl %“5!()' = i "ol M= or&t7FR|ILICE Resources, PropertiesTags, 2ol A2 &= gt
Qx| & LICtAppStart. [HEtA F MM M2 S2xo2 MEL|C,

|I°I'

A Zots ULICHPASS.

JeL E5 A2 Ch30 20| B7HELICH 2 Tags gtodl CHaH Key a7l 25 Ux|st=X| H]
WValuedLCt CHS M0 AHE NotAppStart 2! NotPRODENd ZLO| & xI5HX| et & LC}.
Resources:
MyResource:
Properties:
Tags:

- Key: EndPROD
Value: NotAppStart

- Key: NotPRODEnd
Value: AppStart

HYIte Key == /PROD$/, X 250 CHEH EQIZ|=2 2 value == /AApp/Lx|7} t2E|X| E&L
C}. Ch2k A éLPE LICHFATIL.

=2 &o| ol e >7
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AWS CloudFormation Guard

® Note

[N
[

0l0

ol
<

00
ALl

Tj

o

LICE.

=
=

0l0

At

L1

[ BHE ol 8l gf(Tags:
& Resources:

F

A0] HMAE

=l
=

[

{3} A&LCH

FZ|ofl FA|

=
—

Fod 2l

ols
= -

{2 ZtFELICH &

B

M2
==

Z{2od| CHat

I.

S
=

ol

17FAILE| D

IL
o

=2

< #e

7HEILICHFATL.

JFFAILE| D

K|
o

= E

{1}

12 ZI2|{ "Resources":

7
o

7HEILICHFATIL.

1
o

T =

=2
o

ZE A

FE2[01[ A

<query> <operator> [query|value literal] [message] [or]|OR]

(=)

=| RFAA
=1 =

AWS CloudFormation Guard T+

I.

S
=

ALE

ZEE

« CNF(Conjunctive Normal Form)& A}

- M Eoi

g LICH

N

Oju

(and)
AtO[0] or ZIHEE AFE

T

47

ol
N

F

o1 E2l(or)E XIGELICH.

)

x4
=

-

L|ch.

=
=

A 22 HE 20

o MoM=E EE

CHS

28


https://en.wikipedia.org/wiki/Conjunctive_normal_form
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resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {

this in r(100, 400] or
this in r(4000, 65535]

CloudFormation EZ3!0|M RELEZ 2[AAE MEHE M OS2t 22 YetAel A7 Rk AHEE
LICF.

Resources.*[ Type == 'AWS::IAM::Role' ]

2lg|= @l2d9| Resources MAM0]| Q)= BT E ZtS Resources. * BFEErL|CH O of K| EIZ 2] 2]240
a2 He|#Hel Hole ch& 2 gheterulct.

Type: AWS::IAM::Role

Type: AWS::EC2::Instance

Type: AWS::EC2::VPC

Type: AWS::EC2::Subnet

Type: AWS::EC2::Subnet

O|A[o| ZEMoj| EHE{E MEBELICH UXIAZ 7|&E2 LICHType == AWS::IAM::Role.LCtS2 &
- Type: AWS::IAM::Role

3 CF2 AWS: : IAM: :Role E|AAOO| CHEF CFEH M =HQIsHLCt.

B EIEEE 29
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let all_resources = Resources.*

let all_iam_roles = %all_resources[ Type ==

CIS2 28 AWS: :IAM: :Policy 2 AWS: :IAM: :ManagedPolicy E|AAE M

of of| Lt

Resources.*[
Type in [ /IAM::Policy/,

/IAM: :ManagedPolicy/ 1]

CtZ odlAlo M= ole{et HA 2|AaA07t PolicyDocument X|HE[0] J=XK]

Resources.*[
Type in [ /IAM::Policy/,

/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

—

¥

E

ou

2F AE 7

[l
i
el
rot
e

bl

1
>

0
ob
>

resourceType: 'AWS::EC2::SecurityGroup'

configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

'AWS: :TAM: :Role’

Hot O & HEo tigh AWS Config 7 o & TdgfLCt.

B EIEEE

30
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- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameter:

TcpBlockedPorts:

- 3389

- 20

- 21

- 110

- 143

CHE Ateol f2l5tMl 2.

- ipPermissions (4 #&)= 7+ €58 Lo #& 2SLICH

« Z4 73 FZ0lE ipv4Ranges HeoF 22 £40| ipv6Ranges Z 3 &[0 CIDR 5 ZHH|
2fLch.
=

[
mjo
Ral
0

P FARSE( HZS 5185t 4l FEIS Me4stn F0| TCP AR ZEO| =58 518 5Hx| &
Sx| #olsts RS aHadsl BZALICH

configuration.ipPermissions[
#
# at least one ipv4Ranges equals ANY IPv4

B EIEEE 3
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some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

some 7|9E=0| HHAE|M RSBLICH ZE AElE A9 Yklsts gt 2SS ratstLch 7|
EXMOo = Guarde #Zlol AWE BHetEl 2 E gfo| HAet LR|SH=R| BIHELIC
g4 ZAtol Hest e obd 4 aLich T4 HSo| YoM g £

ipv4Ranges:

- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

ol & 7kX| Zto| {&LICHipv4Ranges. 2 E ipv4Ranges 20| 2 EAIE IP A% 22 242 of
HLICt0.0.0.0/0. 5tLE Ol 9| Zholet YUX|st=X| & elstEin §LICte.0.0.0/0. FE|oAd Hret
El 2 & At UxIsHoF st A2 OLIX|E stLt o4 o ZAutJt Y X|SHOk Bt Guardofl & &ILIC
some 7| =& Guardd 21t FZ|2| StLt 0|4 2| 2t0| HALet Ux|St=X| & ISt =5 K|AIZLICH
2| 2ot Zfo| YxIGHX| f 2™ GuardHl M 27 7+ Er A4 LCt.

O7 oS oS ollAeE 20l IPveE F7HELICH

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpvée == '::/0'

Otx|2f 2 2 CHE HMolME Z2EZ0(7 ot IX| & IgfLICtudp.

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
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#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
ChE2 ™A & uch

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox

some ipv6Ranges[*].cidrIpvée == '::/0Q'

#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty
{
Stargets {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_target = this

%sports {
this < %each_target.fromPort or
this > %each_target.toPort

B EIEEE e
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<<

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in range
>>

[

FEYE QZEHaC) 7+ HIEZESIE A5l 42 7 ©HES! LHo| CHE AE{E|of CHH & ET} 2 &
= Mol grMer £ Ql&L|CH Ct220] cigt 2 & XTaskRoleArn,oll CH8t & & TaskArnZ
X% 210 A EE Al

e B — = —_ =

835104 Amazon Elastic Container Service(Amazon ECS) %€ MW=
9|

CloudFormation El&&!2| of &L |C}.
Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:

SharedExectionRole: allowed
Properties:
TaskRoleArn: 'arn:aws:....
ExecutionRoleArn: 'arn:aws:...'
ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:

B EIEEE 3
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SharedExectionRole: allowed
Properties:

TaskRoleAzrn:

Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:

Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:...3'

Ct=at g2 #Helg 7Hdst &Lt

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]
o] #H2l= oA R Z2lol EA|IE! M AWS: :ECS: :TaskDefinition EIAAE BF Z&SE 23
2 dtetstL|Ct O 2 of| XMt 20| TaskRoleArn 2Z H X7} ecs_tasks ZEEIE CIEQ L1EEL

Ct.

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {

# Known issue for rule access: Custom message must start on the same line
not task_role_from_parameter_or_string
<<

result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>
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Guard 20| H & 2 X

AWS CloudFormation Guard & It ol =& & 5104 Guard HAMAM & Xdltie WEE XMHEE
& U&LICH Guarde 4 W &3 2 X|HELICH M= =2|H I7HELICH &, Guarde #3!0]

AT R WS IbELIC

=

- Hae oY

- HeHZ

« Ha e

* Guard 7% T o] #H of Al
e g

g eLct #H= o[F0ol= AUH0|=2 AO|AE AE
st Z[o| 7tE E&LCH Hes 22 Qe WM EHE T 8 £42 MHEE = JUsLch
CIS XMoo = MM EXYE ZHE ecs_task_definition_task_role_arn K& &L
Clarn:aws:iam:123456789012:role/my-role-name.

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-name'

CIS oMol M Bd-= EHIESI0| B E AWS: :ECS: :TaskDefinition 2|AAE CloudFormation 444
ste el A E ecs_tasks MEFLICH Al &dE [ ecs_tasksE & X504 aliE 2lAA
of CHEF HEof HMAE £ U&LCt

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
g AR

% ST A

AL&35to{

i
ot
P
it
L
[ul

Ol ecs_task_definition_task_role_arn #H% oX|E 7|Bt2 2 Bd4 & Guard

T+&| MOl ecs_task_definition_task_role_arn query|value literal Al

MUME &ZE £ A&LICH Ol ZE AFE 35t CloudFormation B EZZ!0f /=

AWS: :ECS::TaskDefinition 2lA&AQ| TaskDefinitionArn &40 X|HE Zfol X EXIY 2t
7} ElLICtarn:aws:iam:123456789012: role/my-role-name.
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Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

9l ecs_tasks H A|E 7|22 2 FBlecs_tasksOIME EH x4 e 4+ Q&LICHO:
%ecs_tasks.Properties). HX{ Guarde= ¥1+& B7I8t ecs_tasks CFE BtetEl 2L ALE5t0{ AT +

XE SugtLct 847t EXMY0| ot 22 2 ecs_tasks EHQIE|MH Guardol M @ F 7} ghAishL|Ct.

Note

23X Guard= MEX XI'E 27 HIAIX| LHol|AM #H FHZE X[RstX| &LICH

®©

4 9
HelE & ool HoE #Hao| 7hA[EE LIEHHLICH Ha 0|2 2l LHollM & BB A8 S =
AEGLICH HE MU = U M 7HK| =& = M 7HX| 7ts 8 e Hel7t A& LT

MY AFE - YEsoR FA! he ATl MOIEH P Y LH| BE FAoM I £F HAE
ASE 4 UaLIch A Tdol EAIELICH

CtS of|A| & ool M B4 ecs_task_definition_task_role_arn Z!
ecs_task_definition_execution_role_arntE It &0 = 7|8t ELICE

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn
{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_azrn
{

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_azrn

C THE SE LA LjolM MIE FA £F W ST S8 FAl0IE EAIELICH FA olsolM &
oM Rt Y

For Lo
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EPS of|A| 2] mpUof M #H4 ecs_task_definition_task_role_arn

2l ecs_task_definition_execution_role_arne #& £F0M 7|
SIEILICH & check_ecs_task_definition_task_role_arnH@HE

Z| LHof| MBF 2 =& ecs_task_definition_task_role_arn & AU&LICH
check_ecs_task_definition_execution_role_arn EH%' =l & LHof A et

ecs_task_definition_execution_role_arn H4E & x& £ Ql&LIC

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_azrn
{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}
. B2 4£Z .when HI} 22 EX LjoiM MOIE 82 £F WAL ST SH 2508 EAFLIC
EEQROIZEHMEE QI 2F 7+ &rMerL|Ct.

CHS oAl #& It UM B4 ecs_task_definition_task_role_arn &
ecs_task_definition_execution_role_arne= AWS::ECS::TaskDefinition
FHEEE Lo 28 &0 =7IstELICt ZF FE|0] AWS: :ECS: :TaskDefinition
S8 28 Lol MTF ecs_task_definition_task_role_arn Z!

ecs_task _definition_execution_role_arn Bi4E 2 X8 £ Ql&L|CH

rule check_ecs_task_definition_task_role_arn
{
AWS: :ECS: :TaskDefinition

{
let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-

task-role-name'
Properties.TaskRoleArn == %ecs_task_definition_task_role_azrn
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rule check_ecs_task_definition_execution_role_arn

{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn
}
}

CIS 2 CloudFormation B Z2! 2| of JL|LC}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

O| HIZSIg 7|HtO 2 T E AWS: :ECS::TaskDefinition ®IEZ2! 2|AA9| TaskRoleArn £410|
QIX| check_ecs_task_definition_task _role_arn &Qlsl= 2l &I &M £+ Q&L
Clarn:aws:iam: :123456789012:role/my-role-name.

rule check_ecs_task_definition_task_role_arn
{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

LI M Bt= ¥4E8 E£7|Slecs_task_definition_task_role_arnstm HX &
stds 2 QI&LICH arn:aws:iam: :123456789012:r0le/my-role-name".
query|value literal 4M9|ecs_task_definition_task_role_arn i
:aws:iam: :123456789012:role/my-role-name & Z35t04 EcsTask 2lAA 9]
kRoleArn £4oi| X|JEl 2k0| @IK| & QlgtL|Ct.

A g ok
2w R of
S o mp do

4 3 =Sl

—
Q)
w
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CH
)

on
I
ot

Cl= 2 CloudFormation & Z2!9| 0d /L|C}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

O| IEEIE 7|80 2 It H?| ecs_tasks LM Bt= HE 7|55t #2IE &
&gt 4+ Ql&LICIResources. *[ Type == 'AWS::ECS::TaskDefinition'. Guard
= UM RESIO 2 E 2|AAE HEIStDT olof CHEt HEEo M&E & LICtecs_tasks.
CEdt 2 E AWS: :ECS::TaskDefinition ®IZ3! E|AA9| TaskRoleArn &

check_ecs_task_definition_task_role_arnO| arn:aws:iam::123456789012:role/
my-role-name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:ro0le/my-role-name'
}

& H2 query MMl ecs_task_definition_task_role_arn #H+E
arn:aws:iam::123456789012:role/my-role-name & Z35l0{ EcsTask 2l&4A2
TaskRoleArn &4dof X|HE Zto| QIX| = lghL|ct.

CloudFormation El£2! 314 =&

Z2HM ALE MEe] ECt SEEF o & A2 &Lt 0] oMol A= Amazon ECS EfA 3T Ho| ¥
2ol cieh 2ot HHet MoiE E&st7| fIsH Guard #2128 2 dgfLICH

CIS 2 CloudFormation BIZ2! 2| of JL|LC}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleAzrn:

Guard HEOIM 915 22 L A= 20
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'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

O| HEZE 7|2 CIZ &S & 45t0{ O|{Et LT AL 0| SFEIL S &Lct

- RIZE3O| ZF AWS: :ECS: :TaskDefinition El&AME EfA ST A& Dt AlS oisto| 25 Q4ZAL|0]
A&LICH

. ZrQf od&hm} AlRH o982 AWS Identity and Access Management (IAM) 23&FlL|C}.

- dg2 HEX0l HolE[o] A&

« PermissionsBoundary &2 ZF 2d&of cHal XI=HE LC

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

%ecs_tasks.Properties {
TaskRoleArn exists

Guard AOIM #1% B L A Z 41
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ExecutionRoleArn exists

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references
let execution_iam_reference

when %task_iam_references !empty {

%task_iam_references.Type == 'AWS::IAM::Role'

when %execution_iam_reference !empty {
%execution_iam_reference.Type == 'AWS::IAM::Role'

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references
let execution_iam_reference

when %task_iam_references !empty {
%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {
%execution_iam_reference.Properties.PermissionsBoundary exists

oM BBE

g M83sto BEE

Guards U&LICH

H =< A
- xR ésﬁ?ég
. NEEA AN

Resources.%task_role_refs
Resources.%execution_role_refs

Resources.%task_role_refs
Resources.%execution_role_refs

E2 31 M AWS CloudFormation Guard
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Olefet B4 743 AEHY B SHLHE AFSSHE MHALS THS A2 £0I0 WBE 75 20| N MR
2 =0
= =

H =A
® —7F—|7_‘|‘ =] _lAC->| ‘_I'Lg
. AEEH S5 T

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

FBE 74 BE 74 23
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# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A A rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ~ rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

4ol oA F=&| ZtUol M Example-12| 78t Aot Ch2 0t Z&LCH

%|0| W7trule_name_BElLIC}H

7t} 2 rule_name_A H7tE|M PASSO] o|5H 24
| Zlrule_name_B2 WIIE|X| &t&

« 7} 2 rule_name_A H7IZ|HM FAILO| 2|3H
LICtE 2 rule_name_B WIHEILIC}SKIP.

« 7} 2 rule_name_A H7IE|M SKIPO| o|af i=3tEl Guard H&lrule_name_B2 HILE|X| &t &
LICt & 2 rule_name_B W7}EIL|CISKIP.

@ Note

Ol Atell=7t 2 HIIFAILE|D 7t 2 rule_name_A B7tEl= 750 rule_name_A =745
2 E4T|= A0 grAUEHL|CISKIP.

e st S 2o 08 BEE 28 €52 74 & 2| Hl0|E{H|0|£(CMDB) 74 AWS Config
LE0| o ALICE Ol MM E ZUR FE5HE FEE EoiELCH

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY
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rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[@,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1'

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

o] ofloil M check_parameter_validity=0l ZHE 2
£ check_resource_type_and_parameterE|1
check_ip_procotol_and_port_range_validityed| ZHEE SSEL
Ctcheck_parameter_validity. Ot&2 O|™ #&l8 Edt= +4 22| Cl|O|EH| 0| A(CMDB) +#
o =L

Ok

version: '1.3'
resourceType: 'AWS::EC2::SecurityGroup'
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resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
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- 142

- 1434

- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

geeA s&5d 74

OlzqEt 7+ AELYUM| A when 2

G7t ZAatol & 2k 2A7 M.:.L—IEP EP

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard

rules encapsulated by the named-rule block

rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by

the when block
when condition {
Guard_rule_1
Guard_rule_2

L

AEEA B4 T
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ol
[e]l]

ol

e ol E20| E|== Guard 12! &l 9|

CHS HIME AESIMR.

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources

#

let allowed_protocols = [ "HTTPS",

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener'

#

# If there are AWS::ElasticloadBalancingV2::Listener resources present,
they have protocols specified from the

]

ensure that

# list of allowed protocols and that the Certificates property is not empty

#

rule ensure_all_elbs_are_secure when %elbs !empty {

%elbs.Properties {

EEEER
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Protocol in %allowed_protocols
Certificates !empty

#

# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#

rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure

%elbs.Properties.Scheme == 'internal'
}
oto| & molM ensure_elbs_are_internal_and_secure=0i CHEH &2 &7 S&540| A&
L|Ctensure_all_elbs_are_secure. &2 O|™ &l &4 3t= CloudFormation Bl Z 3! 2| 04 &
L|Ct.
Resources:
ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
ServicelLBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
1L = ASH= S
HYAE QI TWILE £857| I3t W &
AWS CloudFormation Guard 22 &% o|O|E{0d| CHaH B7HELIC Guard Bt &2 7HESE M £
7192 Ar835t04 X|'HEl H B Clo|E{E et =4l Clo|E{of CHet HElE sHZFLICt ClolE Y E=
2R M T skod WobstedEd o2 Mol W BRI BALICH Guarde O S BAE 4 9
= HEls TES MSELIcH AEIS Aol 2A QIAIEIH Trtol HAE siE OIS AL

C}E S ZHMAE Q14| HIHE XS 8 4 2l HEOILI7H U= Kubernetes ZE T439] of Lict.
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apiVersion: vl
kind: Pod
metadata:

name: frontend

spec:
containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75
Guard 1 A 4J51040| CIOIEIE B7IE 4 UaLIch F2 Thelg Bl o elAss: TH 2 2
MelLich. che e Zeof XIHE Zeloluol Chet RIB Mge AE s of Rl ML
#
# At this level, the root document is available for evaluation
#
#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'
{

spec.containers[*] {
resources.limits {
#
# Ensure that cpu attribute is set
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#
cpu exists
<<
Id: K8S_REC_18
Description: CPU limit must be set for the container
>>
#
# Ensure that memory attribute is set
#
memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>

H7lcontext 2| O|3H

& 28 sE0M st ABAEE ™A EMYLICEH when Z7401 CHEF BIt= apiVersion &
kind £40| AJ=0| =&l FE HEAEf CHal| =& ELICE O™ of|d|of M of2{8t 22 2 HIHE
LICttrue.

O|A| Ol of|M[of| spec.containers[*] EAIEIS| HE FZE SoELICH A #+x9| Zt E2fiH
A0 CHal| HEIAE Zho| o el HEE LI spec E59| 3|7} 2t2 £ C}S o2t Zo| A=
AE7F HEE L CH

containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
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memory: 64Mi

cpu: 0.25
limits:

memory: 128Mi

cpu: 0.75

containers &4 S8t £ CIF oMol ZHARIAE T EAIELICH

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75
I 0|3}
EFH[*] A2 AF8510] containers &40 HiPol| Z & E ZE Zfoll CHE R E HolF = U&L
Ct 222 LIEo| Z 2 A0 cHal W7FEILICtcontainers. &o| oAl #& I E ZZtolM E5 Lo
ZEE M2 ZE 0| Holol s A5 e AAME Holgct g =28 E M 52 Z ZHolH
Molof cHsl B M = &H WIHEL|CH
{
spec.containers[*] {
}
}
zh ghstoll CHa A E 2te s ol Aol gteluct
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B U QIEA HM|A HAIR [<integer>] E= YULICH *]. M Guard=ot Z2
|25t X| L& LICH 2. . 4].

rr

0
0

HiEO| & &= RolME B 2t 18kl E27I H&LICH ol§ 01 ZiE|0[LT7F stLERF R

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

Chs[GPSER

|
A

1

£M0| HlQ S &2tet

12 2t = 742 FX0| Y L AlS A2 5H=X| =olshL| )
2f

U 2
containers[*]7} OILIE Al
ot SHIEA HIHE

L

LICE.

(® Note
S0 HIQS S8 mf B2 ol CHE HMAE EHE M 4 MY SAIS ALSELICH

GuardE Bt 20| AP L B0 SHIZ2 A WIHEL|C.

o
LIClcontainers. Guarde= tHd Zf A0 @745 H Cl|O|EHE S

AL
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spec.containers[*] CH4l &4 At spec.containers

7te #Hel= HEE 2t 232 Pretghuct SAIS AFEE I AElspec.containersQ| &QIEl Zhof|
= otoll A= 2471 containersOtL|ZIOAM &= StE tiEo| ZEELICH A2 AIEE ) Z&E
Zt I QA E spec.containers[*]1&ZFLICIH B Z&E 2 QA E HItsieds B9 &4

7
*] EAE AEstioF FLIC

R HEHAE gt &

ct
-
e
0

Mjn
Pl
0o
QII_I
hvd
re
ik]
P

Guard #2I2 & &e I E AtE5to] ZHEIAE 7} Zg = J&UChthis. thise
EIAEO| Ztol Hi I (7| HZ ol &f AlX &LICH o|& 01, this.kind%
this.apiVersionthis.spece FE E&= M0 HIQIEELICH BHCHZ this.resourcese /
spec/containers/0/ L containers® 22| z+ Ztol HIRQIEEILICH/spec/containers/1.
OrEH7FRIR this. cpu &= MEH £3| /spec/containers/@/resources/limits 20|

this.memory OHEE LIEP/spec/conta1ners/1/resources/11m1ts

3 mo

S
o
JEE

'I'

Che oMol M= Kubernetes EE A0 CHEF O|F FEIS this HAIXOE AFRSIES CHA| ZHAIE
L|Ct.

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {

#

# Ensure that cpu attribute is set

#

this.cpu exists

<<
Id: K8S_REC_18
Description: CPU limit must be set for the container

>>

#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
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>>
}
}
}
g this BAIMOEZ AR TRE YALICH B/ CHS OIMQ 20| AZELE SHefdh I this & X
7t 88 £ st

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)

<<
result: NON_COMPLIANT

message: TcpBlockedPort not in range (@, 65535)
>>

OlF oMollM thise 2t ZE HS E =X 3t= o AHSE LI
A2 AFE O [FE EHAHE 2F this

4

>
ffo

A

g m L AIH this ZE]

TR RN A AEE I 7HR| YRRl ATt Qi
CF. ol & S04 BWIHE Ch 21 ClolS TRIBLICKEE Al STHHok 8.

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
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userIdGroupPairs: []
ipv4Ranges:
- cidrlIp: 10.2.0.0/24

o HEol Chel EIAEE I CHS 7RIS AAIME BT TRE IS 57| M2 277t

I
2 e LICHthis.

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" ox
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}
O| (M8 A2 ed™ o] 7= I 0|ES R X{&any_ip_ingress_check.guardst1 H|O|E
E ot o|§o 2 X&ELICtip_ingress.yaml. 13 C}& 0|2{8t I} Y2 Al&38t04 CHS validate
HHES MAELIC

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures
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CHS &30of| A 2EI2 Ztoi InputParameters. TcpBlockedPorts[*] CHE &4 HAM A7} /
configuration/ipPermissions/@ /configuration/ipPermissions/1 A3 S S LIEHH
L|C}.

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]1])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]7])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

O] ZxtE olsHst

rr

O =20| El=5 this BAIMoE X EE AHE50{ =S CHA| BHdgLch

ol
[e]l]

rule check_ip_procotol_and_port_range_validity

{
#

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>
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}

this.InputParameterse= #H0l Z& & Z k2 H A& LICtany_ip_permissions. ._=| 01|

st El A2l YXISHE configuration.ipPermissions ZtS MENEILICH @ FE=0|
ElInputParamatersOiME AAMSIE{= A|ZE LIEILAX|RH RE ZHEAEO InputParameters
o-IAL_||:|.

AA EH .

L& =52 Ch3 ollx|et 2 o] HRAE Sloih Ha A EgfLCH

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>
}
}
thisEo| Zt ZE 2 B X5HX|9H[21, 22, 110], fromPort 2 = X% L|CHoPort. & Ct 2|
2 22 #Hlof $ELct

O] et A|XM AF20] [ E 2 F A this

B2 ALE5H0q 2t S HAIMo 2 a5t FEELICH HA
InputParameter.TcpBlockedPortse= QUR(FE) HEHAEO| AR QL|CH CFS ofA|et Z 0| LHE
E S InputParameter.TcpBlockedPortsOiA BloiLt BA|M o= g ghL|Ct.

rule check_ip_procotol_and_port_range_validity
{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change
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rule check_ip_procotol_and_port_range_validity

{
#
# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.
# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].
#
let ports = InputParameters.TcpBlockedPorts[*]
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

LHO A LHS this & Zof CHall S et &t de e LICtsports.

otX|2F LHF o L0 ports 0475 X & HZE7F U7 HE ZE 277t ot & +HE[X|= St&L

=
C CHZ Mol ME R E x| M7HE EoiELICH

rule check_ip_procotol_and_port_range_validity
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Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
some ipv6Ranges[*].cidrIpve == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1"
<<

result: NON_COMPLIANT
check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_any_ip_perm = this
%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
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message: Blocked TCP port was allowed in range
>>

OH CF2 validate HEE CFA| AlSELICH o|Hol|= S3+&HL|CH

cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

.I.L

CI=22 validate H2do| =24 |C}.

ip_ingress.yaml Status = PASS
PASS rules

check_ip_procotol_and_port_range_validity PASS
ol Mz &Alof Yo7t U=X| EIAESHZ| fI8H CHS oMo HE Ho|2E HEE ALSELICH

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:
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- cidrlIp: 10.2.0.0/24

902 IPv6 T4} 5B El= 89~109 9| LHoil A& LICH CHE2 validate TS CHA| M3t $9|
Lt
Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,

_ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed

(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))

Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

column:21], Check:

result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in

range

AWS CloudFormation Guard %! E|AE

712 X2 e HAE Y3 E AWS CloudFormation Guard AH& 604 Guard #2!0| o= 8t CH
LS J&LICH o] MMOME B HIAE mag AMH5ts W} test HHES

5] N el
At&sto] & IUS HAEsSHE O At8sts S-S FLHEfLICH
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L8k MO|AF _test.json EEE AI835t0{ EHR| HIAE 19| 0|§ 2 X|H5t= ol E&LU
Cl_tests.yaml. 0& E04 El= & TtUO| U= B B HAE 1YL my_rules.guardO|&S
2 X|™&L|Chmy_rules_tests.yaml.

T2

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

1>

AM

o

CHE2 Guard EIAE 1ol 4]t
input

T3S HAEE o[ LIt CHS oilA|et Zro] & i B AEol M El /=S A& st= 20|
&LCh.

O

- name: MyTestl
input {3}
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expectations

£ m=o| &= ololEol| cHsl ‘BI7HE W o & El= AR LICH Zf 3ol CHEr of & 21 2o =
BlAEStEd= otLt ol&f el &2 XIFELICH oy Zit= CFS & shLtodoF ZLict
[m|

PASS - 2= H|O|E{of| CHall A™lstH w#=|0] 2 HIHELICHrue.

= T
* FAIL - 23 Cllo|E{ofl CHa M&stH w=l0] 2 BIHELICHalse.
'I_'IL

=
+ SKIP - 2121 ClO|E{oll Chal A% 5HH 70| Ea|EIX| &LiCt

expectations:
rules:
check_rest_api_is_private: PASS

x 7 A

Guard & B Q| E|AE el 24 g
Ct22 cte 7 & I YQlL|Clapi_gateway_private.guard. O] #&/9| 5 ’%8 CloudFormation &
Z5l0] Ho|El 2 E Amazon API Gateway Z|lAA 80| ZE2I0|8] HHMAE 2O HIZ E|RE=X| &
Rlete ALICE E8F stLt o] of 2 F0] Virtual Private CIoud(VPC)Oﬂ/H | £ 51&st=%| 0
SZ golgtLct

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']

#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
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# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key
specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
#
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with
# aws:sourceVpc or :SourceVpc
#
some Policy.Statement[*] {

Condition.*[ keys == /aws:[sS]ource(Vpc|VPC|Vpce|VPCE)/ ] !'empty

[a

Ol & ME & Hml 72| o|= £ E|AEELICH HHZEl 2= AWS: :ApiGateway: :RestApi 2|4
i

A= Zgto|glolofoF g LCt.

1. CI2 22 7| BH|AEapi_gateway_private_tests.yaml7} L& E 2=
Bt EAE S MMEILICH X7| HAEOME Bl &3dg F715t10 Q2o 2
AWS: :ApiGateway: :RestApi ElAAT} Q17| 20l #El0| HALE o2 of
Atcheck_rest_api_is_private#tL|Ch.

- name: MyTestl
input: {3}
expectations:

rules:

okLY
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-rules-file mt2tO|E{0f T+

% 7;|7<-Iol-l__||:|.

AWS CloudFormation Guard
check_rest_api_is_private: SKIP
2. test TS ALS5H0d E{OIGOIA X B EIAES AMELIH -
2| 1tg XIHELCh --test-data TEHOIEOl EHS| EIAE Thel
cfn-qguard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml
X Hm B AE o At ILICHPASS.
Test Case #1
Name: "MyTestl"
PASS Rules
check_rest_api_is_private: Expected SKIP, Evaluated SKIP
3. ERIHAE mdof CtE HAEE FI7HELICEH O|X Bl E|&AAE ZESIES EHIAEE SHEEL
Ct Ct2 2 UoIOo|EE api_gateway_private_tests.yaml T+ QIL|CH
- name: MyTestl
input: {3}
expectations
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
4. AUCO|EE B EHIAE IIUZ testE AMELICH
cfn-qguard test --rules-file api_gateway_private.gqguard --test-data
api_gateway_private_tests.yaml
A= LIChPASS.

= Sl HIAE 9

Test Case #1

Name: "MyTestl"
PASS Rules:
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AWS CloudFormation Guard

SKIP

check_rest_api_is_private: Expected SKIP, Evaluated

Test Case #2
Name: "MyTest2"

PASS Rules:
check_rest_api_is_private: Expected SKIP, Evaluated = SKIP

M| E|AEE FIHELICH CHEE LSS H|

5. Lt E|AE mof &
« £M0| X|HE|X| &t 2 AWS: :ApiGateway: :RestApi 2lAAQILICEH
(® Note
Ol R &8t CloudFormation &£ Z!2 ot L|X|2t &2 El Ao 2o CHEHM T =
Este Ho| 8L

O| 2HI2 /A & Ss5t=X| EHA

ME|X| etoto o 20| HIAE 7 AlufE

EndpointConfiguration £40| X|HE|X| efo} 2 M

7102 of| &ELICIPRIVATE.
| % el o| = E £ =61 X|PRIVATERH 2424 Eo|

« EndpointConfiguration £40| 2 MHE A H
HMO|Z[X| A7 HZ0l| F #Hml | & SF5tX| 2= AWS: :ApiGateway: :RestApi 2|4

LS AA

QLICt O| HAEJI 8te JAo 2 of & &rLC}.

CHS2 YOlo|EE B 9| E|AE mhd L]t

- name: MyTestl
input: {3}
expectations:

rules:
check_rest_api_is_private: SKIP

- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
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expectations:

Add a permission2|

rules:
check_rest_api_is_private: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:

Types: "PRIVATE"
expectations:

rules:
check_xrest_api_is_private: PASS

6. YUOOIEE LI EHIAE IAUZ testE

A-ELICH

cfn-qguard test --rules-file api_gateway_private.guard --test-data

api_gateway_private_tests.yaml \

M| Bimf Z3ateE o1 FAILU| i Zat=E IL|CHPASS.

Test Case #1

Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

Test Case #2
Name: "MyTest2"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

Test Case #3

Name: "MyTest3"
PASS Rules:

check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL

Test Case #4
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private: Expected = PASS, Evaluated = PASS

oFLH
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7. DRI EAE Db EBIAE 1~32 4] X{2IBHLICh | R Bl Aol CHEHMTE AHAl ZIRIA Eof
MM ATLICH CHE2 Yool EE BHe| HAE mAdlL|Ct.

#- name: MyTestl

# dinput: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest2

# input:
# Resources: {}
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3
# input:
# Resources:
# apiGw:
# Type: AWS: :ApiGateway: :RestApi
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS: :ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS

8. --verbose ZCi1E A &350 E{O|E0A test HH

S Al

o= =2
ZMAES HILE Olshste ol RS ELICH 0l B 1 N
ofl CHEH RtAMI2H BEE MBS 8Hic

E

|A§7f PASS Eﬂr MBstolg

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose
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Ct

0jo
rlo
ol

e &

0%

of 3Lt

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 1))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard::rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

E2jo| X0 WYL WA STE
Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), PASS)LIEILH= ERILICH O] ofA|oi =7t HIEY "2 2 Types Of
A E|X|H B 2ol MSE MBI Eo{FRELICEH 0] B GuardE A& BIlstod SHE At
E XM3F&Lch

9. EndpointConfiguration £40| X[ El AWS: :ApiGateway: :RestApi 2|&A 9| B E|A
E mdof Ul Hm BIAE AtEiet 22 E|AE A& FIHELICH EHIAE AHolAE ST CHA A
mErLich CtE22 UO|o|EE BEHe| HIAE mbAdlLC.
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#-
#

HOoH F O OB OH O OB OH O

name: MyTestl

input: {3}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest2

input:
Resources: {}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest3
input:
Resources:
apiGw:
Type: AWS: :ApiGateway: :RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTesté4

input:
Resources:
apiGw:
Type: AWS: :ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS
name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_rest_api_is_private: FAIL

SKIP

SKIP

FAIL

oFLH
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10. --verbose ZCH1E AIE35I0 YOIO|EE EH| EHAE TQUZ test HHEE AMELICEH

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose

£0i sl X|'HEndpointConfigurationZ|X|2t REGIONALE Oil & E|X| 2L 7| HE0d ZAat= o
SFAILCHE LCE.

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} 1))} 3} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
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| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To:

Add a permission2|

String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))

| Message: (DEFAULT: NO_MESSAGE)
test HHEHO| MM £
EQct z[49 &

2|
AlELICH ohE Xl M=

x740| SHEH 75 &

%api_gws {

Properties.EndpointConfiguration.Types[*] == "PRIVATE"
}

sapi_gwsE Zé—a—.ol BlockClause dilt(line:21)0l| SiZ st 25 =

Z(AND) M ZE 0|, 0{7|M Zt A4 M2 22|(0Rs) EELIC ol AZol= B Hel7t
AL—IEPPropertles EndpointConfiguration.Types[*] == "PRIVATE". [[I2tA] & Al
£30l= B Ho| EAIELCH BE2= =o| ofH 7t0| H|LE[=X| /Resources/apiGw/
Properties/EndpointConfiguration/Types/1 E0i&LICI.0| BRE= 12 QTypesH AlE
o| Al

—

1 L—_—

A&3t04 validate BEE AFEst0od 7&{ol| CHal 12 CIOIHE E7te
Guard T+&]0f| CHEF 2139 Cl|o|E HAE =+ U&LICH

o/l 2

oMEol Mol oM E

AWS CloudFormation Guard &1} &7/ /24 mj2l0|E{ AlS
AWS CloudFormation Guard £

AEstH A
A&LICH o] 7|5

2 #=loM 2% HIo|EE
7|1 X|HEE [ GuardiME S&55t=s A2

& &0l 3™ ool = Zoi| 23
"‘ZF_ﬁHOF g &35 7E

27t gloqoF ErLct.

ot 0[EHE AEE

o= T

+ ghuich J2fut ol mhetole

=

Guard 722t 874 3 mi2t0/Ee AFHS
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ANE EH

1. --input-parameters = -i ZEi3 & AFE5t0o4 /=4 uteto|E{ 7t 28 E oS RI-E Lt
0424 3 meto|e Tt XHE = USH A Elo| IS HHEAEE YHELICH &3 i2
7lole B=ste d27F U2 = olaL

=
2. --data EEE -d Z2i3E AMEstod A5 AM HES mtAs X|HELICH

AHE O A
1. 24 m2tole ohY(of: network.yaml)2 A4 8hL|Ct.
NETWORK :

allowed_security_groups: ["sg-282850", '"sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

2. 7t 7= g dolM ch2 mheto|E{ 8 #EELICH: security_groups.guard).

let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]

let permitted_sgs NETWORK.allowed_security_groups
let permitted_pls NETWORK.allowed_prefix_lists
rule check_permitted_security groups_or_prefix_lists(groups) {
%groups {
this in %permitted_sgs or
this in S%permitted_pls

rule CHECK_PERMITTED_GROUPS when %groups !empty {
check_permitted_security_groups_or_prefix_lists(
%groups.Properties.GroupName

3. Aufst ool RIZ2/(0: security_groups_fail.yaml)S AdgtL|CH.

# ---
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group

Resources:
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mySecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: wrong

4. validate @& A& ELICE.

cfn-guard validate -r security_groups.guard -i network.yaml -d
security_groups_fail.yaml

O] FH0lM:

. -rE A TYg xIFELIC
. -iE 921 nfetoje Tt X1

cfn-guard validate -r rules.guard -i paramsl.yaml -i params2.yaml -d template.yaml

AWS CloudFormation Guard #2104 CHeF 123 H|o|E A5

H2I=2 AWS CloudFormation Guard validate AF235104 Guard #&!0f CHEF LIOIE{E HBE £ Q!
&L|Ct oietole] A M8 2 86t0d validate HEIOf CHEF AHMIBH LIRS ZHE 2 & ZTSIM L.

- U OIOIE{E ABE Guard 22 G LICH RtMEF LHE2 Guard 73 & BoE A xstd

. FAS HAES0] AT 3 ThE BSSHER| HOIBLICH AHME LIS Guard 75| HIAE EHI
A AL,

Ct=E &34 otetole 74
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validate @ AIS

AWS CloudFormation BlZ2!1} ZF2 Guard #=!0i CH8H =3 o|0|E{E S 5ted™ Guard validate
HHS AMMELICH --rules Ti2t0|E{0 7= T} Q| O|§E X|HELIC} --data Tt2HO|E{of] &=
ClolEf Zt Q| O|§ 2 RIHFLICE.

cfn-qguard validate --rules rules.guard --data template.json

Guard7} &
Guard7} T =
2{2(-s all)E Ar&3to{ Guard”

1 e

SMo =z HEstH validat Al
Agohil validate BRIE Alnfet FElo] e B AE pet

id
2 7xlg Bt

D
I:I
J.L

rlo

Ot

Hu
>

m

—_—

S

>
~J

O

Q

wn

=

M

o [T

template.json Status = FAIL

SKIP rules
rules.guard/aws_apigateway_deployment_checks SKIP
rules.guard/aws_apigateway_stage_checks SKIP
rules.guard/aws_dynamodb_table_checks SKIP
PASS rules

rules.guard/aws_events_rule_checks PASS
rules.guard/aws_iam_role_checks PASS
FAILED rules

rules.guard/aws_ec2_volume_checks FAIL
rules.guard/mixed_types_checks FAIL

Evaluation of rules rules.guard against data template.json

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] because provided value [false] did
not match expected value [true]. Error Message []

Property traversed until [/Resources/vol2/Properties] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] due to retrieval error. Error
Message [Attempting to retrieve array index or key from map at path = /Resources/vol2/

Properties , Type was not an array/object map, Remaining Query = Size]

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/mixed_types_checks] because provided value [false] did not
match expected value [true]. Error Message []

Rule [rules.guard/aws_iam_role_checks] is compliant for data [template.json]

Rule [rules.guard/aws_events_rule_checks] is compliant for data [template.json]

Rule [rules.guard/aws_apigateway_deployment_checks] is not applicable for data
[template.json]
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Rule [rules.guard/aws_apigateway_stage_checks] is not applicable for data
[template.json]
Rule [rules.guard/aws_dynamodb_table_checks] is not applicable for data [template.json]

0424 Ci|O|E mtod| CHall o 2 AS

Ml
]

T X #Elsts d 20| &= 5 =g o2 mof 25t Hele CHE #3lg 4o
A&LICt O3 Chg HIo|H Tt EE= 042 CllO|Ef mHof| CHSH o2 #&] oS ASE = U
validate BHL --data ¥ --rules SM0| CHEt THY CIREHEZIE 7tM2 = JU&LICL HE &
7t StLt o4 Q| CIO|E mE /path/to/dataDirectory Z & st 7t 5Lt O|& ol 7 mdg /

path/to/ruleDirectory Z&3st= OIS WHES A™ME = U&LICH

o>
o

cfn-qguard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

o

0924 CloudFormation B Z3!0f X4o|El C} et 2|AA| KE Al 25512 EE5

Ol U=X| &EQlste #EIE g e = U&LIcH M 2 fX| &2[E & 5

2|0llM , s3_bucket_encryption.guard ec2_volume_encryption.guard%

of Qe Z 2lAArds_dbinstance_encrytion.guard®| XM& Al &S5 E &0l5tE 73

£ Ql&L|Ck~/GuardRules/encryption_at_rest. A& 38l 0F 3= CloudFormation & &!

7t 2l C|=E 2| /&LICt~/CloudFormation/templates. O] @< CtS1t £ 0| validate
A

= agfLct

Il

Al

_0'|_|

o b
0x
ok
ont

ol
a
i
n

Q)
=
Q.
o
faf
rr
s
H1 T
o
e

N u
f

I
N
>

ro Mo
0%
on O

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

ofe CIOIE] Thelol CHal ofe] 141 A5 76
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2 A 312 AWS CloudFormation Guard

ted Fof 2A|71 wAstEo| Mado| FX|E AWS CloudFormation Guard&F = 5HAIL.

- MEHSH 30| BlaATt gl B2 Ho| AufghLict,

« Guarde= %2 HAl Fn::GetAtt 2 = 2 CloudFormation ®lZ2!2 T7}5t K| ot&LCt

7t 22 EEE ABste B2 =40l AWS: :ApiGateway: :RestApi BlAATL Q=
"AW

o
Resources.*[ Type == 'AWS::ApiGateway::RestApi' 14 M2 Z HIIELICIFAIL.

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"
Oledet Z1HE WX|sted™ HHof HEE EF ot when T &I AASELICH
let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]

when %api_gws l!empty { ...}

Guard= &2 & Al Fn::GetAtt 2 =2 CloudFormation /1 Z 3/ I
7t5t K| &E&LICEH

Guard= %2 HeEjo| W& & +E X|HGHK| A &LICH o & E0{ YAML &4l CloudFormation Bl Z 3!
Join!SubdME AIE3tE A2 RIHEIX| eb&LICt CHAl = EEl FHEH Q| CloudFormation LS & <

AEEILICH 0 & 04 Fn: :JoinGuard #&/0f CHEH WoHE i YAML & Al9| CloudFormation &
E 2Fn: :SuboiHE AR EFLILCE.

LHZE &F4=0f CHEE REAIEH LI 2 AWS CloudFormation AF2 MEAMO| LHE &4 2 X E &I X SHMI2.

bl 24| sHE =X

 string 2|E{E0| O|AZ|0|Z X{2|El FHIC|I=E
£ string 2lE{E 2| (HIC|E o|AFo|= EXt

HeE w80l 2lAATt g 29 "ol AW LI 77
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5t 5t

3t24E 4<% Guard 3.0.0 O| &AM AFEE == U= json_parse() &S AFSELICH XHA

ro [
T A

M

A

82 WY &=+ A8 B ARSHAAR.
—

o
« I=H|W7} 38&|l= Co|E R Hluste=X| &QlgLct o& £0{string 2 intE HLE &
3l 38 lX| ot= dIO|E EAIQLICH 1= H|IE =3 M Z{o| Z&EIX| o™ LIBEXMoZR 2 F
7h b lgtL|Ct 2 2 F = Rustl| PartialEq S48 £F517| false ?I5H A= = #HEHELICEH



https://doc.rust-lang.org/std/cmp/trait.PartialEq.html
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CHE M mi2to|E] & H2 AWS CloudFormation Guard ™ E QIE{H| 0|A(CLNE
A& L.
BN |
« Guard CLI 724 m}z}t0|E
- FE EMEE
- THE MY
E

- H&

« A=

22
—

cfn-guard parse-tree
--output <value>
--rules <value>

ot 2t0|E

-h, --help

AWS CloudFormation Guard CLI m}2}0|E & H= & =X

Sol AASE +

Guard CLI <4 mt2t0o|E
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1
O
1
1
©
H
=
35
+
1
(SR
n
(@)
S5

gu
-0, --output
HHE ECIE £3 mhYod| &Lch.
-r, --rules

cfn-guard parse-tree --output output.json --rules rules.guard

A A

JSON EE= YAML & Al9o| AWS CloudFormation ElZ 2! Il U S 7152 HIZES! 2|AA Q| ST UK|
&= AWS CloudFormation Guard #& MEE AtS2 2 HEELICH o] BE2 & ZEE Al
H

Lt 2edT] Ho RER 0l M ready-to-use = U= EE HEsts RS LIt

=
-

cfn-guard rulegen
--output <value>
--template <value>
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ot 20| E

=M

-0, --output

MME FEZ 52 niQlof #LICh £ £E £H Jio| FElo| UEY £ Jooz0| Mg A8st
£ Aol E&LcH

-t, --template
CloudFormation ®I£2! m}alo| ZZE JSON EE& YAML @Al 2 XM ZELICt.

of K|

cfn-qguard rulegen --output rules.guard --template template.json

HAE

718 AWS CloudFormation Guard #&!2| HZ & &0I5t7| 25 JSON EEE YAML
= =t

HAE utelat H|mstod 5! op
72

cfn-guard test
--rules-file <value>
--test-data <value>

o 2t0|E

-a, --alphabetical
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AWS CloudFormation Guard

424
o=

C|BE{ 2| LM L uttllz=o 2

-h, --help

-m, --last-modified

C|2E{ 2| LHO| A OF R[St

-V, --version

LICE.

F

S
=

|

-v, --verbose

LICH.

x4t
o=

0

AlE L

i
ac

pa

<
of

-d, --dir

FLCH

35
oH

EH

ClE g

-0, --output-format

7|&2k: single-line-summary

json|yaml | single-line-summary | junit

18 &l 2k

5}

-1, --rules-file

-t, --test-data

o=z ool mtde| ot &= CIMEE| 0|2 MSELICH
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of| A

cfn-qguard test --rules-file rules.guard --test-data example. json

PASS |FAIL Expected Rule = rule_name, Status = SKIP|[FAIL|PASS, Got Status = SKIP|FAIL|

CHS AT & ZshA 2.

AWS CloudFormation Guard =1} H| 1w 5t0o{ H|O|E{E Z

22
—

ox
O
9'|_l
2
0
of
A
rir
s
_ll:é
1]
N
0%
]
r
n

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

ol 20| E

-a, --alphabetical

At

2

=o 2 HHE CIEZ|o ntedg ABELICt
-h, --help

T

U HEE AMerLct.

IO

-m, --last-modified

Otx[e 2 s=HE AlZte 2 YHE CIHEEel g ASFLICH
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-P, --payload

E Sl 7= 1 Clo|E{E stdinChE JSON ¥4Ale 2 XS gL Ch.

{"rules":["<rules 1>", '"<rules 2>", ...], "data":["<data 1>", "<data 2>", ...]1}

o A:

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\": {\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\":\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}

SOV 75 Thlol B IR S RRRLICE a0l Ol Thalol B it S8

jo

53 ME HEE $ULICH o3 ¥ XIHE £ gL

-z, --structured
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Z3tE[1 =3 JSON/YYAML SE& £3FLICt 0| @l== verbose, print-json, show-summary:
_lin ol

aII/fall/pass/sklp, output-format: single-line-summary 2!

=M

-d, --data (BX+Y)

JSON EE= YAML &Alo| of|o|E] o}l se= O|o|Eq mhlo| C|HE|Z|2 NMZELC} o] SME =X
SR A85t0{ 043 U8 THEY + TS XIFLICH

Ol Al: --data templatel.yaml --data ./data-dirl --data template2.yaml

data-dirl 2[et Z2 CIEE 2] 2142 BL .yaml, .yml, .json, .jsn, .template & X7} QU= T o
CHaH B AZHO| X ELICEH

--payload E23E X|Hst= B2 --data SMS X[Hs5HX| OHAAIR

-i, --input-parameters (EAtY)

A HYAEE ASE ClOIE TUT B AR E 27} THEHOIEE XIMsHs THEH0IE B EE
oizt0o|E ool CIHE{Z|E JSON == YAMLE MES&eL|ct eedo 2 MEE B E mi2t0o|E ool
SEEID0| FEE UL s0l it 12 THRE 2 s} A WEELICHdata, 2N 2E
o= F7 90| 4% HHEFSIQ! 4430 T E|0{of BLICH O] S HHEHOR AR Shod 0421 2
2 MEE 4 TS KIHLIC

CI=EfE] Q40| &
L|Ct.

lof| CHaH A 2E AZHO| x| E

‘<
Q
3
<
3
@
(@)
3
@
3
0—0-
)
3
S
Q
~—
D
leu
>~|
Ral
d
-~
30
I'IF
_,_
mO

-0, --output-format (EAY)

7|#2t: single-1line-summary

&8 El Zf: json|yaml | single-line-summary | junit | sarif

A T EE 78 10| CIMEZIE MBELICH 0| SMS HHENOR ASSHol o 3t M E
o 2.

O Al: --rules rulel.guard --rules ./rules-dirl --rules rule2.guard
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rules-dirl 9o Z2 CIME{Z| Q42| B2 .guard, .ruleset & AF7} Q= T of CHEHAEH AZHO|
K| gt

--payload Zci1

ujn

KEstE 2 --rules SME XIHsHX| OHAA2.

- -show-summary(EAt)

Qof EO|22 EAISHOF 3t=X| {8 & AMOo{&LICt --show-summary fail (71824} E& --
show-summary pass,fail (SZH/AT S #2180t EA|) £ --show-summary none (HE) E=
--show-summary all (81, AW E£= ALY = 2 #EIE EA|).

7|22k fail
&8 El Zt: none | all | pass | fail | skip
-t, --type (BXIY)

2121 ClojEfo HAIS MZELICH 221 ClolE KBS XI&sHH Guard
=

=i
AL

5l £ £2401| CloudFormation &l
2l B|AAO| =2|X 0|EE EAIELICE 7|EXMO 2 Guardeet 42 &4 ZAE9 22 EAIEHL

o HA = -1
CtProperty [/Resources/vol2/Properties/Encrypted.

Allowed values: CFNTemplate

of| Al

cfn-qguard validate --data example.json --rules rules.guard

=24

= 1

GuardZ7} HIZSE2 43O 2 ZHE5IMH validate BHE2 S 4E 0 ($? bash)E gretEFLICEH
Guard7} =] @[Et2 Al¥45lH validate WHS Alnlfst #=2I0| AEf EDME BHEHELICEH

example.json Status = FAIL
FAILED rules
rules.guard/policy_effect_is_deny FAIL

Evaluation of rules rules.guard against data example.json

Property [/path/to/Effect] in data [example.json] is not compliant with
[policy_effect_is_deny] because provided value ["Allow"] did not match expected value
["Deny"]. Error Message [ Policy statement "Effect" must be "Deny".]
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e Guard T+=l0f
« Guard T+=i1}
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9| EH 9t AWS CloudFormation Guard

o| 2ctE 22k AWS 0] %M =2 YLICt AWS 12
Fot | F5E Ho|E ME H HEXZ ot 7|=i%2] 0|

Hot2 AWS 9 AR R ZHol BE MUQILICH TS Aol SHL o g S Betesol 2ot W 2L
-

- 22IRE Hob- AWS = AWS 222 =0 AWS MH[AS M™lstE QIZEIE B35 8 Mo| (&
LICH AWS E8he TS M EE & U= MHIAE MBS YLICH Bt ZAIRIE AWS TE &5 2
gfLICH Guardd M8 &= #H &=

2O UftoR Hoto| IHE HI|IMoR HlAES T 20l

Z2 0l CHE REME W82 HE E+ ZEIH AWS MBS He| L MHARE E+ Z2 73
y E'~E+°'=°| F - AFERtol Mel2 AHE3h= AWS AH|2of 2t ZAEELICH EEF 0222 o]

Eio] A E, 2[A 2F MY, 2 HE X 78S HIRE 7|E 2400 TS E 20| A& LI

O

=
S

12

X-Ig_gl.

JEFERS

mjo

CHS AYME= GuardE AWS Lambda & =~(cfn-guard-lambda) 2 A x| g i
= &2 oldlist= ol =20l ELICt.cfn-guard-lambda

« AWS Command Line Interface AFH& A& A 2| £ 0ot
« AWS Lambda 72t R} QFLHA{ Q| & OF
« AWS Identity and Access Management AFS M A O] £ oF
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AWS CloudFormation Guard A 7|2

CHE EoAM=of CHer MBEAM 2 2lAE MHEELICH AWS CloudFormation Guard.

Mz

BAM UO[0|E: 20254 7& 30

HE ALY =k S

=M YH|o|E S4X| L3401 A Guard CLI 20254 78 30
|:|=|ac;| A X AE-|%=>1A-|E o-I|:-||o|E
~ _
=

L|ch ™ & =7} Guard
122 UO|0|E Q& LICE.

HZ& 3.0.0 E2lA& HZ13.0.000= ch3at Z2 71 2023H 68 30
M Aol mUE[R&LICE.

e Guard 3.0.0 El2|A0f CHEt
270 & M| FX|7H Lolof
E|i&LIch

« Homebrew 2/0f CHSH M K|
X|Zo| F7HEIR{&LICHCh
ocolatey.

« Guard HH7 3.0.02] 2473 At
stS HIOI5IE 2 Guard T2
ofo|2yo|MTt Bl &M
7t Aol ol E E| Qi LICH

* AWS CloudFormation Guard
GitHub 2|Z X|E 2|of CHEt
=0 == 37} FIHEIA
&Lt

HE 2.1.3 2 2lA& BT 2.1.300= ChE &
M A o] mUE[R&LICH

rlo

7 20234 6% 9
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HZ%2.04 2EA

H7% 2.0.3 E2l&

b
P
53
u
>

Guard 2.1.3 74 Atol Cit
MBI FItE[}&LICEH Guard
2.00{| CHS8t & Z=7} Guard 2.1.3
S 2 YOOl EXIR&LCY.

7T 2.0.40lE Ch5t 22 74
M Aol ZE[R&LICH

--payload Zeia7t
validate WA FIIZIUE
L|C.

REMEH LH& 2 Guard CLI & X
9| validateE & X 5HM 2.

K7 2.0.30lE Chnt 22 7
M Aol R E[R&LICH

_=

Eof Cist EIAE O|ES A
S8 = U&LCH REMIEE LY
Guard 72! E|AE E

(=)
—
2 HZsAAIR2.

+ validate ¥l CIS SM
O &7tx|R&Lct
* --output-format

* --show-summary

+ --type

REMIEF LIS

z=o| A48

2 Guard CLI &
AHZESHAL2.

AWS CloudFormation Guard
Ag B Aol 5% YA

LICE.

2021410 19¢

20214 78 274

20214 78 15
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AWS 0{%

Z|4TAWS 80{= AWS 0{&! FZ ol AWS E0{E2 R ETHHIR.
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