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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVexrsions"
]I
"Resource": "*"
}
]
}
CHS Y2 MEsHE Met2 S8 AWS SOC, PCI 2 I1SO ET Mt CRZEE £ Qe HEtE 04
ot
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"
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},
{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISso"
1,
"artifact:ReportCategory”: [
"Certifications and Attestations"
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"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListReports",

"artifact:GetReportMetadata",

"artifact:GetReport",

"artifact:GetTermFoxrReport"

1,

"Resource": "*"

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
]I
"Resource": "*"
}
]
}

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
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1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"”
]I
"Resourxce": [
"arn:aws:artifact:us-east-1::report/repoxt-jRVRFP8HxXUN5zpPh:*"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
]I
"Resource": [
"arn:aws:artifact:us-east-1::report/repoxrt-jRVRFP8HxUN5zpPh:1"
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

myn

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"
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1

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [

g

]
}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
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"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
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"Resource": "arn:aws:artifact:::agreement/*"

3,
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

Example2t S & & M2 of Xl AWS Organizations

Ctg EX27tet & E%PE Ol AWS Artifact AtE5tE IAM FE 2 HMHE = Qe HEHE FoigLIct
AWS Organizations. ZZ|o| 2| A 0| HH0| Q{0{of Z& HLZ Al&E = U&LICH

"Version":"2012-10-17",
"Statement": [
{

"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [

"jam:CreateServicelLinkedRole",

"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSSexviceName": [
"artifact.amazonaws.com"

A48 AWS Z|Tf IAM EA of K| 26
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}
CHS HH2 A8 TEHE R0 & AWS Artifact U= HEHS F 04 LICH AWS Organizations. Z%{2]
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"
]I
"Resource": "*"
}I
{
"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"
]
}
}
}
]
}
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws

AWSServiceRoleForArtifact"”,

"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"artifact.amazonaws.com"

.com/
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"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

ExampleZ X H|2F2 ZEI5H7] QIEH HA 0 A
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version'":"2012-10-17",
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"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel"”,
"notifications:CreateEventRule"”,
"notifications:CreateNotificationConfiguration”,
"notifications:DeleteEventRule",
"notifications:DeleteNotificationConfiguration”,
"notifications:DisassociateChannel”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications:ListTagsForResource",
"notifications:TagResouxce",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [

myn
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations"”,
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"
]I

"Resource": [

g

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel"”,
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration”,
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResouxce",
"notifications-contacts:ListEmailContacts"
]I

"Resource": [

Mg
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel”,
"notifications:DisassociateChannel”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResouxce",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

g

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration”,
"notifications:ListEventRules"

1,

"Resource": [

g

]
}
]
}
S W2 T MR HEE 2 4+ s Hetg Roiz
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

]I

"Resource": [
wxn

]

}
]
}
Ch HMe U2 528 55 T 55 F4 8 Hitg Lol
{

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

g
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{
"Version":"2012-10-17",

9| 1AM H* of K| AWS GovCloud (US) Regions 36


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://docs.aws.amazon.com/artifact/latest/ug/example-iam-policies.html

AWS Artifact Add a permission2|

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

]I

"Resource": "*"

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTexrmFoxReport",
"artifact:ListReportVersions"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISo"
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1,
"artifact:ReportCategory": [
"Certifications and Attestations"

ExampleZd| 2 22| Z3=H o Al

CIS HM2 2E AYS CIREEE = U= HEt2 o= LICH IAM AFE A= O HEFO| RJ0{0F H|<F
S ks & ola | o}
= T 2 T AAHE .

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [

Mg

]
}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

}I

{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
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"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"

]I

"Resource": [
wxn

]

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

}
]
}
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",

9| IAM H=H of K| AWS GovCloud (US) Regions
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"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”
]I
"Resource": "arn:aws-us-gov:artifact:::agreement/*"
}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

Example2t S & & = of Xl AWS Organizations

CE ™MA27tet %E*%PE Ol AWS Artifact AtE5H= IAM HE 2 d8E = U= HEtS FoigLict
AWS Organizations. Z%]2| #Z| HHE2 0| HEt0| QlojoF =] HlefS AlEtE = A&LICtH

"Version":"2012-10-17",
"Statement": [

{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleFoxAxtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"
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}
}
]
}
ChS HH2 A8 TEHE Ro{E &= AWS Artifact U= HEHS F 04 LICH AWS Organizations. Z %! 2]
| AE2 o|& HEho| lofoF ZE| Aok AlEtY &+ A&LICH
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"”,
"organizations:ListAWSServiceAccessForOxrganization"

1,

"Resource": "*"

},
{

"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [

"aws-artifact-account-sync.amazonaws.com"

]

}

}
}
]
}

ExampleZt 2| H'H | Aok #El5t7| @5 A of Al

CHS A2 2tel A-el 7 e 2telg HEte Fo{gLich
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

:::agreement/*"

::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleFoxrAxtifact",

"Condition": {
"StringEquals": {
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"jam:AWSServiceName": [
"artifact.amazonaws.com"

}
3,
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

},
{

"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com

ExampleZ X H|2F2 ZHE|5H7] QIEH HAY 0 A

CHS M2 X AHof S 2elg et Fo{gLIch 2 HEto| = ChE AASR7E 23| Aleke
AEsH ok grLC.
{

"Version":"2012-10-17",
"Statement": [
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0jo

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [

:::agreement/*"

"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
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"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportCategory"”: "Certifications and Attestations"

C= MaHE AL26HE SOC AlE|= 2| 2= AWS Artifact £
L|C}.
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
]I
"Resource": "*"
3Aq

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata"”,
"artifact:GetTermForReport"

1,

"Resource": [

myn

1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries'": "SOC",
"artifact:ReportCategory": "Certifications and Attestations"
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}
}
]
}
CIS MM S A5t ™M Certifications and Attestations B3 2! SOC A|l2|=2| EE AWS
Artifact 2T ME 22 &= U= e 2 208 &= U&LIC

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata"”,
"artifact:GetTermFoxrReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SO0C",
"artifact:ReportCategory"”: "Certifications and Attestations"
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* GetReportMetadata

+ GetReport
* GetTermForReport

» PutAccountSettings

* AcceptAgreement

* AcceptNdaForAgreement

+ GetAgreement

* GetCustomerAgreement

* GetNdaForAgreement

» ListAgreements

+ ListCustomerAgreements

* TerminateAgreement
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{

"Records": [
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{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:03:36Z7",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {
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"reportId": "report-flDIWBmGa2Lhsadg"
I
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"
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