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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"cloudwatch:DescribeAlarms"

1,

"Resource":

g

}
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"Statement": [
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"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"

3,

"Action": "sts:AssumeRole"

e
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-
east-1:111122223333:secxet:secret_name-alb2c3"
]

T AAT} Parameter Store It2H0|E{ Y

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetParameter"
]I
"Resource": [
"arn:aws:ssm:us-east-1:111122223333
]
}

T AATESSM EMY

JSON

:parametex/parameter_name"
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:GetDocument"

1,

"Resource": [
"arn:aws:ssm:us-east-1:111122223333:document/document_name"

Fig=1N|
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32 AWS AppConfigA|A RIS dghoi| CH5H CtS ot 2 2| ZhAH A

"Version":"2012-10-17",
"Statement": [
{
"Effect":
"Principal":

"Allow",
{

"appconfig.amazonaws.com

"Service":

},

"Action": "sts:AssumeRole"
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CtE M&toll M= AWS CLI (Linux =

= Windows) E=E
AWS Tools for PowerShell 2435l = &
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aws appconfig create-application \
--name A_name_for_the_application \

AIEFLICH oM o E2|7io|EE ?lBF

-

ol

835104 AWS AppConfig OHZ 2|7|0|MHE

--description A_description_of_the_application \
--tags User_defined_key_value_pair_metadata_for_the_application

Windows

aws appconfig create-application ~
--name A_name_for_the_application A

--description A _description_of_the_application »
--tags User_defined_key_value_pair metadata_for_the_application

PowerShell

New-APPCApplication °
-Name Name_for_the_application °

-Description Description_of_the_application °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_for_the_application

20
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Linux
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
Windows
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
PowerShell
ContentLength : Runtime of the command
Description : Description of the application
HttpStatusCode : HTTP Status of the runtime
Id : Application ID
Name : Application name

ResponseMetadata : Runtime Metadata

oil A o E2|710|ME et B3 B AWS AppConfig

Zk AWS AppConfig O Z 2|71 0|0l CH3H stLt O|&fo| Bt 82 HolfLICH B E2 Beta £
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AWS AppConfig 83 H(HHEE)

Ct= EXIol M= AWS CLI (Linux EE= Windows) L =E AH85t04 AWS AppConfig Bt 82 AWS

Tools for PowerShell 245l 9 S M S

CHAHE B MastedH

1. B gLict AWS CLI.

2. CI3 BHP2 A E2 MM ct
Linux

aws appconfig create-environment \
--application-id The_application_ID \
--name A_name_for_the_environment \
--description A_description_of_the_environment \
--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM

role_for_AWS AppConfig_to_monitor_AlarmArn" \
--tags User_defined_key_value_pair_metadata_of_the_environment

Windows

aws appconfig create-environment ~

--application-id The_application_ID ~

--name A_name_for_the_environment *

--description A _description_of_the_environment *

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" *

--tags User_defined_key_value_pair metadata_of_the_environment

PowerShell

New-APPCEnvironment
-Name Name_for_the_environment °
-Applicationld The_application_ID
-Description Description_of_the_environment °

-Monitors
@{"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM

role_for_AWS AppConfig_to_monitor_AlarmArn"}

AWS AppConfig 4 MM(HHE)
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-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_environment

Linux
{
"ApplicationId": "The application ID",
"Id": "The_environment ID",
"Name": "Name of the environment",
"State": "The state of the environment",
"Description": "Description of the environment",
"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"
}
]
}
Windows
{
"ApplicationId": "The application ID",
"Id": "The environment ID",
"Name": "Name of the environment",
"State": "The state of the environment"
"Description": "Description of the environment",
"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"
}
]
}
PowerShell
ApplicationId : The application ID

AWS AppConfig &3 MMH(HHE)
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ContentLength : Runtime of the command

Description : Description of the environment

HttpStatusCode : HTTP Status of the runtime

Id : The environment ID

Monitors : {ARN of the Amazon CloudWatch alarm, ARN of the IAM role for
AppConfig to monitor AlarmArn}

Name : Name of the environment

Response Metadata : Runtime Metadata

State : State of the environment

oM M =2 Z MM AWS AppConfigZ O|S&LICt.

OlM 74 Z 2 E M AWS AppConfig

T Olo|E= ofZ2IA 0ol S&Hofl F&2 Olxle
T HEE IRl 4 HI0|E{& AWS AppConfig ’;‘c
Ct2ot 22 RFo| 74 T 212 AWS AppConfig X

- 7l Eeli3: 7|5 Eci3E ME35to{ ofZEZIA 01 LHMM 7|52 &85 E= HIFMHSSHHLE 2
o £M42 AE5to ol EEIFO|M 7Sl el EME T HE &= U&LIC.= AWS AppConfig
SARE TE MELM 75 &l 78S Eelia & el S0 cHEr ojoE{ X HIEC| Ol 7t
ZeEl 715 Eeila A2 AWS AppConfig M& & LICH 715 Eeia +4 2| URIE= hosted L
Ct

- AS A ZM: AR "HA 1S I AWS MH|A 2! Systems Manager =7 5 stLEof| HIO|E{E
MEg = JsLict

« AWS AppConfig ZAE 74 AE0{

Amazon Simple Storage Service

AWS CodePipeline

AWS Secrets Manager

AWS Systems Manager (SSM) IL}2}0|E{ AE 04
SSM M HE A
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2 M33t2 2 AWS AppConfig ZAE T4 AE 0

0
r
% 0

Chee chest 8ol 74 HlolEle 0|8 7ls el
S8 2 7}x 78 HlolE MBI,

7ls &2 74 dlolH

S 71s Ecila FH CiolEHE 2MEE 2Htd AX & 7|2 2XE g4

JSON
{
"allow_mobile_payments": {
"enabled": false
},
"default_payments_per_region": {
"enabled": true
}
}
YAML

allow_mobile_payments:
enabled: false

default_payments_per_region:
enabled: true

2% 74 lole

CHS A7 S84 74 Clo|B= ofEE|70|H0] REE MElste EAIS MEHELICH

"throttle-limits": {

oM 7 T2 E M AWS AppConfig
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"enabled": "true",
"throttles": [
{
"simultaneous_connections": 12
},
{
"tps_maximum": 5000
}
1,
"limit-background-tasks": [
true
]
}
}
YAML

throttle-limits:
enabled: 'true'
throttles:
- simultaneous_connections: 12
- tps_maximum: 5000
limit-background-tasks:
- true

MM A Ko 55 7 HIO|E

CHS AMIA Rlof S5 X+ FA| 74 CIOIEIE OfE |7 010l HMAER & U= ASK EE 1ES
RIEgf et
JSON
{
"allow-list": {
"enabled": "true",
"cohorts": [
{
"internal_employees": true
},
{

"beta_group": false

oM 7t = 2l M4 AWS AppConfig 27
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"recent_new_customers": false

"user_name": "Jane_Doe"

"user_name": "John_Doe"

YAML

allow-list:
enabled: 'true'
cohorts:
- internal_employees: true
- beta_group: false
- recent_new_customers: false
- user_name: Jane_Doe
- user_name: Ashok_Kumar

=
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= O
UM AR HA TH ZRE MY
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AWS AppConfig
__I.L

« 7Z|E0]| ot HIO|E{ A0f CHE T2t

oM 7ls Ecia +48 =2 E M4 AWS AppConfig

71 B2A2E AB ol ohEEO Liolk JIS € H S EE TSI Bola SuE N
gstod OhEEIAOIM TS 2l Lyt SHS TAIE 4 UALICHE AWS AppConfig EAEIE 74
Eoiol 715 Baj1 748 Bela 2 Bala 440l ohet ool 2 HetHlolEls EHE Jls Ban

Ao 2 AWS AppConfig A& & LIC}H
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® Note
715 B2 78 Z2UE SNY 1} 7H 22W 2B U JlE Vs Bal2E
S & QUAUICLE 0B 8 715 B2ia A
H

AppConfig 7PoP HEIAES Xﬂ%ﬂl—lq. 9._"‘ 1| Xl""5| 745“&59} ol CHal o=l
TElof [2kE oHE 27 0|0 CHE Z2i ZE2 AWS AppConfig BHetgtL|CE
CtEs #HE 7|5 Eci08 ddste{H HA 78 T2 EHE dMetOhs 714 Z
& HESo] HES FIteLCH XHAIst 82 CHES HE 7Is Ecila M8 B
SHAAI2.

=X

- 7l i3 &4 ol

- Zls 2O FE Z2 T HEES)
A 2

- ZIs Bl FE 22 E HE(BBE)

- OIS #HE 7S Eela 4d

« AWS.AppConfig.FeatureFlags0il CHEF 2 &= 0|3

- OIF 715 i3 HHE M HHEW MY

7|ls &2l &4 olsH

Jls Eoila 74 Z2E2 MMEIHL 712 7 =2 LHolM M Zei2E MAE m Zeizol it
&80 S Mof 2 XIHE £ &LICH £40|8 7|5 Zeiaet st 7|5 Eefaet #EdE
EM2 EFH5tE HEQLICH 42 Z2i3 712 enable == disable Z2i 2t &4 o E2(7|
o|Mof| MEFELCt

Mo Z7S of A x| 28t £ ZHo| O Z2|H oMol HIZ E|K| Ot == 3tL|c}. CF2 12l0f| of 7} Lo}
A& LTt
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Define attributes >
Key Type Constraint
[ currency ] [ String v ] [ CAD,USD,MXN J ( Remove )
(C] Required (O Regular expression
© Enum
( Add new attribute )
[
Attribute Values
1
Key Key
currency [ CAD ]
Cancel Apply
(® Note
Zaia 4o s CHE ALl f2lstMlR.
- &4 OIBOIM, "B AIBIEHE B oflofollLict “B AP ELE JlS BRi 4N MY
4 Q& LICE CHE of2fo{= i&LIct
- 7|5 Ecfaol 42 g Eeiavt s El B0l GetLatestConfiguration 85
off Z&HELICt
o XME Zgfjael Zela &M 7= ngshofk gLt
AWS AppConfig £ Ct2at Z2 fe| Ecfa £41t siE Mk 2 X|HELc
Type ANef = =ES
EAS M4 EXQ 2| Regex I E
Enum = A U =

L
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Type Mefx=¢ AN
XAt |4 &-o] chet 2|4 =Xt 2k
Z|CH &/gol chet 2| At 2k
22 = =
TAE Hi Y e HI @ A o| M A o
Enum HHd A0 A E = U= &t
==
At Hi S fod P HH @ A9| XA A} Z
Z|cH HHd @ A 9| =|CH =&} gL

715 Eola M Z2E MMEE)

il

2 Hxtol 2t AWS AppConfig 2& 2 AFE35104 AWS AppConfig 7|5 ZE11 F4 T2 ES MY
L—-I'- MSH

=
LI 7 222 4d8 W 7|2 7|5 S8 448 = J&LIch

HFH

T ZEILIS AAISHS HiE

o o

rr

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
FLct,
=

2. EM Eo|M oiEEIAHOIMS MEfE CHS ol M o ZEZ|ZH0[Me| HIA T O|A M AWS
AppConfigofl M 24448+ of Z (A 0| S MEHEFLICH
3. THEZEH Vs Eoia "ol 7o ddg MEiFLCt
4. T8 M MMM 7|5 EEi2E MEIELICH
5. THEZE2L MMo| 3 Z2E 0|F0 o|lF= YT LICH
6. (MEMAEHEHS st MYES =gt
7. (MEAE) IV SME gEStD Eeol et ChE S 2L
a. £&3 SE9| S=E0|M AWS Key Management Service (AWS KMS) 7|8 ME4gtLIC}H o] 1
ZH BHE1E 7182 A2 35T AWS AppConfig A E! 714 AE0{0M A 49 O|O|E| HHE &
st = A&t of Z[of chEt ARMIEH LHE2 2| EoF AWS AppConfige| AWS AppConfig
oM T 22| 7| X[HE HZ5HA L.
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b. EAT Mol A EHTL Z7HE B CHE 7] Y ZH(M AFEE RIMELIC

8. CtSS MEAgLICt

9. 7ls &cila ™ol MMo| Zefa o|Fol Ol UFLICH

10. B2 710l SYs T4 Z2T Lol M BEHIE FEE BeiT AYKE YLD SUs T
dZz2E Lo Zciaols SYE 7|8 MEE =+ l&LICH Zeil1 8 YdEh Folz= Eci ol
2 HEY £ JUX|E EZ2ia 7| HEEY + elgLitt

1. (M= ALEh) dBEES &&st of Zeiol chet HEE L=ELc

12. 7| Ecf2 & MEstn MEiXo = Zoi|OE H|E P&t L ArK|sHof st= & MEHEFLICE.
= AtE SE ol Eci2E HIE H3tet x| AWS AppConfig 8f & LICH.

13. (ME} AME) 715 Eelia &4 MMM £ HolE MEfELICH £EE ALSstE el Lol F
7b2te RBE 4 UaLich 4 WM Z7ol CfEH REAIE ISR 715 B0 249 ofs EHe
2 AZTSML.
a. 7ol B2 718 XIHED R SS0IM T RPS MBI 2t LRI M BEO|

XHElE SMo CHE REMIEH LHE 2 of M & T8 ol Cier RS Xt

b. E= S MEfsto] £ {0l E2EHX| oiF & XIEFLIC
c. 448 O FIhstHH 44 Holg MELict

14. 7|5 &2 2f MMollM Y3t E =it E2OE EYSHELICH o SYUE ESE ALE 510
ANEE ALE BE Itol mE M sliiE Ecf2E HIF H3te = U&LICH (S st B9)

15. Ct&& ME4EfLICH

16. AE L X% HOo|X[olM Seiao| MF HEE &l ChE Mot A& Bl ZELCH.

oM 7|5 Zei2 2 74 o|o|E{ B AWS AppConfig2 O|S gLt

7l Eela 78 Z2EH WY (BBE)

Ct= Mxtol M= AWS Command Line Interface (Linux 52 Windows) EE= Tools for Windows

PowerShell2 At&35t04 AWS AppConfig 7|5 Eei1 718 T2 EE M5t WS MYHFLICH F

dzzds ddg W 7|8 7|5 Eeila g 48 = U&LIch

Eai1 TS AN

£ LIt AWS CLI.
FEE AWS.AppConfig.FeatureFlagsZ X|H35t0{ 7|s Ecia 748 Z2EE MMELICH
T Z2E2 X[ URIO| CH5H hosted2 At&sHof &LCt
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Linux

aws appconfig create-configuration-profile \
--application-id APPLICATION_ID \
--name CONFIGURATION_PROFILE_NAME \
--location-uri hosted \
--type AWS.AppConfig.FeatureFlags

Windows

aws appconfig create-configuration-profile #
--application-id APPLICATION_ID *
--name CONFIGURATION_PROFILE_NAME A~
--location-uri hosted ~
--type AWS.AppConfig.FeatureFlags

PowerShell

New-APPCConfigurationProfile °
-Name CONFIGURATION_PROFILE_NAME ~
-ApplicationId APPLICATION_ID °
-LocationUri hosted °
-Type AWS.AppConfig.FeatureFlags

3. 7ls E2ia FE HIOIHE Y5t AI. HIOIEE= JSON & 4l0|o{of 5t H
AWS . AppConfig.FeatureFlags JSON A 7|0} &5l of
2 AWS.AppConfig.FeatureFlagsoll CHet 2% & X O|5H MM

4. CreateHostedConfigurationVersion APIE At&3t0{ 7|5 Zai1 /8 CIO|E{E AWS
AppConfigdll A& & LICt

Linux

aws appconfig create-hosted-configuration-version \
--application-id APPLICATION_ID \
--configuration-profile-id CONFIGURATION_PROFILE_ID \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data.json \
--cli-binary-format raw-in-base64-out

75 Bol1 78 Z2E 24 3
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Windows

aws appconfig create-hosted-configuration-version *

--application-id APPLICATION_ID *

--configuration-profile-id CONFIGURATION_PROFILE_ID A

--content-type "application/json" 2

--content file://path/to/feature_flag_configuration_data.json *

--cli-binary-format raw-in-base64-out

PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId APPLICATION_ID °

-ConfigurationProfileId CONFIGURATION_PROFILE_ID °

-ContentType "application/json"

-Content file://path/to/feature_flag_configuration_data. json

O| @& Content It2tO|E{0f X|HE FTHIXE C|ATF A 2EELICH 2EIX = CFS 0 A2}

fAtstiof grLict.

{
"flags": {

"ui_refresh": {

"name": "UI Refresh"

}

.
"values": {

"ui_refresh": {
"enabled": false,
"attributeValues": {

"dark_mode_support": true
}
}
.
"version": "1"
}

0Z
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Linux
{
"ApplicationId" : "ui_refresh",
"ConfigurationProfileId" : "UI Refresh",
"VersionNumber" N
"ContentType" : "application/json"
}
Windows
{
"ApplicationId" : "ui_refresh",
"ConfigurationProfileId" : "UI Refresh",
"VersionNumber" ",
"ContentType" : "application/json"
}
PowerShell
ApplicationId : ui_refresh
ConfigurationProfileId : UI Refresh
VersionNumber 1
ContentType : application/json

service_returned_content_file 0= AWS AppConfig 44 El HIEIH|O|E{7} Z&E 74

ool

®

E{7h 3 Elo{ &Lt

s Bl 74 Z2E B4
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75 S0 HYES MEStH Qo Cial ghete = U= Eela 2t NEE Mol = /JU&LIch O F
B Zeiof CHal CHet AEl(E M3 E= HIEYEE)E 7 HE =2 UsLIDH HYEoR FHE &
O Q&E m ofZ 27 0|ME A8K Ho| 7 MEE 7|E2E AWS AppConfig B7taet= Z4E
AEE MIFEUCH o X|HEl HEIAEQ Ho] CHal HolEl #&/of k= o E 2|7 o|Moi| Ct
B Zoia k2 AWS AppConfig gHeter Lt

a
CHS AT BIXE2 M 7HX| AER Hol #HEn 7|2 #HP0| (e 7Is Eeiae| ol§ 2oiF LI

Feature flag variants info Reorder variant up Reorder variant down Edit

Name |  Enabled value | Attribute values | Rule
(or (eq $userld "Alice") (eq $userld
O beta testers () ON - "123456789012"))
0O EU demographic O ON } (and (ends_with $email

"@example.com") (eq $continent "EU") )

(and (matches pattern:".*@example\
O QA testing () ON - \.com" in::$email) (contains $roles

"Engineer") (gt $tenure 5))
O default () ON

@ Variant order is used for evaluation logic

Variants are evaluated as an ordered list based on the order shown and any specified rules. The variant at the top of the list is evaluated first. If no rules match the supplied context,
AWS AppConfig returns the default variant.

=5

. CHE W s Eaia 4 2 Qs AL ALl ol
. O} WY s Eaia 74 ol

. CHE WH 7|5 Eola 4

CHE #7155 B2 T 2 UBt ALS Akl O3
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- 7l Z2i3: o Z 27 0|Moll M 7|52l S5 2 AMoistE Ol AL8 == AWS AppConfig 748 FE Y
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0 2ol EXtYE, Ah F2 £ Y ¢S Z&ste M

e & &£ gl 8 =g LICH Vs EefaoleE O E
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(@ Note
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O A WMo ME Eclla HE S AL 35104 ol Z2[7o|M EFH 0|X[e] 7|2 S=&Hof CHer Al HE AEL
US HAESI{H B2 222 RTot=X =0 = U&LICH ARE 25 ECHE 28 &S A
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1. U MZ 1802l MER 7|s Eclla #+48 =2 2 MoghL|Ct.

2. ui_refreshte M2 7|5 ZeilaE MAAghL|cH

3. 7l EcHOE W8t & HESto] ™ E FIHELICEH

4. BetaUsersZt= M H@ S M50 gMstehLiCt.
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1AFRE

€q

gt

gte

Ite

or

ZHHAE Zto| R HE

3Lt 22Xl ofRE

ZHEIAE Zfo| X|™E ZtECt
XL Z2X| R E AHE
L|C}.

A0

= O

T I|AARI 7 B 5 true@! K|
o8 E ZA™ELCt.

I|QdAFKRF = 5FLF 0|40 true
CIX| oiR E A™EL|Ct

ol Al

(eq $state "Virginia")

(gt $age 65)

(gte $age 65)

(1t $age 65)

(1te $age 65)

of| Al

(and

(eq $state "Virginia
")

(gt $age 65)

(or

(eq $state "Virginia
")

(gt $age 65)
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ALERE

not

begins_with

ends_with

contains

matches

exists

split

nx
0%

o
>

Zre HiCH 2 HFE L

0

A4 04
=o

HEIAE 7}0| X|&

HEAE Zhof XIHE 59| £
o| St

RGOl Z 8 (0] QK| 04
£ AL

ZHHAE Zto| M4 220 2
B Elof QX oiRE HHY
Lict

HAHAE 7|0 gto| M3 EIR
=X| {2 & ZA-ELICt
NMZE HEHIAE Zho| At &l
HAIE 7|22 X|IHE HIE
ol EcH=lof CHEH trueZ Lot
gLCH split & ghalol Cf
g AtMIEt ME2 o] F=A|ef Ct

of| Al

(not (eq $state
"Virginia"))

of| A

(begins_with $state
IIAII)

(ends_with $email
"amazon.com")

(contains $promoCode
IIWINII )

(in $userId ["123",
"456"] )

(matches in:
pattern:

:$greeting
:nh-*yn)

(exists key::"country")

(split pct::10 by::$user
Id seed::"abc")
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A: (split by::$uniqueld pct::20)
B: (split by::$uniqueld pct::20)
C: <default>

A: 20%
B: 0%
C: 80%

OlFH &AHez gl Xet EXZ7I LIELIE OlRE, Z #HS -T-n”'i. | =M 2 7k 5
PN
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Oix|7} ot HHE S Hreter x| 25 7| & LIch X ?P‘%‘ AE W76 uniqueld k2l 20%7}
LX|SIEE X Hm ol BretELIcH COhse 2 ?P‘"Bﬂ HE. LICt J2ut 5 Hl 28 BEE0
LUX|E O|F = 2 E uniqueld 22 & 7= A% 0|0 YXIFSE2 2 Bl= OFF gt LXIGHK] &
&Lct chal =2 7|2 Mol BherELIctH

A: (split by::$uniqueld pct::20)
B: (split by::$uniqueld pct::25)
C: <default>
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UitsioR THe SUS FHAE SMo|M ENTS B ) sto| B4 tolM BE W 7
S st seed 2t AHSELICH 2L A EOf M2t CHE seed 22 AFS 3HE 20| Cf BEIMY 4
UGLICH TS 2 5| A% BOIM ME CHE seed® ALS3HE oA QLICH

A: (split by::$uniqueld pct::20 seed::"seed_one")
B: (split by::$uniqueld pct::25 seed::"seed_two")
C: <default>
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80%<= MY A BE Ho{2t ElAEELICE 097|M seed7t CHE2 7| [ Z 01| A2t YX|SHE 2tz B2 &
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el 80%0il Etst=2= At 75%7t ofLICt Ol Chg EXZ 22 LIEHL|CH
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|5 BRHIE BHEshs KRAIE WS 0IM 75 B340 2 T4 ClOJE] HHE

CH2 ™xtof A= AWS Command Line Interface (Linux E== Windows) EE &= Tools for Windows
PowerShell2 At&35t04 7|& 714 Z 20t o CHEF CHE HE 7|5 Eei1E ddste WS MEE

Lick 71E 715 BEH1E sl HES MNY 25 e
Alststz| & ZHl A

AWS CLIE AI83dto OHE HYE 7|s Sl & dYst7| ™ol Ot & e 2= o Lch

- 7ls Eeia -_r“é T2 L MMErLICt RIS I8 2 oM 7[s ZEeia 78 Z=2E M4 AWS
AppConfig B2 FESIMAIR

AWS Command Line Interface Al A

« AWS CLIQ| %|Al HAMeE YO|0|E 2
=ML

gLICH RFAM|SH L2
HMO|M Z| A HT 2| AWS CLIEX| e ’E.

CIOIEE

1. B AAH Mdsteds OfE HE Eciaol MR HEE XHste 7+ otdS HMELIch ot
U EHHXE json2Z MEELICH T2 AWS . AppConfig.FeatureFlags JSON A7|OE
Zoliof #LICH 4o ool A7|OF LIS 2 CHE 0t AR LICEH

-~

"flags": {
"FLAG_NAME" : {
"attributes": {
"ATTRIBUTE_NAME" : {
"constraints": {
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AWS AppConfig
"type": "CONSTRAINT_TYPE"
}
}

I

"description": "FLAG_DESCRIPTION",

"name": "VARIANT_NAME"

}
I

"values": {
"VARIANT_VALUE_NAME": {
" _variants": [
{
"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN
},
"enabled": BOOLEAN,
"name": "VARIANT_NAME",
"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"

"attributeValues": {
"ATTRIBUTE_NAME" : BOOLEAN

},

"enabled": BOOLEAN,

"name": "VARIANT_NAME",

"rule": "VARIANT_RULE"
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iy
"version": "VERSION_NUMBER"

CHE2 Ml 7bX| 80t 7|2 80l 28 & oM LCH.

= —

{
"flags": {
"ui_refresh": {
"attributes": {
"dark_mode_support": {
"constraints": {
"type": "boolean"
}
}
1,
"description": "A release flag used to release a new UI",
"name": "UI Refresh"
}
1,

"values": {
"ui_refresh": {
" _variants": [

{

"attributeValues": {

"dark_mode_support": true

},

"enabled": true,

"name": "QA",

"rule": "(ends_with $email \"ga-testers.mycompany.com\")"
},
{

"attributeValues": {
"dark_mode_support": true

},

"enabled": true,

"name": "Beta Testers",

"rule": "(exists key::\"opted_in_to_beta\")"
},
{

"attributeValues": {
"dark_mode_support": false
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},
"enabled": true,
"name": "Sample Population",
"rule": "(split pct::10 by::$email)"
},
{
"attributeValues": {
"dark_mode_support": false
},
"enabled": false,
"name": "Default Variant"
}
]
}
},
"version": "1"
}

2. CreateHostedConfigurationVersion APIE AF835t0{ 7|5 £eia 744 CIOIE{E AWS
AppConfigdll K& &t LCt.

Linux

aws appconfig create-hosted-configuration-version \
--application-id APPLICATION_ID \
--configuration-profile-id CONFIGURATION_PROFILE_ID \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data.json \
--cli-binary-format raw-in-base64-out \
outfile

Windows

aws appconfig create-hosted-configuration-version #
--application-id APPLICATION_ID ~
--configuration-profile-id CONFIGURATION_PROFILE_ID *
--content-type "application/json" A
--content file://path/to/feature_flag_configuration_data.json *
--cli-binary-format raw-in-base64-out ~
outfile
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PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId APPLICATION_ID °
-ConfigurationProfileId CONFIGURATION_PROFILE_ID °
-ContentType "application/json"
-Content file://path/to/feature_flag_configuration_data.json °

-Raw

service_returned_content_file 0= AWS AppConfig 243 E MHEIH|O|E{7} =& E 7
HlOlE{7t =& E|o] AU&LICt.

(@ Note
SAR M TS MMHE = olo|E{7F AWS. AppConfig.FeatureFlags JSON A 7|
0tE Z&48=X| AWS AppConfig £ QI8tL|Ct. AWS AppConfig EE3H= CI|O|E{2] Z 7|5
Zeia £d0| sie SMof cial Holdt M ZHE SFst=X| =R LICH

AWS.AppConfig.FeatureFlags0i| CH8F & &F =X 0|3H

AWS . AppConfig.FeatureFlags JSON A7|OtE FZZE A&3t04 7|5 Eei1 +4 CIIO|EE M4

gLt

"$schema": "http://json-schema.org/draft-07/schema#",
"definitions": {
"flagSetDefinition": {
"type": "object",
"properties": {
"version": {
"$ref": "#/definitions/flagSchemaVersions"
.
"flags": {
"$ref": "#/definitions/flagDefinitions"
},
"values": {
"$ref": "#/definitions/flagValues"
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},
"required": ["version"],
"additionalProperties": false
I
"flagDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/flagDefinition"
}
},
"additionalProperties": false
},
"flagDefinition": {
"type": "object",
"properties": {

"name": {
"$ref": "#/definitions/customerDefinedName"
},
"description": {
"$ref": "#/definitions/customerDefinedDescription"
.

" _createdAt": {
"type": "string"
},
"_updatedAt": {
"type": "string"
I
"_deprecation": {
"type": "object",
"properties": {
"status": {
"type": "string",
"enum": ["planned"]

},
"date": {
"type": "string",
"format": "date"
}
I
"additionalProperties": false

1,
"attributes": {
"$ref": "#/definitions/attributeDefinitions"
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}
I
"additionalProperties": false
I
"attributeDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeDefinition"
}
},
"maxProperties": 25,
"additionalProperties": false
I
"attributeDefinition": {
"type": "object",
"properties": {
"description": {

"$ref": "#/definitions/customerDefinedDescription"
.
"constraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" },
{ "$ref": "#/definitions/arrayConstraints" },
{ "$ref": "#/definitions/boolConstraints" }
]
}

}I

"additionalProperties": false
},
"flagValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}%$": {
"$ref": "#/definitions/flagValue"
}
I
"additionalProperties": false
I
"flagValue": {
"type": "object",
"properties": {
"enabled": {

s Bl 74 Z2E B4

52



AWS AppConfig Add a permission2|

"type": "boolean

I

" _createdAt": {
"type": "string"

},

"_updatedAt": {
"type": "string"

I

" _variants": {
"type": "array",
"maxLength": 32,
"items": {

"$ref": "#/definitions/variant"

}
iy

"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeValue",
"maxProperties": 25

}
I
"additionalProperties": false
I
"attributeValue": {

"oneOf": [
{ "type": "string", "maxLength": 1024 },
{ "type": "number" 3},
{ "type": "boolean" },
{

"type": "array",
"oneOf": [
{
"items": {
"type": "string",
"maxLength": 1024
}
I
{
"items": {
"type": "number"
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}
1,

"additionalProperties": false

I
"stringConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["string"]
},
"required": {
"type": "boolean"

I
"pattern": {
"type": "string",
"maxLength": 1024
I
"enum": {
"type": "array",
"maxLength": 100,
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
},
{
"type": "integer"
}
]
}
}
I
"required": ["type"],
"not": {

"required": ["pattern", "enum"]
.
"additionalProperties": false
.
"numberConstraints": {
"type": "object",
"properties": {
Iltypell : {
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"type": "string",
"enum": ["number"]
},
"required": {
"type": "boolean"
1,
"minimum": {
"type": "integer"
},
"maximum": {
"type": "integer"
}
},
"required": ["type"],

"additionalProperties":

I
"arrayConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["array"]
},
"required": {
"type": "boolean"
I

"elements": {

"$ref": "#/definitions/elementConstraints"

}
iy
"required": ["type"],

false

"additionalProperties": false

},

"boolConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["boolean"]

.

"required": {
"type": "boolean"

}

.
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"required": ["type"],
"additionalProperties": false

},
"elementConstraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" }
]
},

"variant": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"

},
"name": {
"$ref": "#/definitions/customerDefinedName"
I
"rule": {
"type": "string",
"maxLength": 16384
I

"attributeValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}$": {
"$ref": "#/definitions/attributeValue"
}
},
"maxProperties": 25,
"additionalProperties": false
}
},
"required": ["name", "enabled"],
"additionalProperties": false
I
"customerDefinedName": {
"type": "string",
"pattern": "A[M\\nl{1,643}3%$"
I
"customerDefinedDescription": {
"type": "string",
"maxLength": 1024
I
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"flagSchemaVersions": {
"type": "string",
"enum": ["1"]
}
},
"type": "object",
"$ref": "#/definitions/flagSetDefinition",
"additionalProperties": false

/A Important

7|l £ei3a 74 IoIE{E HA5l2{™ o Z 2|7 00| GetLatestConfiguration
APIE S Z5oF & LICH o O|d AFEEIX| 2= GetConfiguration EEE2E 7|8
o3 7 Clo|HE HAe £ gi&LICH AtMIEH LHE =2 AWS AppConfig API & Z 9|
GetRelationalDatabase & & Z3HAAIL.

o Z (70|40 GetLatestConflguratlonE SE5 0 MZ HIZE ZTHS £AH IS =
olstE HEIL MHELICH Er=3tE JSONOE X|-Het ZF ZE2i 7|9 YXIstE 7| Mol &K
&LICH E=3tE JSONOIE enabled &89 N1 EE true EEE false 2t X H 5.=.
enabled2 trueZ MMM Zelao RE £ME EA|ELICE CF2 JSON AF

x4
S
o]
AA
7t
S

u H 2 mo

3AME DdBELCH

o

~

"$schema": "http://json-schema.org/draft-07/schema#",
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d_-1{0,63}%$": {
"$ref": "#/definitions/attributeValuesMap"
}
.
"additionalProperties": false,
"definitions": {
"attributeValuesMap": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
}
},
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"required": ["enabled"],
"patternProperties": {

"A[la-z][a-zA-Z\\d_-1{0,633}%$": {
"$ref": "#/definitions/attributeValue"

}
iy

"maxProperties": 25,
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string","maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
}
]
}
},
{
"items": {
"oneOf": [
{
"type": "number"
}
]
}
}
]
}
1,
"additionalProperties": false
}
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"applicationId": "The application ID of the configuration profile being
validated",

"configurationProfileIld": "The ID of the configuration profile being validated",
"configurationVersion": "The version of the configuration profile being validated",
"content": "Base64EncodedByteString",

"uri": "The configuration uri"
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import json

def handler(event, context):
#Add your validation logic here
print("We passed!")
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def handler(event, context):
#Add your validation logic here
raise Exception("Failure!")

function isPrime(value) {
if (value < 2) {
return false;

for (i = 2; i < value; i++) {
if (value % i === 0) {
return false;

return true;

exports.handler = async function(event, context) {
console.log('EVENT: ' + JSON.stringify(event, null, 2));
const input = parselnt(Buffer.from(event.content, 'base64').toString('ascii'));
const prime isPrime(input);
console.log('RESULT: ' + input + (prime ? ' is' : ' is not') + ' prime');
if (!prime) {
throw input + "is not prime";

AWS AppConfig = StartDeployment 2! ValidateConfigurationActivity API & 3 &
g [f A5 LambdaE EEELICE LambdaE ZHHXM 22 S E & appconfig.amazonaws.com Het




AWS AppConfig Add a permission2|

FO NW

r\l OI-J
ol

ﬂIIO

H FErLICH XEMIEE L2 AWS MH|A0] CHEF B = AMA e 20{8 FXESHAIR. AlE K|
ZE35t0{ 45 Lambda A& AlZHS 15X 2 AWS AppConfig A 8H&fL|CH.

JSON £7|0F REH HALY

SSM 2 Mol 7AE Maste B £7|0HE X8 HLE AAIshof Bt
“4E 312 2 kB 20N 7 Al Ci3| o+2 7%%_ a 12 Folshs JSON 27I0tlLict. O]
JSON £7|0Hs 4! MIESt HI% 3t MZ2 74 AF0|L Hoo|= 8 74 AF0| ofE 2l 0l40f
M RTsHe B ALRIE 2K 4R E HOlsts A FLICH S OIS HTotML

W
-Io
ol
—__
ol
4J
0x
O
[
s
r°|'
>| \U

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "$id$",
"description": "BasicFeatureToggle-1",
"type": "object",
"additionalProperties": false,
"patternProperties": {
"IM\\sI+$": {

"type": "boolean"

iy

"minProperties": 1
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1. https://console.aws.amazon.com/iam/0lA IAM 2& & iL|Ct
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
]I
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/my-configurations/my-
configuration.json"
}I
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:GetBucketVersioning”,
"s3:ListBucketVersions",
"s3:ListBucket"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket"
]
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "appconfig.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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aws appconfig create-configuration-profile \

--application-id APPLICATION_ID \

--name NAME \

--description CONFIGURATION_PROFILE_DESCRIPTION \

--location-uri CONFIGURATION_URI or hosted \

--retrieval-role-arn IAM_ROLE_ARN \

--tags TAGS \

--validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=JSON_SCHEMA
or LAMBDA"

Windows

aws appconfig create-configuration-profile #
--application-id APPLICATION_ID ~
--name NAME ~
--description CONFIGURATION_PROFILE_DESCRIPTION ~
--location-uri CONFIGURATION_URI or hosted ~
--retrieval-role-arn IAM_ROLE_ARN A~
--tags TAGS *
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--validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=JSON_SCHEMA
or LAMBDA"

PowerShell

New-APPCConfigurationProfile °
-Name NAME °
-ApplicationId APPLICATION_ID °
-Description CONFIGURATION_PROFILE_DESCRIPTION °
-LocationUri CONFIGURATION_URI or hosted °
-RetrievalRoleArn IAM_ROLE_ARN °
-Tag TAGS °
-Validators "Content=SCHEMA_CONTENT or LAMBDA_FUNCTION_ARN,Type=]SON_SCHEMA
or LAMBDA"
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Linux

aws appconfig create-deployment-strategy \

--name A_name_for_the_deployment_strategy \

--description A_description_of_the_deployment_strategy \

--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
\

--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

\

--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
\

--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
\

--replicate-

to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document \
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy

Windows

aws appconfig create-deployment-strategy ~
--name A_name_for_the_deployment_strategy *
--description A _description_of_the_deployment_strategy *
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
N
--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
N
--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
N
--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
N
--name A_name_for_the_deployment_strategy *
--replicate-
to To_save_the_deployment_strategy to_a_Systems_Manager_(SSM)_document A
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy
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PowerShell

New-APPCDeploymentStrategy °
--Name A_name_for_the_deployment_strategy -
--Description A_description_of_the_deployment_strategy -
--DeploymentDurationInMinutes Total_amount_of_time_for_a_deployment_to_last °
--FinalBakeTimeInMinutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

GrowthFactor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_1i

GrowthType The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over._

ReplicateTo To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document

Tag Hashtable_type_User_defined_key_value_pair_metadata_of_the_deployment_strategy

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}
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Windows
{
"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",
"Description": "Description of the deployment strategy",

"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment

strategy is saved"

}

PowerShell
ContentLength : Runtime of the command
DeploymentDurationInMinutes : Total amount of time the deployment lasted
Description : Description of the deployment strategy

FinalBakeTimeInMinutes : The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete

GrowthFactor

: The percentage of targets that received a deployed

configuration during each interval

GrowthType

: The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

Id : The deployment strategy ID

Name : Name of the deployment strategy

ReplicateTo : The Systems Manager (SSM) document where the

deployment strategy is saved

ResponseMetadata
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aws appconfig start-deployment \
--application-id The_application_ID \
--environment-id The_environment_ID \
--deployment-strategy-id The_deployment_strategy_ID \
--configuration-profile-id The_configuration_profile_ID \
--configuration-version The_configuration_version_to_deploy \
--description A_description_of_the_deployment \
--tags User_defined_key_value_pair_metadata_of_the_deployment

Windows

aws appconfig start-deployment #
--application-id The_application_ID "
--environment-id The_environment_ID "
--deployment-strategy-id The_deployment_strategy_ID *
--configuration-profile-id The_configuration_profile_ID
--configuration-version The_configuration_version_to_deploy *
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--description A_description_of_the_deployment *
--tags User_defined_key_value_pair_metadata_of_the_deployment

PowerShell

Start-APPCDeployment
-ApplicationId The_application_ID °
-ConfigurationProfileId The_configuration_profile_ID °
-ConfigurationVersion The_configuration_version_to_deploy °
-DeploymentStrategyId The_deployment_strategy ID °
-Description A_description_of_the_deployment °
-EnvironmentId The_environment_ID °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_deployment

Linux
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [
{

0
u
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"Description": "A description of the deployment event",
"EventType": "The type of deployment event",

"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"

1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
Windows
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [
{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
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1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
PowerShell

ApplicationId : The ID of the application that was deployed
CompletedAt : The time the deployment completed
ConfigurationLocationUri : Information about the source location of the
configuration

ConfigurationName : The name of the configuration
ConfigurationProfileld : The ID of the configuration profile that was
deployed

ConfigurationVersion : The configuration version that was deployed
ContentLength : Runtime of the deployment
DeploymentDurationInMinutes : Total amount of time the deployment lasted
DeploymentNumber : The sequence number of the deployment
DeploymentStrategyId : The ID of the deployment strategy that was
deployed

Description : The description of the deployment
EnvironmentId : The ID of the environment that was deployed
EventlLog : {Description : A description of the deployment

event, EventType : The type of deployment event, OccurredAt : The date and time
the event occurred,
TriggeredBy : The entity that triggered the deployment event}

FinalBakeTimeInMinutes : Time AWS AppConfig monitored for alarms before
considering the deployment to be complete

GrowthFactor : The percentage of targets to receive a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

PercentageComplete : The percentage of targets for which the deployment
is available

ResponseMetadata : Runtime Metadata

StartedAt : The time the deployment started

State : The state of the deployment
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CodePipelines MHstn Fdst= RJEE AR LICH 0{7|0l= CodePipeline X[ 2= K& 400 F
Mg FItste A ZEELICH CISo R O Y2 8304 AWS AppConfig Bt 42 A™ELICEH

2 g 228t & CodePipelinedi HE HiE SZ X AWS AppConfig 2 X|H3st= mto|ZZ2IRIE
MAMetLICH O3 ChS + 48 ¥Z438104 CodePipeline ZE XE AN YZEE = Q&LICH M 7
I CodePipelinedll M M HHZ 7} RS2 2 A|ZHEILICH HiZ 7} 2t2 E £ HAS &0lE £

[0 o
Q
H“ I
In
OII
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ZstMlL.
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HHE B0l XS BT S0 ZE7} ERIHEE Z9)2 ABHL 74 HOIES o/F HHez
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Z2/7o|Mol| 27 Ydlst= dES &
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Ch T+4d0| 22 &|™ HiZ Sof stLt o|&te | CloudWatch ZE 7} ALARM A EfZ
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EE O|™ HHM2S 2 AWS AppConfig AtS E 845104 O ZE2|7H|0|M SEF EE= dFX|gfL|Ct. A=
st2{™ Xt= S0l CHEt #HEt 748 FESHM L.
(® Note
HHZ 7} Z18 S0l S0t StopDeployment API 22 MO 2 $&E5t0{ FHE2 EWME &=
A& LICH
MNEMoZ 2= El HYE 9| Y AWS AppConfig £ StopDeployment APl 241t &7l AllowRevert
I 2tO/EE AFE501 44 TIO|EHE O HHCE E|EE & U&LICH LT TZHo| B2, Hf = of
43 = oI FE22 ZIE2|M Ui Z Tt ST olo|E{7t EZELUC EIE2|7| 52 £3t B2
ZLIEHE FAISIEE, o E2|70|M 715 480 EXE 7| TI—ME[X| 42 = U&LICH
/A Important
AllowRevert LI2tO|E{E & 35}5 StopDeployment & EHHMHE EE35H AWS
AppConfig = K|t 72A|Zt O|LHof| HHZ 7} 38t Z<0l|Bt Bi2 & Z|Z &lL|Ct 72A[ZH0] XLt
M H{ZE O 0|4 E|E 3 =+ & LICH HHZ & MZE Mg5H{of & LICH.
CHS2 Chrst Aol 2 StopDeployment 71 EA4QlL|CH.
1. 18 ZQI HHZ 0| M StopDeploymentE& EHMO =2 $ &5 A1} Ui 4'E= ROLLED_BACKO]|
ELct.
2. ZI S0l HiZ 0l M StopDeployment(AllowRevert AHR)E EHMO 2R S E5tH At HiE &

Ef= ROLLED_BACKO| ElLILC}.

3. 22 E HiZ 0l M StopDeploymentE EXXoZ $&35H BadRequestExceptionO| ghAiEhL|
CH.
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-deployment-strategy.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StopDeployment.html
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4. 2t2 = HiZ 0l M StopDeployment(AllowRevert AFE)E EHMoZ 5 &M A0t HiE ArEY
&= REVERTEDZ} ELC}.

5. HiE 2t= 72A|7t0| K|t & StopDeployment(AllowRevert AFE)E EHMO 2 S E5IH
BadRequestExceptionO| gtAistL|C}.

E M&35t0d AllowRevert I2HO|E{E AF25104 StopDeployment 242 & AWS CLI & £ Q!
LICt. CS 2 AllowRevert I2tO/E{E Z & 35H= AWS CLI HE O of Lt

o O —

=
m

aws appconfig stop-deployment \
--application-id 339ohji \
--environment-id 54j1r29 \
--deployment-number 2 \
--allow-revert
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/appconfig/stop-deployment.html
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OHZ 2|7 0|2 AWS AppConfig ClO|E{ MHIAE AR50 4 MME MAstod 7|s Eeiaet Rie
A 2 MH HIO|E{E AMEFLICH AWS AppConfig 00| MEE AF235t0 74 CI|O|E{ & ZHM35t= 20|
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1. AWS AppConfig (O|MEE 24 SAER F45t1 o 0| HE 7 T+ UO|0|EE AWS AppConfig
Z35 T E &L ct

2. Ol O|ME & StartConfigurationSession & GetLatestConfiguration APl 242 &35t T4 O|0|E
E 2Zof FHAIELICH

0

3. CllO|E{E& A5l 7| 2I5H o= 2|7 0|M0i A localhost AME{Of| CHEE HTTP &8 & &tL|Ct. AWS
AppConfig 0| E E0] MHE CHZ 0424 ALS AlEl|E K| ELICFAWS AppConfig HIOIFEE A
&350 73 Cl|O|E{E AM5t= &,

TBICHH O|2HE API U E #8222 380101 +d2 AME + USLICH API Z2MAE OIS
Zo| A S¢ELch.

1. OZ2|F|0| M2 StartConfigurationSession APl 212 AF235t0 714 MlMe MAErL|CH
4™ MM E8I0|P1E V| GetLatestConfigurationg H7|Ho 2 5 £3504 AH8 7t 8 2[4
ClOIE & =fQlstm ZHMBhLct.

2. E 3&StartConfigurationSession® [ 2=
O|M, 8t3 2l 7 =2 ZIo| AHEXHID E£= O|F)E d-é‘-i.*l—llih

3. olof CHEt 8EInitialConfigurationToken2ZE MMo| ZEI0|HEN| MBET T AlA
0 GetLatestConfiguration CHaH S E S EE [ AFHSEE AWS AppConfig XS & LICt.

4. GetLatestConfigurationE E£3%tH ZEI0|YME I == 7HE %2 2| ConfigurationToken
Zte HLjD olof CHEt SEtoz £ AlEtL|C}

« NextPollConfigurationToken: C}Z0 GetLatestConfiguration E& Al AISE
ConfigurationToken Zt&ILIC}

o T Mol At E x[4 O|o|E. E2to|AE0] o|Of %[A TS| FHO| U= AR H|o{ JUE F=
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
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® Note
AWS AppConfig (0| E & MH|AT} T4 HIO|EE MS HAME L
C{et O|RE CIOIHE AMSIY| flet AW Ml &2 & S0 =20

CtZ Cholo{1=2 AWS AppConfig H|0|TE 9| 2FF W A|Z Eo{ELICH.

SUH AWS Cloud

m EC2 Instance

/ AWS AppConfig Agent \

o © (3

Your Cache < » @
application | peep://localhost:2772/ Listen AWS SDK C, 7

Async refresh AWS AppCDnﬁg

A 4

Other supported compute types

it

AWS Lambda Amazon EKS Service Amazon ECS Service On premises
machines

1. OHZ 2|7 0[440] ol 0| E M 7 HIOIEHE & ELICH
2. ofo|MEE 2 HZ2| FHAIM|M ClIO|EHE BFEHEFLICH.

Ol2| Ho|El F7]ofAM %Al 7144 Cf|o|E{odl CHEH AWS AppConfig MHIAE HIS 71X
2 ZYFLICH 24 2 HolEHE o HZEE|el FHAlof MEElLICH.
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AWS Lambda E &2 Lambda &9 7|52 Zstste SEF ZZMAQLICH &2 &7} ZHHEe
2 ZEE[7| ™o AI"*E|O'| ot SHEZ ML D o 50| XME[E Fo HlS AHE = UAsL

Ch 7|I2M2e 2, Lambda & E 2 Lambda 2 £ Bz A= SCI0|UE} Z&LICH 0| EE 2

ClO|MEE +8 #7| & UMEX| ot AZEE & J&LICH

Lambda & 40i X AWS AppConfig 7|5 £2i1 == 7|E} X 7144 O|O|E{E A8 35l
AppConfig 0{0|ME Lambda & & & Lambda &0 AS2Z F7t5t= 0| E4L
7|5 Eeila £&0| o ZHHSHR| T &3 XtAlloll= HI& S HZ AWS AppConfig tHAM AHE % F_/.\_E

= 7<§-<|:'- AWS
C}. 0|2

AWS AppConfig (0|HMEE AtE5t0{ 743 HIO|EE AMst= Wl 96



AWS AppConfig Add a permission2|
Ste 2 At 2 E
2| Alztol EFZSEIN H
LHA 2| Lambda &%

L |' AWS AppConfig AMH|A0f CHEt API £&0| £20{E 1 Lambda &% &
| AZHEILICH Lambda & &of CHEt XHAIEH LIS 2 AWS Lambda 7HEf X} ©F

= HZstAA 2.

=L
=
|80

® Note
AWS AppConfig =2| 7|s &ILICt AWS Systems Manager. AWS AppConfig 774 22 T4
Ol &£ E|D L= 48 J7|HS R #LICH LambdaZt 0421 #Ho| 2= AELEE &5t

(o]

7|
M 7 Cl|lo|E{E A3 HMEH H|g0| Z71EL|CH

=H
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
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« Lambda &+ A™ A& appconfig:GetlLatestConfigurationtAd AL

Access Managemen (IAM) &0 appconfig:StartConfigurationSession
Ct. RFMIEF L& 2 AWS Lambda 7HEHAF OFLHA{ O] AWS Lambda A13 482 FZSHAAI2. AWS
AppConfig H8toll CHE REMISH LIS 2 AH|A HEH 204 & Z0oflA AWS AppConfigoll CHEH &M, 2|
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsappconfig.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsappconfig.html
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HE 2 ARNZ AHE 3104 AWS AppConfig 00| ME. Lambda & & &7}

AWS AppConfig 0 O| M E Lambda & &2 At&3t2{™ Lambda & o &2 AS
g0l AlE2 FIIots Yol CHEF XEMISH LHE 2 AWS Lambda 7HEE XL QHLHAM S| =8 42 & X
StAAI2. AWS Lambda 2£ 9| &% 0|§2 AWS-AppConfig-ExtensionILICt. E 8t Lambdaoi| &%
g HE2 2 FII5tE B2 Amazon 2lA&A O|S(ARN)S X|H&HofF gfL|CH Z8HE ! LambdagE MM
gt AWS 2| 2[x[of| ST st= CtE =5/ & StLIollAM ARNS MEIELICEH

import urllib.request

def lambda_handler(event, context):
url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name'
config = urllib.request.urlopen(url).read()
return config

H

Bl A E 5t2{™ Python& Lambda & +& MZ ddstn &S FItE CHS Lambda &+ & 4
A =

[
Al2. Lambda & & A& £ AWS AppConfig Lambda & 4= http:/localhost:2772 ZAZ0]
X|Het 792 BHEHEILICE Lambda &4 Mol 28t HE = AWS Lambda 7H2 &} OHLHA{ 2]

Lambda &+ MAME A XSIAMAIL.
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/A Important
230 A AWS AppConfig 0| E Lambda & &0 CiEt AWS Lambda 21 C|O|EHE & &
A&LICH 23 5 2ol= appconfig agentZleE MFAZF 24LICH CHS=2 1 of lLCt

AN EH

[appconfig agent] 2024/05/07 ©4:19:01 ERROR retrieve failure for
'SourceEventConfig:SourceEventConfigEnvironment:SourceEventConfigProfile':
StartConfigurationSession: api error AccessDenied: User:
arn:aws:sts::0123456789:assumed-role/us-east-1-LambdaRole/

ol AWS AppConfig 0 0IFE AFZ AWS Lambda 100
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
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extensionl is not authorized to perform: sts:AssumeRole on resource:
arn:aws:iam::0123456789:ro0le/testl (retry in 60s)

AWS AppConfig 0| 0| E Lambda &%
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CH2 AWS Lambda &4 £ 9445104 =& 88 = U&LICH RHAIEH L2 AWS Lambda 7H
dt X} OFLHA Q] AWS Lambda 8H72 B A2 2 HX5HAMIR

T ooy Z2[umE
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TR 7|52 AHS5ted™ B8 W g2 7 ol sigste Z2EE MYSHAAIR. & E
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2lAo|M, &3 & # M T2 uto] sHEst= B B2 = /applications/my_application/
env1ronments/my_env1ronment/conflgurat1ons/my_conflgurat1on data®lL|C}. o4
TEESS HEE FRE S8R LIYEsto] XIHE = JUaLchElaA ol A&7t Z&t & 8=
e Ol CHAl 2|AA0| ID 22 AFEStAAIR)).

CHE A0l M 74 Clo|E{ofl M| A
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eS| St IAM HE 2 X|Hstod CHE A
Ct o|& dYsted® o 2

]
THE s~ELict

oM 78 CIO|E{E HME = U&
1. AWS AppConflg 7t +4 O0|EHE &t2lste o A El= H ™ol M 744 AWS AppConfig
2laA0 i stE —?'——E— EF = ™| ARNsI 874 Lambda &4+ 2 A& oP= 7| ol

appconfig: StartConflguratlonSessmn I appconfig:GetLatestConfiguration &
doi| CHEr HAM|A HEHE F 045t AZ HHME AFE5I04 J&E S AdELIC.

= T o 1= i ——

2. Lambda &+ & A#5t= Ao M 15 AH M MAdEt 248 o] ARNE AFE 5104 Lambda & =0
AWS_APPCONFIG_EXTENSION_ROLE_ARN &7 48 F7}8L|Ct.

3. (MEH AR ERFH B AWS_APPCONFIG_EXTENSION_ROLE_EXTERNAL_ID
A HEE N850 2|8 IDE RIHE £ Q&LICH O 7RI Z
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® Note
Clg HEE FIstM L.
« AWS AppConfig 00| mbda EE2 8 Ao MEt CllO|HE HME = JUsL

ME L = X E-I'
IAM &S XIHHe ZS A S Lambda B47t ABES ABolM T4 Clo|EE HAE

&
« AWS Lambda = Amazon CloudWatch Logs& At&35t0{ AWS AppConfig 0i 0| E Lambda
&% 4 Lambda & =0i CHEt HEE 7|SELCt

o
- O} Zoll= ME 7t ol ZE |0 U&LICH ZLIE & Tof 2t Elo|& SIHe R A3
EftOS QEZBOR AT ESoF Y ¥o| EY =& &LICt
Bd He ME HE 7|12t ME
AWS_APPCO O| &8 He & 2772 2772
NFIG_EXTE g SARIGE 24
NSION_HTT HTTP ME{7} AL
P_PORT = TEE X|™gL|ct.
AWS_APPCO o| 24 = oflo|™  info =
NFIG_EXTE EJt 7185t MR X
NSION_LOG 2 &ZEg x|t debug
_LEVEL Zt pi{Hlol= AH o info
o D E A2 ol
EZEHEILICEH o gt2 warn
CHAERXIE FEE L
ch 7bE M R0l 2 2%
BE 20 F&E2 &AM fatal

CHZ trace, debug,

info, warn, error, A=
fatal, none®lL|C}.

trace 210l ELO|

Al MEE H|E35}04 o

O|MEO| CHE ME S

Hob ZEELuct
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A fHe MNE HE 7|2t M= gt
AWS_APPCO o| gtd Ha+= &%Eo| 3 3
NFIG_EXTE AWS AppConfig0i| A
NSION_MAX 2HE dMste o Ak
_CONNECTIONS &ote ZC 4 =&

__I.LA-| oI-L_||_—_|.
AWS_APPCO ol g4 Hz=oflo|]™ 45 45
NFIG_EXTE E7I HHo|EE 7+
NSION_POL Clo|E{E E2ste &I 45s
L_INTERVA T AWS AppConfig & 5m
L_SECONDS Mo{grL|ct. ZtHde =

B2 X|HE = UE 1h

LICt AlZt EHRIE A

85t0{ =X E X|HE
=L AsLtt ==

s, 22 m, AlZt2 hgd
LICH BRI XI'E3HA]
pfom™ ofo|MES| 7|
B2l =2 MEEL

- HA L—
01 60, 60
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ml_m
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1 4

ok

AWS_APPCO
NFIG_EXTE
NSION_POL
L_TIMEOUT
_MILLIS

AWS_APPCO
NFIG_EXTE
NSION_PRE

FETCH_LIST

Mg &=

O| 83 = FHAl
O|C|o|lHE Mz 1
Zl AWS AppConfig [
gEolel 8HE 7Ict
2l= Z[CH Alztg 2E|
T R 2 Aok ct.
AWS AppConfig 7} X|
ME AlZt Lol 8E 5t
X|pto™ EEH20| E
2 7t 4 &g A5 o]
Moil HIo|EE! FHA|
Zl C|o|E{ & EtetEiL
Ct.

0| 4 = ol 0]
METJF Al&H5HE AWS
AppConfig & A|0f A
Y5t F4 dolH

= o~ Ql&LICH AWS
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Ho|EHE Ol2] 7t
M gl 2E AEE
AMZHE aH &g =

A& LICH.

1 {e]
0|0

0x
Mk
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3000
300ms
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MyApp:MyE
nv:MyConfig
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kl789

MyApp:MyEnv:Config
1,MyApp:MyEnv:Conf
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4 e M He 7|12k ME &
AWS_APPCO o| &4 = =1 header: value
NFIG_EXTE £ AWS_APPCO
NSION_PRO NFIG_EXTE 03 W, b2 vz
XY_HEADERS NSION_PRO

XY_URL EZ 0]

MEBZRElE ZE A0

et sHE x[-HE

LICH Zt2 2 EE T

2 dd S5 Lct
AWS_APPCO O| 84 == AWS A= http://localhost:7474
NFIG_EXTE AppConfig & of| M
NSION_PRO oiZdo| AlRE = https://my-proxy.e
XY_URL AlURLE R|&gHLct e

AWS MH|A . HTTPS

Sl HTTP URLsO| x|

ElLIC.
AWS_APPCO ol &8 Hy= EE U= arn:aws:iam::12345
NFIG_EXTE AHAMSZ| 2181 AWS 6789012:role/MyRole
NSION_ROLE_ARN AppConfig & & 0 A

= lsliof 5t= &

of siEstE IAM A

ARNZ X|H&Lct.
AWS_APPCO ol g8 e =lEl Qi3 MyExternalld
NFIG_EXTE o3gh ARNZF &7H AFS
NSION_ROL & QIf IDE XIHEL
E_EXTERNAL_ID Ct.
AWS_APPCO Ol g8 W= =lEl QI8 AWSAppCon
NFIG_EXTE IAM 24&o| Xt & figAgentSession
NSION_ROL o AAE MM ol S
E_SESSION_NAME X|&gfct
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Bd He Mg 58 7|12k ME &
AWS_APPCO ol g8 W= &EHO0| QlF us-east-1
NFIG_EXTE AWS AppConflg MH|
NSTON_SER AE 3E3= O AR SR
VICE_REGION ofloF ot CHA 2| S
X Hgct Holzl x|
o2 d< a2 A
Kol Ad=ZRIES
A& ghLct
AWS_APPCO Ol &3 He=CtE A= AWS AppConfig
NFIG_EXTE AE dMa 242 F TS oiumA
NSION_MANIFEST I A s o EE AN8dte 8
g5t #FHE ClA3 <?: MyApp : MyE
of M-S AWS nv :MyMani
AppConfig AgentE T festConfig
MErLICH o248t 7Is
ofl CH3H XEAISH LE= 2 ClAZT A oL A
LSS P S
O:l =7 HM 7| & file:/path/to/
A5} 1'&% A= 5hA manifest.json
E
AWS_APPCO O| Bt4d = AR true true
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AWS AppConfig 00| E Lambda = &0l CHEr C
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7
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A AlE I (Sl
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F7HE|A& LICH
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CHE =552 347 AR AWS 2T El=0of CHall £ Amazon 2|44 O|E(ARN)S AIS ST E
Lambda & +& F45HoF &LICt.
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AWS—AppConfig—Extension HSE F7I624E Lambda & +5 ME{EHL|CE.
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x86-64 E &

Lambdaoll & & HSo =2 FIsle

AWS 2| of i 5t= ARNS M=
g flg Auct

%1 2.0.11962.0

Ol= ME(ZEIZL ol 55)

FHLICHE F

FHLICE M (A 7AHEI)

EO0|M LambdaZ A8t
O =2 7§ El Lambda &

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:296

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:252

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:359

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:348

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:239

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:147

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:270
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S3(HIolT)

ARN

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:195

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:278

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:217

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:248

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:342

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:226

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:189

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:219

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:221
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2|

OtAlo} BB (S 3)

of Alo} EfTI (= T)

Ot Alot EHE (M E)

Ot Alot EHE (AT

OtAlot EH B (L7tE2)

Ot Alot EHE (A= L)

Ot Alot ENE & (Xt 7H = E})

OtAlo} EfE L (HHHE)

Ot Alot Ef-B L (ZEflolAlot)

ARN

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension:228

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension: 245

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:248

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:247

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:233

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:288

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:231

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:163

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:136
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2|

Ot Alo} Ef-BL(ZHFO)

O Alo} EH & (5HO|CHEHHEE)

OtAlot EHE & (FARE)

Ot Alot EHE & (EH=)

Ot Alot EHZ & (EFO]H|Ol)

HOotHEIZH &I EF)

ofZ 2|7}(71| 0| ZE}2)

o|AEH (RlotH[E)

ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:264

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:192

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-southeast
-7:851725616657:1layer:AWS-A
ppConfig-Extension:109

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension:118

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:302

arn:aws:lambda:mx-central-1
1891376990304 :1ayer: AWS-App
Config-Extension:115

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:234

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:168
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= ARN

S(UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:206

Middle East (Bahrain) arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:244

AWS GovCloud(O|= S5) arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:184
AWS GovCloud(O|= M&) arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:182
ARM64 £ E
Lambdadll &S HES 2R F7I5t= B2 ARNS XdsHof #LCt CHS E 0 A Lambdag 48t

AWS Z2|™ of sliEtst= ARNE MEHNSHL|C}, o|2{8t ARN2 ARM64 ZSHZ 20 2 JH2HEl Lambda &

&2 9ot 74|},

HZ 2.0.11962.0
2| ARN

0= S8 (HX|LIot 5 58) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:229

0= S8(235+0|2) arn:aws:lambda:us-east-2:72
8743619870:1layer:AWS-AppConfig-
Extension-Arm64:204
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2|

0|2 M2@alzl o 25)

0= MF(2d2)

FHLICHE F

FHLICE M (A 7AHEI)

SH@a2l)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:236

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:250

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:159

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension-Arm64:137

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:213

arn:aws:lambda:eu-central-2
1758369105281 :1ayer:AWS-App
Config-Extension-Arm64:153

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:216

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension-Arm64:169

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:167
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2l

OtAlot EHE(Z3)

Ot Alot EHZ & (EFO]H|Ol)

OtAlot EHE (T H)

Ot Alot EHE (M E)

OtAlo} BB L (L2AHH)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:201

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:154

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:150

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:156

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension-Arm64:92

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:198

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:156

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:162

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:185
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB L (AIEL)

OtAlo} BB L (Xt7H=E})

OtAlot EHE X (HEHHE)

Ot Alot EHE (22l O| Alot)

o Alo} EHTI (- BB E)

Ot AloF EHE & (EH=)

Ot Alot EfB & (FHHOI)

OFAJo} EfZIQF(3}O|CZHHIE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:231

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:168

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:148

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:111

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension-Arm64:48

arn:aws:lambda:ap-southeast
-7:851725616657:1layer:AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:206

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:150

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:190
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AWS AppConfig

Add a permission2|

ARN

arn:aws:lambda:mx-central-1

:891376990304: 1ayer : AWS-App
Config-Extension-Arm64:114

OFZ 2|ZHFH | O| ZE}R) arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension-Arm64:162

S (UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:162

Middle East (Bahrain) arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension-Arm64:172

O|AZtY(ElotH|E) arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Config-Extension-Arm64:151

S=(H0|F) arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension-Arm64:141

S3('JAF) arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension-Arm64:143

AWS GovCloud(O|= S5) arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AppConfig-Extension-Arm64:130

AWS GovCloud(O|= MF) arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AppConfig-Extension-Arm64:128
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Add a permission2|

GefLct.

HI7F ZEE|o] UK

AWS AppConfig
sHxF HF
| MM M= 0| KT 2| AWS AppConfig Lambda & & ofl AWS 2| CHEt ARNs &/ E Lt
2E ol ol hE &

ol =%

£0{= AWS AppConfig 00| E Lambda &%t 2]
o EELCt.

ol =
= S XIEF M B0 E AL H

=M
. O =& B (x86-64 EHE)
- O|™ &% A (ARM64 E3HE)
O|™ &% 7™ (x86-64 E2HE)
CtS E0ll= x86-64 Z2HE S S E JHEEl AWS AppConfig 0| 0| E Lambda & & 0| 0|7 H{Tof|
AWS 2|7 CHEF ARNsZH 7} LEEE|o] Q& LICEH
2 &H o= CHAE It 02/17/2026
7 2.0.8693
=k ARN
0= S8 (HX|L|ot = 8) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:279
0= S8(2350|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:235
arn:aws:lambda:us-west-1:95

8113053741:1ayer:AWS-AppConfig-

)
Extension:348

arn:aws:lambda:us-west-2:35

0|2 Me(RElZUot 8%
9756378197 :1ayer:AWS-AppConfig-

Extension:335

121

0llA1 AWS AppConfig 00| E AFS AWS Lambda



AWS AppConfig

Add a permission2|

2|

FHLCHE &

FHLECH M (A 7HE])

FE(TEl)

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:228

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:130

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:261

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:178

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:261

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:207

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:235

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:333

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:215
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AWS AppConfig

Add a permission2|

S3(H0l)

OtAlot EHE(Z3)

OtAlot EHE ()

OtAloF EHE (M E)

Ot AloF EHE (AT

OtAlot EH B (&7tE =)

OtAlo} BB (A= L)

ARN

arn:aws:lambda:eu-south-2:5
86093569114:1layer:AWS-AppCo
nfig-Extension:176

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:205

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer: AWS-
AppConfig-Extension:203

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:217

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:228

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:239

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:234

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:224

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:272
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AWS AppConfig

Add a permission2|

2|

OtAlo} EHB L (Xt7H=E})

OtAlo} EfEL(HEHHE)

ot Alot Ef B (ZEolAlot)

Ot Alot EHE & (FHHOl)

Of Ao} EfE Y (tO|HIEIHIE)

OtAlO} EHE (R ERE)

Ot AloF EHE & (EH=)

Ot Alo} EfE (EFO[H|Ol)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:222

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:152

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:127

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension:248

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:179

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension:41

arn:aws:lambda:ap-southeast
-7:851725616657:1ayer:AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:288

0llA1 AWS AppConfig 00| E AFS AWS Lambda

124



Add a permission2|

ARN
arn:aws:lambda:mx-central-1
:891376990304: 1ayer : AWS-App

AWS AppConfig
=
A2 (B )
Config-Extension:98
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:225

OFZ 2|ZHFH | O| ZE}R)
O|AtY(ElotH|E) arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:155

arn:aws:lambda:me-central-1

:662846165436:1ayer: AWS-App

Config-Extension:195

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

&3S (UAE)
nfig-Extension:227

arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:184

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:182

AWS GovCloud(O|= M%)

z|¢l &F o2 CHA[E E™t: 11/20/2025
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AWS AppConfig

Add a permission2|

{7 2.0.2037

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:207

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:162

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:258

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:262

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:152

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:57

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:189

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:106

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:189
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AWS AppConfig

Add a permission2|

S3(H0l)

OtAlo} BB (S 3)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:133

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:162

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:259

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:140

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:102

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:133

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:131

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:142

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:155
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB (M E)

Ot Aot ENE (A7)

OfAlO} EH T (A7t Z 2)

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHHE)

ot Alot Ef- B (ZEflolAlol)

Ot Alot EHE & (FHHOI)

of Ao} Ef Lk (StO|EIZHHE)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:165

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:159

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:156

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:199

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:150

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:78

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:55

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:175

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:104
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Add a permission2|

ARN
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-

AWS AppConfig
Extension:215
arn:aws:lambda:af-south-1:5

=
74348263942 :1ayer: AWS-AppCo

ot ZIZH & a2 F)
nfig-Extension:152

ot = 2|7H(FH 0| ZE}2)
O|AtY(ElotH|E) arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:81
S (UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:120
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:154
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:110

arn:aws-us-gov:lambda:us-gov-

AWS GovCloud(O|= S&)
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:109

AWS GovCloud(O|= M%)

2 O~ el gt 20251 52 20

/4l 8o
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AWS AppConfig

Add a permission2|

{7 2.0.1079

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:174

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:133

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:223

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:230

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:123

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:27

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:159

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:77

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:160

0llA1 AWS AppConfig 00| E AFS AWS Lambda

130



AWS AppConfig

Add a permission2|

S3(H0l)

OtAlo} BB (S 3)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:121

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:133

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:225

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:74

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:106

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:104

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:113

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:126
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB (M E)

Ot Aot ENE (A7)

OfAlO} EH T (A7t Z 2)

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHHE)

ot Alot Ef- B (ZEflolAlol)

Ot Alot EHE & (FHHOI)

of Ao} Ef Lk (StO|EIZHHE)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:136

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:130

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:134

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:165

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:121

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:26

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:146

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:75
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Add a permission2|

ARN
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-

AWS AppConfig
Extension:179
arn:aws:lambda:af-south-1:5

=
74348263942 :1ayer: AWS-AppCo

ot ZIZH & a2 F)
nfig-Extension:123

Ot Z 2|7}(7H 0| ZE}2)
O|AtY(ElotH|E) arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:52
S (UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:91
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:125
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:80

arn:aws-us-gov:lambda:us-gov-

AWS GovCloud(O|= S&)
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:80

AWS GovCloud(O|= M%)

2 OiAE £t 20244 128 12

/4l 8o
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AWS AppConfig

Add a permission2|

B{7Z 2.0.719

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:173

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:132

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:221

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:229

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:121

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:27

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:158

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:75

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:159
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AWS AppConfig

Add a permission2|

S3(H0l)

OtAlo} BB (S 3)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:120

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:132

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:224

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:110

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:72

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:104

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:102

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:112

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:125
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB (M E)

Ot Aot ENE (A7)

OfAlO} EH T (A7t Z 2)

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHHE)

ot Alot Ef- B (ZEflolAlol)

Ot Alot EHE & (FHHOI)

of Ao} Ef Lk (StO|EIZHHE)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:135

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:129

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:132

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:164

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:120

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension:25

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:145

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:74
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Add a permission2|

ARN
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-

AWS AppConfig
Extension:178
arn:aws:lambda:af-south-1:5

=
74348263942 :1ayer: AWS-AppCo

gHotHEZH& T EF)
nfig-Extension:122

ot Z|7H(F 0| ZE}2)
O|AtY(ElotH|E) arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:50
S (UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:90
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:124
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:79

arn:aws-us-gov:lambda:us-gov-

AWS GovCloud(O|= S&)
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:79

AWS GovCloud(O|= M%)

2 O~ el gt 2024 82 8

/4l 8o

137

0llA1 AWS AppConfig 00| E AFS AWS Lambda



AWS AppConfig

Add a permission2|

B{7Z 2.0.678

0= MEZEIZU o =5

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:167

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:126

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:213

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:223

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:116

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension:21

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:152

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:153
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AWS AppConfig

Add a permission2|

S3(H0l)

OtAlo} BB (S 3)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:114

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:126

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:218

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:104

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:67

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:99

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:97

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:106

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:119
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB (M E)

Ot Aot ENE (A7)

OtAlot EHE(L7IEZ2)

Ot Alot EHE (A= L)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHHE)

Ot Alot EfB & (FHHOI)

OFAJo} EfZIQF(3}O|CZHHIE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:129

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:123

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:127

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:158

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:114

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:42

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:139

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:68

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:172
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Add a permission2|

ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension:116

arn:aws:lambda:il-central-1

AWS AppConfig
:895787185223:1ayer: AWS-App

=k
Ot Z 2|ZHFH | O| ZE}R)
Config-Extension:45

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:84

ol A2t (HotH|E)
3 S(UAE)
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:118
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:73
arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:73

AWS GovCloud(O|= M%&)

2 OHAE Et: 2024 A 78 23Y

|4l gzto
7% 2.0.501
2™ ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:153
141
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Add a permission2|

0= M2Zalzo 25

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:112

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:195

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:210

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:101

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:136

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:53

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:144

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:99

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:111
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AWS AppConfig

Add a permission2|

2l

S3(HI0lF)

OtAlot EHE X (Z3)

OtAlot EHE (T H)

Ot AloF EHE (M E)

Ot Aot ENE F(2AFFH)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:201

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:89

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:50

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:85

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1ayer:AWS-

AppConfig-Extension:83

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:91

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:104

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:114

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:107
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AWS AppConfig

Add a permission2|

2|

OfAlo} Ef B (&7t E)

OtAlo} BB L (AIEL)

Ot Alot EHE & (Rt 7H = E})

OtAlot EHE L (HHE)

Ot Alot EHE & (FHHOl)

ofAlo} Ef & (Sto|EIEHHE)

HOotHEIZH &I 2 F)

ofZ 2|7}(71| 0| ZE}2)

o|AEH (RlotH[E)

ARN

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:112

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:142

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer:AWS-A
ppConfig-Extension:26

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension:125

arn:aws:lambda:ap-south-2:4
89524808438:1ayer:AWS-AppCo
nfig-Extension:53

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:155

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:102

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:28
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Add a permission2|

ARN
&S (UAE) arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:68
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:103

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AWS AppConfig

2|

Middle East (Bahrain)
AppConfig-Extension:59

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension:59

AWS GovCloud(O|= M%&)

21

Z| Al &3t o 2 CHA|El IRt 2024 7

B 2.0.358
ARN
arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-

Extension:128
arn:aws:lambda:us-east-2:72

2|
8743619870:1ayer: AWS-AppConfig-

012 S2(HRILIH 57
Extension:93
=58) arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:141
145
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Add a permission2|

2|

0= M7 (2e2)

FHLCHE &

FE(TEl)

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:161

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:93

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:106

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:125

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:93

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:98

arn:aws:lambda:eu-north-1:6
46970417810:1layer: AWS-AppCo
nfig-Extension:159

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:83
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AWS AppConfig

Add a permission2|

S3(HolT)

OtAlot EHE X (Z3)

OtAlot EHE ()

Ot AloF EHE (M E)

Ot AloF EHE (LA

OtAlot EH B (&7tE =)

OtAlo} BB (A= L)

ARN

arn:aws:lambda:eu-south-2:5
86093569114:1layer: AWS-AppCo
nfig-Extension:44

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:76

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:76

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:83

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:108

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:101

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:106
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AWS AppConfig

Add a permission2|

2|

OtAlo} EHB L (Xt7H=E})

OtAlo} EfE L (HEHHE)

Ot Alot EHE & (FHtOl)

ofAlo} Ef Tk (Sto|EIZHHE)

HOtHIZIZH & I 2 F)

ot = 2|5}H(7l0| ZEFR)

olAztel(2otu|s)

&3 (UAE)

Middle East (Bahrain)

ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:79

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:20

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:107

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension:47

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:128

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension:83

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:22

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:me-south-1:5
59955524753 :1ayer : AWS-AppCo
nfig-Extension:85
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Add a permission2|

ARN
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AppConfig-Extension:54
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AppConfig-Extension:54

AWS AppConfig

2™
AWS GovCloud(O|= %)

AWS GovCloud(O|= M%)

z|A o= CHAE Ert: 2023H 128 1Y
H71 2.0.181
2|1 ARN
0|5 S8 (HX|L|oF 5 &) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:113
0= S8(235+0|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:81
0= M (ZE|ZL|ot §5) arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:124
0= ME(LEE) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:146
LtCHE SR arn:aws:lambda:ca-central-1
:039592058896:1ayer: AWS-App
Config-Extension:81
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Add a permission2|

2|
RYEYIFEE)

S=(H01%)

ARN

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:93

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension:32

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:81

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-north-1:6
46970417810:1ayexr:AWS-AppCo
nfig-Extension:142

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:73

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:29

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:68
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AWS AppConfig

Add a permission2|

2|

S=(SAR

OtAlo} BB (S 3)

OtAlot EHE (M E)

OtAlot EHE & (2At7H

ObAloO} Ef QA (A7IZ =)

Ot AloF EHB & (AIEL)

Ot Alot B & (Xt 7H = E})

of Alo} EHTQ(HEHE)

ARN

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:68

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:73

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:86

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:5
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AWS AppConfig

Add a permission2|

2|

Ot Alo} Ef-BL(ZHFO)

O Alo} EH & (5HO|CHEHHEE)

HOtHZIZH & I 2 F)

otZ 2|7+ 0| ZEL )

O|AZtY(ElotH|E)

&S (UAE)

Middle East (Bahrain)

AWS GovCloud(0|= S5

AWS GovCloud(O|= M%)

ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:94

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:32

arn:aws:lambda:sa-east-1:00
0010852771 :1ayer:AWS-AppConfig-
Extension:113

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:73

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:7

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:34

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:73

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:46

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:46
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AWS AppConfig

Add a permission2|

24 EEHOZ CHAME M 2023 88 14
7% 2.0.165
2|

0|F SR(HEILIOL S5

0= MEZEIZU o =5

FHLICHE F

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:79

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:121

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:143

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:79

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:91

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:29

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:108
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AWS AppConfig

Add a permission2|

S3(Hol)

OtAlo} BB (S 3)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:79

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:80

arn:aws:lambda:eu-north-1:6
46970417810:1layer: AWS-AppCo
nfig-Extension:139

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:71

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:26

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:66

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:66

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:71

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:82
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB L(ME)

Ot Alot ENE (A7)

OtAlot EHE(&7HE2)

Ot Alot EHE(AIEL)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHE)

Ot Alot EHE & (FHHOI)

ofAJo} EfZIQF(3}O|CEHHIE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:89

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:60

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension:2

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:92

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:29

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:110
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Add a permission2|

ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

AWS AppConfig

2|
ot Z 2|7}H(#H 0| ZE}2)

S S(UAE)

Middle East (Bahrain)

AWS GovCloud(O|= S8)

nfig-Extension:71
arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:31
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension:71
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

AppConfig-Extension:44
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer: AWS-

AppConfig-Extension:44

AWS GovCloud(O|= M%)

2 A= g™t 2023 H 28 21

ARN
arn:aws:lambda:us-east-1:02

4 250
7% 2.0.122
=S
012 SE(HEILIoF 25
7255383542 :1ayer: AWS-AppConfig-
Extension:82
0= S8(235+0[|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:59
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AWS AppConfig

Add a permission2|

2|

0|2 M2@alzl o 25)

0= MF(2d2)

FHLICHE F

FE(TEl)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:93

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:114

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:60

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:54
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AWS AppConfig

Add a permission2|

2|

S3(H0lZ)

OtAlot EHE(Z3)

OtAlot EHE (T H)

OtAlot EHE (M E)

Ot AloF EHE & (2A7H

OtAlot EH B (L7tE =)

Ot AloF EHB & (AIEL)

OtAlo} EHB L (Xt7H=E})

ARN

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:52

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:52

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:54

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:62

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:37
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Add a permission2|

ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

nfig-Extension:71

arn:aws:lambda:sa-east-1:00

AWS AppConfig
0010852771 :1ayer:AWS-AppConfig-

2|

Ot Alo} EH B F(FHIOI)

Extension:82
arn:aws:lambda:af-south-1:5

S otH ZIZH & ot 2 F)
74348263942 :1ayer: AWS-AppCo

nfig-Extension:54

arn:aws:lambda:me-south-1:5

ot 2|7H(7i| 0| ZEt2)
59955524753 :1ayer:AWS-AppCo

nfig-Extension:54
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:29

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-

AWS GovCloud(O|= S8)
AppConfig-Extension:29

AWS GovCloud(0|= M%&)

2 CHAE g™t 20221H 88 23

|4l gzto
7% 2.0.58
2™ ARN
£) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:69
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AWS AppConfig

Add a permission2|

0= MF(AElZLot S7)

FHLICHE F

FE(TEl)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:50

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:78

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:101

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:50

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:69

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:51

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:98
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AWS AppConfig

Add a permission2|

S3(HolT)

OtAlot EHE X (Z3)

OtAlot EHE ()

Ot AloF EHE (M E)

Ot AloF EHE (LA

OtAlot EH B (&7tE =)

OtAlo} BB (A= L)

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:47

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:46

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:46

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:47

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:46

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:51

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:59
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Add a permission2|

ARN
arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A

ppConfig-Extension:24

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

AWS AppConfig

=
OfAlot ENB Y (At7+2EL)
ot Alot Ef B (ZHLOl)
nfig-Extension:60
otHelZh e T2 F) arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:69
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:47
arn:aws:lambda:me-south-1:5

otz 2|7}(7| 0| ZE}R)
59955524753 :1ayer:AWS-AppCo

nfig-Extension:47
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

Middle East (Bahrain)
AppConfig-Extension:23

arn:aws-us-gov:lambda:us-gov-

AWS GovCloud(O|= S&)
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:23

AWS GovCloud(O|= M%)

2 O~ el g 202214 42 21

/4l 8o
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AWS AppConfig

Add a permission2|

B 2.0.45

0= MEZEIZU o =5

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:49

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:77

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:58

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:49

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:50
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AWS AppConfig

Add a permission2|

S3(HI0lF)

OtAlot EHE (T H)

Ot Alot EHE (M E)

OtAlo} BB L (L2AHH)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:97

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:45

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:45

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension: 46

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:50
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Add a permission2|

ARN
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

AWS AppConfig

2|
OtAlo} BB L (AIEL)

OtAlo} BB L (Xt7H=E})

Ot Alot EHE & (FHtOl)

e otH2ZH & I EF)
o= 2|7}H(7|0| ZE}R)

Middle East (Bahrain)

AWS GovCloud(O|=

AWS GovCloud

PN

b

ppConfig-Extension:58
arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:23
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:59

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-

Extension:68
arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo

nfig-Extension:46
arn:aws:lambda:me-south-1:5

59955524753 :1ayer:AWS-AppCo

nfig-Extension:46
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-

AppConfig-Extension:22
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

5=
AppConfig-Extension:22

(O1= M5)

2 oA £ 2022/03/15
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AWS AppConfig

Add a permission2|

B{7 2.0.30

0= MEZEIZU o =5

FHLICHE F

SH@a2l)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:47

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:89

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:54

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:47

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension: 48
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AWS AppConfig

Add a permission2|

S3(HI0lF)

OtAlot EHE (T H)

Ot AloF EHE (AT

OtAloF EHE (M E)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:86

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension: 44

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:43

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:43

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:44

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:42

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:54

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:45
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Add a permission2|

ARN
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

ppConfig-Extension:54

AWS AppConfig

2|

Ot Alo} EfEF(AI=L)
arn:aws:lambda:ap-southeast

-3:418787028745:1ayer: AWS-A
ppConfig-Extension:13

arn:aws:lambda:ap-south-1:5

OfAlot EHE A (A}7H2E}
54480029851 :1layer:AWS-AppCo

O Alo} Ef & (= HI0I)
nfig-Extension:55
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:61
arn:aws:lambda:af-south-1:5

e otH2ZH & I EF)
74348263942 :1ayer:AWS-AppCo

nfig-Extension:44

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

Ot Z 2|7H(7H| 0| ZEt2)

nfig-Extension:44
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1layer: AWS-

AppConfig-Extension:20
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AppConfig-Extension:20

Middle East (Bahrain)

AWS GovCloud(0|= S5

2| o[ Mo

AWS GovCloud(O|= M)

O|™ &% ™ (ARM64 ZHE)
EZSHE 0 Z 79 El AWS AppConfig 0I0|ME Lambda
A& LT,
168

ClS E o= ARM64
AWS 2| CHEF ARNsZH 7} LEd o]
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AWS AppConfig

Add a permission2|

z|0l &E o2 CHA[E St 02/17/2026

{7 2.0.8693
2|

0= S2(Hx|LoF 25

Ol ME(ZE[ZL ol 55)

FHLICHE F

FHLICE M (A 7AHEI)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:212

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:187

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:225

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:237

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:148

arn:aws:lambda:ca-west-1:43
6199621743:1ayer:AWS-AppConfig-
Extension-Arm64:120

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:204

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:136
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AWS AppConfig

Add a permission2|

Ot Alo} EfE (EFO[H|Ol)

OtAlo} BB (=)

ARN

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:199

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:159

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:154

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension-Arm64:192

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:143

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:137

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension-Arm64:145

arn:aws:lambda:ap-east-2:73
0335625313:1ayer:AWS-AppConfig-
Extension-Arm64:74

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:181
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB L(ME)

Ot Alot ENE (A7)

OfAlO} EHT (A7t Z 2)

Ot Alot EHE(AIEL)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHE)

Ot Alot Ef- B (ZEflolAlol)

of Alo} BT Q¥ (- RIRHE)

Ot Alo} BB L (EH=)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:147

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:149

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:176

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension-Arm64:215

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension-Arm64:159

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension-Arm64:137

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:102

arn:aws:lambda:ap-southeast
-6:381491832265:1ayer:AWS-A
ppConfig-Extension-Arm64:31

arn:aws:lambda:ap-southeast
-7:851725616657:1ayer:AWS-A
ppConfig-Extension-Arm64:97
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AWS AppConfig

Add a permission2|

2|

Ot Alo} Ef-BL(ZHHOI)

OfAlo} EH I F(5HO|CIEHHEE)

HOtHZIZH Y I 2 F)

2
Rl
K
O
A

Ot Z 2|7H(7H| 0| ZEt2)

&S (UAE)

Middle East (Bahrain)

O|Aztd(ElotH|E)

S=(H 01%)

ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:190

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:137

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:176

arn:aws:lambda:mx-central-1
1891376990304 : 1ayer : AWS-App
Config-Extension-Arm64:97

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:153

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:151

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:155

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:138

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:127
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Add a permission2|

ARN
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:125

AWS AppConfig
2|
E3(A
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:130
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:128

AWS GovCloud(O|= MHE)

2 oA E E™: 11/20/2025
ARN
arn:aws:lambda:us-east-1:02

x4l g3to
{7 2.0.2037
2|1
012 S2(HEILIoH =8)
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:140
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:114

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

0= S8(2350[2)
012 ME(ZEIEL0} 25
Extension-Arm64:135
0= ME(LEE) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:164
173
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AWS AppConfig

Add a permission2|

2|

FHLCHE &

FHLECH M (A 7HE])

FE(TEl)

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:72

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension-Arm64:47

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:132

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:64

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:127

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:85

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:81

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:118

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension-Arm64:68
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AWS AppConfig

Add a permission2|

OfAlO} EHBY (= 2)

Ot Alot EHE (M E)

Ot Alot EHE & (2At7H

OtAlot EH B (L7tE2)

Ot AloF EHB(AIEL)

Ot Alot ENE & (Xt 7H = E})

OtAlo} EfE L (HEHHE)

ARN

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:63

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:70

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:73

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:74

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:142

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:87

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:63
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AWS AppConfig

Add a permission2|

2|

Ot Alot Ef-B L (Z el Alot)

Ot Alo} Ef-BL(ZHHO)

ofAlo} Ef Tk (StO|EIZHHE)

HOtHIZIZH & I 2 F)

Ot Z 2|7H(7H| 0| ZEt2)

&S (UAE)

Middle East (Bahrain)

O|Aztd(ElotH|E)

S=(H 01%)

ARN

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:30

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:117

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension-Arm64:62

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:103

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:80

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:76

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:82

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:64

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:55
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Add a permission2|

ARN
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:53

AWS AppConfig

2|
arn:aws-us-gov:lambda:us-gov-

east-1:946561847325:1ayer: AWS-

SI(EAH)
AppConfig-Extension-Arm64:56

arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:55

AWS GovCloud(O|= MHE)

2 A= g™ 20253 58 20
ARN
arn:aws:lambda:us-east-1:02

x4l g3to
B 2.0.1079
2|1
0|2 SR (HEILO} 25
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:107
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:85

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

0= S8(2350[2)
012 ME(ZEIEL0} 25
Extension-Arm64:100
0= ME(LEE) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:132
177
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AWS AppConfig

Add a permission2|

2|

FHLCHE &

FHLECH M (A 7HE])

FE(TEl)

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:43

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension-Arm64:18

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:102

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64: 35

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:98

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:73

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:52

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:84

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:39
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AWS AppConfig

Add a permission2|

OfAlO} EHBY (= 2)

Ot Alot EHE (M E)

Ot Alot EHE & (2At7H

OtAlot EH B (L7tE2)

Ot AloF EHB(AIEL)

Ot Alot ENE & (Xt 7H = E})

OtAlo} EfE L (HEHHE)

ARN

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:35

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension-Arm64:41

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension-Arm64:79

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64: 44

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:45

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:86

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:108

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:58

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:34
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AWS AppConfig

Add a permission2|

2|

Ot Alot Ef-B L (Z el Alot)

Ot Alo} Ef-BL(ZHHO)

ofAlo} Ef Tk (StO|EIZHHE)

HOtHIZIZH & I 2 F)

Ot Z 2|7H(7H| 0| ZEt2)

&S (UAE)

Middle East (Bahrain)

O|Aztd(ElotH|E)

S=(H 01%)

ARN

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:88

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension-Arm64:33

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:67

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:51

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:47

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:53

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:35

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:28
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Add a permission2|

ARN
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:26

AWS AppConfig

2|
arn:aws-us-gov:lambda:us-gov-

E3(A
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:26
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:26

AWS GovCloud(O|= MHE)

O Z CHME Lt 2024 A 128 12
ARN
arn:aws:lambda:us-east-1:02

|4l 2t
7 2.0.678
2|1
012 SE(HILIoF 28
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:106
arn:aws:lambda:us-east-2:72

8743619870 :1ayer:AWS-AppConfig-

Extension-Arm64:84

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

0= S8(2350[2)
0| MR (REIZLI0L 22)
Extension-Arm64:98
0= ME(LEE) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:131
181
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AWS AppConfig

Add a permission2|

2|

FHLCHE &

FHLECH M (A 7HE])

FE(TEl)

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:41

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension-Arm64:17

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:101

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:33

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:97

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:72

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:51

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:83

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension-Arm64:38
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AWS AppConfig

Add a permission2|

OfAlO} EHBY (= 2)

Ot Alot EHE (M E)

Ot Alot EHE & (2At7H

OtAlot EH B (L7tE2)

Ot AloF EHB(AIEL)

Ot Alot ENE & (Xt 7H = E})

OtAlo} EfE L (HEHHE)

ARN

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:33

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension-Arm64:40

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension-Arm64:78

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:43

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64: 44

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:84

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:107

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:57

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:33
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AWS AppConfig

Add a permission2|

2|

Ot Alot Ef-B L (Z el Alot)

Ot Alo} Ef-BL(ZHHO)

ofAlo} Ef Tk (StO|EIZHHE)

HOtHIZIZH & I 2 F)

Ot Z 2|7H(7H| 0| ZEt2)

&S (UAE)

Middle East (Bahrain)

O|Aztd(ElotH|E)

S=(H 01%)

ARN

arn:aws:lambda:ap-southeast
-5:631746059939:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:87

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension-Arm64:32

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:66

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:50

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:46

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:52

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:33

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:26
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Add a permission2|

ARN
arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:24

AWS AppConfig
2|
E3(A
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:25
arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1ayer: AWS-

AWS GovCloud(O|= S5)
AppConfig-Extension-Arm64:25

AWS GovCloud(O|= MHE)

2 82l

Z|M YO 2 CHAE LR 2024'A 8
7% 2.0.678
Extension-Arm64:100

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

2l
0|Z S (HAILI0L =)

Extension-Arm64:78

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension-Arm64:90

=5
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

0= Mg ez ot
Extension-Arm64:125
185
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AWS AppConfig

Add a permission2|

2|

FHLECE M (A7 E])

FHLCHE &

FE(TEl)

ARN

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-
Extension:11

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:95

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:28

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:91

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:66

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:77

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:32
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AWS AppConfig

Add a permission2|

OfAlO} EHBY (= 2)

Ot Alot EHE (M E)

Ot Alot EHE & (2At7H

OtAlot EH B (L7tE2)

Ot AloF EHB(AIEL)

Ot Alot ENE & (Xt 7H = E})

OtAlo} EfE L (HEHHE)

ARN

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:28

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension-Arm64:34

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension-Arm64:72

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:37

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:38

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:79

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:101

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:51

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:27
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AWS AppConfig

Add a permission2|

2|

Ot Alo} Ef-BL(ZHHOI)

OfAlo} EH I F(5HO|CIEHHEE)

HOtHZIZH Y I 2 F)

otZ 2|7+ Ol ZELR)

&S (UAE)

Middle East (Bahrain)

olAztel(2lotu|)

S3(HIolT)

ARN

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:81

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:26

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:60

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:44

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:40

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:46

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:28

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:21

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension-Arm64:19
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Add a permission2|

ARN
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-

AppConfig-Extension-Arm64:19

AWS AppConfig

2|

AWS GovCloud(0|= %)
arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1layer : AWS-
AppConfig-Extension-Arm64:19

AWS GovCloud(O|= MHE)

O Z CHAIE Mt 2024 78 23
ARN
arn:aws:lambda:us-east-1:02

SN
7% 2.0.501
2|
0|2 SR (IO =58)
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:86
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:64

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension-Arm64:72

0= M (ZE|ZL|ot §5)
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:112

arn:aws:lambda:ca-west-1:43
6199621743 :1ayer:AWS-AppConfig-

0|2 Me(22I17)
Extension:1

FHLIEE ME (= AHE])
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AWS AppConfig

Add a permission2|

2|

FHLCHE R

ARN

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:21

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:79

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:11

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:82

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:51

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:30

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension-Arm64:60

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension-Arm64:17

arn:aws:lambda:eu-south-2:5
86093569114 :1ayer: AWS-AppCo
nfig-Extension-Arm64:11
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AWS AppConfig

Add a permission2|

2|

OtAlo} BB (S 3)

of Alo} EfTI (= T)

Ot Alot EHE (M E)

Ot Alot EHE (AT

OtAlot EH B (L7tE2)

Ot Alot EHE (A= L)

Ot Alot ENE & (Xt 7H = E})

OtAlo} EfE L (HHHE)

Ot Alo} Ef-BL(FHHOI)

ARN

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension-Arm64:19

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:57

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:22

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:22

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:64

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:85

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:35

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension-Arm64:11

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:67
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AWS AppConfig

Add a permission2|

2|

ofAlo} Ef k(S O|CZtHIE)

HOIHEIZHS I EF)

otZ 2|7+ 0| ZEL )

S 3S(UAE)

Middle East (Bahrain)

O|AtY(ElotH|E)

S3(H0l)

AWS GovCloud(O|= 8%)

ARN

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:43

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:30

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:24

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:31

arn:aws:lambda:il-central-1
1895787185223 :1ayer: AWS-App
Config-Extension-Arm64:11

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension-Arm64:7

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension-Arm64:5

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension-Arm64:5
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ARN
arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1ayer: AWS-

AWS AppConfig

2™
AWS GovCloud(O|= M%)

21

=Y o2 CHAIE E™: 20242 7

ESNEES

B{7Z 2.0.358

2|

| — 1 —|
=)

FHLICHE F

AppConfig-Extension-Arm64:5

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension-Arm64:45

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

Extension-Arm64:18

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:63
arn:aws:lambda:ca-central-1

:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:49
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OtAlo} BB (=)

ARN

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension-Arm64:5

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:17

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension-Arm64:18

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:51
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2|

OtAlo} BB L(ME)

Ot Alot ENE (A7)

OtAlot EHE(&7HE2)

Ot Alot EHE(AIEL)

Ot Alot BN & (Xt 7H = E})

OtAlot EH B (HEHE)

Ot Alot EHE & (FHHOI)

ofAJo} EfZIQF(3}O|CEHHIE)

HOIHEIZH S I EF)

ARN

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:58

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension-Arm64:49

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer : AWS-A
ppConfig-Extension-Arm64:5

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:49

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:16
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ARN
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:11
arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:5

AWS AppConfig

2|
ot Z 2|7}H(#H 0| ZE}2)

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

&S (UAE)
nfig-Extension-Arm64:13

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App

Middle East (Bahrain)
Config-Extension-Arm64:5

oAzt (ot =)

ol
=

O 2 CHA|E Lt 2023 122 1

NE=2

=4
ARN
arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-

{7 2.0.181
Extension-Arm64: 46

arn:aws:lambda:us-east-2:72

2|
8743619870:1ayer: AWS-AppConfig-

0|= SR(HEILoH 51)

Extension-Arm64:33
arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-

s
Extension-Arm64:1
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2|

0= M7 (2e2)

FHLCHE &

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:48

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:48

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:33

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:eu-north-1:6
46970417810:1layer: AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:1
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2|

of Alo} EfTIQH (= T)

OtAlo} BB (M E)

Ot Alot Ef B L (2AHH)

OtAlot EH B (L7tE2)

OtAlot EHE(AIEL)

Ot Alot BN & (Xt 7H = E})

Ot Alot EfB & (FHHOI)

Ho

‘= OtHI2|ZH(& It

%)

ohZ 2|57k ol ZEl )

ARN

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:37

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:43

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension-Arm64:36

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:36

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:1
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ARN
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

AWS AppConfig

2

@

z|

Middle East (Bahrain)

N

7% 2.0.165

2|

0= ME(elr)
SH(ZYIFEE)
FE(OILHE)
SHHE)

OS2 CHA|El Rt 2023/03/30

nfig-Extension-Arm64:1

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:43
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension-Arm64:31

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:45

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:34

arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-

Extension-Arm64: 46

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:31
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ARN
arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:35

AWS AppConfig
=k
obAlo} EHEIQH(E 3)
arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:41

(M7tZ =)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

oF
ppConfig-Extension-Arm64:34

OtAlo} BB

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo

OtAlot Ef B L(AI=L)
nfig-Extension-Arm64:34

Ot Alot EHE & (FHHOl)

z[l 2tato 2 CHAE E™t: 2023/02/21
& 2.0.122
2|1 ARN
0= S5 (HXILIoF &) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:15
arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:16
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ARN
arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App

Config-Extension-Arm64:13

AWS AppConfig

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-

Extension-Arm64:20

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-

TE)
Extension-Arm64:11
arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:15

(=2)
arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:16

27tZE)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

ot Alo} Ef
ppConfig-Extension-Arm64:13

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

OtAlo} BB L(AI=L)
nfig-Extension-Arm64:13

Ot Alot EHE & (FHHOI)

2 oA £ 2022/08/23

Al EEFO

Z|
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B 2.0.58

OtAlot EHE (T H)

OtAlot EH B (&7tE =)

OtAlo} BB L (A= L)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:2

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:2

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:3

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:2

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:7

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:2

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:3

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:2
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ARN
arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo

AWS AppConfig

2

@

OFA|O

z|

F EFE (= HFO)

N

B 2.0.45

2|

0= ME(elr)
SH(ZYIFEE)
FE(OILHE)
SHHE)

O 2 CHAIE! IRt: 2022/04/21

nfig-Extension-Arm64:2

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:1
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension-Arm64:1
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64:2
arn:aws:lambda:eu-central-1

1066940009817 :1ayer: AWS-App

Config-Extension-Arm64:1
arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-

Extension-Arm64:6
arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:1
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= ARN

OtAlo} EfH (T 2) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:1

OtAlot EHBF(A7IEE) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:2

Ot Ao} EHE (A= L) arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:1

Ot Alot EfH (S H}Ol) arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:1

Amazon EC2 & 2z g|0]|A A|AE0AH AWS AppConfig 00| E AL

AWS AppConfig H|0|ME & A& 3104 Amazon Elastic Compute Cloud(Amazon EC2) Linux
ol Al™E|= ofZ 270l AWS AppConfig HE S E + U&LICH H0|IMEE CtS1t 2
OS2 ofE2|7olM Mel X #ElE IHMELICH

OIA
=1
—

EI_-|/\

HF
=

« O O|ME £ AWS Identity and Access Management (IAM) &2 AM35tT 74 O|O|E{Q| 2Z FHA

E #2|5lo4 AWS AppConfig AFHBXAHE CHAIGI01E Z&E
QM oHZ 2|7 oMol M LA Cllo|E{E elste o Ze st

LICt 2Z FHA|MIAM A Cl|lo|E{E 7HK]
A UH0|E 471 EoiEn, 74 O

O|E{E Yi|x B2 AME = lar, olz{et CIo|Eof CiEt &8 Walled = U= HEXI &

mlo| ¥erg | et

- Ofl0|ME £ AWS AppConfig 715 Eai18 HM5t

I r|= SO ofo|MEE 744 AWS AppConfig lO|E{ H|0|EE 2|3l Cl|o|E]
2IstL|CH ofZ 2|70l ZE 2772 (A2 K| 7M58t 7|2 ZE Z)) ol A

=
=
localhostod| 4 ?gem TTP GETE £ E£5/04 HIO|EHHE HMBH 22 M C|0[EE AME & Ql&LCh

Amazon EC2 & 2 Z2||0|A A|AR|AM AWS AppConfig HIOITE AFHS
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*AWS AppConfig H|0|HME=

7t 744 HIOIEIB M ZME 1 CIOIE{E FHAIZLICH Ol2{3 O
22 HoEIE AMs7| 8t E

[=]
MH[A S AME
NHm S22 =& sEECF =8ILCH

_I_

| &l A|E

0l AWS AppConfig 00| E A x| & A|E
CloudWatch Logs0ll 21 I} M&

=)
AFE 35104 Amazon EC2& AWS AppConfig 0| ME M

° 4E|-7:” L =1 [ ;‘1\_%
« 5EHA|: (E=) F4 Olo|H M
« GEHA|(MEY AFEFO|X|2F HEHE): AWS AppConfig M| 0| E 0 CHEF AT|O|E RS 3}

Ir

Amazon EC2 QIAEI A0 M ASE|= o Z 2|7 0]4d AWS AppConfig It E8tétedH 7|5 Zcil1 =

=
A B4 T4 Clo|EE Z &8 AWS AppConfig OFE|HE L F44 Cl|O|E{ & MAdatof & LICH RhAlEH
LH&2 ollM 7|s ZEeiT H AR B4 74 H|0[E 44 AWS AppConfig EHEE BT ZSHAAI2.

ok

oM ZAEISHE 74 OIlO|E{E 45248 AWS AppConfig CllO|E{ 324oi| CHEH HAf|A &t

© = AWS AppConfigo £ 2|7|0|4E T ok &fLICH o = E2[7i|0]4dd0f UM A HEHE F 045t

248 Amazon EC2 QIAEIA dghol ST E IAM HEt HAME A0 ESH AR, §3], Ao
appconfig:StartConfigurationSession % appconfig: GetLatestConflguratlon oM
2 FItst{ok gfLich OHE o & & st

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

]I

"Resource": "*"

}

e
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}
Aol HEtS F7kste Zof CHEH REMEH LIS
8 B E AR

2EHA|: (El4) Amazon EC2 QIAEA

AWS AppConfig 0| 0| M E =0f| A & E2|5t= Amazon Simple Storage Service(Amazon S
5104 Linux QIAE A A H—|7<40| 01|0|7HE E MX[ELICH o &
=l5tE 2t QIAE A0 O] ™

ARIELICHAWS. O HALE ALS
2|70[40] 0424 QIAEIAOf E4FE|0]

AtE ™alioF gL

« AWS AppConfig 0|0|ME= 7 H{71 4.15 0|2
= Q&LICH Ubuntu?t 22 Debian 7|8k A|A

- OO|TE = x86_64 & ARM64 Ot 7|HIME K| ELICE.

Bl JAM Kt 52

2

2 IAM Al

b
N
$o
pal

Ol= 7=|O

ofZZIF0lMS

0l AWS AppConfig 0fO|HE MX| I A=

3) HZIM =

St= Linux 2 KoM At2E
KR ek &LCt.

« EAojZEE|Fo| el FL Auto Scaling 1E 2| Amazon EC2 AFE X} Cl|O|E{ol| x| & A=

IS XJbst= 740|

LI 2 Amazon EC2 AF& MH MO A A|ZF Al Linux
Mol Xl-AA-I

_|

=3B 7| JEHE HMet7| !et MEX HIOIE 8

Z7t2 Amazon EC2 Auto Scaling A

EALICH 080 ZH QIAEIA Y} BH2iS Rf= o= AlSSHL|CH REA|BH
A0 HE AlE FHEFAML.

M EICIOIE{E Sofl CHY

« O] FA| HA| e MR M=

>|

ol

_|_|_0:I:

st Sol Ag

CommandE Al

ot

=3

1

to

oll

E ez X|8g = A&

*Oil 21015+04 2l&dstof ofo|HMEE
LICt. AWS Systems Manager®| 7|52l Run
St11, 5tLt O|&fo| QIAEA

2 MHMoA]

rr i

N

HAIO|A Di2iS AlSH

LICH RFMIEH LHE 2 AWS Systems Manager At
AWS Systems Manager Run Command& & X314l A|2.

« AWS AppConfig Amazon EC2 Linux QIAE

RIAEA 0 AWS AppConfig 0| O|7H

1. Linux @2IAEA0| 2QI8tL|C}.

2. EOdS g1 #Elxt HELE C

-|7'(|

E& systemd MH|AQILICEH

Amazon EC2 & 2 Z2||0|A A|AR|AM AWS AppConfig HIOITE AFHS
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AWS AppConfig
x86_64
agent/linux/x86_64/latest/aws-appconfig-agent.rpm

2 HHE

ol

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
& b

ARMG64

agent/linux/arm64/latest/aws-appconfig-agent.rpm
Mx|5t2{H URL1atest M E §

EHZ12] AWS AppConfig 00| E
2 x86_642| of A|L|Ct
sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-

0jo

L P. CtS
agent/linux/x86_64/2.0.2/aws-appconfig-agent.rpm
rct.

O|O|HEE A|ZH5tE{™ C}
sudo systemctl start aws-appconfig-agent
AlSH
o

3.
5tod of|O|FHE 7} Al

ot Bye A
sudo systemctl status aws-appconfig-agent
.|

=]
(o Pl

o

4.

o

THO| Moz A™YE|H CHS ot Hi
aws-appconfig-agent.service - aws-appconfig-agent
active (running) since Mon 2023-07-26 00:00:00 UTC; @s ago

Active:

® Note
O0|TMEE FX|stedH CtE BB
sudo systemctl stop aws-appconfig-agent

22X 0/A AAE|MH AWS AppConfig 0| 0| E A}
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SCHA: (4B A& O|X|2F HEEl) CloudWatch Logs0ll 21 It ME

7|1EXM2o 2 AWS AppConfig 0| E = STDERRM| 218 HA|EfLICH Systemd = Linux QIAEA
oM AEl= 2 & MH|AS| STDOUT & STDERRE AlAE! XAEZE ZIC|RMBLICE L E= 5
7HQ| QIAEAAO|MBE AWS AppConfig O0|MEE Al™st= 3 AlAHE XHHM 2O HOIEHE 2

e[ &= UsLICH 2ok o E 27| o[ Mol Z2d5| HESte H LR £F M2 LA 2O THYUE 7
58t Ct= Amazon CloudWatch 00| E & A& 3sto{ 21 H|0|EHE AWS EEIRE0 YRES = A
QLct Eft QIABAMAM QEiE 23 TS AMAN|SHE S CloudWatch 00| MEE 7445104 QIAE

o
=
29| ClA3 B7H0| REHRIE 2 YR £ s

o

A2 36104 Amazon EC2& AWS
=& Md™sfiof gLCt.

Cla3 228 HAshs 20 A0 (M AR 73 sia B
H

[=]
AppConfig H|0[HE F4of| MBE CHE LOG_PATH &3

CloudWatch H|O|ME 2 A|Z352424 Amazon CloudWatch AFE A A 2| CloudWatch 0 0|FE

E A23510 Amazon EC2 QIAEA Tl 2Zp0|A MHERE X|E L 23 £ HX5AAIL.

Systems Manager L =7 Q! it 2 XS A8 35l09 CloudWatch O|O|MEE W2 H HX(IE &= U&L
|
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/A Warning
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PUIAEAO CloudWatch O|O|EE MX[EF F CloudWatch M|O|ME #+4 I 2
I} 22 CloudWatch 00| E of| Al AWS AppConfig HIO|IME 27 ml & e X|A|E :
CloudWatch Of|0|ME T mtdg Fdst= ol CHEh RHMEH LI& 2 CloudWatch 00T E T4

ThQl AN MME BESHAAIL.

RUAEIA Of CloudWatch O|O|HE T4 I U0 CHF logs MME FItetn HE LIS MEFLICH

"logs": {
"logs_collected": {
"files": {
"collect_list": [
{

"file_path": "/path_you_specified_for_logging",
"log_group_name": "${YOUR_LOG_GROUP_NAME}/aws-appconfig-agent.log",
"auto_removal": true
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sudo touch /etc/systemd/system/aws-appconfig-agent.service.d/file_name.conf
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[Service]
Environment=LOG_LEVEL=DEBUG

5. CtZ HHEZ A0 systemd 78 CHA| EEEfLICH

sudo systemctl daemon-reload
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6. LCI= TS AlEHE0 AWS AppConfig OlO|ME E CHA| Al

sudo systemctl restart aws-appconfig-agent
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"
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#!/bin/bash

# install the latest version of the agent

yum install -y https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-agent/
linux/x86_64/latest/aws-appconfig-agent.rpm

# optional: configure the agent

mkdir /etc/systemd/system/aws-appconfig-agent.service.d

echo "${MY_AGENT_CONFIG}" > /etc/systemd/system/aws-appconfig-agent.service.d/
overrides.conf

systemctl daemon-reload

# start the agent

systemctl start aws-appconfig-agent

Amazon ECS %! Amazon EKSO0|A{ AWS AppConfig 0|0|THE AtE

AWS AppConfig 0i|0|HEE At&35t0{ Amazon Elastic Container Service(Amazon ECS) %! Amazon
Elastic Kubernetes Service(Amazon EKS) AWS AppConfig 2t S& & &= U&LICH Ho|MEE
Amazon ECS 2 Amazon EKS Z1E{|O|L4 of Z 2|7 0| M1} &M A& El= AFO|=7} ZHE|0|L] HE S &
LICt ofo|MEE Ch2at 22 Y4lo= ZiE|0|LH4] ol EE(7 0l X2l & 2E2|E g LICEH

« O O|ME & AWS Identity and Access Management (IAM) &2 AL 35t 74 O|O|E{Q| 2Z FH A
£ Zt2|5to4 AWS AppConfig AFEXIE CHAISHOE §_ glc 24 5’HA|01IA'| T HIO|HE 7t
2™ o ZZ|AH o|MoM 74 CIOIE{E #Elste ol 2R3t ZE UO|o|E 3471 Eo0{ED, 4 O
O|EE Yi|x CHRE HME =~ /oM, O[2{8t CIO|E{of| CHEF S E2 HalE = A= HEHZ E

Mol dge wxlet&Llct:

N
o
L
o)
2

« 0|0|ME = AWS AppConfig 7|s E2f & AM5tn sHEst7| {et 7|2 e-d2 NSt
7

il
|I2Mo 2 FHal M2, E23 7t 24 M HIO|H 7t8/gol CHel 28 At & M S5t
F4& MHIA SE Bt

M AE|= S0 olo|MEE 149 AWS AppConfig HIO|E{ HH|0|EE 2|5 TlolE &
2 ZJgLct AHHO|LASHE OHEEIF0IMS ZE 2772(A AL X|H 7ts8t 712 =

Ct. 7
)0l M localhostoll 423t HTTP GETS ££35104 IO|E{E HME o2 M H|0|E{E HAME &

. OJO|XMEE=
= S Al

mE
FO

IJ
u
rHo
N
o

4

I
N
J)l
[0

30 |m 12 1
gy WO

>
C
o

 AWS AppConfig 00| E = ZIE|O|LH{E CHA| A|E&tHLE ZHE 8 EHR ¢lo| ZiE|o|L{ 9| 7144 T o]
E{E oo/ EgfLICH

Amazon ECS 2! Amazon EKSO0{lA] AWS AppConfig 01| 0|HE AtE 219



AWS AppConfig Add a permission2|

*AWS AppConfig MlOIFE = MH|A 7} T4 CIOIEIE *S 7S mf CIO|E{S FHAIELICH 0|48t O

O [ == == Ry I — |
FZ OO|EHE AMet7| fIEF W HmMi 3 &2 & 220 =8ILICHL

AlEst7| © #H| AL

o

Zieflo|L] oHZ 2|7 0|44 AWS AppConfig It Setéted™H 7|5 Eci2 E = b A 24 HIo|EE
28t AWS AppConfig OtE[HHE L 74 |O|E{ & MJ5of B LICH RHAMEH LIE =2 oM 7|5 Eeia
A A T4 ool 44 AWS AppConfig EH#2 R Z5HAAIL.

Hel i
0

a

p!

oM EARISHE 7 HIO|EHE AA5tE{™ AWS AppConfigZiE|0|L{ O Z 2|7 0|2 AWS
AppConfig CllO|E{ 23d0f| CHEt UM A HEFO R FAIsHOF BFLICEH OHEZ 2|7 0|0 HMA HEtS B
045243 ZAEO|Lf AHIA IAM 80| ALZ5HE IAM 8t TS HC|0|E5HAAI2. §35], H2of
appconfig:StartConfigurationSession & appconfig:GetLatestConfiguration {4
2 FItsiof gLict. Z4E|0l MEIA 1AM & ol= Chgo| Z & ELCt.

« Amazon ECS EfA 3 3%t
e Amazon EKS - E
A

* AWS Fargate X E &

ok

15t (Amazon EKS ZIE|O|L{7} AF & X2l FargateE AL 5lE B<)

o@

HHof WehE FIlsts 7ol ChEr REAIEH LHE 2 IAM AHE B 2| IAM AtZ4 5E Het F7t 3 A
=
=

78 HEF AR
« Amazon ECS S 2 ?I8t AWS AppConfig H|0|TE A|%}
+ Amazon EKS S&2 28 AWS AppConfig (IO|HE A|Z}

(ME4 AFEH) Amazon EKSO{|A DaemonSet AWS AppConfig 2 A3
(MEH AL B8 & A8 3104 Amazon ECS 2! Amazon EKS& AWS AppConfig 00| E T4
Amazon ECS 2! Amazon EKS oA A E|= ofZ2[F0[ME I8t 4 Cllo|E 7

Amazon ECS S& & <& AWS AppConfig 00| E A|Z}

AWS AppConfig 0|O| T E ALO|=7} Z4E{|O|L{E Amazon ECS #Z0|M RIS 22 AFEE £ & LICH
Ar&35te{™ Chs MRtol MHE CHE A[ZFatof &FL|Ct

Amazon ECS(Z2&)E Al%st2{™

1. https://console.aws.amazon.com/ecs/v20|A E& & L|Ch.

Amazon ECS 2! Amazon EKSO| M AWS AppConfig 00| E AtE 220


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://console.aws.amazon.com/ecs/v2

AWS AppConfig Add a permission2|

S ol XHe ROl MEEtLICH

O 2| o4t ol 3 Holg C

A TH e, M OHE A Meistic,
C

ZE[OlA FIHE MEiE L

S L R S

agent:2.x

(0¢]
K

e
ry
m
o
T
lo
oy
40
=3
i
rx
]
o
rC
ful

10. Z3E]|

® Note
AWS AppConfig 00|ME= 7|2Mo 2 X E 27720 M ARMELICH CHE ZEE X|HE

= A&Lch

11. dM(Create)E MEAEILIC. Amazon ECS= M ZHIO|L 7HHE MdEstn MF HEE ZAIFU
Ct.

12. B ol EHAEHE MEE OHE SE oM o E2|7H 0| S 2{AEE MENEFLICH

13. MH|A B0l of Z22|7H 0| Mo &= MH|AE MEdEFLICEH

14. YO|O|EE MEfEFLICE

15. HHE oM 7ol Chal =&l TS MEIhL(CH

16. YC|O|EE MEHSFLICEH Amazon ECSE |4l 2t¢] X o|E iz & L|C}.

17. HHE7} 222 74 4 2] B1of| A AWS AppConfig (IO|ME 7} Al¥ SQIX|
Ch. 2hed BoiMq A= 51 2fdg MEighLCt.

18. ZIE| 0|4 A Mol A AWS AppConfig M| 0| E Z4E| 0|47} LEF [0 Q=X & IELICY.

19. AWS AppConfig MIO|ME 7} A|ZEIRE=X| i*a;fa#ﬂ# 21 Mg MEfFL|CH AWS AppConfig
0| 0|ME ZiE|O|L1of CHSH CtE2 ot 22 22 H&LICH [appconfig agent] 1970/01/01
00:00:00 INFO serving on localhost:2772

FO|
L—

ok
ok
o>

L

s

(® Note

S MEE A THMS.

Amazon ECS 2! Amazon EKSO0i|A{ AWS AppConfig 0|O|TE AL 221



AWS AppConfig Add a permission2|

+ AWS AppConfig HO|MEE 7| A = Z MAQILICH Amazon ECS ZiE{|O|L{2] 28 At
g2 ZIE|o|Ldof CHEt &TE &Rl F ot &3] ZE|0|H SE5HEE Eo JEIZ d™EHEL

Ct. RkMIEH L& 2 Amazon Elastic Container Service API & Z 9| ContainerDependency S
SESC ISR
HEE
gLICh A E
04 Amazon ECS 2 Amazon EKS& AWS AppConflg 01|O| ME 4 M
2. Amazon ECSO{|AM &3 & BHEst= ol CHet RhAll
Container Service 7Hetf A} OFLHA{ 2| Z1E{|O|LHof| &HZ3 g4~ e

o
=
gh
o
-t
>
E
w
>
©
S
O
o)
5
=
@
)
EZ
gl
|m
\d

=5t Lt i

A
I A

i
o3

molI I

Amazon EKS &2 I8t AWS AppConfig 00| E A|Ef

AWS AppConfig 00| E AlO|=7} Z1E0|L{= Amazon EKS Bt ZE0M RIS 2
ALE35tE48 A|EHSHoF &L|Ct. ClS &XFollAE Amazon EKS kubectl HHE

HMEE AlEtste gedof cHal ALt

(@ Note
7|547] S0l kubeconfig THol 2141 SEHRIX| SQIRLICE kubeconfig T 8 E=
mazon EKS 2 2{AE& kubeconfig

=
Rlofl CHSF REM[EE L Amazon EKS At2 MEA S| Am

I_=|7C
o WM = UO0|EE HESHAAIR.

AWS AppConfig 0| 0| IEE A|Zr5tE{M (kubectl BHEE =)

1. OHEZz|7o|Me DHLHAEE 21 Amazon EKS OfZ 2|7|0|M0| Bt ZE|0|L] HHZ 2 AlSH

=
=
T AR FHAFLCH Y EEH A= CHS1 Hlx ol of grLICH

o
m

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app
namespace: my-namespace
labels:
app: my-application-label
spec:
replicas: 1

222

Amazon ECS 2! Amazon EKS0|X AWS AppConfig 0| 0| E ALE


https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_ContainerDependency.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/taskdef-envfiles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html

AWS AppConfig Add a permission2|

selector:
matchLabels:
app: my-application-label
template:
metadata:
labels:
app: my-application-label
spec:
containers:

- name: my-app
image: my-repo/my-image
imagePullPolicy: IfNotPresent

2. HHE OfL|HAE0] AWS AppConfig Ol O|ME Z4E||0[L] ol ME HEE FIHELICH

- name: appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: AWS ##
imagePullPolicy: IfNotPresent

« AWS AppConfig O|0|ME = 7| 2XMo 2 X E 27720 M AHELICH CIE ZEE XY

. 23 H4E 12435104 AWS AppConfig 00| ME Q| 7|2 SE
2 (ME ALE 8t E ¢ E AF& 35104 Amazon ECS & Amazon EKS& AWS
AppConfig H|0|ME 74 HHE FHESAAIL.
+ 9| Z< AWS AppConfig H0|HE 7t T4 |0|HE AMst= AWS EI™ I E(04: us-
west-1)8 AWS ##XIH g LIC}.

3. Ct& kubectl BHE A0 FHAEN HE WSS MEFLICH my-deployment= HIE
DL HAES| O|E2SZ HbEL|CE
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kubectl apply -f my-deployment.yml

4, HHE7} 2t2 %M AWS AppConfig 00| HME 7| Al
Application Pod 21 T+ = QIgtL|Ct
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mjo
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>
oo
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kubectl logs -n my-namespace -c appconfig-agent my-pod

AWS AppConfig 00| E ZiE||0|L{o CHaH CHE ot 22 £ A &LICH [appconfig agent]
1970/01/01 00:00:00 INFO serving on localhost:2772

® Note
BE H4E 2298 L §4Z 5104 AWS AppConfig (IO|IME S| 7|E S3t2 xHE £ &L
Ch AFSE = e &3 Hof CHEt REMIEE LHE 2 (MEH ALY Bt E B8 AF8 3510 Amazon
ECS 2! Amazon EKS& AWS AppConfig (0| E 74 MME AT 54 AL,

(MEH AEH) Amazon EKSO{ A DaemonSet AWS AppConfig 2 A3

Amazon EKSE A+& 3t AWS AppConfig AgentE AO|EFIE A& 5104 o E2|AH|0|M ZET 5tLIO|
O 0|™ME ZHE|O|HE e = JU&LICt E= Hot= 8 AWS AppConfig AgentE DaemonSetE
ER S

M¥stod 2HAEIS| =T stLto] M OIME (OIS AAE £ YBLiTh

(® Note

AWS AppConfig 00| ME & DaemonSetZ A& 3H o O|MEJ} HT o] ZEofA A
of CHet EE 2 of|O|MEol| HMAE = gi&LICH ocalhost. HO|ME ZEQ|IP F
HMo =2 3 E5t2{H 0|8 Fst7HLt A5 ofF Lt

2

AWS AppConfig 01 0| IE & DaemonSetZ A 5t24M CIS LIS
SrLICH ## ### IAEE AIEXI2| oOjZ 2|7 0|M & B F0f CHE
AWS 2|™ ZEE X[HEHELICHH: us-west-1).

r

apiVersion: apps/vl
kind: DaemonSet
metadata:
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name: aws-appconfig-agent
namespace: my_namespace
labels:
app: my_application_label
spec:
selector:
matchLabels:
app: my_application_label
template:
metadata:
labels:
app: my_application_label
spec:
containers:
- name: aws-appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: AWS ##
imagePullPolicy: IfNotPresent
# set a high priority class to ensure the agent is running on every node
priorityClassName: system-node-critical

CHS B S A0 AWS AppConfig M| 0| E DaemonSetE 2t{AE{0l| M &Lt
aws_appconfig_agent_daemonset& DaemonSet {L|HAE Q| O|§ 22 Ht&E LIC

kubectl apply -f aws_appconfig_agent_daemonset.yml

(ME ALE) B4 8 A8 3104 Amazon ECS & Amazon EKS& AWS AppConfig o
O|ME T4

AWS AppConfig 00| E Z1E|| 0|0l CHalf ChH5 &8 He& HE5H0 o0|HEE F8E + U&L
Ct.
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® Note
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Host: localhost
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Bearer <token
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B A Mgt e =5 ME 2t
HTTP_HOST HTTP_HOST #Hs==  ECS, EKS AERXE 7 2
AWS AppConfig 01| O| o lolel o e M. O 4SS MEs
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4 e M He 7|12k ME &

LOG_PATH 237t 7|18E= ClA QI8 /path/to/logs/agent.log
3 x| XI'dstX| gt
o 27} stderro|
7|15 ELuct.
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PRELOAD_BACKUPS

PROXY_HEADERS

PROXY_URL

Mg E& 7|22k
2 ™5™ true true
AWS AppConfig

olo|ME =0 U

£ 78 8 S ol

T 2|BACKUP_DI
RECTORY = 2E
ot MH|AOAM |
A 0| E/H 5t
Ex| §A| ikol%I-L_|
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true

false

header: value

h1: v1, h2: v2

http://localhost: 7474

https://my-proxy.e
xample.com
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A fHe MNE HE 7|2t ME 7t
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6789012:role/MyRole
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AWSAppCon
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A fHe MNE HE 7|22k M= gt
WAIT_ON_M o| &4 Haye AlE true true
ANIFEST 2 gt=2 57| o oj

false

LIHAE 7 X2[= ]
THR| ZICL2| =& AWS
AppConfig 0| MEE
TdgrL ot

o

Amazon ECS 2! Amazon EKS 0|M AR E|= oHE2|ZI0|MHE T 741 T|O|E A

HTTP 2Zd SAE &8 AF235l04 Amazon ECS 2! Amazon EKSOA AR E|= o Z 2|7 o|Me
(@]

T4 O|0|E{& AWS AppConfig AgentOi| Al HME == U&LICt CHg oXl= HTTP 22t0|HEQ}
curl2 7 ALSELICH oHZ2(|AH 0|M o] EE= ALE 7Hs 8t BtolEE{2[0l A X|ete ALE 7tSEt
T E HTTP ZEI0|MEE AE5l0{ 0|0|HEE S £E &= /JU&LICH

(@ Note
OfZ 2|7 0| M 0| ‘test-backend/test-service’@t ZH0| £EHAIE A2
M5t URL QI3 EE AR5l ok & LCt.

e Ze 24 HolElE &

ol

HMshedH

HiZE 0| ™A 2EI=

rk

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

Feature Flag R& 2| AWS AppConfig 7 0IAM B Zeiaet e £42 AMstcd™

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

Feature Flag &2l AWS AppConfig T30l 04 Ei22t sHE &0 HMASHE{H

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?

flag=flag_name_one&flag=flag_name_two"
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e SN 252 T4 T, ZHX 23 U 74 T H0IE(Y s BR)2 T eskod HTTP 5oy
o| 7 HIEIH|O|E{E EretefLICt of0|HE SF el 2F0le 748 2EI=7I X E|0{ [U&LICH CHS
ol & HIstM2

HTTP/1.1 200 OK

Configuration-Version: 1

Content-Type: application/json

Date: Tue, 18 Feb 2025 20:20:16 GMT

Content-Length: 31

My test config
7|2 Y CE HYE Vs & AM
715 ZEeila Y RE | MAWS . AppConfig.FeatureFlags)2| A< AWS AppConfig 0i0|ME
E AISSD 0NN B E20 EE B2 5 U E UMY 4 RlaUch A8 AoIM 7
Z2utdo| ZEiaE I JHEF AAESHok St F2 St EEE F 7He| EEi1E HMStE [ol REEFL

Ct. Ct2 ool ME cURLE Al¢&tLCt.

(@ Note
TH0M B 7S Eela E= &2 5t &
E 17T 2.0.45 0|0 AEF ALSE =+ U&LICH

]

oo =
= =

M3
ol
rr

7|52 AWS AppConfig 010|

EZHTTP A= EZQIE0|M AWS AppConfig 73 CIO|E{E AME &= Q&LICt §H Eeia E&=

=2 T AARE o =

%
el SEof HAMA ﬂ 24 AWS AppConfig 43 T2 L O| ?flag=FLAG_KEY FE| Tt2}O|E{E AL

curl "http://localhost:2772/applications/APPLICATION_NAME/
environments/ENVIRONMENT_NAME/configurations/CONFIGURATION_NAME?flag=FLAG_KEY"

oft E2iet oS &4 HAM

curl "http://localhost:2772/applications/APPLICATION_NAME/
environments/ENVIRONMENT_NAME/configurations/CONFIGURATION_NAME?
flag=FLAG_KEY_ONE&flag=FLAG_KEY_TWO"
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SEX HHMAE et 7|S E2ia MY S HMsteH

CHS cURL iAol ME 2 EX 2EHAEN el 7|5 &2 HEE dMste $HE EoiELIC O
ciEh 2 S & SHS 7S H dBet7| 2lsl of MMoM= TZ0| S RALE HES dEs Al

Y 3 ES ALSELICH

Reorder variant up Reorder variant down Edit

Feature flag variants info
Enabled value | Attribute values | Rule

Name |

(or (eq $userld "Alice") (eq $userld
O beta testers () ON - "23456789012") )
. (and (ends_with $email
o EU demographic O ON - "@example.com") (eq $continent "EU") )

(and (matches pattern:".*@example\
\.com" in::$email) (contains $roles

O QA testing () ON _
"Engineer") (gt $tenure 5))

O default () ON

(@ Variant order is used for evaluation logic
Variants are evaluated as an ordered list based on the order shown and any specified rules. The variant at the top of the list is evaluated first. If no rules match the supplied context,

AWS AppConfig returns the default variant.

Zoia HEE HMeedH HFR EHolAM =& XS] AWS AppConfig (0|IHEE AFHS 3l
Of BHLiCt AtAIEt LIS Ct2 2 AFE B E& Ho|MEE UOI0|E, x| E= FItste Y
M2 MY E OIS THE HESAMR

« Lambda ZHFE! #Z4: AWS AppConfig 00| ME Lambda &% F7}

» Amazon EC2 ZA#&! &4: 2EA|: (2 4) Amazon EC2 QIAEA 0| AWS AppConfig 01| 0| %

E MR U AR

2! £+74: Amazon ECS S8 2I8t AWS AppConfig HlOITE Al%t
Est=2 A%
[=) = —

« Amazon ECS HFE!
+ Amazon EKS ZF & #743: Amazon EKS I8t AWS AppConfig 0|O|TE A

jane_doe@example.org(H|E} Z =220 £ 045t X| I 2 AtEN S| S EX HHAEE ALE5t0{ E22i

GloJEf 244

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=jane_doe@example.org" \

-H "Context: opted_in_to_beta=false"

{
"ui_refresh": {"_variant":"QA","dark_mode_support":true,"enabled":true}
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}

jane_doe@example.org(H|E} Z =220 Fro48t AtEN | S EA} HEHAEE AI&304{ Z22f Cl|o|H
74 AH-
[ == Ry I

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=jane_doe@example.org" \

-H "Context: opted_in_to_beta=true"

{

"ui_refresh": {"_variant":"QA", "dark_mode_support":true,"enabled":true}

jane_doe@qa-testers.example.org(tA| ZZI0| EE E & HAH)Q| SEA HHEAEE AHE5104
22 | O|E{ Z4M:

M|k

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \
-H "Context: email=jane_doe@ga-testers.example.org"

{

"ui_refresh": {"_variant":"QA", "dark_mode_support":true,"enabled":true}

fok
Y]

At 7 AE 9i0| B34 CIOIE] ZA(7|2 MBS wHate

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features

{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

}
EgfE 2 AlLt2|22| Eei1 Cl|o|E{E AMsto F51e Z&EA10H S 1HO|'ME 2XE HES
T 4lst=X| &2l

for i in {0..9} do ; \

curl http://localhost:2772/applications/UIRefresh/environments/Production/
configurations/Features \

-H "Context: email=$ieexample.org"

{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
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{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

"ui_refresh": {"_variant":"Default Variant", "enabled":false}

"ui_refresh": {"_variant":"Sample
Population", "dark_mode_support":false,"enabled":true}

}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}
{

"ui_refresh": {"_variant":"Default Variant", "enabled":false}
}

OHL|HAE S M-St F7F HM 7|5 g dst

AWS AppConfig o O] E = ol ZI7H o] Mof| CHEt 742 AMsl= ol =20l El= o2 22 F7t
7|52 M3 LCt

o 0d2] AHIM 42 ZHM5EE S AWS AppConfig (IOIME 7£4: 7|2 &= A4 AWS A1 oA
AWS AppConfig H|O0|HE & At&35101 042 S = U* Aol A 743 TIO|EE M ELCt.
« M EMES C|ATO| MAEZE AWS AppConfig 0| O[T E T 44: AWS AppConfig AgentE AHS 504
Td Olo|EE ClAZ o ZIFELICE 0] 7|5& A&3tH ClAT M 74 TIO|HE ¢i= oHEE(A
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0|24 AWS AppConfig 0I|0|ME 7|52 & Md36t2{H OiLIHAEESE

A

o

HEI &g = Us HYUE Mofst7| s MSst= 78 lolE HEY
Fet i E7

stLC} oL AE = 0] 0]
LICh OfLZ| A E &= JSON
P

O 2 EMEILICE 047|ol= BHE B Chebst Ao SHE S 2|AMQ| 7| A EZ & Elof l&ELICHAWS
AppConfig.

Ui AEo] = ofe] PAdo| ZEE 4 QlaLich E3t BiLTAEC| 2t TAS XIHE Mo A Y
stLt |4k 0| ofl0ITE JI5 S Al 4 olaLich BLHAES| 2HxE Chg HAIS AHSELICH

{
"application_name:environment_name:configuration_name": {
"agent_feature_to_enable_1": {
"feature-setting-key": "feature-setting-value"
.
"agent_feature_to_enable_2": {
"feature-setting-key": "feature-setting-value"
}
}
}

C22 5 7tX| 80| Y= OHLHAE 2| JSON A L|C 3 #Hml 7+ 8 (MyApp)2 AWS AppConfig
HOIME 7|52 AH85IX| et&LICH F M| T2 (My2ndApp)2 ClAT 0| T4 SAHE MA7(9 CHE
Y AM 7|15 ALSELICH

"MyApp:Test:MyAllowListConfiguration": {3},

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:aws:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "@@bl48e2-4eak4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
b
"writeTo": {
"path": "/tmp/aws-appconfig/my-2nd-app/beta/my-enable-payments-feature-
flag-configuration.json"

}

[u-}
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OiL|HAEE YC|0|ESID
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AWS AppConfig 0| O| Eof| CHEF B4 A& of| CHEH REMIBH LI 2 AFE Alilof ST
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« AWS AppConfig 00| E Lambda &% T4

« Amazon EC20lA{ AWS AppConfig Oll0|ME ALE
« Amazon ECS %! Amazon EKS0i|A AWS AppConfig H|O|HE ALS
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o] Aol M T8 E AMS=F AWS AppConfig 0| 0|HE T

AWS AppConfig 00| ME O{iL|HAEO| Xt A & 245
A5t = AWS AppConfig HIOIMEE F48 == Ql&Lct. xra 59 "y olol= AWS Identity and
Access Management (IAM) 23& 9| Amazon Z|A A O|F(ARN), & ID, MM 0|& L 0l0|ME 7}

S $9% 4 2/ 7(zo] ZEELICH

ok

OHL|H A E 9| ‘credentials’ Al440] O|2{8t M| HEE Q=AELICH ‘credentials’ AMo|MH= CHS A
£ AEghLCt

{
"application_name:environment_name:configuration_name": {
"credentials": {
"roleArn": "arn:partition:iam::account_ID:role/roleName",
"roleExternalIld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}

{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:aws:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalIld": "@0bl48e2-4ea4-46al-ab@f-c422b54d@aac”,
"roleSessionName": "AWSAppConfigAgent",
"credentialsDuration": "2h"
}
}
}
T2 AM5t7| Mol ol 0| HE = DHLHAENM F4dof CHE Rt BB M HEE 212 O3 s
Tadoll XIHE IAM AES SUBLICH B Y HUHAEM PO MZ CHE X2 B 1ol &
g2 X" 5 &LIct ChS Cholo{2 2 AWS AppConfig O OIHE 7L HI™E A(AAM HH)oll M AlE
Zl= 52 AY B C(E2 A AlE)ol| X|IHE HEo| A S =t CHS GetlLatestConfiguration API
g S E5t0d s Aol A Q1 74 Clo|E{E AMSHE AWS AppConfig &g HoiE L
Ct.
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AWS AppConfig

1. sts:AssumeRole
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« Amazon Elastic Compute Cloud(Amazon EC2)2| A< QIAEA AE S AWS AppConfig A&
L|Ct.

« 9| B2 Lambda A &S AWS Lambda AWS AppConfig AF&&FL|C}.
« Amazon Elastic Container Service(Amazon ECS) 2 Amazon Elastic Kubernetes

Service(Amazon EKS)2| B &= Z1H|0|L] && 2 AWS AppConfig AF& EFL|C}.

ROLE_ARN B4 HE xl’g%w# CHE IAM Q&2 AL 8T F AWS AppConfig HIO|HEE F 45t

M
0
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o
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ol
I
L

CHE RAHO| IFE} 1AM 2& S ALS5t0d T3t B MAE 4 laLich 74 AFol chet 74 Clo]
EIE HIT) AWS A B Zto| MAHE 2R BtLIc

>
=
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o
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|

—

1. 32YA AH2l AWS Management Console 0fl 21918 L|C}.

2. https://console.aws.amazon.com/iam/0| A IAM 2&& L},
3. EMFOM YAME MElE 3 HA M2 MENELCH

4. JSON SMZ MEigrL[Ct

5

XA X7 |0 M 7|2 JSONS CF2 M Mo 2 HFRL|CH Zt ## ### ## ###2 22U A
F

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

]I

"Resource": "arn:aws:appconfig:us-

east-1:111122223333:application/vendor_application_ID/
environment/vendor_environment_ID/configuration/vendor_configuration_ID"
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CHE2 2 of &lLch.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"
1,
"Resource": "arn:aws:appconfig:us-east-2:111122223333:application/
abcl123/environment/def456/configuration/hij789"

L

(e)]
inl
0o
mo
rx
o

9.'—'
r
o

\,
o

m 2
o
i
e
In L
=3
o
i
mjo
e
il
I

u o
[ul

>
»
>

0z
od ox nr
mjo

(0]
x
9'|_-

0

év
r 2
ng
r
n

©
X

—
o
oY
1= 2
X

MERSHLICEH A|ARIOIAM 2 10| X|2 SotZLch.

T4 O|o|E{E HIE AWS H|& & Ztof|A{o| Akt E Bt=E 3t ct

2
[l
s el
rot

>
<
12
Mok
0=
0x

CtS HRbof ek IAM 2&£ 2 ALE5H0] IAM e 2 dde & U&LICH AM 7ol cigh 74 HolH
E HE AWS AE & Zo| ™At E 2tz &fLiCH

=
<
9
ok
fjo

PEC e

1. 32U HE 2| AWS Management Console 0| 21218 L|Ct.
2. |IAM & (https://console.aws.amazon.com/iam/)2 L|Ct.
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LICH.

I.
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e_in_retrieval_account"

HE Yolo|E

e

{
"sts:AssumeRole"

oA AWS HEE MEiEFLICH
"Allow",

[

"AWS":
"arn:aws:iam::111122223333:role/appconfig_rol

4

S
o

AWS A MMofMH CHE AWS AEHE

"Principal":

AE{E|
"Effect":
},
"Action":

L|Ct.
"Version":"2012-10-17",

"Statement":
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AWS AppConfig
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S=UA HEo M IAM &2 HMet Foil= A4 Ao A of ] E ddo|EELICt. &3]
SZUA AHEM 7 CIoIEE AMe = UEE X E 5 E51 IAM G ARNZ F7HehLCt
JSON ¥4l CtZ1 Z &Lt

)

vendor_application_name:vendor_environment_name:vendor_configuration_name": {
"credentials": {
"roleArn":
"arn:partition:iam::

vendor_account_ID:role/name_of_role_created_in_vendor_account"
"roleExternalId":

"string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {

"roleArn": "arn:aws:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "Q0bl48e2-4ealt-46al-ab@f-c422b54d@aac”,
"roleSessionName": "AwsAppConfigAgent",

"credentialsDuration": "2h"

=0l

00| JE HE5H04 AWS AppConfig | O[T E 7t 048] AP0l 748 CI|O|EHE HME += U=

x| golg = &Lt

'YourApplicationName:YourEnvironmentName:YourConfigurationName'oll CHl ZHAHEl =

7| CIO|E{Q] INFO =& 2= 830! ZHMof 7% XMetst X|EL|ch AAof Aluijst™ Ao o|&
E LIEHLH= ERROR =& 27t EAIELICE CHE2 SZYUM A™IM d3Ho 2 A5 of iL|Ct.

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x
[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772
[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for

'MyTestApplication:MyTestEnvironment:MyDenyListConfiguration' in XX.Xms
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T SAHEE ClAT o MES AWS AppConfig 0|0|ME 74

T8 AES ClAaTo Lt HAER XH& MHESIESE AWS AppConfig AgentE 7t 3& = U&LICEH
0| 7|58 A&stH ClAZ oM 7 HIO|HE ¢i= oHEE|AHI0|ME AHE5t= 1 ZH0| AWS AppConfig
9|. O:|Eo|- A OIAL_||_-_|._

T AAHEH

Ol 7|s2 74 Y 7SS 2 AT MAH K| 2t ﬁl—lEP AWS AppConfig Agent= C|A 0]
SAE T ool x| et&LICH S ClAaT ol i 248 Amazon EC20{ A AWS AppConfig
£ = Amazon Amazon EC2 ECS BACKUP_DIRECTORY 2! Amazon EKSO{AM 0fO0|ME

| PRELOAD_BACKUP &3 =& F X stM[L. AWS AppConfig

Ab20of CHEt

/A Warning

O| EHA30f CHEH CIS 52 HEE R IsHAMIR.

U HAE 2 T (M AR 0| @12 & [U&LICH BIZH S Clo[E{7t
.|

ClA=
Ei
7%8 =4 EIAHOH gLich o A|AR HEtof £|A HEF HEE ALSELICH REMIEF
=2
o

S 4 HE AML TH EHHS HEHUAL.

Clazol 74 SAHE M7|§ &/d3tstt{H™

1. DL T AEE WESLICE

2. LC|A30i AWS AppConfig £ 7S MEHSIT writeTo RAE FIIELICE CHS o€ & 5HA

2
{
"application_name:environment_name:configuration_name": {
"writeTo": {
"path": "path_to_configuration_file"
}
}
}

"MyTestApp:MyTestEnvironment:MyNewConfiguration": {
"writeTo": {
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AWS AppConfig
"path": "/tmp/aws-appconfig/mobile-app/beta/enable-mobile-payments"
}
}
}

3. HZE LHEE MEELICH configuration.json It Y2 Af T4 Ci|O|E{7} BHZ & ot Yool EE L

CH.
ClATo| 7 SAIE M7t 2 S5t=X| &2l

AWS AppConfig ®0|FE 218 HE 30 FAo| 2AEO| ClAT N 7|2 5D Q=X &l
& = U&ELICE "INFO write conflguratlon 'application:environment.configuration'to

file_path"et= EF7F U= INFO 21 52 AWS AppConfig 00IME I 4 SAHEE ClAa
of &Ct= RS LIEFHLICE

CHS ol & st

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MobileApp:Beta:EnableMobilePayments' in XX.Xms

[appconfig agent] 2023/11/13 17:05:49 INFO wrote configuration
'MobileApp:Beta:EnableMobilePayments' to /tmp/configs/your-app/your-env/your-

config.json

At E35t04 ECt0|HE MY

ﬂlIO

OpenAP| AFQF

OpenAPI0| CHEF CHS YAML AFX 2 A8 5104 OpenAPI M4 7(9t Z2 =7 E AF835l0{ SDKE M
| AF 2 20| E gt

g = UELICH ofZEE(AH oM, Bt E = 8o tEITE 22 ZHIIEF 0
= AgLct E£3t A2 E FItstn (M 80| 02 7HQ! BAR) 719 AF|0HE Z & 504 SDK EEP
O|HES| MY % DS MM £+ &LICH OpenAPI(A7HEt D= &)oil CHEF REAMIEH LHS

Hed
OpenAPI ALY E EZstAAR.

openapi: 3.0.0
info:
version: 1.0.0
title: AWS AppConfig Agent API
description: An API model for AWS AppConfig Agent.

servers:
- url: http://localhost:{port}/
variables:
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port:
default:
12772
paths:
/applications/{Application}/environments/{Environment}/configurations/
{Configuration}:
get:
operationId: getConfiguration
tags:
- configuration
parameters:
- in: path
name: Application
description: The application for the configuration to get. Specify either the
application name or the application ID.
required: true
schema:
type: string
- in: path
name: Environment
description: The environment for the configuration to get. Specify either the
environment name or the environment ID.
required: true
schema:
type: string
- in: path
name: Configuration
description: The configuration to get. Specify either the configuration name
or the configuration ID.
required: true
schema:
type: string
- in: query
name: flag
description: The key(s) of the feature flag(s) to retrieve. If not provided,
all flags are returned.
required: false
schema:
type: array
items:
type: string
- in: header
name: context
description: Request context used to evaluate multi-variant feature flags.
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required: false
schema:
type: array
items:
type: string
pattern: 'Mw+=\w+$'
responses:
200:
headers:
ConfigurationVersion:
schema:
type: string
content:
application/octet-stream:
schema:
type: string
format: binary
description: successful config retrieval

400:
description: BadRequestException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
404 :
description: ResourceNotFoundException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
500:
description: InternalServerException
content:
application/text:
schema:

$ref: '#/components/schemas/Error'

502:
description: BadGatewayException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
504:

description: GatewayTimeoutException

OpenAPI AL¥E AtE5H01 22H0[UE dY
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content:
application/text:
schema:
$ref: '#/components/schemas/Error’

components:
schemas:
Error:
type: string
description: The response error

AWS AppConfig H|0|ME 24 Jet D= &

AWS AppConfig 00| ME= 2 7Y ZEE X|HELCH EZE 7 2= 1 0| O|HE 7}
ClA3 ol X|HE CIREZ|0l M 74 CIOIEE el&Lct. oM 724 CIO|E{E HMSHX| i &LICt AWS
AppConfig. X|HE C|HEEE[Q| TtUE YHIO|ESHo] 714 HHEE AlZB|O[ME = JU&LICH CHF A
g Melols 2Z /Y ZEE M85t W0l E&LCH

« AWS AppConfig& At&3t04 CHEst 71 XS HHZ 57| ™ol HIAEE LC

- I 2ZX[EE|0| HE AFE FHAUST| ol M 7|S0o CHet e 14 &M 2 EHAEFLICH

« e 7 ALIEIR & BHIAESto] (&= 2 Sst=X| FQ gLt
/A Warning
Z2EM EFoMes 24 7Y ZEE AIS5HX| OMM|R. Ol EE= HiXE HE L AtS S48t
Z2 E2% AWS AppConfig 2t 7|5 & XI§sHX| E&LICH.

Ch2 Mxboll el 22 71 2 =ofl 2AH AWS AppConfig (IOIMEE FA48FLICTH
Z2Z 7He 2=0f 27 AWS AppConfig 00| MEE 74 5HE{H

1. AR &30 cis] dBe LS AHE5to{ o|O|HEE MEXIELICEH AWS AppConfig O O|HE=

St
o
AWS MH|ACHS T} 87A RHS 8L CH

« AWS Lambda

* Amazon EC2
« Amazon ECS Z! Amazon EKS
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2. Oo|MEV 4™ 2l F? SX|ELICH

3. EZ 4 220 LOCAL_DEVELOPMENT _DIRECTORYE F7|gtL|C}. of 0| Eo0] 17| #HEt= X
ABRIO| C|AEEZ|E K[HELICH o & S01 /tmp/local_configsLICt

4. CIHEZ/of otdEs dSFLICH oY 0|F2 OHS SAIE ALEdtoF &LCH

Mobile:Development:EnableMobilePaymentsFeatureFlagConfiguration

(® Note

« LOCAL_DEVELOPMENT_DIRECTORY C|HE{2|o| mtoi FI7Ie = e 7l Zeila M
£2 22{™ AWS AppConfig 0i0|ME 24 Ji ZEof CHEt 7|S Eeia MEE X

—

« (M=4 ALE) TH BERbOf HEt O OIME T T4 ClOJE{oll CHa BrEtE 2EIX RHS
Ich o€ S0 THe K E jsono 2 XIH s ofE 2| 0l Mol M 8

o

= $80| application/json®! oS eFEterL|CH =& A}
E7} 28x 8o Z application/octet-streame AFE &L
LRt B2 .typessubtype BAOE HYKE MBE = U&L

P 7t
Ct 22 0| MENM 2EEHX K822 . type/subtypeS BHEHEFLICH

5. CtS BBES Aesto] oO|MEE ChA| AIE et 74 CIOIEIE & LICH

curl http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

StX| et B2 oo|IMEE 7|2 7442l 4 =
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® Note
EA Y P ol M HEE bl Este{H M CIOIEHE ntdE A o|EFFLICE.

AWS AppConfig (IO|ME 24 7Y 2=0of CHet 7|5 S ME

o] MMofl= 2Z 7Y Z=0fA AWS AppConfig (O EQ}t B7H ArSE = = 715 Eeia ME
O| Z & /o] ‘/?JQL—lEP E2Z /Y 2EoMe o|E A A H4lo| 7|5 E2ia dio|E{7t E e
Ct AM A 8 A2 GetlLatestConfiguration APIOAM ZC{2E AME mf gHEtels P42 Z8fa

2 ZEELICH M A HAlg Zgiaol ™Al M o|(CreateHostedConfigurationVersion API
of M2 & H2)E Z&tstx| &Lt a0l chet ™A Helol= £ 0l1§ X g, MY =7, el
9| &8st oEfe 22 WE T ZEHELICH

@ Note
O0|ME7I 24 7|s Zcia Hlo|E 2| 2= K8 & application/json (2Z 7Hg
T E7} ot=l AWS AppConfig Bt E0IA ZE11 CIO|EHE AME el OtEH7HRIZ) 2 B
DS stEHE 22 75 E24a mHol json HFAHE AEaHof BLICH ol & S0
Local:MyFeatureFlags:SampleBl. json®lL|C}.

MEZ 1: UIMZ2 138 UHEILHE B Y Zeija

{
"ui_refresh": {
"enabled": true,
"new_stylegquide_colors": true
}
}
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HE2: 2Y 7l 23 & LHEHLE oiE] el &2l

"background_worker": {
"enabled": true,
"num_threads": 4,
"queue_name": "MyWorkQueue"

},

"emergency_shutoff_switch": {
"enabled": false

.

"logger_settings": {
"enabled": true,
"level": "INFQO"
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£ Amazon lon G|O|E{2 E A|EILICt. O] FAlo|M CHE Y Eeia= =440 HE
1,78 Eelas FAM0| HE EAPEE ZAIELICE S HE Efa9 S8 24 HE S
EtLHE FE(Z0(7 221 858) £&= 7|2 HES LIEIL= EXFFYL(Ct. H‘|°" LH0+|A‘| XN
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Ak HEO| FRIZ LIEHHE s EHA0|D £ MM 245 HE
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OfO|ME7} Ol2{Et U2 XMCHE HAdSiedH 24 7|s Eceia Tt CtSat 22 2
22 AL838HoF BLICH application%ion%type=AWS.AppConfig.FeatureFlags.
04E £0{ Local:MyFeatureFlags:SampleMV1.application%ion
%type=AWS.AppConfig.FeatureFlags&/LIC}.

2

Illltl

HME 1: M 7|IS2| EFAA(Elo1E) E2[AE LHEHLHE O Y

'tiered_release'::[
[
(or (and (eq $group "Tierl") (split by::$userId pct::1 seed::"2025.01.01")) (and
(eq $group "Tier2") (split by::$userId pct::7 seed::"2025.01.01"))),
""" _variant": "ShowFeature", "enabled": true}'''

1,

""" _variant": "HideFeature", "enabled": falsel}'"''
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'colorway'::[

[
(contains $userId "beta"),
"' {"_variant": "BetaTesters", "enabled": true, "background": "blue", "foreground":
"red"}''',
15
[

(split by::$userId pct::10),
"' {"_variant": "SplitRollOutRedAndBlue", "enabled": true, "background": "blue",

"foreground": "red"}''',
1,
"' {"_variant": "default", "enabled": true, "background": "green", "foreground":
"green"}''',
]
'simple_feature'::[
[
(contains $userId "beta"),
""" _variant": "BetaTesters", "enabled": truel}'''
1,
' {" _variant": "default", "enabled": falsel}'''
]
'button_color'::'''{"enabled": true, "color": "orange"}'''
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#appconfigdata_data_plane
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#appconfigdata_data_plane
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--configuration-token initial configuration token mydata.json

Pl

GetLatestConfiguration2 XS 2 & =
ME7t gretEuct

ConfigurationToken2 AFEELICH C}

oo ok

{
"NextPollConfigurationToken" : next configuration token,
"ContentType" : content type of configuration,
"NextPollIntervalInSeconds" : 60

}
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* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK
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https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
FLct.

2. EFM 3of A AWS AppConfigE AMEHEHLICE.
3. EHE oM 2lAA0l FIHE MESELCH

o H
4, EHE BlAA ME HE MMo| 2lAA oM AWS AppConfig ElAA RS MEHEL|CEH MEY
Bt 2laAo et CHE ElAAE MENSHEHE AWS AppConfig HIAIX|E E AR LICEH

2

"version":"Q",
"id":"c53dbd72-c1a0-2302-9ed6-c076€9128277",
"detail-type":"On Deployment Complete",
"source":"aws.appconfig",
"account":"111122223333",
"time"'"2022—07—09T01:44:152",

"region
resources':[

us-east-1",
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extensionassociation/z763ff5"

AWS AppConfig
"arn:aws:appconfig:us-east-1:111122223333
1,
"detail":{
"InvocationId":"5tfjcig",

"Parameters":{

I
"Application":{

"Id":"ba8toh7",
"Name" : "MyApp'

"Type":"OnDeploymentComplete",

1,
"Environment":{
IlIdll . Ilpgi1207ll

"Name" : "MyEnv

1,
"ConfigurationProfile":{

IlIdll : Ilga3tqepll’
"Name" : "MyConfigProfile

1,
"DeploymentNumber":
"ConfigurationVersion":"1"

}
}
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AWS AppConfig deployment events to Amazon SNS &2 AWS AppConfig 7+ HIEZ &3
E2 8 ZLUIEES D ZXIE Fot= Ol =20/ AWS &|= 2 2t lL|ct &3 7|s2 F40| Hix
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Amazon SNS 222 Bz HM ZRIEE O MUSHAH Mo{5ted™ AFS X XY &% 2 EHED URI
ZI= ol Amazon SNS FA| Amazon ZlAA O|E(ARN) € U235tH ElL|CH =& Mol CHet RFA|Et
LIS & AL X X AWS AppConfig 2 & MM MME R X FHA AL,
SE AR
o] Mo M= AWS AppConfig deployment events to Amazon SNS ZZ ZHQf gedof CHEH A
BerLlct.
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HAZAE MME M, AF23t2{= Amazon SNS £A|2| ARNO| Z & &= topicArn ut2tolE g % o245}
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Ol X2 Cts HM ZREAM 2oz SEELICH
* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK
Ol 270l UM ZOIEE ALSRE XIHE & UALICH AHY HE S M50 CHE UM ZOIE
E UHXoE S EE = USLICH RHAMIE LIS & ALS R X|H AWS AppConfig & & 4
A ERIS BT SAAL.
CHS M&tofl 2t AWS Systems Manager 2& =& AHE3t0{ AWS AppConfig &% S M
LICF AWS CLI.
33 A7 MM sEHES)
1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
FLct.
2. ErA Zof M AWS AppConfigE MEHEFL|CH
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"Type": "Notification",
"Messageld": "ae9d702f-9a66-51b3-8586-2b17932a9f28",

"TopicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic",

"Message": {
"InvocationId": "7itcaxp",
"Parameters": {

[
| & A0 Mete CHE 2lAAE MEHSIEHE AWS AppConfig IJ1|A|X|§ FEAIEL

=

Qe Meigc My
r

M ELict

"topicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic"

},
"Application": {
"Id": "la2b3cad",
"Name": MyApp
},
"Environment": {
"Id": "la2b3cad",
"Name": MyEnv
},
"ConfigurationProfile": {
"Id": "la2b3cad",
"Name": "MyConfigProfile"
},
"Description": null,
"DeploymentNumber": "3",
"ConfigurationVersion": "1",
"Type": "OnDeploymentComplete"

.

"Timestamp": "2022-06-30T20:26:52.067Z2",
"SignatureVersion": "1",

"Signature": "<...>",

"SigningCertURL": "<...>",
"UnsubscribeURL": "<...>",

"MessageAttributes": {
"MessageType": {
"Type": "String",
"Value": "OnDeploymentStart"
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* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK
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E Moz 388 £ JU&LICH RHME L2 2d&: ALE Xt X[ AWS AppConfig 2 &
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CHS H&tofl 2t AWS Systems Manager 2& =& AH&3t0{ AWS AppConfig &% HZAS e
L|Ct AWS CLI.

Y AZEE dYSte{H(ES)

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2& 2
FLct.

2. ErA Zof M AWS AppConfigE MEHEFL|CH

3. =z EofM 2lAa0] FIIE MENEHLICE

o H
4. EHE ZlaA MR HE MMo| glaA ol AWS AppConfig ElAA FES MEHFHLICE AHEH
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2
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"InvocationId":"7itcaxp",
"Parameters": {
"queueArn":"arn:aws:sqs:us-east-1:111122223333:MySQSQueue"
.
"Application":{
"Id":"la2b3cad",
"Name" :MyApp
.
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"Environment": {
"Id":"la2b3cad",
"Name" :MyEnv
.
"ConfigurationProfile":{
"Id":"la2b3cad",
"Name" : "MyConfigProfile"
.
"Description":null,
"DeploymentNumber":"3",
"ConfigurationVersion":"1",
"Type":"OnDeploymentComplete"
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« appconfig:CreateExtensionAssociation
» appconfig:GetConfigurationProfile

* appconfig:ListApplications

« appconfig:ListConfigurationProfiles
« appconfig:ListExtensionAssociations

sts:GetCallerIdentity
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« &4 1: AWS AppConfig ! Jira S&F0i| CHEH IAM T EF 21 MM
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:CreateExtensionAssociation"”,
"appconfig:ListExtensionAssociations",
"appconfig:GetConfigurationProfile"

1,

"Resourxce": [

"arn:aws:appconfig:us-
east-1:111122223333:application/application_ID",

"arn:aws:appconfig:us-
east-1:111122223333:application/application_ID/
configurationprofile/configuration_profile_ID"

]
},
{
"Effect": "Allow",
"Action": [
"appconfig:ListApplications"
]I
"Resource": [
"arn:aws:appconfig:us-east-1:111122223333:*"
]
}I
{
"Effect": "Allow",
"Action": [
"appconfig:ListConfigurationProfiles"
1,

"Resourxce": [
"arn:aws:appconfig:us-
east-1:111122223333:application/application_ID"

]
}I
{
"Effect": "Allow",
"Action": "sts:GetCallexrIdentity",
"Resource": "*"
}
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from datetime import datetime
import baseb4
import json

import boto3

def lambda_handler(event, context):
print(event)

# Extensions that use the PRE_CREATE_HOSTED_CONFIGURATION_VERSION and
PRE_START_DEPLOYMENT

# action points receive the contents of AWS AppConfig configurations in Lambda
event parameters.

# Configuration contents are received as a base64-encoded string, which the lambda
needs to decode

# in order to get the configuration data as bytes. For other action points, the
content

# of the configuration isn't present, so the code below will fail.

config_data_bytes = baseb4.bb4decode(event["Content"])

# You can specify parameters for extensions. The CreateExtension API action lets
you define

# which parameters an extension supports. You supply the values for those
parameters when you

# create an extension association by calling the CreateExtensionAssociation API
action.

# The following code uses a parameter called S3_BUCKET to obtain the value
specified in the

# extension association. You can specify this parameter when you create the
extension

# later in this walkthrough.

extension_association_params = event.get('Parameters', {})
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bucket_name = extension_association_params['S3_BUCKET']
write_backup_to_s3(bucket_name, config_data_bytes)

# The PRE_CREATE_HOSTED_CONFIGURATION_VERSION and PRE_START_DEPLOYMENT action
points can

# modify the contents of a configuration. The following code makes a minor change

# for the purposes of a demonstration.

old_config_data_string = config_data_bytes.decode('utf-8")

new_config_data_string = old_config_data_string.replace('hello', 'hello!')

new_config_data_bytes = new_config_data_string.encode('utf-8")

# The lambda initially received the configuration data as a base64-encoded string

# and must return it in the same format.

new_config_data_baseb4string =
base64.b64encode(new_config_data_bytes).decode('ascii')

return {
'statusCode': 200,
# If you want to modify the contents of the configuration, you must include the
new contents in the
# Lambda response. If you don't want to modify the contents, you can omit the
'Content' field shown here.
'Content': new_config_data_baseb4string

def write_backup_to_s3(bucket_name, config_data_bytes):
s3 = boto3.resource('s3')
new_object = s3.0bject(bucket_name,
f"config_backup_{datetime.now().isoformat()}.txt")
new_object.put(Body=config_data_bytes)

O] 2& 0l o] MEE AIE35l24H 0|8 MyS3ConfigurationBackUpExtension} &7A X{%&
5t &= 2| Amazon ElAA O|F(ARN)2 SAHELICEH CHE M40i| A AWS Identity and Access
Management (IAM) $=¢ eigh2 MM sk (| ARNS K|AHELICH &2 MAs ) ARNTF O|ES XY

o| MlMoll= AFEXF K| AWS AppConfig 2% 22 93t Ho|Z2= 23 2 SE X M5 HEJ}
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AtDeploymentTick
{
'InvocationId': 'o2xbtm7',
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'

},
'Type': 'OnDeploymentStart',
'Application’': {

'Id': 'abcdl123'
},
'"Environment': {

'Id': 'efgh456'
1,
'ConfigurationProfile': {

'Id': 'ijkl1789"',

"Name': 'ConfigurationName'
1,
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2',
'DeploymentState’': 'DEPLOYING',
'PercentageComplete': '0.0'

Ri-l __I.LX

o | ==

PreCreateHostedConfigurationVersion

{
'InvocationId': 'vlns753', // id for specific invocation
'Parameters’': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
.
'ContentType': 'text/plain’,
'ContentVersion': '2°',

'Content': 'SGVsbG8gZWFydGgh', // Baseb4 encoded content
"Application': {

'Id': 'abcdl123',

"Name': 'ApplicationName'

}I
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'ConfigurationProfile': {
'Id': 'ijkl1789"',
"Name': 'ConfigurationName'

iy

'Description': "'

’

'Type': 'PreCreateHostedConfigurationVersion',

'PreviousContent': {
'ContentType': 'text/plain',
'ContentVersion': '1',
'Content': 'SGVsbG8gd29ybGQh'

PreStartDeployment

'InvocationId': '765ahdm’,
'Parameters’': {

'ParameterOne': 'ValueOne',

'ParameterTwo': 'ValueTwo'
3,
'ContentType': 'text/plain',
'ContentVersion': '2"',
'Content': 'SGVsbG8gZWFydGgh',
'Application’': {

'Id': 'abcdl23',

'Name': 'ApplicationName'
.
'"Environment': {

'Id': 'ibpnqglq',

'Name': 'EnvironmentName'
.
'ConfigurationProfile': {

'Id': 'ijkl1789"',

"Name': 'ConfigurationName'
.
'DeploymentNumber': 2,
'Description': 'Deployment description',
'Type': 'PreStartDeployment'

HISZ| o[HE
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OnStartDeployment, OnDeploymentStep, OnDeployment

'InvocationId': 'o2xbtm7',
'Parameters’': {
'ParameterOne': 'ValueOne',

'ParameterTwo': 'ValueTwo'

.
'Type': 'OnDeploymentStart'’,
'Application': {

'Id': 'abcdl23'
.
'"Environment': {

'Id': 'efgh456'
3,
'ConfigurationProfile': {

'Id': 'ijk1789',

'Name': 'ConfigurationName'
3,
'DeploymentNumber': 2,
'Description':
'ConfigurationVersion': '2'

[
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"Content": "SomeBase64EncodedByteArray"
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"Directive": "ROLL_BACK"

'Deployment description',
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"Description" "Deployment event log description”

Directive= CONTINUE EE£ ROLL_BACKS| & 7IX| ZtE R|HELICH Ho|2E EEof Olg{8F &7
& 2t2 AH835tod HiZ 9| L} EHAIE M|o{SHAMIL.

"Content": "SomeBase64EncodedByteArray"

"Error": "BadRequestError",

"Message": "There was malformed stuff in here",
"Details": [{

"Type": "Malformed",

"Name": "S3 pointer",

"Reason": "S3 bucket did not exist"

]

2EHA|: AH2 R} X|Z AWS AppConfig 2 AHof| CHEt 3 T4

CH2 ™xtofl 2k AWS Identity and Access Management (IAM) AMH|A J&H(EE= £ 48h 2 M5
0 FAgHLICH =0 &2 AWS AppConfig AF& 6104 Lambda & 4+& 3 &&tLIC}.

IAM MH|A 2482 M35t 171 0|8 % AWS AppConfig St 5 5{835tedH

1. https://console.aws.amazon.com/iam/0lA IAM 2& & iL|C}.

2. B FHo|M GE(Roles)2 MEHEH T AE M 4(Create role)2 MEAELICEH
3. AEE = U= AdEE| R ME{AM AL XY Az HMZ MEAFHLICH

2EHAl: AFE A XIS AWS AppConfig 2 & ol CHEF M8 714 285


https://console.aws.amazon.com/iam/

AWS AppConfig Add a permission2|

4. AMNSX XY AE EH Heof CHE2l JSON HAE 204 &L

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

5. g F7} Ho[X|ol M HH oS MEHELICE EA dd HOo[X|7F M Bol M ERILICH
k=2

6. JSON g MEi3t 5 CHEI 22 M3t HAMS W0 Bod PaLich
R

7
lambda:InvokeFunction M2 PRE_* HM ZOIE| AHEELICH 1lambda: InvokeAsync
CHM2 ON_* HM ZRIE o AF&ELICtH Lambda ARNE Lambdall Amazon 2lA2A O|&(ARN)
O £ HiELCh,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditoxo",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:InvokeAsync"

1,

"Resource": "arn:aws:lambda:us-east-1:111122223333:function:function-

name"
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 ON_DEPLOYMENT_START

ON_DEPLOYMENT_STEP

ON_DEPLOYMENT_BAKING

ON_DEPLOYMENT_COMPLETE

ON_DEPLOYMENT_ROLLED_BACK
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AWS AppConfig

MyS3ConfigurationBackUpExtension Lambda & <2| Amazon 2|44 O|F(ARN)Z K| &g L

Ch. EE8H0| 2Hd20| 2d& 9| A E 2 0i A MAE AWS Identity and Access Management (IAM) =& &4

=FXF
=1 o

g ARNZ X|-gfLct
"Description": "A sample extension that backs up configurations to an S3 bucket.",

MEZE AWS AppConfig
[

"Name": "MySampleExtension",

"Actions": {
"PRE_CREATE_HOSTED_CONFIGURATION_VERSION":

{
"Name": "PreCreateHostedConfigVersionActionForS3Backup",
"arn:aws:lambda:aws-

region:111122223333:function:MyS3ConfigurationBackUpExtension",
"arn:aws:iam::111122223333:role/ExtensionsTestRole"

IlUrlll g

"RoleArn":

1,
"Parameters" {
"S3_BUCKET": {
"Required": false
9| CreateExtension

}
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» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

Java

public CreateHostedConfigurationVersionResponse createHostedConfigVersion() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));
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// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

return hcv;

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a hosted, freeform configuration profile
config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name='MyConfigProfile',
LocationUri='hosted',
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')
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JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
} from "@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a hosted, freeform configuration profile
const profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
)i

// create a hosted configuration version
await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: profile.Id,
ContentType: "text/plain",
Content: "my config data",
1)
)i
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» CreateConfigurationProfile

Java

private void createSecretsManagerConfigProfile() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a configuration profile for Secrets Manager Secret
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("secretsmanager://MySecret")
.retrievalRoleArn("arn:aws:iam: :000000000000:ro0le/
RoleTrustedByAppConfigThatCanRetrieveSecret")
.type("AWS.Freeform"));

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a configuration profile for Secrets Manager Secret

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri='secretsmanager://MySecret’,
RetrievalRoleArn='arn:aws:iam: :000000000000:role/

RoleTrustedByAppConfigThatCanRetrieveSecret',
Type="'AWS.Freeform')
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JavaScript

import {
AppConfigClient,
CreateConfigurationProfileCommand,
} from "eaws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a configuration profile for Secrets Manager Secret
await appconfig.send(
new CreateConfigurationProfileCommand({

ApplicationId: application.Id,

Name: "MyConfigProfile",

LocationUri: "secretsmanager://MySecret",

RetrievalRoleArn: "arn:aws:iam::000000000000:role/
RoleTrustedByAppConfigThatCanRetrieveSecret",

Type: "AWS.Freeform",

1)

I

CreateApplication

CreateConfigurationProfile

» CreateHostedConfigurationVersion

» CreateEnvironment

» StartDeployment

» GetDeployment
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Java

private void createDeployment() throws InterruptedException {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

// Create an environment
CreateEnvironmentResponse env = appconfig.createEnvironment(req -> req
.applicationId(app.id())
.name("Beta")
// If you have CloudWatch alarms that monitor the health of your
service, you can add them here and they
// will trigger a rollback if they fire during an appconfig deployment
//.monitors(Monitor.builder().alarmArn("arn:aws:cloudwatch:us-
east-1:520900602629:alarm:MyAlarm")
//
.alarmRoleArn("arn:aws:iam: :520900602629:ro0le/MyAppConfigAlarmRole").build())
);

// Start a deployment
StartDeploymentResponse deploymentResponse = appconfig.startDeployment(req -
> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
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.environmentId(env.id())
.configurationVersion(hcv.versionNumber().toString())
.deploymentStrategyId("AppConfig.Linear50PercentEvery30Seconds")

);

// Wait for deployment to complete
List<DeploymentState> nonFinalDeploymentStates = Arrays.aslList(
DeploymentState.DEPLOYING,
DeploymentState.BAKING,
DeploymentState.ROLLING_BACK,
DeploymentState.VALIDATING);
GetDeploymentRequest getDeploymentRequest =
GetDeploymentRequest.builder().applicationId(app.id())

.environmentId(env.id())

.deploymentNumber(deploymentResponse.deploymentNumber()).build();
GetDeploymentResponse deployment =
appconfig.getDeployment (getDeploymentRequest);
while (nonFinalDeploymentStates.contains(deployment.state())) {
System.out.println("Waiting for deployment to complete: " + deployment);
Thread.sleep(1000L);
deployment = appconfig.getDeployment(getDeploymentRequest);

System.out.println("Deployment complete: " + deployment);

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create an environment

environment = appconfig.create_environment(
ApplicationId=application['Id'],
Name="'MyEnvironment')

# create a configuration profile
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config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri="'hosted’,
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')

# start a deployment

deployment = appconfig.start_deployment(
ApplicationId=application['Id'],
EnvironmentId=environment['Id'],
ConfigurationProfileId=config_profile['Id'],
ConfigurationVersion=str(hcv['VersionNumber']),
DeploymentStrategyId="'AppConfig.Linear2@PercentEvery6Minutes')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateEnvironmentCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
StartDeploymentCommand,

} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create an environment
const environment = await appconfig.send(
new CreateEnvironmentCommand({
ApplicationId: application.Id,
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Name: "MyEnvironment",
1}
I

// create a configuration profile
const config_profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
);

// create a hosted configuration version
const hcv = await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
Content: "my config data",
ContentType: "text/plain",
1)
);

// start a deployment
await appconfig.send(
new StartDeploymentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
ConfigurationProfileId: config_profile.Id,
ConfigurationVersion: hcv.VersionNumber.toString(),
DeploymentStrategyId: "AppConfig.Linear2@PercentEvery6Minutes",
b
);
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/*

In this sample, we will retrieve configuration data from the AWS AppConfig

Agent.

The agent is a sidecar process that handles retrieving configuration data
from AppConfig

for you in a way that implements best practices like configuration caching.

For more information about the agent, see How to use AWS AppConfig Agent

*/

// The agent runs a local HTTP server that serves configuration data
// Make a GET request to the agent's local server to retrieve the
configuration data
URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
# the agent is a sidecar process that handles retrieving configuration data from AWS
AppConfig

# for you in a way that implements best practices like configuration caching.

#

# for more information about the agent, see

# How to use AWS AppConfig Agent

#

import requests
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application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

# the agent runs a local HTTP server that serves configuration data

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}")

config = response.content

JavaScript

// in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
// the agent is a sidecar process that handles retrieving configuration data from
AppConfig

// for you in a way that implements best practices like configuration caching.

// for more information about the agent, see
// How to use AWS AppConfig Agent

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// the agent runs a local HTTP server that serves configuration data

// make a GET request to the agent's local server to retrieve the configuration data
const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}";

const response = await fetch(url);

const config = await response.text(); // (use “await response.json()” if your config
is json)
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Java

public void retrieveSingleFlagFromAgent() throws Exception {
/*
You can retrieve a single flag's data from the agent by providing the
"flag" query string parameter.

Am
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Note: the configuration's type must be AWS.AppConfig.FeatureFlags
*/

URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyFlagsProfile?flag=myFlagKey");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}

con.disconnect();
System.out.println("MyFlagName from agent: " + content);

Python

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

flag_key = 'MyFlag'

# retrieve a single flag's data by providing the "flag" query string parameter

# note: the configuration's type must be AWS.AppConfig.FeatureFlags

response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}?
flag={flag_keyl}")

config = response.content

JavaScript
const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

const flag_name = "MyFlag";
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// retrieve a single flag's data by providing the "flag" query string parameter
// note: the configuration's type must be AWS.AppConfig.FeatureFlags

const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}?flag=${flag_name}";
const response = await fetch(url);

const flag = await response.json(); // { "enabled": true/false }
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public static void retrieveConfigFromAgentWithVariants() throws Exception {
/*
This sample retrieves feature flag configuration data
containing variants from AWS AppConfig Agent.

For more information about the agent, see How to use AWS AppConfig Agent
*/

// Make a GET request to the agent's local server to retrieve the configuration
data

URL url = new URL("http://localhost:2772/applications/MyDemoApp/environments/
Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();

// Provide context in the 'Context' header

// In the header value, use '=' to separate context key from context value
// Note: Multiple context values may be passed either across

// multiple headers or as comma-separated values in a single header
con.setRequestProperty("Context", "country=US");

StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) !'= -1) {
content.append((char) ch);
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}
}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);
}
Python

# This sample retrieve features flag configuration data
# containing variants from AWS AppConfig Agent.

# For more information about the agent, see How to use AWS AppConfig Agent

import requests

application_name = 'MyDemoApp'
environment_name = 'Beta'
configuration_profile_name = 'MyConfigProfile'

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{configuration_profile_name}",
headers = {
"Context": "country=US" # Provide context in the
'Context' header

# In the header value, use '=
to separate context key from context value
# Note: Multiple context values
may be passed either across
# multiple headers or as comma-
separated values in a single header
}
)

print("Configuration from agent via HTTP: ", response.json())

JavaScript

// This sample retrieves feature flag configuration data
// containing variants from AWS AppConfig Agent.

// For more information about the agent, see How to use AWS AppConfig Agent

const application_name = "MyDemoApp";
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const environment_name = "Beta";
const configuration_profile_name = "MyConfigProfile";

const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${configuration_profile_name}";

// make a GET request to the agent's local server to retrieve the configuration data
const response = await fetch(url, {
method: 'GET',
headers: {
'Context': 'country=US' // Provide context in the 'Context' header
// In the header value, use '=' to separate context
key from context value
// Note: Multiple context values may be passed
either across
// multiple headers or as comma-separated values in
a single header
}
1);

const config = await response.json();
console.log("Configuration from agent via HTTP: ", config);
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» GetLatestConfiguration

» StartConfigurationSession

Java

/-k

The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

For more information about these APIs, see AWS AppConfig Data.
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This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.

This class maintains a cache of the latest configuration data in addition to the
configuration token to be

passed to the next GetLatestConfiguration API call.

*/

public class AppConfigApiRetriever {

/*
* Set of AppConfig invalid parameter problems that require restarting the
configuration session.
* If the GetLatestConfiguration API call fails with any of these problems (e.g.
token is EXPIRED or CORRUPTED),
* we need to call StartConfigurationSession again to obtain a new configuration
token before retrying.
*/
private final Set<InvalidParameterProblem> SESSION_RESTART_REQUIRED =
Stream.of(InvalidParameterProblem.EXPIRED,
InvalidParameterProblem.CORRUPTED)
.collect(Collectors.toSet());

/* AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.

*/
private final AppConfigDataClient appConfigData;

/*
The configuration token to be passed to the next GetlLatestConfiguration API
call.
*/

private String configurationToken;

/*
The cached configuration data to be returned when there is no new configuration
data available.

*/

private SdkBytes configuration;
public AppConfigApiRetriever() {

this.appConfigData = AppConfigDataClient.create();

/*
Returns the latest configuration data stored in AWS AppConfig.
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*/
public SdkBytes getConfig() {

/*

If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.

Note that this API does not return configuration data. Rather, it returns an
initial configuration token that is

subsequently passed to the GetlLatestConfiguration API.

*/
if (this.configurationToken == null) {
startNewSession();

GetLatestConfigurationResponse response = null;

try {
/*
Retrieve the configuration from the GetLatestConfiguration API,
providing the current configuration token.
If this caller does not yet have the latest configuration (e.g. this is
the first call to GetlLatestConfiguration
or new configuration data has been deployed since the first call), the
latest configuration data will be returned.
Otherwise, the GetlLatestConfiguration API will not return any data since
the caller already has the latest.
*/
response = appConfigData.getlLatestConfiguration(
GetLatestConfigurationRequest.buildexr()

.configurationToken(this.configurationToken)
.build());

} catch (ResourceNotFoundException e) {
// Handle resource not found by refreshing the session
System.err.println("Resource not found — refreshing session and
retrying...");
startNewSession();
response = appConfigData.getlLatestConfiguration(
GetlLatestConfigurationRequest.builder()

.configurationToken(this.configurationToken)

.build());
} catch (BadRequestException e) {
// Handle expired or corrupted token by refreshing the session
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boolean needsNewSession = Optional.ofNullable(e.details())
.map(details ->
details.invalidParameters()
.values()
.stream()
.anyMatch(val -
> SESSION_RESTART_REQUIRED.contains(val.problem())))
.0rElse(false);
if (needsNewSession) {
System.err.println("Configuration token expired or corrupted —
refreshing session and retrying...");
startNewSession();
response = appConfigData.getlLatestConfiguration(
GetLatestConfigurationRequest.buildexr()

.configurationToken(this.configurationToken)

.build());
} else {
throw e; // rethrow if it's another kind of bad request
}
}
if (response == null) {
// Should not happen, but return cached config if no response
return this.configuration;
}
/*

Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.
Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher
than expected usage costs.
*/

this.configurationToken = response.nextPollConfigurationToken();

/*

If the GetLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.

Otherwise, assume the configuration has not changed, and return the cached
configuration.

*/
SdkBytes configFromApi = response.configuration();
if (configFromApi != null && configFromApi.asByteArray().length != 0) {
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this.configuration = configFromApi;
System.out.println("Configuration contents have changed since the last
GetLatestConfiguration call, new contents = "
+ this.configuration.asUtf8String());
} else {
System.out.println("GetLatestConfiguration returned an empty response
because we already have the latest configuration");

}

return this.configuration;

/*
Starts a new session with AppConfig and retrieves an initial configuration
token.
*/
private void startNewSession() {
StartConfigurationSessionResponse session =
appConfigData.startConfigurationSession(req -> req
.applicationIdentifier("MyDemoApp")
.configurationProfileIdentifier("MyConfig")
.environmentIdentifier("Beta"));
this.configurationToken = session.initialConfigurationToken();

Python

# The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.
# For more information about these APIs, see AWS AppConfig Data.
#
# This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.
# This class maintains a cache of the latest configuration data in addition to the
configuration token to be
# passed to the next GetlLatestConfiguration API call.
class AppConfigApiRetriever:
# Set of AppConfig invalid parameter problems that require restarting the
configuration session.
# If the GetLatestConfiguration API call fails with any of these problems (e.g.
token is EXPIRED or CORRUPTED),

GetLatestConfiguration APl 242 At&35t04 AR EAl 724 Z2E 27| 31

0
0


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_AWS_AppConfig_Data.html

AWS AppConfig Add a permission2|

# we need to call StartConfigurationSession again to obtain a new configuration
token before retrying.
SESSION_RESTART_REQUIRED = {"EXPIRED", "CORRUPTED"}

def __init___(self):
# AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.
self.appconfigdata = boto3.client('appconfigdata')

# The configuration token to be passed to the next GetLatestConfiguration
API call.
self.configuration_token = None

# The cached configuration data to be returned when there is no new
configuration data available.
self.configuration = None

# Returns the latest configuration data stored in AWS AppConfig.
def get_config(self):
# If there is no configuration token yet, get one by starting a new session
with the StartConfigurationSession API.
# Note that this API does not return configuration data. Rather, it returns
an initial configuration token that is
# subsequently passed to the GetlLatestConfiguration API.
if not self.configuration_token:
self._start_new_session()

response = None
try:
# Retrieve the configuration from the GetlLatestConfiguration API,
providing the current configuration token.
# If this caller does not yet have the latest configuration (e.g. this
is the first call to GetlLatestConfiguration
# or new configuration data has been deployed since the first call), the
latest configuration data will be returned.
# Otherwise, the GetlLatestConfiguration API will not return any data
since the caller already has the latest.
response = self.appconfigdata.get_latest_configuration(
ConfigurationToken=self.configuration_token
)
except ClientError as e:
error_code = e.response.get("Error", {}).get("Code")
# ResourceNotFoundException — usually means the token/session is invalid
or expired
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if error_code == "ResourceNotFoundException":
print("Resource not found — refreshing session and retrying...")
self._start_new_session()
response = self.appconfigdata.get_latest_configuration(
ConfigurationToken=self.configuration_token
)
# BadRequestException — check if it's expired or corrupted token
elif error_code == "BadRequestException":
details = e.response.get("Error", {}).get("Details", {}) or {}
invalid_params = details.get("InvalidParameters", {}) or {}
needs_new_session = any(
param.get("Problem") in self.SESSION_RESTART_REQUIRED
for param in invalid_params.values()
)
if needs_new_session:
print("Configuration token expired or corrupted — refreshing
session and retrying...")
self._start_new_session()
response = self.appconfigdata.get_latest_configuration(
ConfigurationToken=self.configuration_token
)
else:
raise
else:
raise

if response is None:
# Should not happen, but return cached config if no response
return self.configuration

# Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.

# Warning: Not persisting this token for use in the next
GetLatestConfiguration API call may result in higher

# than expected usage costs.

self.configuration_token = response['NextPollConfigurationToken']

# If the GetlLatestConfiguration API returned configuration data, update the
cached configuration with the returned data.
# Otherwise, assume the configuration has not changed, and return the cached
configuration.
config_stream = response.get('Configuration')
if config_stream:
config_from_api = config_stream.read()
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if config_from_api:
self.configuration = config_from_api
print(
'Configuration contents have changed since the last
GetLatestConfiguration call, new contents = '
+ self.configuration.decode('utf-8', errors='ignore')

)

else:

print('GetLatestConfiguration returned an empty response because we
already have the latest configuration')

return self.configuration

# Starts a new session with AppConfig and retrieves an initial configuration
token.

def _start_new_session(self):
session = self.appconfigdata.start_configuration_session(
ApplicationIdentifier="'MyDemoApp’,
ConfigurationProfileIdentifier='MyConfig',
EnvironmentIdentifier="'Beta'’
)

self.configuration_token = session['InitialConfigurationToken']

JavaScript

/-k

The example below uses two AWS AppConfig Data APIs: StartConfigurationSession and
GetLatestConfiguration.

For more information about these APIs, see AWS AppConfig Data

This class is meant to be used as a singleton to retrieve the latest configuration
data from AWS AppConfig.
This class maintains a cache of the latest configuration data in addition to the
configuration token to be
passed to the next GetlLatestConfiguration API call.
*/
class AppConfigApiRetriever {
constructor() {
/* AWS AppConfig Data SDK client used to interact with the AWS AppConfig Data
service.
*/
this.appconfigdata = new AppConfigDataClient();
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/*
The configuration token to be passed to the next GetLatestConfiguration API
call.
*/

this.configurationToken = null;

/*
The cached configuration data to be returned when there is no new configuration
data available.
*/

this.configuration = null;

async startSession() {
/*
Starts a new session with the StartConfigurationSession API to get an initial
configuration token.
*/
const session = await this.appconfigdata.send(
new StartConfigurationSessionCommand({
ApplicationIdentifier: "MyDemoApp",
ConfigurationProfileIdentifier: "MyConfig",
EnvironmentIdentifier: "Beta"

1)

);

this.configurationToken = session.InitialConfigurationToken;
}
/*
Returns the latest configuration data stored in AWS AppConfig.

*/
async getConfig() {

/*

If there is no configuration token yet, get one by starting a new session with
the StartConfigurationSession API.

Note that this API does not return configuration data. Rather, it returns an
initial configuration token that is

subsequently passed to the GetlLatestConfiguration API.

*/

if (!this.configurationToken) {

await this.startSession();

GetLatestConfiguration APl 242 At&35t04 AR EAl 724 Z2E 27| 315

0
0



AWS AppConfig Add a permission2|

let response;
try {
/*
Retrieve the configuration from the GetlLatestConfiguration API, providing the
current configuration token.
If this caller does not yet have the latest configuration (e.g. this is the
first call to GetLatestConfiguration
or new configuration data has been deployed since the first call), the latest
configuration data will be returned.
Otherwise, the GetLatestConfiguration API will not return any data since the
caller already has the latest.
*/
response = await this.appconfigdata.send(
new GetlLatestConfigurationCommand({
ConfigurationToken: this.configurationToken

b
);
} catch (err) {
/*
Add session restart logic — if the token is invalid or expired, restart the
session and try once more.
*/
if (err.name === "ResourceNotFoundException" || err.name ===
"BadRequestException") {
console.warn(
"Configuration token invalid or expired. Restarting session..."
);
await this.startSession();
response = await this.appconfigdata.send(
new GetlLatestConfigurationCommand({
ConfigurationToken: this.configurationToken

D)
);
} else {
throw err;

/*

Save the returned configuration token so that it can be passed to the next
GetLatestConfiguration API call.

Warning: Not persisting this token for use in the next GetlLatestConfiguration
API call may result in higher

than expected usage costs.
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*/

this.configurationToken = response.NextPollConfigurationToken;

/*

If the GetLatestConfiguration API returned configuration data, update the cached
configuration with the returned data.

Otherwise, assume the configuration has not changed, and return the cached
configuration.

*/

const configFromApi = response.Configuration

? await response.Configuration.transformToString()
null;

if (configFromApi) {
this.configuration = configFromApi;
console.log(
"Configuration contents have changed since the last GetLatestConfiguration
call, new contents = " +
this.configuration
);
} else {
console.log(
"GetLatestConfiguration returned an empty response because we already have
the latest configuration"

);

return this.configuration;

23 gel

o2 E&¢LICH

» ListApplications

» DeleteApplication

e ListEnvironments

317

o
o
o
o


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListApplications.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteApplication.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_ListEnvironments.html

AWS AppConfig Add a permission2|

* DeleteEnvironments

« ListConfigurationProfiles

» DeleteConfigurationProfile

» ListHostedConfigurationVersions

» DeleteHostedConfigurationVersion

Java

/*
This sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

WARNING: this code will permanently delete the given application and all of its
sub-resources, including

configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

an application that you may need in the future.

*/

public void cleanUpDemoResources() {
AppConfigClient appconfig = AppConfigClient.create();

// The name of the application to delete

// IMPORTANT: verify this name corresponds to the application you wish to
delete

String applicationToDelete = "MyDemoApp";

appconfig.listApplicationsPaginator(ListApplicationsRequest.builder().build()).items().forE
_>{
if (app.name().equals(applicationToDelete)) {
System.out.println("Deleting App: " + app);
appconfig.listConfigurationProfilesPaginator(req ->
req.applicationId(app.id())).items().forEach(cp -> {
System.out.println("Deleting Profile: " + cp);
appconfig
.listHostedConfigurationVersionsPaginator(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()))
Litems()
.forEach(hcv -> {

o
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System.out.println("Deleting HCV: " + hcv);
appconfig.deleteHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id())
.versionNumber(hcv.versionNumbexr()));
18
appconfig.deleteConfigurationProfile(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()));
18

appconfig.listEnvironmentsPaginator(req-
>req.applicationId(app.id())).items().forEach(env -> {
System.out.println("Deleting Environment: " + env);
appconfig.deleteEnvironment(req-
>req.applicationId(app.id()).environmentId(env.id()));
1}

appconfig.deleteApplication(req -> req.applicationId(app.id()));

1)

Python

# this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

#

# WARNING: this code will permanently delete the given application and all of its
sub-resources, including

#  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

# an application that you may need in the future.

#

import boto3
# the name of the application to delete
# IMPORTANT: verify this name corresponds to the application you wish to delete

application_name = 'MyDemoApp'

# create and iterate over a list paginator such that we end up with a list of pages,
which are themselves lists of applications

e
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# e.g. [ [{'Name':'MyAppl',...},{'Name':'MyApp2',...3}], [{'Name':'MyApp3',...}] 1]
list_of_app_lists = [page['Items'] for page in
appconfig.get_paginator('list_applications').paginate()]

# retrieve the target application from the list of lists

application = [app for apps in list_of_app_lists for app in apps if app['Name'] ==
application_name][0]

print(f"deleting application {application['Name']} (id={application['Id']})")

# delete all configuration profiles
list_of_config_lists = [page['Items'] for page in
appconfig.get_paginator('list_configuration_profiles').paginate(ApplicationId=application["’
for config_profile in [config for configs in list_of_config_lists for config in
configs]:
print(f"\tdeleting configuration profile {config_profile['Name']}
(Id={config_profile['Id']})")

# delete all hosted configuration versions

list_of_hcv_lists = [page['Items'] for page in
appconfig.get_paginator('list_hosted_configuration_versions').paginate(ApplicationId=applic
ConfigurationProfileId=config_profile['Id'])]

for hcv in [hcv for hcvs in list_of_hcv_lists for hcv in hcvs]:

appconfig.delete_hosted_configuration_version(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'], VersionNumber=hcv['VersionNumber'])
print(f"\t\tdeleted hosted configuration version {hcv['VersionNumber']}")

# delete the config profile itself

appconfig.delete_configuration_profile(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'])

print(f"\tdeleted configuration profile {config_profile['Name']}
(Id={config_profile['Id']})")

# delete all environments
list_of_env_lists = [page['Items'] for page in
appconfig.get_paginator('list_environments').paginate(ApplicationId=application['Id'])]
for environment in [env for envs in list_of_env_lists for env in envs]:
appconfig.delete_environment(ApplicationId=application['Id'],
EnvironmentId=environment['Id'])
print(f"\tdeleted environment {environment['Name']} (Id={environment['Id']})")

# delete the application itself
appconfig.delete_application(ApplicationId=application['Id'])
print(f"deleted application {application['Name']} (id={application['Id']})")
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JavaScript

// this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

// WARNING: this code will permanently delete the given application and all of its
sub-resources, including

// configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

// an application that you may need in the future.

import {
AppConfigClient,
paginatelListApplications,
DeleteApplicationCommand,
paginatelListConfigurationProfiles,
DeleteConfigurationProfileCommand,
paginatelListHostedConfigurationVersions,
DeleteHostedConfigurationVersionCommand,
paginatelListEnvironments,
DeleteEnvironmentCommand,

} from "eaws-sdk/client-appconfig";

const client = new AppConfigClient();

// the name of the application to delete
// IMPORTANT: verify this name corresponds to the application you wish to delete
const application_name = "MyDemoApp";

// iterate over all applications, deleting ones that have the name defined above
for await (const app_page of paginatelListApplications({ client }, {3})) {
for (const application of app_page.Items) {

// skip applications that dont have the name thats set
if (application.Name !== application_name) continue;

console.log( ‘deleting application ${application.Name} (id=${application.Id})’);

// delete all configuration profiles
for await (const config_page of paginatelListConfigurationProfiles({ client },
{ ApplicationId: application.Id })) {
for (const config_profile of config_page.Items) {
console.log( "\tdeleting configuration profile ${config_profile.Name} (Id=
${config_profile.Id}) );
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// delete all hosted configuration versions
for await (const hosted_page of
paginatelListHostedConfigurationVersions({ client 3},
{ ApplicationId: application.Id, ConfigurationProfileld:
config_profile.Id }
)) {
for (const hosted_config_version of hosted_page.Items) {
await client.send(
new DeleteHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
VersionNumber: hosted_config_version.VersionNumber,
)
);
console.log( "\t\tdeleted hosted configuration version
${hosted_config_version.VersionNumber} );

}

// delete the config profile itself
await client.send(
new DeleteConfigurationProfileCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
1)
);
console.log( "\tdeleted configuration profile ${config_profile.Name} (Id=
${config_profile.Id}) )
}

// delete all environments
for await (const env_page of paginatelListEnvironments({ client },
{ ApplicationId: application.Id })) {
for (const environment of env_page.Items) {
await client.send(
new DeleteEnvironmentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
1)
);
console.log( "\tdeleted environment ${environment.Name} (Id=
${environment.Id}) ")
}
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// delete the application itself
await client.send(
new DeleteApplicationCommand({ ApplicationId: application.Id })
);
console.log( ‘deleted application ${application.Name} (id=${application.Id})’)

o
o
o
o

323



AWS AppConfig Add a permission2|

AWS AppConfig &l 2 x| 71 M

AWS AppConfig = AFSXA7F Y SHH A ElE &3 U 7 Z20US M2 AK[S
|_ —

EEAE HdEE MIELC

St X
GetlLatestConfiguration 2! GetConfiguration| Ciet £ &
AppConflg ZLE>S T 608 7472 M) Lol o248t &0 =& E 78 T2 0t
= =& ST 7H2E Lo HMASH o= __I.LA-| T2 s St 8 AFEI2 ZHEEL|C) &
HMIAEEZZE s #4e AN stedn stHIF 2 FE AWS AppConfig BHeteFLICH Ee st 3
DeletionProtectionCheck IZtZtO|E{E AtE35t01 O| LR E R 3[& = UELICH RHAEH LA
MEX HAL 23| E= ZH ME EHHE BTt AAR.

= A
==

jo

AEEH A X E Rl 7S 78

rok

Ct& Aol k2t AWS Systems Manager &2 AFE5t0{ 4K X[ 7[5 F &g LC.
A X 7158 FEStEAHES)

1. https://console.aws.amazon.com/systems-manager/appconfig/ AWS Systems Manager 2&2

2. B FoIM MdEg MEELIcH

3. EZS A83tod M Ux| 7sS §935t £& HIE YL

4. H3E 7|7to| 42, €M BlAA 0| HO|E 15~14402 2 2 M™YFLICH
5. M8E Z=|#LIct

E A83stod AKX & X[ 74 AWS CLI

CHS ™xtol 2t AWS CLIE AF85tod ALKl x| 7|58 A8 LICH CHS FHEolM value 28 sSiE
g EoM AL St DA} ot= 2t E HEELIC.

(® Note
AlZHSEZ| o | A EHE 2| AWS CLIZ Cl|0|EStE 70| E&LICH RHMIEH LI AWS
Command Line Interface Al AHA S| AWS CLIC| %4l A M%| = AH|0|EE & E 5t
M.

324


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html
https://console.aws.amazon.com/systems-manager/appconfig/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS AppConfig Add a permission2|

aws appconfig get-account-settings

=k A

=
ke
0x
Em
ok

BEE ddstod A X EX| 7S

= S &gy
g4 falseZ, BM8I5tE4H true 2 X|H

ok ok
I

aws appconfig update-account-settings --deletion-protection Enabled=value

3. 7|8 tAE zIch 24 A2t K| =2 =+ JI&LICH M22 ZF 42 X|getedH O S BdE

CH.

aws appconfig update-account-settings --deletion-protection
Enabled=true,ProtectionPeriodInMinutes=a number between 15 and 1440

MM X A 22 E= X ME

FLICH &K & X 7ISE H

Al
=

EeL

0%
o

L

ALK & X|E #H2lste ol =20] ZI£ 2 DeleteEnvironment ! DeleteConfigurationProfile APIOE

g2 o

DeletionProtectionCheckZl= Zt2tO|E{7} E & |0 RU&LICE o] mt2to|E{7t X|§Hst=

Sot Z&Lict

[
Hu
_t':l
e
[0

 BYPASS: &K & x| AALE 3|5t AFA| X7 K| i et 74
AppConfig 5t =5 X|A|&LICH

« APPLY: % £Z 0l A AK| B3 7} HIZAISHE 0T ALK WX| ZALE MBS TS X|A|

Bt APPLYE ditMo =z MX| 25 HAMAM MLlzlE =2 1AIZF O|LHo M E 2|AA 01 CHEH A

T A 23 HALE A™>ELich

« ACCOUNT_DEFAULT: 7|82 M™H9o 2, AWS AppConfig 7t UpdateAccountSettings APIO| X|HE
N

MK Xl e TS

7|#Mo 2 DeletionProtectionChecke %2 1A|ZF O|LHol MEE 2
gz 4 338 AUELLCH 7|8 #E2 AX gX| 7|50l B s

2 AAE MYste HAE 2 Oo2of Salx|X| 2t =5 57| @& ZLICt

DeleteEnvironment E£= DeleteConfigurationProfileg &Moo Z S £E

=
DeletionProtectionCheck=APPLYE ME 3504 0| S A O|E £ Q& LICH

SA SR A 28 EE OA B8

325


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteEnvironment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_DeleteConfigurationProfile.html

Add a permission2|

AWS AppConfig
CH2 CLI P& 0ME MZ HZ2 AF2510{ DeletionProtectionCheck Lt2tO|E{E A2 6=
£ dFE L—|EP CH2 W20l IDE of AWS AppConfig E|HE S| IDE HFELICEH
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aws appconfigdata get-latest-configuration --configuration-token $(aws
appconfigdata start-configuration-session --application-identifier ID --
environment-identifier ID --configuration-profile-identifier ID --query

InitialConfigurationToken) outfile.txt

2. 7t 7ol #d ¢EiAS AWS AppConfig S5 & IH7HX| 60% S 7ICHRILICH
3. LIS BYES A&stod DeleteEnvironmentE MO 2 S E5tD BHE0l 4K YXIE HEE L

Ch.

aws appconfig delete-environment --environment-id ID --application-id ID --

deletion-protection-check APPLY

o| 0424

33 QFE HFEteLCh

rlo
n
0jo

An error occurred (BadRequestException) when calling the DeleteEnvironment
operation: Environment Beta is actively being used in your application and cannot

be deleted.
4. CHS WS M5l 4K YXIS LD BAES ARIELICH

aws appconfig delete-environment --environment-id ID --application-id ID --
deletion-protection-check BYPASS
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/role_name"
},
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"
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"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": "kms:GenerateDataKey",

"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
}

Secrets Manager ¥ £ & A& 6t7Lt T2 22| 7|2 = 5HE 7|EF 74 CIO|EE M85te B2

=
retrievalRoleArn2 HIO|EHHE =5 35t5t1 AMSt7| 23 kms:Decrypt7t 2 FLICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
}
]
}

AWS AppConfig StartDeployment APl 242 S & I} A} Y S E0= AF8XH, I8 &= Ao
e = e OS2 IAM E&0| StartDeployment 2 EHLICH,
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-ID"
}
]
}

A 53 ZEAE = Clo|E{ol| CHEt £t ZRIAE HEE Zests M= 7|-2f mlo{ MEILICH

AWS KMS £ &35t ZHEIAEE F7} Q15 HIO|E{Z AF85t04 QIS El &S5 X|HELICH lo|E
3t ™| AdE53t HEHAEE 1 &t5iHE 4535 HHAEE 3 351E O|0|E{0ll AWS KMS H}Q!

A5 HEHAEES XS0k O] HIOIEE sHSE + U&LICH

AN
==
3 5ol 2% 5 ZIAEE AWS AppConfig AL EILICH A0l HIOlE| K80l s st
7l9t 7 Hlole] #22 Algste gtol ZeELICH

oM AWS KMS 12 2| 7|1E A8 3t= B AWS CloudTrail &= Amazon CloudWatch Logs&
A&3t0{7F 2 AWS AppConfig ELE RE S FXE AWS AppConfigs U&LICH AWS KMS.

ol

Ctg oM=7t 2 el 7|2 2 S8 ClO|E{o| M| ADecryptstZ| 9/t 01 A
LIE{2 AWS KMS AWS AppConfig 37| ¢/8t CloudTrail O|HIE QIL]|C}

getygs =2

of cHEt M% clolE & &3t AWS AppConfig 331


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context

AWS AppConfig

Add a permission2|

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "appconfig.amazonaws.com"
1,
"eventTime": "2023-01-03T02:22:28z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "Region",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:appconfig:deployment:arn":

"arn:aws:appconfig:Region:account_ID:application/application_ID/

environment/environment_ID/deployment/deployment_ID"
1,
"keyId": "arn:aws:kms:Region:account_ID:key/key_ ID",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
3,
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "account_ID",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:Region:account_ID:key_ID"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "account_ID",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"
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com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

QE{Ho|A A=XQIE| ZEI0|8! DNSE AMEStESE HHstE F<2, 2I™of CHEt 7|2 DNS
O|&(od: AWS AppConfig )2 AF&3t0{ ofl API RHE & + &LlCt of: appconfig.us-
east-1.amazonaws.com 2! appconfigdata.us-east-1.amazonaws.com.
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"appconfig:CreateApplication",
"appconfig:CreateEnvironment",
"appconfig:CreateConfigurationProfile",
"appconfig:StartDeployment",
"appconfig:GetlLatestConfiguration"
"appconfig:StartConfigurationSession"

1,

"Resource":"*"
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import time
import boto3
client = boto3.client('appconfig')

def finish_secret(service_client, arn, new_version):
"""Finish the rotation by marking the pending secret as current
This method finishes the secret rotation by staging the secret staged AWSPENDING
with the AWSCURRENT stage.

Args:
service_client (client): The secrets manager service client
arn (string): The secret ARN or other identifier
new_version (string): The new version to be associated with the secret
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# First describe the secret to get the current version
metadata = service_client.describe_secret(SecretId=arn)
current_version = None
for version in metadata["VersionIdsToStages"]:
if "AWSCURRENT" in metadata["VersionIdsToStages"][version]:
if version == new_version:
# The correct version is already marked as current, return
logger.info("finishSecret: Version %s already marked as AWSCURRENT for
% (version, arn))
return

o
%S

current_version = version
break

# Finalize by staging the secret version current
service_client.update_secret_version_stage(SecretId=arn, VersionStage="AWSCURRENT",
MoveToVersionId=new_version, RemoveFromVersionId=current_version)

# Deploy rotated secret

response = client.start_deployment(
ApplicationId='TestApp',
EnvironmentId='TestEnvironment',
DeploymentStrategyId='TestStrategy',
ConfigurationProfileId="'ConfigurationProfileld’,
ConfigurationVersion=new_version,
KmsKeyIdentifier=key,
Description='Deploy secret rotated at ' + str(time.time())

logger.info("finishSecret: Successfully set AWSCURRENT stage to version %s for
secret %s." % (new_version, arn))
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"eventVersion": "1.09",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Administrator",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"attributes": {
"creationDate": "2024-01-11T14:37:02Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-11T14:45:157",
"eventSource": "appconfig.amazonaws.com",
"eventName": "StartConfigurationSession",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Boto3/1.34.11 md/Botocore#1.34.11 ua/2.0 os/macos#22.6.0

md/arch#x86_64 lang/python#3.11.4 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.11",

"requestParameters": {

"applicationIdentifier": "rrfexample",
"environmentIdentifier": "mexampleqe@",
"configurationProfileIdentifier": "3eexampleul"

}I
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"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-aaaaaEXAMPLE",
"eventID": "alb2c3d4-5678-90ab-cdef-bbbbbEXAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::AppConfig::Configuration",
"ARN": "arn:aws:appconfig:us-east-1:123456789012:application/rrfexample/
environment/mexampleqe®@/configuration/3eexampleul"
}

1,
"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "appconfigdata.us-east-1.amazonaws.com"
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