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AWS Management Console2 At&35t0{ EE27{ fX| #E| 7|zt of <
AWS Management Consoleg Al&3dto{ E27 |X| &2| 7|ztE =Hste{H
1. Amazon MQ Z&0i| 2aelgfLct

2. AZEHM M ERHE MESICOS 5
3. EZ7{ MF HE Ho|Xx|oM Edit(HE)S
4

=
Maintenance(® x| Zt2)0ll M CtS 2 & ELCH.

oM € Yaclol=e E27E MEHEFL|CT.
|

=
MEdgfLICH
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https://console.aws.amazon.com/amazon-mq/
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a. AlE Em(Start day)2| EELCHR S50|AM 2 &(0d: €2 Y(Sunday))S MEHEFLICEH.
b. Al%f AlZH(Start time)ol M Ctg EE27{ | X| &2| 7|7t 2 o &g AlZtat 22 MEHFLICEH
(04:12:00).
(@ Note

Start time(A|ZF AlZH S MH2 UTC+0 E& AlZtCHZ2 FHELICH

5 =Moo MEIFLICH OH F OIS AMER & E= SAIE MEHEILICH CH2 AR R £ 8 MEY
St E27HE MMEESHX| b1 RX| &2l 717t0] ZA| Ho|o|EELICH FAIE MESIH ERH
7t A AMERE LT

6. HZZ ME HE Ho|x|e] £X| &2| 7|ZH(Maintenance window) OF2Hoi M 7|2 MH X0l &

E

AlEl=X| #elghlct

AWS CLIZ AtE235t0d EE27{ § K| &t2| 7|ZF o <k
AWS CLIZ Al235t0{ H27{ §X| BE| 7|7t =& 5t

1. ChZ oAt 20| update-broker CLI BZEE A& 35104 CtF metO/EHE KIZ g LCt.

« --broker-id - Amazon MQ7} E27{0f| CHal M5t= TR IDYLICH E2
7{ ARNOIAM IDE #& BAMe = J&LCt o & £0{ ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
A H27 IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819LlL|C}.

« --maintenance-window-start-time - T8 | X| 2| 7|2+ A|Z A|ZHE ZA™HSHE oi2kO|
E{o|H Ctg + =2 X|™&EL|Ct

. DayOfWeek - 2 QIL|Ct T2: MONDAY| TUESDAY | WEDNESDAY | THURSDAY |
FRIDAY | SATURDAY | SUNDAY
« TimeOfDay - 24 A|Zt FAIQ| AlzZtRIL|Ct.

« TimeZone - (ME{ AME) 2THE Al EEE UTC @Z A A o] A|ZtCHRILICH 7|EX o 2 UTC
2 M™YELICH

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles
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https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html

JHeER 7Hol=

Amazon MQ

2.

(MEH ALE) describe-broker CLI H&E
C}.

iE S dstod /x| #El 7|1ZHo] HHOIEEIRA=R] =l gL

aws mq describe-broker --broker-id broker-id

Amazon MQ APIE AI835tod EE27{ || &t2| 7|2t o ef

Amazon MQ APIE AI235t0{ HZ2 7 fX| 2| 7|ZtE =-siedH

1.

r

UpdateBroker APl 2td2 A2 &FLICH broker-idE A2 mZl0|E{2 X|A&ELICt CHS ofl o]
Me EE2H7F us-west-2 2|X0f| QCtD 7HEELICH AL E £+ = Amazon MQ QIEXZQIE
of CHt REMISH LHE 2 AWS Yt 2 X 0| Amazon MQ IEZQIE 4l SHEH2FS AR SHAIL

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

2T 2
RS AR E LI

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"

te| 7|Zho| YOI EE[R= K] & lE L

H

(A1EH ALE) DescribeBroker APl 242 AH&35t0{ X[ #
Ct. broker-ide A2 20|62 X|EELICH

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

E oM maintenanceWindowStartTime It2t0|E] & WeeklyStartTime 2lAA

B2 K| el off
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https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods

Amazon MQ TR 7H0|E

Amazon MQ EE7 R FE!

Bz M 74 M8sieiH E2HE MFEE + JU&LICH

(@ Note

Bt ActiveMQ E27{7} SE6tX| ot B2 AMFE501 2F SEjoM S7E £+ &LICH

Ct= oMol A= AWS Management Console2 AH& 3104 Amazon MQ EZ27{E Xf
HoiELCt.

-I|I
91
rr
OII
I

mo

Amazon MQ EZ27{E& AE&5tE{H

1. Amazon MQ Z£0i 2aQIgL|Ct
2. EHEZ7{ SZ0irx 227 0|E(0f: MyBroker)2 MEHEFL|C.
3. MyBroker W O|X|0{ A %], Reboot broker(2Z27{ RHE &) E MEHEFL|CE

/A Important

CHl QIARIA B2y RIREEE SO QEalQl MEi7t ELICH 2HAE BEHE A
=

=
& £+ UX|PH ZH =& B Hofl L R EEIELICE
4. Reboot broker(E27{ RHF &) CHgt & XKtof M RHRES MESHLICE.

HE7 LS o 58 HE AQELCH MEEO| AATA I7| HHS st CH7/Y 2
=1 iva

=
Ol7t & BRI £ HEIE B AR

Ct2 ofl Mol A= AWS Management Console2 Al&35t04 EZ7{E AlX|steE WHg EoiFLICH
Amazon MQ E 274 AHK||

1. Amazon MQ 20 21Ql8L|Cl.
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https://console.aws.amazon.com/amazon-mq/
https://console.aws.amazon.com/amazon-mq/
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2. EE7H FFo|AM EZ7(0d: MyBroker)& MEHEt Ct S Delete(A M) E MEHELICEH

3. Delete MyBroker?(MyBrokergE A A&7t 27) ChEt & Xt0l| M deleteE =B F Delete(4t
M)E MEdgFLCt

HE27{ AHME of 58 Wk AEL|CH

Amazon MQ 2271 AEl

HE27{o| x| =7 AEiE EAIE/LIC} CI2 Z o= Amazon MQ EE27{9| ArEl7} LEdE|o] RI& L
C}.
2& API A
A Al CREATION_FAILED BHZ27{E MM £ Qi&LICH
MM T S CREATION_IN_PROGRESS HZ7{E ot &= SQlLCt
AR T S DELETION_IN_PROGRESS HEZ7E MAIStE SLICE
AMEE T &S REBOOT_IN_PROGRESS BHZ27E MEE 5= UL
C}.
Alst RUNNING H27{7} &St
S MY Ee CRITICAL_ACTION_RE H27{7} A So|x|2t M5
QUIRED 0| M3tE|o{ H2™MQl = X[7t
ZegtLICH Xl sidel =58
oﬂH xHQ Ag.m = Ad%”ék

Amazon MQ 2|2 A0 El F7}

HIS HTE 9I3 Amazon MQ EIAAS TAST AWsH® B2 £ 740 SHS AEste 0
EHG|OJE| B8 F7He 4 BLICH O] 7|58 2747t B2 W §35| RBFLICH HIS BT Ej08
AR50 HIS TEE HYSHTE AWS HTME TR + ABLICH 0FH 4™ Bz 7l9t ol
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Amazon MQ FHEE R}

7t0|E

0| & £0{ Amazon MQ Z2|AA9| H|E ME & SXM& LIEILiE B8 F7IE = U&LCh
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Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker2

Stack Production

Cost Center 12345
Broker3

Stack Development

O| El1 XA MANME SUEH H|I ME{o|A] &=l &
I, 2210] Gi BRI O HIS BE EI0E AR S BT RIE 4 AALICH

Amazon MQ £ 0| M Ef1 F7}

CtS EHAOf 2 Amazon MQ 2£ 0| MMSHE 2lAAN EfOE WEAH F7te &= A&L|Ct

1. Create a broker(2 271 24) 1| 0| X|0{| A Additional settings(F 7t A&)E MEHEFLICH
Tags(Ei2) of2H0il M Add tag(EiT F=7hHE =4FFLICH
Key(Z]) & Value(Zf) Ho{1E =dgL|Ct.
(MEH AFBH) Add tag(EHT Z7HE MEisto] 22 7{0f ode Ef1 2 Z7he

Create broker(E27{ M)& MEHFLICH

1I°I'

o b~ 0N

TS M 0 B8 Tt

1. Create configuration(743 44J) H 0| X|0{ A Advanced(Z1=)& =g LICH
2. Create configuration(74d A4d) m|0| x| 2| Tags(Ei1) Ol2H0ollA Add tag(EH F7HE ME4EL

o
o

3. Key(Zl) & Value(zt) H0{1E =3gfLICt.

ZHEAWS AE T ME 7S SSELICH XHAM[EH LIE2 AWS Billing AHS B A0|A] 27t
HE &89 E0M d8s &EsAR

|CF.

Amazon MQ 2£0M Ei F7}
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

JHeER 7Hol=

Amazon MQ

4. (M= ALE) Add tag(Bi2 F7HE M=istod 710 ofd] EfE FIHELICH

5. Create configuration(741 A4d)S MEistL|C}.

A8, MHE = U&LICH REST

20l
A& LICEH REMIEH LH& 2 Amazon MQ REST API &

Amazon MQ 2&0|M Ef F7t
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
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ActiveMQE& Amazon MQ Al

Amazon MQE MEtH EHeo = HFE L 2EEX| E[ALE AHE5I0 HAIX| E27HE &lH
Mg £ &Lt AWS Management Console, Amazon MQ REST API EE= AWS Command Line
Interface & AtE35t01 E27HE Y, el L AXME = JU&LICH

ActiveMQE Amazon MQ EZ27{&= £t QIAEIA |='E9-I e EAMICH7| E27E2 HjZ g £ Q&L
Ct. & HHE 2E Z50{A Amazon MQE H|O|EE 55 ME S0 =2 L7+ HEE MSELICH
(® Note

Amazon MQE H|0|E{ AE 042 Apache KahaDBE AFEErLIC} JDBCS LevelDBSF 22 7|
Et CIO|E AE0{= X|HE[X| ef&LICH

ActiveMQ7} X|&d35tE
AM315t04 E =2 7{0] Mk

DE z2Y Ho{E A8t CHS Z2EZ0f CHall WA Z TLSE &
B AU

- AMQP
« MQTT
« MQTT over WebSocket

* OpenWire
« STOMP
« STOMP over WebSocket

Amazon MQ REST API0]| CH&F XFAIEH LI 2 Amazon MQ REST APl & X & & X5HMIL.

ActiveMQ& Amazon MQ E 2 7

ActiveMQE& Amazon MQ E 2 7{EF?

B2 7{= Amazon MQOIA| A&list= HAIX| E27{ grEglLict. o] RIAEAE Amazon MQ2E| 7|&
ael 25Ut H27 QIAEA A ms) X 3 7(|(large, medium)e| M 2 H27{ elaH
A 28(0f: mq.m5.large)LICH REAMISH LI 2 Broker instance types AlM

o4

o

r=3
=

£ stLEel 748 o /e stLtel BEz7z FEELCH EZ7HE ofE27
CC

0| QIAEA 27
0| 2! Amazon EBS EE= Amazon EFS AEEZ|X| EE1 EAIEHLICE
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http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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- UM HEEAHE F MLl M2 COHE 7H8 B0l Rl F 7Hel BEEF7t &5 Ho{Z2 F8EuU o
olzgt E=7{= ol Z2I7 0|4 & Amazon EFS2t S7[4

AEMEF HE & ActiveMQE Amazon MQ EZ7{9| HiZ SME HX5HAM L.

ApacheOilM Al HZ1O0| EAIE W E= 71 ATIo| Af OFO[L HE 2 2 Tef|o|=8te4EH oto|L] BT &t
S dadol= % % g = A&LICH XS Hdaslole= @Y, AlZh24AlZE E4A) & AlZFCH(ZIE 22
UTC)oill olsll HolEl /x| 22| 7|z =& ol Y-dgL|ct

BH27{ 49 & 2ol cHet XMIE LI 2 &S A XstML.

[e][]

« AlRH5t7|: ActiveMQ 2274 A4 2 947
. 527

* Broker statuses

KHE= 2olofelld Z=EZ

ActiveMQ7} X|¢Hste ZE T2 ¢10{E ARSI OIS Z2ZEZ0f CHsl| BAMZ TLSE &
AM3slstod HZ7{0f HMAE 4+ Q&LICE.

- AMQP
+ MQTT

+ MQTT over WebSocket

* OpenWire

STOMP

STOMP over WebSocket

Ad
o

g

ActiveMQ EZ27{0]= 048] £40| AU &LICH o|§ W Chat Z&LCh

 O|& (MyBroker)
- ID(b-1234a5b6-78cd-901e-2fgh-314576k17819)

« Amazon 2|&2A O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FHEE R}

7t0|E

. ActiveMQ & 2& URL(https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:8162)

REMIEH LI 2 Apache ActiveMQ MEAMC| El Z2£2 HZESHMR.

/A Important
activemg-webconsole I§2 E&5tX| of= et o W2 x[H
Amazon MQ E 2 7{0]| IH|A| |% LH7HLE E2 740 M HIAIXE =2
ActiveMQ & Z2&£2 AIS dgLct.

- 2tOoo{B ZEEZ QEXQIE

* amqgp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

 ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(@ Note
OpenWire A= ZQIEQIL|C}

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

RtA[EH LHE 2 Apache ActiveMQ B Mol TS FHE HAESIA L.
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
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BHE27| &40 M| 22 Amazon MQ REST API £ X 0| C}2 CH2 A XM L.
« REST 2] ID: 227

« REST 21 ID: 227

« REST %] ID: E27{ AMEE

HZ27{ ALK}

ActiveMQ MRXP= ActiveMQ EZ70| CH7|d X FX|of HMAEY = Qe AR 2= ol EE]7 0[]
LICH AEX7F &8 Hetg 48 78 + UELICH o & S0 AR ALK ActiveMQ # Z£01|

HH AT SIBE £ 2
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L|C

—_
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s

= 20| ®|A ellolE2 LI AL8 Xt 2 &S €Yot a0l sl £ cHr|8 & FXol ELix
CHZ | & X0l 2t cf7 | & =X E 2relg Hetg 788 + U&Lh

/A Important
AEXE HES T HE A0l AABRIAH FA| MEE[X|= S &LICH #HE LIBE HE
M OHE /X ZEl 7122 ZICelHL EEHE MF E 6ok gLt

ted

ol

ArEXE & 0] CHet REMIEF LHE 2 Apache ActiveMQ B M| ChZ EHHE R EstMIL.

. HEt 2ol
- gt 2od ofx

ActiveMQ AFS AL MA MR 2 APK|of| CHSE REMIEH LI 2 CHE2 2 X SHAIS.

« ActiveMQ E27{ ALK} MA

» Users

AHERF &

A2 £AM0o| M| 22 Amazon MQ REST API 2= 0| C}2 CHH 2 &I X 5HMI2.

« REST Operation ID: User
» REST Operation ID: Users
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html
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LICt. Amazon EBS= %2 CH7| AlZtot =2 Me|ZFof x|1MetE EE =& AEE[XIE M3ELCh &
E2|X| Mo cHer AtAMIEH HE = Storage .J-‘E% ARSML.

Ct2 clolo{aze o] AZol EX|E Amazon EFS AE2|X|7} = EHY QIAEA HE 7
L|C}.
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! Amazon Web Services Cloud

—=

Client Amazon MQ EFS Volume
i Broker
us-west-2a !

Ct2 clolo{aze th AZ LHo| o] AH{ofl EXIEl Amazon EBS AE2|X|7} = Y QIAEA EH
27{E HoiF L},

! Amazon Web Services Cloud
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Client Amazon MQ EBS Volume
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SM2: 1712482 /8t Amazon MQ EA/CH7| EE2 7

SAMCH7| B2 7= £ 709 MZ CHE 7hE Qo] 9l £ 7ol E27{7t 5= molz S 0|
et EE27{= ofE2|70|M & Amazon EFS2t S7|AIe 2 SAIELICH Amazon EFS AEE|X| 2
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http://activemq.apache.org/failover-transport-reference.html

Amazon MQ TR 7H0|E
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Client ! 5 EFS Volume
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H27{ HEQ|F 0 HI0|& 441 0|5 £ QlaLich EafEe IHMsH AL Bt
SIIE UX|st7| Qs CHE E2740] 0|5 Q442 T & £ Ql&LCt EEdt 0| ¢dZ22 2= gj|o|Ao
M Amazon MQ Z 2|8 EE2HZE BEEXMOZ O C

HE7{ HEXII} AE 8BS Melsts g A
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2T At SHS ALSEHOF B LICH 227 AQ| <networkConnector> 74401 &5 & MB35t
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2 AMEX O|F U &3 22 SRste HEo| 178t AFEXIR). <networkConnector> 401 A

userName £ X|H35lH Amazon MQ7} HEIY Al RIS 2 ¢S5 E FIIEHLICH

/A Important
passwordOi <networkConnector> 42 X|HstX| OtM 2. E27{ 74 mtof Y HA
E 3 & XEStH Amazon MQ 2&0|M liiE dE 7t EAIZI2Z2 HESHK| §f&LICH REA
8t LI 2 Configure Network Connectors for Your Broker EHH2 2 X 3HMAIL.
WA 2|
AWS EZ|THo 2™ Q= HEFH UEIE FsteiH s 2|Tol EE7HE HHE 5T sHE 22 7{9|

AEFZQIEO HELRXT HEEHE FHELICH.
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Brokerd

Ol XNt 2 HEH HERIE #d5t2{H EE27Ho| 2tojof B! EHE
networkConnectors & =2 Broker1 2! Broker42| 2440 F71& %= Q&LICH

Broker1& HEL3 FE:

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>
Broker22 HE 2|3 7{E:

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker42 HE Q|3 F{HE:

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
</networkConnectors>

ME HUEIE A8 55 Fol Zx|

networkConnector LA E 743dt= XA 2|0 EE7] transportConnector M2 #+/85101 &
5 Zof ZAIE B8 5HT UERIZ0IM HEAHE 273U MAE [ 9B EUHAE 2l

<transportConnectors>
<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

O| 0| Mol M= updateClusterClients 2! rebalanceClusterClientsE 25 trueZ AHE
LICt. 0| < ZEI0|¢MEE HEXIS| EEFH SEE MIYor M EE7{7| &o{stH HE7{0f 2|

HHLt T L™ELICH
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 rebalanceClusterClients: E27{ HELIH M E27H7 F71E 1| Ecl0o|HEII HEF ZF
of 2|HHMS == FFLICH

« updateClusterClientsOnRemove: EZ77| EE27{ HERXIE LI7IH EEZX| HEZ 2t
O|HEE YClo[EF LY.

updateClusterClientsE true2 MHESIH E27{ HEX IO B HZ7{0f A =S ZE2+0[2

EE THE 4 st

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

M E 2747t HZE| ZetolgEE WEYT0] Qs 2E H27{0| URI SS2 oL 225 o
Zofl ATjstH 220l T M MBElE B27 5 L2 SHoR MEE £ AsLIh

ol Zx|oi| cHet RtMIEH LIE 2 Active MQ HB MM Zolil ZXIE R E27H & SHE HESHA

o
(@]
a1

ActiveMQE2 Amazon MQ EZ27{ QIAEA 3%

HZ 7 QIAEA ZE A M5) L 3 7|(large, medium)Q| MY X §t
mq.m5.large)LICt Ot E 0= ActiveMQ EZ7{0f| AF8 7tS
0| LtFE|o] U&LICH

= 27 QlABA (O]

=,
Amazon MQ EZ27{ QIAEA 2

re rio

Amazon MQE UAEA R X|0| BEE|7| 2|4 90 Moi| O|2 SXIELICt S| 25K ek
TEXH SEL T EEHE M QAHA RF o2 YI0|E5t= W0l E&LICH
/A Important
20254 3% 17 O|F 0= t2.micro EE= mq.m4.largedM EZ27HE MEE 4 i&LICEH
OIAEIA £ vCPU H2E(GB) M AR AEZ|| Amazon MQ
g X 3
mg.t3.mic 2 1 Lot EFS
o
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QIABIA R VvCPU HZ2(GiB) Y ALE AET|K] Amazon MQ
g XH B
mqg.m5.lar 2 8 Z2EHM EFS £&
ge EBS
mqg.m5.x1a 4 16 ZZ2EHM EFS &=
rge EBS
mq.m5.2x1 8 32 z2HM EFS &E&=
arge EBS
mq.m5.4x1 16 64 z2EM EFS E&
arge EBS
MelF o] AFgof cHet RhM[E LHE2 XEIZFS Z[CHEtst7| @6l SHE EE7H QIARA F3 ME
CHHE B XstAR.

ActiveMQ& Amazon MQ EE27{ 7+

T A= ActiveMQ EZ7of CHEH 2 E M 0| XML & Al(ActiveMQ2| activemq. xml T KA}
OS2 X ELICH HEFHE MYs5t7| Mol 42 g = JaLich a3 g F42 st 0|49

HZ7{0| M8 = U&LICH

/A Important
T2 HEMNE HE ALg 0| EE7{0l| HA| HEE|X|= A&LICH HE LIS XSsted™
2 7K #2| 7|12t 7I|ctelHAL E2HE ME .St oF g LCt
DeleteConfiguration APIE AME3HMEL S AAe = A&LICE RiME L2
Amazon MQ APl #Z o] 248 & Z5HMIR.
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o
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Bz 7 Fdole oft] $d0l U&LICH ollAlE S 2 &Lt

 O|& (MyConfiguration)
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* ID(c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

« Amazon ZlAA O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

AMo| ™

—

1
L

Jm

RSt

mo
ot

-4 £2 Amazon MQ REST API 2 X 9o| C}S £

I

« REST 21 ID: +

0z

« REST 21 ID: +

0z

[ B
1

TN S HA S52 O3 B2 HFEstM2.

« REST =1 ID: 44 717

« REST 1 ID: 4 707

Spring XML 74 It ALS

ActiveMQ E27{£ Spring XML It E A& st0{ T EELICH AP Ho|E CH, CHy EA, Het Fod
g2 4 {0 Qi 22 ActiveMQ EE719| oft] EHE |Ct. Amazon MQE O|2{&t
TH A S UHEHI ME X AECX 22 YR RAE MofgLich EZ27{o| HERT H4nt
42 7IE 7 M2 Hx XA &L

XHElE 1 SMo| MA| MEE Amazon MQ XML A 7|00l X|HE|o] U&LICH CHS BITE AL
504 K| Els A7|0He] zip Lt CHHREZEFLICEH

 amazon-mg-active-mq-5.19.1.xsd.zip

* amazon-mg-active-mg-5.18.4.xsd.zip

* amazon-mqg-active-mg-5.17.6.xsd.zip

 amazon-mg-active-mq-5.16.7.xsd.zip

* amazon-mg-active-mg-5.15.16.xsd.zip

Olg{st A7|0}E AF235t0 7 S ASstD H7 g &= U&LICH Amazon MQOIME XML Tt S
oz C5to] TS M2E £ &L|CH XML IS 12 = 5H Amazon MQ= A 7|oOfod| 2} &S
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.19.1.xsd.zip
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip
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@ Note
£440| HX Zt0F AF8 & £ Q&LICH Amazon MQE Spring E3H4], H4 LA XHEXJI
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Brokers

3. Configurations(74J) I 0| X|0{ X Create configuration(7t43 4d)S MEHEILICY.

4. FM 4 mo|x|el ME HE (Details) M40 A 724 0|F(Configuration name)(0dl:
MyConfiguration)2 245t & 27{ A FI(Broker engine) HHZS MEHSHL|CH.
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® Note

ActiveMQ& Amazon MQOI| Al X| 3t ActiveMQ Tl EHZAO]| CHEE AHAIEH LIS 2 the
section called “HT™ &2’ BHHE B XML

M2 T4 THE A
Bz A48 448 Fols FE 7HEE A 8sto 2 HElaHoF & LicH

=

1. T8 F50M MyConfigurationS MEHELIC

® Note

A 7 JH-H2 Amazon MQ7E T1EE dEe

oo

él- AH A =] |_| |:|._

MyConfiguration HWO|X|0] M22 T 7HHol| A8 E27{ AT & X HE(4: Apache
ActiveMQ 5.15.16)0| T A|ElLIC}.

2. [Configuration details] B0l 74 7 #HE, HAE U XML 4|9l EE27{ FJ0| EA[ELICEH

o 11—

(® Note

2N T8 HEsH M 78 IHo| S GELcH

r

Revision 1 to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

azon MO cc gurations support a limited subset of ActiveMQ properties. Info
<?xml version="1.8" encoding="UTF-8" standalone="yes"?=
<broker xmlns="http://activemq.apache.org/schema/core"=
=l--
A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
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[Edit configuration]& ME{st 1 XML 742 BHEELICH.

xE g MEErLIc

Save revision(7H’& A X%) gt & X274 EA[ELICEH

A description of the changes in this revision2 QI=dgfL|Ct

T3 M 71 E HEO| MF ELIC

/A Important
Amazon MQ 2£0| A7|0to]| (iet 22D SX|E 4 me2t0EeHE A SeE M
2lgrLch REMIEH L0 {2 E XML Zh2tO|E S| A 552 Amazon MQ Broker

Configuration Parameters Bt & ZE5HA|2.

-

0x

mjo

4>
02
ro
ok
L

HU

N
2
-
0x
X
02
mjo
il
oo
ok
als
30
o>
r
[ul

Amazon MQ

Configurations
HE27{ S 50| 22 7{(0il: MyBroker)& &4t Ct S Edit(H &) S M= LICH
[Edit MyBroker] I O|X| 2| [Configuration] A4l 440{| X{ [Configuration] & [Revision]& =43} 11
[Schedule Modifications]& AE{&FL|C}.

Schedule broker modifications(E 2 7{ =% 04|2f) A40{A{ During the next scheduled
maintenance window(| 2 El Ct& | X| &2l 7|7t S¢) E= Immediately(FAl) Soi| =

2 AIME dEfEfLICH
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/A Important
el QIARIA HRIE MR YEE S0t QEatl AEjILITh BRAE 227l B
277} MR YR SO 8t #of stLtol =St TR ELICH

RIEE Alzhol 74 7ol E27{of M ELICH.

Bz7ol FEI1EE HEE = 0|& HEY + J&LIct Chs X|® wel 7+ I8 s HEELICH

1. Amazon MQ &0 21 QI8 L|Ct.

2. HEZ7 FE0M EZ7{(0i: MyBroker)E& MEdSF C}H2 Edit(TE)S MEHELICH,
3. MyBroker M| O|X|0{| M Edit(HE)E MEHELICE
4

Edit MyBroker(MyBroker T &) I 0| X[2] 71 MMM #H L IfHES MEStD HEIS MEIE

L|Ct.
® Note
HEE MHE M FAS M| ofe B A I 74 IS Amazon MQ7F 227
b A

MyBroker 0| K|l 7o A8kl EE 7] ATl & L HT(0: Apache ActiveMQ 5.15.8)
2 = & UaLch
5. [Configuration details] B0l 74 7 #HE, HE U XML 4|9l EE27{ FJ0| EA[ELICEH

(® Note
2 FdE TEsHH M 74 7HE 0| G ELICH

r

T e H
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Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

configurations support a limited subset of ActiveMQ properties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
c;!--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).
You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
6. [Edit configuration]& MBSt XML + &S HZAELICH.
7. MNMES HEgLCH

Save revision(7H& H™ X&) CHEt & A7F E A LICH
8. (MEH AFEH) A description of the changes in this revisiong QI248fL|CH.

9. XMZS MEELICH

T8 M 7 E ol MEELICH

/A Important
Amazon MQ 2£0| A7|otof et 22 L1 ZX|E M I2Zl0/EE AISeE o
2l LIC XEAEH L8 318 El XML Zk2t0|E{ Q] MA 552 Amazon MQ Broker
Configuration Parameters EHHE & X 35HA(2.

Amazon MQ &0 &l 24

CtS2 Amazon MQ M HEEl= 49| MF SELICH RHAIEH LI 2 Apache ActiveMQ A
HMO| XML 82 HAETAM L.

i
abortSlowAckConsumerStrategy (54)

abortSlowConsumerStrategy (54

S8l 24 53
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A
authorizationEntry (&%)

authorizationMap (5t Z=M 24)

kO

authorizationPlugin (5t =M 24)

broker(54d | 5t ZEM 24)

compositeQueue (54|32 ZEM 24)

compositeTopic (54|52 EEM 24)

constantPendingMessageLimitStrategy (5%)
discarding (54)

discardingDLQBrokerPlugin (£54)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination (54)
fixedCountSubscriptionRecoveryPolicy (548)
fixedSizedSubscriptionRecoveryPolicy 5o
forcePersistencyModeBrokerPlugin (54
individualDeadLetterStrategy (54%)
lastImageSubscriptionRecoveryPolicy

messageGroupHashBucketFactory (54)
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JHeER 7Hol=

2

mirroredQueue (54)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (54)

oldestMessageWithLowestPriorityEvictionStrategy

n
1
%
FO
\|_->/.

policyEntry (54|52

policyMap (5t ZEIM 2A)

prefetchRatePendingMessagelLimitStrategy (59
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (59
queue(5d)

redeliveryPlugin (54|35t AEM 24)

redeliveryPolicy (54)

redeliveryPolicyMap (5t% Z=EME 24

N—"

retainedMessageSubscriptionRecoveryPolicy (5

roundRobinDispatchPolicy

sharedDeadLetterStrategy (54|35t ZHEM 24)

simpleDispatchPolicy
simpleMessageGroupMapFactory

statisticsBrokerPlugin
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S

storeCursor
storeDurableSubscriberCursor (54)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry (54
tempQueue (54)

tempTopic (54)
timedSubscriptionRecoveryPolicy (54)
timeStampingBrokerPlugin (&54)
topic(54)

transportConnector (5%4)

A

uniquePropertyMessageEvictionStrategy (59)

L

virtualDestinationInterceptor (&t Z=HM 24

virtualTopic (54)

vmCursor

vmDurableCursor

vmQueueCursor
Amazon MQ F M0 HABElE 24 & ST £
CtZ 2 Amazon MQ TFEHM SEElE 24 R ST S| ME SELICE RtMEH LIS
ActiveMQ HEMO| XML 74 XML

2 Apache
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abortSlowAckConsumerStrategy abortConnection
checkPeriod

abortSlowConsumerStrategy

authorizationEntry

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelLastAck
name

abortConnection
checkPeriod
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic
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LA 59
write
broker advisorySupport

allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep
maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID

producerSystemUsagePortion
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A

cachedMessageGroupMapFactory

compositeQueue

Ad
o

I

rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority

timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rJMSXUserID

useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics

cacheSize

concurrentSend

copyMessage

forwardOnly

name
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A

compositeTopic

conditionalNetworkBridgeFilterFactory

constantPendingMessagelLimit
Strategy

discarding

Ad
o

I

sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit
replayDelay
replayWhenNoConsumers
selectorAware

® Xl HAE:
Apache ActiveMQ 5.16.x

limit

deadLetterQueue
enableAudit
expiration
maxAuditDepth

maxProducersToAudit
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processExpired

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy
forcePersistencyModeBrokerPlugin

individualDeadLetterStrategy

processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval

queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

persistenceFlag
destinationPerDurableSubscriber
enableAudit

expiration

maxAuditDepth
maxProducersToAudit

processExpired
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A

messageGroupHashBucketFactory

mirroredQueue

oldestMessageEvictionStrategy

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

Ad
o

I

processNonPersistent
queuePrefix

queueSuffix

topicPrefix

topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
bucketCount

cacheSize

copyMessage

postfix

prefix

evictExpiredMessagesHighWat

ermark

evictExpiredMessagesHighWat

ermark
advisoryForConsumed

advisoryForDelivery

advisoryForDiscardingMessages

advisoryForFastProducers

advisoryForSlowConsumers
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advisoryWhenFull

allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch

maxAuditDepth
maxBrowsePageSize
maxDestinations

maxExpirePageSize
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maxPageSize

maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl

queue
queueBrowserPrefetch
gqueuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers

sendFailIfNoSpace
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A

usePrefetchExtension

prefetchRatePendingMessagel
imitStrategy

queryBasedSubscriptionRecov
eryPolicy

queue

Ad
o

I

sendFailIfNoSpaceAfterTimeout

® Xl HA:

Apache ActiveMQ 5.16.4 0|4t
sendDuplicateFromStoreToDLQ
storeUsageHighWaterMark
strictOrderDispatch
tempQueue
tempTopic
timeBeforeDispatchStarts
topic
topicPrefetch
useCache

useConsumerPriority

multiplier

query

DLQ

physicalName
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redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded
redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration
maxAuditDepth
maxProducersToAudit

processExpired
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storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

topic

Ad
o

I

processNonPersistent

immediatePriorityDispatch

useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration
futureOnly
processNetworkMessages
ttlCeiling

DLQ
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physicalName
transportConnector name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

cee 4
Mg axstAe

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend
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networkConnectionStartAsync

HES|Z CH7| AlZtE £0|1 Ot WESZ7E MAlo] AE LS 5t
M<networkConnectionStartAsync> EiI1E AISELICH sHE ElO= 2277t A-TIE ALS
0 HE7{ A& HIS7|Mo 2 HEQT HZES HHEE ARG EE X|AFLIC

(][]
-

7|22t false

T2 oA

<broker networkConnectorStartAsync="false"/>

Amazon MQ M HEBE|lE 24, ot AEM 24 LT 512 24

CHZ 2 Amazon MQ TFEHM S8 ElE 24, 5t M 24 LT 512 LA9| ME SSLICH
REMIBt LHE 2 Apache ActiveMQ B AL XML 4 FHESHM

LA St A A 5t 24
authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
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Amazon MQ JHEER} 70| =
SR St AEM 4 St 24
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations gueue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin
discardingDLQBroke
rPlugin
forcePersistencyMo
deBrokerPlugin
redeliveryPlugin
statisticsBrokerPl
ugin
timeStampingBroker
Plugin
systemUsage systemUsage
transportConnector name
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Amazon MQ

JHeER 7Hol=

A

compositeQueue

compositeTopic

policyEntry

forwardTo

forwardTo

deadLetterStrategy

destination

Fl 24

[o][]

updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

queue

tempQueue
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Amazon MQ

JHeER 7Hol=

A

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

Fl 24

[o][]

tempTopic
topic

priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory
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SR St AEM 4 St 24
simpleMessageGroup
MapFactory
pendingDurableSubs fileDurableSubscri
criberPolicy berCursor
storeDurableSubscr
iberCursor
vmDurableCursor
pendingMessagelimi constantPendingMes
tStrategy sageLimitStrategy
prefetchRatePendin
gMessagelLimitStrat
egy
pendingQueuePolicy fileQueueCursor
storeCursor
vmQueueCursor
pendingSubscriberP fileCursor
olicy
vmCursor
slowConsumerStrategy abortSlowAckConsum
erStrategy
abortSlowConsumer$S
trategy
subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy
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JHeER 7Hol=

A

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

retainedMessageSub
scriptionRecoveryP
olicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

wrapped

Fl 24

[o][]

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy
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Amazon MQ

JHeER 7Hol=

A

sharedDeadlLetterSt
rategy

virtualDestination
Interceptor

Amazon MQ 5% 24 &

e el 24 &
g &xEMR.
=HA

 authorizationEntry

* networkConnector

» kahaDB

deadLetterQueue

virtualDestinations

Fl 24

[o][]

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

queue
tempQueue
tempTopic
topic
compositeQueue
compositeTopic

virtualTopic

Hofl CHEk RbM[EH dBILICH ZEAM[EH LI 2 Apache ActiveMQ A AM2| XML T

0]
k>
I
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40
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» systemUsage

authorizationEntry

authorizationEntry= authorizationEntries 5t Z3M 40| 5t IL|C}.

Ad
(=]

I

admin|read|write

M-SRt 2 E0|H FoiE Heh KMt HEE F Her F0 ¥ FE2 HESFAL.

activemqg-webconsole I &2 Z&3X| = Mt 204 W X|Yst= <, 2 E 0| Amazon MQ
B27{0] HAIXIE EHHL EZ2F{IM HIAIX|E 5= 41T HEHO|

8¢ + H&LIch

7122k null

&9 oA

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

® Note

Amazon MQ 7|8+ ActiveMQ2| activemg-webconsole 2&2 ZE CH7|Q L Fx|oi CHEt
Ze|At HEHE ER/stn UELICH Ol &2 ZE AFSALE ZE|RF HMA HEHS Z&LIch

{201 ActiveMQ & 22 A

0]
k>
1
0%

oh
40
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networkConnector
networkConnector= networkConnectors st ZAaM @ Ao| 5Lt
A
. A
=
« FAOl0of
2 Ad
-1 O

conduitSubscriptions

HEHUESR | HEXZ ¢dZ0| S LSt CHaol| 255t= 048] LHIXHE 8 AHIRIE FZ 5K
0{£E X|HgLICt 02 £01 conduitSubscriptions7t trueZ MHEE|DT F AH|XIZFEZ7{B
of HA5l0 CHA S ZHE| AH|E HR, E27{BE O|E9| F 52 UEYT S S8t 227 Ao
CHSH Bl =2l 5o 2 ZAgteLICH 222 HAIX|S Bt SAHED EZ27 AdMH EZ27{ B2
== i

(® Note
conduitSubscriptionsE& trueZ H%stH 5= HESZ ECEE Y =+ U&LICH
X|gt o] £ 92 ALS3tH AHIRL ALO|e] ZE WY EX7H LEE = U1 LT AlLLE|2(0
JMS HIAIX| MBHZ| EE= EHI7|M FA)IMH HRE SE2 g = JU&LICH

71822k true
duplex

HE7 HERT L] ¢4Z0| HIAIXIE MAt L AH|GH= O A El=X| 048 E X|HFLICH o & S04
HEZ7{ Al H M0|Z REE HE27{B2to| ¢12E MMt AL HAIX|l= EHEF AV EEF BE
oF MEHE = U&LICH SHX|EF 227 A7 EEF B T0|E ¢1dS M FAoll= EE7{ Bt
<networkConnector>E T+ 8E ZQ Q0| EE7{ AR HA|XIE MY E &+ J&LICH

7|22k false
off=

H27] HEL3 L} E2|X|2] 0|E.
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I
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7|22k bridge
uri

B2 UESIE FHste F EZ2H S stLi(EE o4t E=27) 2| 2tolo{ B Z2 EZ A= 0

(® Note
networkConnectorE AI235t0{ EEZ7{ HEXIE ™Holg | EE 7ol S E AFEXLo| ¢

S E ZEAIF|X| OIML.

27l EEFE FHE EEFH HERXT

O| o= 270l ER {7 EEH U ELQ IR HAZE|0] YU&LICH HERXT HHEES| 0|2
connector_1_to_20|1, E27{0] S & E ALE Xt O|& 2 myCommonUser 0|11, 2422 duplexO|
1, OpenWire IEXOIE URI'— M5 At static: 2 AH850{ EE7 7F Y HAZAS LIEFHLICE

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

KEM|t HE = Configure Network Connectors for Your Broker€ & X 35HMIL.

OH EEFHE #MHE HEFH HEXA

O| T HHMME ot 7He| EZ2 77 HE 7 HERIZE AZAE|0] U&LICH HWERT HHEQ| 0|5
connector_1_to_20|1, E27{0] 3SE AIE X} O|& 2 myCommonUserO|H, ¢IZE2 duplex0|

o
o
0]
k>
1
0%
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1, OpenWire QIEZQIE URIC| HEE L EE SE]E2 HF Al masterslave: 2 AHE350{ EE7{ 7t
o Zx| @ZAS LIEHELICH E27 2t Fol| Zx|= HEHSHE(R| Ao MAE A7 FEHHE HSE

LICH.

<networkConnectors>

<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617,
ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(@ Note
HEFH UERI = masterslave: HFAIE AHE5tE Q0| EZ&LICH Ol HFAE O BA|
MOl static:failover:()?randomize=false&maxReconnectAttempts=0 =1 &
Lot

(® Note

Ol XML #80ll£ S40| 518 =[x| et &LICt

kahaDB

kahaDBE persistenceAdapter 5t9 Z=M @ A 9| 5t JL|Ct.

Ad
S

il

concurrentStoreAndDispatchQueues

CHZ |0l SAl M & Clam RIEELIcH REME Y2 = =2 AHIXHE Sl o

=<

7|8 SA ME I ClATR] H

2
In
>

fhiok
0>-ﬂ|
\_?ﬂ

=

FAl

FAd

mo ol
g'l_-

A

(@)

w M
2

ol

FO i

7|18¢k: true

0]
k>
1
0%
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cleanupOnStop

® X HE:
Apache ActiveMQ 15.16.x O 4

HIgdzte 49 E27{7t SXIE ml 7HHIX| =& L HE[7t ™LX pfesz Sz T2 MATHEEL
ElLICh 71 B7tstH CHE ol o|E{HI 0] & EEE AFEE] CIO|EH|0|A R B2 FEEfLICH

journalDiskSynclinterval

journalDiskSyncStrategy=periodic®| 3% C|A3 S7I3HE +E Wl ZtE(ms)LICt Xt
Mgt LH& & Apache ActiveMQ kahaDB AEMHE X 3HMI2.

7|22k 1000

journalDiskSyncStrategy

® ¥ A
Apache ActiveMQ 15.14.x O 4

ClA3 718 Hxg 2 etLIC XM LHE 2 Apache ActiveMQ kahaDB MM E 2 ZEHMI2.

7|22k always

(® Note
ActiveMQ M M0f|= O|0|E| £40] journalDiskSyncInterval®l A|ZtS 2 MEHEICD
Z|l&klof UA&LICH &, 7|22t2 1= LI Olo|H £42 sliT 2t EECt 2 == UX[E
25t H BAISH7 = of-E&LICH ALE Al F2lsHof §hLct,

preallocationStrategy

M xd ojdo| 3t 22 EE77 Xd ©tUE 0|2 & 5te YHE FHELICH XA L2
Apache ActiveMQ kahaDB AEME & XML

5t 24

I

M 80
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7|22k sparse_file
49| oi|A|

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsaget systemUsage ot Z2M Q@A 0| H{QLICH AR} £E7F =24X|7| Hol E2
77t AL E E|Ci S7H2 Mo{ELICt XM LHE 2 Apache ActiveMQ M A Q| MAtxL 5§ o8

HESHM L.

Fl 24

o

memoryUsage

memoryUsageE systemUsage ot 49| §t|L|Ct HIZ 2| AF2Z2 2H2|ELct.
memoryUsageE O|35tH &S 0| UotLt BLO| AFE[T UEX| HS FHE = U222 &Y ME
M

!
AMBE MMXMoZ Mo{E & U&LICH RHAIEH LI 2 Apache Active MQ AE Ao AF|0LE & X5}
M.
St 24

memoryUsage= memoryUsage 59| 49| 5+ ILICt.

g
0x

percentOfdJvmHeap
O(Z &M 70(ZE ) Ato[o| H=iLCt,

7|22k 70

0]
k>
1
0%
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Amazon MQ

JHEER}E 710l =
& Ad
-1 o
sendFaillfNoSpace
04 BZH0| g 7L send() HMET MIE x| o{RE MABLICE. 7|2 UL falseOlH B2t A
8 = U2 K| send() HIMEE RHEHELICH XEAM[EH L& Apache Active MQ AEA{Q| A 7|
O & ZshMlL.

sendFaillfNoSpaceAfterTimeout
7|22k null
T2 of A

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFailIlfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

ActiveMQE Amazon MQ2| 2|™ 7t H|0|E| 2|

5
<
= 0
rr

ActiveMQ& Amazo 7 WS Z2|H9o| 7|8 EEHUM SAHE 2|Me SXME EEHZE HIS
Z|A HAIX| SEME 8" = 2|™ 7+ Hlo|E{ 2X|(CRDR) 7|5 M3%&LICt Amazon MQ API
of CHEt ol x| LE S A™stH A SN2 EEF7I 7|B EEH Y ZE SEALn A 7|2 =2
EHe SM2 92 4 S gL

2™ ZHOO|E EXE2 et 7IE HE27 2 EXE B2 7

712 AWS 2lFel 7|82 E270M SKIE 2ol SME 2272 IS 7|4 HolH SHE I8t 7|
HE 7o} 2XE H27E YME 4 YALICH 7|2 2IMS 7|2 22722 ste EAO7| 22749

- =2 O

2™ 7t dlolE =X 82
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= Ho{E #HELICH EX 2[d2 SXM&E EE7Het 5t

~ = g4/ioi7| E27{e| = Hloiz FHE
LICH
CtS Clolo{a®”2 EX 2|Te SAMa E27{7t 7|2 2lrle| 7|2 BEEFHERE HIS7| =X d|o|H
E sulste A EoiE LI
us-east-1 us-west-2
VPC-abc VPC-xyz
2 . Replication

) Traffic

EC2 Broker Client

.............................................................

7|2 EZ7e SHME E27E 2™ ZHOlolE 57 £F 4 dg s gL Ch 718 2ldel 7|8 EZ 7

off ZHoH7H BrASHEY TB i BOH TRIE AISsto X BNl BXE HEHE VIR HEHE &7
& 4 UBLICH 221H 0Fol 7|2 B2t SHE HE2547} £l1 ofF SHE 2257t VR B2
H2 sZELC 7|2 B2 Y =2 227 4ol Chet XI&S Amazon MQ 215 7+ Hl0JE| 25

SE7 MM MNS BESHML.

(® Note

g2g/o7| 22740l AMBk

AMNEE =2
Ol & ci7[gol= A8E + &L

Amazon MQ 2| 7+ C[o|E X E27{ Ad

2|™ 7+ Hlo|E{ 2 X|(CRDR)E At 5tH
ARl EE274 zhol| EHE = U&LICt 7

—1— = T

of a2t & AWS 2™ 2| ActiveMQE Amazon MQ H|
HE2FHE 7|8 EEFHE X|H5t1 0| EEFHO| EX|E

il
=
|7<|
—
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S ML A IR B2 719 SXE SE S B MY + AGLICH T2 T+ Amazon MQ
Promote APl 242 AI&35l01 SXE EEFHE 7|2 EEFH YR 548 = U&LICH 7|2 EE 7
o SH|2 2ol ChEt REAIEH LIR 2 215 7t ClOJE| SIS 915t 7|2 2271 9 SHE 227 4
Mg BEstMe.

)||

X| &2 Amazon MQ Management Console2 AFE35t0{ SHME EE27HE HM5tT FH5t= YWY

ctg X
s M
Z=x

« 1EAME AIE): M 7IE E27H dE

- 20HAL 7IE HE2HO  SAE MY

Az A 2™ OIo|E SX| 7|52 A8sted{H CHE M 2F ArEE AEst &= ofok gLich

B = aEA 2| C|o|E{ EX| 7|52 ActiveMQE Amazon MQ E 274 H{% 5.17.6 O| A0 B A}

- 21 3 E2A 2™ HO|E Xl 0|5 S2(25t0(R), 0= SF(HXILIot §5), 0|7 ME(EIZ)
2 0= MP(ZEIZLot §82) 2Tl M X[E L

« QIAEIA 23 32 A 2|X HI0|E Xl E27 QIAEA 3 7|7l mq.m5.1arge 0|42l Zdofot
A8E = JU&LIct

- HHZ €. 324 I HOIH SHe CHE 718 P HIZ E A E5te HE|Z/ARMHI0| EZ2 70| B
A8E = A&

- 227 4el: E27] 4E}7} Running@! 7|2 E=27{of CHEHME SXE B2 HE MdE £ &L

1EHA|(ME] ALE): A 712 227 Ay
M7E2 27 M

1. Amazon MQ ££0i 2 ¢el&L|Ct.
2. Amazon MQ 2£29| HZ7{ HO|X||H EE7{ S MEIEHLICE

3. Select broker engine(E2 2 7{ Al 41EH) I 0| X|0f| A Apache ActiveMQE MEHEILICY.

CRDR EZ7{ 84
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4.

—_

Select deployment and storage(H H o A E2|X| 4EH) I 0| X| 2| Deployment mode and storage
type(H{Z 2= LU AEZ|X| R) MMoiH CtEgS =T LICH

- HiXE ZCo|M E-/H7| HEHE MESSLICH E8/CH7| HEHE=E F el M2 OHE 718
Pgodof U= F el EE2AHIt 5 Ho{Z FHELICEH ol2{Et EE 7= ofE2FH 0l &
Amazon EFSet S7|AI0 2 SAIFFLICE KHAIEH LHE 2 ActiveMQE Amazon MQ E£7{9]
HHEZ SM MME 2T SHMIR.

CHS S MEELICH

m

o

Configure settings(&™ #4) H O|X[2] MF HE AMoiM Ctg H

mo
>.

q FL|C}.

r
d
I

a. Broker name(EZ7{ 0|8)2 =24&LICt

/A Important
el Al HE PILE 7B 7Y HE = BZE HEE E27 0|Fof F7+etX| of
AAIR. EZ27{ 0|§E S5l CloudWatch LogsE Z #5104 CHE AWS A{H| A0 Al
A8 = A&LICH EZ7 0|&2 712l Cllo|E{Lt BIZ 8 CIo|E ol AF&st7| 18 Z0]

otelLct.

b. Broker instance type(EZ27{ QIAEHA &
Broker instance types2 & Z3stAR.

0%

)2 MEHEFLICHO: mg.m5.large). AHMIEF HE =

ActiveMQ Web Console access(ActiveMQ & 2& A AM|A) AMH0{| A Username(AtE At O|F) &
Password(¥ 2)& &erLICt EE27{ ALE X} O|F o &f 2 0il= CtE A $to| MEELICt

1o |
« MEXI 0|2 GxAL CHA| OHRE, EE R =4 7|&E(-. _~)Bt Z&E = J&LIC
- 5= A 12%F Zolo| E|A 4702 17 EAUE Qoo StH HE, 28 E= SE(5)E £

/A Important
7HRl Aldd MHE(PI)LE 7IE 7|2 HE E= B e HEE EE7 ALEXl 0|§of|l F7}6tK]
OtAAIR. EE27{ ALE Xt O|§ 2 S5l CloudWatch LogsE E%F%m CHE AWS MH[A0|

AMAE = U&LICEH EZ7 ALEX 0|F2 7HR! HO|E{LE RIZ 8 Ci|o|E{oi| At 57| 2
gt Zd0| otLct.
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5 O|X| & Ere| =4 ZEHA|

9tCHE Amazon MQ7F S EIT0IM EXME E27HE MAs5tn g2 L
EtLICt E27{2| CRDR &g & RPO &EiT &Qlg —’F %.:. LIC}. CRDR & X RPO JEf ¥
sixilstedt E27{ El|lo[E2 2| LESZ gHof Q= 7|0 2 of0|2& MEFELICH O OFE 7|8 d3
I O|X|oi A CRDR & = RPO & EHE SHAFLICEH.

2CHAH|: 7|ZE EE7Ho| EXE MM

1. Amazon MQ £2£°| HZ7{ I 0|X|0|M SAE EE7{ HH S MEY

|

I

L|C

_

2. 7|2 227 MEH HO|XK|0|AM CRDR 7|2 EEHE AI2E 7|&E B2 7{E MENgtL|Ct 2|1 .}
S Mg Ct

3. EAMg E27 7 Ho|X|oMH EECIR HFE AFE5tod SAE 2[HS MElEhL|Ct.

4. SXNE EE2FHE ActiveMQ 2£ AF2X MMM SXE E27{ £ AFEXIo| AFEX 0| 2 &
S E QUEFLICH HE2F7{ AKX} O|BX &5 0i= CHE M EHo| M E LICE.

« AHSXO|&2 GxXAH UHA| OHEE, EE A EE 7|E(-. _~)BF Z&E + A&L

- A5 = x[4 12% Holo|m x4 474e] TR EXtTt lofok ot HE, 28 E= SE(5)E X
e+ olaLict
/A Important

JHel Al ME(PINLE 7[EF 7|2 HE = Qs HEE B2 A& X 0| o F7}51K]
OFAAIR. E27{ AL2 X} O|E 2 S35 CloudWatch LogsE E & 5t04 CHE AWS AMH[A0]
HMAE = JUELICH EE7{ ALE X} 0[&2 7HQ! ClO|E{Lt 2lZ et o|o|E{ol| ALE 57| 2
8t Zd0| ob L ct.

5. D277t HNAE st CIOJE X ALK MMolM 7|2 B2 7ot SHIE B2 250
UMAE ALSRHO| SR 018 W &3 E UAHLICH B2 H ALK OIS T} 20l O+ M2t

o| M &ELICH.
- AEX} O 2 G CHAL OHEE, 2E =4 7|E(-. _~)BF Z&E & J&LICH
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/A Important
JHQl Aled M (PI)LE 7|EF 7| ME = QIZHE MEE H27 ALK 0|E0f F7t5K|
Ot AIR. EZ27{ AL At O|&2 S35l CloudWatch LogsE E & 5104 CHE AWS AMH[A0|
BN AE = A&LICH EE7{ AHE X} O|F2 7HQ! HIO|E{LE 2IZH & C|O|E{ol| At& 57| £
gk Zdo] ot ct,

Z7} MEg TAEUC 22D e MeEL
6. ZHE W AN HOX|M SHE B2 ME HEE HEFLICH SRS 227 Mg HeiEh
=

7. JHCg 7|2 EEAHE MEEELICH o|FA otH SA 2 B2 AHEYELICH HEE7 MR
2loj| CH8 X|&l2 Rebooting a Broker MM & & X 3HAI2.

ActiveMQ E27{0| 7} M 4o CHer RtMIEF LIS 2 AlE5t7]: ActiveMQ E=7] & 2 A4 M)
ME FTstM .

Amazon MQ 2| ZF H[o|E X EZ7{ AMA|

7|2 E= =2 CRDR(EIM 7+ IO =Xl) EEFHE A X|etEdH HX EE27{9| w|o{&E X[
Cl= MEEsHoF ghLict. CH2 X|&2 AWS Management Console2 AI& 3104 E27{2| Ho{2l2 3
Mstn MEE 5= 22 2oiE Lt

1. H=Z7{ HO0|X|o|AH Ho{RlE SHA|5lEi= CRDR EE27HE MEHASI Cl§ HEIS MEIEL|C.

=27 BE 1o|x|]| tlolEf =X Mok 227 oi xS MegLich

IH

2
3. HY Fo| "confirm"E =d5t0{ MEAZ EQIELICH HE7{ Ho{2 SHAI|E MEIEFLICY.
4

LI

H O o3 AE 7|18 EEHE MEEFLICH o|EH 5tH =SHE HEHE AHERE L
Ch. 227 2 &loi CH8t X|&l2 Rebooting a Broker MME & X SHM2. 7|2 EE2 77} RIEE
EH F EEF 25 Ho{~R0| SiMEIH 7HEMo 2 AK|E =~ UE&LICH EEFHE AMX|5tE{H

Deleting a broker MM g & Z5tML.
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Amazon MQ JHEFR} 7h0|=
Amazon MQ SXME E27{E 7|8 BE27 Y&t Z £73457| QI8 Mt =
ol =X| A

SHE EEHE 7|2 BEEH HEE s46tcde B¢ e E= ol ZXIE AEY = A&Lch 5
M2 EE7HE 645tH 7|2 HEZ/I SN HEF JYEE 2
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« HE27{9| Amazon MQ HER3T ¥4 & 74

« Amazon MQ EZ7{0] Java OHE 2|71|0|MH 4 Z

« ActiveMQ EZ 72} LDAP S§&

o 3EHA|: (ME4 AFEH) AWS Lambda g 50 244

« ActiveMQ 227 ALS A} MM
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O
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<

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- B2 7E EH/ICH7| EE7H0]| dd5tE B2 # 2| otelo|E ?
randomize=false&maxReconnectAttempts=01t &7 5§ E27{ 250 static
+failover & 2 OpenWire A EZQIE uriZ AFSELICH of|A:

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,
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ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-

west-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>

</networkConnectors>
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1. Amazon MQ Z £ 01X Connections(214d) MMO 2 0|&3t0{ E27{ MyBroker12| ActiveMQ &
Z& A= xQIEE J|FELICH

2. HEZ7{MyBrokerlQ| ActiveMQ & 2&Z O|S & LICt

3. UHERZ Eelx|7t AZEIR=X] & elst7| s HIEKHZE MEYELICEH

HE 2|3 E2|X|(Network Bridges) A440{ X MyBroker22| O|& & FA7} ¥Z HZ7{(Remote
Broker) 2! #74 &4 (Remote Address) &0l Lt &ELICt

4. E=Z7{MyBroker20 HA|AE £ = oFF A|AE0|AM AH|RHE HEELICH off:

activemq consumer --brokerUrl "ssl://

b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \
--destination queue://MyQueue

AH|XF7F MyBroker22| OpenWire AIE ZQIEof 947351 1 CH7 | MyQueue Ol HIA|X|E AH]

gLk

5. HEZ7{MyBrokerl0l HMAE £ Q= oFF A[AHEIAM YAKE Hdstn HE HAIXIE HE
gfLICH off:
=

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

M ARE7F MyBroker12| OpenWire IEZQIE O AZSH T CHY|YE MyQueueE X|&EX HAIX|E
MAFFLICE.
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CHZ 22 off Z2|71 ofMof| CHEt Q2= HAE & dstefLich
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c. PortRange(ZE He|)o & 2& XE(8162)E =eLICt
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d. Source(22)0| A Custom(AHE AL X|H)E MEHEH HEHOM & 2& 0 HAM|ASH=E O AHSE
AAE|O| P Z=A(0:192.0.2.1)2 Q2dstLct.

e. XS MEELICH

OlMl E27{7} QlHI 2 E HZAE 518 =+ U&LICH

activemqg-client.jar & activemqg-pool.jar I{7|X|E Java A BZ20i| FIHELICH ClS
ol M= Maven Z2ME 9| pom. xml It LHof| EXHSH= OlE4Et és-’—'T- g BoisLct.

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

activemqg-client.jaro CH$t XtMIBH HE = Apache ActiveMQ A& A 9| Initial ConfigurationS &
Z3ML.

/A Important
S oMl ZE0iM d-8Re AHIRE BY A S0 ARAELICH Z2EHM A|AR(EE B
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1. HEHO|AE=ZQIEE ALE5t0d HAIX| Hatxtol CHet UMS E-E A2 HER|IE dd8 TS

HHE 2|0f| CHSH createConnection HIMEE 3 &38FL|Ct.

(® Note
EE“HIIZH7| H27{9| A2 Amazon MQE 2712| ActiveMQ & 2& URLE MIS3HKRIEH &
20| 3tLto| URLEF EE MstELIct OFEH7HR|2 Amazon MQE ZF 2tOjof Bl Z2EZ o
EHOH 27| A=xRIEE XS 3tX|BH Bt |#Hofl 2t mo{o| Bt A== QIER #d5tELCY.
-1 2 -2 ™MO|At= 55 Ho{E LIEHLICE AtME HE = ActiveMQE Amazon MQ E

ofr

27{0| HiE 24 RIS AESAHL.
otolof Bl Z2E 2 A= EolE0| B2 Fol Zx| M S AHRstod ofEEIA 0lMO] o
B ASEQIES TR 58 4 UALIC

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory
ActiveMQConnectionFactory(wirelLevelEndpoint);

new

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(@ Note
HIAIX| MARFE &4 PooledConnectionFactory 22iAE AFE3EHOF EHLICH REA|IEH
HEE 4 HA E M2 AZFAMS.
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Amazon MQ TR 7H0|E

2.

3.

4.

MM, MyQueuets 0|2 20| CH7|Y, 12|10 HIAIR| MAKIS AAIEHL|CH,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

0

EXY "Hello from Amazon MQ!"E MMMt CIE HAIXIE ™S ELICEH

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

AH Ad-xl. = X4 El%l- |_| |:|.

producer.close();
producerSession.close();
producerConnection.close();

HAIX| AHIKHE W5t HAIX|IE +415tE4H

CtS XIEol et AR MRHE dEdst HAIXKIE = AFFLcH

1.

HE7{o| AEZQIEE ALESH0 HAIX| AR CHEF UMS 12 HER|E W88 O HER|
ol CH3H createConnection HIAMEE & &FLICI.

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

EZ7{0 Java OHEE|7i|0|M o4 A 101
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// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
HIA|X| £H|XI= PooledConnectionFactory 22iAE AFSSHH oF EL|CH RHAIEH ™
He g 94 E A8 HESHAM.

2. MM, MyQueuezts= OIF 2| CHZ|Y, 2|1 HIAIX| &H|XRHE A ELICH.

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. MHAIXIZ 27|& ZICt2|Ch7F HIAIR|7F =23f et O +AlgfLCh.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;

System.out.println("Message received: " + consumerTextMessage.getText());

@ Note
AWS HIAIE MH|A(M: Amazon SQS)et HE| AH|XtE EE7H0| RSS2 1A E L
C.
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consumer.close();
consumerSession.close();
consumerConnection.close();

ActiveMQ E 2749} LDAP £3!

/A Important
Amazon MQE Z2t0|8! CAM =8t M QIS ME XI5HK| b&LICH

TLS7t Ed3tE SEoM O T2 EZ S AE 501 ActiveMQ EZ7{0f| HMAE - Ql&L|CH

© AMQP

+ MQTT

« MQTT over WebSocket
» OpenWire

« STOMP

« STOMP over WebSocket

Amazon MQOM = 7|2 ActiveMQ 2151} LDAP 215 Ll H§t 204 S0iA{ MEHSI0] AL R} HEHS
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http://activemq.apache.org/security.html#Security-SimpleAuthenticationPlugin
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MHIA AE2 AZEE AEE = Us HMA BP0l U= LDAP Mo AELICt ol= & LDAP
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s EtEl Aoz QHHSHAH MEELICH

FIF

ActiveMQet & 3t24H LDAP Mol S C|RE2| HE E2|(DIT)7t 2L LICH Ol TXE HE S
H 20{F= oA 1dif b2 ActiveMQ B A Q| £ 0o EHH0|AM LDAP MHHZ CHS LDIF I 7HA

7|2 XML,
LDAP A|EFS}7]

gt i Amazon MQ 2& 2 0|

AlZH5HE4E M Amazon MQE MMSHHLE 7|12 E27{ QIAEA ~E
| 3 0{)2 MEdEL|CT
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MH[A AFol cHet ChE HEE MS gL

- drstEl =l o|F: 218 Y TeF Ro{ @S A™AE LDAP Mol f|x|ILC.
® Note
NZ25t= LDAP M| HTstE EHIQ! O|B0e Z2EEE e T E HE 7} L8 E|X| o
ofok gFLICt. Amazon MQUIME H#stEl ZHIQl 0| 2ol Z2EZ 1dapsE F7I5t1

Flol ZE M35 6362 FIHELICH

0 2 £04 example.comdt Z2 HetE THQIE MEBd= B2 Amazon MQE URL
ldaps://example.com:6362 A& 35104 LDAP A{H{0f KM AT LICE.

HE27{ SAE7J| LDAP MHHet S41E = lofiM HrstEl ZH Rl 0|2 SIHMo =2 =
Qg &= Qlo{oF ELICt LDAP MEHE St H Z2to|8le 2 R X|5tEd™H E27{9] VPC LH
ol M AlZHEl EEfE R 51885 Mol QlHIR2E #FE|0|M IH2E EEiE S AEHeL
C}.

+ MHIA AT ALSXF OIS: LDAP Mol ChEt % 7| HHoITlg 85t ol A8 Y A8Xel 18 0/F
eluict,

« MHIA AE &35 x| HRIEE +dote ArSAte] ef 3 lLct

CtS olOlx[olME ol2det MF HEE MSste fIXIE = EAIRLICH
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Authentication and Authorization

Simple Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker.

O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in an LDAP

SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

LDAP login configuration(LDAP 219! 71 4d) AMoi| M C}S

o AEXL 7|8 AAEXHE AME CIREEZ| HE EZ|(DIT)o

« ALERH AM X[ userBase LHOM AHE XL E = Ol MEEE

4 Y2 E MBS
Qe wEo| 1% olE LI

=
Eo| AHEX} o|F0| AM EE{ Q| {0} AtE| ZAIRZ CHA|E LICH REAIEH L

et 2od CHIE R A 5HAM Q.

> 1

2ILICt Ze2told

uthentication 2!
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El I StLEo| (04 member)2 2 T E

AN
= T
ou=group,dc=example,dc=comzt Z2 1] 0|2 XM3& = U&LICH

o 8 7|k g S AME DITO| Je 22| IR O|FLCt &2 CIAEEEZ[o U= HAIN
15t O o

. 043 AM Qk|: roleBase LHOJAM &2 3= O AFREl= LDAP
AL 14 ZEfo| {0} RHE| EAIRE O

userSearchMatching® ¥x[5t= AFEXI2| IR 0|2 &AM

AMELICt ZEto[HE | AFEAt O|F2 {11 A2l EAIRIE CHA|ELICEH of & S04 CIRE 2|2
g 5o siiY dego| ZE MEXRL| ALE At O|E0| ZEEl memberZle 40| 28 E B2
(member:=uid={1})1 Z2 M ZEHE X3 = U&LICH

CHS olOlx|oME oledet MR HEE XIHetE |IRIE = EAIELICH
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

Optional settings(AM &% 47) MMM CtSot 22 MEIX

0
HI
M
Pl
OH
ok
4>
30
>
-
[ul

o AKX HE 0|8 AHEXIS 18 FHeol Chet AFEXRIe| CIHER| &
QL|ct Aol el AR A2 ALEXLe| CIAEEE| EFof U Q
Ct. O]l userRoleName SME AIE3IH 0| £40| 0|EE2 MSE £ U&LICEH 6E E0{ LIS AFE

A ESE neds 2 &L
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dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user
uid: jdoe
sn: jane
cn: Jane Doe
mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password
2| oflX[2] 2HIE userRoleNameE A2 524 memberOf 42 X|IHELICH Q15 0| HB5tH
AEXHoIH rolel H& 0| EEELICE.

- g O|&: 2t0| ST P& ol O|FQ HE &Fo| I& O|F SHULICL o E 501 28 =2 Lt
O|&o it cng XIHY &= U&LICH 215 0| H35tH HHE &5l s 2 g =2l cn &4
ZLO| ALKt Al & ELIct.

« MEX AM 5t ECI: LDAP AHE R AM R2[o HRIE HolFLCh True@l B2, userBase0| &
O|El = olgfol U= MA 5t EBIE AMSIEE M7 MHELICE

. 38 Z4M 59| EE|: LDAP & M 7Y2|o| HIE MOlFLICh True®! ZS, roleBased] Mol
= of2lof U= TIA| Shel EEIE AT He7t d-EE LI

CtS olOlX[ M ol MEIx MY E XIHE QIRIE E X EAIFLIC

ActiveMQ E27{2} LDAP &

109



Amazon MQ TR 7H0|E

Role Search Matching

The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

Authentication
eIEg PisiAlEs 22t0I9E X2 ZHo| K& 8ok BLICH 0218 X124 ZHE LDAP Aol = Al
Xt 7[8to| AFE X0 CHal BB ElLICh

ActiveMQ E27{0]| MISE AFE X} 7|82 LDAP MM AFE A7 MHE &= DITS| = EE 7+2|740k
grLICE o & E012 AF® § AWS Managed Microsoft ADO| L =M@l 74 @A corp, example 20|
com!D ZX Bl corp 20| = HR OIS S ARl 7|HO 2 UsersAt2EHLICH.

OU=Users,0U=corp,DC=corp,DC=example, DC=com

ActiveMQ EZ27{= EZ7{of CHEt 2 2}0|HE 94 XS QIS 57|
£ AMshLCE

4o

|3 DIT2| O] %[0 A] AF2 K}
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. Active Directory Users and Computers
File Action View Help
& |F =2 HE 3RET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v 3| corp
3| Computers
2 Destination

3| Group
3| GroupTwo
2 Users
ActiveMQ 224 3 EXte| £ 0|&2 uvidol| tEZYStEZE ZF ALERI0f|A T &4 ﬂg*

AcE A
O A=X| 2 Qlatiof BLct TOolah ALEAtS| 913 AFE XL OIF 2 AL E = UELICH RHAMEH LS
2 Windows Server 2016 0|4 BHH& 9| Active Directory AFE A+ & Z4F E{0] IA‘I ID

activemg &4 A E
ofE FE2 &x

el ActlveMQ =& HMAE & dstotti™ s AFEAF7F amazonmg-console-admins

B Rofo] B9 S251 AN B WY IS MPHLICL Be Rof m2to

activemq.xml 7t ol Q= cachedLdapAuthorizationMap 242 %3H CH&f(EEE 2tYE
FtE, CH& ZEhEE S-ELUCH RAE L8 2 FHAIE LDAP HEt §0{ ZES XML,
(® Note

H=27{9] activemq.xml 74 Tt U0 A cachedLDAPAuthorizationMap LA E A& 5tEd
HE S5l 72 dHE I LDAP Q& & Het Roi M2 MEIstAHLLE S8l 74 ME2S
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L89
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://activemq.apache.org/cached-ldap-authorization-module
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AWS Management Console A%3t7{Lt, Amazon MQ APIE AF835H0 M T2 S M4AJE LDAP
[ authenticationStrategy £48& 2 M3l of gLICt. AWS Management Console

cachedLDAPAuthorizationMap 40| Y82 CtZ Ml 7+X| £ 42 M S3HoF B LICH

* gqueueSearchBase
* topicSearchBase

* tempSearchBase

/A Important
SRet HEIEE7{o| 7/ ol A MEEIX| A =5 57| 28 Amazon MQE
cachedLdapAuthorizationMapdM Ct& &£82 AL&StX| RSt S RHEHEFLICEH

wT

e connectionURL
e connectionUsername

e connectionPassword

HZ7E M M Amazon MQEE &35 AWS Management ConsoleEE = APl 39|
ldapServerMetadata §&0M XMBst= 2t el 822 CHAELICH

CH2 & cachedLdapAuthorizationMapll &5 o|ME EoiELICH

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>
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https://docs.aws.amazon.com//amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy
https://docs.aws.amazon.com//amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata
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o248t 22 Zf CHA Kol AHE HEHo| XIHEI DIT LHo| IxIE AlgErL|ct. et 22 od Aof A
AWS Managed Microsoft AD, corp example o] SUst THQl 714 LAE AI&dt= comER 2

CHA REE ZTHSIEE 2l &8 Er@|destinationE X|HELICH S1E OU LHO|M queues,
topics ! temp EH’&OH CH3H OUE St e = d&LCt

et CH7 | R cid el HE Fo HEE MSsts tH7|E AM 7|8H2 DITO|AM TS IR|ol A4
=|L|ct
= .

OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help
& nFE 48 XEC=H

1 Active Directory Users and Computers [WIN A

Saved Queries

3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

2 Users

OrEH7ERIZ2 A 2 HA| CHE o] ALE HEH #EI2 DITOHAM S e =&Fof A&LICH

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
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OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

2t Cha RB(CH7IY, T4, YA OU LHoA QHYUEE EE S5 hy 0l&S MBE + YL
Ch7Iedo) M3t Rof FAlS KT oHeiH CH]

Al DEMO.EVENTS.$.2 2 Al&fst= BE

OUE ddg =+ JU&LICH

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ OUE Queue OU LHo{| & LICt.

ActiveMQ2| 2t LE=FtEof CHEF RHAMIEH LIS 2 2L E

DEMO.MYQUESH &2 &7 Ci7|¥e| H

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e | 2@ B8 Bz HMmE T

1 Active Directory Users and Computers [WIN-IL A

| Saved Queries
v 3 corp.example.com
3| AWS Delegated Groups

= | AWS Reserved

. Builtin

=

| Computers

v 3| corp
3| Computers
v 2 Destination
v 2 Queue
3 | DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

3| DEMO.EVENTS.S

3. Temp
3. Topic
3| Group

3| GroupTwo

—

a2 | Users

—

CHel = tUEFIEE LIEIHLE ZF OU LHAIM Ml 7He| 2o 1 &8 i/ dsHoF & LIC ActiveMQ2|
T E HEtH O EER|2 7|/ 7|z elAb et dL|Ct ofed8 ZF AFE HEhol| CHEr REAIEH LI 2
o

>

Olz{8t 20 1 & read,write % admin®| OI& S XI&5Hok &rLICt ol2{8t Zf 20t I & LHollM At
SAHEE IS FUME £ o0, oY AFSKH EE IS B AU £8Y HEre AU 2
|

eterte et &g fE= 7 chefof ol2{8t 2t 2 &o| Ee L Ch.
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_ Active Directory Users and Computers
File Action View Help

& | rF /8 XELE HE/DPRETE%R

1 Active Directory Users and Computers [WIN-IL A || Name

| Saved Queries 8% admin
v i:_] corp.example.com %read
_:.'__ AWS Delegated Groups %write
2| AWS Reserved
| Builtin
| Computers
v (3] corp

5 Computers
v | Destination
v 2 Queue
2| DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
o DEMO.EVENTS.S
3 Temp

3 Topic
3. Group
3 GroupTwo
o | Users
' Domain Controllers

] in..

ForeignSecunityPrincipals
LostAndFound .

Type Description
Security Group...
Security Group...
Security Group...

® Note

BEIRt 122 MM 08 o|SoM SS0| LA
ofl HZHE 274 Al Windows 2000 O|F T#&l0iA 20| Z2 0|8
ob7| 2 ofl B A85HL|Ct Windows 2000 O|™ H{M EIAE AFRIO| 7t MAof Qake
X|ot Meixio 2 nRsfof BLICt ol SEL 1/5t7| QI8H ZH admin 220 uuid H0O|

7te = A&LCH

LIC}. ol =2 2 &0|DITe| CHE 21X
2
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File Action View Hel New Object - Group
e A0z (M = NN E

| Active Directory Users a
~ Saved Queries
v 33 corp.example.com

AWS Delegated (
AWS Reserved
Builtin

| Computers

<

Group name:

S; Create in:
-

2.com/corp /Destination/Queue/DEMO.MYSECONDQUEUE

| admin

Group name (pre-Windows 2000):

| admin-alias-uuid-3f3b6ae7d|

Group scope

(O) Domain local
(®) Global
(O Universal

Group type

@ Security
() Distribution

Cancel

E are no items to show in thisy

Domain Controllers

ForeignSecurityPrincipals

LostAndFound

EX™ Aol admin E
ot 220

Ct. read £
Ct.

|l A
= T

Hot 35 HEtol 7HE MERHE F7tst= A 2o A 2&E F7¢

ActlveMQOHA‘I JE°| &4 0|§2 CHA| StEZYSE R activemg &4

ofl 74| E2iA groupOfNamesO| Rl=X| & Ql&t of & L|Ct.

o
ol write IE0| F

ot 250l AFSXHE FIhstH AEXIVE oY FHE

F7tstH CHefoll M ¢ 7ttt

Py
T

MU AHE £ s
CHAMOfl & 4 e

U&LICH Tt

ACo L2 2 F7te O&

O|= /| 5t2d™ AP At uidel A2t S T2 MAE =&ELICH Windows Server 2016 O B{7

9| Active Directory AtEXt 3! ZHFE{0i|A{ ID OHE

A (B4 AFE) AWS Lambda & =0 @124

TEE HESMR.

AWS Lambda = Amazon MQ EZ27{9| HA|X|0f @1Z5t1 AIEE = U&LICH HEFHE La mbda01|
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
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* mq:DescribeBroker

* ec2:CreateNetworklInterface

+ ec2:DeleteNetworklInterface

» ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

(@ Note
ZIQHIAM Heto| giom™ &7 Amazon MQ E|AAQ|BZEE M
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2. (MEAE) E‘I%i HBHA 7HSH0| Gl EEHE WHEt 4T
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- VPC YIEZQIEE A
iZig MBI A
Ol oiZdstof BfLICt RtMISH L8 S

Manager A =EEZQIE
QIE{HO|A VPC UEXQIE ZHE &HX

Lambdaoi| CHEH M.

O| Lambda H|O| 2=

E #3104 Lambda

2 AWS Lambda 7He Rt

£35t04 Amazon Virtual Private Cloud(Amazon VPC)2t Lambda Z+2|
mazon VPC= AWS Security Token Service (AWS STS) 2! Secrets
AWS Lambda 7HS X} OFLHA{ 04| A
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3.

AWS Management Console® At&35t0{ Lambda & 01 CHS EZ7E O|HE 4
Cl. create-event-source-mapping AWS Command Line Interface @& At
L|Ct.

>
Hu
-
0%
]
r

olo
o

HME|E Lambda HO|2Z2EE HE 740

HZ7{0| M AH|8F HIA|X|E Lambda ?:.—f—ﬂ *MElsteE ZEE E/-EELICH O|HE AA OiZE oA
of 2l
MQ CH7|2 2| Lambda HO|2E of &AL

F

(® Note
O| oMol M testQueues CHZ|E 2| O|S lLILC}.

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType": "jms/text-message",

"data": "QUIDOkFBQUE=",

"connectionId": "myJMSCoID",

"redelivered": false,

"destination": {

"physicalname": "testQueue"

1,

"timestamp": 1598827811958,

"brokerInTime": 1598827811958,

"brokerQutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message"
"data": "3DTO0W7ch51prgVLQaGQ82$48k=",
"connectionId": "myJMSCoID1",
"persistent": false,

"destination": {

"physicalname": "testQueue"
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iy

"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

Amazon MQZE Lambda0i @125t = &, Amazon MQ O|HIE A A0 CHSH LambdaZl X|steE S M

al O|HIE AA O|E 270 CHEE XHAISH LHE 2 AWS Lambda 7HEFXF OHLH A0l A Amazon MQO4| A
Lambda A2 & B XSIAMI2.

OII

ActiveMQ E27{ A2 X} MM

ActiveMQ AF2Xt= ActiveMQ EZ27{2| CH7|E L FH|of| HMAE = U AHE EE= o E 2|7 o|M e

LICH AEX7E £ HEtE A8 78 + UELICH o & §04 UF ALK ActiveMQ # Z£01|
MM ASHESE A + UA&LICH

o|0f M 2llolE &LICH At Xtol ZEE st a0 tial S Ci7|E & FAof 2Lz
X FHoM En Oi7|E 2 FHE 2ElE HErE 7 HE & A&LICH

f=1
I=|E
CH7 1 =

(@ Note
JE8 A8RIe SYNOR T +E gaLch I8 Flolg2 T8 siut ol ol AFBR
E Z7be ) MAED aB0lM 2E AFSKHE K4ste ARIgLIC

(@ Note

Amazon MQ 7|8t ActiveMQZ2| activemqg-webconsole IE2 2 E L7 2 F=A|of CH$t
TRt HEtE2 ER5tD QELICEH Ol AE2| 2 E AP AT HE|RF HAMA Hete &Lt

Ct= oMol M= AWS Management Console AFE 3104 Amazon MQ E27{ AF&XIE M, HE &
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M ActiveMQ E 27 AF2 X} A

1. Amazon MQ Z&0i 2 12lgL|Ct.

2. HE7{ S50 E27{ 0|F(0il: MyBroker)2 ME4Et CIZ View details(M|F HE E7()& MEAF
L|C}.

MyBroker | O|X|2| AtE X} Al4doi o] EZ7{0of| &8t 2ZE ALERI7t LI ELICH

paolo.santos No Devs

jane.doe Yes Admins

Create user(AtS At 4 4) CHst 4 Xtof| Username(AHE At 0|F) & Password(¥ )& =FLICEH
(ME ALED) AL RETE S6tH 2 O & ol§ 2 &l E 2 FE6tod UZELICHO: Devs, Admins).

(MEH AFEH) AL RFT} ActiveMQ B 2£0f BMAE £ QA 624 ActiveMQ Web
Console(ActiveMQ & 2&)2 ME{gFL|CH

o o &~ W

7. AEXpd-EES MEiFLICH

/A Important

AU FZA| AERIOIH HE At 0| HEE|X|E ef&LICH
3 LH%% ’ﬁ.%ﬁPEﬂj CtE |X #El 7[2tE ZITEHL E274E A S Ssf{ok ghLich

1. Amazon MQ 2&0| 22QlgfL|Ct.

2. HZ7 S50l EZ7 0| (0dl: MyBroker)2 MEHSH CIS View details(MIF HE £ 7))
L|CF.

t|EH

i
ot

MyBroker W O|X[2| AtEX} Mol 0] EZ 70 &8t EE ALS AT LIQELICH
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paolo.santos No Devs

jane.doe Yes Admins

3. =IQIE¢o Qs HEE MEfstn WRIS MEFLICH

Edit user(ArZ X+ T &) CHSF & KH7F A LICH
4. (MEH ALE) M Password(&%)E l238tLict.

5. (MEfAME) ALEXI7L £51H 2 28 OIS HER TFE8H04 RIS AHLE MAELICHO:
Managers, Admins).

6. (MEH ALE) AFEREZE ActiveMQ B Z & 04| HMAE = UA 5HE{T ActiveMQ Web
Console(ActiveMQ & 2&)2 MEHEL

7. AEXtol CHEr HE MY E XY st2{™ Done(2t=z)S MEHEFLICEH

/A Important
APRXPOH CHEH 848 AP0 oI FA| AEX0|H HE ArZ 0| M &IX[= ef&LICH
L8 MEstA™ CtE /X| &l 7|ZhE ZIChE|Hu E2 7 E X F S sl oF &f LT

ActiveMQ E 2 7{ A2 X} AHA]|
Cf 0|4 TQ 5K S AFRRFE AMXIE & QiLCt,

1. Amazon MQ &0 23 ¢Ql&L|Ct.

2. H27{ 550 M EE7 0|F(0: MyBroker)= MEit CIZ View details(MF HE E7()E M=
L|Ct

MyBroker H|O|X|2| At X} MMoi o] E= 740l &8t ZE AL AT LG ELICH

paolo.santos MNo Devs

jane.doe Yes Admins

3. EIQIHQotlE HE(M: MyUser)E 1Eet CI 2 AX|E MEHETLICE.
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4. AEXl ALK|E &0l5t2{H Delete MyUser(MyUserE AMK|ISHAIZA&LITH? CHEF A Rof|
M Delete(AfA)E MEHFHLIC,

/A Important
U FA| AERIO|AH HE AL O] MEE[X|= & &LICH
3 LIS M8stciH Ch3 | X| #E| 7[Zh2 ZICtE|HL E27E A F 2atiok gLCh.

ActiveMQE St JMS(Java Message Service) AHE 0|
CHE oMol M= ActiveMQE ZE2 2L WA 2 AME5tE YWHE Eod FLCH.

« OpenWire O{A| Java ZE= EE7{0] @1Z%t1, CHT7 (@B MMstDT, HAIXIE 2L 2&L|Ct &t
Mg M- 242 Connecting a Java application to your broker EH 2 & ZE5HM|2.
« MQTT oflX| Java ZE= E27{0f @51, FHE ddst, HAIXIE AAlstn gH&L|Ch

» STOMP+WSS o{Xl| Java Z=E= EE270f A5t T, CH7|¥S W5t D, HAIXRIE AAlStD gH&L
Ct.

AN E=A

Ad
o

VPC "

i
tok
0%
toh

P

VPC LM 22 7{0]| HMAE = U TS 5l24™ enableDnsHostnames 2! enableDnsSupport
VPC &2 g4d5tslioF 8fLICt RFMIBH LI 2 Amazon VPC AFHE A 2| VPCO M DNS X|#4& 2
Z5tM.

2. HE7{ SF0M 227 0|F(0dl: MyBroker)2 EHEFLICY.

3. MyBroker M O|X|2| Connections(P1Z2) MMM E27{0| ¥ 2& URL X 20l0{ Bl Z2E
o{SLct.

=
o =
4. M5 HE Mol Hot J HEQIoM Bt IEQ| OIF EE

o
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6. mHO[X| stEroilA 2l P—E—EE MEfet = HES ME{ELICH
Al
o

F=Ade=xZolEo EH?_P TAE FIHELICH COFS oAM= 227 & Z£0i CHsl of 2
Aot GHS 2oiELICH

a. T= F7HAdJd Rule)E ME4EL|CEH
b. &0 Custom TCP(AFE Xl X[ TCP)E ME4EFLICEH

c. Port Range(ZE HQ)oll ¢ 2& LE(8162)E =igtLICt,

KoM SIS 2 HMASH DR 5t 25 URL

o

E_I_

d. Source(22)0|A Custom(AFE A X|H)E MEHEH HEHOIM & 2&0 HMASHE O AHSE

A|AEIO] P Z=A0]: 192.0.2.1)2 =48tLC}.

OpenWire
activemqg-client.jar & activemqg-pool.jar H7|X|E Java EciA B2 o FIHEL
2 oXl= Maven ZEXME 9| pom. xml W LH| EXHSt= OlE{et F&HHE Eo{FLICt
<dependencies>
<dependency>

<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>

</dependency>

<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>

</dependency>

</dependencies>

activemg-client.jarol CHet AtA|EH HE = Apache ActiveMQ AE A 2| Initial
Configurationg & X 35tM L.

Java AHE Of|X|
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MQTT

org.eclipse.paho.client.mqttv3.jar H7|X|E Java 24 B2 FIHELICH CHS of
M= Maven Z2ME pom.xml ItYO| 0| Z& M2 2Eo{FLICt.

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mqttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

org.eclipse.paho.client.mqttv3.jar0ll CHEF XM LHE 2 Eclipse Paho Java Client&

SESC VRS

STOMP+WSS

CtZ Z7|X|E Java EeiA F=0f F7HEFLCE

* spring-messaging.jar

* spring-websocket. jar

* javax.websocket-api.jar
* jetty-all.jar

* slf4j-simple.jar

* jackson-databind.jar

CtZ olAl= Maven ZEME 9| pom. xml It LHM| EXl5t= Ol et S&ES Eo{ELICt

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>
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<dependency>
<groupId>javax.websocket</groupIld>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>
<groupId>org.eclipse.jetty.aggregate</groupld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml. jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

REMIEH LHE 2 Spring Framework A& A 2| STOMP SupportE & Z=3HM2.

AmazonMQExample.java

/A Important
CHS olxl| 2 =0 MARIeL AHIRIE B ABE|M A™ELICH Z2HM A|AB(EE 2
27 QAEA Fol TX| E|AE)Q| AR MAXIQL AH|RIZF HEO| FAE FE AHEOM

MR E|= K| 2QIBtLIC

OpenWire

/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
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* A copy of the License is located at
* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JIMSException {
// Establish a connection for the producer.
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final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {
// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =
connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
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.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage)
consumerMessage;

System.out.println("Message received: " +
consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
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connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.eclipse.paho.client.mgttv3.*;

public class AmazonMQExampleMqtt implements MqttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMgtt().run();

private void run() throws MqttException, InterruptedException {
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// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MqgttClient client = new
MgttClient(WIRE_LEVEL_ENDPOINT, clientId);

final MqgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
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System.out.println("Received message from topic " + topic +
": " + message);
}
@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");
}
}
STOMP+WSS
/*

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the
* permissions and limitations

*/

import

org.springframework.messaging.
import org.
import org.
import org.

import

License for the specific language governing
under the License.

converter.StringMessageConverter;
springframework.messaging.simp.stomp.*;
springframework.web.socket.WebSocketHttpHeaders;
springframework.web.socket.client.WebSocketClient;

org.springframework.web.socket.client.standard.StandardWebSocketClient;

import

org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;

public class AmazonMQExampleStompWss {

// Specify

the connection parameters.
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private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new
MySessionHandlex();

// Create a connection.
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return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,

head,
sessionHandler).get();

private void subscribeToDestination(final StompSession

stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon

MQ!".getBytes());
private static class MySessionHandler extends

StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {

System.out.println("Connected to broker.");

private static class MyFrameHandler implements StompFrameHandler

public Type getPayloadType(final StompHeaders headers) {

return String.class;

}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection =
consumerConnection.start();
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);

connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();
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import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
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JHer R 7Ho|=

OIAE, L gt
A%Y dd=+
mqg.m7g.n 100
dium

mqg.m7g.le 1,500

mg.m7g.x 3,000

mq.m7g.2 6,000

mq.m7g.4 12,000

mq.m7g.8 24,000

mg.m7g.1 36,000

mg.m7g.1 48,000

Tl QIAEIA HE7{9| 7|23t

L— HA

2

e n
{y Of

500

4,500

9,000

18,000

36,000

72,000

108,000

144,000

MR

A H[RE
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10

10

10

10

10

10

10

Queues

500

1,000

2,000

4,000

8,000

16,000

24,000

32,000

vhost

10

50

100

150

200

250

300

350

Shovel

30

50

100

200

400

800

1,200

1,600

El
r

500

1,000

2,000

4,000

8,000

16,000

24,000

32,000

HIO|E
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HIAI X

37|

524288

524288

524288

524288

524288

524288

524288

524288
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JHeER 7Hol=

2HAH EE7{9| 7|28

QAR LT =Y  MEY  Queues  vhost Shovel — gt
AR A+ A+ 2dHR

mqg.m7g.n 100 300 10 100 10 10 100
dium

mqg.m7g.le 500 1500 10 1,000 50 30 1,000
rge

mqg.m7g.x 1000 3000 10 2,000 100 60 2,000
arge

mqg.m7g.2 2000 6000 10 4,000 150 120 4,000
large

mq.m7g.4 4000 12,000 10 8,000 200 240 8,000
large

mqg.m7g.8 8000 24,000 10 16,000 250 480 16,000
large

mq.m7g.1 12000 36,000 10 24,000 300 720 24000
xlarge

mqg.m7g.1 16,000 48,000 10 32,000 350 960 32,000
xlarge

RabbitMQ& Amazon MQ Z|CH 2|AA A8t RabbitMQ
Etel QIAEA HixZof CHEF #& CHZ7[&E0] = m7ge| 27| =7 X|F

CHS Eol= Bt QIAEIA E27{0| ZF QIAEA R 2[CH St ZLo| Ltet A&LICE

HIO|E

=

HIAI X

37|

524288

524288

524288

524288

524288

524288

524288

524288
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mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

SHAEHHIZE 2

Ct

0jo

e
b

300

5,000

10,000
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150 12500
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el

500 150,000
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50
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Fa
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Zfol Ltek &Lt
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HIO|E

=5

HIAI X

37|

134217728

134217728

134217728

134217728

134217728

134217728

134217728

134217728

Shovel

250

Z|cH 2lAaA MFt

163



JHeER 7Hol=

Amazon MQ
QIAEIA oid A M A Queues Vhosts Shovel
£ H| Xt
m5.xlarge 10,000 30,0007 1,000 60,000 1500 500
m5.2xlarge 20,0007 60,000 1,000 120,000 1500 1,000
mb5.4xlarge 40,000 120,000 1000 240,000 1,000 2,000
m5 Z{AE HiZ ol CHEt =|CH 2|4 A A8
CHE E0l= E281AH EE27{9| Zf QIARA S3H x|CH §t Zfo| L2t /&Lt
QIAEIA R Queues MEY AH[RE Shovel
mb.large 10,000 1,000 150
mb.xlarge 15,000 1,000 300
m5.2xlarge 20,0007 1,000 600
mb5.4xlarge 30,0007H 1,000 1200
e O3 242 A4 2 M st ot M8 ELCh
CIAEA & o4 A
mb.large 5000 15,000
m5.xlarge 10,000 30,0007H4
mb5.2xlarge 20,00074 60,000
mb.4xlarge 40,000 120,000
S{AE E2 70| HE S st 22 AF8 7158 = E £2 RabbitMQ7| AF8 7Is8 E ZHol 2|A&
AE BHlistE EAlo| Mel EAIE g ECHEE = U&LICH R B 2t2 T06lE B CHE 2o

Z|cH 2lAaA MFt
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CHEH 12 MZ AAsHT ChAl AIZ 81 7LE QlABIA 378 Yadlol=stof 2|c) BIEE S & 9/

T E X5t ChE @7F HAIX|7H EHEHEILICH 2 E 2H2 m7.1arge B QIARA BHEE 7|22

(® Note
ChE HAIRICSl 2F ZE= AL &2l 22to|ME 2tolE8 2|0l mef HEE & AU&LICH

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (5000) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbit@Eip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

AH| R}

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

Z|cH HIA|R| 27|

(406, 'PRECONDITION_FAILED - message size 524289 is larger than configured
max size 524288')

I.

ok

ar

(406, "PRECONDITION_FAILED - cannot declare exchange 'limit_test_3' in
vhost '/': exchange limit of 10 is reached")

(® Note
CH2 27 HAIX[= HTTP Management API & Al2 AL EtLIC.
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Amazon MQ TR 7H0|E

CH7 |

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (10,000) is reached"}]

Shovel

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 150 per node\n"}

Vhost

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 1500 is reached"}

RabbitMQ& Amazon MQ E27{ 7|23}

RabbitMQ& Amazon MQ EZ7{E M4 | Amazon MQE EZ27{ M5 & #|/X3l5H7] {lal 7|2 &
gtol 227 M= dl yhost M[EHE X &FLICH Amazon MQE vhost M8HE 7|£(/) vhostol|BF Z{ 28
LICF. Amazon MQE MZ MM E vhostol| CH3H 7|2 HAg MESIX| A&LICH M EZ7{2t 7|E E
27| B5of Cisl o|2q8t 7|22t 2 s XIst= Kol E&LICt oFX|g AXNE ol 7[24t2 =74, K

Hol e AXE + &Lt

Amazon MQE RabbitMQ 3 2! RabbitMQ 42 Amazon MQOi| CH3 MZE CIE2 E27{ 2= 4l yhost A
st2 MAEHLICH RabbitMQ * 0|2 CHS 5H| MMM REAIS] A& EFLICE

Amazon MQE EZ7HE d4e ] MEstE QABHA E W E=27 HiZ Z=of et SA40E xgt
£ YdggLich 7|8 gX2 chs1t 2ol 2 2=of et o|Fol X|EE L

RabbitMQ 3& Amazon MQ: RabbitMQ

=

_,_
O

2| QIAEIA — AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« Z2{AE HHE - AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ && AWS-DEFAULT-QUORUM-
QUEUES-POLICY-CLUSTER-MULTI-AZ

RabbitMQ 4& Amazon MQ: RabbitMQ

_,_
O

« CFed QIABIA _ AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« Z2{AE{ H{ZE - AWS-DEFAULT-POLICY-CLUSTER && AWS-DEFAULT-QUORUM-QUEUES-
POLICY-CLUSTER-MULTI-AZ
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(® Note

Z{AE HHZ M ha-mode & ha-sync-mode E27{ H22 ZEi4 0|83 & 17184

(HA)O ZRBfLICH 0l2{3t A% 2 RabbitMQ 38 Amazon MQOY B+ 2{& |0 RabbitMQ 401/ =
TEEX] & LICH.

7|8 AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ HAE AX||3H Amazon MQE M
=2| 20| 02! ha-all-AWS-OWNED-DO-NOT-DELETE M AFS&LICt 22{™ Z4 ha-
mode 2 ha-sync-mode HHO| A& MEELICH DRt AEX XY HAME dHMst= 32
Amazon MQE & H9|0i ha-mode & ha-sync-mode& AtS2Z F7I&LICH

|

12

o
Pl
rok
nx
0%

bl

oz
oz
N
i
=

404

AMAH Ol A H

o 1=

ol
>

[} S=olAE Amazon MQ7H MZ A EIS 270l MR sHs 712 H& 3 KStoll Chsf A
Ct. max-length, max-queues 2 max-connections@| g2 &
of thek CHELICH s 2t HE 7[=2k BHadof Lot A&LCh

— HA — AN EH

rlo

RabbitMQ 3 2! RabbitMQ 4 E27{ 2 F0f CHet X

- queue-mode: lazy(ZH)- X|0d CH7|¥ES EMsIELICE 7|IBMo 2 CH7|E2 HIAIX[C] 21 HE
2| FHAIE R X|5t0d E27{7} HIAIX|E LHIRIOIAH 7hsE & We| MY
ol EEFHO| HZ27t REMAT T 8F HEe AE7t &g = U&LICH X[ CH7|FE2 7ts
gt &H HAIX|E CIATE 0|S5ted & LIC [MEtAM MHef 28 270 HIZ 2o RX[El= HA|
X| 7} Z2o{ELICt x| CH7|¥ S AFR ST RabbitMQE Amazon MQOIAM H & HAIE 2Z=9}
ZICH7|EE X|3E = UELICH EYE A8 AEdME X[ Ti7|¥E2 M85t EHEFHO| 80| &F
7 =E4E = A&t ol 2 HZ 2| FHA||AM HIAIXIE HESt= 20| oLzt HIAIX|7t ClA 3o
MEZ7Z 0|SE|7| HEYLICt.
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® HiZ 2E=
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- max-length: number-of-messages(=%H) - CH7 | 20| HAIX| =0 CHEt M|EtE M™YgLct 2
HAE HHZO|M Ol MEH2 EE27{ R{E YT 242 FR0iLt | X| 22| 7|2t o|F ol CH7 (¥ S713+ &
Al BXIE LX[ELCH

@ Hiz 2=

Cluster

- overflow: reject-publish(X%H)-max-length HME A&t CH7|Q0H M CHZ (2| HIA|
K| =7t max-length gtoll ==&t = M HIAIXIE HESHZE ELICH CH7|E0| LH{EER 4 Ef0|H
EtE HIAIX|7F & AE|X| E =8 5171 I5H E2 70| HIAIXIE AASHE 20| E ofZE2|7io|lM2
HAIRE 2 RlE F3dat oF B LICH HAIKRL & elg F3dst= Ldof CHet REAIEH LI &2 RabbitMQ
MO|EO|M HAIXF EQl2 X FHM L.

I_I ol

® HixZ 2=

Cluster

RabbitMQ 3 224 A%

« max-queues: number-of-queues-per-vhost(vhost Mgt - E27{9| CH7|d £~of CHt A|st
2 M™ELICH max-1length & Ho|ot OHEHIHK|2 E2{AE HIZOM CH7 | =& MStetH =2
EHMEEOILL X #2| 7|2t o|F ol CH7|d 718 YAl SXI7H W X|ELICH CH7|¥2 MEHsHH
CH7|¥e SX|6t7| Qs =8t 2ol CPUZF AFE ElE AT WX|ELICH
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BA Bo|AH
- max-connections: number-of-connections-per-vhost(vhost M8t - EZ7{0f Cist Set
O|HE AW 0| Mshg MYELICH A ghol el o2 8 MetetH =8t H2 7 HZ 2| A

o2 HEZoM I8F HZe| ZE7t LMstD 2&0| YA BXIE = U= =Xt Y X|ELICH
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JHeER 7Hol=

/A Important

max-queues & max-connectionsE RabbitMQ 3& Amazon MQO|2t A&

RabbitMQ

(® Note

max-length & max-queue 7|& A&
LICt HIAIX|7} 5kBELCH &M 2 32 max- length 2! max-queue A
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ol MZ M4
HIZ 2E=0{

J0 11
o2 o

QIABIA R
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T

mq.m7g.medium

mq.m7g.large

mqg.m7g.xlarge

1=| 5 2 7{9] 7|E

(et ole{et 2t

Deployment

mode(HfZ 2 E)

I%._ Zfol Ltk U&

SkL|C}.

max-length

LIC}. Amazon MQE

max-queues

2,500
100
20,0007
10,000
30,00074

15,000

&t

z’8

=227{9]| ¢l

SELCH.

max-conne
ctions

100
100
5,000
5,000
10,000

10,000
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mq.m7g.4xlarge
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t3.micro
mb5.large
mb.large
mb.xlarge
mb5.xlarge
mb5.2xlarge

mb5.2xlarge

Deployment

mode(HfZ 2 E)

Th QIARA
Cluster
Ehd QUARIA
Cluster
Ehel QIAEIA
Cluster
Ehel QIAEIA
Cluster
ol QIARIA
Cluster
Deployment

mode(HfZ 2 E)

Thd QIARIA
Ehd QIARIA
Cluster
Ehel QIAEIA
Cluster
Ehel QIAEIA
Cluster
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e Al
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9,000,000

H
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10,000,000

max-queues

40,000
40,000
60,000
30,00074
80,000
40,000
100,000
20,00074
120,000

50,000

max-queues

500
20,0007
10,000
30,00074
10,000
60,000

10,000

max-conne
ctions

20,0004
20,0007
40,000
40,000
80,000
80,000
120,000
120,000
160,000

160,000

max-conne
ctions

500
4,000
15,000
8,000
20,0007
15,000

40,000
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Amazon MQ e Rt 7hol=
QIABA R Deployment max-length max-queues max-conne
mode(HHE 2 E) ctions
m5.4xlarge EHd QIARIA e A Q13 150,000 30,00074
m5.4xlarge Cluster 12,000,000 10,000 100,000

RabbitMQ E27{ 74

T M0of= Cuttlefish 8412| RabbitMQ E2740]| CHEF R E MAo| Z&ELICH EE2FHE M
TS HMEE = UaLcH O ChE 7S SiLE ol 4ol EZ 7o M Q

Ad
o

A

Bz7{Fdol= ofe] £40| [U&LICH oAl= CS Z&LCh

« O|&(MyConfiguration)
- ID(c-1234a5b6-78¢cd-901e-2fgh-3i45i6k17819)

« Amazon 2|A A O|&(ARN)(arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b678cd-901e-2fgh-3i45j6k17819)

M &Moo Mi EE2 Amazon MQ REST API 2= 0| CI2 B8 & X 5HA2.
« REST & ID: 74
- REST %4 ID: 2

« REST 221 ID: 4 707
« REST 1 ID: 4 707

|

Olo

. RabbitMQ E27{ T4 AiA{ Ol &
* RabbitMQE Amazon MQ 74 7HH T Z RabbitMQ

=
8¢ =+ U&LCh

EEETEST
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« Amazon MQZ2| RabbitMQOi| CHalf 7+ 7t =8t 2k
« RabbitMQ #432| ARN X|&

RabbitMQ E27{ M MM Il M

T Aol = RabbitMQ E27{0f CHet 2= AMZX 0| Cuttlefish Ao 2 ZeHELICH BEE27{E MAM5H7| &
of M E MME £ A&LICH O CHE +EE stL O|& o EZ7{0f| M8E £ U&LICH

Ct= oMol M= AWS Management Console2 A& 5104 RabbitMQ E27{ 7182 Mdst1 X &35t
H

£ Y S 2oiELIch

/A Important

DeleteConfiguration APIE AFE3HMEF T2 AXE = J&LICt REMIEH L2
Amazon MQ API 2 Z 0| 242 & ZT35IM L.

UEFERYTE
5270 TS MB2E B TAS Madsior BT

1. Amazon MQ &0 21 QlgL|C}.

2. 2lZof|M EtA 22 2HEHEE T Configurations(TFA)E AMEHEHLIC.

Amazon MQ
Brokers
Configurations

3. Configurations(74d) H O|X|0ll A Create configuration(Tt43 244y MEHEL|C}.
4. T8 Y 1 o|x|e| MF HE (Details) A0 A T4 0|F(Configuration name)(0d:

MyConfiguration)2 235t E27{ ATl(Broker engine) {72 MEHFLICE

RabbitMQE Amazon MQO|A X|25tE RabbitMQ A Z! HHF 0| CHEF XEA|BH LHE 2 the section
called “BHT 2" MM E FXSHMIL.

5. T4 dds MEELCH
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A-&3stod S TR oF ErLCh.
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74

1. T4 SE0l|M MyConfigurationS MEHEFL|C}

® Note

5 W T4 JHEE Amazon MQUF TAIS MAE 1) B4 MR

MyConfiguration HO|X|oM MZ22 74 JHHo| AFE|lE B27 AT & L HT(of:
RabbitMQ 3.xx.xx)2 & & &LICt.

2. TA MR HE ol T4 WY M2, MY U Cuttlefish BAlo| 227 7430 EAIFLICH

@ Note
2N 82 HESHH M 78 IHEo| S dEuLc

£ MEHSI T Cuttlefish A3 B4 L|Ct.

Save revision(7H H™ X&) CHEt & AF7F E A LICH

5 (MEfA %*)A description of the changes in this revision2 &/=&L|Ct.

T8 M 7 E HHol MEELICH

/A Important

T440f CHEH 7 AEHO| 201 F Al EZ 7ol #4738 A8 ol B EIX| ShasLich H2 Lf

82 M3stedH ot !Xl #el 7[2HE ZITe[HL E27HE A S Ssl{of grLcH
M L EE AAE = &L
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1. 210l B g & %51 Brokers(E274)E MEHEFLCH

Amazon MQ

Configurations
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"name": "default_operator_policy_AWS_managed",
"pattern": ".*",

"apply-to": "all",

"priority": 0,

"definition": {
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"ha-mode": "all",
"ha-sync-mode": "automatic"
}

}
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« RabbitMQ OAuth 2.0 £2{2¢!
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+ RabbitMQ LDAP Z2{212!
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* management.ssl.client_renegotiation
* management.ssl.dh

* management.ssl.dhfile
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* management.ssl.key.PrivateKeyInfo

* management.ssl.log_alert

* management.ssl.password
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* management.ssl.secure_renegotiate
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Vhost vhost_max

Shovel runtime_parameters.limits.shovel
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aws mq update-configuration --configuration-id <config-id> --data "$(echo
"cluster_queue_limit=500" | base64 --wrap=0)"

MTsHed 74 ROl ML 74
8 X0k FLICH AHAIE LSS M4

RabbitMQ E£2740f| ¢id5t 1 HZ2HE RHE & 5104
£ Z8tM|L. RabbitMQ Broker Configurations

HEls HYE HofLtes 4 2t EEFHE G AL ddetH OIS0t RAE 2F

0lo

Bl gy
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/lib/rabbitmq-activedirectory-stack.ts#L232
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https://github.com/amazon-mq/rabbitmq-aws/blob/main/API.md
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[error] <@.254.0> aws_arn_config: {handle_assume_role,{error, {assume_role_failed, "AWS
service is unavailable"}}}
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{"password":"password","tags":"administrator"}
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administrator, management, monitoring ! policymaker AF&Xl EfE X|EFLICEH
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* ssl_options.key.RSAPrivateKey
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OfF 5t %ol AWS ARNs A& XME%8FLICt XIAISH LI 2 RabbitMQ F432| ARN X|H
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=
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« Amazon MQE ZLIEE ™& WMol /= monitoring-AWS-OWNED-DO-NOT-DELETEZ}
= AMAR ALSKE RIS 2 YT LICH o] ALEXH= LDAP X|EH E27{0{ M RabbitMQ
Ol LHE 215 AAHIE AIE35tH F 8l QIE{H|0|A HMAZ B A[SHEILICH Amazon MQE
2S5 E AEX E{TE FIt6t040| A XS] AXE L X[ELICH

RabbitMQ& Amazon MQ EZ7{0 LDAPE F45t= &R0l CHEr AHAIEH LHE 2 MM E EESHA|
QLDAP 215 2! HEt 204 AFS.

o| mlo|x[e| L&

o X|{E|= LDAP 74

« Amazon MQZ2| LDAP o] CHet F7t HS

X E[= LDAP 7+

RabbitMQ& Amazon MQE AWS ARNsO| 28t C} & 0f 2| M|2|5t1 RabbitMQ LDAP Z2{-12101|
MNTAN 7ls8t BE B4 E X|EL|CH RabbitMQ ARN X|g4oi| CHEE REAM|EH LI 2 RabbitMQ +44
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JHeER 7Hol=

ARNsO| 228t 1
auth_ldap.dn_lookup_bind.password

CHAl aws.arns.auth_ldap.dn_lookup_bind.password At

auth_ldap.other_bind.password

CH4l aws.arns.auth_ldap.other_bind.password AtS

auth_ldap.ssl_options.cacertfile

CHAl aws.arns.auth_ldap.ssl_options.cacertfile AIZ

auth_ldap.ssl_options.certfile

CHAl aws.arns.auth_ldap.ssl_options.certfile AIE

auth_ldap.ssl_options.keyfile

CH&l aws.arns.auth_ldap.ssl_options.keyfile AtS

X|HE|X| ot= SSL M
CHS SSL 7+ SME K|HE|X| ef&LCt
A =5 27|

* auth_ldap.ssl_options.cert

* auth_ldap.ssl_options.client_renegotiation
* auth_ldap.ssl_options.dh

* auth_ldap.ssl_options.dhfile

* auth_ldap.ssl_options.honor_cipher_order
« auth_ldap.ssl_options.honor_ecc_order

« auth_ldap.ssl_options.key.RSAPrivateKey
* auth_ldap.ssl_options.key.DSAPrivateKey
* auth_ldap.ssl_options.key.PrivateKeyInfo
* auth_ldap.ssl_options.log_alert

* auth_ldap.ssl_options.password

* auth_ldap.ssl_options.psk_identity
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* auth_ldap.ssl_options.reuse_sessions
« auth_ldap.ssl_options.secure_renegotiate
« auth_ldap.ssl_options.versions.$version

* auth_ldap.ssl_options.sni

Amazon MQ2| LDAP FAof Cst F71 A3
EEst Amazon MQE LDAP Q15 2 Hst Eodof CHsl ClSt 22 F71 A5 HMEELICH

« auth_ldap.loge E A& £ &L network_unsafe

LDAP MHE LDAPSE AFE3&HoF &FLICH auth_ldap.use_ssl EEEE HA|MoZ &350k
auth_ldap.use_starttls g LIC}
- AWS ARNZ At83dlof 5t= M0

 auth ldap servers= R28HIP A £&= R &8 FQDNO|0{0F ELICI.

&

| = AR E MB350k aws.arns.assume_role_arn &LIC}

* auth_ldap.dn_lookup_base

« auth_ldap.dn_lookup_bind.user_dn
* auth_ldap.other_bind.user_dn

« auth_ldap.group_lookup_base
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« HTTP E8{2
- SSL 2I5M E{a¢l
« aws =192/
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« JMS Topic Exchange Z2{1 ¢!

RabbitMQ & 2| E{3 2!

RabbitMQ& Amazon MQE RabbitMQ & 2£& 222X 7|Et UIQt &7 HTTP Z7|dt 22| APIE A|
L

Z5HE RabbitVQ 22| 21918 AIMELICH RabbitMQ & 2& 2 22| APIE A8 3to] 2271 A
2K U XMAMS MAs T zHE|s £ olaLc)

o=/ = SoolL- = T KA

Shovel Zc{1 @

RabbitMQ& Amazon MQE RabbitMQ ME Z2{1Q2/12 X|HSI2Z2 gt EE 7| CH 7| 2! mEtof M
CtE H2 7|2 HAIX|E 0|5 E £ UL LICH RabbitMQ Shovel2 AF25t01 =25tH ZHEf =l H27E
Q15T HA|X| ZEE7} B2 L Eo| HA|XK|E 24AHEH £ QA L|Ct

/A Important

shovel CHAtO| Z2}o|E! HE 7Ol AR 7| = 1 & 7t shovel® 7AIE £ Qi L|CH.
Amazon MQ= 8% shovel A& 2 |%%+x| or&L|Ct.

SX M=ot x|HELICH 88 ME2 HEIY Iiet0|EE AL835to |0 E2t0[E Hdds Sal
ZZ2O2 HAlo 2 AN EX] AI’% st SX|E = U&LICE 0 & 01 RabbitMQ & 2| APIE AIE 3t

:
—1— =
0 ChZ API IS Z QIEof CHE PUT RS H4stod 88 MES F4E += U&UCt ol XM=
{vhost}& EZ7{9| vhost OI%QE HF D {name}2 M S MEQ2| 0|2 & HtE == U&LICH

/api/parameters/shovel/{vhost}/{name}
LY 2&0i ch7|golLt et F shtek X|%&sHok gFL|ct. of2H o &0l M= sre-queued XIHE 24

CH7 |43t dest-queued]| HolEl B3 CH7|E 7ho 88X MHES T &fLICH OHEF7HK| 2 src-exchange
2! dest-exchange LtEIO|E{E AFE5to] & nE 7toll MEE FHE £ JU&LICH

{

"value": {

"src-protocol": "amgp@91l",
"src-uri": "amgp://localhost",
"src-queue": "source-queue-name",

"dest-protocol": "amgp@91l",
"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west2.amazonaws.com:5671",
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"dest-queue": "destination-queue-name"
}
}

Federation Zc41 ¢!

Amazon MQE RabbitMQ H|H2|0|M Z2{1218 AFE 35104 m{gy|o|AMd mE 2
Federation2 A28t 7He E 2 7{0f| A CH7|Y, & 2 AH|X ZHo| HIAIX| EEE EX
F s 7| L w2 X 7t B3 E A85to{ CHE EE7{9] m[ofof dZg

22 HIAIXIE & H etREstE Bt s CH7|¥2 AHIXOF 2 otE =

|%%I- 2 OIAL_“:I._
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= T ArAHEH
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u

Federation2 Al235tHM CI2A et = 7€ e| HIAIXIE AHISHE

=
= & LICH RabbitMQ & 2

= 3 04 CI2AE 2| 2 27{0{ A federationS
gdste = &L
/A Important
UAEZ CH7|E = m@to| ZElo|8! B2 7ol )l B< mHdo|ME g &= &Lt
T2 =270/ (7| e B Ztolut HED 2270 PAER Cf7|Y EE DET Za}
O|2l EE27{o| CIRAEZ| CH7|¥ & Wt Zhol|Bt Hi{Ef|o|MdE e = U&LICh

o & £04 22| APIE AtE5HH LIS 2 +&5t0q federationg 78 + U&LICH

n

P

E wcof ci8t federation HZEE XHo|s5tE 5 O| A E&E F /4T LICI RabbitMQ €l 2
L= 2| APIE AF2 35104 federation @12 E HOol&h = U&LICH ZElAPIE AFE35t0{C
=
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=
=
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3

fjo
x

85104 /api/parameters/federation-upstream/%2f/myupstreamO0i| Ci g POST 2 &

At
= UA&LIcH

mok rHr ey

{"value":{"uri":"amqgp://server-name", "expires":3600000}}

- 7|8 E= HsE 2 THELICH RabbitMQ & 2& E= HEIAPIE AIS
5to HAS T A&LICH B2l APIE AI835104 CHE R 228 AHE35t0q /api/policies/%2f/
Q = A&

=
federate-me0i| CHEH POST &S MAJst

{"pattern":"Aamg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}
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@® Note
LY EE2 M| ¥ 0|F 0| amgE A&t stE W2 7HHELICEH M4l Aamg\E ALS
gLt = O|§0| "amg"2 A& 5= 2 E mEhol Cis mc{zo|Mo| & -gste|= S gt
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YR SHA| LB E2{1 @

RabbitMQE Amazon MQE RabbitMQ L 2tE sHA| mer 83 Z2{19!
B2 HIAIXRIC] EIRE FIoA HAAE SHA| 2t S 7|82 2 HIA|X|E CH7| = =
7t M3 2S5t Y™ SHA| 2 HAIXRIE CH7|Y ZHof H| DX #S5HH 248 £+ U&LICH

CHZ o] L&t siA| metofl HiQIEEl E2 HIRIE ZI= ZF CH7|¥ el HIRIE 7HEXIE BHste &4t
LRI =RFULICH HFRIE 7FE X7 £2 CHY |82 HIQIEE et Al metoA Higstod £2 B X
O HIAIXRIE #&LICH et Al meh EEZ X|0|M HAXHE B3] HIAIXIE metol AAE = QU
Xet AH|ZtE §E Ci7|€2| HIAIXIE AHISHES BAMoZ FdslioF gfLICh

OAuth 2.0 242!

RabbitMQ& Amazon MQE OAuth 2 215 BHJlE Z {1918 K|
of et =HE = Mgt 3““2PEI 10| Eg{aele ¢ &
stk 274 OAuth 2.0

|l 2|5 OAuth 2.0 At 58 SZXLte| SE
2 H=E5tM20Auth 2.0 215 3 'E?_F —'?'—04.

OAuth 2.0 2150 CHEH REAM[EH LHIE 2 Al

LDAP £24{1¢!

RabbitMQ& Amazon MQE LDAP Q& o= Zp{1QI2 X|&LICt o] E5{aQl2 EE27{ 740
M2l AR 2 EMetELICH M5 0| E28{10I2 5 TS A ALEX 215 L HEt H0o{E 25
25

Q|2 LDAP C|HE{2| MH|A0 CHEt SEf Tt &7H LDAP 215 X HEt 2048 XS ELICt LDAP 2150
CHEH REMIBH LIS 2 MME A XSHMLDAP 91 21 8t £od,

|I=

HTTP Z2{2¢l

RabbitMQE Amazon MQE HTTP Q15 ol Z {3918 K| ehL|Ct. RabbitMQ O] Z8{10le 5
27 o] et RHEE gE-sELLICH 2dstE|Ho| E3{a0I2 5 EEA ASK Q5 & HEt
S0{E 2IoH Q5 HTTP Mu{oto] S&TH 87 HTTP 915 X 3t £0{E RS ELICH HTTP QIS of

CHEH REMIBH L2 e MME HERSIMQHTTP Q15 2l M3t 2of.
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® Note

HTTP ©/& Z2{1Q!2 RabbitMQE Amazon MQ K7 4 O| &0 MTH AFE 4= Q& LLCt.
RabbitMQ

SSL I&M &1

Amazon MQ= RabbitMQ E 2740 CH5H 4% TLS(mTLS)E K| e LICH SSL 215
10| 2CI0|HE CIBME AL83504 AFSXIE QIS FLICEH O 1
AR 2 eMstELCH #4351 HEXHIE S5 At E 58HS © C
X.509 22I0|ME QB ME AIE5t04 QIFZ M 7|dt 0I5 A|2&HLCt SSL 213 M Q150 CiEr XA
Bt LI22 MME A ZXSMRSSL QI M QIE.

@ Note
SSL 215 M 218 E2{12!2 RabbitMQE Amazon MQ 7T 4 O| &0 MHEBH A" 5= U&L
Ct. RabbitMQ

aws Z{1¢l

aws Z{3212 E27{ F 40 [} 2} RabbitMQ& Amazon MQUIM ZHE 2 & -gstElL|Ct
RabbitMQ Amazon MQOi| M 76t 7 X| 2 2|5t= 0] R LIE| £ 212 RabbitMQ T4 o]
M AWS ARNs At&3t0{ AWS MHIAMM Xt 5 LU QLS ME Tt H AME = JU&LICH ARN
K|¢4of CHEt AEMIE L& 2 MME & A SHAHILARN support in RabbitMQ configuration.
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JMS Topic Exchange Z2{19!

JMS Topic Exchange Z2{1 212 & RabbitMQE Amazon MQO| A & &3HELICH RabbitMQ JMS
Zeto|HES} &7 2 S5t0 Al & 7|E JMS O ZE|710|440| RabbitMQE Amazon MQO{| 9128

& T BhLict

(® Note
JMS Topic Exchange £2132!2 RabbitMQ& Amazon MQ HHT 4 O|& 0| HBF ALEE = QU
&LICH RabbitMQ 7|2X o 2 &3t E|0] JUX[E RabbitMQ JMS ZZI0|HEE ALE5H04
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XHEE T2 ESE

RabbitMQ7} X|st= T2 e Q10{E A2l OIS T2 E 2 Aol CHal TLSE & A 5}5}0]
RabbitMQ HZ7{0| HMAE = U&LICE.

« AMQP(0-9-1)
« AMQP 1.0

« JMS 1.1

« JMS 2.0

+ JMS 3.1

RabbitMQ& Amazon MQ JMS X|¥ RabbitMQ

O|X| RabbitMQ JMS ZE2}0|HE E A2 35104 RabbitMQ 42 Amazon MQO|A JMS 1.1,2.0 2 3.1 &
AZEE A#E 4+ RabbitMQ.

RabbitMQ JMS Zc}0|HE

RabbitMQ JMS 220U E = JMS oHEZ 2|71 0|44E Amazon MQ RabbitMQ E27{0 @345t = | E
QEt E &4 JMS 22H0|AE EtolE 2| LICH RtMEt LI 2 S 4 GitHub E|ZX|E2|& & Zst
M.

XHE= JMS 1.1, 2.0 2! 3.1 APIs

RabbitMQ 4& Amazon MQEE{E= Z2{1Qljms-topic-exchangeO| &4 & A3}E/LICH RabbitMQ
[} 2} M RabbitMQ 42 Amazon MQ2t JMS /3 2 =& RabbitMQ JMS Z22I0|HEE M8 £ &
LICE JMS 1.10] HO|E 2 E JMS APIsE CH2 2 A|Q|st1 K|HELICH.

« Mt MM APIsE RIHEIX| b &LCH

- XA EZHAM APIsE= K| HE[X| E&LICH
« JMS CH7|d cH&bofl CHEt UMS MEHT|= K| EIX| E&LICh.
« JMS NoLocal 75 &2 X|HEIX| et&LICt

Ctg2 Melstn JMS 2.0 2 JMS 310 MZ2 FIHE 2E APIs7t X| @ ELICH https:/
javaee.github.io/jms-spec/pages/JMS20FinalRelease#reference-implementation

« JMSProducer.setDeliveryDelay APIE K| E|X| ot &LICH.
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/A Important
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vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-

sync-mode": "automatic", "queue-version":2} 0

A 4.0 Ol&ollMHE 7|2 ddkxt HAo| ChE 1t Z o] HEEIUR&LICH

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"queue-version":2} 0@
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S04 04 Cf7 |0t A CH7 1ol S Aol MBElE Hae MaE + gLt Haol
FE O7|Fdo8 M8 E|T = 5t24™H --apply-toZE quorum_queuesZ A&aHof HL|Ct.
ZcohA 0|23 CH7 (€0 HH Ci7(PE2 &7H M E85te 22 HE | At ofL|2} --

apply-to:classic_queuesZ MHst H o] A MM5H{oF & L|CH

Important

Ct2 CHAHE £&ste{™ 2|k} #HeHo| Y= RabbitMQE Amazon MQ E27{ A X} 7} 404
OF EfLICH EEZHE XS MMHE ulf oHE 22X AFEXIE AFESHHLE LIS of HHEJRS = Y
= CIE ALSXIE A& £+ U&LICH ClS Eolls Ze st 22X AFE A EfT & #Hsto| HF
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Tags regexp 471 regexp T+ regexp Ar7|

administrator o & 5 & %

RabbitMQ AISAHE A dstT AHSAL Ei I HetE 2Elste Yol CHEF XbAMEH L8 2

RabbitMQ& Amazon MQ E2 7 A2} CHele & X 5HA

RabbitMQ &l Z2&£& A83stod 7|2 EH U 71 54 E MEHE MEstedH
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©

Amazon MQ &0 2121&LCt.
2% Ef M FollM Brokers(EE )& MEigtL|CH.

HE7 S0l A YME MY 22740 0|82 MBI

HE7{ M& EE H0|X[2] Connections(21Z) Mol A RabbitMQ & 2& URLZ MEHEHLICY.
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H=27{ Zt2|Xt AL 0| & &t 3 E AFE 5104 RabbitMQ & &0 221§ L Ct.
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Admin(& 2[xt) I o|x[e] LEZ B M FH ol M Policies(H2) & MEHEFLICE.

Policies(Z2l) H| O|X|oll M 22 7{2| X User policies(AF2 At M2 S22 2 £ AU&LICH User
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IHEd
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RabbitMQE 7t =2 M =9 2f0t Lx|st= HAMS MElgLICH HH M =9 & ¥
g ZA%tsts o] cist XEMISH L2 2 RabbitMQ Server AEAMOIM A S H XML,
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® Note
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14.

® Note

Z2{AE EE27{9| B2 Amazon MQE= ha-mode: all & ha-sync-mode:
automatic MM HO|E XIS 2 M LC.

QEZ &M XHof| M Limits(MI8H S MEdEHL|CE
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Z 2o et number-of-messages®& Amazon MQ HE ZfS 2 HIELICH policy-
nameS HX0| 0|§ 2 Z HFELICH broker-endpointE 0|0 7|&8t URLZ HIEL|
Ct.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '"{"pattern":".*", "priority":1, "definition":{"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

7. 227io| SR ERol Al HMo| FILEIUS K| HOIsEIM O curl TS Ystod 2E B
27 MAg LEELIc

curl -i -u username:password broker-endpoint/api/policies
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curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"value":"number-of-connections"}' \

broker-endpoint/api/vhost-1limits/%2F/max-connections
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curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues

10. 279 7}4t
E 227714

Migtoll Af XMgho| F=7HEIRAEX| & QlstedE CHE curl BHEE YU™stod 2
Mgt LragLct

0>
+0|- F°"
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curl -i -u username:password broker-endpoint/api/vhost-limits
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« haZ A&t MM 48 25 FM7HELICHOI: ha-mode, ha-params, ha-sync-mode, ha-

sync-batch-size, ha-promote-on-shutdown, ha-promote-on-failure).
 queue-modeE M 7{ErL|Ct.
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/A Important
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2o ME OE 718 Y0l 002 7H8 Yo LS YAIReZ ehEs| S Y £ ol Bl
BHE HIAIE AAHS A ASE + UsLIC

HEH 7P S MAHStEAH CH7 (¥ 2 ME I x-queue-type SIHHE quorum 2 MM ELICEH

oro|zzeiolMd MEF A =& Atel|§ ZEotod FE Ci7[Fol| CHEF REMIEH LIE 2 RabbitMQE Amazon
MQe| #HH CH7|EE &ESAML.
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RabbitMQ& Amazon MQL| HIA|X| LHT A3 &l AMZ|4A 2R AL

ofEE|FolME Z2HMo z 0|F5t7| ol HAIX| &4 H 2|44 Birh E8 2 YX|st7| fI8 S
D A E 2= otAIR.

1874 S HAIR & RSSOV M8

ST HAIX | E27H7t SEFE|ALE CHA A|ZHSHE &0 CIO|E X|&EMHE ESE &= JU&Lich &
T HAIR|E E26te SA| ClAZ0 7|2 ELUCH gLt X Cf7|€n Sl DT+ HIAIR|E 22740
F7t H=Z227t 2R5HX| b= 8 HZ2lQ ClAa3 250l FHAIELICH F7F HZE7F 2R B2 HA|
XlE Clazol ciet HAIX| K& & EEl5H= RabbitMQ E27 HAHLIE (YUMo 2 X|&4 HlSolzt
1 gholl ol5 M= 2ol M M 7HELICH.

HAIX| X|&AHS gM4816t240 CH7 | QY S durableZ MRSt D HIAIX| ME 2EE persistentZ M
He = &Lt oS 29| ol Mol A= RabbitMQ Java 22t0[1E BHO[EE{E[E AFE S04 X|& & T 7|
U2 MolstE W2 2o{FELICt AMQP 0-9-12 e I ME ZEE "2"2 M50 HAIXRIE E
T HAIX|Z2 EAE = U&LICH

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

CHY |¥E XISEoZ F/d35HH CFS 0| XMQF 20| MessagePropertiesE
PERSISTENT_TEXT_PLAINS Z M%3l0{ P+ HAIXIE CH7[LHol 2 = J&LILCH.

import com.rabbitmq.client.MessageProperties;
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channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

DEHH: HIAIRF 201 T AHIKF HE &9 T
HIAIR|7F EHZ2 70l MESEIREK| &

AlX|7F oHEMo 2 MHEE A E ofZ2(7io|Mof| 2 RIL|CE HAIX} el
Xlo| £ & AMofst= Gl =20 ElLICH H AKXt =elo] g™ HIA|X|7
EOIg = QI MH, EE A7t MEIF =+ gi= HAIXKIE ATME &= &LICt.
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OFEH7ERIZ S EHOIHE OHEZIA OO HIAIK| H W ALS Ol CHEH 2H21S B2 5{0f | ChHA
S 712 AHIRH % S2002tT BLICH 29l W 4912 T RabbitMQ EZHE ASE 1
Mg 2Es| 9ls B TRt

AHIXFHIE 5212 Moz Zeto|ME of E2[7H o]0 A L E'fLICH AMQP 0-9-12 A

? basic.consume HMEE T3t 5212 & H&E + AU&LICH AMQP 0-9-1 2E(0[2

confirm.select HIMEE TE510{ AA|IXF &Qlg #+ & = U&LIC

QlHtx o 2 HIE £2I2 R0l M43 ELICE 0| & &0 RabbitMQ Java E2I0|21E 2} 0|
A28l CH2 o MIQF ZH0| Channel#basicAckE AF23510{ ZHEHS basic.ack 28 &9

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
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1. ©™X{ Amazon S3 & Z AlHXIE Z&E MAIX| EcHAE HolghLCt.

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;
}

2. Amazon S30{| HO|ZEE X{& 3t RabbitMQE Sdl|l & X HAIXIE ™
MBI

Ob>
rir

ot

HAR HMEE

public void publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.

Message message = new Message();

message.s3Key = s3Key;

message.s3Bucket = S3_BUCKET;

// Assign values to other fields in your message instance.

publishMessage(message);

}

3. Amazon S30{|AM HO|ZEE ZAMSI 1, HO|2EE & 2|5t1, Amazon S3 ZHX|E AtK||sl= AH|
A g 2EELICH

public void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build())
.asUtf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
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s3Client.deleteObject(DeleteObjectRequest.builder(

)

.bucket(message.s3Bucket).key(message.s3Key).build());

2EHA|: basic.consume 2! 30| 7| AH|X} ALS

+Ho| Zl AH|Xt2} basic.consumes B AL& 3t basic.get2 AFE 3504 7HEE HIAIXIE E& 5t
£ WECt o 22™MLct XHAIE LI& 2 Polling for individual messagesE X Z3tM 2.

3EFA: DI2| 7t 7| +44

RabbitMQ O[2| 7tK{2 7| gt AF& 3504 AH|RH7| HIA|R|E AHI|SEH

= urAlg A|dste & olaLch

RabbitMQ= &' 0| o'l AH|Xtof| OIZ| 72 7| =& X &35l0 AMQP 0-9-10iA M Sst= a'E O

2l 7tXH27] HALIE S FRELICH 0|2 7tX27| 22 Ar&5toq
£ HAIX| =& XIEELICH 72X 22 RabbitMQ= Z2+0[2A4E off
AEELC

RabbitMQ AH|Xt2| O|2| 7t ML 7| £8 MAEE e Clgst 24
238 el 28g nedgLich AHIR = M2l ¢ 2 HAIK|
7| 2ol =™ AH|KIS| Mo EHMAI J¥E & = U2H E

2 £ UGLICH OFEH7EX| 2, RabbitMQ EZ27{ AHA= ELles =2
FR| HI2 2|0l ZHA|E ArElZ @ X|stL|Ct. O|2| 7F/M 27| gto| =o™
Xl gt2 A< L AH|R7F HIAIRIE ®MElsts ol H| X @2 HEls Z

= H FSHE + A&LICH

flel 124 Atgoll R 2504 RabbitMQ E 2 7L} siiE AH|XHIt EL2
%2 HAIXIZ elal| M2 2|7t RFsiXls §&2 YXlst7]| s &

R|AEl A|ZH| AH|RFO| A A E
EZ2|7|o|Mof| FA|st HI| 37|

T 248l of gfL|ct HX|, AH|XtQ

o =
E g2 2o &X|5Hof st2 2 O|2| 7t
H 4<%

of 2t AH|RIZF 25 & SE

DE HAIXIE AHIR s2l8 &S [EH

*HIIFOI s &2 F-EE[0] 2
32 RabbitMQ AH{ 2] IHIEE|7P

=] Mel=[x| fHLE &2lx|X]
Ol 7ML 7| 2k d™ste A

Al
o o
Ol Z&LICt CHE o HIAIXRIE MElst=§ EZFHE x[XM3ts{of st < CHYet OI2| 7tX7| =2

HE712t AH|KE B AESI0] &H|XH7E HIAIX|E
E7t 3A &5k g7 Bl 22 28E = laLith
® Note

- Zcto|AE ol Z2(7i|0| 0] AH|RI A HIAIX] BIE E XHS
Bl 7tM27] gt dEsliz obF& Et 7t gi&Lich

« 0|2 7}X2 HIAIX|7F 25 CHZ D0l A AN HEL|Ct.

MelstE dl dels Alzhol HisH HEX = 2B 5

O A0I5tEE 714

ro
ox
40
o

225


https://www.rabbitmq.com/docs/3.13/consumers#polling
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CHE oMo M E RabbitMQ Java 220 E Et0|EEHEIE AL 5to{ B AHIXte| OI2| 77| 2t
£ 1022 d¥sts $HE 2oiELICL

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

@ Note
RabbitMQ AHHF 22t0|21E Bto|E 2|0 M global £ 0| 7|27t falseZ M™HEEZ
12| oAl ZtEHS| channel.basicQos(10)2 2 EA48h 4= Ql&LICH

ATHA|: | CH7| Lol M Celery 5.5 0|4 AFHS

A EF CH7|Y A|AEIQI Python CeleryeE 2 Z2E71 £2 I 525HK| &f2 HIAIX|E Tlo| MAist
Ql&LICt o] F£7I EE 7 & 50| the section called “ RABBITMQ_MEMORY_ALARM "& E 2|7{5}04

HE MEE = QA E = U&LICH HEE BEE EE|HE 7I5dE £0le{H COHES &L

Hu »

T |C 4> A
T

2 E Celery HM

1. CH7|Y o|EHE 2t3t5HEd™ task_create_missing_queuesS & LICH
2. 3 C}S worker_enable_remote_control& 7HA celerye. . .pidbox CH7|&o| S%{ A
Mg SX|ELICE o|& A st 2E27{2| Ci7|Yd o|Eto| EZ0{5LILC}t.
worker_enable_remote_control = false
3. BRFX| A2 HAIX| #E2 S £0|24H Celery HEZ|F0|MS A E [ -E £= --task-

events Z2i1E EZ &3] 2Lot Celery worker-send-task-events& & LICtH
4. C+S mt2t0|E{E Ar835H04 Celery OHEE|7H|0| S AIZFEHLICH,

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle
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https://docs.celeryq.dev/en/stable/index.html
https://docs.celeryq.dev/en/stable/userguide/configuration.html#std-setting-task_create_missing_queues
https://docs.celeryq.dev/en/stable/userguide/configuration.html#worker-send-task-events
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Celery H™ 5.5 0|4 9| A<

1. FHHOW7|E2 X|#stE 2[4 HEQ! Celery HT 5.5 £&= 1 O|F HH S 2 ¢ae||o| =g LCt.
A& BQl Celery TS & 0151240 celery --versiong AFSEHLICH ol CHEH XbMIEH LY
8 2 the section called “F & CH7 | MME I XSIMI2.

2. Celery5.5 0|22 HOp|0|=8 F task_default_queue_type "quorum"S = F4EL
C}.

3. aHcCt

Ojo

H27| Ma Mol HA| ZOlE 7{oF & L|ct.

broker_transport_options = {"confirm_publish": True}
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rroojo rQ mu

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);

// configure various connection settings

try {
Connection conn = factory.newConnection();
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https://docs.celeryq.dev/en/latest/changelog.html#version-5-5-0
https://docs.celeryq.dev/en/stable/userguide/configuration.html#std-setting-task_default_queue_type
https://docs.celeryq.dev/en/stable/userguide/configuration.html#std-setting-broker_transport_options
https://www.rabbitmq.com/heartbeats.html
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} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic

}

(@ Note

O Z 2[7[0|MH0{ M Connection.Close HIAHEE AIR5104{ @IS SER5IH RIS UWERA
S317} g8t L E2IHEIX| b &LCH

A BEE27 X|E 2 A2 ZL|EE

RabbitMQ& Amazon MQ E 2 7{0{| Ci§t CloudWatch X|E L ZEE XM7|Zo 2 BL|E{Z5104 M Al
£4

& ol EE[7Ho| Mol I OIx[7| ol A EX|E Alhstn sl dst= X0l E&LICH BFEIA HA|
Y o EE[F0IME FXIst 2[Ho| 5 EFsicd™ AN olld M ZLEHZ o] X eL|CH
RabbitMQ& Amazon MQE EZ27 85, El&aa AEE L HAIX| S50 CiEF QIMOIEE MSst=
X|EE CloudWatcho AIAIRFLICH 2LIEREY F2 X|Eo|= HEE A8 ClAa3 ASFOo| 2
ElLICH B2 77} 2|4 XEHo| 7HHARIHL 85 KMtz Y dlE M CloudWatch ZE & HAEE &
A& LIC

S 2 XEE ZLEZELICH

RabbitMQMemUsed %! RabbitMQMemLimit

HZE A SEE ZLIERsH0d HAIX] HIAE AHEE + = HEZE SEE EX|FLc

RabbitMQDiskFree %! RabbitMQDiskFreeLimit

Cla3 AE8EE ZLE-sol B2 AIiE Yo + e Cla3 37t EXME Y XIF U
SHAE HHEZQO| Z tE X|EE ZLIEES0] =Y BXE AlMELIC
(® Note
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https://docs.aws.amazon.com/Ihttps://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Metrics.html
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RabbitMQ A& M

CtZ Xt& M= Amazon MQOI| A RabbitMQE 45t AtE st S 2 0{ELICH Node s,
Python, .NET St Z2 Ct¥et Z2 2 Q102 X|HEl= S2t0|E Bto|E 2§ A8t W
of CHEt RtAIEH L& 2 RabbitMQ A|EF HLHA{ 04| A RabbitMQ A& ME E R 5HAML.

|

. B2 7| AT HE

+ RabbitMQ& Amazon MQ2+ &7 Python Pika AFHS

* RabbitMQ LA SX|E CH7|E S7[5t EX siE

- A A = FA

o 2EAH: H27{0f| JVM 7|8t of E 2[7{|0| M 244
o 3EHA: (MBS AFEH) AWS Lambda g0l 244

+ RabbitMQE Amazon MQOi| OAuth 2.0 215 ! HEt Hof A
+ RabbitMQ& Amazon MQO| CHEH IAM Q15 2 Heh 20 AFE
+ RabbitMQE& Amazon MQOi| LDAP 215 & #H&h 20 A8

+ RabbitMQE& Amazon MQOI| HTTP 215 & #H&t 204 A8

+ RabbitMQE& Amazon MQO{| SSL Q15 A Q15 AIS

« AMQP 2! 22| A= ZQIE O mTLS A}

0o

« JMS ofZZ|7H0|M 44

BH27 7|2 48 HY

£ A&3t0q CloudWatch 271 &3 = HIEH3et 22 EE7 7|2 d¥e HEY = A&t

AWS Management Console.

RabbitMQ EE7 &M T ZE

1. Amazon MQ 2&0| 29QlgfL|ct.
2. E=Z27 FE0|AM EZ7(0i: MyBroker)& MEHEH LIS Edit(THE)S MEHEILICEH

3. Edit MyBroker(MyBroker T Zl) I 0| X| 2| Specifications(AF )
version(2 27 2 Zl t{T) 5= Broker Instance type(2 274 Q!

M| A0l M Broker engine

"
ABA QE)S MEFL
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https://www.rabbitmq.com/getstarted.html
https://console.aws.amazon.com/amazon-mq/
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4. CloudWatch Logs MMM E2 HHES 22/6t0] Uit EOE & dststLE U Hstgfuct.

E BHls 28| ef&Lth

® Note

. RabbitMQ 2 2719 Z42 Amazon MQ= AFS 02 MH|A 947 A8H(SLR)S AFR5H0
CloudWatch off &gt 23 & HA[RFLICH REA|EF LI 2 the section called “AH|A 9472

oY N8 B HESHAIR.

» Amazon MQE RabbitMQ 22 7{0i| CHEt Z A 222 X[56HK| eb& L

5. Maintenance( K| Z2l) MMolM EZ27{0| | K| 22| Y FAIsLICH.

AWS ZIZ|A A| EE2FHE M Ao Z Hapo|lEstedH XS olo|] HA g0l &AMsE
MEASHLICEH XIS YaB0|EE S, AlZH24A|ZH & AN L A|ZFCH(ZIE 242 UTC)o| 2l5H Mol
QX &2 7|2t 5o ghashL|ct.

6. Schedule modifications(=% 042 & MEAEFL|C.

(® Note

Enable automatic minor version upgrades(0t0|L{ HHT Xt & 41 2i0|= &3Pt HEHS]
= 89 HEEANMREE0| ER35HX| 2f7| HE 0 HEO| Save(ME)E HFELICH

KIEE Alztol 7|2 d™Eol Ez 7ol HEF LI

RabbitMQ& Amazon MQ2} &7l Python Pika A&

CHS RH& MolME RabbitMQE Amazon MQ EZ7{0f A EE M E TLSE AFHE 5104 Python
Pika 22t0|MEE HH5t= WS EoiELICt Pikae RabbitMQE AMQP 0-9-1 Z2 E Z 9| Python
THULICE O] Rk&MAHIM= Pika X[, CH7|E M1, EE27{0| 7|2 o E HAIX|IE MEHESH
HAIR EH, CH7 Dol HIAIRIE A5t ES AHIKF A ehLighLct.

« 1EtA: 7|& Python Pika 2CI0|1E M4
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https://github.com/pika/pika
https://github.com/pika/pika
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$ python3 -m pip install pika

et
O| AA&ME ZTI-ASEA™ vhostoll CHEF 27| I ¢17| HEHO| = RabbitMQE Amazon MQ E27{ At
X7t 8 H o|A TR OIS EoME ER8 £|A HEtE M Al(regexp) HEISZ AHEHL |
Ct.

Tags regexp T+ regexp A 7| regexp 17|

none Lx L*

LIAE AL AF HEH2 AFS RO A @17] & A 7| HEHeE MBS EFLICH 22 7{of| CHEE 22| ZF S
£ Qe el E28{ Q1o CHEt HMA HEH2 2o{E|X| L &LICH AFERIS| BMAE XIHE

e HF E3A IiEHE AF85t0 HEtE FIHMo 2 MSHE = U&LICH 62 S0 27| H
! Alhello world].*2Z PHZA5IH sHE AL X0 H= hello worldZ A|Zst= CHY|

A Heter Fo{E Lt
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°

RabbitMQ AFZAIE MMt AFEXF Ef L HEHE EHE|shE WHol| CHEE REAMIEH LEE 2 RabbitMQ
2 Amazon MQ E27{ AF2 X} CHE R X 5HM|2.

0
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https://www.python.org/downloads/
https://pika.readthedocs.io/en/stable/
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12t7|: 7|2 Python Pika 20| E MM

RabbitMQ& Amazon MQ EZ2719} &5 2 8¢& M MEAIE Holstm TLS 7+40i 2§ SSL 71E!
AEE ME35HE Python Pika 22H0|E 7|8 ScHAE MMSE{HCOISES =™

1. MEOE S du z=HEo Chet M CIEEEIE 88 CHF, sl CIAEE|Z oS &L

$ mkdir pika-tutorial
$ cd pika-tutorial

2. Ct39| Python ZEJ} L& El basicClient.pyel= O|§2| ItUS MdghLICt

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmqg_user}:
{rabbitmq_password}e{rabbitmq_broker_id}.mq.{region}.amazonaws.com:5671"
parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

O|XM| BasicPikaClientOllM & & & AHAIRF & AH[XtOY| CHEF F7F A& Holg + U&LICH

2EHA: AIARE dE A HAX| HE

CH7 |92 Moists MAIRHE M43t Cr HIAIRIE M&sha™ Chee +ysfLc
1. CHg 3= MEO| 4SS SAst: 220l ofF B0l M A48 24Tt S8t CI2E{2lof
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from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!')

# Close connections.
basic_message_sender.close()
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BasicMessageSender E2fAE BasicPikaClientOAM &&5t04 CH7 (¥ MRdstT, CH7 |
ol HAIRIE T™&stD, 42 Ee F/HHMEE FHELICH ZE ME2O{7|Y¥ 0 gt
2tRE 7|18 ALE5t0{ HAIXIE 7|2 ZEe 2 et egL ot

2. if _name__ == "__main__": Ol CIZ HE7} L& El BasicMessageSender 44
A 2o 2 MYElE mietalE{E DAELlct

 <broker-id> - Amazon MQ7} EE27{0f Cisl ddst= T/t IDRILICH EE
7{ ARNOIA IDE 7 & EME 4 Q&LICH o€ £0{ ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
A2 H27 IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819LlL|C}.

« <username> - EE7{0| HAIX|E & = U= SE& Het0| U= EEF AIERI2| AHE XL O|F
Lct.

* <password>- EZ7{0f| HA|IX|E & = U= SE& Teto| U= EZ27 AERL & lL|ch
=
=

=
- <region> - RabbitMQ& Amazon MQ E27HE M g%t AWS 2| LICt RabbitMQ 0 & =

04 us-west-2&lL|C}.

3. publisher.pyg& &8t Aut S U CIMEE|0AM CHS BHES eIt

$ python3 publisher.py
I 3o R A™E|H B Fof Chgat 2ol E2FLICH

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

SEHA|: AH|RF A L HA[X] =4

1. o5 2E MES U8 E SAtstn 2o U8t CIHMEE|0 consumer.py2 M ELICH

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
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if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body

else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if _name__ == "__main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

O BtAHO| M M5t H ARt OFEH7HX| 2 =0 M BasicMessageReceiver &
%BasicPikaClientdt B MAIX|IE salst AAS 7| 98t FI1 $HS FRILICH

o =
if __name__ == "__main__": & Ot2i0llA BasicMessageReceiver HM&XZE ME &=

i2tO|EE AFSXte| HE = wA|gfLCt

zaME ClME2lolM e BBS AELI
$ python3 consumer.py

FEI Moz A HAIX| 220 2t T 7I1E X e st Hold ol ZAIELULCH
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<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0",
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

ATHA: (MEY ALY O|HIE Rz M7 I HIAIX] AH|

CH7 |0l M o424 HIA|X|E AH|tEd™ CH2 1 20| Pikall basic_consume MAE L S 3t4+2
A& gLt

1. consumer.pyO0lAM BasicMessageReceiver A0 CtS HME Holg FItgLICH

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. consumer.py®| if _ _name__ == "__main__": Ot2H{oil M O EtH|0d|Af HolEt

consume_messages HMEE SE&LICEH

if __name__ == "__main__

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
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basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. consumer.pyE CIA| &5t 38t 7| S HAIX|7 HOIE Foll ZAIELICH

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

CH= EHA

« X|¥E|= 7|EF RabbitMQ Z210|1E 2to|E 2|0 CHE RFAMIEH LI 2 RabbitMQ £ AFO|E0f M
RabbitMQ ZE2I0|1E MHME HZTFHAMIL.

RabbitMQ Y A| SXI|E CH7|¥ S7I3t =X SiE

RabbitMQ& Amazon MQ A E{ HIZ M Zf CH7 [0l AIAIE HAIX|= Ml 7Hel E274 = Ztoi
SxEuct ojz{2olztn 3t Ol §Xl= RabbitMQ E27{0i| T7H& 8 (HA)2 NS ELICH S2{AH
HiZo| CHY|¥E2 & L E20| 7|2 SHMED stk ol4te| 0|22 - HELICH OI2ZE Ch7 ol M &
£ HIAIXI CH7|doll E7|& HIRE 2 E U2 TX] 7|2 ch7|¥ol| M & Ct3 s Ol Aol =
Mg uck.

o & =01 0|3 E CH7|¥0| 7|2 =E(main)et & 7§ O/2{(mirror-1 Y mirror-2)Q| M 7§ ==
oM SAECtD 7HEELIch o] ORE CH7|Ee| ZE MHAIX|Z7F 2 Ol2{of MutE|™ 7| ¥ol 5
ZISHEILICH = E(mirror-1)7F Y AlZt AL E = QA ElH2tE CH7|¥2 2835t H S HAIRIE
CH7 €0l D& + U&LICH aBLt ch7|¥ e S7I5t6t2dM mirror-12 A8 E £ ¢l S92 mainof
HAIE HIAIX|E mirror-10] EX|5HoF & LICt.

Ol242lol| CHEF REMIEH LHE 2 RabbitMQ 2 AFO|E0A 24 O E CH7 |2 S HZESHAIL.
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& Amazon MQ= 2 & &X| 22| 2YE & Holl 3t =0 =stod EE 7Tt A&
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220 HEZE ZEL| 0] BIX|E XH2|EL|CH HAIRIE Hix|2 x2l5tH o7 |¥e 27 S 7|

sher 4+ UBLICH

CHZ (ol ®H RX|=[1 HAIX|7 oM 7 (Q€o| d3XHe 2 S7(3H =1 o & CHE 20| 7K
ELch gLt B x[e Cllo|E{ 0| == HIZE| St o 77K IH EoM 182 HEE BE
71 e MStod CH7 | S7158H7F LAl SXIELICH HEZ| AHEE 2 CloudWatchl| EE27{ = E X[&E
RabbitMemUsed®} RabbitMgMemLimitE H|m5t0{ QI8 4= QU&LICH HIAIX|7F AFR EE= ALK
Z|7ALt i R[e] HIAIX] =7t EX| to™ S7|5317t =t2E = &LICh.

(® Note

CHZ | S712 HiR| 27|& £0|H SH ERMME +71 O BotE + AU&LICH

SZ25t24™ ha-sync-batch-size HAME M3l1 L7 |Q S7|

LA SX|E 7Y S8 EME
£ dHE EoiF = o] Rf&A{2e| BAHE mELICH

518 CHA AlShate

2
o HE

« 1E7A|: ha-sync-batch-size 22 X &

o
« 2EH7Al CH7|E S7135F CHAL AIEF

CtS EfA

= EnEa

AN E=A

O| RIS AME At25tE{H & 2|XF Heto| 2= RabbitMQE Amazon MQ E27{ AF2Xt7} Qlo4oF &L
Ch EE2HE XS MHE mlf oHE ZE|RF AFEXRIE AF2SHHLE LIS FERE = U CHE ALEX}
E MBE £ U&LLCH CHS Eolls 28 2E|AF AFEAFEf & HEHO| M7 Al(regexp) THEHS Z L}
oF U&LLCE.

Tags regexp 2171 regexp T4 regexp A 7|

administrator L& o o &
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RabbitMQ AF2XIE MMt AFEAF Ef1 L HEHE B E|ste WHol CHEE REAMIEH L& 2 RabbitMQ
& Amazon MQ EZ7{ ALK} EHE & X 5HM2.

CIS HxtoM = EEFHOIM MR ZE CH7|Y0| Mkl HAME FII5te &S Eo{ELICt
RabbitMQ & 24 0|L} RabbitMQ Z 2| APIE AFEE &= Q&LICH XFAIEH LIE 2 RabbitMQ €] AIO|E
oA 22| E21 212 &I EFHAMIR.

RabbitMQ & 2£ & AI&3l04 ha-sync-batch-size HAME XM E35te{H

1. Amazon MQ 2 &0 2aQlgL|Ct

2. 2137 B Fod A Brokers(E 7{) & MEHEFLIC.

3. HEEFH FEo|MH M HAE 27{o| 0|E g MEStLICY.
4. HZ7{ 1 0[X[2| Connections (.'d ) Ml Mo A RabbitMQ # & URLE ME4EILIC} RabbitMQ
H Z2E£0| M EEtR KX B E= Fof

HEZH HEX 20 2ot 21T HEE A& 5104 RabbitMQ & &0 22 QI8 LIC.
RabbitMQ ¥ £ 9°| 1 0|X| &4 Etol M Admin(Z2|xHS MEYELICY.

Admin(Z2|At) I O|X|2| 2L EZ &M F0i| A Policies(X &) & MEHEFLICEH

Policies(Z2) H 0| X|ol M EZ7{2| $4X{ User policies(AFS Al HH) S22 2 £
policies(Ar& Xt 2 &) of2H0d| A Add / update a policy(’E& F7H/UO0|E)E =%

Io
o|=0
ok
IlI

© N o O

(® Note

7|2 o 2 RabbitMQE Amazon MQ 22{AE|{= ha-all-AWS-OWNED-DO-NOT-
DELETEZt= 7| HE27{ Ha1}t F7H MHEELICH Amazon MQE EE7HC| 2 E CH7|Y
Ol Ml E 250 X% CH7|H0| AIEo 2 S7|3tE|E 2 o| M=HE 2|3t |Ct.

9. MEZ7 Hxig MM35ed8 Add / update a policy(H& F7}/40|0|E)0l| M CHS

fjo

TAELICH

a. Name(O|&)ol 2| 0|§S LU=FLICHOI: batch-size-policy).

b. Pattern(ZHE)0l regexp THE . *E IZIEFLICt 0| B2 HHMO| HEFo| 2E CH7 [Pt LUX|
gt

c. Apply to(M& CHah ol EELCIR S50 A Exchanges and queues(L & 2 CH7 | E MEHF!
L|Ct.

d. Priority($M =)0 vhostol] M= CHE 2 & HMECt 2 Y-8 U=EH
AlZ+od| RabbitMQ CH7 |2 & 2ol 25| stLtol MM Ho| eS8 M8
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- ha-sync-mode=automatic. EECH2 =50 M String(
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® Note

ha-sync-mode Hol= 2 E A
MQ7t At 22 Ho|§ FIHELCt

0o
P2l
A
0
02
12
[=)
E
0
g'l_-
r
ful
;

MEFSEEH Amazon

f.  Add/update policy(Z32 F7H/4O|0|E)E MEELICE

10. M E280| User policies(At& Xt HE)o| S50 EA|Z|=X| & lgfLCt

RabbitMQ # 2| APIZ AF&3104 ha-sync-batch-size A& X &35} 2{H

—

nal N

o

Amazon MQ 2&0f 29QlgfL|ct.
212 &M 3ol M Brokers(E27{)E MENEILIC.

s(=
H27{ S2olM M HMS MY B2l 0|82 MELICH

= L-1-d

\I

=2 271 H0|X|2| Connections(91Z4) 4lMoi M RabbitMQ & 2& URLZ 7|S & LIC}. Ol= HTTP
LEAM M85t HEFH A= EZQIEQILCY,

M B0l £ it BUE ¥ Yuic
NEELELE *oﬂgaa ® CHE curl WS UBLICH O HHOIME Th7[¢0| %2F 2 213
O

2El 7]2 / vhostod

240


https://www.rabbitmq.com/parameters.html#policies
https://console.aws.amazon.com/amazon-mq/
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@ Note
#ap Ak pppps 27 HE|RH 2301 Hot 015 HWEE HH M. CH7|¥o e S7|
SIE|X| f2 MHIAIXK| =2t 37|18 7|&E 22 ha-sync-batch-size Zk(100)2 ZH35t1
HXsHok & £ Q&LICH HEF A= ZQIEE 0o|Fof 7|E8H URLE HIELICH.

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab®-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. E27{o| SR WMol A HHo| FIHEIREK| OIS O+ curl BHES Ystod ZE =
27{ g LiggrLct.
curl -i -u username:password https://b-589c045f-1f81ln-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies
2EA|: CHZ |2 S713F CHA| A&
HEZ7{0{ M ha-sync-batch-size ¥ g X%t F CH7|Y S7I3HE CHA| AlZHELICEH
RabbitMQ & 2& & AFE35t0{ CH7 |8 S7I3HE CHA| AlZ5tEdH
(@ Note
RabbitMQ & Z2&£& Ycd™ O| A& M 1E7 2| 0| X[EE FXZstMI.
1. RabbitMQ # £ 9| H O|X| 4ol Queues(CH7|Y)E MEHFLICE
2. Queues(CHZ|Q) H O|X[2] All queues(ZE CHZ|Q)HMH LAl SX|E CH7|ES 3t&L|Ch HA A
Ol M A48 M| 42Ol O|F(0d: batch-size-policy)O| CH7 |0l & A|=|o{ofF & L|C}.

10
3. EOE HIX| 27|12 7|8t ZZMAE CHAl AlEfstedd HX Ch7[E S7IHE FAFLICH O3
CHS CHZ | S712HE CHAl AIEFELICH.
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® Note

S71371 Al BX|ED 3R 2R E|X| &2™M ha-sync-batch-size gt £0[1 CH
7|8 S7I3tE CHA| AlZtel EMR

Cts B

« CH7|Y¥0| S7|8tE|2d Amazon CloudWatch X|E RabbitMQMemUsedE & Q15104 RabbitMQ = =0
MALEstE HZ2E ¥2 ZLIEHZE = QU&LICH EF RabbitMQMemLimit X|EE Q1510 L=
ol H=Z2| AMetE RLEHZE &= U&LICE AtAME LHE2 Amazon MQ2| CloudWatch X[E HA[A
2 RabbitMQE Amazon MQ EE7{0| A& 7tS 8t CloudWatch X|E EHHE & ZSHMIR.

. 71 S718 YAl BXIE WXIst2id Ch7|Qe B KXI5T HAIKIE #MElsts 20l E&LICH
HAIXI 2717 o 2 92220 B9 H27] QAHA SHS HDE7H M B2 Of 2 QIAHA 3
712 Paslol=ste 20| EALICH HEH QIAHA S8 W B2 7= A% B thE AHME

B2 EZ7{ 7| dE HE MEg HZotM2.

- M RabbitMQ& Amazon MQ E27{E MM E M Amazon MQE EE7H 52 %|H3t5t7] {IH 7]
2 ol B2 MM U 7ty SAE X ML 2R ol HEElE 712 MY 2 A3to|

742 XXM MAMSH= 7d0| Z&LICH 7|2 XA D vhost A|BHS AAdst= diedof| cHet RFA|BH LK

https://docs.aws.amazon.com//amazon-ma/latest/developer-guide/rabbitmq-defaults.htm| Bt

FZESHMI2.
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- It2t0|E| 2 2% (RabbitMQ Server A A) - RabbitMQ & AO|E.0{A{ RabbitMQ It2t0O[E{ 2 Z4%H
ofl CHal REMIE| 2ot Lich.

« RabbitMQ 2| HTTP API - RabbitMQ &t 2| API0i| CH3H AFAM|S| & ol LiC}.

HE WAL+ 4
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https://pulse.mozilla.org/api/
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1. ol 232l AWS Management Console 3t 2 Z7{9| RabbitMQ & E2£& Lict.
2. RabbitMQ 2 &0 A 24Z(Connections) B2 MEHELIC
3. 94 m|o|x|e] ZE AZ(All connections) S E0|AM &S ¢1Z22| 0| S ME4EFLICY.
4. A4 ME HE o o|X|olM o] 244 E7|(Close this connection)E& ME4SI0{ MM & &5t CHS
Al E7|(Force Close)& MEMEILICE Eoi mal 2 = 2
7|2 HAEE HAE &= U&LICH RabbitMQE Amazon MQE 4

Ol & Zcio|HEo] Eret&fLCt.
5. CHEH &XtoiA 2 Ql(OK)E =St AAES & lstn E&LICt
7 Hom 23l 7N MIHE B E ME e
(® Note
220/ E ofZ 2|7 0lMo] 23l & =2 7of Cist HHS RSS2 ChA| MHSIEE T4
T UELICE 0| 32 HE27H gl 2£0iM HZEE He Nz 4 EE A +8 E0IE

ol S&stx| ef&LICH.

4='E' °”A1IA7+ = E?iOI ,HAHE HAIX| Z2EE ZE(0: AMQP 9148 5671 ZE)Of
IPNES! A&LICH EEFHE HME [ Amazon
MQ01I x1|+°+ '='°+ :LEOI ZEE ﬂEP%* = AgLich 2ot O & +H™of chet RtAIEH LIS 2 Amazon

2CHA|: EE27{0f| JVM 7|8t ol Z 2|7 0| 4

0

RabbitMQ E27{1E MAst £ ofE2|70o|ME HE27o] HZAE £ &LICt CI2 KMo MHE

AAEH

RabbitMQ Java 2ct0|Q1E EIO|E 2|8 AFE5Io{ EZ 70 CHEH HAAS MM T, cHry|¥e M5
1, HAIRIE M&ste &g Eo{ELICt ChF st 1012 X[ E|= RabbitMQ £2+0 | 1E ZlolEE{E|
£ A23504 RabbitMQ EZ7{0f ¢1Z2E =+ U&LICH X El= RabbitMQ Z2I0|E Eho|Ee{ 2|0

CHEH REMIEH LHE 2 RabbitMQ Z2t0|ME EI0[EEE| 2 7HE A =7 & HESHMR

i M= RabbitMQ E 2 740{| Bt M2 E|L|

— B |
Ch HEE AMA 7HsE0| JE BE2FHE ddsts 30 UHE + J&LCh
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https://www.rabbitmq.com/devtools.html

JHeER 7Hol=

5t24M enableDnsHostnames 2! enableDnsSupport
2 MEA 9| VPCO| A DNS |22 &

Amazon MQ
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CI2 oMM E B2 7] 9 240 CHaH O]

EC2 Dashboard 2]
5. HotOF SE0iAM Eot
6. StEHOAM QlHIR =

7.

| O| K|
Edit inbound rules(2!H P

== xZQlE CH
=
=

I'

2 2ol AML 3t

=2
o
eyt

Z7HAdd Rule)= AEHEFL|CH
At X|& TCP)2 MEdstL|Ct,
AFEf Ol A

F ol M Custom TCP(A
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C.

NECTENE
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188 + AsLict

5t= A4 pom.xml MP°'01| EF%
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Apache Maven 2| Project Object Model TF0{| CHEH XFA|EH LIS

<dependency>

st Ol AHS

mo

= URL

o A
g £

5t
=

244

2CHAl: E2740f JVM Z|E o Z2|FH|0|M ¢
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https://console.aws.amazon.com/amazon-mq/
https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
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<groupId>com.rabbitmg</groupId>

<artifactId>amgp-client</artifactId>

<version>5.9.0</version>
</dependency>

4 XS3H0 Gradleg MEstE F? OE &9 AR LICH

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

Connection 2! Channel EciA 7}X42 7|

RabbitMQ Java Z2t0|1E &= ZHZf AMQP 0-9-1 42 & R 2 LIEFLHE= Connection 2 Channel
APl 22HA 7 LB El com.rabbitmg.clientE %4 WZ|X[IZ AL R LICH Connection &
Channel ZcHAE AH&3tE{H CHg o2t 20| HXY 7FA{ZLICH.

import com.rabbitmg.client.Connection;
import com.rabbitmq.client.Channel;

ConnectionFactory 44 2l HZ 7{0f HAZ

CHZ odlAlofl k2t X|EE mt2t0|E{E AF& 3504 ConnectionFactory EEiA 9| QIAEAE ML
Ct. setHost HMEE AFE3I0{ &M 7|S 8 EEH JEXQIEE FHBFLICEH AMQPS 2+00q i
HAAofl= LE 56712 AFSELICH

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel

2EHAl: E27{0f JVM 7|8 o Z 2|7 0| o34 245
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Channel channel = conn.createChannel();
1w EHo]| Ml A|R| H A

Channel.basicPublish& AF23t04 HIAIX|E &t AAIE = U&LICE CHE oMol AHE AMQP

2 T AAHE

Builder EcHAE AI&3t0d 2EHIX 80| plain/text? HAIX| £ ZX|E B =gLct

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),

messageBodyBytes);

® Note

BasicPropertiese Ats M E LA FefA 0| LIF ZeiA Q1 AMQPRILICE.

CH7 | 5 al HAIR| =4l

Consumer QIEHO|AE Sall CH7|¥E 755101 HAIXRIE =AE £ UELICH +55H Z3H5H=
HAIX|7I RHS 22 HHEE LICE.

ConsumerE F&StE 71E 4|2 U2 512 2ciA DefaultConsumerE AFEstE AQLICE CFS
oiNQF Zro| DefaultConsumer ZH&X|ZE basicConsume 30| U2 MEtsto] T=2 MYE £

A& LICH

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,

AMQP.BasicProperties properties,

byte[] body)
throws IOException

String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();

2EHAl: E27{0f JVM 7|8 o Z 2|7 0| o34 246
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Amazon MQ
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
1}
(® Note
autoAck = falseZ XMooz Consumer01| HHE &l HIAIX|E & latof 5tH, o xet &

Ol handleDelivery HIAMEO0|A{ =3

§oted 7Her ZhEgLCH

A Ey| U EEF} 01 27|
RabbitMQ EZ27{Q} 122 BZo{M CtS1} Zo| A A4S 2 F EH&LIC
channel.close();
conn.close();
® Note
RabbitMQ Java Z2I0|1E EI0|EB{E|E AF85t= BHEdol CHEE REM|EF LHE 2 RabbitMQ
Java 2C0|HE API 7}0|EE XM 2.
3EHA|: (MEH AFEH) AWS Lambda & 401 14
AWS Lambda = Amazon MQ EZ27{2| HIA|X|0of| @125t AFEE = U&LICH EEF{E Lambda0i|
IZE M CH7 UM HIAIXIE T 848 S7|A0Z 555 OHIE A4 DH%% 4A48HLICE
HM5l= OHIE AA DIEE HAIXIE ER7HM|M B X2 2117 JSON Z4A| & 4l9| Lambda HO|Z2E
2 fHerghLct.
HEZ7{E Lambda &40 ¢iZs24H
1. Lambda & A& g0 CtS IAM A& HEt2 F7HELICEH

« mq:DescribeBroker

» ec2:CreateNetworklInterface

» ec2:DeleteNetworklnterface

3CHA|: (MEH AFE) AWS Lambda g 50i] @423
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https://www.rabbitmq.com/api-guide.html
https://www.rabbitmq.com/api-guide.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
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* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

* logs:PutLogEvents

» secretsmanager:GetSecretValue

@® Note
23t IAM HEHo| gieo™ & 47| Amazon MQ ElAAQ| BHZEE MEZXoZ 212 £ 9

0jo

2. (MEAE) HEE HMA JtsHo| gie HEFHE ddst A2 OhF B StLHE +&5t04 Lambda

7t EE7{0] HAZESIEE {5l

« HEZ MEUY 5LES| NAT HIOIERIOIE FMHELICEH REMIEH LI 2 AWS Lambda 7HEr R}
SFLHMOM VPC A4 Bf 2| QIE{HU S MH[A AMAE HZtM L.

« VPC AEZQIEE A&304 Amazon Virtual Private Cloud(Amazon VPC)2} Lambda 7+2]
A2 MMELICH Amazon VPCE AWS Security Token Service (AWS STS) 2! Secrets
Manager A= ZQIE0of = @4Z5H0F B LICH AtA|IEH LHE 2 AWS Lambda 7HEE X} OFLHA{ 04| A
Lambdadl CH3t QIE{H|O|A VPC AIEEQIE TS FEFIMEL.

3. AWS Management Console2 At &3}0{ Lambda & =0 CHsli EE27HE 0|
Ch. create-event-source-mapping AWS Command Line Interface HES A& £+ Y&
L|Ct.

4. HEZ7o|M AH|E HIAIX|E Lambda &7t X 2ls5l= I EE ZA48HL|Ct O|HE AA OfE o A
HAME|E Lambda HO|Z2EE HZ27{0| AZFI &of et CHELICH CHS 2 RabbitMQE& Amazon
MQ CH7 |2 2| Lambda H| 0|2 = 0| A|IL|C}.

(® Note

oMo A test= RabbitMQ CHZ|[&2| O|§0|1 /= 7|2 71 SA2EQ9| o|FLIC O
ARIE &t2 [ O|HIE AAE test:: /0 HIAIX|E LtdEbL|LCt.
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
118,
97,
108,
117,
101,
49
]
.
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
.
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
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"appId": null,
"clusterId": null,
"bodySize": 80

1,

"redelivered": false,
"data": "eyJ0aWllb3V@IjowLCIKYXRhIjoiQlpybWYwR3c4T3YQYNFMUXhENEUifQ=="

Amazon MQZE Lambda0i @125t = &, Amazon MQ O|HIE A A0 CHSH LambdaZl X|steE S M
al O|HIE AA OfE @70 CHSt REAIEH LH2 2 AWS Lambda 7HEFRF OFLHA{ 0| A Amazon MQO1| A

o
Lambda A2 E B X SIAI2.

RabbitMQE Amazon MQO{| OAuth 2.0 ¢1& 4! Mt Hod Al

0| A& Mol M= Amazon Cognlt 2 OAuth 2.0 22 X2 AF2 35104 RabbitMQE Amazon MQ E£ 7
0'" I:|'|°|' OAuth 2.0 ¢ Z; ; |-E %l'l:él% g%iﬂ-—“:l:

(@ Note
S3(HOIE) & S=(EAF) 2I™0A Amazon CognitoE AFE & 4= ei& LIt

/A Important
O| Xt& M= Amazon Cognitod| Bt 242 £|X|BF CFHE ID MSU#|(IdP)E AL e = U&LICH
KEMIE LI 2 OAuth 2.0 215 ofXE & ESHAIL.

O| mlo|x[e| L&

« OAuth2.0 2152 7 45t7| et A =7
+ AWS CLIE AF83t0{ Amazon Cognito2 OAuth 2.0 15 74
+ Amazon CognitoE AFE 8 OAuth 2.0 & EtH& Q1B 717
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://www.rabbitmq.com/docs/oauth2-examples

Amazon MQ TR 7H0|E

OAuth 2.0 215& Fdst7| /I8 AP =7

AWS CDK AEBH4 RabbitMQ& Amazon Cognito OAuth 2 Z2{1 22 HiZ3+04 O] Xt&A
8t Amazon Cognito 2| AAE MHE £ Ql&LICE Amazon CognitoE =522 MHst= 82
RabbitMQ& Amazon MQ EZ7{0| M OAuth 2.02 T &5t7| Tl LIS A =HE &

Amazon CognitoE AH3st7| @8t A =4

ror

« AEX £ M504 Amazon Cognito AEZQIEE MAELICH O|Z A 324 Amazon Cogmto
ol M OAuth 2.02 AFS35HE H: CHFSH OAuth 2.0 HeH 2040l CHaEH YotE (et MSel EZ
% PN OI-A-”O

o HR7}I HO|E AF8AH £ read:all, write:all, configure:all 2 tag:administratorOiA
rabbitmqzte Elaas MHE MAMgtL|Ct o|2{8t ¥ 2/E RabbitMQ &t at 4Z2E L Ct.

BlAA M| AAMof CHEF REAISH LI 2 Amazon Cognito 7H& R} QFLHA{S| AL X} E(AWS
Management Console)0i| CHEt 2|AA A HO|& FEFHAM L.

« CtS ol E2[7i0| M 2Eto|HEE W FFLICH

- Machine-to-Machine application &2l Ar&X E0f CiEt oHE 2|7 0|4 EEI0|HE.
RabbitMQ AMQP ZE}0|HE0f AA8E Z2t0IHE Eot 57t Ql= 7| Eeto[HE LTt of
Z2|7i0|Md 2EI0|1E U Mol CHEt AtAIEH LIS 2 & 2EI0|E R8 U ¥ EEI0|ME A

7 o =

« Single-page application 2| At&X} Z0i CHEF o Z2(7 0| M ZEI0|E. RabbitMQ
| 20| A8XE EO0l6tE o ArZ ks HESR! ZE0|HEQLCt OFHS ™Rt dyg

RabbitMQ& Amazon MQ EZ7Q| AEZQIEE 5{EFE 8 URLE Z&SIES 0| oiZ2|7H 0|
M Zolo|olEE .=.E||0|EOH0|= grLICH REAM|ISH LH& 2 Amazon Cognito & & AFE35tod #2|E

Amazon MQE M™H5t7| I8t A =

« OAuth 2.0 M™Ho| M B 0{FE =I5 = bash AT EIEE AZMSHE 22 Docker Mx|.

« AWSCLIHT >=2.28.23-HZE7H Md S0 AHEXI 0|81} S E MEHMOZ FIIE + &L
Ct.
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https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample
https://aws.amazon.com/blogs/security/how-to-use-oauth-2-0-in-amazon-cognito-learn-about-the-different-oauth-2-0-grants/
https://aws.amazon.com/blogs/security/how-to-use-oauth-2-0-in-amazon-cognito-learn-about-the-different-oauth-2-0-grants/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#user-pool-settings-client-app-client-types
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#cognito-user-pools-app-idp-settings-console-create
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html#cognito-user-pools-app-idp-settings-console-create
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.docker.com/engine/install/

Amazon MQ

AWS CLIE Ar&3t0{ Amazon Cognito2 OAuth 2.0 215 +4

Ct2 MR M= Amazon CognitoZ IdPZ AH& 5104 RabbitMQ& Amazon MQ E 2710 CiEt OAuth
025 dYste WHE EoiELICh O] XM= AWS CLIE At835t0] HR et 2lAAE HMS
o F-gLch

N

=2 X

2 Mzoi M= configurationID & Revision, <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>
<2>%t Z2 X2l EAIR Z2E2 X 2t 2 dhHoF &hLCt.

oo

bl

1. CFZ oflA|et Z 0] create-configuration AWS CLI BWE AI&3504 Ml 42 MAdErL|ct.

aws mqg create-configuration \
--name "rabbitmg-oauth2-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

O| FF2 O3 olX|et RAEF SE S BrerefLich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-oauth2-config on RabbitMQ
3.13",

"Revision": 1
1,
"Name": "rabbitmg-oauth2-config"

}

2. CFS X2t Z0] OAuth 2.02 ¢1& X HEF F0{ YHo = ALESI =S rabbitmq.confit=E
o ods g

auth_backends.1 = oauth2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool.

# If you used the AWS CDK stack to deploy Amazon Cognito, this is one of the stack
outputs.
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https://docs.aws.amazon.com/cli/latest/reference/mq/create-configuration.html
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auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
auth_oauth2.resource_server_id = rabbitmq

# Amazon Cognito does not include an audience field in access tokens
auth_oauth2.verify_aud = false

# Amazon Cognito does not allow * in its custom scopes. Use aliases to translate
between Amazon Cognito and RabbitMQ.
auth_oauth2.scope_prefix = rabbitmqg/

auth_oauth2.scope_aliases.l.alias = rabbitmqg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmqg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmqg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmq/configure:*/*

# Allow OAuth 2.0 login for RabbitMQ management console
management.oauth_enabled = true
# FIXME: Update this value with the client ID of your public application client
management.oauth_client_id
= ${RabbitMqOAuth2TestStack.ManagementConsoleAppClientId}
# FIXME: Update this value with the base JWKS URI (without /.well-known/jwks.json)
auth_oauth2.issuer = ${RabbitMqOAuth2TestStack.Issuer}
management.oauth_scopes = rabbitmg/tag:administrator

O] 742 He HWEE AME3t0{ Amazon Cognitodd| Ho|El H2|E RabbitMQ =2t H {0l ofZ &
L|C}.

3. CF= oflx|Qt 20| update-configuration AWS CLI B2 AFE3lo4 28 E YO|o|EELC.
Ol BHIM o] Mxto| 1E-AHlol CHEt S o2 g2 LM IDE FIHEHLICH o|& £0] c-
fa3390a5-7e01-4559-ae@c-eb15b38b22ca!L|Ct.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BE2 CF= oA|et RAFE SE S BFEFEfLICH

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",

"Created": "2025-07-17T16:57:04.520931+00:00",

"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
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https://www.rabbitmq.com/docs/oauth2#scope-translation
https://docs.aws.amazon.com/cli/latest/reference/mq/update-configuration.html

Amazon MQ

"LatestRevision": {

"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2

1,
"Name": "rabbitmg-oauth2-config",
"Warnings": []
}
4. O| Mxtol 2Bt A0 A A5 OAuth 2.0 —TL OS2 HEHE HMELIC o|FA stedH Chg o
Aol Mt ZH0] create-broker AWS CLI &2 A6t ElL|Ct o] P20l A 15|12 2EHA| 2

SHOM U2 24 IDQ}F 7HH HEE 22 l2d8tLICt of: c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca ! 2.

aws mqg create-broker \
--broker-name "rabbitmg-oauth2-broker" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": true}' \
--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca>","Revision": <2>}' \

O| BHE2 Ct2 oot RAE SE S BHEFELICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-oauth2-
broker:b-2alb5133-a10c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. LCI2 ofiMIeF ZH 0| describe-broker AWS CLI 232 Al235l04 22 7{9| AEN7}
CREATION_IN_PROGRESSO{A{ RUNNINGE FEtz|=X| &QlstL|Ct. o] H&ioiAM o EtAlol A
oM U2 E27{ IDE =248tL|Ct. 0f: b-2a1b5133-a10c-49d2-879b-8c176c34cf73.

aws mq describe-broker \
--broker-id "<b-2al1b5133-a10c-49d2-879b-8c176c34cf73>"

Ol L T+ OIFIS RAEE SES BHEIELICH 01 S describe-broker HHO| #Het
sHe T E2o| oAl HTQLILH 0| SE2 B2y AEe B2 7B Baste O ABElE 0I5
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https://docs.aws.amazon.com/cli/latest/reference/mq/create-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker.html
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MErg 2Bo{FLICt 0] B2 config_managed 218 M2 EZ27{7} OAuth 2 215 HHE ALS
2 LIERRLICE.
{
"AuthenticationStrategy": "config_managed",

.oy

"BrokerState": "RUNNING",

OAuth2Z AM&3104 RabbitMQ & 2| &0 2aQl5te{H 227 A= X 2IEE Y Amazon
Cognito ®f Zct0|HE| RE& =8 URLE F7taHoF B[ RHAlIE LH 2 MEZ Amazon
Cognito CDK AEH M O| 5EHHE R Z5HMI2.

6. LCtS perf-test.sh 23 EE AF&3510{ OAuth 2.0 215 & et RF0{E & QlgrL|Ct.

O| bash A3 Z|EE AF&3l04 RabbitMQ& Amazon MQ EZ7{0i CiEt HAZEE HAEEFLICE O]
A B E &= Amazon Cognito0l A EEE 7tX42t 21Z20| MU E T EE[R=X| =RILICH 83H
OS2 FHEMH EE2FHIL HAIXIE HAletD AH[et= RE = = U&LICH

ACCESS_REFUSED 27/ 7} g5t 22 740f| CH 8t CloudWatch 215 AI235lo{ £ MM EX
sAg £ Q& LICH Amazon MQ 2£ 0| EZ2 79| CloudWatch 21 1=0f CHEF I3 £

= UA&LIcH

[0 NW

ol AT ZIENME CHS 2t NE3sHok &L,

« CLIENT_ID %! CLIENT_SECRET: Amazon Cognito 2£2| ¢ 220|21E | 0|X|of|A{ O|248t

i ¥E =+ AaLich

« Cognito =HI2I: Amazon Cognito 2£0{| A &
Ct =Ml Ho|X|Q| 2lAaA Mu MMM of gt

« Amazon MQ EE27{ AIEZQIE: Amazon MQ 2&92| &

Molgtg &E = &Lt

M
=
-Ir[

.I.
El
o
Ral
=
rr
e

N
=)

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client
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https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample#step-5-update-callback-urls-if-using-placeholder-urls
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CLIENT_ID=${RabbitMqOAuth2TestStack.AmgpAppClientId}
CLIENT_SECRET=${RabbitMqOAuth2TestStack.AmgpAppClientSecret}

# FIXME: Update this value with the domain of your Amazon Cognito user pool
RESPONSE=$(curl -X POST ${RabbitMqOAuth2TestStack.TokenEndpoint} \
-H "Content-Type: application/x-www-form-urlencoded" \
-d
"grant_type=client_credentials&client_id=${CLIENT_ID}&client_secret=${CLIENT_SECRET}&scope
configure:all rabbitmg/read:all rabbitmq/tag:administrator rabbitmqg/write:all")

# Extract the access_token from the response.

# This token will be passed in the password field when connecting to the broker.
# Note that the username is left blank, the field is ignored by the plugin.
BROKER_PASSWORD=$(echo ${RESPONSE} | jgq -r '.access_token')

# FIXME: Update this value with the endpoint of your broker. For
example, b-89424106-7e0e-4abe-8e98-8deddada7630.mq.us-east-1.0on.aws.

BROKER_DNS=<broker_dns>

CONNECTION_STRING=amqgps://:${BROKER_PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--flag persistent --rate $PRODUCER_RATE

« OAuth 2.0 M: O| 4HE AIE5le{H HZ2F{E MMSt= SO ALK o|E &S E MS3sHX| ot
AA|2. O™ x| M= OAuth 2.0 215 B0 AL 5HE WS Ho{ELICH
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« OAuth2.0 & B+ 0l&F: 0| HHHE AIS5icdH B2 7|15 MAMSIE SO AIEX O|EN YEE X3
au 2=

o
ghL|ct. =8 ChS MxFQF 20| auth_backends.2 = internal 27{ Fgoi| F7ELCt

Ct HRIMME <ConfigurationId> & <Revision>It Z A2l EAIRF 2L AKX 2t 2 HIH
OF gfLCt.

HI =4

T els gH

1- T =

ol
fjo

D5 ASetedH O S ofx|et 2ol EZ7 78S &L

oauth2
internal

auth_backends.1
auth_backends.2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
auth_oauth2.resource_server_id = rabbitmq

auth_oauth2.verify_aud = false

auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.scope_aliases.l.alias = rabbitmqg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmqg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmg/configure:*/*

Ol +2 He BE S AH&35t0{ Amazon Cognitodl| 2|l 'HL|E RabbitMQ Z & H2{ol| OHE &
L|ct.

2. CHSoxet Zo|l F AS YHE ZF ME Bz7E dELC

ol
rr

aws mq create-broker \
--broker-name "rabbitmg-oauth2-broker-with-internal-user" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \
--configuration '{"Id": "<ConfigurationId>",b"Revision": <Revision>}' \
--users '[{"Username":"<myUser>",6 "Password":"<myPasswordll>"}]"
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3. Amazon CognitoE Ar&3t04 OAuth 2.0 215 T4 HRIo| 5EHAIQ 6EHAH|o| MBEICHE EEH
AEfet 015 U MY F0| M= X| &elgLct

I
o

RabbitMQ& Amazon MQO{| CHEF IAM Q1F 4! HEF 204 Al

CHE &0 M= RabbitMQE Amazon MQ EZ7{0f CH5H AWS IAM ©1F 2! HEt Ho{E &t Ad5tst=

teH2 HOo{ELICH IAME E 4318 £ AFEX= AWS IAM A4 5HE AFE 5104 RabbitMQ & 2|
AStD AMQPE S5l ¢1ZE £ Q/&LICH IAM 215 0| RabbitMQE Amazon MQO| A EHS 5t

= dbAlof| CHet XEAMIEE LH2 2 MM & X 5HA|Rthe section called “IAM 21& 4! M8t Eoq”.

AWS RabbitMQE2 Amazon MQ EZ27{& A L35t AWS #HXo| 22|AF A4 &
Oleft BHEIR X174 BBOR THE M HT(AWS CLI ZRE Ei 87 #45 A'8)
AWS CLI x| & 714

+ jq BYE JSON Z2AIM Hx|E

curl HHE T 7 Mx|E

£ Ar83stod 1AM 215 & HeF F0o{ 74 AWS CLI

1. B He MY

g2 B 87 HeE My,

export AWS_DEFAULT_REGION=<region>
export BROKER_ID=<broker-id>

AWS 7’doll CHall o} R HI2E ¢l A4 5 w2 olMe & d3terLict

ISSUER_IDENTIFIER=$(aws iam enable-outbound-web-identity-federation --query
'IssuerIdentifier' --output text)
echo $ISSUER_IDENTIFIER

258

>
=
ro
ol
el
rH
rok
I
L2
>
0o



Amazon MQ TR 7H0|E

E2j0fl= HYOl TR YA AlMR URLO| HAISZ EAIELICHhttps: //
<id>.tokens.sts.global.api.aws.

3. 1AM M3 B MM

4 AE Y EEE VXS + s HEE Fofste X EAME A&

cat > policy.json << 'EOF'

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect": "Allow",

"Action": [
"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"

1)

"Resource": "*"

}
]
}
EOF

CALLER_ARN=$(aws sts get-caller-identity --query Arn --output text)
cat > trust-policy.json << EOF
{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "$CALLER_ARN"
},
"Action": "sts:AssumeRole"
}
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aws iam create-role --role-name RabbitMgAdminRole --assume-role-policy-document
file://trust-policy.json

aws iam put-role-policy --role-name RabbitMgAdminRole --policy-name
RabbitMgAdminRolePolicy --policy-document file://policy.json

6. RabbitMQ OAuth2 A& 3

OAuth2 215 & M3t 204 MY S AL& 35104 RabbitMQ 74 TtUZ M gfLCt.

cat > rabbitmg.conf << EOF
auth_backends.1 = oauth2
auth_backends.2 = internal

auth_oauth2.jwks_url = ${ISSUER_IDENTIFIER}/.well-known/jwks.json
auth_oauth2.resource_server_id = rabbitmq
auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.additional_scopes_key sub

auth_oauth2.scope_aliases.l.alias = arn:aws:iam::$(aws sts get-caller-identity --

query Account --output text):role/RabbitMgAdminRole
auth_oauth2.scope_aliases.l.scope = rabbitmq/tag:administrator rabbitmqg/read:*/*
rabbitmq/write:*/* rabbitmqg/configure:*/*

auth_oauth2.https.hostname_verification = wildcard

management.oauth_enabled = true
EOF

7. BEz7{Fd HHolE

B2 M 78S HEELICHL
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# Retrieve the configuration ID
CONFIG_ID=$(aws mq describe-broker --broker-id $BROKER_ID --query
'Configurations[@].Id' --output text)

# Create a new configuration revision
REVISION=$(aws mq update-configuration --configuration-id $CONFIG_ID --data "$(cat
rabbitmq.conf | base64 --wrap=0)" --query 'LatestRevision.Revision' --output text)

# Apply the configuration to the broker
aws mq update-broker --broker-id $BROKER_ID --configuration Id=$CONFIG_ID,Revision=
$REVISION

# Reboot the broker to apply changes
aws mq reboot-broker --broker-id $BROKER_ID

CS BHAHIZ FTIgSH7| RUNNING Mo 2274 &Ef7} 2 otz W7HR| 7| =L Ct.
8. JWT EZ 7}X27]|

IAM 3

g
fjo

Totn XA 5T EES Hd&LICH

# Assume the RabbitMgAdminRole

ROLE_CREDS=$(aws sts assume-role --role-arn arn:aws:iam::$(aws sts get-caller-

identity --query Account --output text):role/RabbitMgAdminRole --role-session-name
rabbitmqg-session)

# Configure the session with temporary credentials

export AWS_ACCESS_KEY_ID=$(echo "$ROLE_CREDS" | jq -r '.Credentials.AccessKeyId')

export AWS_SECRET_ACCESS_KEY=$(echo "$ROLE_CREDS" | jq -r
'.Credentials.SecretAccessKey')

export AWS_SESSION_TOKEN=$(echo "$ROLE_CREDS" | jq -r '.Credentials.SessionToken')

# Obtain the web identity token
TOKEN_RESPONSE=$(aws sts get-web-identity-token \
--audience "rabbitmg" \
--signing-algorithm ES384 \
--duration-seconds 300 \
--tags Key=scope,Value="rabbitmq/tag:administrator")
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# Extract the token
TOKEN=$(echo "$TOKEN_RESPONSE" | jgq -r '.WebIdentityToken')

9. RabbitMQ 2| API0]| A

JWT EZE AI235l04 RabbitMQ & 2| API0]| HM| A B L|CE.

BROKER_URL=<broker-id>.mq.<region>.on.aws

curl -u ":$TOKEN" \
-X GET https://${BROKER_URL}/api/overview \
-H "Content-Type: application/json"

SEO| 4B5HE 1AM Q15 0| SHHZ | BHS8HEX| 2QIRLICH STl JSON HAlo| 227 7i
2 M2t Z3tElof aLich

10. JWT EZE AtE5t0{ AMQPE Sall 12
M5 EHIAE TTo B JWT E22 AFZ 510 AMQP HZIS HIAESHLICH

BROKER_DNS=<broker-endpoint>
CONNECTION_STRING=amqps://:${TOKEN}@${BROKER_DNS}:5671

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to 1 \

--producers 1 --consumers 1 \
--uri ${CONNECTION_STRING} \
--flag persistent --rate 1

ACCESS_REFUSED @& 7} g5l 22 7{0]| CHEF CloudWatch 218 Alg35to{ 24 M& 2X|

£ e = AU&LICH Amazon MQ 2£0AM EZ7{9] CloudWatch Logs 21 I E0f Cist 213
E 32 = UAsLct
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RabbitMQE& Amazon MQO| LDAP 215 4l HE Hod Al

ol &t

T o

Mo M=E AFE510{ RabbitMQE Amazon MQ E£7{0f CHEt LDAP 215 & HEt R0{E #4
b
=

| X
= 2 MHFLICH AWS Managed Microsoft AD.

o
0

o| IO|X|2] LH&
« LDAPQIZ I/ H
« AWS CLIZ AtE535}0

el F048 At /ISt A &= A
]

RabbitMQO| A LDAP 74

LDAP 215 Sl Het £0iE Fd5t7| flgh AP =

RabbitMQ LDAP & & & Amazon MQ& CDK AES HYZ 5t040| A& Mo 28t AWS ElAAE M
Mg £ laLlch AWS Amazon MQ RabbitMQ AWS Managed Microsoft AD

LDAP AF&XH 2! 2 & AWS Managed Microsoft AD, Network Load Balancer, 215 A
ol IAM HE S 2 %+04 Zest E': AWS ElAaAE XS 2 HYELICH AR0|M dYE 2laA 9

CDK AEHS AI23I= CHAl TIAAE £E502 MAMSE 742 RabbitMQE Amazon MQ EZ 70
LDAPE 7 M5t7| ™ol 888 2l=etrt U e=X| & elghLct.

Amazon MQE M™H5I7| QI AFH =7
AWS CLI {7 >=22823: E2 7] MA S0 AFEX O|ET ¢35 MEiXo 2 F7HE 4 Ql&LCH
AWS CLIE AF23}104 RabbitMQOi A LDAP T+44

O| HRIOM= AWS CLIE AL85t0 Hedt BE[AAE Mdstn T EELICH CHE HRtoME
configurationID %! 7, <c-fa3390a5-7e@1-4559-ae@c-eb15b38b22ca>2t ZH2 X2l E AR} gL
2 MA Zte 2 HhoF <2>FLct,

1. CtS odlAet 20| create-configuration AWS CLI H™H 2 AF8 5o M S Mgt

aws mq create-configuration \
--name "rabbitmg-ldap-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"
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JHeER 7Hol=

Ol FF2 O35 oA RAEF SE &S BrerEfLich

{

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-aelc-
eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

llIdll:

"c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

"Created":

"2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-ldap-config on RabbitMQ

3.13",

"Revision": 1

iy

"Name'

2. oHE oMo Zolgte 7 T
2 ASYUCH MERS ZE X}
EZE AWS CDK A =

': "rabbitmg-ldap-config"

Il
o
FH 0z

AlRF ZHE EAIE${RabbitMgLdapTestStack.*})
21 IE= olof| Ar26t= QlZ 2ol AlX| Zte 2 HiELICH

i
>
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auth_backends.1 = ldap

# LDAP authentication settings - For more information,
# see https://www.rabbitmqg.com/docs/ldap#basic

# FIXME: Replace the ${RabbitMgLdapTestStack.*} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.

auth_ldap.
auth_ldap.
auth_ldap.
auth_ldap.
auth_ldap.
auth_ldap.
auth_ldap.
auth_ldap.

servers.l = ${RabbitMgLdapTestStack.NlbDnsName}
dn_lookup_bind.user_dn = ${RabbitMglLdapTestStack.DnLookupUserDn}
dn_lookup_base = ${RabbitMglLdapTestStack.DnLookupBase}
dn_lookup_attribute = ${RabbitMglLdapTestStack.DnLookupAttribute}
port = 636

use_ssl = true

ssl_options.verify = verify_peer

log = network

# AWS integration for secure credential retrieval
# - see: https://github.com/amazon-mq/rabbitmqg-aws

Mrabbitmg.confstod LDAPE Q15 4! Hst Hof o

=
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# The aws plugin allows RabbitMQ to securely retrieve credentials and certificates
# from AWS services.

# Replace the ${RabbitMglLdapTestStack.*} placeholders with actual ARN values

# from your deployed prerequisite CDK stack outputs.
aws.arns.auth_ldap.ssl_options.cacertfile = ${RabbitMglLdapTestStack.CaCertArn}
aws.arns.auth_ldap.dn_lookup_bind.password =
${RabbitMgLdapTestStack.DnLookupUserPasswordArn}

aws.arns.assume_role_arn = ${RabbitMglLdapTestStack.AmazonMgAssumeRoleArn}

# LDAP authorization queries - For more information,
# see: https://www.rabbitmq.com/docs/ldap#authorisation

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual group DN

# values from your deployed prerequisite CDK stack outputs

# Uses Active Directory groups created by the prerequisite CDK stack

auth_ldap.queries.tags = '''

[{administrator, {in_group,
"${RabbitMglLdapTestStack.RabbitMgAdministratorsGroupbDn}"}},

{management, {in_group,
"${RabbitMgLdapTestStack.RabbitMgMonitoringUsersGroupDn}"}}]

# FIXME: This provides all authenticated users access to all vhosts
# - update to restrict access as required
auth_ldap.queries.vhost_access = '''

{constant, true}

# FIXME: This provides all authenticated users full access to all
# queues and exchanges - update to restrict access as required
auth_ldap.queries.resource_access = '''
{for, [ {permission, configure, {constant, true}},
{permission, write,
{for, [{resource, queue, {constant, truel}},
{resource, exchange, {constant, true}}]1}},
{permission, read,
{for, [{resource, exchange, {constant, true}},
{resource, queue, {constant, true}}]}}

# FIXME: This provides all authenticated users access to all topics
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# - update to restrict access as required

auth_ldap.queries.topic_access = '''

{for, [{permission, write, {constant, true}},
{permission, read, {constant, true}}

3. CI2 ofxQt 20| update-configuration AWS CLI HEE AFE35l0d 2 MHE UOIo|EE
LICt. O] oA O] A%t 1EHA|of CHEF SEHoZE g2 T IDE FIIELICEH o & E0q c-
fa3390a5-7e01-4559-ae@c-eb15b38b22calLC}.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BHE2 O3 oidlet RAE SE S BFEFELICH

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-

a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
b
"Name": "rabbitmg-ldap-config",

"Warnings": []

4. O Hzto| 2EtH 0| A A8t LDAP Tt 82 AHE5to EEFHE Mg Lct o|E A st2d™ ot 2
Ol X2t Z 0| create-broker AWS CLI BE2 AFSELICH o] B0 1EHAeF 2EHAH[9| &
oM ¥ 7 IDe 7E HE & Zh2h l=23gfL|Ct. of: c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca ! 2.
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aws mg create-broker \

--broker-name "rabbitmg-ldap-test-1" \

--engine-type "RABBITMQ" \

--engine-version "3.13" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

O| BE2 O3 Aot AR SE S BHEFELICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-1ldap-
broker:b-2alb5133-al0@c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

A E27{0|§ x|d A|Et

T4 CDK ARHO|AM A433H IAM B2 H27 0§82 2 AlStSE S &sret
Ctrabbitmg-ldap-test. 2E27{ 0|§0|0| {EHE E=X| EQIFLICI JEX| o™
IAM 23&H0i| ARN =0IS 25 dgtg =& Mol eisLch.

5. CI=2 XN 20| describe-broker AWS CLI 232 RUNNINGAIE3t04 E27{o| ArE|7}
CREATION_IN_PROGRESSO{AM 2 FMetk|=X| & QlgrL|ct. o] E&ol A o|™ EHA|e] Aol A &
e 227 |DE 238fL|C}. 0d: b-2a1b5133-a10c-49d2-879b-8c176c34cf73.

aws mq describe-broker \
--broker-id "<b-2a1b5133-310@0c-49d2-879b-8c176c34cf73>"

O| HH2 CIS oAt SAISH SH S BHEHELICH OIS 8H 2 describe-broker @& 0| et
Ste MA| £2d0| oF Al p{AQILIC O] SE2 BEE2 7 AEIQ HEFHE BES 5= O AFRE|= Q15
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™M2rg 2o{ELICt 0] B2 config_managed 915 ™22 EZ27{7} LDAP 215 &S AISE
g LIEHLICE.

{

"AuthenticationStrategy": "config_managed",

4

"BrokerState": "RUNNING",

= CDK 2Bi0| M Y&t E|AE MEXRL & otLIE AFE5I04 RabbitMQ AAMA HE

o
e

# FIXME: Replace ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a user (should fail - console user only has monitoring permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \

-X PUT https://${BrokerConsoleURL}/api/users/testuser \

-H "Content-Type: application/json" \

-d '{"password":"testpass", "tags":"management"}"'

R0 A2

rok

RabbitMQE Amazon MQO{ HTTP ¢1& 4! A

O| A& AMAIME 28 HTTP MHHE AF2510{ RabbitMQE Amazon MQ EE27{0f CHEt HTTP 215 4!
Tt 20{E 1 MH5HE WHe MHEELICH
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® Note

HTTP ©/& Z2{1Q!2 RabbitMQE Amazon MQ K7 4 O| &0 MTH AFE 4= Q& LLCt.
RabbitMQ

o| 0| X|2| LHE
« HTTP 215 & HEt B 0iE 75 7| @8t M =7
« AWS CLIZ At235l04 RabbitMQOI|A HTTP ©1& 7 Ad

HTTP 215 & Het R0i& FFst7| !t AP =2

AWS RabbitMQ& Amazon MQ HTTP 215 S&'2 /8t CDK AEHE H|ES5H040| AF& A0l 2t
AWS Z|AAE MEIEH 4 olaL|C}.

O| CDK AE2 HTTP 218 Mu{, QIS & IAM HE S Z&5t0f EREt ZE AWS E[&AE K52
2 AGELCH 2B M -8 ElAaA 0| MA| 552 1i7|X| READMEE HEsHAI2.

Amazon MQE MH35I7| It AAH =A
AWS CLI HHZ1 >=2.28.23: HZ27{ MM Z0of| AI2X} O|ED} A S E MEZIoZ F7}& 4 Ql&LICE
AWS CLIZ Al 235104 RabbitMQO|A HTTP ©1& 74

O| H&toHE AWS CLIE At85to 2Bt EIAAE ddstn FEefLch ChE HitoMdeE X2l &
AR gke A 2te =2 dhof Lt

1. CtS odlAet 20| create-configuration AWS CLI B2 AF85I0d M 282 MdEfLICt

aws mq create-configuration \
--name "rabbitmg-http-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

o
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/

Amazon

MQ LR 7Hol=

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-http-config on RabbitMQ
4.2",
"Revision": 1
I
"Name": "rabbitmg-http-config"

=
= S =
otUg dEELICE RESe| 2 E X2l EAIR (2 EAIES]. . .})S HIEZE AWS CDK At
ZU A EH EE Olof &85ts lzZete| AA| ez HhELh

auth_backends.1 = cache
auth_backends.2 = http
auth_cache.cached_backend = http

# HTTP authentication settings
# For more information, see https://github.com/rabbitmg/rabbitmg-auth-backend-http

# FIXME: Replace the ${...} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.
auth_http.http_method = post

auth_http.user_path = ${HttpServerUserPath}
auth_http.vhost_path = ${HttpServerVhostPath}
auth_http.resource_path = ${HttpServerResourcePath}
auth_http.topic_path = ${HttpServerTopicPath}

# TLS/HTTPS configuration
auth_http.ssl_options.verify = verify_peer

auth_http.ssl_options.sni = test.amazonaws.com

# AWS integration for secure credential retrieval
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# For more information, see https://github.com/amazon-mg/rabbitmg-aws

# Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.auth_http.ssl_options.cacertfile = ${CaCertArn}

3. update-configuration AWS CLI BHE AlE5t0 42 HOlO|EELICH 3EAH el 74 ID
E ArS

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O BHE2 Ch5 oflx|et RAHE SE S B ELICH

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-http-config",
"Warnings": []

4. HTTP MHE A5t EEHE MMEILICH O™ BHAHIe| 4 IDQ 7HE HES E AFSEFLICE

aws mq create-broker \
--broker-name "rabbitmg-http-test-1" \
--engine-type "RABBITMQ" \
--engine-version "4.2" \
--host-instance-type "mg.m7g.large" \
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--deployment-mode "SINGLE_INSTANCE" \
--logs '{"General": true}' \
--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

O| BE2 CFS ox|et RAFEH SE S BFEFEfLICH

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-http-
test-1:b-2al1b5133-a10c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. describe-broker AWS CLI 232 RUNNINGAI2 5104 H2 70| AEN7I0{| M

CREATION_IN_PROGRESSZ FMgtE|E=X| &holstL|ct.

aws mq describe-broker \

--broker-id "<b-2alb5133-al@c-49d2-879b-8c176c34cf73>"

O| HHE2 Ct3Z M|t FAEF SE 2 BtEHELICH config_managed 218 TE2 E27{7}
HTTP 215 &S AFS &S LtEtLICH

| |

"AuthenticationStrategy": "config_managed",

"BrokerState": "RUNNING",

o
1]
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# FIXME: Replace ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a vhost (should fail - console user only has management
permissions)
curl -u RabbitMqgConsoleUser:$CONSOLE_PASSWORD \
-X PUT https://${BrokerConsoleURL}/api/vhosts/test-vhost \
-H "Content-Type: application/json" \
-d '{}'

RabbitMQE& Amazon MQO1| SSL RIS A CI15 Al

Ol RAt&MollMe= Zetols! 215 7|3 E A& 5t0{ RabbitMQE Amazon MQ E Z740f| CHE SSL 2IE A
5 FHsts WS MYFLICHL
(@ Note
SSL 215 A 215 Z£2{12!2 RabbitMQE Amazon MQ HT 4 O| &0l AEH ALEE = &L
Ct. RabbitMQ
ol Ho|x|2| LHE
- SSLRIBM QIEE FH5t7| !IEt AL &=
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AWS RabbitMQ& Amazon MQ mTLS S &2 28 CDK AEIE HHE510{0| A& A0l ZEEF AWS 2|
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7 ol Z35H5t0d ZRdt ZE AWS BAAE R}
Soz MMSHL|CH AEHO|AM MM 2lAAQS MA| EE2 17| K| READMEEZ & ZX M 2.

7| 210l RABBITMQ_TEST_USER_NAME & #H8 MMEtL|Ct o] Zt2
o| At O|F(CN)2E A E|H RAt& M EH0|M ALE5t= AFEXL O|F Tt
U x| oF g LICt. 0d: export RABBITMQ_TEST_USER_NAME="myuser"
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oI-|__||_—_|.

|'O

Amazon MQE M™3sI7| I8t A=A
AWS CLI HHZX1 >=2.28.23: HZ27{ MM Z0of| AI2X} O|ET} A S E MEAXIoZ F7}& 4 Ql&LICE
AWS CLIE At&35104 RabbitMQOI|A{ SSL 215 M 215 £

o| Mztoi M= AWS CLIE A|‘ 5t04 ER 8t E|lAAE MEstn +EELICH OIS "R
configurationlD, Revision &! <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>2t 2 AI2| EA|
INEAE=RSVS g1 I:IP’f‘-I0|= <2>FfLct

1. CFS X2t 20| create-configuration AWS CLI BEZ A& 3504 Al 42 A d7LCt

aws mqg create-configuration \
--name "rabbitmg-ssl-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"
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{

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-ssl-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-ssl-config"
}

2. CtS 1|7<1|9F Zolgte 74 MF 12 dMrabbitmqg.conf3t04 SSL QIE M 2B S AFSELICH.
I EZ3I0| RE K2 EARF ZHE EAES{...)S HHIZE AWS COK AFTH R AR EH L=

=
olof AF25t= Ql=Zglo| AlX| Zfe 2 Ht&L|C}.

auth_mechanisms.l = EXTERNAL
ssl_cert_login_from = common_name

auth_backends.1 = internal

# Reject if no client cert
ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}

3. CI2 ofxQt 20| update-configuration AWS CLI HHE AFE35l0d 2 MHE UOIO|EE
LICt. O] Hoi|lAf O] Mxto| 1EtAHof CHEt SEHSE 82 T4 IDE FIHELICH & S0 c-

fa3390a5-7e0@1-4559-ae@c-eb15b38b22caL|C}.
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aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-ssl-config",
"Warnings": []

4. O Hztol 2EtH oA M5t SSL Q1B M Q1B FHE AI&5tod EEHE MELICH O[FH 5t
24 CFS of|MIQF 20| create-broker AWS CLI B3 AFEFLICH O] H- oA 1EHAQL 2
EtAl o] SHOIM ¥ 74 ID2 /HE HEE Zh2h U=TLICE of: c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca %! 2.

aws mqg create-broker \

--broker-name "rabbitmg-ssl-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>3}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]'
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"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-ssl-
test-1:b-2alb5133-a10c-49d2-879b-8cl76c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. C}Z odlXMQt 20| describe-broker AWS CLI &2 RUNNINGAIE 5104 EZ2749| AEH7}
CREATION_IN_PROGRESSOIM 2 Hete[=X| = lgrL|Ct. o] EZ oM o|F BEH7|e| ZutofAq &

S H27{IDE X|Z&LICH o€ £0{ b-2a1b5133-a10c-49d2-879b-8c176c34cf73L
Ct.

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8c176c34cf73>"

O| BF2 O3 olN|et RAEF SE S BretELICH ChS 852 describe-broker HEO| Hhet
B Tl B30l o BT, 0 SHE 271 YeiS} 2218 DS E o HBEE 2B
M2 Ho{ELICt O] B2 config_managed 218 T2 E27{7| SSL QI M Q15 &S Al
g8 S LIEtELICH
{
"AuthenticationStrategy": "config_managed",
"BrokerState": "RUNNING",
}
6. Lt ssl.sh 23 EEE ALE5t0{SSL Q1B M 2I5S &lefLch
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0| bash A3 ZIEE Al275l04 RabbitMQE Amazon MQ EZ7{0f CH§t 212 E|AEEL|CE. O]
AJEIEE ZCI0|ME CIBME QB0 ArE35tD @140| M2 +HEER=X| =elgfLict 83
Moz TME|H EZ27{7} HAIXIE HAIStD AH|Sle JAEg 8 = YUsLICh

ACCESS_REFUSED @&/ 7} st 22 7{0o]| CHEF CloudWatch 218 AF&35t0{ 4 MY EX|
HEE &= U&LICH Amazon MQ E2&0A E27{9| CloudWatch 21 &0 Ci$t 3 &

= UA&LIcH

fjo NM

ol 23 ElE0|ME CHS 22 MSsH ok gLict

 USERNAME: 2EZI0|UE QB Mol Lt O|F(CN)LICH.

« CLIENT_KEYSTORE: 22}0|E 7| AE0{ I} Y(PKCS12 HA|)o| ZEILICH T+ CDK AHEH
2 MN8F d2 712 2= Ut (pwd)/certs/client-keystore.pl2.

« KEYSTORE_PASSWORD: 2CI0|01E 7| AE0{Q| &S QILICI El4 CDK AEHE AIE8F E<2 7|
2 g5 = YLCtchangeit.

+ BROKER_DNS: Amazon MQ 2£ 2| EE7{ M¥ HE H0|X|0of U= HAZ|HO| 2 3t =
OIAL_||:|.
AA EH .

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<client_cert_common_name>
CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amgps://${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \
-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \
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-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--sasl-external \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

AMQP 2! 22| IEZQIE 0 mTLS AFR

Ol Rt& MMz Zetols! 215 7[2H2 ALE35t04 AMQP 22t0[dE 244 3 RabbitMQ 2 2| 21E{H| O]
£0] CHsll & 2 TLS(MTLS)E 7 dste EHE dTELIc

@ Note
mTLSOf CHt Z2}0|El 215 7|&t AH2 2 RabbitMQE Amazon MQ H{Z 4 0|40 MBH A2 &t
= &LICt. RabbitMQ

O] I[O|X|2Q] LY
« mTLSE FM35l7| {8 A =7
« AWS CLIZ A}235104 RabbitMQO| A mTLS T4

mTLSE 7 d517| {8t A =7

HHEZ 5t0{0| At& MO 28 AWS E

mlo

RabbitMQ mTLS & &2 28 Amazon MQ& CDK &
AAE MME £+ U&LICE. AWS Amazon MQ RabbitMQ

gl oL ZEsto] T st E% AWS Z|AAE K}
SoF MAMSH_|CH AEHO|A] MAISEH 2|AA Q| MR S22 1| 7| K| READMEE & X 35HM L.

CDK AEBIZ AIB5tE CHAl E|AAE =82 2 M= B RabbitMQE® Amazon MQ E 2 710i| A
mTLSE 7 MHsl7| ol 858 Ql=et7F UeX| &gl
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Amazon MQE AHM3sI7| I8t AP =

AWS CLI HHF >=2.28.23: HE27{ M4 Fo0l ALK} O|ET Y3 E ME{MO R 718 4 QlaLc,
AWS CLIE AF&310{ RabbitMQO|A mTLS 4

Ol xto M= AWS CLIE At835to] et 2lAAE MMStT FEgLIcH o g HAtME

.l
configurationID 2! 7§, <c-fa3390a5-7e@1-4559-ae@c-eb15b38b22ca>2t Z2 A2l EAIXF 2t
2 A 222 g ok <2>°.=.*|—|EP.

1. CFS o|x|QF 20| create-configuration AWS CLI HEE AF25t0d A =S MAghLICH.

aws mq create-configuration \
--name "rabbitmg-mtls-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

O| BF2 O3 ollA|et RALEF SE & BrerEfich

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-ebl1l5b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-mtls-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-mtls-config"

2. CISoXQt Zo| 2le 74 ot g MArabbitmg.confdlod AMQP & 2| dl=ZQIEof Cist
2ol R E Ke| EAIRF ZHE EAIES{. . .})2 HIEZE AWS CDK A

o
Olo &8st el=zete| Xl ez HhELICH

_I.u.
|_
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JHeER 7Hol=

3.

auth_backends.1 = internal

# TLS configuration

ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true
management.ssl.verify = verify_peer

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}
aws.arns.management.ssl.cacertfile = ${CaCertArn}

F

o

CHS ofix|Qt Z+0| update-configuration AWS CLI HEE AI&35to] M S dClolE
LICt. o] EZollA O] Hxte| 1EtAH|of CHEt SEH o= 82 LA IDE FIIELICH o|& &0 c-
fa3390a5-7e01-4559-ae@c-eb15b38b22calL|C}.

I

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

O| BE2 CF= ox|et RALE SE S BFEFELICH

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
3,

"Name": "rabbitmg-mtls-config",
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"Warnings": []

4. O| MxIO| 2CHAH 0| M MAIE mTLS Ao 2 HEFHE MASHLICH O|Z A 5te{H Ct2 oi x|t 2
O| create-broker AWS CLI HHEE ArE & LICH O] BE|M 1EAH|IQF 2EHA || SE A (2
M IDe} W HHE E ZtZE l=2dstLCt. 0d: c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca
ql 2.

aws mqg create-broker \

--broker-name "rabbitmg-mtls-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": true}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]"

O| BHE2 Ct3 oot RAE SE S BFEFELICH

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-mtls-
test-1:b-2alb5133-a10c-49d2-879b-8cl76c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. CI2 oMt 20| describe-broker AWS CLI 232 RUNNINGA2 504 H 2 70| AE|T}
CREATION_IN_PROGRESSO|AM 2 MEtE|=X| &2l E LICt. o] E&olAM o] EHAH|e] ZAutof A &
2 227{IDE NZELICH o & £0{b-2a1b5133-a10c-49d2-879b-8c176c34cf73 L]
CF.

aws mq describe-broker \
--broker-id "<b-2a1b5133-a10@0c-49d2-879b-8c176c34cf73>"
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O| HH2 C}= oilMet RALE 8E S gretELICH OIS 852 describe-broker HZO| HFEt
St A £330 oF A HTJULICE.

"AuthenticationStrategy": "simple",

.oy

"BrokerState": "RUNNING",

6. CI= A3ZIEE A25t0imtls.sh mTLS @I&E 2 & QlstL|Ct.

)
I

A2 5104 RabbitMQE Amazon MQ E27{0] CHEt 42 E|AEEL|Ct. 0]
AJEEE ZECI0|MHE QI I [2

to

SME AE5l04 448 QB 5tn HAA0| MOZ 2 HEIFRER
LICt M3 ™Moz FHEE|H B2 77 HAIRIE HAlIStD AH|ste Ag 8 &= AU&LICH
ACCESS_REFUSED 27 7} gt A5t & 2 70i| CH 8t CloudWatch 215 AI835to{ 24 A
iae & A&LICH Amazon MQ 2£0iA EZ27{2| CloudWatch 21 201 CiEF &3

4+ e

mo  mfn

o| ATZIENME S 2k MlZ36HoF &},

USERNAME 2! PASSWORD: EZ 72 Md%F RabbitMQ AFS X} Xt24 SHLICE.

CLIENT_KEYSTORE: 2EI0|UE 7| AE0{ I U(PKCS12 HAl) 2| A= LICH E4= CDK AHH
2 M88 ER 7|2 B2& LItt$(pwd)/certs/client-keystore.pl2.
KEYSTORE_PASSWORD: 2ZI0|1E 7| AE0{9| &Z QILICH Z 4 CDK AEHZ AIESH E2 7|
= &3 &= uCtchangeit.

BROKER_DNS: Amazon MQ 2£ 2| EZ7{ MFE ME mo|X|of /= oM Oo| gtS & E £+
OIAL_||:|._
AA EH

#! /bin/bash
set -e

# Client information
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## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<testuser>

PASSWORD=<testpassword>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqgps://${USERNAME} :${PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \
--use-default-ssl-context \
--flag persistent --rate $PRODUCER_RATE

JMS o Z2[7H0|d A4

O] At& Mol M= RabbitMQ Amazon MQ RabbitMQ EZ2710] ¢dZ45t= WHE E0{ELICEH HA|IX|E
B YA RabbitMQ CHZ [F0l M HIAX|E &S AHIXIE ddsts S dot=Lch

AlEHSEZ| T0f Maven Z2 M Eof| 24§ RabbitMQ JMS S48 F7HEHLICE

JMS 1.1 2 2.09| ZB=:

<dependencies>
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<dependency>
<groupId>com.rabbitmq.jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>2.12.0</version>
</dependency>

</dependencies>
JMS 3.12| B2
<dependencies>
<dependency>
<groupId>com.rabbitmq.jms</groupId>
<artifactId>rabbitmg-jms</artifactId>
<version>3.5.0</version>

</dependency>

</dependencies>

HA
So

>
==
z
Rl
>
L

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", "guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", '"guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

connection = factory.createConnection();
connection.start();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination(queueName, true, false);
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// Send the message to the queue
MessageProducer producer = session.createProducer(destination);
producer.setDeliveryMode(DeliveryMode.PERSISTENT);

String msg_content = "Hello World!!";
TextMessage textMessage = session.createTextMessage(msg_content);
producer.send(textMessage);

System.out.printf("Published to AMQP queue '%s': %s", queueName, msg_content);
2 H[AF o
Ct2 ZE oAM= JMSE A& 304 RabbitMQ CHZ [ZF0M = EEdE Eo{FLICt

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parselnt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", '"guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", "guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

// Establish the connection and session
jakarta.jms.Connection connection = factory.createConnection();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination();
destination.setDestinationName(queueName);
destination.setAmgp(true);
destination.setAmgpQueueName(queueName);

// Initialize consumer
MessageConsumer consumer = session.createConsumer(destination);
consumer.setMessagelListener(message -> {
try {
if (message instanceof TextMessage) {
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TextMessage textMessage = (TextMessage) message;
System.out.printf("Message: %s%n", textMessage.getText());
} else if (message instanceof BytesMessage) {
BytesMessage bytesMessage = (BytesMessage) message;
byte[] bytes = new byte[(int) bytesMessage.getBodyLength()];
bytesMessage.readBytes(bytes);
String content = new String(bytes);
System.out.printf("Message: %s%n", content);
} else {
System.out.printf("Message: [%s]%n", message.getClass().getSimpleName());
}
} catch (JMSException e) {
System.err.printf("Error processing message: %s%n", e.getMessage());

1)

connection.start();

JMs oiEE|7H ol A4Z
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Amazon MQ2| & oF

E =29oFAWS Of £|@M =2{LICH AWS 22
St 5 #5E ololH M & HESRZ ot7|H& el o]

Hot2 AWS 9 AL A} 7t BS MlelLich B5 Aol DS 0] AFYS SEtecol ot U B2t
-

L Eeto = MEFLICEH

Zct*E Eob- AWS £ AWS 22 E0M AWS MHIAE A-stE QIZetE 258 Mol &
LICH AWS SEBHE QHESHH| AHSE 4 ol MHIAE RIS ELICH EFAL ZARHE AWS A Z4 =
Eo esloz HOlo| STHE XMY|XMOZ E|AESHD &QlshL =

£ Z2 o0l st AAE ISR TH B4 Z2 08 ANS MBS B9l Ll MHIATE £4 T2

« 2EHREO| HOot - ALEXte| M2 A StE AWS MH|A0 2t Z-EELICH E8F Fote FHAS
ClO|E BIZ T, TIAtel 27 ALY, &3 HE A 7 EE HIXE 7/ 240 CHsiAM T o] A&L
Ct.

0| MBEM= Amazon MQE A8 E M 28 MY ZHEE MEst= WS olsst= ol TS0l Fulot
S ZHoIME ot 3l F& £ 280 %7 Amazon MQE TAIsHs W2 HoiSLct. £3
Amazon MQ E|l&AE ZLIERSHT E55t= Ol 20| £l= CHE AWS MHIAE M85t YIS

ot LICH.

S|
« Amazon MQQ| H|O|E{ E&

« Amazon MQZ2| Identity and Access Management
« Amazon MQO|| CHst #7& & =Ql

« Amazon MQ2| = &4

« Amazon MQ2| P12} H ot

« Amazon MQO{| CHst EoF B8 Abg|

AWS 85 22l 29 Amazon MQe] CIOIE} 20 NS EILIC. o] 2do] U i AWS £ 2€
Al 1 H38 #olo| olaLIct AWS B9 E. AL RHE 0] QlZ 2t S AT
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mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
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arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.
"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EBS Her ool Ciet o|HIET} otLt E AIELICE

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"constraints": {
"encryptionContextSubset": {

"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"

}I
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"responseElements": {

"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

RabbitMQ& KMS 7|E Al835t0{ 20{AE HHEZE M5 5712| CreateGrant O|HE 7} AWS
CloudTrailol ZEZE "Ag 8 &= UELICE M 5 7HX| O|HE = Amazon MQO]| CHSF HEHE ME5te
O|HIEQIL|C Ct=2 M| 7 X| O|HIE = EBS7} EBSOIA A28 HEH2 AMAdst= O|HIEQIL|CE.

CreateGrant AWS CloudTrail 211 &5: 20{AE HjxZ

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d4l1lc4abe2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

.
"responseElements": {

"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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EBS grant creation

EBS et ol Ciet o|HIET} 371 E A[ELICH

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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{
"Version":"2012-10-17",
"Statement": [{
"Action": [
'mq:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelInternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"
1,
"Effect": "Allow",
"Resource": "*"
1A
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"
}
}
H
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon MQE AWSServiceRoleForAmazonMQ AH|A @173 d&tof| A&l e =
AmazonMQServiceRolePolicyE AI&35t0{ X|HE 2lAA0M CHS &2 =& LCt
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21: vpc 2lAA0] CHSEF ec2:CreateVpcEndpoint.

2
2

: subnet 2|AA0] CHE ec2:CreateVpcEndpoint.

2
2

: security-group 2lAA0| CHEt ec2:CreateVpcEndpoint.

2
2

:vpc-endpoint 2|A&A0 CHEF ec2:CreateVpcEndpoint.

2
2

:vpc BlAA| CiE ec2:DescribeVpcEndpoints.

2
2

: subnet 2|AA0] CHEF ec2:DescribeVpcEndpoints.

2
2

:vpc-endpoint 2|AA0| CHE ec2:CreateTags.

2
104

: log-group 2|&A0] CHEt logs:PutLogEvents.

2
2

: log-group 2lA&A0] CHEF 1logs:DescribelogStreams.

2
2

: log-group 2|&A0] CHEt 1logs:DescribelogGroups.

2
2

: log-group 2|AA0| CHEF CreatelLogStream.

2
2

: log-group 2l&A0] CHEF CreateLogGroup.
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« 23 38 M35t Amazon CloudWatch Logsoll E27{ 238 H A& L|Ct
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
}I
{

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resourxce": [
"arn:aws:ec2:*:*:vpc-endpoint/*"
]I
"Condition": {
"StringEquals": {
"aws :RequestTag/AMQManaged": "txue"
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"Effect": "Allow",
"Action": [

"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
]I
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreatelLogGroup"

]I

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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 CreateConfiguration

* DeleteBroker

* DeleteUser

* RebootBroker

 UpdateBroker
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* DescribeBroker

* DescribeConfiguration

» DescribeConfigurationRevision

e DescribeUser

» ListBrokers

* ListConfigurationRevisions

* ListConfigurations

e ListUsers

Ct= APIC| B2 data & password 3 mt2t0|E = EE(***) 2 S7{&LICtH

* CreateBroker (POST)

* CreateUser (POST)

UpdateConfiguration (PUT)

* UpdateUser (PUT)
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-get
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"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",

"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
.
"engineType": "ActiveMQ",
"hostInstanceType": "mqg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "x**",

"consoleAccess": true,
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"groups": [

"admins",
"support"
]
},
{
"username": "MyUsername456",
"password": "***",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

1,
"responseElements": {

"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mqg:us-

east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"
},
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",

"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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« Amazon MQ A& X}0i|7| CreateLogGroup #&t F7}
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CloudWatch LogsOilA 2Z 2| 7+ X 0[5
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L

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit

CHel OIAEIA HE 77} =X| EE= 2 ACH7| EE2 77 Ue=X|o et Amazon MQE 2421 108

| E=
Ljoll 170 = 27lol 21 AERIS MAEHLICH 20 AERI0| HAlS Cha T} ZaLCh

activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-2.10g
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http://activemq.apache.org/audit-logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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CtZ IAM Z[gF 3 of| Mol M= O] R4 0| @12 E! A& Xtod| Ci5H logs:CreateLogGroupod| CHEH T
gt=2 S o4gfLCt.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
(® Note
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
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« CreatelogStream- X|&HE 21 I 50 Ci#t CloudWatch Logs 21 AEZIS MAELICH.
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« PutLogEvents - K| El CloudWatch Logs 21 AE Zloj| O|HEE FEgL|C

ChS 2lAA 7|8 HM2 logs:CreatelLogStream & logs:PutLogEventso CHEH HEHE Fo{E
LICH AWS.

JSON

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": { "Service":
"mq.amazonaws.com" },
"Action": [ "logs:CreateLogStream",
"logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}

O| 2lAA 7|8 A2 Ot W20 AWS CLI Z0|E A2 35to A48l ok gLict. o] Aol us-
east-12 AFA 19 MEZ HELICEH

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
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--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

@ Note
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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amazonmq/*",

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": "mq.amazonaws.com"

},

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/

"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-

west-1:123456789012:brokex:my-broker:123456789012"

= 2 7{0i| CHEF CloudWatch Logs HMAE AMEHSIE S ElAaA 7

}

=
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"mq.amazonaws.com"
]
}I
"Action": [
"logs:CreateLogStream"”,
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"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"ArnLike": {
"aws :SourceArn":
"arn:aws:mq:*:123456789012:brokex:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
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LI 2 Apache ActiveMQ API A4 A{0{| A
JobSchedulerUsage EHHE FZESMLR.

2B HEHT A 2EEX| T

/A Important
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
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Limit HE

CHE E27{C QUA| AEC|K| 27
/A Important
RabbitMQ EZ27Holl& MEL|X| ot &L
Ct.

APl =&

CIS 2™ &2 2 MH|A CHEE 2 fK(|6H7] 218 2 E Amazon MQ APIOAM AWS AXEHEHZ E7H|E
LICF. Amazon MQ APIO|| CHS REA|EH LH2 2 Amazon MQ REST APl 2 X & 2 X5HA2.

/A Important

O|ZHEr EZH 2 ActiveMQE Amazon MQ E = RabbitMQ& Amazon MQ EZ7{ H|AIE API
of M E|X| ot&LICH o€ £0{ Amazon MQ7} HIAIX| M& EE #4182 TSR] ef&LICt

API &7+ 23 3t API & Bt
100 15
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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Amazon MQ 2X| siZ

O| EHHOIHE Amazon MQ EZ7{E AISE [ 2h s £~ Qle ABHXol EX|e e EXME sHast
7| I =&E = = EHAlof CHe AHELICH Lt el 22X sHa2 MM E X 5HM|2the section
called “2A| siZ: LBt Amazon MQ”. §H AT o] EX|E sl A5te{H CfS MME B XSHMI2.

Amazon MQE ActiveMQ 24| sl &

28 2 F=H =43
olut = 31 o| MMO| HEE AF235104 Amazon MQE
ActiveMQ EZ27{E AISE [ HMeE = U=

kA0l 2X|E FICHst T SHZAE 4 &Lt

BROKER_ENI_DELETED Amazon MQE ActiveMQE E 2 7{9o| Etz4
M HER3 CEHO|AENNE 2AfK|5tH
BROKER_ENI_DELETED ZEE gMAIZIL]
C}.

BROKER_OOM Amazon MQE ActiveMQE HZE| & 0|
Z35t0d EEH7I AR 2 E HE M
BROKER_OOM AL E M AIZ L},

Amazon MQE RabbitMQ 24| sHZ&

28 7 F A a3

olut 2| 52 RabbitMQ E 274 &f¢d Al &
g 4 Qe YRl 2N E T
EHErLICH.

RABBITMQ MEMORY_ALARM RabbitMQE CloudWatch X| &

RabbitMQMemUsed = Al
e HEE7o| HIZE| AHSE
O| RabbitMQMemLimit 22
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rS e PEREYS|
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Hrls HZ2el MEhE =0
Fl =2 HZ2el ZEE Y
|ZL/ct

ok

>

RABBITMQ_INVALID_KMS_KEY Amazon MQZ2| RabbitMQ
= 12 Z21-™ AWS KMS
key(CMK)2 2 MAME =2
717t AWS Key Management
Service (KMS) 7|7} H|& A5}
E ZJE ZX|5HH INVALID_K
MS KEY = O KtoA -\J-|/\ =]|:

SO T H

g MMsiLIct Amazon MQ

RABBITMQ_INVALID ASSUMEROLE Amazon MQO{|Aof| x|
=l |AM 238 ARNS =&
£ e B2 Amazon MQ
9| RabbitMQE INVALID_A

SSUMEROLE 2 &
L4 TS B MAELICH

aws.arns.assume_ro
le_arn Amazon MQ

RABBITMQ_INVALID_ARN_LDAP Amazon MQ2| RabbitMQE
LDAP HHI/\ HE &5 ARN
Ol RE K| L 7HLE HAM|A
& 4+ 9iE E2 INVALID_A
RN_LDAP &2 ol L~ 3
£ MMErLICH Amazon MQ
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2 a2 =X a3

RABBITMQ_INVALID_ARN_HTTP Amazon MQ2| RabbitMQ&=
HTTP auth_backend0i| CH&F
SSL QIEM E= 7| 9|
ARNsO| &Lt 0|4 &5t
AL AMAE Sl F
INVALID_ARN_HTTP &2 &t
Y+ A= E SHAZLICH

Amazon MQ

40 —

RABBITMQ_INVALID_ARN_SSL Amazon MQZ2| RabbitMQ&=
EXTERNAL auth_mechanism
B8 CAQBMEHAE AE
0{9| ARNsO| &L} O|&F R &
SHR| QL HMAE = Q=
< INVALID_ARN_SSL 2
A He I E ddELICH
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=3}

- HEEH Y 2L E=dEXRIEN HZE = gi&LICH

. HE7} 43 F0IT telnet@ AL 3104 IS Q1Y £ UXIBH, FFHOIE Fol M HEH 4

910 SSL o 2|E ErEtet %J%L—IEP.
i

= Fol U= EZ 7ol AZstedn st=X| QI LICH EE7{of CHEF HMAE SSSH=F &
g Fdsliof g == JU&LICH

= 0| FIPS A=EZQIEE AHE5t01 EE 7ol ¢4d35t= 70| H=X| &l LIct Amazon
MQE= API 212 A& I FIPS QIEXQIERE X|H5tH, 2E27{ QIAEA X}FX||of CHEF 2F0|o] &=
& 4o cisiM= x[&stX| e &L ch

E 2 7{2] Public Accessibility(I{E 2 HAM|A 7I54) SM0| Yes(o)Z2 MHEE|o] U=X| & QlEhL
Ct. SHE S440| No(otLR)2 HHE B2 MEUS| HERT HMHA ol S5(ACL) &S &l
LICH AF8X X' HERZ ACLE M8Et 2 2270 CHEt HMAE NMB357] e HES
3 ACL +&l2 #HZEsHoF & =5 QU&LICH Amazon VPC HIERZol| CiEt AHAIEH LI 2 Amazon
VPC A& B0 M QUE{L HM[A 2 HSHE R ESHMIR.

o
4. 227{0| ot 1F FE2 HQUFLICH O ZEO ChE 7S 5185t UEX| HAFLICH

® Note

Amazon MQE ActiveMQ2} Amazon MQE RabbitMQO|A ¢1Z20]| M2 CIE ZTEE A5
DZ O ZEE= AT o et EFELICH

Amazon MQE& ActiveMQ
- ¥l E£-XE 8162

* OpenWire - X£E 61617
« AMQP - £E 5671

« STOMP - XE 61614
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ

« MQTT - 2ZE 8883

+ WSS-XZE 61619

Amazon MQ& RabbitMQ

24 U AZ|API- ZE 443 2115671

« AMQP - £E 5671

5. EZ 7 ATl foil CHsll CHS UIERXH T AZE HAEE A-FLICH

(@ Note

HEZ HHA 7IsM0| gl E27{2| B2 Amazon
LH2| Amazon EC2 2!

t Amazon VPC

Hu
M
to
olﬂ
r°l-

ActiveMQ on Amazon MQ

Amazon MQE ActiveMQ EE27{2| I EQ3 ¢1ZEE E|AESIE{H

M EDOlE E= BEE ¥ Yulch

CHZ nslookup BHES A&5to E27 DNS BIZEE #H2lgLIct g4/ci7
FH U7 AEZRIEE RF HAEFLICH EE/CH7| A=EZRIE
ol F7HE MOJAF -1 = 22 A= O} AIEZQIEE AFRAF ME 2 CHA| B CH

—

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

E£30| ZAIELICH

o

27t 3ot ChE HIR

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1l.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45.us-west-2.compute.amazonaws.com

Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

2RIl IP FAE Amazon MQ Z£01| XS E IP FAL UX[SHOF ELICH Oli= DNS AE{of|
M EMQ!o|F0o| 2HZH #elx|T ChE BAHZ 0|8 T + USS LIEF-LICH
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Amazon MQ

JHeER 7Hol=

3.

CHS telnet BYS M#3to] H270| HESD HEE HASLICH ASZEE A
SX HEE OB LICH port S 8 240 B2 ZE W3 81622 CHASHHL TRt 3
e £ ZRESS EHAESHM CHE tolof YW ZER MBI

® Note
EM/CH7| HHE S| BR telnet2 CH7| HIEZQIEZ AlSH5H Connect failed
R F HAIXKIE E&LICH CH7| CIARA XHA|I7F A S0|22 ol HAXOl F44
O|X|2t ActiveMQ Z2 M A7} A&l F0| otL|T E27{2| Amazon EFS AEZ|X| &
S0l dMAae = lgLct F -1 Y -2 A=ZQIE FFof CisH BHES A= stod
EMACh7| QAARHAE P5F EHAES OF & LICH

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

utok

44 QIAEIA O HS I}

Ojo

1} Hlgh E340| AIELICH

Connected to b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.
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CHS & SILHE 48

« telnet WA O| HE35H EstablishedConnectionsCount X|EE &QI5t1 HZ 7
7t Z|CH 2tojo] B[ @4ZA Bt of RS K| = X| &g LICH EZ7] General 21
E AdESto stz ol EERI=X| &g =2 A&LCt O X|®7F 02t 30 34Xy shut
O|&to| Zt0|¢ETI HE 7ol 2 K|0] /U= RULIC X[ZEof 242 0] OOE EAEE
B2 HE27 X|E7} 02 HAIEIEE telnet BR EHIAEE CHA| A&5tT A4S 17|
™12 ol 7ICH&LCY.

25 HE 9IS QIE{H|O|A HEfE &lstT A*EH7+
HE 2|3 QIE{m 0|A0 CHa Amazon VPC =
2O A8t HYE 58 208 AEHLICH telnet FHEES AAe ‘='§94°I IP
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EIHIEE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

0

JE0| d3stH £ 2 ChS1 HIR & HTML & A{0{0F EfLICt.

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>

RabbitMQ on Amazon MQ

Amazon MQE RabbitMQ EEZ#Heo| HELT A4S HA

[m
ol

h24H

1. MEOE = BFE S Gl
2. C}& nslookup BHE A™A5tod EE7{ DNS HZEE FE[ELICH A =EZQIEE AHEX}
HEZ chAELIch

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

27t d3otH a1t HIR

rok

b E£230| EAIELICH

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name : rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

B2 W24 = Ad=XRIE HAY & A&LICH 369



JHeER 7Hol=

Amazon MQ
3. Ci2 telnet BUS M0 B27{0| HEQ FEE HAEHLICL A= ZRIEE A}
X HMEZ CiAELIC portE ¥ 242 B LE 44322 CHA|sH 7L 2tolof Bl
AMQP HZAE E|AESIE{E R 56712 CHAE & U&LICH.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

D3240| A

JE0| St ChEm Hixe £30| ZAIELICH

—

Okl
ol

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.

(® Note

telnet 42 H X & XIS 2 EEILICH

4. O & otLIE sstM L.

« telnet BYO| 43 35HH ConnectionCount X|EE &QI5tT HE7{7} max-
connections 7|& HAol MM E gtoll = 5K tASS &elELIcH B2
Connection.log 21 O&2 AEst0o] et ol TEI=X| &elg = &LICt o]
XZE7I 02t 3™ #HAY stLt o|&ef Eeto|HEI HEFHo| HAAK|of Qe JLICH.
X|ZEof HZ0| 022 EAE|= B telnet BE HAEE CHA| &Y™
CloudWatcholl M ¢4 X|EE HAlSt7| Tof|l 40| BRE= BR 0
sfiof & = A&LICH X[E= o2 A AIELICH

. T22 AMA TH5 40| gl B2 70| B2 telnet BHO| Mot B2 o] E2x
(o]

HE 23 QIE{mo|A AE|E &Qlst T AE|7F in-use@lX| EQlgtL|ct 2t HERIT @l
E{H 0| A 0] CH8H Amazon VPC 52 212 MAstD MMEIsE 2382 ZAESLCH
telnet HHE 5 tet mZlg 2§ 12 mjZ!lo|

Est M H27{O| IP FAE &1
ACCEPTEDQ!X| QlgrL|Ct RtMIEH LIS 2 58
JHEE R LMl 58 EO Bl E o & & XSHA

S
e
k=1
=]

(® Note
HE 2| HM A 7H5E0] U= Amazon MQE RabbitMQ EZ7{0= 0| Bt A7t X
EX|X| ef&LCt.
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https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ TR 7H0|E

5. CtZ curl BHE AAstod RabbitMQ 22| B 2&0i Cier 142 & elgfLct

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com:443/index.html

BE0| §SstH £ 2 ChS1 HIR B HTML £ A{040F Bf LTt

<!DOCTYPE html>
<html>

<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

H27{7} Al¥ 0|1 telnetE A2 35tod 1A E &QlEr = UX|BH EEH0|
UE HoME HEEY & 9111 SSL Q& grEréetn Q&LICH

HZ27 K| | 7|7t S| E2FH A= ZQIE QI
HE7{ B M= EEZo| X|&XMQI 7t 8-t EotE |XISH7| 2l =

ZCl0o|¢ES| EBHAE AE0{0f CHEH 215 35t7| 218 Amazon Trust ServicesOll A Amazon £E Q15

= 7d0| Z&LICH 2 E Amazon MQ E27{ 215 A= 0| RE CAR MHEEL|CH

7|BHCA)E Ol83t=
Amazon £ E CAE AIE35IH EZ27{0f 215 M YH|0|E 7} & molc M Amazon MQ EZ7{ 215 A

EHold o2y L7t &L

HE27{E MMUR|G 227 Mol AlmfFiaLc

HZ7{7} CREATION_FAILED &ENQI B2 Cl=22 +&E

. |IAM HEHE =OoldtL|c EEHE MASE{TH AWS 22|13 IAM M2 AF25HHLE A2 R K| A
2HIE Amazon EC2 M3t Zlgto| 9lo{of gL|ct. Ze st

2 Amazon MQ E27{E d¥st= o ERF IAM HEtE &

m

IAM ’g"—'.*oﬂ AmazonMQFullAccess 2
Amazon EC2 Hsto CHEF RHM|EH LHE
ZSHMIL.

=2 7{oi CisH MEHSI= MEUH 0| 37 Amazon Virtual Private Cloud(VPC)0d|
29 Amazon VPCOH|A Amazon MQ EE2 7{E MM A 5l2484 Amazon VPCE _/.\_%’-%FE

HoF & LICt.
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https://www.amazontrust.com/repository/
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B2 {7} RAIS2 2 ChA| A|E et 32 Ch3 Ol & siLt MEY + U&LICH

= &Lt F7|HM2 2 Amazon

lofof CiEt RX| #HE|IE —FLICH
Aol ek ZICH 2A |2 K| RIS E &=

|ZHE = J&LIcH EE2 7 |X| #E|
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ofof MME A EstM L.

o OfoF8t =4 x| 22| 7|7t 20| 22 7{7} CEA| AIZHE|RS2
MQ= HAIX| EE27H0| StE 0], 2B MK L= T AT E
FX| &2l 7|zt ChFstR|EF HIAIX| E 2740 CHEH of| 2f = &

A
s

|m 20

UELICH EE27HE 2A|2He| §X| #E| 7|ZH & X E CHA|
7|Zto]| CHet REMIBH L2 2 the section called “E27{ §X| £

- BEE27{ QlAHA REO0| oiECIFH0|M I 2 =0f HefstX| §fE & U&LICH ol E S04,

mq.t3.microdM ZEEHM QI 2 EE A™MSIH B2 7 2|AAT BESNE = UELICH CPU A
SEO| =ML EEZF HZE| AL 0| =™ 22717} ol 7| x| LA CHA| AZHE = A& |EP HZ
7{olM A& B2l CPU X HIZ 2| &S &olste{™ AT ol Cist CHZ CloudWatch X|EE ALE
ot
« Amazon MQE& ActiveMQ - && & Amazon EC2 AR &Y |%/(ECU) & EEZH7} & AL 5= H|
82 CpuUtilization% gtolgtL|C} ActiveMQ JVM HIEE| 3t & 2277} 84Xl AIslE
HI2 & HeapUsageE & QIELICE

+ Amazon MQE& RabbitMQ - & & El Amazon EC2 A& & |%(ECU) & 2277} E&H A
83t= HI82 SystemCpuUtilization2 EQIFLICIH AF&E RAM 2&(HIO|E)2
RabbitMQMemUsed2 & Q5 1 RabbitMQ =EMM AHE5tE HIZE| HIE2 SHE 22
RabbitMQMemLimitZ LbsLICH.

HE7{ QAHA R U I 2o MEet QAHA FHES MENSI = BWHol| CHEt AtMIE LIS
Broker instance types MME FHESHMIL.

Amazon MQE ActiveMQ 24| s &

- EZE M3 E=0E CloudWatch LogsHIM EE | CHet ARt 2L ZAL 2O E £ £ Q&L
Ct

. B2 AR £ QK| £HE] 712H0| XILHE ArEH7F RUNNINGTH ZTIEHE H2740f 9428 4 of
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- Xodg E M ActiveMQ 2 &0 M 04 2| org.apache.jasper.JasperException: An exception

occurred processing JSP page=2(E) € &= A&LIC}.

CloudWatch LogsOilM E27H0{| CHEt 20 & = =+ Qi 4 OS2 s LCH

1. E27HE MHE5IHLE MEESt= A XA logs:CreateLogGroup HEHO| =X &I LIC
MEXR7FEEHE MM HLE MEESHT| Mo CreateLogGroup HEHE AM K| A F7H6HK|
ofo™ Amazon MQ7t 21 O & M| et&LICtH

2. Amazon MQ7} CloudWatch Logs0ll 210] 2328 HAIE &= UL E 2lAA 7|HF 2
£ X| &QIgL|Ct Amazon MQ7t CloudWatch Logs 21 20| 238 HAISIEE 5
Amazon MQO]| Ct& CloudWatch Logs API 2 40i| CHEE HAM|A HEHE R0t 8 2|AA 7
M gL

- CreatelLogStream- X|™HE 23 T &0 CHEt CloudWatch Logs 21 AE 2 M8 L|Ct
« PutLogEvents - X|'HEl CloudWatch Logs 211 AEZ0f O|HIEE %

CloudWatch Logs0ll 218 H A= S Amazon MQE ActiveMQE 7 35t= &0l CHEH XhA[EH LK
2e 2 __I.LA-IO 2 XML

B2 7{ MA|IE = K| 22| 7|ZHo] X|LFH AFEH7} RUNNINGI ZCHEHE
H27{0f HAZQE £ QI&LICt O|R]?

HEFE CtA| AERIALE, o2&l RX| 22| 7|2to| &t 2 &l F £= 7| QIARATE E435HE|= & ol
OHIER Qla A EXI7I &dle = A&Lct F 82 E 5= 5’4 MAIE = 44 BAl= EE27{9
Amazon EFS == Amazon EBS AEE|X| E&01| HIH Mo 2 B2 o HA|X|7} ERN5to{ L
= A&LCt ChA| AlZH5HE &9 Amazon MQE X[& M IHIAI |— EEIXIOHH HE27 HZEZ 0|

gLt o] ZIEHE #21517] fI8 Amazon MQ for ActiveMQ E 27404 CHE CloudWatchOil M CHS K|
EE ZLEHEE = A&LICH

StoragePercentUsage — 100%0|74L} 100%01 28t =2 HIEZ Qs E27{7| LS HE

g =+ A&LICH

JournalFilesForFullRecovery — S &5t 25t CHA| A|ZEH & S M2 ot =&
LIEHELICE 20l B7t5t7LE XI&XMo 2 120t =M CHA| A|=HE
HAZIX| ot 2 ESHMO| EAIE LICH

4o||
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
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« OpenTransactionCount — R{A|E = 02 Ct 2 A= EE7{7} O|TI0f| At 8 HIAIX|E X% st
0T A|Z22 o4 EX(7 S Mg LIct

ol 22X sHZ5t24™ rollback() BE= commit() & StLIE AF235l0{ XA ERRME sl ZAst= A
O| ZE&LICH RIMIEt LIBE LE42 1, rollback()2(E) AH85104 XA ETHME A= 2= of

ME H2{pd XA ERAM =27 CHIS BESMAIL.
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o

U ZotolpiEE HE 70l ALl U OHE SatolpiEE A TY 4 g
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fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000
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| filter emessage like /error.*aws_arn_config/
| limit 10000

2. 23t RALE 2F HAIXIE Z&LICH

[error] <0.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:s3:::xxxx' for
configuration 'aws.arns.auth_http.ssl_options.certfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}

3. S3 Object/Secrets Manager 20 &t 3 & =0Qlstn Ct20 22 EXE g LIct

- 2lAATEHEF S SUFH AWS Z|THof /U E=K] &l
- ARN TL20| SH2 | &9l
1AM 23&H0i s3:GetObject 2! secretsmanager:GetSecretValue T8H0| Ql=X| & QIgL|Ct.

4. 227788 AUlo|=st7| Hol ARN HNA Z5 API ASZQIEE ASeto 28 MY E 2

5. L2y PAg HHlo|Estn B2 7HE ML

Amazon MQZ2| RabbitMQ: &= El SSL ARN Amazon MQ

Amazon MQZ2| RabbitMQE= EXTERNAL auth_mechanism& CA QIS A EHAE
O| 3tLt Ol R = 5HK| 7L} HMAE 4= Q= B INVALID_ARN_SSL 52 5 E+ I
E MAMsFLICH Amazon MQ Ol QI3 A7} =& El Amazon S3 EE= ACM PCA ZHA|E %

RABBITMQ_INVALID_ARN_HTTP ZIE 2! & 389



Amazon MQ TR 7H0|E

aws.arns.management.ssl.cacertfiledt= aws.arns.ssl_options.cacertfile =0
X’'HE ARNSO| M8 ELct.

RABBITMQ_INVALID_ARN_SSL ZAE[o| EEF{E RES EHAE AE0{7} FHEEIX| §i47| ME 0
AlS TLS = M|0|3 Sof 220|01E QIEAME ei&LICH EXTERNAL 215 HI7HLIE Ol &
(o]

—_— L-O
UstH FEE QIE YRl B A Kte EE70] P4 QigLich 22 E ARN &, EXHSHK]
of S3 A EE= IAM 3& 9| s3:GetObject/

= S3 Z&of CHt &=, EE7{2 CtE AWS E[Tof /U=
m-pca:GetCertificateAuthorityCertificate T30 £ %504 2 E ARNO| & ARNs = U&LICH.

st
=

olx
O
047

A
e
=1

—

-
ac =oc= T AAE

RABBITMQ_INVALID ARN_SSL ZIE ol 52

RABBITMQ_INVALID_ARN_SSL &4 &+ 3= & FIEHst o a1 Z25t24™ Amazon CloudWatch Logs
U 2&E AHEsHofF 'LCH.

2= SSL ARN 2X|E sHZd5te{H

1. Amazon CloudWatch Logs Insights£ O|&S3t01 EE7{2] 21 JEoil CHal| CtF F2IE Al e L
Ct. /aws/amazonmq/broker/<broker-id>/general

fields @timestamp, @message
| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. CIE2T fAE 27 HAIXIE Z&Lch

[error] <@.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:acm-pca:xxxx'
for configuration 'aws.arns.ssl_options.cacertfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}

3. S3/ACM-PCA ZHXM|E &fQlstn Ctedt 22 =XE sHZAFLICH

. Hot 57 HE T SUR AWS EIF0f QK| Eol

= L=

« ARN 7:E0| SHIEX| &l

1

« IAM 23&oi| s3:GetObject/acm-pca:GetCertificateAuthorityCertificate T8+0| Q= X| & QI
C}.

RABBITMQ_INVALID ARN_SSL ZIE+ 2l 517 390



Amazon MQ TR 7H0|E

4., HZE7| 7MHE UOI0|EF7| Toll ARN HAHA HAS APIJIEEZQIEE AIE5I0 =™ AIEE 4
Sruct,

5. HE27{ F4EE Yulo|EstT EE2HE MFEFLICH

Amazon MQZ2| RabbitMQ: &2 El ARN Amazon MQ

B2 7o 7 9El stLt o[ 2| ARNO| 7 &5t K| S 7HLE HAM|AE £ gi= B2 Amazon MQ2|

RabbitMQE= INVALID_ARN 52 2 &l I EE MMEILICt Amazon MQ ARNs Ol SSL 215

M, AWS Secrets Manager 22t &3, Amazon S3 24| == RABBITMQ_INVALID_ARN_LDAP E&=

RABBITMQ_INVALID_ASSUMEROLEZ} Z2 Ert #H| 2l AZ| I =M CHEX| 2= 7|EF AWS
2lAaA B ZEof AHEEl= ARNsO| 28 ElL|CH,

RABBITMQ_INVALID_ARN ZZ|o| EE27{E= K& 35I|
HMAE £ Qe BIAAN QESIE 7|52 AI2E
=Q=2E J|EgLCH B2 7I2A0 O|x|= G&

o5 of 2t &2t &Lct.

2 ARNsOI| 2t 7|s0| X&tE &+ U &LiCt
o EZ27{= a0l Almlst ARNS LIEFLY
8t 22 7] 2dof 22 = ARNO| ZQ 8HX|

—|—
O
ol
=
N
L

RABBITMQ_INVALID_ARN ZIH

RABBITMQ_INVALID ARN ZH2d %‘¢
2 dhE 2lAA0]| HEst AWS M

FIEHSt 1 323242 Amazon CloudWatch Logs@t 3

E

A2 E ARN EX|E & ste{™

—

Amazon CloudWatch Logs Insights2 0|S3t0d 2E27{9| 21 a0 CHal IS #EIE A EL
Ct. /aws/amazonmq/broker/<broker-id>/general

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. CI31 FAE 2F HAIXIE H&LICH

[error] <@.254.0> aws_arn_config: {<<"could not resolve ARN
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'aws.arns.auth_ldap.ssl_options.cacertfile', error: \"AWS service is unavailable
\"">>, {error,"AWS service is unavailable"}}
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T A&Lch REM|EH LHE 2 Broker instance types BH#HE HESHAAIL.

Amazon MQS| M7g RQUAEA = FXY PEE|9P(?1IO|EEP-S-), it M (A
2l), OE'|(‘:”E|-£|-_) 2|HE Meft UHIXM O 2 Al 7Is8t ZE 2™ Al

%El- _J|\_ I\lsl=| L’ll:l-

ok Alo} Ef'EF(EFOIHIO]) EITMIAM O|X| Amazon MQE AISE &= U&LICEH

O AL 7Hs Bt BTl 8 REAIEH LIS 2 AWS it 2% 7tol=0] AWS 2|
MAUACZOIEE XA L.

O|X| DeleteConfiguration APIE AF&3t0{ Amazon MQ EE7{ &

AAE = J&LICH REMIE LHE2 Amazon MQ API & E 0| #4& FHZ5HA
(@]
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Amazon MQ

JHeER 7Hol=

Date

2025\ 42 16

20254 42 7

202574 28 13

20254 28 12

2024'4 12 10
oJ

M5 ool

RabbitMQE& Amazon MQ= O[Al| T4 AE4(IPv4 2 IPve) RIEZQIEE AFE
stof T2 & matoyl HE o HAE 4 QTS x|ELICh XFAIE LIS
2 Connecting to Amazon MQ %! Configuring a private Amazon MQ broker 4|

O|A| Amazon MQE= OFAlo EfE(ENS) X HA|Z(EF) 2ol AEE =+

Ol A& 7Hs 8t BIToil CHEH AFMIEH LIS 2 AWS Lt &% 7h0l= 2| AWS
MU ACEQIES HESHML.

O|M| ZHLiCH B F) & FHLtCt ME(Z7AHE]) 21710 A Amazon MQ API FIPS 2l
EXQIEE MEE = A&LCH

Amazon MQ API0{| A FIPS

AEZQCIEE AtSste o CHE REM[EH LHE =
Connecting to Amazon MQ MlMZ e

Ol AtS 7Hs 8 BITIof CHEH REAISH LHSS AWS Ut 3 7h0l=2] AWS &
MU ZOIES HESMNSK.

Broker instance types

 ActiveMQ mq.t2.micro :2025'4 5% 12
« ActiveMQ mq.m4.large : 20251 58 12¢d

2025'4 3 17 O|F 0= mg.t2.micro HEE=mg.m4.large OIM EE7
(o]

Amazon MQE O|A| ECiEE HEZ! QIE{Ulof| =& 35t X| &1 Virtual Private
Cloud(VPCs)2t Amazon MQ API 7}tod| @135t 7| 2|5 AWS PrivateLink AF&
£ X|ELICt RFMEE L& 2 the section called “AWS PrivateLinkE AH-& 5104
Amazon MQO{| 448" Et S B ZFH A AIL.
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Amazon MQ TR 7H0|E

Date AEM HH|0|E

20244 11218 OFA|o} EHE (2 O|Alo}) 2|0l A Amazon MQE AFEE 4= &LICH O]
o A& 7tS8t 2ol CHE REMIBH LIS 2 AWS it & X 7t0|E9| AWS 2|
ol 01|E£O|§§ xl-x°|.k||o

= L—

202441114  Amazon MQE CHES I Z 2 AT HE X|H S2US L EELICH
ol
=

ActiveMQE& Amazon MQ 2Tl A 2|

« ActiveMQ 5.17: 2025'4 6% 16

RabbitMQE Amazon MQ 2Tl HHF ZH 2|

« RabbitMQ 3.11: 2025\ 2& 17
« RabbitMQ 3.12: 2025':3 3& 17

Z|M HHo 2 Lad|o|=E5ts &dol CHEF AFM|8F M E = Amazon MQ E 2

71 AT HY HIB0l= S BZRSIMR.

2024'A 11 13 Amazon MQE O|A| IPv4 EE= IPVv6E AF235104 o2 E
ol A AEXZQIEE X[HELICH Amazon MQ T AE 2|
= A X AAAADNS BIZEZ HOIE = JIGLICH RtMleh LIgE 27?7 EHelg &

T
R

N

L

ofr

s

20244 72 252  Amazon MQ7} O|A| M2
gLICH REMIEH LH82 CtS

ActiveMQ 5.18 & 2|A I O|X|
ActiveMQ& Amazon MQ ¢TI {7 #E]
Amazon MQ EE7{ AT HA ¥ elo|=
Spring XML 748 T A8
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Amazon MQ

JHeER 7Hol=

Date

20244 78 22

20244 72 2

20244 6 10

MM ¢iols

Amazon MQ= O|X| HHT 3.13 0| 2 A8t EZ | MEF #{H CH7[ES
=

K|ELICH HE CH7|¥E2 Raft 2| YT EES AHE5t04 |O[E LREE R
Xlst= SHE FIFO Ch7 | R LICE #H ch7[¥2 Fafl HAIX| %2 7|o
£ M3 stEz MEl=x| A2 HAIXIE #elste ol ==0| 2 = AU&LCH

21 C7|Q¥ 2 AlEHSEd{™H Amazon MQ 7|EF RabbitMQ2| #& CH7 | B2
AHZESHML.

O|A| RabbitMQ& Amazon MQ7Z} O|A| O+O|L] EH
2 X|@Ect AT HA 3.13 0|42 A8l ZE EE7HQ| B2, fX| &
7|zt Sot x|ElE Al x| M2 29| 180|== Amazon MQOA &
2|grict REMI8H LI Amazon MQ E27{ AIF A Aol EHelg 3t
ZHAAIL.

2 2|A 21 RabbitMQ 3.13

AT H™ 3.132 AF8st= B2 CH7|YE, AT AH|A & shovelod| CHEF
MZ2 7t L3 &5 RabbitMQE Amazon MQ 37| 274 X|& 0] d|O]
EE|R&LICEH

ol EE|&ao| = At A 7|50l CHEr XtM|EF LHE 2 RabbitMQ A GitHub

2| ZX|E 2|0l RabbitMQ 3.13 2 Z2|A HEE & ZSHMIL.

K| El= RabbitMQE Amazon MQ HA & EZ7{ 418 0| =0 CHEF REA| St
LH € 2 RabbitMQ& Amazon MQ AT HHA 22| MM E B XML,
J&LICE O A

O|A| FHLICH ME(Z7HE]) 2l H Amazon MQE AL E £ Q
2 Jb5 8t 270l ChE REAIEH LI 2 AWS Bt & X Jhol= o] AwsS 2|8 I

A ZOIES AESML.
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Amazon MQ

JHeER 7Hol=

Date

2024 52 10

2024 5% 9

M5 ool

Amazon MQ HA x| ZAZIC{olle E27 AT HEQ| X|H SE Al7|7F EA|
Zlo{ QU&LICt AE HHMO| x| 0| ZZE/H Amazon MQE Y HEO| 2 E
HZ27{8 x|t .S 00| HES 2 Ats Yo|o|E&LICH. Amazon MQ
= T H™ X0l BERE|7] |4 90 Mo O|2] & X|gFLCt.

HM x| A2H & X[ =& Hlstt{H OS2 BESHAR.

« ActiveMQ& Amazon MQ 2T HHA 2|
« RabbitMQE Amazon MQ Tl HZF 22|

Xl el 7|k s E2 77t O MR HHe =z HUH0|EX|=5 XS 01 0|
L HH Yaelo|= 8 43ty =2 U&LICH RMIEF LI 2 Amazon MQ E
E27{ AT HH ¢ag0|E MME

O|A| RabbitMQ& Amazon MQ7Z} O|A| 0}O|L] HHF & 2[A 2l RabbitMQ 3.12
£ X|EHLIC} 3.12.13 O|Ato] BE HE 7= ZEHAl Cf7|Y M 2(CQv2)E
A235HH 3.12.13 O|& 9| 2 E CH7|¥2 X|od CH7|E 2 2 SEHLICE.

3.12.13 O|™ HTIo| EE2 7o AL CQv2 ! x| CH7 | ¥ & Md5tatHLE & A
H 72| RabbitMQE Amazon MQE Yad|o|EE 7d8 HMEsLCt.

ol &2lao| +7d Atg & 7|S0oi CHEt REMEH LIE2 CHE S HZ st 2.

+ RabbitMQ AMH GitHub 2|2 X|E2|2| RabbitMQ 3.12 & 2[A HE

X El= RabbitMQE& Amazon MQ HA & EZ7{ 412 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 A 2| MME HZESHAMIL.
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Amazon MQ TR 7H0|E

Date AEM HH|0|E
2024'A 38 4 RabbitMQ& Amazon MQ7} O|Xl| RabbitMQ 3.11.282 X|&E&L|CI.
o| 22|A0| =™ AtE L 7|so0i CHEr XIM[EH LIS 2 CIS S R ESHMIL.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.28 E2Z|A HE
» RabbitMQ changelog

X|HEl= RabbitMQE Amazon MQ HZT X E27{ 4 18|0|=of CHEH RHAIEH
LI 2 RabbitMQE Amazon MQ AT HE 22| MME FHZE5HM 2.

2024'4 12 1920  RabbitMQ& Amazon MQUM= AL A} O|§ 22 "guest"E X|&5HX| ptoo

2 M EHEEFHE MASIH 7|2 HAE Aol AXELICH Amazon MQE EE§t
T ZHO| et "guest'Ete A™ME FI|1Mo2 AMX|ELICH

2023412 15  O|A| o|Azt(RotH|E) 2|0 Amazon MQE AL & = U&LICH Of A
= 8 78 210l Cist REMIEE LH8 =2 AWS it & X Jto|=9] AWS 2| &
AEXZQEE XML,

—= H

2023 122 11 RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.10.258 X[ gfLICt.

ol
ol ZElAa9o| =™ At A 7|S0of CHEt RiMIEH 82 OS2 F XML,
+ RabbitMQ AMH GitHub 2|Z X|E2|2] RabbitMQ 3.10.25 2 2|A HE
» RabbitMQ changelog

K| El= RabbitMQE Amazon MQ HA & E27{ 418 0| =0 CHEF REA|Et
LH 2 2 RabbitMQE& Amazon MQ 7T A 22| M2 B3I XSHMIR.

2023 10 26 Amazon MQOIAM Z| 4l ActiveMQ 0OO|L{ A 5.15.16, 5.16.7, 5.17.60| B2

=l A0l EQ} & & AlZ|A&LICH ActiveMQ2| O|F OFO|L] H{FI2 T o4 Al
S| gomH ZE H{F2] 515014 5.15.162 2, 5.1601 A 5.16.72, 5.1701|
M517622 ZE HEHE UOO|EE o H LIt

ActiveMQ E £ 74 Cl|0|E.0| CHEF AFMIEH LI 2 ActiveMQE Amazon MQ ¢l

T Zre| MM E A xetA 2.
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Amazon MQ

JHeER 7Hol=

Date

2023H 9 27

2023 78 27

20234 78 27

MBEM HH|0|1E
RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.202 X|HErLICt.
o| Zlg|ao| £=d AIE & 7|0 CHEE REMIEH LHE 2 CHS 2 HZSHMI2.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.20 & Z|A HE
+ RabbitMQ changelog

X HE[E RabbitMQE& Amazon MQ X & E27{ 118 0|=0f| CHEF XbAl|EH
L2 2 RabbitMQ& Amazon MQ A& HHA gt2| MMHE FHESHMIL.

RabbitMQ& Amazon MQ7} O|A| RabbitMQ 3.11.162 X|HErL|Ct.
o| Zlg|Aao| £=d AIE Q! 7|0 CHEE REMIEH LHE 2 CIE 2 HZSHMI2.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.11.16 & Z|A HE
+ RabbitMQ changelog

K| El= RabbitMQE& Amazon MQ HA & EZ7{ 418 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 HHA & 2| MME HZESHAMIL.

!

[e][]

RabbitMQE Amazon MQE O|Al| RabbitMQ E27{0 CHet A2 MM
M35 A2 K|AHEUCH

H27{ol &2 F7tst= Lol ciEt AHAMIEH LHE 2 RabbitMQ Broker
Configurations AM 2 X 5HML.

O| 7|sofl CHEt ZtAMIE LIB2 ChS & B ESAIR.

. 2% HH
. 2K HM W
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Amazon MQ TR 7H0|E

Date AEM HH|0|E

20234 6% 232]  Amazon MQE O|AM| ME22 EX ATl HA ZIZ|A QI ActiveMQ 5.17.32 X|H
grLict. ol Zl2|A = Amazon MQL| MZ2 2| ZF O|0|E{ SX|(CRDR) 7|
5 X|HELICH

KtMEt LHE2 CHE S s .

CRDRE A|&f5tgd 70 RF FHLH M 2| ActiveMQ& Amazon MQ2L| 2| Zt
CllOIE| SA| MME TSN,
=

« ActiveMQ 5.17.3 ZI2|A H 0| K|
« ActiveMQE Amazon MQ &l A &2

« Amazon MQ E 274 A&l B
Spring XML 748 T A8

Rl
2
I
o}
[5)
[N

2023168 21 ActiveMQ& Amazon MQe O[Al| 7|2 2|FH 9| 7|2 EZE 7o |HE AWS E
Mol 2xE B2 HIS 7|4 HAIX| SRS 5186ts 2/ 2t ClolE =X
(CRDR) 758 RIZetLict. 7I&2 2lxiel 7|2 22 7of FoH7} erashed Tet
e Bof ZxIB AlAtSto HE 2iMol SHE H2E JE B2 &7

& + UgLic

CRDREZ A|Zf35tE4H 70 RF OFLH M 2] ActiveMQE Amazon MQ2L| 2| 7t |
O|E] EX| MM XML

20234 52 182 O|A| C}& 2l M Amazon MQE A E = JU&LICtH
« OtA|Of ENEF(HHE)
« OFAJo} EfZEQF(3}O|CEHHIE)
. S (AHOQ)

- RE(FEls)

o >

& 7t
=

F2|7Hofl CHEF REAM[EH LIS 2 AWS YEH & x 7H0|=2| AWS E
E

£ AzstM2.

o
Hloolr
o rok

p!
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Amazon MQ

JHeER 7Hol=

Date

2023 48 14

2023 42 14

2023 38 31

MM HOlo|E
RabbitMQ& Amazon MQ= O|X| RabbitMQ HZ& 3.9.27& X[ &fLICtH

FZshM|2.

mjo
il
[e][]

ol &2la9o] £ At & 7[Soil CHet RbAMlE LIE2 OHS

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.9.27 E2|A HE
+ RabbitMQ changelog

X HE[E RabbitMQE& Amazon MQ X & E27{ 118 0|=0f| CHEF XbAl|EH
L2 2 RabbitMQ& Amazon MQ A& HHA gt2| MMHE FHESHMIL.

RabbitMQ& Amazon MQE O|A| RabbitMQ & 3.10.202 K| &fLICt.
ol EElaol +H At A 7|50f CHEt RtMIEF LI 2 CHEE A RSHML.

+ RabbitMQ M GitHub Z[ZX|E 2[2| RabbitMQ 3.10.20 & Z|A HE
+ RabbitMQ changelog

K| El= RabbitMQE& Amazon MQ HA & EZ7{ 418 0| =0 CHEF REA| St
L€ & RabbitMQ& Amazon MQ A7 HHA & 2| MME HZESHAMIL.

RabbitMQE Amazon MQ7} RabbitMQ &l & 3.10.172 H|EM3IsH& L
C}.

RabbitMQ& Amazon MQ ElT} RabbitMQ2| @ ZE AA K| 2|kt HA
3.10.170{| X RabbitMQ & 2| 2& EX|E &I&LICH Amazon MQE Of H
Mg M3[&LICE o] Ao ¥&EE £0(|24H RabbitMQL| A ZIHX| B{T0| &

HIE|= S0 B 3.10.1092 A EE2HE MMM, %Al T £5, Hot
UCO|E Y Ms A2 AESE 7t 2e{™ HE ?:*.:LEIOIE SMHE g4t
st Zdo| E&LCt

A28 £ Q1= RabbitMQE Amazon MQ H{Z10]| X}A|8H LI & RabbitMQE
(]| 7;

M.
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Amazon MQ

JHeER 7Hol=

Date

20234 3 1

2023 28 21

2023H 1€ 13

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ H{7 3.10.172 K| &L|Ct.
o| Zlg|Aao| £=d AE Q! 7|0 CHEE REMIEH LHE 2 CHE 2 HZSHAMI2.

+ RabbitMQ M GitHub Z2[ZX|E 2[2| RabbitMQ 3.10.17 & 2Z|A HE
» RabbitMQ changelog

X|HEl= RabbitMQE Amazon MQ HZT X E27{ 4 18|0|=of CHEH RHAIEH
LI 2 RabbitMQE Amazon MQ AT HE 22| MME FHZE5HM 2.

RabbitMQ& Amazon MQ&= O|X| AWS Key Management Service (KMS)2+ &
| MH & 3 3HE MBELICH oA AbA| o2 22| CMKE MEHSHA
LE AWS KMS A0 M AWS EE2|-E KMS 7|E AFSE = &L RHAIEE LK

B2 ME A 255 HHE HRStAAIR.

Amazon MQE Cl21 ZHe gteio 2 AWS KMS 7| A2 2 X|§ghLct.

« Amazon MQ £ KMS 7|(Amazon MQ owned KMS key)(Z7|22f) - 0| 7=
Amazon MQ7} 2R3t 22|50 AFS A Aol &Lt

- AWS ZZ|™ KMS 7| - AWS #2|& KMS Z|(aws/mq)= Amazon MQO| A
AERHE CHAISHO] M, B E| & A 5tE HHe| KMS 7Lt

« 7| D BE[E KMS 7| B - T 2 2|- KMS 7 = AFERE7H AWS Key
Management Service (KMS)0|A A5t 2H2|8HL|CH.

RabbitMQE Amazon MQE O|X| RabbitMQ {71 3.8.342 X|&&fL|C}.

ol 2lzfao| a3 At A 7 S

olr

off CHet REMIEH LHE 2 CHE 2

Il

tMl2.

[e]l]

+ RabbitMQ M GitHub Z|Z X|E 2|2| RabbitMQ 3.8.34 EZ|A HE
» RabbitMQ changelog

K| El= RabbitMQ& Amazon MQ HA & EZ7{ {12i0| =0 CHEF REA|EH
LH 2 2 RabbitMQ& Amazon MQ AT A 22| MME B XSHAMIR.
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Amazon MQ TR 7H0|E

Date AEM HH|0|E

2022'A4 12 15 RabbitMQ& Amazon MQE O|A| RabbitMQ H{7 3.9.24& X[ gfLICt.
o]

ol &2lao| £ A & 7[Soil CHet RbAM[EH LIE2 COHSE ®

o
ik

Al

A
ol

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.9.24 E2|A HE
+ RabbitMQ changelog

X HE[E RabbitMQE& Amazon MQ X & E27{ 118 0|=0f| CHEF XbAl|EH
L2 2 RabbitMQ& Amazon MQ A& HHA gt2| MMHE FHESHMIL.

20223 12E 13 ES(UAE) 2IT0i M O|M| Amazon MQE MEE =+ U&LICH O] MR JtsE
o 2|™oi| CHEF REMIEH LHE 2 AWS Y & & Jtol=2 AWS 2|7 & = Z Q1

EE AXFNL.

_ ro||

2022'4 1124 14 RabbitMQ& Amazon MQE O|Al| F& ATl HTX 22|A21 3.108 K|&HELICE.
el O|A| RabbitMQ CHZ |0l A ZEHAl CH7 | HHE 2(CQv2)E EA5HE = la
LICt 3.80{ M 3.102 22| 21 UOI0|E= X|HE|X| L &LICH REMEH LHE 2

Cle2 % x5 M.

« RabbitMQ 3.10.10 & 2|4 HE
» RabbitMQ changelog

K| El= RabbitMQE Amazon MQ A & E27{ {15 0| =0 CiEt Rt St
L€ 2 RabbitMQ& Amazon MQ 7 HHA 22| MME X ZESHMIL.

202214 112 92 Amazon MQE O|F M2 X ATl M Y2|AQl ActiveMQ 5.17.28 x| ¥
BLICh RbAMIEH LSS CHE S AESHMIR.

- ActiveMQ 5.17.2 2l2|A HO|X]

+ ActiveMQE& Amazon MQ AT HH 22|

« Amazon MQ EE27 AIZI HH ¥aelo|=
 Spring XML 7 Tl ALS
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Amazon MQ TR 7H0|E

Date MEM YOo|E
20224 8% 172  Amazon MQE O|AM| MEZ2 F ATl HTH Z2|A QI ActiveMQ 5.17.12 R|&E
LICt RIMEH LI 2 ClSE & X5HMIR.

ActiveMQ 5.17.1 E 2|4 H 0| X|
ActiveMQ& Amazon MQ ¢TI 7 #E]
Amazon MQ EE7{ AIZI HA ¥ elol=
Spring XML 78 T A8

20224 7€ 14 Amazon MQE O[A| EX AIEI HA ZE|A Q! ActiveMQ 5.16.58 K| & LICH.
REMEH LHE2 ChE S HEstMR.
- ActiveMQ 5.16.5 ZlZ|A T 0| X|
+ ActiveMQE& Amazon MQ ATl HH #E|
 Spring XML 7 Tl ALS
« Amazon MQ EZ7{ AIF HA dd0|=

2022 58 4 Amazon MQO| E27{ 440{| M networkConnector KR40 CHEF ZE X o
017} F 7| & LICEH

« H27{9] Amazon MQ HEQ3 MM L M

20224 4% 2520  Amazon MQ O| ZZ2|A0{= CRITICAL_ACTION_REQUIRED HE=Z7{ AEj
9} ActionRequired APl &40| FILE|R&SLICH CRITICAL_ACTION_RE
QUIRED = E27{ 80| XMstEl™ {5 L|Ct ActionRequired = 7HE
At 7tol=0i M 24 2 Ldof CHet X|EE2 #= ol A8E = Ue ZEE X
SELch.

- =M sid

« Amazon MQ APl & X 9| ActionRequired £A]
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Amazon MQ TR 7H0|E

Date AEM HH|0|E

2022'4 42 202  Amazon MQE= O|A| EX AZ HE 2E[A QI ActiveMQ 5.16.48 K[ ELICEH
REMEH LHE2 ChE S HEstAL.
- ActiveMQ 5.16.4 2l2|A HO|X]
« ActiveMQ& Amazon MQ I ZI HH &2
 Spring XML 7 Tl ALS
- Amazon MQ EE7 IFI HA ¥aelo|=

2022'A4 38 1 ofAlot ENB Y (At7HEEL) 2T Amazon MQE AFSE £ U&LICH O] A
& 7tse elndof ohEt REMIEE LHE 2 AwWS YEh & X 7Ho|=2] AWS 2| 3
AEZQIEE HESIMER.

— = H

2022'4 22 25  RabbitMQ& Amazon MQ= O|Al| RabbitMQ 3.8.272 X|& & LICt.

=
(=]

ol &2la9o| = At & 7|0l CHer RbAlE LIE2 O

o

A2

A
ol

« RabbitMQ AMH GitHub Z|Z X|E 2|2| RabbitMQ 3.8.27 ZI2|A HE
» RabbitMQ changelog

K| = RabbitMQE Amazon MQ B L H27{ ¢ 2{|o|=0ofl CHEF RbA|EH
LH 2 2 RabbitMQE& Amazon MQ 7T A 22| M2 B ZSHMIR.

A&LICE O
o AWS 2|

1

2022 22l 16 Ol o= 2|7H(FHO|ZElR) 2Tl Amazon MQE AL E
A& JtsEt 2o CiEt REAIEH L& 2 AWS LB 7 X 740

U CEOIEE HESHE.

In
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https://activemq.apache.org/activemq-5016004-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.27
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

Date

20224 28 14

2022'4 2 74

M5 ool

RabbitMQ& Amazon MQ= O|A| RabbitMQ 3.9.132 X[ & LICt. O0t0|L] HHE
Ats dadol== eit! 3.80M 3.92 Yado|=st= O AASE == el&LICh

OEA steAH E27 =5 YO 0|=& A=stAAL.

RabbitMQ 3.90 =&l MZ 2 7|50 CHet XtMIEF LIE 2 GitHub & AtO|E
O A 3.9.08 E2|A - E H0|X|& & XTI AAIL.

@ Note
34X Amazon MQE= K| #5HX| &
EE JSONMM 2 x=sHE 22

&L|CI. A E ZIEE & RabbitMQ 3.901|

Ol &2la9o| 78 Atg & 7|50l CHEt REMEH LIE2 CHE S HZshM 2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.9.13 & 2|A HE
+ RabbitMQ changelog

X|#HEl= RabbitMQE Amazon MQ HX X B =74 41 8|0|=of| CHEF RHA|EH
LH& 2 RabbitMQE Amazon MQ A ZI HA 2| MM S FHESHM .

Amazon MQE RabbitMQ= MER HE27 X|EE £l5l04 2 2{AE| HIZ 9|
MN-E ZF0M TR CAAARES DLIERE £ Q&L

KtMEt LHE2 CHEE HZshM .

« the section called “RabbitMQ X|E”
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://www.rabbitmq.com/streams.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.13
https://www.rabbitmq.com/changelog.html

Amazon MQ

JHeER 7Hol=

Date

20224 18 18

20224 18 13

20227 18 6

20214 12& 20

ol
=

M5 ool

g LicH

e

RabbitMQ& Amazon MQE= O|A| RabbitMQ 3.8.26& X|

A
(=]

o

Al

A
ol

ol &2la9o] £ At & 7[Soil CHet RbAMlE LIE2 OHS

+ RabbitMQ M GitHub 2|ZX|E 2|2| RabbitMQ 3.8.26 & 2|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
LH& 2 RabbitMQE Amazon MQ A ZI HH 2| MM S FHESHM .

Amazon MQO| EE7{7} =2 22| GEE UMAIZIT HIHA MEY E=R
0|2 22{F7| /8t RABBITMQ_MEMORY_ALARM &lE{ 3
Ct. Amazon MQE =2 HIZ 2| BEE ZFIH, 2 2 & Xx|5

= =<
REMIEH et HY A2 MI YLD F£7H HEE S22 XM,

 the section called “ RABBITMQ_MEMORY_ALARM ”

ActiveMQ E 2 7{& Amazon MQOi| CHEF CloudWatch LogsE +435tH,
Amazon MQ= 25 CHEIR EXMIE L X[et7| {8 IAM ElaA 7[gh HA o
Moy xH HEIAE 7|9l aws:SourceArn 2! aws:SourceAccount AR

2 X|HELCH 7 Q2= Oh&8 & X sk .

« the section called “I At MH|A ESE CH2[Q & X

ActiveMQE Amazon MQOE MEZ2 X|E ME o2 X|HE|E ChYst ™
S ZZEZE MNE5I0d EZ7{0f| 48T £ U= = 44 +E ZLIEHZE
Lol X |EQEHEF HEQIO HEHo| A= =& &2 T |E{2IE =
UeE MER XEL TUL|URESLICH FII HEE CIS S HX5HAM 2.

« the section called “ActiveMQ X|E”
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.26
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ

JHeER 7Hol=

Date

20214 11& 16

ol
=

20214 10& 12

ol
=

20214 98 8

20214 8 25¢

MBEM HH|0|1E
RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.232 X|ErL|C}.
o| Zlg|ao| £=d AIE & 7|0 CHEE REMIEH LHE 2 CHS 2 HZSHMI2.

+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.23 E2|A HE
+ RabbitMQ changelog

K| #HEl= RabbitMQE Amazon MQ HA X B =74 41 8|0| =0l CHEF RHAEH
LH& 2 RabbitMQE Amazon MQ A ZI HH 2| MM S FHESHM .

Amazon MQE O|A| Ex ATl HH 22|42l ActiveMQ 5.16.32 K| & ELICEH
XHMEH LHE2 ChE S HEstAL.

- ActiveMQ 5.16.3 2lZ|A I 0| X|

+ ActiveMQE& Amazon MQ ATl HH |

« Amazon MQ EZ7{ AIF HA dd0|=

 Spring XML 7 Tl ALS

RabbitMQ& Amazon MQE O|A| RabbitMQ 3.8.22& X|&ELIC}.

o| ZIZ2|A0lE o|F0 X|HE|E ™ RabbitMQ 3.8.170{| A & QIE! 0| A| K|
S K| AZHTTL)E A2 SHE CH7|d 23 EX|ol CHSE =5 0| Z & E|of U&L
Ct. 7|& EE2HE H™ 3.8.222 Yad0|=E35t= Zd0| E&LCE.

ol &2la9o| +7d Atg & 7|Soi CHEt RtMEH LIE2 CHE S HZ s .

« RabbitMQ AH{ GitHub 2|Z X|E 2|2| RabbitMQ 3.8.22 &Z|A HE
» RabbitMQ changelog

K| = RabbitMQE Amazon MQ B L H 2 7{ ¢ 2{|o|=0fl CHEF RbA|EH
L2 2 RabbitMQE& Amazon MQ 7T A 22| B2 I XSHMIR.

RabbitMQ& Amazon MQE HIAIX[EH | X| AIZHTTL)Z AI835t= CHZ[€olM
AlHE 2R 2 QI8 RabbitMQ 7! B 3.8.172 LAIMO R HIZAs F&L
CH A 3.8.112 Al&st= Aol E&LICH
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.23
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5016003-release
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.22
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/discussions/3272

Amazon MQ TR 7H0|E

Date AEM HH|0|E

ok

20214 72 292  RabbitMQE Amazon MQ= O|Al| RabbitMQ 3.8.172 X|&ELICt. O]l YH|O|E
of Z&El = AL X 7|s0i et REAM[EF LHE2 CtE 2 & XstAIR.
+ RabbitMQ M GitHub 2|ZX|E2|2| RabbitMQ 3.8.17 E2|A HE
« RabbitMQ changelog
+ RabbitMQ& Amazon MQ I Zl K EE

20214 78 16 O|A| AWS Management Console AWS CLIEE = Amazon MQ APIE AH& 5104
Amazon MQ EE7{o| fX| Z2| 7|72 ZHE = JU&Uch BEE7 |§X| &2
Z|zZtol ChEt REAMIBH LHE 2 22 & E5HA 2.

« Amazon MQ EZ74{9| fX| &t2| 7|Zt of <F

2021 72 6 RabbitMQ& Amazon MQ= L&A SHA| w et Ko CHEh X3S A& LICE
UEA SHA| B2 HIAIXIC| IR E FI0|MH HAE SHA| ZtE 7|EFS 2 HIA|
Xlol Z2E CH7|Y¥2 R|HELICE RIMEH LIE S CIS 8 & ZTFHM 2.
o UMX SHA| wE ZE2{7 QI

« RabbitMQ GitHub 2| Z X|E 2|2| RabbitMQ /& s A| 0

ok

X

o

2021462 7€ Amazon MQE O[A| M2 F AT HE Z2|A QI ActiveMQ 5.16.28 X[ E
LICh RtM[EE LIS 2 LS8 B EstAML.

=,
=

« ActiveMQ 5.16.2 2 2|A 10| X|

+ ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HH ¥azlo|=
 Spring XML 7+ Tl ALS

20214 528 26 O|M 3 (H0|Z) Y S (A 20| A RabbitMQE& Amazon MQE At E
T &L A8 7}%%_ 2| 8ol it XEAIEE LIg 2 AwS 217 3 = 2 Q!

£ AxStAL.

IIrn 1
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://activemq.apache.org/activemq-5016002-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ TR 7H0|E

Date MHEM AO0|E
20214 52 182  RabbitMQE Amazon MQE E274 7|27t #edgLCt.

HEHE Mg 4HE Ml Amazon MQE E27{2| d5E %[X3}5l 7| 2I5H A
Bt QIARIA R L HiE ZEof et Y7ol EZ27 EA I vhost MEHS
MMELICEH REMIEH LI 2 Ch2 8 & ESHMIL. hitps://docs.aws.amazon.com//
amazon-mq/latest/developer-guide/rabbitmg-defaults.html

H3FLICH RtM[EH LI 2 CHE 2

r+o

2021 52 5 Amazon MQE O|A| ActiveMQ 5.15.152 X|
A ESIMQ.

« ActiveMQ 5.15.15 ZI2|A 10| x|
« ActiveMQE& Amazon MQ 2T HHA 2|
 Spring XML 74 Tl ALS

2021458 54 Amazon MQ7P AWS 22| HAol| CHet HE ALY =X E AIFIELICH KHA
82 CEE HXstM

« the section called “AWS & 2|3 &2

2021448 144 O|d S=(H0lF) Y S=(EA) 20| A Amazon MQE AIEE £ JU&LICEH
A& 7tSE 2l CHEt AEMISH LIS S AWS 2| 2 JIEZQIEE FHZESHA
o

2021d 42 74 Amazon MQE O|X| RabbitMQ 3.8.112 X|&&L|C}. O] YClo|Eof Z& & £
M A" U TS0l CHEt REMISH LI 2 CHS 2 & ASHMIL.

0jo

+ RabbitMQ AMH GitHub Z2|Z X|E2|2| RabbitMQ 3.8.11 Z2|A HE
» RabbitMQ changelog
« RabbitMQ& Amazon MQ 7l H{F 22

L

20214 42 1 O|X{| ot Alo} EHE Y (2AFt) EIT0IA Amazon MQE AHEE =
e E

ol

AA
8 7}s8t 2|0 cHEt XEMIEH LHE 2 Amazon MQ 2|1 &l e &
A 2.

o m»

M n
>

ot
P
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://activemq.apache.org/activemq-5015015-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.11
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html

Amazon MQ

JHeER 7Hol=

Date

20204 12& 21

ol
=

HBEM HHo|E

Amazon MQE O|A| ActiveMQ 5.15.145 X|EtL|C} RIM|EH LIE2 CIS22

SEXS YIRS

ActiveMQ 5.15.14 Z2|A HE
ActiveMQE& Amazon MQ 27!

Spring XML 748 T A8

/A Important
o] ZIZ|A0M &24El Apache ActiveMQ EXIZ 215l ActiveMQ !
240 A2 2 Pause Queue(CH7|E LAl BX|) HE S ActiveMQ
& Amazon MQ EZ710]| AF8E = gi&LICt o EXofl CHEH RHA]
&t LI AMQ-81048 & ESHMIL.
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https://activemq.apache.org/activemq-51514-release
https://issues.apache.org/jira/browse/AMQ-8104

Amazon MQ

JHeER 7Hol=

Date

20204 11& 4

20204 10& 22

ol
=

2020 9 30

M5 ool

Amazon MQE O|AN| HE| A BEl= @E HA|X| E27{2! RabbitMQE X|
HELICH o|E27H 5t ZEE CHA| 2 ~gE 2 AWS 10| 7|& RabbitMQ |
AR EZ27{E Z oto|ado|ME = U&L

]

RabbitMQE Amazon MQE 7§ mlAlxl 227{ 3 BHAEZE HAIX| 22
7E B galsin Qlmal TRk, B2 MY, AZE o] Yool=g}
Ze stedg x2lgLict,

Amazon MQ= RabbitMQ 3.8.62 X[ LICI X|HE

KEMIEH LI 2 the section called “H7 22| THRE &= sHAI2.

« AWS Z Z| E|o{oll= 1147 oig =ICH 75047t S| B QIAEIA mq. t3.mic

ro E=27{ 4 %|CH 20GBL| AEE|X|7} ;‘t%"5|L.|E|- x| 0
&0 chgt REMIEH LI 2 Broker instance types EHHE & ESHAIL.

« Amazon MQ for RabbitMQE A& 3tE AMQP 0-9-12 At&35t0{ RabbitMQ
Zt0|1E Bto|EHE|7t X[Hste 2E o2 EE2 70| HMAE = A&
LICH X|pEle Z2EEZE U 5 ME2ol Cigt AfMIEH LHE 2 the section
called “RabbitMQ& Amazon MQ Z2E Z” HHHE & E5IAM|2.

+ RabbitMQ& Amazon MQE Amazon MQ7} #Xi MIZElE ZE 2Tl M A

8 £ U&LUch AH8 718t ZE 2|10 Chal REMIS] otE i AWS 2|

X

T AAH
R ELYT

Amazon MQ AFE & Al&HStD, EEFHE MG, JVM 7|8 ofEE|F0|ME
INES

X
RabbitMQ E 2 7{0i| 21Z35l2{H F5H7|: RabbitMQ E 27 M4 2l o474 ¢+
212 A XFAM L.

Amazon MQE ActiveMQ 5.15.132 X[ LICH XtM[EH LI 2 CI22 & X5

M.

« ActiveMQ 5.15.13 El2|A ME

« ActiveMQ& Amazon MQ A& HA gH2|

« Spring XML 7 ot ALS

O|M| FE(Lete) 2IHoM Amazon MQE AL E + JUELICH ALE 7t5E
2|0 CHet XEMIBE LI 2 Amazon MQ 2|7 L A= ZOIEE X 5HAMI2.
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https://www.rabbitmq.com/
https://aws.amazon.com//free/
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/devtools.html
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/
https://activemq.apache.org/activemq-51513-release
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html

Amazon MQ TR 7H0|E

Date AEM HH|0|E

2020 78 27 Active Directory EE= CHE LDAP AMEHO| HE =l AtE ZHE ALE 5104
Amazon MQ AFEALE QIBE &= A&LICH E7 Amazon MQ AHEXHE F7t,
AN Y - FA L CH7|Hof chet HEtE 228" = JUSLICH RHAIE
MEE= LDAP2} ActiveMQ S8 HZSIMI2.

20204 72 17¢  Amazon MQE O|M mg.t3.micro QIAEHA RS X|ELICH RHAMIEH H
H £ Broker instance types2 & Z M2

2020'A 62 3021  Amazon MQE ActiveMQ 5.15.122 X|&rL|Ct. RtMIEH LIS Cl22 2 x5
M.
« ActiveMQ 5.15.12 Zl2|A HE
« ActiveMQ& Amazon MQ I ZI HA &t 2|
« Spring XML 7+ Tl ALS

20204 42 302  Amazon MQE broker A0 A 5t ZEIM
grLich XEMIBH HE = systemUsage

mo

2l
P
ol
Pl

Amazon MQE= kahaDB 3t A0 Al 7HX| ME2 &8 = K| ELICE.

* journalDiskSyncInterval - journalDiskSyncStrategy=per
iodic o AR C|A3 7|3t s el 7 (ms)LICt.

e
A3 S5 HA

0 0°"

¢ journalDiskSyncStrategy - SRS
- preallocationStrategy - A X{d otelo| 23t 4
o dE 0|2 €Fste WHes F e LICH

HAE HEE S48

2k

FZE St Al

o
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https://activemq.apache.org/activemq-51512-release

Amazon MQ TR 7H0|E

Date MHEM AO0|E
2020'A 3& 3¢ Amazon MQE F 7tX| M2 CloudWatch X|EE X|EL|C}.
« TempPercentUsage - H|PET HAIX|0o AAEl= AE 7t5E HA| AE
2|x|e| HHE ZQlL|C}.

- JobSchedulerStorePercentUsage  -Z&% AFE AE0{0] AFE
k= ClA3 Szto| HE gLt

KEMIB L& 2 Monitoring and logging Amazon MQ brokers EHHE & Z 5 & A
o

—_—r .

2020\ 22 4 OtAlo} EHE (B E) L S5 (H2Q)) 2IX0i M Amazon MQE AFS &
LICt AFE 7t 8 2| 1| CHEE REM|EH LIE2 AWS 2| 2 A EZQIEE X
SHAI 2.

2020 12 2221 Amazon MQE ActiveMQ 5.15.102 X|gfL|Ct RIMEH LIE2 OIS x5t
HL.

o ActiveMQ 5.15.10 EA| HE
+ ActiveMQ& Amazon MQ A& HA zH2|
 Spring XML 7+ Tl ALE

2019 12219 REESES) Y dotd2lzhA T2 F) 2| A Amazon MQE AFSE £
- UAELICH AL8 JHs 8 E[Tofl CHE REAIEE LIS 2 AwS B[ S A=EZQIEE
SES VS (K
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https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://activemq.apache.org/activemq-51510-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

JHeER 7Hol=

Date

20194 12& 16

ol
=

2019 10 18

ol
=

MM ¢iols

Amazon MQ= HE27{ AE 2[X|0fl 7|2 Amazon Elastic File System(Amazon
EFS) CH&! Amazon Elastic Block Store(EBS)E AF& 504 X 2|ZF0i|l %Xt E

HEFHE MU= E X[HELICE O s 718 Ao Al =2 78 2 =H|
E g 835t2{™ Amazon EFSE AIS3HML. B2 X[ A7 X =2 XMelFS

£ 835242 Amazon EBSE AI8AI2.

/A Important

« Amazon EBSE mq.m5 E27{ QIAHA & LU AT AL E
= U&Lct

- H27{E dd8 o= OIAE
HEHAEDX| R82 HEE = Qi&LICH

« Amazon EBSE 3ed Lo O|o|E{E = X5t
ActiveMQ & 4/CH7| HHZE 2 EE X|5HK| oE&LICH

° 4
]
0o
2

KtMEt LIE2 CHES

It

F = 5HA

[0

+ Storage

- MEIFES xlChEst7| f/5H SHIE EEH AEE(X| 3 ME

« Amazon MQ REST API #ZX0|M broker-instance-options EZl&A
9| storageType &4

« Monitoring and logging Amazon MQ brokers Et# 2| BurstBalance ,
2 VolumeWriteOps X|EILICH

VolumeReadOps

MEE + U= F 70l MZ2 Amazon CloudWatch X|E = TotalEnqu
eueCount % TotalDequeueCount LICt XFAM|EH LI& & Monitoring and
logging Amazon MQ brokers EHHE & ZE5HM 2.

419


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html

Amazon MQ

JHeER 7Hol=

Date

20194 10& 11

ol
=

2019 9 30

20194 82 30

2019 7 22

2019 62 19

20197 68 12

M5 ool

Amazon MQ= O|Al| O|= &#& 2|0l M FIPS(Federal Information Processing
Standard) 140-2 Z4 A= ZQIE S X|ErLIC}.
AtMet L2 CheE HESHM L.

* FIPS(Federal Information Processing Standard) 140-2

« Amazon MQ 2|™M L A EZQIE

UpdateBrokerInput S4 4 pe
DescribeBrokerOutput SX4E #ZsIAMSL.

O|AM| UpdateBrokerInput £ AF23l0{ 240M EE27{Qt 12T Hot O

E2 YOlo|EE =+ /AU&LICH

Amazon MQE AWS Key Management Service (KMS)2 S&Hz|o M & &
Z3& MSELICH o|A AtA n 2 22|38 CMKE MEiSH7HLE AWS KMS HI™
oA AWS ZEZ|™ KMS 7| A& = U&LICH RtMEH LIE2 MHE Al =
3 HHRE HEstAAIR.

Amazon MQ= CH2 1 ZHe Yo 2 AWS KMS 7| AFR S K| 48t Ct.

« AWS A8 KMS 7| - 7| Amazon MQ £ 0| 7|0l gi&LICH.

« AWS ZZ|E KMS 7| - AWS Z2|& KMS Z|(aws/mq)= Amazon MQOI| A A}
EXE CHalsto] MM, #E| & ArE st A ™ KMS 7| LICt

- 7|& 12 #2|E CMK ME{ - T 74 22| CMKE AFEXI7F AWS Key
Management Service (KMS)0{|A{ 2435104 22| & LCt.

sH@zl) L ofAlol EfE(FHIO|) 2IF0A Amazon MQE AFEE £ U&
LICH AFE 7hs 8 2I™ol CHEE REMIEH LH8 =2 AWS 2|7H &l el = Z 9l
SHAI2.

FHLICHE F) 210l A Amazon MQE ALY & A&LICH A& 7tsE 2T
of| CHEF XtAIEH LI 2 AWS 2| L QIE X QIEE %
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-describebrokeroutput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

JHeER 7Hol=

Date

20194 68 3

2019 5 10

20194 42 29¢

2019 42 16

20194 42 8

M5 ool

M £ e F 712 A28 Amazon CloudWatch X|EE Establish
edConnectionsCount 9l TnactiveDurableSubscribers ¢lL|C}.
AHMEH L2 CHE 2 & X5HM 2.

» Monitoring and logging Amazon MQ brokers

» Monitoring and logging Amazon MQ brokers

ME2 mqg.t2.micro QIAHA RS Q& olo|H AE2|X|7} 20GBE A
StEILICEH RtMIEH LI C tMI2.

_>c

O O =x
e J2Es

ol

« the section called “Cl|O|E{ A&

» Broker instance types

O|AM| B2 7|2 HAnt 2[AA £
s 2=t Q.

EN
=
ok
mjo
>
ol
ok
-|>

AU&LICH RHME LIS 2

« Amazon MQOIA IAME AIE25IE &

o H
« Amazon MQ API & 0i CHt 2|AA =& FHE
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