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AWS Certificate Manager (ACM)= AWS & AIO|E 2} OfZE|70|ME E55l= HER 2 EEFOHJ
SSL/TLS X.509 15 A2} 7|E MM, K& & AAS = S2-EE MaElg L ch ACMOM &7 2= 35HH
=]

Lt ME TtE| QIS ME ACM ZE| A|ARICE 71X = WO Z SF AWS AfH|A0| CHEt QIZSME
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(® Note
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g 2ot MHE MEsteie 42 Chg FEEIKH X|& 0| U&LICt Amazon Linux 202301 A
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« CRLHIE X|H-CRL HEE ¥E £ U= IXIE X|IHELIC

ACMOIAM L ZE QB M2 At A E = CHE o2t FAFERFLICH

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:ba:a6:83:2a:91:0b:63:e8:08:de:ca:e7:59:a4:
69:4c:e9:e€a:26:04:d5:31:54:f5:ec:cb:4e:af:27:
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e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

94:
ca
20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

of:

:0a:

ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:

:e0:
:55:

3a
c9:

655

ab6:
b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37

b7:

37

85:
dd:
07:
a6:
3f:
7c:
co:
44
6a
4b:
83:
42:

:8e:

36:
fe:

41:
7f:
5a
d7:
ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

6b:
co:

te4:

22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:
6a
60:
9e:

(0x10001)

:6d

8e:
57:
1f:
c2:
ab6:
6f:
02:
8a
f5:
33:
f6:
od:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

a3:
53:
dl:
4f:
0b:
2e:
94:

:8a:

fa:
90:
40:
54:

:99:

dé6:

:f6:

cl:
0b:
25:
4f:
36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
f3:

Signature Algorithm: sha256WithRSAEncryption

69:
69:
8d:
76:
cb:
dl:
e9:
17:
94

8a

03:

03:
60:
f0:
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:

9a

39:
74
al:
e2:
16:

53:
ed:
6f:
76:
76:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:

9a

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

96:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

da:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:

fb

fa

ab:
bb:
29:
c5:
Oc:
3e:
8d:

4f:
65:

. CC

:8d

32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:

c8:
of .
24:
86:
c5:
73:
f0o:
3.
9a
8c:
21:
ed:

b4:
42:

:8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:

:7a

:7d

co:
b4 :
43
72:
4f
1f:
3a
ee:

od:
be:
S9a

06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:

3f:
70:

:81:

Qe:
78:
c7:

:df:

34

74

di:
1la

a3:
94 :

3a

as:
98:

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:

1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:

172
:8f:
:78:

94:
of:
ac:
3e:

ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1c:
36:
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44:8a:
a3:04:
8e:f3:

12:b9:35:d5

ACM FE CA

ACMO{| A gt =l = QlE(E| Q15

ol

Ojn

ik,
CN=Amazon Root CA 1,0=Amazon,C=US
CN=Amazon Root CA 2,0=Amazon,C=US
CN=Amazon Root CA 3,0=Amazon,C=US

CN=Amazon Root CA 4,0=Amazon,C=US

ACMO{| M

E2EHEHL L-_O

2 2048H|E RSA 222 MBS ELICt LIS ALS

= —
TEI_

REAIEF LK

Apex =MH|@

ME CH2 Amazon &

HF I =| OIS Mol i3 Eot Q15 0| 7| =

82 Amazon Trust ServicesE & X5}

cl:fb:9c:33:75:fe:a6:08:d3:89:81:b0:6f:c3:04:0b:
al:d1:1c:46:57:41:08:40:b1:38:f9:57:62:97:10:42:
a7:a8:77:26:71:74:c2:0a:5b:9e:cc:d5:2c:c5:27:c3:

S E CAO{M &t 2l

ot
=

ok

stLdIEE
2048H|E RSA (RSA_2048)

4096H|E RSA (RSA_4096)

re
|

Et

2hel =

1L

o

P

K

o

5 &

M.

M 256H|E (EC_prime256v1 )
=M 384H|E (EC_secp384rl )
£ E = CN=Amazon Root CA 1,0=Amazon,C=US

gk = UL T J|Et FET} of 2 E[0]
Starfield Services Root Certificate Authority 215 A0l mxt AHEE L|C}.

A&LICH 2E

HICHE 7| & 535t 7|9

CHE 7| et s 5tate= Ehe|, HICHE 253t 7[8Ho|l = CHEX|g st o 2 ptEEl 7|8 A8 5o 2 &
=g &35 U &5 SHARLICt 7| & stLtE HEE! 7[00 YEtAM o 2 X 509 v3 21 Aol A3 E
LICt CHE 7= Z2told! 7|0|0d 2ot B Alo 2 X{ZHELICH X.509 QIE M= AFS Xl AFE = O}
g 2laA(RIBM Aol AtE 3HE HE2 7|2 dielE gt

ACM £ E CA HZX1.05


https://www.amazontrust.com/repository/

AWS QIZ A 2 2|xt A8 YA

ACM QB ME & MOIEL| XHH BY A =2 MF HEE elEMol| ZefE HEE| 7|2 HiITet=
X.509 SSL/TLS 215 MHULICH. ACM2 AWS KMS key

=
=
3t Lig2 oI5 M Zetolyl 7| Hot TS R SHAIAIR.

o1& 7|a

OIF 7IBH(CA)R CIXIY QIZME YHishs BHHIQLIC 4eMo = Jha Yetsiel g3l CIxIH ol
SISO X509 EEE 7|80 @ BLICH CAE QB M FHQ| A4 BHS =olstn T K12 5
2 QIE Mol ZEE HE2 Fl9 HHITsHe MBE CIXIT QIS ME LHELICH CAE YtHo 2 Ol
5 FAE Belg

Al+Z L= 3£ E CAMM 2 E|E SSL/TLS IS ME WX|5H7| @I 25 EEfAoMHE EH 2l
HF 1 5| o)

off chsll =& 32 ¢ 2IEM FHE 20| 7|SFaloF gLIct =M@l olFo| 7ISELICH =
etol2l 7|E 7ISEX| ei&LICH 2ZEX| gt B MHE ditMez HEtRXolM L7 E HEFL
ct

238 DLIEZstod THIQI0] CHSH 517k QB M LTEISX| HOIE 4 ALICH QIBM ZAT

—
242 MHIAE A8stod 208 ™MAY + U&LICH

Amazon CA= T HQlof| CHal B7HM S Z AE[E = Qe SSL/TLS QIS ME &
O|Mo| B EHM 21 M| QI5EMHE NME¢erL|ct. olz{8t MHE

A0i Frtetn MBE AEM EHY

|>
L

= 2
SXMoll ZEAZ7|2 B Mo MBS CFE ALE ROl H ABME L2 LICH EFHARYZ = J[EH X 509
2ok #H ZetEuc

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version 1 v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)

H™1.06

ro
ol
\J
]


https://crt.sh/

0o
1z
0%
x

AWS QIZ A 2 2|xt At

Log ID : 87:75:BF:...A0:83:0F

Timestamp : Apr 24 23:43:15.565 2018 GMT

Extensions: none

Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

Domain Name System(DNS)

Domain Name System(DNS)% °._ E{o|Lt Z2o|H! HER{3 o HdZEE H 2 J[E 2[AA

of CHer HS = EA HH AAEIQL|CE DNSE aws.amazon.comz} Z2 HIAE THQI 0|ES
111.122.133.144 SHEHO xXP PRI T2 EE) FAE HES= ol F2 AFSELCH ot X[ 7
5t =HIQle| DNS CIO|E{H|0|A = CHE SHo| 0|8 E = U= H2 7|52 ER5tDI USLICH 6l E
E0{ Ar&Xt= CNAME 7|2 At83HH ACMO|| QIBME @FE W =HQ! o|Fol CHet AR ™oLt
Mo{ Met2 USE &= U&LICH RFMIEH LHE 2 AWS Certificate Manager DNS 745 B2 &= 5H4
Al2.

Tl ol&

T HQ! O|& & Domain Name System(DNS)0i| 2|3l IP A2 #HEHE 4= = www. example.com &
2 HAE BEXAGULICH QIEHAE 28t ARFE HEXHIo = HAE O|EECH=E IP FATHAS
Euict EHel o|§2 ntEER T2 &= 7HE tlo|EE T ELICH.

TLD

QEZ Toj A= Ho|ES TLD(ZIAR =HIQh)2tn &Lt YOI o2& . com, .net & .edu”}
LI 8 Y 27kl SSE TLDE 27t 0l82l %0{2 27t T=atn T BLICH oS §H Y
= 0| AL .uk, HAlote] AL .ru, Jg|n ZEAS Foes . frluch 37 ZAEE AF85tE 4
o

o

o
35t 7| 2/t TLDO| CHEr 24t =& HE FXR7t F7HELICEH o|E EH
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https://aws.amazon.com//certificate-manager/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://docs.aws.amazon.com//acm/latest/APIReference/API_ExportCertificate.html
https://console.aws.amazon.com/acm/
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® Note
ACM Z&0|M .pem QUEM TS LHEH = JU&LICH .pem THUE ppket 22 CHE T}
U PAlo = HEHE = U&LICEH KHMIEH LIE2 Ol re:Post EAE & X 3M1I°

HEE] &M LHELHZ|(AWS CLI)

export-certificate AWS CLI B £&= ExportCertificate API Ed gk % At&sto{ I{EE| QB M2t
zzto| 7| LHEHLICH HEE 4™
E AM85tod mtol 5 E XMEECHE
HICo MEEX| oM A3 E e

@ Note
=7t 2 E e ¥ SEXE ELEX| pfotof FLICH e Z2 Y= s Holg

%L—I Ct.

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

S dldlE BY £32 jg= 10| Est0od PEM S4 X|HE ME & LIcH

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -t '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

O|7d2 base64Z QAT El PEM @A QIS ME £345tH, CHS S E 0ol M2t 20| 1S M | luf
Zglo|t! 7| Z&hEhct.

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYJIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
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https://repost.aws/knowledge-center/ec2-ppk-pem-conversion
https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html
https://docs.aws.amazon.com//acm/latest/APIReference/API_ExportCertificate.html
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FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKkONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kx fOC1E/GSLBCixv3v
+Lwg38CEJRQILdpta8NcLKNnFBwmmVs90V/VXzNuHYg==

DE 2AE ntdz E3stcdH o™ of[Alof| > 2|CIRME F7tstod CHE BHEE ST LICH

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt
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AWS Kubernetes& 71E E24(ACK)E Kubernetes APIE & & 3104 L4|O|E|2 Kubernetes OHLIHAE
E ME35l0d AWS B|AAE ZE|BfLICH ACME ACK MH|A ZHEE8{= Kubernetes Y3 Z 2 LHO| M
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https://github.com/aws-controllers-k8s/acm-controller
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1. 2B M MEB RF(CSR)E d'dst= ACMOIAM QB ME HELICH
2. THIQl A&0| 2Pz E[1 ACMO| 2IZEME &=¢ Wit x| Z|CHEILICE

3. exportTo HEJ} X|HE B2 LS 2EMet ZEto[H 71§ LWEL T X|HEl Kubernetes 2
oF & Z ol K& &fLct.

4. exportTo ZEE X|Hst QISAME AAE = U= B2 BHE 0| Kubernetes 20 23 & 4
AMEI QIS ME Yool EFLCE.

=l | Zof| =0l HAE 0| & LICH Amazon Route 53&
AMNE5t0] ZAEI Qdodo] ZR 8 DNS 23 CNAME B|ZEE IS0 =2 MM

Cl2a 242 ®H 7HX| W o 2 Kubernetestl A ACM QIS AME AIEE 4= Ql&LCE.
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https://docs.aws.amazon.com//acm/latest/userguide/dns-validation.html
https://github.com/aws-controllers-k8s/route53-controller
https://github.com/aws-controllers-k8s/route53-controller
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https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.1/guide/ingress/cert_discovery/
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® Note

Z2to|Hl QIS M7F EQ Bt AL A= cert-manager Z2{2 212! AWS Kubernetes& Z 2| 0|
2l CA HHEHE FZEHM L.

NS
ACME ACK MH|A ZHEZRE Mx|5t7| Mol Ct=20| Q=X| &lELct.

Kubernetes 2 {AH.
« HelmO| AX|=|}{&LICEH.
o EHAEC SAIGEE £ El kubectl.

+ eksctl EKSOIAM ZE x4 5 AZE FHst7| lsl Dx|ELICH

ACME ACK MH|A ZHEEE{ MX|
Helm& A2 310{ Amazon EKS 22{AE0| ACME ACK MH|A ZHEEB{E MX|ELICH.

1. ACK AEEo| LA O|AS MAIELICH

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

2. ACK ZHEED{of CHEt Z= X4 B A4S W/ EELICt CLUSTER_NAMES EB{AE O|§2=E
HHt 1 REGIONS AWS EITS 2 HiELCH.

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AWSCertificateManagerFullAccess

3. Amazon ECR HE&Z! g|X|AE 2|0 2 2l8L|C}.

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

4. ACME ACK MH|A HEEME Mx|8IL|CH REGIONE aliE AWS E|F e 2 HiEL|Ct.
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https://docs.aws.amazon.com//privateca/latest/userguide/PcaKubernetes-concepts.html
https://docs.aws.amazon.com//privateca/latest/userguide/PcaKubernetes-concepts.html
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$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. HEED®7I A

0%

SUIX| #lghLch.

$ kubectl get pods -n ack-system

ZC K74 5 o4Z20] CHEr AFAMIEH LI 2 Amazon EKS AF2 MEAC| EKS ZE X}7d SHE 32X 5t
M.

of: =&l A|TLS B &

oAM= ACM QIBMHE LHE LT O|E AF25104 Kubernetes =41 £Z0|A TLSE S25t=
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ME AME3IESE 4l Bl AAE FEFLIC
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« HEH QS ME KMESH7| 25 2ot 571 MM EILICHexported-cert-secret).

« ACK 218 M 2|l&aA= O Qlol CH3H ACMOIM RIEME Rt exported-cert-secret 2ot
s 2 LHEL|Ct

o =8 B|AAE exported-cert-secretE X504 4 ECNEO CHEt TLSE S &LICH

${HOSTNAME} S AI2X} O|E2Z H}EL|LC}.

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""
apiVersion: acm.services.k8s.aws/vlalphal
kind: Certificate

E ot Kubernetes Y3 Z2E 7™ 1.0 35


https://docs.aws.amazon.com//eks/latest/userguide/pod-identities.html

0o
1z
0%
x

AWS QIZ A 2 2|xt At

metadata:
name: exportable-public-cert
namespace: demo-app

spec:
domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:

namespace: demo-app
name: exported-cert-secret
key: tls.crt
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik

rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:

service:
name: whoami

port:
number: 80

HiZ [ ACME ACK AMH|A HEERE AalS ZEetod B =8 FU|E
ACMO| QIS ME LISt HHEE = exported-cert-secret 29 &5 E M QIS MEZ UOI0|E
5o =410l =& 7] Q0| RES QIBME HS ASSHES FLICH
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ACM Z& AWS CLIE= API 242 A& 3501 AWS Certificate Manager LHE & =
I.
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AWS QIZ A 2 2|xt A8 YA

/A Warning

QIZ M7t #AE F0l= B ME MASE 4 SiaLITH 9B M FAE BRHALC

ZEO| HHME EotHLE 7| £&E 3ot 7| /ol QB ME FAsHor & + UELICH ASME Fa
otodd AFR7F ERELICH St 242 AFRE AI8E + /U&LUT

KEMIEH LI 2 Amazon Trust Services Certificate Subscriber Agreement & Amazon Trust ServiceE

HEstMR.

AWS £ 215 M FIAE BOI5H7| I8t T JHR| MHIAQI 2201 QIF M AEf Z2EE(OCSP)H 215
M %4 S22 MBHLICH OCSPE AL 5% B20/1E7t HEHE MAIZIOR Hratste MEE 4

A= sl x| CIO|E{H| 0| & & FEIEfLICE. OCSPE ZF QB AM o & & A5 YEE 7|8tez gLt

CHE S QIBAE #45t7] Toll matshok & AFglLICt,

CHS HRtoIM= ACM HER| E= Z2t0|8! QIS ME FAsteE Y-S LR LICH
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https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/

AWS QIZ A 2 2|xt AE DY

1. o 212l AWS Management Console 5t11 https://console.aws.amazon.com/acm/ ACM Z2& 2
FLCt.

«  EE QBAME MEY + UELICEH AUBM MF & Ho|XK[oM FAE ME{ELICH

= -1
27} Edg M O 2|28 MErLIC
4. CHSH 4X7H LIERLIE 24 ALRE MBS 6hT revokeE 2248t kg £|4 8 Meiafof 2ich

revoke-certificate AWS CLI B3 = RevokeCertificate APl £2 Al235t0{ ACM THE

2l E= 20|l QIS ME FABLICH list-certificates HHES £&50{ 215 A2 ARNS 4
S £~ l&LICH

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning

QIB M7t AT Fols QIBME MASE + YaLICH QB M #4E FTHLICH

CI2 2 revoke-certificate W&o £2812 HoiFLICl.
arn:aws:acm:us-east-1:111122223333:cexrtificate/12345678-1234-1234-1234
s daloHIE 714

AWS Certificate Manager LHE i 7| 758t T{E 2| 215 A2t Amazon EventBridgeE At&35t0{ XIS 2l
EM Al O[HIES TLAE £ Q&L |}

T AAE=

1. QUBM AAME ZLIE{RS TS Amazon EventBridge O|HEE MM ELICH XHAIEH LIS ACM

0i| CHEF Amazon EventBridge X|#& & ZX3HMI2.

2. A A QABMHHEZE XElote AISEE Y IELICH RtAIE LI 2 ACMOIA Amazon
EventBridgeE Ar&35104 21 A[AI EHHE FXESHAAIL

s 4ol oHE T4 7T 1.0 38


https://console.aws.amazon.com/acm/
https://docs.aws.amazon.com//cli/latest/reference/acm-pca/revoke-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RevokeCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
https://docs.aws.amazon.com//acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com//acm/latest/userguide/cloudwatch-events.html
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ACM 2&, A4l Q1B M EE= RenewCertificate API S ALE8t01 ACM HEZ! & Z 208! 2
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/A Important
ACM A ZE{E HE2 QIS AME BAISHH 27t 20| RIHELICH 24
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ol

—

Ol

A A

iy
1y

CHS HAtolM= ACM HE3| EE= ZE210[S] QIS M E Xz dilst= WS erigrLIch

1. ol 212! AWS Management Console 511 https://console.aws.amazon.com/acm/ ACM 2& 2
QLct

2. QUBAM LIEES MEistn AAE QIS Mo| #lEtS MEfELCE

3. FIh s MEiE s dils MEE LD
4. CHS} XE7F LIEHLEE renewE U298 CHS A4S MBS oF BfLICH

renew-certificate AWS CLI & BF = RenewCertificate APl EQ
F= Z2to|El QIS ME ZAMELICE list-certificates BHE $&3510
= UELICH renew-certificate EH2 SHE gttt x| b &LICH

212 AF2 3510 ACM IHE 2
{1 QIZ5 2| ARNS ZAM

w iR

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://aws.amazon.com//certificate-manager/pricing/
https://console.aws.amazon.com/acm/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
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to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context
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and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userqguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy
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https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
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(® Note
4 M 2 2HE XS UHETT XHE Z20M SIC[EME MM E X|6HK| ote ER
HTTP A3 2Al 2 HZ35HM2
CIZME QAT HTTP A3 2 X|™5tH, ACMO| ElC|EM MEE ¢} S Aoz AZehuct
HTTP 2% EHE 1.0 54




AWS 21 A 2E[X}

THel ol 2lC|EM o

example.com https://validation.region.acm-validations.a
ws/a424c7224e9b [.well-known/pki-validation
/a79865eb4cd1a6ab990a45779b4
edb96 .ixt

A

g iele

fjo
mjo

CHQl ol§2 &AMt AZEE FQDNLICH 2[C|EM AL = ACMO| HE T
URLILICH 2|C[=M cfe 2 AX HE mteo| 348k ACM Ao URLLICH
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of et CHELICH ACMO| SHQI AR HS ABHL QIS ME UTs7LL ZAY 4 UTS BCiAM
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1. https://console.aws.amazon.com/acm/0|A ACM £ L|ct.

-

=
2. CBEMEZE0M AS E57F S(Pending validation) & EQ! F435l24= 215 A ID(Certificate ID)E
MESSHLICH T2 I3 Mod| Ciet ME HE H o|X[7F A& Lct
3. THQ MMM IBEM -0 Zt T elol ChEt ZIC|HM AA U ZICIHEME CHA g2 & & U

&Lt

4. Zf =oelof ol ZIC|EME AL URLOMIM 2IC[EM T URLE LS| HTTP ZIC|EEE A eLct
CloudFront HHE T 42 Ssl0o| S +™E + U&LICH

5. EIC|EM AA URLOIA ZIC|E4ME CHe URLE 2FE EIC|E4dst == CloudFront BHEE T dgf
LICt. o] 2lC|EME HHEste L™ 2 CloudFront T/ 50f et CHE LICH.

(=)
6. EIIZIE*'Mo Mz *?J ?—OHE ACMO| =HIQl &7 H ASE AS2Z A|ZELICH 0| Z2EMAE X

ACMO| ZIC|3M 7t & st
REM SEE HB AlZt =

dE3Hez dHESHK| o7

g 273stok gfLict

/A Important
AS EANE Yx|ste{™ 2lC|zM A A 2|x|9| 2EIAT} E[C[AM ey flx|e Z2EI=Q Y|
Sfof grLict 27 L MSH HTTP 245 EXl siE B HESHML.

(® Note
DNS A& Z 2| ACMO| HTTP E|C[Mo| Xt5 Myg 2y WAlo2 QHEE = gl
LICt. CloudFront HiZE & Ssl o248t EIC|ZME Fdstof &L|ct
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o| Zz}o|8! 215 A AWS Certificate Manager

ol et 7|&E Z2to|H! CAN| HMAE = U= B AWS Private CA, AWS Certificate Manager
(ACM)2 Zzto|8! 7| QIZEHPKI)0I| AtE5t7|0] Het et QLIBMHE QLEE = U&LICH CAE AFEXLS
HEo| &Fst7HL CHE A ™ol olsh SRE = UA&LICH A CA Mo CHst REAM[EH LHE2 AtA 2
57| deEg HEstM.

Z2tols! CAZL MEE QIS ME 7|B2XMHoE AMEIFE = giol ACMO|M= 215 Moi| CiEt o{FE HEL 9
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- STNEE: YESE QaliHE 215 Z2toldl 7] T 2|E0| 2048H|E RSA, 256H|E ECDSA EEE&
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- Bt=: ZF ZEto|8! Q1B ME 1370 (395Y) S FERLICH ATE CA QB Me| Bt It 2F
El QAo Btz IME ZhteiMe o B, ZotE 3¢ Q&AM 2ol dufstA ELict

(@ Note
Zetol RIBAM e RE 7|Zh2 HEE QB MELD ZLcH HE2 ACM 2B MHE 198 &
ot R ELICH HEZ CIE Mol CHEt REMIEH LIS MM MM HER] QIZ M
273 AWS Certificate Manager.
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https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html

AWS QIZ A 2 2|xt A8 YA

Toitoz Mg 4 s QB M B2l Zato|%! CAM MTE QISME HEo0| Ut

=X

E Al235t04 ACM Z2t0|8! 215 Aol ' AWS Private CA 5t= =7
oM Z2to|8! 215 M 2% AWS Certificate Manager
AWS Certificate Manager Z2}0|4! QIZ M LHIE LY 7|

A&38t04 ACM Z 20|l 215 Mol HH AWS Private CA sl =

IS & 82 & stLtolM AWS Private CA & At&3t0f ACM 1E Mofl MEE == /AU &LC.

Bt AHHE: MBEE= CAQ &=l AWS Certificate Manager (ACM) @15 M71 S AWS A ZHof

CH A g 2 AAS AFE 52T, AWS Private CA #2IXH7F ACM AHIA EoF Fxof 215
ME M, M 2 LI@g = = HEtE Fo{dlof gLICt O|l= API ¢4 CreatePermission EE&=
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oA A ME CAF U2 EACM QIS ME MZ CHE AWS Aol Qe 215 M7 Qe AlXof
CAO]| CHEt BMA HEHO| ROo4EIRA&LICEH
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A2 CAof CHal| XMIBHEl MM AT S8 El= CHE H™Hol 2ot FAE RIHFLICH XFMEH LIS
ACM Private CAOIM 2|AA 7|8 A ALE S FZoHM L.

AHE Zh ALE|20i M= ACMO| PCA ATt Hot FHZM 4% 2 E5t= MH[A A4 A (SLR)
£ dYstiof FLICH ACM2 X Bl QIS M E U2 stE S SLRE A5z A FLIC

O] 22 ACM2 A ™ol SLRO| JE=X| o E =olg = giC CEQR
iam:GetRole ™&H0| O|O| A& 2| ACM SLRO]| H0{El ZL, SLRO| MM E & 2 Zl0| EMI EAE
K| et&L|C L2I0| CHA| ZAIE B AR e AN #2|RH7F ACMO]| iam:GetRole HEHE

rTr
no
o
mjo
=5
z
e
N
30
I>
[o
ul
H

0l
B
[

%71 1.0 59


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
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https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://console.aws.amazon.com/acm/home
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T H|Q! 0| & (Domain names) MMM =HQ! O|§ S =238 LICt www.example.com Z2
FQDN(Fully Qualified Domain Name)O|L} example.com Z2 H|0{ EE= apex = HQ! O|&
ANEE = U&LICH M 2IZBoH HE(*)E ALEIIER AHE5t0{ SYUFH ZH Q! LHoIM 0=|E-|
AOIE O|E2 E5 & & U&LICH o & E0{ *.example.com corp.example.com %!
images.example.com2 E S &LIC} 2tU=FtE 0|2 F&|(Subject) ZESQF ACM Q1B A9
Z x| CHA| O & (Subject Alternative Name) & & 0f| F A|EILICH
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£l 48t (Certificate renewal permissions) AM0{| A Q1B M A4l HEH| CHEF SXIE
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https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
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(@ Note
S82 MU Yol et T AUE ABMI FA EAEK o4 & AL 225
o A2M arztH g ZEI5I0d =AM E HAE = UELICH RLEZR HEo| HO|X| HEE
At&35tod o{z{ 0| X2 RIBME EAME = JU&LIC
Zztol8! eIBE M QF(CLI)
request-certificate HHE AF&3510{ ACMOIA Z20|E! QIS ME M ELICI
(@ Note
CAZ} MBSt EEFOIH' PKI O_I’c 18 Q& m AWS Private CAX|HE MY & 12|& T
(RSA EEE ECDSA)E C 7|o] ¢ne|lE WUz|t LUx|aH ok & LICt.
aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \
--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID
Ol BH2 M AHM 215 M 9| Amazon ElA&A O|F(ARN)S E=4gFLCt
{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
}
CHE 22| 22 ACM2 37 CAE XS A8 E M MH[A 172 P& (SLR)2 A Mo Rise= &% L
. SLRE Wt 215 OIEIE| IS ME N EO2 BAlg 4+ UTE BLIck SLRO| 7] Holses
™ O WYEE M85t IAME #[E2[6HH Lt
aws iam get-role --role-name AWSServiceRoleForCertificateManager
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",
":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

"Arn

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

},
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"
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https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://docs.aws.amazon.com/privateca/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/acm-exportable-certificates.html
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export-certificate W& E At&5t0{ Atd QIS M}
sttsfiof 3fL|CH B ot ZtshslEdmd
5to A= E NS ELICH o/ A ot 4 E 7 HE Eﬂ:' ':Oﬂ X‘I"*Elxl g* HYSE UHL W ChE

AEO|l A5 E Z &+ &L

(@ Note
@37 ZerEl o2 ¥ SAXZ BLEX| pfotof BfL|CH ChEnt 22 & E otels &elg +
A& L

$ file -k passphrase.txt
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html
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passphrase.txt: ASCII text, with no line terminators

S odldlE BY £32 jg= 10| Estod PEM B4 X|HE ME&Lch

O|d2 base64Z QAT E, PEM 4| QIS ME E-stH, Chg S E oflof M2t

[Windows/Linux]
$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

ZZlo|e! 7|z ZEEtLct.

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNzESMTYXNTULWhcNMjAwODESMTcx
NTU1WjAXMRUwEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQvNool1lVtICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYJIKoZIhvcNAQELBQAw
EzERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z21/Bs8ERqqga/
61fM6iw2IJHtkW+q4WexvQSogqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkqhkiG9w@BBQOwSDANnBgkghkiGOw@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AQWLTPskNCACAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWF8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwg38CEJRQILdpta8NcLKnFBwmmYs90V/VXzNuHYg==

Zol

UE M A|elat

[H

2tol8! @IZE M LHE LHZ|(CLI)

HHZ1 1.0 65



AWS 21 A 2E[X}

REQAE T

ol
$ aws acm export-certificate \

> /tmp/export. txt

o
=
--passphrase fileb://path-to-passphrase-file \

7tstod ChEE E3{FLICH

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

zztolsl ¢

—

SM LIELHZI(CLI)
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2 91E M 7tX{ 27| AWS Certificate Manager

AWS Certificate Manager (ACM)0| A XM &35HE SSL/TLS 215 ME H5HE X Qo 2/F 0 ¥=2
QBME 7t £ &L AWS. HE THE| Q15 7|#(CA)Q M7t ol0] U7HLE ACMOIA & F
L0 O

)2l 21E
gt QIBME SEEIX| i olZ2|7oldE @ F AL 0| U= Bl oA & =+ JU&LICH

|
7tM2 QB MHE ACMI SEE ZEEAWS MHE[ALL BT MAEE £ U&LICH 7HKH2 QS A= ACM

oM MBS 2B At SLHA 2 S5HKIE, ACMUIME 7HK2 IS Aol cHet el dAIE XS st
x| ef&LCH

0

M2 QIBMHE AAlStEH QIS M UZAERE M QLB ME F58 O =522 ACMO]| CHA| 7t
2™ Euct o] 2 elE Aol 24 L Amazon ElAA O|F(ARN)S EEFLICH E&= 25| M
Hl 7t

22 ABME 7txE + A&LICH T
gF ol 7kxqekok gLt

2l o|§o| &2 od2d 7He| RIBME

/A Important
2t M 7t 2 IE Mol BtE I E 2LE{RISH04 BtEE|7| ool AAlSt= A2 2ol A
AUlLICH 7t 21& M7} Bt 2 E | Amazon CloudWatch EventsE AF&3l04 22l
ZM o| EHAT E 7HASIE &= Q& LICE REMIEH LIE 2 Amazon EventBridge AFHE EH2 2
ZHAAIL.

7t Q1B ME Z &350 ACML| ZE QIS ME EIMY 2AAQILIC
Load Balancing 2E WHAME Sall S L&+ 2
S ME 7+X{2toF &Lt Amazon CloudFront0i| A 0|3
Mo 2 QIZEME 7hx{etof &Llct. RHAIE LI |"-°.;45|E 2| EHHE ’E.*EF_%PQAIO.

= 0
T x
rO lj
Pl
oo
9'|_|
o
2
ro
0 o
_>._
M
_>,'_
9,_
A
ir :
$
E
i
|0
H1J
O

ACMSZ QIZME 7HMQE Widol CHE RHMISH LIS 2 CHS FHME AZ oM. QB ME 7txi2
SH7F LM QIS M K2 7| XIS HEFML.

. QB A 7Hx{R 7|
. Q1B A CHA] 7HK2 7|
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ACM @I MHE 71X 7| It A =74

ol
nx
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KA MHEE SSL/TLS IS MHE ACMRZE 7tX{2{H sHE IS Mt Z2to|8! 7|18 25 MEaHok &
LIcH Hl AWS @15 7|2HCA)A M QIZME 7Ixde{ QIF Aol Zmatolyl 7|9t HER! 7|
ZEsloF gLICH B M= o]l FAof| MHEE 2E 7|ES &F5H0F gLIC

PE M2 CIEMoi cHall =35 dnel&n 7| 27|8 xIHsloF LICH ACM2 CHE 21 2|1&
K| e LICHE & oF2 API 0|B).

mo

- RSA 1024H|E(RSA_1024)
+ RSA 2048H|E(RSA_2048)
« RSA 3072H|E(RSA_3072)
+ RSA 4096H|E(RSA_4096)
- ECDSA 256H|E(EC_prime256v1)
ECDSA 384H|E(EC_secp384r1)
ECDSA 521H|E(EC_secp521r1)

CcC
o

rot

CHS F71 27 AHEol RolstAH 2.

« ACM £& MH|AME Blaagtol HAZ40| X|HEE g1 E|&D 7| 37|0F H{EELICH 0§ S0
CloudFront= 1,024H|E RSA, 2,048H|E RSA, 3,072H|E RSA, 4096H|E RSA 2! E} g =zl =
M 256I:||E 7|2k X|435t= BHH, Application Load Balancer= ACMOA AF2 & = Qe ZE & 11E|

X|HELICEH REMIEE LHE 2 AIE 52 MH|A S| AEME R ESHAIS.
ME SSL/TLS X.509 H{Z1 3 @I1Z A{od0k &fL|Ct. Q15 Molle HER! 7|, ¥ AFO|E 2| FQDN(H
EICHOIO|B)EE IP FA Ll 92 7|2tof CHE HE 7} 2 EHE|o{of gL},
= MEX7F Af8t Zeto|8! 7|2 A MBE|7HLE 228 CAL| Z2tolH! 7|12 MEE
Ct. 5KB(5,120H}0|E)& =15t X| ot 1 233t E|X| of2 Zeto|8! 7|E NS 3sHok & LIt
M7t CAUM MEE|D QIS M MRl MS5H7|2 MEIS 42, Q2 PEM2Z Q13 2 £|0{0f

41 ro oM
l.°£0|>im
£_>._

$0 10
0|>| m> O

% o
—£

r
nx

X o

BSME 7tME A™HA fRE5H0F BHLICH S5 7|70 AIRTE|7| M = QR E Fofl= 215
ME 71X # Q&LICH NotBefore QIZM EHEME RF 7|2 A|x LR
NotAfter EEOlE= 2 It L /o] QYU&LICH

Z Z(2BA, ZtolH! 7| A QIB M A Q)= PEM 212 2 E|o{of & LICt DER €I
= E XPE% UEEStH F 7 L MFLICH RHAME LIS K= 71K 2 CIEM & 7] A MM
=
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HA(CHA| 7tK427()E I 0|0l 7tX42 Q1B Mol KeyUsage = ExtendedKeyUsage

o =
£ 8% oleE &2 FIIE + glaLich

0

04Q|: O|™ QIE Mo}t H| & i E2+0|HE 215 ExtendedKeyUsage7t F2HEl QIS MHE CHA| 7}
X £ U&LICH Ol 215 7|#0| { 0|4 Chromel| RE ZZ3 @7 AIEE &43517| 25l

ClientAuth EKUR IS MHE YU Z5tX| &L= A HeE =& LICH.

/A Important
Z2l0|oE 915 7|s0| ERE E2,
(=)
=

= 3 CM2 o|™of 7IM2 B M=ol EME K| stX|
ooz A FHoM F7HAS

A
T &atioF Lt

« AWS CloudFormation = ACM2E 9IE M 71X 7|8 R|&6tK| ot&LiCt.

=1

chold! 7|(UE BR)E WEZ 7tXQlokstD, ZF 2 H @A E

PEM &Aoo 2 QI3 &0k & LICt PEME Privacy Enhanced Mail2| 2FXFIL|CH PEM &4l £35] 2l
al

[= N | | [—
M, 2EM 23, AI5M &M K 7IE EAlstE Ol AFSELICH PEM S4| ot o| Uer™Ql & xt=
i =

@ Note

AWS = PEM It & =
= oMol M= ZHEFE 2 = =
A HEEE 7| FE)2 v oloF 6t F2 OpenSSLU Z2 FE 2

AEE = &Lt

S JlE ABM HAlg
= I
—

7| =
redoll Ut =

CHS WMo E 7tME Dol "HAE EodELICH 778 A7t HU =z M3 Els B9, HAE

HE7IE A8 504 37He| IHYZ TEELIC PEM Ho| 2XHE B HE
g = 2ol 2718 B2 ABA, USM M £ ZetolW 7|7t KK L

o
(0]
x
ol
ik
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Example 2. PEMRZ QA E QIS5 M &2

B M #elol= g 7 ol o QB M7t 27 E|o] Q&LICH A E HET|, Windows2| copy B &
£ Linux cat BEE AF&35t04 042 °._|’<§A-I IUE otLte| Ml 2 HAE 4 U&LICH QIBAM7H &

Zto| O QB A E 2B SF AUBME =AICHZ AZHoF ELICH ME QABME TIHRE G2 7
E QIBEME Otx|Zof| SAEfLICH CHS 04|A|9-| aols Ml 712l Q1B M7t EZE 0] UKX|EF, ALE X0
(et Q15 A A[Qlol| ZehEl Q15 M7F 220} BEAHLE ME &+ U&LICH

/A Important
RQIZEME CIZE M Mo 2 BAISHK| OLMIL.

Example 3. PEM QI2& Z2t0[H! 7|

X.509 HA 3 QB Moll= HEE! 7| 4T E2[&0| AASELICE X509 QIEAM E= 2B A
= Zetol-HEE] 7| HoE st ol A8 d12l& X 7| HIE 37|18 XY
7l 2BM E= 2ol &LIch AZE Zeto|8! 7|8 HIZZ R K|St oF &Lt 2
f Zetols! 71§ XIEgfLIct o] 7= &5 & =|Xx| f2 Zdolo{of &LICH C+Z o= RSA £E|'O|'1| 7
E 5o ELich

ad S
kO
b
.
mjo
>.
=
x
ok

Ctg ol= PEMRE QI3 Y E Bt ZM Zeto|H! 7|18 2o ELICH 0] 7(9| 4 g &lof 2t mh2t0|
B 20| Z&L|X| &2 =& /U&LCt ot2tole E50| Z&E B2 ACM2 O| mtZt0|E 2§ 7t
M7l Z2MA Sof sl 7| 7| ol M 7HE L.

o
(0]
x
ol
ik
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Base64-encoded parameters

ISM 7t 27|

, E= ACM APIE AtE35t0{ 2R 0l & S8t QIS M(F AWS CLI, EtAL &2 MH|A SZXR7F XS
st= 218 M) AWS Management ConsoleE ACML 2 7tX & = Q&LICt S FAMHE AWS
Management Console L& Al25tE &S E0{FLICH AWS CLI. HIAWS &2 X ZEE| QIS ME
= Mit=0| 7to|=2| H{[E glo{&LICt.

/A Important

MEfSt ME LT E2IFE2 ACM IBEME 71X 7| I8 A 2748 SF8Hok gLCh

|
- JIMR7|(B2)
- 7kX{271(AWS CLI)

7t 7I(EE)
CtS od| Mo A= AWS Management Console2 AI&35l04 QIS ME 7= Wi g Hod FLICH

1. https://console.aws.amazon.com/acm/home0|X ACM 2& 2 LICt. ACM2 &
2 AWS Certificate Manager HE|Z 2 o} 1 of2ol U= AlEst7| HES MEISHA
2. [Import a certificate] 2 MEHEILIC.

3. aid YH:

gt
=

a. [Certificate body]0llM PEM QI E QB AME g04€0] 7kKSLICt ----- BEGIN
CERTIFICATE----- OF A&t ----- END CERTIFICATE----- O ZLtof EHLCt,

b. [28A ZEt0|8! F|(Certificate private key)]0ll 215 A2 & E5HE|X| ot 2 PEM QIR T &4
zpto|d! 7|& 20 &Lt ----- BEGIN PRIVATE KEY----- o= AEtD ----- END
PRIVATE KEY----- o= ZLtof gct.

c. (MEH ALE [Certificate chain]oll PEM QIZEEl QIS M ®|QlE Eoid&LICH.

ro
0l

M 7tK2 7] 7% 1.0 71
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0lo

AM
=

02

M

4. (M4 ALE) 7tx2 QS Aol BiIZE FIH6HE{H Ef & M Hin_l Ct Bl = AWS Ela20f #E
4

ot= ol LIk Zf Efa= MEX7 Helste 7o B gtoz FEELICH Bl E AL St
04 2|AAE HE|stHL AWS HIE 2 FXE &+ U&LIch

71X 2 71(AWS CLI)

CtS oMol A= AWS Command Line Interface (AWS CLI)S AF23104 QIS ME 71K
0 ELICt. O] od|Aloll M= Chgat 20| 7HEghLC.

mjo
HL

« PEM QI3 Y E Q2B M7} Certificate.pemO|2tE T ol K{ZH |0 QlC}

« PEM QIFYE QIZ M #|20| CertificateChain.pemO|ZtE THUof KA |0 QlCt.

- PEM QIZEE HIZZ3F Z20|Y! 7|7} PrivateKey.pemO|2tEs I Joi| X{Z E[0] QICt.

CtS O AIE ALS5tE{T™ THo| O|F 2 Ht 1 BHS &t £EZ 0[|0{A] L=FLICH OFS o AlollE 715
HE £0iF = EHHED F7+ 30| ZaH|of AU&LCt.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

import-certificate BHEO| HBHo 2 AAME|= B 72 21E 2| Amazon 2|44 O|F
(ARN)O| EFEhEL|CtH

RIS M CHA| 7127
RIEME 7tX{e}t CHE AWS MH|AQ @148 B2 Po Q1B M| AWS AMH|A 422 FK|SHHA] Bt

BE|7| Mol siE QIS ME CHA| 7k £ Q& LICH ACMITF SEHEI AWS AH|A0f CHE REAIEH LI
2 MMg ZxstHACMO| SEHE AMH|A,

QBEME CHA| 7tX2edH =142 ChSot Z&L

« THQI OIS £ L MAHE £ A&LICH
e OIZMOIM BE =IOl 0|2 S MHE £ iaLCt.

. 7 A BHEO| B THKIR QB Mol 2l B2, AY
glaLich

ok
021
N
jo
ol
N
9,'1

2 AR T|E 22 MAHE =

7FX L 7|(AWS CLI) 7™ 1.0 72
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AWS QIZ A 2 2|xt A8 YA

St 7| AFR BEO| HE 7HKR QIS Mol Q= A Af BHEF ZtS F7bE £ oIX|DH 7|E 7S XA
& =+ dguct
ool F2t0lRIE OIF T 7| AL S MHE 4 YlaLich ol /5 lzol of 014 Chromeol ¥
EZ2I% QF NS E43517| 25l ClientAuth EKUR QIBAE W26tk e A HetE £
SELct
/A Important
ctomz AR HolM Tt HES —‘rliéﬂok st

7| 5% ¥ 37| HEE + daLich

RIEME CHA| 7tXE e 2|44 BOE MEE &+ Q&L

|

CHAl 7t 7 (2 E)

CtAl 7HK{2 7[(AWS CLI)

CHAl 7ZFK4R 7 |(B &)

CHZ ol Mol A= AWS Management Console2 AI&35104 QIS ME CHA| 7t K& WS 2o L
Ct.

1.
2.

https://console.aws.amazon.com/acm/home0 - ACM 2& & JLCt.

CHAl 7K E RIS ME MBSt HLE HEELICH

41 [Reimport certificate] HE 2 MEHEFLICE O|F 2| &QIEtE MEH
2, [&f¥(Actions)] M0l A [21E M CEA| 7FX{ 2 7|(Reimport certificate)]

J

[215 M 2 2 (Certificate body)]oll PEM2Z Q13 Y El
O

[Certificate private key]0l| 1B M| H=2! 7|2 AL E =3 E|X| &f2 PEM Q2 Z2tol8!
7|18 20ig&Lct.

(MEH ALE) [Certificate chain]oll PEM IR EEl @IE M #|Qlg Eo{d&LICt IS M A elozs =2
£ ¢t &2 QS 7(2tof CHEt StLt o4 ol B M & R E QB M7 ZEELICH 7HXE QB A

off XkAl MEO| £lof RlE 82, 2I& A Al MSstx| ehot ELICH.

CHAl 7ZHM 272 &) & 1.073
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7. CQlEMol Cist HEE HEEILICEH 2771 912™ [Reimport]E 22/&FLIC}H

CHAl 7kX 2 7[(AWS CLI)

CHS oMol A= AWS Command Line Interface (AWS CLI)E AF235104 QIS ME CHA| 7K W
2 2o{ ELICt. O] oAl M= CtZ2t 2ol 7HEgrLct.

« PEM Q12 Y E QB M7} Certificate.pemO|2tE T ol K{ZE[o{ QlC}

« PEM QIZYE QIS M X 2l0| CertificateChain.pemOl2tE Tof & =04 QlLCH.
- PEM QIZHE H|ZE3} Z2I0[8! 7|7} PrivateKey.pemO|2t= mloi X% £|oq QlC}.
« CtA| 7tX2E{= 215 A2 ARNO| ULt

HH T B-EE g E2 0lo{A] LUZFLICH CFS ol Alof]
I.

(® Note
UBME CHA| 7K 282 215 M ARNE X[’43HoF & LICH,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

import-certificate 0| U3 Mo R ML= 2 215 M| Amazon E[4A O[F(ARN)O| gt
eHELICE.

CHAl 7FX 22 7]|(AWS CLI) M 1.074
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« QIZM LIed - ACMOIA HEISHE QIBME BOIBHLICH SZols 2+ Q1B Mol T3 29 HEvtE
#Elof &Lt

- PBMAME EE E7[-IE B M| MEF SEE Helgict

mjn
pal
N

ok
r
[ul
1z
sl
r
o
ol
x
rr
1z
>
[l
foi
il
>
ofn
e
Al
Jhu
2
=5
>
Ut

« QB AM A - AlEol M 2B AM
o

oM &2lst= &AM LIE AWS Certificate Manager

ACM 2& E=E AHZ23510{ ACMOIM EElSHE Q1B ME LFE AWS CLI & = U&LICH E&0MdE
%|CH 500742 Q1B ME LIPSt CLIOM = %|CH 1,000742] Q15 A

Z&2 8501 QIS ME LigstaeR

rH

£ QLI

_

1. https://console.aws.amazon.com/acm/0i| A ACM

2. QABM S5O HYEE HEHLICL 2EF YHo| Ho|X| 5 & AL835H04 042 T O|X[2] Q1B A
£ BME 2 AUGLICH Z QIBAME QB MER 7IBMe 2 EAIElE OHE HO| UE WS st
ALX|grLCE

« TRl OIF - QB Mo EratEl =2l O|F(FQDN) L.

o=
[y ]
- R -B5AMe fYULICt 7ts Tt 2 Amazon &2 (Amazon Issued) | Z2+0|8(Private) | 7FA&

o &Ei - QB AM HENRLICH 7tSEt 2t AE EF F(Pending validation) | & = E(Issued) | HIE
(Inactive) | 2t 2 El(Expired) | |24 El(Revoked) | &TH(Failed) | & AlZ+ Z1(Validation timed out)

« AHE L2 - ACM 215 M7t Elastic Load Balancing B = CloudFront@t 22 AWS MH|A 8} &
Moz HAL|0] U=X| 4R UL|Ct L2 OFLI2(No) E= 04|(Yes)°E' AU&LICt

d

P:' - B M BtE 7} 7HH R ACMOIM QIS ME RSS2 AAE = U=X| 048 7t
: 2 Z{(Eligible) | £ 21 Z(Ineligible) At &2 of| A 22| QIS M A4 AWS Certificate

A
Manager MME IR SHMIL.

or oy
F&" rz

o
(0]
x
-
2
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24 4T QEZO| AT 0l0|2 S M= Ho|Xlo EAIEE ABM 8 ALSA XIMs D 4 ZH
%o & HHE S5 AW £t HE WEE EAY 4 USLICH OHSI 22 MYs LEE A8
g 4 o

. %7} SHQI 0B - 2B Mol Z8HE stLt 0l4r2] THQI OIS (A ChH Ol&)Lict

. 2% Alzh- ACMO| QB AME &3t AlzhelLict

. S AlZ- QBT SBE AIZFULIC 0] = AmazonolA W s QIEMollat AR E 4 2l

- CtZ OfFdof % 7t & 35tX| el&LCt

- O ol ol MEL|X| etE — o] AlZh o|F0oll= QB M7t & 5K et &LICH.

« SHX| AlZt - X|E Q1B M| B2 SHK| AlZHLCt.

« Name E{1 — Sli{E Ef 27} = B2 0| @IB5 Mof| Ciet Ef3 2| 2t2 NameO|2t D &L|CH

 Renewal status(di ¢! 21EH) - QHEE QIS M Al ZEfRILICE o] HEEE= AAE e Z=0f
O E AIZ|H ZEo| U&LICH 7hS 8 2k Pending automatic renewal(AHS A4l 2 F) | Pending

validation(d3 E &) | Success(‘d3) | Failure( Al H)

S A7t

EN7F £l= ol Z[cH & A|ZHO| AL E £+ U&LICH
HZ oee A T2 A

F AF
o
dr st B2, 72A12F ol Q1B M 2F AlZho| BItEE2E MEFEH

0| X| 2 7|(Page size) 7|2 MHEH2 Zt 2

Mk

H O|X[0i| M Bt E|= B M & X|-HELIc

RIBM ME Mol et RtMIEF LH8 2 AWS Certificate Manager 218 M AlE HE 27|
(@]

E At835t04 QIS ME LtQ5t2{™H AWS CLI

list-certificates BEE AL&3t04 CtZ 0fl2t Z 0| ACM #E|E AUSME LiFgLCH.

$ aws acm list-certificates --max-items 10

-~
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"CertificateSummarylList": [

{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"

\d

o Z keyTypes’t RSA_1024 5= RSA_20480|1 5tLt o4&t o] X|HE T HQI0| Qe IS AMEt
ELCh =Hlo| gl QB AMLICHE YT E|& = HIE 37|18 ME8tE 2B M2t 2ol Moist
RIEME EidM ChZ of|Qt 20| --includes O47iH+E AMSEL|Ct m2t0|EE AFE5H04
Ol HIHE X|de == JU&LICh

e r e N
T oo I'HI
- T II

F>|

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

AWS Certificate Manager /5 M MIE HE E7|

ACM 2& =5 AF85H04 Q1B AMofl CHEt REAIEH HIEIH|O|E{E LA AWS CLI & &= &LICH

CISM MR HE E7| M 1.077
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174) | Ineligible(Rx2) &t 24 2|2 0l A

- Renewal eligibility(& ¢! XtZ3) - 7t 58t Z}: Eligible(*
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eE|E 215 Al AWS Certificate Manager 44/

« Renewal status(’”*._I HEl) - LEE QIS M A4 JEfULICE O EE= WAE 2F
042t E AIZ|H gL0| U&LCt 7S $t 2k Pending automatic renewal(At&S A4l E7/)
Pending validation(45 £ /) | Success(‘d3&) | Failure(A!H)
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H 20 1B A 23 AlZHO| ATEIDE HERE ¥E £x

« CA- M CAL| ARN

« Tags
- Key(Zl)
-
- A% dH -l st 42 7tsEh gf2 o3 ZaLUnt
- HEER F-4d380| el 22 E|X| A& LICH
- AE AlZH =0t - QHE HB 0| A7t ZHEIIX(B LY E HEE = ULt
« 3 - 2E M7t =etol8! PKIEO|7HLE RbA| MEE[o{ {01 AB 0| ER5tX| eL&LICH.

E AM835tod Q1B M MF HEE Eed™H AWS CLI

C= H230t ZH0| Q| describe-certificate AWS CLI £ AF275104 QIS M M8 HEE E AIEL|CE

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID
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"Certificate": {

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
.
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": 'gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:do:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"

+

{
"OoID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"

}

1,
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"DomainValidationOptions": [

{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

I
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.com",

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"
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/A Important
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Ct. CA7F &A1 E W77k x| CAof| CHEt R F 0| A& EFELICH RtA|EH HE = AWS Private
Certificate Authority A& B M 2| Private CA AIM|E &AM L.
Z&£2 A835to{ QAIBME AtA|ote{H
1. https://console.aws.amazon.com/acm/0ilA ACM 2& & iL|Ch.
2. QIBEM SE0MACM QIB Mol & QIEtE MEHSIT AMX||(Delete)E MEAFLICEH
® Note
S5 yEst Yol ek 2D Ues AEMIE FA EALIX]| b2 = A&LICH RLER
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E 83504 Q1B MHE AK|I5HE{™ AWS CLI
CtS HO ZH0|, delete-certificateE AF& 35104 Q1B ME AMA|EHLICE

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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https://console.aws.amazon.com/acm/
https://docs.aws.amazon.com/cli/latest/reference/acm/delete-certificate.html
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1. https://console.aws.amazon.com/acm/home AWS Certificate Manager 2£ & iLIC}.
2. HABO| LRE IBEMS| 1B AM IDE MEAELIC.

3. 73 oY RS (Resend validation email)S ME{EFL|C},

ACMO| =2 Z4Z o|HIY(ACM APNS MAESIEE Q352w

ACM API0| M ResendValidationEmail 212 AFE & LICH Ol QIZ MOl ARN, =8 HE0| HRst &
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$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource":"*"
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
},
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
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https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com/health/latest/ug/
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https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/cognito/latest/developerguide/
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
@ Note
ACM Q!& ME Elastic Load Balancing % CloudFront 2& 0 Z A|5t2{™ O] HEto| L
Ct.
CIEM 2%
CtS E™M2 AR ACM LA ZEHE HEER QIBME 2Fstes A8 HRELICH
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"
]I
"Resource": [
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AWS 21 A 2E[X}

myn

]I
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"

}
}
}
]
}
QIZ M 2N

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:GetCextificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCertificate",
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"Resource'": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"

=
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCexrtificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
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AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

L HEHAPI & e)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate
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https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
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https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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Z2&0|MHo| AWS B2l H22 He{H https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly O|S & L|C}.
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AWSCertificateManagerFullAccess
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Z&0|MHo| AWS B2l H22 He{H https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess O[S & LILC}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
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JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxrn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]

}

7% 1.0 124


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate"”,
"Resource":"*",
"Condition": {
"ForAnyValue:StringLike": {
"acm:DomainNames": [
Il${*}.*ll
]
}
}
}
}
o 3: 2IEM =2 AMEH
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"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
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"acm:DomainNames": ["*.amazonaws.com"]

}
}
}
}
H iRl 0|1 UxlsteE 2P & ELCt
JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["suppoxrt.amazonaws.com",
"developer.amazonaws.com"]

}
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"Version":"2012-10-17",
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"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition":{
"StringNotLike": {

"acm:CextificateAuthority":" arn:aws:acm-

pca:region:account:cextificate-authority/CA_ID"

}

O] HA2 acm:CertificateAuthority 2712 AF& 3504 Amazon Trust Serwceoﬂ)\‘l ahlst S IH
Mo AZ(E 4 9l QB Mol CHEF 2T 518 BILICH 915 77 ARNS se0l(7})
PCAS| AHM QIZM &2 YX|grLICt
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"
}
}
}
}
7 1.0 128
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget
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User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditoxo",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
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aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

Qo] HZH2 M 2IBZ M2 ARNS E24%L|Ct.

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"
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aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED
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"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
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"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Expired",
"source": "aws.acm",

"account": "account",
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"time": "2019-12-22T18:43:487Z",
"region": "region",
"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

142 o] o|'HIEof CHsll =&l CH7|St0 EEIE HER E= ZE2t0[ ABSMHE MEE &HI7F E[H &
EE e 2 % LICE O|HE = &2, AN A 7HKR7|E sdste AlI™ol AAIELICH ZEto[s! ¢
EXo 3¢ B M8 7tSE JEf7H E[H 0] AIBMHE SAE0| HiZ S| fIsHAM= 04H38| Z2o| =
X7t et

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
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"DaysToExpiry" : 198,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACM QIS M A&l 5 Ee O[HE
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{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
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"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",
"DaysToExpiry": 30,
"CertificateExpirationDate" : "2019-12-22T18:43:487",

"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACM Certificate Revoked O|H E

T2 o] o|HEof CHEH =41 CHZ|5t0d AIHHIM ACMAUIM 2 El HER] == Z2H0|8! QI M7 F
AEH AR HE = UAGLICH
(@ Note
HEH QIZMEBF FAE = JA&LICt 7HK2 Q1B M= revoke-certificate® Sall FAE =+ ¢4
&L|CH

ACM Certificate Revoked O|HE = CIS1 Z2 X E Z&LCh

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1)

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"Exportable": TRUE | FALSE
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« AWS_ACM_RENEWAL_STATE_CHANGE(2IE M7t AAE[RAHLE, BFEEIRIHLE, 2 BEElE E9)
 CAA_CHECK_FAILURE(CAA ZdAl AlmH)

« AWS_ACM_RENEWAL_FAILURE(ZZ}0|8! CAOIA MESt QIS Mol ALR)

MEf OHIES| 1 X &= CtS1t Z&LICt o] oflol A= AWS_ACM_RENEWAL_STATE_CHANGE O|HIE 7}

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail": {
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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1. Amazon EventBridge
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Mgt REMIE LH8 2 o|HIE o S St Amazon EventBridge

0 41
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a. Amazon EventBridge & & (https://console.aws.amazon.com/events/)0ll A Events(O|HI E) >
Rules(-ﬁl’i!) H|O|X|2 0|5 35t04 Create rule(T+=! 24)S MEAEHLICE,

| 4(Create rule)] H O|X|0{| A [O|HIE T{Ed(Event Pattern)|2 MEHEILICE
0|& (Service Name)]2| M0l M [4EH(Health)]2 MEHEFLICY.

&(Event Type)oll M [ & EH O|H E (Specific Health events)| & ME4EIL|CE
A (Specific service(s))|& MEH5t T HF0ll M [ACM]S MEHFFLICE

o
=1
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o
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EX o|HE & ¥F(Specific event type category(s))|ES ME4 S} 1 [accountNotification] S

{3 I E=(Any event type code)|E MENEFLICE
h. [EE ElAA(Any resource)] & MEEFLICH,

i. [O|HIE m{E O|Z|E 7|(Event pattern preview)] F& 7|0l A O|HIE A 444 El JSON I EA
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"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}

CHRFBt MH|A S0l M MBSt 7L, Lambda & =& AtEsto] O|HIEE ALEXL X|HE A
2 MEE £ JU&LICH AWS Lambda 2| 734 0= Lambda & =& AIE3510{ O[HIEN S
%

Lambda &+ & AI&35t04 O|HIEN| SE

ol Xt =& A& 3t04 Amazon EventBridge0ll A 5= &1 AWS Lambda CH7|3t 1, Amazon Simple
Notification Service(SNS)E& At&5t0{ & &2 M35t AWS Security Hub CSPM, ZHE H Al5to{ &

=
2|xtet E ot Elof 7HAIEE MSste YHE EoiELICH

mo

Lambda & % IAM &2 L s2dH

1. X AWS Identity and Access Management (IAM) 238t 2 435t Lambda &0l 28t HEt
S HMolgfLct o] ot B AtE|E S5l R5HH B8 S EF M0l U= AFSXIE XYt
SHE ALEXof|H| o0&l HEtS MEHE = U&LICH CHREE 2| AWS U2 AFERE AHHoAM &Y

-SR] b= 20| E&LICH &3] 2ElR AHolME ddstx| ot= Zdol E&LICH

IAM 2 £ (https://console.aws.amazon.com/iam/) & L|C}.
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",

"Effect": "Allow",

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/lambda/

handle-expiring-certificates:*"

]
}I
{

"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

},
{

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"
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"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",

"SecurityHub:DescribeHub"

"cloudwatch:ListMetrics",

},
{
"Ssid":
"Effect": "Allow",
"Action": [
1,
"Resource": "*"
},
{
"Ssid":
"Effect": "Allow",
"Action":
"Resource": "*"
}
]
}
3. 1AM &S 5o 07]of A HAE A
2 AWS MH[A0| CHEt g MH(Z2E

4. hitps://console.aws.amazon.com/lambda

= [~

5. Lambda &4+E&
2t ELiCt.

a. [E% 44(Create function)] HOIX|0ll A [MZ &t 4d(Author from scratch)] &4

=& dggLct

b. ‘handle-expiring-certificates’?} Z2 O|E &
c. [HEtH(Runtime)] =5 0{ A Python 3.8 ME4

d. [7I8 A & B4Z3(Change default execution role)]

—
existing role)]2 MEHEFLIC.

e. [7|E 248 (Existing role)] =

# Copyright 2021 Amazon.com,

# SPDX-License-Identifier:

MABHLICH RFMIE LY

oA &AM &

MIT-0

AWS Lambda

2 AL
o =

ZE Lambda

"LambdaCertificateExpiryPolicy5",

"LambdaCertificateExpiryPolicy6",

Inc.

AEH

or its affiliates.

O|& (Function name)] Z=0 x|H

A0l CHEr RkAIEH LK

All Rights Reserved.
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# Permission is hereby granted, free of charge, to any person obtaining a copy

of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {

'statusCode': 200,
'body': response
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def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =

0o
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x

cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{@3}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
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# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'"Compliance’': {'Status': 'WARNING'}
1))
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
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if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. [E4 = (Environment variables)| M| A [H & (Edit)|2 MEiSt T MEAMO 2 CF WHEE F7t
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0| od|of = Amazon EventBridgeE &3l O|HE 7} & dist= =¢t Bt2 = ZF QIS A{0tCt stLte| o]
HYe MBELCH 7I2XMo2 ACME BHE 0] 452 0|31 2 22 QF Aol Chsl T O|HIES YA
AlZLICE. (O 7|22 ACM API2| PutAccountConfiguration 2 dS AFE35t0] AL XIHE = U&L

Ch) olefet Zf o|HE &= Chga 22 ol RAisstE 2 dE Ee|HE LI
ACM raises Amazon EventBridge event #
>>>>>>> events
Event matches Amazon EventBridge rule #
Rule calls Lambda function #
Function sends SNS email and logs a Finding in Security
Hub CSPM
1. Lambda &E& ddstn HEHE FEefLICH (0|0 282 E - Lambda &+ & IAM H& 2 A%t
B{E & X)),
2. 222 2= ol AF8E Lambda & 2| E& SNS M| L|CE XtAMEH LH&2 Amazon SNS F
AN HEg HESFAMR

3. BHAIRI= CHALKRLTF M2 SNS =ANIE £ S5IE 2 AAshLCH REMIEH LI 2 Amazon SNS F

HEE HZsM 2.

2
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4. Lambda &+E& E2|7{3t= Amazon EventBridge #&|2 MAErLICH RIMEH LIS O[H Eof
©f 5li= Amazon EventBridge 72! A2 =M.

0lo

Amazon EventBridge & & (https://console.aws.amazon.com/events/)0{l A Events(O|H E) >
Rules(T%!) HO|X|2 0|&3t0q Create ruIe(-ﬁ"il M)E MENFLICE [MH[A O|&(Service
Name)], [O|HIE & (Event Type)] & [Lambda & 4=(Lambda function)]& X|'HgfL|C}. [O|HE
B 0|2| 2 7|(Event Pattern preview)] HE|7|0|H CIE ZEE €04 E&LICH

El
—__

"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
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Lambda =411t Z+2 O|HIET} [MZ O|HIE E A|(Show sample event(s))] OF2H0l| ZE A& L|C}.

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

T 0 Es=CHE ofiH 40| H O|4 ZR5HX| A2 A2, B EXM L 7| 2 &EF: 2= &M
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st 2= E MB35= AWS MH|A 2} SEHEILICE CloudTrail2 AWS AMM 7| BXMo 2 &35y
04 & LICt CloudTrail2 ACM 2&2| &1} API o] et I = 5 &E S HIR5t0{ ACMO| CH§t

CloudTrail %1 1.0 158



AWS QIZ A 2 2|xt A8 YA

APl 3 E& O[HEZ ZXYLICH EB|US 795t ACMO] CiEt O|HIEE Z &3t CloudTrail O|HIE
S XIEM2 = Amazon S3 HZ!0 B2 & = IGLICH FHE FE5HX| 2 Z<olx O|HE 7[=Fof
M CloudTrail 2£ 2| 2|41 O[HEE & =

m

CloudTrailoll A 4 %8t S & ALS 310 ACMO| £E 2%, 20| £HE IP T4, 2HE £
2, QMO| £HE AlZH W HTH M HEE OIS £ UALICH KB AHE CloudTrail O[HIE 7
202 oHlE H7|8 A ML, XIHEIE OlHIE ES0| ACMOIA Y45 3T BS2 OlHE 7|
=¥e] EPE AWS AH|A O|HIE S} 74 CloudTrail O|HIE O] 7S EILICH AWS H oM =4l O|HEE

oL AN U cteREE £ AaLIC

b

At
|

L
-

OII

EE§t CloudTrail 220 M =&l El O|HE H|O|EHE FIIE BAM5tD T X|E FSIES CHE AWS AMH|

AE FEE + &Lt

CloudTrailol| CHEt XbAM[EH LIE2 CHS HBME B ZstML.

AWS CloudTrail A2 AZHA.

EfY MM I

« CloudTrail X|& MH|A & &
« CloudTrailol A Amazon SNS 2] T 44
o 04 B2 22 E CloudTrail 21 Il 27| L o] HH2 22 E CloudTrail 21 T} 27|

=
« CloudTrail 2Z0{ A X|2E|= ACM APl 2
« E% MH|AO|CHEtAPIZE 22

HSols M MM ALKl BEF HETt ZEHELID ID HEE 083
o

« 20| AWS HHE FE AF2X} £ AWS Identity and Access Management (IAM) AF2 X} X4 5
OS2 O|R0{F=X| o{R L|Ct
o g =m0l AL AL YA AHH BHE ALE5H0 20| MM E|R=X] 048,

« 2%FO0| CHE AWS AMH|A0A O|F 011 =K| 0{F

XIHElE=E AP A %1 1.0 159


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS 21 A 2E[X}

KEAM[EH B CloudTrail userldentity 2 A2 FHESHMIR.
CtE MMoll= X|3El= API 2 4ol CHet ol 237} Liet /}/&LcH

ro

Mol E{3 F7t(AddTagsToCertificate)
M A A|(DeleteCertificate)
M 4B (DescribeCertificate)

4
1
¥

M LHE LW 7|(ExportCertificate)
1
1
1

o

o

ro

o

M 7K 2 7 |(ImportCertificate)

M LI(ListCertificates)

MO| Ef 2 L+ ¥(ListTagsForCertificate)

Mol Ef 2 M| 7H(RemoveTagsFromCertificate)
M 2% (RequestCertificate)

O|H| & XTS5 (ResendValidationEmail)

M ZM(GetCertificate)

o

o

ro ro
O[O OIM [O O (O [0 [0 [OfX [0 (Ol

ro (oY

RIB Moi| E{2 F7HAddTagsToCertificate)

rol
ol
My
1o
I
B
i
HL
2
)]
r
ful

CHZ CloudTrail 004 M= AddTagsToCertificate AP101| CHSt

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:53:537",

"eventSource":"acm.amazonaws.com",

"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
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"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

21& M & A|(DeleteCertificate)
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

Q& M MH(DescribeCertificate)

C}2 CloudTrail 040l A= DescribeCertificate API0{| CHEF £ & 90| At E Eo{ FL|C}.

(® Note
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{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

Q1B M LHE LHZ|(ExportCertificate)
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"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
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"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",
"requestParameters": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
I

"responseElements": {
"certificateChain":

"privateKey":"**********"’

'certificate":

————— END CERTIFICATE-----",
"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"
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"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-10-04T16:01:30Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",

1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
},
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",

1,
"offset":0,

"isReadOnly":false,
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
I
"certificate":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

iy

"responseElements": {

"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2016-03-18T00:00:437",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

.

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-04-06T14:10:0172",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

.

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

& 1.0 169


https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html

AWS QIZ A 2 2|xt At

15 M 2% (RequestCertificate)

0o
1z
0%
x

3 E0| AWE Hoi ELICL

rol

CHZ CloudTrail 004 M= RequestCertificate API01| CH

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
I
"keyAlgorithm": "RSA_2048"
I
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I
"recipientAccountId":"123456789012"
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101
Firefox/128.0",

"requestParameters": {

"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",

"revocationReason": "UNSPECIFIED"

.

"responseElements": {
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"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
},
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
},

"sessionCredentialFromConsole": "true"
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

b

"eventTime":"2016-03-17T23:58:25Z",

"eventSource":"acm.amazonaws.com",

"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"domain":"example.com",
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"certificateArn":"arn:aws:acm:us-

east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

"validationDomain":"example.com"

iy
"responsekElements":null,

"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",

"eventID":"41c11b0@6-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

B M HM(GetCertificate)

CtZ CloudTrail of0{| A= GetCertificate APIO| CHEt 2 & 2| A

2 E 2o FLCH

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice"

iy

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
iy

"responseElements": {
"certificateChain":
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},
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",

"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/ALice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z"

I
"invokedBy":"signin.amazonaws.com"

I
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

iy

"responseElements": {
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stances": [

{
"instancelId":"i-c67f4e78"

stID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
ID":"9f284cab-cbe5-42a1-8251-4f0e6b5739d6",

"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"Recor

{

east-1:12

ds":[

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

},

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext": {

"aws:acm:arn":"arn:aws:acm:us-
3456789012:certificate/12345678-1234-1234-1234-123456789012"

}
iy

"responsekElements":null,

1
ok
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"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",

"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:282"
},
"sessionIssuer":{
"type":"Role",
"principalId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate"”,
"accountId":"111122223333",
"userName":"DecryptACMCertificate"
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},
"eventTime":"2016-01-01T721:13:282",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{

"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-

east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}

iy
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",

"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[
{
"ARN" :"arn:aws:kms:us-

east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

[}

QIS M AFK]|

CH oMol M= DeleteCertificate &€ AFE5te WS Eo{ ELICH H3& 42 &= g M EQ]

{3} grergruict

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

JEJEREL:

Ct2 of| Ao M= DescribeCertificate
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import
import
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import
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e com.amazonaws.samples;

com.amazonaws.services.certificatemanager
certificatemanager
.certificatemanager

certificatemanager

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

DescribeCertificate
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

Ol BEO| M2 AT 2| ofxlolE ChE1t HIixet HE7F 2340l ZAIELICH

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status: ISSUED,

NotBefore: ThuOct@510@: 14: 32PDT2017,
NotAfter: SunOct0310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type: IMPORTED,

2IE M LIE LT
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package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ExportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ExportCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;

ExportCertificate B 1.0 188


https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html

AWS QIZ A 2 2|xt At

0o
1z
0%
x

public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "zx");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
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FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate =

result.getCertificate();

System.out.println(certificate);

String certificate_chain =

result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

regions.Regions;

services.certificatemanager
.certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services
services.
services.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

GetCertificate

%1 1.0 191


https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html

AWS QIZ A 2 2|xt At

0o
1z
0%
x

*

CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
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result = client.getCertificate(req);

}

catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleeplnterval;

// Display the certificate information.
System.out.println(result);

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

CIEM 7K 7]
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import
import
import

import
import
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import
import
import
import

import
import

import

/**

com.
com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.
services.

.certificatemanager.
services.certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model .ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

* service.

*

* Input parameters:
& Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
ks CertificateChain - The certificate chain, not including the end-entity
certificate.

ks PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials = null;

try

}

{

credentials

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {
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throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem", "x");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "t");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "xr");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
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buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY,

channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,

channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();
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// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

IS M LI
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
& CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.
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*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com

}I
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

QIZ A 2

CtZ odlAlo| M= RenewCertificate & =& At&35t= WS E0q ELICH 0| &&= Private Certificate
Authority(CA)0| A &t 23t 1 ExportCertificate & 2 LHEH AHM QIS AME ZAAIELICEH ol LHE A
AM RIBMELE O] 2 AAIE = I&LICH ACM2E AWS Private CA QIS ME A AI5HE{H HA
ACM MH|A HoF =x|of| A HEt2 Eodslof 8FL|Ct RFMIEH LI 2 ACMO] QIS A ZH Al FEH &t

xI-X°|.A-||O

no -
jo

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
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import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;

public class RenewCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.

RenewCertificateResult result =

null;

client.renewCertificate(req);

catch(InvalidArnException ex)

catch (ResourceNotFoundException ex)

catch (ValidationException ex)

try {

result =
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the result.
System.out.println(result);

QIS Ef LIS
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

Hro AI8HE

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.AmazonClientException;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.certificatemanager.
services.

services

services.

services.
services.

certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

HoiELICH

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;

ListTagsForCertificate
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/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
result = client.listTagsForCertificate(req);
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catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);

@l oxlof M ChE1 HiR et LIS

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
import com.
import com.

import
import
import
import

import
import
import
import

import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

AmazonCl

ientException;

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AwWS
regions.

java.util.Arraylist;

Credentials;
Regions;
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
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ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);
tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
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import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;

import com.amazonaws.services.certificatemanager.model.LimitExceededException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**
* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameters:
& DomainName - FQDN of your site.
* DomainValidationOptions - Domain name for email validation.
ks IdempotencyToken - Distinguishes between calls to RequestCertificate.
& SubjectAlternativeNames - Additional FQDNs for the subject alternative names
extension.
*
* Qutput parameter:
& Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
Arraylist<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Aq25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

g+E MEste

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)
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{

throw ex;

// Display the result.
System.out.println(result.toString());

| oMol ME HE olHILE CHA| TS5t Bl HIEE EAIRLICH
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* dig — Linux, Windows

* nslookup — Linux, Windows

=
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NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.
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« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon Issued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I

Status

Status
Detailed status

amzn3.example.biz

&, Export DNS configuration to a file

Details
Type
In use?
Domain name
Number of additional names
Identifier
Serial number
Tags
Edit
Name

Issued
The certificate was issued at 2018-03-22T22:42:12UTC

You can export all of the CNAME records to a file

Amazon |ssued

No

amzn3.example biz

0

1faedec1-6db6-4d3d-967a-eec5e53ecdds
0e:10:30:f3:1c:bd:1e:b7:54:bb:13:99:62:5b:71:b

Validation status

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »
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Amazon -
v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on

your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists

You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file
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