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"Effect": "Deny",

"Action": [
"account:PutAlternateContact",
"account:DeleteAlternateContact™

1,

"Resource": [ "arn:aws:account::*:account" ]

}
]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [

Ilbluell’
"Ied"
]
X
}
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ZEo| AHollpt 1S AZE 4 UALICH S AW o= EA1E AFE & YL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
https://aws.amazon.com/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/
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Opt-in Regions

CHS 22 A&st7| Tof #g&taliof ste 2 EQI 2l Lt

Ol& ac Status
OFZ 2|ZHFH|O| ZE}R) af-south-1 GA
Ol Alo} EfH 2 (ERE) ap-east-1 GA
ofAlot EfE 2F(EFO[H[O]) ap-east-2 GA
ofAlot EfLE F(5tO|C2tHIE) ap-south-2 GA
OF Alo} EfE (X772 E} ap-southeast-3 GA
OLAlO} EHE L (HEHE) ap-southeast-4 GA
ofAlo} E{E F(2rzi[o| AlO}) ap-southeast-5 GA
Ol Alo} Ef L (FAIBHE) ap-southeast-6 GA
Ol Alo} EfHF(EN=) ap-southeast-7 GA
FHLECE MR (ZEHAHEI) ca-west-1 GA
SFEF 2l5]) eu-central-2 GA
FE(ZEtr) eu-south-1 GA
SHE&HQ) eu-south-2 GA
O|AztU(ElotH|E) il-central-1 GA
&S (UAE) me-central-1 GA
Middle East (Bahrain) me-south-1 GA
HA|Z(SH) mx-central-1 GA
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Default Regions

CHS 2IM2 7|EXMo 2 HIZEME | HIZE et 4+ giaLich.
Ol& =
OtAlo} EfH (T 2) ap-northeast-1
OtAloF EHE (M) ap-northeast-2
Ot AlO}F EHE (L2 ALZL) ap-northeast-3
Ot Alo} EfE (= HIO) ap-south-1
OtAlo} EHEF(Al7tZ 2) ap-southeast-1
Ot Aot EHE (A= L) ap-southeast-2
LICHE & ca-central-1
SHEZIEIFEE) eu-central-1
SFHASES) eu-north-1
FE((OIYHE) eu-west-1
FEEH) eu-west-2
SE(m2l) eu-west-3
otHElZH a2 F) sa-east-1
0= S8 (HXILIot 58) us-east-1
0= 858(2350|2) us-east-2
0= ME>Z|ZL|ot 28) us-west-1
0= M2 (L2l7) us-west-2

278 &= 26
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« IAM T2 AL 504 B[THo] CHEF HMAE HMo{E 4= U&LICEH — AWS Identity and Access
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https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
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« ENABLING
« DISABLING
« ENABLED
« DISABLED
ENABLING 5= DISABLING &E{QI AR SEQI L SEOIRE FAE £ QiaL|ch X &
O™ ConflictExceptionO| &righL|Ct 2= E(EMHE/HIEHE) 2 SH LE2 FL 7|2
AWS MH|A Q9| T2 H|X{'Jof et E2FRILICH HEN7F (o EF5t0 SA|AISE = ele ¢F
AWS MH|AT} QI2 &= U&LICIENABLED.
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« account:ListRegions (o] S5 AWS 2| It A &3t E= H[EH5 o{RE &
213t of ).
* account:EnableRegion
* account:DisableRegion
1. AWS HHE R E AEXL Ee &[4 HEHO| Ue IAM AFE AL E= FEE AWS Management

Console0f 22918t}
2. T QEZ MU Us AH o|EE MHEIE & HHS MEHELICEH
(@]

3. AE Ho[x[olM AWS 2| Moz o|SELICH
A

4. 83 £ HEYsetois 21T E MEE Ohg ote R E€dE E= HIgYEE MH
gruict =elstets HIAIR|IZE ZAIELICH

J
I
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HIE M3 M2 MElE

M HIEMEE MEfSLICH

SEQl 2™l g gstE|H 21 BHAM RF0i M e 2|2 MENE = JU&LICH 2|2 MES
5t= Et7Hl= AWS Management Console2| B M R0 2| MEIZ & E St AH'™Ho| 2|1™
H 2& M™ES AWS Management Console2| 7|2 2|1 MHE XML

AWS CLI & SDKs

CHS AWS CLI TE £ oY AWS SDKofl 4 8st= &S ALE85to] 21T SE HEIE 243
X uhEE = &Lt

[ Qi
HIg &3, 47|

* EnableRegion
* DisableRegion

* GetRegionOptStatus

=2 JPE A=l el 2l B8t = BlE S8 =


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html
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* ListRegions

@ =& Mat
CtS BAHIE s™5itdH siY 2ol oiE x|l= T&tol Rlo{ok &rLct.

account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

 account:ListRegions

B2 UFR ALSKolA 21 dE HEE elg B /e TEhe F 0o

Olz{Et 7HH HErE M8ste B9 ¢

&t CHE A RIOA 47| R MT| 7|58 Boig = A&LICt

Ctg ool MeE 2| X|HE B A ™ol 2|2 dstELch AFSE XtE 3HE2 ZE 9| g
HAE Es AE ztelof 2IYE 2 EIRF Aol M 7tx42 Zdolo{of &Lct.

Sost HH S ALE35104 2IME H|E A3 CHS enable-region2 disable-regionZ &g
AT Ol

T L= AR ﬁL’ltl--

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"

Of HItH H™ol Chal &MstE 2™ S olo|E5ted™ CHE MRte| BHHIE AWS Organizations <24 &
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AWS AHE el

%

o
2

of

o2

LHAM

®

-_—

N o o b~ b

Note
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aws account enable-region --account-id 123456789012 --region-name af-south-1
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aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1
{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

of cHet AX| HOoo|E AWS A’

AWS Billing ! H|& 22| 2&8 At&3s}0d EE AWS HE Z2x 7|2 o *% UOo|EE =+ AU&LICH
AEe Ax e M

—

M.

AWS HEe| RE ALEX O|HY FAE UC|o|ESHoF 5t = | =L O/ 7F AU&LICH 2ot
A e SHHE o2 & + UELICH o]l FHoME SE A AED HH AE 250l Ciet RE
AEXt o|HY FAE HO|O|EStE Z2MAE SHLELIC

(@ Note

off CHeh HE At ol 2E ol ™MutzlE= o =|CH 4A|ZFHo| A AWS AE & U&LICH

FE AEX o|HY2 AEo| S A-AHRIK| ofL|H =% o] AR QUX|of et CHEH LC|o|EE +
A& LICH
- SR AUS AWS AE - Z 1t A2 AWS AE E|X| k20| B AWS ZE| 2£E AI85to{ RE
AHZ Xt emailAmazon € E||0| 2 & A&LICH O 2 YE sst= YHE LotEe{H S A
R

AWS 7’8ol Cligt R E A EX} O|H Y ACI0|EE

« AWS HH =& L - AWS ZZ|o| LRI HIH HHo| A2 | A™E E= e 2EIRt H™o| A
A= AWS Organizations 2£0M =& AWS CLI &/ SDKE Sall Z2 a2 WA Z H AY

Ol RE AEX o|HY ZSYLIM AClo|EE £ U&LICH SDKs O] 2td2

24 ZEo| D EOf CHEF FE A X} emailAmazon H|O|EE #

A
>
=
w
il
0
ob
X

|

of CHet ZA| Add|o|E AWS HIH 33


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

%

o
2
o

r

AWS HH e FLH A

o2

- SE AAT AWS AE EE el AN CiE FE ASX Ol Y HO0|E
= = A

=2 X} emailAmazon G0 E

SE ™ AWS AE EE= #re| AlEol tiet FE ALE X O|H Y H0|E

SE AAEo FE ASK} o|HY FA HEStE{H Chg HAtel BHAHE AWS AP +~FLICH

® Note
Z7HIAM HEHO| AWS HH R E MEXERSHX| of2 2 280 ELCH IAM ALE AL
s JYE2c Ol BHHE =™E = lsLict

4. A8 MF EE Holx|2| O|HIY F4 dofl = HES MEFLICH
i

5. H™ oMY HE mO|X|o M A 0|D1|°' =4, M O|HY =4 =elo| ZEE et A &
S E EelgfLch JH og XM F HAlE8 MEHELICH no-replyeverify.signin.awsO|
MMoHY =42 g0l I =7t MSELICH

6. HAE oMY HE Ho|X|e] &l =0l O|HYUR &2 IEE =8 CHS HOI0|E &elg

MEfEL|CH

ol ATt E3fst= O 2Icf 50| A3 & JA&LICH H2HX[F oz ojH Yol %]

AWS CLI & SDKs

O| 242 AWS CLI 0lA EE= AWS SDKs. O| 2428 AFS
Management Console.

glzl
<)
i
1
o2
et
1
30
I

LICF AWS

E2] A3 AWS AE E= @ o] Ao O =E A2 A oY POolE 34


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS HH el S

HE oA

KX Elo| IE AWS A X of CHEF 2 E AF2 X} emailAmazon C|0|E

AWS Organizations 2& & At&5H0{ Z%| 2| HIH A|"Jof Cieh FE ALEX O|HY F 4 HElstedH
CtE Hxte| BHAHE =~eLct

® Note
M HHo| RE ALKt O|HY FAE YOI0|ESHY| Hof o] &do| W& o|slistE WOl
Z&LICH KEAISE L& 2 AWS Organizations AH2 AH A0 M AWS OrganizationsE AM2 5}

of i AFO| FE ALK OlHY T4 HCIO|ES HEFHML.

FE MEXZE ZOQI5 £9| H™H HO|X|0M HE HZHO| FE AKX O|HY FA 2T ?g.alolgg
T U&LICH. AWS Management Console EHAE X|E2 S 3
gt FE MEX O|H Y Aclo|Eoi MBE EtAHE [HSLICt.

AWS Management Console

® &z

o Ht A™o cHal =X ZHE| AY == QYE &2
Account Management AH|A 0| CHEH AlZ[g = Q= °

t= Ol AbE5hs 2ot CHE T2 9| AHol| HMAE £

[e][]

< O| MRIE AI8Sto HUE 55

A& LICH.

AWS Organizations 2& 2 At&50{ Hi 7[H2| FE ALEXR O|HY F4 C|0|EsteH

1. AWS Organizations 20 22 IELICH IAM AFRIE 23915 HLE ZE| o] 2| H™Hel £

E ANEXE 2OQNTHE K] 2 Z)sHok & Lct.

2. AWS 7 HOIRlo| M RE AHSR OIHUS HHIO|E3t24E B HHS Megtict.
3. AR MR HE MMM S HE S MEE CHS OlHY F4 UOIO|EE MetBtLICt

4. O|HYANM FE ASKIS| M O|H Y FAE s CHE MBS MEIFLICH J2H Y38
2S5 (OTP)7H M O|HY FAZE MESELICH

0l

ZEo| B E AWS A of CHEt FE AFE Xl emailAmazon H[0[E

35


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials

AWS HH e

5.

® Note
A= E J|Cl2lE S Organizations &0 A 0| H0|X|E Eolof 5t B I=E
47

I.

HL
T |

$ 24 A7t OILHOY OTP ZZMAE UHEstm 228 4 LIk 0FH) ot
AR IS B2 HOIX|oIA 5ol E S ME3 Ch Ol YClo|s 228 Mgt
LICH
2% F=of OfF B0l M OlHY F4AZ HMSE ZEE Y23 O+ ol Meisct

O|ZH stH HHe| FE ALEX UO|0|ETH AU ELICE

AWS CLI & SDKs

CtZ AWS CLI B E= 0[of| & 85t= AWS SDK 22 ALE35t0d FE ALEX O|HIY FA(Z|2
OlHY FAEITE &)E HMS 7L YOOI EE = A&LCt

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

® ®n
- HH AYol s ==|o| 22| AlE = 2YE ZEIRE A-HoM ol2Et 2t S +dt
£4™ Account Management AH|A0f| CHalf 2[5 + U= HMAE & 5tsH ok BFLICE

.
bl
kA

(=)
UE ZEot= Ol ASste Wot CHE Xl Aol HMAE +~ &Lt

tjo| A< s =edofl DHE st CHg Mol RJojof Bruct.

* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

ol BE AWS A of cist FE AF2 Xl emailAmazon QH|0|E

36


https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS HH el HZE oA

Olz{Et i HEHS AR S B UK AL RO £E ALSA OlHY T4 HEE 92
£BH QI HEHS HO{3tT CHE AL RIOIAIE 97| U 7| 7l Rodgr 4 gLt

SEE MEX O|HY F4 ZEMAE 2E5tE{H ot ofxllof EAIE &AMCHE 7|2 O|HIY APIE
EHH A&t ok & LCt.

Example GetPrimaryEmail

CHS oM =2 ] XIEE HH AHolM RE ALSX O|HY FAE AMELICH MAEE AL
A Y2 o gEl Al = AY el IYE 2l Al-HolAM 7HR2 Zdofook gLct

0
FI

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate
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$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecorp.com
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$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email john@examplecorp.com

FE MEX &E HHIO|E
AWS ABTE ASR 258 HEISHEH Chg Uatel BAIE S ELIC

FEASK &3 UOI0|E 37



AWS HH e &t

N
2

OFLH M

i

AWS Management Console

FE MNEX 35 E WhsttAH

I2RZIesHK| e 2 290I8oF 3Lt IAM AFZ R}

[=] == A =
Medgtc
4. AHYE ME HE Holx|9 &5 ol = HES MENFLICH
5. ¢Z HE HOIX[oM A &, M &E, M &5 &l HEE 3eict J- g €=
UCIo|EE MEIEILICH FE ALSK & -0 CHet 2H AIE Zefet 71 XIE2 1AM
User Guide2| Change the password for the AWS A% £ E AIEXIE HZXEAML
AWS CLI & SDKs
O| 242 AWS CLI 0| A EE= AWS SDKs. O] 242 & ALS5HorRt ~eleh = U&LICH AWS
Management Console.
=
AWS #H’E 0|& HO[0|E
ofzig BHalg miE Al U MEIE flsh AFUE L ofZ2FolMol W W 0lF xIH T
AWS HEALS E L S AE B EES

HE o|§2 @IE 0|4, Biling and Cost Management CHA|E2E 2! 2 &1 ZF2 AWS Organizations 2
£ 22 o] fIx[ol ZAIELICH QAT 4|2 HH OIF§ 2 Bo{E = ULE EFE LYHE ALS3st
01 HH O|§ 2 KI¥e W HEYELICH 3|At AEHRl 32 ZE-SH-E3(0d: sales-catalog-prod)t
20|18 XY EE2 M85t WOl EALICL JHQI HE E5 2 Hot4o| O|RE JHQ! Aldd HE

(PINE BtFst= A OIF=2 ArS5tX| 2fotok g LCt,

E 38


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS HH e HZE oA

£ AWS Management ConsoleEE&=

- SE AJHE AWS AH - _7F_X|I'_|- o474 AWS HA E|X| o2 &
d {1 0|2 AUH|0|E AWS HIE Al

AWS CLI 2 SDKs. 0| &
2 XM .

« AWS HE =& L -0 U0l M HHo| 22 &2l A™ E= e 22X AEHe| AWS
Organizations At & Xt= AWS Organizations &0 M L= AWS CLI 2! SDKs. O] d2 =& st
A2 X AWS A LHo| A O|F YUCIO|E MME FHERSAMR.

rr
0L
T
rlo
Jn
o
>
(i
(0
1o 0
AN |

rr

off CHeh HE Atgo| 2E =of ™MutklE o =|CH 4A|ZHo| A AWS AE = U&LICH

A
- S A& AH 0|§ HOIo|E AWS A™H
« ZEAWS AHE LHo| AH 0| YHOI0|E

S2 ABHO| A 0|F S HHSHHH CHe HAtol BAIE AWS AFSBELICH

® =4 Met
FE AR, IAM ALEAH E= IAM S E A8 35104 HY 0|2 UOUIOIEE + ‘B%I—IEL

SE A8XE M8s5lE B2 7=||75> ol2
&SLICH IAM AFE2 X} EEE IAM 48 AL
.

=
2 Ad|o|EstE o F7FIAM HEto| 2R 5K of
& o= #|ASHCHS IAM T80 Qloqof & I

m

* account:GetAccountInformation

e account:PutAccountName

=2 Al
TE =

o2
o2

A2l HHE ol§E YClo|EstE{H

1. AWS A™Ho| o|HY FAe &5 E AFE3040 AWS Management Console2 21 Q18 L|C}
AWS HE R E ALEXRL.

& Aol AY 0lF YdlolE AWS HIH

39


https://console.aws.amazon.com/

AWS HH e & LM

2. ZELEF YE BEME| FE0M AE o|FOo|Lt HEE MEHSH £ HEE MEigLICH
A =] X
(=) _

3. A

AWS CLI & SDKs

® Zl& HE
FE A8 IAM A8 AL E= IAM BEE A8 35104 HE 0|& 2 HOIOIEH = /&L
CHS BAIE =324 IAM AR ££ IAM A g0l Mo chEt 22 IAM #HEHo| R.0f
OF & LCt.

 account:GetAccountInformation

* account:PutAccountName

=2| AlSHS] 7
TH 200

of

9'|_|
-
i
>
)
ok
4>
H1
z0
>
r
[ul

Ct

0jo
2
104

« AWS CLI: put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

 AWS SDKs: PutAccountName
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« AWS CLI: put-account-name

$ C:\> aws account put-account-name \

--account-id 111111111111 \

"New-Account-Name"

--account-name

 AWS SDKs: PutAccountName
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« PutAlternateContact(CHAl| 4= E A5t HLt OO/ E5HE{HH)

« DeleteAlternateContact(CH& QI2HX{E ArA|5EdE)
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Example
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$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example
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$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-numbex="+1(206)555-1234" \
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--title="Operations Manager"
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$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY
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https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
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» GetAlternateContact

» PutAlternateContact

* DeleteAlternateContact
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+ GetAlternateContact(CHAl =& MIE HEE £ 2{H)
« PutAlternateContact(CHA| A= AME M7t H|0|EStE{H)

« DeleteAlternateContact(CHA| QI=x{E AfX|SEdH)
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$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

"AlternateContact": {
"AlternateContactType": "BILLING",
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
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"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example
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$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"
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$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

%

o
2

AWS HH e SHLHAM

o2

£ YdIo|Est7| of et S ot O|H|Y =AE UHE M HX OIS 2F Al

rx
tou
T
fok
r
=+
W
H
]
kU
N
Hu
> I
L
=I|=|
L]
ol
2
H
Al
KU
In
4n
2
HQ
Rl
L
o
R
rr
L
]
OH
=
o
z0

1010k L]

DN l‘ih
rII
ol
(=)
rr
A
19
rr
ol
El
o
kU
[
»a
Hu
ny
kU
[n
Pl
o
o

ki
_IF:

oII
tﬂ
L2
x
Hr
E
[ul
k=3

025550179.

S QI3 BsHHE S AWSOIM SMSE £ 418 % lofof BLICH CHREO| £ AIKH HE F3HH
SMSE X|245tx| tom 2 SIS E|R| b LT

|20 72 7§l AR 7} obLl BIAF TS Z 0 OlHIY FAE 2U4sHe AWS AIBZO| 7He E
C

| FA EsE MEHEZ AH ZE AISKE FHstH siiY 7H210] Z[ALE [HY

oX Oy I for HI
N

S2 AdAEO| 7|2 =X ME HEE HEstEdA™ oS MRl A& AWS A ™=~ FL|ct. ofeh

AWS Management Console Mit= o S& AdE ZHEAEN|MEL 2 SELICH & AFS5H04 2 Y
2 & AWS Management Console 5t= Ol AF& 8t Aol 7|2 248 x{ HE0of| Bt HM|ASHAHLE B3
g = A&t

SE AdYo| 7|2 =M E HEsted™H AWS AHH

© #l4 Hat
O} EHAIE £ 8524 MoiE Ch2 T 22 1AM HEHO| Qlodok ELich

MEs L olHY F4 2F A 51
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
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"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example
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$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'
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https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html
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https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS HH 22| BZ OHAM
Example
ChE olodeE =] XIHE " Ao Chet M 7|2 =i HEE AMELcH A8 E XA
T2 =Xo| #HE| AE E= AE el /IYE 2helRt A-Eo M 72 Zdolo{oF & LT,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"
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$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'
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AWS CLI & SDKs
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$ aws sts get-caller-identity \
--query Account \
--output text
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account:EmailTargetDomain

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowConditionKey",
"Effect": "Allow",
"Action": [
"account:StartPrimaryEmailUpdate"
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"Resource": "*"
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{

"StringEqualsIgnoreCase": {
"account:EmailTargetDomain":
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"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation”,
"account:GetAlternateContact"
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"Resource":"*",

"Condition":{
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{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantReadOnlyAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions"

1,

"Resource": "*"

}
]
}
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ID 7[8F & off A] 78



AWS AHE el

%

o
2

OFLHAM

o2

"Statement": [

{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions",
"account:PutContactInformation”,
"account:PutAlternateContact",
"account:DeleteAlternateContact"”,
"account:EnableRegion",
"account:DisableRegion"

1,

"Resource": "*"

}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}
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ExampleO{| Al 1.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
3,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z"

}

.
"eventTime": "2021-04-30T19:26:157",

"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
3,
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
},
"eventTime": "2021-04-30T18:33:08Z",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalez@example.com",
"title": "CFO",
"alternateContactType": "BILLING"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
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"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

of|Al| 3: C}2 o XM= DeleteAlternateContact X240 CH
=2t E AMA|SHY| @8 CloudTrail 21 &= &

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

o4& LICt.

Z 0 cHat

"principalId": "AROA123456789QEXAMPLE:AccountAPITests",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AROA123456789QEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",

"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2021-04-30T18:33:00Z"

}
.
"eventTime": "2021-04-30T18:33:16Z2",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "OPERATIONS"
},

"responseElements": null,

"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",

34X OPERATIONS CHx

arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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"version":"Q",
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"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:08Z",
"region":"us-east-1",
"resources":[

"arn:aws:account::123456789012:account"

1,
"detail":({
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"
}
}
GetRegionOptStatus % ListRegions APIZ} Btetst= & ENQE UX|SHE Ul 7HX| 7HsEF & EN7L
U&LICE:
« ENABLED - EZA|E! accountIdoM 2|M0| MBXoZ &3t
« ENABLING - EA|El accountIdoM 2|H0| EMEStE|D U
« DISABLED - EA|ZE! accountIdoA 2|F0| MEXo = HIEME
« DISABLING - EAIE! accountIdoiM Z2|F0| HIEAMSIE|T US
CIS MEZ o|HE &2 2 E 2™ o|HEE ZX5te 52 ML ct
{
"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]
}
Cl2 MZ o|HIE m{E12 ENABLED ! DISABLED 2| O|HIERH #Hx{stE H&I8 MAIghL|Ct
{
"source":[

"aws.account"
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1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshooting_root-user.html
https://docs.aws.amazon.com/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://aws.amazon.com/premiumsupport/knowledge-center/phone-verify-no-call
https://aws.amazon.com/premiumsupport/knowledge-center/phone-verify-no-call
https://aws.amazon.com/premiumsupport/knowledge-center/maximum-failed-attempts
https://aws.amazon.com/premiumsupport/knowledge-center/maximum-failed-attempts
https://aws.amazon.com/premiumsupport/knowledge-center/maximum-failed-attempts
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account

AWS HH e &

A
ro

FLHA

S|

ot

X 23 AA

M Aol 8o

r

% 23918  https://docs.aws.amazon.com/ AWS 2191 AL HEHA]
T RS signin/latest/userguide/troubl
eshooting-sign-in-issues.html

F7t E2Y0| HestM 5 2t #EE AWS re:Post 2HIZE HM35t= 40| E&LICH F7t K|
¢o| 23t B AWS Supportol| 22|35HML.

otz HEE AtEstod AE x| Z2MA Sof ddE LetHel EXE TlEstn 8 + &L
AY Rl Z=AM|A0f CHEr YRR LI 2 7] AWS AE MM E HRotM 2.

=

- HAYHE AAGHAHL R4St HHE 28

« HE Ho|x|oi| A% SHX| HHEO| EAIZ|X| &t S

« HHE SHRIFIXK|CH 0715] =l O|H Y S B R| R

« A™HE siX|5tedn & [l "ConstraintViolationException" 2 7 gf A4

o M AE2 siX|5tE4 1 & I "CLOSE_ACCOUNT_QUOTA_EXCEEDED" 2 & &M
- ZE| AES SKIEH7] ™ol AWS =R AA|SHOF B L7E?

=71 AWS AHHEe| xIFHo et AIEHE i XIstM 2.

AE mo|x[of A sl x| HE Ol EAIE[X] &=

FE MNEXZE 2I2l6tK| o2 F2 AlY mo|X|of A s x| HE O EA|ZIX] E’lSL—IEP HES

Eofitd FE ALK AWS Management Console 201 21915} 0k & L|CH 23018 &~ gis B2
Troubleshooting issues with the root user2 & Z35HM|.

AEE iRIRE KB 04715] &l oMY E X[ Z&

| 20l olH Y2 AWS A HO| R E ALEA O|HIY FAZEF MEELICH H AlZE Liofo] O|H S &
X| 235l £ E AFZ X AWS Management Console 20 2191504 A 0| S X| IR =K| EQlIE

AE x| 2 97


https://docs.aws.amazon.com/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://docs.aws.amazon.com/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://docs.aws.amazon.com/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://forums.aws.amazon.com/
https://console.aws.amazon.com/support/
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshooting_root-user.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close_management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close_management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cc.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cc.html
https://aws.amazon.com/premiumsupport/knowledge-center/report-aws-abuse/
https://aws.amazon.com/premiumsupport/knowledge-center/report-aws-abuse/
https://www.amazon.com/gp/help/customer/contact-us/
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https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#Instance_Reservations
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#cb_savingsplans
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#Instance_Reservations
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#cb_savingsplans
https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_sign-in-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_disable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html#id_users_deleting
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove-member-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove-member-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com//controltower/latest/userguide/unmanage-account.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-getting-started.html#step-6-terminate-your-instance
https://aws.amazon.com/marketplace/library
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-account-closure.html
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https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://console.aws.amazon.com/billing/home#/account
https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set
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ME 2%

M|k

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountName":"MyAccount"
}
ME SH

HTTP/1.1 200 OK
Content-Type: application/json

ol 2.
Che ollolMis Z o] XIAE Bt Aol CHE CHA 2R HHE AmIELIc Zalo] gl AN =
S S mal Mulaol SIUE BEIR ATl A EHS Aok g

ME o3

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

"AccountId":"123456789012",
"AlternateContactType":"BILLING"
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HTTP/1.1 200 OK
Content-Type: application/json
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Request Syntax

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}
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errorType
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Request Syntax

POST /enableRegion HTTP/1.1

Content-type: application/json
{
"AccountId": "string",
"RegionName": "string"
}

URI 273 1}2to|E
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InternalServerException
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TooManyRequestsException
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Request Syntax

POST /getAccountInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"
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HTTP/1.1 200
Content-type: application/json
{
"AccountCreatedDate": "string",
"AccountId": "string",
"AccountName": "string"
}
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AccountName
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errorType

API| GatewayOl| 2|3l x-amzn-ErrorType S& o MAAX|= ZELIC.

HTTP AEf 2= 403

InternalServerException

L5 272 2l 2fdo| A& LIc AWS. LESof 24 S CHA| A|ZshM| 2.
errorType
SH ol A x|= 2L LIch.

API GatewayO0l| 2|3l x-amzn-ErrorType 8§

HTTP &Eil Z=:500

TooManyRequestsException
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errorType
AP| GatewayOll 2|5Hf x-amzn-ErrorType S& sl MKUXI= gt

HTTP &El ZE: 429

ValidationException

24 mt2tole & stz & 5HK| ebot 2hdo| AlmfRi&L(Ct
fieldList
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message
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HTTP &fEi ZE: 400
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{3
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HTTP/1.1 200 OK
Content-Type: application/json

"AccountId": "123456789012",
"AccountName": "MyAccount",

b L.
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"AccountCreatedDate": "2020-11-30T17:44:37Z"

}

of% 2.

Ch ool A EEI0] XIE B Aol chet AN M2 8 ZAME LD Zxlo #al AN £E AN
22| MElA0l SIUE BEIR AKOl K2 BBS ALSsHof siC

ME o8

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{
"AccountId": "123456789012"
3
AHZ 2CF
A= od-

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyMemberAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
}
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* AWS SDK for C++

* AWS Go& SDK v2
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* AWS SDK for JavaScript V3
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Request Syntax

POST /getAlternateContact HTTP/1.1

C

{

ontent-type: application/json

"AccountId": "string",
"AlternateContactType": "string"
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AlternateContactType

HTTP/1.1 200
Content-type: application/json

"AlternateContact": {
"AlternateContactType": "string",

"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",

"Title": "string"

GetAlternateContact 134


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

A Z QHLHAM

il
2

AWS HH e

[a

SELREECE

AlternateContact
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errorType
FIL|CH.

API| GatewayOll 2|3l x-amzn-ErrorType S& S0l RHAX|= 2t

HTTP &fEi ZE=:403

InternalServerException
QFE QIsH Edo| AmMELICH AWS. LES0l| 22 CHA| A|Z ML,

L& 27
errorType
API| GatewayOll 2|3l| x-amzn-ErrorType S& S0l R X|= ZLLICH.
HTTP &Ef Z=: 500
ResourceNotFoundException
g =+ Qle 2lad XHa 2 Qs 2fdo| Almzi& L/t
errorType
SH ol A x|= 2L LIch.

API| GatewayOll 2|3l x-amzn-ErrorType &
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HTTP &Ef FE: 404

TooManyRequestsException

HE X2 22 A 2ZE M =1tz Qlal zrdo| duigi& Lt

errorType

API GatewayOll 2|3l x-amzn-ErrorType & S A X|= gL LICH.

HTTP &fEi ZE: 429

ValidationException

/24 m}2t0|E| & sttt R & 5HK| oot o] AlmiF&LICH.
fieldList

LM 0| RESHK| AA=KIE Le4FE HAIX|LLICH

HTTP &fEi ZE: 400
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CHS ool ME 2HU2 3 &56tE Ol A1 Z3HO| AFSElE AI™ ol EoF CHA| A=A E ZMghL|ct
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

"AlternateContactType":"SECURITY"
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HTTP/1.1 200 OK
Content-Type: application/json

"AlternateContact":{
"Name" :"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Security"

o Al 2.

Ct2 ool ME =ERIoIM XA =l H H Aol 2] CHA| 42H&]
HHE el Mulao| /IUE B2 HAEHe| R ZHS AFS Sl
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"Operations"
}
MIZ oC}
=2 o-d

HTTP/1.1 200 OK
Content-Type: application/json

"AlternateContact": {
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Operations"
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« AWS BHE QIEH 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

* AWS Go& SDK v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3
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Request Syntax

POST /getContactInformation HTTP/1.1
Content-type: application/json

"AccountId": "string"

URI 23 nfztalE

22 URI ZtetOEHE MEsHR| ei& LT
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MO

QLE2 JSON Ao Z S HIO|EHE Er&LCt

Accountld
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(® Note
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F: String

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddresslLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}

SRS
ZHod0| MESHE MH|ATFHTTP 200 &2 EHS 8O
CIS ollo|E{= AMH|A0] 2|5 JSON EAlo 2 BHEHEIL|CE

ContactInformation

AWS 7’81 AZE 7|2 M HEo MF HEE ZEELICH

E}Ql: Contactinformation ZH&||
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AccessDeniedException
S E RH Yo x[4 = TEho| glo] 2ol AmFi& LI
errorType
SHE siof AMHX|= ZrdLct

API| GatewayOll 2|3l x-amzn-ErrorType &

HTTP &fEi ZE=: 403

InternalServerException
S ChA| A= 5t

W& 272 Q& 2tdo] AmRi&LICH AWS. LESol| 2F

errorType
API| GatewayOll 2|3l x-amzn-ErrorType S& S0l RHAX|= ZLLICH.

HTTP &Eil ZE=:500

ResourceNotFoundException

M2+ e 2lad XHE2 2 Qs 2edo| AmRY
errorType
AP| Gateway0l| 2|3l x-amzn-ErrorType S& S| MAAX|= ZE LI
HTTP &fEll 2 E=: 404
TooManyRequestsException
HE A2 385 Y22 A& =02 Qs o] AlmiRi&LICt
errorType
S& sliciol MAUxIE ZhAULich

API| GatewayOl| 2|3l x-amzn-ErrorType &

HTTP &Ei T E: 429

ValidationException

22 m2t0le & skt
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message

QYA FSI0| FE6HX| AA=KIE LedF= HAIX|IYLICH

reason

Sl
210 AWS SDKs

« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

+ AWS SDK for Go v2

« AWS Java V2& SDK

* AWS SDK for JavaScript V3
* AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

* AWS SDK for Ruby V3
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account:GetGovCloudAccountInformation IAM

Request Syntax

POST /getGovCloudAccountInformation HTTP/1.1
Content-type: application/json

{
"StandardAccountId": "string"

URI 23 mj2to|H
QXL URI I}2HO|E{S AL 3tK| ob&LCH,
REEER

o

S4 22 5 C|o|E{E ®&LCh

FO
0%
rlo
[
()]
O
Z

ol

Ol Zrd2 At235t0d MM ASHHLE =58 HZio| 12X} 2] AWS HIH ID HE E x|& gLt

Ol 2tO|EE X|Hstx| oM 7|EXMez HHE s Eots O AEElE AHH 5B AWS HH

oz MYEELICH

O| 2t OB & A8 otcdH ZE A7 Z o] 22| 78 = /AYE 2elxt AlEel k23 ZFo[o4ok
x

stH, XIHE HH D= SYE =29 H
A S o

k7
0, A 22| AMH|A0d CHst ._|§| 2+ U= AMATHE -GS (0]

El ZrE|xF A-ol & =[o] {00k gfLICt.

(® Note
22| A2 KAl AccountIdE X HE £
1S A HEAEN|M EYE E-’%%HOI:

I’ oloqok BfLICH ZXI2 2 E 7|52 EEEsHok o
AU A

ofof ot11, MEf Aoz Y

GetGovCloudAccountinformation

143


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS HH e

A 0| BT} obcd AR 0] i & 3HEIE Of LEHOIEIS KIBSHR| T, ZAst AL 4
AshEAE HExol Al 48 XA BUS AB5tod S BEELIC

HTTP/1.1 200
Content-type: application/json

{
"AccountState": "string",
"GovCloudAccountId": "string"
}
s es

40| 8F 5t AMHIATHHTTP 200 SH & HF&SELICH
CtS CIOIEE AH|A0] 2f3H JSON B4 = HHEHELI
AccountState

2AZE GovCloud Hl"Ho| H1H &EfL|Ct

m
°
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R = 2t PENDING_ACTIVATION | ACTIVE | SUSPENDED | CLOSED

GovCloudAccountld

Q174 El GovCloud AIX Q| 12X2| HIH ID 5 LCt.

&: String
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i \d{12}
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AccessDeniedException

o L

o x4 E4 TEto| glod 2 4ol A
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2% X7
errorType
API| Gateway0ll 2|3l x-amzn-ErrorType S& S| MAAX|= ZE LIt
HTTP &#Ei Z=: 403
InternalServerException
S ChA| AlZ35tMI2.

W& 272 Q& 2tdo] AmRi&LICH AWS. LESol| 2F

errorType

API| GatewayOll 2|3l x-amzn-ErrorType S& S0l RHAX|= ZLLICH.

HTTP &Ef Z=: 500
ResourceNotFoundException

Elas X|Hez Qo 2efo| Aufgi&LICt.
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errorType

S ol Mxl= gt Lt

API| GatewayO0ll 2|3l x-amzn-ErrorType &
HTTP AfE} Z.E: 404

ResourceUnavailableException

M AL E & Qe ElALE XIERY| HEo o] MAuigi&LIct

errorType

API| GatewayOll 2|3l x-amzn-ErrorType S& S0l R X[= ZLLICH.

HTTP B ZE: 424
TooManyRequestsException
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errorType
AP| GatewayOll 2|5l x-amzn-ErrorType S 30 MAX|I= ZrLCt

HTTP &fEi ZE: 429

ValidationException

221 met0/e § sty R &5HK| ebok ZFdo] MuiRii&L|ct
fieldList

HZRE S0l #x|E HEL
message

LM 0| RESHK| AA=KIE Le4FE HAIX|LLICH

reason
AEol AuiEh AbR Lo

HTTP & Ef Z=: 400

o

Ol 1.

CtZ Ao M= 22 &5t Ol AHE 3H0| AAEEl= AHe| ¢dZE GovCloud H'EH HEE 4
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation
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HTTP/1.1 200 OK
Content-Type: application/json
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"GovCloudAccountId": "123456789012",
"AccountState": "ACTIVE"

}

ollf 2.

CHE o AlollAE ZXlo| RIE Hb H ol Chall 1Z4E GovCloud A MEE ZMstLcH KXl of
B2 AE Ee AN pal MHlAo] 9IS BEXF HHo| A EHE ALgfiok gL,

ME 9%

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{
"StandardAccountId": "111111111111"
}
A IZ orCt
A= Oo-

HTTP/1.1 200 OK
Content-Type: application/json

{
"GovCloudAccountId": "123456789012",
"AccountState": "ACTIVE"
}
oi Al 3

CHS ol Aol A= GovCloud AIH0i @dAE|X| ot 2 E& H™Hof CHEH 244 E! GovCloud HHE HEE 4
M35t A|Z8HLCt.

ME 2

M|k

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

"StandardAccountId": '"222222222222"
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HTTP/1.1 404
Content-Type: application/json

{
"message" :"GovCloud Account ID not found for Standard Account - 222222222222."

}
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« AWS BHE QIE{H 0|4 V2
« AWS .NET V4& SDK

* AWS SDK for C++

« AWS Go v2& SDK

« AWS Java V2& SDK

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

« AWS PHP V3& SDK

« AWS Python& SDK

» AWS SDK for Ruby V3
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Request Syntax

POST /getPrimaryEmail HTTP/1.1
application/json

Content-type:

{ "AccountId": "string"
}
URI 7% T2t 0|E
Q2 URI Zt2tOEE MESHK| ef& LT
ex e
2r& Lt
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YErLct. of mtet
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HTTP/1.1 200
Content-type: application/json

-~

"PrimaryEmail": "string"

[

ZH{0| A E 5 MH|ATFHTTP 200 SEHS #H&3HLICH

o

CtE ClOIE = AH|20f 2|3 JSON &4

PrimaryEmail
XEE A-Ea A2 E 7|2 o|HY A E AMgrL|Ct

API| Gateway0ll 2|3l x-amzn-ErrorType SH

HTTP &Eil ZE: 403

InternalServerException

ol

LR 272 ¢l

SH ol A x|= 2L LIch.

i Ztedo| Amigi&LICH AWS. LEESol 24 S CHA| Al=stMl 2.
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errorType

AP| GatewayOll 2|5 x-amzn-ErrorType S& sl A X|= ZrILICH.

HTTP &fElil 2 =: 500
ResourceNotFoundException
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errorType

API| GatewayOll 2|3l| x-amzn-ErrorType S& S0l RHAX|= ZLLICH.

HTTP &fEll 2 E: 404
TooManyRequestsException
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errorType
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HTTP &Ei 2 E: 429

ValidationException
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AWS NET V4& SDK

AWS SDK for C++

AWS Go& SDK v2

AWS Java V2& SDK

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS PHP V3& SDK
AWS Python& SDK
AWS SDK for Ruby V3
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Request Syntax

POST /getRegionOptStatus HTTP/1.1

Content-type:

"AccountId":

application/json

"string",

"RegionName":

"string"
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Request Syntax

POST /listRegions HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"MaxResults": number,
"NextToken": "string",
"RegionOptStatusContains": [ "string" ]
}

URI 23 m}j2tO|E

22 URI It2tO|E{E AHESHX| eh&LCt.
LY EE

Q2 JSON HAoZ o3 CloEE waLlt

=

Accountld

O| 2t dE AHE3t0{ AWS A AMASHHLE =7

gg ol 12kt 2| A ID HEE X|-EgLct o] mt
2tOIEIE X|HetX| o™ 72X 2 XY g 5 ESHE Ol AHEElE A 52| Amazon Web
Services A’H2 2 AHELICt O] EtOEHE A& stedH S &RV Z2| o #E| AlY = 2IHE
2| RE Aol xt23 ZHo|o{oF ELct X|HE HE IDE SYEH ZE 0| HiH A& 0lo{of & L|Ct.
ZEH2ZETJISE %eiroHOF StH, HIH el MH|Ao Chal AZIE = = AM AT &St g
of Rlofof &t 11, ME4 At o2 2{UE 22Xt AHHo| & E[o] {00k gfLICE.
(@ Note

22| A e XA AccountId
|

= A
= T
_zgag@%aHAEWH&%%EEﬂ%ﬂu&

ListRegions

157


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS HH e 27 LM
Z 0| BT} obd AR 0] SedS B H 32484 0] THEHOIEIE XIZSHRI DML, CHAI 42H &
7h NS AL 2B EIE AT 48 K12 BT S0l Sedg BEELIC

H24o| Z20{|AM EIEIE|E 50| & =ULICEH A8 7t58t & &5 7| X|HE 2t =15t 4
<? HHO| £230i NextTokenO| M3 E L|Ct. HO[X| OHES RH7H5tEA™H & HHO| starting
token @14:0{ NextToken Zt2 MI&L|Ct. AWS CLI 2|5 0{AM = NextToken SEH LAE A
S35IX| DFAAI. AFE oKMlE AWS HHEZE QIE{H0|A AL MM Ho|X| DS XM
EtQ: X4

NextToken
H| 0| x| DH7'° AlZHe 2Ix|E XIH5H7| fIEt EEQILICE Ol= o™ 2 SEHUM EEE
NextToken®IL|Ct AL 0Kl AWS BHZE QIEH O|A AFE AdEMC| H|O|X| OHZ 2 &= SHA
o

N
o
el

_o'l_
ﬁ
k>
[N
o
rr
o
ﬂ
o
N

O|= 1,000.

Z 07 ot

RegionOptStatusContains

AEE AEe 2l 552 EElZste ol AISE Bl dE SHE J=t &, g83HE, HiggE
S, HIgdstE, 7Igde = EEstE) LT o & S04 ENABLING 2tS ™EStH 2|7 & Ef7t
=20

ENABLING?! El._'| =52 greELCH

o+ = R oL

ListRegions

158


https://docs.aws.amazon.com/cli/latest/userguide/pagination.html
https://docs.aws.amazon.com/cli/latest/userguide/pagination.html

%k

N
2
o

r

FLHAM

o2k

AWS AHE el

sg e

HTTP/1.1 200
Content-type: application/json

"NextToken": "string",
"Regions": [
{

"RegionName": "string",
"RegionOptStatus": "string"
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POST /putAccountName HTTP/1.1
Content-type: application/json
{

"AccountId": "string",
"AccountName": "string"

}
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X-Amz-Target: AWSAccountV20210201.PutAccountName

{
"AccountName":"MyAccount"
}
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAccountName

{
"AccountId": "123456789012",
"AccountName": "MyMemberAccount"
}
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HTTP/1.1 200 OK
Content-Type: application/json
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POST /putAlternateContact HTTP/1.1
Content-type: application/json

"AccountId": "string",
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact
{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"
}
AHZ 2SCF
A= o-d
HTTP/1.1 200 OK
Content-Type: application/json
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POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AccountId": "123456789012",
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}

ME g9

HTTP/1.1 200 OK
Content-Type: application/json
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Request Syntax

POST /putContactInformation HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"
}
}
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Request Syntax

POST /startPrimaryEmailUpdate HTTP/1.1

Content-type: application/json
{
"AccountId": "string",
"PrimaryEmail": "string"
}
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